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QUEEN:
Query Unlearning against Model Extraction

Huajie Chen, Tianging Zhu*, Lefeng Zhang, Bo Liu, Derui Wang ,Wanlei Zhou, and Minhui Xue

Abstract—Model extraction attacks currently pose a non-
negligible threat to the security and privacy of deep learning
models. By querying the model with a small dataset and using
the query results as the ground-truth labels, an adversary can
steal a piracy model with performance comparable to the original
model. Two key issues that cause the threat are, on the one
hand, accurate and unlimited queries can be obtained by the
adversary; on the other hand, the adversary can aggregate the
query results to train the model step by step. The existing defenses
usually employ model watermarking or fingerprinting to protect
the ownership. However, these methods cannot proactively pre-
vent the violation from happening. To mitigate the threat, we
propose QUEEN (QUEry unlEarNing) that proactively launches
counterattacks on potential model extraction attacks from the
very beginning. To limit the potential threat, QUEEN has sensi-
tivity measurement and outputs perturbation that prevents the
adversary from training a piracy model with high performance.
In sensitivity measurement, QUEEN measures the single query
sensitivity by its distance from the center of its cluster in the
feature space. To reduce the learning accuracy of attacks, for the
highly sensitive query batch, QUEEN applies query unlearning,
which is implemented by gradient reverse to perturb the softmax
output such that the piracy model will generate reverse gradients
to worsen its performance unconsciously. Experiments show
that QUEEN outperforms the state-of-the-art defenses against
various model extraction attacks with a relatively low cost
to the model accuracy. The artifact is publicly available at
https://github.com/MaraPapMann/QUEEN.

Index Terms—Model extraction attacks, disruption-based de-
fenses, sensitivity measurement, Al security.

I. INTRODUCTION

Having achieved revolutionary breakthroughs in various
domains, deep neural networks (DNNs) are currently being
employed in diverse areas to solve sophisticated real-world
problems. The cost of training a high-performance DNN is
non-negligible due to the high cost of the large volume of
dataset collection, long training time, hardware consumption,
etc. For instance, Microsoft has spent 1 billion dollars on
OpenAl to develop a large language deep neural network
model [1]. Therefore, the deep learning models are considered
valuable intellectual properties to be protected by the model
owners (referred to as defenders in the following). Nowadays,
Model Extraction Attack (MEA)[2] is considered one of the
most critical threats to DNN properties. In MEA, an adversary
can establish a piracy model that has the same functionality
and comparable performance as that of the protectee model
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Fig. 1. The overview of QUEEN. For any sequence of queries, QUEEN first
measures the sensitivity of each query, and then performs output perturbation
accordingly to create perturbed softmax outputs. The piracy network trained
with such queries and perturbed outputs will not have comparable performance
to the original model.

by sending queries to the original models. This type of attack
can lead to serious consequences in terms of copyrights as
the adversary can steal from real-world Machine Learning as
a Service (MLaaS) models at a very low cost. Meanwhile,
MEAs are often used as the initial step for other attacks such
as membership inference or model inversion attacks, where the
adversary trains shadow models in the manner of MEAs [3],
[4]. Hence, we urgently need a series of defenses to counter
MEAs, especially in the era of large model.

To mitigate the threat of MEAs, extensive efforts have
been made to enhance defense strategies. The existing de-
fense methods can be classified into two classes, passive
and active defenses. Passive defenses mainly comprise model
watermarking and fingerprinting, where the defender extracts
the embedded watermark from the piracy model or uses the
fingerprints to get pre-defined output as proof of copyright
violation [5], [6], [7], [8], [9]. Despite the effectiveness of the
passive defenses, the validation can only be conducted after the
violation, and the adversary could have already benefited from
the piracy model before the crime is discovered. Moreover, if
the adversary uses the piracy model only as a proxy to launch
further attacks, or the adversary keeps the piracy model for
private usage, the defender can no longer protect the protectee
model with the passive defenses.

In contrast, active defenses [10], [11], [12] proactively
prevent MEAs from happening by jeopardizing the training
process with deliberately falsified outputs or lengthening the
query time. Active defenses decrease the performance of the
piracy models by perturbing the outputs of the protectee
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model, resulting in a degraded performance of the protectee
model. Additionally, the majority of active defenses perturb
the outputs randomly, which degrades the protectee model’s
performance significantly. Alternatively, the defender can also
extend the query time of the adversary. The current MLaaS
provides most services in a black-box setting, where the user
can only query the model and receive the query outputs.
Hence, we aim to address two questions to counter the
MEAs: 1) Can we detect threats from the queries? 2) Can we
proactively eliminate the threat before the violation occurs?

We have explored the possibilities to answer above ques-
tions. For the first question, we find that the threat queries
show potential trend to cover all classes in the DNN model.
In other words, the coverage of those threaten queries is
much broader than normal queries series. This enlightens us
to estimate the coverage of the query set to detect threats. For
the second question, when we identify the threat, it is possible
for defender to provide some perturbed query answers that can
mislead the shadow models, so it is possible to eliminate the
threat before it actually happens.

Due to the above positive rationale, we propose QUEEN
(QUEry unlEarNing), which proactively launches counterat-
tacks on potential security risks accompanied by sensitivity
measurement. As depicted in Figure 1, there are two main
components in QUEEN, namely sensitivity measurement
and output perturbation. Given an arbitrary query sequence,
the defender estimates the risk of the query by computing
the single query sensitivity (SQS) and iteratively updating
the cumulative query sensitivity (CQS) class-wise. In output
perturbation, if the CQS of the predicted class of the query
does not exceed the pre-defined threshold, the defender will
perturb the query in the feature space to obfuscate the soft-
max output. If the CQS exceeds the threshold, the defender
launches gradient reverse to make the piracy model generate
gradients that worsen the model during training.

Several challenges are identified and resolved during our
research: 1) How to effectively measure the sensitivity of single
queries? For each class in the training dataset, the defender
extracts the features of the training samples, and defines the
cluster center of each class as the most sensitive point. The
distance between the feature of the query and the cluster center
is used to estimate the SQS. To estimate the CQS, each query
feature is treated as a hypersphere. By computing the ratio
of the query features’ volume to the volume of the sensitive
region, the defender can update the CQS by class query-wise.
2) How to guarantee that the piracy model produces reverse
gradients when trained using the falsified confidence vector?
To launch gradient reverse, the defender must estimate the
output of the piracy model given an input. Thus, the defender
trains a set of shadow models using subsets of the training
dataset to represent the incomplete piracy model. To increase
the randomness of the results, a fraction of the shadow models
are randomly drawn from the set to produce the average
confidence vector for each query. With the estimated piracy
confidence vector and that of the protectee model, the defender
is able to launch gradient reverse.

Our contributions are summarized as follows.

o We propose a novel counterattack against model extrac-

TABLE I
SUMMARY OF NOTATIONS.

Symbols | Definitions
D, F The problem domain/feature space
D,D’ The original/auxiliary dataset
x, x’ The original/auxiliary data sample
y,y,y The original/predicted/perturbed confidence vector
Y, Y, Y The original/predicted/perturbed label
fh The protectee/piracy model
0, T The parameters of the protectee/piracy model
n, m The number of samples in D/D’
fE,fC€ | The feature extraction/classification block of f
U,z The feature set in F/R?

tion named QUEEN that proactively sabotages the MEAs
before the copyright violation happens. QUEEN can be
efficiently integrated with generic classification networks
without interfering with the training process.

o« We have designed novel sensitivity measurement and
output perturbation algorithms that can efficiently and
precisely prevent MEAs while maintaining the prediction
accuracy of the protectee model. The output is selectively
perturbed to worsen the piracy model.

« We have conducted extensive experiments to validate
the effectiveness of QUEEN, where QUEEN has outper-
formed the SOTA defenses.

II. PRELIMINARIES AND RELATED WORK

The notations are listed in Table I.

A. Model Extraction Attacks

Given the protectee model f(-;60) : R™ — R™ parameter-
ized by 0, the objective of MEAs is to establish a piracy model
h(:;7) : R™ — R™ parameterized by 7, where h mimics the
functionality of f by optimizing

arngin L(f(x;0),h(x;7)), (H

where £ and x € R™ respectively denote the loss function and
the query sample. The adversary has only black-box access
to f, where the adversary has zero knowledge about the
architecture, parameters or hyperparameters of f. Normally,
the adversary is assumed to have a limited number of un-
labeled data samples and computational resources, otherwise
the adversary can train the model independently. The dataset
owned by the adversary can either be in-distribution or out-of-
distribution to the training dataset of f. The auxiliary dataset
can be collected online.

Querying the protectee model with natural samples is the
most direct attack. However, due to the limited query budget,
the adversary tends to select the optimal samples for querying.
For instance, semi-supervised learning [13], reinforcement
learning [14], and active learning [15] are used for query sam-
pling selection. Additionally, using synthetic data to query the
protectee model can also achieve considerable attack accuracy.
There are various ways to generate the synthetic samples, such
as FGSM [16], C&W attack and feature adversary attack [17].
For example, FGSM uses the gradient to modify the sample
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x, such that the modified sample deviates from the predicted
class given by h, which is defined as

x4+ x—nV.L(x,h(z;T)), 2)

where 7 controls the strength of the modification. Furthermore,
even without an auxiliary dataset, the adversary can use
generative models to launch data-free MEAs [18], [19], but
this requires an enormous query budget.

B. Defenses against Model Extraction Attacks

Generally, the current defenses against MEAs can be di-
vided into passive and active defenses.

Passive defenses mainly include model watermarking and
fingerprinting, where the defender can determine whether a
suspect model is a piracy model or not by validation. Model
watermarking [5], [6], [20], [21], [22], [23] aims to embed
watermarks into the protectee model during training, where a
set of trigger samples can make the protectee model generate
the pre-defined outputs. Model fingerprinting [7], [24], in
contrast, does not interfere with the training process, and it
creates adversarial samples as fingerprints to make the piracy
model and the protectee model share the same outputs when
given the fingerprints. In summary, passive defenses allow
the defender to claim the copyright of the piracy model by
ownership verification. However, this does not prevent the
violation from the root.

Active defenses proactively prevent MEAs by perturbing
the outputs of the protectee model or intentionally increasing
the query time when the query number ascends. Orekondy et
al. [25] perturb the output by maximizing the angle deviation
between the original and the perturbed gradients. Lee et al.
[11] attach an additional layer to the end of the protectee
model to produce random softmax output while maintaining
the argmax of the output unchanged. Juuti et al. [26] use the
Shapiro-Wilk statistics test to distinguish the benign queries
from the malicious queries, where the benign samples are
believed to fit normal distributions and the malicious do
not. Kariyappa et al. [12] train a out-of-distribution (OOD)
sample detector to differentiate OOD query samples from
normal query samples. The query results of OOD samples are
perturbed by a misinformation function. Kariyappa et al. [27]
train an ensemble of models to detect OOD query samples and
perturb the corresponding outputs. Dziedzic et al. [10] utilize
private aggregation of teacher ensembles (PATE) to measure
the privacy risk of each query, and increase the query time
when the query number grows by forcing the adversary to
solve the proof-of-work (PoW) puzzles.

III. PROBLEM DEFINITION

First, we formally define the protectee model and the piracy
model. A problem domain is denoted by D C RM | where each
element x € D is labeled by one of NV classes. We use y € RY
to denote the one-hot encoded label vector. A deep learning
model is a function f(-;60) : RM +— RY, parameterized by 6.

A protectee model is a deep learning model f(-;6) : RM —
RY with 6 as its parameters trained by a defender who owns
a dataset D C D. D comprises {(X1,¥1),---s (Xn,¥n)}- The

defender trains the protectee model f by taking gradient steps
to optimize 6 on

v@;z_;»C(fsm(f(Xzag))?yl)v (3)

where L(-,-) denotes the loss function such as the cross
entropy (CE) loss or Kullback-Leibler divergence (KLDiv)
loss; fum(-) denotes the softmax function.

A piracy model is another deep learning model h(-;7) :
RM — RY with 7 as its parameters established by the ad-
versary by launching model extraction attack on the protectee
model f. h shares the same or similar functionalities with f.
The adversary collects an auxiliary dataset D’ C D\D. This
means that D' = {x],...,x],} comes from the same problem
domain D but does not overlap with D. Additionally, x’ € D’
is not labeled by the adversary. The adversary feeds x’ into
the protectee model f so as to get the softmax output, i.e., the
confidence vector f(x’). Similarly, the adversary trains the
piracy model h, taking gradient steps to optimize 7 on

VT% Zﬁ(fsm(h(x’i;T)),fsm(f(xg;e))>,v X eD. (4

A. Threat Model

We consider the scenarios where not only the label of the
prediction, but also the entire confidence vector is of the users’
concern. For example, the confidence vector can be further
utilized for downstream tasks such as OOD detection [28] or
membership inference attack [29]. We define the threat model
in terms of the capabilities and limitations of the two parties,
namely the adversary and the defender.

The Adversary. We assume that the adversary is capable of:

e Collecting public data. The adversary can access public
datasets to construct an auxiliary dataset for model extrac-
tion. The auxiliary dataset can be either in-distribution or
out-of-distribution to the training dataset. For instance,
given that the protectee model is trained on MNIST
dataset, FEMNIST dataset is in-distribution, and CIFAR-
10 dataset is out-of-distribution.

o Accessing the protectee model. The adversary can query
the protectee model with any input with black-box access.
It means that the adversary is limited to sending queries
to the protectee model and receiving the predictions from
the protectee model only. The predictions are presented
in the form of complete confidence vectors.

o Customizing the training algorithm. The adversary is able
to freely select the network architecture, optimization
algorithms, loss functions, etc. However, we assume that
the adversary is going to select either the CE or KLDiv
loss function, because these two are the most commonly
used loss functions in terms of training classifiers.

e Knowing the specific defense method. The adversary
knows which exact defense method is used, and therefore,
the adversary can launch the most threatening attack on
the protectee model.

We assume that the adversary is limited to:
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o Knowledge of the protectee model. The adversary does
not know the model architecture, parameters, or hyper-
parameters of the protectee model.

o Access to the training data. The adversary cannot access
the original training samples possessed by the defender.

The Defender. In contrast, the defender is capable of:

o Completely accessing the protectee model. The defender
has full knowledge about the protectee model including
its model architecture, parameters and hyperparameters.

o Completely accessing the original dataset. The defender
can access and modify any samples in the original dataset.

o Utilizing the queries. For any query sent by the user,
the defender is allowed to perform any operation on the
query, including storing and analyzing the query.

Meanwhile, the defender is limited to:

o Knowledge of the piracy model. The defender does not
know the model architecture, parameters, or hyperparam-
eters of the piracy model.

o Knowledge of the specific attack. The attack method em-
ployed by the attacker remains unknown to the defender.

The goal of the adversary is to launch model extraction
attack on the protectee model so as to obtain a piracy model
that performs comparably to the protectee model. Reversely,
the defender aims to differentiate the adversaries from the
benign users, and proactively jeopardize any possible threat.

The Adaptive Adversary. We further consider that the
adaptive adversary knows about the defense mechanism of
QUEEN. Given a perturbed confidence vector y, The adaptive
adversary aims to recover the clean prediction confidence
vector y = R(y) using a recovery function R(-). Thus,
adaptive attacks such as D-DAE [2] and pBayes [30] that
establishes R(-) pose the greatest threats to QUEEN. We thus
test the performance of QUEEN against these adaptive attacks
in the experiment.

B. Concepts of Defense Mechanism

Central Data vs. Peripheral Data. Before designing the
method, we try to figure out how the classification works in
f. Let fZ and f© respectively denote the feature extraction
block and the classification block in f. Then we have

fx) = (P (x)), (5)

where f¥ maps x into a feature space 7 C R?, and f¢ maps
fE(x) into RY so as to derive the confidence vector. Given
the training dataset D MNIST, we use f E to extract the feature
fE(x;), V x; € D. The features are then projected into a 2D
space via t-SNE as depicted in Figure 8 in the Supplemental
Materials.

Based on our observation, f¥(x;)s are separated into clearly
distinguishable clusters by their label y;, which are the black
dots. We then process the test dataset with the same pro-
cedure as above, where we use different colors to represent
the classes. Two interesting phenomena are observed: 1) the
projection of the test data highly overlaps with that of the
training data; 2) the misclassified test data points fall in places

Single Query Sensitivity

Cumulative Query Sensitivity

/I\fE(w) -

(U£5(x) — el *tiy))

1
sgs(x,y) = Eerfc( %

Fig. 2. Sensitivity Measurement. The SQS is measured by mapping the
distance between the cluster center and the query’s feature into (0, 1) using
the erfc function. The CQS is the sum of the red/queried area over the
gray/sensitive area.

that are distant from the center of the clusters. Thus, we
assume that the center of each cluster in F represents the
most sensitive region in the cluster. Thus, the queries that hit
the center of the cluster are the most representative.

To justify our above assumption, we thus conduct a pre-
experiment to check whether the central data is more repre-
sentative than the peripheral data. Here, central data refers to
the data whose feature is close to its cluster center, whereas
peripheral data refers to the data whose feature is distant from
its cluster center. In order to rank the data by their distances to
their cluster center, we firstly need to define the cluster center.

Definition 1-Cluster Center: Given a feature -cluster
{fP(x1), ..., fE(x,)} sharing the same label y, the cluster
center is defined as

_1nE_
&—5¥f&m (6)

where cY denotes the center of the feature cluster labeled by
y = argmax(y).

The experimental results show that the central data leads to
higher performance of the trained classifier network compared
to the peripheral data. This suggests that the query whose
feature is closer to the cluster center is more sensitive. Section
B in the Supplemental Materials shows the details.

Single Query Sensitivity. Given an arbitrary query, the
defender aims to know how sensitive it is when the logit
produced by the protectee network is honestly returned. Based
on the pre-experiment, we know that the probability of a query
being more representative than another gets higher, when its
feature is closer to the cluster center than the other. Therefore,
we define representative probability (RP) to measure the
sensitivity of the query.

Definition 2-Single Query Sensitivity: Given an arbitrary
query X labeled by y = argmaxy, the single query sensi-
tivity sqs(x,y) is measured by the representative probability
P(x,y), which is computed by

sqs(x,y) = P(x,y)

1 (I1F7(x) = e|| = a) )
= 2erfc( T ) ,
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where erfc is the complementary error function defined as

erfe(z) = % / h et dt; (8)

dY denotes the average distance between c¥ and the features
of the training data labeled by .

As depicted in the left of Figure 2, the black periphery of
the circle is the sensitive region determined by d¥, and the red
dot indicates the cluster center c¥; the black dots represent the
queries within the sensitive region, whereas the green dots are
those out of the region. Intuitively, if the query’s feature f%(x)
dynamically gets close to c¥, P(x,y) will then increase and
be close to 1. Inversely, if f¥(x) gets distant from c¥, P(x,y)
decreases and eventually end up with 0. Further, the SQS is
going to affect the CQS computation by adjusting the radius
of the queried space for each query.

Cumulative Query Sensitivity. Given an arbitrary query
sequence sharing the same predicted label, the defender aims
to quantify the impact caused by honestly returning the con-
fidence vector. As depicted in the right of Figure 2, for all
data samples in the training dataset labeled by y, the defender
uses f¥ to extract the training features. The training features
together form a hypersphere dyed gray in the feature space
F, which is called the sensitive space. The defender then
extracts the query features from the queries and treats each
query feature as a small hypersphere dyed red that represents
itself and the queries whose features fall around the center
of the hypersphere. Together, the query features forms the
queried space.

By summing up the volume of the query features and
dividing it by the volume of the hypersphere formed by the
training data, the defender derives the ratio of the queried
space to the sensitivity space. We thus define this ratio as the
CQS.

Definition 3—Cumulative Query Sensitivity: For a query
sequence X = {xi,...,X,;,} labeled by y = argmaxy, the
cumulative sensitivity cgs(X,y) is computed by

erX v(sqs(x, y)v T)
v(sgs(cy,y),dv)

where v(-,-) is the function that computes the volume of a
hypersphere; r is a hyperparameter that defines the radius of
the hyperspheres of the query features.

If cqgs(x,y) exceeds a pre-defined threshold ¢, this training
class is considered to be threatened by the query sequence.
The counterattack is launched to protect the protectee model.

(€))

cqs(X,y) =

Output Perturbation. If a query sequence categorized into
one class is determined to be threatening that class, the
defender stops offering the true confidence vector. Instead,
the defender proactively jeopardizes the potential possibilities
where the queries can support the training of a piracy model.
The defender starts to offer falsified confidence vectors to
the adversary. Theoretically, the falsified confidence vector is
designed to make the piracy model to generate reverse gradient
such that the piracy model gets worsened when the falsified
confidence vector is used in the training process. We define
this objective as follows.

Definition 4-Gradient Reverse: Given an arbitrary query
X, the defender aims to create a falsified confidence vector y
such that

V.L <fsm(h(x% )y ) - (10)

—w(fsmm(x; s Fam(F 5 e))),

making the gradient completely reverse to the correct direc-
tion.

Thereby, the piracy model trained using (x,¥) is crippled,
and therefore its performance will be far from comparable to
the protectee model.

IV. QUEEN METHOD
A. Overview of QUEEN

There are two main components in our method, namely
sensitivity measurement and output perturbation. As de-
picted in Figure 3, given the query sequence sent by the
user, the defender extracts the query feature with the protectee
network. The query feature is then further mapped to a lower-
dimensional space for sensitivity measurement. Based on the
measurement, different strategies are employed to perturb the
softmax output or to return the normal softmax output. The
components are further specified as follows.

In sensitivity measurement, a query sensitivity estimation
system that estimates the single query sensitivity (SQS) for
each query is established. The cumulative query sensitivity
(CQS) can thus be derived from the SQS of each query in a
given query sequence.

In gradient reverse, given a user and a query sequence,
the defender compute the CQS of the query sequence. Then,
based on the CQS, the defender determines whether the
query sequence is threatening the training dataset class-wise.
If there is any potential that the queries of a class could
support the training of a piracy model, the defender launches
a counterattack by sending falsified confidence vectors. The
falsified confidence vectors are designed to worsen the piracy
model if they are used in the training process.

B. Sensitivity Analysis

Before making the pre-trained protectee model publicly
available, the defender first performs a sensitivity analysis on
every class of the training data, so that the defender is able
to measure the CQS given any query sequence from the user.
The process of sensitivity analysis is demonstrated in Alg. 1,
where the objective is to obtain a trained mapping network g,
the set of cluster centers ¢ and the set of average distance d.

The defender owns a protectee model f that is trained on
the training dataset D. The defender uses the feature extraction
layers f¥ of f to extract the training features of the training
data, which is denoted as U = {((ul,yl),..., ((un,yn)} C
F, where u; = fF(x;). However, it is not practical to compute
the volume of the hypersphere in F, because volume compu-
tation in high-dimensional space is complex. Additionally, the
defender does not want to modify the parameters 6 in f to
realize dimension reduction. Therefore, the defender needs a
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Fig. 3. The workflow of QUEEN. The features of the query sequence are first extracted by the protectee network. The features are then mapped into a
low-dimensional space by the mapping network. After sensitivity measurement, there are four conditions where the output is either honestly returned or
perturbed with gradient reverse or feature perturbation. The four conditions are divided by whether the feature is within the sensitive region, and if there is

any record that overlaps with the feature.

Algorithm 1: Sensitivity Analysis

Data: f: the pre-trained protectee model; g: the
mapping network; D: the training dataset;
Result: g: the trained mapping network; c: the set of
cluster centers; d: The set of average distances;
Use f to extract the training features from D;
Train g to map the training features to R? with the
supervised contrastive loss till converged;
for each class in D do
Compute the cluster center;
Compute the average distance between the cluster
center and the 2D features in this class;
Store the cluster center and the average distance in
¢ and d;
end
return g, c, d

fixed mapping network ¢ that maps the features from F to a
low-dimensional space.

In our setting, we define g as a mapping network that

maps the features to a two-dimensional (2D) space, denoted
ag:F > R2 g can have a very simple architecture, such
as several fully-connected layers. Moreover, g is required to
make the mapped features preserve the property as that of
the features in JF. That is to say, central features should be
more representative than the peripheral features. To achieve
this goal, we train g using the supervised contrastive loss[31]
that takes the following form.

sup __ —lo 1
=3 -ton{

icl

exp(2: - 7,/7) }
ZaeA(i) exp(2; - Za/7)
(1D
Here, within a multi-view batch U’ randomly sampled from
U,ieI={1,..,N} is the index of samples in the batch; z
denotes the mapped 2D feature, namely z = g(f¥(x)); The
operator - denotes the inner product; A(i) = I\{:} denotes
the set of indices without i; O(i) = {0 € A(i) : yo, = yi} is
the set of indices of all other features sharing the same label
as that of z;; the operator |-| returns the number of elements in
the set; v € R is a scalar temperature parameter. In short, by
minimizing L*"P, the defender makes g maps the features in
the same class closely, whereas those of different classes are

0€0(3)
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Algorithm 2: Sensitivity Measurement

Data: f: the pre-trained protectee model; D’: the
query sequence;
Result: s: the set of CQS of each class;
Use f to get predicted labels for queries in D’;
Split D’ by the predicted labels;
for each split query sequence do
Determine the sensitive region by d¥;
for each query do
Get the 2D feature of the query;
if the feature is within the sensitive region then
if no overlapping records then
Compute its SQS;
Record this feature;
end
end

end

Get the queried area by summing up the area of
each sensitive feature circle;

Get the CQS of this class by dividing the queried
area by the area of the sensitive region;

Store the CQS in s;

end
return s

mapped distantly. Thus, the relative position of feature u; € U
is kept when it is mapped to z;. Another feasible solution is
to use the hierarchical contrastive loss proposed in [32].

With a trained mapping network g, the defender is able to
map entire training feature set F' to a 2D feature set denoted
by Z = {(21,¥1), -, (Zn,¥n)}. Let Z¥ C Z denote the 2D
training feature set of class y = argmax(y). The defender
now computes the cluster center c¢¥ in the 2D space for each
ZY as defined in Eq. 6 by

1
Y 2

z;,€EZY

12)

Meanwhile, the defender also computes the average distance
d¥ between ¢ and z; € ZY by

- 1
& = |2y Z [ — 2.

z,€EZY

13)

C. Sensitivity Measurement

With the mapping network g, the set of cluster center ¢ =
{...,¢¥,...} and the set of average distances d = {...,d", ...},
the defender can measure the sensitivity of any given query
sequence. As illustrated in Alg. 2, given the auxiliary dataset
D' = {x1,...,Xm}, the defender gets the set of CQS s =
{...,sY,...}, where sV denotes the CQS of class y.

The defender first gets the predicted label y; =
arg max fun(f(x})),V x; € D’. Next, the defender splits
D’ by the predicted labels such that D'Y denotes the subset
of D’ labeled by . The sensitivity measurement is then
conducted class-wise. For each class, the defender determines
the sensitive region by setting its radius to d?.

To compute the SQS, the defender gets the 2D feature
z; = g(fF(x}),V x|, € D'V, The defender then needs to
determine whether z; satisfies the following two conditions:
1. z; is within the sensitive region, i.e., ||z; — c¥|| < d¥;
2. There is no previously recorded feature overlapping with
zi, i.e, Pz; € Z9 st ||z — 2| < mi # j. Here, r is
a hyperparameter denoting the radius of each query circle
representing the features of the query and those nearby it. If
the conditions are satisfied, the defender proceeds to compute
the SQS of the query by

1 =Y —d?
sqs(z, §) = erfc<|zc_”).

2 dy (14

Eventually, the CQS of the 2D features satisfying the
conditions Z with the predicted label ¢ is computed by

Z (sqs(zi, §))*.

z, €29

R r?
cqs(Z,9) = @ (15)
Intuitively, cqs(Z, 3) indicates the ratio of the queried area to
the sensitive area in class 4. If cqs(Z, §) exceeds a pre-defined
threshold, the adversary is determined to be threatening class
9. Thus, the defender ought to launch a counterattack to
prevent further losses.

Eventually, there are four conditions after the sensitivity
measurement as depicted in Figure 3:

o Cond. A: the 2D feature is not within the sensitive region.

o Cond. B: the 2D feature is within the sensitive region, the
2D feature overlaps with the records; the CQS exceeds
the threshold.

e Cond. C: the 2D feature is within the sensitive region; the
2D feature does not overlap with the records; the CQS
is below the threshold.

e Cond. D: the 2D feature is within the sensitive region;
the 2D feature overlaps with the records.

In Cond. A/B, the defender launches feature perturba-
tion/gradient reverse to perturb the softmax outputs, whereas
the normal softmax outputs are returned in Cond. C/D.

We claim that the data points whose features are not in the
sensitive region can also be used in training the piracy model.
Our CQS measurement does not include those data points. But
those data points are also perturbed by feature perturbation to
reduce their contribution to the piracy model training.

D. Output Perturbation

As demonstrated in Alg. 3, the defender proactively de-
fends any potential attacks by conditionally perturbing the
confidence vector generated by the protectee model. Given
a pre-defined threshold ¢, if cqs(Z,y) > t, the defender
starts the gradient reverse counterattack by sending a falsified
confidence vector to the adversary to achieve the objective
described in Eq. 17. To achieve this objective, the defender
needs two main components in gradient reverse, namely piracy
model simulation and gradient reverse.

For the query whose feature is not within the sensitive
region, the defender performs feature perturbation by mov-
ing the feature towards the most distant cluster center. The
perturbation stops before the predicted label of the perturbed
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Algorithm 3: Output Perturbation

Algorithm 4: Feature Perturbation

Data: f: the protectee model; D: the training dataset;
D’: the query sequence; t: the threshold,;

Result: Y: The confidence vectors;

/+ Piracy Model Simulation */

Randomly split D into subsets evenly;

Train a set of shadow models of different architectures,
and each shadow model is only trained on one subset
without intersection;

/+ Logits Falsification */

for x € D’ do

Extract the 2D feature of x using f and g;

Get the softmax y + fun(f(X));

Get the label 3 + arg maxy;

Measure the sensitivity of x;

if sensitive then
Perform gradient reverse or feature perturbation

based on the conditions to get the falsified
softmax output y;

Store y in Y,

else

Store y in Y,

Update feature records and CQS accordingly;

end

end
return Y

feature changes, resulting in a confidence vector that worsens
the piracy model trains with it.

Piracy Model Simulation. Due to the fact that the defender
has zero knowledge about the piracy model, the defender
cannot launch gradient reverse because the output of the piracy
model is not accessible. To address this problem, the defender
needs piracy model simulation, i.e., to train a set of shadow
models locally to simulate the behavior of the piracy model.
The weights of different models typically converge to the
initial stable points within the same optimization problem [33],
indicating that the gradient descent directions of the shadow
and piracy models are similar. Similarly, the use of shadow
models to mimic the piracy model is also illustrated in [25].
The training dataset D is randomly divided into a number
of subsets that are used to train shadow models. The shadow
models are of various architectures, and each shadow model
is paired with one subset without overlapping. In order to
simulate the piracy model with randomness, a fixed number of
the shadow models are drawn and the average of their logits
is used to estimate the piracy model’s logit given this input.

Gradient Reverse. Given an arbitrary query x € D’, the
defender first extracts the 2D feature z = g(fF(x)), and
gets the softmax y = fuu(f(x)) and the predicted label
y = arg max y. If x is within the sensitive region, and there is
no previous record overlapping with it, the query is sensitive.
Next, the defender checks whether the CQS of class ¢ exceeds
the pre-defined threshold t. If yes, the defender starts logits
falsification, otherwise it will be treated as a normal query,
and y will be honestly returned. The feature of the sensitive

Data: x: the query; c: the cluster centers; f: the
protectee model;
Result: y: The perturbed output;
u < fF(x);
i+ argmax fun(f(u));
y < arg max||z — c¥|;
y
—cY
U o
while True do
u — u+ ev;
if arg max f,,,(f€(u')) == ¢ then
| u
else
‘ Break;
end

end

Y fan(f€ (u);

return y

query is recorded for overlapping checking.

To perturb the softmax for the sensitive query, the defender
randomly draws a subset H' of shadow models from the
trained shadow model set H. The falsified logits y’ is derived
by

L1
Y'= > fanlh(x)), (16)

heH’

which is the mean of the logits from the shadow models. With
y and y’, the defender can now create a falsified logit ¥ that
fulfills the objective of gradient reverse by
y=2y -y a7

In practice, we need to solve an optimization problem so
as to get a valid y, because y derived through Eq. 17 is often
not a valid softmax output that can be easily detected by the
adversary. The optimization problem is formulated as follows:

max cossim(y, 2y’ —¥),

y
subject to Zg =1, (18)
JeEY
y=>0,Vyey.

After the optimization, y becomes a valid softmax output
where each element in it is greater than 0, and the sum of
them is equal to 1. The direction of y is also optimized to be
as close as possible to that of 2y’ — y.

Feature Perturbation. Given a query x with the predicted
label § = argmax f(x;6) that is not in the sensitive region,
ie., [|g(f¥(x)) — c|| > r¥, the defender creates a falsified
confidence vector y by iteratively perturbing the query feature.
Let u = f¥(x) denote the query feature in . The defender
first finds out the most distant cluster center in ¢ to u by
computing
argmax |ju — cY||,
y

19)
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where cY € F is computed via Eq. 6. Next, the defender
perturbs u by moving u towards c¥ stepwise until the predicted
label of w changes. Let v = ”Z%EU,H be the vector of
movement, the perturbation process is defined as

u < u+ ev, st argmax fou(f€(u)) =9 (20)

where ¢ denotes the step size of the perturbation. Eventually,
the defender returns y = ¢ (u) to the user. Intuitively, feature
perturbation aims to obfuscate the decision boundary of the
piracy model by making f(x;6) appear at the edge of the
two most irrelevant classes, thereby damaging the decision
boundary in a similar way compared to boundary unlearning
[34].

V. THEORETICAL ANALYSIS

The proofs of the following theorems are given in Section
C in the Supplemental Materials.

A. Feasibility of Gradient Reverse

Theorem 1. (The sufficient condition of gradient reverse) To
achieve gradient reverse in Definition 4, it is enough to set

y=2y -y

B. Certifiability

The aim of the defender is to control the number of honestly
answered queries 7. Thus, the essential problem is to estimate
the maximum number of honestly answered queries 7), given
the maximum allowable error € with the error probability ¢
by the defender. In other words, if the defender pre-defines
€ and 9, the defender knows how to set the threshold ¢
and radius r, because 1 can be estimated by ¢ and r. To
achieve this aim, we would like to theoretically identify the
relationship between ¢, ¢, ¢ and r with the help of the probably
approximately correct (PAC) learning theory [35].

Settings. Suppose the adversary uses its auxiliary dataset D’
containing 1 samples to query the protectee model f and col-
lects the related softmax outputs as ground-truth labels. Within
the sensitive region, all softmax outputs are honestly given by
f. Let h denote the piracy model trained on D’ with respect to
the query results at its finest. We consider the true error F(h)
as the probability that » makes a mistake on the sample (x,y)
from the problem domain D, E(h) = Prxy)~plh(z) # yl,
and similarly E(h.) is the empirical error that describes the
mistake made by h, E(h.) = % Y owen 1h(x) # f(x)]. Let t
denote the threshold and r refers to the radius. Intuitively, the
defender can estimate ¢ and r if he or she has an expectation
on how much the adversary can learn from the queries.

Theorem 2. Given a learning algorithm that learns a piracy
model h, let 1 be the actual number of honestly answered
sensitive queries, the piracy model can at most be trained to
have the maximum allowable error € and the upperbound of
error probability ¢, if

1 2

N<N=55-

2¢2 @D

where 1) is the maximum number of honestly answered sensitive
queries. Further, let t be the threshold, and r be the query
radius, we will have the relationship as follows.

2t
ln(%)

where d is a constant denoting the average distance of features
to their cluster center.

Furthermore, we provide another proof that justifies the
effectiveness of QUEEN.

r> 6()77

(22)

Theorem 3. [30], [36] Any adaptive model extraction at-
tack with an arbitrary recovery function R(-) cannot attain
a smaller gap between the recovered predictions R(}N’) €
RMXN and the original predictions Y € RM*N than the
following lower bound:

B[R - V]3] > XN

2me

9 .
exp (MNh(YIY)) (23)

where M and N respectively denote the number of the
samples and classes; h(Y|Y') is the conditional entropy.

VI. EXPERIMENT
A. Experiment Settings

The details of datasets, model architectures, and the imple-
mentation of QUEEN are in Section A in the Supplemental
Materials. We introduce the attacks and defenses used in the
experiment as follows.

Attacks. A model extraction attack consists of two parts: the
query strategy and attack strategy. In other words, different at-
tack strategies can be combined with various query strategies.

Two query strategies are considered in this experiment:

JBDA-TR [26] and KnockoffNet [14]. KnockoffNet uses only
natural data in the auxiliary dataset, whereas JBDA-TR syn-
thesize data from a small seed set sampled from the auxiliary
dataset using Jacobian-based data augmentation [16]. We set
the query budget of KnockoffNet to 50,000 and 1, 000 for the
size of the seed set of JBDA-TR to ensure that it suffices to
allow the adversary to get the best attack accuracy. We utilize
the random knockoff-net configuration as described in [14],
[30].

The employed attack strategies are listed as follows:

1) Direct Query: The adversary directly uses the output
from the protectee model to train the piracy model.

2) Label-Only: The top-1 hard label is kept, whereas the
other results in the softmax output are ignored in the
training process.

3) S4L [37]: Each query image is differently augmented
multiple times such that the query results of the different
versions of the original query image are averaged to
recover the perturbed outputs.

4) Smoothing [38]: Each query image is augmented by
random affine augmentations. Similar to S4L attack,
the query results of different augmented versions of
the same image are eventually averaged to recover the
perturbed outputs.
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5) D-DAE [2]: Meta-classifiers are used to identify the
defense method employed by the defender. A number of
shadow models are trained to generate clean outputs. A
generative model is then trained to recover the perturbed
output to the normal output.

6) D-DAE+ [30]: This is the improved version of D-DAE,
because it utilizes the lookup table generated for Partial
Bayes Attack (listed below) as the training data of the
generative model.

7) Partial Bayes (pBayes) [30]: This attack employs in-
dependent sampling and the neighborhood sampling to
establish the Bayes estimator to recover the perturbed
outputs.

Defenses. The following defenses are evaluated in our exper-
iments:

1) None: No defense method is employed. Clean softmax
outputs are directly returned to the adversary.

2) Reverse Sigmoid (RS) [11]: The clean outputs are
perturbed by a reverse sigmoid function to enlarge the
cross entropy loss.

3) Maximizing Angular Deviation (MAD) [25]: The
clean outputs are perturbed by maximizing the angular
deviation between the gradients calculated using the
clean outputs and the perturbed outputs.

4) Adaptive Misinformation (AM) [12]: The protectee
model is trained to generate perturbed outputs when it
meets Out-Of-Distribution (OOD) queries.

5) Label-Only: The hard top-1 label is sent back to the
user.

6) Rounding: The confidence score in the softmax output
is pruned to have only one decimal place. For example,
[0.14,0.46,0.31,0.09] < [0.1,0.5,0.3,0.1].

7) Exponential Mechanism Differential Privacy
(EMDP) [39]: The softmax output is perturbed by
adding noises generated via exponential mechanism
based differential privacy.

8) ModelGuard [30]: The ModelGuard here refers to
ModelGuard-W. The clean output is perturbed by solv-
ing a constrained optimization problem that tries to
maximize the cross-entropy loss when the adversary
trains the piracy model with the perturbed outputs.

9) QUEEN][40]: The query’s sensitivity is measured and
the output is perturbed as described in Section IV-A.

B. Experimental Results

In this section, two groups of experiments are presented.
First, we evaluate the effectiveness of QUEEN along with the
other defenses against various attacks with fixed hyperparame-
ters. It is observed that QUEEN outperforms the other defenses
in most cases in the same utility scope. Second, we test how
the hyperparameters of QUEEN trade off the performance of
the protectee model and the piracy model.

Effectiveness of QUEEN. The defenses are evaluated with
the following hyperparameters. € of MAD, ModelGuard is set
to be 1.0 such that the accuracy of the protectee model is not
affected, while the perturbation is maximized. For the same

reason, we set v = 0.2 and 8 = 0.2 for RS. 7 of AM is set to
be 0.3 to ensure that the accuracy of the protectee model does
not drop significantly. ¢ of EMDP is set to be 1.0. Similarly,
we set r = 0.005 and ¢ = 0.2 for QUEEN to avoid a drastic
decrease in accuracy.

The experimental results of effectiveness conducted on
CIFARI10 are presented in Table II. The results of the ex-
periments conducted on CIFAR100, Caltech256 and CUB200
are in Table IX, XI and X in the Supplemental Materials.
Each row in the table contains the accuracy of the piracy
model derived by launching the attack of this row on the
defense of the column. At the bottom of the tables, we list
the maximum accuracy and agreement of the piracy model
among all attacks and the accuracy of the protectee model
guarded by the defenses.

Based on the experimental results, we observe that QUEEN
outperforms the other state-of-the-art defenses in most cases.
For the attacks that do not drastically modify the perturbed
output such as Direct Query, S4L and Smoothing, QUEEN
can make the piracy model have random-guessing accuracy.
Although the accuracy of the protectee model is decreased,
this can be considered as the cost of the defense performance.
However, when facing the recovery-based attacks, namely D-
DAE, D-DAE+, and pBayes, the accuracy of the piracy model
increases significantly. Compared to the other defenses, the
perturbation scheme of QUEEN is still effective, but not strong
enough to completely defend against such attacks. Because the
generative model of the recovery-based attacks can bypass the
perturbation-based defenses to an extent.

Following the most recent machine unlearning evaluation
metric proposed by Maini et al. [41], we use the forget quality
to measure the effectiveness of the defenses. We generate two
groups of predicted labels by feeding the query dataset into the
piracy model trained with the perturbed output and the piracy
model trained with the original output, which are defined as
the defended output, and the undefended output. Different
from the truth ratio used in [41], we perform Kolmogorov-
Smirnov (KS) test to make a statistical test between the two
histograms of the defended output and the undefended output
to test whether their difference is significant.

As shown in Figure 4, the x and y axes denote the accuracy
of the piracy model and the p-value derived from the KS
test. The size of the point represents the number of training
epoch. It is observed that QUEEN makes the piracy model
have only random-guessing level performance when facing
direct query attack. The low p-value of Queen reflects that
the difference between the output of the piracy models trained
with the perturbed and the original query outputs is significant.
Notably, ModelGuard also provides a very low p-value.

C. Ablation Study

Impact of the Hyperparameters. We further test how the

selection of threshold ¢ is going to affect the performance of
QUEEN. We launch KnockoffNet with D-DAE attack on the
protectee model trained on CIFAR-10 using TinyImageNet200
as the auxiliary dataset. The query budget is set to 50, 000, and
t varies in the range of {0.1,0.2,0.3,0.4,0.5} with » = 0.005.
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TABLE I
EVALUATION OF DEFENSES AGAINST ATTACKS ON CIFAR10.
Query Method  Attack Method None RS MAD AM Label-only Rounding EMDP  ModelGuard QUEEN
Direct Query 87.42%  85.33% 84.58%  83.17% 83.78% 86.77% 66.15% 74.88% 10.00%
Label-Only 83.78%  83.78%  83.718%  82.11% 83.78% 83.78% 83.78% 83.78% 81.17%
S4L 86.17%  82.30% 80.21%  82.12% 84.02% 85.86% 66.76% 70.69% 10.00%
KnockoffNet Smoothing 6543%  63.41% 61.23%  62.27% 61.01% 65.10% 64.36% 53.24% 10.00%
D-DAE 87.42%  85.32% 84.36%  78.38% 85.24% 87.45% 71.43% 64.73% 78.21%
D-DAE+ 87.42% 8591% 86.44%  84.51% 84.55% 87.01% 86.43% 58.17% 50.24%
pBayes 87.42%  8591% 87.24%  86.93% 84.57% 86.99% 85.41% 85.16% 84.24%
Direct Query 63.51% 67.01% 5531%  60.86% 63.31% 73.55% 25.92% 37.91% 10.00%
Label-Only 63.51% 63.51% 63.51% 55.77% 63.51% 63.51% 63.51% 63.51% 61.45%
JBDA-TR D-DAE 7441%  56.63% 4851% 57.17% 60.15% 67.65% 62.17% 59.17% 47.10%
D-DAE+ 7441%  72.48%  68.33%  66.10% 63.44% 73.07% 62.33% 51.85% 40.88 %
pBayes 7441% 71.21% 68.15% 74.11% 65.42% 75.01% 67.93% 65.54% 65.33%
Max Piracy Model Accuracy 87.42% 8591% 87.24%  86.93% 85.24% 87.45% 86.43% 85.16% 84.24%
Max Piracy Model Agreement 88.24% 87.21% 89.01%  88.22% 87.13% 88.67% 88.71% 86.78% 86.54%
Protectee Model Accuracy 92.74%  92.74%  92.74%  90.15% 92.74% 92.74% 92.74% 92.74% 90.01%
—— QUEEN Rounding —— RS — AM —— MAD —— Label-Only ModeIGuard|
CIFAR10 CIFAR100 CUB200 Caltech256
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Fig. 4. The results of KS test on the outputs of the piracy models. QUEEN has outperformed the SOTA defenses by having the lowest p-values among these

four datasets.

The results are shown in Figure 5, where we test how the
varying t specifically affects the recorded ratio, reversed ratio,
attack accuracy and defense accuracy. For each ¢ value, we
repeat the experiment 5 times. The recorded ratio refers to the
number of recorded features over the query budget. Similarly,
the reversed ratio is the number of queries that are gradient-
reversed over the query budget. We omit the results of ¢ > 0.5,
because a larger ¢ does not lead to any change compared
to t = 0.5. With ¢ = 0, QUEEN performs gradient reverse
on every query that hits the sensitive region, which leads to
the theoretically lowest attack and defense accuracy. However,
this prevents the normal users from getting the honest answer
from the protectee model. Hence, we do not consider the
t = 0 situation in this experiment. It is observed that as ¢
increases, the reversed ratio decreases, and the recorded ratio
increases. This means that more queries in the sensitive region
are honestly answered, which results in both the ascending
attack and defense accuracy. In conclusion, a larger ¢ leads to
a lower attack accuracy at the cost of the inevitable decrease
in defense accuracy.

Next, we evaluate the impact of the selection of the radius
r. We set » € {0.001,0.005,0.01,0.05,0.1}, while keeping
t = 0.2. The rest of the experiment settings remain the
same as above. As depicted in Figure 6, we observe that
as r increases, the recorded ratio drops, because the area of
the query increases such that the threshold is more quickly

reached. For the same reason, one recorded query thus has
more neighbor queries, resulting in a decreasing reversed ratio
when 7 is too large. This explains the inverse tendency in
reversed ratio, attack accuracy, and defense accuracy when
r = 0.1. It means that selecting an appropriate r can provide
a better trade-off between the performance of the defense and
the model’s utility. Based on the results, we notice that when
t = 0.2 and » = 0.05, QUEEN provides the most balanced
defense, where the defense accuracy does not significantly
drop, and the attack accuracy is effectively reduced.

We then investigate how different numbers of shadow
models impact QUEEN by testing numbers in {1,2,3,5,10}
on the CIFAR10 dataset. The results are detailed in Table III.
It is observed that the number of shadow models does not
significantly affect the defense effectiveness. We also evaluate
the impact of the number of shadow models on the CIFAR10
and CIFAR100 dataset using D-DAE+ and pBayes attacks, and
the results are in Table V, VI and VII in the Supplemental
Materials.

Runtime. As demonstrated in Table IV, we test the time
consumption in terms of the preparation and evaluation of
QUEEN. The test is conducted over three datasets, and the
results of each dataset are close to each other. This is because
of the number of samples in these training datasets are equal to
60, 000. It is observed that the training feature extraction takes
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will lead to less queries being identified as overlaps of the recorded queries.

However, an over-tiny r enables the adversary to hit more diverse areas in the sensitive region before ¢ is reached.

TABLE III
IMPACT OF THE NUMBER OF SHADOW MODELS ON THE ATTACK
ACCURACY OF THE PIRACY MODELS ON CIFAR10 ATTACKED BY

D-DAE+.
Number of Models | 1| 2 | 3 | 5 | 10
Attack Accuracy 52.09% | 52.59% | 52.56% | 51.27% | 50.24%
Attack Agreement | 52.57% | 53.00% | 53.13% | 52.04% | 50.61%
TABLE IV
RUNTIME TEST.
Dataset
Task MNIST CIFAR10 CIFAR100
Runtime (s)
Training Feature Extraction 12.37 15.30 16.21
Mapping Network Training 63.89 66.91 75.47
Sensitivity Analysis 1.44 1.39 1.47
Training 10 Shadow Models 82.79 94.18 96.41
Process 1,000 Queries 2.51 4.28 4.61

no longer than 17 seconds, and training the mapping network
costs less than 76 seconds. Additionally, the time of sensitivity
analysis and query processing is trivial. The comparison of
time cost between the defenses are listed in Table XII in the
Supplemental Materials. Overall, the runtime is practical for
QUEEN to be applied in real-world scenario.

VII. DISCUSSION

The effectiveness of QUEEN is established upon the two
main components: sensitivity measurement and output pertur-
bation. By launching gradient reverse on the sensitive query

and feature perturbation on the non-sensitive query, QUEEN
achieves the goal where the attack accuracy of the piracy
model is significantly lowered while the defense accuracy
remaining high. However, this defense essentially modifies the
posterior outputs of the protectee model. In fact, after receiving
the outputs from the defender, the adversary is allowed to
take any operation on the paired auxiliary dataset. This means
that if the adversary uses advanced attacks such as D-DAE to
purify the perturbed outputs with the generator network, the
attack accuracy will be lifted. QUEEN is capable of defending
such advanced attacks to an extent, but the effectiveness is
limited if the generator used for purifying the outputs can
make the argmax of the softmax output correct. To mitigate
the advanced attacks could be a future research direction.
However, to launch the advanced attacks, the adversary is
required to train a large amount of shadow models, meta-
classifiers, whose cost is non-negligible.

Currently, the mainstream defenses [11], [25], [12], [30]
counter the model extraction attacks based on perturbation of
the softmax outputs. In these studies, the adversary is assumed
to train the piracy model with the softmax outputs, because this
leads to better test performance. Using multiple accounts to
decrease the defense strength can be countered by IP detection
defenses. A more complex attack is feasible such as querying
the model in the distributed denial-of-service (DDOS) manner,
but the cost of the attack will significantly increase.

VIII. CONCLUSION

We propose QUEEN, a proactive defense against model
extraction attacks by detecting potential threats of the queries
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by measuring the cumulative query sensitivity. The softmax
of the query whose feature is within the sensitive region is
perturbed to make gradient reverse if the cumulative query
sensitivity exceeds the threshold. The features of the non-
sensitive queries are perturbed so as to generate perturbed
softmax. Through extensive experiments, the effectiveness of
QUEEN has been proved, where QUEEN is capable of defend-
ing the current model extraction attacks and has outperformed
the SOTA defenses. The attack accuracy is decreased at an
acceptable cost of the defense accuracy.
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APPENDIX

A. Experiment Settings

Datasets and Model Architectures. The information of the
training datasets and the corresponding model architectures is
summarized in Table VIII. Four types of model architectures
are used for training the protectee models on four image
classification datasets, which are Caltech256, CUB200, CI-
FAR100, and CIFAR10. For the defender, the protectee models
are all trained with Outlier Exposure (OE) datasets, because
one of the defense methods, Adaptive Misinformation [12],
requires it. For Caltech256 and CUB200, the defender employs
ResNet50. For CIFAR100 and CIFARI10, the defender uses
VGG16-BN. The test accuracy of the protectee models is
presented in Table VIII. For the adversary, the same model
architectures are selected to allow the adversary to obtain the
best attack accuracy. In terms of the auxiliary datasets, the
adversary use TinyImageNet200 for CIFAR10 and CIFAR100,
and ImageNetlk for CUB200 and Caltech256.

Evaluation Metric. In the experiment, we mainly use attack
accuracy and attack agreement as the evaluation metrics for the
attack performance. Attack accuracy is defined as the ratio of
the correctly classified samples to the total samples in the test
dataset of the protectee model. Attack agreement, on the other
hand, is the ratio of the samples that are identically classified
by both the protectee and piracy models to the total samples
in the test dataset. The lower the values of the two metrics
are, the better the defense is.

Implementation of QUEEN For the mapping network, we
use four fully connected layers to map the training features
to the 2D space. As for the piracy model ensemble, we select
ResNet18 for Caltech256 and CUB200 datasets, and VGG11-
BN for the CIFAR-10 and CIFAR-100 datasets. The mapping
network is trained for 100 epochs using the SGD optimizer,
where the learning rate is set to 0.01 and it decreases by 0.5
every 20 epochs. The members of the piracy model ensemble
are trained for 5 epochs on the sub-datasets in each of which
there are 500 samples in each class.

B. Peripheral Data vs. Central Data.

We split the training dataset of MNIST to train models and
test their accuracy. The cluster center of each class is computed
such that the samples in each class is ranked based on the
distance between their features and the cluster centers. The
closer the query feature to the cluster center is, the lower the
rank of the feature will be. We split the training dataset into
four quartiles based on the rank. For example, the 0.25-0.0
quartile is the subset containing the top 25% of the training
samples that are closest to the cluster centers. In each training
attempt, 500 samples are randomly sampled from each class
of the quartile, and then used for training the model. For each
quartile, we repeat for five times to get the results, where the
settings remain the same as in training the protectee models
on MNIST in the previous experiments.

As depicted in Figure 7, the results support our assumption,
where the peripheral subset leads to significantly lower test

TABLE V
IMPACT OF THE NUMBER OF SHADOW MODELS ON THE ATTACK
ACCURACY OF THE PIRACY MODELS ON CIFAR10 ATTACKED BY

PBAYES.
Number of Models | 1 | 2 | 3 | 5 | 10
Attack Accuracy | 67.12% | 66.41% | 65.84% | 65.33% | 65.67%
Attack Agreement | 69.41% | 68.57% | 67.76% | 67.56% | 67.81%
TABLE VI

IMPACT OF THE NUMBER OF SHADOW MODELS ON THE ATTACK
ACCURACY OF THE PIRACY MODELS ON CIFAR100 ATTACKED BY

D-DAE+.
Number of Models | 1 | 2 | 3 | 5 | 10
Attack Accuracy | 57.57% | 56.78% | 57.12% | 56.59% | 56.61%
Attack Agreement | 59.46% | 58.89% | 59.25% | 59.11% | 58.57%

accuracy than the central subset. This suggests that the central
data samples are more valuable than the peripheral data
samples in terms of protection. Output perturbation that will
lower the defense accuracy such as gradient reverse should be
applied to the central data, because the attack accuracy can
be efficiently lowered at a less cost of defense accuracy. This
explains the idea of QUEEN: punishing the critical queries
and letting the trivial queries pass.

C. Supplementary of Theoretical Analysis

1) Proof of Theorem 1: Theorem 1. (The sufficient con-
dition of gradient reverse) To achieve gradient reverse in
Definition 4, it is enough to set’y =2y’ —y.

Proof. We consider the widely used cross-entropy loss here
Leg = —Y i, y'log(y'), where y* is the i-th element of
the ground-truth label vector y.

According to the chain rule,

OLcp 0Oy Oh
== .2 . 24
R R TR @9
where ¥’ = fom(h(X)).
The gradient reverse in Definition 4 requires that
9Lox aj %7fa£CE 8757/ % (25)
dy Oh Or dy’  Oh Ot
Eventually, we have
y=2y -y. (26)
That completes the proof. (]

2) Proof of Theorem 2: Theorem 2. Given a learning
algorithm that learns a piracy model h, let n be the actual
number of honestly answered sensitive queries, the piracy
model can at most be trained to have the maximum allowable
error € and the upperbound of error probability 9, if

1 2

2¢2 @7)
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TABLE VII
IMPACT OF THE NUMBER OF SHADOW MODELS ON THE ATTACK
ACCURACY OF THE PIRACY MODELS ON CIFAR100 ATTACKED BY

PBAYES.
Number of Models | 1 | 2 | 3 | 5 | 10
Attack Accuracy | 57.32% | 56.51% | 56.72% | 56.84% | 56.45%
Attack Agreement | 59.81% | 59.04% | 59.31% | 58.95% | 58.67%
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Fig. 7. Accuracy of Models Trained on Peripheral and Central Data.

where 1) is the maximum number of honestly answered sensitive
queries. Further, let t be the threshold, and r be the query
radius, we will have the relationship as follows.

2t -
ed,

r>
ln(%)

where d is a constant denoting the average distance of features
to their cluster center.

(28)

Proof. According to hoeffding’s inequality, we have

Pr<|E(h) — E(he)| > e) < 2e7 2 (29)
Let § = 2e~27€"_ we then have
1 2
N=—-In(=). 30
=55 ln((s) (30)

Thus, the piracy model can at most achieve e error rate with
0 probability if n < 17).

So far, we have determined the maximum number of hon-
estly answered queries 7 by € and 6.

In addition, n can be estimated by ¢ and 7:

_twd? td?
= =5

3D
[ a—

Combine equations 30 and 31 with the condition 1 < 7, we
have

td? 1 2
= < . In(Z (32)
r2 = 2¢2 n(é)
Eventually, we have
2t -
r> s—ed (33)
ln(g)

This completes the proof. (]

Fig. 8. Visualization of the decision boundary via t-SNE. The black/colorful
dots denote the features of the training/test data, where each color represents
one class.

3) Proof of Theorem 3: Theorem 3. [30], [36] Any
adaptive model extraction attack with an arbitrary recovery
function R(-) cannot attain a smaller gap between the recov-
ered predictions R(Y) € RM*N and the original predictions
Y € RM*N than the following lower bound:

exp <2h(Y|Y)>, (34)

E[|R(Y) - V]3] > XN

2me MN

where M and N respectively denote the number of the
samples and classes; h(Y|5~/) is the conditional entropy.
Proof. The following inequality holds for y with an arbitrary
distribution conditioned on the event {Y = Y,} [36]:

h(Y|Y =Y,) < = log((2me)™™ det(Cov(Y|

I
<o)

~ 1

where the equality holds with Gaussian Y|{Y = Y,}; Y,
denotes the perturbed outputs generated by the perturbation
function given the training labels. With the fact that any
recovery function R(-) tries to minimize E[|R(Y —Y)|3|Y],
we then have:
E[|R(Y) - Y[3]Y = Y}]
> E[lY —E[Y|Y = V]I3Y = Y]
= tr(Cov(Y]Y =Y,))

e (36)
> NCldet(Cov(Y|Y =Y),))] ™~
N 2 ~ -
> — = .
= 2re P (MthY p>)
That completes the proof. |
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TABLE VIII
EXPERIMENT SETTINGS

Training Dataset CIFARI10 CIFAR100 CUB200 Caltech256
Defender OE DB.[E{.SCI SVHN SVHN Indoor67 Indoor67
Model Architecture VGG16-BN VGG16-BN ResNet50 ResNet50
Accuracy 92.74% 76.12% 82.42% 86.84%
Adversary Auxiliary Dataset TinyImageNet200  TinylmageNet200 ImageNetlk ImageNetlk
Model Architecture VGG16-BN VGG16-BN ResNet50 ResNet50
TABLE IX
EVALUATION OF DEFENSES AGAINST ATTACKS ON CIFAR100.
Query Method  Attack Method None RS MAD AM Label-only Rounding EMDP  ModelGuard QUEEN
Direct Query 66.74%  62.55%  58.79%  60.75% 54.47% 62.91% 48.14% 51.98% 1.0%
Label-Only 5447%  54.47% 54.47%  52.61% 54.47% 54.47% 54.47% 54.47% 53.47%
S4L 63.21% 57.14% 5539%  60.13% 55.18% 61.75% 50.18% 46.42% 1.0%
KnockoffNet Smoothing 64.27% 63.41% 60.17%  62.53% 61.43% 66.18% 55.81% 51.84% 1.0%
D-DAE 66.74%  63.19% 62.51% 61.34% 58.61% 63.31% 62.46% 59.10% 58.37%
D-DAE+ 66.74% 64.77% 64.37%  62.10% 58.91% 63.17% 62.66% 57.01% 56.61%
pBayes 66.74%  65.55% 65.01%  64.97% 58.18% 65.47% 58.41% 59.11% 56.45%
Direct Query 41.41%  35.17% 13.35%  30.61% 22.32% 36.11% 9.43% 5.87% 1.0%
Label-Only 22.32%  22.32% < 22.32% 15.32% 22.32% 22.32% 22.32% 22.32% 20.36%
JBDA-TR D-DAE 41.41%  30.18%  20.54%  26.63% 19.78% 24.71% 24.76% 19.31% 18.36 %
D-DAE+ 41.41%  38.87%  22.24%  31.44% 21.68% 39.96% 29.14% 20.62% 17.18%
pBayes 4141% 39.52% 27.46%  40.04% 24.11% 39.75% 26.91% 22.61% 20.75%
Max Piracy Model Accuracy 66.74%  65.55% 65.01% 64.97% 61.43% 66.18% 62.66% 59.11% 58.37%
Max Piracy Model Agreement 72.57%  71.15% 71.24%  71.48% 66.91% 68.41% 64.28% 65.82% 65.51%
Protectee Model Accuracy 76.12%  76.12%  76.12%  74.45% 76.12% 76.12% 76.12% 76.12% 74.23%
TABLE X
EVALUATION OF DEFENSES AGAINST ATTACKS ON CUB200.
Query Method  Attack Method None RS MAD AM Label-only Rounding EMDP  ModelGuard QUEEN
Direct Query 80.79%  7541%  67.15%  77.14% 73.11% 79.91% 71.47% 54.02% 0.5%
Label-Only 73.11%  73.11% 73.11%  68.15% 73.11% 73.11% 73.11% 73.11% 69.88%
S4L 80.14% 74.76%  60.55%  75.84% 76.51% 78.47% 72.78% 54.15% 0.5%
KnockoffNet Smoothing 7991%  75.04% 67.11%  74.52% 75.51% 79.35% 75.88% 51.35% 0.5%
D-DAE 80.79%  78.35%  78.76%  76.49% 72.18% 79.81% 76.98% 65.47 % 70.19%
D-DAE+ 80.79%  79.31% 79.89%  77.40% 71.83% 79.61% 77.21% 74.26% 68.34%
pBayes 80.79%  80.28%  79.38%  78.81% 70.58% 80.31% 77.57% 76.47% 69.14%
Direct Query 64.23%  54.15% 10.14%  36.17% 30.66% 50.91% 14.22% 5.14% 0.5%
Label-Only 30.66%  30.66%  30.66%  23.70% 30.66% 30.66% 30.66% 30.66% 23.34%
JBDA-TR D-DAE 64.23% 53.25% 16.73%  38.19% 25.72% 44.29% 32.91% 8.91% 15.81%
D-DAE+ 64.23%  62.78%  34.79%  41.74% 33.18% 48.85% 36.48% 28.37% 17.21%
pBayes 64.23% 62.39% 34.74%  61.69% 32.43% 50.03% 33.17% 27.17% 18.55%
Max Piracy Model Accuracy 80.79%  80.28%  79.89%  78.81% 76.51% 80.31% 77.57% 76.47% 70.19 %
Max Piracy Model Agreement 84.21% 84.02%  83.57%  80.28% 79.04% 81.35% 78.94% 78.21% 73.47 %
Protectee Model Accuracy 82.42%  82.42%  82.42%  80.19% 82.42% 82.42% 82.42 82.42% 80.71%
TABLE XI
EVALUATION OF DEFENSES AGAINST ATTACKS ON CALTECH256.
Query Method  Attack Method None RS MAD AM Label-only Rounding EMDP  ModelGuard QUEEN
Direct Query 83.57% 77.24% 67.21%  75.63% 72.98% 78.81% 69.74% 53.37% 0.39%
Label-Only 7298%  72.98%  72.98%  68.33% 72.98% 72.98% 72.98% 72.98% 69.41%
S4L 80.43% 75.86%  62.01%  75.82% 72.17% 77.49% 68.41% 54.73% 0.39%
KnockoffNet Smoothing 81.77%  75.32%  69.14%  73.55% 76.04% 77.41% 75.93% 55.76% 0.39%
D-DAE 83.57%  80.25%  79.76%  78.35% 72.68% 75.04% 73.92% 68.31% 66.26 %
D-DAE+ 83.57% 81.17% 81.43%  78.65% 70.33% 79.17% 73.21% 70.65% 66.45%
pBayes 83.57% 81.75% 82.21%  82.65% 72.65% 82.43% 76.14% 78.34% 72.44%
Direct Query 64.69%  54.51% 9.17% 38.92% 31.25% 44.21% 12.54% 5.18% 0.39%
Label-Only 2891% 2891% 2891% 2491% 28.91% 28.91% 28.91% 28.91% 23.15%
JBDA-TR D-DAE 64.69% 55.57% 25.79%  37.21% 29.31% 45.19% 48.17% 15.26 % 29.76%
D-DAE+ 64.69% 62.41% 38.79%  44.99% 38.08% 55.13% 49.56% 37.76% 37.45%
pBayes 64.69% 61.21% 38.77%  59.74% 36.71% 58.62% 41.73% 35.13% 32.51%
Max Piracy Model Accuracy 83.57% 81.75%  82.21%  82.65% 76.04% 82.43% 76.14% 78.34% 72.44%
Max Piracy Model Agreement 86.14% 85.89%  86.01%  85.13% 79.14% 85.22% 79.34% 83.02% 75.63%
Protectee Model Accuracy 86.84%  86.84%  86.84%  84.24% 86.84% 86.84% 86.84% 86.84% 83.16%
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TABLE XII

TIME OF PROCESSING 1,000 QUERIES USING EACH DEFENSE ON CIFAR10.

Defenses | None RS MAD AM

Label-only

Rounding

EMDP

ModelGuard

QUEEN

Time (Seconds)\ 1.28 1.56 30.76  2.37

1.21

1.37

1.52

2.47

4.28
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