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Abstract—In this article, an observer-based technique is
proposed to address false data injection attacks (FDIAs)
in ac microgrids (MGs). To achieve this, unknown in-
put observers (UIOs) are developed in each distributed
generation (DG) unit according to the number of its
neighbors to estimate the states of the neighboring DGs.
The equations of each DG are augmented by considering
attack signals in the voltage and current channels, which
serve as communication links between the neighboring
DGs. The proposed method is then utilized to detect
the FDIAs by estimating the states of all neighboring
units. After reconstructing the attacks, their destructive
impacts are mitigated by purifying the contaminated
signals. Simulation results demonstrate the effectiveness
of the proposed scheme in providing accurate frequency
and voltage regulation, as well as active and reactive power
sharing among DGs.

Index Terms—AC microgrids, Unknown input observer,
Cyber-attack detection, False data injection attack

I. INTRODUCTION

Owing to the escalating energy demands, microgrids
(MGs) are gaining attention for their advantages, in-
cluding reduced pollution, high power quality, enhanced
reliability and efficiency, and rapid installation. These
systems must function securely amid diverse conditions
like equipment failures, weather fluctuations, and cyber-
attacks, which pose risks to their resilience and depend-
ability. Cyber-attacks, particularly, are highly damaging

due to their intentional harm. Consequently, there has
been a growing emphasis on devising protocols to
safeguard MGs against cyber threats in recent years.

With the latest advancements in control and com-
munication systems, MGs have become increasingly
distributed, rendering them susceptible to various types
of cyber-attacks. Scholarly works suggest two main
strategies for enhancing the cyber-security of MGs:
(a). detecting and mitigating attacks through cleaning
polluted signals [1] [2], and (b). establishing a robust
control protocol to ensure resilience [3]. In the former
category, various methods are explored to address this
challenging issue, including signal-based techniques [4],
model-based schemes [5] [6], and data-based methods
[7]. Extensive research on cybersecurity strategies for
MGs is available in [8].

Detection of attacks using signal-based methods in-
volves monitoring the signals from cyber links. Con-
versely, model-based detection schemes require mathe-
matical system modeling [9]. When an accurate system
model is unavailable, data-based detection methods are
useful, as they leverage historical data to infer the
system’s model [10]. Nevertheless, these methods face
challenges due to their high computational complexity,
which makes them unsuitable for large-scale distributed
systems. Among these approaches, various research ef-



forts have explored attack detection using model-based
schemes on ac MGs. Common methods in this area
include sliding mode observers [11], Kalman filter [12],
and observer-based detection methods [13].

Abianeh et al. [11] developed a cyber-resilient dis-
tributed control system by combining multi-objective
sliding mode control (SMC) with communication link
quality observation to enhance the reliability of ac MGs
against various types of false data injection attacks
(FDIAs). Due to the inherent robustness of SMC, the
proposed method shows satisfactory performance in
the face of parameter uncertainty. In a different study,
Shi et al. [14] introduced an observer-based resilient
distributed control approach for ac MGs to estimate and
mitigate FDIAs without requiring attack information.
However, this method is susceptible to cyber-attacks and
time delays and necessitates an additional distributed
term. To improve the speed of voltage and frequency
convergence in ac MGs, Lu et al. [15] proposed an
observer-based finite-time stability control method in-
corporating confidence and trust factors. A limitation
of this method is its inability to fully eliminate certain
types of attacks. Additionally, a distributed resilient
observer-based decentralized adaptive control approach
was proposed for ac MGs to counter denial of service
attacks [16]. A review of the literature highlights several
research gaps that need addressing to enhance the re-
silience of ac MGs against cyber threats. This work aims
to address these challenges by developing an unified
attack detection and mitigation protocols using a UIO
to reconstruct attack signals without needing additional
information, thereby protecting ac MGs from FDIAs.

Due to the advantages of model-based methods, each
DG incorporates a series of UIOs. A significant benefit
of the UIO approach for state estimation is its ability to
estimate states even in the presence of unknown inputs.
These UIOs allow adjacent units to detect attacks in
transmitted data by augmenting each DG’s equations
with manipulated signals. To clean the transmitted data
after attack reconstruction, a mitigation strategy is em-
ployed. The main advantage of this proposed method is
its capacity to locally cleanse corrupted signals. Unlike
[17], we develop observer-based framework for ac MGs
that carefully considers their dynamics characteristics.
The main contributions of this paper are:

1) Robust State Estimation with UIOs: Each DG in-
corporates a series of UIOs to estimate states, even
in the presence of unknown inputs, leveraging the
advantages of model-based methods.

2) Effective Attack Detection and Mitigation: UIOs
enable adjacent units to detect attacks in transmit-
ted data by augmenting each DG’s equations with
manipulated signals. After attack reconstruction,

Fig. 1: The schematic of i-th inverter-based DG

a mitigation strategy is employed to cleanse the
transmitted data, ensuring its reliability.

3) Localised Signal Cleansing: The proposed
method’s main advantage is its capacity to locally
cleanse corrupted signals, enhancing the security
and resilience of the ac MG against cyberattacks
and maintaining system stability.

This paper is organized as follows: Section II ad-
dresses the problem definition, including physical mod-
eling, observer design, and countermeasures against at-
tacks. Section III examines the control strategy, focusing
on both secondary and primary control systems. Section
IV provides simulation results, illustrating the effective-
ness of the proposed approach in dealing with FDIAs
within ac MGs. The paper concludes with Section V,
which summarizes the findings of the study.

II. PROBLEM FORMULATION

A. AC MG modeling

This section discusses the dynamic model of the
considered ac MG, as shown in Fig. 1. The model
includes a dc voltage source, a voltage source converter
(VSC) operating as a pulse width modulation inverter,
an LC filter, and an output connector linked to a three-
phase series RLC load. Each DG is connected to its
neighboring DGs via resistive and inductive power lines.

Assuming continuous mode and employing Kirch-
hoff’s principles, the mathematical representation of the
i-th inverter-based DG in abc-frame is established as:

i̇tabci
=

1

lfi
(uabci − vabci − rfiitabci

),

v̇abci =
1

cfi
(itabci

− iabci),

i̇abci =
1

lci
(vabci − vbabci

− rciiabci),

(1)

where itabci
, vabci , and iabci represent the generated cur-

rent, inverter output voltage, and inverter output current,
respectively, all of which are measurable. Consequently,
the output vector for DGi in abc-frame is expressed as
yabci = [itabci

, vabci , iabci ]
T . Additionally, lfi , rfi ,

cfi , and lci , rci denote the filter inductance, resistance,
shunt capacitor, and the inductance and resistance of the
output connector, respectively. In (1), uabci and vbabci

denote the output voltage of the i-th VSC and the i-th
bus voltage, respectively.



By applying the Clarke-Park transformation, each
equation from (1) can be converted to the rotating dq0-
frame as follows:

i̇tdi =
1

lfi
(udi

− vdi
− rfiitdi ) + ω0itqi ,

i̇tqi =
1

lfi
(uqi − vqi − rfiitqi )− ω0itdi ,

v̇di
=

1

cfi
(itdi − idi

) + ω0vqi ,

v̇qi =
1

cfi
(itqi − iqi)− ω0vdi ,

i̇di
=

1

lci
(vdi − vbdi − rciidi) + ω0iqi ,

i̇qi =
1

lci
(vqi − vbqi − rciiqi)− ω0idi

.

(2)

Each DG is assumed to be connected to its neighbor-
ing units through an undirected communication network
without self-loops. The dynamic equations of the i-th
DG can be expressed in state-space form as follows:

ẋi(t) = Aixi(t) + Eidi(t),

yi(t) = Cixi(t).
(3)

Here, xi(t) = [itdi , itqi , vdi
, vqi , idi

, iqi ]
T ∈ Rn and

yi(t) ∈ Rr represent the system state and system
measurement. It is worth mentioning that yi(t) = xi(t),
n = r. In this equation, Ai ∈ Rn×n, Ei ∈ Rn×m,
and Ci ∈ Rr×n represent the system, input, and output
matrices, respectively. It is assumed that all exogenous
inputs in DGi [i.e., Eidi(t)] are unknown to its neigh-
boring DGs, where Ei is a full column rank matrix.
Following [18], it is assumed that the frequency is con-
trolled in an open loop by equipping each DG with an
internal oscillator, which provides Park’s transformation
angle θ(t) =

∫ t

t0
ω0dτ , where ω0 = 2πf0, and f0

represents the nominal frequency.
Remark 1: The output voltage of each VSC (i.e., udi

and uqi ), as well as the bus voltage of each DG (i.e.,
vbdi and vbqi ), are unknown to their neighboring DGs.
Therefore, di(t) = [udi

, uqi , vbdi , vbqi ]
T .

The next section develops the UIO to estimate the
states of all neighboring units, even in the presence of
unknown inputs. The structure of this methodology is
illustrated in Fig. 2.

B. UIO design
This section discusses a bank of UIOs designed to

estimate the states of all neighboring units for attack de-
tection purposes. This scheme enables the reconstruction
of potential cyberattacks in the communication channels
within a finite time. It is assumed that cyberattacks target
the sensor channels and are generally formulated as:

ỹi(t) = yi(t) +Diai(t), (4)

−

+−

−
+

+

Fig. 2: The proposed attack detection/mitigation scheme

where ỹi(t) represents the disrupted output signals and
Di ∈ Rr×α denotes the attack matrices. Additionally,
ai(t) ∈ Rα represents the FDIA signals, which com-
promise data integrity by altering the communicated
signals through the injection of false data into the
communication channels.

Remark 2: Thanks to Remark 1 and the consideration
of all inputs of a DG as unknown inputs, the potential
for new cyber-attacks resulting from signal transmission
of those inputs is eliminated, thereby enhancing the
reliability of the proposed technique.

In this sequence, the equations for each DG have been
augmented by incorporating intruder signals as follows:

żi(t) = Āizi(t) + Ēidi(t),

ỹi(t) = C̄izi(t).
(5)

where Āi ∈ R(n+α)×(n+α), Ēi ∈ R(n+α)×m, and
C̄i ∈ Rr×(n+α) represent the augmented matrices of
appropriate sizes. Additionally, zi(t) = [xi, ai]

T is the
augmented state vector, where the FDIA signal ai is
assumed to be a constant scalar. The augmented system
matrices are defined as follows:

Āi =

[
Ai 0n×α

0α×n 0α×α

]
, Ēi =

[
Ei

0α×m

]
,

C̄i =
[
Ci Di

]
.

(6)

For attack detection, the following full-order UIO is
described to estimate the augmented states [19].

ġi(t) = Figi(t) +Kiỹi(t),

ẑi(t) = gi(t) +Hiỹi(t).
(7)

Matrices Fi ∈ R(n+α)×(n+α), Hi ∈ R(n+α)×r,
and Ki ∈ R(n+α)×r, all appropriately sized, need to
be determined. Additionally, ẑi = [x̂i, âi]

T represents
the estimation of the augmented states. Letting Ki =
K1i+K2i, the estimation error of the UIO for the system
(5) [i.e., Ei(t) = zi(t)− ẑi(t)] satisfies the following:

Ėi(t) =
(
Āi −HiC̄iĀi −K1iC̄i

)
Ei(t)

−
[
Fi −

(
Āi −HiC̄iĀi −K1iC̄i

)]
gi(t)

−
[
K2i −

(
Āi −HiC̄iĀi −K1iC̄i

)
Hi

]
ỹi(t)

−(HiC̄i − I(n+α))Ēidi(t).
(8)



If the following relations are met, the estimation error
tend towards zero asymptotically (Ėi(t) = FiEi(t)).

0 = (HiC̄i − I(n+α))Ēi,

Fi = Āi −HiC̄iĀi −K1iC̄i,

K2i = FiHi,

Ki = K1i +K2i.

(9)

The solution to the above equation provides an es-
timate of the actual state values, provided that the
following conditions are met.

Condition 1: rank(C̄iĒi) = rank(Ēi), which im-
plies that this method is applicable when the number of
outputs is greater than the number of unknown inputs.

Condition 2: The pair (C̄i, Āi − HiC̄iĀi) is de-
tectable.

In [19], the proof of the necessary and sufficient
conditions for (7) is provided. It is important to note
that, based on the idea presented in Remark 2, detection
does not require additional transmission, which helps to
prevent new cyber-attacks. Once an attack is detected,
the harmful effects of FDIAs can be mitigated by
purifying the compromised signals through subtracting
the estimated attack signals from them.

III. CONTROL SYSTEM DESIGN

In this section, the design of the control systems,
including both primary and secondary controllers, is
discussed. The goal is to ensure the overall stability of
the ac MG by providing accurate voltage and frequency
regulation, as well as proportional active and reactive
power sharing among DGs. To achieve this, two cascade
PI controllers are implemented in the primary control,
along with a distributed secondary controller.

A. Distributed secondary control

Following [5], this section discusses a distributed
secondary control based on a leader-followers approach
to achieve control objectives in ac MGs. In this structure,
one DG is designated as the “leader,” serving as the
autonomous and intelligent reference DG, while all other
DGs are considered “followers” of the reference DG.
Given the distributed nature of the secondary controller,
each DG communicates only with its adjacent units. The
control architecture of an autonomous MG is illustrated
in Fig. 3. The droop control scheme is used to calculate
the reference voltage and frequency for each DG to meet
the desired objectives [5]. For this purpose, we have:

ω⋆
i = ωn −mPiPi + δωi,

v⋆di
= vdref

− nQiQi + δvi.
(10)

Here, ωn and vdref
represent the reference frequency

and d-component voltage for the entire MG. Addition-
ally, Pi and Qi denote the measured active and reactive

Fig. 3: Control structure of the considered ac MG

powers, while mPi
and nQi

are the droop coefficients.
Furthermore, δωi and δvi are correction terms used to
determine the accurate reference voltage and frequency
for each DG. These corrections are calculated within the
distributed secondary control system as outlined in [5]:

δω̇i = K1

(∑
j∈Ni

aij (ωj − ωi) + gi (ωn − ωi)

+
∑

j∈Ni
aij

(
mPj

Pj −mPi
Pi

))
,

δv̇i = K2

(∑
j∈Ni

aij
(
nQjQj − nQiQi

))
.

(11)
where aij = 1 when the i-th DG is a neighbour of DG
j; otherwise, aij = 0. Additionally, K1 and K2 denote
the constant gains of the secondary controller. In (11),
Ni denotes the set of incident power lines connecting
DGi to its neighbors. Further analysis of this consensus-
based secondary controller can be found in [5].

B. Primary control design

In this paper, we develop two cascade PI controllers
for the d and q components of each DG to ensure the
stability of the entire MG. Considering the d component
of the generated current and inverter output voltage
[i.e., the first and third relations in (2)], the following
two transfer functions are derived for the i-th DG
are represented. It is important to note that the same
procedure is applied to the q component. Thus, we have:

itdi (s)
1
lfi

(udi
(s)− vdi

(s)) + ω0itqi (s)
=

1

s+
rfi
lfi

,

vdi
(s)

1
cfi

(itdi (s)− idi(s)) + ω0vqi(s)
=

1

s
.

(12)

Considering the reference voltage and frequency mag-
nitudes calculated by the secondary control system for
each DG, the primary control is designed to ensure
the stability of the entire system. The schematic of
this primary control system is illustrated in Fig. 4. The
following provides the gains of these controllers:

kpvd
= 2ζ(ωn/10) kivd = (ωn/10)

2,

kpid
= 2ζωn − rfi

lfi
kiid = ω2

n.
(13)

where kpvd
, kivd , kpid

, and kiid represent the designed
proportional and integral gains for the d component of
the inner current and outer voltage control loops. It
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Fig. 4: Block diagram of the primary control

TABLE I: Simulation parameters

Parameter Value Parameter Value
lfi 20 mH lci 0.35 mH
rfi 0.1 Ω rline 0.15 Ω
cfi 0.15 mF lline 35 mH
rci 0.005 Ω Load 5 kW+ 1.2 kV ar

will be demonstrated that the designed control systems,
which include both primary and secondary controls, as
well as the proposed attack detection and mitigation
schemes, achieve the following objectives [5].

lim
t→∞

||ωi(t)− ωn|| = 0 ∀ i,

lim
t→∞

||mPi
Pi −mPj

Pj || = 0 ∀ i, j

lim
t→∞

||nQi
Qi − nQj

Qj || = 0 ∀ i, j.

(14)

The effectiveness of this technique in ensuring the
safe operation of ac MGs in the presence of FDIAs is
demonstrated in the next section.

IV. SIMULATION RESULTS

In this section, we evaluate the effectiveness of the
proposed scheme against FDIAs using an ac MG con-
sisting of four DGs interconnected by resistive-inductive
power lines. The diagram of this MG is shown in
Fig. 5(a). It is assumed that the capacity of the odd-
numbered DGs (i.e., DG1 and DG3) is twice that of the
even-numbered DGs (i.e., DG2 and DG4). Table I lists
all the parameter values for the considered MG.
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Fig. 5: (a). Schematic of the under-study ac MG, (b).
FDIA detection with the proposed UIO strategy.

To demonstrate the effectiveness of the designed
primary and distributed secondary control systems in
providing stability for the considered MG and achiev-
ing the desired objectives (i.e., accurate voltage and

frequency regulation, and equitable active and reactive
power sharing), Fig. 6(a) shows the active and reactive
powers, while Fig. 6(b) illustrates the frequency and d
component for all DGs in the absence of any cyber-
attacks. Moreover, at t = 10s, the load is increased by
5 kW+ 1.2 kV ar. As shown, the desired objectives for
the ac MG are met. However, as indicated in Fig. 7,
these objectives are not achieved when the microgrid
is subjected to cyber-attacks without any mitigation
measures. In this simulation, constant FDIAs are applied
to both the current and voltage channels of DG2 and
DG4. In this regard, a constant FDIA at t = 6s, and
a constant FDIA at t = 14s are applied to the current
channels of DG1 and DG4, respectively. Moreover, a
constant FDIA at t = 8s, and a constant FDIA at
t = 12s are applied to the voltage channels of DG1

and DG4, respectively. The results highlight that voltage
regulation and accurate active/reactive power sharing
are compromised, underscoring the critical need for
effective attack detection and mitigation protocols.
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Fig. 6: (a). The value of active/reactive power, and (b).
voltage/frequency for all DGs in the absence of FDIAs.
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Fig. 7: (a). The value of active/reactive power, (b). volt-
age and frequency for all DGs when the compromised
MG has no attack detection/mitigation mechanism.

After observing the impact of FDIAs on the ac MG
in the absence of a detection mechanism, the proposed
strategy is applied to reconstruct the attack signals and
eliminate the effects of attacks. As shown in Fig. 8,
which presents the active/reactive powers, as well as the
frequency and d component of the voltage for all DGs,
the proposed UIO-based scheme effectively detects and
mitigates FDIAs. This demonstrates that the method can
effectively address FDIAs. Also, Fig. 9 illustrates the



three-phase voltage of DG1 both with and without the
proposed scheme. It is clear that the scheme rapidly
mitigates the destructive effects of cyberattacks.
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Fig. 8: (a). The value of active and reactive power, and
(b). voltage and frequency for all DGs against constant
FDIAs with the proposed attack mitigation mechanism.
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Fig. 9: The three-phase voltage of DG1 under constant
FDIA (a). without and (b). with the proposed scheme.

Additionally, Fig. 5(b) illustrates the actual profile
of cyber-attacks alongside their estimated counterparts,
confirming the effectiveness of our proposed local ob-
server for attack detection.

V. CONCLUSION AND FUTURE WORKS

In this study, we developed an observer-driven strat-
egy to address cyber threats in ac MGs. Each DG is
equipped with a set of UIOs to monitor the conditions of
neighboring units. By incorporating attack signals into
the DG equations, our observer system can detect and
construct constant FDIAs. Detected attacks are then neu-
tralized by subtracting them from the corrupted signals.
Additionally, we established a decentralized secondary
control framework to determine reference voltage and
frequency levels, ensuring precise frequency regulation
and equitable distribution of active and reactive power
among DGs. Simulations results validate the effective-
ness of this approach in protecting ac MGs against
constant FDIAs.
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