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Out-of-distribution (OOD) detection is crucial in modern deep learning applications, as it can 
identify OOD data drawn from distributions differing from those of the in-distribution (ID) data. 
Advanced OOD detection methods primarily rely on post-hoc strategies, which identify OOD data 
by analyzing the predictions of a model well-trained on ID data. However, deep models are known 
to be impacted by spurious features such as backgrounds, causing existing OOD detection methods 
to fail in identifying OOD data that share the same spurious features as ID data. Therefore, this 
paper studies how to mitigate spurious features to improve OOD detection. To address this chal
lenge, we propose a novel method called Non-semantic Exploration OOD Detection (NsED), which 
focuses on exploring and exploiting non-semantic features. In particular, NsED first explores non
semantic features in an OOD generalization manner. These non-semantic features are then used 
to train deep models to be more robust against spurious features. Through extensive experiments 
on representative benchmarks, we show that NsED significantly and consistently improves the 
detection performance of many representative post-hoc OOD detection methods.

1. Introduction

Deep learning has emerged as a prominent approach to address machine learning problems due to its remarkable performance 
across various applications [1]. However, the success of deep learning heavily relies on an underlying in-distribution (ID) assumption, 
whereby the training data (training ID data) and test data share the same distribution. In real-world scenarios, the test data might 
include out-of-distribution (OOD) data, which possess semantic labels that are distinct from those of ID data [2] (see Fig. 1). These 
OOD observations violate the ID assumption, leading to concerns regarding safety and reliability [3]. To tackle the issue caused by 
OOD data, which is a realistic problem, researchers have extensively studied a specific task called out-of-distribution detection [4]. In 
OOD detection, the deep model’s predictor should accurately predict ID data while also identifying OOD data.

Many representative OOD detection methods are based on the post-hoc strategies [5,6], which employ scoring functions to analyze 
predictions of deep models that are well-trained on ID data, in order to identify OOD data. Therefore, the effectiveness of the post-hoc 
strategies largely depends on the quality of the extracted features from the deep model. Previous studies have indicated that deep 
models are prone to extracting spurious features, which may predict labels without being causally related to them [7]. For instance, 
neural networks trained on ImageNet have been observed to rely heavily on background features [8] that are often correlated with 
labels but are not causally significant. This phenomenon can also result in decreased detection performance as the correlation between 
ID labels and these spurious features grows [9,10], see Fig. 2.
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Fig. 1. In OOD detection, the test data contain OOD data that have different semantics compared to the training ID data. 

Fig. 2. An illustration on the negative effectiveness of spurious features. Left figure: ID data consist of dog, horse and cat images, whose backgrounds are park and 
house. Right figure: OOD data consist of people images, whose backgrounds are house. In this case, one can classify dog and cat according to the backgrounds park 
and house. However, if using the background house as the features to detect OOD data, then the OOD data will be recognized as ID data. The background house is 
the spurious features to OOD data.

To tackle the spurious correlation issue and improve detection performance, a promising strategy is to learn semantic-invariant 
representations, inspired by out-of-distribution (OOD) generalization methods [11]. These methods aim to train deep models capable 
of effectively generalizing to new data that share the same semantics as the training data. By leveraging well-generalized models with 
robust features, we expect that the existing post-hoc OOD detection methods can be further enhanced.

Accordingly, we propose a novel method called Non-semantic Exploration OOD Detection (NsED) to generate non-semantic fea
tures and then train deep models using these features. Ideally, to enhance the robustness of deep models against spurious features, 
we should employ multiple training datasets with identical semantics but varying styles (i.e., non-semantic factors). However, it is 
typically difficult to collect such a set of datasets. Instead, we employ a style transfer strategy [12] to generate multiple training 
ID datasets with different non-semantic factors, based on the original ID dataset. Training with these data encourages the learn
ing of semantic-invariant features, resulting in improved robustness against spurious features and detection performance. Extensive 
experiments conducted on standard OOD detection benchmarks consistently demonstrate that the extracted features can enhance 
representative post-hoc OOD detection methods [5,6,13--15]. Main contributions are presented as follows:

• This paper proposes a novel method, termed as Non-semantic Exploration OOD detection (NsED), to address the spurious issue by 
leveraging out-of-distribution generalization techniques. Specifically, NsED explores non-semantic factors to learn semantic
invariant features against spurious features, leading to significant improvements in existing representative OOD detection 
methods [5,6,13--15].
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• This paper is the first to explore the relationship between single-domain OOD generalization and OOD detection. By designing 
novel and effective single-domain OOD generalization methods, we can enhance the generalization ability of deep models. 
Experiments have indicated that representative post-hoc OOD detection methods can be significantly improved by using more 
generalized models. These findings verify that OOD generalization can enhance the detection ability of deep models.

• This paper conducts extensive experiments and parameter analysis to analyze the impact of different components of our proposed 
method NsED. The experiments show that NsED is robust to different types of OOD data. The parameter analysis also demonstrates 
the effectiveness of each component of NsED in improving OOD detection performance.

The paper is organized as follows: Section 2 reviews related work on post-hoc OOD detection, spurious correction issue in OOD 
detection and OOD generalization. Section 3 presents the definitions, important notations and our problem. Section 4 lists the basic 
challenge and key motivation of our research. Section 5 introduces the details of the proposed method. Comprehensive evaluation 
results and analyses are provided in Section 6. Lastly, Section 7 concludes the paper.

2. Related work

In this section, we primarily discuss post-hoc OOD detection methods, the issue of spurious correlations in OOD detection, and 
advanced OOD generalization techniques. We will also explore the relationship between our proposed method and OOD generaliza
tion.

Post-hoc OOD detection. Maximum Softmax Probability (MSP) is a pioneering method for OOD detection, proposed by Hendrycks et 
al. [16]. This method utilizes the maximum probability of model prediction to detect OOD data. ODIN [13] enhances MSP by applying 
temperature scaling to the softmax function and employing input processing techniques, resulting in stronger separability between ID 
and OOD data. Motivated by energy-based models [17], another method for OOD detection called Energy-Based OOD Detection [5] 
proposes the use of a free energy scoring function to differentiate ID and OOD data. These methods primarily rely on the predictive 
information obtained from model outputs. Advanced studies have also focused on exploring the latent ID feature representations and 
gradient information of deep models. [6] delves into the gradient information of deep models and designs a gradient-based scoring 
function called GradNorm. React [14], which stands for Rectfied Activations, clips noisy activations in the classfier’s penultimate 
layer, thereby strengthening the energy score. 𝐾 -nearest neighbor-based (KNN) OOD detection [18] utilizes the geometric information 
of extracted ID features and designs a distance-based score. KL-Matching (KLM) [15] explores the relationship between softmax 
predictions and mean class-conditional distributions using KL divergence. Overall, the post-hoc OOD detection methods heavily 
depend on the feature representations. 

Spurious correction issue in OOD detection. Previous studies have indicated that deep models are prone to extracting spurious 
features, which may predict labels without being causally related to them [7]. The spurious collection issue also matters in OOD 
detection. Recently, [9] discusses the impact of spurious correlation on OOD detection, and presents a new formalization to model 
the data shifts by considering both the invariant and environmental (spurious) features. Their results suggest that the detection 
performance significantly worsens when the correlation between spurious features and labels increases in the training set. A related 
study by [10] explores the impact of the spurious correlation issue on detection performance from a theoretical perspective. It 
illustrates why models that are robust to spurious correlations can yield better detection performance. Both works [9,10] emphasize 
the importance of addressing the spurious correlation issue in OOD detection. 

OOD generalization. Out-of-distribution generalization focuses on training procedures that ensure the resulting models can gener
alize well on unknown target data that share the same semantics as the training data. There have been numerous efforts devoted to 
different directions such as causal learning [19], distribution robustness [20], and invariant representation [21]. [22] can be regarded 
as one of the pioneering OOD generalization works. They revise the classical empirical risk minimization principle and propose to 
minimize invariant risk for extracting the semantic features. Although the invariant risk minimization (IRM) framework has elegant 
theoretical supports, some additional assumptions on the learning models are indispensable, resulting in limited performance [23]. 
Motivated by IRM [22], [24] further extend the IRM framework by considering risk extrapolation and nonlinear prediction functions. 
There also exist works that do not follow the IRM framework. For example, the work [25] leverages the gradient of the domain’s 
predictor to perturb input data in the direction of the most significant domain change, while ensuring that the semantics are pre
served. Other studies [26] have explored style-transfer strategies to generate training data with different styles but similar semantics. 
Overall, the style-augmented data enable more effective extraction of semantic features, thus the main focus of our paper. 

Connection between our method and OOD generalization. Our method, termed NsED, is inspired by out-of-distribution general
ization, aiming to extract semantic-invariant features from datasets sharing the same semantics but differing in style. It is worth noting 
that the majority of OOD generalization methods [19,27] demand multiple diverse training datasets, which poses a challenge in cases 
where only one dataset is accessible, as in OOD detection. Hence, it is infeasible to use representative OOD generalization methods 
to tackle our problem directly. Inspired by style transfer strategy [12], we generate training ID datasets with distinct non-semantic 
factors. Subsequently, training models using these data would incentivize models to acquire semantic-invariant features, enhancing 
the model’s robustness against spurious features.
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Fig. 3. This figure shows the causal graph of feature random variables 𝑋id,𝑋od , label variables 𝑌id, 𝑌od , semantic variables 𝐂id ,𝐂od and non-semantic variable 𝐄, and 
presents that 𝑋id and 𝑋od are generated by an invertible causal mechanism 𝐌, i.e., 𝑋id =𝐌(𝐂id ,𝐄), 𝑋od =𝐌(𝐂od ,𝐄), 𝐂id,𝐄 =𝐌−1(𝑋id) and 𝐂od,𝐄 =𝐌−1(𝑋od).

3. Preliminaries

In this section, we mainly introduce some necessary concepts. Let  ⊂ℝ𝑑 and  = {1, ...,𝐾} be the feature space and the ID label 
space, respectively. 

Random variables and distributions. Denote 𝑋id ∈  and 𝑋od ∈  the feature random variables corresponding to ID and OOD 
data, respectively. 𝑌id ∈  and 𝑌od ∉  are the label random variables corresponding to ID and OOD data, respectively. We use 
𝑃𝑋id,𝑌id

(𝐱, 𝑦) to represent the ID joint distribution and use 𝑃𝑋od ,𝑌od
(𝐱, 𝑦) to represent the OOD joint distribution. Then 𝑃𝑋id

(𝐱) is the 
ID marginal distribution and 𝑃𝑋od

(𝐱) is the OOD marginal distribution. 

Out-of-distribution detection. In OOD detection [4], we target on learning OOD detector 𝐺, such that for any test data 𝐱: 1) if 𝐱 is 
drawn from 𝑃𝑋id

(𝐱), then 𝐺 can classify 𝐱 into correct ID classes; 2) if 𝐱 is drawn from 𝑃𝑋od
(𝐱), then 𝐺 can detect 𝐱 as OOD data.

Post-hoc strategies. Many representative OOD detection methods [6,5,13] adopt the post-hoc strategies. Therein, given a threshold 
𝜆, a pre-trained ID model 𝐟 and a scoring function 𝑆 , then 𝐱 is detected as ID data if and only if 𝑆(𝐱; 𝐟) ≥ 𝜆:

𝐺𝜆(𝐱) = ID,  if 𝑆(𝐱; 𝐟) ≥ 𝜆;  otherwise,  𝐺𝜆(𝐱) = OOD. (1)

The effectiveness of post-hoc OOD detection is largely dependent on the design of 𝑆 and the ID model 𝐟 such that the scores assigned 
to OOD data are lower than those of the ID data. 

Causal assumption. Fang et al., [4] has developed learning theory to prove that OOD detection cannot be addressed well without 
further assumptions. Especially, when the ID and OOD data share the spurious features, [9] provide provable evidence for the existence 
of OOD data with high cofidence such that it cannot be differentiated from ID data. Therefore, to address the OOD detection issue, 
it is imperative to rely on practical assumptions. Following OOD generalization works [28], we assume that the random variables 
𝑋id and 𝑋od are generated by an invertible causal mechanism 𝐌 with three causes: ID semantic variable 𝐂id , OOD semantic variable 
𝐂od and non-semantic variable 𝐄:

𝑋id =𝐌(𝐂id,𝐄)  and 𝑋od =𝐌(𝐂od,𝐄),

and ID label variable 𝑌id and OOD label variable 𝑌od are the effects of the variables 𝐂id and 𝐂od, respectively: 𝑌id ←𝐂id and 𝑌od ←𝐂od. 
See Fig. 3 for the causal graph.

4. Challenge and motivation

In this section, we present the main challenge in the classical OOD detection learning framework. Additionally, we discuss our 
underlying motivation for explaining how we address and mitigate this challenge. 

Classical learning strategy. The representative post-hoc OOD detection methods [5] learn the pre-trained deep models based on 
the risk minimization principle: for any model 𝐠𝐰 ∶  →ℝ𝐾 with parameter 𝐰 ∈ ,

𝐰∗ ∈ arg min
𝐰∈

𝔼(𝐱,𝑦)∼(𝑋id ,𝑌id)
[
𝓁(𝐠𝐰(𝐱), 𝑦)

]
. (2)

Due to finite training data, the empirical risk minimization (ERM) principle [29] is employed as a substitute for the risk minimization: 
given ID training data id = {(𝐱𝑖, 𝑦𝑖)}𝑛𝑖=1, for any model 𝐠𝐰 ∶ →ℝ𝐾 with parameter 𝐰 ∈ ,
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Algorithm 1: Semantic exploration OOD detection.
Input : Training ID data id , inner iterative step 𝐿, inner learning rate 𝑙, hyper-parameters 𝛼, 𝛾 , number of styles 𝑚, batch size 𝑞, causal mechanism 

𝐌(𝐏(⋅),𝐀(⋅; ⋅, 𝛾)), learning model 𝐠𝐰 , post-hoc OOD detection method  with scoring function 𝑆 .
Output : Learned model 𝐠𝐰 and OOD detector 𝐺.

1 Initialize model 𝐠𝐰 ; 
2 Repeat

3 Sampling mini-batch 𝑏 = {(𝐱𝑏1 , 𝑦𝑏1 ), ..., (𝐱𝑏𝑞 , 𝑦𝑏𝑞 )} from id ; 
4 For 𝑖 = 1 to 𝑞

5 Initialize 𝜷 as 𝜷0 and compute 𝐱𝜷0 ,𝛾

𝑏𝑖
by Eq. (9); 

6 For 𝑘 = 1 to 𝐿

7 Update 𝜷𝑘 by 𝜷𝑘−1 and Eq. (10); 
8 Update 𝐱𝜷𝑘 ,𝛾

𝑏𝑖
by 𝜷𝑘 and Eq. (9); 

9 End for

10 End for

11 Compute (𝐠𝐰;𝑏, 𝛼, 𝛾,𝐿) by Eq. (12); 
12 Update 𝐰←𝐰− lr∇𝐰(𝐠𝐰;𝑏, 𝛼, 𝛾,𝐿); 
13 Until convergence; 
14 Obtain the learned model 𝐠𝐰 and learn OOD detector 𝐺 by Eq. (1).

𝐰̂ ∈ arg min
𝐰∈

1
𝑛 

𝑛 ∑
𝑖=1 

𝓁(𝐠𝐰(𝐱𝑖), 𝑦𝑖). (3)

In Eq. (2), 1
𝑛 
∑𝑛

𝑖=1 𝓁(𝐠𝐰(𝐱𝑖), 𝑦𝑖) is known as the empirical risk w.r.t. the loss function 𝓁. Statistical learning theory [29] has indicated 
that under suitable assumptions, the risk w.r.t. empirical optimal solution 𝐰̂ will get close to the risk w.r.t. optimal solution 𝐰∗. 
However, the empirical optimal solution 𝐰̂ does not mean that it is the optimal solution to OOD detection, due to the interference of 
non-semantic variable 𝐄. 

Challenge in classical learning strategy. The efficacy of post-hoc strategies is closely tied to the quality of features extracted by 
deep models trained using ERM principle, i.e., Eq. (3). Existing literature suggests that these deep models are susceptible to capturing 
spurious features—features that can predict labels but lack causal relevance [7]. For example, studies on models trained with the 
ImageNet dataset reveal an over-reliance on background features, which, although correlated with labels, don’t necessarily have 
causal significance [8]. This tendency towards spurious features can adversely impact model performance, particularly in terms of 
detection capabilities, as the correlation between ID labels and these irrelevant features grows [9]. 

Motivation. To address the issue of spurious correlation, we adopt the causal learning framework (see Fig. 3). Within this framework, 
our main objective is to mitigate the negative impact of non-semantic variables. To accomplish this, we draw inspiration from OOD 
generalization methods that aim to train deep models capable of effectively generalizing to new data with the same semantics as 
the training data. By employing a well-generalized model with robust features, we anticipate that existing post-hoc OOD detection 
methods can be further improved. Ideally, to equip deep models with resilience against spurious features, we should utilize multiple 
training datasets with identical semantics but varying non-semantic factors. However, it is often challenging to collect such datasets. 
As an alternative, we employ a style transfer strategy [12] to generate multiple training ID datasets with different non-semantic 
factors, based on the original ID dataset. By training with these datasets, we encourage the learning of semantic-invariant features, 
thereby enhancing robustness against spurious features and improving detection performance. In Section 5, we present novel method 
NsED to migitate the spurious correlation issue.

5. Proposed methodology

In this section, we introduce the proposed method Non-semantic Exploration OOD Detection (NsED). The pseudo code is summa
rized in Algorithm 1.

5.1. Proposed learning strategy

Here, we mainly introduce the details of our proposed learning strategy according to Section 4. 

Learning strategy to semantic robustness. Motivated by distribution robustness [30], we explore the risk minimization under the 
worst-case non-semantic factor 𝐞 ∼ 𝐄: for any model 𝐠𝐰 ∶  →ℝ𝐾 with parameter 𝐰 ∈ ,

𝐰∗ ∈ arg min
𝐰∈

𝔼(𝐜,𝑦)∼(𝐂id ,𝑌id) max
𝐞∼𝐄 

[
𝓁(𝐠𝐰 ◦𝐌(𝐜, 𝐞), 𝑦)

]
, (4)

where 𝐌 is the causal mechanism and 𝐂id is the ID semantic variable introduced in Section 3. Eq. (4) indicates that the optimal 
classfier 𝐠𝐰∗ can maintain semantic robustness even when there are changes in the non-semantic factor 𝐞 ∼ 𝐄.
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Fig. 4. Using the discrete Fourier transform to decompose an image 𝐱 into amplitude 𝐀(𝐱) (non-semantic factor) and phase 𝐏(𝐱) (semantic factor). 

Since the standard benchmarks for OOD detection only provide ID training data with limited non-semantic factors 𝐞, our focus is 
on generating novel and diverse non-semantic factors to reconstruct data. Given ID training data id = {(𝐱𝑖, 𝑦𝑖)}𝑛𝑖=1, we use 𝑖 (the 
details of 𝑖 are presented in Eq. (8)) to present the generated non-semantic space w.r.t. 𝐱𝑖, which consists of different non-semantic 
factors 𝐞, and we also use 𝐜𝑖 to present the corresponding semantic factor of 𝐱𝑖. Then, the empirical form of Eq. (4) can be replaced 
with the following optimization problem:

𝐰̂ ∈ arg min
𝐰∈

1
𝑛 

𝑛 ∑
𝑖=1 

max
𝐞∈𝑖

[
𝓁(𝐠𝐰 ◦𝐌(𝐜𝑖, 𝐞), 𝑦)

]
. (5)

Now, we introduce ERM in Eq. (3) to Eq. (5) as a regularization to balance the semantic robustness and ID classfication performance:

𝐰̂ ∈ arg min
𝐰∈

[1 − 𝛼

𝑛 

𝑛 ∑
𝑖=1 

max
𝐞∈𝑖

[
𝓁(𝐠𝐰 ◦𝐌(𝐜𝑖, 𝐞), 𝑦𝑖)

]
+ 𝛼

𝑛 

𝑛 ∑
𝑖=1 

𝓁(𝐠𝐰(𝐱𝑖), 𝑦𝑖)
]
, (6)

where 𝛼 ∈ [0,1] is the hyperparameter. By optimizing Eq. (6), we can learn the classfier 𝐠𝐰̂, which not only accurately predicts the 
ID data but also maintains semantic robustness despite the shift of the non-semantic factor 𝐞 from 𝑖. Next, we introduce how to 
construct the non-semantic space 𝑖. 

Exploring non-semantic space and causal mechanism. To generate diverse non-semantic factors and simulate the causal mech
anism, we utilize the Fourier-based style transfer strategy [12]. This method compels the model to capture both phase information 
(semantic information) and amplitude information, which enables the generation of non-semantic factors by linearly interpolating 
among the amplitude spectra of different images. Specifically, [12] use the discrete Fourier transform to decompose an image 𝐱 into 
amplitude 𝐀(𝐱) and phase 𝐏(𝐱) (see Fig. 4). The amplitude 𝐀(𝐱) and the phase 𝐏(𝐱) can be regarded as the non-semantic factor 𝐞 and 
the semantic factor 𝐜 of data point 𝐱. By given 𝑚 data points 𝐱̃1, ..., 𝐱̃𝑚 from training data id, the novel style can be created:

𝐀(𝐱𝑖;𝜷, 𝛾) = 𝛾
[
𝛽0𝐀(𝐱𝑖) + 𝛽1𝐀(𝐱̃1) + ...+ 𝛽𝑚𝐀(𝐱̃𝑚)

]
+ (1 − 𝛾)𝐀(𝐱𝑖), (7)

where 0 ≤ 𝛾 ≤ 1, and 𝜷 = [𝛽1, ..., 𝛽𝑚] is an element of (𝑚+1)-dimensional simplex, i.e., 
∑𝑚

𝑖=0 𝛽𝑖 = 1, 𝛽𝑖 ≤ 1. Eq. (7) indicates that a novel 
non-semantic factor can be generated by taking a convex combination of the amplitudes from 𝐱𝑖 and 𝑚 given data points 𝐱̃1,… , 𝐱̃𝑚. 
By selecting different 𝜷 from the (𝑚 + 1)-dimensional simplex, we can create different non-semantic factors for 𝐱𝑖 . Therefore, the 
non-semantic space 𝑖 can be presented as follows:

𝑖 = {𝐀(𝐱𝑖;𝜷, 𝛾) ∶  ∀  𝜷 from the (𝑚+ 1)-dimensional simplex}. (8)

Lastly, the amplitude 𝐀(𝐱𝑖;𝜷, 𝛾) is combined with the original phase 𝐏(𝐱𝑖) to construct new image with same semantic but different 
style:



Information Sciences 705 (2025) 121989

7

Z. Fang, J. Lu and G. Zhang 

𝐱𝜷,𝛾
𝑖

=𝐌(𝐏(𝐱𝑖),𝐀(𝐱𝑖;𝜷, 𝛾)) = 𝐅−1(𝐀(𝐱𝑖;𝜷, 𝛾) ∗ exp (−𝑗 ∗ 𝐏(𝐱𝑖))
)
, (9)

where 𝐅−1 is the inverse Fourier transformation, 𝑗 is the imaginary unit, and ∗ is the convolution operation. Here 𝐌(𝐏(𝐱𝑖),𝐀(𝐱𝑖;𝜷, 𝛾))
is regard as causal mechanism. For more information related to the inverse Fourier transformation, please refer to [12].

5.2. Learning details

This section mainly introduces how to achieve the learning strategy proposed in Section 5.1. 

Loss function and algorithm design. Following [16,12], we adopt the cross entropy loss to realize 𝓁 in Eq. (6). Additionally, 
according to the discussion in Section 5.1, we mainly focus on designing the optimization strategy to address Eq. (6). Note that the 
implementation of the causal mechanism 𝐌 is crucial in algorithm design. In Section 5.1, we mention utilizing Fourier-based style 
transfer [12] to construct 𝐌 in practice.

Exploring worst-case non-semantic factors. To optimize Eq. (5), the key challenge is how to select the worst-case non-semantic 
factor from 𝑖 given by Eq. (8) in each iteration. According to Eq. (8), this is equal to select the optimal 𝜷 from the (𝑚+1)-dimensional 
simplex. Motivated by [31], we use the gradient direction to update 𝜷 : given inner learning rate 𝑙 and inner iterative step 𝐿,

𝜷𝑘 =
𝜷𝑘−1 + 𝑙 sign

[
∇𝜷𝓁(𝐠𝐰(𝐱

𝜷𝑘−1 ,𝛾
𝑖

), 𝑦𝑖)
]

‖𝜷𝑘−1 + 𝑙 sign
[
∇𝜷𝓁(𝐠𝐰(𝐱

𝜷𝑘−1 ,𝛾
𝑖

), 𝑦𝑖)
]‖2

, (10)

where 𝐱𝜷𝑘−1 ,𝛾
𝑖

=𝐌(𝐏(𝐱𝑖),𝐀(𝐱𝑖;𝜷𝑘−1, 𝛾)). Then the final augmented data would be presented as 𝐱𝜷𝐿,𝛾
𝑖

. 

Optimization objective. After the worst-case non-semantic factor 𝐞 from 𝑖 for each data is obtained, we generate the worst-case 
augmented data 𝐱𝜷𝐿,𝛾

𝑖
and use gradient descent to minimize the following problem:

𝐰̂ ∈ arg min
𝐰∈

(𝐠𝐰;id, 𝛼, 𝛾,𝐿), (11)

where (𝐠𝐰;id, 𝛼, 𝛾,𝐿) is presented in Eq. (5) and can be rewritten as

1 − 𝛼

𝑛 

𝑛 ∑
𝑖=1 

𝓁(𝐠𝐰(𝐱
𝜷𝐿,𝛾

𝑖
), 𝑦𝑖) +

𝛼

𝑛 

𝑛 ∑
𝑖=1 

𝓁(𝐠𝐰(𝐱𝑖), 𝑦𝑖). (12)

The pseudo code is summarized in Algorithm 1.

6. Experiments

This section conducts extensive experiments for NsED in standard OOD detection benchmarks [32]. The experimental setup is 
described in Section 6.1, and Section 6.2 shows the main outcomes of our method, integrated with representative post-hoc OOD 
detection methods. Additionally, in Section 6.4, we conduct parameter analysis to assess our method thoroughly.

6.1. Experimental setup

Baselines and datasets. In this work, we mainly integrate NsED with 6 representative post-hoc OOD detection methods, namely, 
MSP [16], ODIN [13], Energy [5], GradNorm [6], React [14], and KLM [15]. The details of these methods have been introduced in 
Section 2. Following [32], experiments are conducted on standard benchmarks introduced as follows:

• CIFAR-10 [1] is a dataset that contains 10 distinct classes, consisting of 50,000 training images and 10,000 test images for 
classfication tasks. We utilize CIFAR-10 as the ID dataset and investigate two different OOD scenarios: near-OOD and far-OOD. 
More specifically, we utilize CIFAR-100 [1] and TinyImageNet [33] as the near-OOD datasets, while MNIST [34], SVHN [35], 
Textures [36], and Places365 [37] as the far-OOD datasets. We exclude any data whose labels match those of the ID cases.

• CIFAR-100 [1] is a dataset consisting of 50,000 training images and 10,000 test images, divided into 100 distinct classes. 
Regarding OOD datasets, near-OOD cases comprise CIFAR-10 and TinyImageNet [1]. Far-OOD cases contain MNIST [34], SVHN 
[35], Textures [36], and Places365 [37]. We eliminate any data whose labels coincide with ID cases.

• MNIST [34] comprises 70,000 grayscale images of handwritten digits from 0 to 9, divided into a training set of 60,000 images 
and a test set of 10,000 images. Regarding OOD datasets, near-OOD cases include NotMNIST [38] and FashionMNIST [39], while 
far-OOD cases include CIFAR-10 [1], TinyImageNet [1], Textures [36], and Places365 [37]. We exclude any data with labels 
that match those in the ID cases.

Implementation details. We adopt the unfied settings with common hyperparameters and architectural selections for each imple
mented method, as suggested by [32], to ensure fair comparisons among different methods.
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Table 1
Comparison between our method NsED and baseline methods on the benchmark with CIFAR-10 as ID dataset. ↑ indicates larger AUROC values are preferred. ↓
indicates smaller FPR95 values are preferred. Δ estimates the improvement of NsED integrated with other baselines.

Methods Near-OOD Dataset Far-OOD Dataset Average

CIFAR-100 TinyImageNet MNIST SVHN Textures Places365 
AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ 

MSP 85.74 67.00 87.33 64.16 87.34 63.55 87.37 69.94 88.34 62.31 87.99 62.98 87.35 64.99 
NsED+MSP 87.91 64.16 89.73 59.74 90.27 60.34 93.32 44.49 92.19 48.92 89.63 59.67 90.51 56.22

Δ +2.17 -2.84 +2.40 -4.42 +2.93 -3.21 +5.95 -25.45 +3.85 -13.39 +1.64 -3.31 +3.16 -8.77 
ODIN 83.38 60.06 85.77 55.41 87.09 50.69 81.94 70.88 86.66 53.81 87.54 51.30 85.40 57.03 
NsED+ODIN 87.01 57.99 89.84 50.00 93.04 39.38 94.26 29.43 92.65 36.05 90.60 47.39 91.23 43.37

Δ +3.63 -2.07 +4.07 -5.41 +5.95 -11.31 +12.32 -41.45 +5.99 -17.76 +3.06 -3.91 +5.83 -13.66 
Energy 84.95 57.83 87.36 52.17 87.69 50.38 83.63 71.09 87.58 53.08 88.77 48.35 86.66 55.48 
NsED+Energy 87.90 56.13 90.72 47.16 92.70 41.74 95.84 21.68 93.40 32.93 91.37 44.37 91.99 40.67

Δ +2.95 -1.70 +3.36 -5.01 +5.01 -8.64 +12.21 -49.41 +5.82 -20.15 +2.60 -3.98 +5.33 -14.81 
GradNorm 63.13 81.65 63.46 80.01 61.36 82.78 53.30 87.03 63.70 79.69 68.09 77.23 62.17 81.40 
NsED+GradNorm 67.83 74.93 71.57 69.38 73.18 70.74 92.67 24.62 81.56 43.83 74.39 67.32 76.87 58.47

Δ +4.70 -6.72 +8.11 -10.63 +11.82 -12.04 +39.37 -62.41 +17.86 -35.86 +6.30 -9.91 +14.70 -22.93 
React 84.90 58.01 87.28 52.35 87.41 50.75 83.66 70.66 88.08 52.43 88.57 48.86 86.65 55.51 
NsED+React 87.98 56.06 90.77 47.01 92.58 42.34 95.86 22.13 93.79 32.18 91.35 44.50 92.06 40.70

Δ +3.08 -1.95 +3.49 -5.34 +5.17 -8.41 +12.20 -48.53 +5.71 -20.25 +2.78 -4.36 +5.41 -14.81 
KLM 76.99 66.97 78.26 63.43 82.63 62.91 83.89 72.40 81.16 62.32 75.95 60.94 79.81 64.83 
NsED+KLM 80.40 64.14 82.94 59.43 82.91 63.46 87.93 54.28 87.60 49.85 81.02 57.46 83.80 58.10

Δ +3.41 -2.83 +4.68 -4.00 +0.28 +0.55 +4.04 -18.12 +6.44 -12.47 +5.07 -3.48 +3.99 -6.73 

Table 2
Comparison between our method NsED and baseline methods on the benchmark with CIFAR-100 as ID dataset. ↑ indicates larger AUROC values are preferred. ↓
indicates smaller FPR95 values are preferred. Δ estimates the improvement of NsED integrated with other baselines.

Methods Near-OOD Dataset Far-OOD Dataset Average

CIFAR-10 TinyImageNet MNIST SVHN Textures Places365 
AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ 

MSP 75.26 83.11 78.80 78.87 70.94 89.21 80.06 75.76 72.79 85.35 76.56 81.89 75.73 82.36 
NsED+MSP 75.87 82.72 79.59 78.35 66.93 91.66 79.98 75.03 77.78 76.91 77.35 81.76 76.25 81.07

Δ +0.61 -0.39 +0.79 -0.52 -4.01 +2.45 -0.08 -0.73 +4.99 -8.44 +0.79 -0.13 +0.52 -1.29 
ODIN 75.50 83.50 79.74 78.63 77.55 86.81 83.29 74.83 74.65 84.35 77.95 81.81 78.11 81.66 
NsED+ODIN 76.03 83.18 80.45 77.88 73.51 87.96 83.56 75.19 80.32 73.22 77.94 82.14 78.64 79.93

Δ +0.53 -0.32 +0.71 -0.75 -4.04 +1.15 +0.27 +0.36 +5.67 -11.13 -0.01 +0.33 +0.53 -1.73 
Energy 75.48 83.94 79.77 79.21 75.76 90.59 84.48 72.40 74.60 84.61 77.91 82.39 78.00 82.19 
NsED+Energy 75.66 84.00 80.27 78.43 70.27 91.71 86.82 64.47 81.32 69.85 77.68 82.67 78.67 78.52

Δ +0.18 +0.06 +0.50 -0.78 -5.49 +1.12 +2.34 -7.93 +6.72 -14.76 -0.23 +0.28 +0.67 -3.67 
GradNorm 62.14 89.63 65.05 88.01 65.68 92.10 77.37 71.63 65.61 84.93 65.97 87.12 66.97 85.57 
NsED+GradNorm 67.27 85.32 66.37 83.83 52.07 94.11 85.26 55.41 73.71 64.90 63.26 87.15 67.99 78.45

Δ +5.13 -4.31 +1.32 -4.18 -13.61 +2.01 +7.89 -16.22 +8.10 -20.03 -2.71 +0.03 +1.02 -7.12 
React 74.92 84.21 79.89 79.23 75.25 90.94 86.70 69.74 78.28 83.16 78.41 82.36 78.91 81.61 
NsED+React 75.67 83.99 80.57 78.24 70.36 91.64 87.30 63.75 82.78 68.84 78.11 82.42 79.13 78.15

Δ +0.75 -0.22 +0.68 -0.99 -4.89 +0.70 +0.60 -5.99 +4.50 -14.32 -0.30 +0.06 +0.22 -3.46 
KLM 72.49 76.99 77.55 70.76 67.89 79.22 79.72 60.48 71.82 70.21 73.52 72.02 73.83 71.61 
NsED+KLM 73.40 78.54 78.73 71.10 65.70 82.71 80.97 58.65 78.54 63.57 76.24 72.00 75.60 71.09

Δ +0.91 +1.55 +1.18 +0.34 -2.19 +3.49 +1.25 -1.83 +6.72 -6.64 +2.72 -0.02 +1.77 -0.52 

• Pre-training setup. Following [32], we utilize ResNet-18 [40] for scenarios involving CIFAR datasets as the ID datasets, and 
LeNet [41] for scenarios involving MNIST as the ID dataset. To train the deep models, we utilize the Stochastic Gradient Descent 
(SGD) optimizer with a learning rate of 0.1, a momentum of 0.9, and a weight decay rate of 0.0005 for 100 epochs to avoid 
ovefitting.

• Hyperparameter setup. For our method NsED, we utilize the SGD optimizer with a learning rate of 0.1, a momentum of 0.9, and 
a weight decay rate of 0.0005 for 100 epochs with a batch size of 128. We follow the standard augmentation protocol suggested 
in [12]. The learning rate is decayed by 0.5 every 10 epochs. In our experiments, we set 𝛼 = 0.5, 𝛾 = 1, 𝑚 = 9, the inner step size 
as 𝑙 = 0.05, and the number of inner step iterations as 𝐿 = 10. Parameter analysis about important parameters 𝛼, 𝛾,𝑚 and 𝐿 are 
conducted in Section 6.4.

Evaluations. Following the standard evaluation strategy [16], the detection performance is assessed using representative metrics: 
the area under the receiver operating characteristic curve (AUROC), FPR95, and the area under the precision recall curve (AUPR). 
These metrics are threshold-independent. FPR95 is the false positive rate of OOD data when the true positive rate of ID data is at 95%. 
AUROC represents the probability of the ID case having a higher score than that of the OOD case, as determined by the area under 
the receiver operating characteristic curve. The AUPR, on the other hand, quantfies the overall performance of a binary classfier. It 
is calculated as the area under the precision-recall curve, where precision is plotted against recall. In cases where datasets exhibit a 
significant imbalance between positive and negative cases, the AUPR provides more informative insights. Similar to [16], we report 
the AUPR-In and AUPR-Out values.
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Table 3
Comparison between our method NsED and baseline methods on the benchmark with MNIST as ID dataset. ↑ indicates larger AUROC values are preferred. ↓ indicates 
smaller FPR95 values are preferred. Δ estimates the improvement of NsED integrated with other baselines.

Methods Near-OOD Dataset Far-OOD Dataset Average

NotMNIST FashionMNIST CIFAR-10 TinyImageNet Textures Places365 
AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ 

MSP 93.64 32.00 95.61 20.94 99.38 1.99 98.87 5.07 99.01 4.57 98.71 6.23 97.54 11.80 
NsED+MSP 94.03 29.69 97.58 14.39 99.65 0.98 99.19 3.66 99.02 4.51 98.73 6.26 98.03 9.91

Δ +0.39 -2.31 +1.97 -6.55 +0.27 -1.01 +0.32 -1.41 +0.01 -0.06 +0.02 +0.03 +0.49 -1.89 
ODIN 94.08 29.67 97.16 12.11 99.74 0.80 99.33 2.87 99.45 2.40 99.28 3.32 98.17 8.53 
NsED+ODIN 93.56 27.05 98.83 5.80 99.95 0.17 99.80 0.89 99.72 1.33 99.56 2.05 98.57 6.21

Δ -0.52 -2.62 +1.67 -6.31 +0.21 -0.63 +0.47 -1.98 +0.27 -1.07 +0.28 -1.27 +0.40 -2.32 
Energy 94.00 29.90 97.21 11.66 99.76 0.80 99.34 2.91 99.46 2.35 99.29 3.30 98.18 8.49 
NsED+Energy 93.01 29.39 98.85 5.76 99.96 0.18 99.80 0.89 99.72 1.33 99.54 2.15 98.48 6.62

Δ -0.99 -0.51 +1.64 -5.90 +0.20 -0.62 +0.46 -2.02 +0.26 -1.02 +0.25 -1.15 +0.30 -1.87 
GradNorm 84.76 53.29 95.48 19.83 99.65 0.90 99.07 3.90 99.21 3.32 99.10 3.93 96.21 14.20 
NsED+GradNorm 87.65 37.58 96.43 14.88 99.97 0.14 99.90 0.49 99.78 0.96 99.62 1.79 97.23 9.31

Δ +2.89 -15.71 +0.95 -4.95 +0.32 -0.76 +0.83 -3.41 +0.57 -2.36 +0.52 -2.14 +1.02 -4.89 
React 95.02 27.93 97.76 11.62 99.76 0.78 99.38 2.82 99.48 2.28 99.30 3.21 98.45 8.11 
NsED+React 93.48 29.19 98.84 5.97 99.96 0.18 99.79 0.95 99.71 1.35 99.54 2.22 98.55 6.64

Δ -1.54 +1.26 +1.08 -5.65 +0.20 -0.60 +0.41 -1.87 +0.23 -0.93 +0.24 -0.99 +0.10 -1.47 
KLM 85.20 28.44 88.90 18.54 98.79 1.88 97.46 5.08 97.81 4.41 96.82 6.75 94.16 10.85 
NsED+KLM 89.20 28.01 95.59 14.16 99.39 1.30 98.40 4.29 98.00 5.10 97.25 7.22 96.31 10.01

Δ +4.00 -0.43 +6.69 -4.38 +0.60 -0.58 +0.94 -0.79 +0.19 +0.69 +0.43 +0.47 +2.15 -0.84 

6.2. Main results

The detection performance on different datasets (CIFAR-10, CIFAR-100, MNIST as ID datasets) is shown in Tables 1, 2, 3, 4, and 
5. ↓ (or ↑) indicates that smaller (or larger) values are preferred. Δ estimates the improvement of NsED when integrated with other 
baselines. From our analysis of Tables 1-5, we can summarize the following results.

• CIFAR-10. The OOD detection performance of methods NsED + MSP, NsED + ODIN, NsED + Energy, NsED + GradNorm, NsED + Re
act and NsED + KLM is significantly better compared to those of MSP, ODIN, Energy, GradNorm, React, and KLM in all OOD 
cases. Specifically, the average AUROC improvements are 3.16, 5.83, 5.33, 6.70, 5.38, and 3.99. Meanwhile, the average FPR95 
improvements are 8.76, 13.64, 14.81, 22.93, 10.87, 14.71, and 6.73. The average AUPR-In improvements are 7.92, 13.43, 12.08, 
15.00, 12.97, and 3.16, and the average AUPR-Out improvements are 2.70, 3.86, 3.87, 11.50, 3.86, and 3.18. Therefore, using NsED 
to train deep models can significantly and consistently enhance the detection performance of MSP, ODIN, Energy, GradNorm, 
React, and KLM on the CIFAR-10 benchmark when used as the ID dataset.

• CIFAR-100. NsED + MSP, NsED + ODIN, NsED + Energy, NsED + KLM, NsED + React, and NsED + GradNorm exhibit better OOD de
tection performance than MSP, ODIN, Energy, GradNorm, React, and KLM in almost all OOD cases (6∕6, 3∕6, 4∕6, 6∕6, 5∕6, 3∕6). 
The average AUROC improvements are 0.52, 0.53, 0.67, 1.02, 0.35, and 1.77, and the average FPR95 improvements are 1.31, 
1.72, 4.26, 7.12, 1.12, and 0.52, respectively. Although the average AUPR-In values are slightly lower than those of the baselines 
(the overall average AUPR-In improvement is 0.26), the average AUPR-Out values show significant improvement, with gains of 
1.57, 1.83, 2.37, 7.88, 2.00, and 1.11. Therefore, NsED consistently improves the detection performance of MSP, ODIN, Energy, 
GradNorm, React, and KLM on the CIFAR-100 benchmark. It’s worth noting that the improvement in detection performance on 
the CIFAR-100 benchmark is less than that on the CIFAR-10 benchmark. One possible reason for this difference is the increased 
difficulty in extracting semantic features due to the larger number of classes.

• MNIST. NsED, when combined with MSP, ODIN, Energy, GradNorm, React, and KLM, exhibits better performance in detecting 
OOD cases compared to the individual methods MSP, ODIN, Energy, GradNorm, React, and KLM. The improvement is noticeable 
in almost all OOD cases (5∕6, 5∕6, 5∕6, 6∕6, 5∕6, 4∕6), with an average AUROC improvement of 0.49, 0.40, 0.30, 1.02, 0.10, 
and 2.15, and an average FPR95 improvement of 1.89, 2.32, 1.87, 4.89, 1.47, and 0.84, respectively. The average AUPR-In 
improvements are 0.49, 0.24, 0.10, 0.27, −0.32, and 5.46, while the average AUPR-Out improvements are 0.41, 0.43, 0.37, 0.85, 
0.26, and 0.97. Hence, NsED enhances the detection performance of MSP, ODIN, Energy, GradNorm, React, and KLM on the MNIST 
benchmark. It’s worth noting that the improvement in detection performance on the MNIST benchmark is not as significant as on 
the CIFAR-10 benchmark. One possible explanation for this difference is that the original methods (without NsED) have already 
achieved a high performance level, making it challenging to significantly improve. For example, React exhibits an AUROC and 
FPR95 of 99.76 and 0.78, respectively.

• Near-OOD tasks. The similarity between the non-semantic factors in ID and OOD data [4] makes near-OOD tasks more challeng
ing than far-OOD tasks. However, our experiments show that the enhancement in performance, denoted as Δ, is comparable to 
what is achieved in most far-OOD tasks. This suggests that NsED is effective both in extracting semantic features and in mitigating 
issues related to spurious correlations.

• ID accuracy. We conducted experiments to assess the accuracy of the ID in Table 5. The results, presented in Table 5, demon
strate that overall, NsED achieved slightly better performance in ID classfication. This finding suggests that NsED can ensure 
comparable performance in ID classfi 
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Table 4
Comparison between our method NsED and baseline methods on the benchmark with CIFAR-10, CIFAR-100 and MNIST as ID datasets. ↑ indicates larger AUPR values 
are preferred. Δ estimates the improvement of NsED integrated with other baselines.

ID Dataset: CIFAR-10 
Methods Near-OOD Dataset Far-OOD Dataset Average

CIFAR-100 TinyImageNet MNIST SVHN Textures Places365 
AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ 

MSP 84.93 83.27 88.29 83.24 55.14 97.39 78.87 92.64 93.01 77.70 71.92 95.21 78.69 88.24 
NsED+MSP 88.88 84.93 91.99 85.56 74.51 97.86 89.19 96.56 95.56 84.92 79.51 95.78 86.61 90.94

Δ +3.95 +1.66 +3.70 +2.32 +19.37 +0.47 +10.32 +3.92 +2.55 +7.22 +7.59 +0.57 +7.92 +2.70 
ODIN 80.23 83.15 84.97 83.77 48.08 97.67 64.57 90.69 90.37 78.95 65.65 95.61 72.31 88.31 
NsED+ODIN 86.47 85.40 90.93 87.07 76.17 98.64 88.30 97.42 94.98 87.97 77.59 96.49 85.74 92.17

Δ +6.24 +2.25 +5.96 +3.30 +28.09 +0.97 +23.73 +6.73 +4.61 +9.02 +11.94 +0.88 +13.43 +3.86 
Energy 82.34 84.43 86.89 85.31 50.26 97.74 69.04 91.16 91.28 79.69 69.02 96.05 74.81 89.06 
NsED+Energy 87.60 86.35 91.88 88.21 75.77 98.54 91.21 98.23 95.48 89.41 79.40 96.83 86.89 92.93

Δ +5.26 +1.92 +4.99 +2.90 +25.51 +0.80 +22.17 +7.07 +4.20 +9.72 +10.38 +0.78 +12.08 +3.87 
GradNorm 60.43 64.88 63.47 62.89 20.43 91.78 33.63 76.27 72.86 53.17 36.58 88.08 47.90 72.84 
NsED+GradNorm 64.09 70.61 70.53 72.24 33.68 94.71 81.37 97.26 83.51 80.03 44.21 91.19 62.90 84.34

Δ +3.66 +5.73 +7.06 +9.35 +13.25 +2.93 +47.74 +20.99 +10.65 +26.86 +7.63 +3.11 +15.00 +11.50 
ReAct 82.03 84.42 86.55 85.28 47.90 97.70 68.26 91.22 91.66 80.23 68.07 95.99 74.08 89.14 
NsED+ReAct 87.73 86.40 91.93 88.25 75.70 98.51 91.52 98.23 95.93 89.80 79.49 96.82 87.05 93.00

Δ +5.70 +1.98 +5.38 +2.97 +27.80 +0.81 +23.26 +7.01 +4.27 +9.57 +11.42 +0.83 +12.97 +3.86 
KLM 68.82 78.62 72.49 78.38 40.83 96.70 71.40 91.17 83.40 73.20 35.62 92.42 62.09 85.08 
NsED+KLM 73.05 81.17 78.39 82.12 36.94 96.73 71.70 94.11 89.13 81.48 42.29 93.94 65.25 88.26

Δ +4.23 +2.55 +5.90 +3.74 -3.89 +0.03 +0.30 +2.94 +5.73 +8.28 +6.67 +1.52 +3.16 +3.18 
ID Dataset: CIFAR-100 

Methods Near-OOD Dataset Far-OOD Dataset Average

CIFAR-10 TinyImageNet MNIST SVHN Textures Places365 
AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ 

MSP 77.93 70.78 85.02 68.80 43.75 92.71 69.65 89.11 83.21 55.11 59.13 89.51 69.78 77.67 
NsED+MSP 78.62 71.40 85.65 69.78 37.80 91.44 68.85 89.14 86.07 63.84 60.86 89.84 69.64 79.24

Δ +0.69 +0.62 +0.63 +0.98 -5.95 -1.27 -0.80 +0.03 +2.86 +8.73 +1.73 +0.33 -0.14 +1.57 
ODIN 77.20 70.92 85.12 69.80 53.17 94.30 74.24 90.28 84.29 57.40 59.65 90.03 72.28 78.79 
NsED+ODIN 78.19 71.46 85.89 70.76 44.95 93.39 75.34 90.20 87.66 67.89 59.98 90.03 72.00 80.62

Δ +0.99 +0.54 +0.77 +0.96 -8.22 -0.91 +1.10 -0.08 +3.37 +10.49 +0.33 +0.00 -0.28 +1.83 
Energy 77.21 70.75 85.23 69.68 50.77 93.46 76.12 90.83 84.24 57.24 60.00 89.92 72.26 78.65 
NsED+Energy 77.93 70.83 85.82 70.36 41.02 92.22 79.20 92.66 88.15 70.24 60.15 89.81 72.05 81.02

Δ +0.72 +0.08 +0.59 +0.68 -9.75 -1.24 +3.08 +1.83 +3.91 +13.00 +0.15 -0.11 -0.21 +2.37 
GradNorm 62.34 60.15 71.25 53.48 34.77 90.92 51.60 88.45 76.03 49.63 38.48 68.53 55.75 68.53 
NsED+GradNorm 65.91 65.45 70.07 59.37 18.18 87.72 70.07 93.10 78.48 68.23 31.69 84.57 55.73 76.41

Δ +3.57 +5.30 -1.18 +5.89 -16.59 -3.20 +18.47 +4.65 +2.45 +18.60 -6.79 +16.04 -0.02 +7.88 
ReAct 76.29 70.40 85.32 69.82 49.94 93.33 80.72 91.84 87.59 60.67 60.94 90.10 73.47 79.36 
NsED+ReAct 77.94 70.82 86.16 70.60 42.30 92.23 80.22 92.90 89.49 71.67 61.25 89.96 72.89 81.36

Δ +1.65 +0.42 +0.84 +0.78 -7.64 -1.10 -0.50 +1.06 +1.90 +11.00 +0.31 -0.14 -0.58 +2.00 
KLM 67.88 72.90 79.57 73.01 29.92 93.47 56.16 91.38 76.91 65.19 38.09 90.46 58.09 81.07 
NsED+KLM 68.08 72.87 80.98 73.34 29.32 92.54 59.37 91.79 83.40 71.38 44.28 91.14 60.90 82.18

Δ +0.20 -0.03 +1.41 +0.33 -0.60 -0.93 +3.21 +0.41 +6.49 +6.19 +6.19 +0.68 +2.81 +1.11 
ID Dataset: MNIST 

Methods Near-OOD Dataset Far-OOD Dataset Average

NotMNIST FashionMNIST CIFAR-10 TinyImageNet Textures Places365 
AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ 

MSP 89.77 96.10 95.21 95.93 99.62 99.02 98.90 98.90 99.03 99.05 96.59 99.64 96.52 98.11 
NsED+MSP 89.67 96.42 97.89 97.29 99.79 99.43 99.19 99.24 99.02 99.08 96.50 99.65 97.01 98.52

Δ -0.10 +0.32 +2.68 +1.36 +0.17 +0.41 +0.29 +0.34 -0.01 +0.03 -0.09 +0.01 +0.49 +0.41 
ODIN 90.20 96.43 96.72 97.55 99.83 99.63 99.29 99.38 99.42 99.49 97.80 99.81 97.21 98.71 
NsED+ODIN 88.07 96.58 98.85 98.84 99.97 99.93 99.77 99.83 99.67 99.76 98.36 99.89 97.45 99.14

Δ -2.13 +0.15 +2.13 +1.29 +0.14 +0.30 +0.48 +0.45 +0.25 +0.27 +0.56 +0.08 +0.24 +0.43 
Energy 90.16 96.35 96.76 97.61 99.84 99.67 99.29 99.40 99.42 99.51 97.79 99.81 97.21 98.72 
NsED+Energy 87.29 96.26 98.88 98.86 99.97 99.94 99.77 99.83 99.67 99.77 98.28 99.89 97.31 99.09

Δ -2.87 -0.09 +2.12 +1.25 +0.13 +0.27 +0.48 +0.43 +0.25 +0.26 +0.49 +0.08 +0.10 +0.37 
GradNorm 71.14 91.39 94.83 96.16 99.68 99.59 98.84 99.24 99.02 99.35 96.59 99.77 93.35 97.58 
NsED+GradNorm 73.79 93.85 95.83 97.11 99.98 99.96 99.88 99.91 99.73 99.83 98.48 99.91 94.62 98.43

Δ +2.65 +2.46 +1.00 +0.95 +0.30 +0.37 +1.04 +0.67 +0.71 +0.48 +1.89 +0.14 +1.27 +0.85 
ReAct 92.37 96.82 97.69 97.92 99.84 99.67 99.36 99.43 99.45 99.52 97.82 99.81 97.75 98.86 
NsED+ReAct 88.03 96.47 98.88 98.85 99.97 99.94 99.76 99.83 99.66 99.76 98.29 99.89 97.43 99.12

Δ -4.34 -0.35 +1.19 +0.93 +0.13 +0.27 +0.40 +0.40 +0.21 +0.24 +0.47 +0.08 -0.32 +0.26 
KLM 60.22 93.44 76.08 93.17 98.38 98.72 94.52 98.18 95.21 98.43 81.42 99.24 84.30 96.86 
NsED+KLM 69.77 94.90 92.20 96.36 99.46 99.12 96.99 98.77 95.96 98.51 84.19 99.33 89.76 97.83

Δ +9.55 +1.46 +16.12 +3.19 +1.08 +0.40 +2.47 +0.59 +0.75 +0.08 +2.77 +0.09 +5.46 +0.97 

Table 5
Comparison between our method NsED and baseline methods on the benchmark with CIFAR-10, CIFAR-100 and MNIST 
as ID datasets. We report the average ID accuracy (%) of our method and baseline methods.

Dataset CIFAR-10 CIFAR-100 MNIST 
Baselines NsED+Baselines Baselines NsED+Baselines Baselines NsED+Baselines 

Average Acc. 93.29 93.39 71.77 73.06 98.88 98.79 
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Table 6
Comparison between our method and several GAN-based OOD detection methods on the benchmark with CIFAR-10, CIFAR-100 and MNIST as ID datasets. ↑ indicates larger AUROC values are preferred. ↓ indicates smaller 
FPR95 values are preferred.

ID Dataset: CIFAR-10 
Methods Near-OOD Dataset Far-OOD Dataset Average

CIFAR-100 TinyImageNet MNIST SVHN Textures Places365 
AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ 

ConfGAN+MSP 71.31 70.46 71.27 67.93 62.47 76.44 71.73 62.83 67.61 72.9 75.06 65.42 69.91 69.33 
BoundaryGAN+MSP 72.1 70.46 74.16 64.92 68.97 80.12 70.98 67.11 72.07 68.24 72.85 67.31 71.86 69.69 
CMG+MSP 75.08 100.0 76.81 100.0 67.9 100.0 72.76 100.0 73.18 100.0 73.04 100.0 73.13 100.00 
NsED+MSP 87.91 64.16 89.73 59.74 90.27 60.34 93.32 44.49 92.19 48.92 89.63 59.67 90.51 56.22

ConfGAN+Energy 69.02 71.47 70.75 69.67 51.83 79.45 57.96 67.71 64.01 71.3 71.47 66.39 64.17 71.00 
BoundaryGAN+Energy 69.54 72.24 70.69 68.07 61.7 81.4 65.58 67.79 71.8 65.98 68.38 71.53 67.95 71.17 
CMG+Energy 53.75 85.31 52.39 84.93 54.02 90.63 74.96 59.56 62.64 80.73 56.83 85.42 59.10 81.10 
NsED+Energy 87.90 56.13 90.72 47.16 92.70 41.74 95.84 21.68 93.40 32.93 91.37 44.37 91.99 40.67

ID Dataset: CIFAR-100 
Methods Near-OOD Dataset Far-OOD Dataset Average

CIFAR-10 TinyImageNet MNIST SVHN Textures Places365 
AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ 

ConfGAN+MSP 61.57 83.44 65.8 78.46 68.88 75.33 59.69 82.05 58.35 84.56 54.23 90.3 61.42 82.36 
BoundaryGAN+MSP 61.7 82.84 66.3 76.81 55.38 80.54 57.34 86.78 57.33 83.43 55.63 90.3 58.95 83.45 
CMG+MSP 60.13 81.64 62.01 81.39 56.13 85.58 61.39 78.32 53.09 100.0 52.99 100.0 57.62 87.82 
NsED+MSP 75.87 82.72 79.59 78.35 66.93 91.66 79.98 75.03 77.78 76.91 77.35 81.76 76.25 81.07

ConfGAN+Energy 64.61 81.24 63.57 75.54 44.39 78.87 57.42 80.92 53.78 84.41 58.7 89.21 57.08 81.70 
BoundaryGAN+Energy 62.83 81.36 66.85 74.06 43.17 80.94 56.99 83.93 54.26 85.12 56.19 91.54 56.72 82.83 
CMG+Energy 55.76 89.52 52.22 90.91 43.43 88.15 72.29 76.35 76.07 78.06 52.86 93.08 58.77 86.01 
NsED+Energy 75.66 84.00 80.27 78.43 70.27 91.71 86.82 64.47 81.32 69.85 77.68 82.67 78.67 78.52

ID Dataset: MNIST 
Methods Near-OOD Dataset Far-OOD Dataset Average

NotMNIST FashionMNIST CIFAR-10 TinyImageNet Textures Places365 
AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ 

ConfGAN+MSP 91.15 32.81 86.03 45.1 83.08 53.4 79.25 59.65 78.79 59.97 80.9 55.38 83.20 51.05 
BoundaryGAN+MSP 89.47 38.91 82.51 50.86 87.58 41.13 84.49 44.66 87.14 48.64 86.59 41.05 86.30 44.21 
CMG+MSP 69.31 100.0 92.16 100.0 94.33 100.0 95.72 100.0 98.43 1.21 95.49 100.0 90.91 83.53 
NsED+MSP 94.03 29.69 97.58 14.39 99.65 0.98 99.19 3.66 99.02 4.51 98.73 6.26 98.03 9.91

ConfGAN+Energy 73.96 48.61 85.48 42.73 83.21 52.82 81.18 59.02 78.04 60.99 82.22 54.57 80.68 53.12 
BoundaryGAN+Energy 67.81 50.56 80.14 49.09 79.21 43.31 80.21 47.21 76.14 64.62 79.03 44.84 77.09 49.94 
CMG+Energy 97.11 12.33 98.78 4.28 99.44 2.3 99.47 2.21 99.15 5.18 99.5 2.22 98.91 4.75

NsED+Energy 93.01 29.39 98.85 5.76 99.96 0.18 99.80 0.89 99.72 1.33 99.54 2.15 98.48 6.62 
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Table 7
Comparison between our method and several GAN-based OOD detection methods on the benchmark with CIFAR-10, CIFAR-100 and MNIST as ID datasets. ↑ indicates larger AUPR values are preferred.

ID Dataset: CIFAR-10 
Methods Near-OOD Dataset Far-OOD Dataset Average

CIFAR-100 TinyImageNet MNIST SVHN Textures Places365 
AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ 

ConfGAN+MSP 66.36 74.24 65.79 75.29 55.45 68.02 81.95 61.89 47.43 80.96 70.74 77.92 64.62 73.05 
BoundaryGAN+MSP 67.44 74.59 68.95 77.32 64.31 69.74 82.5 58.43 53.21 83.75 68.27 75.93 67.45 73.29 
CMG+MSP 70.18 79.09 71.59 80.62 63.73 73.12 84.26 61.39 54.61 85.05 68.07 77.39 68.74 76.11 
NsED+MSP 88.88 84.93 91.99 85.56 74.51 97.86 89.19 96.56 95.56 84.92 79.51 95.78 86.61 90.94

ConfGAN+Energy 64.11 72.6 66.54 74.28 47.0 61.49 70.94 52.99 43.28 79.59 64.53 75.92 59.40 69.48 
BoundaryGAN+Energy 62.47 72.78 62.63 74.94 53.8 65.89 76.15 56.24 50.19 84.05 60.99 72.68 61.04 71.10 
CMG+Energy 48.55 59.19 47.38 59.03 49.61 56.54 80.75 64.74 41.4 76.95 51.05 60.68 53.12 62.85 
NsED+Energy 87.60 86.35 91.88 88.21 75.77 98.54 91.21 98.23 95.48 89.41 79.40 96.83 86.89 92.93

ID Dataset: CIFAR-100 
Methods Near-OOD Dataset Far-OOD Dataset Average

CIFAR-10 TinyImageNet MNIST SVHN Textures Places365 
AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ 

ConfGAN+MSP 58.2 63.9 62.17 68.39 66.7 71.4 76.37 43.02 40.39 73.29 52.97 56.02 59.47 62.67 
BoundaryGAN+MSP 58.14 64.01 61.8 69.65 49.51 62.76 75.56 37.51 39.84 73.25 54.51 56.57 56.56 60.62 
CMG+MSP 56.86 63.87 58.87 64.93 52.86 60.27 77.57 47.03 37.37 68.41 51.62 55.3 55.86 59.97 
NsED+MSP 78.62 71.40 85.65 69.78 37.80 91.44 68.85 89.14 86.07 63.84 60.86 89.84 69.64 79.24

ConfGAN+Energy 61.09 66.57 55.5 68.67 42.4 58.98 73.18 42.72 35.25 71.53 57.88 58.92 54.22 61.23 
BoundaryGAN+Energy 58.78 65.36 61.38 70.78 42.03 56.41 74.6 39.31 38.38 70.93 55.84 56.16 55.17 59.82 
CMG+Energy 53.78 57.51 50.89 54.27 42.55 52.53 85.01 53.31 65.74 82.85 52.24 53.4 58.37 58.98 
NsED+Energy 77.93 70.83 85.82 70.36 41.02 92.22 79.20 92.66 88.15 70.24 60.15 89.81 72.05 81.02

ID Dataset: MNIST 
Methods Near-OOD Dataset Far-OOD Dataset Average

CIFAR-10 TinyImageNet MNIST SVHN Textures Places365 
AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ AUPR-In↑ AUPR-Out↑ 

ConfGAN+MSP 79.48 94.15 79.2 87.9 77.16 84.74 72.71 81.24 59.96 85.29 74.36 82.87 73.81 86.03 
BoundaryGAN+MSP 76.88 93.4 76.03 85.14 83.61 89.3 78.61 87.01 74.78 91.97 81.86 88.68 78.63 89.25 
CMG+MSP 77.52 85.76 95.31 93.19 96.63 94.9 97.38 96.07 98.43 99.14 97.31 95.87 93.76 94.16 
NsED+MSP 89.67 96.42 97.89 97.29 99.79 99.43 99.19 99.24 99.02 99.08 96.50 99.65 97.01 98.52

ConfGAN+Energy 55.08 85.18 82.34 87.58 79.16 84.85 78.38 82.14 59.64 84.62 78.29 83.46 72.15 84.64 
BoundaryGAN+Energy 46.25 82.73 74.57 84.03 68.9 84.44 70.88 84.26 52.46 85.38 67.68 84.11 63.46 84.16 
CMG+Energy 95.71 98.06 98.29 99.07 99.25 99.55 99.27 99.57 98.21 99.57 99.33 99.59 98.34 99.23

NsED+Energy 87.29 96.26 98.88 98.86 99.97 99.94 99.77 99.83 99.67 99.77 98.28 99.89 97.31 99.09 
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Table 8
Ablation studies on the benchmark with CIFAR-10 as ID data.

Ablation Study 𝛼=0 𝛼=1 𝛾=0 𝑚=0 NsED 
Average Performance AUROC↑ 83.28 81.34 79.75 79.75 87.74

FPR95↓ 54.40 63.21 64.28 64.28 49.59

AUPR-In↑ 71.87 68.31 65.91 65.91 79.07

AUPR-Out↑ 87.86 85.45 84.69 84.69 90.27

6.3. Comparison with generative adversarial networks-based OOD detection

Generative adversarial network-based OOD detection, known as GAN-based OOD detection, is a significant aspect of OOD detec
tion. In this study, we conducted experiments to compare our methods NsED+MSP and NsED+Energy with representative GAN-based 
OOD detection methods, namely ConfGAN [42], BoundaryGAN [43] and CMG [44]. ConfGAN utilizes GAN to explicitly generate OOD 
data that the classfier is cofident about, i.e., data with low entropy. Additionally, the classfier maximizes the entropy for this gen
erated data. BoundaryGAN proposes the inclusion of two additional terms to the original loss function, such as cross entropy. The 
first term aims to reduce the cofidence of the classfier when dealing with OOD data, while the second term focuses on generating 
more effective training data for the first term. Essentially, BoundaryGAN simultaneously trains both the classfication and generative 
neural networks to handle OOD scenarios. CMG generates pseudo OOD data by incorporating abnormal conditions as mixed class 
embeddings into a conditional variational auto-encoder. This data is subsequently utilized to fine-tune a classfier constructed with 
the provided ID data.

Tables 6 and 7 present the comparison results. In general, it can be observed that NsED + MSP or NsED + Energy consistently 
outperform ConfGAN, BoundaryGAN, and CMG. One possible explanation for this is that the generated OOD data, which is based on 
ID data, is inadequate for addressing OOD detection, since ID data lacks any information about real OOD data.

6.4. Parameter analysis

In this study, we conduct experiments on the CIFAR-10 benchmark to demonstrate that a wide range of parameter values can yield 
satisfactory performance. We specifically evaluate five main parameters: 𝛼, 𝛾 , the number of styles 𝑚, and the inner iterative step 𝐿. 
We then report the average results for each of baseline methods—MSP, ODIN, Energy, GradNorm, React, and KLM. For these tests, 
we use CIFAR-10 as the ID dataset and employ CIFAR-100, TinyImageNet, MNIST, SVHN, Textures, and Places365 as OOD datasets. 
Figs. 5, 6, and 7 provide an analysis of the parameters 𝛼, 𝛾 , 𝑚, and 𝐿. 

• 𝛼 and 𝛾 . The parameter 𝛼 balances the empirical risk minimization strategy (Eq. (3)) and semantic robustness minimization 
strategy (Eq. (5)). 𝛾 , introduced in Eq. (7), adjusts the degree of change on non-semantic factors. We conduct parameter analysis 
with varying 𝛼 ∈ {0.1,0.3,0.5,0.7,0.9} and 𝛾 ∈ {0,0.2,0.4,0.6,0.8,1.0}. Experiments illustrated in Fig. 5 imply that higher values 
of 𝛼 and 𝛾 lead to improved detection performance. Generally, NsED consistently enhances the performance of each baseline 
method, given that 𝛼 ∈ {0.3,0.5,0.7,0.9} and 𝛾 ∈ {0.8,1.0}.

• 𝑚. The parameter 𝑚 presents the number of styles. A larger 𝑚 implies that more styles are used to create new ones. We conduct 
experiments with varying 𝑚 from set {3,6,9,12,15,18}. The experiments depicted in Fig. 6 suggest that larger values of 𝑚 do not 
necessarily result in better detection performance. In general, optimal performance may be achieved when 𝑚 = 6, while the worst 
performance may be observed at 𝑚 = 15 and 18. Moreover, with 𝑚 values within the set {3,6,9,12,15,18}, NsED consistently 
enhances the performance of each baseline method.

• 𝐿. The parameter 𝐿 is the inner iterative step and represents the number of steps for exploring worst-case non-semantic factors 
in Eq. (10). We perform experiments with different values of 𝐿 selected from the set {1,2,3,4,5,6,7,8,9,10,12,15}. A larger 
value of 𝐿 enables us to more effectively explore the worst-case non-semantic factors. From Fig. 7, it can be observed that there 
is a stable increase in the detection performance as 𝐿 is increased from 1 to 15.

6.5. Ablation studies

In this section, we conduct ablation studies on the CIFAR-10 benchmark to demonstrate the contribution of the individual com
ponents in NsED, as shown in Table 8. We consider the following baselines: 1) 𝛼 = 0: train models without employing the empirical 
risk 1

𝑛 
∑𝑛

𝑖=1 𝓁(𝐠𝐰(𝐱𝑖), 𝑦𝑖) in Eq. (6) in NsED; 2) 𝛼 = 1: train models without employing the empirical risk of semantic robustness 
1
𝑛 
∑𝑛

𝑖=1 𝓁(𝐠𝐰(𝐱
𝜷𝐿,𝛾

𝑖
), 𝑦𝑖) in Eq. (6) in NsED; 3) 𝛾 = 0: train models without using convex combination with non-semantic factors in Eq. 

(7) in NsED; and 4) 𝑚 = 0: generate non-semantic factors without introducing additional novel non-semantic factors in NsED.

• When setting 𝛼 to 0, the average AUROC/FPR95/AUPR-In/AUPR-Out performance of different OOD detection methods (MSP, 
ODIN, Energy, GradNorm, React, and KLM) drops from 87.74∕49.59∕79.07∕90.27 to 83.28∕54.40∕71.87∕87.86. This decrease 
indicates the significance of the empirical risk 1

𝑛 
∑𝑛

𝑖=1 𝓁(𝐠𝐰(𝐱𝑖), 𝑦𝑖) presented in Eq. (6).
• When 𝛼 is set to 1, the average AUROC/FPR95/AUPR-In/AUPR-Out performance of different OOD detection methods decreases 

from 87.74∕49.59∕79.07∕90.27 to 81.34∕63.21∕68.31∕85.45. This decline emphasizes the significance of the empirical risk asso
ciated with semantic robustness, as presented in Eq. (6).
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Fig. 5. The parameter analysis for proposed method NsED on 𝛼 and 𝛾 . 

• By setting 𝛾 to 0, the average AUROC/FPR95/AUPR-In/AUPR-Out performance of different OOD detection methods significantly 
decreases to 79.75∕64.28∕65.91∕84.69, compared to the average AUROC/FPR95/AUPR-In/AUPR-Out of 87.74∕49.59∕79.07∕ 
90.27 achieved by NsED. This result emphasizes the substantial performance improvement of NsED through the convex combi
nation with non-semantic factors presented in Eq. (7).

• When 𝑚 = 0, the average AUROC/FPR95/AUPR-In/AUPR-Out performance of NsED decreases from 87.74∕49.59∕79.07∕90.27 to 
79.75∕64.28∕65.91∕84.69. This outcome highlights the importance of incorporating additional novel non-semantic factors.

7. Conclusion

The paper proposes a novel method, called NsED, to mitigate the spurious correlation issue and improve the performance of 
OOD detection. NsED enhances post-hoc OOD detection methods by leveraging non-semantic factors to learn semantic-invariant 
features and distinguish them from spurious features. Additionally, the paper investigates the relationship between single-domain 
OOD generalization and OOD detection. By using NsED, the generalization ability of deep models can be enhanced. The effectiveness 
of NsED is evaluated through extensive experiments, demonstrating its robustness to different types of OOD data. Furthermore, 
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Fig. 6. The parameter analysis for proposed method NsED on the number of styles 𝑚. 

parameter analysis and ablation studies highlight the contribution of each component of NsED to the improvement of OOD detection 
performance.

Looking ahead, the research presents several avenues for further study. Firstly, while NsED has demonstrated remarkable success 
in mitigating the effects of the spurious correlation issue in OOD detection, there are many real-world cases where semantic and 
non-semantic factors are intricately linked, rendering their strict separation impossible. Therefore, it is essential to employ fuzzy 
theory to represent the relationship between these factors [45]. In our future work, we intend to extract the fuzzy structure and 
further rfine our method, while also exploring theories that bridge the gap between OOD detection and generalization. Secondly, 
this paper serves as an initial exploration into the relationship between OOD detection and OOD generalization. However, a more 
in-depth investigation is needed to provide additional theoretical grounding and empirical findings. Moreover, it is intriguing and 
promising to theoretically and empirically explore the detection ability of foundation models such as GPT, which is known for its 
strong generalization ability. Lastly, as data in real-world scenarios often arrives in a streaming form, there is potential in exploring 
OOD detection using streaming ID and OOD data [46,47].
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Fig. 7. The parameter analysis for proposed method NsED on inner iterative step 𝐿. 
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