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ABSTRACT

Deep Neural Network for Anomaly Detection

by
Ly Thi Vu

The rapid growth in diverse network devices (e.g., Internet of Things/IoT de-
vices) and new cyber-physical systems (CPSs) services create new surfaces for cy-
berattacks. To safeguard these CPSs, anomaly detection (AD) that detects poten-
tial attacks/adversarial behaviors plays a pivotal role. This thesis aims to design
novel deep neural models to handle four challenges of the AD problem to deal with
new/unknown attacks, imbalanced data, the lack of labelled data, and the vulnera-

bility to data poisoning attacks.

First, to detect new/unknown anomalies (attacks) effectively, the thesis pro-
poses a novel representation learning method, i.e., AutoEncoders (AEs) based mod-
els, that better represents unknown attacks, facilitating supervised learning-based
AD methods. An AE consists of an encoder and a decoder component. The en-
coder compresses the input data into a lower-dimension representation, while the
decoder attempts to reconstruct the original input from this compressed represen-
tation. Specifically, we develop three regularized AEs variants to learn a latent
representation from the input data. In the new feature space, the normal and the
attack data are more effectively separated. Therefore, the accuracy of detecting

both known and unknown attacks is improved significantly.

Second, the thesis introduces two deep generative models to handle the im-
balanced data. The first model, Conditional Denoising Adversarial AutoEncoder
(CDAAE), generates specific types of attack samples. The second model (CDAEE-
KNN) is a hybrid of CDAAE and the K-nearest Neighbor algorithm to generate

borderline attack samples. By training on the augmented datasets, the accuracy of



the AD problems is enhanced significantly.

Third, the thesis designs a Deep Transfer Learning (DTL) model to build an ef-
fective AD system from both labelled and unlabelled data. Specifically, we develop a
DTL model based on two AEs. The first AutoEncoder (AE) is trained on the source
datasets (source domains) in the supervised mode using the label information, and
the second AE is trained on the target datasets (target domains) in an unsuper-
vised manner without label information. As a result, the latent representation of

the second AE can be used to detect attacks in the target domain effectively.

Fourth, to reduce the influence of data poisoning attacks that are damaging and
popular to low-end [oT devices, the thesis proposes a novel Federated Learning (FL)
system with the Shrink Denoising AutoEncoder (FL-SDAE). The reconstruction
term of the loss function helps Shrink Denoising AutoEncoder (SDAE) reconstruct
the original data from its corrupted version. Therefore, the proposed SDAE model

makes FL-SDAE robust to data poisoning attacks.
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Chapter 1

INTRODUCTION AND LITERATURE REVIEW

1.1 Motivation

With the rapid development of network devices and services, networks have
been providing enormous benefits to many aspects of our life, such as healthcare,
transportation, and manufacturing [81]. The data generated from these network
devices often contains sensitive information of users, such as passwords, phone num-
bers, photos and locations, which usually attracts hackers [52]. Moreover, the rapid
growth in the number of diverse network devices and services can lead to a dramatic
increase in the number of emerging network attacks or anomalies [121]. Detecting
anomalies in the networks plays a crucial role to protect network devices and service

against network attacks [42, 15, 20, 52, 58, 66, 137].

An anomaly detection (AD) system monitors the network traffic to identify ab-
normal activities in the network environments such as computer networks, clouds,
and Internet of Things (IoT). There are three popular approaches for analyzing
network traffic to detect anomalies [135], i.e., knowledge/signature-based methods,
statistic-based methods, and machine learning (ML)-based methods. First, to detect
anomalies, the knowledge-based methods define anomalies, i.e., network attack rules
or signatures of abnormal behaviors. Thus, the network traffic, which is matched
with these signatures, is identified as an anomaly. The knowledge-based methods

can detect attacks robustly in a short time. However, they need high-quality prior
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knowledge of anomalies. Moreover, they are unable to detect unknown attacks.

Second, the statistic-based methods define an anomaly score to distinguish be-
tween normal and abnormal network traffic. The anomaly score is calculated by
statistical methods on the currently observed network traffic data. If the score is
more significant than the anomaly score, it will raise an alarm of anomaly [135].
Examples of these statistical methods are information entropy, conditional entropy,
and information gain [128]. These methods explore network traffic distributions by
capturing the essential features of network traffic data. Then, the distribution is

compared with the predefined distribution of normal traffic to detect anomalies.

Third, ML-based methods, especially deep learning-based methods, for AD have
received increasing attention in the research community due to their outstanding
advantages [40, 101, 104, 115, 137]. These methods build ML models to detect
anomalies using training datasets. Depending on the availability of data labels, ML-
based methods for AD can be categorized into three main approaches: supervised

learning, semi-supervised learning, and unsupervised learning [122].

Although ML, especially deep learning, has achieved remarkable success in AD,
there are still unsolved problems that can affect the accuracy of detection models.
First, the network traffic is heterogeneous and complicated due to the diversity
of network environments. Thus, it is challenging to represent the network traffic
data that fascinates ML classification algorithms. Second, to train a good detection
model, we need to collect a large amount of network attack data. However, collecting
network attack data is often harder than those of normal data. Therefore, network
attack datasets are usually highly imbalanced. When being trained on such skewed
datasets, conventional ML algorithms are often biassed and inaccurate. Third, in
network environments, e.g., IoTs, we are often unable to collect the network traffic

from all IoT devices for training the detection model. The reason is due to the
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privacy of IoTs devices. Subsequently, the detection model trained on the data
collected from one device may not function well on the anomaly detection tasks on
other devices. However, the data distribution in one device may be very different
from that in other devices and it affects to the accuracy of the detection model.
Fourth, transferring training data of the AD problem through the network faces the
data privacy problem. Due to the privacy issue while collecting data to a centralized
server for training, the ML-based AD system is often trained with distributed data.
However, this distributed nature of the training process is particularly vulnerable
to data poisoning attacks that can severely compromise the performance of the AD

System.

Given the above, first, this thesis aims to design novel deep neural models to
deal with new/unknown attacks. The previous approaches usually utilize the un-
supervised and semi-supervised learning methods to detect unknown attacks. How-
ever, they may not be as proficient as supervised approaches in identifying previously
known attacks. Consequently, the thesis’s objective is to propose a novel supervised
learning approach that effectively addresses both known and unknown attacks. Sec-
ond, to address the issue of imbalanced data, the thesis employs generative models
to synthesize additional samples for the minor classes that have fewer data samples
in the training dataset. The focus is on generating challenging data samples that are
difficult for ML algorithms to classify correctly. This approach helps to overcome
the biases inherent in the original imbalanced dataset and improve the ML model’s
ability to learn robust representations. Third, the thesis tackles the challenge of lim-
ited labeled data by designing a novel deep neural network (DNN) architecture that
can learn effectively from both labeled and unlabeled data. This approach allows
the DNN model to leverage the wealth of available unlabeled data to enhance its
performance, even when labeled samples are scarce. Fourth, the thesis introduces

a federated learning (FL) scheme built upon a novel DNN design. This approach
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aims to address the vulnerability to data poisoning attacks that can occur during
the training process. By leveraging FL, DNN is able to learn in a distributed manner
while maintaining robustness to potential malicious data contributions, strengthen-

ing the overall security of the training pipeline.

1.2 Literature Review and Contributions

1.2.1 Unknown Anomaly Challenge and Learning Latent Representa-

tion Approach

The rapid growth in the number of diverse network devices and services can lead
to a dramatic increase in the number of emerging network attacks or anomalies [121].
Identifying anomalies in the [oT environment with a massive number of devices and
services would be a challenging, especially with the fast and continuous evolution
of anomalies [15, 20, 52, 58, 66, 137]. Compared with known anomalies, unknown
anomalies are the more dangerous but more difficult to detect since these anomalies
could surpass most of the advanced security techniques and cause serious devastation
to network systems [119, 121]. Moreover, anomaly data is very heterogeneous and
complex, leading to inaccurate AD systems. Recently, deep learning-based AD has
received more considerable attention from researchers and industry [78, 106, 121,

125, 137, 145] to learn the representation of network anomaly data.

AD methods can be categorized into signature-based and semantic-based meth-
ods [101, 53, 41]. The signature-based methods rely on observing frequently oc-
curring strings or token sequences from anomalous traffic [20, 15, 66, 58]. To de-
tect anomaly traffic, Zhang et al. [20] carried out a deep packet inspection to find
anomaly signatures in the network traffic. They also proposed a lightweight and
low-complexity algorithm to prevent DDoS attacks. Their work aims to enable
[oT devices (working nodes) to intelligently detect and avoid DDoS attacks. How-

ever, this technique is limited by the scarce resources at each bot. In [15], Dietz et
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al. aimed to proactively block the spreading of anomalies by automatically scan-
ning vulnerable IoT devices and isolate them from the system. The authors of [66]
proposed a host-based intrusion detection and mitigation (IoT-IDM) method using
Software Defined Network with OpenFlow protocols to address malicious behaviors
and block intruders from accessing the IoT devices. When an attack occurs at the
network-level, IoT-TDM will generate policies to block and isolate infected hosts.
Nevertheless, this technique is not scalable as adding IoT devices would require one
to manually tailor protocols. Ceron et al. [58] introduced a solution to handle the
traffic generated by IoT malware. This solution uses malware’s actions to modify
the traffic at the network layer. Generally, the signature-based approaches require
prior knowledge of the behaviors of known IoT anomalies. Consequently, these ap-
proaches are unable to detect unknown attacks which usually cause more serious

consequences than known attacks [121].

The semantic-based approach relies on heuristic methods to analyze the anoma-
lous behaviors. Specifically, features of traffic, e.g., the range of packet lengths,
inter-packet arrival times, flow size, duration size are used to classify the benign and
attack traffic. To that end, ML based methods prove themselves as effective solu-
tions for anomaly detection [137, 40, 104, 115, 86]. Bahsi et al. [40] used the decision
tree and K-nearest neighbor algorithms to identify the Mirai botnet family and the
Gafgyt botnet family. Chawathe [104] applied a number of ML algorithms including
ZeroR and OneR, rule-based, and tree-based classifiers (J48 and Random Forest)
to detect anomalies. However, these approaches are ineffective in detecting new
types of botnets. Nomm et al. [115] proposed a solution for identifying anomalies in
which the datasets are re-sampled before using the Local Outlier Factor (LOF) and
One Class Support Vector Machine (OCSVM) [115] to detect malicious samples.
The drawback of this work is that the sampling technique can change the original

data distribution, thereby reducing the effectiveness of LOF and OCSVM. Omar et
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al. [86] proposed a framework combining feature selection methods (feature rank-
ing and clustering-based data partitioning techniques) and classifications for botnet
intrusion detection systems. Although this framework and other aforementioned
showed a great potential in identifying known botnets, using supervised learning

classifiers makes them less effective in detecting unknown botnets.

Recently, deep learning approaches have attracted paramount interest in detect-
ing anomaly in cybersecurity, e.g., [137, 121, 65, 145, 125, 78, 106], in which AEs
play pivotal roles, e.g., [137, 121, 94, 53, 85]. Meidan et al. [137] proposed an AE
model to train with the normal data samples. It then sets a RE threshold to classify
an unseen data sample to be a normal or malicious one. Juliette et al. [53] presented
an online and real-time unsupervised network anomaly detection algorithm which
uses a discrete time-sliding window to continuously update the feature space and an
incremental grid clustering. Ibidunmoye et al. [85] estimated an underlying tempo-
ral property of the stream via adaptive learning, and then used statistically robust
control charts to recognize deviations. However, this approach requires frequent

adjustment of the threshold value.

To detect new /unknown attacks, Cao et al. [121] proposed two AE-based models,
namely Shrink AE (SAE) and Dirac Delta VAE (DVAE), to learn a latent repre-
sentation. This latent representation aims to facilitate one-class anomaly detection
methods in dealing with high-dimension data. Specifically, the regularizer in [121]
helps SAE and DVAE learn (in a semi-supervised manner) to project the normal
class in a small region at the origin. This is based on an assumption that only normal
samples are available for training. They did not use any information of the anoma-
lous class to train the representation models. In many scenarios, however, a certain
type of attacks can be collected and labelled. In this case, supervised learning-
based methods are usually better than semi-supervised methods in detecting known

anomalies. Therefore, the thesis aims to develop a novel latent representation that
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Figure 1.1 : Known and unknown abnormal data samples are separated from normal
samples in the latent representation space.

facilitates supervised learning-based anomaly detection methods in detecting un-
known/new attacks. Moreover, our proposed regularizers in this work can also be

expanded to multi-classification problems that the models in [121] cannot do.

In the new representation space, normal data and known anomalies will be forced
into two tightly separated regions, called the normal region (green circle points in
Fig. 1.1) and anomalous region (red plus points in Fig. 1.1), respectively. We hy-
pothesize that unknown anomalies will appear closer to the anomalous region (yellow
triangle points in Fig. 1.1) as they may share common characteristics with known
ones. Hence, they can be easily detected. To obtain the feature representation, we
develop two new regularized AEs, namely Multi-distribution AE (MAE) and Multi-
distribution Denoising AE (MDAE). These AEs will learn to construct the desired

feature representation at their bottleneck layers (also called “latent feature space”).
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The resulting representation can facilitate supervised learning-based AD methods,
such as Linear Support Vector Machine (SVM), Perceptron (PCT), Nearest Cen-
troid (NCT), and Linear Regression (LR). Because experiments aim to emphasize
the effectiveness of representation methods, thus, we prefer to use the linear/simpler
classifiers, e.g., SVM, PCT, NCT, and LR, to lessen the impact of classifiers on the
results. In this thesis, we propose a novel learning approach that can inherit the
strength of supervised learning methods in detecting known anomalies and the abil-

ity to identify unknown anomalies of unsupervised methods.

The major contributions of the learning latent representation approach are as

follows:

e Introduce a new latent feature representation to enhance the ability to detect

unknown network anomalies of supervised learning-based AD methods.

e Propose three novel regularized AEs to learn the new latent representation.
A new regularizer term is added to the loss function of these AEs to sepa-
rate normal samples from abnormal samples in the latent space. This latent
representation is then used as the input to classifiers to identify abnormal

samples.

e Perform extensive experiments using the nine latest IoT botnet datasets to
evaluate our models. The experimental results show that our learning repre-
sentation models help simple classifiers perform much better when compared
to learning from the original features or using latent representations produced

by other AEs.

e Conduct a thorough analysis of the characteristics of the latent representation
in detecting unknown anomalies, performing on a cross-dataset test, and its
robustness with various values of hyper-parameters. This analysis sheds light

on the practical applications of the proposed models.
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1.2.2 TImbalance Data Challenge and Deep Generative Model Approach

Today, the global cloud industry revenue exceeded $626.4 billion in 2023 and
is projected to reach approximately $727.9 billion by the end of 2024, reflecting a
year-over-year growth rate of 16.2%. [38]. Nevertheless, the wide adoption of cloud
computing also resulted in the cloud systems being very vulnerable to many types
of anomalies, i.e., cyber attacks. Among approaches to protecting the cloud sys-
tems, Anomaly Detection (AD) systems play a crucial role in early detecting and
preventing security attacks [17, 91], especially, DDoS attacks [124]. This is due to
the widespread of DDoS attacks and the serious impact they cause on the avail-
ability and reputation of cloud providers. Among DDoS attacks, low-rate attacks
and application layer-level or gateway-level attacks are among the most dangerous

anomalies.

These anomalies often attempt to conceal themselves by mimicking the normal
network pattern. For example, DDoS low rate attacks inject low-volume legitimate
traffic at a very slow rate and these attacks can be conducted using a number of ma-
chines. Since the traffic volume of these anomalies is very low and they often appear
to be legitimate, the traditional detection methods may fail to detect them [80].
Application layer attacks present another sophisticated version of DDoS attacks
in which the attack traffic attempts to be more similar to normal user traffic and
hence pose a serious challenge in how they can be identified. Attackers often use
the requests of legitimate users to hide the attacks. As a result, most of the defence
techniques at the network layer and application layer fail to detect these attacks [4].
Moreover, these anomalies can be executed using multiple protocols at the appli-
cation layer, both connection-oriented and connectionless, making them even more
dangerous. ML has proven its great potential to detect these types of attacks [33,

97, 92].
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However, using ML to build a trustworthy and robust AD on the cloud remains
practically challenging. One of the reasons is the rapid development of various and
sophisticated cloud attacks. Another reason is the lack of labelled malicious sam-
ples to construct an effective ML model. In the cloud environments, the majority
of collected traffic samples are normal and only a few samples are intrusions. Sub-
sequently, most of the intrusion datasets on the cloud are imbalanced. When being
trained on the skewed datasets, the predictive model developed using conventional
ML algorithms could be biased and hence inaccurate. This is because ML algorithms
are usually designed to improve the accuracy by reducing the error. Thus, they do

not take into account the class distribution/proportion or the balance of classes.

ML techniques for handling the imbalance problem can be grouped into two
categories: cost-sensitive learning and data re-sampling. The first group operates
at the algorithmic level by assigning higher miss-classification costs to the minority
class than to the majority [102, 105]. Wang et al. [102] proposed a loss function that
independently calculates error for classes and then averages them together. Khan
et al. [105] proposed a cost-sensitive deep neural network which can automatically

learn robust feature representations for both the majority and minority classes.

The second group aims to alter the training data distribution to balance the
majority and minority classes, usually by randomly under-sampling the major-
ity or over-sampling the minority [5]. However, these techniques have potentially
downsides. While under-sampling can lose useful information about the major-
ity class data, over-sampling does not actually increase any information since the
exact copies of the minority class are replicated randomly [5]. To overcome this
limitation, Synthetic Minority Over-sampling Technique (SMOTE) [82] generates
the synthesized minority class by extrapolating and interpolating minority samples
from the neighborhood ones. An extension of SMOTE is SMOTE-Support Vector

Machine (SMOTE-SVM) [43] that synthesizes samples located in the borderline be-
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tween classes by only generating samples for the support vectors of a Support Vector

Machine (SVM) model trained on the original dataset.

Ensemble methods (hybrid methods) combine a re-sampling method with a clas-
sifier to discover the distribution of the majority and minority class. BalanceCas-
cade [134] develops an ensemble of classifiers to systematically select which majority
class samples to under-sample. The number of classifiers are applied in sub-datasets
which include majority samples and minority samples with a balanced rate. The
majority samples will be removed if they are classified correctly from classifiers.
EasyEnsemble [134] learns different aspects of the original majority class in an un-
supervised manner. First, a number of balanced training sets are created using a
random under-sampling technique. Next, a model is trained on each dataset and the
prediction is combined as in the bagging technique. Although SMOTE-SVM, Bal-
anceCascade, and EasyEnsemble have been widely adopted and their effectiveness
has been well-evidenced [5], the shortcoming of these methods is that the distribution
of the original data can be lost [99]. In other words, the generated data samples
may have a very different distribution from the original data. Subsequently, the

performance of ML algorithms trained on the augmented dataset may be hurt.

Recently, researchers have paid more attention to using deep generative models
to address the imbalance problem. For example, Yuan et al. [22] used an Auxil-
iary Classifier Generative Adversarial Network (ACGAN) to generate synthesized
samples to augment the intrusion detection datasets. Xu et al. [133] applied a Con-
ditional Variational AutoEncoder (CVAE) with the log-cosh function to solve the
class imbalance for an intrusion detection system (IDS). Yu and Lam [89] introduced
a data generation model based on a Supervised Adversarial AutoEncoder (SAAE)
for tackling the data imbalance in the Learning to Rank problem. However, in the
above researches [22; 133, 89], ACGAN and CVAE are only examined on a small

number of IDS datasets while SAAE has not been applied to the IDS problem.
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Moreover, the properties of the generated data by ACGAN, CVAE and SAAE have

not been well-analyzed.

This thesis proposes two (Adversarial AutoEncoder) AAE-based models for han-
dling imbalanced datasets in the cloud IDSs. The first model is CDAAE that incor-
porates the label information into both the encoder and the decoder to effectively
generate malicious samples for any specific attacks. Moreover, the input to the en-
coder of CDAAE is a noisy version of the original input allowing it to learn a more
robust generator. Thanks to these properties, the synthesized samples of CDAAE
are more correlated to the original data distribution than those of the previous
approaches, i.e., ACGAN, CVAE and SAAE. The second model, CDAAE-KNN,

generates dificult classified samples that lie in the borderline of different classes.

The main contributions for handling imbalance data are as follows:

e We propose two models based on the Adversarial AutoEncoder (AAE) [3] to
create synthesized anomaly samples, i.e., malicious samples. The first model
is Conditional Denoising Adversarial AutoEncoder (CDAAE) which can gen-
erate data samples for any specific attack. The second model is a hybrid be-
tween CDAAE and the K-Nearest Neighbor (KNN) algorithm (referred to as
CDAAE-KNN) to generate malicious borderline samples that further improve

the classification performance.

e We conduct extensive experiments to evaluate the effectiveness of the proposed
solutions. The experimental results show that our methods significantly im-
prove the accuracy of ML for AD compared to the state-of-the-art methods |3,
82, 93, 134, 144]. Moreover, CDAAE and CDAAE-KNN also improve the ac-
curacy of ML models in detecting two challenging anomalies; i.e., application

layer DDoS and low-bandwidth DDoS.

e We investigate various characteristics of CDAAE and CDAAE-KNN on the
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rate of the balanced data, the quality of the synthesized samples and the
processing time. This analysis sheds light on the practical applications of the

proposed models.

1.2.3 Lack of Label Information Challenge and Deep Transfer Learning

Approach

The ML-based methods only perform well under an important assumption, i.e.,
the distributions of the training data and the predicting data are similar [64]. Nev-
ertheless, in many practical applications, this assumption may not be always the
case [112, 57]. Especially, in network security, new types of attacks (e.g., zero-day
attacks) can be found daily [121]. As such, the practical [oT data for ML models (in
the predicting/online phase) is usually very different from the data used during the
training/offline phase. To alleviate the above problem, a large volume of training
data with labels from multiple IoT devices is often required. However, manually
labeling a huge volume of data is very time-consuming and expensive [6, 109]. It,
thus, limits the practical deployment of ML-based methods in detecting [oT attacks

for various scenarios.

Based on using deep learning techniques, TL can be categorized into four groups
such as instances-based TL, mapping-based TL, network-based TL, and adversarial-
based TL. Instances-based TL approach selects samples from the source domain to
supplement into the training set in the target domain. These samples are assigned
appropriate weights in the training set. [16] proposed bi-weighting domain adap-
tation that can map the feature spaces of both source and target domains to the
common coordinate system. In the new representation space of features, samples in
the source domain are assigned appropriate weights. To learn sample weights, [141]
introduced a metric TL framework together with learning a distance between two

domains. This framework makes knowledge to transfer between domains more ef-
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fectively. An ensemble TL introduced in [130] can leverage samples from the source

domain to train on the target domain.

Mapping-based TL aims to map samples from both source domain and target
domain into a new feature space. Thus, in the new representation space, the source
domain representation and the target domain representation are similar and be
considered as a training set of a deep neural network. The work in [31] introduced
an adaptation layer and an additional domain confusion loss based on MMD to learn
a new representation space. In this new representation space, the source domain
and target domain are invariant. To measure the distance of joint distributions,
joint MMD (JMMD) was introduced in [73] to transfer the data distribution in
different domains and improve previous works. Moreover, the work [69] proposed
Wasserstein distance to used as a distance measurement of domains to achieve a

better representation space.

Adversarial-based TL refers to use adversarial networks inspired by generative
adversarial nets (GAN) [48] to get a representation space that is suitable to both
the source domain and target domain. [30] introduced a new loss function of GAN
combining with a discriminative model to a TL method. A randomized multi-linear

adversarial networks was introduced in [74] to find the multiple feature layers.

Network-based TL reuses the network structure and parameters trained in the
source domain for training the target domain. The work [71] reused front-layers
of Convolutional Neural Network (CNN) trained on the ImageNet dataset to map
images in other datasets to an intermediate image representation. It helps to trans-
fer knowledge to other object recognition tasks with a small training set size. The
work [75] introduced an approach to learn adaptive classifiers with a residual func-
tion. Several TL approaches based on AEs was introduced in [64, 35, 18]. They used

different AE-based models such as AE [35], denoising AE [18], and sparse AE [64]
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for some specific applications.

Moreover, transferring higher level of features from the source domain with labels
to the target domain without labels help to improve the classifying tasks of the target
domain. This approach helps to improve the accuracy of learning tasks on the target

domain with the limited samples and no labels.

Our proposed DTL model in this thesis, i.e., MMD-AE, leverages a non-linear
mapping, i.e., AE, to improve the performance of IoT attack detection on the target
domain. The key idea of our proposed DTL (compared with previous AE-based DTL
methods [64, 35]) is that the knowledge of features in every encoding layers (instead
of the only bottleneck layer in previous works) is transferred to the target domain.
This helps to force the latent representation of the target domain similarly to the
latent representation of the source domain. The experimental results illustrate the
effectiveness of our proposed DTL model on the IoT attack detection task in the

target domain.

Recently, Deep Transfer Learning (DTL) techniques have been used to handle
the above issues of ML methods where training data from a source domain and
test data from a target domain are drawn from different distributions. A DTL
model attempts to reduce the distribution divergence between the source domain
and the target domain [141]. As a result, the trained knowledge of a learning
task (e.g., classification) on the source domain can be used to support the learning
task on the similar target domain [141, 112, 61, 19]. Gou et al. [110] applied an
instance-based DTL approach in network intrusion detection that requires label
information from the target domain. Zhao et al.[59] proposed the feature-based
DTL technique to project the source and the target domain into the latent subspace
via linear transformations, i.e., Principal Component Analysis (PCA) for network

attack detection. However, PCA is a linear mapping technique that only works well
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with a simple data feature set [39)].

This thesis aims to leverage a non-linear mapping, i.e., AE, to improve the per-
formance of AD on the target domain. The key idea of our proposed DTL (compared
with previous AE-based DTL methods [64, 35]) is that the knowledge of features
in every encoding layers (instead of the only bottleneck layer in previous works) is
transferred to the target domain. This helps to force the latent representation of

the target domain similarly to the latent representation of the source domain.

Given the above, we propose a novel DTL approach based on AutoEncoder (AE)
to enable further applications of ML in IoT attack detection. The proposed model
is referred to as Multi-Maximum Mean Discrepancy AE (MMD-AE). MMD-AE can
be trained on a dataset including both labelled samples (in the source domain)
and unlabelled samples (in the target domain). After training, MMD-AE is used
to predict IoT attacks in the incoming traffic in the target domain. Specifically,
MMD-AE consists of two AEs: AE; and AE,. AE; is trained with the labelled data
while AE, is trained with the unlabelled data. The whole model, i.e., MMD-AE, is
trained to drive the latent representation of AE, closely to the latent representation
of AE;. As a result, the latent representation of AE, can be used to classify the

unlabelled [oT data in the target domain.

The major contributions of the DTL approach are as follows:

e We propose a novel DTL model based on AEs, i.e., MMD-AE, that allows to
transfer of knowledge, i.e., labelled information, from the source domain to
the target domain. This model helps to lessen the problem of “lack of label

information” in collected network traffic datasets from IoT devices.

e We introduce the Maximum Mean Discrepancy (MMD) metric to minimize the
distance between multiple hidden layers of AE; and multiple hidden layers of

AE,. This metric helps to improve the effectiveness of knowledge transferred
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from the source to the target domain in IoT anomaly detection systems.

e We experiment with our proposed method using nine IoT anomaly datasets
and compare its performance with the canonical deep learning model and the
state-of-the-art DTL models [64, 35]. The experimental results demonstrate

the advantage of our proposed model against the other tested methods.

1.2.4 Data Privacy Challenge and Federated Learning Approach

In anomaly detection for IoT networks, AutoEncoder (AE) is considered to be
one of the most effective approaches [121, 137, 79, 9, 114]. The AE architecture
allows to transform of the raw IoT data into a new data representation that better
exposes the underlying characteristics of the input data. Thus, it facilitates the

downstream classifiers to separate attack samples from normal samples.

However, collecting and centring data from IoT networks to train an effective AE
is a challenging task [121, 137, 9]. This is due to user data privacy concerns [90]. IoT
users tend to avoid divulging data that could compromise their privacy or privileged
information of their systems. Subsequently, Federated Learning (FL) has recently
emerged as the best solution for developing anomaly detection for IoT networks.
FL does not require IoT devices or networks to share their local data with the
centralized server. Instead, distributed nodes (also referred to as clients) only need
to share their local gradients with the centralized server that in turn aggregates into

the global gradient and shares it with the local nodes [36, 118, 13, 126, 11, 24, 140].

In order to train a robust FL model, one needs to assume that the training
processes of all clients are honestly conducted. However, such an assumption is not
always realistic [37, 139, 111]. For example, the attackers may take control of a
number of IoT devices in the FL system, i.e., genuine clients, and then inject the

poisoning data during the local training phase [139, 36]. Two common types of data
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Figure 1.2 : The architecture of proposed FL model. The local data in each client
is added with noise and then used to train a novel autoencoder model (SDAE).
SDAE attempts to transform the input data into a compact region at the origin.
Thus, it helps the aggregation of the weights at the server side more effectively.
Moreover, SDAE is trained with noisy data, and thus, FL-SDAE is robust against
data poisoning attacks in which attackers try to inject poisoning data into the local
data of clients (e.g., Client 3).
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poisoning attacks are dirty label attacks and clean label attacks [37]. Dirty label
attacks are based on flipping the label of the training data while the clean label
attacks add noise to the training data. Data poisoning attacks first degrade the
effectiveness of the impacted clients and consequently deteriorate the performance
of the whole FL system. Therefore, building a robust FL system for [oT anomaly
detection that mitigates data poisoning attacks is of great desirable. This is even
more critical given the vulnerabilities of IoT devices that are easily to be tampered

in a large number.

In the data poisoning attacks, the attackers may tamper the subset training
data of clients by flipping or adding noisy data [98]. Zhang et al. [56] indicated
that the data poisoning attacks including label flipping and backdoor can reduce
the effectiveness of almost FL. model. These studies indicated that the poisoning
attacks are dangerous factors for an FL scheme. Thus, to protect the integrity of the
FL scheme, the ML models trained on clients need to be robust against poisoning

attacks.

To handle the data poisoning attacks of FL, we propose a FL system based on
Shrink Denoising AutoEncoder (illustrated in Fig. 1.2), namely FL-SDAE, for IoT
anomaly detection that is robust against the data poisoning attacks. First, the
Shrink Denoising AutoEncoder (SDAE) aims to transform benign data in different
IoT devices into the same latent representation space. This makes the aggregation
of clients’s weights into the global weights more effective. Thus, the proposed model,
i.e., FL-SDAE, enhances the accuracy in detecting anomalies when data poisoning
attacks are not conducted. Second, the SDAE model is trained with noisy data that
mimics the poisoning data. This makes the FL-SDAE system robust against data

poisoning attacks.

The main contributions of handling data poisoning attacks for FL are as follows:
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e We propose the SDAE model for the FL-based anomaly detection system that
is trained on noisy data to transform the raw data of different clients into the

same space.

e We design a new FL system based on SDAE that is capable of mitigating

poisoning attacks.

e We conduct extensive experiments to evaluate the effectiveness of FL-SDAE
for the anomaly detection problem on five datasets, i.e., N-BaloT, CICIDS,
NSL-KDD, Spambase, and CTU13-08.

1.3 Thesis Organization

The rest of the thesis is organised as follows:

e Chapter 2 presents the fundamental background of the AD problem and deep
neural networks. In particular, in section 2.1, we describe main deep neural
network (DNN) models that are the fundamental of our proposed solutions
Section 2.2 presents the fundamentals of transfer learning techniques. Next,
the fundamental of federated learning is described in Section 2.3. Section 2.4
presents common evaluation metrics used in the thesis. The experimental
datasets of the proposed methods are presented in Section 2.5. Finally, the

conclusion is drawn in Section 2.6.

e Chapter 3 proposes a novel representation learning method to enhance the
accuracy of deep learning in detecting network attacks, especially unknown
attacks. In particular, the proposed models are presented in Section 3.1. The
description of applying the proposed model for the network AD detection
is discussed in Section 3.2. Section 3.3 presents the experimental settings.
Section 3.4 discusses and analyzes results obtained from the proposed models.

Finally, in Section 3.5, we conclude the contributions of this work.
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e Chapter 4 presents new generative deep neural network models for handling
the imbalance of network traffic datasets. Particularly, the proposed models
for handling the imbalanced data are discussed in Section 4.1. In Section 4.2,
we describe the datasets used to evaluate our proposed solutions. The perfor-
mance of CDAAE and CDAAE-KNN is compared with other tested models
in Section 4.3. Section 4.4 analyses properties of the tested models. Finally,

conclusions are drawn in Section 4.5.

e Chapter 5 proposes a novel DTL for the anomaly detection problem that can
adapt the knowledge of label information of a domain to a related domain. In
particular, the proposed DTL model is presented in Section 5.1. Section 5.2
discusses the experiment settings and Section 5.3 provides detailed analysis
and discussion of experimental results for the anomaly detection problem.

Finally, Section 5.4 outlines the contributions of this work.

e Chapter 6 presents a new FL framework to solve the data poisoning attack
problem for the AD problem. In particular, the proposed FL models are pre-
sented in detail in Section 6.1. Section 6.2 discusses the experimental settings
for FLL models. The results and discussions of experiments are represented in

Section 6.3. Finally, conclusions are summarized in Section 6.4.

e Chapter 7 outlines the conclusion and draws potential research directions of

this thesis.
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Chapter 2

FUNDAMENTAL BACKGROUND

This chapter presents the theoretical backgrounds related to the proposed models
of this thesis. In section 2.1, we describe deep neural network (DNN) models that
are the fundamental of our proposed solutions. Section 2.2 presents fundamental
to transfer learning techniques. Next, the fundamentals of federated learning is
described in Section 2.3. Section 2.4 provides common evaluation metrics used in
the thesis. The experimental datasets of the proposed methods are discussed in

Section 2.5. Finally, the conclusion is presented in Section 2.6.

2.1 Deep Neural Network

Deep neural networks (DNNs) provide a robust framework for supervised learn-
ing. A DNN aims to map an input vector to an output vector where the output
vector is easier for other machine learning tasks. This mapping is done by giving
large models and large labelled training data samples [46]. In this section, we will
present the mathematical backgrounds of DNN models, i.e., AutoEncoder (AE),
Denoising AutoEncoder (DAE), Generative Adversarial Network (GAN), Adversar-
ial AutoEncoder (AAE), that will be used to develop our proposed solutions in the
next chapters. Table 2.1 presents general notations used to define in a deep neural

network.
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Notation | Meaning Shape

n number of data samples in a dataset | 1

d number of features of a data sample | 1

X input dataset nxd

xt one data sample in a dataset 1xd

W weight matrix depending on number of layer
and the number of neurons

b bias vector number of layers

Table 2.1 : General notations of a deep neural network.

2.1.1 AutoEncoder

An AE is a neural network trained to copy the network’s input to its output [12].
This network has two parts, i.e., encoder and decoder (as shown in Fig. 2.1 (a)).
Let W, W', b, and b’ be the weight matrices and the bias vectors of the encoder
and the decoder, respectively, and x = {z!, 2% ..., 2"} be a training dataset. Let
¢ = (W,b) and § = (W', b’) be parameter sets for training the encoder and the
decoder, respectively. Let g, denote the encoder, 2" be the representation of the
input sample z'. The encoder maps the input 2’ to the latent representation 2
(in Eq. 2.1). The latent representation of the encoder is typically referred to as a
“bottleneck”. The decoder py attempts to map the latent representation z* back

into the input space, i.e., * (in Eq. 2.2).

2" = q4(z") = a.(Wz' + b), (2.1)

&' = pp(2") = ag(W'z' +b'), (2.2)
where a, and a4 are the activation functions of the encoder and the decoder, respec-
tively.

For a single sample of x?, the loss function of an AE is the difference between !

and the output 2'. The loss function of an AE for a dataset is often calculated as
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the mean squared error (MSE) overall data samples [121] as in Eq. 2.3.

gAE (Xa (ba 9) = % (xl - iﬂ)Q : (23)

2.1.2 Variational AutoEncoder

A Variational AutoEncoder (VAE) [28] is a variant of an AE that also consists
of two parts: encoder and decoder (Fig. 2.1 (b)). The difference between a VAE and
an AE is that the bottleneck of the VAE is a Gaussian probability density (g4(z|x)).
We can sample from this distribution to get noisy values of the representations z.
The decoder inputs a latent vector z and attempts to reconstruct the input. The

decoder is denoted by pa(x|2z).

The loss function of a VAE, i.e., £yap(x’,0,¢), for a datapoint z* includes two

terms as follows:

Cvap(x',0,¢) = — By, (o)1) [log po(a'|2)] 2.0

+ D (as(zla")|lp(2)).

In Eq. 2.4, the first term is the expected negative log-likelihood of the +-th data
sample. This term is also called the reconstruction error (RE) of VAE since it
forces the decoder to learn to reconstruct the input data. The second term is the
Kullback-Leibler (KL) divergence between the encoder’s distribution g4(z|x) and
the expected distribution p(z). This divergence measures how close ¢ is to p [28]. In
the VAE, p(z) is specified as a standard Gaussian distribution with mean zero and
standard deviation one, denoted as N(0,1). If the encoder outputs representations
z that are different from those of a standard Gaussian distribution, it will receive a

penalty in the loss. Since the gradient descent algorithm is not suitable to train a

VAE with a random variable z sampled from p(z), the loss function of the VAE is
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re-parameterized as a deterministic function as follows:

Cvap(z', 0, 9) ———Zlogpe (a']2"") 2.5
2.5

+ Dkr(qs(2|2")|p(2)),

i,k

where 2% ik

= go(€"*, 2%). g is a deterministic function. €* denotes N'(0,1). K is the

number of samples that is used to reparameterize z for the sample z*.

(a) AutoEncoder (AE).

(d) Adversarial AutoEncoder (AAE).

Figure 2.1 : Structure of generative models (a) AE, (b) VAE, (c) GAN, and (d)
AAE.
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2.1.3 Denoising AutoEncoder

Denoising AutoEncoder (DAE) is a regularized AE that aims to reconstruct the
original input from a noised version of the input [87]. Thus, DAE can capture the
true distribution of the input instead of learning the identity [46, 10]. The additive
isotropic Gaussian noise is the most common one for adding noise to the input

data [87].

Let’s an additive isotropic Gaussian noise C'(X|x) be the conditional distribution
over a corrupted sample set X, given a data sample set X. Let Xpoise t0 be the noise
data sample set drawn from the Gaussian distribution with the mean is 0 and the
standard deviation iS 0ypise; 1-€., Xnoise ~ N (0, Onoise). The denoising criterion with

the Gaussian corruption is presented as follows:

C(X|x) = X + Xnoise- (2.6)

Let’s Z' to be the corrupted version of an input data sample 2 obtained from
C(x|x). Note that the corruption process is performed stochastically on the original
input and each data sample 2 is calculated separately. Based on the loss function
of AE, the loss function of DAE can be written as follows:

Cons (0 5.0:0) = 13 (o' =) (2.7
where ¢, and py are the encoder and decoder parts of DAE, respectively. n is the

number of data samples in a dataset.

2.1.4 Generative Adversarial Network

A Generative Adversarial Network (GAN) [48] has two neural networks which

are trained in an opposite way (Fig. 2.1(c)). The first neural network is a generator



2.1 Deep Neural Network 27

(Ge) and the second neural network is a discriminator (Di). The discriminator
Di is trained to maximize the difference between a fake sample X (comes from the
generator) and a real sample x (comes from the original data). The generator Ge
inputs a noise sample z and outputs a fake sample X. This model aims to fool the

discriminator D¢ by minimizing the difference between x and x.

Loay = Ex[log Di(x)] + E,[log(1 — Di(Ge(z)))]. (2.8)

The loss function of GAN is presented in Eq. 2.8 in which D1 is the discriminator
used for predicting its input as a real or fake data sample. Ge(z) is the output of Ge
when given noise z. Fy and F, are the expected value (average value) of overall real
and fake data samples, respectively. Di is trained to maximize this loss function,
while Ge tries to minimize its second term. After the training, the generator (Ge)

of GAN can be used to generate synthesized data samples for attack datasets.

2.1.5 Adversarial AutoEncoder

Adversarial AutoEncoder(AAE) avoids using the KL divergence to impose the
prior by using adversarial learning. This allows the latent space, p(z), can be learned
from any distribution [3]. As illustrated in Fig. 2.1(d), training AAE has two phases,
i.e., reconstruction and regularization. In the reconstruction phase (RP), the latent
sample z is drawn from the generator Ge. The sample z is then sent to the decoder
(denoted by p(x|z)) which generates X from z. The RE is computed by the difference

between x and X as in Eq. 2.9.

Lgp = — Ey [log p(x|2)] . (2.9)

In the regularization phase (RG), the discriminator Di receives z from the gen-

erator Ge and z is sampled from the true prior p(z). The generator tries to generate
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Figure 2.2 : Traditional machine learning vs. transfer learning.

the fake sample, i.e., z, as similar as the real sample, i.e., z, by minimizing the
second term in Eq. 2.10. The discriminator then attempts to distinguish between
z and z by maximizing this equation. The generator is also the encoder portion of
the AE. Therefore, the training process in the regularization phase is the same as

that of GAN.

Ly = E, [log Di(z)] + E [log(1 — Di(En(x)))] . (2.10)

2.2 Transfer Learning

2.2.1 Definition of Transfer Learning

Transfer Learning (TL) refers to the situation what has been learned in one
learning task is exploited to improve generalization in another learning task [46].
Fig. 2.2 compares traditional machine learning and TL. In traditional machine learn-
ing (ML), the datasets and training processes are separated for different learning
tasks. Thus, no knowledge is retained/accumulated nor transferred from one ML
model to another. In TL, the knowledge (i.e., weights) from previously trained mod-

els of a source domain is used for training models of a target domain. Moreover, TL
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can even handle the lack of data problem in the target domain.

In our studies, the TL method defines an input space X and its label space
Y. Two domain distributions are given, such as a source domain Dg and a target
domain Dp. Two corresponding data samples are given, i.e., the source data sample
Ds = (Xs,Ys) = (2%, v%):°, and the target data sample Dy = (X7) = (z%)7].
ng and np are the number of samples in the source domain and the target domain,
respectively. The learning task of the target domain is built based on the source
domain Dg with label information Ys and the target domain D7 without label

information to do the classification task of the target domain. The TL systems

based on DNN architectures are Deep Transfer Learning (DTL) systems.

2.2.2 Maximum mean discrepancy

Similar to KL divergence [35], Maximum mean discrepancy (MMD) is used to
estimate the discrepancy between two distributions. However, MMD is more flexible
than KL by the ability to estimate the nonparametric. distance [8]. Moreover, MMD
can avoid computing the intermediate density of the distributions. The definition
of MMD can be formulated as Eq. 2.11.

1 &

MMD(Xs. Xr) = |- 3 6(s5) = - 30 6(ah). (2.11)

n
T =1

where ng and np are the number of samples of the source and target domain,

respectively, £ presents the representation of the original data x% or z%.

2.3 Federated Learning

Federated Learning (FL) is a promising distributed machine learning paradigm
for privacy preservation [14]. The demonstration of FL is shown in Fig. 2.3. A shared

global model is trained from a federation of participating devices under the control
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Figure 2.3 : Federated learning (FL) framework.

of a central server. FL enables mobile devices to collaborate on training a shared
model while preserving all training data on the device, ensuring the protection of

personal data and minimizing system latency.

he FL operation process consists of three phases, i.e., initialization, local model
training and updating, and global model aggregation and updating [127]. The server
broadcasts an initialized global model to all the clients during the initialization
phase. Following that, each client trains the model and updates the model’s weights
locally by using its local dataset. At the end of this phase, the clients send the
updated model’s weights to the server. The server aggregates the local models
and then broadcasts the updated global model back to the clients again during
the aggregation phase. To aggregate the models of clients, the averaging model

operation has been widely used in the literature [140, 138].
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2.4 Evaluation Metrics

In this section, we present two evaluation metrics that will be used to evaluate

the performance of our proposed models.

2.4.1 AUC Score

The the Area Under the Receiver Operating Characteristics Curve (AUC) score
is the main performance evaluation metric used to measure the effectiveness of our
proposed models. This score is calculated based on the Sensitivity, False Positive
Rate (FPR) and Specificity. The Sensitivity score measures how many actual posi-
tive observations are predicted correctly (as in Eq. 2.12). FPR is the proportion of
real negative cases that are incorrectly predicted (as in Eq. 2.13), and Specificity is

the rate of real negative cases that are correctly predicted (as in Eq. 2.14).

TP
Sensitivity = TPR = TP+ N (2.12)
P
FPR= ——— 2.1
f TN+ FP’ (2.13)
TN

ficity = ————— 2.14
Specificity TN+ FP ( )

where TP and FP are the number of correct and incorrect predicted samples for
the positive class, respectively, and TN and FN are the number of corrected and
incorrect predicted samples for the negative classes. The advantage of these metrics
is that they are very intuitive and easy to implement. However, they make no

distinction between classes of imbalanced datasets [23].

A perfect classifier will score in the top left-hand corner (FPR = 0, TPR =

100%). A worst-case classifier will score in the bottom right-hand corner (FPR =
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Figure 2.4 : Example of ROC curve.
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100%, TPR = 0). The space under the ROC curve is represented as the AUC score.
As illustrated in Fig. 2.4, the space under the ROC curve is 0.91. It measures the
average quality of the classification model at different thresholds. The value of the

AUC score for a perfect classifier is 1.0.

2.4.2 Geometric Mean Score

Geometric mean (GEO) is the root of the product of class-wise Sensitivity and
Specificity [77]. This metric tries to maximize the accuracy of each class while
keeping this accuracy balanced. For binary classification, GEO is calculated as in
Eq. 2.15). The best value is 1, and the worst value is 0. If at least one class is

unrecognized by the classifier, the GEO score value is 0.

GEO = +/Sensitivity x Specificity, (2.15)

where Sensitivity and Specificity are calculated by Eq. 2.12) and Eq. 2.14, respec-

tively.

2.4.3 False Alarm Rate and Miss Detection Rate

False Alarm Rate (FAR) and Miss Detection Rate (MDR) are metrics which focus
on the false classification results. FAR is defined as the number of false alarms of
negative samples per the total number of real negative data samples. It is calculated
by Eq. 2.16. MDR is defined as the number of miss detection of positive samples

per total of real positive samples as in Eq. 2.17.

FP
FAR = —— 2.1
R FP+ TN’ (2.16)

FN

MDR = ———
B= TN+ 7p

(2.17)
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where TP, FP, TN, and FN are defined in Section 2.4.1.

2.4.4 Complexity

In general, model complexity can be defined by the number of trainable param-
eters*: the more trainable parameters a model has, the more complex the model
is [34, 76]. As discussed in [34], given equivalent accuracy, one neural network ar-
chitecture with fewer parameters has advantages such as more efficient distributed
training, less overhead when exporting new models to clients, and embedded de-
velopment. Therefore, we use the number of trainable parameters of DNN-based

models to compare their model sizes or complexity.

2.5 Exprimental Datasets

2.5.1 NBIoT dataset

This dataset was introduced by Y. Meidan et al. [137]. The data samples
of this dataset were collected from nine commercial IoT devices with two most
well-known IoT-based botnet families, i.e., Mirai and BASHLITE (Gafgyt). Thus,
this dataset consists of nine IoT datasets corresponding to nine IoT devices. Each
of the botnet family contains five different IoT attacks. Among these IoT attack
datasets, there are three [oT attack datasets, namely Ennio_Doorbell (IoT-3), Provi-
sion_PT_838_Security_Camera (I0T-6), Samsung SNH_1011_N_Webcam (IoT-7) con-
taining only one IoT botnet family (five types of botnet attacks). The rest of the
[oT attack datasets consist of both Mirai and BASHLITE botnets which include
ten types of DDoS attacks. Each data sample has 115 attributes which are catego-
rized into three groups: stream aggregation, time-frame, and statistics attributes.
In Chapter 3, we aim to evaluate the ability to detect unknown anomalies, thus, we

divide the training and testing datasets as presented in Table 2.2 where the attacks

*The parameters are updated in the training process of a neural network.
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in the testing sets are not represented in the training sets. The experiments of other

chapters using these [oT attack datasets will be described later in the chapters.

Table 2.2 : The nine IoT datasets.

Dataset Device Name Traing Tr?ung Tes‘tmg
Attacks size size

[oT-1 Danmini_Doorbell | combo, ack | 239488 | 778810

[oT-2 Ecobee_Thermostat | combo, ack | 59568 245406

[oT-3 Ennio_Doorbell combo, tcp | 174100 | 181400

ToT-4 szg;iﬁﬂ 1rO tep, syn | 298320 | 800348

Provision_ PT
[0T-5 _737TE_Security combo, ack | 153011 | 675249
_Camera

loT-¢ | frovision-PL838 0 dp | 265862 | 261989
_Security_Camera

ToT-7 Sams&m\%vjiiim combo, tep | 182527 | 192695
SimpleHome _XCS7

[oT-8 _1002_-WHT combo, ack | 189055 | 674001
_Security_Camera
SimpleHome XCS7

[oT-9 _1003_WHT combo, ack | 176349 | 674477
_Security_Camera

2.5.2 NSL-KDD dataset

NSL-KDD is an anomaly dataset [84] which is used to solve intrinsic problems

of the KDD’99 dataset. The NSL-KDD dataset contains 148,517 records in total,

which is divided into the training set (125,973 data samples) and the testing set

(22,544 data samples). Each sample has 41 features and is labelled as either a type

of attack or normal. The training set contains 24 specific attack types, and the

testing set has 14 new types of attacks that are not presented in the training set.

The simulated attack samples belong to one of four categories, i.e., DOS, R2L, U2R,

and Probing. Three categorical features, i.e., protocol type, service, and flag, are

preprocessed by one-hot-encoding which increases the number of features to 122.
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Table 2.3 : Number of samples of the network IDS datasets.

Datasets Classes # samples 7 synthesized
samples
Normal 67373 0
DoS 45927 21446
NSL-KDD U2L 52 520
R2L 995 9520
Probing 11656 55717
Normal 37000 0
Generic 18871 18129
Exploits 11132 25868
Fuzzers 6062 30938
DoS 4089 32911
UNSW-NB15 Reconnaissance 3496 34960
Analysis 677 6770
Backdoor 583 5830
Shellcode 378 3780
Worms 44 440

The number of data samples of each class is presented in Table 2.3.

2.5.3 UNSW-NB15 dataset

The dataset is created by utilizing the synthetic environment as the IXIA Per-
fectStorm tool in the Cyber Range Lab of the Australian Centre of Cyber Security
(ACCS) [83]. The number of data samples in the training set and the testing set
are 175,341 records and 82,332 records, respectively. There are nine categories of
attacks in UNSW-NB15, which are Fuzzers, Analysis, Backdoors, DoS, Exploits,
Generic, Reconnaissance, Shellcode and Worms. Each data sample has 49 features
which have been generated by using the Argus, Bro-IDS tools. The categorical at-
tributes, such as protocol, service, and state, are pre-processed by one-hot encoding

which increases the number of features to 196. The number of data samples of this

dataset are presented in Table 2.3.
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Table 2.4 : Number of samples of the Cloud IDS datasets.

Attack Datasets # normal|# anomaly Rate # synthesized
types samples | samples samples
TCP Land | Cloud IDS 3077 34 0.011 340
PingOfDeadth| Cloud IDS 3077 48 0.016 480
Slowloris Cloud IDS 3077 293 0.095 2930
Slowloris |[CIC-IDS 17| 219068 580 0.003 5800
SlowHttp |CIC-IDS 17| 219068 550 0.003 5500
BruteForce |CIC-IDS 17| 219068 1384 0.006 13840
SSH-Patator |CIC-IDS 17| 219068 590 0.003 5900
Botnet CIC-IDS 17| 219068 195 0.0009 1950

2.5.4 Cloud datasets

The cloud IDS datasets are published by Kumar et al. [95] as a part of devel-
oping their DDoS attack on the cloud environment. They stimulated the cloud
environment and used an open-source platform to launch 15 normal Virtual ma-
chines (VMs), 1 target VM and 3 malicious VMs. The extracted datasets contain
24 time-based traffic flow features. The CIC-IDS 2017 dataset consists of benign
and the most up-to-date common attacks, which are similar to the true real-world
data. This dataset contains many types of DDoS attacks including low-rate DDoS
attacks and application layer DDoS attacks [50]. The number of features for each
data sample is 80. The number of original samples and the synthesized samples in
each class of the cloud IDS datasets and the CIC-IDS 2017 datasets are presented in
Table 2.4. The cloud IDS datasets are divided into training and testing sets with a

ratio of 7/3. For the CIC-IDS 2017 datasets, the training and testing sets are used

as in the original datasets.

2.6 Conclusion

This chapter presents the fundamental backgrounds related to the proposed mod-

els of this thesis. The DNN models discussed in this chapter are AE, DAE, VAE,
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GAN, AAE with their architectures, loss functions, and applications. Moreover, the
TL and FL frameworks are also analyzed to handle problems related to the lack
of training data and the security of training processes. Besides, we also define the
common evaluation metrics and the experimental datasets to evaluate the proposed
solutions for the AD problems. From next chapter, we will clarify our proposed

solutions to handle the challenges of the AD problems.
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Chapter 3

LEARNING LATENT REPRESENTATION FOR

ANOMALY DETECTION

To effectively detect new/unknown anomalies, i.e., attacks, in this chapter, we
propose a novel representation learning method to enhance the accuracy of deep
learning in detecting network attacks, especially unknown attacks. Specifically, we
develop three regularized versions of AutoEncoders (AEs) to learn a latent represen-
tation from the input data. The bottleneck layers of these regularized AEs trained
in a supervised manner using normal data and known network attacks in the IoT

environment will then be used as the new input features for classification algorithms.

The rest of this chapter is as follows. The proposed models are presented in
Section 3.1. The description of applying the proposed model for the network AD
detection is discussed in Section 3.2. Section 3.3 presents the experimental settings.
Section 3.4 discusses and analyzes results obtained from the proposed models. Fi-

nally, in Section 3.5, we conclude the contributions of this work.

3.1 Representation Learning Models for Anomaly Detection

In this section, we describe the proposed latent representation that facilitates
supervised learning-based AD methods in identifying attacks, especially unknown
attacks. We then present three novel regularized AEs that can learn to construct

the new latent representation of data.
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In the latent representation, normal samples and known attacked samples are
forced to distribute into two tightly separated regions*, the normal region, and the
anomalous region, respectively. Unknown attacks that may share some common
attributes with known attacks can be identified as closer to the anomaly than the
normal region. Our approach is to develop the AE-based models that can learn
to construct the new feature representation at the bottleneck layer to achieve the
feature representation. We introduce new regularized terms to the loss functions
of AEs. Data labels are incorporated into the regularizers to compress normal and
known attacked data into two tiny separated regions associated with each class of
data in the latent representation. The latent representation is then used as the input
of binary classifiers, such as SVM and LR. The output of these classifiers is the final

score to determine the abnormality of the input data sample.

As such for effective learning the latent representation, we introduce new reg-
ularizers to a classical AE and a DAE to form three regularized AEs. These AEs
are named as Multi-variational AE (MVAE), Multi-distribution AE (MAE) and
Multi-distribution DAE (MDAE). Our proposed models are also very different from
the regularized AEs presented in [121]. Specifically, the regularized AEs in [121]
can learn to represent only normal class into a tight region at the origin in a semi-

supervised manner.

3.1.1 Muti-distribution Variational AutoEncoder

Muti-distribution Variational AutoEncoder (MVAE) is a regularized version of
VAE, aiming to learn the probability distributions representing the input data. To
that end, we incorporate the label information into the loss function of VAE to
represent data into two Gaussian distributions with different mean values. Given a

data sample z' with its associated label ', p,i is the distribution centroid for the

*With each class label, the representation space of data is shrinked as a tight region.
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class y*. The loss function of MVAE on z* can be calculated as follows:

K
gMVAE(IZ7 yla 97 (b) = _E E 10gp9<xz|zl7k7 yZ)
k=1 (3.1)

+ Drr(qe(2'|2", y)|Ip(2'[y")),

where 2%F = g4(¢"* 2%). g is a deterministic function and ¢* ~ N(0,1); K and '

are the number of samples used to reparameterize 2° and the label of the sample ¢,

respectively.

The loss function of MVAE consists of two terms. The first term is RE or the
expected negative log-likelihood of the i -th data point to reconstruct the original
data at its output layer. The second term is created by incorporating the label
information to the posterior distribution g,(z‘|z") and the prior distribution p(z*)
of VAE in Eq. 2.5. Therefore, the second term is the KL divergence between the
approximate distribution g,(2*|2%,y*) and the conditional distribution p(z‘|y*). The
objective of adding the label information to the second term is to force the samples
from each class data to reside in each Gaussian distribution conditioned on the label
y'. Moreover, p(z'|y’) follows the normal distribution with the mean p,: and the
standard deviation 1.0, p(2*|y") = N (s, 1)!. The posterior distribution g4 (2|2, y")
is the multi-variate Gaussian with a diagonal covariance structure. In other words,
qe(2'|2", ") = N(u', (6)?), where p* and ¢* are the mean and standard deviation,

respectively, are sampled from the sample z¢. Thus, the Multi-KL term in Eq. 3.1

"This chapter has tested several small values (10731072 and 10~!) for the covariance of the
Gaussian distributions of the two classes in order to shorten “tails” of these distributions. At the
early iterations of the MVAE training process, the Multi-KL term of MVAE is extremely large
compared to the RE term, which makes MVAE difficult to reconstruct the input data. In the later
iterations, the Multi-KL term is small, but both of the two terms fluctuate substantially [121].
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is rewritten as follows:

D (qs(2 2%, y") | Ipe(2'|y))

= Drr (N (1, (0)) IV (e, 1)).

(3.2)

Let D, p and o} denote the dimension of z’, the j-th element of x’ and o,
respectively; p,: is the j-th element of y,:. Then, applying the computation of the
J

KL divergence, the Multi-KL term is rewritten as follows:

Dxr (go(2]2", ) Ipe(2ly"))

l\:>|>—l

ED:( j ) =1 10g((0§~)2)>. (3.3)

J=1

Taking Multi-KL term in Eq. 3.3, the loss function of MVAE in Eq. 3.1 finally

is rewritten as follows:

Cavae(z' y',0,0) ———Zlogpe ('[2", ')
(3.4)

l\.’)lr—t

Z ,uy;)Q —1- 10g((0';)2)),

where A is a parameter to control the trade-off between two terms in Eq. 3.4 as
discussed in [121]. The trade-off parameter A is approximated by the ratio of two
loss terms, i.e., the RE and Multi-KL terms, in the loss function of MVAE. This

helps to reduce both two loss terms more efficiently.

The mean values for the distributions of the normal class and attack class are
chosen to make these distributions located far enough from each other. In our ex-
periments, the mean values are 4 and 12 for the normal class and attack class,
respectively. These values are calibrated from the experiments for the good perfor-

mance of MVAE. In this chapter, the distribution centroid f,: for the class y', and
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the trade-off parameter A are determined in advance. The hyper-parameter y,: can
receive two values associated with the normal class and the attack class. The trade-
off parameter \ is approximated by the ratio of two loss terms in the loss function

of our proposed models.

3.1.2 Multi-distribution AutoEncoder
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Figure 3.1 : The probability distribution of the latent data (zo) of MAE at epoch
0, 40 and 80 in the training process.

This subsection describes how to integrate a regularizer to an AE into cre-
ate Multi-distribution AutoEncoder (MAE). The regularizer is a multi-distribution
penalty, called 2(z), on the latent representation z. The penalty €2(z) encourages the
MAE to construct a new latent feature space in which each class of data is projected
into a tight region. Specifically, we incorporate class labels into €2(z) to restrict the
data samples of each class to lie closely together centered at a pre-determined value.
The new regularizer is presented in Eq. 3.5.

2 (3.5)

Y

(z) = ||z — 1y

where z is the latent data at the bottleneck layer of MAE, and p,: is a distribution
centroid of class ¢ in the latent space. The label y* used in Q(z) maps the input
data into its corresponding region defined by s, in the latent representation. The

latent feature space is represented by multiple distributions based on the number of
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classes. Thus, the new regularized AE is named as Multi-distribution AE.

In the MAE loss function, we also use a parameter A to control the trade-off
between the reconstruction error (RE) and §2(z) terms as discussed in Section 3.1.1.

Thus, the loss function of MAE can be defined as follows:

n

1 S I e~ |
gMAE(Qa d)a X, Z) - E (‘rl - JA;Z)Q + /\ﬁ § “Zz — Myt 27 (36)
=1

n <
=1

where z¢, 2* and 2% are the i-th element of the input samples, its corresponding latent
data and reconstruction data, respectively. y" and p,: are the label of the sample
2* and the centroid of class v, respectively. n is the number of training samples.
The first term in Eq. 3.6 is the RE that measures the difference between the input
data and its reconstruction. The second term is the regularizer used to compress

the input data to the separated regions in the latent space.

To visualize the probability distribution of the latent representation of MAE,
i.e., z, we calculate the histogram of one feature of the latent data zg. Fig. 3.1
presents the probability distribution of zg of normal class and known attacks during
the training process of MAE on the IoT-1 dataset. After some epochs, the latent

data is constrained into two tight regions in the latent representation of MAE.

3.1.3 Multi-distribution Denoising AutoEncoder

In this subsection, we discuss the details of the multi-distribution Denoising
AutoEncoder (MDAE). We employ DAE proposed in [87] to develop MDAE. For
each data sample z°, this model can draw its corrupted version 7' using Eq. 2.6.
MDAE learns to reconstruct the original input 2* from a corrupted data Z* and also

penalizes the corresponding latent vector z* to be close to j,:. The loss function of
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Figure 3.2 : Using non-saturating area of activation function to separate known and

unknown attacks from normal data.

MDAE can be presented in Eq. 3.7.

n

(" — po(as(7)))’
=0 (3.7)

1 e~
+)\EZ“ZZ—/Lyz |2,
i=1
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EMDAE(X» ia z, ¢7 9) =

where 2* is the latent vector of the data sample «*. p,: is the predefined distribution
centroid of the class y* in the latent feature space of MDAE. g, and py are the encoder
and decoder parts as in DAE, respectively. n is the number of training samples. The

hyper-parameter A controls the trade-off between two terms in Eq. 3.7.

This chapter explores the motivation behind the proposed models by examining
activation functions in neural networks. Activation functions are commonly used
in neural networks to introduce non-linear computation and enable the network to
learn complex patterns and relationships in the data. However, the issue of vanishing
gradients arises when an activation function becomes saturated, causing gradients

during backpropagation to diminish significantly and impede the network’s learning
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Figure 3.3 : Visualization of non-saturated areas of activation functions.

process. The non-saturated region of an activation function is highly desirable as it
facilitates substantial changes in output values and fosters larger gradients during
backpropagation. Notably, while saturated areas approach the function’s bounds,
the non-saturated region contains distinct output values. Activation functions ex-
hibit different non-saturated regions as shown in Fig. 3.3; for instance, ReLU is
non-saturated for positive inputs (the blue area), whereas sigmoid (the green area)
and tanh (the orange area) have larger non-saturated regions near their input range

center.

To better separate the normal data and known attacks and to encourage unknown
attacks moving toward the anomaly region, y,; of MAE and MDAE is selected in the
non-saturated area of activation. The non-saturated area is the steep slope area of
the graph of the activation function (as shown in Fig. 3.2 (a)). Thus, u,: needs to be

assigned to a positive value under the ReLu activation function. In our experiments,
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we set pu,s = 2 for a normal class and j,; = 3 for an abnormal class*. These values

of /L; are used in all the IoT-based datasets in our experiments.

Given the assigned values of f,:, the regularized term will attempt to project
the two classes (normal data and known attacks) into two tightly separated regions
on the non-saturated area. If an attack is different from normal data points in the
input feature space, it tends to differ greatly in the latent representation space [121].
The unknown attacks are predicted to project different regions towards the known
anomaly region on the non-saturated area of the activation function. Fig. 3.2 (b)
illustrates our idea of learning the latent representation using the ReLLU activation
function. In this representation, normal data and known attacks are represented in
two separate regions, and unknown attacks are predicted to appear in regions closer

to known attacks.

3.2 Using Proposed Models for Network Attack Detection

This section presents the training and predicting processing when applying the
proposed latent representation learning models for AD. These processes can be ap-

plied to our proposed models such as MVAE, MAE, and MDAE. Thus, we use the

AE-based model term for all these proposed models in this sub-section.

3.2.1 Training Process

Algorithm 1 presents the training process when using the AE-based model for
AD. First, we train the AE-based model on the original network attack dataset

x,y. This training process is executed by an optimization method (e.g., Adam) to

fThese values are calibrated from the experiments for the good performance of the proposed
model. The data points within each data class are forced to be very close to each class’s distribution
centroid. Thus, it is sufficient to separate two normal and anomalous regions with a pair of centroids
values 2 and 3. The pair of centroid values also keep almost latent vectors being not much larger
than the input and the output of MAE and MDAE, resulting in an easy training process.



3.2 Using Proposed Models for Network Attack Detection 48

(a) An AE-based model. (b) Using an AE-based model to detect
network attacks.

Figure 3.4 : Illustration of an AE-based model (a) and using it for classification
(c,d).

Algorithm 1 Training a AE-based model.

INPUT:

x,y: Training data samples and corresponding labels.

An AE-based model with its hyper-parameters.

A classifier with its hyper-parameters.

OUTPUT: Trained AE-based model, Trained classifier.

BEGIN:

1. Put z,y to input of an AE-based model.

2. Training to minimize the loss function of an AE-based model as described in
Section 3.1.

3. Put z,y to the trained AE-based model. To get the latent representation of x
is z.

4. Train a classifier with input as z,y.

return Trained AE-based model, Trained classifier.
END.
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minimize the loss function® of the AE-based model. This step tries to train a latent
representation learning model based on AE as illustrated in Fig. 3.4 (a). Second,
the latent representation z of the original data is received by fitting the original
data to the trained AE-based model. Third, a classifier is trained on the latent
representation data z in a supervised manner as described in Fig. 3.4 (b). Finally,
we have training results, including the trained AE-based model and the trained

classifier.

3.2.2 Predicting Process

Algorithm 2 Predicting process based on representation learning model.

INPUT:

2% Predicting data samples in the target domain

A trained AE-based model

A trained classifier

OUTPUT:

y': Label of a!

BEGIN:

1. Putting 2% to the input of a trained AE-based model to get the corresponding
latent representation as z'.

2. Putting 2’ to a trained classifier to get the output g
return 9’

END.

Algorithm 2 describes the process of sample prediction for AD using our proposed
models. First, we have a latent representation of an original data sample 2%, i.e., 2°,
by fitting it to the trained AE-based model. Second, the trained classifier predicts
the label y* with the input as 2’ as illustrated in Fig. 3.4 (b). Therefore, the classifier

identifies a network traffic sample based on its latent representation instead of its

original representation.

$The computations of loss functions are presented in Section 3.1.
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3.3 Experimental Setting

3.3.1 Dataset

We use nine IoT attack-related datasets (N-BaloT) introduced by Y. Meidan
et al. [137] for evaluating our proposed models. This dataset is described in Sec-
tion 2.5.1. We split each of these datasets into a training set and a testing set based
on the scenarios presented in Section 3.3.3. We randomly select 10% of the training

data to create validation sets for model selection [142].

3.3.2 Hyper-parameter Setting

Table 3.1 : Hyper-parameters for AE-based models.

Hyper-parameter Value
The number of hidden layers )
The size of the bottleneck layer | [1 + y/n] [121]

Batch size 100

Learning rate 10~
Initialized method Glorot [131]
Optimization algorithm ADAM [26]

Activation function Relu

The configuration of AE-based models, including AE, MAE, MDAE, and MVAE
is as follows. The parameter for balancing between the RE term and the regularized
term A is set at 1 for MAE and MDAE, and at 1000 for MVAEY. The common
hyper-parameters of AE-based models are presented in Table 3.1 [121]. The number
of hidden layers is 5, and the size of the bottleneck layer m is calculated using the
rule m = [1++/n] in [121], where n is the number of the input features. The number

of layers is usually smaller than other problems based on deep learning. The reason

IThe reason for setting the much higher value of X for MVAE than MAE and MDAE is that the
RE value of MVAE is often much higher than the regulazier value of MVAE while the RE value
of MAE and MDAE is mostly equal to their regularizer.
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is that the input data of network traffic is relatively low dimension. The batch size
is 100, and the learning rate is set at 10~%. The weights of these AEs are initialized
using the methods proposed by Glorot et al. [131] to facilitate the convergence. We
employ the ADAM optimization algorithm [26] for training these networks. In these
AEs, the Identity and Sigmoid activation functions are used in the bottleneck layers
and the output layers, respectively. The rest of the layers use the ReLu activation

function.

We use the validation sets to evaluate our proposed models at every 20 epoch for
early-stopping. If the average of the AUC scores produced from the four classifiers,
SVM, PCT, NCT, and LR decreases for a certain amount consecutively over a
number of epochs, the training process will be stopped. The hyper-parameters of
these classifiers are set by default values as in [32]. The DBN-based model has three
layers as in [100] and is implemented by [51], where the number of neurons in each

layer is similar to the AEs-based models in our experiments.

3.3.3 Experimental Scenario

Four linear classification algorithms, including Support Vector Machine (SVM),
Perceptron (PCT), Nearest Centroid (NCT), and Linear Regression (LR) [113], are
applied to the latent representation produced from MVAE, MAE, and MDAE. We
choose these linear and simple classifiers due to two reasons, i.e., (1) to perform
very fast and (2) to express the strength of representation models. Thus, these
algorithms are appropriate to use in IoTs networks where the device’s computing
resource is often constrained. The experiments were conducted on nine IoT datasets
(specified below). All techniques were implemented in Python using Tensorflow, and

Scikit-learn frameworks [113].

To highlight the strength of the proposed models, the performances of the four

classifiers trained on the latent representation of MVAE, MAE, and MDAE are
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compared with those from: (1) standalone classifiers (without using latent represen-
tation), including a very effective and widely use for AD, Random Forest (RF) [54,
103]; (2) classifiers using the latent representations of AutoEncoder (AE), Denois-
ing AutoEncoder (DAE), Variational AutoEncoder (VAE), Convolutional Neuron
Network (CNN) and Deep Belief Network (DBN) [100]. We carried out four experi-
ments to investigate the properties of the latent representations obtained by MVAE,
MAE, and MDAE.

o Ability to detect unknown attacks: Evaluate the accuracy of the four classifiers
that are trained on the latent representation of the proposed models compared
to those working with AE, DAE, VAE, CNN and DBN, and on the original

input data with RF.

o (Cross-datasets evaluation: Investigate the influence of the various attack types
used for training models on the accuracy classifiers in detecting unknown at-

tacks.
e [nfluence of parameters

— Influence of the noise factor: Measure the influence of the noise level on

the latent representation of MDAE.

— Influence of the hyper-parameters of classifiers: Investigate the effects of
hyper-parameters on the accuracy of the classifiers working on different

latent representations.

o Complexity of AE-based models: Assess the complexity of AE-based models

based on the number of parameters.

All experiments are done using the N-BaloT datasets as described in Section 3.3.1.
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Table 3.2 : AUC scores produced from the four classifiers SVM, PCT, NCT and LR
when working with standalone (STA), our models, DBN, CNN, AE, VAE, and DAE
on the nine IoT datasets. In each classifier, we highlight top three highest AUC
scores where the higher AUC is highlighted by the darker gray. Particularly, RF is
chosen to compare STA with a non-linear classifier and deep learning representation
with linear classifiers.

Class- Models Datasets
ifiers IoT-1 IoT-2 IoT-3 IoT-4 IoT-5 IoT-6 IoT-7 IoT-8 IoT-9
RF STA [0.979 0.963 0.962 0.670 0.978 0.916 0.999 0.968 0.838
STA [0.839 0.793 0.842 0.831 0.809 0.934 0.999 0.787 0.799
DBN | 0.775 0.798 0.950 0.941 0.977 0.822 0.960 0.772 0.757
CNN | 0.500 0.500 0.702 0.878 0.815 0.640 0.996 0.809 0.845
VM AE 0.845 0.899 0.548 0.959 0.977 0.766 0.976 0.820 0.997
VAE | 0.500 0.500 0.500 0.500 0.500 0.500 0.500 0.500 0.500
DAE | 0.849 0.990 0.569 0.968 0.980 0.803 0.982 0.818 0.996
MVAE | 0.914 0.948 0.978 0.985 0.932 0.950 0.998 0.826 0.858
MAE [0.999 0.997 0.999 0.987 0.982 0.999 0.999 0.846 0.842
MDAE [0.999 0.998 0.999 0.992 0.982 0.999 0.999 0.892 0.902
STA [0.768 0.834 0.568 0.835 0.809 0.933 0.998 0.753 0.802
DBN [0.995 0.786 0.973 0.954 0.697 0.847 0.957 0.783 0.755
CNN | 0.500 0.500 0.674 0.877 0.812 0.635 0.996 0.797 0.844
POT AE 0.849 0.892 0.498 0.965 0.977 0.813 0.977 0.814 0.815
VAE |0.503 0.501 0.499 0.501 0.507 0.497 0.500 0.500 0.499
DAE | 0.882 0.903 0.534 0.969 0.982 0.862 0.984 0.857 0.849
MVAE | 0.954 0.947 0.972 0.986 0.923 0.923 0.997 0.823 0.849
MAE ]0.996 0.996 0.999 0.998 0.989 0.999 0.999 0.833 0.991
MDAE [0.996 0.997 0.999 0.998 0.989 0.999 0.999 0.889 0.991
STA |0.743 0.747 0.498 0.785 0.692 0.570 0.993 0.770 0.748
DBN |0.994 0.786 0.954 0.938 0.961 0.927 0.859 0.781 0.964
CNN | 0.500 0.500 0.680 0.877 0.767 0.632 0.977 0.777 0.799
NCT AE 0.985 0.767 0.498 0.834 0.835 0.997 0.945 0.746 0.767
VAE |0.501 0.506 0.511 0.487 0.499 0.505 0.500 0.488 0.479
DAE |0.989 0.770 0.580 0.882 0.863 0.997 0.966 0.806 0.788
MVAE | 0.846 0.939 0.973 0.984 0.927 0.937 0.998 0.822 0.796
MAE [0.998 0.996 0.999 0.987 0.982 0.999 0.999 0.828 0.799
MDAE | 0.996 0.998 0.998 0.992 0.985 0.999 0.999 0.887 0.889
STA |0.862 0.837 0.565 0.829 0.802 0.932 0.998 0.791 0.800
DBN | 0.776 0.939 0.960 0.955 0.961 0.837 0.962 0.779 0.755
CNN | 0.500 0.500 0.710 0.878 0.811 0.636 0.997 0.801 0.843
IR AE 0.850 0.894 0.498 0.958 0.987 0.743 0.996 0.795 0.998
VAE | 0.500 0.499 0.500 0.500 0.500 0.500 0.500 0.500 0.500
DAE | 0.871 0.902 0.587 0.966 0.982 0.801 0.996 0.810 0.988
MVAE | 0.921 0.989 0.981 0.985 0.933 0.955 0.999 0.828 0.858
MAE [0.999 0.997 0.999 0.988 0.984 0.999 0.999 0.835 0.840
MDAE | 0.996 0.998 0.998 0.992 0.985 0.999 0.999 0.887 0.889
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3.4 Result and Analysis

This section describes in detail the main experiments and the investigation of
the proposed latent representation models. More importantly, we try to explain the

experimental results.

3.4.1 Ability to Detect Unknown Attacks

This section presents the main experimental results of our proposed models. We
evaluate the proposed models as the ability to detect unknown attacks of the four
classifiers trained on the latent representation. As mentioned above, each of the nine
[oT datasets has five or ten specific types of botnet attacks. For each IoT dataset,
we randomly select two types of IoT attacks and 70% of normal traffic for training,
and the rest of IoT attacks and normal data are used for evaluating our models. The
training attacks in this experiment are shown in Table 2.2. As seen in this table, we
only use two types of DDoS attacks for training, and the rest is for testing. This
guarantees that there are some types of IoT attacks used for evaluating models that
have not been seen in the training process. These types of attacks are considered as
unknown attacks. The results produced from the four classifiers working with our
proposed models are also compared with those working with the original input space
and the latent feature space of AE, DAE, VAE, CNN, and DBN. We also compare
the results from all linear classifiers with one non-linear classifier (i.e., RF) that is
trained on the original feature. The main experimental results (AUC scores) are

shown in Table 3.2.

In Table 3.2, we can observe that the classifiers are unable to detect unseen IoT
attacks (the AUC scores approximate 0.5) on the representation resulting from the
VAE model. The reason is that the VAE model aims to generate data samples from
the normal distribution instead of building a robust representation for a classification

task. This observation is also obtained in the previous research [121].
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It can also be seen from Table 3.2 that the performances of the four classifiers
working with all latent representation models on the IoT-9 dataset are not consistent
as those on other datasets. When observing the latent representation of AE and
DAE, LR and SVM can perform very well on the IoT-9 dataset while PCT and NCT
can not. On the contrary, LR and SVM perform less efficiently than PCT and NCT

when working on the latent representation of our proposed models.

It can be seen from Table 3.2 that the latent representations resulting from
MVAE, MAE, and MDAE help four classifiers achieve higher classification accuracy
in comparison to those using the original data. For example, the AUC scores of SVM,
PCT, NCT, and LR working on the latent representation of MAE are increased
from 0.839, 0.768, 0.743, and 0.862 to 0.999, 0.996, 0.998, and 0.999 with those
working on the original data on the IoT-1 dataset, respectively. The increase in
the classification accuracy can also be observed from MDAE and MVAE. Moreover,
our proposed models also help the linear classifiers achieve higher AUC scores (the
fifth and sixth rows) than those using the latent representations of the AE and
DBN (the third and fourth rows). Among the linear classifiers, PCT working with
the latent representation of MVAE, MAE, and MDAE enhances the accuracy of
all the IoT datasets, including IoT-9. Finally, four classifiers trained on the latent
representations of MAE and MDAE tend to produce more consistent results than

the previous one (MVAE).

Comparing the accuracy of linear classifiers with a non-linear classifier (e.g., RF),
the table shows that RF is often much better than all linear classifiers when they are
trained on the original features. This evidences that these datasets are not linearly
separable in the original space. However, by training on the latent representation
of MVAE, MAE, and MDAE, the accuracy of all linear classifiers is considerably
improved and often much greater than that of RF. The exception only occurs in

[0T-8, where none of the linear classifiers can outperform RF. This result verifies
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that the proposed models help to project the non-linear datasets in the original

space into linearly separable data in the latent space.

We also carried out an experiment to explain why our models can support con-
ventional classifiers to detect unknown attacks efficiently. In this experiment, we
train the AE and MAE on normal data and TCP attacks. The size of the hidden
layer of AE and MAE is set at 2 to facilitate the visualization. After training, we
test these models on the testing data containing normal samples, the TCP attacks
(known attacks), and the UDP attacks (unknown attacks). In Fig. 3.5, we plot 1000
random samples of the training and the testing data in the hidden space of AE and

MAE.

Fig. 3.5 (a) and Fig. 3.5 (b) show that the representation of AE still can dis-
tinguish the normal samples, known attack samples and unknown attack samples.
This is the main reason for the high performance of classifiers on the AE’s repre-
sentation presented in Table 3.2. However, while MAE can compress normal and
known attack samples into two very compact areas on both the training and testing
data, AE does not obtain this result. The normal and known attacks in the training
data of AE spread significantly wider than the samples of MAE. More interestingly,
the samples of unknown attacks in the testing data of MAE are mapped closely to
the region of known attacks. Hence, they can be distinguished from normal samples
more easily. By contrast, the samples of unknown attacks in AE are very close
to the normal data, and hence they are difficult to separate from the normal sam-
ples (benign samples). This result evidences that our proposed model, i.e., MAE,
achieves its objective of constraining the normal data and known attack data into
two compact areas in the hidden space. Moreover, the unknown attacks are also
projected close to the region of known attacks. Subsequently, both attacks (known
and unknown) can be effectively identified using some simple classifiers applied to

the latent features of MAE.
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Figure 3.5 : Latent representation resulting from AE model (a,b) and MAE model

(c,d).
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3.4.2 Cross-datasets Evaluation

Among the two tested botnet families, the Gafgyt botnet family is a lightweight
version of the Internet Relay Chat model. Thus, the DDoS attacks in Gafgyt are
often the traditional SYN, UDP, and ACK Flooding attacks [72]. However, the
Mirai botnet is usually a more dangerous IoT malware. It can exploit devices based
on several architectures and can perpetuate a wide range of DDoS attacks based on

different protocols (e.g., TCP, UDP, and HTTP) [68, 72].

Each botnet family, Gafgyt or Mirai, can generate several DDoS attacks. Dif-
ferent botnets can create different network traffic transmitted from bots to infected

devices, which results in different feature values of attack data.

This experiment aims to examine the stability of the latent representation pro-
duced by MVAE, MAE, and MDAE when training on one botnet family and eval-
uating the other. We consider two scenarios: (1) training data is Mirai, and testing
data is Gafgyt, and (2) Gafgyt is chosen for training, and Mirai is used for testing.
These scenarios guarantee that the testing attack family has not been seen in the
training phase. We use the NCT classifier for investigating our models, and the
experimental results of NCT trained on IoT-2! are shown in Table 3.3. In this table,
the second row represents the models trained on Gafgyt botnets and evaluated on
Mirai botnets. In the third row, Mirai is used for training and Gafgyt is used for
testing. We do not do this experiment for CNN and VAE due to their ineffectiveness

in detecting attacks presented in Table 3.2.

This table shows that when the training data and testing data come from different
botnet families, it is difficult for the NCT classifier to detect unknown botnet attacks.

Both the standalone NCT and NCT, with the representation of AE and DBN, tend

IDue to the space limitation, we only present the results of the NCT classifier on one dataset,
i.e., IoT-2. The results of the other classifiers on the rest of datasets are similar to the results in
this subsection.
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Table 3.3 : AUC score of the NCT classifier on the IoT-2 dataset in the cross-
datasets experiment.

Train/Test botnets | STA | DBN | AE | MVAE | MAE | MDAE
Gafgyt/Mirai 0.747 | 0.732 | 0.717 | 0.943 | 0.974 | 0.988
Mirai/Gafgyt 0.747 | 0.720 | 0.628 | 0.999 | 0.999 0.999

to produce poor performance in both scenarios. The reason is that the AE and DBN
can only capture the input data’s useful information once they gather sufficient data.
In this case, the training attacks and testing attacks come from totally different
botnet families. The trained AE and DBN may be unable to represent the attacks
that have not been seen in the training phase, which results in poor performance for
the NCT classifier (as shown in the first three rows of Table 3.3). On the other hand,
the latent representations of MVAE, MAE, and MDAE are designed to reserve some
regions being close to the anomaly region for unknown IoT attacks. Thus, these AEs
help NCT to identify unknown attacks more effectively and perform well in both
scenarios (as observed in the last three rows of Table 3.3). For example, the AUC
scores of NCT to predict the Mirai botnet increase from 0.747 with the original
data to 0.943, 0.974, and 0.988 with representations of MVAE, MAE and MDAE,
respectively. These results confirm that our learning representation models can

enhance the ability to detect unknown IoT attacks of simple classifiers.

3.4.3 Influence of Parameter

This subsection analyzes the impact of several important parameters to the per-
formance of the proposed models. The analyzed parameters include the noise factors

in MDAE, and the hyper-parameters in SVM and NCT classifiers.

Influence of the Noise Factor

This experiment examines the impact of the noise factor on the MDAE’s perfor-

mance. In this proposed model, the Gaussian noise function in Eq. 2.6 is employed
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Figure 3.6 : Influence of noise factor on the performance of MDAE measuring by
the average of AUC scores, FAR, and MDR produced from SVM, PCT, NCT and
LR on the IoT-1 dataset. The noise standard deviation value at ,,,;c = 0.01 results
in the highest AUC, and lowest FAR and MDR.

to add noise to the input of MDAE. We will analyze the characteristics of MDAE
when the standard deviation o, of Gaussian function is varied in the range of
[0.0,0.1] on the ToT-1 dataset. The value of the standard deviation o,,.;s. presents

the amount of information of the input data which is noised.

Fig. 3.6 presents the influence of the noise factor on MDAE observed by mea-
suring the classification accuracy average of the four classifiers. This figure shows
that the mean of AUC tends to be stable with 0, < 0.01, reaches a peak at
Onoise = 0.01, and then decreases gradually when o,,,;sc > 0.01. At the same time, a
major part of the False Alarm Rate (FAR) scores™ and Miss Detection Rate (MDR)
scores'! curves go in the opposite direction. These results imply that MDAE achieves

the best performance when the value of 7, is 0.01.

**FAR is defined as the number of false alarms of negative samples per the total number of real
negative data samples.

TMDR is defined as the number of miss detection of positive samples per total of real positive
samples.
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Figure 3.7 : AUC scores of (a) the SVM classifier and (b) the NCT classifier with
different parameters on the IoT-2 dataset.

Influence of the parameter of Classifier

This experiment investigates the influence of the hyper-parameters on the per-
formance of classifiers when they are trained on the original feature space and the
latent representation of five deep learning models including AE, DBN, MVAE, MAE
and MDAE. We conduct experiments on two well-known classification algorithms,

i.e., SVM and NCT#. The IoT-2 dataset is chosen for this experiment.

The first parameter is analyzed as the hyper-parameter C' of SVM. The hyper-
parameter C' is a regularizer that controls the trade-off between the complexity of
the decision plane and the frequency of error in the SVM algorithm [21]. This hyper-
parameter presents the generalization ability to detect unseen attacks of the SVM
classifier. Fig. 3.7 (a) presents the influence of C' on the performance of SVM (AUC
scores). It can be seen that the AUC scores of SVM training on the original feature
space and the latent feature spaces of the AE and DBN vary considerably when C

is varied in the range from 10~* to 10°. By contrast, the MVAE, MAE, and MDAE

HThe performance of SVM and NCT is often strongly influenced by some important hyper-
parameters.
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models support the SVM to produce very high and consistent AUC scores over a
wide range of C values. It suggests that the proposed models generate more robust
latent representations than the previous ones. It makes the SVM training process

consistent /insensitive on a wide range of hyper-parameter settings.

The second parameter is the distance metric used in the NCT classifier. The
five common distance metrics including cosine, euclidean, manhattan, mahalanobis
and chebyshev are used to measure distances in NCT. The metric hyper-parameter

is used to calculate distances between data samples in a feature array [113].

In machine learning, we might possibly get better results when using differ-
ent distance metrics [1]. Usually, the cosine metric is usually used when we have
high-dimensional data and when the magnitude of the vectors is not of impor-
tance. Oppositely, the euclidean distance works well when data has low-dimension
and the magnitude of the vectors is important. When the dataset has discrete
and/or binary attributes, the manhattan distance can work quite well. Besides, the
mahalanobis distance takes co-variance into account which helps in measuring the
strength /similarity between two different data objects. Finally, the chebyshev dis-
tance is often used in warehouse logistics as it closely resembles the time an overhead

crane takes to move an object.

Fig. 3.7 (b) shows that the NCT classifier working with MVAE, MAE, and
MDAE tends to yield high and stable AUC scores over the five different values of
the metric parameter. On the other hand, the AUC scores of NCT training on
the original feature space and the AE and DBN feature spaces are much lower and

unpredictably changed with different values of metric.

The experiments in this subsection clearly show that our proposed models (i.e.,
MVAE, MAE, and MDAE) can support classifiers to perform consistently on a wide

range of hyper-parameter settings. Perhaps, the reason for these results is that the



3.4 Result and Analysis 63

latent representations of our models can map normal data and attacks into two
separate regions. Thus, linear classifiers can easily distinguish attacks from normal

data, and their performance is less sensitive to hyper-parameters.

3.4.4 Complexity

Table 3.4 : Complexity of AE-based models trained on the [oT-1 dataset.

Models | No. Trainable Parameters
AE 25117
VAE 25179
DAE 25117
MVAE 25179
MAE 25117
MDAE 25117

Table 3.4 presents the number of trainable parameters in each AE-based model.
This information is exported from the training process of these models on the IoT-
1 dataset. As presented in the trainable parameters of AE-based models with the
same architecture are similar. Therefore, adjusting the loss functions of the proposed

models does not affect much to the model size of AE-based models.

3.4.5 Assumption and Limitation

Although our proposed models possess many advantages in learning a new repre-
sentation of the IoTs datasets, they are subject to few limitations. First, we assume
that there is sufficient data to train good models for learning representation. In the
proposed models in this chapter, the number of training samples for both normal
and attack data is more than ten thousand samples. If we do not have enough
data for training (only a few hundred), it will be difficult to train a good model
for mapping input features to a new feature space. In the future, we will study
techniques to generate synthesized data [123] to train the models proposed in this

chapter. Second, the advantages of representation learning models come with the
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Figure 3.8 : Average testing time for one data sample of four classifiers with different
representations on IoT-9.

cost of running time. Since a neural network is used to project the input data into
a new presentation, the executing time of these models is often much longer than
using classifiers on the original feature spaces. Fig. 3.8 presents the average time for
processing one data sample of all tested methods. It can be seen that the processing
time of all deep learning models is roughly equal and much longer than that of the

standalone method.

[oT applications appear in many aspects of our lives, such as smart cities, home
automation, and data security [62, 96]. Specifically, alert systems in data security
applications require usage and pattern analysis for all data across all systems, in
real-time. Moreover, only stream processing is able to filter, aggregate, and analyze
continuous data collection in milliseconds [96]. As a result, no behaviors of IoT
traffic data get overseen or outdated. Thus, the running time of these models is still

acceptable (about 1.3 milliseconds) for most applications in the real world.
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3.5 Conclusion

In this chapter, we have designed three novel AE-based models for learning a
new latent representation to enhance the accuracy in AD. In our models, normal
data and known attacks are projected into two narrow separated regions in the latent
feature space. To obtain such a latent representation, we have added new regularized
terms to three AE versions, resulting in three regularized models, namely the MVAE,
MAE and MDAE. These regularized AEs are trained on the normal data and known
IoT attacks, and the bottleneck layer of the trained AEs was then used as the new

feature space for linear classifiers.

We have carried out extensive experiments to evaluate the strength and examine
different aspects of our proposed models. The experimental results demonstrate
that our proposed models can map the non-linear separable normal and attack data
in the original space into linear and isolated data in their latent feature space.
Moreover, the results also showed that unknown attacks tend to appear close to
known attacks in the latent space. The distribution of the data in the latent space
makes the classification tasks much easier than executing them in the original feature
space. Specifically, linear classifiers working with the latent feature produced from
our models often significantly outperform those working with the original features
and the features created by AE and DBN on the nine IoT attack datasets. The new
data representation also helps the classifiers perform consistently when training on

different datasets and varying a wide range of hyper-parameter settings.
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Chapter 4

DEEP GENERATIVE LEARNING MODELS FOR

CLOUD ANOMALY DETECTION

In Chapter 3, we proposed a representation learning method that projects the
normal traffic and abnormal traffic into distinguishable spaces. The proposed rep-
resentation learning method helps to improve the accuracy of machine learning in
detecting network anomalies, especially new/unknown anomalies. However, this ap-
proach only performs well with the assumption that we can collect enough labelled
data from both normal traffic and anomalous traffic. Nevertheless, in many prac-
tical applications, this assumption may not always be the case. In many network
environments, e.g., IoT, cloud, collecting attack traffic is much more complicated
than those of normal traffic. For example, the network attacks in the cloud envi-
ronment are difficult to collect due to the sensitive applications of providers and
end-users. Moreover, the wide spread of cloud attacks and serious impact causes
to the availability and the reputation of cloud providers. Subsequently, most of the
network attack datasets are imbalanced. On such skewed datasets, the predictive
model developed using conventional machine learning algorithms could be biased

and inaccurate.

In this chapter, we propose a novel solution to enable robust cloud anomaly using
a type of deep neural network so called a generative model. Compared with previ-

ous data generation techniques, our solution uses the generative models with noisy
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input and label information. Moreover, the proposed technique focuses on generat-
ing the data samples which are difficult for classifiers. Specifically, we develop two
deep generative models to synthesize malicious samples on the cloud systems. The
first model, Conditional Denosing Adversarial AutoEncoder (CDAAE), is used to
generate specific types of malicious samples. The second model (CDAEE-KNN) is
a hybrid of CDAAE and the K-nearest Neighbor algorithm to generate malicious
borderline samples* that further help improve the accuracy of cloud anomaly de-
tection. The synthesized samples are merged with the original samples to form the
augmented datasets. Three machine learning algorithms are trained on the aug-
mented datasets and their effectiveness is analyzed. The experiments conducted
on four popular intrusion datasets show that our proposed techniques significantly
improve the accuracy of the cloud anomaly detection system compared with the
baseline technique and previous approaches. Moreover, our models also enhance
the accuracy of machine learning algorithms in detecting some currently challenging

DDoS attacks including low-rate DDoS attacks and application layer DDoS attacks.

The rest of the chapter is organized as follows. The proposed models are pre-
sented in Section 4.1. Section 4.2 presents the experimental settings. Section 4.3
and Section 4.4 discuss and analyze the performance results and properties of the
proposed models. Finally, in Section 4.5, we conclude the contributions of this

chapter.

4.1 Proposed Generative Models for Cloud Anomaly Detec-
tion

This section proposes two generative models for generating malicious samples

for the cloud AD, i.e., CDAAE and CDAAE-KNN.

*The samples are positioned close to the decision boundary in order to distinguish between the
two classes.
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4.1.1 Conditional Denoising Adversarial AutoEncoder

CDAAE aims to leverage the effectiveness of SAAE [3] in generating malicious
samples. It is different from SAAE in two folds. First, the label information (y) is
incorporated into both decoder De and encoder En instead of only De in SAAE.
This makes CDAAE easier to generate synthesized samples for any specific class.
Second, the input to CDAAE is the noisy version of the original input. This helps
the E'n to learn the more robust latent representation. In the CDAAE model, Xpoise

is generated from x using the Gaussian corruption function [7] in Eq. 4.1.

[ (Xnoise|X) = N(x, 021), (4.1)

where the mean and standard deviation values of the Gaussian noise are x and o,

respectively.

Figure 4.1 : Structure of CDAAE.

Fig. 4.1 describes the architecture of CDAAE. Two networks in CDAAE are
jointly trained in two phases, i.e., the reconstruction phase and the regularization
phase. In the reconstruction phase, the encoder of CDAAE (En), receives two in-
puts, i.e., a noisy data Xpeise and a class label y, and generates the latent represen-
tation or the bottleneck z. The latent representation z is used to guide the decoder

of CDAAE to reconstruct the input at its output from a desired distribution, i.e.,
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the standard normal distribution. Let Wg,, Wpe, bgn, and bpe be the weight ma-
trices and the bias vectors of En and De, respectively, and x = {x', 2%, ... 2"} be a
training dataset where n is the number of training data samples, the computations
of En and De based on each training sample are presented in Eq. 4.2 and Eq. 4.3,

respectively.

Zi = fEn(WEn(xiLoise | yt + bEn)? (42)
7' = fpe(Wpe(z' | ) + bpe), (4.3)

where | is concatenation operator and fg, and fp. are the activation functions
of the encoder En and the decoder De, respectively. y' is the label of the data

)
noise

sample z°, is generated from z¢ by Eq. 2.6. The reconstruction phase aims to
reconstruct the original data x from the corrupted version Xpeise by minimizing the

reconstruction error (Ryyss) in Eq. 4.4.

i ~i)2
Rloss*g' (.75 :U) (4.4)

In the regularization phase, an adversarial network is used to regularize the
hidden representation z of CDAAE. The generator (Ge) of the adversarial network,
which is also the encoder of the Denoising AutoEncoder (En), tries to generate
the latent variable z that is similar to sample z drawn from a standard normal
distribution, p(z) = N(z|0,1). We define d,¢q and djqe as the outputs of Di with
inputs z and z, respectively. Let Wp; and bp; be the weight matrix and the bias
vector of Di, respectively. For each data point 2', d.,;, and dj,,. are calculated as
follows:

dieal = fDi(WDizi + bDi); (45)

;ake = fDi(WDigi + bDi)a (46)
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where fp; is the activation function of Ds.

The discriminator (Di) attempts to distinguish the true distribution z ~ p(z)
from the latent variable z by minimizing Eq. 4.7 whereas the generator Ge (or En)

tries to generate z to fool the discriminator Di by maximizing Eq. 4.8.

n

1 ‘ _
Digss = =~ > (log(d; o) + log(1 = diy,)) (4.7)
=0
1 « .
Gross = — Y log(d. . ). 4.8
l o ; og( fak:e) (4.8)

The total loss function of CDAAE is the combination of the three above losses as

in Eq. 4.9 and CDAAE is trained to minimise this loss function.

LCDAAE - Rloss + Dloss - Gloss~ (49)

4.1.2 Borderline Sampling with CDAAE-KNN

In machine learning, data samples around the borderline between classes are
often prone to be misclassified. Therefore, these samples are more important for
estimating the optimal decision boundary. Generating synthesized samples in this
area potentially makes it more beneficial than performing on the whole minority
class [45]. Nguyen et al. [43] uses SVMs to learn the boundary of classes and over-
sampling the minor samples around this boundary. However, when dealing with
imbalanced datasets, the class boundary learned by SVMs may be skewed toward

the minority class, thereby increasing the misclassified rate of the minority class [55]

In this chapter, we determine the borderline samples using the K nearest neighbor
algorithm (KNN). Specifically, we propose a hybrid model between CDAAE and
KNN (shorted as CDAAE-KNN) for generating malicious data for the cloud ADs.

In this model, KNN is used to select the generated samples by CDAAE that are
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close to the borderline.

Algorithm 3 CDAAE-KNN algorithm.

INPUT:
X: original training set
X: generated data samples
m: number of nearest neighbours
d(z,y): Euclidean distance between vector = and vector y
OUTPUT:
Xpew: new sampling set
BEGIN:
1. Training CDAAE on X to have the trained decoder network (De)
2. Set X contains minority samples generated by De
3. Run KNN algorithm on set X U X
for each z; € X do
- Set m = number of majority class samples in k& nearest neighbours
- Set n = number of minority class samples in k£ nearest neighbours
if m > oy and n > a5y then
Xnew = X U{x;}
end if
end for

return X,
END.

Algorithm 3 describes the details of CDAAE-KNN. The algorithm is divided into
two phases: generation and selection. In the generation phase (Steps 1 and 2), we
train a CDAAE model on the original dataset X. Then, we use the decoder network
De of CDAAE to generate new samples for the minority classes. The generated
dataset is called X. In the selection phase, the KNN algorithm is executed in the
sample set X U X to find the k nearest neighbours of the samples z; € X. For each
x;, we calculate the number of nearest samples which belong to minority classes n
and the number of nearest samples which belong to majority classes m. If m and n
are larger than thresholds « and as, respectively, the sample x; will be considered

as the borderline samples and it is added to the output set X,,.,,.

We consider the K nearest neighbor data samples of the generated data of a minor

class by CDAAE-KNN. Out of these neighbor samples, 85% belong to the minor
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class and 15% belong to the major class. As a result, CDAAE-KNN can generate
minor data samples that are closely located to major data samples. These samples
are known as borderline data samples, which often pose challenges for classifiers.
Hence, it is reasonable to expect that CDAAE-KNN may generate misclassified

samples with a certain probability.

4.2 Experimental Settings

This section describes the datasets and the experimental settings used in this

chapter.

4.2.1 Datasets

To evaluate the effectiveness of the proposed methods, we performed experi-
ments using four datasets including cloud DoS attack datasets, low-rate DDoS attack
datasets, application layer DDoS attack datasets, and network AD datasets. These
attacks are drawn from the cloud AD dataset [95], the CIC-IDS 2017 dataset [50]),
the NSL-KDD dataset [84] and the UNSW-NB15 dataset [83]. The reason for us-
ing these datasets is to demonstrate the effectiveness of the proposed solutions in
detecting attacks in three different scenarios: (1) the most popular attack on the
cloud (the cloud DDoS datasets), (2) the two most challenging attacks on the cloud
(the low-rate DDoS datasets and the application level datasets), (3) the general
network attacks (the network AD datasets). The descriptions of these datasets are
presented in Section 2.5. The number of synthesized samples is calibrated at 10
times compared to the number of attacks in the original data. We have also tested

with different values: 5, 10, 15, 20, 50, and 100.

4.2.2 Experimental Scenario

We divided our experiments into three sets. The first set (presented in detail

in Appendix A.1) is to find a set of appropriate values for the hyper-parameters
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of the deep network models on each dataset. For this, we applied the Bayesian
Optimization [70] technique to automatically find the appropriate values for the
hyper-parameters of the tested models on each dataset. We then used the values
obtained by the Bayesian Optimization to train the deep network models on the

training data.

After training, the model is used to generate the synthesized data to balance the
current skewed dataset. The synthesized samples are then merged with the original
data to form the augmented datasets. Three popular classification algorithms, i.e.,
SVM, decision tree (DT), and random forest (RF), are trained on the augmented
datasets. The implementation of these classification algorithms in a popular machine
learning packet in Python, Scikit learn [113], is used. To minimize the impact of
experimental parameters on the performance of the classification algorithms, we also
implemented the grid search technique for each classifier algorithm. The range of
values for each parameter tuned by the grid search technique is shown in Table 4.1.
In our experiments, we used the default settings in the Scikit learn library in which

5-fold crossover validation is used to perform the grid search.

Table 4.1 : Values of the parameters used in the grid search for classifiers.

Classifiers Parameters
SVM kernel = rbf; gamma = 0.001,0.01,0.1, 1.0
DT max — depth = 5,6,7,8,9,10,50, 100
RF n — estimators = 5, 10, 20, 40, 80, 150

The second experimental set is to compare the performance (i.e. accuracy and
time) of our proposed models with the previous generative models. The tested
generative models include SMOTE-Support Vector Machine (SMOTE-SVM), Aux-
iliary Classifier Generative Adversarial Network (ACGAN), Conditional Variational
AutoEncoder (CVAE), and Supervised Adversarial AutoEncoder (SAAE). We also

evaluate the accuracy of the original method (referred to as ORIGINAL) in which
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the classifiers are trained on the original datasets without adding synthesized attack
samples. The last set is to analyze the three properties of CDAAE. This experiment
helps to shed some light on the performance of CDAAE. The results of the second

and third experiment sets are presented in the next two sections.

4.3 Performance Analysis

This section compares the proposed models with other tested models on two

measures, i.e., the accuracy and processing time.

4.3.1 Accuracy on Cloud DDoS Attack Datasets

First, we compare the effectiveness of CDAAE and CDAAE-KNN for generating
synthesized attacks with the previous generative models on the cloud DDoS attack
datasets. Table 4.2 presents the AUC and GEO of three classifiers when they are
trained on the original version and the augmented versions of the cloud DDoS attack

datasets.

Overall, all tested machine learning algorithms perform well in detecting cloud
DDoS attacks. The reason is that DDoS attacks usually have a huge volume of
traffic comparing to the normal traffic. Thus, the statistical features such as number
of occurrence for an incoming IP, bytes received per unique IP are very distinguish-
able between the normal traffic and the attack traffic. Moreover, using generative
models to generate synthesized attacks can enhance the accuracy of classifiers on
this problem. For example, the AUC score of SVM trained on the original version of
the PingOfDeath dataset is 0.972. This value is improved when SVM is trained on
the augmented datasets of the generative models and reaches 1.000 with CVAE and
SAAE. Among the five deep network models (ACGAN, CVAE, SAAE, CDAAE,
CDAAE-KNN), the table shows that their effectiveness is mostly equal on the two

datasets.
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Importantly, it can be observed that these DoS attacks can achieve AUC scores
of 1.000 using various generative models. This indicates that DoS attacks can be
easily detected due to their significant deviation from normal network traffic in terms
of volume. However, this phenomenon may not occur in the case of low-rate DoS

attacks, which will be discussed in the following section.

Table 4.2 : Results on the cloud DDoS datasets.

Al Dataset Cloud IDS
& Attack TCP land | PingOfDeath
Metric AUC | GEO | AUC | GEO

ORIGINAL 0.990 | 0.991 | 0.972 | 0.972
SMOTE-SVM[82] | 1.000 | 1.000 | 0.973 | 0.973
SVM ACGAN[144] 0.981 | 0.981 | 0.987 | 0.987

CVAE[93] 0.977 | 0.977 | 1.000 | 1.000
SAAE[] 1.000 | 1.000 | 1.000 | 1.000
CDAAE 1.000 | 1.000 | 0.988 | 0.988

ORIGINAL 0.950 | 0.951 | 0.982 | 0.982
SMOTE-SVM[82] | 0.999 | 0.999 | 0.973 | 0.973
DT ACGAN[144] 1.000 | 1.000 | 1.000 | 1.000

CVAE[93] 1.000 | 1.000 | 1.000 | 1.000
SAAE[] 1.000 | 1.000 | 1.000 | 1.000
CDAAE 1.000 | 1.000 | 1.000 | 1.000

ORIGINAL 0.928 | 0.927 | 0.970 | 0.969
SMOTE-SVM[82] | 0.999 | 0.999 | 0.973 | 0.973
RF ACGAN[144] 1.000 | 1.000 | 1.000 | 1.000

CVAE[93] 1.000 | 1.000 | 1.000 | 1.000
SAAE[] 1.000 | 1.000 | 1.000 | 1.000
CDAAE 1.000 | 1.000 | 1.000 | 1.000

4.3.2 Accuracy on Low-rate DDoS Attack Datasets

This subsection analyzes the tested methods on the low-rate DDoS attack datasets.
The results are presented in Table 4.3. First, it can be seen that detecting the low-
rate DDoS attacks is much harder than detecting the normal DDoS attacks. This

is reflected by the fact that the AUC and GEO of the classifiers in Table 4.3 are
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smaller than those in Table 4.2. Second, the accuracy of the classifiers is improved
significantly with the generative models. On the Slowloris of the cloud AD dataset,
the AUC scores of SVM, DT, and RF trained on the original version are improved
from 0.907, 0.915, and 0.911 to 0.925, 0.994, and 0.992, respectively, when they are
trained on the augmented datasets by CDAAE. Those values also are increased from
0.962, 0.961 and 0.995 to 0.993, 0.980, and 0.996, respectively, on the augmented
CIC-IDS17 Slowloris dataset by CDAAE.

Most importantly, the table shows that the proposed models, i.e., CDAAE and
CDAAE-KNN often achieve the highest AUC and GEO among all the tested gen-
erative methods. For instance, the AUC of DT on the datasets augumented by
CVAE and SAAE are 0.986 and 0.977, respectively and these values are increased
to 0.994 and 0.998, respectively, with CDAAE and CDAAE-KNN. The results with
other configurations are also similar in the sense that they show the benefit of using
CDAAE and CDAAE-KKN in improving the ability of machine learning models in

detecting low-rate DDoS, one of the most challenging DDoS attacks.

4.3.3 Accuracy on Application Layer Attack Datasets

This subsection compares the effectiveness of CDAAE and CDAAE-KNN for
generating synthesized attacks for application/gateway-level attacks. The results
of SVM, DT and RF on this datasets are presented in Table 4.4. These results
are consistent with the results in Table 4.3 in two folds. First, using generative
models to generate synthesized samples for the minor classes helps to improve the
accuracy of the classifiers significantly. The GEO score considers both the ability of
the classifier to correctly identify positive data samples (precision) and its ability to
capture all positive data samples (recall). Thus, it is a robust metric that provides

a balanced assessment of the classifier’s ability to handle both the majority and

minority classes. With the Botnet dataset, the GEO scores of SVM, DT, and RF
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Table 4.3 : Results on low-rate DDoS attack datasets.

Dataset Cloud IDS CIC-IDS 2017

Alg. Attack Slowloris Slowloris Slowhttp
Metric AUC | GEO | AUC | GEO | AUC | GEO
ORIGINAL 0.907 | 0.989 | 0.962 | 0.962 | 0.958 | 0.958
SMOTE-SVM[82] | 0.922 | 0.921 | 0.980 | 0.980 | 0.993 | 0.992
SVM ACGAN[144] 0.923 | 0.915 | 0.963 | 0.962 | 0.993 | 0.992
CVAE[93] 0.904 | 0.899 | 0.967 | 0.965 | 0.992 | 0.992
SAAE[3] 0.897 | 0.894 | 0.993 | 0.994 | 0.994 | 0.993
CDAAE 0.925 | 0.922 | 0.993 | 0.993 | 0.995 | 0.994
ORIGINAL 0.915 | 0.915 | 0.961 | 0.960 | 0.975 | 0.975
SMOTE-SVM[82] | 0.960 | 0.957 | 0.962 | 0.962 | 0.991 | 0.990
DT ACGAN[144] 0.956 | 0.963 | 0.995 | 0.994 | 0.980 | 0.980
CVAE[93] 0.986 | 0.985 | 0.966 | 0.966 | 0.979 | 0.979
SAAE[3] 0.977 | 0.977 | 0.975 | 0.975 | 0.994 | 0.993
CDAAE 0.994 | 0.994 | 0.980 | 0.980 | 0.996 | 0.996
ORIGINAL 0.911 | 0.966 | 0.995 | 0.995 | 0.992 | 0.991
SMOTE-SVM[82] | 0.976 | 0.976 | 0.995 | 0.995 | 0.996 | 0.996
RF ACGAN[144] 0.995 | 0.950 | 0.995 | 0.995 | 0.996 | 0.995
CVAE[93] 0.983 | 0.983 | 0.995 | 0.995 | 0.994 | 0.993
SAAE[3] 0.989 | 0.989 | 0.996 | 0.995 | 0.997 | 0.996
CDAAE 0.992 | 0.992 | 0.996 | 0.996 | 0.997 | 0.996

trained on the original version are improved from 0.670, 0.885, and 0.884 to 0.702,

0.982, and 0.940, respectively, when they are trained on the augmented datasets

by CDAAE. These values are also increased from 0.757, 0.472 and 0.947 to 0.824,

0.882, and 0.999, respectively, with the Brute Force dataset. These proves that the

proposed solution for balancing datasets strongly improves the effectiveness of ML

models for AD.

Second, Table 4.4 also shows that the AUC score and GEO score of classifiers

based on the generative models are usually higher than those of the traditional tech-

nique (SMOTE-SVM). For example, comparing SAAE and SMOTE-SVM, the AUC

scores are increased from 0.724, 0.980, and 0.912 to 0.730, 0.980, and 0.930, respec-
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tively, on the Botnet dataset corresponding to SVM, DT, and RF. These values
are changed from 0.802, 0.835, and 0.943 to 0.824, 0.837, and 0.997, respectively,
on the Brute Force dataset. Among all techniques for synthesizing data, it can be
seen that our models (CDAAE and CDAAE-KNN) often achieve the best results.
For example, the AUC scores of RF with CDAAE and CDAAE-KNN are 0.942 and

0.945, respectively, and these are the highest values among all generative methods.

Table 4.4 : Results of application level attack detection.

Dataset CIC-IDS 2017
Alg. Attack Botnet Brute Force | SSH-Patator
Metric AUC | GEO | AUC | GEO | AUC | GEO

ORIGINAL 0.724 | 0.670 | 0.786 | 0.757 | 0.750 | 0.708
SMOTE-SVM[82] | 0.724 | 0.665 | 0.802 | 0.809 | 0.760 | 0.758
SVM ACGAN(144] 0.735 | 0.722 | 0.812 | 0.812 | 0.760 | 0.758

CVAE[93] 0.724 | 0.670 | 0.811 | 0.810 | 0.755 | 0.752
SAAE[3] 0.730 | 0.701 | 0.824 | 0.823 | 0.761 | 0.760
CDAAE 0.755 | 0.702 | 0.828 | 0.824 | 0.764 | 0.762

ORIGINAL 0.888 | 0.885 | 0.611 | 0.472 | 0.999 | 0.999
SMOTE-SVM[82] | 0.980 | 0.980 | 0.835 | 0.820 | 0.999 | 0.999
DT ACGAN(144] 0.981 | 0.980 | 0.837 | 0.821 | 0.999 | 0.999

CVAE|[93] 0.975 | 0.972 | 0.837 | 0.821 | 0.999 | 0.999
SAAE[3] 0.980 | 0.981 | 0. 837 | 0.821 | 0.999 | 0.999
CDAAE 0.980 | 0.982 | 0.838 | 0.822 | 0.999 | 0.999

ORIGINAL 0.891 | 0.884 | 0.949 | 0.947 | 0.998 | 0.998
SMOTE-SVM[82] | 0.912 | 0.911 | 0.943 | 0.940 | 0.999 | 0.999.
RF ACGAN([144] 0.942 | 0.940 | 0.996 | 0.995 | 0.999 | 0.999

CVAE|[93] 0.935 | 0.930 | 0.997 | 0.993 | 0.999 | 0.999
SAAE[3] 0.930 | 0.928 | 0.997 | 0.995 | 0.999 | 0.999
CDAAE 0.942 | 0.940 | 0.999 | 0.999 | 0.999 | 0.999

4.3.4 Accuracy on Network AD Datasets

Table 4.5 presents the results of SVM, RF, and DT, on two network AD datasets
(NSL-KDD and UNSW-NB15). It can be seen that these datasets are much harder

than the previous datasets. This is reasonable since these experiments address
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multi-classification problems instead of binary classification. The difficulty of the
problems is reflected by the fact that the GEO value is 0 in many configurations.
The 0 GEO score evidences that the machine learning algorithms completely mis-
classify some attacks. For example, on the NSL-KDD dataset, the classifiers usually
cannot detect R2L and U2L attacks. On UNSW-NBI15, the classifiers trained on
the original version often cannot detect Analysis, Backdoor, Shellcode, and Worms

attacks.

Second, by using generative models to generate synthesized samples for the minor
classes, the accuracy of the classifiers is improved considerably. On the NSL-KDD
dataset, the GEO scores of SVM, DT, and RF are improved from 0, 0, and 0.442
to 0.763, 0.668, and 0.644, respectively, when they are trained on the augmented
datasets by CDAAE. These values are increased from 0 to approximately 0.452,
0.502, and 0.451, respectively, on the augmented UNSW-NB15 dataset by CDAAE-
KNN.

4.3.5 Processing Time Analysis

This subsection compares the processing time of all tested approaches. We mea-
sured the computational time for training and generating synthesized samples of
the methods on two datasets, PingOfDeath and TCPLand. All experiments were
conducted on the same computing platform, i.e., Operating system: Ubuntu 18.04.2
LTS (64 bit), CPU: Intel(R) Core(TM) i5-5200U, and RAM 8GB. The results are

presented in Table 4.6.

It can be seen that all approaches based on deep neural networks require a signif-
icant time to train the models whereas the traditional approach, i.e., SMOTE-SVM
do not require training the generative models. However, for the generation time,
i.e., the time to generate synthesized samples, the table shows that the difference

between the traditional approaches and the deep networks is negligible. Among the
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Table 4.5 : Results on the network AD datasets.

Alg. Dataset NSL-KDD UNSW-NB15
Attack Network attack | Network attack
Metric AUC GEO AUC GEO
ORIGINAL 0.570 0 0.129 0
SMOTE-SVM[82] | 0.688 0.585 0.218 0.148
SVM ACGAN[144] 0.794 0.534 0.496 0.322
CVAE[93] 0.707 0.627 0.365 0.300
SAAE[3] 0.742 0.698 0.349 0
CDAAE 0.812 0.763 0.371 0.453
ORIGINAL 0.430 0 0.221 0
SMOTE-SVM[82] | 0.446 0.361 0.348 0.228
DT ACGAN[144] 0.745 0.613 0.436 0.437
CVAE[93] 0.750 0.653 0.458 0.460
SAAE[3] 0.735 0.663 0.462 0.455
CDAAE 0.759 0.668 0.492 0.485
ORIGINAL 0.760 0.442 0.357 0
SMOTE-SVM[82] | 0.780 0.564 0.436 0.407
RF ACGAN[144] 0.679 0.421 0.485 0.443
CVAE[93] 0.790 0.352 0.554 0.398
SAAE[3] 0.785 0.516 0.463 0.433
CDAAE 0.779 0.644 0.556 0.503

Table 4.6 : Processing time of training and generating samples processes in seconds.

PingOfDeath TCP land

Method Train | Generate | Train | Generate
SMOTE-SVM[82] 0.100 0 0.178
ACGAN[144] 157.182 1.132 134.037 0.011
CVAE[93] 280.112 0.015 288.776 0.015
SAAE]3] 223.886 0.112 241.386 0.017
CDAAE 277.525 0.713 215.241 0.769
CDAAE-KNN 330.714 0.998 297.803 2.185

tested deep network models, we can see that CDAAE-KNN often requires a longer

time to generate data than those of the others. However, the overhead is not sig-

nificant. Moreover, both the training and generating processes are executed offline.

Therefore, using our proposed models to enhance the accuracy of the classifiers



4.4 Properties Analysis 81

will not affect the detection time (i.e., time to detect attacks) of the classification

algorithms.

Overall, the results in this section show that the generative models can be used
to generate meaningful samples for the minor classes on the cloud AD. Moreover,
our proposed models often achieve better results compared to the previous mod-
els. The reason for the better performance of the generative models compared to
the traditional approach (SMOTE-SVM) is that the traditional approaches create
samples that do not follow the original data distribution, while this problem is miti-
gated by using the generative models. Additionally, the methods based on CDAAE
(e.g., CDAAE and CDAAE-KNN) can lessen some limitations of the methods based
on GAN (e.g., ACGAN) and the methods based on VAE (e.g., CVAE). Moreover,
CDAAE- KNN usually yields more successful results compared with CDAAE thanks
to the usage of KNN to select important samples which contribute more to the clas-

sifiers.

4.4 Properties Analysis

This section deeper analyzes and compares three properties of the CDAAE in-
cluding the impact of balancing skewed datasets, the convergence of loss function in

the training process and the quality of the generated samples.

4.4.1 Effect of Balancing Data

We investigate whether adding the synthesized samples to the minor classes can
improve the performance of classifiers by conducting an experiment on the Slowloris
dataset. The ratio between the minor class (attack data) and the major class (normal
data) in the original data is 0.095. We train CDAAE on the original dataset and
use the trained model to generate the minor samples. We tested five scenarios in

which the rate between the attack data and the normal data increases from 0.195
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Figure 4.2 : Effect of using CDAAE to generate minor samples.

to 0.975 (as shown in Fig. 4.2).

Fig. 4.2 presents the AUC scores of SVM, DT and RF on the tested data. It
can be seen that the accuracy of the three classifiers is consistently improved when
the number of minor samples increases. For example, the AUC score of SVM is
improved from 0.907 to 0.925 when the balancing rate is increased from 0.095 to
0.975. More impressively, the AUC score of DT and RF is improved from 0.915 to
0.994 and from 0.911 to 0.992, respectively, corresponding to the above balancing
rate. This result evidences that using CDAAE to balance the skewed dataset in the

cloud AD can significantly improve the accuracy of the detection algorithms.

4.4.2 Loss Visualization

This subsection visualizes the reconstruction error in the training process of three

deep network models including CVAE, SAAE, and CDAAE . The reconstruction

TFor a fair comparison, we visualize the CDAAE model without noise.
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Figure 4.3 : Reconstruction error in training process of CVAE, SAAE, and CDAAE
without noise.

error loss value represents the ability of the models for generating data samples that
are similar to the input data samples. The smaller reconstruction error loss value

presents a better model for generating data samples.

It can be observed in Fig. 4.3 that the AAE-based models, i.e., SAAE and
CDAAE, reach lower reconstruction error values in the training process compared
with the VAE-based model, i.e., CVAE. Moreover, incorporating the label to both
En and De in the CDAAE model helps its RE loss to converge more quickly than
those of CVAE and SAAE. The reason for that is that incorporating label informa-
tion into both En and De can impose restrictions on how the En and De may use the
label attribute [44]. Only incorporating the label attribute to De as in CVAE and
SAAE may not guarantee these restrictions. Overall, our proposed model CDAAE
converges the lowest reconstruction error value in the training process. This subse-
quently helps CDAAE generate more meaningful attack samples compared to the

others.
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4.4.3 Quality of Synthesized Samples

This subsection qualitatively measures whether the generated data of the gener-
ative models converges to the true data distribution. We used the Parzen window
method [48] to estimate the likelihood of the synthesized samples following the distri-
bution of the original data. For each generative model, we fit the generated samples
by a Gaussian Parzen window and the log-likelihood of each generative model under
the true distribution is reported [48]. The window size parameter of the Gaussian is
obtained by cross-validation on the validation set. Experimental results are reported
in Table 4.7% where a higher value presents a better generative model.

Table 4.7 : Parzen window-based log-likelihood estimates of generative models on
the Cloud AD datasets.

Model Slowloris | TCP Land | PingOfDeath
SMOTE-SVM [82] | 43.33 £ 1.44 | 12.32 + 1.94 | 60.06 £ 0.40
ACGAN [144] 4418 £1.32 | 24.96 £ 1.45 | 68.54 £ 1.59
CVAE [93] 52.29 + 1.78 | 33.59 £ 1.29 | 46.89 £ 1.78
SAAE [3] 52.69 + 1.78 | 34.36 £ 1.46 | 60.87 £ 2.67

It can be seen that the log-likelihood of all generative models is always greater
than the value of SMOTE-SVM on all tested datasets. The reason is that the
generative models are trained to learn the true distribution of the original data
while SMOTE-SVM does not do so. Moreover, the log-likelihood of CDAAE is
always the greatest value among all generative models. This evidences that the
quality of the generated data of CDAAE is always better than the other models.
This result explains why machine learning algorithms trained on the augmented
datasets of CDAAE often achieve better performance compared to those trained on

the augmented datasets of the other generative models.

fFor each model, this table presents the mean and standard deviation of the log-likelihood of
the generated samples.
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4.5 Conclusion

This chapter has proposed two novel models, i.e., CDAAE and CDAAE-KNN,
to enrich the data and address the imbalance problem of AD datasets in the cloud
environment. The CDAAE model is used to generate samples for a specific class
label and CDAAE-KNN is used to synthesize samples that are close to the border-
line between classifiers. The augmented datasets are used to train three popular
classification algorithms, e.g., SVM, DT and RF. The experiments were conducted
on four classes of cloud AD datasets and the results have demonstrated that using
our proposed models to generate malicious data helps the classification algorithms
achieve higher performance in detecting cyberattacks on the cloud environment.
The experiments also show that CDAAE and CDAAE-KNN support classification
algorithms to enhance their accuracy in detecting two of the most challenging DDoS

attacks namely application layer DDoS and low-bandwidth DDoS.

We have also quantitatively measured the quality of the generated samples of
CDAAE and compared them with the previous models using the Gaussian Parzen
window. The results showed that the generated samples of CDAAE better follow
the original data distribution than the other tested models. These results shed light
on the better performance of the classifiers when they are trained on the augmented

datasets of CDAAE and CDAAE-KNN.
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Chapter 5

TRANSFER LEARNING FOR 10T ANOMALY

DETECTION

In Chapter 3 and Chapter 4, we have proposed two solutions to leverage the
effectiveness of deep learning models in AD. These solutions are based on the as-
sumption that we can collect labelled data of both normal and anomaly classes.
However, the labelling process is usually performed manually by humans. Such a
process is time-consuming and expensive. Thus, in practical domains, e.g., IoT en-
vironment, due to the quick evolution of network attacks, it is often unable to label
data for all samples collected from multiple devices. In other words, it is desirable to
develop detection models that can be used to detect attacks on IoT devices without

labelled information.

In this chapter, we propose a novel deep transfer learning (DTL) method that
allows us to learn from data collected from multiple IoT devices in which not all
of them are labelled. Specifically, we develop a DTL model based on the hybrid
of two AutoEncoders (AEs). The first AE is trained on the source domain with
label information, while the second AE is trained on the target domain without
label information. The training process aims to transfer the knowledge of the source
domain with label information to the target domain. As a result, the second AE can

enhance the accuracy of the target domain even though it has no label information.

The rest of this chapter is organized as follows. The proposed model is presented
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in Section 5.1. Section 5.2 discusses the experiment settings and Section 5.3 pro-
vides detailed analysis and discussion related to experimental results. Finally, the

conclusion is drawn in Section 5.4.

5.1 Proposed Transfer Learning Model for IoT Cyberattack
Detection

This section presents our proposed DTL models for IoT attack detection. We
first describe the overview of the system structure. After that, the DTL model is

discussed in detail.

5.1.1 System Structure

Fig. 5.1 presents the system structure that uses DTL for IoT anomaly detection.
First, the data collection module gathers data from all IoT devices. The training
data consists of both labelled and unlabelled data. The labelled data is collected
from some IoTs devices which are dedicated to labelling data. The labelling process
is usually executed in two steps [109], i.e., each data sample is extracted from cap-
tured packets using the Teptrace tool [116], then the data sample is labelled as a
normal sample or an attack sample by manually analyzing the flow using Wireshark
software [129]. Usually, the number of labelling IoT devices is much smaller than
the number of unlabelling IoT devices. Second, the collected data is passed to the
DTL model for training. The training process attempts to transfer the knowledge
information learnt from the data with label information to data without label infor-
mation. This is achieved by minimizing the difference between latent representations
of the source data and the target data. After training, the trained DTL model is
used in the detection module that can classify incoming traffic from all IoT devices
as normal or attack data. A detailed description of the DTL model is presented in

the next subsection.
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Figure 5.1 : Description of Deep Transfer Learning system.
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Figure 5.2 : Architecture of MMD-AE.

5.1.2 Transfer Learning Model

The proposed DTL (i.e., MMD-AE) model includes two AEs (i.e., AE; an AEy)
that have the same architecture as Fig. 5.2. The input of AE; is the data sam-
ples from the source domain (%) while the input of AE, is the data samples from
the target domain (x%). The training process attempts to minimize the MMD-
AE loss function. This loss function includes three terms: the reconstruction error

(/RE) term, the supervised (/qp) term and the Multi-Maximum Mean Discrepancy
MMMD) term.

We assume that ¢g, 0s, ¢r, O are the parameter sets of encoder and decoder
of AE; and AE,, respectively. The first term, (g including REs and REr in
Fig. 5.2, attempts to reconstruct the input layers at the output layers of both AEs.
In other words, the REg and RE try to reconstruct the input data xg and xr at

their output from the latent representations zg and z7, respectively. Thus, this term
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encourages two AEs to retain the useful information of the original data at the latent
representation. Consequently, we can use latent representations for classification

tasks after training. Formally, the fRp term is calculated as follows:
ERE(*IES‘? ¢57 057 1:%“7 ¢T: ‘gT) - l(xf% ig‘) + l(xéﬁ ‘%ZT>’ (5'1)

where [ function is the MSE function [121], z%, &%, z%, 2% are the data samples
of input layers and the output layers of the source domain and the target domain,

respectively.

The second term (g aims to train a classifier at the latent representation of
AE; using labelled information in the source domain. In other words, this term
attempts to map the value at two neurons at the bottleneck layer of AE4, i.e., zg,
to their label information yg. This is achieved by using the softmax function [46]
to minimize the difference between zg and yg. It should be noted that the number
of neurons in the bottleneck layer must be the same as the number of classes in the
source domain. This loss encourages distinguishing the latent representation space

from separated class labels. Formally, this loss is defined as follows:
(3R (s, ys, ds.05) = — Yy log(=d)), (5.2)
j=1

where z§ and y} are the latent representation and labels of the source data sample

k. ygj and zfgj represent the j — th element of the vector y% and 2%, respectively.

The third term fypp is to transfer the knowledge of the source domain to
the target domain. The transferring process is executed by minimizing the MMD
distances [8] between every encoding layers of AE; and the corresponding encoding

layers of AEy. This term aims to make the representations of the source data and
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target data close together. The £\ loss term is described as follows:

gMMD (‘TZS7 ¢S7 057'1.%‘7 ¢T7 GT)
£ . , (5.3)
= MMD(gk(ak), gh (7).
k=1

where K is the number of encoding layers in the AE-based model. &%(z%) and
&h(2h) are the encoding layers k-th of AE; and AE,, respectively, MMDY(, ) is the

MMD distance presenting in Eq. 2.11.

The final loss function of MMD-AE that is presented in Eq. 5.4 combines the
loss terms in Eq.5.1, Eq.5.2, and Eq. 5.3. After training, the AF; can do AD by
minimizing both {qp and (RE, the AF; also can do AD on the data of the target

domain due to minimizing both £y;\p and (R terms.
= Igg +{RE T '/MMD- (5.4)

Algorithm 4 presents the pseudo-code for training our proposed DTL model.
The training samples with labels in the source domain are input to AE; while the
training samples without labels in the target domain are input to AE,. The training
process attempts to minimize the loss function in Eq. 5.4). After training, AE, is

used to classify the testing samples in the target domain as in Algorithm 5.

Compared with the previous DTL model [35, 64|, the proposed model, i.e., MMD-
AE, is to transfer the knowledge not only in the bottleneck layer but also in all
encoding layers from the source domain, i.e., AE;, to the target domain, i.e., AE,.
As a result, MMD-AE allows to transfer more knowledge from the source domain
to the target domain. One possible limitation of MMD-AE is that it may incur
overhead time in the training process since the distance between multiple layers of

the encoders in AE; and AE;, is evaluated. However, in the predicting phase, only
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Algorithm 4 Training the proposed DTL model.

INPUT:

Tg,ys: Training data samples and corresponding labels in the source domain
xp: Training data samples in the target domain

OUTPUT: Trained models: AEs.

BEGIN:

1. Put x5 to the input of AE;

Put z7 to the input of AE,

&k(zg) is the representation of xg at the layer k of AE,

zg is the representation of xg at the bottleneck layer of AE;
&k(zr) is the representation of xp at the layer k of AE,

. Training the TL model by minimizing the loss function in Eq. 5.4
return Trained models: AE;, AE,.

END.

o ot W

Algorithm 5 Classifying on the target domain.
INPUT:

x7: Testing data samples in the target domain

Trained AEs model

OUTPUT: yr: Label of

BEGIN:

1. Put z7 to the input of AE,

2. zr is the representation of z7 at the bottleneck layer of AE,
3. yr = softmax (z7)

return yr

END.
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AE; is used to classify incoming samples in the target domain. Therefore, this model

does not lead to increasing the predicting time compared to other AE-based models.

5.2 Experimental setting

5.2.1 Dataset and Metric

To evaluate the performance of MMD-AE we used nine IoT attack detection
datasets from Meidan et al. [137]. These datasets are presented in Section 2.5.1.
To evaluate the effectiveness of the proposed model, we use a popular performance

metric, i.e., Area Under the Curve (AUC) score as presented in Section 2.4.

5.2.2 Hyper-parameters setting

The same configuration is used for all AE-based models in our experiments. This
configuration is based on the AE-based models for detecting network attacks in the
literature [136, 137, 121]. As we integrate the (gp loss term to MMD-AE, the
number of neurons in the bottleneck layer is equal to the number of classes in the
[oT dataset, i.e., 2 neurons in this chapter. The number of layers including both
the encoding layers and the decoding layers is 5. The ADAM algorithm [26] is used
for optimizing the models in the training process. The ReLu function is used as an
activation function of AE layers except for the last layers of the encoder and decoder
where the Sigmoid function is used. For all datasets, we select 10% of training data
as the validation sets for early stopping. This technique helps to stop the training
process automatically. The performance of each model is evaluated on the validation
set at the end of each 10 epoch. If the AUC score is reduced, the training procedure

will be stopped.
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5.2.3 Experimental Scenario

We carried out three sets of experiments in this chapter. The first set is to
investigate how effective our proposed model is at transferring knowledge from the
source domain to the target domain. We compare the MMD distances between the
bottleneck layer of the source domain and the target domain after training when the
transferring process is executed in one, two, and three encoding layers. The smaller
MMD distance, the more effective the transferring process from the source to the

target domain [60].

The second set is the main result of the chapter in which we compare the AUC
scores of MMD-AE with AE and two recent DTL models [35, 64]. These DTL
models have same architecture which is based on AE. All methods are trained using
the training set including the source dataset with label information and the target
dataset without label information. After training, the trained models are evaluated
using the target dataset. The methods compared in this experiment include the
original AE (i.e., AE), and the DTL model using the KL metric at the bottleneck
layer (i.e., SKL-AE), the DTL method of using the MMD metric at the bottleneck
layer (i.e., SMD-AE), and our model (MMD-AE).

The third set is to measure the processing time of the training and the predicting
process of the above evaluated methods. The detailed results of three experimental

sets are presented in the next section.

5.3 Results

This section presents the result of three sets of the experiments in our chapter.

5.3.1 Effectiveness of transferring information in MMD-AE

MMD-AE implements multiple transfers between encoding layers of AE; and

AE, to force the latent representation of AE, closer to the latent representation of
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Figure 5.3 : MMD of latent representations of the source (IoT-1) and the target
(IoT-2) when transferring task on one, two, and three encoding layers.

AE;. To evaluate if MMD-AE achieved its objective we conducted an experiment in
which, IoT-1 was selected as the source domain and IoT-2 is the target domain. We
measured the MMD distance between the latent representation, i.e., the bottleneck
layer, of AE; and AE; when the transfer information is implemented in one, two
and three layers of the encoders. The smaller the distance is, the more information
is transferred from the source domain (AE;) to the target domain (AE;). The result

is presented in Fig. 5.3.

The figure shows that transferring task implemented on more layers results in a
smaller MMD distance value. In other words, more information can be transferred
from the source to the target domain when the transferring task is implemented on
more encoding layers. This result evidences that our proposed solution, MMD-AE,
is more effective than the previous DTL models performing the transferring task

only at the bottleneck layer of AE.
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5.3.2 Performance Comparison

Table 5.1 represents the AUC scores of AE, SKL-AE, SMD-AE and MMD-AE
when they are trained on the dataset with label information in the columns and the
dataset without information in the rows and tested on the dataset in the rows. In
this table, the result of MMD-AE is printed in boldface. We can observe that AE
is the worst method among the tested methods. Apparently, when an AE is trained
on an IoT dataset (the source) and evaluated on other IoT datasets (the target),
its performance is not effective. The reason for this ineffective result is that the
predicting data in the target domain is far different from the training data in the

source domain.

Conversely, the results of the three DTL models are much better than those of
AE. For example, if the source dataset is IoT-1 and the target dataset is IoT-3, the
AUC score is improved from 0.600 to 0.745 and 0.764 with SKL-AE and SMD-AE,
respectively. These results prove that using DTL helps to improve the accuracy of

AEs in detecting [oT attacks on the target domain.

More importantly, our proposed method, i.e., MMD-AE, usually achieves the
highest AUC score in almost all IoT datasets*. For example, the AUC score is 0.937
compared to 0.600,0.745, and 0.764 of AE, SKL-AE and SMD-AE, respectively,
when the source dataset is [oT-1 and the target dataset is IoT-3. The results on the
other datasets are also similar to the results on 10T-3. These results demonstrate
that implementing the transferring task in multiple layers of MMD-AE helps the
model to transfer the label information from the source to the target domain more
effectively. Subsequently, MMD-AE often achieves better results compared to AE,

SKL-AE and SMD-AE in detecting IoT attacks in the target domain.

*The AUC scores of the proposed model in each scenario are presented by the bold text style.
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Table 5.1 : AUC scores of AE, SKL-AE, SMD-AE, and MMD-AE on nine IoT
datasets.

Target

Model

Source

IoT-1

TIoT-2

IoT-3

IoT-4

IoT-5

IoT-6

IoT-7

TIoT-8

IoT-9

IoT-1

AE

0.705

0.542

0.768

0.838

0.643

0.791

0.632

0.600

SKL-AE

SMD-AE

MMD-AE

0.700

0.759

0.855

0.943

0.729

0.733

0.689

0.705

0.722

0.777

0.875

0.943

0.766

0.791

0.701

0.705

0.888

0.796

0.885

0.943

0.833

0.892

0.775

0.743

ToT-2

AE

0.540

SKL-AE

0.545

SMD-AE

0.563

0.500

0.647

0.509

0.743

0.981

0.777

0.578

0.990

0.708

0.685

0.794

0.827

0.648

0.606

0.990

0.815

0.689

0.874

0.871

0.778

0.607

MMD-AE

0.937

0.990

0.898

0.692

0.878

0.900

0.787

0.609

ToT-3

AE

0.600

0.659

0.530

0.500

0.501

0.644

0.805

0.899

SKL-AE

0.745

0.922

0.566

0.939

0.534

0.640

0.933

0.916

SMD-AE

0.764

0.849

MMD-AE

0.937

0.956

0.625

0.879

0.561

0.600

0.918

0.938

0.978

0.928

0.610

0.654

0.937

0.946

IoT-4

AE

0.709

0.740

0.817

SKL-AE

0.760

0.852

0.837

SMD-AE

0.777

0.811

0.840

0.809

0.502

0.944

0.806

0.800

0.806

0.824

0.949

0.836

0.809

0.803

0.952

0.947

0.809

0.826

MMD-AE

0.937

0.857

0.935

0.844

0.957

0.959

0.875

0.850

TIoT-5

AE

0.615

0.598

0.824

0.670

0.920

0.803

0.790

0.698

SKL-AE

0.645

0.639

0.948

0.633

0.923

0.695

0.802

0.635

SMD-AE

0.661

0.576

0.954

0.672

MMD-AE

0.665

0.508

0.954

0.679

0.945

0.822

0.789

0.833

0.928

0.847

0.816

0.928

IoT-6

AE

0.824

0.823

0.699

0.834

0.936

SKL-AE

0.861

0.897

0.711

0.739

0.980

SMD-AE

0.879

0.898

0.713

0.849

0.982

MMD-AE

0.927

0.899

0.787

0.846

0.992

0.765

0.836

0.737

0.893

0.787

0.881

0.778

0.867

0.898

0.974

0.871

0.898

TIoT-7

AE

0.504

0.501

0.626

0.791

0.616

0.809

SKL-AE

0.508

0.625

0.865

0.831

0.550

0.906

0.598

0.459

0.358

0.524

SMD-AE

0.519

0.619

0.865

0.817

0.643

0.884

0.613

0.604

MMD-AE

0.548

0.621

0.888

0.897

0.858

0.905

0.615

0.618

ToT-8

AE

0.814

0.599

0.831

0.650

0.628

0.890

0.901

0.588

SKL-AE

0.619

0.636

0.892

0.600

0.629

0.923

0.907

SMD-AE

0.622

0.639

0.902

0.717

0.632

0.919

0.872

MMD-AE

0.735

0.636

0.964

0.723

0.692

0.977

0.943

0.712

0.629

0.616

IoT-9

AE

0.823

0.601

0.840

0.851

0.691

0.808

0.885

0.579

SKL-AE

0.810

0.602

0.800

0.731

0.662

0.940

0.855

0.562

SMD-AE

0.830

0.609

0.892

0.600

0.901

0.806

0.886

0.626

MMD-AE

0.843

0.911

0.910

0.874

0.904

0.829

0.889

0.643
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Table 5.2 : Training and testing of AE, SKL-AE, SMD-AE, and MMD-AE when
the source domain is IoT-2 the target domain is IoT-1.

Models AE | SKL-AE | SMD-AE | MMD-AE
Training Time (hours) 0.001 | 0.443 3.693 11.057
Predicting Time (seconds) | 1.001 | 1.112 1.110 1.108

5.3.3 Processing Time Analysis

Table 5.2 shows the training and the predicting time of the tested model when the
source domain is IoT-2 and the target domain is IoT-17. In this figure, the training
time is measured in hours and the predicting time is measured in seconds. It can
be seen that the training process of the DTL methods (i.e., SKL-AE, SMD-AE,
and MMD-AE) is more time-consuming than that of AE. One of the reasons is that
DTL models need to evaluate the MMD distance between the AE; and AE, at every
iteration while this calculation is not required in AE. Moreover, the training time of
MMD-AE is much higher than that of SKL-AE and SMD-AE since MMD-AE needs
to calculate the MMD distance between every encoding layer whereas SKL-AE and

SMD-AE only calculate the distance metric in the bottleneck layer.

However, it is important to note that the predicting time of all DTL methods is
mostly equal to that of AE. The reason is that the testing samples are only fitted
to one AE in all tested models. For example, the total of the predicting time of
AE, SKL-AE, SMD-AE, and MMD-AE are 1.001, 1.112, 1.110, and 1.108 seconds,

respectively, on 778,810 testing samples of the IoT-1 dataset.

5.4 Conclusion

In this chapter, we have introduced a novel DTL-based approach for IoT network

attack detection, namely MMD-AE. This proposed approach aims to address the

TThe results on the other datasets are similar to this result.
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problem of the “lack of labelled information” for the training detection model in
ubiquitous IoT devices. Specifically, the labelled data and unlabelled data are fitted
into two AE models with the same network structure. Moreover, the MMD metric
is used to transfer knowledge from the first AE to the second AE. Compared to the
previous DTL models, MMD-AE can operate at all the encoding layers instead of

only the bottleneck layer.

We have carried out the extensive experiments to evaluate the strength of our
proposed model in many scenarios. The experimental results demonstrate that DTL
approaches can enhance the AUC score for IoT attack detection. Furthermore, our
proposed DTL model, i.e., MMD-AE, operating transformation at all the levels of
encoding layers of the AEs helps to improve the effectiveness of the transferring
process. Thus, the proposed model is meaningful when having label information
in the source domain but no label information in the target domain. While the
proposed DTL model requires more training time compared to previous models,
the predicting time for each input data sample remains similar. It is important to
note that the training process is typically conducted offline. Therefore, the slightly
longer training time and the relatively equal predicting time are acceptable when

considering the overall processing time measurement for the proposed DTL model.
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Chapter 6

FEDERATED LEARNING FOR 10T ANOMALY

DETECTION

The exponential proliferation of diverse IoT devices has resulted in a significant
rise in the occurrence of emerging anomalies or attacks. From previous chapters,
we have observed that the Deep Neural Network (DNN) models are able to detect
network anomalies effectively. However, training DNN models for anomaly detection
usually requires a lot of data available on the centre server. It may cause information
leakage, especially with IoT networks. Federated Learning (FL) approaches can
handle this problem by collaboratively training DNN models without sharing data.
However, these approaches face the problem of data poisoning attacks that damages

the training data of low-end IoT devices in the training process of FL.

To mitigate data poisoning attacks, this chapter proposes a novel FL system with
the Shrink Denoising AutoEncoder (FL-SDAE). The loss function of SDAE includes
two terms: a compressing term and a reconstruction term. The compressing term
aims to project data of different IoT devices into the same latent representation
space. Hence, aggregating different SDAE models on the server side is more effective.
The reconstruction term helps SDAE reconstruct the original data from its corrupted
version. As a result, the proposed SDAE model makes FL-SDAE robust to data

poisoning attacks.

The rest of the chapter is organized as follows. The proposed models are pre-
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sented in detail in Section 6.1. Section 6.2 shows the experimental settings for this
chapter. The results and discussions of experiments are represented in Section 6.3.

Finally, the conclusions are summarized in Section 6.4.

6.1 Federated Learning based on Shrink Denoising AutoEn-
coder

This section presents our proposed an FL system for loT anomaly detection.
First, we describe the new AE model in our FL system namely Shrink Denoising
AutoEncoder (SDAE). Second, the FL system based on SDAE, i.e., FL-SDAE, is

presented in detail.

6.1.1 Shrink Denoising Auto Encoder

This section proposes a new AE variant namely Shrink Denoising Auto Encoder
(SDAE). SDAE is inspired by Shrink Auto Encoder (SAE) [121] which projects the
latent representation space near the origin. However, SDAE is designed to train
with noisy data. Thus, the representation of SDAE is more robust against data

poisoning attacks.

Let C(X|x) be a random noise that is a conditional distribution over a corrupted
sample X, given a data sample x. C(X|x) is calculated as Eq.2.6. Let define & to be
the corrupted version of the input data z* obtained from C(x|x), the loss function

for SDAE is represented as in Eq. 6.1.

n

L00%6,6) = -3 (x — polas(®)) + A sl (61)

=0

where g, and py are the encoder and decoder parts, respectively, n is the number of
data samples in a dataset and z’ is the latent representation of the input x* for this

AE structure.
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Server

Figure 6.1 : Illustration of FL-SDAE.

The first term in the loss function of SDAE aims to reconstruct the input data
x from the noisy input X*. The second term forces the latent representation space
closely to the origin. The value of A controls the trade-off between two loss terms.

The training process of SDAE attempts to minimize this loss function.

6.1.2 Federated Learning based on SDAE

The new FL system named FL-SDAE is based on SDAE to mitigate the data
poisoning attacks. The FL-SDAE architecture is illustrated in Fig. 6.1. The SDAE
model is first trained on each client (e.g., an IoT device) using the benign data of
that client. After that, the clients transmit their models, i.e., the model’s weights,
to the server for aggregating. The aggregation task is implemented by averaging
the weights from the clients and then the server sends them, i.e., the aggregated
weights or the global weights, back to all clients. After receiving the global weights,
the clients update their weights using the global weights and continue the training
process using it local data. The above process is repeated until it satisfies a termi-
nation condition. In the final round, the server calculates the final global model and

shares this model with the clients. All clients calculate the anomaly score based on
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the global model.

Algorithm 6 describes the training process of FL-SDAE in detail. After the
initialization step, each client C; trains its model SDAE; and sends the model’s
weights w; to the server. The sever calculates the global weights w, = % szzl Wi

and sends the global weights back to client C;. Finally, the server and all clients

z

) where

can calculate the global anomaly score (AS), i.e., AS | = norm(w

globa,

z
S

norm(w?) is the Euclidean norm of the weights of the hidden layer z of the global

model. After the training process, the clients use AS ] to detect the anomaly

globa

at their local. More precisely, if the value of the vector w? is greater than Asglobal>

then this data is considered as an anomaly.

Algorithm 6 Training process of FL-SDAE.

Server: Initialization wy,
Clients: Initialization w; (i = 1, ..., K) where K is the number of clients.
Set R: Number of training rounds,
forr =0to R do
fori=1to K do
Client C; trains SDAE; model,
Client C; sends its weight w; to the server,
Server updates the global weight w, = % Zszl Wi,
The server sends w, to client Cj.
end for
. end for
: The server and all clients calculate AS

I

global is the value of vector w?.

FL-SDAE has two advantage features compared to previous FL systems for
anomaly detection. First, the SDAE in FL-SDAE transforms the benign data of
multiple clients into the same latent representation space allowing it to effectively
aggregate the weights from multiple clients. In other words, FL-SDAE is capable of

integrating various clients of different characteristics.

Second, SDAE introduces x to its loss function helping to model to robust

noise

to the noisy data. Thus FL-SDAE is able to mitigate the influence of the data
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Datasets NBIoT | CICIDS | NSL-KDD | Spambase | CTU13-08
Training set 19408 260596 58910 1962 50955
Validating set | 19407 45183 15747 460 7895
Testing set 38093 90365 22544 921 15790

Table 6.1 : The number of data samples in each dataset.

poisoning attacks.

6.2 Experimental Setting

6.2.1 Dataset

We evaluate the performance of the anomaly detection models using five well-
known datasets, namely NBIoT [137], CICIDS [49], NSL-KDD [67], Spambase [25],
CTU13-08 [108] datasets. These datasets are described in Section 2.5. Each dataset
is divided into three sets, i.e., the training set, the validation set, and the testing set
with the ratio 7/1/2. In the training and validating set, we only use the benign or
normal samples for training and selecting the models, respectively. The anomalies
of the training set are utilized to poison the training process in the poisoning attack
scenarios. The testing sets have both normal and abnormal data samples. The

number of data samples for each dataset is described in Table 6.1.

6.2.2 Parameter Settings

We compare the effectiveness of FL-SDAE with other FL systems including Fed-
Detect [118], FL-based Denoising AE (FL-DAE) [47], FL-based Variational AE (FL-
VAE) [27], FL-based SAE (FL-SAE) [121]. The configurations of all AE-based mod-
els are same our experiments. \ is set to 1 for both SAE and SDAE. The number
of hidden layers is 5, and the size of the bottleneck layer is determined using the
formula m = [1 + /n] in [120], where n is the number of input features. The batch

size is 128, and the learning rate is 10~%. To promote convergence, the weights of
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the AE models are initialized using the technique proposed in Glorot et al. [132].

We train these networks using the ADAM optimization algorithm [29].

The number of clients is 200 for all experiments. The maximum of training
rounds is 10, 000. In addition, the early stopping approach is utilized to save training
resources. Specifically, after 200 training rounds, the training process will stop if

the performance of the global model on the validation dataset has not improved.

6.2.3 Experimental Scenario

All experiments have been implemented in Python using the PyTorch [88] and
Scikit-Learn [107] frameworks. The same computing platform (Operating System:
Ubuntu 20.04 (64 bit), Intel Core i7-10700K CPU, 16 cores, NVIDIA GeForce RTX
2060 GPU, and 16GB RAM memory) was used in experiments in this chapter.
We have conducted two groups of experiments to investigate various aspects of the
proposed system, i.e., the ability of to mitigate poisoning attacks and the properties

of FL system.

e Ability of Mitigating Poisoning Attacks: Evaluate the influence of two popular
types of poisoning attacks, i.e., the dirty label attacks and the clean label

attacks on the FL systems for anomaly detection.

e Property of FL systems: Inspect some properties of using FL system and
explain the reason of the effectiveness for the proposed FL system, i.e., FL-

SDAE.

6.3 Experimental Result and Discussion

This section first examines the ability of FL-SDAE in mitigating poisoning at-

tacks. After that, some characteristics of FL-SDAE are analysed.
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Malicious data
ratio (%)

25

20

I0)

Attacked
client (%)

20

40

60

80

20

40

60 | 80

20

40

60

80

Dataset

Model

AUC

score

NBIoT

FedDetect

0.772

0.770

0.770

0.767

0.766

0.766

0.766

0.767

0.766

0.765

0.765

0.764

FL-VAE

0.793

0.793

0.793

0.789

0.793

0.793

0.791

0.792

0.793

0.791

0.79

0.79

FL-DAE

0.773

0.773

0.773

0.773

0.773

0.773

0.773

0.773

0.773

0.773

0.773

0.773

FL-SAE

0.878

0.879

0.879

0.88

0.876

0.879

0.88 ] 0.88

0.876

0.877

0.877

0.880

FL-SDAE

0.941

0.941

0.942

0.942

0.942

0.942

0.942

0.891

0.941

0.942

0.889

0.886

CICIDS

FedDetect

0.599

0.598

0.587

0.587

0.587

0.587

0.587

0.587

0.587

0.587

0.587

0.587

FL-VAE

0.549

0.554

0.552

0.553

0.555

0.555

0.556

0.553

0.551

0.555

0.553

0.551

FL-DAE

0.587

0.587

0.587

0.587

0.587

0.587

0.587

0.587

0.587

0.587

0.587

0.587

FL-SAE

0.806

0.802

0.793

0.785

0.806

0.801

0.792

0.742

0.806

0.803

0.794

0.532

FL-SDAE

0.807

0.807

0.805

0.801

0.807

0.808

0.805

0.800

0.807

0.808

0.807

0.802

NSLKDD

FedDetect

0.845

0.846

0.846

0.847

0.844

0.846

0.847

0.844

0.845

0.847

0.848

0.845

FL-VAE

0.802

0.803

0.805

0.802

0.803

0.804

0.801

0.801

0.808

0.804

0.802

0.794

FL-DAE

0.845

0.845

0.846

0.847

0.845

0.846

0.846

0.843

0.845

0.847

0.847

0.844

FL-SAE

0.870

0.870

0.870

0.869

0.869

0.870

0.870

0.869

0.870

0.869

0.868

0.867

FL-SDAE

0.875

0.874

0.874

0.873

0.875

0.874

0.873

0.872

0.875

0.874

0.873

0.872

Spambase

FedDetect

0.514

0.503

0.501

0.495

0.511

0.499

0.499

0.476

0.51

0.497

0.498

0.475

FL-VAE

0.496

0.49

0.489

0.506

0.497

0.491

0.491

0.506

0.495

0.498

0.489

0.501

FL-DAE

0.512

0.502

0.499

0.496

0.511

0.503

0.501

0.478

0.513

0.502

0.501

0.474

FL-SAE

0.706

0.675

0.621

0.636

0.691

0.666

0.647

0.632

0.64

0.652

0.641

0.600

FL-SDAE

0.735

0.728

0.727

0.706

0.733

0.716

0.708

0.685

0.724

0.715

0.699

0.687

CTU13-08

FedDetect

0.864

0.866

0.806

0.807

0.864

0.862

0.808

0.807

0.862

0.864

0.807

0.806

FL-VAE

0.801

0.801

0.8

0.802

0.802

0.8

0.8 10.802

0.802

0.8

0.799

0.798

FL-DAE

0.865

0.863

0.806

0.807

0.864

0.863

0.809

0.807

0.864

0.866

0.807

0.806

FL-SAE

0.924

0.918

0.917

0.918

0.923

0.917

0.917

0.917

0.922

0.916

0.915

0.914

FL-SDAE

0.933

0.931

0.928

0.925

0.934

0.93

0.927

0.923

0.933

0.931

0.928

0.924

Table 6.2 : Result of tested methods in clean label attacks.
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6.3.1 Ability of Mitigating Poisoning Attacks

This subsection evaluates the robustness of FL-SDAE to mitigate poisoning at-
tacks. We compare the effectiveness of FL-SDAE with other four FL systems when
training processes are attacked by two types of the data poisoning attacks, i.e., the

dirty label attacks and the clean label attacks.

Clean Label Attacks

The clean label attack is usually conducted by injecting noisy data into the
training dataset. This is one of the most common poisoning attacks. We simulate
this attack by injecting the noisy samples into the training data of each client. The
amount of noisy samples for each malicious client are set at 25%, 50%, and 75%
over all training samples. Moreover, the number of attacked clients, i.e., the clients
are injected by the noisy data, is set at 20%, 40%, 60%, and 80% over a totally
200 clients. Amount of poisoning data rate is from 5% (for 25% malicious data of
20% attacked clients) to 60% (for 75% malicious data of 80% attacked clients). The

results of this experiment are shown in Table 6.2.

First, this table shows that all FL frameworks are influenced by the data poi-
soning attacks. When the amount of poisoning attacks is increased, the accuracy
of the FL systems is decreased. For example, the AUC score of FedDetect reduces
from 0.772 to 0.767 when the rate of attacked clients increases from 20% to 80% and
the rate of noisy samples is at 25%. A similar trend is also observed with all tested

methods on all experimental configurations.

Second, Table 6.2 also shows that the proposed model, i.e. FL-SDAE, outper-
forms all other models based on AE in all experimented datasets. For instance, the
AUC score of FL-SDAE is 0.941 when the rate of poisoning sample is 25% and the
rate of the attacked client is 20%. This value is much higher compared to the AUC

score of FedDetect (0.772), FL-VAE (0.793), FL-DAE (0.773) and FL-SAE (0.878)
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FL-VAE (0.789

0.678]0.678
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0.678|0
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0.772]0
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0.8490.836
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0.841]0.819
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0.837]0

811
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FL-SDAE/0.918

0.866| 0.85

0.841

0.9170.8590.841

0.827]

0.907|

0.8570.838

0.808

CICIDS

FedDetect|0.587

0.587]0.587
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0.587

0.587|0.587

0.587

0.587

0.587]0

D87

0.587
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0.551

0.555|0
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FL-DAE |0.587

0.587]0.587

0.587

0.587

0.587{0.587

0.587

0.587

0.587|0

D87

0.587

FL-SAE |0.799

0.7880.765

0.748

0.793

0.7610.742

0.723

0.787|

0.7470.725

0.667

FL-SDAE|0.797

0.77710.753

0.739

0.79

0.754|0.721

0.68

0.786

0.744]0

.681

0.675

NSLKDD

FedDetect|0.863

0.860/0.861

0.812

0.815

0.811{0.811

0.811

0.818

0.811(0

812

0.812

FL-VAE |0.807

0.804/0.802

0.806

0.802

0.806/0.800

0.805

0.802

0.805|0

.802

0.803

FL-DAE |0.852
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0.828
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0.846/0.834
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0.509]0.505

0.506
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0.606
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0.589

FL-SDAEQ0.729
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FedDetect|0.911

0.902/0.903

0.901

0.901

0.918/0.901

0.866

0.900

0.9000

.893

0.859

FL-VAE |0.802

0.803/0.802

0.804
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0.802(0.802

0.803
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0.804|0

.802

0.802

FL-DAE [0.911

0.921]0.911

0.912

0.919

0.918{0.911

0.900

0.915

0.912]0

.893

0.859

FL-SAE [0.921

0.917]0.908

0.901

0.920

0.902{0.901

0.893

0.913

0.901]0

.891

0.840

FL-SDAE0.933

0.9280.919

0.912

0.931

0.9230.914

0.905

0.927|

0.9220.911

0.891

Table 6.3 : Results of tested methods in dirty label attacks.
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on the same configuration. The reason for the superior performance of FL-SDAE
is that FL-SDAE is trained with noisy data instead of clean data. This makes FL-
SDAE more robust to noisy samples injected by the clean label attack. The results
in this table prove that FL-SDAE is less influenced by the clean label attack than

the other tested approaches.

Dirty Label Attacks

The dirty label attack is often conducted by flipping the label of data samples
in the training dataset. This is also one of the most common poisoning attacks. We
simulate this attack by flipping the data samples in the training data of each client.
The number of attacked clients and the ratio of malicious data per attacked client
are similar to the configurations in Section 6.3.1. The results of this experiment are

shown in Table 6.3.

First, the results in Table 6.3 show that all tested FL systems are more seriously
affected by the dirty label attack compared to the clean label attack. Thus, the
AUC scores of these systems are considerably reduced when the rate of the attack
increases. For example, the AUC score of FedDetect is reduced from 0.771 to 0.677
when the rate of attacked clients increases from 20% to 80% and the rate of noisy

samples is at 25%. Similar results are also observed for the other methods.

Second and more importantly, the table shows that FL-SDAE is still more effec-
tive than the other FL systems against this attack. Specifically, the AUC score of
FL-SDAE is the highest value in all experiments. We also observe that two methods,
i.e., FL-SAE and FL-SDAE are often better than the three others. The reason is
that FL-SAE and FL-SDAE attempt to project the normal data closely to the origin
and their representation is more robust against the dirty attack. Moreover, the AUC
scores of FL-SDAE are higher than that of FL-SAE. This is because FL-SDAE is

trained with noisy samples instead of clean samples as FL-SAE. Thus FL-SDAE is



6.3 Experimental Result and Discussion 110

better than FL-SAE in neutralizing the noisy data attacks as the dirty label attack.

6.3.2 Characteristics of the FL-SDAE

This subsection inspects some characteristics of FL-SDAE to explain its superior
performance. First, we investigate FL-SDAE in a scenario where poisoning attacks
do not exist. Second, we analyze the representation of FL-SDAE to explain its

effectiveness in mitigating the poisoning attack.

The Performance of FL-SDAFE without Poisoning Attacks

This subsection investigates the accuracy of FL systems when they are trained
on datasets without data poisoning attacks. Fig. 6.2 presents the AUC scores of
the tested FL systems. This figure illustrates that FL-SAE and FL-SDAE achieve
better results compared with the others. The reason is that both FL-SAE and FL-
SDAE are trained to constrain the benign data of all clients into a compact region
at the origin. Thus, the global anomaly scores of these system are aggregated more
effectively. As a result, the FL-SAE and FL-SDAE are better than the other systems
when the poisoning attacks do not exist. Moreover, the AUC score of FL-SDAE and
that of FL-SAE are mostly equal in this experiment. This is different from the results
in Section 6.3.1 where the AUC score of FL-SDAE is always significantly higher than
the value of FL-SAE. This confirms that FL-SDAE is specifically effective against

the data poisoning attacks.

Visualization

This section visualizes the representation of FedDetect, FL-SAE, and FL-SDAE
when they are trained on the NBIoT dataset. To facilitate the visualization, the
number of neurons at the bottle layer of these models is set at 2. After training,

the models are used to represent the data in the testing set NBloT dataset in the
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Figure 6.2 : The accuracy of FL systems without data poisoning attacks.

2D latent representation space. The representations of benign and abnormal data

samples are shown in the blue circle points and red cross points, respectively.

Figs. 6.3(a), 6.3(c), and 6.3(e) show the representation of data samples of Fed-
Detect, FL-SAE, and FL-SDAE without the data poisoning attacks, respectively.
We can observe that FedDetect projects the benign and abnormal data samples
stochastically in the latent representation space. Each client may represent its data
differently in the latent representation space. Conversely, all clients of FL-SAE and
FL-SDAE compress the benign data samples into the origin. However, the abnormal
data samples are not trained and FL-SAE and FL-SDAE project them far from the
region of origin. As a result, all clients share the same AS to distinguish benign and
abnormal data samples. This helps the servers of FL-SAE and FL-SDAE aggregate

the AS more effectively than others.

Moreover, Figs. 6.3(b), 6.3(d), and 6.3(f) illustrate the data representation of
FedDetect, FL-SAE, and FL-SDAE, respectively when the data poisoning attacks

persist. In this experiment, the number of malicious clients is 20% and 25% training
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data of each malicious client is poisoned by randomly flipping data labels. We can
observe that the FedDetect system still stochastically represent the benign and ab-
normal of all clients. By contrast, FL-SAE and FL-SDAE still represents the benign
more compact. Moreover, Fig. 6.3(d) and Fig. 6.3(f) show that the representation
of the benign samples of FL-SDAE is more compact than that of FL-SAE. Thus,

the FL-SDAE system is less influenced by the data poisoning attack.

6.4 Conclusion

This chapter has proposed a novel FL system for the IoT anomaly detection prob-
lems, named as Federated Learning based on Shrink Denoising AutoEncoder (FL-
SDAE) that is robust to data poisoning attacks. Our proposed FL-SDAE framework
can collaboratively train machine learning models for multiple training clients. This
ensures the data privacy of the IoT network because data transmission between loT
devices is unnecessary. In the FL-SDAE system, the proposed SDAE model projects
the benign data of multiple clients into the same latent representation space. This
helps aggregate the global SDAE model at the server more effectively. Moreover,
the SDAE model is less influenced by noisy data. Accordingly, the FL-SDAE system
is more robust against the data poisoning attacks compared with other FL systems.
The effectiveness of FL-SDAE is demonstrated via extensive experiments in five AD

datasets.
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Chapter 7

CONCLUSION AND FUTURE WORK

7.1 Contribution

This thesis aims to design novel DNN models to handle four challenges of the
network anomaly detection (AD) problem. The proposed solutions aim to deal
with new/unknown attacks, imbalanced data, the lack of labelled data, and the

vulnerability to data poisoning attacks in the training process.

In the first study, we propose a novel representation learning models to facilitate
the subsequent machine learning-based AD. Specifically, we develop three regular-
ized versions of AEs to learn a latent representation from the network data samples.
The bottleneck layers of these regularized AEs, i.e., MVAE, MAE, and MDAE,
trained in a supervised manner using normal data and known network attacks will
then be used as the new input data features to classify normal and abnormal data
samples. The experimental results demonstrate that the new latent representation
can significantly enhance the performance of supervised learning methods in detect-
ing unknown network attacks. This proposed solution can be applied for AD when

we have enough training data and groundtruth information.

The second study aims to handle the imbalance problem of network AD datasets.
Usually, the AD datasets are often dominated by normal data, and machine learning
models trained on those imbalanced datasets are ineffective in detecting anomalies.

Thus, we propose generative models to generate synthesized abnormal data samples
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including CDAAE and CDAAE-KNN. The synthesized attacks are merged with the
original data to form the augmented dataset. This improves the accuracy of AD
on the imbalanced datasets. We can use this proposed solution to generate network

attacks that are difficult to collect for building AD systems.

In the third study, we resolve “the lack of label information” in the AD problem
by using the DTL technique. In many situations, we are unable to collect network
traffic data with its label information. For example, we are unable to label all incom-
ing data from all IoT devices in the [oT environment. Moreover, data distributions
of data samples collected from different loT devices are not similar. Thus, we de-
velop a DTL technique named as MMD-AE that can transfer the knowledge of label
information from a domain (i.e., data collected from one IoT device) to a related
domain (i.e., data collected from a different IoT device) without label information.
The experimental results demonstrate that the proposed DTL technique can help
classifiers to identify anomalies more accurately. This proposed study can be applied
on the IoT anomaly detection where we are unable to collect data from all types of

IoT devices.

In the fourth study, we propose a novel FL system for the IoT AD problem,
named as FL-SDAE, that is robust to data poisoning attacks. Our proposed models
ensure the data privacy of the IoT network because the data transmission between
[oT devices is unnecessary. In the FL-SDAE system, the proposed SDAE model
projects the benign data of multiple clients into the same latent representation
space. This helps aggregating the global SDAE model at the server more effectively.
Moreover, the SDAE model is trained on the noisy data. Thus, the proposed model
is more robust against the data poisoning attacks compared with other FL systems.
When the data privacy is considered more seriously, we can utilize the proposed FL
system to enhance the robust AD models on all clients without transferring training

data.



7.2 Limitation 116

7.2 Limitation

However, the thesis remains two limitations. First, the advantages of represen-
tation learning models come with the cost of running time. When using a neural
network to learn the representation of input features, the executing time is often
much longer than using only classifiers on the original feature spaces. The proposed
representation learning models proposed in Chapter 3 also face with this drawback.
However, it can be seen in Chapter 3 that the average time of predicting one sample

of the representation learning models is acceptable in real applications.

Second, in the CDAAE model proposed in Chapter 4, we need to assume that the
original data distribution follows a Gaussian distribution. It may be correct with the
popularity of network traffic datasets but not entire network traffic datasets. Thus,
the proposed generative models may be less effective with other data distributions
different from the Gaussian distribution. Moreover, generative models may struggle
to generate network traffic data samples that accurately capture the complexity and
nuances of real-world network behavior. Additionally, generative models usually
have the mode collapse problem that refers to a situation where the generative model
fails to capture the full diversity of the target distribution and instead produces a
limited set of similar samples. In the context of network traffic data, this means
that the generated samples may exhibit a limited range of behaviors and fail to
represent the wide variety of anomalies and network dynamics that occur in real-

world scenarios. This leads to reducing the quality of generated data samples.

Third, the denoising component of SDAE makes the training process more robust
against noise of training data, i.e., clean label attacks. Thus, the FedSDAE model,
introduced in Chapter 6, exhibits greater robustness against clean label attacks
compared to dirty label attacks. Dirty label attacks involve replacing the data labels

in the training data, thereby diminishing the effectiveness of the Federated Learning
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(FL) schemes. Furthermore, one limitation of using FL based on AEs for AD is the
potential loss of global knowledge. In FL, each client trains its own local AE model
using its own data. While this decentralized approach helps preserve data privacy
and security, it can result in a fragmented view of the overall network behavior.
Additionally, the performance of the FL heavily relies on the participation and
data quality of the individual clients. If some clients have limited or biased data,
it can negatively impact the overall accuracy and generalizability of the model.
Moreover, the communication overhead and resource constraints associated with
federated learning can pose challenges in terms of scalability and real-time anomaly

detection in large-scale networks.

7.3 Future work

Building upon this research, there are a number of directions for future work
arising from the thesis. First, in Chapter 3, there are hyper-parameters of the pro-
posed representations of AE-based models (i.e., f1,:) which are currently determined
through trial and error. It is desirable to find an approach to select proper values

for each network attack dataset automatically.

Second, in the CDAAE model proposed in Chapter 4, we can explore other
distributions different from the Gaussian distribution that may better represent the
original data distribution. Moreover, the CDAAE model can learn from the external
information instead of the label of data only. We expect that by adding attributes
of anomaly behaviors to CDAAE, the synthesized data will be more similar to the

original data. One can extend our work in different ways.

Third, the current DTL model is developed based on AutoEncoder (AE) in
Chapter 5. In the future, we will attempt to extend this model based on other neu-

ral networks such as Deep Adaptation Network (DAN), Adversarial Discriminative

Domain Adaptation (ADDA), Maximum Classifier Discrepancy (MCD), and Con-
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ditional Domain Adversarial Network (CDAN) [143]. Additionally, pre-training the
AE models on large-scale datasets, such as publicly available network traffic data or
other related datasets, can help the model learn general representations of normal
network behavior. This pre-trained models can then be fine-tuned using the client’s

specific data to adapt to the unique characteristics of the target network.

Fourth, the FedSDAE model, introduced in Chapter 6, is more robust on the
clean label attacks than on the dirty label attacks. In the future, we will conduct a
thorough analysis of the impact of dirty label attacks on FL schemes. Subsequently,
the thesis will enhance the robustness of deep learning models trained on clients to
better withstand these attacks. Furthermore, the proposed FL assumes that the
training data has the same distribution across all clients. However, this assump-
tion does not always hold true in real network environments due to various types of
network attacks. Consequently, we will develop personalized FL schemes to handle
the different data distributions present in the training data. Additionally, FL often
involves limited communication bandwidth and resource-constrained clients. Em-
ploying model compression techniques such as quantization, pruning, or knowledge
distillation can help reduce the communication overhead and model size without
significantly sacrificing performance. Optimizing the FL algorithms for efficiency

can also improve scalability and real-time anomaly detection capabilities.



119

Appendix A

Supplement in Chapter 4

This Appendix presents the application of the Bayesian optimization to tuning
the hyper-parameters of the deep generative models in Chapter 4. The tested models
include Auxiliary Classifier Generative Adversarial Network (ACGAN), Conditional
Variational AutoEncoder (CVAE), Supervised Adversarial AutoEncoder (SAAE),
Conditional Denoising Adversarial AutoEncoder (CDAAE), and Conditional De-

noising Adversarial AutoEncoder-K Nearest Neighbor (CDAAE-KNN).

A.1 Hyper-parameter Tuning using Bayesian Optimization

Selecting appropriate hyper-parameters is crucial for the performance of deep
neural networks. In Chapter 4, we conducted an experiment to find the appropri-
ate hyper-parameters for each network model on each dataset using the Bayesian
Optimization [70] technique in which 10% of each training dataset is used for the
validation. The Bayesian Optimization is a model-based method for finding the min-
imum of a function. This technique uses a surrogate model, e.g., a Gaussian Process,
to select the most promising set of hyper-parameters to assess. Thus it allows to
reduce the number of times the objective function needs to be evaluated. Recently,
the Bayesian optimization method has been applied to tuning the hyper-parameters

of deep neural networks [2, 117].

For all tested models, we tune five parameters, i.e., the optimization methods,

the learning rate, the number of layers in each sub-neural network in the tested
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models (i.e., En, De, Ge, and Di), the hidden size, and the batch size. These are
considered as the most important parameters to the performance of deep neural
networks [63]. For our proposed models, we also tune «aq, as, k for CDAAE-KNN
and the noise factor for both CDAAE and CDAAE-KNN. The range of the values

for tuning in each parameter is presented in Table A.1.

The process of using the Bayesian Optimization technique for tuning the hyper-

parameters of a deep neural network on a dataset including the following steps:

e Step 1: The range of values for each hyper-parameter in Table A.1 and the

deep network model are input to the Bayesian Optimization.

e Step 2: The Bayesian Optimization generates a promising set of specific values
for each parameter including the optimization method and the learning rate

in Table A.1.

e Step 3: The deep neural network is trained on the training data using the set

of values given by the Bayesian Optimization.

e Step 4: After training the deep neural network, the Bayesian Optimization
evaluates the effectiveness of the current set of values based on the accuracy

of the model on the validation set.

e Step 5: Repeat step 2 to step 4 until the termination condition is met.

A.2 Result of Hyper-parameter tuning for the deep genera-
tive learning models

After applying the Bayesian Optimization, we obtained the set of appropriate
values for the hyper-parameters on each dataset. These values are presented in

Table A.2. We then used these values to train the deep network models on the



A.2 Result of Hyper-parameter tuning for the deep generative learning models 121

Table A.1 : Range of values for tuning in each hyper-parameter.

Hyper-parameters Value Range
Optimization methods Adamﬁﬁ?g;jgf ‘Egzzeelllsa((}[)),
Learning rate (LR) 0.0001 — 0.1
Number of layers 2—5
Hidden size 5 — 50
Batch size 32 — 256
Noise factor 0—0.1
oy 1 — 50
Qo 1 —50
k 20 — 100

training data. After training, the model is used to generate the synthesized data
to balance the current skewed dataset. Values obtained by Bayesian Optimization
for the hyper-parameters on each dataset (N means that the parameter is not used
in the corresponding model and (1), (2), (3), (4) present the Cloud IDS, CIC-IDS

2017, NSL-KDD, UNSW-NB15 datasets, respectively).
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Table A.2 : Values obtained by Bayesian Optimization for the hyper-parameters.
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