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Abstract
Cancer immunotherapy has transformed the treatment landscape, introducing new strategies to fight various types of cancer. 
This review examines the important role of vaccines in cancer therapy, focusing on recent advancements such as dendritic 
cell vaccines, mRNA vaccines, and viral vector-based approaches. The relationship between cancer and the immune system 
highlights the importance of vaccines as therapeutic tools. The discussion covers tumor cell and dendritic cell vaccines, 
protein/peptide vaccines, and nucleic acid vaccines (including DNA, RNA, or viral vector-based), with a focus on their 
effectiveness and underlying mechanisms. Combination therapies that pair vaccines with immune checkpoint inhibitors, 
TIL therapy, and TCR/CAR-T cell therapy show promising potential, boosting antitumor responses. Additionally, the review 
explores the regulatory functions of microRNAs (miRNAs) in cancer development and suppression, featuring miR-21, miR-
155, the let-7 family, and the miR-200 family, among others. These miRNAs influence various pathways, such as PI3K/
AKT, NF-κB, and EMT regulation, providing insights into biomarker-driven therapeutic strategies. Overall, this work offers 
a thorough overview of vaccines in oncology and the integrative role of miRNAs, setting the stage for the next generation 
of cancer immunotherapies.
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Introduction

Cancer represents a diverse group of diseases with uncon-
trolled growth and spread of neoplastic cells, which escape 
normal cellular controls, invade nearby tissues, and can 
metastasize to distant organs. Impairing their regular opera-
tions, these cells can infiltrate healthy tissues and potentially 
metastasize to other body areas. A noticeable reduction in 
DNA methylation, which lowers the overall quantity of 
5-methyl cytosine by 5–6%, is one of the distinct features 
of cancer cells, contributing to the widespread health issue 
[1]. This category of disease is the second leading cause of 
mortality worldwide, underscoring its extensive effect on 
humans [2]. The incidence of cancer differs geographically 
and is impacted by a wide range of factors, such as exposure 
to carcinogens, lifestyle choices, age, gender, and genetics. 
Data from the 1991 Indian census indicate that approxi-
mately 609,000 instances of cancer have been reported. The 
nineteenth century saw the first cancer diagnoses and the 
twentieth century saw a rise in the disease’s incidence. The 
International Agency for Research on Cancer projects that 
by 2035, cancer cases in India will rise to almost 1.7 million, 
up from 1 million cases in 2012. They also estimate that the 
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death rate from cancer will rise from 680,000 to 1–2 million 
during the same period [3]. So in 2018, the anticipated inci-
dence of cancer in India was around 1.15 million cases and 
is expected to nearly quadruple by 2040 due to demographic 
changes alone [4].

Moreover, infectious microorganisms substantially influ-
ence the initiation and risk of cancer. These agents comprise 
many pathogens, such as bacteria, viruses, and parasites. 
Common viral aetiologies linked to cancer development 
include hepatitis B/C virus (HBV/HCV), aflatoxin exposure, 
Helicobacter pylori (H. pylori) infection, human papillo-
mavirus (HPV), and Epstein–Barr virus. These viruses are 
associated with an elevated risk of acquiring specific cancer 
forms. These infections are also significant risk factors for 
particular cancer types. For example, they have been con-
nected to gastric, liver, cervical, and nasopharyngeal can-
cers in that order [5]. Furthermore, a recent estimate placed 
the primary cause of approximately 1,400,000 cancer cases 
annually attributable to viral infections, accounting for 
around 10% of the global cancer burden. Oral cavity and 
laryngeal malignancies have an attributable fraction of 4%, 
but cervical carcinomas have a nearly 100% attributable 
proportion [6]. Moreover, in males, the prostate, lung and 
bronchus, colon and rectum, and urinary bladder have the 
highest prevalence of cancer kinds. In females, the breast, 
lung and bronchus, colon and rectum, uterine corpus, and 
thyroid exhibit the most significant cancer incidence rates. 
Prostate cancer is a major contributor to cancer in males, 
whereas breast cancer significantly affects cancer incidence 
in women. In order, the most common cancers in children 
are blood, brain, and lymph nodes [2].

A condition is known as cancer that leads to different 
alterations in the well-being of cells and tissues, eventually 
leading to the development of malignant tumors. In cancer, 
the biological outcome is known as neoplasia, which refers 
to abnormal cell growth. For many individuals with cancer, 
the primary cause of illness and mortality is the invasion of 
tumor cells into nearby tissues and their subsequent spread, 
also known as metastasis, to distant organs [7]. Even with 
better methods to identify and address pain associated with 
cancer treatment, it continues to be a frequent and persistent 
symptom, affecting as many as 55% of individuals following 
cancer treatment [8]. A tumor represents an unusual prolif-
eration of cells that can infiltrate surrounding tissues, organs, 
and distant regions within the body. When cells multiply 
abnormally and start invading nearby tissues, organs, or even 
distant body parts, we refer to it as a tumor. These prolif-
erating cells are not always cancerous and have no useful 
purpose. There exist benign tumors characterized by their 
limited tendency to metastasize or disseminate to other body 
regions. Various forms of cancer pose a threat to human 
health, yet the insidious nature of cancer cells during their 
initial growth phases often results in the unrecognized onset 

of these problems [9]. To maintain their metabolic demands 
and ensure survival, cancer cells have evolved systems to 
regulate the entry and efflux of Ca2 + within their mito-
chondria. Thus, one possible treatment strategy for cancer 
patients could be to target the mitochondrial Ca2 + signal-
ing implicated in the bioenergetic and apoptotic pathways 
[10]. The pathophysiology of cancer refers to the process 
by which genetic mutations or alterations in a normal cell’s 
DNA cause the cancer to start. The altered cell, often called 
a cancer cell, cannot control its division and growth [11]. 
Next, a tumor begins to form, and as it enlarges, it needs 
blood flow to get nutrition and oxygen. Metastasis is a criti-
cal phase in cancer progression that often leads to mortality 
[12]. The immune system, which usually detects and eradi-
cates abnormal cells, might be deceived by cancer cells. 
Cancer can have several systemic impacts on the body as it 
advances, including immune system suppression, exhaus-
tion, and weight loss. Genetic alterations, growth trends, and 
treatment responses can vary throughout cancer.

Modifying your diet by increasing the consumption of 
fruits, vegetables, and whole grains while decreasing red 
and processed meat, engaging in regular physical activity, 
sustaining a healthy weight, and abstaining from alcohol 
and tobacco is thought to prevent 30 to 50 percent of cancer 
cases [13]. In addition to non-pharmacological approaches, 
surgical techniques, chemotherapy, and radiation therapy 
have been successful cancer treatments during the past 
century. When employed singly or in combination, these 
therapeutic approaches can substantially impact tumor pro-
gression and perhaps lead to cures [14]. The use of other 
medications that may raise the incidence of anthracycline-
induced cardiotoxicity raises the risk of it. Specifically, 
trastuzumab disrupts the pathways that myocytes use to 
survive, which is essential to preventing the harmful effects 
of anthracyclines despite being a very effective treatment 
for breast cancer [15]. Anticancer drugs can cause various 
toxicities, including cardiotoxicity (doxorubicin, epirubicin), 
hepatotoxicity (crizotinib, afatinib, dasatinib), neurotoxicity 
(cisplatin, paclitaxel, docetaxel, bortezomib, thalidomide) 
[16], and pulmonary toxicity (paclitaxel, docetaxel) [17]. 
Other drugs associated with cardiotoxicity include oxali-
platin, carboplatin, cisplatin, ifosfamide, mitomycin C, 
bleomycin, methotrexate, vinca alkaloids, bendamustine, 
nitrosoureas, melphalan, gemcitabine, capecitabine, pem-
etrexed, and irinotecan. It is important to note that many of 
these drugs can cause multiple toxicities, and they can also 
cause nephrotoxicity [18]. Higher levels of financial toxici-
ties were linked to poorer quality of life as well as patient 
outcomes, including lack of insurance and lower socioeco-
nomic position [19]. Immunotherapy is a new method that 
bypasses the limitations by leveraging the body’s immune 
system to recognize and destroy cancer cells. Immunother-
apy provokes the immune system to provide it with more 
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specific and potentially long-term protection against cancer 
than conventional therapy, which attacks tumors themselves. 
Immune checkpoint inhibitors, monoclonal antibodies, can-
cer vaccines, and adoptive cell therapies—e.g., CAR-T cell 
therapy—are all part of this innovative approach and have 
shown much promise in enhancing patient outcomes.

Vaccines are another method of treating cancer. Also, 
cancer vaccines with therapeutic purposes have the poten-
tial to halt the progression of advanced cancers and relapsed 
tumors that do not respond to traditional treatments like radi-
ation therapy, chemotherapy, and surgery. Natural bioactive 
substances can be added to conventional chemotherapeutic 
medications to increase their anticancer benefits and lessen 
their adverse effects [20]. In rare circumstances, including 
bioactive substances may help cancer cells overcome their 
resistance to chemotherapy or radiation [21]. Therapeutic 
cancer vaccines aim to prevent non-specific or unpleas-
ant reactions, build persistent antitumor memory, remove 
minimal residual illness, and drive tumor regression [20]. 
Besides creating vaccines, scientists have also started inves-
tigating microRNAs as a novel cancer prevention and treat-
ment approach. MiRNAs, also known as microRNAs, are a 
special kind of non-coding RNAs. They are approximately 
19–24 long nucleotides and are crucial in regulating gene 
expression post-transcription, affecting numerous biologi-
cal processes [22]. Because of their many functions and 
involvement in clinical states, miRNAs have great potential 
as therapeutic agents, particularly for diseases that do not 
have a clear genetic cause.

Immune responses in cancer

The complex interplay between cancer cells and the immune 
system underlies significant progress in immunotherapeutic 
approaches. Tumors often exploit tissue-resident immune 
cells, endothelial cells, fibroblasts, and neurons to their 
advantage, utilizing their contribution to promoting tumor 
growth. Immune cells like tumor-associated neutrophils 
(TANs), regulatory T cells (Tregs), tumor-associated mac-
rophages (TAMs), and myeloid-derived suppressor cells 
(MDSC) play a role in facilitating tumor growth [23].

These immune cells are modulated through chemokines, 
cytokines, and effector molecules like collagen, matrix met-
alloproteinases (MMPs), laminin, TGF-β, CXCL2, and can-
cer-associated fibroblasts (CAFs). Their activation contrib-
utes significantly to tumor development, extracellular matrix 
remodeling, and degradation [24]. This dynamic interaction 
between immune cells and tumors causes metabolic compe-
tition in the ecosystem surrounding the tumor, which reduces 
the number of nutrients available and causes microenviron-
mental acidosis, which impairs the ability of immune cells 
to function [25]. Recent studies reveal that cancer cells can 

inhibit the body’s immune response to tumors by dimin-
ishing the metabolic fitness of immune cells that infiltrate 
tumors or by competing for and utilizing vital resources. 
The innate immune system comprises many immune cells, 
including eosinophils, neutrophils, natural killer cells, baso-
phils, monocytes, and macrophages, responsible for innate 
immunity against pathogens to maintain the host’s homeo-
stasis [26].

The connection between the immune system and cancer 
is comprised of three stages. In the initial stage, innate and 
adaptive immune cells eradicate tumor cells (elimination 
phase). The equilibrium phase ensues, during which the 
immune system cannot eliminate the tumor, but its growth 
can be managed. Through various means, tumor cells escape 
immune control during the third phase, which leads to a 
condition that may be clinically detected [27]. Immuno-
logically, tumors can be classified as either inflammatory 
or non-inflammatory based on the extent of immune cell 
infiltration and their activation level. Immunotherapies are 
typically more effective for inflammatory cancers than non-
inflammatory ones. However, immune cells are observed 
close to the invasive borders of tumors in the immune-
excluded type [28]. Regulatory T cells (Tregs) can impede 
the immune system’s capacity to identify cancer in healthy 
individuals and diminish its efficacy in combating tumors 
in affected hosts. Consequently, Tregs enhance the capacity 
of tumor cells to circumvent the immune system, resulting 
in expedited tumor development and dissemination across 
multiple cancer types. As a result, Tregs are regarded as an 
essential therapeutic target for immunotherapy against can-
cer. Numerous cancer types exhibit abundant Tregs in the 
tumor microenvironment (TME), including in inflammatory 
and non-inflammatory cancers [28, 29].

Cancer immune surveillance is a crucial host defense 
mechanism for preventing cancer and preserving cellular 
homeostasis. The process is categorized into three principal 
stages: escape, wherein immune-resistant cancer cell clones 
proliferate and generate tumors; equilibrium, during which 
the immune system applies selective pressure to eradicate 
the most immunogenic cancer cell clones; and elimina-
tion, wherein the newly transformed cells are identified and 
eradicated by cytotoxic CD8 + lymphocytes, natural killer 
(NK) cells, and other immune cells [30]. One of the defin-
ing characteristics of carcinogenesis is cancer immune eva-
sion. Cancer cells inhibit the immune system by complexly 
modulating immune-related pathways at the transcriptional, 
translational, and post-translational levels. Specifically, it 
has been demonstrated that DNA methyltransferases 1 
(DNMT1), 3A, and 3B are significant de novo and main-
tenance methyltransferases in cancer [31]. Various immune 
invasion strategies can impact MHC (major histocompat-
ibility test) class I/peptide presentation and the differentia-
tion, production, migration, survival, and proliferation of 
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particular cytotoxic T cell clones, which can select cancer 
cells during tumor progression. We created rat CHO cell 
lines that either overexpress proteins known to possess the 
capacity to evade our immune response or that have an 
immunosuppressive agent added to the culture media. These 
cell lines express human EpCAM (epithelial cell adhesion 
molecule) as the surface target antigen. The efficacy of cyto-
toxic T cells was assessed by evaluating the magnitude and 
effectiveness of redirected CHO-EpCAM target cell lysis 
and the stimulation of T cell proliferation in response to 
AMG 110. We examined chemicals frequently generated 
by cancer cells interacting with negative regulatory surface 
receptors on cytotoxic T lymphocytes, specifically PD-L1, 
adenosine, IL-10, and TGF-β. Tumor cells generate PD-L1, 
and monoclonal antibody (mAb) treatment inhibits T cell 
attachment to its inhibitory receptor, PD-1 [32]. It has been 
seen that T cells can kill cancerous cells and that the human 
immune system can eradicate them by employing T cells to 
carry out acquired immune responses. These findings imply 
that T cells may be logically engineered to regulate the for-
mation of tumors [33]. Still, the immune system’s ability to 
eradicate tumor cells is a complicated process that depends 
on several factors. Tumor-associated antigens are initially 
discharged from necrotic tumor cells into the adjacent tis-
sue and subsequently captured by antigen-presenting cells 
(APCs). Antigen-presenting cells (APCs) process major his-
tocompatibility complex (MHC) and antigens, presenting 
them on the cell surface and transferring them to lymphoid 
organs. Primitive T cells in lymphoid organs recognize spe-
cific peptide major histocompatibility complexes via the T 
cell receptor (TCR), initiating the priming and activation of 
effector T cells [34].

T cell-based immunotherapy is currently recognized as a 
crucial component of cancer treatment [34]. Immunotherapy 
is a substantial breakthrough in cancer treatment that has 
fundamentally transformed the field of oncology. The objec-
tive is to enhance the body’s immunity against malignant 
cells. Given that immune cells provide the biological basis 
of immunotherapy, it is crucial to understand the immuno-
logical infiltrates within the tumor microenvironment (TME) 
to improve response rates and develop innovative therapeu-
tic strategies for cancer treatment. Extensive research has 
been conducted on T cells; however, other immune cells 
from both the innate and adaptive immune systems, includ-
ing macrophages, natural killer (NK) cells, dendritic cells 
(DCs), and B lymphocytes, have also been shown to contrib-
ute to tumor progression and responses to immunotherapy 
[35].

In the fight against cancer, immunotherapy has revolu-
tionized the field. Fighting tumor cells depends on strength-
ening the patient’s immune system. Since the FDA-approved 
chimeric antigen receptor (CAR) T cell therapy, immuno-
therapy has also been successful in adoptive cell therapies. 

Other promising approaches include tumor-infiltrating lym-
phocytes (TILs) and T cell receptor (TCR)—engineered 
cells, which are being tested in multiple advanced clinical 
trials for various cancers [36].

Vaccines as cancer immunotherapy

A vaccine’s goal is to either prevent or lessen the severity of 
infectious diseases that can be fatal (prophylactic vaccines). 
Vaccines, both therapeutic and preventive, serve as exem-
plary approaches to cancer immunotherapy. Since infec-
tious viruses bring on some malignancies, vaccines against 
viruses can help prevent cancer formation in the first place. 
To prevent hepatitis B virus (HBV)-related hepatocarcinoma 
and human papillomavirus (HPV)-related malignancies, the 
Food and Drug Administration (FDA) has approved two 
types of prophylactic cancer vaccines [37]. Vaccines have 
also been used as therapeutic approaches, triggering the 
immune system to launch cytotoxic T cells to fight against 
malignancies and infected cells. The cancer models where 
the etiological oncogenic agents are foreign viruses, such as 
human papillomavirus-associated malignancies, have shown 
the most tremendous success with DNA vaccines [38].

Cancer vaccines can elicit immunological memory that 
offers long-term protection against tumor recurrence, pro-
mote targeted destruction of tumor cells with minimum harm 
to healthy cells, and trigger particular anticancer immune 
responses. As potential cancer vaccine candidates, CT anti-
gens have been studied [39]. Tumor-specific antigens are 
used in cancer vaccines to initiate T cell-mediated immune 
responses against tumors. The discovery of MZ2-E and MZ2-
D, two melanoma-derived antigens produced by the MAGE 
(melanoma-associated antigen) gene family, which cytotoxic 
T lymphocytes could detect to initiate anticancer immune 
responses, led to pivotal investigations [40]. The most profi-
cient antigen-presenting cells (APCs) are DCs, essential for 
inducing anticancer immunity. This procedure involves rein-
fusing isolated dendritic cells that have been pulsed with tumor 
antigens or tumor cell lysates and activated ex vivo using a 
designated maturation cocktail. The advancement of GVAX, 
a cancer vaccine composed of genetically modified autolo-
gous tumor cells that secrete granulocyte–macrophage col-
ony-stimulating factor, demonstrated potential in augmenting 
tumor-specific immune responses across multiple cancer types 
[39]. Prophylactic vaccines against the human papillomavirus 
(HPV) are founded on the appealing and straightforward idea 
that malignancies caused by oncogenic HPV infections can be 
avoided through antibody-mediated prevention of HPV infec-
tions. Every year, HPV vaccines could potentially save over 
500,000 cases of oral, anogenital, and cervical cancer globally. 
Immunotherapy aimed at the cancer-associated viral early pro-
teins (HPV16 E6 and HPV16 E7) is anticipated to establish the 
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basis for cancer-specific immunotherapy, as HPV-associated 
tumors persist in expressing viral proteins and presenting them 
to the host immune system. The MUC1 (Mucin1) vaccine is 
both safe and highly immunogenic. It can impede the develop-
ment of new adenomas in persons with premalignant colonic 
adenomas, hence reducing the risk of colon cancer [41].

Cancer vaccines have been powerful tools for prophylac-
tic as well as therapeutic immunotherapy that can be used 
to prevent or reduce the severity of malignancies caused by 
infectious agents and stimulate immune responses against 
cancer [42]. FDA-approved prophylactic vaccines include 
those for hepatitis B virus (HBV) to avert hepatocellular 
carcinoma and human papillomavirus (HPV) to reduce the 
incidence of cervical and anogenital cancers. Therapeutic 
cancer vaccines, including DNA vaccines, have been effec-
tive against cancers caused by HPV through the induction 
of cytotoxic T cell responses [43]. Cancer vaccines stimu-
late immunological memory, providing long-term immunity 
against the recurrence of tumors and minimizing the destruc-
tion of normal cells. Antigens, such as melanoma-associated 
antigens (MAGE), have been critical in the evolution of can-
cer vaccines, triggering T cell-mediated immune responses 
[44]. Dendritic cell (DC)-based vaccines, like GVAX, have 
shown promise in augmenting tumor-specific immunity. 
Recent developments are mRNA-based cancer vaccines such 
as BNT162b2, which utilize lipid nanoparticle technology to 
elicit strong immune responses, and CRISPR-edited CAR-T 
cells, which increase the specificity of T cell-mediated tumor 
targeting [45]. These technologies are transforming cancer 
immunotherapy by providing highly individualized and 
efficient treatment approaches. Cancer vaccines and micro-
RNAs (miRNAs) complement each other in cancer immu-
notherapy by augmenting immune response and regulating 
gene expression in the tumor microenvironment. Vaccines 
trigger the immune system to identify and target cancer 
cells by presenting tumor-associated antigens, activating 
cytotoxic T cells and long-lasting immunologic memory. 
In contrast, miRNAs control critical immune-related path-
ways by regulating antigen presentation, cytokine secre-
tion, and immune cell differentiation. Some miRNAs can 
improve vaccine effectiveness by increasing immune activa-
tion, whereas others can be involved in immune evasion by 
repressing antitumor immunity. The integration of cancer 
vaccines with miRNA therapy has the potential to overcome 
immune resistance, enhance tumor targeting, and increase 
the persistence of immunotherapy responses.

Cell vaccines (tumor cell vaccines or dendritic cell 
(DC) vaccines)

Dendritic cells (DCs) are essential antigen-presenting cells 
in the immune system derived from hematopoietic stem cells 
in the bone marrow. They play a pivotal role in orchestrating 

innate and adaptive immune responses to pathogens, includ-
ing tumor antigens [46]. Nevertheless, cancer disrupts this 
process, resulting in a reduction in the number and func-
tionality of DCs. This dysfunction underscores the potential 
of DCs as a therapeutic target. DC vaccines are promising 
for augmenting the immune system’s capacity to combat 
cancer. DC-based therapy has demonstrated the ability to 
augment T cell priming and modify the tumor microenviron-
ment, thereby augmenting systemic host immune responses 
and achieving long-term antitumor responses [47]. DC 
vaccines are intended to enhance the immunogenicity of 
tumor-associated antigens. In this method, autologous den-
dritic cells are cultured with necrotic lung cancer cells to 
facilitate the processing of the tumor antigens. Subsequently, 
the antigen-loaded dendritic cells are administered intrader-
mally. Therapeutic cancer vaccines are designed to increase 
tumor-specific T cell immunity. A primary goal of thera-
peutic cancer vaccines is to promote tumor regression by 
inducing antigen-specific T cells in vivo. SNP-IV was able 
to control the growth of established tumors; this was associ-
ated with the generation of stem-like CD8 + T cells capable 
of replenishing effector cells upon treatment with checkpoint 
inhibitors such as anti-PD-L1 [37, 48]. Dendritic cells (DC) 
are well known as the optimal antigen-presenting cell (APC) 
for priming T cell responses. DC requires minimal amounts 
of antigens to stimulate T cell proliferation. They are also 
shown to be superior stimulators of T cells, so 100-fold more 
macrophages and B-cells are needed to induce a proliferative 
MLR (mixed lymphocyte reaction) response. The recogni-
tion mechanisms that DC uses to recognize endogenous and 
non-endogenous signals are also another strategy currently 
utilized to generate more effective DC vaccines against 
cancer by taking advantage of highly immunogenic signals 
resulting from cell death [49]. cDCs (conventional dendritic 
cells) can be further subdivided into type 1 (cDC1) or type 
2 (cDC2) lineages: cDC1s excel at cross-presentation for 
priming of CD8 + T cells, whereas cDC2s are specialized at 
priming CD4 + T cells [48].

Spileucel-T, a therapeutic cancer vaccine consisting of 
autologous peripheral blood mononuclear cells (DCs) fused 
with granulocyte–macrophage colony-stimulating factor 
(GM-CSF), which serves as an immune cell activator and 
is loaded with the prostatic acid phosphatase antigen, was 
the inaugural vaccine approved by the US Food and Drug 
Administration. These attributes underscore the importance 
of extensive activation of CTLs and T helper cells through 
two mechanisms: selecting appropriate antigens that acti-
vate both T cell populations and systematically design-
ing vaccines for the precise delivery of tumor antigens to 
activated dendritic cells, enabling the loading of epitopes 
from exogenous tumor antigens onto MHC class I (via the 
cross-presentation pathway) and MHC class II molecules 
to stimulate CTLs and T helper cells effectively [50]. To 
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achieve these requirements, therapeutic cancer vaccine 
techniques have evolved over the past ten years, combin-
ing better antigen selection, immunogenicity, and structural 
design [47]. Murine models have provided critical insights 
into the antitumor mechanisms of DC vaccines, specifically 
the stimulation of cytotoxic T cells and the diminishment of 
neoplastic tissue. These vaccines hold significant potential 
for cancer treatment. Various murine models provide sup-
porting evidence for DC vaccines [51]. One study illustrates 
that successful treatment of DC infused with tumor pep-
tides is contingent upon T cells, B7 costimulation, and Th1 
cytokines. In models such as B16 melanoma and MBT-2 
bladder tumors, the vaccines with DCs laden with unfrac-
tionated tumor lysates significantly extended survival and 
reduced lung metastases. These results emphasize the capac-
ity of DC vaccines to induce tumor-specific CTL responses 
without necessitating the identification of specific antigens 
in each instance [52]. Although showing promising preclini-
cal results, dendritic cell (DC) vaccines have shown only 
limited efficacy in the clinic and limited long-term survival 
advantage. One significant hindrance is the immunosuppres-
sive tumor microenvironment, which suppresses the immune 
activation and hinders the vaccine from functioning effec-
tively. Another issue is the manufacturing process, which is 
complicated and expensive, involving individualized ex vivo 
preparation, thus posing difficulty for large-scale production. 
Even if successful, the immune response is usually fleeting, 
requiring booster shots or combination regimens to maintain 
efficacy. In addition, tumor antigen heterogeneity permits 
tumor cells to avoid immune recognition, reducing vaccine 
efficacy. Finally, ambiguities about the ideal dose, timing, 
and delivery route add to the challenges of implementing 
DC-based treatments on a large scale (Fig. 1).

Protein/Peptide vaccines

Antibodies exhibit a higher affinity and a prolonged half-
life than peptides. In contrast, antibodies are less effective 
than peptides regarding cell internalization and tissue pen-
etration. Despite the merits and demerits of peptides, they 
have been utilized as tumor-targeting ligands to deliver 
carriers (including nanoparticles, extracellular vesicles, 
and cells) and payloads (such as cytotoxic peptides and 
radioisotopes) to tumors [53]. Furthermore, linkers have 
been employed to conjugate tumor-homing peptides 
with cargoes, including small-molecule or chemothera-
peutic medications, to produce peptide–drug conjugates 
[53]. Moreover, peptides specifically interacted with cell 
surface receptors and proteins, such as immunological 
checkpoints, receptor kinases, and hormone receptors, 
suppressing their biological function or serving as hor-
mone analogs. Furthermore, internalized peptides within 
cells associate with intracellular proteins, disrupting 

protein–protein interactions. Thus, peptides demonstrate 
considerable promise as multifunctional agents in cancer 
treatment [53]. Protein/peptide vaccines are a form of 
immunotherapy that induces an immune response against 
specific proteins or peptides linked to diseases, with a 
particular emphasis on cancer. These vaccines comprise 
complete proteins that are derived from tumor cells or 
pathogens.

Peptide vaccines exhibit significant promise in cancer 
immunotherapy by targeting tumor antigens and stimulating 
the patient’s immune system to elicit a particular response 
against cancer cells. Peptide vaccines have numerous advan-
tages compared to other vaccine types, such as their selectiv-
ity for neoplastic cells, potential for enduring immunological 
memory, ease of production and scalability, and low toxic-
ity. Upon administration to patients, Peptide vaccines are 
digested and presented by antigen-presenting cells (APCs), 
such as macrophages and dendritic cells (DCs), activating 
T cells to initiate an immune response against cancer cells 
[54]. Peptide-based hydrogels are supramolecular materials 
that self-assemble into diverse nanostructures via several 
interacting forces (e.g., hydrogen bonding and hydropho-
bic interactions) and react to microenvironmental stimuli 
(e.g., pH and temperature). Immunotherapies aim to utilize 
the body’s immune system to safeguard against and address 
numerous diseases, including cancer proactively [55]. 
Furthermore, several studies using HPV16 mE6Δ/mE7/
TBhsp70Δ fusion protein in a C57BL/6 mouse model dem-
onstrate the promising approach, effectively preventing and 
treating HPV-associated cancers and metastases. It has been 
demonstrated that vaccinating inbred rodents with these pep-
tides produces a protective immune response against tumors 
[56]. The mechanisms involve the peptide presenting the 
associated tumor antigen to cytotoxic T cells, which mount a 
target against the cancer cells. Developing a peptide vaccine 
targeting HER1, HER2, and VEGF is also highly promis-
ing. Peptide cancer vaccines are encumbered with a number 
of challenges that hamper their clinical efficacy. Their low 
immunogenicity is one significant challenge, wherein they 
need adjuvants or combination therapies to induce a potent 
immune response. Moreover, HLA restriction limits their 
efficacy in the population at large, as they are tailored to 
attack specific human leukocyte antigens (HLAs). They also 
have a short half-life, making repeated doses a necessity 
to maintain efficacy. In addition, antigen escape variability 
enables cancer cells to mutate and become immune evasive, 
reducing vaccine efficacy with time. Although peptide vac-
cines have demonstrated potential in virus-induced cancer 
prevention, including HPV-related cancers, numerous others 
have failed late-stage clinical trials because they failed to 
stimulate the immune system adequately, making optimiza-
tion necessary (Fig. 1).
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Fig. 1   Types of vaccines and therapies
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Nucleic acid vaccines (DNA, RNA, or viral vector)

Nucleic acid vaccines are a type of vaccines that elicits 
an immune response through the use of genetic material, 
including DNA, RNA, or viral vectors. These vaccines pos-
sess the capacity to be both commercially viable and effica-
cious. Nucleic acid-based vaccines, comprising DNA (in the 
form of plasmids) and RNA (as messenger RNA [mRNA]), 
demonstrate considerable promise for the management of 
triple-negative breast cancer (TNBC) [57]. Nucleic acid 
vaccines (NAVs) have lately been explored as a therapeu-
tic approach for cancer. DNA and mRNA vaccines convey 
genetic information encoding tumor antigens (TAs) to the 
host, hence eliciting immune responses against cancer cells 
expressing the TAs [58]. Notwithstanding the conveni-
ence, safety, and straightforwardness of producing NAVs, 
they have not yet been regarded as feasible substitutes for 
peptide vaccines. This method faces multiple challenges, 
such as the immunosuppressive characteristics of cancer, 
inadequate immunogenicity, and the identification of suit-
able tumor antigens [59]. Therapeutic DNA cancer vaccines 
are seen as a promising approach to stimulate the immune 
system against cancer. DNA vaccines may be optimized 
through two distinct ways to augment the immune response 
elicited by the vaccines and improve treatment efficacy. The 
initial approach involves enhancing immunogenicity by the 
selection and optimization of the most effective antigen(s) 
included into the plasmid DNA [60]. The second technique 
involves integrating DNA vaccines with additional comple-
mentary medicines to enhance their efficacy by mitigating 
immunosuppression within the tumor microenvironment or 
augmenting the activity and quantity of immune cells. Sev-
eral commercially available immunotherapeutic therapies 
include anti-CTLA-4, anti-PD-1, anti-PD-L1, and CAR-T 
cells targeting acute lymphoblastic leukemia and B-cell 
lymphoma, among others [61]. mRNA vaccines represent 
a compelling and strong immunotherapeutic platform for 
cancer due to their high efficacy, specificity, adaptability, 
quick and scalable development capabilities, cost-effective 
manufacturing potential, and safety profile. The immu-
nostimulant mRNA vaccine TriMix, which encodes CD70, 
CD40L, and a constitutively active version of TLR4, elicited 
robust CD8 + T cell responses in patients with stage III or 
IV melanoma, demonstrating favorable tumor response rates 
in a phase II clinical trial [62]. The safety and antitumor 
efficiency of viral-based vaccines in preclinical models have 
prompted clinical trials to assess the immunological and 
clinical effectiveness of this therapy approach. Viral vectors 
comprise derivatives of vaccinia virus from the orthopoxvi-
rus genus and members of the avipoxvirus genus, including 
fowlpox and canarypox (ALVAC). Poxviral vectors have a 
broad host range, stable recombinants, precise replication, 
and effective post-translational processing of added genes. 

The intracellular expression of the transgene(s) facilitates 
the processing of the tumor antigen via both class I and II 
MHC pathways, resulting in the activation of CD4 + and 
CD8 + T cells [63]. Several studies show that nucleic acid 
vaccines have a promising role in preclinical studies. The 
robust antitumor immunity observed in CT26 and B16F10 
murine models, with sustained T cell responses against 
tumor-specific neoepitopes, is particularly encouraging [64]. 
This approach of DNA vaccines targeting NMM antigens 
effectively induced cellular immunity and inhibited tumor 
growth. These studies highlight the potential of DNA vac-
cines for personalized therapy design. Another study on 
nucleic acid vaccines demonstrated that a the DNA vaccines 
encoding NMM (NY-ESO-1/MAGE-A3/MUC1) target anti-
gens and immune-related components successfully elicited 
cellular immune responses and suppressed tumor growth 
in C57BL/6 mice, providing a novel approach for tumor 
vaccine design and laying a foundation for clinical applica-
tion [65]. The pNMM vaccine showed significant immuno-
genicity and efficacy in prolonging survival in mice with 
B16-NMM + tumors. A study on globin-stabilized mRNA 
vaccines in mice shows successful translation and modula-
tion of the immune response, presenting a versatile and safe 
alternative to DNA vaccines for various diseases, includ-
ing antiviral, antibacterial, and antitumor applications [66]. 
The use of naked β-globin UTR-stabilized mRNA encoding 
β-galactosidase was evaluated, revealing detectable transla-
tion in vivo and a Th2-type immune response that can be 
augmented and redirected to a Th1-type response by recom-
binant granulocyte/macrophage colony-stimulating factor 
[67]. This study demonstrates that plasmid DNA-based 
neoepitope vaccines induce robust antitumor immunity in 
CT26 and B16F10 murine cancer models, with sustained 
neoepitope-specific T cell responses, highlighting their 
potential as personalized cancer immunotherapies. A sepa-
rate study assesses the effectiveness of a xenogeneic EGFR 
DNA vaccine delivered via various methods and formula-
tions in a murine lung tumor model. The gene gun delivery 
of the non-coating DNA vaccine elicited the most robust 
cytotoxic T cell activity and optimal anticancer effects. 
CD8( +) T cells were crucial for antitumor immunity, sug-
gesting this method as a viable strategy for treating EGFR-
positive lung tumors [68]. Nucleic acid vaccines, such as 
DNA and mRNA-based strategies, encounter a number of 
key challenges that limit their general success in cancer treat-
ment. A significant challenge is low transfection efficiency, 
as DNA vaccines are unable to enter cells efficiently, leading 
to poor immune responses. Another significant challenge is 
mRNA instability, since these molecules are prone to quick 
degradation and need sophisticated delivery systems such as 
lipid nanoparticles (LNPs) for protection. Safety issues also 
exist, especially with DNA vaccines, which pose the risk of 
genomic integration, which can result in unwanted mutations 
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or autoimmune responses. The poor effectiveness of mRNA 
and DNA vaccines against solid tumors, despite their great 
success against infectious illnesses like COVID-19, high-
lights the need for more effective strategies to penetrate 
the immunosuppressive tumor microenvironment, which 
inhibits immune activation. International distribution is also 
logistically challenged by complex production and storage 
requirements, especially the preservation of RNA vaccines 
at extremely low temperatures. Maximizing the effectiveness 
of nucleic acid vaccines as cancer immunotherapies requires 
overcoming these obstacles.

Combination therapy with cancer vaccines

These cancer vaccine therapies involve using the vaccine 
in combination with other medications to improve the vac-
cine’s overall therapeutic effects. Cancer vaccines stimulate 
the immune system to identify and combat cancer cells, 
which utilize tumor-associated antigens. These therapies aim 
to leverage the strength of different treatments to improve 
outcomes, such as increasing regression of tumors, increas-
ing survival rate, and decreasing resistance to therapy [69]. 
Combining gemcitabine treatment with a CTLA-4 inhibi-
tion may elicit a robust CD4 + and CD8 + T cell-mediated 
antitumor immune response [70]. Radiotherapy combined 
with CTLA-4 resulted in enhanced survival compared to 
radiotherapy alone. VEGF antibodies, when used alongside 
a tumor vaccine that promotes granulocyte–macrophage 
colony-stimulating factor secretion, have been shown to 
reduce the quantity of CD4 + CTLs and enhance vaccine 
efficiency [71]. PD-L1 inhibitors have demonstrated the 
ability to enhance the anticancer efficacy of PARP inhibi-
tors by reinstating antitumor immunity [72]. These combi-
nation approaches are currently being investigated in can-
cer therapy to enhance their efficacy and address various 
disease-related factors. This approach has been shown to 
have enhanced therapeutic effects in a xenograft model, 
indicating that it can potentially target both tumor cells and 
the CSC population. One study examined carbon nanotubes 
conjugated with CD44 antibodies to deliver paclitaxel and 
salinomycin to breast cancer cells and cancer stem cells [73]. 
This approach is believed to contribute to treatment resist-
ance. Additionally, another study investigated the utiliza-
tion of combination antibody therapy, which is known to 
target the erB-2 gene in a variety of adenocarcinomas [74]. 
This method has accomplished substantial tumor regression 
in human gastric tumor cells in vitro and xenograft mod-
els. Another intriguing discovery was made in a study that 
assessed the role of clopidogrel in combination therapy for 
various cancers [75]. The study revealed a complex inter-
action between clopidogrel and various chemotherapeutic 
agents, which enhanced the efficacy of certain drugs, such 
as 5-fluorouracil, and reduced the efficacy of others, such as 

doxorubicin [76]. These results underscore the significance 
of evaluating potential interactions when developing com-
bination therapies. Additionally, in a mouse model of breast 
cancer, a study was conducted to compare the efficacy of 
combination therapy, which comprises laser ablation and 
photodynamic therapy (PDT), to single-modality approaches 
[77]. This combination treatment exhibited superior results 
by effectively inducing tumor cell necrosis and obtaining 
improved management of tumor margins. In conclusion, 
these investigations demonstrate the potential of combina-
tion therapies to enhance the results of cancer treatment. 
These methods provide promising opportunities for future 
cancer research by focusing on various aspects of the disease 
and leveraging synergistic effects.

Combination cancer therapy improves treatment out-
comes by targeting the tumor cells and evading resistance 
mechanisms. Immunotherapy, combined with cancer vac-
cines such as CTLA-4 and PD-L1 inhibitors, increases 
antitumor immune response, enhancing survival and tumor 
regression [78]. VEGF antibodies improve the efficiency of 
the vaccine, whereas PARP inhibitors regain effectiveness 
upon combination with PD-L1 blockade [79]. Resistance 
continues to pose a problem, especially through cancer 
stem cells (CSCs) and heterogeneity of tumors [80]. Treat-
ing CSCs with CD44-targeted nanoparticles or laser abla-
tion combined with photodynamic therapy (PDT) has been 
shown to be effective in overcoming resistance [81]. Also, 
antibody therapy targeting the erB-2 gene and clopidogrel 
combinations of drugs reflects the complexity of treatment 
interactions [82]. Targeting resistance pathways is key to 
maximizing combination therapies and realizing personal-
ized cancer therapy.

Other promising immunotherapy

Tumor‑infiltrating lymphocyte (TIL) therapy

This therapy is a form of immunotherapy employed in 
the treatment of specific tumors. The process entails the 
extraction of tumor-infiltrating lymphocytes (TILs) from a 
patient’s tumor, followed by their proliferation in substan-
tial quantities in the laboratory, and subsequently reinfus-
ing them into the patient [83]. The therapy significantly 
increases these cells, hence enhancing the immune system’s 
ability to detect and eliminate cancer cells. CD8 + tumor-
infiltrating cells are essential for a vigorous antitumor 
immune response [84]. Monoclonal antibodies that block 
immunological checkpoints to prevent T cell exhaus-
tion and improve tumor destruction by cytotoxic CD8 + T 
cells are effective in mCRC patients with dMMR-MSI-H. 
Tumor-infiltrating lymphocytes (TILs) are essential for 
effective antitumor immunity, involving many T cell types, 
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including cytotoxic T cells, T helper (TH) cells, and regula-
tory T cells (Tregs), which contribute to T cell-mediated 
immune responses inside the tumor microenvironment [35]. 
Researchers have demonstrated that blocking immune check-
points significantly delays tumor growth and enhances T cell 
infiltration and functions; this study strongly supports the 
potential of co-inhibitory checkpoint blockade to improve 
the efficacy of TIL therapy in cancer patients. Additionally, 
another study suggests a potential link between Ras-MAPK 
pathway activation and immune invasion in triple-negative 
breast cancer (TNBC); this supports the exploration of MEK 
and PD-L1 targeted therapies in clinical trials. In a huPBL-
NSG mouse model using human prostate cancer cells, TIL 
therapy demonstrated a predominance of CD8 + T cells with 
increased CD69 and CD56 expression, resulting in slowed 
tumor growth but not complete elimination, highlighting the 
model’s relevance for preclinical studies of tumor immune 
interactions [85]. In immunocompetent mouse models of 
renal adenocarcinoma and melanoma, TIL therapy using 
mesenchymal stem cells (MSCs) infected with oncolytic 
adenovirus dlE102 significantly reduced tumor volume by 
50% and increased TILs, while decreasing their PD-1 + sub-
sets demonstrates that PD-1-selected tumor-infiltrating 
lymphocytes (TILs) effectively recognize and target tumor 
cells in  vivo, showing significant antitumor activity in 
mouse models of solid tumors and multiple myeloma, with 
enhanced efficacy through PDL-1 blockade [86]. Refer to 
Fig. 1 for how TIL therapy works.

TCR/CAR‑T cell therapy

The application of TCR-T and CAR-T cells in cancer treat-
ment emphasizes the success in hematological malignan-
cies and the challenges in applying these therapies to solid 
tumors due to the immunosuppressive tumor microenvi-
ronment and the absence of tumor-specific antigens [87]. 
TCR-T cells recognize intracellular and surface antigens 
through major histocompatibility complex (MHC) presen-
tation, broadening their target range compared to CAR-T 
cells, which primarily bind extracellular antigens. How-
ever, TCR-T therapy is limited by MHC restriction, requir-
ing patient-specific HLA matching, while CAR-T cells face 
difficulties in antigen escape and tumor infiltration [88]. 
Recent gene-editing advancements, including CRISPR/
Cas9, TALENs, and zinc finger nucleases (ZFNs), have been 
employed to enhance T cell efficacy by knocking out endog-
enous TCRs, PD-1, and HLA molecules, reducing the risk of 
graft-versus-host disease (GVHD) and immune evasion [37]. 
TCR-T cells acquire antigens from the complete proteome of 
cells through HLAs, enabling them to identify both internal 
and surface antigens. TCR gene therapy is advancing the 
creation of optimum cellular products with minimal adverse 
effects and enhanced proliferative potential. Zinc finger 

nucleases (ZFNs) were the inaugural gene-editing technique 
employed to silence endogenous T cell receptors (TCRs) 
and generate enhanced antigen-specific T cells. ZFNs have 
been employed to eliminate HLA on CAR-T cells. CAR-T 
cells have been engineered to continuously express IL-12 
and IL-15 to enhance antitumor efficacy and promote long-
term persistence [89]. Additionally, armored CAR-T cells 
expressing costimulatory ligands (e.g., 4-1BBL, CD40L) 
or targeting multiple antigens through dual CAR constructs 
are being explored to improve tumor recognition and reduce 
relapse rates.[90]. Studies in preclinical models have demon-
strated that CAR/TCR-T cells expressing oncolytic viruses, 
such as myxoma virus (MYXV), enhance tumor cell killing 
by inducing immunogenic cell death, addressing antigen loss 
and immune escape mechanisms [91]. Furthermore, clini-
cal investigations of CRISPR/Cas9-mediated TCR knockout 
in anti-CD19 CAR-T cells have shown promising efficacy 
and safety in treating B-cell acute lymphoblastic leukemia 
(B-ALL), suggesting the feasibility of this approach for 
broader applications [92]. Despite these advances, chal-
lenges such as T cell exhaustion, trafficking to solid tumors, 
and off-target toxicity must be addressed to optimize the 
therapeutic potential of TCR-T and CAR-T cells in solid 
malignancies. Refer to Fig. 1 for how TCR/CAR-T cell 
therapy works (Table 1).

Immune checkpoint inhibitors

A specific form of medication inhibits the production of 
checkpoint proteins by immune system cells, including T 
cells and certain cancer cells. These checkpoints, such as 
PD-1/PD-L1 and CTLA-4/B7-1/B7-2, regulate immune 
responses but can also prevent T cells from destroying tumor 
cells[93]. Immune checkpoint inhibitors (ICIs) block these 
interactions, allowing T cells to remain active against cancer 
PD-L1 on tumor cells binds to PD-1 on T cells, suppress-
ing immune responses. ICIs targeting PD-1 (anti-PD-1) or 
PD-L1 (anti-PD-L1) restore T cell function by preventing 
this binding [94]. Similarly, CTLA-4 on T cells binds to 
B7-1/B7-2 on antigen-presenting cells (APCs), maintain-
ing immune suppression. Anti-CTLA-4 antibodies disrupt 
this interaction, enabling T cell activation [95]. ICIs have 
significantly advanced cancer immunotherapy by remov-
ing inhibitory immune checkpoints and promoting robust 
antitumor responses [37]. The US Food and Drug Adminis-
tration (FDA) has approved ICIs targeting three checkpoint 
molecules: CTLA-4, PD-1, and PD-L1. Ipilimumab, the first 
anti-CTLA-4 antibody, was approved for metastatic mela-
noma [96]. Anti-PD-1 antibodies, which block PD-1 from 
interacting with PD-L1 and PD-L2, further enhance T cell 
responses. The FDA has also approved three anti-PD-L1 
antibodies—atezolizumab, durvalumab, and avelumab—for 
cancers such as urothelial carcinoma, non-small cell lung 
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cancer (NSCLC), and Merkel cell carcinoma [97]. Addition-
ally, a study demonstrated that the combination of anti-PD-1 
therapy with PSMA-targeted radionuclide therapy signifi-
cantly improved disease control (TTP: 47.5 days, survival: 
51.5 days) in a C57BL/6 mouse model of prostate cancer, 
compared to monotherapies [98].

MicroRNA’s in cancer

A class of small non-coding RNAs known as miRNAs is 
involved in post-transcriptional gene silencing [99]. Micro-
RNAs are a subclass of non-coding RNAs that control 
the expression of genes by either translatory inhibition or 
mRNA degradation. About half of miRNAs are autono-
mously transcribed and encoded on non-protein-coding 
regions. The introns of transcripts that code for proteins 
contain the remaining miRNAs. Tumor suppressor miR-
NAs and oncogenic miRNAs, also known as oncomiRs, 
are two types of miRNAs that are important in cancer 
development [100]. A multitude of human miRNA genes 
are positioned in genomic regions that are deleted, ampli-
fied, or translocated in cancer, or situated at fragile loca-
tions. The transcription of pri-miRNA represents the initial 
phase of miRNA synthesis and is dysregulated in several 
human malignancies [101]. These genetic alterations influ-
ence miRNA and pri-miRNA transcription, resulting in the 
abnormal production of downstream target mRNAs that 
may promote cancer formation and dissemination. The ini-
tial example originated from the induced expression of the 
miR-17 ~ 92 cluster, referred to as oncomiR-1, which col-
laborated with MYC to accelerate tumor growth in a B-cell 
lymphoma murine model [102]. MiRNA’s canonical bio-
genesis is a multi-step process involving cytoplasmic and 
nuclear phases. A single nuclear miRNA gene, transcribed 
by RNA polymerase II (Pol II), produces a hairpin interme-
diate termed “pri-miRNA,” which is subsequently identified 
by a microprocessor primarily consisting of two molecules 
of DiGeorge syndrome critical region gene 8 (DGCR8), 
a cofactor of Drosha, an RNase III enzyme featuring two 
RNase III domains, and one molecule of Drosha. Drosha 
subsequently cleaves the stem of the pri-miRNA hairpin 
into two strands, resulting in a stem-loop structure referred 
to as “pre-miRNA.” Exosomes can encapsulate miRNAs, 
subsequently participating in intercellular communication 
[99]. The initial evidence of miRNAs’ involvement in human 
cancer emerged in 2002, when B-cell chronic lymphocytic 
leukemia (B-CLL) was associated with the deregulation of 
miR-15a and miR-16-1. The greatest biomarker for doxoru-
bicin-induced cardiotoxicity was found to be miR-1, which 
exhibited significantly higher expression than other miRNAs 
and improved the assessment of cardiac injuries in patients 
with cardiotoxicity as opposed to cardiac troponin I (cTnI) 

[103]. The extensive deregulation of miRNAs in human can-
cers shown in recent decades underscores the critical role 
of miRNAs in the development, metastasis, and onset of 
tumors. A global reduction in miRNA expression in tumor 
cells compared to normal cells has been documented, as 
demonstrated by the profiling of 217 mammalian miRNAs 
from both normal and human cancer specimens. Apart from 
the overall reduction in miRNA expression, it has been 
demonstrated that 540 solid tumor samples had differen-
tially expressed miRNAs. This indicates that specific altera-
tions in each miRNA expression were evident in tumors, 
as miRNA expression becomes unregulated during cancer 
progression, leading to a different expression pattern. In the 
initial phases of diffuse large B-cell lymphoma (DLBCL), 
miR-21 expression is elevated relative to subsequent stages. 
Hypoxia, characterized by diminished oxygen levels in the 
tumor microenvironment (TME), might influence the matu-
ration and functionality of mature microRNAs (miRNAs) 
due to the regulation of miRNA expression and function by 
cellular stress. The hypoxic environment stimulates epider-
mal growth factor receptor (EGFR) signaling to promote 
growth and oncogenesis. MicroRNAs are essential for the 
regulation of cellular activities, including cell proliferation, 
metabolism, and protein synthesis, in normal physiological 
conditions. Their dysregulation causes aberrant cell growth 
and biosynthesis, promoting tumors’ development, spread, 
and metastasis [104]. Any miRNA deregulation will con-
tribute to the growth of tumors. MiRNA expression profiles 
have the potential to be a useful noninvasive diagnostic tool. 
Only cancerous tissues and cell lines showed upregulation 
of miRNA-93, miRNA-196a, miRNA-196b, miRNA-203, 
miRNA-205, miRNA-210, miRNA-221, miRNA-222, and 
miRNA-224. MiRNAs can potentially be ground-breaking 
gene therapies, but their effectiveness largely depends on a 
reliable delivery system [100]. Exosomes have been shown 
to impact several aspects of cancer, such as EMT, multidrug 
resistance, metastasis, and progression. It has been reported 
that miRNAs impact immune responses against tumors and 
tumor immunogenicity. For instance, a study found that 
miR-124-3p is the target of LINC00240 and may stimulate 
the development of cervical cancer through the actions of 
MHC class I-related proteins A (MICA) and STAT3, which 
in turn mediates the tolerance of natural killer T (NKT) 
cells [99]. According to reports, miR-449a plays a role in 
carcinoma development and could be a useful prognostic 
marker. We believe that miR-449a can potentially serve as a 
therapeutic agent for treating certain types of cancer based 
on the putative pathogenetic relationships between cancer 
and miR-449a [105]. miRNAs may be useful instruments for 
prognostication and diagnosis to enhance cancer prognosis. 
One of the most active cell signaling pathways in cancer is 
PIK3/AKT/MTOR [103] (Fig. 2). The following evidence 
proves that miRNA profiling holds diagnostic potential 
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while standardization of clinical application lacks. Moreo-
ver, the accuracy of miRNAs as noninvasive biomarkers is 
encouraging but needs further validation in a heterogeneous 
population, and there is a need for additional research to 
interpret efficacy and safety of miRNA therapy in human 
trials. Nonetheless, recent findings reveal that extracellular 
vesicle-delivered miRNA transfer can remold tumor micro-
environment, and it has therapeutic potential. It has also 
been shown that miRNA expression is regulated by tumor 
metabolism, which may be targeted for the treatment of 
cancer. CRISPR-based gene editing has opened up avenues 
to precisely manipulate miRNAs and has the potential for 
personalized medicine.

Oncomirs and oncosuppressive microRNAs

Oncomirs are microRNAs associated with cancer, catego-
rized based on their roles in various tumorigenic processes 
[106]. A key group of oncomirs, including miR-21, miR-
181a, miR-632, and miR-221/222, are implicated in metas-
tasis, while another category, consisting of miR-155 and 
miR-375, drives the proliferation of neoplastic cells [107]. 
MicroRNAs such as miR-182, miR-10b, miR-373, and 

miR-520c are critical for tumor cell invasion into organs, 
and miR-9 and miR-27a are involved in angiogenesis, aid-
ing tissue vascularization [108]. Additionally, miR-22, miR-
181a, and miR-221/222 participate in tumor progression. 
In contrast, the let-7 family of microRNAs acts as a sig-
nificant tumor suppressor, with its overexpression in early-
stage bladder cancer inhibiting the activity of oncogenes like 
H-RAS and HMGA2 [109]. Another well-studied suppressor 
microRNA, miR-145, is typically expressed at lower levels 
in cancer cells compared to normal tissues [110]. The miR-
200 family, comprising miR-200a, miR-200b, miR-200c, 
miR-429, and miR-141, plays a vital role in the invasion of 
solid tumors, highlighting the diverse yet critical functions 
of microRNAs in cancer biology [111] (Fig. 2).

Although enormous progress has been made in miRNA 
study, some gaps exist. The intricate relationship between 
oncomirs and tumor suppressor miRNAs between distinct 
cancer subtypes needs further probing to establish their 
specific roles during tumorigenesis. Specifically, miR-375 
shows conflicting behavior in different cancers, and its func-
tion needs to be subjected to a more in-depth exploration. 
Lastly, the long-term consequences of miRNA-based thera-
peutic interventions in cancer therapy are poorly understood, 

Fig. 2   Schematic illustrates the critical roles of various miRNAs in 
cancer progression by targeting key signaling pathways and biomark-
ers. miR-99a and miR-424 suppress the PI3K/AKT/mTOR pathway, 
which regulates cell proliferation and survival, while miR-21-5p 

modulates the NF-κB pathway, promoting inflammation and tumor 
progression. miR-106a influences tumorigenesis by regulating PTEN, 
a crucial tumor suppressor
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and it is essential to conduct extensive preclinical research. 
Conversely, recent findings indicate that miRNA expression 
is epigenetically controlled, allowing for new epigenetic 
therapies. In addition, combination therapies that include 
miRNA modulators and immune checkpoint inhibitors show 
synergistic effects, increasing the potential for miRNA ther-
apeutics. Finally, identifying cooperative miRNA clusters 
provides new avenues for combination therapy as targeted 
agents, providing a more nuanced method for cancer treat-
ment. These observations highlight the need for ongoing 
studies to fill existing gaps and refine miRNA-based oncol-
ogy approaches.

The role of miR‑99a

miR-99a has been identified as a tumor suppressor gene in 
multiple human malignancies [112]. The tumor suppressor 
gene miR-99a is often deleted or expressed at diminished 
levels in numerous human malignancies. For instance, 
miR-99a was observed to be downregulated in esophageal 
squamous cell carcinoma tissues, and diminished miR-99a 
expression was associated with poorer overall patient sur-
vival. Transient gene transfection of miR-99a overexpression 
suppressed esophageal cancer cell proliferation and triggered 
apoptosis [112]. miR-99a can selectively suppress IGF1R 
expression, hence inhibiting the proliferation and migration 
of cervical cancer cells (CCCs) [113].

miR-99a has emerged as a multifaceted tumor suppressor 
with significant roles in various cancers, including non-small 
cell lung cancer (NSCLC). Studies highlight its therapeu-
tic potential, demonstrating that miR-99a overexpression 
enhances radiosensitivity in NSCLC, improving radiation 
efficacy and suggesting its role in better treatment outcomes 
[114]. Additionally, miR-99a acts as a tumor suppressor in 
NSCLC by inhibiting cell migration and invasion through 
AKT1 downregulation [115]. However, its role appears con-
text-dependent, as research in breast cancer shows miR-99a 
and miR-99b functioning as downstream targets of TGF-β, 
promoting epithelial-to-mesenchymal transition (EMT) by 
increasing cell migration and fibronectin expression while 
reducing E-cadherin and ZO-1 [116]. This duality under-
scores its potential contribution to tumor progression in 
certain contexts. In endometrial cancer (EC), miR-99a is 
notably downregulated in tumor tissues, correlating with 
poor differentiation and aggressive behavior [117]. Overex-
pression studies reveal its ability to inhibit cell proliferation, 
induce apoptosis, suppress invasion, and curb tumor growth 
in vivo, primarily through dual suppression of the PI3K/
AKT/mTOR pathway [118]. These findings establish miR-
99a as a promising biomarker and therapeutic target across 
different cancer types (Fig. 2).

In spite of exhaustive studies on miR-99a, there are some 
gaps that exist in completely unraveling its cancer role. 

Its dual role as a tumor promoter and suppressor in vari-
ous forms of cancer warrants further studies to understand 
its context-dependent functions. Furthermore, the exact 
mechanisms by which miR-99a controls the PI3K/AKT/
mTOR pathway in various cancers are yet unknown, which 
makes further molecular investigations necessary. From a 
clinical point of view, although miR-99a holds promise as a 
biomarker, its validation has just begun and highlights the 
need for more cohort studies to confirm its diagnostic and 
prognostic credibility. Emerging information, though, points 
toward its new potential as a therapy. Experiments indicate 
that miR-99a boosts radiosensitization, bringing new hope 
to combination therapies, especially in lung cancer. Addi-
tionally, recent research suggests that miR-99a is involved 
in regulating cancer cell metabolism, offering a new area 
for targeted interventions. Another important finding is that 
tumor hypoxia controls the expression of miR-99a, link-
ing it to the tumor microenvironment and further increas-
ing its significance in cancer development and therapeutic 
approaches. These new findings underscore the necessity of 
further investigation to realize miR-99a’s full potential in 
cancer therapy.

The role of miR‑21‑5p

microRNA appears frequently upregulated in various can-
cers, promoting cell viability, proliferation, and migration 
while inhibiting apoptosis in many cases. Several studies 
have shed light on the complex role of miR-21-5p in can-
cer [119]. MiR-21-5p exhibited elevated expression across 
multiple cancer types. MiR-21-5p enhanced cell survival, 
proliferation, and migration while inhibiting apoptosis by 
targeting BTG2. The MiR-21-5p inhibitor diminished the 
size and volume of xenograft tumors, as well as the expres-
sions of Ki67 and miR-21-5p in the xenograft tumor tissues 
[120]. miR-21-5p was both overexpressed and repressed in 
cancer stem cells (CSCs) [121]. Inhibition of miR-21-5p 
in melanoma cell lines diminishes cell proliferation and 
enhances apoptosis via elevating the expression of PDCD4, 
PTEN, and BTG2. miR-21 can additionally associate with 
toll-like receptor 8, resulting in toll-like receptor-mediated 
activation of NF-kB [122].

Furthermore, some studies identify exosomal miR-21-5p 
as a key player in promoting cancer. The authors demon-
strate that exosomal miR-21-5p from cancer cells induces 
mesothelial-to-mesenchymal transition (MMT) in peritoneal 
mesothelial cells, facilitating metastasis [123]. This effect 
was mediated through targeting SMAD7 in the TGF-β/
Smad pathway, validated by in vitro and in vivo models. 
These findings suggest that targeting exosomal miR-21-5p 
could be a promising therapeutic strategy for gastric cancer. 
Another study investigated the role of exosomal miR-21-5p 
in colorectal cancer (CRC) [124]. Exosomal miR-21-5p from 
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CRC cells promoted angiogenesis and vascular permeability 
by targeting KRIT1 and activating the β-catenin pathway 
in endothelial cells [125]. Notably, higher exosomal miR-
21-5p levels were observed in CRC patients compared to 
healthy controls, highlighting its potential as a diagnostic 
or therapeutic target [126]. Furthermore, the review dis-
cusses Andrographolide (Andro), a natural compound with 
antitumor properties. In a transgenic breast cancer model, 
Andro inhibited tumor growth and metastasis by suppressing 
proliferation, migration, and invasion of cancer cells [127]. 
Mechanistically, Andro suppresses NF-κB activation, lead-
ing to downregulation of miR-21-5p expression and promo-
tion of PDCD4, a tumor suppressor [127]. These findings 
suggest that Andro may be a promising therapeutic agent 
for luminal-like breast cancer by targeting the miR-21-5p 
pathway (Fig. 2). Although miR-21-5p has been extensively 
studied, there are still some knowledge gaps regarding its 
function in cancer. Its regulation of tumor immunity is not 
fully explored, so concerns exist regarding its contribution 
to immune evasion and response. Furthermore, though miR-
21-5p has the potential to serve as a liquid biopsy biomarker, 
it still requires validation before it can be considered clini-
cally useful. Another key field to be studied is the exact 
mechanisms by which miR-21-5p is involved in drug resist-
ance, which are still not well understood. New findings have 
clarified its function in enhancing metastasis by exosomal 
communication, with implications for cancer development. 
Also, new data indicate that natural products such as Andro-
grapholide may suppress miR-21-5p, providing new poten-
tial therapeutic approaches. Moreover, its NF-κB regulation 
connects miR-21-5p to inflammatory tumor signaling, again 
highlighting its cancer pathophysiology role. Closing these 
research gaps may open new avenues for targeted therapies 
and biomarker discovery in cancer treatment.

The role of miR‑4728

miR-4728 was recently discovered within an intron of the 
ErbB2 gene. mir-4728 is a tumor-suppressive miRNA that 
regulates MAPK signaling through the targeting of MST4, 
highlighting its potential as a prognostic biomarker and 
therapeutic target in oncology [128]. The pre-miR-4728 
(mir-4728) is encoded within an intron of the HER2 gene. 
Patients with HER2 positivity exhibiting elevated miR-4728 
expression levels demonstrated improved responsiveness to 
targeted treatments [129]. miR-4728 was the predominant 
independent risk factor for tumor recurrence in patients with 
advanced T stage [129]. miR-4728 exhibits dual roles in 
HER2 + breast cancer, acting as both an oncogenic factor 
and a tumor suppressor depending on the context. Stud-
ies have shown that miR-4728 can contribute to resistance 
against HER2 inhibitors like lapatinib by downregulating 
NOXA expression through reduced ESR1 transcription, with 

pharmacological inhibition of MCL-1 emerging as a poten-
tial strategy to overcome this resistance [130]. Conversely, 
the miR-4728-5p variant has been identified as an oncogenic 
factor that promotes proliferation and migration in breast 
cancer cells by targeting EBP1, creating a feedback loop 
that amplifies HER2 signaling [131]. On the other hand, 
miR-4728 also demonstrates tumor-suppressive properties 
by inhibiting the MAPK pathway via MST4 targeting, with 
its downregulation in breast tumors correlating with poor 
patient prognosis [129]. This dual functionality highlights 
its potential as both a therapeutic target and a prognostic 
marker, emphasizing the need for context-specific strate-
gies when designing miR-4728-focused therapies. (Figure 2) 
Notwithstanding increasing evidence of the role of miR-
4728 in HER2 + cancers, much research remains to be done. 
Its dual oncogenic and tumor-suppressive activities must be 
explored further to understand its exact role in tumor devel-
opment. Moreover, the long-term consequences of targeting 
miR-4728 in HER2 + breast cancer are unknown, and more 
studies need to be conducted to assess possible therapeutic 
risks and benefits. A further important void is in identifying 
if miR-4728 would be a universal prognostic marker for all 
cancer types. Nevertheless, some recent findings indicate its 
potential in drug resistance reversal, as miR-4728 has been 
reported to regulate resistance to HER2 inhibitors. Addi-
tionally, its ability to control the MAPK pathway suggests 
a larger role beyond breast cancer, possibly extending to 
other cancers. Significantly, the finding that miR-4728-5p is 
involved in the migration of tumor cells further enhances its 
potential as a therapeutic target, highlighting the necessity 
for further investigation of its functions in the development 
of cancer and in treatment protocols.

miR‑17‑5p, miR‑20a, and miR‑106a

miR-17-5p may serve as a novel tumor marker for monitor-
ing cancer development and progression. miR-17-5p exhibits 
a predictive influence on several tumor types [132]. miR-
17-5p is intricately linked to malignancies via complex regu-
latory pathways [133]. miR-17-5p is highly overexpressed in 
all tumor types. Pterostilbene downregulated the expression 
of miR-17-5p and miR-106a-5p in tumors and systemic cir-
culation, restoring PTEN mRNA and protein levels, which 
resulted in decreased tumor growth in vivo [134]. miR-20a’s 
function in regulating breast cancer angiogenesis suggests its 
potential as an angiogenic biomarker [135]. Elevated expres-
sion levels of miR-20a have been detected in colorectal can-
cer (CRC) tissues, serum, and plasma. miR-20a was shown 
to be present in feces and demonstrates excellent sensitivity 
for colorectal cancer (CRC). Consequently, miR-20a may 
serve as a biomarker for colorectal cancer (CRC) and an 
indicator to avert invasive procedures in affected patients. 
miR-20a demonstrates potential for clinical application 
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as a novel diagnostic biomarker and therapeutic target for 
colorectal cancer patients [136]. miRNA modulates the 
expression of essential cell cycle and apoptosis components, 
indicating miR-106a as a promising diagnostic and prog-
nostic biomarker with therapeutic implications. Levels of 
miR-106a are highly correlated with tumor stage, size, dif-
ferentiation, lymphatic and distant metastases, and invasion 
[137]. MicroRNAs (miRNAs) play a critical role in cancer 
progression, with several emerging as potential diagnostic 
markers or therapeutic targets. For instance, miR-17-5p 
has been shown to directly target RUNX3 in gastric can-
cer (GC), leading to enhanced cell proliferation and inva-
sion. Studies using mouse models revealed that miR-17-5p 
overexpression significantly increased tumor growth, while 
its inhibition reduced tumor volume, making it a promising 
therapeutic target for GC [133]. Similarly, in nasopharyn-
geal carcinoma (NPC), miR-17-5p promotes tumor pro-
gression by downregulating p21, a key cell cycle inhibitor. 
This downregulation drives increased cell proliferation and 
tumor growth, as demonstrated in both in vitro studies and 
in vivo xenograft models, further highlighting miR-17-5p’s 
potential as a diagnostic or therapeutic tool in NPC [138]. 
Beyond miR-17-5p, miR-20a displays a context-dependent 
role in breast cancer, particularly in angiogenesis. In vitro 
experiments showed that miR-20a enhances blood vessel 
formation in MCF7 cells but inhibits it in MDA-MB-231 
cells [135]. Clinically, higher miR-20a expression has been 
associated with larger blood vessels and increased VEGFA 
expression in invasive breast carcinomas. These findings 
underscore the complexity of miR-20a’s role in angiogen-
esis, necessitating further research to define the conditions 
under which it promotes or inhibits tumor vascularization 
[135]. In non-small cell lung cancer (NSCLC), miR-106a 
overexpression has been linked to aggressive cancer pheno-
types by suppressing PTEN, a tumor suppressor. This sup-
pression drives increased cell proliferation, migration, and 
invasion, as observed in NSCLC cell lines and tissues [139]. 
Given its role in facilitating tumor progression, miR-106a 
represents a compelling target for therapeutic interventions 
in NSCLC. Collectively, these studies emphasize the critical 
role of miRNAs like miR-17-5p, miR-20a, and miR-106a in 
cancer progression and highlight their potential as targets for 
innovative treatment strategies (Fig. 2).

Anyhow the vast research on miR-17-5p, miR-20a, and 
miR-106a in cancer, there are some gaps in knowledge 
regarding their exact roles in tumorigenesis. The molecular 
pathways by which miR-17-5p promotes tumorigenesis in 
various cancers are poorly defined, restricting the scope for 
specific therapeutic targeting. Likewise, functional variation 
in the angiogenic roles of miR-20a in different tumor micro-
environments needs to be explored, given that its action on 
tumor vascularization seems to be dependent on context. 
Further, the role of miR-106a in immune modulation in 

cancer is also less understood, which creates a difficulty in 
fully interpreting its role in tumor growth. Recent evidence 
indicates that miR-17-5p is a promoter of tumor growth 
through targeting major suppressors like RUNX3, which 
offers new therapeutic possibilities. Further, the differen-
tial influence of miR-20a on angiogenesis reflects the mul-
tifaceted nature of its action in tumor biology. In contrast, 
miR-106a has been recognized as a tumor promoter through 
PTEN downregulation and is a potential target for targeted 
therapy. Filling these gaps in research will be important to 
the development of effective miRNA-based cancer therapies.

miR‑155

miR-155 is a highly conserved and versatile microRNA, 
primarily distinguished by its overexpression in several ill-
nesses, particularly malignant tumors. The modified expres-
sion of miR-155 is linked to numerous physiological and 
pathological processes, such as hematopoietic lineage differ-
entiation, immunological response, inflammation, and can-
cer [140]. miR-155, a non-coding microRNA, is revealed to 
have a strong correlation with various nutritional processes 
[141]. MicroRNA-155 (miR-155) is a versatile regulator of 
cell proliferation, the cell cycle, development, immunity, and 
inflammation, playing crucial and occasionally contradictory 
roles in various malignancies, including esophageal cancer 
[142]. One study has investigated its function in metasta-
sis using a metastasis cell line model in immunodeficient 
mice. Interestingly, miR-155 overexpression in highly meta-
static CL16 cancer cells significantly decreased lung tumor 
burden. This effect appears to be driven by reduced cell 
invasiveness without affecting proliferation or apoptosis in 
established tumors [143]. These findings suggest a potential 
therapeutic role for miR-155 in targeting metastasis without 
compromising overall tumor growth. Another study explored 
miR-155 in the context of pancreatic cancer, utilizing the 
p48-Cre/LSL-KrasG12D mouse model. Here, miR-155 lev-
els increased during malignant progression, accompanied 
by a downregulation of its predicted target, MLH1. Addi-
tionally, this study observed distinct changes in circulat-
ing miRNAs following gemcitabine treatment, suggesting 
potential links between miR-155 and drug response [144]. 
While the precise role of miR-155 in pancreatic cancer 
progression remains to be elucidated, this study highlights 
its potential involvement and the influence of treatment on 
miRNA expression profiles (Fig. 2). Although there has been 
extensive research, the function of miR-155 in metastasis is 
unclear, and more in vivo experiments are needed to deter-
mine its role in various cancers. Its role in drug resistance 
in pancreatic cancer is also poorly understood, calling for 
more targeted studies. The clinical use of miR-155 suppres-
sion remains to be established, despite the fact that it has 
been identified as a possible treatment strategy. Remarkably, 
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new research suggests that overexpressing miR-155 may 
reduce metastasis in some cancer types, suggesting poten-
tial therapeutic benefits. Gemcitabine treatment has also 
been demonstrated to modify circulating miRNAs, includ-
ing miR-155, which may impact how the medicine works. 
Further highlighting its significance in tumor growth and 
treatment response, miR-155 may potentially modulate the 
immune response in cancer due to its participation in regu-
lating inflammatory signaling pathways.

miR‑424

MiR-424’s position in cancer may serve as a prognostic and 
diagnostic biomarker and a possible therapeutic candidate 
for cancer treatment. Mature miR-424 induces the degrada-
tion of its target transcripts or inhibits translation by binding 
to molecular targets. miR-424 participates in the modula-
tion of p53, PI3K/Akt, Wnt, and various other molecular 
pathways, governing cellular proliferation, apoptosis, dif-
ferentiation, chemoresistance, and cancer immunity [145]. 
miR-424 has been identified as a tumor-suppressive micro-
RNA in certain cancer types, functioning as an oncogene 
in others. miRNA is upregulated in melanoma, laryngeal 
and esophageal squamous cell carcinomas, glioma, multiple 
myeloma, and thyroid carcinoma [146]. Melatonin exerts 
a tumor-suppressive effect by modulating the miR-424-5p/
VEGFA axis. miR-424 has been demonstrated to facilitate 
apoptosis and induce cell cycle arrest in glioblastoma cells 
[147]. miR-424-5p can enhance proliferation and metastatic-
related characteristics by directly interacting with SCN4B 
[148]. miR-424(322)/503 is a tumor suppressor in breast 
cancer. A lack of miR-424 causes tumors to form and resist-
ance to chemotherapy to develop [149]. Research using a 
knockout mouse model and primary tumor analysis shows 
its promising potential as a therapeutic target. On the other 
side, circTBL1XR1 a circular RNA with the opposite effect 
in colon cancer [150]. When overexpressed, it ramps up can-
cerous behaviors like growth, migration, and invasion. But 
when it is dialed down, these effects are reversed. circT-
BL1XR1 seems to target and suppress Smad7, which may 
help explain its role in advancing colorectal cancer (Fig. 2). 
Despite being widely studied regarding miR-424, little is 
known regarding its dual functions as an oncogene and a 
tumor suppressor in various forms of cancer and the mech-
anisms that mediate its chemoresistance. Further research 
is therefore necessary to clarify this function. Another key 
lacuna is the paucity of investigation into miR-424’s role in 
the immune response in the tumor microenvironment, which 
would be of great interest in understanding its overall regula-
tory roles. Recent evidence has highlighted novel facets of 
miR-424 regulation, including melatonin-mediated regula-
tion of the miR-424-5p/VEGFA axis, with implications for 
new combination therapies. Reiterating its function in the 

formation of cancer, miR-424(322)/503 is also known to be a 
tumor suppressor in breast cancer, and its loss is what causes 
chemoresistance. Furthermore, the control of miR-424 by 
circTBL1XR1 in colorectal cancer demonstrates the novel 
function of circular RNAs in miRNA modulation, opening 
the door to novel targeted treatment strategies.

miR‑146a

miR-146a-5p may serve as a noninvasive biomarker and a 
targeted therapy in certain malignancies. Direct targets of 
miR-146a are overexpressed, resulting in enhanced cell pro-
liferation, invasion, metastasis, and survival. miR-146a-5p 
generated from cancer-associated fibroblasts can enhance 
stemness and increase chemoresistance in urothelial bladder 
cancer. Exosomal miR-146a-5p may serve as a biomarker 
for UBC recurrence and a prospective therapeutic target 
[151]. CAFs transfected with miR-146a-5p demonstrated a 
significant elevation in the levels of inflammatory cytokines 
interleukin-6, tumor necrosis factor-α, transforming growth 
factor-β, and CXCL12, which initiate the epithelial-mes-
enchymal transition and pro-metastatic transformation of 
colorectal cancer cells [152]. Crucially, the activation of 
cancer-associated fibroblasts (CAFs) by miR-146a-5p pro-
moted tumorigenesis and pulmonary metastasis of colorectal 
cancer (CRC) in vivo through tumor xenograft models [153].

Researchers, using the KCI transgenic mouse model, 
discovered that a decrease in miR-146a contributes to the 
overexpression of the epidermal growth factor receptor 
(EGFR) [154]. Treating these mice with CDF—a synthetic 
compound—brought miR-146a levels back to normal. This 
reduced EGFR levels and slowed tumor growth in xenograft 
models. Restoring miR-146a with CDF could be a game-
changer for personalized pancreatic cancer treatments. In 
castration-resistant prostate cancer (CRPC), miR-146a levels 
drop significantly compared to androgen-dependent prostate 
cancer (ADPC) [155]. In in vivo as well as in vitro studies 
show that boosting miR-146a levels slowed down cancer 
cell growth, migration, and tumor formation in androgen-
independent prostate cancer cell lines [156]. It seems this 
works by suppressing EGFR and MMP2 and dialing down 
p-ERK signaling. All of this points to miR-146a’s role in 
controlling CRPC progression. Research with genetically 
engineered mice has revealed that removing miR-146a 
leads to serious immune system issues, such as increased 
inflammation, overactive myeloid cell production, and tumor 
development [157]. In short, miR-146a is a natural regulator, 
keeping inflammation, cell proliferation, and cancer risks in 
check (Fig. 2). In spite of increasing evidence of the impor-
tance of miR-146a in cancer biology, there are some gaps 
in the research. Regulatory networks involving miR-146a 
in various cancers need to be explored to completely real-
ize its mechanistic functions. Its function in immunotherapy 
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resistance is not well explained, which restricts its therapeu-
tic application as a target. The potential for miR-146a-based 
personalized treatment is also still unexplored. Yet, recent 
reports point to miR-146a as an emerging noninvasive bio-
marker for cancer detection, considering it plays a critical 
role in regulation of inflammatory response and immune 
activities in the tumor microenvironment. There is emerg-
ing evidence that the miR-146a has roles in regulation of 
tumor progression via the NF-κB and PI3K pathways and, 
therefore, has a potential connection to cancer driven by 
chronic inflammation. This indicates the significance of fur-
ther exploration to unlock miR-146a’s maximum potential 
in diagnosing and treating cancer.

miR‑21

MicroRNA-21 (miR-21) is potentially carcinogenic and tar-
gets tumor suppressor proteins across nearly all cancer types 
[158]. miR-21 is upregulated in numerous malignancies and 
facilitates cell proliferation, metastasis, and treatment resist-
ance. Targeting miR-21 with traditional chemotherapeutic 
drugs may augment their therapeutic efficacy and mitigate 
drug resistance and cancer recurrence in both in vitro and 
animal models [159]. miR-21 represents a viable cancer 
therapy target and an early cancer detection biomarker. 
The downregulation of tumor suppressor genes, particu-
larly miR-21, is correlated with cancer resistance to many 
chemotherapeutic agents [160]. miR-21 levels were often 
heightened relative to surrounding normal tissue. A little 
overexpression of miR-21 increased tumor xenograft devel-
opment and facilitated androgen-independent proliferation 
post-surgical castration [161]. Research into the role of miR-
21 in cancer has shown various results, including one study 
on genetically engineered mouse models of hepatocellular 
carcinoma (HCC) [162]. However, the study raised con-
cerns about using miR-21 inhibition as a therapy, whereas 
removing miR-21 in these models made things worse—it 
increased tumor growth and aggressiveness [163]. This 
might be because it triggered the upregulation of oncogenes 
and activated multiple signaling pathways out of balance. 
On the other hand, a different study highlighted the promise 
of miR-21 inhibition for treating breast cancer. Researchers 
using miR-21 antagomir (anti-miR-21) on 4T1 murine breast 
cancer cells demonstrated that tumor cells stopped multiply-
ing as quickly and even started dying, thanks to the targeting 
of PTEN [164]. Even more exciting, in live animal models 
(VEGFR2-luc transgenic mice implanted with 4T1 cells), 
antagomir-21 slowed tumor angiogenesis—basically cut-
ting off the tumor’s blood supply—by blocking the HIF-1α/
VEGF/VEGFR2 pathway [165]. They confirmed this effect 
with bioluminescent imaging. In short, the effects of miR-
21 inhibition seem to depend on the type of cancer being 
studied. While it is risky in liver cancer, it could offer real 

benefits in breast cancer (Fig. 2). Since miR-21 has a varying 
function in different types of cancer, its therapeutic effective-
ness is very context-dependent. Cancer-specific strategies 
are required since, despite its well-established status as an 
oncogene, data such as those for hepatocellular carcinoma 
(HCC) suggest that its total blockage may worsen tumor 
growth. Targeted regulation of miR-21 or its target pathways 
could be a safer and more effective alternative to complete 
suppression. Nonetheless, clinical translation is confronted 
with delivery and safety issues, since off-target effects and 
long-term risks plague existing antagomir-based treatments. 
The development of tumor-specific delivery systems, such 
as nanoparticle-based carriers or antibody-conjugated ther-
apies, may improve specificity and minimize side effects. 
Moreover, since miR-21 is involved in drug resistance, its 
inhibition in combination with chemotherapy or immu-
notherapy may enhance treatment efficacy, and combina-
tion strategies are a promising direction for future studies 
(Table 2).

Conclusion and future perspective

Cancer vaccines are emerging as promising tools in oncol-
ogy, utilizing the immune system to identify and destroy 
tumors. Ranging from tumor cell-based vaccines to inno-
vative nucleic acid platforms, these methods show consid-
erable potential in generating strong and lasting antitumor 
responses. Combining vaccines with other immunotherapeu-
tic strategies, like immune checkpoint inhibitors and TIL 
or CAR-T cell therapies, enhances their effectiveness by 
tackling tumor diversity and immune evasion mechanisms. 
Moreover, miRNAs, which play crucial roles in cancer path-
ways, present opportunities to refine and improve vaccine-
based therapies. By focusing on oncogenic and tumor sup-
pressor miRNAs, new interventions can boost the specificity 
and effectiveness of cancer treatments. Despite notable pro-
gress, several obstacles still impede the broader use of can-
cer vaccines. Addressing challenges such as tumor-induced 
immunosuppression, the low immunogenicity of certain 
vaccines, and resistance mechanisms is essential. Moreover, 
regulatory and logistical hurdles greatly affect the clinical 
application of cancer vaccines. Strict approval procedures, 
the costliness of development, and standardization require-
ments in manufacturing and distribution make sweeping 
adoption difficult. Personalized vaccine approaches need 
careful biomarker identification and patient-specific formu-
lation, making clinical translation more complicated. Future 
studies should aim to integrate multi-omics approaches, 
including proteomics and genomics, to discover new bio-
markers for personalized vaccine development. The com-
bination of miRNA modulation with cancer vaccines is an 
exciting area of exploration, with the potential to enhance 



	 Cancer Immunology, Immunotherapy          (2025) 74:163   163   Page 22 of 28

Ta
bl

e 
2  

C
an

ce
r v

ac
ci

ne
s a

nd
 it

s m
ec

ha
ni

sm
s

A
dd

iti
on

al
ly

, m
iR

-1
46

a 
ta

rg
et

s 
EG

FR
 a

nd
 M

M
P2

, i
m

pa
ct

in
g 

ce
ll 

m
ig

ra
tio

n,
 in

va
si

on
, a

nd
 e

pi
th

el
ia

l-m
es

en
ch

ym
al

 tr
an

si
tio

n 
(E

M
T)

, e
ss

en
tia

l f
or

 m
et

as
ta

si
s. 

m
iR

-1
7-

5p
 s

up
pr

es
se

s 
RU

N
X

3,
 a

 
tu

m
or

 s
up

pr
es

so
r, 

hi
gh

lig
ht

in
g 

its
 ro

le
 in

 o
nc

og
en

es
is

. T
og

et
he

r, 
th

es
e 

m
iR

N
A

s 
de

m
on

str
at

e 
th

ei
r c

ol
le

ct
iv

e 
im

pa
ct

 o
n 

ca
nc

er
 d

ev
el

op
m

en
t b

y 
m

od
ul

at
in

g 
sh

ar
ed

 a
nd

 d
ist

in
ct

 m
ol

ec
ul

ar
 p

at
h-

w
ay

s, 
pr

es
en

tin
g 

op
po

rtu
ni

tie
s f

or
 th

er
ap

eu
tic

 in
te

rv
en

tio
n

S.
 n

o
C

an
ce

r v
ac

ci
ne

C
an

ce
r t

yp
e

Pa
th

w
ay

s i
nv

ol
ve

d
M

ec
ha

ni
sm

 o
f a

ct
io

n
Re

fe
re

nc
es

1
Si

pu
le

uc
el

-T
 (P

ro
ve

ng
e)

Pr
os

ta
te

 C
an

ce
r

A
nt

ig
en

 P
re

se
nt

at
io

n 
Pa

th
w

ay
, T

 c
el

l A
ct

iv
at

io
n

D
en

dr
iti

c 
ce

lls
 a

re
 e

xp
os

ed
 to

 a
 p

ro
st

at
e 

ca
nc

er
 a

nt
i-

ge
n 

(P
A

P)
 a

nd
 G

M
-C

SF
, t

he
n 

re
in

fu
se

d 
to

 a
ct

iv
at

e 
T 

ce
lls

 a
ga

in
st 

pr
os

ta
te

 c
an

ce
r c

el
ls

[1
66

]

2
Ta

lim
og

en
e 

La
he

rp
ar

ep
ve

c 
(T

-V
EC

)
M

el
an

om
a

H
SV

-1
 L

yt
ic

 P
at

hw
ay

, A
nt

ig
en

 P
re

se
nt

at
io

n 
Pa

th
-

w
ay

G
en

et
ic

al
ly

 m
od

ifi
ed

 H
SV

-1
 v

iru
s s

el
ec

tiv
el

y 
re

pl
i-

ca
te

s i
n 

tu
m

or
 c

el
ls

, c
au

si
ng

 c
el

l l
ys

is
 a

nd
 re

le
as

-
in

g 
an

tig
en

s t
o 

sti
m

ul
at

e 
an

 im
m

un
e 

re
sp

on
se

[1
67

]

3
B

ac
ill

us
 C

al
m

et
te

-G
ué

rin
 (B

C
G

)
B

la
dd

er
 C

an
ce

r
TL

R
 P

at
hw

ay
, N

LR
 P

at
hw

ay
, C

yt
ok

in
e 

Pa
th

w
ay

B
C

G
 in

du
ce

s a
n 

im
m

un
e 

re
sp

on
se

 b
y 

ac
tiv

at
in

g 
to

ll-
lik

e 
re

ce
pt

or
s (

TL
R

s)
 a

nd
 n

uc
le

ot
id

e-
bi

nd
in

g 
ol

ig
om

er
iz

at
io

n 
do

m
ai

n-
lik

e 
re

ce
pt

or
s (

N
LR

s)
, 

le
ad

in
g 

to
 c

yt
ok

in
e 

pr
od

uc
tio

n 
an

d 
im

m
un

e 
ce

ll 
ac

tiv
at

io
n

[1
68

]

4
G

VA
X

 P
an

cr
ea

s
Pa

nc
re

at
ic

 C
an

ce
r

A
nt

ig
en

 P
re

se
nt

at
io

n 
Pa

th
w

ay
, T

 c
el

l A
ct

iv
at

io
n

Pa
nc

re
at

ic
 tu

m
or

 c
el

ls
 a

re
 g

en
et

ic
al

ly
 m

od
ifi

ed
 to

 
se

cr
et

e 
G

M
-C

SF
, e

nh
an

ci
ng

 d
en

dr
iti

c 
ce

ll 
re

cr
ui

t-
m

en
t a

nd
 T

 c
el

l a
ct

iv
at

io
n 

ag
ai

ns
t p

an
cr

ea
tic

 
tu

m
or

 a
nt

ig
en

s

[1
69

]

5
m

R
N

A
-4

15
7 

(V
94

0)
M

ul
tip

le
 C

an
ce

r T
yp

es
A

nt
ig

en
 P

re
se

nt
at

io
n 

Pa
th

w
ay

, T
 c

el
l A

ct
iv

at
io

n
Pe

rs
on

al
iz

ed
 m

R
N

A
 v

ac
ci

ne
s e

nc
od

e 
ne

oa
nt

ig
en

s 
sp

ec
ifi

c 
to

 th
e 

pa
tie

nt
’s

 tu
m

or
, l

ea
di

ng
 to

 a
nt

ig
en

 
pr

es
en

ta
tio

n 
an

d 
T 

ce
ll 

ac
tiv

at
io

n

[1
70

]

6
H

PV
 V

ac
ci

ne
C

er
vi

ca
l C

an
ce

r, 
H

ea
d 

an
d 

N
ec

k 
C

an
ce

rs
A

nt
ig

en
 P

re
se

nt
at

io
n 

Pa
th

w
ay

, T
 c

el
l A

ct
iv

at
io

n
H

PV
 v

ac
ci

ne
s t

ar
ge

t H
PV

 a
nt

ig
en

s, 
pr

ev
en

tin
g 

in
fe

ct
io

n 
an

d 
su

bs
eq

ue
nt

 c
an

ce
r d

ev
el

op
m

en
t b

y 
in

du
ci

ng
 a

 ro
bu

st 
im

m
un

e 
re

sp
on

se

[1
71

]

7
N

ew
 Y

or
k-

ES
O

-1
 (N

Y-
ES

O
-1

) V
ac

ci
ne

Va
rio

us
 C

an
ce

r T
yp

es
A

nt
ig

en
 P

re
se

nt
at

io
n 

Pa
th

w
ay

, T
 c

el
l A

ct
iv

at
io

n
Th

e 
va

cc
in

e 
ta

rg
et

s t
he

 N
Y-

ES
O

-1
 c

an
ce

r/t
es

tis
 

an
tig

en
, l

ea
di

ng
 to

 a
nt

ig
en

 p
re

se
nt

at
io

n 
an

d 
T 

ce
ll-

m
ed

ia
te

d 
im

m
un

e 
re

sp
on

se
 a

ga
in

st 
tu

m
or

s 
ex

pr
es

si
ng

 N
Y-

ES
O

-1

[1
72

]



Cancer Immunology, Immunotherapy          (2025) 74:163 	 Page 23 of 28    163 

immune responses and overcome treatment resistance. 
Additionally, advancements in delivery systems, particu-
larly nanotechnology-based ones, could enhance vaccine 
stability and targeting. A collaborative effort across vari-
ous fields, alongside regulatory streamlining and improved 
infrastructure, will be crucial to unlocking the full potential 
of vaccines for different cancer types, ultimately leading to 
better patient outcomes.
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