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Abstract

Graph neural networks (GNNs) are models that capture the dependencies between graph
data by passing messages between graph nodes and they have been widely used to process
graph data that contains relational information. Example application areas include social
networks, recommendation systems, and life sciences. However, like all neural networks,
there are underpinning security and privacy concerns associated with GNN deployments in
practice. For example, attackers can perturb a graph’s data to undermine a model’s effec-
tiveness, or they can steal the model’s data and/or parameters, thus threatening the pri-
vacy of the model. In this survey, we provide a comprehensive review of recent research
efforts on security and/or privacy in GNNs. We also systematically describe the distinc-
tions and relationships between security and privacy, as well as providing an outlook on
future directions of research in this area.
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1 Introduction

With the exponential growth of data and advancements in decentralized information shar-
ing technology, machine learning has rapidly evolved in recent decades (Jordan et al.
2015). The core of machine learning involves learning patterns from large amounts of
data, constructing a model, and iteratively refining its accuracy. However, many of the data
resources available to researchers are non-Euclidean, which poses significant challenges
for existing machine learning models (Wu et al. 2022). Hamilton (2017) defined Euclidean
data as a class of data that exhibits good translation invariance, while non-Euclidean data
is defined as data that fails to satisfy translation invariance. The lack of translation invari-
ance in non-Euclidean data makes it incompatible with models derived from Euclidean
data (Wu et al. 2022). To address this challenge, Graph Neural Networks (GNNs) (Scarselli
et al. 2009) have been proposed as an effective approach for modeling typical types of
non-Euclidean data, such as graph data. As such, GNNs have achieved outstanding results
in various fields, such as computer vision (Shi et al. 2019, 2020), natural language under-
standing (Schlichtkrull et al. 2021; Wu et al. 2021), social networks (Wu et al. 2020; Ham-
ilton et al. 2017), and recommendation systems (Wu et al. 2020; Ying et al. 2018; Fan et al.
2019).

However, while deep learning techniques bring convenience to people’s lives, they also
face challenges - security and privacy risks being key among them. For example, attackers
can modify a deep learning model’s data to make its predictions deviate from expectations
(Goodfellow et al. 2015; Carlini and Wagner 2017; Papernot et al. 2016). Moreover, model
extraction attacks (Tramer et al. 2016), membership inference attacks (Shokri et al. 2017),
and attribute inversion attacks (Fredrikson et al. 2014) can violate the privacy of sensitive
data and can even result in a model’s theft.

Compared to other deep learning techniques, security and privacy with GNNs is par-
ticularly challenging (Glinnemann 2022). This is because graph data have a more expansive
perturbation space that extends to the graph’s structure and its attributes. And perturbing a
graph’s structure is often performed in discrete domains, which leads to complex optimi-
zation problems. Additionally, the core of a GNN lies in exploiting the interdependencies
between graph data, which are identified through, for example, neighborhood aggregation.
This means that perturbing one part of the graph often affects the other parts.

In addition, generating perturbation examples often incurs a cost, and attackers aim
to generate effective adversarial examples at minimal cost to ensure their attacks remain
imperceptible. Therefore, it is crucial to calculate the similarity between the original exam-
ple and the perturbed adversarial example to determine if the perturbation is within the
allowable cost. In the case of image data, the similarity can be calculated by comparing
them pixel by pixel or using methods such as structural similarity index measurement
(Wang et al. 2004). For instance, when an image model identifies an image of a cat as a
cat, an attacker can create an adversarial example by perturbing the image pixels to mis-
lead the model into predicting cat as a dog. In such a scenario, similarity calculation using
structural similarity index measurement methods can be applied to determine whether the
perturbation is within the cost.

However, in the case of graph data, adversarial examples can be generated by per-
turbing the topology of the graph and modifying node features. Attackers may add or
remove edges to change the relationship between nodes, alter node attributes such as
age, gender, and occupation, or even introduce new nodes. The impact of adjacency
matrix and node feature modifications can vary depending on the situation, making it
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challenging to calculate the similarity between the original and perturbed examples.
As a result, determining whether the perturbation is within the allowable cost becomes
difficult.

In recent years, there has been a significant research focus on the security and privacy
issues associated with GNNs. The concept of security in GNNSs refers to the prevention of
malicious attacks on the model or system, while privacy involves protecting individuals
from unauthorized access to their sensitive data and personal information. Security con-
cerns can have a negative impact on model performance, and attacks on GNN security
can cause deviations from predictions, affecting the use of the models. Attackers generate
adversarial samples by perturbing the adjacency matrix (Dai et al. 2018; Wang and Gong
2019; Wu et al. 2019) and/or node features (Wu et al. 2019; Bose et al. 2019; Ma et al.
2020) of the graph data, which can impact model predictions and usage. Defenders utilize
methods such as graph data inspection or studying GNN messaging and aggregation meth-
ods to obtain a more robust GNN model (Zhang et al. 2022a; Zhu et al. 2019).

GNN privacy, on the other hand, involves protecting the confidentiality of data and
model parameters. Attackers can access the model through available information and infer
GNN model information, such as the adjacency matrix (He et al. 2021) and node features
(Duddu et al. 2020) of the training graph, from the responded information to obtain privacy
information, such as the age and gender of the user in the social network graph. Defenders
of GNN privacy restrict response information to prevent such privacy attacks. Techniques
such as differential privacy (Zhang et al. 2021a; He et al. 2021) can be used to ensure that
only authorized parties can access sensitive data and model parameters.

The privacy and security of GNNs are strongly interconnected, as security breaches can
lead to privacy violations, and security attacks can be employed to defend against privacy
attacks (Jia et al. 2019; Wu et al. 2018). Additionally, privacy attacks can strengthen secu-
rity attacks (Chang et al. 2020). Thus, it is critical to address both security and privacy
issues in GNNs to ensure comprehensive protection.

Unfortunately, though, most existing surveys on GNNs are biased toward the application
side of GNNs (Zhou et al. 2020; Waikhom and Patgiri 2021; Wu et al. 2020, 2021). Zhou
et al. (2020) and Waikhom and Patgiri (2021) classified various GNN methods and dis-
cussed their applications and prospects. Wu et al. (2020) reviewed the application of GNNs
to recommendation systems, while Wu et al. (2021) presented and organized research on
GNNs for natural language processing. However, the privacy and security of GNNs are
crucial research directions, and targeted reviews of security and privacy in this area tend to
focus on only one of these areas. For instance, Sun et al. (2018) described some adversarial
attacks on graph data in a review of studies on GNNs. On the other hand, Giinnemann
(2022) provided detailed descriptions of the robustness of GNNs. Moreover, numerous sur-
veys have been conducted on the security and privacy of other deep learning techniques,
such as social networks (Kayes 2017), federated learning (Mothukuri et al. 2021), and
general adversarial networks (Cai et al. 2021). However, no survey has systematically dis-
cussed the security and privacy of GNNs in detail, including the correlations and distinc-
tions between the two issues. The only exception is the work of Dai et al. (2022), which
provides an introduction to privacy and security in the context of GNNs. However, they
did not explain the relationship between privacy and security, and they did not distinguish
between the background and attack methods in their specific classification of security.
Their categorization of adversarial attacks includes four groups at the same level: white-
box attacks, black-box attacks, evasion attacks, and poisoning attacks. Nevertheless, this
classification may not be considered entirely reasonable, as evasion attacks or poisoning
attacks can exhibit characteristics of both black-box and white-box attacks, depending on
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the

knowledge possessed by the attacker (Cai et al. 2021). A summary of relevant surveys

and the material covered is shown in Table 1.
Our contribution with this survey includes:

Systematic description and analysis of recent research on GNN security and privacy,
with a focus on the connections and differences between these two issues to fill gaps in
previous literature.

A more logical and comprehensive classification of adversarial attacks on GNNs,
which separates the background knowledge required for attacks from the specific clas-
sification of adversarial attacks.

A novel classification of adversarial defense for GNNs that takes into account the mod-
els’ characteristics and the phases of defense occurrence.

A review of recent research on GNN privacy, along with a reasonable classification and
introduction to the topic.

An outlook on future work in GNN security and privacy.

The rest of this survey is structured as follows. The graph base definition and GNN with

its
are

variations are introduced in Sect. 2. The security and privacy and their relationship
introduced in Sect. 3. The security adversarial attacks and defenses are introduced in

Sect. 4. Privacy attacks and defenses are presented in Sect. 5. The future research work is
described in Sect. 6. The last part is a conclusion of the survey.

2 Preliminaries

21

Notations

A graph dataset is defined as D = {Gi}?ir where M is th?v number of graphs. Here, the
graph can be represented by G = {V,E}, where V = {Vi}i:1 represents the set of nodes

Table 1 Summary of relevant surveys
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and security
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Waikhom and Patgiri (2021)

Wu

Wu et al. (2021)

Sun

Giinnemann (2022)
Mothukuri et al. (2021)

Cai

Kayes (2017)

Dai
Our

u et al. (2020)

et al. (2020)

et al. (2018)

etal. (2021)

et al. (2022)
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Links between Privacy & Security indicates whether or not the review describes the relationship between

priv

acy and security
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in the graph, N is the number of nodes, E = {ej}il represents the set of edges, and K is

the number of edges, 0 < K < N2, !

In graph neural networks, the graph is typically represented as G = {A, X}, where
A € RV is the adjacency matrix of the graph. An entry of A with a value of 0 indi-
cates the absence of an edge between two nodes, while non-zero entries represent the
existence of an edge, with the specific value potentially indicating the edge weight.
Most of the graph datasets used in privacy and security research are unweighted graphs,
where each edge is represented as a binary connection between two nodes. Specifically,
the value 1 is typically used to indicate the presence of an edge, while O indicates the
absence of an edge. A represents the normalized adjacency matrix of the graph, which
incorporates both the degree information of each vertex in the graph and their adjacency
information. The normalized adjacency matrix is obtained by applying a normaliza-
tion technique to the adjacency matrix of the graph. The specific calculation method is
described in Sect. 2.4.1. XeR™*S is the attribute of the graph, and S is the size of the fea-
ture space for each attribute vector. Y denotes a different label for node-level, link-level,
and graph-level tasks as introduced in the next section. The main notations used in this
paper are listed in Table 2.

2.2 Tasks of graph neural networks

In recent years, GNNs have been very widely used. Hence, to study the security and
privacy issues associated with GNNs, we first need to understand the different types
of GNN tasks. As shown in Fig. 1, the tasks performed with GNNs can be divided into
three categories based on the characteristics of the graph data: node-level tasks, graph-
level tasks, and link-level tasks.

Table 2 Key notations in survey

Notation Description

D, D* Dataset, Auxiliary Dataset

G,G, G, Graph, Perturbation Graph, Subgraph

A Adjacency matrix representation of graph
A The normalized adjacency matrix

V,E A set of graph nodes, graph edges

The node feature matrix of the graph
The label matrix of the graph

Node representation in GNN

All neighboring nodes of node v
Parameters of GNN

Perturbation cost

Activation function

Element-wise multiplication operation

The prediction model

=209 > gxT <X
<

Vector concatenation
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//////// Node-level
| | \ / ———————————————— > Link-level
o
o
o

Subgraph-level

Graph-level
Fig.1 Tasks of GNN

2.3 Basic structure of GNN

Graph Neural Networks (GNNs) (Scarselli et al. 2009) extend existing neural network meth-
ods to process data represented in the graph domain (Battaglia et al. 2018). By using a mes-
saging mechanism, GNNs capture node features and topology information of the graph. More
specifically, at each layer, GNNs update the node representation by aggregating the informa-

tion of neighboring nodes. The updated node representation in the k-th layer of the GNN can
be formulated as follows:

h® = COMBINE® (h*~D, AGG *~P ({h*~" : vu e Mv)uv})) (1)
where A is the representation of node v € M) in the k-th layer, A denotes the input fea-

ture of node V. M(v) denotes all neighboring nodes of node v.

2.4 Variant models of GNN

Inspired by GNN, a number of variants of GNN have been proposed in different application
scenarios. In this section, we introduce GNN variants that are often applied in security and
privacy domains.

2.4.1 Graph convolutional network (GCN)

GCN (Kipf and Welling 2016) is one of the most widely used GNN variants that employs
a variant of convolutional neural network to learn graph-structured data. The convolutional
network structure is determined by a local first-order approximation of spectral graph convo-
lution. The hidden layer representation is achieved by encoding the local graph structure and
node features. Specifically, each layer of GCN can be formulated as:

H® = O.(AH(k—l)W(k))

N ~_L 1 ~ o~
A=DAD D= Y A A=A+] ©))

@ Springer



Graph neural networks: a survey on the links between privacy... Page 7 of 47 40

where H® is the representation of all nodes in the k-th layer, o is the activation function,
and W® is the parameter of the k-th layer. The matrix A obtained through the normaliza-
tion technique is commonly referred to as the normalized adjacency matrix. It is computed
by applying a specific normalization method to the original adjacency matrix of the graph,
as shown in Eq. 2. This normalization process enhances the representation of the graph’s
connectivity patterns and facilitates effective computations in GNNs.

2.4.2 GraphSAGE (SAGE)

The training of GCN network requires the adjacency matrix of the entire graph, which
is dependent on the structure of the graph. Moreover, GCNs can generally only be used
in Transductive Learning. To address this issue, GraphSAGE (SAmple and aggreGatE)
(Hamilton et al. 2017) uses a multi-layer aggregation function for training, where each
layer aggregates the information of nodes and their neighbors to obtain the feature vector
of the next layer. GraphSAGE utilizes the neighborhood information of nodes and does
not rely on the global graph structure. The node feature aggregation of GraphSAGE can be
expressed as:

) = AGGLy, ({h], vu & N)})

k+1 _ k+1 k1 k+1
ht = (W b )

3

2.4.3 Graph attention networks (GAT)

GAT (Velickovic et al. 2018) is a more efficient variant of the GCN network, which
addresses some of the challenges of GCN by introducing masked self-attention (Vaswani
et al. 2017). The self-attention mechanism of GAT allows for assigning different weights to
different nodes by attending to their neighbors, without incurring any costly matrix opera-
tions or relying on prior knowledge of the graph structure. The node representation can be
formulated as follows:

B = g( > a,W h’;)
ueNy)

exp (LeakyReLU(a” [W h,[[W h,]))
"~ Yieni &P (LeakyReLU (a7 [W h,[W h,]))

aVU

where a represents the weight vector of a single-layer feedforward neural network, ||
denotes concatenation operator.

2.4.4 Graph isomorphism network (GIN)

GNN and its variants have achieved state-of-the-art results on node-level, link-level, and
graph-level tasks. However, some previous models like GCN and GraphSAGE cannot learn
to distinguish certain simple graph structures, such as graph isomorphism. To address this
limitation, GIN (Xu et al. 2019) makes improvements in the neighborhood aggregation and
graph readout functions, achieving a GNN as powerful as the Weisfeiler—Lehman (WL) graph
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isomorphism test (Weisfeiler and Leman 1968). GIN is capable of distinguishing graph struc-
tures and has a strong characterization ability to fit training data almost perfectly. The neigh-
borhood aggregation and graph readout functions of GIN can be expressed as:

h® = MLP<k><(1 +e®) Dy Y hff‘”)

ueNw)
h, = CONCAT(READOUT({h¥ |v € V}) |k =0,1,....K)

&)

where MLP, which stands for Multilayer Perceptron (Rosenblatt 1958). The MLP is a
widely employed model in the field of neural networks.

2.4.5 Simplifying graph convolutional (SGC)

The trend of complexity in traditional machine learning methods typically follows a trajectory
from simple to complex. Graph Convolutional Networks (GCNs) are no exception and also
exhibit this same complexity variation. However, GCNs may have unnecessary complexity
and redundant computations. To address this issue, one approach is to iteratively eliminate the
nonlinearity between GCN layers and collapse the resulting function into a linear variation.
Specifically, SGC (Wu et al. 2019) is equivalent to removing the nonlinear activation process-
ing step of a normal GCN, resulting in linear propagation for each layer. In other words, it is
a pre-processing step for the final logistic regression, without passing through the nonlinear
activation function. SGC can be expressed as a logistic regression, given by:

X, A) = softmax(AwaK), AF 2 AA AWK = wOw® | w® ©)

where, in order to simplify the notation, we combine the repeated multiplication with the
normalized adjacency matrix A into a single matrix operation by raising A to the power
of K, denoted as AX. Furthermore, we consolidate the weights into a single matrix WX
obtained by multiplying the individual weight matrices W), W, ... W& together.

2.4.6 Robust graph convolutional networks (RGCN)

GCNs are known to be sensitive to perturbations, meaning that even small changes to the
input can greatly affect their performance. To address this issue, the RobustGCN (RGCN)
(Zhu et al. 2019) was proposed to enhance the robustness of GCNs. The key innovation of
this method is the use of Gaussian distributions to represent the hidden layer feature vectors of
nodes. When graph data is modified, such as changes to node features or topology, it affects
the variance of the node Gaussian distribution. An attention mechanism (Vaswani et al. 2017)
is also introduced to control the weight of the nodes. RGCN has been shown to be effective in
defending against adversarial attacks in experiments. Its main idea can be expressed formally
as follows:

1 1

M = a(f)‘i AD:(M®P o A<k>)w<">>
U
W

s+ :(,(D IAD_I(Z(”QA(")OA("))WU‘)>

where M® and £® are the mean and variance of the normal distribution in the k-th
layer, respectively, and ® denotes the element-wise product. The attention mechanism
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AW = exp (—yZ“‘)) is used to assign appropriate weights to each node, where y is a hyper-
parameter controlling the strength of the attention.

3 The links between security and privacy in GNNs
3.1 The security of graph neural networks

Security in artificial intelligence (Al) is primarily concerned with safeguarding Al systems
from unauthorized manipulation or corruption of data and models. An Al model’s secu-
rity is assessed by its ability to function correctly without interference. Specifically, an Al
model is deemed secure if its training and prediction data remain undisturbed, and it can
accurately predict outcomes based on the data.

GNN:g, like all machine learning models, are vulnerable to adversarial attacks. GNNs
take graph data as input to accomplish their node-, link-, and graph-level tasks. However,
compared to image and text data, graph data contains node attribute features and depend-
encies between nodes, which opens up many new possibilities for attackers to breach the
model. For example, an attacker might either change the nodes’ features or the graph’s
topology, creating two different types of adversarial attacks. In addition, depending on the
specificity of the graph data and the properties of the GNN model, perturbing a single node
may affect the outcome of tasks that involve other related nodes.

Adpversarial perturbation can either be performed on the nodes’ features or the graph’s
structure. It is also possible to inject new nodes into a graph in a graph injection attack
and perturb those nodes. Attackers can also generate adversarial examples by perturbing
clean examples in the same way as is done in the text and image domains. These adver-
sarial examples can be generated in gradient-based and non-gradient scenarios. Addition-
ally, depending on the level of knowledge possessed by the attacker, the attacker can create
adversarial examples with varying degrees of threat. These different levels of knowledge
include white-box attacks, practical black-box attacks, and restricted black-box attacks.

The attacker generates adversarial examples in the scenarios mentioned above to launch
security attacks on the GNN. These attacks can either be performed during the model’s
training stage or its inference stage.

In the training stage, the most common adversarial attacks include poisoning attacks
and backdoor attacks. Poisoning attacks affect a model’s performance by poisoning the
training examples of the model, thus degrading its performance with a clean test set. Back-
door attacks embed triggers into the training data. When the model encounters a trigger
example, the model produces a specific output.

In the inference phase, the most common adversarial attack is the evasion attack, where
the adversary obtains an adversarial example by attacking the inference instance. When
using a well-trained model, the accuracy of inference based on adversarial examples
decreases, indicating that the evasion attack modifies the inferred example to evade the
predictions of the model. It is worth mentioning that privacy attacks can also occur during
the inference phase of the model, and privacy theft can be performed on the model that has
been deployed for active inference.

Alongside the research on adversarial attacks, there is a great body of research on effec-
tive defenses against these attacks. These can also be classified by whether they take effect
at the training stage or the inference stage.
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In the training stage, the message passing method and the model’s aggregation func-
tion can be changed to make the model more robust, thus improving defenses against
adversarial attacks. In this stream of research, novel and more robust GNN variants,
such as robust GCN (RGCN (Zhu et al. 2019)) have been proposed. In addition, in
the same way as image and text data improve the robustness of the model, adversarial
examples can also be added to the model’s training set to defend against adversarial
attacks.

In the inference phase of a GNN, it is possible to examine the inference data and, in
so doing, determine whether the example is clean or an adversarial example. In addi-
tion, distillation learning is another possible defense. Some adversarial attack methods
are rendered ineffective by distilling a trained model into a simple network. It is also
possible to see whether some node or graph data is stable via a certificate. That is,
perturbing the graph data will not affect prediction tasks with that data given an adver-
sarial attack. Lastly, some researchers have investigated the stability of the model. In
stable models, a small amount of data fine-tuning has little effect on the predictions.

Table 3 lists the main security attack and defense methods.

3.2 Privacy of graph neural networks

Privacy in Al pertains to safeguarding sensitive personal information, data, and mod-
els from unauthorized access, use, or disclosure by Al systems. Adversaries typically
exploit model extraction attacks (Tramer et al. 2016) to deduce the parameters and
functions of the model. Data theft can be classified into membership inference attacks
(Shokri et al. 2017) and attribute inversion attacks (Fredrikson et al. 2014). Member-
ship inference attacks discern whether a given piece of data belongs to the training set,
while attribute inversion attacks deduce specific information about the data.

GNNSs are prone to privacy issues. A trained GNN model can contain a great deal of
private information, such as the model’s parameters and its training data, which may
contain sensitive personal information. In addition to the privacy of the model, and
data features similar to those in the image and text domains, GNNs also contain such
unique information as link information indicating the connections between nodes.

The main privacy attack methods on GNN are model extraction, membership infer-
ence, and attribute inversion attacks.

In a model extraction attack, the user sends data cyclically through a provided inter-
face and views the results. The results are used to infer the parameters and structure of
the GNN in reverse.

Membership inference attacks, for our purposes, only apply to node- and graph-
level tasks. Node-level membership inference attack mainly infer whether or not a node
belongs to the training set. In a graph-level membership inference attack, in addition to
guessing whether a graph exists in the training set, inferences can also be made about
whether a subgraph is contained in the whole graph.

In attribute inversion attack, the attacker obtains node, link, and whole graph attrib-
ute information through the attack.

Most of the current research on the defense of privacy in GNNs has been conducted
based on differential privacy. Differential privacy can also be categorized into node-
level, link-level, and graph-level, depending on the privacy protection. Table 4 lists the
main privacy attack and defense methods.
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3.3 The links between security and privacy

In the field of artificial intelligence (AI), security and privacy are distinct but closely
related concepts. Security focuses on safeguarding AI models from malicious attacks that
may manipulate or undermine the performance of the model. Examples of such attacks
include poisoning attacks, backdoor attacks, and evasion attacks. Conversely, privacy aims
to protect the sensitive information of individuals used to train AI models. Model extrac-
tion attacks, membership inference attacks, and attribute inversion attacks are common
forms of privacy attacks.

It is important to note that security and privacy are closely intertwined concepts, and
they are intricately linked in the study of artificial intelligence. Adversarial attacks on
security can be used to perform privacy attacks. For example, Adversarial attacks on secu-
rity have the potential to be leveraged for privacy attacks as well. For instance, Song et al.
(2019) investigated the privacy concerns associated with adversarial attacks and demon-
strated how adversarial samples, generated through data perturbation, can facilitate more
effective membership inference attacks, consequently leading to increased leakage of sen-
sitive membership information. Additionally, studies have demonstrated that the robust
model achieved through adversarial training can significantly enhance the success rate of
membership inference attacks (Liu et al. 2022). Furthermore, adversarial attacks can also
be utilized to defend against privacy attacks. For instance, many researchers use backdoor
attacks on graphs to verify the ownership of GNN models, i.e., to determine if GNN mod-
els have been stolen and modified (Zhao et al. 2021; Xu and Picek 2021). Marchant et al.
studied the impact of adversarial attacks on privacy protection. In a separate study, March-
ant et al. (2022) conducted a study investigating the impact of adversarial attacks on pri-
vacy defense strategies.

Similarly, privacy attacks can enhance the strength of adversarial attacks. The amount
of information obtained in privacy attacks is closely linked to the classification of adver-
sarial attacks, which includes white-box attacks, practical black-box attacks, and restricted
black-box attacks (Chang et al. 2020). For instance, in the restricted black-box environ-
ment, if an attacker steals the GNN model and the training graph dataset through privacy
attacks, the attacker’s attack environment is equivalent to the white-box environment. In
this scenario, the attacker can execute more harmful security attacks on the model.

In summary, security and privacy in GNNs are closely related but distinct concepts.
Enhancing research in both security and privacy is crucial to ensuring trustworthy and reli-
able GNNs models.

3.4 Ataxonomy of privacy and security

This survey systematically summarizes the state-of-the-art works on GNN security and pri-
vacy in recent years. Four areas are covered: adversarial attacks and defenses on GNNs and
privacy attacks and defenses on GNNGs. Figure 2 presents this breakdown as a taxonomy.
Adversarial attack on GNNs To perform an adversarial attack, some background
knowledge is required in addition to knowing the tasks of GNN, such as the types of
adversarial perturbations, the generation of adversarial perturbations, and knowledge
of the adversarial attack. To perform adversarial attacks on GNNs, it is first neces-
sary to generate adversarial examples. We have classified the adversarial perturbation
methods into graph modification attacks and graph injection attacks. The generation of
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Fig.2 Taxonomy of security and privacy on GNN

adversarial examples is mainly classified into gradient-based and non-gradient-based
methods. Then, for the different levels of knowledge possessed by the attackers, the
attack scenarios are classified explicitly into three scenarios, white-box attacks, practi-
cal black-box attacks, and restricted black-box attacks. Finally, the adversarial attack
methods are specifically classified into poisoning attacks, backdoor attacks, and evasion
attacks according to the stage in which the attack is performed.
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Adversarial defenses on GNNs Studies on GNN adversarial defenses is also divided into
the two stages where the defense might be implemented: the training stage and the infer-
ence stage. Many studies have sought to increase a model’s robustness in the training stage
by modifying the messaging method and the aggregation function. Thus, our taxonomy
for model defenses follows this categorization: changing the messaging strategy, chang-
ing the aggregation function, and building a new model by changing the GNN’s compo-
nents (including messaging method, aggregation function, and other methods). In addition,
adversarial training is also an effective defense in images and other domains, and many
researchers have improved a model’s robustness through adversarial training. In the model
inference stage, detection and distillation are standard methods to defend against adversar-
ial attacks. Model robustness certificates and defenses against fine-tuning are classified as
defenses that operate in the validation stages. A robustness certificate proves that the nodes
or graphs are robust, and their predictions do not deviate from expectations even given per-
turbation. Defenses against fine-tuning prevent a model from corrupting its predictions by
fine-tuning the model with little data.

Privacy attack on GNNs The work on graph privacy is still in its infancy. Hence, these
attacks are simply classified into model extraction attacks (Tramer et al. 2016), member-
ship inference attacks (Shokri et al. 2017), and attribute inversion attacks (Fredrikson et al.
2014). Membership inference attacks can be subdivided into node-level membership infer-
ence attacks and graph-level membership inference attacks, based on the characteristics of
graph data being attacked. A node-level membership inference attack determines whether
or not a node is in the training set. A graph-level membership inference attack not only
determines whether the graph exists in the training set but can also infer whether subgraphs
exist in a whole graph. Attribute inversion attacks are divided into inversion inference from
the graph posterior and graph embedding inversion attacks according to the different start-
ing points.

Privacy defenses on GNNs Most of the current defenses for GNN privacy are based
on differential privacy (Dwork and Roth 2014). Hence, the privacy defenses have been
divided into differentially-private approaches and other approaches. These are further clas-
sified into node-level, link-level, and graph-level protection based on the information being
protected.

4 Security for graph neural networks
4.1 Adversarial attacks on graph neural networks

This section provides a discussion on adversarial attacks on GNNs. Firstly, we introduce
the background knowledge of adversarial attacks, including the types of adversarial per-
turbations, the methods of generating adversarial examples, and the settings in which secu-
rity attacks occur. Subsequently, we categorize and describe the most common adversarial
attacks on security, and provide relevant literature according to the context.

4.1.1 Background of adversarial attack
Types of Adversarial Perturbations Most methods of generating adversarial examples

for graphs involve adding, deleting, and modifying graphs. Ziigner et al. (2018) define
an attacker’s changes to the clean graph as perturbations. Importantly, when generating
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adversarial examples of graphs, the disturbances must be imperceptible, and the process
must be completed within a specific budget. We have subdivided graph perturbation into
graph modification and injection attacks, as shown in Table 5.

Graph Modification Attack (GMA) Modifying a graph may involve modifying node
attributes and adding or deleting edges but not modifying the number of nodes, as that
would be classified as a graph injection attack. Given a graph G = (A, X), perturbing that
graph with a graph modification attack might take the form:

néi/nl{/\/l(G')i=yi,ith}|

8
st. G = (A, X').fa, (A A) +£, (X, X) <A v

where G’, A’, and X’ represent the modified G, A, and X of the graph data, respectively.
The prediction model is represented by M, and V, represents the set of testing nodes. Pre-
defined functions f, and f,_are used to quantify the cost associated with the modifica-
tions made. A indicates the budget, with the formulation ensuring that any modifications to
the graph’s structure or properties are completed within this budget.

Specific graph modification attacks can be subdivided into structure-preserving pertur-
bations and attribute-preserving perturbations.

e Structure-preserving perturbation In essence, modifying the properties of a graph’s
structure, such as changing the degree distribution or a node’s centrality, involves
changing the graph’s edges, that is, A. Further, adversarial examples are generated by
changing the original examples within a specific budget to ensure the perturbations are
undetectable. Formally, this is expressed as:

fa, (A A) <A ©)

e Artribute-preserving perturbation Conversely, modifying the properties of a graph’s
nodes involves perturbing X, that is, the feature vectors of the nodes. Again, to ensure
the changes are imperceptible, they must be completed within a budget. The formal
expression is:

i (X X) <A (10

Graph Injection Attack (GIA) There have been many studies on graph injection attacks.
In these attacks, graphs are perturbed by adding nodes instead of perturbing the existing

Table 5 Types of adversarial perturbations

Type Perturbations Literature

GMA Modification A Dai et al. (2018), Wang and Gong (2019), Wu et al. (2019), Xu et al.
(2019), Chang et al. (2020), Ma et al. (2020), Mu et al. (2021),
Zang et al. (2021), Ma et al. (2019), Wan et al. (2021), Ziigner and
Giinnemann (2019), Bojchevski and Giinnemann (2019), Zhang
et al. (2022b), Geisler et al. (2021), Ziigner et al. (2018)

X Wau et al. (2019), Bose et al. (2019), Ma et al. (2020), Ziigner et al.
(2018)
GIA Injection A/X Xi et al. (2021), Xu and Picek (2021), Zhao et al. (2021), Zhang et al.

(2021b), Zou et al. (2021), Chen et al. (2022), Sun et al. (2020)
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nodes as with a graph modification attack. Thus, new nodes N, are injected into G,
while the original graph structure and attributes remain unchanged. The formulation of
the attack is as follows:

A P
Al = [PIT AII],AGRNXN,P,ERNXN',A,GRN'XN' an
X' = | X[ x e MM x i
= X, | , Ky (12)

where M is the dimension of the node features, I represents the injected nodes, A, is the
adjacency matrix of the injected nodes, and P, represents the adjacency matrix of the
injected nodes and the original node edges of G. X, represents the characteristics of the
injected nodes, A’ represents the adjacency matrix, and X’ denotes the feature vectors after
the nodes have been injected. Like graph modification attacks, graph injection attacks also
need to be completed within a specific budget, formulated as:

min {M(G), =y, € V)

! !/ ! (13)
st. G’ = (A X'),N; < b,deg(v),¢; < d. ||X/|| < Ay

where b, d and Ay are all positive constants, and the number of injected nodes N, is less
than the budget b. The degree of the injected nodes must less than the budget d, and the
norm of the feature vector of the injected nodes must be less than Ay. These constraints
guarantee that a graph injection attack will be imperceptible.

Generation of Adversarial Perturbations Most adversarial attacks involve modifying
a graph’s data, but each attacker has their own way of doing this. Hence, next, we divide
the modification methods into two types, as shown in Table 6: data perturbation based
on model gradient information and data perturbation based on non-gradient information.

Gradient-based Perturbation For the most part, gradient-based attacks are the easi-
est and most effective method of attack. Gradient-based perturbation refers to modify-
ing the graph data using the model’s gradient information. The gradient information
contains the essential features of the data, which means the attacker can modify the
adversarial examples according to each feature’s importance. Any generated adversarial
examples that are based on these modifications will make for inaccurate model predic-
tions. Li et al. (2023) delved into the underlying factors contributing to the disruptive
nature of gradient-based methods. They offered a comprehensive elucidation of the effi-
cacy of gradient-based attack methods, offering insights from the vantage point of data
distribution. This examination was undertaken in the context of both poisoning and eva-
sion attacks, providing a comprehensive analysis of their effectiveness.

Non-gradient-based Perturbation In addition to gradient-based perturbation, attack-
ers can destroy a model without using any gradient information. As we know, many
researchers have turned to reinforcement learning to attack the model through long-term
rewards (Ma et al. 2019; Dai et al. 2018). Others have used backdoor attacks, generat-
ing adversarial perturbations via random graphs (Zhao et al. 2021; Xu and Picek 2021).
Still others have explored ways to construct adversarial examples with generative mod-
els (Bose et al. 2019; Chen et al. 2021). All the above approaches are attacks on the
model that do not require any gradient information but still impact model performance
quite effectively.
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Table 6 Generation of

. - Literature
adversarial perturbations

Gradient-based Xi et al. (2021), Dai et al. (2018),
Wang and Gong (2019), Wu et al.
(2019), Xu et al. (2019), Mu et al.
(2021), Zang et al. (2021), Zou
etal. (2021), Wan et al. (2021),
Chen et al. (2022), Ziigner and
Giinnemann (2019), Zhang et al.
(2022b), Ziigner et al. (2018) and
Geisler et al. (2021)

Non-gradient-based Xu and Picek (2021), Zhao et al.
(2021), Zhang et al. (2021b), Dai
et al. (2018), Bose et al. (2019),
Chang et al. (2020), Ma et al.
(2020), Ma et al. (2019), Wan
et al. (2021), Bojchevski and
Giinnemann (2019) and Sun et al.
(2020)

Knowledge of Adversarial Attacks Generating adversarial examples requires information
about the target model and the target dataset. Depending on the knowledge available to the
attacker, the threat level of the adversarial attack can be classified into three categories:
white-box attacks, practical black-box attacks, and restricted black-box attacks, as shown
in Table 7.

White-box Attacks (WBA) In this attack, the attacker has access to all information about
the model, i.e., the training data (e.g., the adjacency matrix and the feature matrix), the
labels, the model’s parameters, its predictions, and so on. This attack is one of the most
threatening attacks on a model’s security. As such, it is also one of the most studied
attacks. However, because white-box attacks only work when the attacker has full access to
a model, they are not common in the real-world.

Practical Black-box Attacks (PBA) In these cases, the attacker has access to the labels
and the predictions of the target classifier but no access to the model’s parameters. In prac-
tical terms, these attacks are generally more harmful and common than white-box attacks
because the attacker needs less knowledge.

Table 7 Knowledge of adversarial attacks

Labels Parameters Predictions Literature

WBA v/ v v Xi et al. (2021), Zhang et al. (2021b), Dai et al. (2018), Wang
and Gong (2019), Wu et al. (2019), Xu et al. (2019), Bose et al.
(2019), Zang et al. (2021), Bojchevski and Giinnemann (2019),
Sun et al. (2020), Zhang et al. (2022b), Ziigner et al. (2018)
and Geisler et al. (2021)

PBA V X v Dai et al. (2018), Ma et al. (2019) and Ziigner and Giinnemann
(2019)
RBA X X X Xu and Picek (2021), Zhao et al. (2021), Dai et al. (2018), Wang

and Gong (2019), Chang et al. (2020), Ma et al. (2020), Mu
et al. (2021), Zou et al. (2021), Wan et al. (2021) and Chen
et al. (2022)
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Restricted Black-box Attacks (RBA) Here, attackers can only access some features of
the training dataset while having limited knowledge of the rest of the model. For example,
attackers cannot access model parameters, labels, and predictions. This method is consid-
ered more practical and realistic than the other two attacks. However, it is also the most
difficult and harmful as in reality, it is challenging for the attacker to acquire knowledge of
the target data and model.

4.1.2 Methods of adversarial attacks

The two main stages in the life of a model are training and inference and, as mentioned,
different types of attacks are perpetrated in each of these stages. Table 8 summarizes recent
studies on adversarial attacks by stage, type, the method of generation, and the level of
knowledge required to undertake the attack.

Adversarial attacks in the training stage The attacker affects the model’s training by
perturbing the training dataset, which means that the trained model performs worse than a
model trained with a clean training dataset. The two main types of attacks in the training
stage are poisoning attacks and backdoor attacks

e Poisoning Attacks The purpose of a poisoning attack is to interfere with the model’s
learning so that the model’s output deviates from its expected performance. In a poi-
soning attack, adversarial examples are added to the training dataset, causing it to
degrade on a clean test set.

Studies have been undertaken on poisoning attacks that target both node-level
tasks (Bojchevski and Giinnemann 2019) and link-level tasks (Zhang et al. 2022b).
Bojchevski and Giinnemann (2019), for example, studied node embeddings, propos-
ing a principled adversarial attack against an unsupervised node embedding strategy.
They used eigenvalue ingestion theory (Stewart 1990) to solve a bi-layer optimization
problem for poisoning attacks. By perturbing the structure of the poisoning model, they
negatively affected the quality of the node embeddings so as to impair downstream
tasks like node classification and link classification. Zhang et al. (2022b) proposed a
poisoning attack based on unsupervised gradients that yields comparable performance
to attacks on some supervised learning tasks, such as node classification and link clas-
sification. Specifically, they computed the gradient of the adjacency matrix of two
views and flipped the edges with the rising gradient to maximize the contrast loss. This
approach takes full advantage of the multiple views generated by graph contrast learn-
ing models and selects the most informative edges without labels, thus supporting the
adaptation of the model to various downstream tasks.

Ziigner and Giinnemann (2019) studied poisoning attacks within the constraints of a
practical black-box attack. Here, they solved a challenging bi-level problem with poi-
soning attacks using meta-gradients. Essentially, they used a graph as a hyperparameter
to perform the optimization, reversing the gradient-based optimization process of the
model to obtain better adversarial examples. The method also yields good attack results
in a restricted black-box attack setting where there is no access to the target classifier.

Sun et al. (2020) proposed a new framework called NIPA based on a graph injection
attack. NIPA uses a Markov decision process (Wei et al. 2017) to model the critical
steps of a node injection attack. In addition, a new reinforcement method modifies the
labels and links of the injected nodes without changing the nodes’ connectivity.

@ Springer



F.Guan et al.

40 Page 20 of 47

XV Joeny Joopyoeg vam paseqIudIpeID VIO [oA9]-ydein (2207) Te P X
vV OPEny uoiseag/oeny Suruosiod vam paseq-udIpeID  VIND [9A9]-0PON (€207) T2 R 1T
v Yoeny Suruosiog vam POsEqIUAIPEID  VIND  [9AS]UIT/[PAS[-0pON (z207) T2 10 Sueyz

XV Joeny uotseaq vad pasequdIpeID  VID [9A9]-0PON (2202) T8 1 uay)
vV pPeny uoiseageny Suruosiod vaM Paseq-IuaIpRID  VIND [9A9]-9pON (1207) T2 10 B[SO
v JoeNY UOISEAY Vg  PosSeq-JUSIPeIn/pPIseq-JudlpeIS-uoN  VIAD [oA9[-ydein (12027) 'Te 12 uepp
v Joeny uorseag vad paseq-juaIprIS-UoN  VIND 19A9]-ydein (6107) e 12 B

XV Yorny uotseay vay paseqjualpRID  VID [9A9[-9PON (1207) 'Te 9 noz
v Yoeny uotseag vam paseq-udIpeID  VIND [9A9]-9pON (1207) ‘e 10 Suez
v Yoeny uotseag vy PaseqJudIpeID  VIND [oAd]-ydein (1202) ‘T2 1

X/V Yoeny 100pyoeq vam pasequdIpeIS-UON  VID [oAd]-ydein (a1207) T2 10 Sueyz

XV Yoeny 1o0pyoed vead pasequdIpeIS-loN  VID [0A9]-3pON (1202) ‘e 0 ovyz

XV Joeny Joopyoeg vay PosEQ-IURIPRIS-UON  VID  [9A9[-YdeID/[9A9]-9poN (1207) ¥o01d pue nx

XV JoeNny Joopyoeg vam PosEQIURIpRID  VID  [9A3]-Yde1D/[9A3]-9pON (1207) T2 19 1X

XV Yoeny Suruostod vam pasequaIpRIS-lON  VID [9A3]-9PON (0T02) Te 12 ung

XV Youny uotseaq v poseq-juaIpeIS-UON  VIND [9A9[-9PON (0T07) T2 10 BN
v Yoeny uotseaq vay Paseq-JudIpeIS-UON  VIAD [0A9]-9pON (0T02) Te 10 Suey)
v Yoeny Suruosiod vam pPaseqJURIPRIS-UON  VIND  [AS[UI/I9AS[-9PON  (6107) UURWAUUND pue rysaayofog
vV yoeny Suruosiod vdad poseq-judIpeln)  VIAD [9AS]-9PON (6107) uuewaUUND) pue JUsNZ
X Yoeny uotseaq vaM Paseq-IuaIpRIS-UON  VIND [9A9]-9PON (6100) 'Te 10 3s0g
v JOENY uolseAq vam Paseq-IuaIpRID  VIAD [9A9]-9pON (6102) 'Te 10 nX

XV JOENY uoIseAq vam paseq-juaIpRID  VIAD [9A9]-9pON (6107) T 10 nA
v Yoeny uolseaq VEI/vVEM Paseq-IuRIpRID  VIND  [9A9]-Yde1D/[9A3]-3poN (610¢) Suop pue Suem

X/V  OPeny uolseag/oeny Suuosiod vam PaseqIudIpeID  VIAD [0A9]-9pON (8107) 'Te 1 12usnZ
v NOPNY UOISeAT  VEM/VAd/VEM  PISeQ-JUSIPRID/PIseq-IuaprIS-UON  VIND  [9A9[-yderny/[oad[-apoN (8100) T2 10 1o

RER| Yoeny a3pojmouy| uonerouan  adAy, JSeL Elai

syHomIaN [eInaN ydein uo syoeje [erIesIaApe jo uostredwo) g ajqel

pringer

Qs



Graph neural networks: a survey on the links between privacy... Page 210f47 40

Some adversarial attack methods are not only applicable to poisoning attacks but
also achieve good results in evasion attacks (Ziigner et al. 2018; Geisler et al. 2021).
For instance, Ziigner et al. (2018) published the very first study on adversarial
attacks for GNNs. They focused on poisoning attacks, but their methods also achieve
good results with evasion attacks. Adversarial perturbations against nodes and graph
structures are generated which take instances and dependencies into account. Geisler
et al. (2021) investigated the security of large-scale GNNSs, solving an attack prob-
lem with surrogate loss.

® Backdoor Attacks A backdoor attack involves implanting a hidden trigger in a neural
network during the training process that produces a specific output when the model
encounters the trigger. Such triggers are not easy to detect because, in response
to other queries, the model’s output is no different from usual. The trigger can be
implanted in either the data or the model.

Some approaches add a watermark to the graph data (Zhao et al. 2021; Xu and
Picek 2021). This is often used as a trigger to protect the copyright of the model, as
ownership of the remote suspect model can be verified with the watermarked data. In
Zhao et al. (2021), an Erdos-Renyi (ER) random graph (Gilbert 1959) with random
features and labels was used as a trigger and added to the graph data for training.
The trained model correctly predicts clean data and correctly classifies the randomly
generated ER graph to judge the attribution of the model. However, only classifica-
tion tasks at the node-level were studied; tasks at the graph-level were ignored.

Xu and Picek (2021) also studied backdoor attacks based on ER graphs. These
researchers designed two strategies for generating watermarked data for graph-level
tasks, plus a data generation mechanism for node-level classification tasks.

Zhang et al. (2021b) not only accomplished graph-level backdoor attacks through
ER generation triggers, but they also tried generating triggers via both Small World
(Watts and Strogatz 1998) and Preferential Attachment (Barabasi and Albert 1999).
They injected subgraphs into some training graphs and changed their labels to target
labels chosen by the attacker. Specifically, they used the subgraphs as triggers to
perform different backdoor attacks by controlling the trigger size, trigger density,
trigger synthesis method, and poisoning strength.

Xi et al. (2021) proposed a new approach to graph backdoor attacks that uses sub-
graphs containing topological structures as well as descriptive node and edge fea-
tures as triggers. However, instead of providing a fixed trigger for all graphs as in
Zhao et al. (2021), Xu and Picek (2021) and Zhang et al. (2021b), dynamic triggers
are generated based on the features of the target graph. This optimizes the attack’s
effectiveness.

In prior instances of backdoor attacks, even a relatively straightforward filtering pro-
cedure could identify samples containing backdoor triggers as anomalous. To address
this limitation, Xu et al. (2022) introduced a novel approach to clean-label backdoor
attacks in the context of GNNS. In this method, the adversary solely contaminates the
input corresponding to the target class, all the while leaving the true label unchanged.
Consequently, this strategy allows the attack to circumvent detection mechanisms and
execute a more potent backdoor assault.

Adversarial attacks in the inference stage The attacker affects the inference of the model by
perturbing the inference dataset. As a result, the model makes incorrect predictions based
on these data. The most common type of attack to occur in the inference stage is the eva-
sion attack.
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Evasion Attacks The evasion attack is a type of attack in which an attacker generates
specific input examples to deceive the target machine learning system without modify-
ing it. Here, the model is trained on a clean training dataset, and adversarial examples
are added to the inference set, resulting in wrong predictions by the model. Several
research teams have crafted evasion attacks based on generating adversarial examples
through a gradient approach (Wu et al. 2019; Xu et al. 2019; Zang et al. 2021). Wu
et al. (2019) proposed an adversarial attack on the graph’s data based on the graph’s
unique topology information and the discrete features of the graph data, while Xu et al.
(2019) simplified the difficulty of processing discrete graph data, proposing a new gra-
dient-based attack method. These two approaches not only perpetrate attacks on pre-
defined and retrainable GNNSs, they also require less perturbation to do so than previ-
ous adversarial attacks. Zang et al. (2021) proposed a generalized adversarial attack
method called GUA that identifies bad actors. GUA finds the anchor nodes of the data-
set via gradient descent and corrupts the model by flipping a small number of these
anchor nodes. White-box attacks require full access to the model and labels so as to
construct an adversarial loss, which is typically unrealistic in the real world. Hence,
most researchers focus on black-box attacks, and more specifically restricted black-box
attacks (Dai et al. 2018; Wang and Gong 2019; Chang et al. 2020; Ma et al. 2020). For
example, Dai et al. (2018) proposed an attack method based on reinforcement learning
that learns generalizable attack strategies. The only feedback required is from the pre-
dicted labels of the target classifier, from which the attacker can learn to how to modify
the graph’s structure. In addition, these researchers proposed an attack method based
on a genetic algorithm and gradient descent for when prediction confidence is high or
the model’s gradient is available. Wang and Gong (2019) presented the first system-
atic study of evasion attacks for the collective classification of graphs. They framed
the attack as an optimization problem, proposing techniques to approximate the prob-
lem’s solution. Ma et al. (2020) extended a common gradient-based white-box attack to
a black-box setting by connecting the model’s gradient with PageRank-like importance
scores. Further, to improve attack performance, they put forward a greedy approach
that corrects the importance score. The approach considers diminishing returns as well
as the difference between the loss and the misclassification rate. Chang et al. (2020)
studied graph evasion attacks in restricted black-box settings. They studied the relation-
ship between graph signal processing and a graph embedding model. An attack was
constructed using a graph filter and a GF-Attack feature matrix. This GF-Attack does
not require knowledge of the graph embedding model and can attacks the graph filter
given black-box access. Graph-level evasion attacks are studied in Ma et al. (2019), Mu
et al. (2021) and Wan et al. (2021). Ma et al. (2019), for example, investigated graph-
level escape attacks in a practical black-box setting. They proposed a graph rewiring
operation for the attack. As part of a graph modification attack, this special perturba-
tion approach affects the model with a more imperceptible perturbation than a general
graph modification attack, which simply adds or removes edges. The rewiring operation
preserves some basic properties of the graph data - in particular, the number of nodes
and edges. Then, a specially-designed strategy called ReWatt performs the rewiring
operation via reinforcement learning. Wan et al. (2021) and Mu et al. (2021) studied
graph-level escape attacks in a restricted black-box setting. In Wan et al. (2021), the
attack is formulated as an optimization problem with the objective of minimizing the
number of edges to be perturbed in a graph while maintaining the high attack success
rate. In addition, a coarse-grained search algorithm and a query-efficient gradient com-
putation algorithm reduce the number of queries on the target GNN. Mu et al. (2021)
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outline a novel attack method for classification models based on Bayesian optimiza-
tion. The method is query-efficient so only a few queries are required to perform the
attack. They also investigated the relationship between the vulnerability of graphs as
machine learning models and the topological properties of perturbed graphs, which is
an important step forward for graph-interpretable adversarial attacks. Graph injection-
based evasion attacks are covered in Zou et al. (2021) and Chen et al. (2022). Here,
Zou et al. (2021) analyzed the topological vulnerabilities of GNNs in graph injection
attacks, proposing a topological defect graph injection attack that performs injection
attacks quite effectively. First, a method called TDGIA introduces a topology-defective
edge selection strategy that selects the original nodes to be connected to the injected
nodes. Then, a smooth feature optimization performs feature generation for the injected
nodes. This type of attack is highly flexible and proves to be more effective than most
graph modification attacks. However, this flexibility can also cause serious damage to
graph data with a homogeneous distribution, making the attack fairly easy to defend
against. Chen et al. (2022) introduced a new constraint to complement the impercep-
tibility constraint, termed homogeneous imperceptibility. This new constraint forces a
graph injection attack to retain the homogeneity of the data. These authors also intro-
duced a novel objective function called Harmonious Adversarial Objective (HAO) that
instantiates imperceptibility given homogeneity. With this approach, it is difficult for
homogeneous defenders to identify adversarial examples while maintaining an effective
attack. Notably, most graph modification attack methods change either the graphs adja-
cency matrix or the node features and the adjacency matrix. Lastly, Bose et al. (2019)
proposed an evasion attack that only perturbs a graph’s node features. Interestingly, this
is a method that can be used on graphs, images, and text.

4.2 Defenses against adversarial attacks

Defenses can also be divided into those implemented in the training stage and those
implemented in the inference stage. Defenses implemented in the training stage improve
a model’s robustness by modifying the model’s structure and the training data. Defenses
implemented in the inference stage protect a fully-trained model. Table 9 summarizes the
literature on adversarial defenses discussed in this survey.

4.2.1 Training stage defenses

The message passing defense Graph neural networks have a unique ability to pass mes-
sages between nodes. That is, the features of nodes are propagated to neighboring nodes
through the topology of the graph. In this way, GNNs can extract features from the whole
of the graph by overlaying multiple message passing layers. The final information obtained
via aggregation then includes feature information from neighboring nodes and some of
the graph’s structural information. GNNs have delivered excellent performance on many
benchmark datasets using this messaging framework. However, real-world applications
often contain abnormal graph data. For instance, in social networks, new users may not
have fully completed their profiles, which can cause some tasks to fail. Worst of all, attack-
ers can change a node attribute’s characteristics to maliciously manipulate the predictions
made by the model. Therefore, GNNs must be designed in a way that is robust to abnormal
data.
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Table 9 Comparison of defenses against adversarial attacks

Lit. Task Stage Method Code
Dai et al. (2018) Node-level/Graph-level Train Adversarial Training v
Wu et al. (2019) Node-level Train/Inference Detection X
Xu et al. (2019) Node-level Train Adversarial Training v
Ziigner and Giinnemann Node-level Train/Inference Adversarial Training/Cer- v/
(2019) tificates
Zhu et al. (2019) Node-level Train Message Passing v
Bojchevski et al. (2019) Node-level Train/Inference Adversarial Training/Cer- v/
tificates
Elinas et al. (2020) Node-level Train Message Passing v
Ziigner and Gilinnemann Node-level Inference Certificates v
(2020)
Zhang et al. (2020) Node-level Train Message Passing v
Jin et al. (2020) Node-level Train/Inference Adversarial Training/Cer- v/
tificates
Geisler et al. (2020) Node-level Train Aggregate Functions v
Entezari et al. (2020) Node-level Train/Inference Other/Low-Rank X
Shanthamallu et al. (2021)  Node-level Train/Inference Message Passing/Distil- X
lation
Feng et al. (2021) Node-level Train Message Passing X
Mu et al. (2021) Graph-level Inference Detection/Other-Low-Rank v
Schuchardt et al. (2021) Node-level Inference Certificates v
Chen et al. (2021) Node-level Train Aggregate Functions v
Zhao et al. (2021) Node-level Inference Against Fine-tuning X
Dai et al. (2021) Node-level/Link-level ~ Train Message Passing v
Wang et al. (2021) Node-level/Graph-level Inference Certificates v
Liu et al. (2021) Node-level Train Message Passing v
Geisler et al. (2021) Node-level Train Aggregate Functions v
Xietal. (2021) Node-level/Graph-level Inference Detection X
Feng et al. (2021) Node-level Train Adversarial Training v
Xu and Picek (2021) Node-level/Graph-level Inference Against Fine-tuning X
Zhang et al. (2022a) Node-level/Graph-level Train Message Passing X
Zhuang and Hasan (2022)  Node-level Train Message Passing v
Zhang et al. (2022c¢) Node-level Train Message Passing v
Zhang et al. (2021c¢) Node-level Inference Detection X
Wang et al. (2023) Node-level Train Message Passing v
Wau et al. (2023) Node-level Inference Distillation v
Tian et al. (2023) Node-level Inference Distillation v

Looking to improve the robustness of models by changing the way models pass mes-
sages, Zhang et al. (2020) mitigated the adverse effects of adversarial attacks by modifying
a GNN’s neural message passing operator. More specifically, the message passing architec-
ture was changed such that the modified model became robust to adversarial perturbations
while still maintaining its ability to learn representations. Although residual connections
in GNN message passing can help to improve performance, they also significantly amplify
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the vulnerability of GNNs to abnormal node features. To address this problem, Liu et al.
(2021) derived a simple, efficient, interpretable, and adaptive message passing scheme.

Shanthamallu et al. (2021) looked to improve the robustness of GNN models by exploit-
ing epistemic uncertainty in a message passing framework. The framework constructs a
surrogate predictor that does not have direct access to the graph structure. Then reliable
knowledge is systematically extracted from the GNN through a novel uncertainty matching
strategy. Most importantly, this uncoupling means the GNN is significantly more robust to
poisoning attacks by design and is completely immune to evasion attacks.

In most GNN networks, and particularly social networks, the proximity of the network
and the fine local structures in the data are not accurately captured through node similarity.
In addition, the node similarity metric can lead to non-optimal models with potential distri-
bution bias. To address this problem, and to improve GNN robustness, Zhang et al. (2022a)
proposed a new message passing mechanism. The approach learns the proximity of the
local structure by collecting embedding sets that describe the nodes and their neighbors,
i.e., subgraphs around the nodes of interest. In addition, the Wasserstein distance is cal-
culated with the help of a differentiable optimization method, making the whole network
trainable end-to-end.

Zhang et al. (2022c) investigated the robustness of heterogeneous graph neural networks
(HGNNs) (Wang et al. 2019; Yun et al. 2019; Fu et al. 2020), proposing a robust HGNN
framework called RoHE. In their study, they analyzed two key reasons for the vulnerability
of HGNN:Ss to attacks - one being the perturbation amplification effect, and the other being
soft attention mechanisms. RoHE defends adversarial attacks by changing the message
passing method and configuring an attention purifier. More specifically, RoHE introduces a
meta path-based transfer probability as an a priori criterion for the cleaner, which reduces
the confidence levels of malicious neighbors in a hostile center. Then, the purifier masks
the neighbors with the lowest confidence via a learning scheme. This approach effectively
mitigates the negative impact of malicious neighbors in soft attention mechanisms.

In a quest to mitigate the impact of undesirable perturbations, Wang et al. (2023) embark
on an analysis of the intrinsic connectivity property, leading to the conception of the intrin-
sic connectivity graph. Furthermore, they discern the significance of the adjacency matrix
rank in revealing a graph that yields embeddings identical to those of the intrinsic connec-
tivity graph. To capture such a graph, the authors incorporate structural entropy into the
objective function, thereby influencing GNN message passing. They also tackle the chal-
lenges posed by graph randomness and endeavor to learn precise node representations in
the absence of label information.

Aggregate functions as defenses In the message passing step, GNNs update node embed-
dings by aggregating the embeddings of neighboring nodes. The aggregation function is a
core part of GNNSs, and is the reason why GNNs are able to support irregular graph data.
Hence, graph-specific perturbations are highly effective at degrading the performance of
GNNs, while traditional defenses seem unable to improve robustness. Many researchers
have therefore focused on aggregation functions as a way to increase robustness in GNNs.

GNNs typically have stringent requirements for aggregation functions. Moreover, if the
aggregation functions are sensitive to slight perturbations, then the entire model is often not
robust. A couple of studies describe the effect of aggregation functions on GNNss in the face of
structural attacks by introducing the theory of the breakdown point (Chen et al. 2021; Geisler
et al. 2020). Chen et al. (2021) analysis takes advantage of the breakdown point, which quanti-
tatively measures the robustness of aggregation schemes. They propose new aggregation func-
tions - trimmed mean and median aggregation - with high breakdown points that strengthen a
model’s defense against adversarial attacks. Their experiments show that employing a robust
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aggregation function can result in good model robustness without sacrificing prediction accu-
racy. Inspired by the field of robust statistics, Geisler et al. (2020) proposed a robust aggregate
function called soft medoid. A soft medoid shows that the maximum possible collapse point
is 0.5, which means that, as long as fewer than 50% of the nodes are perturbed, the deviation
of the aggregation will be bounded. However, in this paper, an adversary’s vulnerability to
soft medoid is only studied in the context of small graphs. GNNs are becoming increasingly
important due to their popularity and the diversity of applications they are proving to be useful
in. Thus, to make their approach more usable, Geisler et al. (2021) also studied how to protect
large-scale GNNs with a new aggregation function called soft median.

Adbversarial training as a defense Adversarial training is a meaningful way to enhance the
robustness of neural networks. During the network training process, the adversarial examples
obtained from the perturbation are added to the training set so the neural network can adapt to
the perturbation, making the model robust.

In summary, adversarial training is a dynamic regularization technique that defends against
the worst perturbations of input features. Many researchers have also studied adversarial train-
ing with GNNs to improve the robustness of models.

e Structure perturbations In 2018, researchers began studying adversarial training for
graphs. Dai et al. (2018), for example, tried to increase the robustness of the model with
an inexpensive adversarial training method. During training, the method randomly deletes
the graph’s edges and the drop. The experimental results show that the attack rate of
various methods decreases by about 1%, while the accuracy of the target model remains
unchanged. Although the attack success rate drops by only 1%, the adversarial training
is having some effect, underlining the validity of this research. On this basis, researchers
have continued to study the adversarial training of graphs based on structural perturbation.
With the help of the proposed first-order attack generation method, Xu et al. (2019) offers
an adversarial training method for GNNs, which improves the robustness of the model.
The approach is robust to different gradient-based and greedy attack methods, but it does
not sacrifice the original classification accuracy. Adversarial training has also been studied
in parallel with the robust model certificate studies in Bojchevski et al. (2019) and Jin
et al. (2020). When adversarial training is performed, the number of certified robust nodes
increases. At the same time, the prediction accuracy of the clean data is not affected.

e Attribute perturbations In addition to the research on structural perturbations, many schol-
ars have also conducted research on adversarial training based on attribute perturbation.
Giving consideration to binary node attribute perturbations, Ziigner and Giinnemann
(2019) proposed a robust semi-supervised training procedure. They improved the robust-
ness of the GNN by jointly processing labeled and unlabeled nodes with little effect on the
original prediction accuracy. Feng et al. (2021) designed a new novel GNN optimization
method called graph adversarial training. The graph adversarial regularizer proposed in
this paper can enhance the robustness of the model to the perturbation of node attribute,
forcing the GNN model to learn to prevent the perturbation from propagating on the graph.

4.2.2 Inference stage defenses
Defense by Detection Detection is a standard defense method in the security field. Contam-

inated data is identified through detection, assuming that the data has been contaminated.
Then, the contaminated data is removed or cleaned to reduce the attack’s impact. Because
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of the particularity of graph data, in addition to graph feature detection, the topology of the
graph can also be used to distinguish between clean and abnormal data.

Mu et al. (2021) outlines an adversarial graph detector. With clean and adversarial
graphs as training sets, they trained a binary GNN classifier. The role of the classifier is to
distinguish adversarial graphs from clean graphs. Using the classifier as a detector reveals
whether the graph suffers from adversarial perturbations.

Wu et al. (2019) studied perturbations to GCNs caused by existing attack techniques,
fining that, in existing attack methods, attackers connect edges of nodes with very dif-
ferent characteristics, and this connection method plays a key role in all attack methods.
Hence, they subsequently proposed a new defense method that detects and recovers poten-
tial adversarial perturbations. The method is based on preprocessing, where a statistical
analysis is performed on the node attributes and the similarity of nodes is calculated by
introducing a similarity measure. Then, all edges connecting the nodes with low similarity
scores are selected as candidates for deletion. The experimental results show that, even if
these edges are removed from the clean graph, there is no harm to node-level predictions.
In fact, it can even improve the model’s predictions under certain circumstances.

Xi et al. (2021) extended NeuralCleanse (Wang et al. 2019) and RandomizedSmoothing
(Zhang et al. 2021b) for detection defense. Given a suspicious GNN, they check for back-
doors at the model inspection stage. Specifically, each class is searched for potential back-
doors. If a class has a backdoor embedded, the minimal perturbation required to change all
inputs in this class to the target class is abnormally smaller compared to other classes.

Zhang et al. (2021c) proposed a simple single node threshold test for detecting nodes
that are subjected to targeted attacks. They also presented a kernel-based two-sample test
to identify whether a given subset of nodes in the graph is maliciously compromised. Fur-
thermore, they demonstrated the potential practical advantages of the proposed detection
method as a mechanism to shield graph-based models from security threats in Bitcoin
transaction data analysis.

Defense by Distillation The term ‘distillation’ as it pertains to model security was origi-
nally coined by Hinton et al. (2015). The core idea of distillation learning is to use the
knowledge learned by a large model to guide the training of a small model. In this way, the
performance of the small model is comparable to that of the large model. Still, the param-
eters are greatly reduced, thus reducing the model’s size and speeding up its operation.
More specifically, a complex network model is trained first, and then a smaller network is
trained using the output of this complex network and the true labels of the data. Papernot
and McDaniel (2017); Papernot et al. (2016) have also recently studied defense mecha-
nisms through distillation.

In a GNN model, the graph attributes usually input into a model include a feature matrix
and an adjacency matrix. Shanthamallu et al. (2021) proposed a defense method using dis-
tillation learning to defend against poisoning attacks. Using a novel uncertainty matching
strategy, they jointly train a standard GNN model and a surrogate predictor that only inputs
node features. By guiding the training of the surrogate predictor from the GNN model, the
surrogate predictor significantly improves the GNN’s robustness to adversarial attacks.

Wau et al. (2023) and Tian et al. (2023) delved into the exploration of model robustness
by implementing a process of distilling knowledge from teacher GNNs into student MLP
models. Wu et al. methodically dissected the knowledge acquired by GNNs into two com-
ponents: low-frequency and high-frequency elements residing in both spectral and spatial
domains. Their study further comprehensively examined the respective roles these compo-
nents play in the GNN-MLP distillation process. In parallel, Tian et al. tackled three piv-
otal challenges within the GNN-MLP framework: the incongruity between content feature
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and label spaces, the stringent hard matching requirement to the teacher’s outputs, and the
susceptibility to noise within node features. They also presented a consolidated perspective
on learning MLP that integrates effectiveness, robustness, and efficiency aspects.

Defense by Certificates Adversarial attacks aim to highlight the potential vulnerabilities
of GNNs. Recent studies have shown that GNNs are highly non-robust given adversarial
attacks on graph structures and node attributes, which makes their results unreliable. A
successful attack will only provide non-robust results. However, an attack’s failure does not
necessarily imply that a GNN model is robust, and it does not guarantee that the method
used is reliable. To be able to use GNNSs safely, we need provable robustness principles.

Glinnemann’s team researched the perturbation of node attributes and the structure of
graphs. In Ziigner and Giinnemann (2019), they propose a provably robust method against
node attribute perturbations. They consider perturbations of node attributes under chal-
lenging L, perturbation budgets and deal with discrete data domains. A node is robust if it
has been certified using this method. That is to say, in the case of various disturbances, the
prediction result of this node is correct.

Robustness certificates against graph structure perturbations are investigated in
Bojchevski et al. (2019); Ziigner and Giinnemann (2020). In Ziigner and Giinnemann
(2019), robustness certificates are studied by linking PageRank and Markov decision pro-
cesses. However, these certificates are seldom studied with GCNs. Ziigner and Giinnemann
(2020) fills this gap by demonstrating robustness certificates for GCNs given structural
perturbations. Schuchardt et al. (2021) proposes the first collective robustness certificate,
which counts the number of predictions guaranteed to remain stable under perturbations,
i.e., the number of predictions that cannot be attacked.

Notably, the robustness certificates above are all node-level. As yet, there are no robust-
ness certificates at the graph-level that involve topological perturbations of local and global
budgets. Jin et al. (2020), however, proposed a robustness certificate that operates at the
graph-level based on Lagrangian dualization and convex envelopes. Given a well-trained
GCN and a threat model with local and global budgets, this verification method effectively
proves that any topological perturbation cannot alter graph predictions.

Wang et al. (2021) studied robustness certificates for graphs with perturbations like
added and deleted edges. They demonstrate that any GNN has proven robustness certif-
icates for both node-level and graph-level classification tasks. They extended a recently
developed technique called randomized smoothing (Cao and Gong 2017; Cohen et al.
2019; Jia et al. 2020; Lécuyer et al. 2019; Li et al. 2019; Liu et al. 2018) to graph data.
Randomized smoothing can transform any basic classifier into a robust classifier by adding
random noise to the test examples. Experiments show that when an attacker arbitrarily adds
and deletes edges to/from a graph, using a random smooth GCN can yield high certifica-
tion accuracy.

Defense against fine-tuning Beyond training a neural network from scratch, fine-tun-
ing is another way to obtain a new model. Many researchers have utilized fine-tuning as a
means of attacking a deployed model. Fine-tuning has several advantages. First, training
a model from scratch requires powerful computing resources and large datasets, whereas
fine-tuning uses an existing model to continue training on the target task dataset (Yosinski
et al. 2014). Hence, an attacker will likely use a model to train a new model from a stolen
model with only a small amount of training data required.

Xu and Picek (2021) investigated whether the watermark generation method is robust
to fine-tuning. They fine-tuned a watermarked GNN model using half of the test data. The
other half of the test data was evaluated to see if the watermarks previously embedded in
the GNN model remain valid in the new model. The experimental results show that both of
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the watermark generation methods they proposed are robust to fine-tuning, and the accu-
racy of one of the generation methods is not affected by fine-tuning

Zhao et al. (2021) investigated whether the size of a watermark affects fine-tuning. They
used 30% of the training and test sets to fine-tune the model and evaluated the effect of
fine-tuning on watermarking. What they found was that when a watermark is small - for
example, when only ten nodes are used in the trigger - fine-tuning the model has little
effect on the watermark’s extraction.

4.2.3 Other methods

In addition to defending the model during the training and inference stages, some
researched defense methods work outside these two stages.

Entezari et al. (2020) conducted defense research based on Nettack (Ziigner et al. 2018).
The main idea is that only high-rank or low-valued distinct components of the adjacency
matrix of a graph are affected by adversarial attacks. Since these low-valued distinct com-
ponents contain little graph structure information, they can be discarded to reduce the
impact caused by adversarial attacks. The higher-order perturbations generated by Net-
tack can be discarded using lower-order approximations of the adjacency matrix and the
eigenmatrix. At the same time, they show that a rank-10 approximation of the matrices
can defend against an adversary’s attack with high probability, and the model will yield
almost the same performance as with a clean graph. Mu et al. (2021) extended a low-rank-
based defense from node classification to graph classification. A singular value decomposi-
tion (SVD) is first performed on the adjacency matrix of each test graph. Then, the largest
singular value is kept and the remaining singular values are discarded. A new adjacency
matrix and the corresponding graph with the perturbations removed can then be derived
from the largest singular value. Experiments show that this defense achieves a clear trade-
off between accuracy and robustness.

5 Privacy for graph neural networks

Confidentiality in a machine learning system means that unauthorized users cannot access
information related to the model, including the training data and information about the
model itself, e.g., the model’s parameters, its architecture, the training methods, etc.

5.1 Privacy attacks on graph neural networks

Attacks that break the confidentiality of a GNN can be classified into three types: model
extraction attacks, membership inference attacks, and attribute inversion attacks. Figure 3
illustrates a simple flowchart that outlines these privacy attacks. In this figure, the attacker
starts by querying the target model, and then trains the shadow model using the responses
obtained and available data. The attacker can then conduct three types of privacy attacks
using the shadow model. Table 10 summarizes the recent literature on privacy attacks.

5.1.1 Model extraction attacks (MEA)

In a model extraction attack, the adversary constructs an surrogate model, also known as
a shadow model, that is identical or functionally very similar to the victim model. The
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Fig.3 A schematic diagram of the process and classification of privacy attacks

shadow model is constructed by repeatedly querying the victim model and using the results
of the queries to reverse engineer the specific parameters and structure of the model.
This attack method was first proposed by Tramér et al. (2016) in 2016, who describes the
method in detail using a linear regression model as an example. In this model, there are
assumed to be n parameters. The attacker uses m examples, where m > n, to make pre-
dictions so as to obtain the corresponding predicted values. Then, a linear equation sys-
tem consisting of m equations is constructed. The specific values of the n parameters are
derived by solving the equations.

Notably, most previous model extraction attacks have targeted Euclidean models
designed for images or text. These types of attacks on GNNs are rare and have seldom been
studied. Since the special nature of graph data contains node features and topological struc-
ture information, the way the attacker categorizes knowledge will differs from data like
pictures and text. Wu et al. (2022) were the first to comprehensively analyze and formulate
a model extraction attack on a GNN. They divided the graph’s knowledge into three dimen-
sions: the attributes of the attack nodes, the structure of the attack nodes, and selected sub-
graphs (graphs with similar node attributes and topologies to the victim graph). Further,
they described the model extraction attacks using seven categories according to whether
the attacker possesses knowledge of the three dimensions. The experimental results show
that they can effective shadow models can be trained in these seven categories using dif-
ferent strategies. Thus, each of the attacks successfully extracts the target model. Most of
the shadow models achieve almost the same accuracy as the target with around 85% of the
predictions being the same as the target.

Other studies have focused on transductive GNNs. These studies, however, assume that
the attacker has knowledge of the victim model’s training process, which is somewhat
unrealistic in practice. Nevertheless, training and query graphs are used to train the shadow
model.

Shen et al. (2021) focus on the more realistic and popular inductive GNN model, which
generalizes well to invisible nodes. Attackers query the target model through a remotely
accessible API, and they do not tamper with the training process of the target model. More-
over, their attack follows a generic framework that can be applied to all scenarios. The
framework contains two main components. The first is used to learn the discrete graph
structure if the query graph’s structural information is unavailable. The second compo-
nent then constructs the agent model by jointly learning the features of the nodes and the
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corresponding the target model. The article classifies the attacks into six different attacks
according to the local knowledge known (e.g., the graph structure information, Ag), the
response results R (the node embedding matrix H, the predicted posterior probability
matrix ®, and the t-SNE projection matrix Y). Experiments show that this model stealing
attack consistently achieves strong performance. In addition, the attacks remain effective
even if the adversary does not know the graph structure information.

5.1.2 Membership inference attacks (MIA)

Given access to a data record and a model, membership inference attacks involve determin-
ing whether that data record belongs to the training set of the model (Shokri et al. 2017).
Membership inference attacks are also a very popular research topic in the security field.
This is because the ability to infer whether some specific data exists in the training set of a
machine learning model poses a great security risk to users. For example, a model trained
based on cancer patient information can directly impart information about a patient’s dis-
ease if it is inferred that the patient is a member of the training set. This and other such
examples can lead to a series of discrimination problems (Backes et al. 2016). Current
research shows that most membership inference attacks focus on models trained on images
and text (Leino and Fredrikson 2020; Salem et al. 2019; Shokri et al. 2017; Song and
Shmatikov 2019). However, the graph data for training GNNs can contain a great deal of
sensitive information, such as healthcare analytics (Errica et al. 2020; Gilmer et al. 2017),
flow trajectories (Backes et al. 2017; Cho et al. 2011), and so on. For this reason, some
researchers have analyzed membership inference attacks based on GNN models. We review
the literature on membership inference attacks in two parts: node-level and graph-level.

Most of the success of membership inference attacks in traditional machine learning
models has been attributed to model overfitting or memorization of data sets (Zhang et al.
2017). Overfitting leads to high confidence scores for the data records seen during training
compared to new data, which provides an easy avenue to distinguish training from testing
data. Olatunji et al. (2021) investigated whether overfitting in GNNs could also be a sig-
nificant success factor for membership inference attacks. They performed such an attack
on some GNNs by introducing two induction settings; then they analyzed the properties of
the GNNs. They found, first, that a lack of overfitting does not guarantee robustness against
membership inference attacks and, second, that the attacks were successful even when the
target model was well generalized. Instead, the connectivity among the instances (unlike
in tabular data) increases the vulnerability of GNN models to privacy attacks. They show
that, in GNNgs, the additional structural information is the major contributing factor. They
support their findings with extensive experiments on four representative GNN models.

Duddu et al. (2020) investigated membership inference attacks in both the black-box
and white-box settings. In the black-box setting, the attacker exploits the output prediction
scores. In the white-box environment, the attacker can access the published node embed-
ding. The black-box setting considers the specifics of downstream node classification tasks
using the graph embeddings of GNNs and performs the attack both with and without aux-
iliary knowledge. The white-box setting involves an unsupervised attack for the more gen-
eral case, which is to use only graph embeddings to distinguish whether a given node is in
the training graph or not. The experimental results show that the attacker can accurately
predict the training data in the above case.

Although these two methods (Olatunji et al. 2021; Duddu et al. 2020) show success,
Duddu et al. (2020) lacks an explicit attack method, and Olatunji et al. (2021) performs
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their attacks in restricted scenarios. To address these issues, He et al. (2021) provide the
first comprehensive analysis of node-level membership inference attacks on GNNs. They
systematically defined the threat model and proposed three node-level membership infer-
ence attacks based on the adversary’s background knowledge: the 0-hop attack, the 2-hop
attack, and the combination attack. In the 0-hop attack, the attacker uses only the charac-
teristics of the target node itself to query the target model. In the 2-hop attack, the attacker
uses the features of the target node and a 2-hop subgraph to query the target model. The
experimental results show that GNNs are vulnerable to node-level membership inference
attacks even if the attackers have little background knowledge. Meanwhile, graph density
and feature similarity have a significant impact on membership inference attacks.

In the context of GNN models, studying MIA at the graph-level is just as important as
studying node-level MIA. Wu et al. (2021) took the first step towards exploring graph-level
MIA in GNNs. The goal of MIA is to determine if graph examples are present in the train-
ing set. The authors proposed two types of attacks, namely learning-based and threshold-
based attacks. In the former, the attacker sends a query to the target model and receives a
confidence score. They comprehensively measured the effectiveness of the attacks under
various experimental settings for different GNN models and training datasets. Further-
more, they analyzed the factors affecting the attack performance and explored the impact
of overfitting on MIA at both the graph- and node-levels. In contrast to node-level MIA,
which has little correlation with overfitting, MIA at the graph-level is different and closely
related to overfitting, as mentioned in Olatunji et al. (2021).

5.1.3 Attribute inversion attacks (AIA)

Attribute inversion attacks obtain information about private data through an API provided
by system. Attribute inversion attacks were first proposed by Fredrikson et al. (2014), who
demonstrated the method on a linear regression model. Later, Fredrikson et al. (2015)
extended this attribute inversion attack to extract the information from images of faces
through a shallow neural network.

Attribute inversion attacks have been successful in fields where grid-like data, such as
images, are common. However, since graph structures are quite specific and GNNs have
their unique message passing capabilities, attribute inversion attacks on grid-like data are
generally not directly applied to graphs. For this reason, many researchers have also studied
model reversal attacks on GNNs. We discuss these model reversal attacks in two groups:
posterior-based inversion attacks and embedding-based inversion attacks.

Posterior — based inversion attack In a posterior-based inversion attack, information
about the training data is reverse engineered from the final output of the model (Fredrik-
son et al. 2015). Zhang et al. (2021a) proposed an attribute inversion attack method that
works when the adversary has a trained GNN model and some auxiliary knowledge (e.g.,
node labels and attributes). With this, the attackers can reconstruct all the edges between
the nodes in the training set. Specifically, they designed two important modules: a projec-
tive gradient module, and a graph self-encoder module. The former addresses the discrete
nature of the graph edges while maintaining the sparsity and smoothness of the graph fea-
tures. The latter takes information such as the node attributes, the graph’s topology, and the
target model parameters into account during graph reconstruction. Using this method, one
can investigate the relationship between a model reversal attacks and edge influence. The
experimental results show that edges with greater influence are more likely to be recovered.
Moreover, they demonstrated that the method is effective on several state-of-the-art GNNs.
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Notably, Shen et al. (2021) designed a similar component approach to learn the discrete
graph structure if the structural information is not available in the query graph. Zhou et al.
(2023) approached the GNN as a Markov chain and leveraged the flexible chain approxi-
mation to launch an attack on the GNN. Their investigation delved into the core concepts
of graph reconstruction, wherein they systematically examined the intricacies of chain-
based graph reconstruction attacks and the corresponding defense mechanisms.

In contrast to the approach of conducting a link inversion attack through the reconstruc-
tion of the entire adjacency matrix, He et al. (2021) proposed a new attack method that
can predict whether a link exists between any pair of nodes in a graph and is used to train
the target GNN model from the model’s output. They describe three types of background
knowledge the attacker may have: the node features of the target dataset, a partial graph
of the target dataset, and an auxiliary dataset that also contains its graph and node fea-
tures. The attacks are classified into eight types based on which types of knowledge the
attacker has. Building upon this foundation, de Ocariz Borde et al. (2023) enhance edge
inference performance by incorporating Riemannian geometry into the model, resulting in
a more intricate embedding space. Zhou et al. (2022) undertake edge prediction experi-
ments across varying sizes of test graphs.

Wang and Wang (2022) conducted an extensive study on Group Property Inference
Attacks (GPIA) within graph neural networks. Their research revolves around two distinct
types of properties that adversaries aim to infer: node group properties, which encapsulate
the collective information of specific node groups, and link group properties, which encap-
sulate the collective information of specific link groups. Importantly, they address both
Posterior-based and Embedding-based approaches to group property inference, reflecting
a comprehensive exploration of the attack landscape. To validate their attack methodol-
ogy, Wang et al. conducted a series of experiments under varying settings and datasets.
Their findings underscored the effectiveness of the proposed attack strategy. Moreover,
the researchers proactively designed a set of defense mechanisms against GPIA attacks.
Empirical results highlighted the efficiency of these countermeasures, showcasing their
ability to substantially reduce attack accuracy while incurring only minor accuracy losses
in the GNN model itself.

Embedding — based inversion attack In addition to inferring private data informa-
tion from the final output of the model, there are also some studies on graph embedding
that examine information leaks. Duddu et al. (2020) studied the attribute inversion attacks
through the lens of graph embeddings, finding a way to use them to launch a membership
inference attack. The paper mentions two model reversal attacks: graph reconstruction and
attribute inference. The attack target of the graph reconstruction attack is to reconstruct the
target graph given a corresponding graph embedding. The attribute inference attack target
aims to infer sensitive node attributes corresponding to a single user. In a graph reconstruc-
tion attack, the attacker has access to the node embeddings of a subgraph and trains a gen-
erative model to reconstruct the target graph from its published embeddings. This attack
may reconstruct sensitive input graphs, causing severe privacy implications. Moreover, link
information can be obtained from the reconstructed graph as with Zhang et al. (2021a).

In attribute inference attacks, attackers use published graph embeddings to infer sensi-
tive information about user nodes (e.g., a user’s gender and location). Inferring these model
attributes is usually formulated as a supervised learning problem. With a given target
embedding, a supervised attack model is trained to predict the sensitive attributes of the
target user.

Zhang et al. (2022d) also studied attribute inference attacks and graph reconstruction
attacks via graph embeddings - their aim being to infer the essential attributes of the target
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graph, such as the number of nodes, number of edges, and graph density. The attack is
modeled as a multi-task classification problem, where all the attributes of interest are pre-
dicted simultaneously. As such, their method can reconstruct graphs with a similar struc-
ture and statistical information to the target graph.

Anonymizing graph data by removing identifying information and adding or removing
edges is a popular strategy for privacy protection (Ji et al. 2017). Li et al. (2020) conducted
a privacy attack study on de-anonymization and proposed a seed-free graph de-anonymiza-
tion method that automatically extracts features and matches nodes globally without initial
matching node pairs. Specifically, they used deep neural networks to learn features and an
adversarial framework for node matching. The extensive experimental results show that
the proposed method outperforms existing seed-free methods by a factor of one hundred in
landmark identification.

5.2 Defenses against privacy attacks

Privacy attacks on GNNs pose such a significant threat that many researchers have studied
how these models can be protected. Differential privacy was specifically designed to objec-
tively quantify the privacy loss of individuals whose data are algorithmically processed
(Dwork 2008; Dwork and Roth 2014). Today, differential privacy remains one of our best
defenses against privacy attacks (Zhang et al. 2021a; He et al. 2021). Table 11 summarizes
the literature on privacy defenses in recent years.

5.2.1 Differential privacy

Differential Privacy (DP) Differential privacy uses randomization methods to make per-
sonal data unstealable while ensuring that the statistical features are accurate. Specifically,
randomization is added to the data so that an attacker cannot infer private information
from any differences in the query results. The formal definition of differential privacy is as
follows:

P[M(D) € S] < e‘P[M(D') € S| +6 (14)

where M is a randomization algorithm, D and D’ are two different datasets, S is all events,
€ is the privacy budget, and 6 is a perturbation. This formula holds that a randomized algo-
rithm acting over M on two neighboring data sets D and D’ should yield an output event S
with about the same probability.

To use differentially-private algorithms for GNN data, the properties of the neighboring
datasets need to be formally defined (Mueller et al. 2022). In this paper, these neighboring
datasets are divided into three categories according to what is being protected: removing or
adding a node and its adjacent edges (node-level DP), removing or adding an edge (edge-
level DP), and removing or adding an entire graph (graph-level DP).

Olatunji et al. (2021) proposed a new protection framework for the differential privacy
of graph data (PrivGNN) so as to publish GNN models with differential privacy guar-
antees. They assumed two graphs exist: a labeled private graph and an unlabeled public
graph. PrivGNN uses distillation learning (Hinton et al. 2015), where knowledge from
some teacher models trained on private graphs is transferred to some student models
trained only on public graphs using differential privacy. By exploiting the teacher-student
training paradigm, PrivGNN is robust to attacks on GNN models, including member-
ship inference attacks and model stealing attacks. In addition, they derive tight privacy
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guarantees using Rényi Differential Privacy (RDP) (Mironov 2017), the theoretical results
of a Poisson subsampling mechanism, and the advanced combination theorem of RDP.

To ensure individual link privacy, Yang et al. (2021) formulated and enforced strict
privacy constraints on deep graph generation models using a differential privacy frame-
work that focuses on link-DP. Their framework, called differential privacy graph generation
adversarial network (DPGGAN), performs differentially-private training on a graph gener-
ation model that has had its links reconstructed. Strict individual link privacy preservation
is achieved and, further, a structure-oriented graph comparison for practical global graph
structure preservation is ensured.

Sajadmanesh et al. (2023) proposed a novel GNN learning method called GAP that car-
ries differential privacy guarantees based on a study of aggregation perturbation. Aggre-
gation perturbation, in which a Gaussian mechanism is applied to the output of the GNN
aggregation function, is used as the primary technique for implementing DP in the pro-
posed method. The neighborhood aggregation step and learnable transformation are sep-
arated into different aggregation and classification modules to avoid spending a privacy
budget in each training iteration. To further reduce costs from the budget, the node features
are transformed into a low-dimensional space via an encoder that does not depend on the
graph adjacency matrix.

Local differential privacy is another privacy defense that has been studied (Kasiviswa-
nathan et al. 2011; Sajadmanesh and Gatica-Perez 2021; Du et al. 2021; Wu et al. 2021).
For example, Sajadmanesh and Gatica-Perez (2021) investigated node-level privacy, pro-
posing a GNN learning framework (Drop) that preserves privacy independent of the mod-
el’s architecture. The framework is based on local differential privacy with provable pri-
vacy guarantees.

Wu et al. (2021) investigated local differential privacy for recommendation tasks. Exist-
ing GNN-based recommendation methods rely on the centralized storage of user-item
graphs and centralized model learning. However, user privacy is privacy-sensitive, and
centralized storage of user-item graphs may cause privacy issues and risks. Based on this,
they propose a novel privacy-preserving recommendation-based federal framework for
a GNN (FedGNN) that can collectively use highly decentralized user data to train GNN
models.

Studies have also been undertaken on privacy protection at the link level based on local
differential privacy. Hidano and Murakami (2022), for instance, proposed a new local
differential privacy algorithm called degree preserving random response (DPRR). The
method outperforms Warner’s RR (Warner 1965) without destroying the graph structure
and neighborhood aggregation for non-private users.

Differential privacy at the graph level is still in its infancy with Mueller et al. (2022)
being the first to demonstrate the application of differentially-private GNNs to graph-level
tasks. Their work essentially extends the application of differential private stochastic gradi-
ent descent (DP-SGD) (Abadi et al. 2016) to graph-level classification tasks.

5.2.2 Other privacy defense methods
In addition to differential privacy, there are other methods of protecting GNNs against
privacy attacks. In this section, we introduce the non-differentially private methods (Shen

et al. 2021; He et al. 2021; Zhang et al. 2022d; He et al. 2021) also mentioned some pri-
vacy defenses (Shen et al. 2021).
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Shen et al. (2021) mentions adding random Gaussian noise to the node embeddings and
t-SNE projections returned by the target model to defend against the privacy attacks they
developed. He et al. (2021) proposes two defense mechanisms to mitigate the risk of pri-
vacy leaks with GNNs: random edge addition and label-only output. Zhang et al. (2022d)
defends against problems with privacy leaks by adding a moderate level of noise to the
embeddings in the target graph while still maintaining the performance of normal tasks.
He et al. (2021) defends against attacks by limiting the number of GNN models out of the
maximum number of posteriors.

Specialized work on privacy defenses has also been undertaken. For example, in the
real-world, some data owners segregate information into their own private database, which
is not accessible to other users. Protecting data segregated this way is known as ‘the segre-
gation problem’, and Zhou et al. (2020) devised a federated learning strategy specifically to
address it. Called VFGNN, the scheme revolves around vertically partitioning the datasets.
Computing the graph is divided into two parts - a private part and a non-private part. The
private part is reserved for the data owner, and the corresponding calculations are given to
a semi-honest server. First, the data owner uses secure multi-party computation techniques
to generate the local node embeddings. This is done via feature extraction on the private
data. Then, a global node embedding is generated by combining the local node embeddings
from different data holders through different combination strategies. Lastly, the server
returns the final hidden layer to the party that owns the labels to compute the prediction
and loss. The data holder and the server perform forward and backward propagation to
complete the model training and prediction.

Existing GNN studies on privacy protection assume that all the users’ sensitive attrib-
utes are known in advance. In real applications, this is not reasonable because different
users have different privacy preferences. For example, male users are much less sensitive
to age in social networks than female users (Hu et al. 2022). To address this problem, Hu
et al. (2022) proposed a novel privacy-preserving GNN model called DP-GCN that pro-
tects sensitive information in GCNs. DP-GCN consists of two modules: a deconvolved
representation learning (DRL) module and a node classification (NCL) module. The DRL
decomposes a user’s non-sensitive attributes into sensitive and non-sensitive representa-
tions orthogonal to each other in a potential space. The NCL trains the GCN to classify
unlabeled nodes in the graph with insensitive potential representations. The aim is that
these insensitive representations can be used to perform downstream tasks. Experimental
results show that the proposed model has good privacy preserving capability and competi-
tive performance at node classification.

Machine unlearning (Bourtoule et al. 2021) is a novel privacy defense method that
achieves privacy protection by forgetting private data. One of the most advanced solu-
tions in this area is SISA. It randomly divides the training set into multiple fragments and
trains a composition model for each fragment. However, directly applying SISA to graph
data may lead to significant corruption of the graph’s structural information, thus reduc-
ing the utility of the resulting ML model. To address this issue, Chen et al. (2022) pro-
pose a combination of the SISA approach with GNN, named GraphEraser. They propose
two new graph partitioning algorithms and a learning-based aggregation method for graph
unlearning and conduct extensive experiments on five real-world datasets to demonstrate
the forgetting efficiency and model practicality of GraphEraser. However, it’s important to
note that GraphEraser has been explicitly tailored for the transductive setting. In contrast,
Wang et al. (2023) introduced the GUIDE framework, focusing on the unlearning process
within the inductive setting. GUIDE is structured around three fundamental components:
guided graph partitioning emphasizing fairness and balance, efficient subgraph repair, and
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similarity-based aggregation. This approach demonstrates its efficacy in the context of
unlearning for inductive scenarios.

6 Future directions

While GNN technology has achieved good results with node-level, link-level, and graph-
level tasks, it also raises many security and privacy concerns. Additionally, GNNs still
have shortcomings and improvements are needed in terms of their security and privacy.
These present opportunities for future research, as discussed next.

6.1 The future of security for GNNs

To enhance GNN models’ security, it is imperative to strengthen current research on GNN
security. Along with developing better methods to defend against adversarial attacks, it is
crucial to shift the focus towards adversarial defense. For example, most of the current
research into adversarial training is based on perturbing a graph’s node features - in which
case, adversarial training works very well. Yet interestingly, adversarial training does not
improve a model’s robustness particularly well when the graph’s structure is perturbed,
and structural perturbations are very common. Hence, ways to enhance the robustness of
a model to structural perturbations through adversarial training is a very important and
urgent problem to be researched. In addition, robust optimization (Madry et al. 2018) and
adversarial dropout (Park et al. 2018) are suitable methods of improving the robustness of
deep models, but how well they can be integrated into GNN models remains to be studied.

6.2 The future of privacy for GNNs

Research into privacy on GNNss is still in its infancy. In fact, most of the work summa-
rized in Table 10 has only been conducted in the last two years. Notably, model extraction
attacks and graph-level membership inference attacks have received relatively little atten-
tion despite their critical implications for GNN privacy. More research can and should be
done on these two types of privacy attacks in the future.

In the area of GNN privacy defense, most current defense methods rely on differential
privacy. However, there is an interesting new defense method called Machine Unlearning
(Bourtoule et al. 2021) that has gained attention for its ability to perform data forgetting in
trained models for privacy protection purposes. Although it has only been studied in GNN
by Chen et al. (2022), we believe that it is a novel and meaningful direction for GNN pri-
vacy protection. As it is mentioned in the Sect. 5.2.2 of this paper, it has not been classified
separately due to the scarcity of articles. Nonetheless, the potential of Machine Unlearning
to improve GNN privacy should not be overlooked.

6.3 The future of security and privacy for GNNs

Considering the connection between privacy and security, we believe that joint research
on these topics will become a trend in the future. Privacy attacks can provide knowl-
edge about models and data properties that can be used to undermine security. Current
research on counterattacks typically involves experiments based on white-box attacks,
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practical black-box attacks, and restricted black-box attacks. These studies primarily focus
on improving the sample of adversarial attacks in their respective environments. However,
conducting research in conjunction with privacy attacks can convert practical and restricted
black-box environments into white-box environments for attacks, which could pose a
greater risk to the security of the model.

In addition, attackers can corrupt the performance of the model by generating adver-
sarial examples. To make the attack imperceptible, the properties of the adversarial exam-
ple should be as consistent as possible with the clean example. This consistency can also
expose data information during the analysis of the adversarial example or can be used to
perform better privacy attacks. Therefore, we believe that joint research on adversarial
examples and privacy attacks is an interesting direction that deserves further exploration.

7 Conclusion

In this survey, we provided a comprehensive introduction to the latest research on secu-
rity and privacy on GNNs. More specifically, we reviewed and summarized the literature
on GNN adversarial attacks, adversarial defenses, privacy attacks, and privacy defenses.
The survey began with a brief introduction on security and privacy on GNNs, focusing on
their similarities, differences and the relationships between the two. We then classified the
research work on attacks and defenses in GNN security and privacy, respectively. Finally,
we provide an outlook on the future of this field and the possible research opportunities for
GNN security and privacy going forward.
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