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Abstract

Data centers, essential for processing and transmitting vast data volumes, rely on efficient
networks to maintain global service delivery. Software-defined networking has emerged as a
revolutionary approach to enhance data center network flexibility and manageability. De-
spite its potential, software-defined networking faces challenges like inefficient routing, control
plane bottlenecks, and inadequate fault detection and traffic management during failures, af-
fecting network performance and stability. This thesis addresses these critical challenges in
software-defined data center networks by proposing innovative solutions for routing control,

fault detection, and traffic scheduling.

Firstly, it highlights the deployment of network topology regularity in designing efficient routing
methods, namely cRetor and sRetor. cRetor leverages topology description language for low-
overhead network setup and effective path calculation, significantly reducing the control plane’s
overhead. In addition, sRetor minimizes flow startup times and controller load by distribut-
ing decision-making to switches, demonstrating efficient routing control suited for large-scale
networks. Simulation results validate these methods’ ability to enhance network operation

performance.

Furthermore, the thesis explores proactive end-to-end fault detection, introducing a heuris-
tic algorithm and a deep reinforcement learning-based algorithm for generating fault probing
matrices. These algorithms optimize the detection path, enhancing detection efficiency and
accuracy. The heuristic algorithm selects detection paths progressively, introducing a new
metric for quick performance assessment of fault detection matrices. The deep reinforcement
learning-based algorithm improves detection accuracy through exploration and optimization,

showing superior performance in experimental comparisons.

Additionally, it addresses network traffic scheduling under failure scenarios, proposing a fault-
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aware traffic scheduling algorithm that combines graph neural networks with deep reinforce-
ment learning. This approach adapts to dynamic topology changes, ensuring efficient and
reliable traffic management during failures. The algorithm’s integration of the graph neural
network’s generalization capabilities with deep reinforcement learning’s decision-making en-

hances scheduling performance, outperforming existing methods.

In summary, this thesis systematically enhances software-defined data center networks’ effi-
ciency, reliability, and scalability by optimizing routing control, fault detection, and traffic
scheduling. It provides a comprehensive solution framework for intelligent adaptive network
control, offering significant contributions to the field. This research advances data center net-
work technology and holds practical value for future development and deployment in commercial

settings.
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Chapter 1

Introduction

With the development of cloud computing and artificial intelligence (AI) technologies, the
demand for data center networks is rapidly growing. These applications require robust, efficient,
and scalable data center networks to process and transmit massive amounts of real-time data.
However, the development of data center networks still needs to improve in terms of efficient

routing, fault detection, and traffic scheduling.

This chapter introduces the background and challenges that data center networks face, followed
by the research objectives and content. Finally, it presented the organizational structure of this

thesis.



1.1 Background

In the digital and Internet-driven era, the role of data centers has become increasingly impor-
tant, emerging as the core infrastructure that supports the continuous progress and development
of modern society. Particularly with the rapid development of technologies including artificial
intelligence [1], [2], the metaverse [3], [4], the Internet of Things (IoT) [5], [6], Large Language
Models (LLM) [7], [8], and multimodal technologies [9], [10], various applications have set
higher requirements for the performance, stability, and scalability of data center networks. As
the critical infrastructure supporting these cutting-edge technology applications, data centers
are not only places for information storage and processing but also the core driving force of an

intelligent society.

Firstly, artificial intelligence and machine learning applications have penetrated various indus-
tries and daily life, from simple personal assistants to complex autonomous driving, medical
diagnostics, and stock market analysis. These applications rely on powerful computing ca-
pabilities, massive information processing capacities, and high-speed stable data transmission
abilities [11]. For instance, large language models like ChatGPT are currently increasing,
showing great potential for application in natural language processing, content generation, and
intelligent writing. The application and training of these large language models require vast
datasets and extremely high computational power. It is estimated that OpenAl, the company
behind the development of ChatGPT, possesses more than 3617 A100 GPU servers [12]. These
servers’ interconnectivity and collaborative training require strong support from data centers,

providing high bandwidth, low latency, and highly reliable underlying networks [13].

Moreover, the continuous development of technologies like the metaverse and the IoT also poses
higher demands on data centers and their networks [14]. The construction and development of
the metaverse require massive data processing and real-time interaction, in which data centers
play crucial roles in data sharing, processing, and interactive response. Numerous servers
are tasked with storage, computation, access, and other functions within data centers. Data
center networks enable high-speed interconnectivity among these servers, ensuring the seamless
operation of virtual environments and smooth user experiences. The widespread application of
IoT technologies, from smart homes to Industry 4.0, generates massive amounts of endpoints
that need to efficiently exchange data with data centers, raising higher requirements for the

stability and scalability of data center networks [15].



In addition to the innovative applications mentioned above, some traditional commercial appli-
cations also pose higher demands on data center networks as they scale up. Applications like
e-commerce, video streaming, and online office suites are expanding their user bases, increasing

the load pressure on data center networks.

The performance of data center networks directly affects the efficiency of upper-layer applica-
tions and the user experience. Different applications depend on data center networks based on

their specific requirements for bandwidth, latency, reliability, and stability [16]-[18].

From the perspective of bandwidth requirements, on the one hand, the continuous devel-
opment of traditional video streaming services, large file transfer services, and cloud storage
require significant bandwidth. On the other hand, applications such as the metaverse contain
a large amount of finely modeled resources, which also require sufficient bandwidth resources
to support high-definition virtual reality content streams. Moreover, as the model size of Al
applications like LLM and multimodal increases, the scale of datasets used for training also

grows significantly, leading to an increasing demand for data center network bandwidth.

From the perspective of latency sensitivity, Al inference often requires real-time, low-latency
responses, relying on data center networks to provide efficient data transmission and commu-
nication capabilities. Real-time virtual interactions in metaverse applications also require that
data center networks provide extremely low-latency data transmission services to ensure a good
user experience. In addition, applications such as online gaming, stock trading, and real-time
communication are susceptible to latency. Even minimal delays can lead to a sharp decline in

the user experience and even directly affect the success of the business.

Considering reliability and stability, reliability and stability are the most critical factors
for applications such as financial services, medical information systems, and government data
services. These applications require data center networks to ensure the accuracy and security
of data transmission. Any data loss or error could lead to severe consequences. Furthermore, as
AT and IoT technologies become widely integrated into daily life, any network failures affecting

their reliability and stability can also threaten the convenience and safety of people’s daily lives.

Different application scenarios place new and higher demands on the bandwidth, latency, stabil-
ity, and reliability of data center networks. These metrics affect the performance of applications
and user experiences. Therefore, innovation and development in data center network technolo-

gies become the essential foundations for supporting the development of these applications.
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Early data center networks were primarily based on a simple three-tier architecture design,
including the access layer, aggregation layer, and core layer [19], and adopted routing protocols
such as Open Shortest Path First (OSPF) [20], Intermediate System to Intermediate System
(IS-IS) [21], and Border Gateway Protocol (BGP) [22]. The main advantage of this structure
is its relatively simple deployment and management. However, as the scale of data centers and
application demands increased, this traditional architecture revealed numerous limitations that
need improvement for large-scale data center networks. Problems such as the high operating
overhead and slow convergence speed of these routing protocols become more prominent as the
network scale increases, making it challenging to meet the needs of current data center networks.

Moreover, traditional data center networks also face the following significant challenges [23]:

Bandwidth Bottlenecks: The traditional architecture struggles to provide sufficient
internal bandwidth to meet the demands of high-throughput applications.

o Network Congestion: Network congestion becomes the norm during peak traffic peri-

ods, affecting data transmission efficiency.

e Poor Scalability: The traditional architecture has limited scalability and is difficult to

adapt to rapidly growing business needs.

o« Weak Fault Recovery: The recovery time after a network failure occurs takes a long

time, affecting the continuity of services.

To overcome these limitations, data center networks have begun to evolve towards more exten-

sive scale, higher performance, and greater intelligence.

Scale is a significant feature of current commercial data center networks. For example, hy-
perscale data centers now host hundreds of thousands to millions of servers. These servers,
interconnected by large-scale networks, form large pools of computing and storage resources.
To meet the data interchange needs among these massive nodes, the scale of data center net-
works has correspondingly expanded; e.g., some well-known companies’ data center networks

contain over 1,000,000 network ports.

Moreover, intelligence and automation are becoming new trends in commercial data center net-
works. The application of new technologies such as Software-Defined Networking (SDN) and
Network Functions Virtualization (NFV), along with the introduction of new network architec-

tures, has greatly improved the performance and manageability of data center networks [24],
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[25]. As a new network paradigm, software-defined networking such as OpenFlow [26] achieves
the separation of the control plane and data plane in data center networks, enabling cen-
tralized orchestration and automated management of network devices. Additionally, artificial
intelligence and big data analytics technologies are gradually being integrated into data center
networks, enabling intelligent functionalities such as network fault prediction and intelligent

traffic scheduling.

Based on the technologies and architectures mentioned above, current research in the field of
data center networks primarily targets the demands of modern data centers for high perfor-

mance, reliability, and scalability. The main research directions include the following aspects:

« Efficient routing algorithms and network architecture design: With the continuous expan-
sion of data center scales and the increasing complexity of service demands, traditional
data center network architectures and routing algorithms take much work to meet the
requirements for efficient, low-latency communication. Therefore, designing more effi-
cient routing algorithms and network architectures to support rapid data processing and

transmission has become a current research focus.

o Fault detection and self-recovery technologies: The stability and reliability of data center
networks are crucial for ensuring service continuity. Thus, effectively detecting and pre-
venting faults within the network and implementing rapid self-recovery to minimize the

impact on business operations is another key focus of current research.

o Network virtualization and resource optimization scheduling: Network virtualization
technology can enhance the resource utilization rate of data center networks and en-
able flexible scheduling of resources. Studies on the optimization of resource allocation
using network virtualization technology to ensure the QoS of different applications are a

promising research direction.

o Intelligent network management: Utilizing technologies such as artificial intelligence and
machine learning to achieve intelligent management of data center networks can improve
operational efficiency and reduce costs. Investigation of intelligent technologies for real-
time monitoring, fault prediction, and automated response is also one of the current

research trends.

In the context described above, this thesis focuses on addressing critical technological challenges

6



in hyperscale data center networks, such as efficient routing, fault detection and awareness, and
traffic scheduling. Through in-depth research on advanced routing strategies, innovative fault
detection and recovery mechanisms, and efficient fault-aware traffic scheduling algorithms, this
thesis aims to propose a comprehensive solution to support the efficient operation of data center
networks, overcome limitations in the development of data center networks, and thereby drive
data centers towards automation and intelligence. Hence, the research for this thesis holds the

following significant implications:

1. Improving the operational efficiency of data centers. In data center networks,
the transmission of information requires passing through multiple nodes. Designing ef-
ficient routing technologies based on the regularity of data center networks can further
enhance the efficiency of routing computation and forwarding. An efficient fault detection
mechanism can identify issues early on and carry out necessary repairs or adjustments to
ensure the normal operation of data centers. Furthermore, by studying traffic schedul-
ing algorithms, data centers can dynamically and reasonably adjust resource allocation
when processing large-scale data. Therefore, by addressing critical issues such as efficient
routing, fault detection, and traffic scheduling, this thesis can effectively improve the op-
erational efficiency of data center networks, fostering the development of cloud computing

and upper-layer applications.

2. Enhancing the reliability and stability of data centers. Fault detection mecha-
nisms are one of the essential methods to enhance the reliability and stability of data
centers. By efficiently detecting faults, data center network operators can promptly
identify failures within the network and take measures to mitigate and improve them.
Moreover, fault-aware traffic scheduling algorithms can achieve automatic traffic rout-
ing upon fault notification, selecting the best path to bypass faulty links. The research
and advancement of these two technologies can significantly improve the reliability and

stability of data centers, ensuring smooth operations even in faulty scenarios.

3. Promoting the development of data center networks towards automation and
intelligence. Automated and intelligent data center networks will become the new
trend in data center network management. Solving the core technical problems of data
center networks can greatly promote the development of data center networks toward

automation and intelligence. In an automated context, data centers can monitor net-
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work status in real-time and promptly identify and address issues, avoiding large-scale
service interruptions. In an intelligent context, by incorporating machine learning and
artificial intelligence algorithms, data center networks can proactively optimize adjust-
ments, further enhancing service quality and operational efficiency. This can improve the
operational efficiency of data center networks and ensure fast and stable data processing

and transmission to meet the growing user demands.

In summary, the research in this thesis can improve the operational efficiency, reliability, and
stability of the data center networks, ensuring the efficient and continuous operation of services.
It can also enhance operational efficiency across various industries by further promoting the
development of data centers for automation and intelligence. Therefore, this research on data
center networks will advance development across various fields, thereby driving the progress of

the entire socio-economic landscape.

1.2 Problems and Challenges

Despite extensive research efforts to increase the efficiency and stability of data center net-
works, several persistent bottlenecks and emerging challenges in this domain still need to be

investigated.

Firstly, in the context of Software-Defined Data Center Networks (SDDCN), the issue of control
plane bottlenecks remains a pertinent challenge. Even though the centralized control plane in
SDN simplifies decision-making for network routing and forwarding, enhancing flexibility and
scalability of data center network management, it also necessitates that all network states be
reported to the controller via the control plane. Consequently, every decision must originate
from the controller and be disseminated to all switches via the control plane, substantially
increasing the controller’s load. This problem is not particularly evident in typical SDN net-
works; however, its significance becomes more pronounced due to the larger scale of data center
networks. Current solutions only alleviate this issue slightly without fully resolving it. Multi-
controller solutions present considerable promise but pose complex optimization problems like
controller placement optimization and control plane load balancing. Accordingly, a method
must be proposed to address the controller bottleneck issue, facilitating a single controller’s

ability to support larger-scale networks.
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Secondly, in the field of fault detection in DCN, active end-to-end probing matrices still face
issues with low detection accuracy and high probing overhead. Among the various methods for
fault detection in data center networks, proactive approaches offer notable advantages: they
allow for independent selection of detection path combinations and higher real-time detection
rates. Thus, proactive or hybrid detection methods have become commonplace in data center
networks. Nevertheless, the algorithm constructing the fault detection matrix must efficaciously
select an optimal set of detection paths, enabling the fault localization system to achieve a given
detection accuracy with minimized detection path overheads. In theory, a greater number of
fault detection paths results in more probing results and enhances the ability of the fault local-
ization algorithm to locate faults. However, proactive detection can negatively impact network
performance, necessitating a balance between detection overhead and accuracy. Classical meth-
ods like PingMesh[27] do not delve into this issue, and although some, like deTector[28], begin

to consider fault detection matrix generation, there is still room for further optimization.

Finally, in the field of traffic scheduling, existing methods still face issues with degraded traffic
scheduling performance in scenarios involving failures. Given the inevitability of faults in data
center networks, the issue of devising effective traffic scheduling strategies under such condi-
tions remains unresolved. While there is extensive research on traffic scheduling to enhance the
user experience in data center networks, the specific challenge of traffic scheduling in the face
of network faults has received comparatively less attention. Many advanced traffic scheduling
strategies employ deep reinforcement learning (DRL) techniques. However, these conventional
deep learning methodologies often fall short regarding generalization capabilities. This defi-
ciency becomes particularly evident when a network fault modifies the network topology. If
the DRL algorithm fails to adapt to these changes, it may not produce satisfactory scheduling
results. Therefore, developing a traffic scheduling strategy with superior generalization abili-
ties, capable of maintaining efficient and stable scheduling amidst recurrent topology changes

induced by faults, constitutes a significant area for future investigation.

1.3 Research Objectives and Overview

In addressing the problems mentioned above and challenges, this thesis primarily delves into
three crucial issues in data center networks: the routing and overhead complications in software-

defined data center networks, the balancing between efficiency and precision in fault detection,



and the problems of fault-aware traffic scheduling.

As shown in Figure 1.1, this thesis’s primary research components, which correspond to the

problems above, encompass the following three sections:

Firstly, employing the rule-based data center network topology description language (TPDL) as
a foundation, we design fundamental routing methods for software-defined data center networks,
namely cRetor and sRetor. Secondly, we undertake an analysis and modeling of the end-to-end
fault detection mechanism within data center networks, proposing a heuristic probing matrix
construction algorithm. The study also considers deep reinforcement learning applications to
this issue, devising a DRL-based probing matrix construction method. Finally, regarding the
traffic scheduling problem in data center networks, we integrate graph neural networks with
deep reinforcement learning to propose a fault-aware data center network traffic scheduling

algorithm to resolve the traffic scheduling problem under fault conditions.

This thesis’s primary focus is optimizing routing and traffic scheduling within data center
networks, aiming to enhance their performance and reliability in response to increasing network
traffic and service demands. The investigations throughout this thesis present a comprehensive
solution and framework for designing and managing data center networks, thereby providing

robust support for their development and application.

The research presented in this thesis has significant potential impacts and applications across

various domains:

1. Enhanced Cloud Computing Performance: The proposed routing methods (cRetor
and sRetor) can significantly improve the efficiency of large-scale cloud computing infrastruc-
tures. By reducing control plane overhead and optimizing routing decisions, these methods can
lead to faster response times and increased throughput for cloud-based applications, benefiting

sectors such as e-commerce, online gaming, and streaming services.

2. Improved Reliability for Critical Services: The fault detection matrix generation algo-
rithms can enhance the reliability of data center networks supporting critical services. This is
particularly crucial for sectors like healthcare (e.g., telemedicine), finance (e.g., high-frequency

trading), and government services, where network downtime can have severe consequences.

3. Energy Efficiency in Data Centers: By optimizing routing and traffic scheduling, the

proposed methods can contribute to reducing energy consumption in data centers. This aligns
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with global efforts to create more sustainable I'T infrastructures and can lead to significant cost

savings for data center operators.

4. Enhanced AI and Machine Learning Infrastructure: The improved network per-

formance and reliability resulting from this research can provide a more robust infrastructure

for Al and machine learning applications. This can accelerate advancements in fields such as

natural language processing, computer vision, and large-scale data analytics.

Challenges
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Figure 1.1: The research content and framework of this thesis.
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Specifically, this thesis focuses on three main research problems, as follows:

1. Centralized and semi-centralized regular software-defined data center network

routing methods based on topology description language

This section’s scope of research addresses the challenges associated with managing routing
overhead in large-scale data center networks. Due to the massive scale of data center networks,
traditional network routing methods make it challenging to meet the needs for efficient routing
and forwarding. Therefore, this thesis introduces an SDN-based routing scheme supported by
the TPDL. This approach aids in efficient routing and forwarding within data center networks,
drastically lessens the load on the controller, and thereby makes SDN technology viable in

large-scale data center networks.

2. Heuristic and deep reinforcement learning-based probing matrix construction

algorithms in end-to-end fault detection

The fault detection mechanism in data center networks is a vital component to ensure effi-
cient and stable operation. The research goal of this part is to provide precise and rapid fault
detection capabilities to achieve efficiency and stability. Specifically, this thesis establishes a
mathematical model and corresponding optimization problem for end-to-end fault detection.
Based on this model, this thesis first proposes a heuristic generation algorithm for the fault
detection matrix to generate a low-overhead matrix. Furthermore, this thesis uses deep rein-
forcement learning methods to solve the combinatorial optimization problem, obtaining a more

optimized fault detection matrix generation algorithm.

3. Fault-aware data center network traffic scheduling algorithm based on graph

neural networks and deep reinforcement learning

This section aims to optimize traffic distribution and scheduling in data center networks under
fault conditions. Specifically, this thesis proposes a fault-aware data center network traffic
scheduling algorithm based on GNN and DRL. This algorithm leverages the message-passing
capabilities of GNN to generalize graph structures, enabling message propagation and aggre-
gation across variable fault topologies. As a result, the algorithm can intelligently allocate and
dynamically adjust network traffic, even for faults that have never occurred in the network
before. This approach aims to maximize flow completion rates while reducing packet loss rates

in the network.
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In this thesis, the three central research points - routing methods, fault detection, and traffic
scheduling - are interconnected and cooperative, forming a comprehensive, adaptive solution for
managing data center networks. The routing methods, cRetor and sRetor, serve as the foun-
dation of the network infrastructure. These methods provide basic connectivity and efficient
routing capabilities, offering multiple potential paths for traffic forwarding. They establish a
low-overhead, high-efficiency routing framework that supports the subsequent layers of fault

detection and traffic scheduling.

Building upon this foundation, the fault detection matrix generation layer enhances the routing
methods by enabling fault discovery and recovery capabilities. It provides critical real-time fault
information to both the routing methods and the traffic scheduling algorithm, ensuring network

reliability and adaptability in the face of anomalies.

At the top layer, the fault-aware traffic scheduling algorithm leverages both the routing methods
and fault detection to optimize network performance. It dynamically selects optimal paths from
those provided by the routing methods, utilizing fault information from the detection layer to
make informed scheduling decisions. This allows the system to respond in real-time to network

changes, optimizing traffic distribution across the network.

The interdependencies among these components are crucial to the system’s effectiveness. The
routing methods provide the fundamental network structure and multiple path options. The
fault detection layer continuously monitors this structure, identifying any issues that arise. The
traffic scheduling algorithm then uses both the routing options and fault information to make

optimal traffic management decisions.

This multi-layered approach ensures that the network has a solid, efficient routing foundation
through cRetor and sRetor. Faults are quickly identified through the fault detection matrices,
and traffic is intelligently managed based on both routing options and network health through
fault-aware scheduling. Together, these three components create a robust, adaptive, and ef-
ficient system for managing large-scale data center networks, each layer building upon and

enhancing the capabilities of the others.
The key contributions of this thesis are as follows:

o Design of routing methods based on the regularity of data center network topology:

This thesis introduces two software-defined data center network routing methods, cRetor
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and sRetor. These methods leverage the regularity of data center network topology to
optimize the routing control process, reducing the load on controllers and enhancing

routing efficiency.

e In-depth study of end-to-end fault detection and an innovative algorithm for generating
probing matrices: This thesis conducts a theoretical modeling analysis of proactive end-to-
end fault detection methods. It proposes heuristic and deep reinforcement learning-based
approaches for generating optimized fault detection matrices, effectively balancing fault

detection accuracy with overhead.

e Propose a fault-aware traffic scheduling algorithm based on GNN and DRL: This the-
sis integrates graph neural networks into deep reinforcement learning by modeling and
analyzing traffic scheduling issues in fault scenarios. This integration improves the gen-
eralization ability of complex network structural changes, leading to more effective traffic

scheduling.

1.4 Thesis Organization

This thesis is organized as follows:

Chapter 1, the Introduction, outlines the significance of efficient and stable operations in data

centers. It highlights existing challenges and introduces the core research content of this thesis.

Chapter 2 comprehensively analyzes existing literature pertinent to this research. Specifically,
it offers an in-depth review of literature related to regular topology routing, fault detection
methods, and traffic scheduling techniques in data center environments. This chapter aims
to establish a solid foundation for the thesis by critically analyzing previous research and

identifying gaps that this study addresses.

Chapter 3 delves into the theoretical foundations and methodologies relevant to this study, in-
cluding topology description methods, software-defined networking, deep reinforcement learn-

ing, and graph neural networks.

Chapter 4 discusses routing methods for regular topology in data center networks. It pro-
poses two routing methods—centralized and semi-centralized—tailored for regular topology

data centers, addressing routing efficiency and control plane overhead. This chapter concludes

14



with experimental validation of these methods, demonstrating their potential to significantly

enhance the performance of cloud computing platforms and large-scale web services.

Chapter 5 introduces a novel fault detection matrix generation method for data center net-
works. It begins with a system model and theoretical analysis for end-to-end fault detection.
It is followed by a heuristic fault detection matrix generation algorithm and an advanced ap-
proach integrating deep reinforcement learning. This chapter also includes experimental results
and discussions, highlighting the method’s potential to improve network reliability in critical

infrastructure scenarios such as financial trading systems and healthcare networks.

Chapter 6 focuses on a fault-aware traffic scheduling method using graph neural networks and
deep reinforcement learning. It defines the problem, establishes a data model, and designs a
reinforcement learning method employing graph neural networks and deep reinforcement learn-
ing. Experimental results and analyses are provided to validate the approach, demonstrating

its potential applications in managing complex, dynamic network environments.

The thesis concludes with Chapter 7, which summarizes the research findings and suggests

directions for future work.
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Chapter 2

Literature Review

This chapter reviews data center networks, including their regular topologies, routing methods,
fault detection techniques, and traffic scheduling strategies. Section 2.1 elaborates on the
development and implementation of regular network topologies and their routing methods.
Section 2.2 investigates various fault detection methods, emphasizing the importance of stability
and reliability in network operations. Section 2.3 discusses the evolution of traffic scheduling
methods, particularly within software-defined networking, to address congestion and improve

service quality.
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2.1 Regular Topologies and Routing Methods in Data

Center Networks

2.1.1 Regular Network Topologies

To enhance the forwarding performance of data center networks, researchers have proposed nu-
merous well-known data center network topologies, exemplified by Fat-tree[29] and BCube[30].
These topologies have been gradually adopted and deployed in modern data centers. Most of
these innovative data center network architectures are defined and described through recursive
and iterative methods, resulting in regular network topologies. This implies that their connec-
tion relationships and addressing schemes usually follow fixed patterns[35]. To achieve higher
forwarding efficiency and performance, researchers have also designed routing algorithms for
these topologies, i.e., topology-aware routing methods. Topology-aware routing methods com-
bine with specific topological structures, utilizing the construction rules of network topologies

to achieve more effective routing.

Al-Fares et al.[29] constructed the classic large-scale Fat-tree network topology using ordinary
commercial switches and designed a corresponding addressing method for it. This method
assigns [P addresses to nodes based on their type, location, and other relevant attributes,
allowing network operators and routing algorithms to determine the node’s position in the
topology through its IP address. They also proposed a novel two-level topology-aware routing
method that can make forwarding decisions based on the node’s IP address and connection
relationships instead of conducting complex network state exchange processes. This algorithm
uses suffix matching at the edge and aggregation switches, forwarding packets to different uplink
interfaces based on the destination node’s IP address. This method fully exploits the multipath

characteristics of the Fat-Tree network structure, achieving good load balancing.

BCube[30] represents another data center network architecture, i.e., the server-centric architec-
ture. In this kind of architecture, the forwarding and decision-making processes are performed
on the server nodes instead of the switches. The BCube topology can be defined recursively
and can generate various scales of network topologies by specifying the number of layers.
The authors have also designed a corresponding topology-aware source routing method for
BCube, BCube Source Routing (BSR). BSR leverages BCube’s topology structure and multi-

path capability to achieve load balancing and fault tolerance without the need for link state
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Table 2.1: Summary of Regular Network Topologies in Data Center Networks

Topology Architecture Type Design Principle Advantages
Fat-Tree [29] | Switch-centric Multipath routing Load balancing, Scalability
BCube [30] Server-centric Recursive construction High fault tolerance, Flexible scaling
BCDC [31] Server-centric Crossed Cube-based Supports massive server numbers, Efficient routing
LaScaDa [32] | Switch-centric Low-connectivity clusters | Scalability, High bisection bandwidth
Criso [33] Hierarchical Isomorphic pods Cost efficiency, High capacity
RibsNet [34] | Dual-centric Symmetric network Fault tolerance, Improved network performance




synchronization and distribution.

In addition to the classic data center network architectures like Fat-tree[29], BCube[30], DCell[36],
and VL2[37], numerous new regular data center network topologies[31]-[34], [38]-[40] continue
to be proposed, expanding the architectural options for building efficient and scalable data

centers.

BCDC[31] represents a high-performance, server-centric data center network topology. It is
constructed based on the crossed cube, a type of bijective connection network. A n-dimensional
BCDC network (B,,) can be recursively defined and supports a larger number of network nodes
compared to the traditional Fat-tree. With 16-port commercial switches, a Fat-tree can support
up to 1024 servers, whereas BCDC can accommodate up to 524,288 servers. The authors also
proposed an efficient topology-aware routing method for supporting one-to-one, one-to-many,

and many-to-many traffic patterns within BCDC networks.

The evolution from Fat-Tree to BCDC represents a significant architectural shift in handling
scale. While Fat-Tree’s design principle focuses on bandwidth optimization through multiple
equal-cost paths, BCDC’s crossed cube approach prioritizes topological efficiency, achieving
its superior node scaling through increased architectural complexity. This trade-off between

simplicity and scale presents a fundamental challenge in DCN design.

LaScaDa[32] employs switches with fewer ports to connect nodes within clusters of low con-
nectivity and then interconnects these clusters according to a specific pattern. As a result,
LaScaDa exhibits excellent performance in terms of scalability, average path length, and bisec-
tion bandwidth. Similarly, its authors have developed a custom hierarchical routing method to

support efficient data forwarding within the LaScaDa topology.

Criso[33] proposes a hierarchical and recursive architecture employing two-port servers and com-
modity switches, forming a network through isomorphic pods. This design not only promises
cost efficiency and high network capacity but also achieves superior performance in scalabil-
ity, power consumption, and fault tolerance when compared to established topologies. Criso’s
analytical and experimental results affirm its potential to meet the fault-tolerant demands of

modern data centers while maintaining balanced throughput and latency.

To handle the increase in data traffic, RibsNet[34] presents a two-layer DCN architecture.

It highlights a symmetric, dual-centric network that enhances fault tolerance and network
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performance by supporting comprehensive connections. The architecture’s design allows for the
gradual integration of servers, maintaining topological properties with a stable and low network
diameter. RibsNet’s theoretical and simulation performance show significant improvements in

latency, throughput, cost, and power efficiency, making it a promising DCN architecture.

While these topologies represent different architectural approaches, their comparative advan-
tages emerge in specific deployment scenarios. For instance, Fat-Tree’s multipath routing ca-
pability makes it particularly effective for large-scale deployments requiring consistent latency,
while BCube’s recursive construction offers superior flexibility for incremental scaling. BCDC’s
crossed cube-based design, while supporting massive server numbers, introduces additional com-
plexity in implementation compared to Fat-Tree’s more straightforward hierarchical structure.
These advancements reflect the ongoing innovation in data center network design, aiming to
improve performance, scalability, and efficiency. The development of corresponding routing
strategies that leverage the unique characteristics of these topologies is crucial for realizing

their full potential in practical deployments.

The various data center network topologies proposed in the aforementioned studies exhibit regu-
larity and predictability, embodying innovative approaches to constructing efficient and scalable
data centers. For each specific topology, researchers have designed corresponding addressing
methods and topology-aware routing algorithms to facilitate more efficient data forwarding and
load balancing. These developments in BCDC, LaScaDa, and other new topologies, along with
their bespoke routing strategies, highlight the pivotal role of intelligent design in data center
network architecture. By leveraging the unique characteristics of these topologies and imple-
menting efficient routing mechanisms, it is possible to enhance the performance and reliability
of data center networks without incurring additional costs. This body of work underscores the
significance of regular network topology and routing policy design in optimizing data center

operations, offering pathways to advance the frontier of data center network engineering.

2.1.2 Routing Methods for Regular Topologies

In addition to proposing new topological structures, researchers have also leveraged the regu-
larity of existing network topologies to propose novel topology-aware routing methods aimed at
improving routing performance within data center networks. These methods often build upon

famous network topologies like Fat-Tree, exploiting their unique topological characteristics to
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achieve enhanced performance or reliability.

Liu et al.[41] proposed an innovative routing approach named port forwarding load-balanced
scheduling algorithm. This method capitalizes on the unique addressing scheme within the
Fat-Tree topology, designing a port-based source routing scheme to reduce the complexity of
switches. By utilizing the inherent structure of Fat-Tree topologies, the proposed method
facilitates efficient data transmission while minimizing the operational overhead on networking

devices.

Nepolo et al.[42] leveraged the abundant equivalent path characteristics of the Fat-tree topology
to propose a predictive equal-cost multi-path protocol specifically designed for data center
networks based on Fat-tree topologies. This protocol makes forwarding decisions based on
predicted congestion degree, improving the load balancing in ECMP. The protocol aims a more
equitable distribution of traffic across different routes by forecasting congestion states, leading

to improved network reliability and effectiveness.

Hu et al.[43] propose an innovative approach to intra-datacenter network management through
an SDN scheme tailored for the Fat-tree topology. This method addresses the pressing chal-
lenges of cost, maintenance, and quality of service in modern datacenters. By integrating the
Fat-Tree architecture with the principles of max-min fairness, the authors aim to refine the
allocation of network resources. This approach not only promises enhanced traffic distribution
efficiency but also represents a harmonious fusion of traditional network architectures with
SDN technology. Their experimental results reveal the potential of this well-crafted Fat-Tree

network to elevate traffic management efficacy in datacenters.

In addition, there has been a continuous emergence of customized routing optimization efforts
specifically tailored for Fat-tree topologies[47], [48]. These studies focus on enhancing various
aspects of network performance, such as efficiency, reliability, and load balancing, by leveraging
the inherent features of Fat-Tree structures and introducing innovative routing algorithms and

protocols to optimize data flow within these networks.

Similarly, the BCube topology has also inspired numerous customized routing optimization

schemes|44]-[46].

Lin et al.[44] have devised fault-tolerant routing methods by constructing completely indepen-

dent spanning trees within the BCube topology, effectively reducing the average path length

21



¢G

Table 2.2: Summary of Routing Methods for Regular Topologies

Method Topology Key Features Improvement Focus

Liu et al. [41] Fat-Tree | Load-balanced, Reduced complexity Efficiency, Simplicity

Nepolo et al. [42] | Fat-Tree | Predictive, Improved load balancing Load Balancing, Congestion Management

Hu et al. [43] Fat-Tree | Cost-effective, Quality of service Cost, Quality of Service

Lin et al. [44] BCube Reduced path length, Improved reliability Reliability, Path Efficiency

Fan et al. [45] BCube Enhanced fault tolerance, Virtual links Fault Tolerance, Network Diameter Reduction
Lv et al. [46] BCube Reliability assessment, Simplified approximation | Network Reliability, Fault Diagnosis




and transmission failure rate.

Fan et al.[45] proposed a multi-path routing algorithm that significantly bolsters fault tolerance
in BCube topologies. An adaptive path-finding algorithm is introduced, aimed at establishing

virtual links between nodes, thus reducing the BCube’s diameter.

Lv et al.[46] introduce a novel approach for fault diagnosis in data center networks by focusing
on the BCube network topology. It presents the first study on subsystem-based reliability,
offering a method to compute and approximate the reliability of BCube. Through numerical
simulations, the findings reveal that the approximation effectively reflects the actual reliability,

suggesting a simplified yet accurate way to assess network reliability.

The exploration of various regular data center network topologies and the custom routing algo-
rithms designed for each topology’s unique characteristics indicate a critical aspect of current
research in data center networks. These specialized routing algorithms, tailored to optimize
performance for specific topological structures like Fat-tree, BCube, and others, demonstrate
the potential for significant enhancements in network efficiency, reliability, and load balancing.
However, a notable limitation of these algorithms is their lack of universality; they are opti-
mized for specific topologies and may not be directly applicable to others. This specialization
presents challenges as data center network architectures continue to evolve and become more
heterogeneous, incorporating multiple types of topologies within a single data center infras-
tructure. This field still exhibits a gap in the development of universal topology-aware routing

methods for regular data center networks that can adapt across different architectures.

In summary, while the advancements in customized routing strategies for specific network
topologies have led to notable improvements in data center network performance, the diversity
of network architectures and the dynamic nature of data center evolution call for more universal,
adaptable routing solutions. Addressing this need will be crucial for ensuring that data center
networks can continue to meet the demands of modern computing environments, balancing the
requirements for performance optimization with the flexibility to adapt to a range of network

topologies and configurations.
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2.2 Fault Detection Methods in Data Center Networks

The ability to detect faults within data center networks is a critical capability for ensuring the

stability and reliability of these networks. Consequently, researchers have conducted extensive

research in the field of fault detection and localization within data center networks, proposing

numerous methods tailored to various applications[49]. These methods have evolved signifi-

cantly over the past decade, driven by the increasing complexity of data center architectures

and the growing demands for real-time fault detection and resolution. Fault detection methods

employed in data center networks can be categorized into three types: passive, active, and

hybrid approaches.
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» Passive Fault Detection: This approach relies on monitoring network traffic and analyzing

patterns to identify anomalies that may indicate a fault. It does not introduce additional
traffic into the network, thereby minimizing the impact on network performance. These
methods have evolved significantly over the past decade, driven by the increasing com-
plexity of data center architectures and the growing demands for real-time fault detection

and resolution.

Active Fault Detection: Active methods involve sending specially crafted probe pack-
ets through the network to test the path or component’s functionality. These methods
typically follow specific probing strategies, such as end-to-end probing, hop-by-hop prob-
ing, or path-based probing, each with its own trade-offs between detection accuracy and
network overhead. By analyzing the response from these probe packets, the system can

identify potential issues or failures within the network.

Hybrid Fault Detection: Hybrid methods combine both passive and active approaches to
leverage the advantages of each. The key challenge in hybrid methods lies in determining
the optimal balance between passive monitoring and active probing, often requiring so-
phisticated scheduling algorithms and adaptive mechanisms to maintain efficiency. For
instance, a system might primarily use passive monitoring for efficiency and supplement
it with active probing when anomalies are detected or when more detailed diagnostics are

necessary.
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Table 2.3: Overview of Fault Detection Methods in Data Center Networks

Type Method Key Contribution Methodology
Roy et al.[50], [51] | Designed a passive end-to-end method for acceler- | Statistical analysis of traffic metrics
ating fault detection and localization
Passive Cociglio et al.[52] | Proposed a non-intrusive monitoring method for | Multi-point flow monitoring
accurate packet loss measurement
Xu et al.[53] Anomaly detection by passive collection of link | Comparison of routing selection information
state databases database with collected data
Pandey et al.[54] Introduced a network multi-agent system diffusion | Network structure and node priority-based
protocol for resource information propagation protocol
Guo et al.[27] Developed PingMesh for latency measurement be- | End-to-end probing agents on edge servers
tween servers
Popescu et al.[55] | Proposed PTPmesh for network performance | Precision Time Protocol (PTP)
Active

statistics in cloud networks

Peng et al.[28§]

Topology-aware active fault detection with opti-

mized probing paths

Fault detection matrix generation algorithm

Hao et al.[56]

Introduced an innovative method to enhance fault
localization precision using segmentation entropy

for probe set selection

Segmentation entropy for optimal probe set

selection without a predefined candidate set
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Continued

Type Method Key Contribution Methodology
Xie et al.[57] | Introduced a block matrix completion algorithm | Block matrix completion
Active for link failure detection
Lin et al.[58] | Proposed NetView, a network telemetry frame- | Measurement server with on-demand probes
work with efficient probing
Jia et al.[59] | INT-based detection and localization of gray fail- | Programmable switch supported INT
ures
Hybrid Xie et al.[60] | Flexible telemetry mechanism leveraging INT for | INT with runtime configuration
runtime dynamic telemetry tasks setting
Su[61] Gray failure detection and localization in Fat-tree | Non-overlapping balanced path generation

networks using programmable switch technology

algorithm




2.2.1 Passive Fault Detection Methods

The evolution of passive fault detection methods reflects the growing sophistication of network
monitoring technologies and data analysis techniques. Traditional passive fault detection meth-
ods often rely on protocols such as SNMP[62] and NetFlow|[63] for network data collection and
monitoring. These protocols enable sampling and pushing of network traffic data, but they
offer relatively coarse precision and sample proportionally, making it difficult to accurately
reflect the actual state of the network. The limitations of these traditional methods become
particularly apparent in high-speed networks where sampling rates must be carefully balanced

against processing capabilities and storage constraints.

In response, researchers have begun to explore more advanced and accurate passive detection
methods. For instance, Roy et al.[50], [51] designed a passive end-to-end method in Facebook’s
front-end data centers to accelerate the detection and localization of faults within parts of the
data center network. This method correlates the transport layer traffic metrics and network
I/0O system call delays of end hosts with the traffic paths through the data center. It determines

broken links and switches by employing methods of statistical analysis.

Cociglio et al.[52] proposed a non-intrusive monitoring method to accurately measure packet
losses affecting specific flows in different network segments. This method is effective not only for
monitoring end-to-end flows but also for multi-point flows that transmit packets along multiple

paths within the network.

The method proposed by Xu et al.[53] represents a significant advancement in passive detec-
tion by introducing a novel approach to anomaly detection through link state database anal-
ysis. Their work demonstrates how careful analysis of routing information can reveal network
anomalies without introducing additional traffic. The significance of their contribution lies in
the method’s ability to detect subtle routing anomalies that might be missed by traditional
traffic analysis approaches, though it requires careful consideration of the trade-offs between

detection accuracy and computational overhead.

However, these methods still rely on monitoring and analyzing the data generated during normal
network operations. Therefore, passive fault detection methods have several non-negligible
drawbacks: 1) The collected data may be of low quality, containing errors and noise; 2) There
is a lack of real-time detection capability, which may delay the discovery and repair of network

faults; 3) There are potential security risks, as traffic data may contain sensitive information,
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raising security concerns.

2.2.2 Active Fault Detection Methods

Active fault detection methods have evolved from simple ping-based approaches to sophisticated
probing strategies that consider network topology, traffic patterns, and failure characteristics.
These methods involve sending specific probe packets into the network to assess its current
state. These methods often provide more real-time, accurate, and targeted feedback, making

them more efficient for fault localization.

Pandey et al.[54] proposed a novel network multi-agent system diffusion protocol based on
network structure and node priority, where nodes interact with neighboring nodes to propagate
weighted differential information about available resources. However, this solution still relies

on point-to-point probing, thereby increasing the overhead of changing network devices.

PingMesh[27], proposed by Microsoft, is a quintessential active fault detection scheme. Tt
measures latency between servers by deploying end-to-end probing agents on edge servers.
Similarly, the PTPmesh[55] network probing tool uses the Precision Time Protocol (PTP)
to estimate one-way delays and quantify packet loss, making it a viable tool for obtaining
network performance statistics in cloud tenant networks. Like PingMesh, PTPmesh focuses on
designing suitable probing methods without considering the selection of an appropriate set of

fault detection paths to improve the final accuracy of fault localization.

deTector[28] is a topology-aware active fault detection system for data centers that begins to
address optimizing fault localization accuracy by designing a reasonable set of fault detection
paths. The authors recognized the significant impact of choosing different probing paths on
the detection results and thus designed a fault detection matrix generation algorithm to select
suitable detection matrices. This scheme is capable of constructing appropriate fault detection

matrices, achieving higher fault localization accuracy.

The work by Hao et al.[56] represents a particularly significant advancement in probe selection
methodology. Their innovative use of segmentation entropy not only improves localization
precision but also addresses one of the fundamental challenges in active fault detection: de-
termining the optimal set of probing paths without relying on predefined candidates. This
approach demonstrates how theoretical advances in information theory can be practically ap-

plied to network fault detection, though the computational complexity of their method needs
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careful consideration in large-scale deployments.

Xie et al.[57] introduced a new block matrix completion algorithm for detecting link failures.
Compared to existing matrix completion algorithms, the proposed block algorithm reduces

sampling complexity.

NetView([58] represents a novel network telemetry framework for data center networks. It
requires only an additional measurement server to actively send dedicated probes on-demand
to detect any device in the network. The proposed probing generation and update algorithms

reduce the number of required probes, resulting in lower bandwidth usage and better scalability.

Wang et al.[64] introduce the concept of real-time fault detection as a service, proposing active
fault detection in a service-oriented manner. This approach suggests an active method based
on a fault detection matrix for probing, which offers certain advantages in terms of detection

time, additional bandwidth occupation, and load on the end servers.

Compared to passive methods, active methods introduce additional load on the network. Un-
controlled sending of large volumes of probe packets can interfere with the normal operation
of the network, thereby degrading network performance. Hence, efficient fault detection path
selection algorithms are crucial. Optimizing active methods to be smarter and more resource-
efficient can not only improve detection coverage and accuracy but also reduce unnecessary

packet transmission, minimizing the impact on network performance.

2.2.3 Hybrid Fault Detection Methods

The emergence of hybrid methods marks a significant shift in fault detection strategy, par-
ticularly with the adoption of In-band Network Telemetry (INT) technology. These methods
represent a sophisticated attempt to balance the trade-offs inherent in both passive and active
approaches, while leveraging advanced programmable networking capabilities. Such meth-
ods[59]-[61], [65], [66] not only reduce the overhead of fault detection in networks but also

proactively choose detection paths and frequencies, similar to active methods.

Jia et al.[59] proposed a rapid detection and localization mechanism for gray failures based
on INT. This mechanism employs programmable switch technology to perform network-wide
telemetry, detecting intermittent failures or those under specific conditions. Unavailable paths

are identified and eliminated from each server’s path information table when a network failure
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occurs.

FINT[60] leverages INT to design a flexible telemetry mechanism that supports the dynamic
setting of telemetry tasks and parameters at runtime without the need for redeployment, hence

decreasing the influence on network performance and increasing monitoring efficiency.

Su[61] also utilized programmable switch technology to design a gray failure detection and
localization technique for Fat-tree networks. This solution combines the characteristics of the
Fat-Tree topology to design a non-overlapping balanced path generation algorithm aimed at

network fault detection.

Hybrid fault detection methods represent a promising approach to fault detection in data
centers. By integrating passive observation of network behavior with the proactive probing of
active methods, these hybrid strategies aim to optimize fault detection while minimizing their
footprint on network operations. The use of INT technology, in particular, offers a balance

between the thoroughness of detection and the necessity of maintaining network performance.

In summary, despite the advancements in fault detection and localization methods within data
center networks, there remains a gap in theoretical analysis concerning the accuracy of fault
detection. Moreover, the challenge of selecting optimal detection paths to construct more
efficient and cost-effective topology detection matrices in active and hybrid fault detection

methods persists as a worthwhile avenue for further research.

2.3 Traffic Scheduling Methods in Data Center Network

With the rapid development of the Internet and the increasing complexity of network architec-
tures, ensuring both efficient traffic management and reliable network operation has become
increasingly critical. Modern data centers process petabytes of data daily, with traffic patterns
becoming increasingly dynamic and unpredictable. This complexity is further compounded
by the heterogeneous nature of network flows, ranging from latency-sensitive small flows to
bandwidth-intensive large flows, as well as the constant threat of network failures and disrup-

tions.

An effective traffic management strategy in data center networks must address two fundamental
challenges: optimal traffic scheduling under normal operations and rapid recovery from network

failures. The traffic scheduling aspect focuses on efficiently utilizing network resources and
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maintaining quality of service, while failure handling mechanisms ensure network reliability
and service continuity during link or node failures. These dual requirements have led to the

development of various complementary approaches in modern data center networks.

Recent advances in fast rerouting mechanisms have demonstrated promising results in address-
ing network failures while maintaining performance. For instance, Bankhamer et al. [67]
proposed a randomized approach to local fast rerouting that achieves both high resilience and
low congestion, particularly effective in highly connected networks. Their work showed that
randomization can effectively handle multiple link failures while maintaining balanced network
load distribution. Building on this foundation, Verdi and Luz proposed InFaRR[68], a signifi-
cant advancement in programmable data plane fast rerouting. Implemented in P4, this solution
provides essential features such as loop prevention and efficient failure bypassing without requir-
ing additional headers or network state heartbeats. Furthermore, Foerster et al.[69] introduced
an innovative postprocessing framework for improving Fast Rerouting (FRR) mechanisms, en-
hancing existing arborescence-based network decompositions through iterative arc swapping

strategies to improve route quality while maintaining resilience against multiple failures.

While these fast rerouting mechanisms provide crucial failure recovery capabilities, they work
in concert with broader traffic scheduling strategies to ensure optimal network performance. In
recent years, software-defined networking has emerged as a key enabler for more sophisticated
traffic management, separating network control from data forwarding to enable more flexible
and precise handling of complex tasks. This separation has led to significant advances in
traffic scheduling methods, particularly in addressing network congestion and uneven link load

distribution in data center networks.

Based on the algorithms they employ, we can categorize traffic scheduling methods into two
main approaches: heuristic traffic scheduling algorithms and reinforcement learning-based traffic
scheduling algorithms. These approaches, combined with modern fast rerouting mechanisms,
form a comprehensive framework for managing traffic in modern data center networks, ensuring

both efficient resource utilization and robust failure recovery.

2.3.1 Heuristic Traffic Scheduling Methods

In recent years, the academic and industrial communities have achieved a series of results in the

study of heuristic traffic scheduling algorithms. These methods primarily rely on human expe-
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Table 2.4: Summary of Traffic Scheduling Methods in Data Center Networks

Method Type Main Focus Key Outcomes
Reddy et al.[70] Heuristic Energy efficiency Reduced energy costs
Guo et al.[71] Heuristic Scheduling efficiency Reduced power consumption
BiTE[72] Heuristic Load balancing Energy efficiency and load distribution
Kamboj et al.[73] Heuristic Energy consumption Improved delay, throughput, energy savings
Dai et al.[74] Heuristic Network load balancing Enhanced bandwidth utilization
RSIR|[75] RL-Based Routing efficiency Improved packet loss, delay
CFR-RL[76] RL-Based Traffic rerouting Balanced link utilization
Jin et al.[77] RL-Based Congestion control Maximized link utilization
SmartFCT|[78§] DRL-Based Energy efficiency Enhanced energy efficiency
DRSIR|[79] DRL-Based Intelligent routing Efficient routing paths
DRL-PLink[80] DRL-Based Hybrid flow scheduling Reduced system overhead
Efficient TE[81] DRL-Based Dynamic traffic routing Improved load-balancing efficiency




rience and understanding of the problem to find feasible solutions, effectively solving complex

computational issues and enhancing resource utilization and throughput in networks.

Reddy et al.[70] proposed a scheme using SDN to manage resources in an energy-efficient man-
ner. This scheme selectively activates a subset of switches, provides multipath routing for all
predetermined flows, and installs corresponding forwarding rules on the switches. To solve the
associated integer linear programming problem, the authors applied a Particle Swarm Opti-
mization (PSO) heuristic algorithm for feature selection to minimize energy costs. Simulation
results demonstrated the effectiveness of the proposed algorithm. While this approach effec-
tively reduces energy costs, it faces potential scalability challenges in large-scale data centers
due to the computational complexity of PSO in real-time scenarios. Additionally, the trade-off

between energy efficiency and network performance needs a more thorough investigation.

Guo et al.[71] introduced a dynamic flow scheduling scheme named AggreFlow, which enhances
scheduling efficiency and service quality. Experimental results indicated AggreFlow improved

service quality, enabled load balancing, but consumed less electricity.

BiTE[72] represents a dynamic two-tier traffic engineering model in software-defined data center
networks, aiming to balance load distribution and energy efficiency. Because of the complex-
ity of the two-tier planning problem, the authors proposed a co-evolutionary meta-heuristic
algorithm to tackle the BiTE challenge. The results showed that BiTE maintained energy effi-
ciency while exhibiting good traffic load balancing performance. Although BiTE demonstrates
promising results in balancing load distribution and energy efficiency, the co-evolutionary meta-

heuristic algorithm may require significant computational resources for large-scale networks.

Kamboj et al.[73] presented a method to adjust energy consumption according to traffic by
migrating traffic from less loaded switches to other devices and then turning them off to re-
duce energy consumption. The authors presented a heuristic method for traffic scheduling
and developed an integer linear programming problem to reduce the total number of active
switches. Compared to baseline approaches, this method significantly reduced average latency

and improved the throughput.

Dai et al.[74] proposed a dynamic traffic scheduling mechanism based on differential evolution
fused with an ant colony algorithm for elephant flows in software-defined networking. This
method uses the candidate paths as the algorithm’s initial global pheromone, combined with

the global network status, to find the optimal global path. Experimental results show that,
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compared to existing methods, this approach can significantly improve bandwidth utilization
and optimize the network’s maximum link utilization rate, thereby achieving better network

load balancing.

While heuristic methods have made some progress in traffic scheduling, they still exhibit certain
shortcomings in fault scenarios compared to methods based on reinforcement learning. Firstly,
heuristic approaches usually generate solutions based on preset rules or an understanding of the
problem, which may not adapt well to unknown or dynamically changing environments, espe-
cially in fault conditions. Secondly, due to a lack of self-learning and optimization capabilities,
heuristic methods may fail to find the optimal solution even after observing a large number of
samples during the training process. Therefore, although heuristic methods have achieved cer-
tain success in solving traffic scheduling problems, there is a need to integrate them with other
machine learning techniques, such as reinforcement learning and deep reinforcement learning,
to overcome their limitations in dealing with complex and dynamic network environments,

particularly in fault scenarios.

2.3.2 Reinforcement Learning-Based Traffic Scheduling Methods

In recent years, reinforcement learning has shown exceptional problem-solving effectiveness
and adaptability, particularly in handling highly dynamic and uncertain scenarios. This has
attracted attention from both academia and industry towards RL-based traffic scheduling meth-
ods. These approaches combine the flexibility of SDN with the adaptive learning capabilities of
reinforcement learning, aiming for efficient and stable network traffic scheduling while ensuring

quality of service.

RSIR[75] is an approach that employs the Q-learning reinforcement learning method to calculate
routes in SDN. By incorporating a knowledge plane into SDN, it allows forwarding decisions
to take link state into account. By utilizing the environment and reinforcement learning’s

intelligence, this approach performs well regarding stretch and packet loss.

To address the limitations of heuristic algorithms in adapting to traffic matrix and network
dynamics, CFR-RL[76] employs the REINFORCE method for traffic rerouting. In order to
reroute these chosen key flows and maintain network link utilization balance, it proactively

trains a policy that determines critical flows.
Jin et al.[77] proposed congestion control approaches based on Q-learning and Sarsa algorithms.
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By introducing reinforcement learning to software-defined data center networking, this method
implements flow-based congestion control, intelligently avoiding network congestion while max-

imizing overall network link utilization.

Compared to heuristic approaches, RL-based methods like RSIR and CFR-RL demonstrate
superior adaptability to dynamic network conditions. However, they face challenges in training
stability and convergence time, particularly in large-scale deployments. The trade-off between

exploration and exploitation in these methods deserves deeper investigation.

Deep reinforcement learning integrates the perceptual strengths of deep learning with the strate-
gic prowess of reinforcement learning, markedly enhancing the management of intricate prob-
lems within high-dimensional continuous state and action domains. Some researchers believe
that DRL-based traffic scheduling methods hold promising research prospects in traffic engi-
neering[82]. As a result, many researchers have begun to explore DRL-based traffic scheduling

methods in data center networks|[78]-[80], [83]-[87].

SmartFCT|[78] merges DRL and SDN into a traffic scheduling strategy designed to reduce the
energy consumption while maintaining flow completion times. This approach dynamically train
the DRL model by collected data flow information, which will identify the classifications of flows

and send SDN instructions to the switches.

Casas et al.[79] proposed DRSIR, a smart routing algorithm that combines DRL with software-
defined networking. DRSIR overcomes the limitations of solutions based on traditional rein-
forcement learning by generating efficient and intelligent routing paths based on path state

indicators to adapt to dynamic traffic changes.

DRL-PLink[80] integrates SDN with the DDPG deep reinforcement learning algorithm for
scheduling hybrid flows. It partitions link bandwidth and build dedicated private links for flows
to reduce their competition, effectively scheduling hybrid flows with minimal system overhead

and achieving good load balancing between paths.

Efficient TE[81] is a novel TE solution that leverages deep reinforcement learning to dynami-
cally adjust traffic routing in response to real-time network demands. This approach enables
the DRL algorithm to selectively reroute critical traffic lows based on an analysis of network
topology and traffic patterns, utilizing a weighted K-shortest path algorithm for minimal dis-

ruption. Experimental results demonstrate that EfficientTE significantly enhances network
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performance, achieving substantial improvements in load-balancing efficiency across various

network topologies when compared to existing TE methods.

The evolution from traditional RL to DRL-based approaches reveals a clear trend toward more
sophisticated decision-making capabilities. While methods like SmartFCT and EfficientTE
show promising results in controlled environments, their performance in production networks

with heterogeneous traffic patterns and frequent topology changes requires further investigation.

Although the aforementioned methods have made progress in the fields of deep reinforcement
learning and data center network traffic scheduling, many challenges remain to be addressed.
A significant issue is the vast scale of data center networks, which are constantly subject to
numerous link failures, device malfunctions, and software configuration issues. However, current
traffic scheduling algorithms usually do not take fault conditions into account. Conventional
DRL methods based on neural networks generally lack versatility. When faults cause topological
changes, existing methods may not achieve the expected outcomes. Therefore, designing a
traffic scheduling method for data center networks with strong generalization capabilities and

fault awareness is necessary.

2.4 Summary

This chapter succinctly reviews the essential components and developments in data center net-
works, covering network topologies, routing methods, fault detection techniques, and traffic
scheduling strategies. It highlights the significance of these technologies in maintaining net-
work stability and reliability, mitigating congestion, improving service quality, and driving the

advancement of data center network technologies.
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Chapter 3

Foundations and Techniques

This chapter introduces the foundational concepts and methodologies supporting our thesis, fo-
cusing on the formal description of regular network topology, the principles of software-defined
networking, the mechanisms of deep reinforcement learning, and the innovations of graph neu-
ral networks. Section 3.1 illustrates the structured architecture of data center networks, which
allows for optimization and efficiency in network operations through recursive or iterative con-
struction methods. Section 3.2 delves into the transformative potential of software-defined
networking, emphasizing its role in decoupling control and data planes to achieve enhanced
network manageability and adaptability. Section 3.3 explores the domain of deep reinforce-
ment learning, showing its significance in optimizing decision-making processes by learning
policies that maximize cumulative rewards. Finally, Section 3.4 introduces the cutting-edge
developments in Graph Neural Networks (GNNs), which are pivotal for processing and analyz-

ing graph-structured data.
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3.1 Formal Description of Regular Network Topology

Regular data center networks, characterized by their predictable and structured architecture,
can be effectively constructed using recursive or iterative methods. These networks exhibit
distinct patterns in various aspects, such as node positioning, IP address encoding, and the
configuration of inter-node connections. These patterns are not just incidental but fundamen-
tal to the network’s design, offering opportunities for optimization and efficiency in network
operations. To fully exploit these inherent patterns, especially for developing advanced rout-
ing algorithms, a robust and precise formalism is essential for describing regular data center

network topologies.

Our prior work [88] addressed this need by proposing a formal method specifically designed to
capture the inherent regularity in network topologies. Alongside this method, we introduced
a domain-specific language named Topology Description Language (TPDL). TPDL is tailored
to provide an intuitive description of commonly encountered regular network topologies. Its
design allows for easy parsing by various software tools, enabling seamless integration into
diverse routing algorithms and network programs. This dual approach of a formal method
and TPDL significantly enhances the adaptability and efficiency of routing processes in regular

topology data center networks.

3.1.1 Formal Description Method for Regular Network Topology

Computer networks comprise numerous network elements, broadly classified into network de-
vices (servers, switches, and routers) and the links connecting these devices. Conventionally, a

network topology is depicted as an undirected graph, as follows:
G = (V,E) (3.1)

In this representation, V' denotes the set of all nodes in the graph, and F represents the set of

all edges, which are the links between these nodes.

However, this traditional representation method falls short of effectively capturing the regularity
inherent in network topologies. Recognizing this limitation, it becomes imperative to refine
this approach. Classical regular data center networks, such as Fat-tree and BCube networks,
inherently categorize nodes based on their functional roles and physical locations. For example,

Fat-tree networks segregate nodes into four distinct classes, while BCube networks feature a
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layered node hierarchy. By grouping nodes into categories, each group’s nodes exhibit similar
functional attributes and connection patterns. This categorization simplifies the representation
and allows for a more precise and formal definition of node groups, which is crucial for optimizing

network management and routing strategies.

To better formalize the grouping characteristic of regular networks, an undirected graph with

multiple types of nodes can be utilized, as expressed in the following equation:

G = (Ui Vi Ui Uy ) (3.2)

In this model, k signifies the number of distinct node sets into which the network’s nodes
are partitioned, with each set V; comprising nodes that share similar locations or connection
patterns. Here, UF_,V; represents the union of all node sets, encompassing every node in
the network. Similarly, Ule Uf,:t FE denotes the comprehensive set of all links, where FE,y

specifically indicates the links connecting nodes between any two sets V; and Vj.

The distance formula serves as a fundamental tool for calculating the distance between any
two nodes in a network topology. It comprises a set of distance rules, each defining the dis-
tance between a pair of source and destination nodes under certain conditions. A singular dis-
tance rule can be succinctly represented as a quadruplet: (typese, typeqs:, condition, distance).
Here, types.. and typeys; indicate the types of the source and destination nodes, respectively.
condition is a Boolean expression that stipulates the prerequisites for the rule to apply, and

distance specifies the distance value between the nodes when these conditions are met.

This formula is particularly adept at intuitively capturing how the types and properties of nodes
influence their inter-node distances. It enables researchers and network designers to quickly
discern distance relationships based on the nodes’ characteristics. A significant advantage of
this distance formula is its intrinsic design consideration of the regularity inherent in data center
networks. As a result, the complexity of the formula remains manageable, irrespective of the
network’s scale. This feature ensures that the distance formula remains efficient and practical

even when applied to describe sprawling, large-scale data center networks.
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3.1.2 Topology Description Language

The TPDL is a domain-specific language tailored for the declarative description of data center
network topologies. Designed for efficiency, TPDL, in conjunction with its parser, directly
supplies topology data to routing programs. This language comprehensively encapsulates var-
ious network components, such as nodes and links, along with vital metadata like IP address

allocation schemes and the distance formulas within the network.
TPDL’s structure is organized into three primary block types:

1) Network device definition: This block specifies the various network devices in the data center,

detailing their types and characteristics.

2) Link Definition Block: This block defines interconnectivity and relationships between the

different network devices, establishing how these devices are linked within the network.

3) Distance Formula Definition Block: This block contains the rules for calculating the distance

between nodes per the specific network topology.

These blocks are demonstrated from Code 3.1 to Code 3.3, respectively. In a TPDL file, users
can declare multiple instances of these blocks to describe a range of network devices, their inter-
connections, and the pertinent distance formulas. The declarative nature of TPDL facilitates
network administrators in efficiently describing the data center network topology, making this

information readily accessible and utilizable by various network management programs and

algorithms.
Code 3.1: A Typical Device Block Definition.
1 device AggSwitch {
2 num: 8
3 port: 4
4 address: 0xC0000000
5 attrs: {
6 pod = [1..4], 0x00FF0000
7 index = [1..2], 0x000000FF
8 }
0| )
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Code 3.2: A Typical Iterate Link Block Definition.

1 link: {
) for i = 1.2,j = 1.4,z = 2.3 {
3 EdgeSwitch[${j}][${i}] <——> server[${j}][${i}][${z}]
4 }
5 }
Code 3.3: A Typical Distance Formula Block Definition.
1 distance server:sl, server:s2 {
2 // When sl and s2 are connected to the same edge switch, their distance is 2 hops
3 condition: ${sl.pod} == ${s2.pod} && ${sl.edge} == ${s2.edge} => value: 2;
4
5 // When sl and s2 are located in the same pod but connected to different edge

switches, their distance is 4 hops

6 condition: ${sl.pod} == ${s2.pod} && ${sl.edge} != ${s2.edge} => value: 4
7

8 // When sl and s2 are located in different pods, their distance is 6 hops

9 condition: ${sl.pod} != ${s2.pod} => value: 6;

10

wl

The TPDL aggregates devices, connection relationships, and distance formulas of regular data
center networks, providing a comprehensive view of the entire topology for the control plane.
Remarkably, the corresponding TPDL file can be succinct even for large-scale data center
networks. For instance, a TPDL file for a 16-server Fat-Tree topology comprises only 140 lines.
This brevity remains consistent even when expanding the network topology to accommodate
1024 or more servers. As long as the Fat-Tree network structure is maintained, the network
topology can still be described using a 140-line TPDL file. Therefore, in the context of data

center networks, TPDL serves as an efficient and concise method for topology description.

3.2 Software Defined Networking

Software-defined networking is a revolutionary concept that redefines the fundamentals of net-
working infrastructure, resulting in more centralized and flexible network management. Tradi-

tionally, network devices’ control and data forwarding functions were tightly integrated, leading
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to complex and inflexible network configurations and management. SDN separates control func-
tions from data transmission functions in traditional hardware-driven network devices. This
technological evolution is grounded in the growing need for network flexibility and programma-
bility in domains such as cloud computing and big data. SDN addresses inherent challenges
in traditional network design, such as complexity, lack of flexibility, and scalability. Further-
more, owing to its powerful customizability and scalability, SDN has begun to see widespread

adoption in data centers, service provider environments, and enterprise networks.

Application
Layer
Upper-layer APPs
Northbound
Interface
Control
Plane SDN
Controller
Software Network Devices
Southbound Interface
e.g. OpenFlow
Data Network Device Network Device
Plane

Network Device Network Device

Figure 3.1: A typical architecture of the software-defined networking.

As illustrated in Figure 3.1, a typical SDN architecture is fundamentally composed of three
layers: the application plane, the control plane, and the data plane [89]. The SDN controller is
central to the control plane, orchestrating the network’s operations. It interacts with network
devices via the southbound interface, facilitating network status information collection and
forwarding instructions to switches. Additionally, the controller offers a northbound interface,

enabling applications and services to access network services programmatically.

In the data plane, switches, often referred to as “dumb” switches in this context, relinquish au-
tonomous forwarding decision-making. Instead, they adhere to the flow table rules distributed
by the SDN controller. OpenFlow [26], a prominent protocol within SDN, standardizes the

communication between the control and data planes. While some companies opt for propri-
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etary southbound protocols, OpenFlow stands out for its openness and widespread adoption.
It empowers SDN controllers to directly manipulate the flow tables on OpenFlow-compatible

devices, dictating the flow of data across the network.

SDN architecture also champions network virtualization, enhancing resource utilization and
network flexibility by facilitating the creation and management of virtual networks atop the
physical infrastructure. The architecture’s inherent automation and programmability signifi-

cantly streamline network management.

The principal benefits of SDN encompass simplified network management, improved resource
utilization, increased flexibility, and scalability [90]. However, SDN also faces new challenges
that require further optimization. While simplifying control logic, the SDN controller’s central-
ized nature can pose a bottleneck risk [91]. In large-scale data center networks, the proliferation
of switches can overwhelm the controller’s capacity, potentially leading to service degradation

or outright failure.

3.3 Deep Reinforcement Learning

Reinforcement learning involves training intelligent agents to optimize their decision-making
strategies through iterative interactions with their environment. This process aims at maxi-
mizing cumulative long-term rewards [92]. One of the most important mechanisms of RL is
trial-and-error, where agents gradually refine their actions based on the rewards or penalties
they receive. The versatility and broad applicability of reinforcement learning in a variety of
fields, including gaming, autonomous driving, resource management, and power system opti-

mization, highlight its usefulness.

The underlying architecture of reinforcement learning, as depicted in Figure 3.2, includes several

fundamental components. These are:
1. Agent: The learner or decision-maker in the RL process.
2. Environment: The external system with which the agent interacts.
3. States: Different situations or configurations of the environment.
4. Actions: The set of possible decisions or moves the agent can make.
5. Rewards: Feedback from the environment in response to the agent’s actions, guiding
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the learning process.

This architecture facilitates a dynamic learning process where the agent continuously learns
from the consequences of its actions, adjusting its strategy to achieve the most favorable out-

comes.

Agent
—
Policy <
State Reward/Penalty Action

L  Enviroment <«—

Figure 3.2: The basic architecture of the reinforcement learning.

The primary objective of RL is to empower an intelligent agent to discern optimal actions based
on environmental states, aiming to maximize cumulative rewards through its interactions with
the environment. This process involves the agent engaging in three key interfaces with its

surroundings:
1. Receiving States: The agent receives current state of the environment.
2. Executing Actions: It sends out actions to be executed in the environment.

3. Receiving Rewards or Penalties: The agent obtains rewards or penalties from the

environment according to its last actions.

At the heart of these interactions lies the agent’s policy, a set of rules or strategies determining
the actions it selects in response to specific states. Markov Decision Processes (MDPs) [93],
often utilized in RL, provide a structured framework for formulating these policies. An MDP

is characterized by a quadruple (S, A, Ps,, R), where:
o S represents the set of all possible states, with s; € S denoting the state at time t.
o A signifies the set of all candidate actions, with a; € A dicating the action taken at time
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o P, denotes the state transition probability matrix, which describes the likelihood of

transitioning to a new state s, after executing action a, in state s;.

» R represents the reward function, where r, € R is the reward received upon transitioning

from state s; to state s;11 by executing action ay.

The Markov property is central to MDPs and is expressed as:

p(st41]8:) = p(se41/|he) (3.3)

This suggests that the current state is the only factor that determines the likelihood of changing
to a future state, independent of the historical sequence of states hy = {s1,52,...,8:}. RL
strategies explore various actions to gain feedback from the environment. By adjusting their
state transition probabilities based on this feedback, agents can learn sequences of actions that

yield higher rewards, thus achieving predefined goals or tasks.

Conventional reinforcement learning techniques, including tabular Q-Learning [94], have perfor-
mance limitations in complex scenarios due to state space size they’re able to handle. However,
a notable shift has been observed with the rapid advancement of deep learning. Researchers
have found that deep neural networks are capable of approximating complex state transition
probabilities, thereby enabling solutions to more intricate problems. This integration of deep
learning with traditional reinforcement learning algorithms has led to the emergence of deep re-
inforcement learning. Studies indicate that DRL approaches significantly enhance performance

in complex environments [95], showcasing their versatility across diverse applications [96].

A prominent example of DRL’s success is the Proximal Policy Optimization (PPO) algorithm
[97]. Evolving from earlier policy gradient methods, PPO has risen to prominence, particu-
larly at leading Al research entities like OpenAl. PPO distinguishes itself through its training
stability and efficient sample utilization. It achieves this by judiciously constraining policy up-
dates during each learning iteration, circumventing drastic, potentially destabilizing changes.
Moreover, PPO’s ability to recycle past experiences enhances its sample efficiency. In essence,
the algorithm’s controlled policy updates and reuse of experience effectively mitigate common

challenges in reinforcement learning, such as instability and inefficiency in sample use.
The PPO algorithm achieves policy updates by optimizing the following objective function:
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The term % signifies the ratio of the new policy probability to that of the old policy.
Optimizing the objective function, which includes this ratio, facilitates policy improvement. The
‘clip” function within PPO plays a crucial role by limiting the extent of each policy update,
thereby avoiding large and potentially destabilizing changes. The parameter €, typically set
to a small constant like 0.1 or 0.2, defines the acceptable bounds for these policy updates.

This approach strikes a balance between exploration and utilization, ensuring both stability of

training and the efficient use of samples.
PPO stands out for several reasons compared to other reinforcement learning algorithms:

« Stable Policy Updates: PPO maintains stability in policy evolution by controlling the
magnitude of each update. This cautious approach prevents the policy from undergoing

drastic, potentially harmful changes.

o Improved Sample Efficiency: PPO extracts more value from historical information by

reusing multiple epochs of batch data, thus enhancing its sample efficiency.

o Simplicity and Accessibility: One of the most appealing aspects of PPO is its straightfor-
ward implementation. Unlike some other algorithms, PPO does not necessitate intricate

additional loss terms, making it easier to understand and modify.

PPO has demonstrated its versatility and effectiveness in tackling a range of complex tasks,
from game AI and robotic control to applications in natural language processing. Its blend of
simplicity, intuitive implementation, and robust performance has led to its widespread adoption

in the research and practical applications of reinforcement learning.
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3.4 Graph Neural Networks

The field of Graph Neural Networks emerged from the intersection of deep learning and graph
theory, with its foundations traced back to early works in the early 2000s. The seminal paper
by Gori et al. [98] introduced the first Graph Neural Network model, marking a significant
milestone in processing graph-structured data using neural networks. This innovation was
further developed by Scarselli et al. [99], who formalized the GNN framework and established

its theoretical foundations.

Graphs are intricate data structures consisting of nodes and edges commonly used to model
complex systems such as social networks, protein-protein interactions, brain networks, road
systems, physical interaction networks, and knowledge graphs. The representation of data
in graph form offers significant advantages, particularly in modeling relationships within a
system and simplifying complex problem representations. However, traditional deep neural
network-based methods often struggle with graph-structured data. This challenge arises due
to the inherent irregularities of graphs, including their non-uniform and unordered node struc-
tures and dynamically changing neighborhoods. These characteristics make it challenging to
apply standard mathematical operations, like convolution, directly to graph data. With the
advancement of deep learning, researchers have increasingly turned to graph neural network

architectures to handle graph-structured data effectively.

The breakthrough in applying deep learning to graphs came with the development of spectral
graph convolutions by Bruna et al. [100], which laid the groundwork for modern Graph Con-
volutional Networks. This was followed by several key innovations, including the introduction
of spatial-based graph convolutions and the development of scalable approaches for large-scale

graph processing.

In the realm of graph neural networks, several key methodologies stand out for their unique

approaches and contributions:

(1) Message Passing Neural Network (MPNN): The MPNN framework unifies various
GNN types, offering an efficient model for capturing complex interactions between nodes and
edges in a graph [101]. This framework operates on the principle of message passing, wherein
nodes exchange messages based on their adjacent nodes and edges [102]. The essence of MPNN

lies in nodes developing their representations by communicating with their neighbors, enabling
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Figure 3.3: Key improvement methods for Graph Neural Networks.

both local and global representation computations across the graph.

(2) GraphSAGE: An inductive approach to node embedding, GraphSAGE leverages node
attributes to learn a function for embedding. This method allows for simultaneous learning
of graph topology and node feature distribution, providing a comprehensive understanding of
graph data. GraphSAGE begins by sampling node features from local neighborhoods, balancing
computational efficiency and neighborhood context incorporation. It aggregates information
from neighboring nodes using a learned function mapping, ensuring effective information prop-

agation throughout the network layers [103].

(3) Graph Convolutional Network (GCN): GCNs apply the concept of convolution to
graph data, enhancing node representations through multiple convolution layers. This stacking
approach enriches the structural and feature information representations within the graph.
GCNs have shown substantial promise in complex graph-structured problems, demonstrating
versatility in various application domains [104]. Notably, GCNs can model unstructured data

by constructing relationships between data points, thus rendering non-graph data compatible

with GNN analysis.

(4) Graph Attention Network (GAT): GAT introduces an attention mechanism for ag-
gregating features from neighboring nodes. Contrary to traditional methods like GCN and
GraphSAGE, which assign fixed or equal weights to adjacent nodes, GAT dynamically learns
the weights between node pairs. This allows nodes to modulate their influence based on their
relative significance and relationship to the target node, enabling a more nuanced capture of

dependencies and variations in node importance [105].
Graph neural networks are renowned for their ability to effectively capture the positions and
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relationships of nodes within a graph. This capability significantly enhances the network’s

expressive power, making GNNs a potent tool for a variety of graph analysis tasks.

In this thesis, we propose an innovative approach that merges the strengths of message-passing
neural networks with deep reinforcement learning. This combination is tailored to tackle the
complexities of data center network traffic scheduling, especially under conditions of fault toler-
ance. The choice of MPNNSs as a central component is driven by several considerations. Firstly,
the inherent flexibility of MPNNs positions them as an ideal fit for data center networks, where
the topology is subject to continual changes due to failures. MPNNs demonstrate remarkable
adaptability to a range of graph structures, including heterogeneous and dynamic ones. More-
over, the strength of MPNNs lies in their ability to aggregate and propagate node features
efficiently. Their message-passing mechanisms ensure that information across the network is
fully leveraged, which is crucial for effective network management. Further enhancing this ap-
proach is integrating with deep reinforcement learning. This combination is particularly suited
for the dynamic nature of network scheduling problems, which inherently involve elements of
reinforcement learning. While other neural network architectures like GCN, GAT, and Graph-
SAGE can also be integrated with DRL, they primarily cater to supervised learning contexts.
Such architectures may only partially meet the continuous decision-making and optimization
demands of network scheduling. Conversely, MPNNs demonstrate a superior capacity to pro-
cess and utilize environmental feedback. This ability enables them to iteratively learn and

derive optimal strategies for traffic scheduling through a process of trial and error.

3.5 Summary

This chapter delves into the core theories and methodologies that are integral to the research
presented in this thesis. These foundational elements are pivotal in underpinning the research
work discussed herein. The regular network topology description language provides a founda-
tion for describing data center network topologies and utilizing their regularity in this thesis.
Software-defined networking is the underlying architecture of modern data center networks,
and much of the research work in this thesis leverages the software-defined networking archi-
tecture. Deep reinforcement learning and graph neural networks are effective optimization tools

for addressing failure-probing matrix and traffic scheduling problems in networks.
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Chapter 4

Routing Methods for Data Center

Networks with Regular Topologies

The increasing prevalence of cloud computing and big data technologies has led to the ex-
pansion of data centers on a large scale. Traditional routing methods, such as BGP[22] and
OSPF[20], often struggle with high overhead and slow convergence rates in large-scale data
center networks. To meet the evolving communication and management demands of these
expansive networks, researchers have proposed a range of innovative network topologies and
routing methods designed to enhance performance. Notable examples include Fat-Tree[29] and

BCube[30], among others.

An important characteristic of these emerging data center network topologies is their regular
network structure design, which aims to improve routing efficiency. Regular network topolo-
gies are marked by a uniform pattern in their structure, defined through iterative and recursive
methods. These topologies can be broadly classified into two categories: switch-centric net-
works (e.g., Fat-tree[29], VL2[37]) and server-centric networks (e.g., BCube[30], DCell[36]).
Such regular data center network topologies are definable and constructible using parameters

associated with their topological features, as outlined in recent studies[35].

From the perspective of routing methodologies, many routing methods have adopted topology-
aware techniques. These techniques leverage the regularity of the network’s topological struc-
ture to enhance routing efficiency. Unlike traditional link-state routing methods such as OSPF,

topology-aware routing approaches incorporate information about the network’s physical topol-
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ogy and addressing patterns during the design phase, optimizing the performance of path se-

lection algorithms.

Although emerging network topologies and corresponding routing methods can provide higher
forwarding efficiency for large-scale data center networks, there are still numerous issues that
hinder their practical deployment. Firstly, these topology-aware routing methods are typi-
cally designed for specific network topologies, lacking universality. During their design, many
routing methods have already internalized the characteristics of the network topology into the
algorithm. As a result, while these methods are highly efficient, they are tightly coupled with
the corresponding topology. If the network topology changes, these algorithms will become in-
effective or invalid. Secondly, these routing methods did not consider interoperability in their
design, lacking a unified interaction interface between different routing approaches. In modern
data center networks, heterogeneity is also a key feature. A data center may consist of multiple
heterogeneous network topologies [106], and communication between these topologies cannot be
ignored. However, current topology-aware routing methods cannot be collaboratively deployed
and operate within data centers. Topology-aware routing techniques still need to be improved

to implement and use in data center networks due to these drawbacks.

On the other hand, while software-defined data center networks offer centralized dynamic net-
work management and traffic scheduling, they also introduce new challenges. As the network
scale continues to expand, the overhead of the OpenFlow communication channel between
switches and controllers rapidly increases. Even though the OpenFlow traffic generated by a
single switch is modest, the cumulative overhead from potentially hundreds of thousands of
switches in a large-scale data center can significantly burden the controller, making the con-
troller’s processing capacity a potential bottleneck in large-scale SDNs [107]. Furthermore,
software-defined networks typically rely on OpenFlow’s Packet-In mechanism to initialize flow
paths. Controllers must handle Packet-In messages for each new flow, leading to a rapid increase
in controller load as traffic grows. This on-demand computation can also prolong the initial
packet delay of a flow, potentially violating the ultra-low latency requirements for time-sensitive

applications.

This chapter introduces two topology-aware routing algorithms, centralized and semi-centralized,
based on the TPDL. These algorithms utilize TPDL to understand the regularities in data cen-

ter network topologies. By leveraging these regularities, they achieve efficient routing and
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forwarding capabilities. Additionally, they address issues such as control plane bottlenecks in

software-defined data center networks.
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4.1 TPDL-based Centralized Routing Method for Data

Center Networks

The introduction of the TPDL offers a standardized approach to describing regular data cen-
ter network topologies, paving the way for a universally applicable, highly efficient routing
method tailored for data center environments. This section introduces a topology-aware rout-
ing methodology named cRetor, specifically designed for large-scale data center networks within
the SDN framework. cRetor harnesses the inherent regularity of data center network topologies
for efficient topology discovery and path computation. It seamlessly integrates TPDL into the
SDN controller’s architecture, significantly reducing the controller’s workload and enhancing
its capacity to manage a larger number of switches. This scalability is a vital attribute for

expansive network infrastructures.

4.1.1 System Overview

cRetor is a routing framework fundamentally based on the TPDL and tailored for software-
defined data center networks. It inherits a centralized control architecture from the principles
of SDN. The primary objectives of cRetor include minimizing topology discovery overhead
in software-defined networks and introducing an effective routing calculation strategy that

supersedes the conventional shortest path algorithm, such as Dijkstra’s algorithm.
The main design ideas of cRetor are as follows:

1. Introduce a TPDL module on the cRetor controller for topology establishment and fault

detection, reducing the overhead of topology discovery.

2. Replace the original shortest path calculation algorithm on the cRetor controller with a

more efficient A* algorithm based on TPDL to improve the path computation efficiency.

3. Introduce an active fault probing and reporting mechanism on cRetor switches to enhance

cRetor’s dynamic topology awareness capabilities.

A central aspect of the cRetor framework is the employment of the TPDL as foundational
knowledge for the SDN controller. By leveraging TPDL’s topology data, the cRetor controller
can form a foundational understanding of the network’s overall state. Additional controller

components are tasked with detecting dynamic topology changes and managing faults. Reflect-
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ing the inherent stability and limited variability of data center networks [108], cRetor integrates
a substantial volume of static topology information into the controller at the system’s initia-
tion. This approach allows for minimal dynamic topology data processing during operation,
primarily focusing on scenarios like link failures. This strategy, when contrasted with the
conventional topology detection mechanism that relies on the Link Layer Discovery Protocol
(LLDP) in standard SDN setups, enables cRetor to significantly alleviate the control plane’s

workload and reduce extraneous overhead.

I_j TPDL File

Y

TPDL Parser
v
l— Topology Manager «
Routing Calculator Fault Processor
OpenFlow Module

cRetor Controller

Figure 4.1: The architecture of cRetor controllers.

Figure 4.1 illustrates the architecture of the cRetor controller. A critical component of this
structure is the TPDL parser, tasked with interpreting input TPDL files and sending the
parsed data to the topology manager. Utilizing the TPDL-derived data, the topology manager
constructs and maintains an in-memory network topology, periodically updating it to reflect

the real-time network state during the controller’s operation.

The routing calculator module employs an A* algorithm informed by distance metrics and is
responsible for determining the most efficient forwarding paths based on the available topology
information. Meanwhile, the OpenFlow module, adhering to the OpenFlow protocol, manages
message exchanges through a secure channel between the switch and the controller. Upon
receiving a Packet-In message from a switch, this module prompts the routing calculator to
determine the optimal route for the respective flow. Additionally, the fault processor module,
receiving topology change notifications from the OpenFlow module, alerts the topology manager

to update the network topology accordingly.
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Figure 4.2: The architecture of cRetor switches.

The cRetor switch, illustrated in Figure 4.2, represents an extension to the standard SDN switch
architecture. It is specifically designed to integrate seamlessly with existing SDN infrastructures
while introducing additional functionality for enhanced fault tolerance. Central to its design
are two key components: a Fault Detection Module and a Hello Message Processor (HMP),
both dedicated to proactive fault detection. The Fault Detection Module is responsible for
monitoring the health of connections with neighboring switches, utilizing a continuous exchange
of Hello messages processed by the HMP. This module’s effectiveness hinges on its ability to

detect anomalies in message transmission, indicating potential link failures.

The HMP operates as a non-interactive unit, only transmitting and receiving Hello messages
without requiring acknowledgments from peer switches. It periodically broadcasts these mes-
sages across all ports, thereby broadcasting the switch’s identifier to neighboring nodes. Upon
receipt of a Hello message, a peer switch’s HMP logs the sender’s details, enabling the Fault
Detection Module to assess the operational status of each link. A failure is presumed if a Hello
message from a neighboring node is not received within a predefined time frame, prompting
an alert to the network controller. The details of this fault handling mechanism are further

explored in Section 4.1.2.

Our implementation efforts focused on enhancing the standard Open vSwitch to embody the
cRetor switch design. This upgraded switch maintains compatibility with conventional SDN
controllers and switches, allowing for a smooth integration of cRetor into existing networks.
Consequently, cRetor benefits from established SDN algorithms and infrastructure, including
traffic engineering and Quality of Service (QoS) algorithms. Furthermore, these existing mech-

anisms could potentially benefit from the topology awareness facilitated by the TPDL.
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4.1.2 Algorithm Design
1. Path Calculation Algorithm

In traditional SDN controllers, path selection relies on algorithms such as Shortest Path First
(SPF) and Constrained Shortest Path First (CSPF). Controllers, like Floodlight, typically use
caching to reduce shortest-path calculations. A notable improvement in this area is Yen’s k-
shortest path algorithm, which enhances the traditional Dijkstra algorithm. However, SDN
controllers still need to recompute these paths for all nodes whenever there is a change in

network topology.

Contrastingly, the cRetor framework leverages the TPDL to obtain a comprehensive under-
standing of the data center network topology. This approach eliminates the need for the
intensive LLDP topology discovery process. Initially, the controller constructs a base network
topology at startup. It then maintains and updates this topology in real time, informed by

fault data from the switches.

Moreover, with TPDL integrated into the controller, routing computations between two network
nodes can be performed with significantly reduced overhead. This efficiency opens the door
for developing customized routing algorithms that are more efficient than traditional methods.
Consequently, cRetor departs from using Dijkstra’s algorithm for shortest-path calculations.
Instead, it adopts the A* algorithm, utilizing the distance function provided by TPDL as
its heuristic. This method enhances path computation efficiency by leveraging the topology-

awareness inherent in TPDL.

The A* algorithm distinguishes itself from traditional search algorithms through the introduc-
tion of a heuristic function. This function estimates the distance from the current node to the
destination node. The algorithm guarantees the identification of the shortest path between the
source and destination nodes, provided that the heuristic estimate is less than or equal to the
actual distance. In cases where the estimated value precisely matches the actual distance, the
A* algorithm can efficiently trace the shortest path directly from the source to the destina-
tion. When the heuristic function consistently outputs zero, the algorithm will downgrade to

be equivalent to the Dijkstra algorithm [109].

A critical aspect of the A* algorithm is its search order, which is directed by the cost function

f(n). This function is defined as shown in Eq. (4.1):
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f(n) = g(n) + h(n) (4.1)

In this equation, n represents the current node. The term g(n) denotes the actual cost of
traveling from the source node to n, and h(n) is the estimated cost from n to the destination
node. In cRetor, the heuristic function h(n) employs the distance formula provided by TPDL,
as detailed in Algorithm 1. Thus, f(n) represents the total estimated cost from the source
node to the destination via node n. The A* algorithm iteratively minimizes f(n) to navigate
towards the destination node. Therefore, the accuracy of the heuristic function h(n) directly

impacts the algorithm’s efficiency in finding the optimal path.

Algorithm 1: TPDL Distance Calculation Algorithm
Input:

ng: Source node

ng: Destination node

list: List of distance formula rules in the TPDL file
Output: Distance between nodes n, and ngy

1 distance <— oo;

2 for each rule in list do

3 if Node types of ng and ng match those in rule then

4 cond < Calculate the value of the condition expression in rule;
5 if cond = true then

6 distance < rule.distance;

7 break;

8 end

9 end
10 end

11 return distance;

We analyze the performance of our path calculation algorithm, which combines the A* algorithm
with the TPDL distance formula, in different network conditions: fault-free and partial fault
scenarios. We define d(n) as the actual distance from the current intermediate node n to the

destination node.
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o Fault-Free Network Topology: In a network without faults, the TPDL distance for-
mula precisely gives the actual distances between nodes, meaning h(n) = d(n) in these
scenarios. Consequently, this accuracy makes the TPDL distance formula an optimal
heuristic, enabling the A* algorithm to identify the shortest path with 100% accuracy
rapidly.

o Partially Faulty Network Topology: When partial faults are present, the TPDL
distance formula still indicates the shortest path, but actual distances might be longer
due to necessary detours around faults (h(n) < d(n)). The algorithm might take longer
to find the shortest path in such scenarios. However, since faulty links usually represent
a minor portion of a data center network, the impact on the original path is often limited
to one or two link failures. In these cases, the A* algorithm initially follows the shortest
path toward the fault. Upon encountering a fault, it backtracks to identify an alternative
route. It then continues along the updated shortest path recalculated by the TPDL

formula to reach the destination.

2. Fault Recovery Mechanism

Unlike general-purpose networks, data center networks require exceptionally high network avail-
ability and reliability standards. This heightened demand makes robust fault detection and
recovery mechanisms indispensable. In standard SDN solutions, the LLDP mechanism serves
a dual purpose: it enables controllers to discover network topology and detect network faults.
However, in cRetor, the traditional LLDP-based topology discovery approach is replaced by

the TPDL, necessitating an alternative, more efficient method for fault detection.

cRetor addresses this need through a lightweight fault-awareness mechanism that revolves
around the periodic transmission of Hello messages. Each switch in the network broadcasts
these messages across all its ports at regular intervals. A switch receiving a Hello message from
a neighboring switch can infer that the link to that neighbor is operational. cRetor adopts a
threshold of three times the Hello message interval to detect link failures. If a switch fails to
receive a Hello message from a neighbor within this timeframe, it identifies the link as faulty.
This fault status is then reported to the controller via a secure tunnel, ensuring rapid and

secure communication of network status.

cRetor’s fault-tolerant recovery mechanism is a blend of proactive and passive strategies. When
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Figure 4.3: A 4-pod Fat-Tree topology (only two pods are shown). The original path from Src
to Dst is (Sre, S1, S2, S3, S4, S5, Dst). After the link failure between S4 and S5 occurring,
the detour path for packets on the way turns into (S4, S6, S7, S5). New path from Src to Dst
becomes (Src, S1, S8, S9, S7, S5, Dst).

a fault is detected, the affected switch notifies the controller by sending a Port-Status mes-
sage. The controller then proactively updates its real-time topology and instructs the affected
switches to delete flow table entries related to the fault. This proactive approach ensures a
rapid response to network changes. New packets arriving at the switch trigger a Table-Miss
event during a network fault as they find no matching entries in the flow table. This results
in the switch sending Packet-In messages to the controller. The controller, equipped with the
latest network information, recalculates the forwarding path using the advanced routing algo-
rithm discussed earlier. This recalculated path is comprehensive, containing the shortest route
both from the current switch to the destination and from the source to the destination, thus

avoiding inefficient detours.
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An illustrative example of this process is depicted in Figure 4.3, which shows a Fat-tree topology
with £ = 4 Pods. In a fault-free scenario, the standard path from a source node to a destination
node is (Sre, S1, S2, S3, S4, S5, Dst). When a fault occurs between switches S4 and S5, cRetor

manages it as follows:
1. Switches S4 and S5 identify the fault via Hello messages and report it to the controller.

2. The controller updates the real-time topology and sends Flow-Mod messages to S4 and
S5 to remove flow table entries related to the S4-S5 link.

3. Subsequent packets from the source to the destination arriving at S4 cause a Table-Miss.

S4 then informs the controller.

4. The controller determines the new optimal path (S4, S6, S7, S5) and guides S4 to forward
packets to S6.

5. Simultaneously, it recalculates and updates the entire path to (Src, S1, S8, 89, S7, S5,
Dst), directing S1 to route packets to S8 instead of S2.

This updated path ensures that packets already in transit continue toward the destination via
the new detour while new packets follow the revised optimal path. Without step 5, packets
would follow a suboptimal path (Src, S1, S2, S3, S4, S6, S7, S5, Dst), leading to increased
latency and costs. cRetor’s approach, therefore, not only adapts quickly to faults but also

maintains optimal network performance.

4.1.3 Experiments and Evaluation

To assess the performance of cRetor, we conducted a comparative analysis against several es-
tablished routing schemes, each selected for its relevance to cRetor’s intended application in
data centers. First, we compared cRetor with the OSPF protocol, a typical link-state rout-
ing protocol extensively used in data centers [110]. Additionally, we evaluated cRetor against
Floodlight, which exemplifies traditional SDN controllers. PEMA[111] is a routing algorithm
designed for software-defined data center networks, which improves traditional SD-DCN archi-
tectures. Lastly, we included DCell [36] in our comparison due to its topology-aware routing

approach, which aligns closely with the architectures of Fat-Tree and BCube.

For these experiments, we built the cRetor controller on the Ryu SDN controller framework [112]

and developed the cRetor switch using Open vSwitch [113]. A TPDL parser, created with
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ANTLR [114], was integrated into the cRetor controller. We utilized Mininet [115] to set
up our basic experimental environment, creating various topology scales on the simulation
platform. For comparison, standard SDN and OSPF environments were also established using
Mininet. The OSPF environment employed Quagga software for routing [116], while the SDN-
based DCell setup [117] was constructed to reproduce the performance characteristics reported

in the original DCell paper [36]. The configuration details for each scheme are summarized in

Table 4.1.

Table 4.1: Experimental settings for the four routing schemes.

Scheme Controller Switch Routing Method
cRetor Ryu-based cRetor controller Enhanced OVS switch A* algorithm based on TPDL
Floodlight Floodlight controller OVS switch Dijkstra’s algorithm

OSPF - Linux virtual switch ~ OSPF implementation by Quagga
DCell Pox-based DCell controller OVS switch DCell routing algorithm
PEMA PEMA Controller OVS switch PEMA routing algorithm

We evaluated cRetor’s performance in five key areas: 1) path computation time, 2) network
convergence time, 3) first packet delay, 4) control message overhead, and 5) fault recovery
time. Each metric was chosen for its significance in measuring the efficiency and effectiveness

of network routing protocols.

1. Path Calculation Time

In this experiment, we compare the path calculation performance of the A* algorithm, utilizing
TPDL’s distance formula as a heuristic, against the widely-used Dijkstra algorithm. We con-
ducted experiments across Fat-tree network topologies of various scales, defined by the scale
parameters k£ of 4, 8, 12, and 16. Both algorithms were implemented using the NetworkX
framework [118], and the experiments were run on an Intel Core i7 3.41GHz workstation with

Python 3.7.

The evaluation generated 1,000 random pairs of source and destination nodes for both algo-
rithms and recorded their computation times. As depicted in Figure 4.4, we observed that at

smaller network scales, the computation times of the two algorithms were comparable, with the
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Figure 4.4: Comparison of routing calculation time of the Dijkstra’s algorithm and cRetor’s A*

algorithm in different network scales.

Dijkstra algorithm occasionally outperforming the A* algorithm. This slight advantage for Di-
jkstra can be attributed to the additional distance calculations required by A*. However, as the
network scale increases, the A* algorithm demonstrates a significant performance advantage,
exhibiting near-linear growth in computation time compared to the exponential growth of the
Dijkstra algorithm. This efficiency makes the A* algorithm particularly suitable for large-scale

data center networks.

Further, we also assessed the performance in fault-aware Fat-tree networks with k values of
12 and 16. The evaluation program randomly selects links in the network based on different
link failure rates, removing them from the standard Fat-Tree topology. Both algorithms then
perform the path calculations from the previous experiment on the modified network topologies

and record the time the two algorithms took.

Figure 4.5 reveals that the computation time of the A* algorithm increases with higher link
failure rates due to the reduced accuracy of the heuristic function and consequent backtracking.
Conversely, the Dijkstra algorithm’s computation time decreases as failure rates rise, owing to
fewer edges in the altered topologies. Notably, even with a 20% link failure rate, the A* algo-
rithm maintained a faster computation time than Dijkstra. This finding is especially relevant
given that such high failure rates are rare in real-world data center networks [119], reinforcing

the practicality of the A* algorithm in typical network conditions.

The superior performance of the proposed method has significant implications for data center

networks. As cRetor can remain its performance advantage even as networks scale up, which is
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Figure 4.5: Comparison of routing calculation time of the Dijkstra’s algorithm and the cRetor’s

A* algorithm in different link failure rates.

a critical factor in future-proofing routing solutions for evolving data center architectures. In
addition, the ability to maintain efficient path calculation even under such adverse conditions
ensures that cRetor can provide reliable routing in dynamic and fault-prone environments,

contributing to overall network stability and performance.

2. Network Convergence Time

In this section, we compare the network convergence time of cRetor with three alternative
routing schemes. Network convergence time is a critical performance metric, indicating how
quickly a network stabilizes after changes or initialization, allowing all nodes to communicate
effectively. To conduct this comparison, we utilized Mininet to build test topologies of varying

scales, tailoring each to the specific requirements of the different routing schemes.

Due to inherent differences in the structural designs of DCell and Fat-Tree topologies, achiev-
ing identical node scales was not feasible. We selected the closest matching scales for a fair
comparison: 16 and 128 server nodes for Fat-tree and 20 and 132 server nodes for DCell. The

configurations for these experimental scenarios are listed in Table 4.1.

It is important to note that the varying architecture paradigms of the routing schemes naturally
lead to differences in how network convergence time is measured. In this experiment, we defined
network convergence time as the duration from the initiation of the simulated network to the
point where any two nodes within the network can successfully communicate with each other.

This metric was chosen as it provides a practical and direct measure of the network’s operational
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readiness post-deployment or post-modification. The measurement methodology was carefully
designed to ensure an objective and comparable evaluation across different network structures

and routing strategies.

In measuring the network convergence time for various routing schemes, the following method-

ologies were adopted:

o OSPF: For this distributed algorithm, convergence time is defined as the duration from
network startup to the entire establishment of routing table entries in all switches. Com-
pleting routing table entries signifies that all switches have a uniform understanding of

the entire network topology, marking the point of convergence.

o Standard SDN architecture for Floodlight and PEMA: Here, convergence time is
measured from network initiation until the controller has detected all network links via
LLDP. The moment the controller has a complete view of the network topology through

LLDP, it is considered the point of network convergence.

« cRetor and DCell (Topology-Aware Routing): Since these algorithms lack explicit
convergence indicators, the experiment employs a practical approach. We selected two
nodes in different pods as source and destination and measured the time from network
startup until the first data packet from the source was received at the destination node.
This method provides a tangible measure of when the network effectively becomes oper-

ational for routing data.

The experimental results, as shown in Figure 4.6, reveal a significant advantage of cRetor
in terms of network convergence time compared to traditional link-state protocols like OSPF
and LLDP-based SDN solutions (Floodlight, DCell and PEMA). Notably, cRetor achieved the
transmission of the first packet within just 1 second, whereas OSPF and Floodlight required
several tens of seconds for topology discovery and synchronization. Although the DCell ap-
proach shows quick convergence in smaller networks, its performance becomes comparable to

Floodlight in larger network settings.

When examining scalability, cRetor demonstrates remarkable stability in convergence times,
even as the network size increases from k£ = 4 to k = 8. This stability is due to the minimal
overhead involved in establishing secure tunnels between controllers and switches in cRetor.

In contrast, Floodlight’s convergence time increases with network size due to the additional
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Figure 4.6: Comparison of network convergence time of cRetor, OSPF, Floodlight, PEMA and

DCell in different network sizes.

steps of broadcasting LLDP messages and relaying them back to the controller. This process
consumes significant control plane bandwidth, making the controller a bottleneck in large-scale
networks. The PEMA algorithm, which also utilizes the standard SDN architecture, exhibits a
smaller increase in convergence time compared to Floodlight. However, it also demonstrates a
significant improvement due to its topology discovery mechanism. OSPF also shows increasing
convergence times with network growth, owing to the necessity for switch-to-switch message
exchanges, like Link State Update (LSU) and Database Description (DD) messages, during
its convergence process. Therefore, compared to traditional SDN and OSPF, cRetor’s ability
to maintain fast convergence times regardless of network size is a significant advantage. This
characteristic ensures that as data centers grow, they can maintain their agility in responding

to network changes, supporting dynamic workloads and maintaining service quality.

3. First Packet Delay

This experiment focuses on the first packet delay to evaluate the response time and processing
capability of SDN controllers in different routing schemes: cRetor, Floodlight, PEMA, and
DCell. The first packet delay is crucial as it reflects how quickly a controller can compute
a forwarding path and install flow table rules upon the arrival of a flow’s first packet, with

subsequent packets relying solely on the forwarding efficiency of the switches and the path
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length.

We utilized three distinct traffic models—one-to-one, one-to-many, and many-to-many—to rep-
resent common intra-data center traffic scenarios. For cRetor, Floodlight and PEMA, we em-
ployed a 4-ary Fat-Tree topology with 16 server nodes. The number of flows in the one-to-one,
one-to-many, and many-to-many traffic modes was set to 1, 15, and 240, respectively. In con-
trast, the DCell topology used for DCell experiments consisted of 20 server nodes, with 1, 19,

and 380 flows for the corresponding traffic modes.

After ensuring network convergence in each setup, nodes in all networks initiated data packet
transmissions simultaneously. The round-trip time (RTT) measured from Ping messages was
halved to determine the one-way end-to-end delay. This measurement method clearly indicates
each routing scheme’s efficiency in handling initial data packet transmission, a critical factor

in real-world data center network operations.
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Figure 4.7: Comparison of first packet delay of cRetor, Floodlight and DCell in different traffic

patterns.

The experimental results, as illustrated in Figure 4.7, clearly show that cRetor exhibits lower
first packet delays across all traffic patterns when compared to other methods. The primary
reason for this enhanced performance is the efficiency of the A* algorithm, which, powered
by the TPDL distance formula, calculates forwarding paths more rapidly than the traditional
Dijkstra’s algorithm. Additionally, cRetor’s controller is relieved of the burden of topology
discovery, translating to a lower baseline workload and higher throughput for processing Packet-

In messages, further contributing to reduced first packet delays.
However, it is noteworthy that cRetor, like other SDN architectures, still experiences higher
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first packet latency than traditional non-SDN architectures such as OSPF, BSR, and Fat-
tree dual-layer routing algorithms. This is a consequence of the SDN design philosophy that
separates control and data planes, inherently introducing more latency due to the interaction
between the controller and switches. To address this latency inherent in SDN architectures, we
propose a semi-centralized improvement scheme, which will be discussed in subsequent sections.
This scheme aims to balance centralized control and distributed data forwarding, potentially

reducing the latency associated with SDN architectures.

The lower first packet delays in cRetor across all traffic patterns have significant implications
for data center performance, especially for latency-sensitive applications. In modern data cen-
ters, where microseconds can make a difference in application responsiveness, cRetor’s ability
to reduce first packet delay could translate to improved user experience and better overall

application performance.

4. Control Message Overhead

We utilized the TCPDump program to capture and analyze the control message overhead
for the four routing schemes. TCPDump is a network packet analyzer that records packets
transmitted over a network interface, making it ideal for our analysis. We captured all control
messages from the initiation of the network simulation until 80 seconds later, encompassing

both the network convergence and operation phases, for a thorough assessment.

For the OSPF-based setup, we included all control messages as defined in the OSPF standard
in our analysis. In contrast, for the four SDN-based schemes (cRetor, Floodlight, PEMA, and
DCell), we focused on capturing all OpenFlow messages, LLDP messages, and specifically for

cRetor, its Hello messages.

The results of this analysis are presented in Figures 4.8 to 4.9. These figures show the control
message overhead in terms of both the number and size of packets. This offers a comprehensive
view of the control plane traffic generated by each routing scheme, providing valuable insights

into their efficiency and scalability.

The control message overhead analysis reveals significant differences in the messaging strategies
of the routing schemes studied. DCell, for instance, consistently sends more messages than the
other schemes, with a peak rate of 3000 packets per second (pps) during both the convergence

and operational phases, as shown in Figure 4.8. This high message rate, primarily due to
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Figure 4.8: Comparison of control messages overhead in packet number of cRetor, OSPF,

Floodlight and DCell.

its aggressive LLDP detection settings (1-second intervals), is designed to speed up topology
discovery and fault recovery. However, it also implies a higher network load compared to
other schemes, such as Floodlight, which sets a longer 15-second LLDP detection interval. The
PEMA algorithm adopts a more aggressive topology discovery strategy at the start, leading to
the generation of a significant number of topology discovery packets. However, once it enters

the stable phase, the interval between discoveries becomes longer, resulting in fewer packets.

Both OSPF and Floodlight experience a surge in message quantity during convergence, taking
several tens of seconds to reach peak rates. After convergence, they enter a stable operational
state with regular topology detection messages. OSPF sends out Hello messages every 10 sec-
onds, while Floodlight’s LLDP messages are on a 15-second cycle. The control traffic generated
by these detection intervals, especially in larger networks, can lead to significant fluctuations

in network traffic.

cRetor’s control message strategy stands out for its relative stability and efficiency. Unlike
OSPF and Floodlight, cRetor maintains a consistent message rate from network initialization,
primarily due to its non-convergent nature. The bulk of cRetor’s messages are Hello messages,
sent at a l-second interval between switches. Although this results in a higher total number
of Hello messages, the simplicity of these one-way communications and their restriction to the

data plane make them less taxing on the network. They do not require replies from the receiving
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peer and do not burden the control plane or the controller, thus minimizing overall network

overhead.
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Figure 4.9: Comparison of control messages overhead in bytes of cRetor, OSPF, Floodlight,
DCell and PEMA.

An examination of the control message bytes, as depicted in Figure 4.9, reveals distinct trends
among the routing schemes. During the convergence phase, Floodlight’s control message ex-
change is notably higher in bytes than the other algorithms. To facilitate a clearer comparison,

Figure 4.9b zooms to 50 ~80s for a clearer view.

DCell has the highest overall overhead, primarily due to its frequent LLDP topology discovery
activities. In contrast, despite also conducting high-frequency discovery, cRetor incurs signifi-
cantly lower overhead compared to DCell and PEMA. This suggests that cRetor’s topological
discovery and fault detection approach is more byte-efficient than traditional SDN solutions like
DCell. While having a lower discovery overhead overall, OSPF exhibits spikes in transmission

during its link-state data exchange in the convergence process.

In summary, although cRetor generates a high number of control packets and bytes due to its
frequent topology detection, it maintains a smoother and more predictable control overhead
profile. This contrasts with the more variable and abrupt fluctuations observed in the control
traffic of the other schemes, which can potentially introduce greater instability into the network.
cRetor’s ability to efficiently manage control message overhead contributes to its stability and
reliability in network operations, especially in dynamic environments typical of data center

networks. By reducing the control plane bandwidth consumption and eliminating the controller
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bottleneck in large-scale networks, cRetor paves the way for more efficient and responsive data
center networks. This could potentially lead to improved application performance, reduced

latency, and better utilization of network resources in large-scale data center environments.

5. Fault Recovery Time

In this experiment, we assessed cRetor’s fault recovery performance by measuring the time
taken for fault recovery and the number of packets lost during the process. We selected a pair
of cross-Pod nodes in the test network as the test nodes, running a client program on the source
node to send UDP packets at 1-millisecond intervals, each with a unique sequence number. The
destination node ran a server program, recording the arrival times and sequence numbers of
received packets. We initially disconnected all but one shortest path between the source and
destination to evaluate the fault recovery capability. Thus, packets initially traveled along this
unique path. Upon inducing a fault, the routing algorithm had to identify an alternative, albeit

longer, path.

In the Floodlight environment, we encountered a failure in fault recovery. We identified that
the default 5-second idle timeout for Floodlight’s flow table entries hindered the switch’s ability
to generate a table miss for redirecting packets along a new path when a fault occurred. This
was exacerbated by the continuous transmission of UDP packets, resulting in the persistence
of invalid flow table entries. However, PEMA, which also utilizes the standard SDN structure,
addresses this issue by setting a mandatory expiration time for flow table entries, allowing it

to recover from failures.

For OSPF, we noted a significant influence of its Fast Convergence feature on recovery times.
This feature, when enabled, reduces the SPF timer from the default 5 seconds to 50 millisec-
onds, significantly impacting fault recovery speed. Based on Cisco’s documentation [120], we
conducted experiments with both settings—Fast Convergence enabled and disabled—to under-

stand its impact on fault recovery.

The comparative analysis highlights the varying capabilities of different routing schemes in
fault recovery, with particular attention to the speed and efficiency of each scheme in adapting

to network changes.

As illustrated in Figure 4.10, the experimental results underscore the substantial differences

in fault recovery capabilities among the routing schemes. Without fast convergence, OSPF’s
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Figure 4.10: Comparison of recovery time and loss packet number of cRetor, OSPF and DCell.

recovery time exceeds 5 seconds, resulting in a significant loss of over 2,600 packets. However,
enabling fast convergence dramatically enhances OSPF’s performance, reducing recovery time
to approximately 20 milliseconds and limiting packet loss to just 14 packets. This illustrates

the profound impact of OSPF’s fast convergence feature on its fault recovery efficiency.

DCell, on the other hand, takes about 3.75 seconds to reconfigure switches and establish new
data paths, resulting in the loss of over 2,600 packets. In the PEMA method, data flow
transmission was interrupted for about 5.29 seconds, resulting in 503 packets being lost. In
contrast, cRetor stands out with its exceptional recovery time of only 17 milliseconds and no
packet loss during the entire process. This rapid and seamless recovery showcases cRetor’s

advanced fault detection and link-switching capabilities.

These findings are particularly significant for data center networks, where stability and un-
interrupted data transmission are paramount. cRetor’s ability to quickly recover from faults
without packet loss aligns closely with the core requirements of data center networks, offering
a more stable and reliable transmission capacity compared to traditional methods. Overall,
cRetor’s performance in this aspect highlights its suitability for deployment in environments

where rapid adaptation to network changes is critical.

Therefore, the rapid recovery capability could be particularly valuable in supporting critical
applications with stringent uptime requirements. It suggests that cRetor could significantly

enhance the resilience of data center networks, potentially reducing the need for redundant

71



hardware and complex failover mechanisms. The ability to maintain uninterrupted data trans-
mission even in the face of network faults aligns perfectly with the core objectives of modern

data centers, where continuous availability and consistent performance are paramount.
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4.2 TPDL-based Semi-Centralized Data Center Network
Routing Method

In the previous section, we introduced the centralized cRetor routing scheme, leveraging TPDL
to notably diminish the topology discovery overhead for controllers in software-defined data
center networks and enhance path calculation efficiency. However, two significant challenges
remain to be addressed in this scheme. Firstly, the issue of flow establishment time or initial
packet delay remains a concern. Compared to traditional routing methods like OSPF or Fat-
Tree two-layer routing, cRetor, constrained by the structural limitations of SDN, exhibits higher
initial packet delays. This delay is critical in data center networks, especially for latency-
sensitive applications. We aim to optimize this metric, striving to reduce initial packet delays
while preserving the inherent flexibility offered by SDN. The second challenge is to reduce the
controller overhead. In SDN environments, the controller’s role in calculating and establishing
paths for each flow becomes increasingly heavy as the network scale expands. Despite the
negligible per-switch overhead, the aggregated impact on the control plane is substantial. This
increased workload can lead to higher processing delays, as evidenced in [107|. Consequently,
traditional SDN approaches might fall short of meeting the stringent latency requirements of

some latency-sensitive applications in data centers.

To address the challenges of reducing flow setup time and minimizing controller workload in data
center networks, we propose an enhanced version of the cRetor routing method, sRetor. sRetor
is a semi-centralized routing scheme, distinguished from its predecessor, cRetor, primarily by
deploying TPDL not just on the controller but also on individual switches. This key innovation
enables switches in sRetor networks to independently perceive the entire network topology and
perform local distance calculations using the TPDL information. These switches are configured
to acquire TPDL information during their startup phase, allowing them to subsequently operate
autonomously. Given the stable fundamental architecture of data center networks, it is not
necessary for sRetor switches to update TPDL when topology changes temporarily, such as

those due to link failures.

sRetor’s semi-centralized nature strikes a balance between centralized control and decentral-
ized decision-making. While the switches are equipped with TPDL, enabling them to forward
packets independently, they remain fundamentally OpenFlow switches. They still communi-

cate with the sRetor controller via the OpenFlow protocol, allowing the controller to retain
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ultimate control over switch forwarding behaviors. This design not only reduces the workload
on the controller by offloading basic routing functions to the switches but also preserves the
flexibility inherent in standard SDN architectures. Thus, sRetor effectively merges the benefits
of centralized and decentralized approaches, optimizing both network efficiency and controller

resource utilization.

4.2.1 Problem Model

In this section, we delve into the theoretical modeling and analysis of two critical aspects
of SDN networks: packet delay and controller workload. Our objective is to theoretically
substantiate the benefits of executing packet forwarding directly on switches rather than relying
on controller-based routing. We will demonstrate how this approach reduces network latency

and alleviates the controller’s processing burden by distributing tasks to the data plane.

1. Delay Model

The delay model is crucial for understanding the latency dynamics in software-defined data
center networks, particularly in the context of the cRetor architecture. Figure 4.11 illustrates
the basic architecture where switches, devoid of decision-making capabilities, rely on the SDN
controller for action instructions. The switches in this architecture are dummy switches without
forwarding decision capabilities. They are only responsible for executing action instructions in
flow table entries. The SDN controller establishes connections with each switch via in-band
or out-of-band channels and makes forwarding decisions. This reliance forms the basis of our

model, focusing on the delays incurred in this process.

In the delay model, the point-to-point delay 7(n) for a packet n in a flow is represented by
Equation (4.2) [121]:

T(n) = tgueue () + tproc(1) + tirans(n) + tprop(n) (4.2)

Here, tyueue(n) is the queuing delay at the switch, influenced by factors like network conges-
tion and buffer strategies. The transmission delay, t;..ns(n), depends on packet size and data
rate, while the propagation delay, t,..,(n), is affected by physical distances and transmission
mediums. Our primary focus is on the processing delay t,,..(n), particularly significant in SDN

architectures where controller-induced processing might lead to bottlenecks.
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Figure 4.12: The processing delay in cRetor (traditional SDN) switches.

In traditional SDN schemes, as detailed in Jia et al.[88] and Darabseh et al.[122], packet pro-
cessing delay involves a series of steps, visually represented in Figure 4.12. This process is

broken down as follows:
o Step 1: Packet reception at the switch’s input port.

« Step 2: Flow table lookup in the switch for a matching entry, with delay ¢5. Factors

affecting this delay include the size and complexity of the flow table.
o Step 3:

5



— Step 3.1: On finding a match, the switch executes the specified action (typically
forwarding), incurring a delay ty,,. This delay can be influenced by switch processing

speed and action complexity.

— Step 3.2: If no match is found (Table-Miss), the switch sends a Packet-In message
to the controller, taking half of the round trip time trpr/2.

o Step 4: The controller calculates the forwarding path, with computation delay t.;,.;, which

depends on controller processing power and current workload.

o Step 5: Flow-Mod message transmission from the controller to the switch, also taking

tRTT/Q-

e Step 6: Execution of the action command in the new flow entry by the switch, again with

delay .

Cumulatively, these steps contribute to the total packet forwarding time in an SDN network,
impacting key performance metrics like latency and throughput. Understanding these delays

is crucial for assessing network efficiency and identifying potential bottlenecks.

Let T' = trpr + tam represent the total communication delay between the switch and the
controller, essentially the waiting time for a data packet at the switch. We define the total

processing delay as in Equation (4.3), based on Lin et al.[123]:

tme(?’L) = tfl + tfw + Ia(n) 2T

1) 0, if packet n matches a flow table entry, (4.3)
a\n) =

1, otherwise.
In this equation, ty represents the delay due to flow table lookup, and tg, is the delay in-
curred for executing the forwarding action. The indicator function I,(n) plays a critical role
in distinguishing whether packet n finds a matching entry in the flow table (I,(n) = 0) or not
(Io(n) = 1). When [,(n) = 1, indicating no match, the packet must be sent to the controller,
adding the waiting time 7" to the total processing delay.

The scenarios triggering I, (n) = 1, thus necessitating controller intervention, typically include:

o The arrival of the first packet of a new data flow, which lacks a corresponding entry in

the flow table.
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o Failure of the next-hop node as specified in a flow entry, causing the entry to be invalid

due to network faults.
o Deletion of flow entries for reasons such as table overflow or entry expiration.

Each of these scenarios can significantly impact network latency and controller workload. The
first packet of a new flow or changes in network topology (due to faults or other factors) require

controller involvement, potentially increasing delay and workload.

We define t = 0 as the moment when the controller receives the first Packet-In message contain-
ing a data packet. Considering subsequent data packets that arrive before the switch receives a
response from the controller, i.e., their arrival times t,, € (0,T], the processing delay for packet

n can be represented as:

tPTOC(n) =tp+tp+ Io(n) - (T —t,)

0, if packet n matches a flow table entry (4.4)
Ia(n) =
1, otherwise
We define t = 0 as the moment when the controller receives the first Packet-In message contain-
ing a data packet. When subsequent data packets arrive before the switch receives a response

from the controller, with their arrival times denoted as ¢, € (0,7, the processing delay for

packet n can be represented as:

Fuf)=1- ) (X)ie” (4.5)

Where N(T) is the total number of these subsequent arriving packets between 0 and 7". There-
fore, we have the CDF of t;, as shown in equation (4.6).

AT =) e
2!

N(T)-1

Fo(t) =1—-F,(T—t)= )

=0

(4.6)

The expectation of processing delay E(t,..), as shown in Equation (4.7), incorporates the
probability of a flow table hit pp; and the effect of packet arrivals within the waiting time

window.

E<tproc) = tfl + tfw -+ (1 — phit) T (1 — @) (47)
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Our objective is to minimize the expected waiting time, as defined by the following optimization

problem:

N(T)-1 ;
NT —1t))
win 3 QL=
i=0 v (48)

st. VO<t<T

By reducing F;,,(t), we aim to decrease the waiting time for packets, thus enhancing the overall
efficiency of the network. This theoretical framework provides valuable insights into optimizing
packet processing in SDN networks, particularly in scenarios where reducing controller workload

and improving response times are critical, as in the case of sRetor.

In data center networks with fixed topologies, reducing the total transmission time, denoted as
T, poses significant challenges. To mitigate this, we propose to minimize the total processing
time, tp0c. We categorize the forwarding paths computed by the controller into two types: 1)
paths including the current node and subsequent nodes, and 2) entirely new paths bypassing the
current node. The probability of the former is typically greater than the latter, as adopting a
new path necessitates retransmitting all data packets directed to the current node. To decrease
tproc, OUr strategy involves making the first type of forwarding decisions at the current node
itself, thereby identifying subsequent paths for data packets starting from the current node.
This approach aims to circumvent the round-trip time delay, tgpr, incurred through controller

interactions via the secure channel of SDN.

Local routing decisions in SDN switches require that these switches possess information about
candidate neighboring and destination nodes. Traditional SDN switches, often termed dummy
switches, lack a control plane, making them incapable of gathering and analyzing topological
data or making autonomous decisions. To overcome this limitation, we propose to integrate
TPDL into SDN switches. This integration enables the switches to perform local distance

calculations, thereby facilitating local routing decision-making.

The processing delay in the proposed sRetor method, as depicted in Figure 4.13, differs from
that of cRetor primarily due to the addition of a TPDL forwarding step. This step is inserted
between Steps 3.2 and 5.2 of the process. For a packet n with the indicator I,(n) = 1, sRetor
will not immediately send it to the controller. Instead, this packet will first be sent to the TPDL

calculator to attempt to compute an available next-hop node via TPDL locally. The packet is
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Figure 4.13: The processing delay in sRetor switches.

forwarded to the controller for the final forwarding decision only if the TPDL calculation fails.

We now perform a theoretical analysis of the latency involved in the forwarding process em-

ployed by sRetor. Within this context, let ¢/ . represent the processing delay encountered

proc

by a given packet n in the sRetor framework. Since the integration of the TPDL forwarding

/

brocs along with its expected value, are

step within the processing sequence, the expression for ¢

formulated in Equations (4.9) and (4.10) respectively.

t;mc(n) =tp+tpw+ Ia(n) - (tsw+ Ig(n) - (T —t,))

0, if the next hop node can be found locally, (4.9)
Ig =
1, otherwise.
N(T
E(t)0) = ti+tru + (1= ppat) - (tsw (1= pw)-T- (1 . ¥)) (4.10)

Here, psw = P(Ig(n) = 0), which is the probability of achieving fault-aware local forwarding.
Correspondingly, the CDF of the waiting time ¢/, is as follows:

N(T)-1 .
MNT —1t)" e
Ftiut(t) = Psw + (1 - psw) : Z ((Z'—'))e AMT=) (4.11)

1=1

To demonstrate that sRetor achieves lower latency compared to conventional SDN methodolo-

gies, it is crucial to ascertain that the difference in latency distributions, denoted as AP(t), is
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positive. Mathematically, this requirement is represented as follows:
AP(t) = Fy (t) — I, (t) >0 (4.12)

Where Fy (t) and Fy,,(t) denote the latency distribution functions for sRetor and traditional

SDN, respectively.

Building upon the foundational concepts outlined in Equation (4.6) for traditional SDN and
Equation (4.11) for sRetor, we proceed to derive the specific formula for AP(t) as follows:

AP(t) = paw - | 1 — N(TZH M6A<Tt) (4.13)

i=0
The condition pg, > 0 clearly leads to the scenario where AP(¢) > 0. This inequality indicates
that, under circumstances where the probability of successful switch-based processing is non-
zero, the latency difference between sRetor and traditional SDN solutions is either positive
or null. Consequently, it can be inferred that our proposed scheme is capable of achieving
shorter delays in comparison to conventional SDN methodologies, particularly when switch-

based processing successfully occurs with a probability greater than zero.

Our primary goal is to increase pg,, the probability of successful switch-based processing, for
better delay performance. In the TPDL-based local path calculation algorithm, assuming
a fault-free environment, p,, can potentially reach 1. This is because the shortest path to
the target node can always be found in the original connected network topology. However,
the selected next-hop node may become unreachable due to potential network failures. Our
algorithm incorporates a mechanism to exclude failed nodes when selecting the next hop. In
sRetor, the detection of a failed neighbor node is achieved by monitoring the expiration time
(dead interval) of Hello messages. This expiration time is typically set to e times the Hello
interval. If a switch fails to receive a Hello packet from a neighbor within this expiration period,
that neighbor will be marked as failed. Adjusting the expiration interval has implications for
network performance. Specifically, a longer interval increases the pool of candidate nodes,
thereby raising ps,. However, this comes at the cost of potentially lower path-forwarding
success rates, as it may include recently failed nodes. Balancing ps, with forwarding success

rate is crucial; thus, € is often set to values like 3 or 4 [124].
Additionally, tg,, the processing delay of the TPDL calculator, is also important. A lower
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ts directly contributes to reduced overall forwarding delays. The TPDL algorithm, which
computes paths using a distance formula, has a time complexity of O(m), where m is the
number of neighbor nodes. In fixed-topology networks like Fat-tree, where the number of

neighbor nodes for each switch is defined by its k value, m is bounded, thereby limiting t,,,.

2. Controller Workload Model

In the realm of SDN, the centralized controller’s role is significant, encompassing the manage-
ment of all OpenFlow messages from the switches. Among these, the Packet-In message stands
out as a particularly significant type of OpenFlow message. A switch sends a Packet-In message
to the controller when it encounters a packet that it cannot forward by itself. This scenario is

commonplace in traditional SDN networks.

The processing of Packet-In messages imposes a considerable demand on computational re-
sources and control plane bandwidth. Kotani et al. [125] highlight the intensity of these
requirements. Acknowledging this, the current section is dedicated to modeling and analyzing
the controller’s workload, particularly focusing on the generation probability of Packet-In mes-
sages. Through this model, we aim to quantify the impact of these messages on controllers in

both cRetor and sRetor.

As mentioned in the previous section, Packet-In messages in traditional SDN schemes are
typically generated under the condition I,(n) = 1. We primarily focus on two scenarios where
this condition is met: 1) when the data packet n is the initial packet in a flow, and 2) when a
link failure occurs along the packet’s forwarding path. Consequently, the probability of packet
n being forwarded to the controller as a Packet-In message by the switch is given by Eq. (4.14):

Pprt_in(1) = prat(n) + (1 = prae(n)) - (1 = (1 = ¢)™) (4.14)

Here, p15(n) denotes the probability of n being the first data packet in its respective flow. The

variable g represents the link failure rate, while m signifies the length of the forwarding path.

In the sRetor scheme, Packet-In messages are generated exclusively when all next-hop nodes

of a switch encounter failures. This scenario leads to a distinct probability P/ for the

pkt_in

generation of Packet-In messages in sRetor, as delineated in Eq. (4.15):

Pokt_in(1) = P1st(n) + (1 = pra(n)) - (1 -[Ia- qci)) (4.15)

=0
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In this equation, ¢; represents the count of candidate next-hop neighbor nodes at the same

distance from the destination node.

The difference in Packet-In message probabilities between sRetor and traditional SDN schemes

is given by:
Appktiin = Ppkt_in (n) - p;ktiin (n>
=lla-¢)-a-¢" >0, (4.16)
i=0

where, 0 < g < land¢; > 1

Thus, it follows that pl,, ;,(n) < ppkt_in(n). This implies that the controller in the sRetor
scheme is burdened with fewer Packet-In messages compared to traditional SDN solutions such
as cRetor. Consequently, sRetor is more adept at supporting larger-scale software-defined data

center networks by reducing the controller’s workload.

4.2.2 sRetor Architecture

This section introduces the comprehensive system architecture and the various components of
sRetor. The primary design objective of sRetor is to empower SDN switches within software-
defined data center networks with basic autonomous forwarding capabilities. A significant
advantage of this design is the elimination of reliance on a centralized controller for routine

forwarding tasks, leading to a notable reduction in flow setup times across the network.

The proposal of sRetor brings about a two-fold benefit. Firstly, it substantially alleviates the
workload on the sRetor controller. By reducing its involvement in fundamental forwarding
decisions, the overall efficiency and responsiveness of the controller are enhanced. Secondly,
this reduction in workload enables the controller to allocate more resources towards advanced
and critical network functions. These include, but are not limited to, load balancing and QoS
management. Such a shift in resource allocation allows for a more dynamic and effective network

management strategy, directly contributing to improved network performance and reliability.

The system architecture of sRetor, as depicted in Figure 4.14, builds upon the foundational
principles of SDN. This architecture contains both the controller and the network switches,
which maintain communication through an extended version of the OpenFlow protocol. The
sRetor controller shares a structural resemblance with that of the cRetor. It is responsible for

monitoring the real-time status of the entire network and handling fault information reported
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Figure 4.14: The system architecture of the sRetor controller and switches.

by the switches. In scenarios where the switches are incapable of independently forwarding
packets due to complex network failures, the controller will identify and establish alternative
forwarding paths for the affected flows, thereby ensuring uninterrupted network service. Dur-
ing the initialization phase, the controller will transmit a TPDL file to the switches via the
OpenFlow channel. This file equips the switches with essential information, enabling them to
make more informed, autonomous decisions about packet forwarding in the following running

stage.

Once a switch in the sRetor network receives the TPDL file from the controller, its initial
action is to parse it using a dedicated TPDL parser. This parsing is crucial for equipping the
switch with the necessary data for subsequent distance calculations. As shown in the figure,
the switch’s forwarding decision-making process integrates inputs from three key components:

the flow table, the neighbor information table, and the topology information.

The flow table, populated with entries from the controller, retains the highest priority in the
forwarding decision process. This prioritization ensures a level of flexible control similar to that
in traditional SDN networks. Regarding neighbor information, the switch relies on both static
and dynamic sources. The static data originates from the TPDL file, while the dynamic data
is collected from handling Hello messages. The Hello message processor plays a vital role in
monitoring the real-time connectivity status with neighboring nodes and updating the neighbor
information table accordingly to reflect any changes. Topology information, directly extracted
from the TPDL file, empowers the forwarding module with efficient distance calculation capa-
bilities. This information is essential to enable the switch to make reasonable decisions about

the most efficient paths for data packet forwarding.
The details of the forwarding process, which leverages these components, will be elaborated on in
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the following section. This detailed discussion will provide a more explicit algorithm description

of how the sRetor improves packet forwarding in software-defined data center networks.

This section will introduce the intricate design and practical implementation of the routing
algorithm tailored for the switches within sRetor. This algorithm is a cornerstone of the sRetor
system, as it facilitates not only efficient routing but also integrates advanced functionalities

like load balancing and fault recovery at the switch level.

Our focus is on crafting an algorithm that is robust in handling the dynamic nature of software-
defined data center networks and agile in adapting to changing network conditions. The al-
gorithm is designed to manage network traffic seamlessly, ensuring optimal path selection for
data packets under normal circumstances. Additionally, it incorporates a sophisticated load-
balancing mechanism that distributes network traffic evenly across available paths, thereby

preventing any single link or node from becoming a bottleneck.

Furthermore, sRetor includes a comprehensive fault recovery scheme. This scheme is designed
to detect and respond to network failures rapidly, choosing an alternative forwarding path to
maintain network performance and minimize disruption. The combination of these features in
the routing algorithm enhances the autonomy and efficiency of SDN switches in sRetor, moving

towards a more resilient and self-sufficient network infrastructure.

The following subsections detail the specific components and logic of the routing algorithm,
illustrating how it achieves these objectives and contributes to the overall efficacy of the sRetor

system.

1. Packet Routing Process

Figure 4.13 illustrates the fundamental forwarding process implemented by switches in the sRe-
tor scheme. The sequence for processing packets within a switch is methodically structured:
initially, there is a flow table lookup, followed by a TPDL calculation, and finally, if necessary,
sending Packet-In messages to the controller. Importantly, this process is designed so that the
switch immediately executes the corresponding forwarding action as soon as a match is found
at any stage. This processing pipeline upholds a critical operational principle: the flow table
retains the highest priority in packet processing. It ensures that, despite the autonomous capa-
bilities imparted to the switches by sRetor, the controller maintains comprehensive oversight

and control over the switch’s operations as required.
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To significantly enhance forwarding efficiency in the sRetor scheme, the TPDL route calculator
is designed to compute forwarding paths and write these computed paths into the flow table.
This innovative use of the flow table’s unused space effectively transforms it into a high-speed
cache for route calculations. By doing so, it eliminates the need for redundant computations,

thereby streamlining the routing process.

When a switch needs to forward a packet, its first action is to search the flow table for any
matched entries. These entries might be configurations installed by the controller or cached
entries from previous route calculations performed by the TPDL calculator. If the switch finds
a matched entry, it can immediately use this information for packet forwarding, bypassing
the need for further computation. This process ensures that the routing computation is only
invoked when necessary, significantly reducing the frequency of these calculations and thus

improving the overall forwarding speed.

The primary objective of conducting path calculations directly on the switch is determining
the next-hop node for each data packet, as outlined in Algorithm 2. In this context, distance
is utilized as the principal metric for routing decisions. It is important to note that sRetor
intentionally avoids imposing high-load tasks on switches. Gathering comprehensive network
performance metrics, such as bandwidth and end-to-end latency, generally demands substantial
resources. Consequently, these metrics are not incorporated into the current version of the
algorithm. However, the algorithm is inherently flexible and compatible with other low-cost
metrics. This compatibility opens avenues for future enhancements and optimizations, allowing
for the potential integration of additional metrics that could further refine the routing process

without significantly increasing the computational load on the switches.

When a data packet needs to be forwarded from a source node ng.. to a destination node
ngst through the current node n.,,., the TPDL routing calculator of n.,, initiates the process
by examining the set of its available neighbor nodes. This set is initially derived from the
TPDL file. However, it undergoes a filtering process where any unreachable neighbor nodes
are excluded, as indicated by the non-reception of Hello messages within the expected interval.

The result is an updated set of accessible neighbor nodes.

For each eligible neighbor node n,, in the set K (neur) \ Npres, Where ny,.e, is the previous node
in the path, the TPDL routing calculator applies the TPDL distance formula (detailed in

Algorithm 1) to compute the distance D, from n,, to the destination ngy. Among these neighbor
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Algorithm 2: Switch Path Calculation Algorithm

10

11

12

Input:
Newr: Current node;
ngst: Destination node;
Nprev: Previous node for the current packet;
K (Cur): List of neighbor nodes of the current node;
hello_interval: Hello message interval,
thow: Current timestamp;
L(n): Timestamp of the last Hello message from node n
Output: Next hop node for the current packet
for each neighbor node n,, € (K(neyr) \ Nprev) do
if thow — L(n,) < € - hello_interval then
D, < tpdl_distance(n,, nqs)
end
end
Find any n* such that D, = min(D,);
D¢y < tpdl_distance(Cur, Dst);
if D« < D.,, then
‘ return n*
else
‘ return ¢

end

nodes, the algorithm identifies the node n* with the shortest distance to ngs, such that D, =

min(D,,).

The algorithm then proceeds to compare the distance from the current node n..,, to the destina-

tion D.,, with the calculated distance D,«. If D, < D.,,, this implies that the next hop node

*

n

Conversely, suppose D,« is not less than D.,,.. In that case, it indicates that the neighbor node
is either equidistant or farther from the destination compared to the current node, making
forwarding to this node unproductive. This latter scenario typically arises when all originally

feasible paths are disrupted due to failures. In such cases, the switch is programmed to notify
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the controller, which then takes on the responsibility of reselecting a feasible path for effective

packet forwarding.

The algorithm will automatically avoid simple faults to increase its reliability. This capability
is shown in Line 2 of the algorithm, where a critical check is performed regarding the status
of each neighbor node. Specifically, the algorithm assesses the time elapsed since receiving the
last Hello message from a neighbor node. If this duration exceeds a predetermined threshold,
calculated as € x hello__interval, it signifies a potential failure of that neighbor node. This node
is excluded from the set of candidate nodes for routing computations. The detailed process of

fault recovery will be discussed thoroughly later.

2. Load Balancing in Switches

The inherent regularity and redundancy in the topological structures of data center networks
present an opportunity for implementing robust load-balancing algorithms, which are crucial
for achieving high throughput. In sRetor, switches are equipped to perform load balancing at

two distinct levels: packet level and flow level.

The implementation is characterized by its simplicity and adaptability for packet-level load
balancing. When a switch is required to determine the next hop for a packet, it begins by
identifying all the available neighbor nodes that are closest to the destination node. This
identification forms the basis for the load-balancing decision. Once this set of potential next-hop
nodes is determined, the switch applies a load-balancing strategy, such as round-robin or least
load, to select the most appropriate node from this set. By incorporating these strategies, the
packet-level load balancing scheme in sRetor ensures that network traffic is not concentrated on
a single interface or path. Instead, packets are distributed more evenly across various interfaces,

contributing to a balanced network load.

Flow-level load balancing in SDN represents a more sophisticated approach compared to packet-
level balancing, primarily due to the necessity for the switch to track the next-hop node for each
distinct flow. Similar to packet-level load balancing, when the first packet of a flow arrives at
the switch, the switch selects a suitable next-hop node. Upon this selection, the switch leverages
the available space within its flow table to create a record for this specific low. This record
includes the chosen next-hop node for the flow, effectively enabling the switch to remember the

designated forwarding interface for each unique flow. This mechanism is illustrated in Step 2
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of Figure 4.15. Here, the switch generates a new flow table entry, uniquely identified by the
flow’s characteristics and the destination port. This entry is then inserted into the flow table.
For subsequent packets belonging to the same flow, the switch refers to this flow table entry

for direct forwarding.

Such a methodology ensures that all packets from a single flow consistently follow the same path
towards their destination. This consistency is vital for preventing issues like packet reordering
or disorder, which can be inefficient in scenarios requiring strict sequence preservation, such
as video streaming or real-time data transmission. Thus, flow-level load balancing in sRetor

contributes to efficient network utilization and upholds the integrity of data flows.

GH—R

Step 1: Choose Port 2 as dest port for Flow 2. '
NA

Step 2: Store Port 2 to flow table of S1 for

U4
subsequent packets of Flow 2. S1 P3 @ @ Dst

<<Flow 2>> | Port 2 Flow Table
<<Flow 1>> | Port3

Figure 4.15: Flow-level load-balancing in sRetor.

In sRetor, the load balancing executed by switches is inherently based on local information,
which, by nature, has a more limited scope compared to the comprehensive, global network
view accessible to the controller. Consequently, while switch-based load balancing is effective
for immediate and localized decision-making, it may not match the efficacy of a global load-
balancing strategy directed by the controller, which benefits from a holistic understanding of

the network’s state.

However, the workload in the sRetor controller has been further reduced by delegating rou-
tine forwarding tasks to the switches; the controller is unburdened from constant, low-level
decision-making. This freed-up capacity enables the controller to concentrate on more critical,

overarching tasks such as monitoring for hotspot traffic congestion.

The controller can intervene with global traffic optimization strategies when such hotspots or
potential congestion points are detected. This might include rerouting traffic, adjusting sched-
ules, or implementing other measures that require a network-wide perspective. The synergy

between the switches’ local load balancing and the controller’s global traffic optimization ef-
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forts allows the network to operate with enhanced efficiency and reliability. In essence, sRetor’s
design capitalizes on the strengths of both local and global perspectives, harnessing them in a

complementary manner to ensure smooth and effective network operation.

3. Failure Recovery Mechanism

In the semi-centralized control architecture of sRetor, both the switches and the controllers
are endowed with the capabilities to make forwarding decisions and manage failures. This
dual-capability setup ensures a more resilient and adaptable network. Within this framework,
switches are primarily responsible for addressing simple, local failures, utilizing their immediate
operational context. On the other hand, controllers equipped with a global view of the network
are designated to handle more complex, multi-point failures, where a broader perspective is

essential for effective resolution.

When confronting a link failure between a switch and its neighboring nodes, the nature of the

failure can generally be categorized into two distinct types:

e One link in the shortest path is broken, but alternative shortest paths exist:
This scenario is quite prevalent in data center networks, especially in structures like the
Fat-Tree topology, where multiple equivalent paths are the norm. When one of these
paths fails, it leads to the situation described. In such cases, the switch is typically able
to identify an alternate nearest neighbor node n* to the destination node, where D, <
D..,. This capability allows the switch to switch links rapidly without the controller’s
intervention. Nevertheless, it remains crucial for the controller to be informed of this
failure via the switch’s report. This enables the controller to maintain an accurate view
of the network topology. If the controller determines that this failure impacts traffic

balance, it can undertake traffic engineering strategies for optimization.

o All shortest paths are broken: In this more severe scenario, no viable next-hop nodes
remain along any of the shortest paths, leaving the switch unable to find an available
neighbor node n*, where D, < D¢,. Though rare under normal circumstances, this
situation implies that the source node has become unreachable to the destination node
or that other viable paths in the network do not include the current switch. These cases
require an assessment based on the global network topology, beyond the scope of the

current switch’s local information. Therefore, the switch should stop local forwarding
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and send the packet to the controller. Depending on the network’s overall status, the
controller will then either reroute the packet along other optimal paths or, if necessary,

discard the packet.

The fault recovery mechanism in sRetor is illustrated in lines 6-12 of Algorithm 2. This mech-
anism plays an important role in the forwarding process of each switch. Specifically, it doesn’t
immediately forward the packet after the switch calculates the distance to the destination node
from the closest neighbor node D,,~. Instead, the switch first compares D,« with its own dis-
tance to the destination D,,,.. Such a comparison is crucial for avoiding forwarding packets on
unnecessarily long or indirect paths in the event of a fault. This mechanism ensures that each
forwarding decision the switch takes progressively moves the packet closer to its destination. It
effectively prevents inefficient and potentially problematic scenarios, such as cyclic forwarding,
where a packet might loop between the same set of nodes without moving toward its desti-
nation. As this fault handling mechanism is built into the sRetor switches, the response to
a fault is rapid and fast. This rapid response has minimal perceptible impact on higher-level

applications, ensuring a seamless experience for end-users.

For more complex failure scenarios that are beyond the scope of the switches’ autonomous
resolution capabilities, the sRetor controller steps in. Utilizing the global network view provided
by SDN, the sRetor controller is equipped to manage concurrent multi-point failures and identify
globally optimal paths for rerouting traffic. In scenarios where the controller intervenes in failure
handling, the fault recovery time in sRetor will be equivalent to that in cRetor. However, as
indicated by Eq. (4.15), the likelihood of encountering such complex failures is relatively low,

thus minimizing their overall impact on the network’s performance.

4.2.3 Numerical Simulation Results

We have undertaken comprehensive numerical simulations to validate the accuracy and reliabil-
ity of the theoretical model proposed in the previous sections. These simulations are specifically
designed to focus on two aspects of the sRetor system: the waiting time of data packets and

the workload imposed on the controller.
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1. Packet Waiting Time

In this experimental setup, we conducted numerical simulations in the theoretical framework
established by Eq. (4.6) for traditional SDN and Eq. (4.11) for the sRetor system. The
parameters used in these simulations are listed in Table 4.2 in detail. First, we modeled the
arrival of data packets using a Poisson point process, which is a widely recognized method
for representing packet arrival events. Then our simulation program strictly replicated the
processing of these packets within the network. This involves simulating the processing delays
incurred by packets at both the switch and the controller levels, as well as the mechanisms

managing the waiting lists at these nodes.

Table 4.2: Simulation parameters on packet waiting time.

Parameter Value
A 2000

Pgy, 85%
tprop 300 us
sw 100 pus
Letrl 100 us
Bandwidth 1Gbps

— Eq.(46) — Eq.(4.11)
I cRetor sRetor

1.0+

0 300 600 900 1200 1500
Waiting Time (us)

Figure 4.16: CDF of packet waiting time in numerical simulation.

Figure 4.16 shows the cumulative distribution function (CDF) of packet waiting times as derived
from our numerical simulations. The results are particularly revealing when listed with the
analytical models expressed in Eq. (4.6) and Eq. (4.11). Notably, the histogram generated

from the simulation aligns closely with these theoretical predictions, lending empirical support
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to our models.

The data delineates an obvious difference in packet waiting times between sRetor and cRetor.
Specifically, it was observed that in sRetor, over 85% of packets experienced waiting times
within the 0-150 us range. This contrasts the cRetor system, where only about 3% of packets
fell within the same waiting time window. The results effectively represent the probability
distribution of packet waiting times, with higher CDF values at a given time point indicating
a greater frequency of packets experiencing waiting times up to that mark. Consequently,
the markedly higher CDF values for sRetor in the 0-150us range compared to cRetor clearly
illustrate sRetor’s superior performance in this metric. In contrast, a substantial portion of
the packet waiting times in cRetor are spread across a broader range of 150-1750us, suggesting

longer delays.

These findings from the simulation empirically validate our previous analysis that posited the
benefits of local forwarding on switches in reducing packet waiting times. This reduction
is a marginal improvement and a significant enhancement in forwarding performance. By
effectively lowering packet waiting times, sRetor demonstrates its potential to significantly
boost the efficiency and responsiveness of software-defined data center networks compared to

conventional methods like cRetor.

2. Probability of Packet-In Messages

We also extend the scope of our numerical simulations to the probability of generating Packet-
In messages under various link failure rates. These simulations aim to quantify the frequency
with which packets are sent from the switches to the controller, a factor that directly impacts
the controller’s workload and, by extension, the overall network efficiency. The simulation

parameters used are shown in Table 4.3.

Table 4.3: Simulation parameters on Packet-In message probability.

Parameter Value
Topology 16-ary Fat-tree
Prgt 3%
q 1% ~ 10%
m 6
C; 1,8,8,1,1,1]

92



These parameters have been carefully selected to create a realistic and comprehensive simulation
environment. Each parameter plays a crucial role in accurately modeling the behavior of both

sRetor and cRetor systems under various network conditions:

« Topology (16-ary Fat-tree): The choice of a 16-ary fat-tree topology is significant as

fat-tree is widely used in modern data center networks.

o Piy (3%): This parameter represents the probability of the first-hop switch failing to find
a matching flow entry. The relatively low value of 3% was chosen to reflect the ratio of

the number of first packet of a new flow to the number of general packets.

e q (1% ~ 10%): The link failure rate is a critical parameter in our simulation. By varying
q from 1% to 10%, we can examine system performance under a wide range of network
conditions, from near-ideal to highly stressed. This range allows us to comprehensively
evaluate how sRetor and cRetor systems respond to different levels of network instability,

which is crucial for assessing their robustness and adaptability.

o m (6): This parameter denotes the number of hops in the longest path within our simu-
lated network. The value of 6 is typical for a fat-tree topology and enables us to examine

multi-hop scenarios effectively.

e ¢ [1,8,8, 1, 1, 1]: These values represent the number of candidate paths at each hop.
This sequence reflects the path diversity typical in fat-tree topologies, with more options
in the middle layers. By incorporating this realistic path distribution, we can accurately
simulate the decision-making processes in both sRetor and cRetor systems, particularly

in terms of alternate path selection and load balancing.

The experimental results are presented in Figure 4.17, which clearly illustrates the differences
in Packet-In message generation between sRetor and cRetor. These results show a significantly
lower probability of Packet-In message generation in sRetor compared to cRetor. This finding
aligns closely with the predictions derived from our previous theoretical analysis, validating the

accuracy of our model.

The reduced likelihood of Packet-In messages in sRetor can be attributed to its switches’
enhanced autonomous routing capabilities. These switches are designed to make forwarding
decisions locally, eliminating the need for frequent queries to the controller. Consequently, the

sRetor controller receives fewer controller messages, leading to a lower workload compared to
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Figure 4.17: Packet-In probability with different link error rates in numerical simulation.

the cRetor controller.

4.2.4 Experiments and Evaluation
1. Experimental Setup

To evaluate the performance of the sRetor routing scheme, we implemented sRetor switches
and a sRetor controller based on Ryu[112] in the Estinet network simulator[126]. Estinet is
known for its capability to simulate and emulate networks. It supports both traditional routing
methods like OSPF and BGP as well as OpenFlow-based SDN networks. This makes it an
ideal platform to compare different routing methods, including our sRetor scheme. Ryu is a
controller framework built using Python that is specifically designed for SDN and supports
the OpenFlow protocol. Various SDN controllers are developed using Ryu, making it a reliable
choice for our implementation. Regarding the sRetor controller, it incorporates the same TPDL
parser that we used in cRetor. This parser was developed with the ANTLR[114] tool. Using
ANTLR allowed us to effectively create a parser that can accurately interpret the TPDL files

necessary for the sRetor scheme.

In our experiment, we compared sRetor with several other routing methods: OSPF, Fat-tree

two-layer routing[29] /BCube BSR[30], PEMA algorithm[111] and our earlier work, cRetor|[88].

For OSPF routing, we used the built-in functions of the Estinet network simulator, where the
OSPF protocol implementation of the Quagga software routing suite[116] is integrated. We

also implemented the Fat-tree routing method in Estinet, following the method described in
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[29]. In this setup, routing tables for each node are pre-generated according to the Fat-tree
topology, and the switches in the Fat-tree use these tables to forward packets based on specific

prefixes and suffixes.

To verify the applicability of sRetor on different network topologies, this experiment was also
conducted on the BCube topology, another common data center network topology. As a server-
centric DCN topology, forwarding decisions in BCube are made on servers rather than switches.
We chose a 2-layer BCube topology for our experiment because the number of forwarding nodes
(servers) in this setup is similar to a Fat-tree topology with k& = 4. This similarity helps in
making a more balanced comparison. We kept other settings, like connection parameters, the
same as those used for the Fat-Tree topology. For BCube, we also implemented the BSR

algorithm to see how it performs compared to sRetor.

All the detailed settings and parameters we used in this experiment are listed in Table 4.4.

Table 4.4: Simulation Parameters.

Parameter Value
Experimental network topology Fat-tree BCube
Scale of experimental topology k=4k=38 2 layers

Number of switch nodes 20, 80 8

Number of server nodes 16, 128 16
Link bandwidth 1Gbps 1Gbps

Link propagation delay lus 1us

2. Flow Start Time

In our study, we define the flow start time as the total delay experienced by the first data packet
as it travels from the source node to the destination node, passing through multiple switches.

Mathematically, the start time of a flow g, can be expressed as follows:

m

tow = Zﬂ(n) (4.17)

i=1
Where 7;(n) represents the point-to-point delay of packet n at the i*" switch, and m is the total

number of switches the packet traverses.

During this experiment, we ran simulations on different routing protocols, focusing on measur-

ing their flow start times. The experimental results have been summarized in Table 4.5. The
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data clearly shows that cRetor and PEMA, which are based on the traditional SDN architec-
ture, have a longer flow start time compared to the other routing methods. This increased time
is due to the need for communication between the switches and the controller, especially for
Packet-In and Flow-Mod messages, which are necessary during the flow initiation in cRetor.
Moreover, we observed that the flow start time for cRetor increases as the network becomes
larger. This trend is due to the growing workload on the controller in larger networks, which

in turn affects its responsiveness to Packet-In messages.

Conversely, sRetor’s semi-centralized architecture results in a significant improvement in flow
start-up times. This is achieved through its reliance on local routing decisions. The table
illustrates that sRetor’s flow start-up time is comparable to traditional table lookup routing
schemes such as OSPF and Fat-tree. Notably, unlike cRetor, the flow start-up time for sRetor
does not grow with the increase in network scale, as the size of the network does not influence

its local decision-making process.

Table 4.5: Flow start time and convergence time on different routing schemes with different

network scales.

Topology Size  Routing Method Flow Start Time (ms) Convergence Time (ms)

sRetor 1.77 1.79
cRetor 5.66 1007.08
k = 4 Fat-tree
OSPF 2.12 50221.33
Fat-Tree 2.24 2.41
PEMA 4.90 7041.87
sRetor 1.77 1.78
cRetor 7.64 1843.48
k = 8 Fat-tree
OSPF 2.65 52001.71
Fat-Tree 2.26 2.39
PEMA 9.87 18002.36
sRetor 1.77 1.78
cRetor 5.70 2001.06
2-layer BCube
OSPF 1.23 50213.41
BSR 2.24 2.24
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3. Network Convergence Time

Another essential metric we focus on in our study is network convergence time. In SDN ar-
chitecture, where the control and data planes are separate, the method to measure network
convergence time differs. We have already explained these measurement methods in our previ-

ous experiments with cRetor.

The simulation results for network convergence time have been summarized in Table 4.5. From
these results, we observe that the three topology-aware routing methods used in this exper-
iment, including sRetor, show better performance in terms of convergence time when com-
pared to traditional link-state routing protocols like OSPF. sRetor, much like other dedicated
topology-aware routing methods such as Fat-tree/BSR, requires almost no extra time for net-
work convergence. Right from the start of the simulation, these methods can directly use
local topology information for forwarding, which significantly speeds up the network’s ability

to converge.

Additionally, it is worth noting that sRetor’s convergence time stays mostly the same with
different network sizes. This is because the convergence process we mentioned is not affected
by the scale of the network topology. This feature makes sRetor particularly well-suited for

large-scale data center networks, where maintaining fast convergence times is crucial.

4. Fault Recovery Time

The fault recovery time is also related to the cumulative probability distribution function of
data packet waiting time in the theoretical analysis. This connection is especially relevant in
traditional SDN networks, where link faults often result in the generation of Packet-In messages.

These messages typically cause delays in the network’s ability to recover from faults.

For our experiment, we introduced simple faults into the simulation. These faults disrupted
the original paths that switches were used for packet forwarding. Despite these interruptions,

the switches were still able to find alternative shortest paths.

Figure 4.18 presents a snapshot of the statistical data we collected from different routing meth-
ods when these faults occurred. This snapshot gives us an insight into how each routing method

responds to faults and how quickly they can recover.

The results shown in the figure clearly demonstrate how the sRetor switch effectively recovers
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Figure 4.18: The sequence number and delay of packets received in the server side when simple

failure occurs.

from faults using its local decision-making capabilities. When a fault happens, the sRetor
switch continues to forward packets smoothly. The packets reach their destination within the

expected time frame, and importantly, no packet loss is observed.

On the other hand, the situation with cRetor is quite different. After a fault, we noticed
a significant increase in packet delay. It went up from 0.35 milliseconds to more than two
milliseconds. An interesting observation here is that, in cRetor, while there was no packet loss,
two packets almost reached the destination node simultaneously due to the increased delay.
This outcome aligns with our model’s prediction that packets arriving between 0 and 7" must

wait for the first packet to be processed.

Regarding OSPF, the occurrence of a fault led to a prolonged network disruption, lasting over
30 seconds. This disruption caused massive packet loss, highlighting a significant difference in
OSPEF’s fault recovery capability compared to sRetor and cRetor. In PEMA, the failure also

caused a network disruption of about 5 seconds, leading to the loss of corresponding packets.
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These findings from the experiment show how each routing method handles faults and their im-
pact on network performance. Particularly, they emphasize sRetor’s robustness in maintaining
network stability and packet delivery in the face of faults, which is crucial for efficient network

operations.

5. Evaluation in Real Traffic Scenarios

In order to comprehensively evaluate the performance of sRetor, we have also carried out
experiments using traffic scenarios from real-world data centers. Specifically, we used traffic
characteristics from Hadoop at the Facebook data center and RPC request traffic from the
Google data center, as described in [127]. The goal was to investigate the performance of

sRetor under traffic conditions that are typically found in actual data center networks.

To simulate this real-world traffic in our experiment, we developed a traffic generation tool
for the Estinet simulator. This tool was based on the DCTG tool from Mellanox [128]. With
this tool, we could create traffic following the characteristics mentioned in [127] and inject it
into our simulated network. The experiment focused on comparing the performance of sRetor,

cRetor, and PEMA in a Fat-tree network topology with k = 4.
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Figure 4.19: The comparison of throughput, end-to-end delay and packet loss of sRetor and

cRetor in real scenario traffic patterns.

The results from our experiment with real-world traffic scenarios are shown in Figure 4.19.
These results show that sRetor performs better than cRetor and PEMA in several key metrics,
including throughput, end-to-end delay, and the overall packet loss rate. It’s worth noting that
even though sRetor was not originally designed specifically to optimize these particular metrics,
they still show improvements. This is due to the shorter time it takes to establish flows and the

reduced workload that sRetor offers on the controller. In the context of data center networks,
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there is typically a very high number of flows. As mentioned in [129], more than a million flows
per second will often arrive at each switch. Therefore, even small flow-handle enhancements
can lead to noticeable improvements in overall network performance. So, the advantages that
sRetor offers per flow can add significant benefits when we look at the total performance of the

network.

4.3 Comparison and Discussion

Both cRetor and sRetor represent novel approaches to topology-aware routing in software-
defined data center networks, leveraging TPDL to address the challenges of large-scale deploy-
ments. However, they differ in their architectural philosophies and implementation strategies,

each offering distinct advantages and trade-offs.

cRetor maintains a purely centralized architecture, making it easier to implement and manage,
especially for networks transitioning from traditional SDN setups. Its simplicity in switch
design also reduces hardware costs and complexity. However, this centralization can lead to

higher initial packet delays and increased controller workload.

In contrast, sRetor’s semi-centralized approach distributes intelligence between controllers and
switches, achieving lower packet waiting times (85% of packets within 0-150us compared to
only 3% in cRetor) and reduced controller overhead through local forwarding decisions. While
sRetor requires more sophisticated switch implementations and initial TPDL configuration, it

offers superior performance in terms of flow setup time and failure recovery.

The comparison between cRetor and sRetor reveals a clear trade-off between simplicity and
performance. While cRetor offers a more straightforward implementation path with acceptable
performance for many scenarios, sRetor provides superior performance metrics at the cost
of increased complexity. The choice between these approaches should be guided by specific

deployment requirements, existing infrastructure capabilities, and performance needs.

This analysis suggests that both solutions have their place in modern data center networks,
with cRetor serving as an excellent entry point for SDN adoption and sRetor offering a more
advanced solution for environments demanding optimal performance. Future developments in

this area may lead to hybrid approaches that better balance these competing concerns.
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4.4 Summary

In this chapter, we first discuss the regular patterns found in data center network topologies
and explore routing algorithms that are aware of these topologies. The primary objective of

this chapter is to design general topology-aware routing algorithms for data center networks.

To achieve this goal, we propose two novel topology-aware routing schemes for software-defined
data center networks based on the Topology Description Language: cRetor and sRetor. These
schemes use the regular topological structures identified by TPDL to lessen the workload on
controllers in software-defined networks. They address critical challenges like topology discovery
and basic forwarding, which help solve the problem of controller bottlenecks that have been a
barrier to large-scale SDN deployment. cRetor follows a centralized approach, applying TPDL
to the SDN controller while keeping the switches simple. This method offers benefits to those
migrating from traditional SDN solutions. On the other hand, sRetor builds upon cRetor but
adopts a semi-centralized architecture. It offloads some functions from the controller to the

switches, reducing the controller’s load even further and enhancing overall performance.

The experimental results demonstrate that both cRetor and sRetor, which are proposed in this
chapter, have certain benefits over traditional routing methods. The basic cRetor algorithm
can substantially reduce the load on the SDN controller, enabling the large-scale deployment of
SDN in data center networks. The enhanced sRetor algorithm can further reduce the controller
workload, address the inherent limitations of traditional SDN, achieve flow setup times close
to those of traditional dedicated topology-aware routing algorithms, and improve performance
in failure recovery. These findings reveal the potential of cRetor and sRetor to facilitate the

wider adoption and scalability of SDNs in data center environments.

The routing methods proposed in this chapter address the challenges of efficient routing within
data center networks. However, various types of failures constantly occur in data center net-
works, significantly impacting their efficiency. In the following chapter, we will explore and
investigate the issue of failure detection within data center networks, aiming to achieve efficient

failure detection with low overhead.
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Chapter 5

Probing Matrix Construction Method
for Data Center Networks

In modern society, the significance and indispensability of data centers have exponentially
increased. They host a wide range of distributed services, including microservices[130], data
analytics[131], and artificial intelligence models[1], [132]. These services support many applica-
tions that people use every day. The high-bandwidth networks within data centers interconnect
numerous servers, ensuring that these services maintain stability and the capacity to scale up

in response to increasing demands.

As data center networks keep growing and adopting new networking technologies, network
failures have become more of a common occurrence than accidental. Failures in data center
networks often lead to more severe effects compared to traditional networks, including service
interruptions or even the loss of crucial data [133]. Furthermore, the complexity of managing
large-scale data center networks makes it challenging for network administrators to identify and
recover from faults rapidly. Consequently, rapid fault detection and localization are crucial in

data center network operations.

The fault detection module is an essential component for ensuring the stability of data trans-
mission and the security of the system. Traditionally, networks typically relied on passive fault
detection methods (such as SNMP[62] and NetFlow[63]). These methods periodically collect
statistical data on incoming and outgoing traffic at network device ports. The methodology is

to detect and locate faults through this traffic analysis. However, due to the unpredictability of

102



traffic in data centers, these passive methods sometimes do not provide accurate results[134],
[135]. In response to this issue, active probing has become a more popular approach for fault
detection in data center networks. This method involves regularly sending probe messages
from some nodes to other nodes. The purpose is to check whether the links between these
nodes work correctly. Researchers have proposed and adopted many different active network
probing schemes. A well-known example is Microsoft’s PingMesh[27], which is a typical active
probing scheme. PingMesh installs probe agents on edge servers. These agents measure the
latency between servers and analyze these measurements to figure out the current status of the

network.

Although beneficial, active detection schemes like PingMesh face two main challenges. Firstly,
it is difficult to use deterministic probing paths in traditional data center networks because
these networks often have many equivalent paths. Secondly, network administrators need to
select the probing paths carefully. This selection is crucial for ensuring high detection accuracy
without causing too much extra network traffic. Picking the correct set of paths affects how

well the faults are detected, but having too many paths can lead to a lot of additional network

load [136].

The recent emergence of technologies such as software-defined networking and programmable
switches has led to new fault detection methods that use in-band network telemetry (INT)
[137]-[139]. These INT-based methods are promising because they can send probes along
specific paths, which helps overcome the issue of having many equivalent paths. However,
generating a set of reasonable detection paths with high accuracy and low overhead remains
an unresolved challenge. This is especially hard in large data center networks, which require
high reliability and capability to support intricate applications. So far, many of the solutions

proposed in research fail to offer satisfactory detection accuracy and reasonable overhead.

The reliability of active fault detection schemes relies significantly on the strategic selection
of probe paths. PingMesh [140] employs a three-tiered approach for probe list generation,
including intra-rack, inter-rack, and inter-data center paths. This strategy is designed based
on the experience of experts in network management. While this method aims to encompass a
broad range of potential faults, its accuracy leaves room for improvement. To refine this process,
deTector [28] introduced the Probing Matrix Construction (PMC) and Packet Loss Localization

(PLL) algorithms. These algorithms represent a leap forward in detecting and diagnosing
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network faults. However, there remains potential for further improvement in terms of detection
efficiency and accuracy. Additionally, the current theoretical framework for understanding and
analyzing fault detection and localization processes still exhibits certain limitations, suggesting

an area ripe for continued research and development.

This chapter introduces a formal model to compute fault detection accuracy within a given net-
work topology and fault probing matrix. In this model, the construction of the fault probing
matrix is redefined as an optimization problem. This problem aims to minimize detection costs
while adhering to a specified accuracy threshold. Additionally, we propose a novel metric for
evaluating probing matrices. This metric offers a rapid assessment of their detection efficacy.
Leveraging this metric, we develop an iterative algorithm for generating fault-probing matrices.
This algorithm incrementally selects paths that maximize accuracy gains, continuing this pro-
cess until the desired level of accuracy is achieved. Our experiments indicate that this approach
achieves superior accuracy in fault detection compared to conventional methods, particularly

when the number of probing paths is insufficient.

Moreover, this chapter proposes an algorithm for constructing a probing matrix that surpasses
the accuracy of traditional heuristic algorithms. The research on deep reinforcement learning
has attracted researchers’ attention in various domains, including fault detection. In recent
years, deep reinforcement learning models have been widely applied in the field of fault de-
tection, as their automated feature learning capabilities offer new potential for solving fault
detection problems [141]. The application of reinforcement learning techniques can significantly

enhance the efficiency of fault detection and localization for network administrators.

Consequently, this chapter proposes another innovative probing matrix construction algorithm
based on deep reinforcement learning. This method uses a deep reinforcement learning model
to build a fault-probing matrix with higher accuracy. The experimental results demonstrate
that the deep reinforcement learning-based approach proposed in this chapter is practical. In
particular, when constrained by a fixed number of probing paths, this algorithm successfully
generates a fault probing matrix that achieves greater fault localization accuracy compared to

conventional methods.

Specifically, this chapter makes several significant contributions to the field of end-to-end active

fault detection and localization in data center networks:
o This chapter establishes a robust theoretical model for active fault detection and localiza-
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tion. Through an in-depth analysis of the fault localization process, the chapter derives
formulas that quantitatively assess detection accuracy across various probing matrices

and fault rates.

» Based on insights from the theoretical model, the chapter introduces a novel evaluation
metric. This metric is instrumental in assessing the efficiency of probing matrices. Addi-
tionally, a heuristic algorithm is presented that utilizes this metric to construct probing

matrices to minimize fault detection overhead.

o This chapter offers a fresh perspective by proposing a probing matrix construction al-
gorithm that harnesses deep reinforcement learning. This innovative approach employs
a deep reinforcement learning model, specifically a PPO-based solution, for generating
probing matrices. The matrices produced via this method demonstrate superior detection

accuracy compared to those generated by traditional algorithms.

The contributions of this chapter significantly advance the state-of-the-art in network fault de-
tection, offering a blend of theoretical insights and practical algorithms that collectively enhance
the reliability and efficiency of data center networks. The algorithm proposed in this chapter
is particularly important for fault detection within data center networks. By improving the
accuracy and efficiency of fault detection processes, this research can aid data center operators
in enhancing network reliability while reducing operational costs. Furthermore, the insights
and methodologies introduced here lay a foundational framework for future research in data
center network optimization and fault tolerance. This paves the way for the creation of more
robust and efficient data center infrastructures. This study not only provides new perspectives
on fault detection in data center networks but also has the potential to significantly boost the
reliability and availability of data center services, reshaping how these critical infrastructures

are managed and maintained.
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5.1 System Model and Theoretical Analysis

This section delineates the system model for end-to-end active fault detection in data center
networks. Initially, it outlines the fundamental architecture of the proposed fault detection
system. Following this, the section delves into a detailed analysis of the fault detection accu-
racy formula. This analysis considers specific conditions of the network topology and the fault
detection matrix. Building upon these theoretical foundations, the section concludes by for-
mulating and discussing corresponding optimization problems. These problems aim to enhance
the efficacy of fault detection within the given system model, addressing both accuracy and

overhead.

5.1.1 System Model
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Figure 5.1: The system architecture of end-to-end active probing solutions.

Figure 5.1 illustrates the system model for an end-to-end active fault detection mechanism. The
core of this method is the deployment of probing agents on edge servers, which are responsible
for dispatching and receiving probe messages. These agents gather aggregated message data
and analyze it to identify and locate network faults. The system model includes several key

components:

o Probing Matrix (PM): The PM is a matrix that outlines the network’s fault detection
pathways. Each row in this matrix denotes a distinct detection path, while each column
represents a link in the network. A value of "1’ in the matrix signifies the inclusion of

that link in a particular path.

« Probing Matrix Construction (PMC) Algorithm: The PMC algorithm generates
the probing matrix. Tailoring the matrix to fit the network’s structure and specific

detection objectives, the algorithm is generally executed before the commencement of
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Table 5.1: Notation Table.

Notation Definition
n Number of links in the network
L c R™! Current status of network links
k Total number of available detection paths
R € RF>» Candidate detection path matrix
m Number of detection paths in the detection matrix
P Detection path
D e R™*" Selected detection matrix
Fp PMC algorithm
s Detection results of matrix D
r Inferred link state
Fm PLL algorithm
A(D) Fault detection accuracy
Q € R¥"xn Fault matrix
S e R xm Detection results of ()
SN xm Compressed S after removing duplicate rows
N Number of unique rows in §
Unx1 Mapping of S and S
QZ- Candidate failure scenarios for ith detection result
G: Set of indistinguishable faults at step t
C Index to measure detection results
o Standard deviation
15} Distinguishability
s Reinforcement learning strategy
S State space
A Action space
W End-of-round reward

detection activities.

within the network.

However, it may also be rerun periodically to adapt to changes
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« Packet Loss Localization (PLL) Algorithm: This algorithm is the analytical core
of the system, processing probe data collected by the agents to detect and localize faults

within the network.

o Probing Agent: Residing on the edge servers, each probing agent is a lightweight soft-
ware module equipped with both sending and receiving capabilities. The sending module
assembles and dispatches probes according to the PM, guiding them along predetermined
paths. Conversely, the receiving module logs probe results and periodically reports this

information to the PLL for analysis.

This comprehensive system model integrates these components to facilitate efficient and ac-
curate fault detection and localization within data center networks. The architecture of this
system model is highly compatible with contemporary software-defined data center networks.
It capitalizes on the inherent flexibility and programmability of these networks. Both the PMC
algorithm and the PLL algorithm can be seamlessly integrated into the network controller.
This integration empowers the controller to centrally manage the generation of probe matrices
and the analysis of probe statistics, thereby achieving rapid response and prompt recovery in

the event of faults.

Moreover, the sending and receiving agents are designed as lightweight software modules. These
are deployed on edge servers within the data center network. These agents operate with negli-
gible overhead due to their simplicity and minimal resource requirements. This design ensures
that their presence and functioning have little impact on the primary services of the data center,

guaranteeing the network’s operational integrity.

Building on the system model described earlier, we now focus on analyzing the fault detection
problem that this model aims to address. Let’s consider a network topology comprising n links.

To represent the status of these links within the network, we employ a binary vector L € 1™

In this representation, L; corresponds to the status of the i-th link in the network. A value
of L; = 1 signifies that the link functions normally, whereas L; = 0 indicates a failure in that

specific link.
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In the context of our network model, forwarding paths are composed of multiple interconnected
segments. Our system specifically focuses on probing paths where both the source and desti-
nation are located at edge server nodes. These probing paths are crucial for the fault detection
process. To define the possible set of probing paths, we introduce a candidate probing path

matrix, denoted as R:

Ry Rz ... R
R eI — R.21 R.22 . R.zn (5.2)
Ry Ris ... Ry,

Here, k represents the total number of available probing paths within the network. Each row
in the matrix R corresponds to a distinct probing path, while each column represents a link
in the network. A value of R;; = 1 indicates that link j is part of the probing path 7, while a

value of 0 signifies that link j is not involved in that particular path.

The objective of the PMC algorithm is to select a specific subset of m probing paths, denoted
as {p1,D2,...,Pm}, from the k available candidate probing paths. This selection process leads
to the construction of the probe matrix D, which is derived from the candidate probing path
matrix R. The construction of D involves extracting the rows corresponding to the selected

paths R, , R,,,..., Ry, from R. This yields the following matrix representation:

Dy Dy ... Dy,
D Dyy ... Day,

Dervr=| % TE (5.3)
Dml Dm2 SR Dmn

The values and meanings of the elements in D are identical to those in R. In essence, D, the

detection matrix, is a refined subset of the broader candidate detection matrix R, defined as:
D = F,(R) (5.4)

In this equation, F, symbolizes the function of the PMC algorithm, illustrating how the algo-
rithm selects and extracts the optimal probing paths from the candidate matrix to construct

D.

The detection result for each probing path within the network offers insights into the operational

status of the links along that path. Specifically, if any link in a probing path is faulty, the entire
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path is marked as faulty. This means that a faulty status for a probing path implies that at

least one of its constituent links has encountered a failure.

To represent these detection results concisely, we use a binary vector s with a length of m,
corresponding to the number of probing paths defined in the probing matrix D. This vector is

structured as follows:

S1
ser=|" (5.5)

Sm
In this representation, each element of the vector s correlates to the state of a respective probing
path. An element value of 0 in this vector indicates that the corresponding probing path is

faulty, while a value of 1 signifies that the path is functioning normally.

Finally, the PLL algorithm plays a crucial role in deducing the network-wide link state L based
on the detection results s. This process leads to the derivation of the inferred link state L’, as

encapsulated in Eq. (5.6):

L' = F,.(R,D,s) 56)
— Fu(R, Fy(R), s) |

Here, the inferred state of the network links, L', is obtained through a combination of the

candidate probing path matrix R, the PMC algorithm F,, the PLL algorithm F,,, and the

detection results s.

Therefore, the key challenge in effective fault detection revolves around the design of optimal
PMC algorithms (F,) and PLL algorithms (F,,) to minimize the difference between the inferred
link state L’ and the actual link state L. We define this difference as Diff(L’, L). In this chapter,
we evaluate Diff(L’, L) in terms of accuracy, which is quantified as the ratio of the number of

correctly detected link faults to the total number of actual faults in the network.

5.1.2 Problem Formulation

This section models the detection accuracy within data center networks. Our goal is to establish
an analytical model that allows for calculating detection accuracy across any network topology,
considering a specific fault localization strategy. Thus, the problem we aim to address is

determining the fault detection accuracy, denoted as A(D), concerning a given topology. This
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involves analyzing the relationship between the topology matrix R and the detection matrix
D. By formulating this problem, we can better understand and quantify how different network
configurations and detection strategies impact the overall accuracy of fault detection in data

center networks.

In a network topology where the link set is L, we can define the entire set of possible failure
scenarios as the power set of L, denoted as P(L). The cardinality of this power set, representing
the total number of failure scenarios, is |P(L)| = 2". Based on this, we construct a failure

matrix @ to encapsulate all these scenarios, as expressed in Eq. (5.7):

Qu Qi ... Qu
Qe = Qa Q2 ... Qo

QQTLl Q21’l2 Y QZnn

In Q, each row represents a distinct failure scenario, corresponding to a specific state of L.
The element @;; within this matrix indicates the status of link j in the i*" scenario: 1 for a
fault and 0 for normal operation. This matrix thus systematically represents the diverse range

of possible failure states in the network.

As previously discussed, the probing result for any given path in the network depends on the
status of all the links that constitute the path. Accordingly, we can represent the probing
results for all potential fault scenarios in a matrix S, where S € I?"*™. S is a binary matrix,

and the formula for its calculation is presented in Eq. (5.8):
S =-B(Q- D) (5.8)

Where B denotes a binarization function, transforming the matrix product into a binary format.
Each element S;; within S corresponds to the result of probing the j™ path under the i" fault
scenario. Specifically, §;; = 1 implies that all links in the probing path p; are functioning

normally. Conversely, S;; = 0 indicates the presence of one or more faulty links in that path.

Now, consider the theoretical accuracy formula associated with the fault localization function,
Fum- As delineated in Eq. (5.6), F,, effectively serves as an inverse mapping that interprets the
probing results to deduce the current state of network links. However, it’s crucial to acknowledge
that this mapping is often not one-to-one. This limitation stems primarily from factors such

as the design of the probing matrix and constraints related to probing costs. Consequently,
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for a specific set of probing results, it’s possible that multiple link failure scenarios could
produce those same results. This lack of a unique correspondence means that there could
be several candidate failure scenarios, represented by different ();s, that align with the probing
results. In such instances, the PLL algorithm faces a challenge: it cannot definitively determine
which particular @); represents the actual network state. This inherent ambiguity in the fault
localization process underscores the complexities of achieving high accuracy in network fault
detection. It also highlights the need for advanced algorithmic solutions to effectively construct

a better probing matrix that will reduce these constraints.

Let’s consider a scenario where all link failures in the network are assumed to follow a binomial
distribution with a failure probability p, denoted as X ~ B(n,p). We then focus on the
matrix S and define S Nxm as the matrix obtained by removing duplicate rows from S, where

N represents the number of unique row vectors in S.

To systematically analyze the relationship between probing results and failure scenarios, we
introduce a mapping matrix Uyw;. This mapping matrix serves as an important bridge between
the unique probing results and their frequency of occurrence in the complete set of failure

scenarios. Formally, U is defined as:
U={U}, YU, € U U, =|{S,}|, whereVj,5s; =25 (5.9)

Here, each element U; represents the count of identical probing result patterns in the original

matrix § that match the unique pattern S;. This mapping is essential for two key reasons:

o It quantifies the frequency of each unique probing result pattern, providing insight into

the likelihood of specific failure scenarios.

» It enables the weighted consideration of different failure patterns in subsequent probability

calculations.

To illustrate this mapping, consider a simple example where multiple failure scenarios result
in the same probing pattern. If three different failure scenarios produce identical probing
results represented by Sl, then U; = 3. This information is crucial for accurately calculating
the probability of correctly identifying the actual failure scenario when observing this specific

probing pattern.
Next, we define Qz as the set of all possible link state vectors that could yield the probing result
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S’i. The elements of Ql are described by:
Qi = {Qj}> Wherej € [1, Ul], and VJ, Sj = Sl (510)

Here, each Qij is a vector representing a distinct failure scenario in the network. This formu-
lation allows us to systematically represent the array of potential failure states corresponding

to specific probing outcomes.

Now consider the accuracy of correctly inferring the failure probing matrix Qij from a given
probing result, §;. If the PLL algorithm selects a failure probing matrix Qij at random from the
set of possible matrices Qi, then the probability of this selection being correct can be expressed

by Eq. (5.11):
N o/ U ) )
_ el ¥Qij | o \n—2XQ;
P=X (7 S0 o
=1 J=1
In this equation, n denotes the total number of links within the probing matrix. The term
pEQiJ' represents the probability that the links indicated as faulty in Qij are indeed faulty, while
(1— p)”_zéiﬂ' denotes the probability that the other links are operational. This formulation

provides a probabilistic measure of the PLL algorithm’s accuracy in identifying the actual state

of the network based on the results of the probing paths.

Although the current methodology provides a baseline for fault localization, this chapter seeks
to enhance this accuracy by optimizing the selection of Qij from Q;. To this end, we propose
choosing the failure probing matrix Qij that presents the fewest link failures among all the

options in Q, Formally, this is expressed as:
j* = argmin 2Qy; (5.12)
J

This approach prioritizes the scenario with the fewest number of faults, under the assumption

that fewer faults are more likely in a typical network environment.

Consequently, the revised probability that the PLL algorithm correctly identifies the complete
link status is depicted in Equation (5.13):

N

=1 J

In this equation, p represents the probability of a link failure. In real-world commercial data

centers, this probability typically does not exceed 20% [119]. Thus, we can reasonably assume
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that p < 0.5. Under this assumption, it can be demonstrated that the value obtained from
Eq. (5.13) is equal to or lower than that from Eq. (5.11), indicating an improvement in fault

localization accuracy with this revised method.

The proof for demonstrating that Eq. (5.13) yields a higher or equal value compared to Eq.
(5.11) involves the following steps:

1. Let’s start by defining two probabilities for any 7 in U;:

Py = p™Qis . (1 — p)n Qi (5.14)
Py =pQi . (1 — p) Qs (5.15)
To establish the desired inequality, we need to show that for any given U;, P; is greater

than the average of P; values.

2. We then introduce a ratio K defined as:

Py P 2@@*2@1'3'*
K="= £2_ 5.16
Py (1 —p) ( )

Given that in Eq. (5.13), j* is chosen such that it minimizes XQy;, it follows that
EQZ']' — ZQ,J* Z 0 for all j within (]z

3. Considering the assumption that p < 0.5, which implies ﬁ < 1, we deduce that K < 1.
Consequently, Py; < P, for all j in U;. This establishes that the average of P;; values is
less than P,, thus completing the proof.

While Eq. (5.13) provides a probability corresponding to an exact match between the predicted
and actual failure scenarios, in practical applications, researchers often assess fault detection
and localization performance using accuracy. Accuracy is typically defined as the ratio of the
number of correctly detected faulty links to the total number of actual faulty links. To align our
model with this typical evaluation metric, we can modify the original equation to encapsulate
probabilities under various statistical measures, as demonstrated in Eq. (5.17):

N U;

P =23 (7 (- S <Q£g Q)
e ” (5.17)

j* = argmin ZQij
J

In this equation, f represents statistical functions applicable to different evaluation metrics. The

calculation formulas for specific metrics such as the accuracy rate, miss rate, and false alarm
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rate are detailed in Eq. (5.18) to (5.20). This adaptation allows for a more comprehensive and

practical evaluation of fault detection and localization methods.

# of detected faults

AD) = P( # of all faults

) = f(Qij=, Qij) = Z(Qij- N Qi) (5.18)

# of undetected faults

# of all faults )= f(Qij*’ Q’J) = 2Q'ij - E(Qij* N ng) (5.19)

B(

(# of false alarm
# of all faults

) = [(Qij=, Qij) = 2Qij- — X(Qij- N Qij) (5.20)

The size of the probing matrix D, measured in terms of the number of rows, significantly
influences the overall probing costs. Specifically, a larger probing matrix necessitates the de-
ployment of more probing agents within the data center network. This increase in the number
of agents correlates with a higher consumption of bandwidth resources during the probing

process. Consequently, it is crucial to balance probing costs and the required probing accuracy.

In light of this, the primary goal of this chapter is to develop a probing matrix construction
algorithm that effectively minimizes probing costs while satisfying a predefined probing accu-
racy threshold, denoted as A. The optimization challenge can be formally expressed as follows:
The objective is to design a probing matrix D that requires the least amount of probing re-
sources, hence minimizing costs, without compromising the stipulated accuracy criteria A. This

problem can be encapsulated in the following optimization formula:

min rows(D)

N U ~ A
- _vo,;\  f(Qij~, Qij)
t. (pPQi (1 = p)nTHuE ) IRTH D T S Y (5.21
st Y ijl (p%%5 - (1= p)") o )

j* = argmin EQij
f(Qik, Qiz) = X(Qix N Qij)
In this formula, | D| represents the size of the probing matrix. This optimization approach aims

to deliver a probing matrix that achieves the desired accuracy with the most efficient use of

network resources.
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5.2 Algorithm Design

It is important to recognize that this complex optimization problem of generating an end-to-
end failure probing matrix has been classified as NP-hard [142]. This implies that finding an
optimal solution within a polynomial time frame is not feasible with current computational

methods.

Given this constraint, this chapter introduces two distinct approaches to constructing a practical
and effective failure probing matrix. The first approach is a heuristic algorithm, which is
designed to navigate the complexities of the problem efficiently, generating a viable failure
probing matrix within a reasonable time frame. The heuristic method focuses on balancing
computational efficiency with the effectiveness of the probing matrix. The second approach
involves the application of deep reinforcement learning. The aim is to leverage the advanced
capabilities of deep learning models to further refine and enhance the accuracy of the failure
probing matrix. This deep reinforcement learning-based algorithm represents an innovative
step towards improving fault detection and localization in complex network environments. By
exploring these two methodologies, the chapter contributes to the ongoing efforts to develop

robust, efficient, and accurate tools for failure detection in data center networks.

5.2.1 Heuristic Failure Probing Matrix Construction Algorithm

In addressing the challenges associated with efficiently generating a failure probing matrix, this
section introduces a heuristic algorithm that strategically decomposes the overarching opti-
mization problem into manageable subproblems. This decomposition enables a more targeted

and effective approach to constructing the probing matrix.

The algorithm adopts an iterative methodology, progressively building the final probing matrix
by selectively adding probing paths. At each iteration, it focuses on identifying and incorpo-
rating a probing path that yields the maximum increase in detection accuracy, denoted as AA.
This selection and addition process continues until the probing matrix’s cumulative accuracy
aligns with the predefined accuracy threshold. By employing this step-by-step approach, the
algorithm effectively balances the dual objectives of achieving the desired detection accuracy
while maintaining low probing overhead. Each iteration serves as a step towards optimizing
the probing matrix, ensuring that each added path contributes meaningfully to the overall

detection capabilities of the system.
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Although the iterative approach offers a strategic way to enhance probing accuracy, there
remains a critical computational challenge. Specifically, the task of computing the probing
accuracy of the newly updated failure probing matrix D’ at each iteration is computationally
intensive. As indicated by Eq. (5.17), the time complexity for calculating probing accuracy
for any given failure probing matrix scales exponentially, with a complexity of O(2"), where n
represents the number of physical links in the network. This level of computational demand
poses a significant challenge, especially when considering the vast scale of modern data center
networks. For instance, Microsoft operates more than 100 data centers on a global scale with
millions of servers [19]. Given such large-scale environments, the algorithm’s efficiency becomes
crucial. An alternative evaluation metric is urgently needed to enable the algorithm to run
efficiently. This metric should possess a significantly lower computational overhead to reflect

changes in probing accuracy feasibly.

As mentioned in the previous section, a single measurement result & can map to multiple
potential fault conditions, represented by Q,. Consequently, the algorithm faces a decision-
making process where it must select a final detection result from among these multiple candidate
states Qz Various selection strategies can be employed, such as randomly choosing a state or
opting for the state with the fewest faults. However, irrespective of the method employed,
there is a fundamental trade-off between the number of candidate states, denoted as |Q;|, and
the accuracy of detection. Specifically, a smaller set of candidate states generally leads to a
higher probability of accurately selecting the correct state, thereby enhancing overall detection

accuracy.

Based on this observation, it is important to establish a new evaluation metric that leverages
the partitioning of fault sets. This metric is designed to assess the detection accuracy quan-
titatively, reflecting the algorithm’s capability to distinguish between fault conditions based
on the available measurement results. The primary principle of this metric is that the more
distinctly the fault sets are partitioned, the more effectively the algorithm can locate the actual

fault condition using the measurement data.

Define G; as the set of all indistinguishable fault sets at a given step ¢t. That is,
G ={G1,Ga,...,Gi}, (5.22)

where each GG; within G; represents a distinct indistinguishable fault set at step t.
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In the initial phase of constructing the probing matrix, the algorithm groups all possible failures
into the set Gy. This initial grouping signifies that, in the absence of any probing paths, all

failure scenarios are indistinguishable from one another.

As the algorithm progresses and a new probing path p is added to the failure probing matrix
D, it systematically partitions each fault set within G;. This partitioning creates two subsets
for every element in G;, categorized based on the presence or absence of the associated failure
links on the newly added probing path p. The partitioning process from step ¢ to step ¢t + 1

can be described as:

gt+1 = {G/la /1/7 /27 /2/7 ceey ;w ;g/} (523)

Where,
G} ={glg € G; and g x p* > 0} (5.24)
G! ={glg € G; and g x p" =0} (5.25)

Here, G represents the subset of G; where the failure links are part of the probing path p, and

G represents the subset where the failure links are not part of p.

By incrementally adding new probing paths to D, the iteration counter ¢ correspondingly in-
creases until the specified accuracy constraint is met. Within this framework, each set G; within
the evolving partition G; is associated with a corresponding set of potential fault conditions,
Q.. This algorithm aims to enhance probing accuracy by minimizing the cardinality of each
Q:.

Therefore, we propose a new metric to measure the quality of set partitioning, denoted as C'.

This metric is designed to meet two critical criteria for effective partitioning:

1. The first criterion focuses on minimizing the size of each subset G; within the partition G.
The rationale here is straightforward: smaller subsets facilitate more precise identification

of failures.

2. The second criterion emphasizes the need for an even distribution of elements across all
subsets |G;| within G. This uniformity is crucial as it prevents accuracy degradation that

could arise from specific subsets being disproportionately large.

With these requirements in mind, we define the metric C' as follows:

_ 1+0a(£(9))

9 =—5 (5.26)
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Where, £(G) represents the set of sizes of all subsets in G, i.e., £L(G) = {|G;| : G; € G}. The

function o calculates the standard deviation of these subset sizes.

A smaller value of C' indicates more optimal partitioning. It signifies that each subset in G
contains fewer elements and is more uniformly distributed among the subsets. This balanced
partitioning is key to improving the accuracy of the failure probing matrix, as it aligns with

both the minimization of subset sizes and the uniformity of element distribution across subsets.

However, the initial number of faults to be partitioned, denoted as L, is 2", which still
presents a substantial computational complexity. To effectively address this, we introduce
the distinguishability parameter [, as suggested by Peng et al. [28]. This parameter serves
as a practical constraint, limiting the number of concurrent faults considered in the network.
Specifically, # denotes the maximum number of faults that can occur simultaneously in the
network. By incorporating this constraint, the total number of fault scenarios to be partitioned
is significantly reduced to Zle (7) This reduction is based on the combinatorial principle,

considering only the fault combinations up to the maximum limit set by f.

It is important to note that in the context of our probing matrix analysis, the exact enumeration
of all possible fault scenarios is less critical. What’s crucial is ensuring that g is sufficiently
large to allow for continued partitioning of the fault set. This approach strikes a balance
between manageability and comprehensiveness: it retains enough scenarios to effectively reflect
the probing matrix’s detection capabilities while limiting the computational complexity to a

practical level.

The failure probing matrix construction algorithm, as shown in Algorithm 3, implements a
sophisticated approach to iteratively build an optimal probing matrix. The algorithm begins
with an initialization phase, where it generates the initial set of fault conditions () using the
LINKOR function. This function considers all possible fault combinations up to  simultaneous
faults, grouping these conditions into a single initial partition G. The probing matrix D is

initialized as empty and will be constructed incrementally through the subsequent iterations.

The core of the algorithm operates through a continuous iteration loop that persists until
the probing accuracy meets the required threshold A. During each iteration, the algorithm
systematically evaluates every candidate probing path p from the set R. This evaluation pro-
cess involves simulating how each potential path would partition the current fault sets and

calculating the resulting partition quality metric C'. This simulation has important physical
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Algorithm 3: Heuristic Failure Probing Matrix Construction Algorithm
Input: R: Set of candidate probing paths

B: Upper limit on the number of simultaneous faults that can be identified
A: Required accuracy

Output: Failure probing matrix D,

@ < LINKOR(R, /);

G« {Q}

3 D=0

while Accuracy(D) < A do

=

N

IS

5 for pe R do

6 G, < Divide G using p;
7 Cp —1+J|(g£‘(g));

8 end

9 p < argmin, . p Cy;

10 D+ DuU{p};
11 R+ R\ {p};
12 G < Gp;

13 end

14 return D;

implications, as each probing path essentially acts as a discriminator in the network, separating

fault conditions based on whether they affect the path’s performance or connectivity.

The path selection process represents a critical component of the algorithm, where it identifies
and selects the candidate path that yields the minimum C' value. This selection criterion has
significant physical meaning in the context of network diagnostics. The chosen path is one that
distinguishes between different fault conditions while creating the most balanced partition of
fault sets. In practical terms, this selection maximizes the diagnostic information gained from
each probe, ensuring efficient use of network resources. Once selected, this path is incorporated

into the probing matrix D and removed from the candidate set R to prevent redundant selection.

The algorithm’s computational complexity of O(m x k X n) encompasses multiple operational
aspects. The term m represents the number of iterations required to build the complete probing

matrix, k reflects the evaluations needed for each candidate path per iteration, and n corre-
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sponds to the operations necessary to process each path’s length. This complexity structure
ensures the algorithm remains computationally feasible while maintaining its effectiveness in

fault detection.

In the context of Algorithm 3, the index C' plays a crucial role in guiding the selection of new
probing paths until the set partitioning process is complete. Completeness in this case means
that each subset in G contains only a single element. As long as the partitioning is ongoing
(i.e., not every subset in G is reduced to one element), C' remains a valid and effective metric
for evaluating the potential improvement brought by each new probing path. However, it is
important to ensure that the algorithm does not terminate prematurely, which can occur if the
set becomes fully partitioned before satisfying the accuracy requirements. In other words, the
condition |G| < L£(G) should be met to prevent early termination of the iteration process. Our
experimental findings indicate that with g = 1, the cardinality of G tends to rapidly equate to
L(G), thereby hindering further iterations. Setting £ to 2 or 3 is typically sufficient to address

this issue, depending on the specific accuracy targets required.

5.2.2 Deep Reinforcement Learning-Based Failure Probing Matrix

Generation Algorithm

The heuristic algorithm discussed in the previous section is adept at iterative improvements,
selecting enhanced probing paths at each step. However, this method tends to converge on
local optima without assurance of reaching the global optimum due to inherent computational

complexity constraints.

While the algorithm is capable of producing an optimized failure probing matrix, there remains
a demand for solutions that edge closer to the optimum, especially in contexts where prob-
ing overhead is a critical concern. Reinforcement learning techniques have shown significant
promise in solving complex combinatorial optimization problems [143]. Therefore, this section
introduces deep reinforcement learning into the generation of the failure probing matrix, aiming

to achieve accuracy surpassing traditional algorithms.

Notably, the proximal policy optimization algorithm [97] has been identified as a more effective
and stable option than other reinforcement learning strategies, such as DQN, for these kinds
of optimization tasks [144]. Hence, we apply the PPO algorithm to constructing probing
paths. The application of PPO to probing path construction benefits from its policy stability
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feature, which is maintained by restricting the extent of policy modifications, facilitating quicker
optimization even in scenarios limited by sample availability. By integrating feedback based on
the C metric into the PPO algorithm, this strategy ensures the identification of probing paths

that contribute to a more refined and accurate failure probing matrix.

Although the above algorithm can generate relatively optimal failure probing matrices, re-
searchers still hope to find probing matrices closer to the optimum in certain cost-sensitive sce-
narios. Reinforcement learning methods have achieved remarkable success in solving complex
combinatorial optimization problems [143]. Therefore, this section introduces deep reinforce-
ment learning into generating failure probing matrices, aiming to surpass traditional algorithms’
accuracy. Related research shows the PPO algorithm is more effective and stable than others
like DQN for these problems [144]. Hence, we apply PPO to constructing probing paths. PPO
ensures policy stability by limiting policy change magnitudes and optimizing policies quickly
without much data. Our approach provides C' value-based feedback so PPO can find more

reasonable probing paths.

This chapter abstracts the issue as a corresponding environment to address the challenge of con-
structing a probing matrix using deep reinforcement learning techniques. Within this setting,
the actions undertaken by the algorithm involve making selections from a pool of candidate
fault detection paths with the goal of assembling a comprehensive probing matrix. However,
the solution space for this task is extremely large, characterized by an exponential number of
potential choices, leading to a significantly large action space for the deep reinforcement learn-
ing algorithm. This expansion of the action space becomes even more massive as the network

size increases.

An excessively large action space can adversely affect the deep reinforcement learning model’s
efficacy, complicating the algorithm’s ability to identify effective strategies [145]. This com-
plexity underscores the need for innovative approaches in algorithm design to navigate the
challenges presented by the vast action spaces typical of deep reinforcement learning applica-

tions in network fault detection.

To address the challenge of the expansive action space, this chapter introduces a refined re-
inforcement learning environment. This environment treats the construction of the probing
matrix as a sequential, multi-step problem. Such an approach allows the problem to be bro-

ken down into smaller, more tractable sub-problems. Within each step, the DRL strategy is
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tasked with selecting a single probing path to augment the current collection of paths. This
methodology substantially narrows the action space for each decision point, as the DRL model
evaluates individual probing paths rather than the entire spectrum of possible solutions. The
incremental nature of this selection process not only streamlines the decision-making landscape
but also enhances the DRL model’s learning efficiency by focusing on the stepwise improvement

of the probing path set.

Moreover, it’s important to note that while this approach to reducing complexity might po-
tentially negatively impact the final outcomes, subsequent experimental results have shown
that this method still achieves optimization results superior to traditional approaches. One
contributing factor to the success of this approach lies in our method of assigning rewards for
actions. Rewards are given at each step of the process and upon the completion of the final
probing matrix construction. This dual-phase rewarding system incentivizes the DRL model to
optimize both immediate and long-term outcomes, ensuring that each action taken contributes
positively toward constructing an effective probing matrix. This observation indicates a well-
calibrated balance between managing action space complexity and maintaining high-quality
solutions. By effectively handling the complexities of the action space, the DRL model demon-
strates enhanced learning capabilities, thereby surpassing traditional approaches in addressing

the probing matrix construction problem.

Building upon the aforementioned framework, this chapter presents a problem environment

characterized by state spaces, action spaces, and reward mechanisms, as detailed below:

State Space: The state space provides critical information required for every iteration of the
DRL strategy’s path selection decisions. Within this setup, the set of currently selected probing
paths is used as the state information, which is then fed into the policy model 7. The policy
model 7 identifies and incorporates a new probing path into the existing collection based on

the present state. Therefore, the state vector S € I**, is defined as follows:
S: (Sl,SQ,...,Sk), Sz € {0,1} (527)

In this equation, S; denotes the presence of the candidate probing path p; within the selected
path set, with S; = 1 signifying its selection and 0 its absence. The variable £ counts all

candidate probing paths.
Action Space: After simplification, the action space in this environment at each step is the
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probing path selected by the strategy = during that step. The selection is represented directly
by the index number of the candidate probing paths. Thus, the action space A can be formalized

as a discrete set of integer actions:

A=i, ie{l,2,...k} (5.28)

Reward: In deep reinforcement learning methods, rewards and penalties are crucial compo-
nents for providing feedback on strategy performance. However, designing an effective reward
function for real-world problems is inherently complex. Due to the diversity in problem complex-
ity and characteristics, there can be significant variation in reward function design, presenting
certain challenges. This environment’s rewards can be divided into two parts: 1) single-step
rewards obtained after each action step and 2) final rewards received upon completing a stage

and achieving a set of probing paths that meet the requirements.

o Single-step reward: After completing each output action step, the reward algorithm first
penalizes the selection of repeated probing paths because such paths are meaningless
for probing. In this case, the reward algorithm directly issues a large negative reward
value (i.e., penalty) and terminates the task. For each unique probing path, the reward
algorithm also gives a small penalty to encourage the learning strategy 7 to continue

exploring until the probing matrix reaches the desired size.

e Final reward: We use the proposed index C' for the reward at the end of each stage.
However, since C' is inversely related to detection effectiveness (i.e., smaller C' values
correspond to better detection outcomes), and deep reinforcement learning strategies 7
converge towards maximizing reward values, this section utilizes the reciprocal of C' as

the final reward value.
1 G|

W=~ 15.1©)

(5.29)

This structured approach to defining the state space and action space and designing rewards and
penalties is tailored to guide the DRL model efficiently through the probing matrix construction
process. By systematically evaluating and expanding the probing path set, the model leverages
the current configuration to inform subsequent selections, ensuring the strategy evolves with
an understanding of which paths most effectively contribute to the matrix’s refinement. Si-

multaneously, by incentivizing the exploration of new paths and penalizing redundancies, the
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Figure 5.2: The training process of the PPO-based PMC algorithm.

DRL strategy is encouraged to continuously refine its approach, aiming for an optimal balance
between thorough exploration and the overall efficiency of the probing matrix. This compre-
hensive methodology ensures that each step the DRL model takes is deliberate and informed,

maximizing the potential for achieving a highly effective and accurate probing matrix.

As depicted in Figure 5.2, the training process showcases how the designed reward mechanism
propels the DRL strategy towards selecting probing paths that lead to a higher final reward
R. Uniquely, this scheme abstains from using the reward R at intermediate steps and refrains
from implementing a discount rate during these phases. The rationale behind this approach is
the model’s prioritization of the final outcome over the specifics of the intermediate process.
Such a strategic focus significantly reduces the risk of converging on local optima, a challenge
often encountered with the heuristic algorithm discussed in the preceding section. This method
ensures that the DRL strategy maintains a long-term perspective, optimizing for the most

effective and efficient probing matrix configuration by the end of the training process.
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5.3 Experimental Evaluation and Discussion

This section begins by validating the accuracy of the theoretical model proposed in this chapter.
Through simulation experiments, we assessed and verified the predictive outcomes of the model.
The experimental results demonstrate a high degree of fit between the theoretical model and
the actual simulation outcomes. This indicates that the theoretical model for fault detection
accuracy proposed in this chapter can effectively reflect the fault detection results and provide
a theoretical foundation for subsequent research. Furthermore, this section conducts a per-
formance evaluation of the two fault detection matrix generation algorithms proposed in this
chapter. By analyzing the experimental results under various parameters, this section explores
the applicability of these two algorithms. Depending on the specific requirements of different
real-world problems, data center network administrators can choose the appropriate algorithm

based on its characteristics.

The experimental findings demonstrate the feasibility and effectiveness of the theoretical model
and the probing matrix construction algorithms presented in this chapter. This lays a solid

theoretical and technical groundwork for future research and applications in the field.

5.3.1 Experimental Setup

To evaluate the performance of the two failure probing matrix construction algorithms we

proposed, a simulation platform was constructed for experimental assessment.

A Python-based simulation platform was developed to evaluate the detection accuracy of the
probing matrices generated by the PMC algorithm. The evaluation process on this platform

proceeds as follows:
1. Generate a Fat-Tree network topology with a specified link failure rate q.

2. Execute the provided PMC algorithm to generate the corresponding probing matrix, and

deploy related agents on appropriate edge servers.
3. Run detection agents on edge server nodes to transmit probe packets.
4. Apply the PLL algorithm to locate failures based on the collected probe data.

5. Compare the inferred link failures with the actual link failures to calculate metrics such

as detection accuracy.
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Additionally, to simulate a more realistic probing topology, this chapter also employs the NS3
network simulator to construct a similar experimental environment. Within NS3’s network
topology, the transmission and reception processes of probes on edge servers are simulated.
After receiving packets, the receiving agents built on destination nodes summarize the results
and send them to the PLL algorithm for fault localization. NS3’s forwarding model closely
mirrors actual data center network nodes, thus better evaluating the chapter’s algorithms in

real-world scenarios.

This experiment uses deTector[28] and PSD[56] as benchmarks, as they are leading algorithms
in end-to-end fault localization. The PSD algorithm does not involve the § parameter, and its
default parameters are used in subsequent evaluations. We have improved upon deTector in
several vital aspects, including theoretical analysis, superior metrics, and a solution based on
DRL. By comparing them with deTector and PSD, the algorithms proposed in this chapter are

able to demonstrate their respective advantages.
The simulation platform in this chapter and other related experiments are all executed on a

workstation equipped with an Intel Core i7-8700 processor and 32GB of memory. The detailed

simulation parameters are listed in the following table.

Table 5.2: Simulation parameters.

Parameter Value
Network Topology Fat-Tree (k=4)
Number of Pods 2
Total Nodes 36
Number of Links 48
Number of Edge Servers 16
Candidate Probing Paths 128
Selected Probing Paths 1-20
Link Failure Rate ¢ 0.05, 0.1
Identificability g 2,3
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5.3.2 Theoretical Model

This experiment leveraged a k& = 4 Fat-tree network topology featuring two pods and 128
candidate probing paths to validate the proposed theoretical model under varying conditions
of link failure rates. The corresponding probing matrices were generated using Algorithm 3
and evaluated across different sizes (from 1 to 20 probing paths) using the PLL algorithm. The
comparative analysis of theoretical predictions and simulation outcomes, as depicted in Figures
5.3 through 5.5, illustrates the fidelity of the proposed model in accurately reflecting real-world

fault detection and localization scenarios.
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Figure 5.3: The comparison of theoretical and simulation values of the detected failure rate

(accuracy) in Eq. (5.17) with different link failure rates.
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Figure 5.4: The comparison of theoretical and simulation values of the undetected failure rate

in Eq. (5.17) with different link failure rates.

The results shown in the figure demonstrate that the simulation values (detection rate, un-

detected rate, and false alarm rate) under different link failure rates (¢ = 0.05 and ¢ = 0.1)
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Figure 5.5: The comparison of theoretical and simulation values of the misreported failure rate

in Eq. (5.17) with different link failure rates.

closely match the theoretical values provided by equation (5.17). This indicates that the model
proposed in Section 5.1 can accurately reflect the outcomes of fault detection and localization
under a given network topology and failure probing matrix. This correlation demonstrates the
model’s capability to serve as a reliable predictor for fault detection and localization effective-

ness within specified network configurations and probing matrix parameters.

5.3.3 Heuristic PMC Algorithm

To evaluate the efficiency of the PMC algorithm based on the metric C' proposed in this chapter,
this section first compares the accuracy of the failure probing matrices obtained when selecting

probing paths using two different metrics (AA and C') in Algorithm 3.
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Figure 5.6: The accuracy results when using different indicators in Algorithm 3.
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As illustrated in Figure 5.6, the accuracy levels produced by applying AA and C' as evaluation
indicators and running the fault detection algorithm are remarkably close under the same
link failure rate. Furthermore, the accuracy trends of the two failure probing matrices are
also consistent. This demonstrates that our proposed metric C' effectively reflects changes in
detection accuracy and can accurately represent the contribution of each probing path to the

final accuracy.

Next, this section evaluates the performance of the heuristic PMC algorithm proposed in Section

5.2.1 and compares it with previous work deTector[28] and PSD[56].
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Figure 5.7: The comparison of theoretical accuracy of the proposed algorithm and deTector in

different identificability 5.
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Figure 5.8: The comparison of theoretical undetected failure rate of the proposed algorithm

and deTector in different identificability (.

The performance and differences in theoretical values between Algorithm 3, deTector and PSD,

as outlined in Equations (5.18), (5.19), and (5.20), are depicted from Figures 5.7 to 5.9. The
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Figure 5.9: The comparison of theoretical misreported failure rate of the proposed algorithm

and deTector in different identificability f.

results indicate that the heuristic PMC algorithm proposed in this chapter overall outperforms
the PMC algorithm in deTector and PSD. Specifically, compared to the deTector and PSD,
Algorithm 3 achieves higher accuracy and lower false-negative and false-positive rates under the
same number of probing paths. It is noteworthy that the advantages of the algorithm presented
in this chapter become more pronounced when the number of probing paths is not saturated.
This implies that, in scenarios with limited probing resources, utilizing this algorithm can yield

superior detection results with a limited number of probing paths.

In addition to the aforementioned theoretical comparisons, this section also simulates failure
probing scenarios in data center networks to evaluate the detection performance of Algorithm 3,
deTector and PSD. These two algorithms’ simulation experiments were conducted in numerical
simulation and an NS3-based discrete event network simulator. To ensure fairness of com-
parison, the same failure localization algorithm, PLL, was adopted for both algorithms. This
algorithm can effectively locate failed links based on the statistical results of failure probing,

making it suitable for deployment in data center networks.

In numerical simulations, this section uses two algorithms to generate failure probing matrices
with different numbers of probing paths. Based on the generated failure probing matrices,
simulated probing agents are generated. The simulation generates corresponding faulty paths
according to the link failure rate parameters. The probes sent by the simulated probing agents
produce probing results for each path based on the link failure situations along that path.
Finally, the PLL algorithm synthesizes and analyzes the aforementioned probing results to infer

the faulty links. The accuracy results obtained from the numerical simulation are presented in
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Figure 5.10: The comparison of the numerical simulated failure localization accuracies of the

two algorithms in different identificability 5.

Figure 5.10, providing a comparative analysis of the proposed method with deTector and PSD.

To verify the effectiveness of the proposed algorithm in real data center networks, this section
also implements the entire process of probing matrix construction, probe agent deployment,
and fault localization algorithm in the NS3 network simulator. Specifically, a data center net-
work topology was first constructed in NS3, and two types of probing matrices were generated
using different matrix generation algorithms, corresponding to respective probing paths. Sub-
sequently, each probe agent deployed a probing program that sent probe packets according to
the pre-generated probing paths and recorded the results of each probe packet on the receiving
agent. Finally, all probe results are collected in the controller, where the PLL algorithm is
used for fault localization. The experimental results shown in Figure 5.11 demonstrate that,
compared with the deTector and PSD algorithm, the proposed algorithm achieved better fault

detection accuracy in actual data center networks.

These experiments presented above demonstrate the proposed algorithm’s significant improve-
ments in fault detection accuracy. As the number of probing paths increases, the proposed
algorithm’s detection accuracy improves faster. Additionally, compared to deTector and PSD,
the proposed algorithm can achieve similar detection accuracy with fewer probing paths, which

implies that the algorithm can reduce overall probing overhead.

Notably, the choice of the distinguishability parameter [ also impacts the accuracy of the

selected fault detection matrix. The accuracy curves for f = 2 and 3 = 3 are nearly identical
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Figure 5.11: The comparison of the NS3 simulated failure localization accuracies of the two

algorithms in different identificability .

initially. However, as the number of paths exceeds 15, the curve for § = 2 levels off, whereas
the curve for f = 3 continues to grow. Investigation of the fault detection process revealed
that this occurs because when the number of paths exceeds 15, all fault sets in the algorithm
using § = 2 have been completely partitioned, leaving only one unique element in each set.
Thus, the number of sets cannot enhance subsequent path detection choices. In contrast, with
£ = 3, there are more elements in the partitioned sets, which allows further division even as the

number of paths increases beyond 15, thereby guiding the algorithm’s probing path selection.

This provides insights for selecting an appropriate value of 3. Specifically, the value of § can
be determined based on the accuracy requirements for the given scenario. Under a certain
accuracy requirement, a smaller § value that satisfies the accuracy goal is preferable, as it

reduces the overhead associated with deploying probing agents and probing bandwidth.

5.3.4 DRL-based PMC Algorithm

This section evaluates the fault localization accuracy of the PMC algorithm powered by a deep
reinforcement learning model, as proposed in this chapter. The primary objective of utilizing
deep reinforcement learning is to enhance the final localization accuracy, aiming to approximate
the global optimum closely. Therefore, the DRL-based PMC method proposed in this chapter
focuses on improving the final reward value in Eq. (5.29) without considering intermediate

values as optimization targets.
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Table 5.3: Comparison of the accuracy of the three algorithms under different 5 values and

number of probing paths.

Accuracy Accuracy

(8 =2, paths = 10) (8 = 3, paths = 15)

PMC Algorithm

deTector PMC algorithm [28] 63.68% 83.19%
PSD Algorithm [56] 63.23% 80.01%
Heuristic PMC algorithm 72.13% 85.87%
DRL-based PMC algorithm 73.01% 86.68%

The final accuracy comparison of the four algorithms is shown in Table 5.3. The data from
the table illustrates that under the same number of probing paths and S values, the DRL-
based PMC algorithm can find a failure probing matrix closer to the optimal solution than
other algorithms. This indicates that using the DRL-based PMC method can achieve superior

detection outcomes under extremely constrained probing conditions.

It’s important to note that although the PMC algorithm based on deep reinforcement learning
can find a better probing matrix, it also requires longer training times compared to traditional
heuristic algorithms. However, considering the vast solution space of this problem, deep rein-
forcement learning is still an efficient method. For instance, in a Fat-tree network topology with
only 128 candidate probing paths, the complexity of finding the optimal failure probing matrix
containing ten probing paths from these candidates is as high as (11208) ~ 2 x 10*. The com-
plexity further increases exponentially when trying to find 15 or even 20 probing paths. This
implies that, even for such a complex combinatorial problem, the DRL-based PMC algorithm

can find a near-optimal probing matrix that is closer to the global optimum than traditional

methods after several hours of training.

Additionally, it is imperative to emphasize that the inference time is significantly shorter com-
pared to the pre-training time. Therefore, a fully trained DRL model is highly efficient in
generating fault detection matrices. This efficiency during the inference phase makes the DRL-
based approach particularly attractive for real-time or near-real-time applications where the
speed of generating or updating fault detection matrices is crucial despite the upfront invest-

ment in training time.
In this experiment, a comparative study was conducted between two widely used deep rein-
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Figure 5.12: The training performance comparison of PPO and DQN-based PMC algorithms.

forcement learning algorithms: PPO and DQN. Despite both being popular in the realm of deep
reinforcement learning, they exhibit notable differences in performance across various types of
problems. As depicted in Figure 5.12, the PPO algorithm outperforms the DQN algorithm

regarding learning speed, fluctuation levels, and the final normalized reward obtained.

Specifically, compared to DQN, the PPO algorithm demonstrates a faster rate of learning
growth, meaning it achieves higher performance levels within the same training duration. This
is crucial because a shorter learning process translates to reduced training costs and an increased
operational frequency of the algorithm. Additionally, PPO exhibits less fluctuation, indicating
higher stability throughout the training, which directly impacts the model’s reliability. Lastly,
the final normalized reward achieved by the PPO algorithm significantly surpasses that of
DQN. In this experiment, the final reward of the DQN algorithm is only about 60% of that
PPO achieves, further showcasing PPO’s distinct advantage in solving complex combinatorial

optimization problems.

The superior training performance of PPO compared to DQN can be attributed to several
key factors. First, PPO demonstrates higher sample efficiency than DQN. This is primar-
ily because PPO can reuse previous experiences at each update step rather than discarding
them outright, like DQN. Second, PPO maintains stability by limiting the magnitude of pol-
icy updates and avoiding large updates that could potentially harm performance. Finally,
PPO’s parallel processing capabilities provide better adaptability when handling multi-task

and large-scale problems. Therefore, choosing PPO as the algorithm to address the complex
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combinatorial optimization problem in this research not only effectively solves the problems
but also gains theoretical backing. This further verifies that the decision to select PPO in this

chapter is based on its clear advantages over DQN across various metrics.

Throughout the training process, completing 1000K steps of PPO training took approximately
2 hours on an Intel Core i7-8700 workstation with 32GB of RAM, using only the CPU. Since
reinforcement learning typically employs smaller neural networks, the performance gains from

using a GPU would be negated by the communication overhead between the CPU and GPU.

Our experimental results demonstrate the effectiveness of the proposed solutions. The results
show that our theoretical model is consistent with actual scenarios, and both our heuristic
algorithm and DRL-based PMC algorithm outperform other methods. But our algorithms still

exhibit certain limitations and drawbacks.

The DRL-based algorithm delivers superior detection performance, achieving higher accuracy
with equivalent probing overhead or reduced probing overhead with the same target accuracy.
In contrast, the heuristic algorithm provides expedited construction speed but slightly lower
detection performance. As a result, these two algorithms cater to distinct application scenarios.
When probing overhead is highly sensitive and a smaller probing matrix is desired, the DRL-
based algorithm should be employed given the same target accuracy. On the other hand,
when the construction speed of the probing matrix is prioritized and its size is less critical, the

heuristic algorithm should be selected.

Additionally, scalability remains a significant limitation for both algorithms. As the size of data
center networks increases, the matrix construction speed of these methods still has considerable

constraints. Further research is warranted in this area.

In summary, the heuristic PMC algorithm and the DRL-based PMC algorithm proposed in
this chapter are suited for different usage scenarios. For given target accuracy, in scenarios
extremely sensitive to fault detection costs, the DRL-based PMC algorithm should be chosen
because it can provide a detection matrix with higher accuracy for the same detection cost.
On the other hand, if the target scenario has higher requirements for the speed of generating
detection matrices and is relatively insensitive to detection costs, the heuristic PMC algorithm
proposed in this chapter is more appropriate because it can deliver high-accuracy detection

matrices in a shorter time frame.
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5.4 Summary

This chapter first models the end-to-end proactive failure detection method and proposes a
theoretical model for detection accuracy given the network topology and probing matrix, filling
a gap in theoretical analysis in this field. Subsequently, an alternative metric C' for evaluating
the effectiveness of detection matrices is designed, and based on this metric, a novel heuristic
fault detection matrix generation algorithm is introduced. The evaluation results indicate
that the new algorithm, focusing on improving AC' at each selection step, can achieve the
specified accuracy faster than previous algorithms. This chapter also explores integrating deep
reinforcement learning into the fault detection matrix construction problem. The DRL-based
algorithm enhances the final detection matrix’s accuracy by providing feedback on the balance

of set partitioning to the policy model.

Both algorithms are experimentally evaluated through numerical simulations and simulations
based on the NS3 simulator. The results demonstrate that the DRL-based algorithm can
identify more optimal fault detection matrices than previous methods. Lastly, the chapter
discusses how the proposed fault probing matrix construction algorithms are suited for different

application scenarios, aiming for higher detection accuracy or faster construction speed.

In conclusion, this chapter contributes significantly to the field by providing a solid theoreti-
cal foundation for active fault detection methods and introducing innovative algorithms that
improve upon traditional approaches. By leveraging heuristic and deep reinforcement learning
strategies, it offers versatile solutions tailored to specific operational needs, paving the way for

more effective and efficient fault detection in complex network environments.

This chapter presents a fault detection matrix construction algorithm that reduces the detection
overhead and enhances the accuracy of fault detection and localization in data center networks.
To achieve a high fault-tolerance capability in data center networks, it is necessary to detect
and localize faults and respond to them appropriately. In the next chapter, we will explore and

introduce algorithms capable of efficient traffic scheduling in the scenarios of faults.
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Chapter 6

DRL and GNN-based Fault-aware
Flow Scheduling Method for Data

Center Networks

With the exponential generation of massive amounts of data and increasing demands for large-
scale information processing, the capabilities of a solitary server no longer suffice to meet today’s
demand. Data centers leverage specific network topologies to bring together an enormous
number of server resources to provide powerful computing capability, ample storage capacity,
and bandwidth for high-speed transmission [146]. This consolidation enables the processing of
big data. Over the past decade, data centers have become pivotal infrastructures underpinning
the modern, Internet-driven information era. A wide range of online services and applications,
such as video streaming[147], AI platforms [148] and more, are supported by data centers. The
growth of these services and applications has led to a surge in data storage and access demand.
Researchers must devise efficient traffic scheduling methods to meet these access demands to
minimize network transmission latency and response time. Thus, the challenge of orchestrating

network traffic distribution has gained increased research attention [149].

In addition, as data center networks continue to expand in size, issues associated with network
failure have become increasingly unavoidable [150]. While traditional survival strategies and
failure recovery mechanisms exist, they often operate on longer timescales and focus primarily
on connectivity restoration rather than performance optimization. Modern data center appli-

cations, particularly those requiring real-time processing or low-latency responses [151]-[153],
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demand more sophisticated approaches that can maintain service quality during the failure

recovery process.

For instance, while fast failover mechanisms can reroute traffic around failed components within
milliseconds, they typically use pre-computed backup paths that may not account for current
network conditions or ongoing traffic patterns. This can lead to suboptimal resource utilization
and potential congestion, especially in scenarios with multiple concurrent failures or during
high-traffic periods. Furthermore, traditional recovery mechanisms often prioritize connection
restoration over performance optimization, potentially leading to degraded service quality even

after basic connectivity is restored.

Therefore, while existing failure recovery mechanisms provide essential basic resilience, there

remains a crucial need for intelligent traffic scheduling that can:
e Dynamically optimize flow distribution during the recovery process.
« Balance network load across available paths while accounting for current traffic patterns.

o Maintain application-specific performance requirements even under degraded network

conditions.

o Proactively adjust traffic distribution to prevent congestion in surviving network seg-

ments.

However, traffic scheduling in data center networks poses a complex online decision-making
challenge. The integration of fault scenarios increases these complexities, making many con-
ventional methods unable to generate adequate results. Traditional traffic scheduling methods
rely heavily on heuristic algorithms, requiring the algorithm designers to have a comprehensive
understanding of the traffic load and network circumstances within the data center in order to
achieve an appropriate scheduling strategy [154]. The emergence of software-defined networking
technology[26] offers a potential solution to address this problem more efficiently and compre-
hensively. The centralized decision-making approach of SDN technology facilitates the imple-
mentation of traffic scheduling algorithms based on SDN, which enables more efficient methods
for network resource allocation and management. As a result, the adoption of SDN technology
provides better flexibility and diversity in the scheduling of traffic routing, thereby enabling
the quality of network services. Moreover, SDN employs a design paradigm that separates the

control plane from the data plane, meaning that the decision-making layer of the network is no
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longer scattered across underperforming switches but centralized on general-purpose controller
servers. This transition empowers network designers to assign robust general-purpose com-
puting resources and dedicated acceleration devices to controllers [155], as well as to reduce
excessive computational overheads. Even with the utilization of multi-controller technology
[156], the hardware cost is significantly reduced compared to the cost of replacing and upgrad-

ing switches in conventional networks.

On this basis, optimization methods with high computational demands, such as deep reinforce-
ment learning, have been used in software-defined data center networks. The breakthroughs
achieved by DRL in diverse fields have paved the way for innovative approaches to traffic
scheduling problems within data center networks. In general, DRL aims to develop algorithms
and models that are capable of learning directly from data to make decisions without follow-
ing predetermined heuristic rules. Currently, DRL is recognized as one of the most advanced
frameworks for dealing with sequential decision-making problems [157]. Its effectiveness has
been emphatically demonstrated across different applications and applied to various real-world
scenarios, including those related to network optimization. However, many contemporary traf-
fic scheduling techniques based on DRL [79] overlook the influence of faults on the scheduling
algorithm. Most of the sophisticated DRL-based network optimization models suffer from lack-
ing generalization [158]. Therefore, changes in topology can lead to performance drops under
faulty conditions. The main reasons behind this are that DRL’s neural networks—which are
based on conventional fully connected or convolutional neural networks—are not well-suited
to learning the nuances of graph structures, especially those associated with dynamic network

topologies.

Recently, graph neural networks have attracted the attention of researchers and have been used
in DRL. GNNs are now a vital tool for manipulating graph data structures since they are an
effective deep learning model for non-Euclidean graph structures [159]. The fundamental idea of
GNN is to use deep learning models for processing complicated graphical data through iterative
processing [160]. GNNs are suitable for data center networks since the network topology is
naturally a graph structure. GNNs in DCNs are able to exploit the spatial information in
network topologies and exhibit cross-topology generalization capabilities [161]. The capability
also enables GNNSs to efficiently detect and react to network topology changes caused by faults.

In this chapter, we propose an approach that combines deep reinforcement learning with graph
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neural networks to optimize traffic scheduling in the presence of faults. First, a theoretical
analysis was conducted of the challenges associated with traffic scheduling in data center net-
works under fault scenarios. This analysis led to the development of a suitable mathematical
model and the formulation of an optimization problem. Given the intricate complexity of this
problem, this chapter presents an approach that combines message-passing neural networks
with DRL. The proposed approach leverages the generalization ability of graph neural net-
works across different topologies, enabling this approach to effectively handle changes in the

network caused by faults during the scheduling process.
Specifically, the main contributions of this chapter are as follows:

1) This chapter presents a theoretical analysis of the traffic scheduling challenges in data center
networks under fault scenarios. This chapter derives mathematical models and formulates the

optimization problem of fault-aware traffic scheduling.

2) This chapter presents a novel approach that combines MPNN with DRL to address the issue
of fault-aware traffic scheduling in data center networks. We provide a comprehensive overview

of the system architecture, environment setting, model structure, and training process.

3) We trained and evaluated our fault-aware traffic scheduling algorithm. Compared to other
DRL-based algorithms, the proposed method increased the flow completion rate in faulty sce-

narios by over 12%, reducing the average packet loss rate by approximately 76%.

The rest of this chapter is organized as follows. Section 6.1 provides a theoretical analysis of the
fault-aware traffic scheduling problem, proposing its system model and problem formulation.
Section 6.2 describes in detail the architecture and specifics of our proposed method. Section
6.3 evaluates our method, demonstrating its performance improvements compared to other

DRL-based methods. Finally, Section 6.4 concludes this chapter.
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6.1 System Model & Problem Formulation

In this section, we construct a mathematical model and provide an analysis of the problem
of fault-aware traffic scheduling in data center networks. Based on the proposed model, we

formulate the corresponding optimization problems.

6.1.1 System Model

The traffic scheduling algorithm proposed in this section relies on the software-defined network-
ing architecture, where the forwarding decision in the network is made by a central controller,
and the switches are standard OpenFlow switches. The centralized controller can be inde-
pendently deployed on separate servers, providing powerful computational resources to run
reinforcement learning-based traffic scheduling algorithms. The architecture of the system is

shown in Fig. 6.1.

In this system, the SDN controller connects to the OpenFlow switches in the data plane through
its southbound interface (OpenFlow) and dynamically collects network topological structure
and switch statistical information. Various controller applications interact with the SDN con-
troller through the northbound interface. The controller applications serve various purposes,
including data collection, path selection, and load balancing. Controllers can be endowed with
varying capabilities by implementing distinct applications. In the proposed system, we deploy
traffic scheduling applications to enable controllers to collect network data and make optimized

scheduling decisions.

To analyze fault conditions and traffic scheduling in data center networks, we first define the
topology of a data center network. The topology of a data center network can be modeled
as a typical graph consisting of a set of nodes and a set of edges. We can define it using the
following formula:

G=(V,E) (6.1)

where V' is the set of all nodes in the topology, representing the various network devices (in-
cluding switches, servers, etc.); and F is the set of all edges in the topology, representing the

links between the different network devices in the data center network.

We then model the faults in data center networks. Faults can be categorized into two types:

node faults and link faults. From the perspective of network data transmission, a node fault
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Figure 6.1: The system architecture of the proposed flow scheduling method based on GNN
and DRL.

can be equivalently considered as all links connected to the faulty node failing simultaneously
[162]. Therefore, node faults can also be modeled as link faults to simplify the system model.
We define a function Z(e,t) to describe the fault status of link e in the network topology at

time ¢t. The function is defined as:
1, if link e is faulty at the time ¢,

Z(e,t) = (6.2)
0, otherwise.

We propose to use a Markov chain to describe the dynamic behavior of Z(e, t). In this Markov-
chain-based model, each edge e can be in one of two states: normal (0) or faulty (1). The state

transitions are controlled by the following parameters:
o Fault rate A(e): The probability of transitioning from a normal state to a faulty state
o Recovery rate u(e): The probability of transitioning from a faulty state back to a normal
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Table 6.1: Notation Definition.

Symbol || Definition

G Graph formed by the data center

network topology

Set of nodes in the topology

Set of edges in the topology

Z(e,t) || Fault status of edge e at time ¢

7(e) Duration of the fault on edge e

Ae) Fault rate of edge e

p(e) Recovery rate of edge e

N Number of flows
F Set of all flows
dy, Data rate demand of flow f;

Ce Link capacity of edge e

P(f;) Set of all optional paths for flow f;

S(f) Selected path for flow f;

X Completion status of flow f;

Y; Packet loss rate of flow f;
ts(fi) Start transmission time of flow f;
te(fi) End transmission time of flow f;

state

Thus, the state transition diagram of this Markov chain is as follows:

0 &2 (6.3)

Correspondingly, Z(e,t) can be characterized by the following probability-generating function
(PGF):
Pyey(2) = po(t) + pr(t)2 (6.4)

where,
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 po(t) signifies the likelihood of edge e being normal at time ¢ (i.e., Z(e,t) = 0),
« pi(t) denotes the likelihood of edge e being faulty at time ¢ (i.e., Z(e,t) = 1).

As for the duration of the fault, this model defines 7(e) to represent the sustained duration
of the failure on link e. The exponential distribution is a common model for the distribution
of fault durations. Therefore, we assume that 7(e) follows an exponential distribution with
parameter ju(e):

7(e) ~ Exponential(u(e)) (6.5)

In this way, this fault-aware model uses two variables, Z(e,t) and 7(e), to describe the fault
conditions in the network. We can adjust the parameters A(e) and p(e) to adapt to different

network conditions and fault patterns.

Now we consider the flow scheduling model in the network. We define the set of all flows in the

network as F', and the total number of flows as N. Thus, F' is denoted as follows:

F= {f17f2,--~,fN} (6-6)

Each flow f; € F' has a corresponding data rate demand, which we denote as dy,. Correspond-
ingly, the link capacity of each link e can be defined as c.. In this system, the transmission and
forwarding procedures of the flow are affected by faults. Therefore, regarding the association
characteristics between faults and links, as well as the temporal correlation features of faults,

we introduce the following parameters for the flow:

o P(f;): The set of all candidate forwarding paths for flow f; without considering faults.
Each path p consists of multiple links e.

o t4(fi) and t.(f;): The start and end transmission times of flow f;.

Then, we define Sy, ,, as the decision variable. That is, when Sy, , = 1, the path p € P(f;) is
chosen as the final forwarding path for the flow f;. Conversely, when Sy, , = 0, it indicates that
path p is not chosen. We define the selected path as S(f;). Accordingly, the formula for the

decision variable § is:
S :,R’(fiac&dpr(fi)) (67)

R represents the scheduling algorithm that needs to be designed. This algorithm R chooses
one path from all available paths of the flow f; as the final forwarding path according to link
capacities ¢, flow demand dy, and candidate paths P(f;).
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6.1.2 Problem Formulation

The quality of the forwarding path chosen by algorithm R dictates the efficiency and reliability
of the network. To evaluate algorithm R, this model focuses on two essential metrics: flow

completion rate and average packet loss rate.

The flow completion rate X is defined as the ratio of flows where all packets are successfully
transmitted from the source node to the destination node among the total number of flows.

This can be expressed as:
|
X =— X; 6.8
¥ Z:; (6.8)

Where,

1, it Y9 Z(e,t)dt = 0,Ve € S(f,),

0, otherwise.
In other words, the flow f; is deemed successful only when its selected path S(f;) remains

fault-free throughout the active duration of f;.

The average packet loss rate Y is defined as the average packet loss rate for each individual

flow. It is defined as:
1
Y==-> Y (6.10)
Where,

1 te(fi)
v —/ a Z(e,t)+ 8 | dt (6.11)
te(fi) = ts(fi) Jup) g(;)

In this context, we adopt a simplified model for packet loss. Under this assumption, every
fault link is expected to increase the packet loss rate. Here, a denotes the coefficient that
encapsulates the impact of faults on the packet loss rate, and  represents the baseline packet
loss rate, which is the packet loss rate when no faults are present. To accurately reflect the
real-world packet loss rate, the values of parameters a and § must be calibrated and validated

based on actual network data and observations.

Among the two metrics in Eq. (6.8) and Eq. (6.10), the flow completion rate serves as a positive
gauge: a higher value suggests better network efficiency and service level. Conversely, the
flow’s average packet loss rate is a negative gauge, with a lower value indicating fewer network

disturbances (such as congestion and packet loss), hence reduced performance degradation and
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instability. This model combines these two metrics and proposes the following optimization

problem:

max X-Y (6.12)
st. Y Spp,=LVfeF (6.13)

PEP(fi)

Y Y Sppxdy, <ce, Ve €p,Vp e P(f) (6.14)

Ji€F peP(fi)

te(fi)
/ > Z(et)=0,VfieF (6.15)
ts(fi) ees(fz)

The constraint (6.13) ensures that each traffic demand is restricted to selecting a single path.
Constraint (6.14) ensures that the total data rate assigned to the link does not exceed its
capacity. Lastly, constraint (6.15) restricts that the chosen path should not encompass any

fault-aware links during the transmission duration (¢s(f;) ~ t.(f;)) of the flow.

Solving this complicated problem using conventional optimization methods is considerably dif-
ficult, especially given the challenge of accurately modeling processes such as packet loss during
forwarding. This chapter advocates for the use of deep reinforcement learning to resolve this
issue. Specifically, we leverage neural networks to approximate the relationship between opti-

mization objectives and policies in the deep reinforcement learning framework.

6.2 System Framework

This section introduces a traffic scheduling approach for software-defined data center networks.
This approach leverages both graph neural networks and deep reinforcement learning to address

the fault-aware data center network traffic scheduling problem discussed in the previous section.

6.2.1 Controller Applications

As mentioned in the last section, we deploy corresponding applications on the controller to
implement traffic scheduling functions. As shown in Fig. 6.2, the proposed system mainly

involves the following applications:

o The State-sensing application and the topology-sensing application are used to

collect relevant statistical information and network topology structure from the data
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Figure 6.2: The controller applications in this system.

plane.

e The Reinforcement learning decision application uses the node statistics and net-
work topology structure provided by the state-aware and topology-aware applications to
run pre-trained graph neural networks and deep reinforcement learning models, producing

the corresponding traffic scheduling decision results.

o The Scheduler application distributes and installs flow tables on the related OpenFlow
switches according to the forwarding decision from the reinforcement learning decision

application.

The critical part of the proposed method lies in the application of reinforcement learning for
decision-making. This application uses a model structure combining MPNN and PPO, which
makes flow scheduling decisions based on the current state of the network and the characteristics
of the flow. Compared to previous DRL flow scheduling algorithms, the main feature of this
method is the introduction of MPNN as a pre-feature extractor for the PPO algorithm. MPNN
takes network topology and node statistics as input and broadcasts the features on nodes to
their adjacent nodes through message passing. After several rounds of message passing, the
relevant features on nodes will gradually propagate to other nodes across the network topology.
A significant advantage of this graph neural network structure is that it can adapt to different

network topologies.
Therefore, the workflow of this system is as follows:

1. The OpenFlow switches use the southbound interface to connect to the SDN controller

during network operation. They then periodically report the state of the network, includ-
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ing various switch statistics, to the state-sensing application within the SDN controller.
The topology-sensing application detects the current network topology using probe pack-

ets, providing fault-aware capabilities to the model.

2. The OpenFlow switches will report to the SDN controller whenever a new flow needs to
be scheduled in the network. The controller then runs the reinforcement learning decision

application to make a schedule decision for this flow.

3. The reinforcement learning decision application makes scheduling decisions based on node
statistics from the state-sensing application and network topology from the topology-
sensing application. It first uses MPNN for node feature embedding, then passes the
embedded features to a pre-trained PPO model for reinforcement learning inference, ul-

timately obtaining the decision.

4. The reinforcement learning decision application sends the scheduling decision to the sched-
uler application. Then the scheduler application schedules data plane traffic through the
interface of the SDN controller.

6.2.2 DRL Environment

The deep reinforcement learning scheduling model serves as the core component of our ap-
proach. The rationality of the results inferred by this model determines the traffic scheduling
performance. Therefore, we need to carefully design the training environment, reward, and

training parameters of this model to achieve better model performance.

In reinforcement learning, an agent interacts with the environment through states, actions, and
rewards. The agent takes action a corresponding to state s, and then obtains the corresponding
reward r. Therefore, a training environment consisting of states, actions, and rewards can be

abstracted as a triplet (S, A, R). The detailed design is as follows:

1) State: S represents the state space, describing all possible states of the environment. In this
problem’s environment, the state includes three parts: a) the current network topology, b) the

statistics of the switches, and c¢) the source and destination nodes of the flow.

We have not used the usual graph data structures to describe the topology of the network.
This is due to the fact that data center networks are often relatively large in scale, which makes

the full topological structure of the data quite complicated and large in size. On the other
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hand, this problem focuses on fault scenarios, where the underlying structure of the network
topology remains mostly unchanged, with only some link failures occurring. Therefore, our
method represents the current network topology using a fault link set L.,., while embedding

the fundamental topology structure into the model.

We adopt four commonly used and easily gathered metrics for switch statistics on OpenFlow
switches: packets received, bytes received, packets sent, and bytes sent. These metrics indicate

switch workload, and the differences between sent and received data can reflect overload.

The environment state is as follows:

S = (Lepr, K, s, dst) (6.16)
= (Lepr, {k1, ko, ... kn}, sre, dst)

Where L., represents the set of all link failures, K is the set of all statistics, m is the number of
failures, n denotes the number of switches, and src and dst are the source and destination nodes
of the flow to be scheduled, respectively. k; € K represents the relevant statistical quantities
of the i-th switch, namely:

ki =< pl, b, ph bt > (6.17)

The above statistical quantities denote the number of packets received by switch ¢, the number
of bytes received by switch ¢, the number of packets sent from switch i, and the number of

bytes sent from switch 7.

2) Action: A represents the action space, which includes all actions that intelligent agents can
perform. a; € A(s;) represents the action chosen at time step ¢, where A(s;) is the action space

under state s;.

Traffic scheduling based on SDN typically uses forwarding paths as the action space. How-
ever, the data structure for describing forwarding paths is complex. Furthermore, outputting
forwarding paths directly as actions increases model complexity and hinders model training
convergence. To reduce the complexity of the model and improve the efficiency of training
and inference, we have optimized the action in this environment. By combining the topolog-
ical structure of the Fat-Tree topology, we use the indexes of the core switches to denote the
forwarding path that includes the corresponding core switch. This simplifies the action space
to A={0,1,...,p — 1} instead of all possible forwarding paths. Similar optimizations can be

made for other common data center network topologies.
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3) Reward: R denotes the reward function, which describes the feedback received by the agent

after performing an action. The reward function can be defined as:
R:SxA—R (6.18)

That is, based on the chosen action and current state, the environment returns a reward value
R. We use the optimization objective function mentioned previously in Equation (6.12) as the
final reward value. This makes the agent’s goal to maximize the proportion of completed flows

and minimize the packet loss rate, while satisfying the constraint conditions.

6.2.3 Policy Network Structure

The policy network mg maps the current environmental state to an action, i.e., a; = mp(s;).
Multi-layer, fully connected networks are commonly used as policy networks in deep rein-
forcement learning networks. However, network faults can change the network topology dy-
namically, and the generalization ability of conventional fully connected networks is unable
to adapt to such situations. In contrast, GNNs have excellent capabilities in responding to
dynamic topologies. We propose to integrate GNNs into DRL to improve performance under
various fault scenarios. The message-passing neural network is a common type of GNN with a
simple structure, strong reasoning abilities, and the ability to adapt to high throughput, which

makes it well-suited for network traffic scheduling.

MPNN is primarily applied to graph data structures. Nodes within a graph can communicate
with and update their features through their connections. After multiple rounds of message
passing, the node features can spread to multi-hop neighbors or even globally. As shown in the

left half of Fig. 6.3, MPNN mainly includes three steps:

o Message broadcast stage: In this stage, each node in the graph sends a "message” to its
surrounding neighbor nodes, which is derived from transforming the node’s own feature
x. Our scheme uses a single dense layer containing weights W and biases b to perform a

linear transformation.

y=flx)=W-xz+0 (6.19)

Then, by multiplying with the graph’s adjacency matrix, it passes its message to all
neighboring nodes.

msg = Gadj * Y (6.20)
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Here, G,gq; is the adjacency matrix of the topology.

o Node Update Stage: In this phase, the messages coming from other nodes are aggregated
with the current node’s own feature to obtain a new feature matrix, which is then used to
update the current node’s feature. We also use a single dense layer to aggregate features
according to weights. To introduce non-linearity, we include a ReLLU activation layer after

the fully connected layer. The specific process is:

x = ReLU(f([x|msg])) (6.21)

o Feature Readout Stage: After repeating the above two stages for several rounds, the node
features have been fully propagated. At this point, the model can aggregate some or all
node features to form global features of the graph. Due to the characteristics of the Fat-
Tree topology, only the core switch features are read out in this method’s readout phase,
which will be used in the subsequent stage. This design utilizes the node feature diffusion
mechanism so that the core switches can gather the entire network’s features and reduce
the deep neural network scale in later stages. Therefore, this method is scalable over

large networks.

The MPNN architecture in our implementation consists of multiple specialized components de-
signed specifically for network traffic scheduling. The message passing mechanism is structured

as follows:

1. Node Feature Design: Each node (switch) in the network maintains a 5-dimensional

feature vector:
 Binary indicator for source/destination status (1-dim)

« Traffic statistics including packets received, bytes received, packets sent, and bytes sent

(4-dim)

These features are chosen to capture both topological importance and current traffic load

conditions.

2. Message Passing Architecture: Our MPNN employs a three-layer architecture with

the following components per layer:
o Message Function: A linear transformation that processes node features before passing:
M(h;) = Wy, - hi + by, (6.22)
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where h; represents the features of node 7, and W,,, b,, are learnable parameters.

o Update Function: A combination of the aggregated messages and current node features:

U(h;,m;) = ReLU (W, - [h;||mi] + by) (6.23)
where m; represents the aggregated messages at node i, and [-||-] denotes concatenation.
3. Layer Configuration:
o Input Layer: Takes the 5-dimensional node features.
o Hidden Layer: Processes features in a higher-dimensional space.
o Output Layer: Produces the final node embeddings.

This multi-layer design allows the network to capture both local and global topological infor-
mation through iterative message passing, while maintaining computational efficiency through

dimensionality control.

Repeatable
A
r \
Graph Message Node
Construction Broadcasting  Updating

O
Feat f
Sy .><. .><. G %) Cofea g\i/eiic(})les a;

~p $0 §i Be

Connected
| | 3 £ C1. .D Layer

L J U J\ J L J
Y Y Y

Initialization Message Passing Feature Readout Multi-layer Network

Figure 6.3: The structure of MPNN-based policy model.

After the feature extraction using the MPNN, the graph representation processed by the MPNN

is sent as an input to a series of fully connected layers to generate action outputs.
Specifically, this approach divides the policy network model into two steps:
(1) Graph Feature Extraction: First, the MPNN extracts features from the network graph,
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including all node state information, adjacency relationships, etc. Each node receives an en-
hanced new feature through multiple rounds of message passing and aggregation. Finally, the

readout function aggregates these node features into a new global graph feature.

(2) PPO Policy Network: The global graph feature is input into the fully connected PPO
network. The PPO policy network further processes the input graph features and outputs an
action or a set of actions. These actions are used to schedule the traffic distribution state of

the network.

In this process, the PPO algorithm optimizes the policy network. The system forms an end-
to-end learning framework by collecting environmental feedback, computing policy gradients,
and iteratively updating policy parameters based on gradient updates. The system can auto-
matically adapt to changes in the network environment through iterative learning and make

optimal traffic distribution decisions.

6.2.4 Training Process of DRL with PPO algorithms

We employ the PPO algorithm for the training process of the reinforcement learning algorithm.
At each training step, the reinforcement learning algorithm will choose the action a; according
to the state s; and observes the reward R, , obtained when transitioning to the next state
si+1. The PPO algorithm calculates the policy gradient based on the rewards and accordingly
updates the model parameters to improve the predicted reward values and the efficiency of
action selection. It uses a policy optimization algorithm so that the model can select the

optimal action.

The detailed training process is presented in Algorithm 4. The overall training procedure can

be summarized in two steps:

(1) Gathering Data: Action a; is adopted in the environment in accordance with the current

policy mg(als). Then reward r; is obtained and the environment will move to the next state

St4+1-

(2) Loss Computation and Model Parameters Update: The algorithm computes the policy loss

LPPO(0) based on the collected data, where 6 are the neural network parameters.

154



T
1 .
LPPO(0) = > “min (rt(G)AEhp,
t=1
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In this framework, T" denotes the number of steps in a round, and 6 refers to the model
parameters. my(a;|s;) denotes the probability of choosing action a; under state s;, and 7, (a¢|s:)
represents the probability of selecting action a; under state s; using the old model parameters
before update. A; signifies the advantage function, H is the entropy regularization term, \ is
the entropy coefficient, « is the learning rate, and e is the clipping parameter in the PPO loss

function.

The model utilizes the Generalized Advantage Estimation (GAE) algorithm to calculate the
corresponding GAE coefficients for each state-action pair and then derives the policy loss func-
tion L(#). L(#) consists of two components: one is the objective function J(6), and the other
is a regularization part. The regularization adopted in PPO is PPO-Clip, which restricts the

maximum change ratio of the policy during an update to a fixed clip ratio 9.

6.3 Evaluation and Discussion

We implemented and trained the corresponding reinforcement learning model following the
aforementioned design to evaluate the MPNN and DRL-based fault-aware traffic scheduling
models proposed in this chapter. This section first presents the experimental setup and eval-
uation metrics used to evaluate the model. We then show the evaluation results of our model
compared to DRSIR[79] and TRO [86], previous DRL-based traffic scheduling methods. We
also include the fast reroute method FRR [67] into our experiments for comparison. Finally,

we discuss the insights obtained from this comparative analysis.

6.3.1 Experimental Setup

In this study, we implemented a lightweight network simulation environment using Python

based on discrete event simulation. This simulation environment accomplishes the core func-
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Algorithm 4: Training Process

Input: Policy my;

Actor-Critic value function V(s);
Discount factor ~;

Clipping parameter ¢;

Entropy regularizer H;

Entropy coefficient A;

Learning rate «;

Batch size b;

Maximum number of iterations M;
Number of training epochs Ng.

Output: Policy parameters 6

[uny

Initialize 6 and 0,4 < 0 ;

2 fori+0,...,M do

3 Collect b trajectories D = (8¢, ar, ¢, St+1) by executing policy my,,, in the
environment;
4 Compute instant rewards R, = Z;ozo Vv w;

5 Compute advantage estimate A; = Ry — V(s;);
6 for j < 0,...,Ng do

7 Compute loss LPPO(#) according to Eq. (6.24);
8 Update policy parameters 6 according to Eq. (6.26);
9 end

10 Hold < 9;
11 end

12 return 6

tions of discrete event simulation, including maintaining a simulation event queue sorted by

time and supporting operations such as insertion and deletion.

This simulation environment emulates the complete packet forwarding process and the inter-
action between the control plane and the data plane in the SDN architecture. At the same
time, it has a relatively simple structure and high operation speed, enabling ultra-fast real-time

simulation. The actual runtime for a 300-second simulation scenario is one or a few seconds.
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Model training often requires collecting large amounts of data. Traditional simulation software
like Mininet [115] may take substantial time to gather such amounts of data. However, our sim-
ulation environment can rapidly generate abundant data for model training, greatly decreasing

training time.

Table 6.2: Experimental Parameters

Simulation Parameter

Values

Network Topology

Fat-tree topology with k =4

Link Failure Rate

2%, 4%, 6%, 8%]

Average Failure Duration

4, 8, 12, 16, 20]

Failure Duration Distribution

Exponential distribution

Number of Flows 256

Control Plane Latency lms
Link Datarate 1Gbps

Batch Size 128

Learning Rate

Linear decay from le-3 to le-5

Full Connected Hidden Layer (64, 64]

Activation Function ReLU
Discount Factor (Gamma) 0.999
GAE Lambda 0.95
Maximum Gradient Norm 0.7

During the training and validation process, the commonly used Fat-Tree network topology in
data centers is adopted as the test topology. The simulation software generates faults corre-
sponding to the link failure rate and fault duration parameters specified in Section 6.1. An
all-to-all traffic pattern is employed, where traffic is randomly generated throughout the net-
work simulation time, and each server can act as both a source node and a destination node.

The detailed simulation parameters are presented in Table 6.2.

The reward value of the evaluation environment during the training process is shown in Fig.
6.4. The model achieved good convergence within approximately 400,000 steps, and the reward
value was relatively high. On a workstation with an Intel Core i9-13900K CPU, the CPU-based

training time was about 1 hour.
The primary evaluation metrics for the comparative experiments include the flow completion
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Figure 6.4: The normalized reward values during the training process.

rate and the average packet loss rate used in Section 6.1. Furthermore, this experiment also
evaluated and compared the average flow completion time and the throughput, for these meth-
ods to validate the effectiveness of the fault-aware traffic scheduling method proposed in this

chapter.

6.3.2 Flow Complete Rate and Average Packet Loss Rate

First, we compare the flow completion and average packet loss rates of the proposed methods,
DRSIR, TRO and FRR. In the experiment, flows where all data packets are successfully for-
warded from the source node to the destination node are counted as completed flows. Flows
with missing packets are recorded as incomplete flows. The flow completion rate is calculated
as the ratio of completed flows to the total number of flows in the simulation. The average
packet loss rate of flows is computed according to the method in Eq. (6.10), by calculating
the packet loss rate for each individual flow and then taking the average. The experiment was
conducted under various link fault rates and average fault durations, with results shown in Fig.

6.5 and Fig. 6.6.

The results in Fig. 6.5 demonstrate that the fault-aware method proposed in this chapter
achieves a higher flow completion rate compared to DRSIR, TRO and FRR under various link
failure rates and average fault durations. In Fig. 6.5a, under different link failure rates, the
average improvement of this work compared to DRSIR, TRO and FRR is 15.42%, 15.68%
and 2.95%, respectively. In Fig. 6.5b, under different average fault durations, the average

improvement of this work compared to DRSIR, TRO and FRR is 15.04%, 12.26% and 6.60%,
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Figure 6.5: The comparison of the flow completion rates of the proposed method with DRSIR,
TRO and FRR under different link fault rates and average durations of link faults.
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Figure 6.6: The comparison of the average packet loss rate of the proposed method with DRSIR,
TRO and FRR under different link fault rates and average durations of link faults.

respectively.

From the perspective of the average packet loss rate of flows, the results in Fig. 6.6 show
that the proposed method significantly improves compared to DRSIR, TRO and FRR. Under
different scenarios of link failure rate and average fault duration, the average packet loss rate
of flows in this work can be managed under 5%. However, the average packet loss rates for

DRSIR, TRO and FRR reach around 10% to 15%. Compared to DRSIR, the average packet
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loss rates in Fig. 6.6a and Fig. 6.6b of this work have been reduced by 80.46% and 85.52%
respectively. Compared to TRO, this work’s average packet loss rates have been reduced by

81.43% and 82.57%, respectively. For FRR, the values are 48.13% and 67.87%.

There are two main reasons why this approach is significantly better than other methods. First,
the proposed method integrates MPNN into the deep reinforcement learning framework to en-
hance the responsiveness of the scheduling algorithm to changing environments. Leveraging
the generalization capability of MPNN, this method successfully incorporates fault topology as
an input for decision-making, further enhancing its adaptability and robustness when facing
network faults. In contrast, DRSIR and TRO, as traditional deep reinforcement learning algo-
rithms, are relatively less competent at dealing with faults or responding to dynamic changes
in network topology. DRSIR can dynamically collect new topology information during opera-
tion and retrain the model based on the updated topology, exhibiting a certain degree of fault
awareness. TRO is deployed directly after training without the capability to adapt based on
network faults. Moreover, the low load on faulty nodes could mislead the model and result
in making worse choices. While FRR provides fast reaction times by implementing rerouting
mechanisms entirely in the data plane, its reliance on only local failure information limits its
effectiveness. When multiple link failures occur, FRR’s lack of global network state awareness
means its failover routes may not be optimal, as they must be pre-configured based on local
information alone. Although FRR uses randomization to achieve better resilience-load tradeoffs
compared to deterministic approaches, its localized decision-making still results in higher packet

loss rates compared to our MPNN-based method which leverages global topology information.

Secondly, there is also a significant difference in the deployment between the proposed method
and DRSIR. DRSIR is an offline deep reinforcement learning scheduling algorithm that requires
periodic collection of topology and statistical information for online training before deploying
the trained model into the network. Although DRSIR can accommodate network changes to
some extent, the 4-second training process makes it unable to respond promptly and effectively
to rapidly occurring network faults. In contrast, the proposed method can be deployed directly
after training to respond in real time to changes in the network environment, including various
link failures and traffic conditions. Therefore, this immediate response and decision-making
capability make our method significantly superior to DRSIR regarding network scheduling
efficiency and adaptability.
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In summary, by integrating MPNN and adopting online training and deployment, the proposed
method outperforms the traditional deep reinforcement learning scheduling algorithms DRSIR

and TRO both in handling network faults and ensuring service quality.
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Figure 6.7: The comparison of the average flow completion times of the proposed method with

DRSIR, TRO and FRR under different link fault rates and different average durations of link

faults.
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Figure 6.8: The ratio of throughput of the proposed method with DRSIR, TRO and FRR under

different link fault rates and different average durations of link faults.

161



6.3.3 Average Flow Completion Time and Throughput

We also conducted an in-depth evaluation of the average flow completion time and throughput
under different link fault probabilities and average fault durations. The flow completion time
and throughput are important metrics for evaluating flow scheduling algorithms. The evaluation
results show that this model still outperforms the baseline methods on both metrics. The

comparative results for average flow completion time and throughput are shown in Fig. 6.7

and Fig. 6.8.

Specifically, in Fig. 6.7(a) the average flow completion time of the proposed method is 58.38%
and 36.97% lower than that of DRSIR and TRO, while achieving comparable performance
with FRR. In Fig. 6.7(b), when varying the average fault duration, the proposed method
demonstrates even more significant improvements. This indicates that our method can main-
tain efficient flow transmission even under prolonged fault conditions. Regarding throughput
performance, our method consistently outperforms the baselines, with DRSIR, TRO and FRR
achieving only 80-90% of our method’s throughput under various fault scenarios. These re-
sults demonstrate our method’s superior capability in resource utilization and service quality

maintenance during network failures.

Link failures have significant negative impacts on both flow completion time and throughput.
Network failures force data flows to reroute, extending flow completion times and potentially
decreasing overall network throughput. While FRR’s data plane implementation enables quick
local responses to failures, its pre-configured nature may lead to suboptimal routing decisions
when facing complex failure patterns, potentially impacting overall throughput. In contrast, by
integrating MPNN and real-time decision-making, our method enables the network scheduler to
respond to failures promptly and accurately, considering both local and global network states.
This comprehensive awareness allows for more intelligent routing decisions, thereby reducing

the delay in flow completion time and minimizing throughput degradation caused by failures.

In summary, despite the significant impact of link failures and durations on the flow completion
time and throughput, our integration of MPNN and real-time decision-making successfully
addresses these challenges and delivers superior performance over baseline methods. Compared
to DRSIR and TRO, our method shows substantial improvements in both metrics. While
matching FRR’s performance in flow completion time, our method achieves better throughput,

demonstrating a better balance between quick failure response and optimal resource utilization.
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These results validate the advantages of our method in handling faults and guaranteeing service

quality, as well as the great potential of deep learning for solving network scheduling problems.

6.4 Summary

This chapter first conducts a theoretical analysis and mathematical modeling of traffic schedul-
ing issues under data center network fault scenarios. We also propose the optimal problem of
fault-aware traffic scheduling. This model fills the gap in the theoretical analysis of fault-aware

traffic scheduling.

Subsequently, this chapter presents the system architecture design of the fault-aware traffic
scheduling system, built on graph neural networks and deep reinforcement learning, as well
as the environment and policy models for reinforcement learning. This algorithm utilizes the
ability of graph neural networks to generalize on network topology structures, solving the issue

of model invalidation caused by topology changes due to faults.

Finally, we carried out experiments and evaluations on the designed method. The results show
that, compared to other non-fault-aware traffic scheduling algorithms, the proposed method
achieves superior performance in terms of flow completion rate, average packet loss rate, average

flow completion time, and throughput.
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Chapter 7

Conclusions and Future Work

7.1 Summary of Outcomes

This thesis explores and optimizes data center network technologies from three aspects that
impact the efficient and stable operation of data center networks: routing management, fault

detection, and traffic scheduling.

This work begins by addressing the foundational aspect of routing functionality and proposing
centralized and semi-centralized routing methods, cRetor and sRetor, to tackle the issues of high
control overhead and long flow startup times in software-defined data center networks. In the
realm of fault detection mechanisms, the thesis addresses problems of high detection overhead
and low accuracy by introducing two algorithms for generating fault detection matrices: one
heuristic-based and the other powered by deep reinforcement learning. For traffic scheduling,
particularly in fault scenarios, the thesis presents fault-aware traffic scheduling algorithms that

leverage graph neural networks and deep reinforcement learning.
The innovative contributions of this research include:

1. High-Performance, Low-QOuverhead Routing in Software-Defined Data Center Networks
with Regular Topologies: While software-defined networking introduces significant flex-
ibility and centralized management capabilities to data center networks, it also brings
inherent SDN issues such as aggregated control plane overhead, controller bottleneck
effects, and longer flow setup times. This study aims to address these issues by leverag-

ing the regularity of network topologies and innovatively proposing two topology-aware

164



routing methods. Experimental results demonstrate that the centralized cRetor method
effectively reduces the controller’s workload and enhances network scalability while main-
taining a simple switch architecture. The semi-centralized sRetor method goes further
by offloading some controller functions to switches, solving inherent SDN flaws while

retaining flexibility, and making SDN deployments in data center networks more feasible.

. Active Failure Probing Matriz Construction in Data Center Networks: Faults in data cen-
ter networks can cause service interruptions and data loss, making timely and accurate
fault detection crucial. While active fault detection mechanisms offer high timeliness and
controllable frequency, they also risk imposing additional loads on network performance.
This thesis first theoretically analyzes and models active fault detection mechanisms,
studying the relationship between probing matrices and detection accuracy. Based on
this analysis, two algorithms for generating fault detection matrices are proposed, utiliz-
ing heuristic and deep reinforcement learning approaches to create reasonable matrices
that reduce detection overhead and improve performance. Simulation results verify the
accuracy of the theoretical model and the effectiveness of the proposed matrix construc-

tion algorithms.

. Traffic Scheduling Optimization in Fault Scenarios for Data Center Networks: Proper traf-
fic scheduling is crucial for ensuring the efficient operation of data center networks. Tra-
ditional traffic scheduling methods may perform poorly in fault scenarios due to changes
in topology. This thesis models and analyzes traffic scheduling issues in fault scenarios,
identifying optimization variables and objectives. It then proposes a method combining
the generalized capabilities of graph neural networks with deep reinforcement learning to
address traffic scheduling in fault scenarios. Experimental results show that the proposed
fault-aware traffic scheduling method outperforms conventional algorithms in key metrics

such as flow completion rates and throughput.

In summary, this thesis establishes a comprehensive solution system for data center networks

by innovating and optimizing the three critical areas of routing management, fault detection,

and traffic scheduling within data center networks. The methods and technologies proposed

in this work strongly support enhancing the scalability, reliability, and performance of data

center networks. The effectiveness of these methods has been validated through simulation

experiments, making significant contributions to the development and application of data center
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networks.

The research presented in this thesis ensures the efficient and stable operation of data centers
and lays the groundwork for further advancing data center networks toward automation and
intelligence. This work addresses current challenges in data center network operations and opens
new avenues for future research, aiming at creating more resilient, efficient, and self-managing

data center environments.

7.2 Future Works

This thesis has researched some key areas of data center networks and achieved certain results.
However, as data center networks serve as crucial infrastructure, many challenges remain to be
addressed. In connection with the work of this thesis, the following issues are deemed worthy

of further exploration:

o Automated Generation of Topology Description Files: In Chapter 4, topology description
languages were used to describe regular network topologies, allowing routing algorithms
to grasp the regularity of network topologies. Currently, topology description files still
require manual summarization and writing by network administrators based on the net-
work topology structure. With the continuous development of machine learning and
graph neural networks, it is envisioned that future approaches could use these technolo-
gies to automatically generalize and summarize topology description files, or even directly

replace topology description files with corresponding pre-trained models.

o Generalized Fault Detection Matrix Generation: In Chapter 5, the deep reinforcement
learning method employed only utilized ordinary fully connected networks. As a result,
this method requires training for each specific network topology. Introducing technologies
like graph neural networks in the future could potentially enable the capability to generate

universal failure probing matrices applicable to any topology.

o Multi-objective Optimization in Traffic Scheduling: In the traffic scheduling method of
Chapter 6, the model training process mainly focused on fault-related metrics, without
incorporating other network performance metrics into the optimization objectives. It
is proposed that future work could consider including metrics such as link utilization

and throughput into the optimization objectives to design more optimized and ratio-
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nal multi-objective optimization problems, thereby further improving traffic scheduling

effectiveness.

By addressing these forward-looking challenges, future research can continue to enhance the
operational efficiency, reliability, and intelligence of data center networks, paving the way for

more advanced and self-adaptive network infrastructures.
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