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ABSTRACT

focuses on agents interacting with their environments to learn optimal policies

through trial and error. However, this approach typically requires substantial
data and time for learning. Moreover, in some cases, there is neither the opportunity nor
sufficient time to interact with the environment to collect adequate data. To improve
learning efficiency and expand the learning dataset, a common strategy is to enable
an RL agent to acquire training knowledge from additional resources. The different
knowledge resources and determining how to effectively leverage additional learning
knowledge to enhance its utility presents a critical challenge in this domain.

This thesis focuses on knowledge-based security involving performance and robust-
ness within reinforcement learning. It explores two distinct scenarios of learning knowl-
edge resources and presents novel methods to tackle the associated challenges.

First, we investigate a scenario in which a reinforcement learning (RL) agent obtains
training knowledge from other RL agents within a multi-agent context. In this setting,
a commonly used approach to enhance learning performance is the teacher-student
framework, where student agents seek advice from teacher agents to improve their
learning speed and effectiveness. The experiences were also conducted to observe the
effect of different methods on different situations.

The second knowledge resource domain involves Large Language Models (LLMs).
Data augmentation is a critical strategy for mitigating data scarcity. Given the powerful
capabilities of LLMs, we proposed an LLMs augmentation for training knowledge for
reinforcement learning, thereby leveraging LLMs augmented data to improve reinforcing
learning efficacy. Our experimental results also indicate that this proposed approach
significantly surpasses traditional augmentation methods in RL performance.

Specifically, the contributions of this thesis can be summarized as follows:

Reinforcement learning (RL) is a crucial branch of Artificial Intelligence (AI) that

* We proposed a novel advising approach for simultaneous learning environments
that eliminates the need for pre-trained teachers and allows each agent to seek
advice from multiple teachers. The approach also takes into account the agents’
connection structure by utilizing a GNN, which can aggregate advice and learn the
weight of each piece of advice.

* We proposed a novel framework called the Federated Advisory Teacher-student
(FATS) framework for simultaneous learning, considering a more complex envi-
ronment with simultaneous learning and handling multiple advice in the teacher-
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student framework in a deep reinforcement learning context. The form of sharing
model parameters also effectively reduces the risk of exposing information about
the training environment.

* We introduced an innovative online internal advice poisoning attack in MARL.
This method targets the internal dynamics of the multi-agent system. Internal
attacks can more directly affect the training process and often possess a greater
destructive potential on policy than external attacks. This method also reduced
information requirements for the malicious agent, utilising only what is necessary
within the cooperative framework, without the need for additional data about other
agents.

* We introduce a novel data augmentation approach leveraging Large Language
Models (LLMs) considering critical samples. LLMs have demonstrated exceptional
capabilities, thereby acting as dependable sources for generating training data for
reinforcement learning environments. We also proposed a left-right limit construct
method to handle the neglect effects of critical samples by unlearning. Furthermore,
the left-right limit construct method fine-tunes the policy model, enhancing its
overall performance.
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CHAPTER

INTRODUCTION

einforcement learning (RL) is a crucial branch of artificial intelligence, where
an RL agent interacts with an environment to collect data to learn an optimal
policy [1]. It has a strong capacity for sequence handling and self-adaptation,
RL has been widely applied in various domains, including healthcare [2], mobile edge

computing [3, 4], and financial markets [5] and robotics [6].

RL requires interactive engagement with the environment to acquire the necessary
data for learning optimal policies. However, due to the complexity of the environments,
the learning process for the agent typically requires a lot of data and significant time
for training. Additionally, opportunities and time for interaction with the learning
environment are often limited. As a result, the data for effective policy training is
inadequate. To improve and accelerate the learning process, acquiring training knowledge

from additional resources is a frequently utilized strategy.

This thesis explores two distinct scenarios of learning knowledge resources focus-
ing on knowledge-based specifically performance and robustness-within reinforcement

learning. It also presents novel methods to tackle the associated challenges.
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CHAPTER 1. INTRODUCTION

1.1 Reinforcement learning acquires additional

learning knowledge from other agents.

In a multi-agent context, one strategy for reinforcement learning agents to gain ad-
ditional training knowledge is to seek advice from other RL agents. In multi-agent
reinforcement learning, agents operate in similar or identical environments, making
their learning experiences valuable to one another and enhancing the learning process.
This knowledge sharing can be viewed as a teacher-student framework, where student
agents seek advice from teacher agents to improve their learning speed and effectiveness.
Most current research within this framework focuses on single-advice scenarios, where
a student agent can consult only one teacher agent [7, 8]. However, in real multi-agent
systems, there are typically more than two agents, allowing agents to receive information
from multiple sources. Single-advice frameworks may limit the breadth of knowledge a
student can acquire.

Additionally, some studies on multi-advice scenarios require pre-trained teacher
agents, assuming they possess expert knowledge or optimal policies [9]. This assumption
is restrictive, as it implies that agents are already well-trained, overlooking the valuable
learning experiences of agents with non-optimal policies. Moreover, pre-trained teacher
agents are not always available due to limited interaction with the environment. There-
fore, we focus on simultaneous learning, a more general approach that does not require
pre-trained teachers. Simultaneous learning is more complex, and leveraging knowledge
from sub-optimal agents presents a significant challenge. Consequently, studying how to

effectively utilize multiple sources of advice under these conditions is critical.

1.2 Reinforcement learning acquires additional

learning knowledge from LLMs.

The second knowledge resource domain we explored involves Large Language Models
(LLMs) for data augmentation. RL agents interact with the environment to get data to
learn an optimal policy. Often, opportunities to interact with the environment are limited,
restricting the deployment of RL agents to testing phases and resulting in insufficient
data for training effective policies. To address this data scarcity, data augmentation has
become an essential strategy.

Previous data augmentation methods in RL predominantly involve image input

2



1.3. RESEARCH OBJECTIVES AND CHALLENGES

modifications or noise perturbation to RL states, such as color jittering [10] and noise
perturbation [11]. The image-input methods are derived from computer vision tech-
niques [12, 13], which may just suitable for image states. This discrepancy highlights a
gap in the applicability of existing data augmentation methods to the diverse require-
ments of reinforcement learning. Furthermore, traditional noise perturbation methods
typically make minor alterations to the RL components [11], potentially compromising
data quality and introducing security risks.

Moreover, previous data augmentation techniques often overlook the importance
of various environments, critical states, or actions, which are essential components
of reinforcement learning (RL). Traditional methods may focus on individual points
without a comprehensive understanding of the entire environment. In complex settings,
such as autonomous driving scenarios [14] where traffic flow and the action of the car
between consecutive states are highly correlated, the points-only augmentation may be
unsatisfactory.

Thus, there is an urgent need for more dependable and stable augmentation methods
within reinforcement learning to enhance the quality and efficiency of the learning
process. Given the powerful capabilities of LLMs, adopt them to augment the training
data is a good method. We can regard LLMs as experts to generate more learning

knowledge to help enhance the training process.

1.3 Research objectives and challenges

In this section, we introduce the research objectives and corresponding challenges in
learning knowledge security within reinforcement learning (RL). This thesis focuses on
improving the performance and robustness of the RL process by leveraging additional

knowledge resources. The detailed objectives and challenges are outlined as follows.

* Objective 1: Develop a method to aggregate multiple pieces of advice and
enhance the training process. We first consider the RL agents acquiring knowl-
edge from other agents. This objective focuses on scenarios where reinforcement
learning agents receive advice from multiple simultaneous learning agents. To
aggregate the multiple pieces of advice is the main question. The significance of
connection structures between agents is often overlooked in existing multi-agent
teacher-student frameworks, yet these structures are critical in the advising pro-

cess. They determine which agents are eligible to offer advice and the weight of that

3



CHAPTER 1. INTRODUCTION

advice. Current research on advice in multi-agent systems does not adequately ad-
dress the complexities of multi-advice, partial connection agents, and simultaneous

learning.

Challenges: The significant challenges in reinforcement learning with multiple
pieces of advice involve aggregating the advice while considering the connection
structures between agents. A method is needed to optimally combine the advice to
enhance learning performance. Additionally, a method is required to handle the
complexities introduced by the connection structures. These methods must work

harmoniously, complementing and enhancing each other.

To address those challenges, we proposed a novel advising approach utilizing graph
neural networks (GNNs). This method considers the agents’ connection structures

and aggregates multiple pieces of advice.

¢ Objective 2: Develop a new aggregation method with multiple pieces of
advice which suitable for deep RL. Then we also aim at RL acquiring multiple
pieces of advice from other agents. This objective focuses on simultaneous learning
for deep RL, a topic that has not been thoroughly investigated. Most research
has concentrated on sharing knowledge samples, a practice vulnerable to security
breaches that could allow attackers to deduce details about the environment.
Moreover, in fields where agents employ deep reinforcement learning, such as
robotics control [15], and electricity networks [16], the advice-sharing form remains

a challenge.

Challenges: The primary challenge is designing a method to aggregate multiple
pieces of advice for deep reinforcement learning agents. First, we need to determine
the appropriate form of knowledge sharing in deep reinforcement learning contexts.
Then, we must develop a method to effectively aggregate this form of learning

knowledge.

We proposed a novel framework under a federated structure for simultaneous DRL

agents to overcome the limitations.

¢ Objective 3: Design a malicious attack for the multi-agent system with
multiple pieces of advice. Multi-agent reinforcement learning (MARL) involves
sharing knowledge to enhance the learning process. However, the inherent collabo-

ration and knowledge sharing among agents expose MARL systems to the risk of

4



1.3. RESEARCH OBJECTIVES AND CHALLENGES

data poisoning attacks. Investigating these potential poisoning attacks is crucial

for developing robust and secure MARL systems.

Challenges: Two main challenges must be addressed to design malicious attacks
in the multi-agent system with multiple pieces of advice. The first challenge is
designing a novel malicious attack process. This process should integrate the
characteristics of a multi-agent system with multiple pieces of advice; otherwise,
the attacks will not differ from those targeting a regular single agent focused on
training samples. The second challenge is manipulating the advice poisoning attack

based on the attack process and the learning algorithm.

We propose a novel form of online internal poisoning attack in MARL with multiple

pieces of advice based on statistical law.

* Objective 4: Proposed a LLM-based augmentation method that considers
the critical samples. LLMs are another resource for RL agents to acquire
knowledge. Data augmentation in reinforcement learning aims to create diverse
and extensive datasets to enhance the learning process. Most existing studies on
reinforcement learning data augmentation use sample-based methods that modify
existing samples to generate new data. However, these approaches often overlook
the integrity of the training environment, making the augmented data potentially
unsuitable for complex scenarios. Additionally, these methods can pose significant
risks to critical and sensitive data. For example, adding noise to samples as an
augmentation method can disrupt critical and sensitive data, leading to unexpected
performance issues. Therefore, a reliable and stable data augmentation method is

necessary.

Challenges: There are two main challenges in developing a reliable and stable data
augmentation method for reinforcement learning. The first challenge is to propose
a data augmentation method that comprehensively understands the learning
environment. The second challenge is to eliminate or mitigate the negative impact

on critical and sensitive augmented data.

To address these challenges, we proposed an augmentation approach utilizing Large
Language Models (LLMs) and the left-right limit construct method to eliminate or

mitigate the negative impact on critical and sensitive augmented data.
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1.4

Thesis outline

This thesis considers the RL agent acquiring additional knowledge and can be organized

into two parts. The first part is "Reinforcement Learning Acquires Additional Knowl-

edge from Other Agents", and there are three chapters in his part. The second part is

"Reinforcement Learning Acquires Additional Knowledge from LLM" with one chapter.

The chapters are as follows:

Chapter 2: This chapter provides a comprehensive overview of the background of

our research.

Chapter 3: This chapter explores the aggregation method of the teacher-student
framework with multiple pieces of advice. We propose a novel advising approach
utilizing graph neural networks (GNNs). This method models the agents’ connec-
tion structures, learns the weight of advice, and aggregates inputs from multiple

teachers to generate refined advice.

Chapter 4: This chapter focuses on deep reinforcement learning agents aggregating
multiple pieces of advice during training. We propose a federated advising frame-
work that employs a federated learning structure to aggregate multiple pieces of

advice with deep reinforcement learning.

Chapter 5: This chapter introduces a novel framework for internal advice poisoning
attacks in MARL. In our proposed scenario, agents share advice during training
to expedite learning. Contrary to external attacks, this method leverages internal
signals from a malicious agent within the system, obviating the need for external
device access. This approach directly impacts MARL training, presenting a more

practical and potent attack vector.

Chapter 6: This chapter introduces a novel data augmentation approach leveraging
Large Language Models (LLMs), which have demonstrated exceptional capabilities
and serve as dependable sources for generating training data for reinforcement
learning environments. However, we recognize the presence of critical samples
within these environments that should not be augmented due to their potential to
negatively affect training performance and vulnerability to exploitation by adver-
saries. To address the adverse effects of these critical samples post-augmentation,
we propose a left-right limit construct method. This method enables the unlearning

of critical samples, excluding their effects from the trained model. This technique

6
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not only facilitates the removal of detrimental knowledge but also fine-tunes the

trained model enhancing performance.

¢ Chapter 7: The final chapter of the thesis presents a concise conclusion of the work

contents and contributions.

To ensure the readability of this thesis, each chapter is arranged to be independent.
Relevant concepts and backgrounds involved in each chapter are presented within that

chapter itself.






CHAPTER

BACKGROUND
2.1 Notations
Table 2.1 lists the main notations used in this thesis.
Table 2.1: The main notations in the thesis.
Notations Meaning
A={aq,...,an} The action space
S ={s1,...,8n} The state space
T The transition dynamics
r The reward function
Y A discount factor within the range (0,1)
b4 Policy of Q-learning agent
Q" (s,a) Action-state value
D; Dataset of agent i
F(w) Global loss function
Fi(w) Local loss function for agent i
Local model parameter
w;() .. .
of agent i in learning step ¢
. The optimal model parameter
w which minimizes F'(w)
Qi(si t+1)) Estimation of Q-value given from agent j to i
Qim(si+1)) | Estimation of Q-value given from malicious agent.
D, Augmented dataset
Dy LLM Augmented dataset




CHAPTER 2. BACKGROUND

2.2 Reinforcement learning

In reinforcement learning (RL), the problem is often modeled as a Markov Decision
Process (MDP), which is described by the tuple (S,A,T,R,y). Here, S represents the set
of all possible states within the environment, while A denotes the set of possible actions
that an agent can take. T is the transition function which is a probabilistic function
defined as T': (S x A) x S — [0, 1]. It describes the probability of transitioning from one
state to another in a given action. R is the reward function, defined as R : S x A — R.
It assigns a valued reward to each state-action pair, indicating the immediate payoff
received after performing an action in a particular state. Lastly, y is the discount factor,
which is a real number between 0 and 1. It used to progressively reduce the value of
future rewards, reflecting the preference for immediate rewards over distant ones.

The goal of reinforcement learning is to learn a policy model that maximizes the
agent’s total cumulative rewards. A classical approach in RL is Q-learning, where the
objective is to learn a policy 7 that optimizes the action-value function @”(s,a). This
function Q" (s,a) estimates the expected utility of taking action a in state s under policy
7, accounting for the long-term benefits of actions through cumulative rewards.

The action-state value function Q”(s,a) is as follows:

(2.1) Q" (s,@)=E,[)_ y'r(ss,ap)lso =s,a0 =a,n]
t=0

where a and s are the action and state of the environment, respectively, and a; and s;
are the values of the action and state at step ¢.

In reinforcement learning scenarios that utilize neural networks, especially with
approaches like the Deep Q-Network (DQN), the primary objective is to train a neural
network to optimize the action-state value function @”(s,a).

Temporal Difference (TD) learning is a fundamental method in this context. It
updates the estimates of state-action value based on other learned estimates rather than
waiting for final outcomes [17]. This method allows an agent, denoted as i, to refine
its policy by continuously updating its estimation of the action-state values @7 (s¢,a;)
based on the current state s; and action a; at each time step ¢. The Q-function for agent
i is progressively updated based on the agent’s accumulated experience, employing a
weighted average of the previous value and newly acquired information. Consequently,
In the context of T'D(0) (one-step TD), the update of Q-values for each state-action pair

is defined as follows:
(2.2) gl -y +ymaxaQ(spe1,@)
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This formula ensures that the Q-values are incrementally adjusted based on new
experiences, thus guiding the RL agent to learn an optimal policy by maximizing cumu-

lative future rewards.

2.3 Teacher-student framework

Multi-agent reinforcement learning with multiple pieces of advice can be seen as a

teacher-student framework.

2.3.1 Basic knowledge of teacher-student framework

In a teacher-student framework with RL, agents can request advice from other agents.
Q-learning is a common method used in reinforcement learning to learn a policy 7 that
maximizes the action-state values @”(s,a). In a Q-learning context, advice may include
various types of information, such as a chosen action in a state, the Q-value of an action,
or a Q-value vector over all available actions. For example, advice can be in the form of a
vector @1,Q2,..Q,, representing the Q-value of all potentially chosen actions.

In reinforcement learning with neural networks, such as the widely used Deep
Q-Network (DQN) method, the objective is to learn a neural network policy model
that maximizes the action-state values represented by @”(s,a). In a teacher-student
framework using a method like DQN, agents can share training data, including s;, a;, r,

and s;;1, with each other. Additionally, they can share neural network model parameters.

2.3.2 Advice shared in the teacher-student framework.

Recently, several teacher-student frameworks based on a single advice paradigm have
been proposed. In these frameworks, a teacher interacts exclusively with one agent to
accelerate reinforcement learning speeds [18, 19]. However, in a multi-agent context,
limiting advice-seeking to only one agent restricts knowledge sharing.

Subsequently, studies have focused on frameworks where agents can receive multiple
pieces of advice. In such scenarios, a student agent seeks advice from multiple agents
simultaneously to expedite reinforcement learning processes. By leveraging the collective
knowledge and experience of multiple agents, the student agent can accelerate its learn-
ing speed and achieve learning objectives more efficiently. This approach is particularly

advantageous in complex and dynamic environments.
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However, most of the existing works presuppose that teacher agents are experts
or well-trained agents [20, 21]. However, real-world environments frequently present
unforeseen situations, where agents may not have sufficient opportunity or time to
interact with the learning environment. Therefore, the prerequisite of having well-
trained teacher agents is restrictive and limits the applicability of such teacher-student
frameworks. Moreover, in many real-world multi-agent contexts, agents operate and
train at varying stages of training with sub-optimal. These sub-optimal policies may
still offer valuable insights into the learning environment. Limiting knowledge exchange
to only after achieving an optimal policy significantly restricts knowledge sharing in
multi-agent scenarios.

Therefore, it is important to address the more common situation where agents receive
multiple pieces of advice from simultaneously learning agents without well-trained

policies.

2.4 Poisoning attack

2.4.1 Basic knowledge of poisoning attack in MARL

The recent prevalence of poisoning attacks in Multi-Agent Reinforcement Learning
can be classified into two categories: online and offline attacks. Online attacks involve
manipulating an agent,Ads input data during interaction with the learning environment,
while offline attacks modify an agent’s fixed datasets, consequently influencing the
learned policy [22]. This thesis mainly focused on online attacks.

The fundamental principle of online poisoning attacks during training is the injec-
tion of malicious data into training datasets during environment interaction, thereby
impeding model training [23]. In the context of reinforcement learning, attackers may
introduce noise to the agents’ state, reward, and action, adversely affecting their per-
formance. State poisoning attacks aim to disrupt the environmental state, compelling
the reinforcement learning agent to adopt a sub-optimal policy. Typically, an attacker
sends a perturbed state s; + d; to the victim agents, leading them to misinterpret the
environmental state and consequently take sub-optimal actions based on policy m(s; + ;).
Reward poisoning attacks operate similarly; the attacker manipulates rewards to derail
the RL agent,A6s learning process by introducing perturbations like r; + §;, thereby
impacting the agents’ performance. While state and reward poisoning attacks can be

considered weak attacks that only poison data, action poisoning attacks are more severe,
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as they directly manipulate actions [24]. Here, an intermediary attacker can alter the
agent,Ads chosen action. After the agent selects an action at each step, the attacker can
replace it with an alternative one. Therefore, the requirements for an attacker in action

poisoning are more stringent compared to state and reward poisoning attacks [25].

2.4.2 Poisoning attack on MARL

The existing literature on poisoning attacks primarily focuses on external attacks, which
originate from outside the multi-agent system and typically target environmental states
and rewards [26, 27]. The attacker’s objective is to subtly influence each agent towards
adopting a detrimental policy or degrading the performance of multi-agent reinforcement
learning. This kind of attack approach is akin to the poisoning attack strategies used
against single agents, but lacks a comprehensive understanding of the entire system and
its interconnected agents, limiting its compatibility with multi-agent scenarios.

Furthermore, these studies predominantly concentrate on external poisoning attacks
that require access to manipulate state or reward signals. Such manipulation is often
impractical in real-world multi-agent domains due to the challenges involved in altering
these signals. For example, in a smart home scenario where multiple agents interact
with the environment and each other, signal transmission channels are typically short,
offering minimal opportunity for signal alteration.

Some studies explore internal poisoning attacks within a multi-agent reinforcement
learning framework, where the attack originates from one of the agents within the
system [26, 27]. However, most internal poisoning attacks focus on manipulating the
actions of an agent. The assumption of this scenario that an attacker can effectively
control an agent in such contexts is overly optimistic and impractical in real-world

scenarios.

2.5 Reinforcement learning with data augmentation

2.5.1 Basic knowledge of data augmentation

Data augmentation is a strategic approach aimed at addressing the challenge of limited
data availability by enriching the volume, quality, and diversity of training data. It
employs various techniques to expand and enhance training datasets, thereby facilitating

the development of more effective deep-learning models.
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In computer vision, data augmentation is primarily applied at the pixel level and
has played a crucial role in enhancing the generalization capabilities of models, espe-
cially since the inception of convolutional neural networks. Techniques such as image
transformations, including cropping, which selects a random segment of an image and
masks the cropped portion, and grayscale conversion, which transforms RGB images to
grayscale based on a random probability, have been pivotal. Moreover, integrating data
augmentation into self-supervised learning has significantly broadened its impact on
improving model performance.

In contrast, the application of data augmentation in reinforcement learning (RL)
is less prevalent but has seen adaptations, especially in RL scenarios involving image
inputs. Techniques analogous to those used in computer vision are employed to augment
data for RL. Additionally, augmentation methods introducing random noise into elements

of MDPs have been investigated to improve the robustness and performance of RL models.

2.5.2 Data augmentation in reinforcement learning

Reinforcement Learning (RL) involves an agent interacting with an environment to
learn a policy aimed at achieving a specific goal. The effectiveness of RL algorithms
heavily relies on the diversity and quality of experiences (data) encountered during
training. However, obtaining diverse and extensive datasets can be challenging, costly, or
impractical, especially in complex or dynamic settings. Moreover, agents may not have
sufficient opportunity or time to interact with the learning environment. These challenges
have spurred interest in data augmentation for reinforcement learning enhancing the
size and quality of training datasets to get better RL policy models.

Traditional methods often utilize techniques such as image input transformations or
noise perturbation of RL states. Image-input techniques, adapted from computer vision
methods [12, 13], may not always be universally applicable across various RL contexts.
This discrepancy underscores a gap in the adaptability of current data augmentation
methods to meet the diverse needs of reinforcement learning. Additionally, previous
noise perturbation methods typically involve minor alterations to RL components [11],
potentially compromising data quality and introducing security risks. Especially for
critical and sensitive data.

Therefore, there is an urgent call for more reliable and stable augmentation methods
in reinforcement learning to improve the efficiency and robustness of the learning

process.
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CHAPTER

A GNN-BASED TEACHER-STUDENT FRAMEWORK WITH
MULTIPLE PIECES OF ADVICE

The first part is about "reinforcement learning acquires additional knowledge from
other agents". In the first main chapter of this part, we work on reinforcement learning
with multiple pieces of advice. The current literature suffers from a common limitation,
wherein a student agent can only receive advice from a single teacher agent at each
time step, and require pre-training of the teachers. These assumptions constrain the
knowledge acquired. Additionally, the importance of the agents’ connection structures
is often disregarded, despite its critical role in the advice-giving process. This chapter
presents a novel advising approach utilizing graph neural networks (GNNs) to overcome
these limitations. This GNN-based method in a more complicated simultaneous learning
situation, models the agents’ connection structures, learns the weight of advice, and

aggregates inputs from multiple teachers to generate refined advice.

3.1 Introduction

Reinforcement learning is a vital research problem in the field of artificial intelligence,
wherein reinforcement learning agent interacts with an environment to learn an optimal
policy [1]. However, due to the complexity of the environments, the learning process
for the agent typically requires significant time to converge. To accelerate the learning

process, a teacher-student framework is frequently utilized, allowing student agents to
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seek advice from teacher agents to improve their learning speed and effectiveness.

While the majority of current research focuses on single-advice frameworks, where
student agents can only seek advice from a single teacher, these frameworks may
limit the extent of knowledge that a student can acquire [7, 8]. In contrast, multi-
advice frameworks, which permit student agents to consult multiple teachers, can
provide a broader information base for learning. However, such existing approaches
require pre-trained teachers, assuming the teacher agents are experts or with optimal
policy [9, 20, 21]. The assumptions make such approaches impractical in many real-world
situations where agents learn in an adaptive manner, such as autonomous driving [28],
or agents learn in a simultaneous manner, such as in cases where teacher agents have
not yet achieved an optimal policy [29, 30]. In these contexts, each agent may function
as a student, a teacher, or both. Simultaneous learning is a more complex situation,
and leveraging knowledge from sub-optimal agents presents a significant challenge.
Consequently, this complexity renders many traditional teacher-student frameworks,
which merely aggregate multiple pieces of advice using a simplistic weighting system,

inadequate.

Moreover, the significance of connection structures between agents is frequently
overlooked in existing frameworks, yet they play a critical role in the advising process.
These structures dictate which agents are eligible to offer advice, as well as determine
the weight of the advice. In contrast, many existing frameworks assume that any agent
within the communication range can provide advice, with the weight of that advice
manually defined in a heuristic manner. The impact of different connection structures on
information sharing among agents is exemplified in Figure 3.1. Here, fully connected
and partially connected structures lead to distinct levels of information exchange. In
Figure 3.1 (a), all agents are fully connected, enabling seamless communication and
information sharing. This arrangement results in uniform connected relationships among
all agents. Conversely, Figure 3.1 (b), depicts a scenario where agents are only partially
connected. In this structure, agents can directly share information only with those to
whom they are connected, leading to unique connection profiles for each agent (differing
in the number and identity of connected agents). This model, while more reflective
of real-world situations, poses challenges in information dissemination. This chapter

focuses on the partial connection, which aligns with real-world scenarios.

To deal with the partial connection scenarios, new approaches are required. These
methods need to consider simultaneous learning and the critical connection structures

among agents, facilitating effective and efficient learning in multi-advice environments.
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Existing research on advice in multi-agent systems falls short in comprehensively exam-

ining multi-advice, partial connection agents, and simultaneous learning.

@ Agent < Connection

: o O

(a) (b)

Figure 3.1: Topological graphs showing different types of connections

This chapter proposes a novel advising approach for simultaneous learning envi-
ronments that eliminates the need for pre-trained teachers. Our approach allows each
agent to seek advice from multiple teachers, while also taking into account the agents’
connection structure. This is achieved through a GNN that models the agents’ connec-
tion structure with a topological graph and aggregating advice information, as depicted
in Figure 3.1 (b). We do not assume that all agents are fully connected to each other;
instead, the GNN facilitates information acquisition through its layered structure, even
in partially connected scenarios. By utilizing the neural connections in the GNN, which
represent the communication structure between agents, each agent can aggregate in-
formation from its neighbours’ neighbours, as detailed in Section 3.4. Additionally, the
GNN can learn the weight of each piece of advice, which experimentally outperforms
manually defining weights in terms of learning performance. The main contributions of

this chapter can be summarised as follows:

* Proposing a novel advising approach designed for the simultaneous learning envi-

ronment, which eliminates the need for pre-trained teachers;
¢ Enabling each agent to seek advice from multiple teachers at each time step;

¢ Taking into account the agents’ connection structure by utilizing a GNN, which can

aggregate advice and learn the weight of each piece of advice.

19



CHAPTER 3. A GNN-BASED TEACHER-STUDENT FRAMEWORK WITH MULTIPLE
PIECES OF ADVICE

The rest of this chapter is organized as follows. We first present related work in
Section 3.2. We then give the background of concepts and algorithms in Section 3.3. After
that, Section 3.4 describes the proposed GNN-based multiple simultaneous learning
agents with the multi-advice method in detail. Then, Section 3.5 experimentally eval-
uates the performance of the proposed method compared with the baseline methods.
Finally, a potential application of our method and conclusion are discussed in Section
3.6.

3.2 Related Work

The existing methods in this field can roughly be categorized into two types, based on
the pattern of advice-sharing: single advice and multi-advice frameworks. Additionally,
this chapter also discussed the multi-agent communication mechanism, which is easily

confused with the teacher-student framework.

3.2.1 Single advice

In a single advice framework, a teacher interacts exclusively with one agent to help
accelerate reinforcement learning speeds. This setup fosters a peer-to-peer knowledge-
sharing dynamic through the provision of advice.

Numerous teacher-student frameworks based on a single advice paradigm have been
proposed recently. In initial iterations of these frameworks, the teacher,A6s advice tended
not to be intelligent. Rather, it was mostly provided by a human expert [31]. However,
as the field matured, more and more smart teachers emerged. These were automated
training agents, designed to provide advice to the learners [32].

Subsequent studies have concentrated on improving the performance of learning
agents while considering the communication times with the single teacher advisor.
Zimmer et al. [8] proposed a reinforcement learning approach that revolves around
learning to teach. Their approach includes efficient techniques for identifying optimal
moments to provide advice, enabling the teacher to autonomously determine when a
student requires guidance. They observed that while most advice is crucial in the initial
training episodes, not all instances necessitate advice. Silva et al. [18] also investigated
the timing of advice transmission, focusing on the student’s perspective. They developed
an action-advising framework wherein the agent seeks advice under high epistemic

uncertainty for a particular state. Their framework also considered that advice has

20



3.2. RELATED WORK

limits and might be sub-optimal. Omidshafiei et al. [33] studied the issue of learning to
teach in cooperative multi-agent reinforcement learning contexts. The agents learn when
and what to advise and utilize the received advice to enhance their individual learning
processes. Ilhan et al. [19] explored peer-to-peer interactions in deep reinforcement
learning, where student agents could acquire advice and reuse that advice directly in
their exploration policies. The student agents were also able to generalize teacher advice
across similar states.

However, the studies referenced above are limited to a teacher-student framework
involving a single advisor, where the teacher agent is considered an expert or well-
trained. Such approaches significantly restrict knowledge sharing in multi-agent scenar-
i0s, wherein agents can receive information from multiple sources, including sub-optimal

teacher agents, who may still offer valuable insights.

3.2.2 Multi advice

In a multi-advice framework, a student can consult multi-agents to help accelerate
reinforcement learning speeds. How to aggregate the multi-advice is the main challenge
in such a framework.

Zhan et al. [9] proposed a framework that involves only one student agent with
multiple teacher agents providing advice. Laroche et al. [20] presented a multi-advisor
framework for reinforcement learning agents where the learning problem is decomposed
into simpler sub-problems, each addressed by independent learners advised by local
advisors. The aggregation method employed in this study utilizes voting schemes to select
the advice with a max Q value. Ye et al. [34, 35] explored multi-agent advice scenarios
using differential privacy techniques, which can guarantee strong privacy but do not
concentrate on aggregating multiple pieces of advice simultaneously. These methods
often presuppose that teaching agents are experts or well-trained. However, real-world
environments frequently present unforeseen situations, rendering this prerequisite
restrictive and limiting the applicability of such approaches. Guo et al. [36] introduce
an explainable action advising, to improve sample efficiency and learning performance.
Decision trees and policy distillation are adopted in this paper. This approach employs a
heuristic function to determine when advice should be issued to an agent, rather than
aggregating multi-advice. This paper is more like a transfer Learning with distilled
teacher policies, where the teachers are not simultaneously learning.

These studies only considered multi-advice from experts or well-trained agents.

However, in many real-world multi-agent contexts, agents operate and train within
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a shared environment, enabling the exchange of knowledge even before achieving an
optimal policy, exemplified by scenarios like half-field offence games. In such situations,
where agents are at varying stages of training and possess diverse datasets, simplistic
advice aggregation methods fall short of addressing the complexities inherent to teacher
agents.

In multi-advice settings, the agents also learn simultaneously, as a complete explo-
ration of the environment beforehand is not always practical. Ilhan et al. [37] incorpo-
rated action advising techniques into a cooperative decentralized multi-agent reinforce-
ment learning scheme, in which, every agent can exchange action advising requests and
responses in simultaneous learning situations. They designed a measurement to assess
each agent’s knowledge in a given state and select advice using majority voting. Silva
et al. [29] also focused on a multi-agent advising framework suitable for simultaneous
learning situations, where multiple agents can mutually share advice with each other
while learning. They also introduced a metric that considers the frequency of an agent’s
visits to a state as a weight for the advice given.

Nonetheless, these few studies with simultaneous learning advice agents, overlook
the varied connection structures between agents. The simplistic calculation of advice
weights does not adequately align well with complex scenarios characterized by different

quality and quantity of advice.

3.2.3 Multi-agent communication mechanism

The teacher-student framework is often mistakenly equated with multi-agent communi-
cation mechanisms, yet there are fundamental differences between the two areas.

Multi-agent communication mechanism has two main differences from the teacher-
student framework. Firstly, most of the multi-agent communication mechanisms focused
on the cooperation of agents. Agents cooperate with each other to achieve a common goal.
In contrast, the teacher-student framework is primarily oriented towards accelerating
the learning speed of the agents. This approach does not necessitate agents working
collaboratively towards a unified goal [38—41]. Furthermore, the agents can even be in
different environments. Studying the learning process of an agent is also important
because we can not always fully explore the environment to get adequate knowledge
for training. Consequently, the agent can try to make use of the information from other
agents to improve learning.

Moreover, the information shared in these two areas is different. In a communication-

based system, agents communicate with each other to get information which typically
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can be regarded as the state of reinforcement learning. On the other hand, in the
teacher-student framework, agents share the information which is mainly about training
knowledge of the reinforcement learning agent in the learning process [42]. This distinc-
tion highlights the different focuses of these systems: one on the situational context of

the agents, and the other on the aspect of the learning process.
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Figure 3.2: An example of the difference between the multi-advice and communication
multi-agent systems.

Figure 3.2 presents an example of the difference between multi-advice and communi-
cation multi-agent areas. This grid world situation has obstacles (the black blocks) and
rubbish piles (the grey blocks). The agents are marked as red blocks. The objective of the
agents is to collect rubbish scattered throughout the environment. In communication

multi-agent systems, agents collaborate to achieve a collective goal within the same
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environment. This approach primarily focuses on the testing phase of reinforcement
learning. These agents communicate with each other sharing information about the
environment and themselves, such as the location of the agents, the rest number of
the rubbish, and the explored sector of the environment. In contrast, in multi-advice
scenarios, agents are not constrained to operate within the same environment. They can
be in different and separated environments, as depicted in Figure 3.2 (a), with scenarios
(1) (2) (3) (4). The key requirement is the uniformity of the Markov Decision Process
(MDP) framework, such as a consistent action space for agents in this grid world, de-
noted as A ={U,D,L,R}, representing up, down, left, and right respectively. The shared
information in multi-advice scenarios is about the learning aspects, such as the state,
action, and reward of the reinforcement learning related to MDP. This type of research
focuses on obtaining more learning knowledge to enhance learning speed during the

training stage.

3.2.4 Discussion of related work

In the context of single-agent advice, as previously mentioned, many existing studies
restrict each agent to receiving advice from only one teacher. This approach is overly
restrictive in multi-agent scenarios where agents are interconnected and capable of
receiving information from more than one source. Most of these works about multi-advice
tend to concentrate on fixed policies or necessitate teachers to be well-trained. However,
in numerous real-world applications, such as autonomous driving and half-field offence
games, multi-agents are working in a shared environment. In this case, agents mutually
influence each other and the environment during the learning process. The agents in this
situation are not isolated, thus multiple simultaneously learning agents are required. Yet,
only a limited number of studies address both multi-advice and simultaneous learning.
These investigations primarily concentrate on managing received advice but often neglect
the connection structure between agents and lack automated methods for weighting
advice. This oversight inadequately addresses complex scenarios characterized by varied
advice quality and quantity. This gap in the research underscores the necessity for more
comprehensive approaches that incorporate these essential elements into multi-agent

learning frameworks.

24



3.3. BACKGROUND

3.3 Background

3.3.1 Teacher-student framework in multi-agent reinforcement

learning

Table 3.1 lists the notations used in this chapter.

A multi-agent learning problem is typically modeled as a Markov decision process
(MDP) which is denoted as a tuple (S,A,T,R,y). S is the state set describing the
environment. A is the action set taken by each agent in the environment. T is the
transition function which is a probability mapping from a state-action pair to a state:
T:(SxA)xS —[0,1]. R is the reward function indicating the feedback from the environ-
ment when performing an action in a given state: R : S x A — R, and y is the discount
factor. A basic learning method is Q-learning, which aims to learn a policy 7 that maxi-
mizes an agent’s accumulated reward with the action-state values @”(s,a). These values

can evaluate the policy as follows:

(3.1) Q7 (s,a) =E;[Y_v'r(ss,arlso =s,a0 =a,ml.
t=0

where a and s are the action and state, respectively, and a; and s; are the values of the
action and state at step ¢.

In a teacher-student framework, the agents are allowed to ask for advice from others.
The advice can be in the form of an action, the Q-value of an action, or a Q-value vector

over the set of all available actions. The advice takes the form of a Q-value vector.

3.3.2 GNN

Graph theory refers to using a mathematical model to describe a set of objects, denoted as
nodes, and their relationships denoted as edges. A graph is defined as G = (V,E,A), where
V ={v1,...,v,} is the set of vertices or nodes. E is the set of edges, and e;; = (v;,v;) €E
denotes an edge between v; and v;. A =[adj;;j] € R"*" is the adjacent element matrix.
If (vj,v;) € E, adj;j = 1; otherwise, ad j;; = 0. The set of neighbours of the ith node is
N; ={vj eV :adj;; = 1}. A graph can have the node attributes X € R"*4 which is a
feature matrix with a vector x, € R? describing the feature of a node v. In our work, this
is the advice Adv(v;) of an agent v;.

GNNs are a powerful deep-learning method for addressing any problems that can
be modelled as a graph. Convolution-based GNNs redefine the notion of convolution

for graph data. They can produce a node’s features by aggregating one node’s features
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Table 3.1: The main notations through this chapter.

Notations Meaning
A={ai,...,a,} The action space
S ={sq,...,8,} The state space
T The transition dynamics
r The reward function
Y A discount factor within the range (0,1)
/4 Policy of RL agent

Action-state value for

Q"(s,a) state-action pair (s,a)
V ={vq,...,u,} Agents set
e;ij=(;,v;) An edge between agent v; and v;
N; The set of neighbours of the ith agent v;
Adv(v;) Advice information of the an agent v;
Adv;; The advice given to v; from v;
Advw)? The advice of ith neural unit

in the /th hidden layer

Adv(v;) with those of its neighbours’ Adv(v;) (v; € N;). Additionally, high-level node
features can be extracted from multiple graph layers [43].

The methods of GNNs, especially Convolutional GNNs, can be classified into two
main streams: spectral methods and spatial methods. Spectral methods developed a
graph convolution based on the spectral graph theory. These methods use a spectral
representation of the graphs and define the convolution operator in the spectral do-
main [44]. As for spatial methods, define the graph’s mutual dependence based on the
graph topology. In a multi-agent framework, we focused on the connection structure and
the message sharing around the agents. Thus, Our paper focuses on the spatial methods,
which define convolutions directly on the graph topology given a node’s spatial relations.

The basic spatial approach formulates the next-layer neural states as follows:

n
(3.2) Rl =fF(Y wORID),
ueN;
where £ is either a linear function or an activation function, and W' is a set of learnable
parameters.
There are other typical GNN approaches, such as the neural network for graphs

(NN4G) proposed in [45] defines its next-layer neural states by:

-1
(3.3) RL=f@V x,+ Y Y wh'h,)
L=1ueN;

26



3.4. GNN MULTI-ADVICE TEACHER-STUDENT FRAMEWORK

Where @0 and W are learnable parameters.Zé;l1 means the sum from 1 layer to

[ —1 layer.

3.4 GNN Multi-advice Teacher-Student Framework

We propose a multi-advice method for simultaneous training Teacher-student framework

considering agents’ connection structure.

~ A i
AiAdvice 2 i
Agent - GNN &+ AP

Juhdet
(Student) (Teacher)
Action Reward . Reward
(€) 1 State Action State
[ Environment ]

Figure 3.3: A multi-advice teacher-student framework for simultaneous training based
on a GNN. A student agent can obtain advice from its neighbouring teacher agents
(Step 1) and obtain optimal advice by using the GNN to deal with the advice (Step
2). Subsequently, the student agent will take action and receive a reward from the
environment and update both its Q table and the GNN model (Step 3).

3.4.1 Construction of the Framework

The connection relationships between the agents are modelled as a graph. Therefore,
every agent is regarded as a node, and the connections between agents are regarded
as edges. More formally, this structured graph is expressed as G = (V,E,A), where
V ={v1,...,u,} is the set of agent nodes, and E = e;},i,j € 1,2,...n is a set of edge at-
tributes. e;; = (v;,v;) € E, which denotes an edge pointing from v; to v;. That means
the agent v; can give advice to agent v;. A =[adj;;]1€ R"*" is the adjacent matrix. The
set of neighbours of the ith agent is N; =v;j€V :adj;; #0. Here, n denotes the num-

ber of nodes in the graph, which is equal to the total number of agents. Each node v;
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has a label representing a multidimensional numerical attribute Adv(v;). This is the
advice in our process. Adv;; =[Qq;,Qay, --,&a,] is the advice given to v; from v, where

[Qa,,Ray,---»Qa,] represents the Q value of the action space of agent j in a given state.

We applied a graph to describe the connections between teachers and students. Every
teacher and student can be regarded as node v; in a topological graph, and the connection
between a student v; and a teacher v; is the edge e;; in a topological graph. The adjacent

matrix is A =[adj;;]€ R™"*". The advice given to student v; from a teacher v; is Adv;;.

Fig.3.1 gives 2 different topological graphs of 4 connected agents. The 4 agents in
Figure (a) are fully connected which is considered in most of the previous works, while
the 4 agents in Figure (b) have 3 edges connecting them together. Based on the topological

graph (b), we can get the corresponding adjacent matrix of the graph as follows:

(3.4) A=

S O = o=

=
el = e B )

O M

Every agent within the graph possesses the dual capability of being both a student
and a teacher concurrently. They can interact with their neighbours if there is a connected
edge between them. An interaction means providing advice or learning from some advice

received.

The connection structures are used for learning-knowledge sharing. These structures
are modelled by using GNN and embodied in the connections of the neural network

layers. The agents can aggregate the advice based on the formed GNN.

A model of this framework is depicted in Figure 3.3. As the figure illustrates, The
student interacts with the teacher to get advice and the environment to process reinforce-
ment learning. When a student in a state s asks for advice, its neighbours will provide
advice to the student as teachers based on their RL policy (Step 1). The multiple pieces
of advice will be input to the GNN. Then, the GNN processes the different pieces of
advice and outputs the optimal advice to the student agent (Step 2). Subsequently, the
student agent takes action according to the GNN’s result and receives a reward from the
environment (Step 3). Finally, the student agent simultaneously updates both its RL and
the GNN models.
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3.4.2 The task process of the framework
3.4.2.1 Overview of the process

The advising workflow is shown in Fig. 3.4. This process involves a student agent seeking
advice from multiple teacher agents, unfolding over five distinct steps that facilitate

interaction between the student, the teachers, and the environment.

Environment Student agent Teacher agents
@ state
@ Advice
@ Call algorithm 2: f Call .algorithr.n 1 )
RL with handled advice ||, | Handling multi-advice
(Action)
(Reward)

@® Update algorithm
land?2

Figure 3.4: The workflow of a student agent asking for advice.

In Step 1, the student agent asks for advice given its state s, by communicating with
teacher agents (its neighbours). In Step 2, the teacher agents respond to the student
agent with advice based on their own policy. Next, the student agent uses a GNN-based
Algorithm 1 to deal with the received advice and derive optimal advice (Step 3). In Step
4, the student agent uses RL Algorithm 2 with the optimal advice to take an action. Here,
the student takes the action that has the maximum Q value based on the optimal advice
and gets rewards from the environment. Lastly, the student updates the Q value @ of
the action based on their reward r using the Q value iteration function and the GNN

loss function (Step 5).

3.4.2.2 Step 1 and Step 2

In Step 1, an agent gets the state of the environment. Then, the agent gives the state to

its neighbours which are connected to the agent to ask for advice. Its neighbours received
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the requirement, and give advice of the state to the agent based on their own RL policy
in Step 2.

3.4.2.3 Step 3

Note that, the main idea of Algorithm 1 is using GNN to handle multiple pieces of advice
in step 3. The GNN model consists of hidden GNN layers that extract advice from the
structured graph data. The agent’s advice matrix Adv(v;) associated with each agent is
fed into the hidden layers. Subsequently, the student agent obtains new advice given by

GNN. The information on the advice can be described as follows.
n
(3.5) Adv(v;) = Z a;jAdv;;
J=1,jeN;
More specifically, the weights a;; associated with the advice from neighbouring agents
are trained through the neural network. This training process exemplifies the application
of the first layer of graph-based "convolutional" neural network units, as illustrated in

Figure 3.5.

Advii<

Adv(DH®

Advl‘j )

Figure 3.5: Training the weights of the neighbour agents. In every hidden layer of the
graph, the student agent gathers advice from its neighbouring teachers and learns their
weights.

In GNN-based Algorithm 1, we will give an example of two hidden layers used to
aggregate the advice based on the number of agents. The ith neural unit of the GNN
in the /th hidden layer is Adv(v;)®. Focusing on the initial layer of "convolutional"
neural network units, their outputs are based only on the ith agent’s knowledge and
its neighbours’ advice (the neighbours j € N;). The output for the ith agent can be

formulated as follows.
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n
(3.6) Advw)P=fC Y ag})Adui G+
J=1,jeN;
where f is either a linear function or an activation function, and a%) is the weight of the
Jth connected teacher’s advice to the ith student agent in the first hidden layer. In the

next hidden layer, the ith agent’s extracted advice is as follows.

n
(3.7) Adv)® =f( Y aPAdvw)™® +b®)
J=1,jeN;
where 04(5.) is the weight of the jth connected teacher’s advice to the ith student agent in
the second hidden layer, and Adv(v j)(l) is the extracted advice of agent v; for the output
of the first hidden layer.

This whole process can be concisely described as follows.
(3.8) G = f"N(Adv(V),A)

where G, denotes the graph advice proceed from GNN; VN denotes the GNN operator.Adv(V)
is the advice of agents set V which is based on policy 7(s;). A is the adjacent matrix of
the graph, which represents the connection structure.

Figure 3.6 illustrates the architectural details of GNN. It also exemplifies the process
of handling advice for a specific agent, indicated by a circled node. The input is the advice
from other agents and the neural units represent learning agents. The hidden units and
the output neural units are used to compute the output advice. In Figure 3.6, the dashed
lines depict the information flow across the graph layers. The blue solid arrow lines
are the graph edges, illustrating the connections between agents. Meanwhile. the solid
orange lines signify connections to the neural units, which are responsible for computing
the final mappings.

Algorithm 1 formally outlines the process by a GNN model dealing with multiple
pieces of advice to generate the optimal advice Adv(v;) for agent v;. Agent v; initializes
the GNN with random weights (Line 1) and inputs the Adv;; in the state s; (Line 2).
Line 4 shows the processing of Adv;; by the first hidden layer of the GNN, which is then
further refined by the second layer (Line 6). Subsequently, the resulting optimal advice
vector Adv(v;) is produced (Line 7). The agent then updates @ .., (f) using Algorithm 2
(Line 8). Finally, the weights of the network are updated via the gradient descent method
(Line 9).
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Figure 3.6: The architecture of the framework along with an example of multiple pieces
of advice, which are handled by the GNN.

Algorithm 1 GNN model to deal with multi-advice.

Input: Multi-advice Adv;; of agent v; Output:Advice Adv(v;) of agent v;

1:

Initialize the GNN with random weights;

Input Adv;; of agent v; in state s;

First layer

Adv@)V — F(Z7, oy @i Advij+bD)

Second layer

Adv@)? — f(E1_ oy @ Advw)D +b2)

Output handled optimal advice Adv(v;) (which is a distribution vector of actions);
Get new Q01 (t) — ‘Algorithm2 ‘

Perform a gradient descent step on loss function: L(w) =

" MSELoss(Adv(v:), @new(®) = (Adv(0:) ~ @now().

3.4.2.4 Step 4 and Step 5

In step 4, we adopt RL based on the Temporal Difference (TD) algorithm to take an
action based on the handled advice. Then, update both the GNN algorithm and the RL
algorithm (Step 5).

(3.9)

The loss function of GNN is given by L:

L(w) = MSELOSS(GZ,Qnew) = (Gl - Qnew)2

where w denotes the trained parameters in the network, and @ is the Q value distribution

from the agents using reinforcement learning based 7'D method. The Q value iteration

function is formulated as follows:

(3.10)

Qi+1(s,0)=1-a)Q;(s,a)+a*(r +yzn(a'|s')Q,~(a',s'))
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where o' and s’ are the action and state in the next step, and a is the learning rate.

Algorithm 2 Reinforcement learning agent with multi-advice.

Initialize y,a
: for every agent v; do
while in T episodes do
Observe current state s;.
if need ask for help then
Adv(v;) — |Output of Algorithml‘
Choosing an action which has max Q value based on Adv(v;);
else
Choosing an action by itself.
end if
Receiving reward r from environment, and @ 0, () — (1 — a)Q(¢) + a = (r +
ymax(Q(t+1)). return Q. (2)
12: end while
13: end for

-
=2

Algorithm 2 formally presents the framework of the classical RL agent with advice.
Each RL agent interacts with the environment and receives an observation of the state
s; (Line 4). If any agents have asked for advice (noting that every agent asking for
advice is regarded as a student agent), they will receive optimal advice from GNN
based on the advice it received from its neighbours (Line 6). Following this, the student
agents execute their actions. Agents who have not asked for advice take action based on
their own knowledge (Line 9). In cases where advice sharing fails or there is a delay in

communication, the advice will be randomly assigned.

3.4.3 Performance Analysis

The method outlined in this section is more realistic compared to the current approaches
as it does not rely on the assumption that all agents are fully connected to each other.
Instead, an agent can leverage a GNN to extract information from its neighbours and
subsequently determine the optimal action for a given state. Each agent i trains with
a local knowledge dataset D;, and sharing advice about learning knowledge facilitates
the maximal utilization of each agent’s local dataset. The GNN structure significantly
enhances knowledge aggregation. Through the first hidden layer, as delineated in func-
tion 3.6, a student agent can gather advice from its neighbours. Further, the student can
access information from its neighbours,A6 neighbours via the second hidden layer, as

illustrated in Equation 3.7. Here, Adv(v j)(l) is the advice aggregated by the first hidden
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layer, which contains information from the neighbours of agent v;. Consequently, fol-
lowing the second hidden layer, agent v; can aggregate information from its neighbours’
neighbours as long as v; has a connection to them.

Consider agent 1 in the Fig.3.1 (b) as an example. In the first layer of the GNN, agent
1 gets information from agents 2 and 3 denoted as (1,2,3). Agent 3 gathers information
from agents 1 and 4 denoted as (1,3,4). Then, through the second layer of the GNN,
agent 1 can gain information from agent 4 via agent 3. As a result, through both layers,
agent 1 has access to advice from all of agents (1,2,3,4). This method, therefore, has the
potential to elicit superior advice compared to existing baselines. Furthermore, although
this chapter focuses on a case study involving a two-layer GNN, it is entirely feasible to
expand the GNN to include multiple layers. This expansion would enable the inclusion
of a more extensive network of neighbours. The impact of varying the number of layers
is explored through an experiment, the results of which are presented in the following

section.

3.5 Experimental Analysis

In this section, we present the 5 evaluation scenarios and the 2 baseline approaches.
Then present parameters of 3 different reinforcement learning algorithms and experi-
mental scenarios’ details. Next, the experimental results are given. Finally, we conduct

comprehensive studies on hyper-parameters and perform ablation analyses.

3.5.1 The experiment environment

To evaluate the efficacy of our approach, we conducted experiments involving agents in
various scenarios: cleaning, routing, mountain car, inverted pendulum, and a simula-
tion of urban mobility (SUMO). Our demonstration of the GNN-based teacher-student

framework contains an analysis with two baselines for the simultaneous learning agents.

3.5.1.1 The discrete experiment scenarios

The cleaning scenario: In the cleaning scenario, agents within a grid world environ-
ment are working to collect the rubbish in the area. This scenario, serving as a discrete
experimental setup, evaluates the performance of various approaches in identical en-
vironments. Two evaluation metrics are employed for assessment. Firstly, the number

of steps taken by the agents to collect all rubbish, providing an intuitive measure of
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performance. Secondly, the number of hits indicates the frequency with which agents
encounter obstacles during rubbish collection.

The routing scenario: The routing scenario, another discrete grid world exper-
imental setup, features a sparser reward system compared to the cleaning scenario.
Here, each agent aims to identify the optimal route to a designated destination. This
scenario can show how to efficiently get a route to an object. Two evaluation metrics are
utilized: the number of steps required to reach the destination, and the frequency of hits,

analogous to the measures used in the cleaning scenario.

3.5.1.2 The continuous experiment scenarios

The mountain car scenario: The mountain car scenario, a continuous environment
from OpenAl Gym, involves reinforcement learning agents selecting actions for various
cars. In this setup, a small car is initially positioned at the bottom of a sinusoidal
valley, with its objective being to reach the peak of the right hill. The agents determine
actions to control the car’s acceleration. This scenario also allows agents to consult with
teacher agents, potentially enhancing their performance. The primary evaluation metric
employed here is the accumulated reward.

The inverted pendulum scenario: The inverted pendulum scenario, a quintessen-
tial continuous environment from OpenAl Gym, involves a pendulum attached at one
end to a fixed point and free at the other end. The pendulum starts in a random position,
with the objective being to manoeuvre it into an upright stance. Different reinforcement
learning agents control different pendulums and they can share knowledge about learn-
ing in the training process. The reinforcement learning agent gets actions to apply torque
on the free end. The accumulated reward is also selected as the evaluation metric in this

context.

3.5.1.3 The SUMO scenario.

To evaluate the approach of our approach in a more complex environment, we implement
our method within the Simulation of Urban MObility (SUMO) scenario. SUMO is an open-
source, versatile, microscopic and continuous traffic simulation platform. In this scenario,
we deploy a reinforcement learning agent to manage traffic lights at intersections. The
primary objective is to allow the designated traffic flow to pass through the intersection
as quickly as possible. The accumulated reward is also used as a metric to evaluate the

performance in this scenario.
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3.5.2 Baselines

The proposed GNN-based teacher-student framework has multi-advice. However, there
are limited studies on simultaneously learning agents that leverage multi-advice, primar-
ily focusing on methodologies for processing received advice. Consequently, we choose the
weighted approach Partaker-Sharer Advising Framework (PSAF) [46] and the Two-Level
Q-Learning (TLQL) algorithm [47] as baseline comparisons for our study.

This Partaker-Sharer Advising Framework(PSAF) is a classical weighted approach
which involves a reasonable manual-weighted multi-advice and has a good performance
in multi-advice handling. The weight of multi-advice is based on confidence which is as

follows:

(3.11) Foisit(s) = VI 2Inpisis(s)

where n,is;:(s) is the number of times the teacher agent visited the state s. If the teacher
agent visits a given state more times, it will have a higher value of confidence and weight.

The Two-Level Q-Learning (TLQL) algorithm, as described in [47], also adopts a
weighted approach to handle multi-advice. Within this framework, the value attributed

to a vote for action a in state s is denoted as follows:

L 1
(3.12) Adv(v;) = max(Adv;;)+ Z ——Adv;;
i=1,i#argmax;(Adv;;) Nyisit(s)
This method is also based on the classical weight about the number of times the

agent has visited the state n,;s;:(s).

3.5.3 Parameters and experimental details
3.5.3.1 Reinforcement learning parameters

To evaluate the efficacy of our proposed method, we employed various reinforcement
learning algorithms in each scenario. In the discrete cleaning and routing scenarios, a
basic Q-learning algorithm was utilized. For the continuous mountain car and inverted
pendulum scenarios, the Deep Deterministic Policy Gradient (DDPG) algorithm with
separate actor and critic networks was adopted. In the SUMO scenario, we implemented
the traditional Deep Q-Network (DQN). These algorithms are widely recognized for their
universality in reinforcement learning.

We chose a greedy € value of 0.1, set the learning rate a to 0.2, and chose a discount

factor y = 0.85. These parameter settings are standard and were selected based on
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empirical evidence to fall within appropriate ranges. This fixed-parameter approach
facilitates a more controlled experimental environment, allowing us to more accurately

assess the impact of our method on the performance of the agents.

3.5.3.2 Experimental environment setup

Experimental setup of the cleaning scenario We built grid environments of different
sizes, including a large environment with 1200 x 1000 pixels, a medium environment
with 1000 x 800 pixels, and a small environment with 800 x 600 pixels (Fig. 3.7a). There
were 45 obstacles (the black blocks) and 80 rubbish piles (the grey blocks). The agents are

marked as red blocks. The agents’ task is to collect the rubbish around the environment.

AL

. m ]
- ||
| | [ |
(a) The cleaning scenario experiment environ-  (b) The routing scenario experiment environ-
ment ment

Figure 3.7: Scenarios of the discrete environment.

The shared knowledge about learning is based on the tuple (S,A,T,R,y) relating
to MDP. The advice is the [Qy,®@p,®Q1,@r] which represents the Q value of the action
space of up, down, left, and right in a given state.

Experimental setup of the routing scenario As for the routing scenario, we also
built three different sizes of environments, including a large environment with 1200 x
1000 pixels, a medium environment with 1000 x 800 pixels, and a small environment
with 800 x 600 pixels. There was a goal which was green and the obstacles were grey.
The agents need to learn the way to arrive at the goal (Fig. 3.7b). The agents also can
observe their surrounding area and consist of eight dimensions and the agents also can
take four possible actions for each state: A ={U,D, L, R}, which respectively represent
up, down, left, and right.

Experimental setup of the mountain car scenario. In the mountain car scenario
(Fig. 3.8a), we constructed an environment where the car’s action, representing the

directional force applied, ranges between [—1,1]. The car’s position is confined within
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the interval [-1.2,0.6], and its velocity falls within the range of [-0.07,0.07]. The agents’

observations are two-dimensional, encompassing both the car’s position and its velocity.

s
\\-\!// E

(a) The mountain car scenario experiment (b) The inverted pendulum scenario experi-
environment ment environment

Figure 3.8: Scenarios of the continuous environment.

Experimental setup of the inverted pendulum scenario. The inverted pendu-
lum scenario (Fig. 3.8b) has a pendulum which has a quality of 1 kg. The action is about
the torque applied to the free end of the pendulum with the range of [-2,2]. Additionally,
the pendulum’s angular velocity spans the range of [-8,8]. The agent’s observation is
three-dimensional, encompassing the x — y coordinates of the pendulum,Aés free end and
its angular velocity.

Experimental setup of the SUMO scenario. In the SUMO scenario, agents are
tasked with managing traffic lights at intersections. The environmental state is defined
by the vehicular density proximate to the traffic signal junction. Actions correspond
to the traffic light phases, exemplified by notations such as GGrrrrGGrrrr, where G
denotes a green light, r indicates a red light, and y represents a yellow light. We have
designed 48 distinct vehicle flows to navigate through the intersections governed by
these traffic lights.

3.5.4 Experimental results

We compared the agents’ performance to the baselines which involve manual weighted
of multi-advice. We considered different connection structures. The first connection
structure involved six reinforcement learning agents, as shown in Figure 3.10 (a), while
the subsequent structure comprised seven agents as illustrated in Figure 3.10 (b). These
connections signify the agents’ ability to share learning information and influence
the GNN structure, with each distinct connection pattern yielding a different GNN

configuration.
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Figure 3.9: The SUMO agent experimental environment.

For our experiments, we chose a fixed connection structure, focusing primarily on
the learning process. The auto connection structure may be the future research about
aggregating information in the testing process. We also examined varying numbers of
agents and connection structures in the ablation study section. In each scenario, we

conduct over 20 experiments and calculate the average.

o
9000
o o © e
(a) (b)

Figure 3.10: Connection of the 6 and 7 agents.

3.5.4.1 Results of multi-agents in the discrete scenarios.

We implemented our method using Q-learning in these discrete scenarios. The state space
dimension in these scenarios is relatively small, and the number of knowledge is also not
large. Hence, in our experiments, agents asked for help in the first 4 episodes, considering
the experiment environment and the subsequent ablation studies that focused on the

impact of the duration of advice asking. We chose the same asking episodes in the
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discrete scenarios to observe the influence on the learning process in which agents all

lack knowledge.
At the beginning of the learning process, no agent had sufficient knowledge of the

environment to take optimal action. Thus, they shared information to help improve
the performance of all the agents, i.e., the agents asked their neighbours for help and
the neighbours returned advice based on their RL policy. It is important to note that
in these discrete scenarios, as each agent progressively explores the environment and
accumulates sufficient knowledge, their performance becomes less reliant on shared
knowledge and more dependent on the intrinsic capabilities of the reinforcement learning
(RL) algorithm. This observation suggests an alternative research direction focused on

enhancing the RL algorithm itself in the future.

Multi-agents in the cleaning scenario: We analyzed the average steps needed to
collect the rubbish for every episode. Figure 3.11 shows the results for the six agents
in the cleaning scenario at all three sizes of the grid world. Figure 3.10 (a) shows the
connections between the six agents. For the first four episodes, the agents asked for
advice. After that, they learned by themselves to find an optimal policy. The result shows

that our approach performed significantly better than the baselines.

In Figure 3.11, we present two key metrics: the number of steps to the goal, which
represents the steps taken to collect all the rubbish and hits, indicating the frequency
of collisions with obstacles during the learning process. The results demonstrate that
the GNN-based method enhanced the agents’ performance in the initial stages of the Q-
learning process. This improvement is evidenced by the reduced number of steps required
to collect the rubbish and a decrease in the instances of obstacle collisions. Figure 3.11
(a), (c), and (e) show that our method respectively used 24.94%, 28.78% and 59.07% fewer
steps than TLQL and 34.4%, 27.6% and 59.0% fewer steps than PSAF to collect all the
rubbish than the baseline in the large, medium, and small grid environments. Further,
as illustrated in Figs.3.11 (b), (d), and (f), the agents hit the obstacles 17.47%,37.16% and
42.98% fewer times and 20.1%, 20.1% and 34.2% fewer times with our method compared
to the baseline TLQL and PSAF respectively. Lastly, we can see that the agents reached
the optimal policy faster using GNN than with the baseline.

In our next set of experiments, we considered a different connection structure between
the 7 agents in the cleaning scenario, as pictured in Figure 3.10 (b). The seven agents
asked for advice at the beginning of the Q-learning process and used the GNN to deal
with the received advice. They then took action and updated both the reinforcement

learning model and the advice handling model. Here, we also analyzed the average steps
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Figure 3.11: Performance of 6 cleaning agents

and hits for every episode. Figure 3.12 shows the results. Figs. 3.12 (a), (c), and (e) show
that our method used 41.06%, 31.94% and 41.78% fewer steps and 50.6%, 45.6% and
55.5% fewer steps to collect all the rubbish than the baseline TLQL and PSAF in the
large, medium, and small sizes of the grid world. Figs.3.12 (b), (d), and (f) show the
agents using our method hit the obstacles 34.63%, 49.24%, and 29.17% fewer times and
38.4%, 36.3% and 45.5% fewer times than TLQL and PSAF. Again, our method also
reached the optimal policy faster.

Multi-agents in the routing scenario: We analyzed the average number of steps
required to reach the destination in each episode, along with the frequency of collision
incidents with obstacles encountered throughout the learning process.

Figure 3.13 shows the results for the six agents in the routing scenario at all three
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Figure 3.12: Performance of 7 cleaning agents

sizes of the environment. The connections between the six agents are also shown in
Figure 3.10 (a). For the first four episodes, the agents asked for advice. After that, they
learned by themselves to find an optimal policy to give way to the goal. The result in the
routing scenario also shows that our approach performed significantly better than the
baseline methods.

Figures 3.13 (a), (c), and (e) show that our method respectively used 45.04%, 58.63%,
and 76.85% fewer steps and 35.10%, 38.90% and 41.58% fewer steps to arrive at the
goal than the baseline TLQL and PSAF in the large, medium, and small environments
when asking for advice. Further, as illustrated in Figs.3.13 (b), (d), and (f), the agents hit
the obstacles 42.68%, 51.97%, and 44.56% fewer times and 34.83%, 30.33% and 29.01%

fewer times with our method compared to the two baselines as asking for advice.
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Figure 3.13: Performance of 6 routing agents.

Then, we also considered a different connection structure between the 7 agents in
the routing scenario, as pictured in Figure 3.10 (b). We also analyzed the average steps
and hits for every episode. Figure 3.14 shows the results. Figs. 3.14 (a), (c), and (e) show
that our method used 45.17%, 72.72% and 84.32% fewer steps and 48.62%, 69.77% and
52.19% fewer steps to arrive at the goal than the baselines TLQL and PSAF in the large,
medium, and small sizes of the grid world. Figs.3.14 (b), (d), and (f) show the agents
using our method hit the obstacles 55.46%, 60.57%, and 66.69% fewer times and 41.80%,

20.24% and 30.85% fewer times compared with two baselines.

43



CHAPTER 3. A GNN-BASED TEACHER-STUDENT FRAMEWORK WITH MULTIPLE
PIECES OF ADVICE

4500
— -TLQL = = PSAF GNN

7000
W 4000 TLQL = = PSAF ——GNN
— 6000 .oy 3500
3 NS -
gp 5000 R 3000
2 4000 e g oo
@ e e T T ES
2 3000 e &0
& 1500
2000 1600 )
1000 500 = —— ==
0 0
1 6 11 16 21 26 1 6 11 16 21 26
Learning episodes Learning episodes
2500
3500
TLQL = = PSAF ——GNN
3000 /- -1 — -TLQL — — PSAF GNN 2000 Q
200 \M : N
= N ] ., 1500
S 2000 | S ~ = X
> %= -~ T \
8 ~J — 1000
= 1500 - —=
o | I TSN -
£ 1000 <06
500
0 0
1 6 11 16 21 26 1 6 11. i 16 . 6
Learning episodes Learning episodes
2000
5000
1800
TLQL = = PSAF ——GNN
4500 A — .TLQL - — PSAF GNN 1600
4000 = 1400
© 3500 WV \
80 3000 . @ 1200
E 2500 N £ 1000
& 2000 oy 800
& 1500 < g 600
1000 e e — 400
500 e, L o s 200
0 0
1 6 1 16 21 26 1 6 11 16 21 2
Learning episodes Learning episodes

Figure 3.14: Performance of 7 routing agents.

3.5.4.2 Results of multi-agents in the continuous scenarios.

In these continuous scenarios, which feature a larger state space compared to the discrete
grid world, we implemented our method using the DDPG algorithm. Given the expanded
knowledge space, we increased the number of knowledge-sharing episodes. This approach

allows for a more thorough observation of the efficiency of utilizing advice.

Multi-agents in mountain car scenario: We analyzed the accumulated reward in
the mountain car scenario, taking into account various connection structures similar to

those in the grid world. Figure 3.15 shows the experiment results.

The results demonstrate that the GNN-based method significantly improves agent

performance by yielding greater rewards during the training process. Figures 3.15 (a)
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and (b) depict the effectiveness of our method with six and seven agents, respectively.
In the scenario with six agents, our method achieved rewards that were 17.82% and
28.25% larger reward than those obtained using the TLQL and PSAF baselines. With
seven agents, the proposed method surpassed the same two baselines, obtaining 33.27%

and 22.43% larger rewards, respectively.

1 3 5 7 9 11 13 15 17 19 1 3 5 7 9 11 13 15 17 19

— -TLAQL — = PSAF ——GNN - -TLAL PSAF ——GNN

-1000 -1000

2000 -2000

-3000
-3000

Reward
Reward

-4000
-4000

4 -5000
5000

-6000

-6000 -7000

Learning episodes

Learning episodes

Figure 3.15: Performance of mountain car agents.

Multi-agents in the inverted pendulum scenario: We conducted an analysis
of the accumulated reward in the inverted pendulum scenario, considering two distinct
connection structures akin to those in the discrete grid world. The findings of this
analysis are presented in Figure 3.16.

Figs. 3.16 (a) and (b) illustrate the results of the accumulated rewards with six and
seven agents, respectively, in the inverted pendulum scenario. This scenario is character-
ized by a large state and action space, where agents share their learning knowledge over
time. Initially, the performance of our proposed method exhibits fluctuations. However,
as learning progresses, it significantly outperforms the baselines. With six agents, our
method achieved 17.09% and 39.51% higher rewards compared to the TLQL and PSAF
baselines. In the scenario with seven agents, the performance improvement was even
more pronounced, with our method attaining 19.84% and 35.44% higher rewards than
the TLQL and PSAF baselines, respectively. These results indicate that our method is

capable of learning a more effective policy.

3.5.4.3 Results of multi-agents in the SUMO scenario.

In the SUMO scenario, we examined the accumulated reward of the agents while taking
into account two different connection structures. The outcomes of this analysis are

depicted in Figures 3.17.
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The results indicate a superior performance of our method. Specifically, with six
agents, our approach achieved 16.75% and 28.15% higher rewards compared to the TLQL
and PSAF baseline methods, respectively. In the scenario with seven agents, our method
continued to outperform, attaining 16.72% and 18.10% higher rewards than the TLQL
and PSAF baseline methods. This demonstrates the effectiveness of our approach in

enhancing agent performance in the SUMO scenario.
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Figure 3.17: Performance of SUMO agents.

3.5.4.4 Time consumption and robustness.

Time consumption: We next analyzed the time consumption of our method and the two
baselines. Fig. 3.18 shows the results. Here, our method took longer than the baseline.
For 100 steps, our method took 79.88 and 77.31 seconds, while the baseline TLQL needed
79.72 and 64.64 seconds and the PSAF baseline only needed 62.26 and 68.31 seconds in
two situations respectively.

The time consumption of these methods is in the same order of magnitude. Sometimes,
the GNN method needs more time for computing. This is because, for some key steps,
our method needed the GNN to make its prediction, and the GNN has a higher time
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consumption. However, once the students had received enough knowledge, no extra
time was consumed in the training. In addition, both the time complexities are linear
increasing, which is acceptable in the real world. Our method needs fewer steps in total,
which means that we save a lot of time in taking actions by sacrificing a little calculation

time.
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1 1 21 31 a1 51 61 71 81 91 1 11 21 31 41 51 61 71 81 91

Learning episodes Learning episodes

Figure 3.18: Time consumption of the GNN and baselines.

Robustness: In the aforementioned experiment, we accounted for scenarios where
student agents do not receive advice from teacher agents due to communication delays or
other faults. In such cases, we opted for a random selection of advice. This section delves
further into assessing the robustness of our proposed GNN-based aggregation method,
particularly in the context of a malicious agent providing detrimental advice within the
framework. Figure 3.19 illustrates the result of our method under normal conditions
and when subjected to a malicious attack. There is no significant difference in rewards
between the two scenarios. Consequently, our method demonstrates resilience, effectively

utilizing advice to maintain good performance even in the presence of a malicious attack.

3.5.4.5 Limitation exploration.

We further investigate scenarios in which our proposed method exhibits marginal per-
formance enhancement. Our analysis encompasses two distinct, relatively extreme
conditions. The first pertains to very small learning environments characterized by
limited state and action spaces. The second examines scenarios marked by a substantial
incidence of low-quality advice, exemplified by communication delays or failures. In such
contexts, student agents may receive essentially random advice.

Figure 3.20(a) depicts the performance of agents within a constrained learning
environment. The evaluation was conducted using a teacher-student framework within a

500 x 500 grid world, characterized by a small state and action space. The results reveal
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Figure 3.19: The performance comparison proposed method in a common situation and
with a malicious attack.

negligible disparities in the efficacy of our method relative to baseline comparisons.
In such limited learning contexts, student agents are capable of rapidly exploring the
environment, with performance predominantly contingent upon the student agents’ own
capabilities. The advantages of aggregating advice are not well demonstrated.

Figure 3.20(b) illustrates the performance of agents when faced with a substantial
proportion of low-quality advice, primarily due to delays. In this scenario, student agents
are subjected to advice that is essentially random, significantly diminishing its quality.
The outcomes demonstrate that the performance of our proposed method and that of
the baseline comparisons are comparable. This indicates that our method does not offer

improvements in the effective aggregation of very low-quality advice.
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Figure 3.20: Scenarios have limited performance improvement.
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3.5.5 Hyper-parameters studies

In this section, we delve into a more comprehensive analysis of our method by exploring
the effects of varying the number of GNN layers and examining different connection
structures among agents.

Impact of the different numbers of GNN layers. Figure 3.21 (a) illustrates the
performance of agents with varying numbers of GNN layers. We evaluated the teacher-
student framework, incorporating multi-advice, using 2, 3, and 4 GNN layers. The results
indicate that, within a configuration of 10 agents, there is no significant difference in

performance across the GNN configurations with 2, 3, and 4 layers.
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Figure 3.21: The performance of different hyper-parameters.

Impact of the different connection structures. Figure 3.21 (b) presents the
performance of agents within different connection structures. We utilized three distinct
connection configurations involving 10 agents, as depicted in Figs. 3.22. The structure
3.22 (a) characterized by more tightly connected nodes, evidently demonstrates superior

performance compared to the other connection structures.

3.5.6 Ablation studies

Impact of the time length of advice asking. In previous studies focusing on the
GNN-based teacher-student framework with multi-advice in discrete scenarios, where
the knowledge space is relatively small, we commonly assumed that advice is sought
over four turns. This approach typically results in enhanced performance during the
early stages of the learning process. Figure 3.23 illustrates the varying durations of
advice-seeking. The influence of advice in the learning process is evident, as ceasing to

ask for advice leads to a slight increase in steps taken in subsequent turns.
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Figure 3.22: The 3 different connection structures of 10 agents.

Figure 3.24 illustrates the scenario where an agent continuously seeks advice through-
out the entire training process. In discrete scenarios, as shown in Figure 3.24 (a), the
performance eventually deteriorates compared to when advice is limited to the initial
phase of learning. This decline is attributed to overfitting caused by an overload of infor-
mation. As agents fully explore their environment and accumulate sufficient knowledge,
the additional advice may disrupt the existing knowledge distribution. Moreover, the
ultimate performance, when adequate knowledge is attained, largely depends on the
reinforcement learning algorithm itself. This phenomenon warrants further exploration
in future research.

Conversely, the GNN-based method with DDPG, which features separated actor
and critic networks, shows significant performance improvement throughout the entire
learning process with advice, as seen in Figure 3.24 (b). This improvement is likely due to
the critic network’s ability to provide a more accurate estimation of the Q value, thereby
enhancing the GNN and RL training.

Impact of the different number of agents. Figure 3.25 presents the performance

of agents at various scales. We employed five different numbers of agents and observed
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Figure 3.23: The performance of different turn numbers for advice asking in the discrete
scenarios. Figure (a),(b),(c),(d),(e),(f) are with the advice asking in 2,4,6,8,12,14 turns.
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an overall improvement in performance within the cleaning scenario compared with the
baseline. Notably, we found no significant differences in the impact resulting from the

varying number of agents in this particular scale of agent situation.
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Figure 3.25: The steps decline ratio of our methods compare with baseline with different
number of agents

3.6 Summary

This chapter proposed a novel GNN-based teacher-student framework with multi-advice.
To the best of our knowledge, it is the first method to utilize GNN to handle multi-advice
within a teacher-student framework considering sparse connection structures. Our inno-
vative GNN strategy constructs a topological graph of agent connections, enabling the
aggregation of information from indirectly connected agents. One significant advantage
of this approach is that the GNN can autonomously optimize the weights assigned to
each piece of advice, leading to enhanced learning speeds compared to contemporary

benchmark methods, as evidenced by our experimental findings.
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CHAPTER

A FEDERATED ADVISORY TEACHER-STUDENT
FRAMEWORK WITH SIMULTANEOUS LEARNING AGENTS

This chapter is also about RL acquiring multiple pieces of advice from other agents,
especially focused deep RL in simultaneous learning situations. The framework enabling
students to seek advice from multiple teachers at the same time in simultaneous learning
presents new challenges. For instance, advice provided by different teacher agents may be
different and even contradictory, posing a challenge in aggregating these divergent pieces
of advice. Furthermore, the prevalent practice of sharing advice about specific samples
risks exposing sensitive environmental data to potential attackers. Additionally, in fields
where agents employ deep reinforcement learning. This chapter introduces a novel
Federated Advisory Teacher-Student (FATS) Framework for simultaneous learning in
complex environments within the context of deep reinforcement learning. This framework
also effectively overcomes the limitations associated with a restricted number of teacher

agents.

4.1 Introduction

Reinforcement learning (RL) needs a lot of data and time for training with trial and error
in dynamic and complex environments [48]. To alleviate this challenge, the Teacher-
Student framework employs prior knowledge to hasten the learning process [7]. The

Teacher-Student framework involves a teacher agent who can provide advice to the
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student agent to accelerate the student,A6s learning speed. We focused on the advice

aggregation of the Teacher-Student framework.

In recent years, research on the teacher-student framework has been categorized into
two main aspects: single-source advice and multiple sources of advice. In a single-source
advice scenario, a student agent asks for advice from either a human expert or another
teacher agent to accelerate learning at one time [18, 19, 49]. This form of advice sharing
can be seen as peer-to-peer knowledge sharing. In some cases, a student agent may
receive advice from multiple teacher agents, but it is not at the same time [33] making it
also a peer-to-peer advice framework. In contrast, the multiple sources of advice scenario
allows an agent to seek advice from multiple teacher agents at the same time. Our
research is specifically focused on investigating situations involving multiple pieces of

advice.

Currently, there is limited research on multiple sources of advice on teacher-student
frameworks. Teacher-student frameworks with multiple sources of advice make infor-
mation exchange in multi-agents more complex and have the problem of how to handle
the received multiple pieces of advice. Existing studies on multiple sources of advice
primarily focus on separate learning, where teachers and students are separated, and the
teacher agents are required either experts or pre-trained agents. However, in real-world
situations, pre-trained agents may not be available. Instead, all agents learn at the same
time, and can both fulfil the role of a student asking advice and as a teacher providing
advice which is a more complicated situation. This type of learning is referred to as
simultaneous learning. Unfortunately, existing simultaneous learning approaches only
allow student agents to receive advice from a single teacher agent at the same time,
which restricts their practicality and scalability in real-world scenarios. To overcome this
limitation, we proposed a novel framework that enables students to seek advice from
multiple teachers at the same time in simultaneous learning. However, this framework
presents new challenges. For instance, advice provided by different teacher agents may
be different and even contradictory, posing a challenge in aggregating these divergent
pieces of advice. Furthermore, the prevalent practice of sharing advice about specific
samples risks exposing sensitive environmental data to potential attackers. Addition-
ally, in fields where agents employ deep reinforcement learning ,Ai such as robotics
control [15], health informatics [50], and electricity networks [16] ,Ai the advice-sharing

form remains a challenge.

To address the aforementioned challenges, we introduce a novel framework known as

the Federated Advisory Teacher-Student (FATS) Framework for simultaneous learning in
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complex environments within the context of deep reinforcement learning. This framework
effectively overcomes the limitations associated with a restricted number of teacher
agents. Because the FATS framework has connections between clients and a server
with bidirectional communication. This structure allows student agents to aggregate
advice from multiple teacher agents, thereby allowing every agent to be both the role of
a student seeking advice and a teacher providing advice. This ensures every agent with
multiple pieces of advice. Notably, our approach eliminates the necessity for pre-trained
teacher agents, as the federated learning training process leverages agents’ knowledge to
facilitate simultaneous learning. Furthermore, the federated advisory structure, which
facilitates the sharing of advice through model parameter sharing, reduces the risk of
environmental data leakage. This method of sharing is also particularly effective for
aggregating advice in a deep reinforcement learning context.

The main contributions of this chapter can be summarized as follows:

Introducing a novel simultaneous learning advisory approach that does not require

pre-trained teachers which is more realistic;

* Developing a federated advisory framework with multiple sources of advice. The
framework enables each agent to act as a student and seek advice from multiple

teacher agents, as well as acting as a teacher and providing advice to others;

* The proposed federated advisory framework can aggregate multiple pieces of advice

in a deep reinforcement learning context.

* The form of sharing model parameters effectively reduces the risk of exposing

information about the training environment.

The remaining sections of this chapter are organized as follows. Section 4.2 reviews re-
lated work in the field of the teacher-student framework with multi-agent reinforcement
learning. Section 4.3 provides background information on key concepts and algorithms
used in this research. In Section 4.4, we describe the proposed federated advisory frame-
work for simultaneous learning agents in detail. Section 4.5 presents the analysis of
our method. Section 4.6 presents experimental evaluations of the performance of our
method in various scenarios and compares it to a baseline method. Section 4.7 is about
the ablation studies. Finally, Section 4.8 concludes the chapter by discussing future

research directions and potential applications of our proposed approach.
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4.2 Related Work

The methods used in the teacher-student framework have been broadly categorized into
two groups based on the pattern of advice sharing: peer-to-peer advice and multiple
sources of advice. Additionally, we have examined a distinct area, namely the multi-
agent communication mechanism, which is easily confused with the teacher-student

framework.

4.2.1 Peer-to-peer advice

In the peer-to-peer advice framework, an agent can only receive a single source of advice
from one teacher at a time to accelerate the speed of reinforcement learning. However,
in certain cases, a student agent may communicate with multiple agents, although the
knowledge sharing would still remain peer-to-peer with only one teacher agent at a given
time.

The majority of teacher-student frameworks facilitate peer-to-peer knowledge shar-
ing through the provision of advice. Clouse and Jeffery’s [51] ask-for-help integrated
approach to a single-source advice paradigm was the first of its kind, while Maclin et
al. [31] proposed a method that employed an agent with Q-learning to accept, integrate,
and refine advice from an advice-giver. Research on receiving advice from experts and
humans has also been explored, as evidenced by Griffith’s work on advisory learning [49].
Furthermore, research has been conducted on when to learn/teach, what to learn/teach,
and how to learn/teach. Da et al. [18] developed the Requesting Confidence-Moderated
Policy advice (RCMP) framework to address when to learn, wherein the agent seeks
advice when its epistemic uncertainty is high for a particular state. Dayong et al. focus on
how and what to share using the differential privacy(DP) method, extending the sharing
experience to similar scenarios [30, 35], and sharing advice with malicious agents [34]
based on DP.

Omidshafiei et al. [33] presents a framework for simultaneously advisory learning
agents, summarizing each agent,Ads learned behavioural knowledge at the task level.
However, this framework is still peer-to-peer teaching in cooperative multi-agent rein-
forcement learning. Frazier et al. [52] focus on deep reinforcement learning, allowing
human teachers to provide action advice under visual aliasing conditions analysing
learning algorithms in 3D environments with human oracle advice. Ilhan et al. [19]
also studied advisory learning in the DQN context and proposed an approach with a

behavioural cloning module to imitate the previously acquired advice of a teacher.
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Despite the contributions of these works, their focus on peer-to-peer advisory learning

may limit knowledge sharing in real-world multi-agent domains.

4.2.2 Multiple sources of advice

In a situation where multiple sources of advice are available, a student agent may seek
advice from multiple agents to expedite the process of reinforcement learning at one time.
By leveraging the collective knowledge and experience of multiple agents, the student
agent can accelerate its learning speed and achieve its learning objectives more efficiently.
This approach can be particularly useful in complex and dynamic environments.
Laroche et al. [20] addressed a single-agent reinforcement learning challenge by
distributing it to n learners who provide advice to the learning agent. From the advice
perspective, this is a multiple source of advice problem. In [20], the authors adopted
a linear decomposition of the rewards to define an aggregator that merges the advice
into a global policy. The advisor may be specialised, possibly weak learners that are
concerned with a specific sub-part of the problem. It is important to note that this is not
a true multi-agent problem, but rather a decomposition of a single-agent problem into
multiple sub-goals. The proposed approach can be useful for complex tasks where dividing
the problem into sub-tasks and leveraging multiple sources of advice can enhance the
learning process and improve the learning outcomes. Zhan et al. [9] investigated the
multiple-advice issues, where multiple teacher agents can provide advice to a student
agent. The authors proposed a meta-policy, called the grand teacher, which combines all
teacher policies to assist the student agent in the learning process. This algorithm doesn’t
depend on optimal teachers and integrates both autonomous exploration and teachers,A6
advice. The student agent selects an action using the majority vote method based on
receiving multiple pieces of advice. However, even though this algorithm does not require
optimal teachers, it still does not simultaneously advise learning. Ilhan et al. [37]
studied the problem of simultaneous advisory learning and proposed heuristics-based
action advisory techniques. The authors used a nonlinear function approximation-based
task-level policy and applied the Random Network Distillation technique to develop
a measurement for assessing knowledge. Then, they utilized majority voting to take
advice based on the measurement obtained. Whereas, every time an agent requests a
piece of advice from another agent, it is not a real multiple sources of advice method.
Furthermore, the authors analyzed the advisory training method with no more than
three agents. It is necessary to evaluate the scalability and applicability of the method in

real-world scenarios with a larger number of agents. Subramanian et al. [53] conducted
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a study on the multiple-advisory framework, enabling single-agent learning in the
simultaneous presence of multiple sources of advice offering conflicting demonstrations.
Their primary focus was to determine which advisor to trust in a given state. Silva
et al. [29] proposed a multiple-advisory framework where multiple agents can provide
advice to each other while learning in a shared environment. The authors also introduce
novel confidence metrics based on the number of times the agent visited a state. To the
best of our knowledge, the paper from Silva et al. [29] is the only advisory method for
simultaneous advisory learning with multiple sources of advice aimed at aggregating
methods.

4.2.3 Multi-agent communication mechanism

In this section, we briefly discuss the multi-agent communication mechanism which is
often confused with the teacher-student framework.

Multi-agent communication mechanism has two main differences from the teacher-
student framework. Firstly, the purpose of sharing information is different. Agents in
a Multi-agent communication mechanism merely communicate to coordinate in the
given task, not aim to enhance the overall learning by teaching [17]. They just share
information with each other to help make decisions rather than helping each other to
improve the learned policy or decision-making model. Secondly, the content of the shared
information is different. In the multi-agent communication mechanism, agents share
information that is relevant to making decisions, such as the state of the environment in
a reinforcement learning context. On the other hand, in the teacher-student framework,
the shared information primarily consists of learning knowledge that is used for training.
It is essential to understand the distinctions between these two mechanisms to avoid

confusion when designing and evaluating multi-agent systems.

4.2.4 Discussion of related work

Most of the recent works in the area of teacher-student framework focus on peer-to-
peer advisory learning, where an agent can only receive one piece of advice at a time.
However, in real multi-agent situations, this approach can be too limited. For example,
in scenarios where multiple agents are learning in the same environment, they can
influence each other during the learning process. Moreover, in situations where multiple
agents all have information about learning, limiting the knowledge sharing between

them to only one piece of knowledge at a time can be a constraint. Furthermore, most of
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Table 4.1: The main notations through this chapter.

Notations Meaning
A={aq,...,a,} The action space
S =1{sq,...,8,} The state space
T The transition dynamics
r The reward function
Y A discount factor
T Policy of Q-learning agent

Action-state value for

Q%(s,a) state-action pair (s,a)
D; Dataset of agent i
F(w) Global loss function
F;(w) Local loss function for agent i
Local model parameter
w;(t) .. .
of agent i in learning step ¢
w* The optimal model parameter
which minimizes F'(w)
a Gradient descent rate
B Lipschitz parameter of F;(w) and F(w)

these works mentioned above are always focused on fixed policies or require pre-trained
teachers. However, in real multi-agent situations, agents influence each other and the
environment while learning, as in the case of smart grid systems and autonomous driving.
Therefore, simultaneously advisory learning is more practical in such situations. To the
best of our knowledge, Silva et al. [29] is the only advisory method for simultaneous
advisory learning with multiple pieces of advice. However, this approach is limited to
the Q-learning context and may not be suitable for more complex situations with deep

reinforcement learning.

4.3 Background

Table 4.1 lists the notations used in this chapter.

4.3.1 Teacher-student framework in multi-agent with deep RL

In reinforcement learning with neural networks, such as the widely used DQN method,
the objective is to learn a neural network model that maximizes the action-state values

represented by @”"(s,a). Temporal Difference (TD) learning is a widely used method
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in reinforcement learning algorithms [17]. This technique centers on estimating state-
action value functions through bootstrapping, primarily aiming to learn the quality of
states. Specifically, T'D(0) is employed to update the state-action value function in the

following manner [54]:
(4.1) Harget — pi+ ymax,Q(s441,a)

In a teacher-student framework that employs a learning method like DQN, agents
can share training data, including s;, a;, r¢, and s;,1, with each other. Moreover, they

can exchange parameters of the neural network model.

4.3.2 Federated learning

Federated learning is a novel training method in which a federation of participating
devices, referred to as clients, are coordinated by a central server to learn a model.
Assuming n clients c1,...,¢,, own their database D+, ...,D,,, federated learning is used to
learn a model by collecting training information from distributed clients [55]. Federated
learning involves three basic steps. In step 1, the server transmits the initial model to
every client. Then, the clients train their own model federally using the local data D; in
step 2. Finally, the server aggregates the local models from the clients to the global model,
and every client updates its local model with the global model in step 3. The primary
objective of federated learning is typically to minimise the loss function represented
by [56]:

4.2) min,F(w):= iPiFi(w)
=1

Here, n is the number of clients, F;(w) is the local loss function for the ith client, and
P; =0 is the user-defined probability relative impact of each agent, which has } ; P; = 1.
F;(w) is defined based on the local data as:

1
(4.3) Fiw)=—= 3 fiw)

Where |D;| denotes the size of the dataset D; and f;(w) is the loss function for the jth
data.
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4.4 A federated advisory framework with

simultaneous learning agents

We propose a federated advisory framework with simultaneous learning agents. This
framework considers two different situations: the cooperative situation and the egocentric
situation.

In a federated advisory framework with simultaneous learning agents, all agents can
function as both a student and a teacher. When an agent acts as a student and requests
advice, it will be a status of the server in a federated advisory learning structure. Con-
versely, when an agent acts as a teacher and provides advice, it will be the status of the
client within a federated advisory learning structure. In a cooperative situation, agents
work together to improve the performance of all agents. Conversely, in an egocentric
situation, each agent focuses on enhancing their own performance while also sharing

advice with other agents.

In both situations, agents operate in identical or similar environments. Figure 4.1
gives an example of the dataset distribution of each agent. The upper figure shows the
distribution of sample resources within the environment, while the lower figure details
the dataset distributions for different agents, sampled from this environment. The orange
line indicates the distribution based on the combined dataset D = U;c[,1D;. The blue
lines depict the individual distributions of datasets D1, Do, D3, and D4. All datasets
exhibit similar distributions, closely aligning with the central distribution, and their
means approximate the true mean of the environment’s distribution. Larger datasets
more closely reflect the true distribution. In reinforcement learning (RL), agents initially
possess limited knowledge of the environment. Therefore, leveraging diverse datasets
through a federated advisory structure can accelerate the approach to an optimal training
policy. Moreover, in such a structure, RL agents not only benefit from shared advice but
also directly interact with the environment. Consequently, the final trained policy, while

informed by shared advice, remains to adhere to reinforcement learning algorithms.

4.4.1 Cooperative situation

In the cooperative scenario of a federated advisory learning structure, agents share
advice regarding reinforcement learning policy models with one another. Through such
cooperation, agents can work together to enhance the performance of all involved parties

in order to achieve a shared goal.
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Figure 4.1: An example of the dataset distribution of each agent.

A framework for multiple sources of advice in a cooperative scenario is depicted
in Figure 4.2. In this situation, a student agent seeking advice from a set of teacher
agents in a federated advisory learning structure will act as a central server, requesting
shared advice from the teacher agents, who act as clients in the federated advisory
learning structure. This advice-sharing process is comprised of three steps. Firstly, in
step 1, the student agent will initialize their shared parameters of the reinforcement
learning policy model. Next, the teacher agents will train the local models and share the
reinforcement learning policy model parameters with the student agent in step 2. Finally,
in step 3, the student agent will aggregate the global reinforcement learning policy model
based on the shared advice of local reinforcement learning policy model parameters from
the local teacher agents. For this cooperative scenario, we adopt a simple and normal
average aggregation method, which is widely used in federated advisory learning without

requiring special settings.
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Step1: Policy model initialization
WI
Policy Model,

Wi Teacher,

Policy Model Step2: Local model training

and update policy model
Student Teacher,
Central server W2

aggregation . .
Wy, W,, .. W) w' : :
Step3: Global policy model
aggregation and update

Policy Model,

W, Teacher,

Figure 4.2: A federated advisory learning framework in the cooperative situation.

For a reinforcement learning problem, we take f;(w(?)) =I(s; s,a; ¢, 7i+,8; +1;W(t) as
the loss of the prediction on sample (s; ;,a;¢,7it,5;++1) With reinforcement learning
policy model parameters w of agent i. F;(w(¢)) is the loss of agent i at step ¢# having the
knowledge dataset D; which is get by interacting with the environment. Assuming there
are n teacher agents with the local knowledge datasets D1,Ds9,...,D,. In the learning
process, the loss function of every agent i on the data samples as

1

(4.4) Fi(w(t)) = D]

Y Fiw@®)
JED;

Where |D;| denotes the size of the dataset D;. Then we define D £ Uiern1D;i as the
overall knowledge datasets over all the agents. The global loss function with an average

aggregation method on all knowledge datasets is as follows:

Fi(w(?))

(4.5) Fw(t) = 1
ni=q

n

12

The widely used DQN is adopted in this cooperative situation. Thus, for every agent,

the loss function at step ¢ is as:

(4.6) Fi(w(t)) = MSELoss(Qi 1, Q7 %) = Qi — Q%)

1,t

Where the Qf‘ltrg °’ is based on the T'D(0), which is denoted by:

(4.7 inrget =rit+ymaxqQ(s; t+1,a)
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Where y is the discount factor, r; ; is the reward value of agent i at step ¢.

Formally, Algorithm 3 depicts the federated advisory learning teacher-student frame-
work with multiple pieces of advice in a cooperative situation. Agents first initialize the
reinforcement learning parameter y and the global policy model parameters w (Line
1). Then, during the learning episodes, each agent acquires the environment states and
takes actions based on the output of local policy models (Line 2 to 6). Next, upon receiving
the reward from the environment (Line 7), the target value Qf‘yg °* is calculated using the
TD(0) method (Line 8). Then, the loss of each agent at this s’tep is determined (Line 9).
Subsequently, the global loss is aggregated with the average federated method to obtain
the gradient (Line 11). Then, the parameters of the global policy model are updated via
the gradient descent method (Line 12). Finally, after the T steps, the final global model

w(T) is obtained (Line 14).

Algorithm 3 A federated advisory framework with simultaneous learning agents in a
cooperative situation.

Input: Initialized model w(0)

Output:Final global model w(T)

1: Initialize y, global policy model parameters w(0)
2: while In E episodes do
3: for Every agent i do
Observe current state s; ;.
Get the output @, ; of policy model P;
Taking an action based on the output @; ;.
Receiving reward r; ; from environment
Calculating the Q;irget —rittymaxqQ(s; +1,a)
Calculating the loss:
Fiw(t)) = MSELoss(Q:,, @, *) = Qi — Q) 5*')?
10: end for
11: Perform a gradient descent step on aggregated loss function Fi(w) =
LY Fi(w(?))
12: Updating the global policy model parameters w(t).
13: end whilereturn Final global model w(T) at step T'

4.4.2 Egocentric situation

In the egocentric scenario of a federated advisory learning structure, agents exchange
advice about the advice-handling model. This setup enables a student agent to leverage

the information provided by other teacher agents to enhance its own performance.
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We propose a structure for every reinforcement learning agent, consisting of a policy
neural network that outputs actions based on states, and an advice-handling neural
network that deals with the advice and generates a value for evaluating the advice. The
learning agent can use any value-function-based algorithm to estimate an epistemic
measure that determines the credibility of the advice. In this chapter, we design a DDPG-
like algorithm for every agent to generate actions and handle the advice, with the model

updating normally based on the 7'D method.

Figure 4.3 depicts a model of the framework for the egocentric scenario. In a federated
advisory learning structure for the egocentric scenario, agents do not want to share their
policy model for privacy consideration. In this situation, they can choose to share the
parameters of the advice-handling neural network which also can help improve the
performance of the student agent through advice sharing. The advice-sharing process in
an egocentric situation involves four steps. Firstly, in step 1, the student agent, acting as
a server in the federated advisory learning structure, initializes the shared parameters
of the advice-handling model. Next, the local teacher agents train the local models and
share the advice-handling model parameters with the student agent in step 2. Then,
in step 3, the student agent aggregates the global advice-handling model based on the
shared advice of local advice-handling model parameters from the local teacher agents.
For this egocentric scenario, we also adopt a simple and normal average aggregation
method, which is widely used in federated advisory learning without requiring special

settings. Finally, in step 4, the student agent trains its own policy model.

Stepl: Advice handling
model initialization

WI
Advice handling
W1 Policy Model, Model,
: ; Teacher Advicg
Step4: Train policy model 1 :@:
_ Advice handling | Step2: Local advice handling Advice handling
Policy 'V'Od‘:d ~_Model model training and update. | Policy Model,  Model,
vice .
Student :@:H:@: Teacher mAdwcg:&
Central server W 2
aggregation 2 : Advice handling
(Wli Wz, WTL) W’ . ° Policy Modeln |\/|()de|n
Step3: Global advice handling o—— :@:m@
model aggregation and update W,

Figure 4.3: A federated advisory framework with simultaneous learning agents in the
egocentric situation.
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In the federated advisory learning structure, we assume there are n teacher agents
as local clients. For every reinforcement learning agent, it has a policy model P; with
parameters wf and an advice-handling model A; with parameters w4. We also take
fi(wA(t)) =1(8;4,Qit,7it,Sit+1; w?(¢) as the loss of the prediction on sample (s; ;,a; ¢,7i¢,5; ¢+1)
with advice-handling model parameters w?(¢) of agent i. we also have the advice-

handling model loss function of every agent i as:

1

(A A
(4.8) Fi(w (t))—|Di|

Y fiw?@)
JED;
The global loss function of the advice-handling model with an average aggregation

method is as follows:
1 n
(4.9) Fwh )2 ~2 Fi(w” ()
i=1

In order to ensure the convergence of the advice-handling model, we also choose the
TD(0) algorithm. Thus, for every agent the target of the advice-handling model at step ¢

is as follows:
(4.10) AVE = ri Y AGs 1, Psi g lw])lw®)

Where vy is the discount factor, r; ; is the reward value of agent i at step ¢. The A(-) and
P(-) are the advice-handling model and policy model respectively.

Thus the loss function of the advice-handling model for agent i at step ¢ is as:
(4.11) FAwWA(#) = MSELoss(A; , A'78%) = (A;, — A8

For the output of the advice-handling model can evaluate the output of the policy
model, we adopt the output of the advice-handling model as feedback to train the policy

model. The loss function of the policy model for agent i at step ¢ is denoted as:
(4.12) Frwf @) =-A;1

Algorithm 4 formally outlines the framework of the federated advisory learning
teacher-student framework with multiple pieces of advice in an egocentric situation. The
algorithm initializes the reinforcement learning parameter y, the global advice-handling
model A;, and policy model P; parameters w?(0) and wf (0) at Line 1. Then, during
the learning episodes, every agent obtains the environment states and takes actions
based on the output of local policy models (Line 2 to 6). Then, After receiving the reward,

target .

rit, the target value a;, ° is obtained for the output of the local policy model in state
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s; ¢ from the advice-handling model A; ; to train the local policy model (Lines 8-9). The
gradient descent of the local policy model can be obtained based on the loss function
(Line 10), and the local policy model parameters are updated via the gradient descent
method (Line 11). Next, the loss of the advice-handling model of each agent is obtained
(Line 12). Subsequently, the global loss of the advice-handling model is aggregated with
the average federated method to obtain the gradient (Line 14), and the parameters of
the global advice-handling model are updated (Line 15). Finally, after T' steps, the final
global advice-handling model w?(T) and policy model wf (T) are obtained (Line 17).

Algorithm 4 A federated advisory framework with simultaneous learning agents in an
egocentric situation.

Input: Initialized model w“(0) and wf 0)

Output:Final global model w?(T") and wf (T)

1: Initialize y, global advice-handling model A; parameters w(0) and policy model P;
parameters wf 0)

2: while In E episodes do
3: for Every agent i do
4: Observe current state s; ;.
5: Get the output a;; of policy model P;
6: Taking an action based on the output a; ;.
7: Receiving reward r; ; from environment
8: Input a; ; to advice-handling model A; ; as an piece of advice based on state
Si,t
9: Calculating a?ftrget — —A(si1+1)
and A;irget — P+ YA 141, P(si 10D Iw?).
10: Perform a gradient descent step of policy model on loss function FLP WP @) =
az;iztrget
11: Updating the local policy model parameters wf .
12: Calculating the loss of advice-handling model F4(w” (¢)) = (4, ; —Aﬁirg ety2.
13: end for
14: Perform a gradient descent step on aggregated advice-handling loss function:

FAWAW®) =130 FAwA@)).
15: Updating the global advice-handling model parameters w? (¢).
16: end whilereturn Final global model w4(T') and wf (T) at step T
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4.5 Analysis of the method

To facilitate the analysis, we first introduce some notations. Then give the analysis of

convergence and accuracy.

4.5.1 Definitions

The federated advisory learning structure comprises n agents that interact with the
environment to learn an optimal model. A controlled Markov decision process is a tuple
M :=(S,A,T,R,y). The initial state distribution is represented by D. Each agent i has a
local knowledge D;. The objective is to learn a reinforcement learning model over the

overall knowledge D £ Uiern1D;i. The goal is to solve the problem of:

Fi(w(®)
1

With average federated method, the F'(w(t)) can be rewrite as E;c[,j[F;(w(2))].

As for reinforcement learning, the learning problem is to minimize F'(w(¢)), We define

(4.13) minFw(t)) = %

n

12

(4.14) w* £ argminF(w(t))

Where w* is the optimal parameter.
In this process, we adopt the T'D(0) method to train the shared model parameters.

The target function for every step is as follows:

(4.15) M8 =r; +yM(,t+1)

The loss function for agent i at step ¢ can be

(4.16) Li;= MSELOSS(Mi,t,M:irget) = (M, - Mtc;rget)z

i

For the purpose of theoretical analysis in federated advisory learning structure, we
make the following typical assumptions to the loss function for every agent i.

Assumption 1 (f—Lipschitz Smoothness): F;(w(¢)) is f—Lipschitz Smoothness for
ever agent i, i.e., | VF;(w(t)— VF;w ) |< |l w-w' || for any w and w'.

Based on the assumption and triangle inequality, according to the definition of F'(w(?)),
we can straightforwardly get the lemma.

Lemma 1: F(w(t)) is f—Lipschitz Smoothness.

Assumption 2 (Bounded Gradient Dissimilarity): For every agent i, the dissimilarity
between the local loss and global loss at w is bounded by B and C, i.e., B || VF(w(?)) ||<||
VF;(w()) |=C || VF(w(?)) ||. VF(w(t)) is the gradient of the global objective. when all the

agent in federated advisory learning has the same knowledge, we have A =B =1.
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4.5.2 Convergence analysis

We analyze the convergence of reinforcement learning with multiple sources of advice in
the federated advisory learning structure in this section.
Based on Taylor expansion we can have the decrease in the global loss function

between two consecutive rounds satisfies

F(w(t+1)) £ F(w(#)+ (VFw(®),w(t + 1) - w(?))

# T a4 1)) P
Where () is the inner production and || - | denotes the /9 norm vector. As for F(w(t))

is f—Lipschitz Smoothness, we have:

| VFi(w(@) - VFiw @) || _

(4.18) V2F;(w(t) < :
lw—-w |

B

Then the above formula 4.17 can be expressed as follows:

Fw@+1) <= Fw@)+{(VF(w®)),w(t+ 1) —w(t))

(4.19) B
+ —_

2

Then, we will find the last two terms on the right side of the above inequality are bounded

lw(t+1)—w) |

respectively.
As for the term (VF (w(t)), w(t + 1) —w(t)), based on the gradient descent method,

(4.20) wi(t+1)=w(t)—aVF;(w(t))

We have
(VF(w(@),w(t+1)—w(t)

= —ak; [(VF(w(®)), VFi(w())]
(VE(w(?)), VF;(w(?)))

(4.21) = R G 1TVE @) |
I VF@@) [ VFiw (@) ]
L STF@OL V@O [ VFw®) P,
I VE @) | VF;(w@)) | C

where inequality 1 is based on Assumption 2 that upper Bounded Gradient Dissimilarity
is C.

Next, as for the term ofg | w(t+1)—w(#) ||?, it can be expressed as follows by the
global aggregation method:

B w1 -w) 12= L@ wie+ D - w112

(4.22) 5 9
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Also according to the gradient descent function 4.20, we have

2
g L w(t+1) =@ 12= PO @, L VF @) 11

(4.23) -

Using Cauchy-Schwarz inequality, the formula above can be described as

p 5_ Ba’ 2
(4.24) 5 [w(+1)-w®@)|*< T[Ei,t[” VF;(w(@)) [I*]
In conclusion, the inequality 4.19 can rewrite as

Fw+1) <Fw@)+(VF(w@)),w(t+1)—w(t))
B
2
< F(w(t)) - a; [

lw+1)—w@) |

(VFE(w(t)), VF;(w(t)))
I VE @) [l VF;(w@) |

(4.25) VEiw®)|?, pa’
N ((Lju< )| Hﬁg E; ([l VF;w(®)) |1

(VFw(®), VF,w(®)  Cpa
<F —al; _
=F@@) = bl VR e T~ 2

+

)

2
-% | VF(w(t)) ||2]

The convergence upper bound after T steps is described as:

Fw(t+1)) <Fw(t))
T-1 (VF(w(t)),VF;(w(®))  Cpa
_ E; -
(4.26) ¢ L:ZI Ml | VE(w@) || VF;w(®t)) || 2 :

2
-% | VEG(®) 2]

In the federated advisory framework with simultaneous learning agents, every agent
can be a student(as the status of a server in a federated advisory learning structure)
and a teacher(as the status of a client in a federated advisory learning structure) at
the same time. As a result, the communication connection between the agents forms
a homogeneous graph. Figure 4.4 illustrates that all agents are a single type of node
and have a single type of edge. Moreover, they undergo the same training process and
converge in the same manner.

Hence, for the model shared loss or parameters in the training periods, all agents can
get a convergence. Then, due to the adopted 7T'D(0) method, we can lead to an optimal

result.
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Figure 4.4: Topological graphs show homogeneous graph connection

Particularly, for the egocentric situation, we shared the advice-handling model. The
advice-handling model will have convergence, and then the policy model which updates
based on the output of this shared advice-handling model as equation 4.12. This equation
incorporates a loss function of —A 7, which further contributes to the overall convergence
of the model.

4.5.3 Performance analysis

We analyze the performance of reinforcement learning with multiple sources of advice in
the federated advisory learning structure in this section. We aimed to get the difference

between aggregated F(w(t)) and F(w®(t) of the central trained model.

As in the federated advisory learning structure for every reinforcement learning
agent, we have f;(w(#)) =[(s;+,a;+,7; +,Sit+1;w(t) as the loss of the prediction on sample

(sit,@;s7i¢,8it+1)- The loss function of every agent i on the data samples as

1

. L _-
(4.27) F;(w(t) = D]

Y Fiw(@)

J€D;

Where D; is the knowledge dataset of agent i which is got by interacting with the
environment.D £ UjerniDi with D1,Dg,...,D, which are the datasets of n agents. |D;|

denotes the size of the dataset.

Using the average aggregation method, for the global model the update function is
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given:
1 n
mmmé;mem)
(4.28) =1
i t = t
Z |D1|J§)ifJ(W( ) |D|]€ZD}”J(w( )

After T iterations of with learning rate @ and a we have:
w(T)=w(T-1)—aVF(w(T))

=w(T-1)- al i VF;(w(T))

ni=1
(4.29)
=w(T-1)-a— Z Z VFiw(t)
|DZIJ5D
=w(T-1)- a— Y. VFiw(®)
ID| JjeD

If we train the model by using the central method with all the samples, the loss
function is described as follows:

(4.30) Fw @)= — Z fi(w(®))
|D| jeD

Also after T iterations of with learning rate a,

(4.31) w T =w(T-1)-a— Z VFiw(t)
ID| jeb

In the federated advisory framework with simultaneous learning agents allows all
agents to function as both teachers and students. In addition, all agents are simulta-
neously learning in the environment, resulting in datasets of the same size, denoted
as D1,Ds,...,D,, and with the same learning rate a for each agent. We further assume
that the central training also computes an average loss over all the samples which can
be interpreted as a batch size of |D|. Therefore the updates of the parameters between
federated advisory learning and central learning are identical. As [57] have previously
demonstrated, a good approximation can be achieved when the batch size is appropriately

selected.

4.6 Experimental Analysis

For we considered two situations in this chapter, we first present the evaluation scenarios

of these situations, along with the baseline approaches employed. Following this, we

72



4.6. EXPERIMENTAL ANALYSIS

outline the method parameters and experimental setup. Finally, we provide an overview

of the experimental results.

4.6.1 Scenarios and the baseline approaches

We considered the cooperative situation and the egocentric situation in this chapter. To
evaluate the effectiveness of our approach, we conducted experiments using multiple
agents in both a cleaning and a routing scenario for the cooperative situation. As for the
egocentric situation, we employed a mountain car scenario and an inverted pendulum
scenario, and multiple agents have the same scenario setting. Through these experiments,
we showcase the application of a federated advisory framework with simultaneous

learning agents.

4.6.1.1 Experiment Scenarios

Scenario of the cooperative situation: In the cooperative situation, we considered
two distinct scenarios. Firstly, the cleaning scenario, in which agents in a grid world
collaborate to collect rubbish from the area. Throughout the cleaning process, agents
share learning knowledge with one another to enhance the performance of all agents.
Two evaluation metrics were employed in this scenario: steps, which reflect the number of
steps agents used to collect all the rubbish, and hits, which represent the number of times
the agents collided with obstacles during the rubbish collection process. Secondly, the
routing scenario, in which agents collaborate to identify an optimal route to a predefined
destination. Similar to the cleaning scenario, two evaluation metrics were employed:
steps, reflecting the number of steps taken to reach the destination, and hits, indicating
the number of obstacles encountered during the routing process.

Scenario of the egocentric situation: In the egocentric situation, we also consid-
ered two scenarios. Firstly, the mountain car scenario, in which a small car is initially
located at the bottom of a valley. The objective of the car is to reach the destination
located on top of the right hill by controlling the car’s acceleration. In this scenario,
agents can seek advice from other agents who are in the same situation to enhance
their performance. The second scenario is the inverted pendulum scenario, involving a
pendulum attached. One end of this pendulum is fixed and the other end is pivotable.
The pivotable end of the pendulum starts in a random position, and the goal is to apply
torque on the pivotable end to swing it into an upright position. In the scenarios of the

egocentric situation, all agents have the same scenarios set.
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4.6.1.2 Baseline approaches

We proposed a federated advisory framework with simultaneous learning agents. How-
ever, to the best of our knowledge, the weighted method presented in the paper [29] is the
first and only advisory method for simultaneous advisory learning with multiple sources
of advice. Following, the Partaker-Sharer Advisory Framework [46] also adopts such
the weighted approach. Hence, we chose to adopt the confidence-based weighted (CBW)
approach outlined in these papers, which involves advice handling for Q learning by
assigning reasonable manual weights to multiple sources of advice based on confidence.

The weight of multiple sources of advice is as follows:
(4.32) Poisie(s) = V120 yigin(s)

where n,;si:(s) is the number of times the teacher agent visited the state s. The more
times the teacher agent visits a given state, the higher value the of confidence and weight
is.

Consequently, we also choose the more recent Two-Level Q-Learning (TLQL) algo-
rithm [47] as baseline comparisons for our study.

The Two-Level Q-Learning (TLQL) algorithm also adopts a weighted approach to
handle multiple sources of advice. Within this framework, the value attributed to a vote

for action a in state s is denoted as follows:

& 1
(4.33) Adv(v;) = max(Adv;;)+ Z ——Adv;;
i=1,i;ﬁargmaxi(Advij) nUiSit(s)
We evaluate our FATS method and baselines about how to aggregate the advice in

the reinforcement learning process in the scenarios mentioned above.

4.6.2 Parameters and experimental setup
4.6.2.1 Reinforcement learning parameters

In our federated advisory framework with simultaneous learning agents schema, we
chose the learning rate a as 0.001 for training and the discount factor y for reinforcement
learning algorithm as 0.85 in both the cooperative situation and egocentric situation. As
for the baselines with Q-learning, we chose a greedy € at 0.1. The learning rate a was set
to 0.2, and the discount factor y = 0.85.

With regard to the setting of rewards, we have different values based on the specific

environment. For the cooperative situation, in the cleaning scenario, when an agent
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collected a pile of rubbish, it received a reward of 10, and it was penalized -2 if it hit
an obstacle. Moving a step without collecting a pile of rubbish or hitting an obstacle
gave no penalties or rewards. In the routing scenario, when an agent reaches the goal,
it receives a reward of 20. It was penalized —1 if it hit an obstacle and penalized
—0.1 if it moved a step without arriving at the goal or hitting an obstacle. Then, the
rewards of scenarios in the egocentric situation were set. First, in the mountain car
scenario, we have the reward related to the chosen action and the position of the car as
reward = reward —action?[0] * 0.1+ position —0.5. Then, for the inverted pendulum
scenario, we have the reward as 62+0.1- thetaiot +0.001-action? which based on the

angle 0 of the pendulum, angular velocity theta4,; and the action(moment of force).

4.6.2.2 Experimental setup

We experimented with 6 agents in the experiments with A federated advisory framework
with simultaneous learning agents.

Scenarios of the cooperative situation:In this situation, we built two experi-
mental scenarios. First, we built the cleaning scenario using grid environments. This
environment has a size of 1200 x 800 pixels and with 45 obstacles (the black blocks) and
80 rubbish piles (the grey blocks). The 6 agents are marked as red blocks (Fig. 4.5a).
A state consists of eight dimensions, where each dimension represents a block around
the agent, e.g., 0 =10,1,0,0,—1,0,1,0]. Where 0 expresses an empty block, 1 stands for
rubbish, and —1 represents an obstacle. Furthermore, possible actions for each state as

A ={U,D,L,R}, which respectively represent up, down, left, and right.
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(a) The cleaning scenario experiment environ-  (b) The routing scenario experiment environ-
ment ment

Figure 4.5: Scenarios of the cooperative situation.

Then, we also built the routing scenario with a size of 1200 x 800 pixels. The goal is

marked as green and the obstacles are grey. The agents try to learn an optimal way to
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s

(a) The mountain car scenario experiment en- (b) The inverted pendulum scenario experi-
vironment ment environment

Figure 4.6: Scenarios of the egocentric situation.

arrive at the goal (Fig. 4.5b). The state and action are similar to those in the cleaning
scenario as dimensions like [0,1,0,0,0,0,—1,0] and A ={U,D,L,R}.

Scenarios of the egocentric situation: In this situation, we also have two ex-
perimental scenarios and all agents have the same scenarios set. First, we built the
mountain car scenario that has the action in the range [-1,1]. The position is in the
range [—1.2,0.6] and velocity is in the range [-0.07,0.07]. The observation consists of
two dimensions which contain the position of the car and the velocity of the car. The
action is the directional force applied to the car.

Then, the inverted pendulum scenario has the action of the torque applied to the free
end of the pendulum in the range of [-2,2]. The quality of the pendulum is 1 kg and the
angular velocity is in the range of [—8,8]. The observation consists of three dimensions
which contain the x — y coordinates of the pendulum,Aés free end and its angular velocity.
The action represents the torque applied to the free end of the pendulum.

Figure 4.6 shows the two scenarios of the egocentric situation. All agents in this

situation have the same scenarios set and can share advice with each other.

4.6.3 Experimental results

We compared the performance of our approach to the current state-of-the-art method
presented in [29], which uses manual weights to handle multiple sources of advice
in a teacher-student framework. We conducted over 20 experiments in each scenario
and collected the data. Subsequently, we analyzed the mean and standard deviation of
the results and created graphical representations. The lines in the graphs depict the
mean values of the experimental results, while the shaded areas represent one standard

deviation around the means.
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4.6.3.1 Cooperative situation

In a cooperative situation, all agents cooperated with each other to improve everyone’s
performance and achieve their shared goals. In this context, each agent can serve as both
a student and a teacher. When an agent acts as a student and seeks advice from other
agents, it assumes the role of the server in the federated advisory learning structure.
Conversely, when an agent acts as a teacher and provides advice to other agents, it
assumes the role of the client in the same structure.

The cleaning scenario: We conducted an analysis of the average steps required
to finish collecting the rubbish and the number of times obstacles were hit during the
learning process in the cleaning scenario for each episode. The results for the agents in
the cleaning scenario using our proposed method and the baselines method are presented

in Figure 4.7. The results indicate that our approach outperformed the baseline methods.
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Figure 4.7: Performance in the cleaning scenario. The lines in the graphs depict the
mean values, while the shaded areas represent one standard deviation around the
means. Figure (a) shows the average steps required to collect the rubbish in the cleaning
scenario. Figure (b) is about the number of times obstacles were hit during the learning
process. The CBW is a baseline algorithm confidence-based weighted, TLQL is another
baseline algorithm Two-Level Q-Learning, and FATS is our proposed federated advisory
teacher-student framework.

In Fig. 4.7a, the number of steps to the goal is the number of steps taken to collect all
the rubbish in the grid world environment. As the results show, sharing and aggregating
advice in the federated advisory learning structure helped enhance the performance of
the agents in the learning process, as it took about 23.83% and 33.33% fewer steps to
finish collecting the rubbish than the baselines CBW and TLQL. Moreover, as illustrated
in Figs.4.7b, the agents hit the obstacles about 44.42% and 61.30% fewer times with
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our method compared to the baselines CBW and TLQL. Both results show our method
has a faster learning speed. Furthermore, we also can see that the agents reached a
more optimal policy using our method which has fewer hits than with the baselines at
the end of the training. We also manually collect rubbish and keep track of the steps.
In comparison, the performance of the intelligent agent is quite good. For example, in
Fig.4.5a, it costs about 200 steps to collect the rubbish. In the experiment, as the training
progresses, the number of steps will converge to about 230.

The routing scenario: We also conducted an analysis of the average number of
steps required to reach the goal and the number of times obstacles were hit during the
learning process in the routing scenario for each episode. This scenario has a sparser
reward than the cleaning scenario. In Figure 4.8, we present the results for the agents in
the routing scenario using the proposed method and the baseline methods. The results

indicate that our approach significantly outperformed the baseline methods.
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Figure 4.8: Performance in the routing scenario. The lines in the graphs depict the mean
values, while the shaded areas represent one standard deviation around the means.
Figure (a) shows the average steps required to the destination in the routing scenario.
Figure (b) is about the number of times obstacles were hit during the learning process.
The CBW is a baseline algorithm confidence-based weighted, TLQL is another baseline

algorithm Two-Level Q-Learning, and FATS is our proposed federated advisory teacher-
student framework.

In Fig. 4.8a, the results also show the sharing and aggregating advice in the federated
advisory learning structure helped enhance the performance of the agents in the learning
process, as it took 32.32% and 79.22% fewer steps to reach the goal than the baselines
(CBW and TLQL), and has a 29.25% and 95.08% fewer number of hitting in the learning

process. At the beginning of the learning process, our method takes more steps to reach
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the goal than the baselines and also hits more obstacles, it is many because our method
didn’t collect enough samples to begin training in the early episodes. However, we also
can see our method has a better learning speed and both the steps and the number of hits
of the whole process show that the agents reached a more optimal policy with our method
than with the baselines in this scenario. Especially, the TLQL has poor performance in

such routing scenarios with sparse reward.

4.6.3.2 Egocentric situation

In an egocentric situation, an agent can enhance performance by communicating with
each other to get advice. In a federated advisory learning structure, all agents can act
as both students and teachers. When an agent asks for advice, it becomes a server
status, whereas when an agent provides advice, it becomes a client status. Unlike in a
cooperative situation, agents in an egocentric situation do not need to work together to
achieve a common goal. Instead, they can gain knowledge through interactions with the
environment, which is helpful to improve their performance.

The mountain car scenario: We conducted experiments in the OpenAl Mountain
Car scenario and analyzed the average rewards and steps taken to reach the goal state

on top of the right hill in every episode. The results are depicted in Figure 4.9.
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Figure 4.9: Performance in the mountain car scenario. The lines in the graphs depict
the mean values, while the shaded areas represent one standard deviation around the
means. Figure (a) shows the average rewards during the learning process. Figure (b) is
about the steps needed for the goal in the mountain car scenario. The CBW is a baseline
algorithm confidence-based weighted, TLQL is another baseline algorithm Two-Level
Q-Learning, and FATS is our proposed federated advisory teacher-student framework.
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In Fig. 4.9a, the average reward of our method is significantly better than the
baselines for it has a 79.08% and 92.45% larger value than the baselines CBW and TLQL.
The number of steps to the goal is the number of steps to the goal state on top of the right
hill in the environment. As the results show, our method also has better performance, as
it took 79.06% and 88.21% fewer steps to arrive at the goal than the baselines CBW and
TLQL. In this continuous scenario which has a larger state space and a larger action
space, both methods have a large standard deviation. However, the results also show
that our approach performed significantly better than the baseline methods both for the
faster learning speed and better policy model.

The inverted pendulum scenario: We conducted experiments in the inverted
pendulum scenario provided by OpenAl. We analyzed the average rewards and the angle
required to reach the upright position in every episode. The results are presented in
Figure 4.10.
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Figure 4.10: Performance in the inverted pendulum scenario. The lines in the graphs
depict the mean values, while the shaded areas represent one standard deviation around
the means. Figure (a) shows the average rewards during the learning process. Figure (b)
is about the angle to the upright position in the inverted pendulum scenario. The CBW
is a baseline algorithm confidence-based weighted, TLQL is another baseline algorithm
Two-Level Q-Learning, and FATS is our proposed federated advisory teacher-student
framework.

This scenario is also a continuous environment. In Fig. 4.10a, our method has a better
average reward than the baseline, as it has a 55.67% and 80.15% larger value than
the baselines CBW and TLQL. Moreover, our method has a distinct smaller standard
deviation of reward than the baseline. The result of the value of the angle to the goal

shows that sharing and aggregating advice in the federated advisory learning structure
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helped enhance the performance of the agents in the learning process, as it has a
31.90% and 61.71% smaller value to the upright position than the baselines CBW and
TLQL. Moreover, we also can see that the agents have faster learning speed and better

performance than the baselines.

4.7 Ablation studies

The proposed federated advisory teacher-student framework involves multiple simulta-
neous learning agents. Therefore, we further explore the impact of the different number
of agents in the framework.

Figure 4.11 shows the performance of agents at various scales in the cooperative
situation. The horizontal axis represents different numbers of agents, with the histogram
detailing the number of steps required to achieve the objective, and the line graph
demonstrating the performance improvement rate of our method relative to baseline
methods. We tested five different numbers of agents and observed an overall improvement
in performance within the cleaning scenario compared with the baselines. Notably, the
improvement ratio escalates with increasing agent numbers. These results suggest that
our method benefits significantly from larger agent groups in cooperative situations,
outperforming the baselines, particularly at higher scales of agent deployment.

Figure 4.12 illustrates the performance of agents across various scales in the ego-
centric situation. The horizontal axis represents different numbers of agents, with the
histogram depicting the average rewards per episode, and the line graph showing the
performance improvement rate of our proposed method relative to the baselines. We
also employed five different numbers of agents and noted an overall enhancement in
performance in the mountain car scenario compared to the baselines. However, there
were no significant differences in the performance improvement ratios across the various

agent counts within this specific scale of agent deployment.

4.8 Summary

This chapter proposed a novel federated advisory framework with simultaneous learning
agents, which represents the first simultaneous advisory learning method in the context
of deep reinforcement learning. The proposed federated advisory framework adopts a
federated structure for the teacher-student model, where the agents can take on the role

of student and/or teacher during advisory learning moments. The federated advisory
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Figure 4.11: The steps and steps decline ratio of our methods compare with baselines
with different numbers of agents in the cooperative situation. The histograms represent
the average number of steps required per episode, and the line graphs depict the rate of
decrease in steps for our method compared to the baselines across different numbers of
agents in a cooperative setting.
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Figure 4.12: The rewards and rewards increase the ratio of our methods compared with
baselines with different numbers of agents in the egocentric situation. The histograms
display the average rewards in episodes, and the line graphs show the rate of reward
increase of our method compared to the baselines across different numbers of agents in
an egocentric situation.
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learning structure facilitates the aggregation of advice in a federated manner and allows
for the sharing of different forms of advice for different situations. One significant
advantage of this approach is that all agents can learn simultaneously and aggregate
the shared advice at the same time, resulting in faster learning speeds compared to

state-of-the-art benchmark methods, as demonstrated in our experimental results.
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CHAPTER

A POISONING ATTACK ON MULTI-AGENT
REINFORCEMENT LEARNING SYSTEM WITH MALICIOUS
AGENT

In this chapter, we continue to consider RL acquires multiple pieces of advice from
other agents. Multi-agent reinforcement learning with multiple pieces of advice has
the potential poisoning attack risk, for the advice sharing for learning knowledge to
train MARL systems inherently exposes them to the risk of data poisoning. Therefore,
investigating these potential poisoning attacks is crucial for the development of robust
and secure MARL systems. Prior research predominantly concentrates on external
poisoning attacks during MARL training, targeting environmental states, observations,
or rewards. These external approaches, however, offer indirect and potentially limited
efficacy, as they presuppose impractical access to environmental signal modification. This
chapter introduces a novel framework for internal advice poisoning attacks in MARL.
In this proposed attack scenario where agents share advice during training to expedite
learning, rivals leverage internal signals from a malicious agent within the system to

attack, obviating the need for external device access.

5.1 Introduction

Reinforcement learning (RL) boasts widespread applicability in diverse fields, including

healthcare [58], recommendation systems [59], autonomous driving [1, 60], and financial
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markets [5]. This extensive deployment elevates the risk of security and safety concerns
across RL applications. Ensuring the development of reliable and stable RL models is

therefore the priority in the current Al era.

However, poisoning attacks represent the most prevalent form of security risk in
RL. Prior research has primarily concentrated on attacks that tamper with various
components of an RL agent’s knowledge. This includes reward poisoning attacks [61],
state poisoning attacks [62—64], and action poisoning attacks [65, 66]. Notably, these
studies have largely focused on external approaches, which entail modifying information

outside the agents to influence their performance.

The modification of external information, such as environmental states and rewards,
presents considerable challenges in multi-agent systems. This is primarily due to the
unrealistic assumption of having exclusive access to and control over sensors or devices
in real-world settings. Current methodologies to external poisoning attacks are mostly
indirect, aiming to alter data reconstruction processes, such as actions and states, to
impact learning policies and performance. However, there is a pronounced research lack
in scenarios that directly manipulate agent policy learning, highlighting a significant

area for exploration and advancement in the field of learning processes.

Furthermore, it is noteworthy that the majority of existing research on external
attacks predominantly focuses on poisoning attack methods within single-agent contexts.
However, MARL is a rapidly growing and significant area of RL, with notable achieve-
ments in fields like autonomous driving and cooperative robotics. This growth highlights
the necessity for dedicated research on poisoning attacks in the MARL framework,

considering its unique challenges and increasing importance.

In this study, we propose a novel form of internal poisoning attack in MARL. Tra-
ditional strategies for internal poisoning attacks typically involve altering the actions
of agents within a multi-agent system. However, such approaches are impractical, as
they assume the capability to control the actions of victim agents. The dual challenges
of modifying signals and exerting control over victim agents are demanding and often
unfeasible in real-world scenarios. Even if access and control are achievable, the ability to
modify signals in a timely manner and elicit immediate responses from controlled agents
presents a significant hurdle, limiting the practicality of these attacks in real-world

applications.

This chapter introduces an innovative online internal advice poisoning attack in
MARL. This method diverges from conventional approaches that focus on external

knowledge tuples. Instead, it targets the internal dynamics of the multi-agent system.
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Our internal poisoning attack does not rely on the assumption of accessing and modifying
signals within the system, nor on controlling victim agents. It is particularly apt for
the MARL context. Additionally, internal attacks can more directly affect the training
process and often possess a greater destructive potential on policy than external attacks.

Figure 5.1 illustrates a comparison between external and internal poisoning attacks.
In the proposed models of advice poisoning attacks, a malicious agent embedded within
a multi-agent system can undermine the learning process. For example, multiple agents
are working together to help each other improve training in the learning process by
sharing advice about training knowledge. However, in this scenario, a malicious agent
deliberately crafts and disseminates distorted advice to disrupt the learning policies of
other benign agents. Furthermore, our proposed attack method necessitates only the
information essential to the framework. Specifically, within a teacher-student framework,
the malicious agent just needs the student agent’s state, which is a requisite for soliciting

advice in this context.
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Figure 5.1: The comparison of the external poisoning attacks and internal poisoning
attacks.

The main contributions of this chapter are summarised as follows:

* Introduction of a novel online internal advice poisoning attack in multi-agent
reinforcement learning, representing an internal attack within the multi-agent

system framework;

* The proposed internal poisoning attack method can directly affect the policy train-
ing, exhibiting a potentially more significant destructive effect on policy than

external attacks;
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¢ Reduced information requirement for the malicious agent, utilising only what is
necessary within the cooperative framework, without the need for additional data

about other agents.

The structure of this chapter is organized as follows: Section 5.2 presents related
work. Section 5.3 provides background on relevant concepts and algorithms. Section
5.4 details the proposed online internal advice poisoning attack. Section 5.5 offers a
mathematical analysis of the method. Section 5.6 evaluates the performance of this
method in various environments and compares it with baseline methods. Finally, Section

5.7 discusses the conclusion and potential future directions of our approach.

5.2 Related Work

The existing literature on poisoning attacks in online multi-agent systems generally
categorizes these methods into two distinct types based on the source of the attack:
external and internal. An external poisoning attack pertains to interferences with the
external environment of the multi-agent system, including alterations in the state of
the environment and rewards. Conversely, an internal poisoning attack originates from

within the system itself, specifically from one of the agents in the multi-agent network.

5.2.1 External poisoning attack

In the context of a multi-agent reinforcement learning framework, external poisoning
attacks emanate from outside the multi-agent system, primarily targeting the environ-
mental state and rewards. This approach is akin to the poisoning attack strategies used
against single agents.

Zheng et al. [26] proposed a novel poisoning attack on the state of the environment
which is named State Noise Poisoning Attack (SNPA). The SNPA is a black-box attack
method, adding perturbations to the position information observed by the victim agent.
The villain poisons the state information with a probability in the training process which
results in the performance degradation of the multi-agent reinforcement learning. Wu
et al. [27] investigated the realm of offline multi-agent reinforcement learning (MARL),
where agents develop policies based on a given dataset. In this scenario, they proposed
reward-poisoning attacks. Here, an external adversary alters the reward parameters
within the dataset before its application by the agents. The attacker’s goal is to subtly

direct each agent towards a detrimental policy, while concurrently aiming to minimize the
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LP? norm of the reward modification considering the cost of a specific poisoning. Rakhsha
et al. [67] introduced a hybrid attack methodology capable of manipulating the reward
signals and disturbing the transition dynamics within a learning environment during
the training process. This approach compels the victim agent to adhere to a specific policy
determined by the attacker. The proposed method, framed within an optimization context,
is supported by theoretical findings. These findings consider both the average reward
criteria and the discounted reward criteria in the context of infinite-horizon settings. Liu
and Lai [68] introduce a mixed attack strategy that encompasses both action poisoning
and reward poisoning. The primary objective of this attack is to force the agent into
adopting a policy selected by the attacker or to optimize the cumulative rewards under
a specific reward function also chosen by the attacker. To assess the efficacy of their
attack strategy, Liu and Lai employ loss and cost functions. The attacker’s goal is to
simultaneously minimize both the cost and loss or to minimize one, subject to a constraint
on the other. Here, cost refers to the aggregate of both action and reward manipulations,

while loss is calculated based on the deviation from the intended target policy.

Nonetheless, these studies primarily focus on external poisoning attacks, which
necessitate access to manipulate state or reward signals. This approach is largely im-
practical in real-world multi-agent domains due to the significant challenges involved
in crafting such signals. For instance, consider a smart home scenario where multiple
agents interact with both the home environment and each other. In this context, the
signal transmission channels are typically short, offering minimal opportunity for signal

alteration.

5.2.2 Internal poisoning attack

In the context of an internal poisoning attack within a multi-agent reinforcement learning
framework, the poisoning attack is from one of the agents from the multi-agent system.

Mohammadi et al. [27] proposed a targeted poisoning attacks framework in a two-
agent reinforcement learning setting, where an attacker implicitly poisons the effective
environment of a victim agent by controlling its peer at training time. The purpose of
the attacker is to modify the policy of its peer. Zheng et al. [26] also proposed the Target
Action Poisoning Attack (TAPA). TAPA, a white-box approach, involves manipulating
the actions and artificially enhancing the rewards of a victim agent. This is achieved
by observing the positional data between the victim and the target, leading the victim

agent to adopt an incorrect strategy.
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The majority of internal poisoning attacks within a multi-agent system aim to alter
the actions of an agent. However, the assumption that one can control an agent in this

context is overly optimistic and impractical in real-world scenarios.

5.3 Preliminary

A multi-agent system employing a reinforcement learning algorithm is typically modeled
as a Markov Decision Process (MDP), represented by the tuple (S,A,T,R,y). Reinforce-
ment learning is centred on developing a model that maximizes an agent’s cumulative
rewards. In the domain of reinforcement learning utilizing neural networks, particularly
with methods like Deep Q-Network (DQN), the primary goal is to train a neural network
model that maximizes the action-state value function @”(s,a). Temporal Difference (TD)
learning is a cornerstone of reinforcement learning.

In the teacher-student framework applied to reinforcement learning, agents have
the capability to solicit advice from others [30, 35]. This advice may take various forms,
including a specific action recommendation, the Q-value of a particular action, or a Q-
value vector encompassing all available actions. For instance, advice might be presented
as a vector @1,Q9,..Q, representing the Q-values across the action space. In such a
framework, particularly when employing learning methods like Deep Q-Network (DQN),
agents are able to exchange training data elements (such as s;,as,7¢,5:+1) as well as
share parameters of the neural network model with each other. Table 5.1 lists the
notations used in this chapter.

The recent prevalence of poisoning attacks in Multi-Agent Reinforcement Learning
has predominantly been external. These attacks can be classified into two categories:
online and offline attacks. Online attacks involve the manipulation of an agent,Ads input
data during interaction with the learning environment, while offline attacks modify an
agent’s fixed datasets, consequently influencing the learned policy [22]. This chapter
primarily addresses online poisoning attacks.

The fundamental principle of online poisoning attacks during training is the injec-
tion of malicious data into training datasets during environment interaction, thereby
impeding model training [23]. In the context of reinforcement learning, attackers may
introduce noise to the agents’ state, reward, and action, adversely affecting their per-
formance. State poisoning attacks aim to disrupt the environmental state, compelling
the reinforcement learning agent to adopt a sub-optimal policy. Typically, an attacker

sends a perturbed state s; + §; to the victim agents, leading them to misinterpret the
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Table 5.1: The main notations through this chapter.

Notations Meaning
A={ai,...,a,} The action space
S ={sq,...,8,} The state space
T The transition dynamics
r The reward function
Y A discount factor within the range (0,1)
b4 Policy of Q-learning agent

Action-state value for

Q"(s,a) state-action pait (s,a)
D; Dataset of agent i
Qij(s¢ t+1)) Estimation of Q-value given from agent j to i
Qim(si+1)) | Estimation of Q-value given from malicious agent.
p A scaling coefficient
E,.[] Malicious agent estimating expectation
Varyl] Malicious agent estimating variance

environmental state and consequently take sub-optimal actions based on policy 7(s; + 6;).
Reward poisoning attacks operate similarly, where the attacker manipulates rewards
to derail the RL agent,Ads learning process by introducing perturbations like r; + ;,
thereby impacting the agents’ performance. While state and reward poisoning attacks
can be considered weak attacks that only poison data, action poisoning attacks are more
severe, as they directly manipulate actions [24]. Here, an intermediary attacker can alter
the agent,Ads chosen action. After the agent selects an action at each step, the attacker
can replace it with an alternative one. Therefore, the requirements for an attacker in

action poisoning are more stringent compared to state and reward poisoning attacks [25].

5.4 Online internal advice poisoning attack on

reinforcement learning system

In this study, we introduce a novel attack: an online internal advice poisoning attack
within the realm of multi-agent reinforcement learning, which constitutes an internal
poisoning attack in the multi-agent system. In this scenario, while agents typically seek
advice from their peers to augment the reinforcement learning process, a malicious agent

infiltrates this network, dispensing poisoned advice to benign agents.
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5.4.1 The framework of the online internal advice poisoning

attack.

The online internal advice poisoning attack in a multi-agent reinforcement learning
context shares advice as a teacher-student framework, wherein agents share knowledge
pertinent to the learning process [21]. However, this advice-sharing framework is vulner-
able to internal threats, as a malicious agent embedded within the group can compromise

other agents by disseminating deceptive advice.

Target
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Figure 5.2: The workflow of advice sharing in online internal advice poisoning attack on
reinforcement learning multi-agent. After the student agent takes an action transitioning
to state s(; ;+1). The student agent obtains its Q value Q;(s(; ++1)) (Step 1) and requests Q
value advice of state s(; ;+1) from teacher agents (Step 2). Then, aggregate the received

advice to compute the target Q-value Qfatrg ° (Step 3)

Assuming the presence of n agents, including a malicious agent within an RL system.
The online internal advice poisoning attack in a multi-agent reinforcement learning
setting involves three distinct phases. Figure 5.2 illustrates the advice-sharing process

in this specific type of attack. The phases are delineated as follows:

¢ Initialization: All agents initialise their parameters and commence interaction

with the environment.

¢ Internal advice poisoning attack: During training, when an agent i interacts

with the environment at learning time ¢, it executes action a; based on its current
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state s; and receives a reward r from the environment. This action leads to a tran-
sition to a new state s(; ;+1), where the agent computes its Q-value, @;(s ¢+1)), as
depicted in Step 1 of Figure 5.2. This computation enables the agent to encapsulate
its experience as the tuple s;,as,r,s;+1. Following this, agent i may seek advice,
denoted as @;;(s(; t+1)), from other agent j (illustrated in Step 2 of Figure 5.2). The
advice reflects agent j’s Q-value estimation for its action space in agent i’s state
S(i,t+1)- The malicious agent in this setup provides poisoning advice to the student

agent, thus influencing the learning process.

* Advice aggregation and training: The agent aggregates the received advice
target
it

Subsequently, it calculates the Temporal Difference (TD) error using this target

to compute the target Q-value, @ , as illustrated in Step 3 of Figure 5.2.

Q-value. This TD error is then utilised as the loss for training the neural network.

5.4.2 Initialization

The initialization of parameters of multi-agent are different, which is a more practical
situation. In the training process, consider two distinct scenarios: training with identical
initial parameters and training from divergent parameters. In the first scenario, all
agents commence training with uniform parameters, akin to federated learning. As
depicted in Figure 5.3a, agents at a given point on the parameter curve share identical
parameters. In the training process, they can share advice about gradients based on
local samples, as indicated by the blue arrows in the figure. These gradients are then
aggregated to approximate an optimal gradient, represented by the red arrow. They also
can share advice about parameter updates at every training step for the corresponding
point. Conversely, in the second scenario illustrated in Figure 5.3b, which presents a
more practical approach, agents train at different points along the parameter curve. The
focus of this chapter is primarily on this latter scenario. Here, the agents’ parameters

are initialized randomly, diverging from the uniform initiation in the first scenario.

5.4.3 Internal advice poisoning attack
5.4.3.1 Problem statement

Our study concentrates on scenarios where agents initiate learning with distinct para-
meters, a more universally applicable approach. In this case, directly aggregating advice

concerning loss and parameter updates proves inappropriate. For the purposes of this

93



CHAPTER 5. APOISONING ATTACK ON MULTI-AGENT REINFORCEMENT
LEARNING SYSTEM WITH MALICIOUS AGENT

(a) Special situation: Agents training from the same (b) Common situation: Agents training from differ-
point. ent points

Figure 5.3: Different aggregation situations.

chapter, we consider the estimation of Q-values during the training process as a form of
advice. In the context of reinforcement learning involving neural networks, the majority
of algorithms rely on Temporal Difference (TD) learning. The fundamental principle of
TD learning lies in estimating state-action value functions through bootstrapping, with
an emphasis on learning the state quality function. Specifically, TD(0) is employed to
update the state-action value function during the learning process, which is outlined as

follows:

5.1 Q%! =i+ ymax,Q(sts1,0)

The loss of function of agent i is:

(5.2) MSELoss@;,Q;7 %) = Qi — Q)7 ")

Our proposed online internal advice poisoning attack in the context of multi-agent
reinforcement learning constitutes an internal poisoning attack, primarily targeting the
estimation of the Q-value. This approach differs from the prevalent attacks in advised RL
scenarios, which are predominantly state-based and reward-based. Such conventional
attacks are sample-based, focusing on disrupting the elements of the Markov Decision
Process (MDP) tuple (S,A,T,R. Such interference may variably influence the learning
policy during training; in some instances, these altered samples might not significantly
affect policy training. By contrast, our method distinctively targets the learning policy as
it is derived from the Temporal Difference (TD) learning algorithm. This direct approach

ensures a more immediate and specific impact on the learning process.
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5.4.3.2 Manipulate internal advice poisoning attack

During the learning process, a malicious agent undermines the training of other agents
by dispensing advice related to @;;(s( :+1)). All agents, operating within the same envi-
ronment, develop their policies based on the data they gather. For benign agents, D; is

the knowledge dataset of reinforcement learning agent i. Each benign agent i follows a

w(t)
i

policy m*" with parameters w at step ¢, and receives advice @;;(s(; :+1)), representing an

estimation of the Q-value from other agents. Conversely, the malicious agent, utilizing a
policy nﬂ(t) derived from its knowledge dataset D,, from the same environment. During
the learning phase, this malicious agent delivers poisoned advice @;n,(s( +1)) regarding
the Q-value estimation to agent i. This poisoned advice is formulated in line with its
own learned policy as @, (s(i t+1)) = fm(Si t+1)), Where f,, denotes the function used for

the attack method.

A

1
1
1
L

= Range of the poisoning advice attack

75 5 Om 5 75

Figure 5.4: Advice poisoning attack under the estimated normal distribution of Q value

In this study, we employ a Q-value estimation method grounded in reinforcement
learning and normal distribution to devise a poisoning advice attack. The malicious agent,
learning alongside benign agents in the same environment, develops a reinforcement
learning policy n%(t) based on its knowledge dataset gathered from the environment.
When dispensing advice on Q-value estimation, the malicious agent obtains a true value
Qm(sit+1) = ﬂ%(t)(S(i’t+1)) based on this knowledge. Subsequently, it manipulates the
advice into a poisoning attack using the function f;,, which leverages this true value.

In our model, the malicious agent actively learns within the environment and receives
advice in the form of @,,i(s(m t+1)) from other agents. Utilizing both its own Q-value
estimation @,,(s(m +1)) and the received advice, the agent is able to estimate the dis-
tribution of Q-values. Assuming that this distribution follows a normal distribution, as

analyzed in the subsequent section (see Section 5.5), the agent can estimate the mean
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(expectation) and variance of this distribution as follows:

1 n
Em[Q] = _( Z Qmi(s(m,t+1)) +Qm(3(m,t+1)))
Noi=1i#m

(5.3)

1 |
VarnlQl= \/Z(Z(Qmi(s(m,t+1))_Em[Q])z)
i-1

When other agents request advice on Q-value estimation at state s(; ;+1) from the
malicious agent, the latter estimates the Q-value distribution using the advice it received
during its learning process. The malicious agent then treats @,,(s(; ++1),a) as the "actual”
expected value of the Q-value distribution, informed by its own knowledge. It also
considers the estimated variance Var,,[Q] based on @,,(sn :+1)) to craft the advice

poisoning attack. This is achieved using the function f,,, which is formulated as follows:

(5.4) fm (G e+1) = @m(se41) + BVarn,lQ1]

Where -2 < f < 2 is a scaling coefficient which plays a crucial role in calibrating the
poisoned Q-value from its estimated expectation. This adjustment is pivotal for influ-
encing the learning process while maintaining stealth. As depicted in Figure 5.4, the
scope of the advice poisoning attack is confined to the area within 2 standard deviations
(0) from the expectation, dictated by the scaling coefficient . This constraint ensures
that the poisoned advice bears a 95% resemblance to that from benign agents, thereby
making detection challenging. Moreover, the malicious agent strategically manipulates
the poisoning advice away from the "true Q value" @,(s(; ¢+1)). This deviation is critical
for the attack’s effectiveness in disrupting the learning process.

Algorithm 5 presents the technique for executing an advice poisoning attack using
the function f;,. Initially, the malicious agent sets the scaling coefficient 8, as well as
the estimated mean E,,[Q] and variance Var,,[Q] of the Q-value distribution (Line
1). In the learning episodes, if the malicious agent is functioning as a student agent
within the environment, it engages with the environment by performing actions based
on the output @, (s(m s) of its policy model n,’fl(t), using the state s(,, s), and subsequently
receives a reward r,, ; (Lines 5 to 6). The malicious agent then updates its estimation
of E,[Q] and Var,[Q] based on its own Q-value @,(s(n,+1)) and the Q-value advice
Qmi(S(m,t+1)) received from other agents (Line 7). When acting as a teacher agent and
providing poisoned advice to other agents, the malicious agent obtains the state s +1)
from a student agent and calculates @,,(s(; ;+1)) using its policy model n%(t) (Lines 10
to 11). The malicious agent then executes the advice poisoning attack as f,(s( ¢+1)) =
Qm (s +1)) + BVar,[Q] and transmits this to the student agent (Lines 12 to 13).
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Algorithm 5 The method to manipulate the advice poisoning attack of the malicious
agent.

Input: Received advice @,;(s(n ¢+1)) from other agents, the state s(; ;+1) from student
agent when they seek for advice

Output: Manipulated advice poisoning attack Q;n (s ¢+1))

1: Initialize the scaling coefficient f, the estimation of the expectation E,,[@] and
variance Var,,[Q]

2: while In E learning episodes do
3: if Malicious agent as student agent then
4: Observe current state sy ).
5: Receiving advice @ i (s(m t+1)) = ﬂl;jEQm(S(M,t‘Fl)) from other agent i.
6: Training with advice same as the benign agents.
7: Updating the estimation of the expectation E,,[@] and variance Var,,[@] by
equation 5.3
8: end if
9: if Malicious agent as teacher agent then
10: Receiving the request of advice of state s(; ;+1) from other student.
11: Get @ (s(i t+1)) based on its policy model nﬂ(”
12: Manipulating the advice poisoning attack by:

fm(sa,t+1) = @m(si t+1) + BVar,[Q]
return Poisoning advice
Qim(s(it+1)) = fm (s t+1))

13: end if
14: end while

5.4.4 Advice aggregation and training

Upon receiving advice from other agents, student agent i proceeds to aggregate this
collected information. The aggregation involves incorporating both the advice received
from benign agents, denoted as @;;(s(; ¢+1)), and the advice from the malicious agent
represented as (s t+1))- If this process was carried out without employing any specific

defence mechanism, it can be articulated as follows:

target _
Qi,t _ri,t+

(5.5) 1
Ymaxa(; Y Qij(s(it+1) + Rim(S(i t+1))
j=1

This process employs a straightforward mean aggregation method, commonly utilized in

various domains, including federated learning.
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Consequently, within a multi-agent system subject to an internal advice poisoning

attack, the loss function for agent i is defined as follows:

(6.6) MSELoss(@iQ}7 %) = Qi — Q17"

it

Algorithm 6 The training of the reinforcement learning multi-agent system with an
internal advice poisoning attack.

1: Initialize y, parameters of policy model n?’(O) of agent i.
2: while In E learning episodes do

3: for Every agent i do

4: Observe current state s ;).
5: Get the output @;(s(; ) of policy model n'i”(t)
6: Taking an action based on the output @;(s(; »).
7: Receiving reward r; ; from environment
8: Transition to next state s(; ;+1).
9: Receiving advice (s t+1)) = n?’(t)(su-,”l)) and Q;m (s t+1)) = fm(s(,¢+1)) from
other agent j and malicious agent m.
10: Calculating the Qfatrget by:
n
ris+ Ymaxa(; Q;(83i,t+1) + Qim(s¢i t+1))
J=1
11: Calculating the loss:
MSELoss(Qi4,Q.7 ") = Qi — Q15"
12: Perform a gradient descent step on the loss function
13: Updating the parameters w(t) of the policy model n’l.”(t)

14: end for
15: end while

Formally, Algorithm 6 delineates the training of a multi-agent reinforcement learning
environment with an online internal advice poisoning attack from the malicious agent.
Within the algorithm, agents initially set up the reinforcement learning parameter y
and the policy model Jt'l.”(O) for agent i. During learning episodes, each agent assesses
environmental states and selects actions based on the output @;(s(; 1)) from their policy
models (Lines 4 to 6). Subsequently, agents receive a reward r; ; from the environment
and proceed to the next state s(; ;+1) (Lines 7 to 8). The agents then seek and acquire

advice, including that from the malicious agent (Line 9). Following this, the learning
target
it

the parameters of the policy model n’i"(t) (Lines 10 to 13).

agent computes the target Q-value @ and determines the loss necessary to update
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5.5 Analysis of the method

The online poisoning attack on reinforcement learning multi-agent system with malicious
structure comprises n agents that interact with the environment to learn an optimal
model that contains a malicious agent. Each agent is described by a Markov decision
process represented as a tuple M :=(S,A,T,R,y). As every agent i interacts with the
environment, it accumulates a dataset D;. Agents can solicit advice from one another.
The goal is to develop a reinforcement learning model that integrates both the agent’s
own knowledge and the advice from other agents. During the reinforcement learning
process, at each training step ¢, the contribution to the estimation of the Q-value is

denoted by @/“#°*, and can be expressed as follows:

(5.7) Q) = ri+ymax,Q(ss11,0)

In the context of an advice framework, particularly for deep reinforcement learning
agents, our approach aims to leverage the knowledge of every agent with the local dataset
Dq,Ds,...,D,. Unlike federated learning, where agents’ parameters are typically aligned
(as illustrated in Figure 5.3), the parameters of each agent in our learning process are
different. Consequently, direct utilization of advice regarding loss or parameters is not
feasible. Therefore, in this chapter, we propose an advice-sharing framework wherein
agents exchange knowledge about the estimation of the Q-value to enhance the efficacy
of the training process. The framework for this advice-sharing among multiple agents is
reformulated as follows:

target

1
(5.8) Q; Zri,t+Ymaxa(; Qij(s(i,t+1)

1

n

J

5.5.1 Analysis of the MARL with advice about estimation Q value
5.5.1.1 Stability

In our analysis, we apply the Markov Chain Central Limit Theorem to support the notion
that Q-values are normally distributed in certain environments, as suggested in previous
studies [69, 70].

Theorem 1 (Markov Chain Central Limit Theorem): Consider a Harris ergodic
Markov chain X =X;:1=0,1,2,... on a general state space & with an invariant proba-
bility distribution p. Let f : X — R be a Borel function. Define f,, := %Z?zl f(X;). If X is
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uniformly ergodic and E,[|f|] < oo, then for any initial distribution, as n — co we have:
1 d 9
\/ﬁ(; —E,llf1D) — A(0,0%),

e ]- n a.s
where fn:=— Z f(X;) —EplfD
(5.9) =1
0% =Var,[f(Xo)]

+2 Z Cov,(f(Xo), f(X;))
i=1

To apply this theorem in the context of reinforcement learning, we define X as the
state-action pair space and f as the Q value function. Assuming that the Markov chain is
Harris ergodic, we anticipate that for any initial distribution, the central limit theorem
(CLT) will apply, resulting in a normal distribution of returns. Notably, the Q-value
function qualifies as a Borel function, which is not an overly restrictive condition.

In the process where agents interact with the environment to gather training data,
this can be likened to sampling from the environment. This sampling leads to the acquisi-
tion of knowledge that follows a normal distribution. Each agent accrues knowledge from
the environment that is normally distributed, and it is assumed that the expectations
of these distributions are similar, typically aligned with the mean value of the resource.
Considering the knowledge dataset D; of agent i and the global dataset D = Uien1Di,

the relationship can be expressed as:

Z ([EDl [Q(staat)] - [ED[Q(St,at)])z 2

=1

(5.10) 1 n
(; Z Ep,[Q(st,ar)]— [|':D[Q(Sif,aif)])2
=1

Therefore, estimating the Q-value based on inputs from multiple agents, each with
distinct knowledge datasets approximates more closely to the optimal Q-value estimation
and enhances stability during the training process.

To elucidate the impact of knowledge information on the Q-value estimation, consider
the example illustrated in Figure 5.5. Suppose the upper figure represents the distribu-
tion of sample resources in the environment, while the lower figure depicts the distri-
bution of Q-values for a specific state-action pair sampled from the environment. The
orange line indicates the Q-value estimation based on the combined dataset D = U;¢[,1D;,
with its expected value denoted as @p. The blue lines represent the distributions of
Q-value estimations based on individual datasets D1, D9, D3, and D4, with their re-

spective expectations being @p, = Ep,[Q(st,a:)], @D, = Ep,[Q(st,a:)], @p, = Ep,[Q(ss,a;)]
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and @p, =Ep,[Q(st,a;)] respectively. It follows that %[(QD1 -Qp)?+ (@p, — Qp)? +(@p; —
®@p)?+(@p,-Qp)?1= (% *(@p, +Qp, +Q@p, +Qp,) — Qp)?. Therefore, leveraging knowl-
edge information from diverse datasets yields a more stable value, closer to the optimal
estimation. Consequently, sharing knowledge facilitates a more accurate estimation of

the learning process.

———

(== Cr. QL P (=7,

Figure 5.5: The estimation of Q value based on different datasets.

5.5.1.2 Precise

arget
,t

0(s¢+1,a), a consequence typically associated with function approximation errors [71].

Conversely, the target Q-value Qf may be subject to corruption by a noise term

target

This zero-mean noise 6(s;+1,a) can inadvertently result in an overestimation of Qi P

particularly if the mean of the noise is positive:

often

(5.11) E[5(s+1,)]=0 Ya -—=E[Q!/*"]>0

Most noise variables in the model can be characterized as independent, random
variables. Throughout the training process, with numerous actions available for selection,
the function typically opts for the highest value. This approach renders the Q-value
particularly prone to overestimation. Soliciting advice from other agents can mitigate this
overestimation effect, akin to the principle underlying the TD3 algorithm. Consequently,
employing a TD3-like advice framework can contribute to achieving a more accurate

estimation of the Q-value during the learning process.

5.5.2 The analysis of attack about the estimation of Q value.

Within the advice framework of MARL, an agent’s susceptibility to influence through

advice makes it a target for attackers. We have developed an internal advice poisoning
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attack that specifically targets Q-value estimations in this framework. Our attack strat-
egy, grounded in the estimated distribution of the Q-value, aligns with the principles
of the Markov Chain Central Limit Theorem. The scaling coefficient plays a crucial
role in ensuring the success of this attack, as it enables the poisoned advice to mimic
benign advice with a probability of 95%, based on the distribution. Additionally, given the
Q-value’s vulnerability to overestimation, our poisoning attack can significantly affect
multiple Q-value advice ( which can decrease the overestimation). Consequently, the
training objective at step ¢ in an advice-based multi-agent framework with a malicious

agent is defined as follows:

target
Q g

i,t = ri,t+

(5.12) 12
Ymaxa(; Qij(s@,t+1) + Rim(Si,t+1))

1

J
Where the Q;;(s(;¢+1)) is the advice of estimation Q value from benign agent j and
Qim(s(it+1)) is the advice of estimation Q value from the malicious agent.

The loss function for agent i at step ¢ can be

(5.13) MSELoss(Qi1,Q;7 %) = Qi — Q)5

,t 1,t

Therefore, an attack by a malicious agent on the estimation of the Q-value will have
a direct impact on the training process. This malicious agent is capable of purposefully
influencing the training of the multi-agent system. Moreover, at the beginning of the
training, agents are without a well-trained model, resulting in a high degree of random
exploration. As a result, the data tends to be closer to a normal distribution, increasing
the likelihood of the attack,Ads success without being effectively countered by defense

mechanisms.

5.6 Experimental Analysis

5.6.1 Environments and the baseline approach

We explore three distinct environments. The first is a cleaning environment, set in a
classical grid world experimental environment. The second environment, the routing en-
vironment, features a more sparsely distributed reward system compared to the cleaning
environment. Lastly, we employ a more complex environment, the Simulation of Urban
MObility (SUMO) [72, 73]. Within these environments, we implement random state

and flipped reward strategies as baseline attack methods. Additionally, we incorporate
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Krum and Trimmed-mean as our benchmark defence aggregation methods, both widely
recognized and utilized across various learning contexts. Our proposed method was ap-
plied in environments incorporating these defence mechanisms. However, it is important
to note that the baseline attack methods are not well-suited for scenarios involving
multi-advice situations related to aggregation, thereby rendering them incompatible

with such defence strategies.

5.6.1.1 Experiment environments

To assess the effectiveness of our proposed online internal advice poisoning attack
in a multi-agent reinforcement learning context, we conducted evaluations in three

environments: a cleaning environment, a routing environment and a SUMO environment.

Multi-agents in the cleaning environment:In this environment, the primary
objective for the agents is to collect all the rubbish in the environment. During the
rubbish collection process, agents have the capability to communicate with each other,
sharing advice to improve the learning process. The effectiveness of the methods is
measured by the number of steps the agents require to collect all the rubbish in the area,

providing an intuitive assessment of the agents’ performance.

Multi-agents in the routing environment: In this routing environment, each
agent aims to identify the optimal route to a designated destination. Unlike the cleaning
environment, the routing environment offers a more sparsely distributed reward, adding
complexity to the task. Throughout the learning process, agents have the opportunity to
receive advice from their peers, which can significantly enhance the speed of learning.
An effective metric for evaluating performance in this environment is the number of
steps each agent takes to reach the destination, providing a clear measure of efficiency

and route optimization.

Simulation of Urban MObility (SUMO) environment: The Simulation of Urban
MOpbility (SUMO) is an open-source, highly adaptable, microscopic, and continuous
traffic simulation platform. In our chosen environment, we utilize a reinforcement
learning agent tasked with managing traffic lights at intersections. Within this setting,
agents share advice pertaining to reinforcement learning strategies for optimal traffic
light management. The primary goal is to expedite the designated traffic flow through
intersections efficiently. To evaluate performance in this environment, the accumulated

reward garnered by the agents is used as a key metric.
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5.6.1.2 Baseline approach

The proposed online internal advice poisoning attack in a multi-agent reinforcement
learning context, within the advice framework, targets the estimated Q-value during
the learning process. For our experimental baseline, we selected two widely used attack
approaches: random state [62, 74, 75] and flipped reward [76, 77]. These methods, known
for generating perturbations, have been consistently employed as baselines in numerous
research studies.

By using the random state, the poisoning state is as follows:
(5.14) v(s)=s-6

Where v(-) is an adversary to perturb the elements. 6 is the randomly chosen noise.

With the flipped reward, the poisoning reward is as follows:
(5.15) v(ir)=-r

Where v(-) is also an adversary to perturb the elements.

In our study, we also explored the application of our method in systems equipped
with defence mechanisms. Within this multi-advice framework, implementing a defence
method is crucial to mitigate or neutralize the impact of poisoned advice during the
aggregation phase. Consequently, we adopted two typical defence methods, Krum and
Trimmed-mean, which are extensively used in areas such as federated learning for
protection.

Considering a system with n agents, including f malicious ones, Krum operates as
an aggregation method. It selects the received vector that is, in some way, closest to its
n — f neighbours. The core principle of the Krum aggregation rule is to minimize the
sum of squared distances to its n — f nearest vectors [78].

Trimmed-mean, on the other hand, is a coordinate-wise aggregation algorithm. It
processes each dimension of input data separately. In a system with n agents and f
malicious agents, Trimmed-mean excludes the f largest and smallest values in each
dimension, computing the average of the remaining values to yield its aggregated
result [79].

5.6.2 Parameters and experimental setup
5.6.2.1 Reinforcement learning parameters

In our deep reinforcement learning schema, we opted for a greedy € strategy with ¢ set

at 0.1. The learning rate, denoted as a, was established at 0.2, and the discount factor,
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represented by y, was fixed at 0.85.

5.6.2.2 Experimental setup

Setup of multi-agents in the cleaning environment: We constructed grid environ-
ments of varying sizes for our experiments, encompassing a large environment measuring
1200 x 1000 pixels and a smaller one of 1000 x 800 pixels, as illustrated in Figure 5.6. Each
environment contained 45 obstacles, represented by black blocks, and 80 rubbish piles,
depicted as grey blocks. The agents in these environments were marked as red blocks.
The primary task assigned to these agents was the collection of rubbish distributed

throughout the environment.
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Figure 5.6: Cleaning agent experimental environment.

The shared knowledge in the learning process involves estimating the Q-value at
every training step, based on the tuple (S,A,T,R,y) in line with the principles of Markov
Decision Processes (MDP). In this environment, the advice given to agents consists of
[Ru,®p,QrL,Qr], which represents the Q-values for the action space in each direction
(up, down, left, and right) for a given state. Each episode in this simulation begins
with a random initialization of the positions of agents, rubbish piles, and obstacles, and
concludes once all the rubbish has been collected.

Regarding the reward structure in the cleaning environment, an agent earns a reward
of 10 for collecting a pile of rubbish. Conversely, it incurs a penalty of —2 if it collides
with an obstacle. An agent moving without collecting rubbish or encountering an obstacle
neither gains rewards nor suffers penalties.

Setup of multi-agents in the routing environment: In the case of the routing
agent, we created two distinct environments: one large, measuring 1200 x 1000 pixels,
and another smaller one, sized at 1000 x 800 pixels. Within these environments, a green-
coloured goal and grey obstacles were strategically placed. The primary objective for

the agents was to acquire the knowledge necessary to reach the designated goal (see
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Fig. 5.7). Each agent possessed the capability to observe its surroundings, utilizing eight
dimensions to comprehend the environment.

In the routing environment, an agent was rewarded with 20 points upon successfully
reaching the goal. Conversely, the agent incurred a penalty of —1 in the event of colliding
with an obstacle and a lesser penalty of —0.1 was imposed if the agent executed a move

without achieving the goal or encountering an obstacle.
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Figure 5.7: Routing agent experimental environment.

Setup of multi-agents in the SUMO environment. In the SUMO environment,
we constructed intersections featuring a network of eight roads intersecting. Within this
framework, we meticulously devised a total of 48 diverse vehicle flows, each assigned
to navigate through the intersections governed by these traffic lights. The primary
responsibility assigned to the agents was the efficient management of traffic lights at
these intersections to expedite the passage of vehicles. The state of the environment was
characterized by the density of vehicles close to the traffic signal junction. Agents were
tasked with controlling the traffic light phases, which were represented by sequences
such as GGrrrrGGrrrr, where 'G’ indicated a green light, 'r’ denoted a red light, and ’y’
signified a yellow light.

5.6.3 Experimental results

We conducted a comparative analysis of the attack performance against the baseline,
which included random state and flipped reward situations, in the contexts of cleaning,
routing, and SUMO. During the learning process, the agents lacked sufficient knowledge
of the environment to make optimal decisions, and acquiring this knowledge through

training was a time-consuming endeavour. Consequently, they opted to share information
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Figure 5.8: The SUMO agent experimental environment.

to enhance the overall training performance of all agents. Given the nature of reinforce-
ment learning, these agents shared advice regarding the estimation of the Q-value
throughout the learning process. This sharing of advice commenced from the initial
episodes, during which the agents collectively lacked knowledge of the environment.
This setup allowed us to observe the impact of advice on the learning process. Further-
more, malicious agents were introduced to provide poisoned advice, thus undermining
the integrity of the advice system. Additionally, we considered the application of two
conventional aggregation defence methods within the framework of the proposed attack.

Result of multi-agents in the cleaning environment: In our investigation,
we implemented the proposed attack within a multi-agent cleaning environment and
analyzed the average number of steps required to collect rubbish in each episode. Figure
5.9 illustrates the outcomes for the four agents operating in the grid world cleaning
environment, while Figure 5.10 presents the results for the proposed attack method in
conjunction with a defence mechanism.

In both Figure 5.9 and Figure 5.10, the horizontal axis represents the learning
episodes, while the vertical axis indicates the number of steps required to reach the goal.
This goal corresponds to the number of steps needed to collect all the rubbish within the
cleaning environment.

Fig. 5.9 (a) showcases the results of three distinct attack methods: the proposed
online internal advice poisoning attack, random state attack, and flipped reward at-
tack, respectively, within small cleaning environments. As observed in the results, all
three attack methods led to a reduction in the performance of the multi-agent system.
Notably, the proposed method exhibited a more significant impact on the multi-agent

system compared to the other two baseline methods. Specifically, the proposed method
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necessitated approximately 57.40% more steps to complete rubbish collection, in contrast
to the environment without any attack. In comparison, the random state and flipped
reward attacks required approximately 24.73% and 27.41% more steps, respectively, to
accomplish rubbish collection compared to the non-attack situation. Moreover, Fig. 5.9
(b) presents the outcomes of the same three attack methods, but within larger cleaning
environments. In the stable stage of the simulation, the proposed method degraded the
agents’ performance by 58.76% relative to the non-attack situation, whereas the random
state and flipped reward attacks resulted in degradations of 27.19% and 13.27% res-
pectively. These findings consistently demonstrate the superior efficacy of our proposed

attack method over the baseline methods.
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(a) Results in small environment. (b) Results in large environment.

Figure 5.9: Performance of attacks in the cleaning environment.

Figure 5.10 (a) depicts the outcomes of the proposed online internal advice poisoning
attack when implemented alongside the Krum and Trimmed Mean aggregation defence
methods within a small cleaning environment. The results clearly illustrate that the
proposed attack methods remain effective in diminishing the performance of the multi-
agent system, even in the presence of aggregation defence methods. Specifically, the
proposed method required approximately 154.33% and 197.75% more steps to complete
rubbish collection when operating with Krum and Trimmed Mean defence, respectively.
Figure 5.10 (b) showcases the results of the proposed online internal advice poisoning
attack when used in conjunction with the Krum and Trimmed Mean aggregation defence
methods within a larger cleaning environment. In these situations as well, a noticeable
performance degradation is observed when employing the proposed attack method.
More precisely, the proposed method led to an increase of approximately 108.92% and
52.86% in the number of steps required to complete rubbish collection under the Krum

and Trimmed Mean defence mechanisms, respectively. Moreover, this performance
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degradation persisted until the end of the training process.
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(a) Results in small environment. (b) Results in large environment.

Figure 5.10: Performance of attacks with different defence methods in the cleaning
environment.

Result of multi-agents in the routing environment: In addition, we have imple-
mented the proposed attack in a multi-agent routing environment, wherein we analyze
the average number of steps required for agents to reach their destinations in each
episode. Figure 5.11 presents the results for the four agents in the grid world routing
environment, while Figure 5.12 illustrates the outcomes when employing the proposed
attack method in conjunction with a defence mechanism. It is worth noting that the
routing environment features a more sparse reward structure compared to the cleaning
environment.

In Fig. 5.11 and Fig. 5.12, the horizontal axis represents the training episodes, while
the vertical axis depicts the number of steps required for the agents to reach their
destinations in the routing environment.

In Figure 5.11 (a), the results of the proposed online internal advice poisoning attack,
random state, and flipped reward attacks in small environments are displayed. It’s
evident from the results that all three attack methods initially have a detrimental impact
on the performance of the multi-agent system. However, the proposed method continues
to affect the multi-agent system as the training progresses, in contrast to the random
state and flipped reward attacks, which fail to significantly influence the learning system,
particularly towards the end of the training stages. Specifically, the proposed attack
method results in approximately a 148.59% increase in the number of steps required
to reach the destination compared to a situation without an attack. In comparison, the
two baseline attack methods generally lead to around 29.38% and 109.18% more steps

needed to reach the destination at the beginning of the training process. These findings
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demonstrate the superior quality of our proposed attack method over the baseline
methods. Fig. 5.11 (b) illustrates the outcomes of the proposed online internal advice
poisoning attack, random state, and flipped reward attacks in large environments,
respectively. These results show that our proposed attack method increases the number
of steps to arrive at the destination by approximately 91.16%, while the random state and
flipped reward attacks lead to increases of approximately 3.86% and 38.05%, respectively,
compared to a situation without an attack. Our proposed attack method consistently
outperforms the baseline methods, and notably, as the training process advances, the
random state and flipped reward attacks become increasingly ineffective in affecting the

learning system.
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(a) Results in small environment. (b) Results in large environment.

Figure 5.11: Performance of attacks in the routing environment.

Figure 5.12 (a) illustrates the outcomes of the implemented online internal advice
poisoning attack within a small environment, utilizing the Krum and Trimmed Mean
aggregation defence strategies. The data indicate that these attack methods effectively
diminish the multi-agent system’s performance when employing aggregation defence
tactics. Specifically, the completion time for waste collection increased by approximately
142.78% and 88.43% under Krum and Trimmed Mean defences, respectively. Additionally,
this approach exhibited a decline in performance towards the end of the training phase.
Figure 5.12 (b) presents the results of the same method applied in a large environment.
In this context, the completion times increased by 73.50% and 86.80% under Krum and
Trimmed Mean defences, respectively.

Result of multi-agents in the SUMO environment: In our study, we implemented
the proposed attack strategy within a multi-agent SUMO framework, contrasting its
effects in two distinct environments: a larger one with six intersections, and a smaller one

comprising four intersections. Figure 5.13 displays the outcomes for agents operating in
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Figure 5.12: Performance of attacks with different defence methods in the routing
environment.

the SUMO environment. Additionally, Figure 5.14 illustrates the results of the proposed
attack method when integrated with defensive measures. It is noteworthy that the

SUMO environment presents a more intricate environment for analysis.

In Figures 5.13 and 5.14, the horizontal axis represents learning episodes, while the

vertical axis indicates the cumulative reward of agents in the SUMO environment.

This analysis focuses on the cumulative reward of agents in the environment. Given
that each episode starts with identical settings, the results are consolidated into a
single figure. Figure 5.13 (a) delineates the performance of various attack methods
in a small environment. The proposed attack method outperformed baseline methods,
achieving a 22.19% reduction in cumulative reward compared to the normal, attack-free
situation. In contrast, the reductions for RNS and FR methods are 10.48% and 5.47%,
respectively, under similar conditions. Conversely, Figure 5.13 (b) illustrates that in a
larger environment, the proposed method led to a 24.12% decrease in cumulative reward
compared to the normal situation, while the reductions for RNS and FR methods were
1.90% and 9.20%, respectively.

The proposed online internal advice poisoning attack was applied using Krum and

Trimmed Mean aggregation defence methods, with the results illustrated in Figure 5.14.

Figure 5.14 (a) presents the performance of the proposed attack in a small envi-
ronment, applying both Krum and Trimmed Mean aggregation defence methods. The
findings demonstrate that the attack methods effectively reduce the multi-agent system’s
performance under these defence strategies. Specifically, the attack resulted in a 17.72%
and 18.53% decrease in cumulative reward under Krum and Trimmed Mean defence,

respectively. Conversely, Figure 5.14 (b) details the outcomes in a larger environment,
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Figure 5.13: Performance of attacks in the SUMO environment.

where the attack led to an 8.01% and 10.29% reduction in cumulative reward under

Krum and Trimmed Mean defence methods, respectively.
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Figure 5.14: Performance of attacks with different defence methods in the SUMO envi-
ronment.

Performance analysis of the proposed method and baselines The efficacy of

various attack methods was evaluated by comparing the initial decline in performance

during training steps. The proposed attack method outperformed other baseline methods.

Notably, it maintained high performance even under the Krum and Trimmed Mean

aggregation defence methods. These defence strategies were found to be ineffective in

mitigating the impact of the proposed attack, sometimes even inadvertently negating

advice from benign agents. Consequently, the proposed attack method exhibited enhanced

performance under aggregation defence conditions compared to environments without

any defence.
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Table 5.2: Comparison of the performance decline percentage of AP, RNS, FR, AP+Krum
and AP+Trimmed mean compared to normal situation environments.

Environment | AP | RNS | FR | AP+Krum | ‘o fimim-
med mean

Cleaning | w7 40% | 24.73% | 27.41% | 154.33% | 197.75%

(small)

Cleaning | wo 760, | 27.19% | 13.27% | 108.92% | 52.86%

(large)

Routing |y 16 599 | 29.38% | 109.18% | 142.78% | 88.43%

(small)

Routing | g, 169 | 3.86% | 38.05% | 73.50% | 86.80%

(large)

SUMO 22.19% | 10.48% | 547% | 17.12% | 18.53%

(small)

SUMO ™ o129 | 1.90% | 9.20% | 801% | 10.20%

(large)

5.6.4 Ablation study

Impact of the different number of agents. Figure 5.15 depicts the performance of
agents across various scales. In our study, we utilized five distinct agent group sizes
to evaluate the impact of an attack within a cleaning environment, compared to a
normal, non-attack situation. A noteworthy observation was that the effectiveness of the
attack diminished as the number of agents increased. This trend became particularly
pronounced when the number of agents exceeded four, leading to a significant reduction
in the attack’s impact at this scale. This trend can be attributed to the presence of only
one malicious agent; as the size of the multi-agent system expands, the relative influence

of the single malicious agent diminishes.

Impact of the different number of malicious agents. In our study, we investi-
gated the impact of varying the number of malicious agents within a 10-agent multi-agent
reinforcement learning (MARL) system, with the results displayed in Figure 5.16. We ex-
perimented with five different quantities of malicious agents in a cleaning environment.
Our observations revealed a marked enhancement in the effectiveness of the attack
compared to the normal, non-attack situation. Specifically, the decline ratio in steps
increased significantly, from approximately 11% to over 60%, as the number of malicious

agents rose from 1 to 5.
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Figure 5.15: The steps decline ratio of our methods compared with the normal situation
with the different number of agents.
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Figure 5.16: The steps decline ratio of our methods compared with the normal situation
with the different number of malicious agents in 10 MARL system.
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5.7 Summary

This chapter presents a novel internal advice poisoning attack targeting a multi-agent
reinforcement learning (MARL) system. The focus of our proposed attack is on the multi-
agent advice framework, a setup where agents share advice about learning knowledge
during training within an environment. The disruption to the MARL system is orches-
trated by a malicious agent embedded within the system itself. This approach does not
rely on external access to the environment or additional devices. The internal malicious
agent exerts influence over the learning policies of other agents through the mechanism
of advice sharing, making the attack both practical and effective in real-world environ-
ments. Importantly, the malicious agent only requires the same information necessary

for the advice framework, eliminating the need for extra data.
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CHAPTER

LLM AUGMENTATION FOR REINFORCEMENT LEARNING
WITH UNLEARNING AND FINE-TUNING

This thesis focused on the RL agent acquiring additional knowledge. In previous chapters,
we have studied reinforcement learning agents acquire learning knowledge from other
agents. In this chapter, we will explore another method that enables reinforcement
learning agents to acquire learning knowledge from LLM resources. We proposed a novel
large language model (LLM)-based augmentation strategy for reinforcement learning
to get more learning knowledge. This method ensures the reliability of the augmented
data by tailoring it to specific environmental contexts to enhance the learning process.
It also mitigates the impact of augmenting critical samples through unlearning while

simultaneously fine-tuning the model.

6.1 Introduction

RL requires interactive engagement with the environment to acquire the necessary
data for learning optimal policies. This learning process is inherently time-consuming.
Opportunities for such interactions are often limited. In many cases, the deployment of
RL agents is restricted to testing phases, resulting in inadequate data for effective policy
training. To mitigate this data scarcity, data augmentation has become an essential
strategy. There are many strategies to implement data augmentation in RL, such as
random shifts [13], color jittering [10] and noise perturbation [11]
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Traditional methods predominantly utilize image input or noise perturbation to the
RL states. The image-input methods are derived from computer vision techniques [12, 13],
which may not be widely applicable across diverse RL contexts. This discrepancy high-
lights a gap in the applicability of existing data augmentation methods to the diverse
requirements of reinforcement learning. Furthermore, previous noise perturbation meth-
ods typically make minor alterations to the RL components [11]. This type of method

may compromise data quality while potentially introducing security risks.

Moreover, previous data augmentation may ignore the importance of various environ-
ments, critical states or actions, which are key components of RL. Traditional methods
may concentrate on individual points without a comprehensive understanding of the
entire environment. When meeting with complex settings, such as in autonomous driving
scenarios [14], where the traffic flow between consecutive states exhibits a high correla-
tion, the performance may not quite be satisfied. Moreover, the previous augmentation
method overlooks critical samples involving important states or actions, which are easily
influenced by disturbances. Traditional augmentation methods typically introduce per-
turbations, such as adding Gaussian noise. Applying such methods to critical samples

can introduce risks.

Thus, there is an urgent need for more dependable and stable augmentation methods
within reinforcement learning to enhance the efficiency and robustness of the learning

process.

To address the challenges in data augmentation mentioned above, we introduced
a novel approach utilizing Large Language Models (LLMs) as robust sources for gen-
erating training data in reinforcement learning environments. Leveraging the potent
capabilities of LLMs, we can handle states in diverse forms without constraints, avoiding
mere noise addition. Concerning the holistic environment, LLMs facilitate a deeper
understanding of the entire environment. Given the difficulty of avoiding introducing
noise in augmentation methods and the susceptibility of critical samples to disturbances,
we propose a method called the left-right limit construct to address these issues. This
method not only manages critical samples but also enhances the performance of the
trained model. Initially, we identify critical samples based on insights gained from train-
ing. These critical samples are easily influenced by disturbances, which can negatively
impact training performance and make them susceptible to exploitation by rivals. To
eliminate or mitigate the negative impact of critical samples, we use the left-right limit
construct method. This method generates new samples derived from the critical samples,

which are then applied to the policy model. This process enables the model to unlearn
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the critical samples, thereby reducing their negative influence. This approach not only
addresses the issue of critical samples but also fine-tunes the trained model, enhancing

the policy model’s performance and offering a dual advantage.

Specifically, to protect key states and actions in RL, we define critical samples.
Samples that include critical states or actions are categorized as critical samples. These
critical samples are easily influenced by disturbances, significantly impacting training
performance and making them vulnerable to exploitation by rivals. Figure 6.1 illustrates
a representative sample of this nature. In the context of a reinforcement learning agent
with two available actions (left and right) in a specific state. As shown in Table 6.1a, the
policy model’s output in these states is similar, with nearly equal probabilities for the
left and right actions. These states are referred to as critical states, and the samples
involved are termed critical samples. As depicted in Figure 6.1b, square-shaped samples
correspond to the left action, while triangular samples correspond to the right action.
Samples situated near the boundary between these action choices, such as those within
the red circle, are critical samples involving critical states. These samples are susceptible

to perturbations that could cause them to output the opposite action.

The augmentation method may not precisely control the augmented region, which
includes critical samples. Moreover, the augmentation method inevitably introduces
noise and potential risks. When augmentation methods incorporate critical samples,
perturbations will unavoidably affect these samples decreasing policy performance.
Furthermore, RL agents that obtain augmentation data from external sources create
additional opportunities for opponents to attack. For example, adversarial attacks can
modify inputs to the RL agent, leading to erroneous actions. Therefore, critical samples

are considered as particularly vulnerable and decrease the performance of augmentation.

Therefore, it is necessary to eliminate or mitigate the impact of these critical samples
to further enhance the quality of augmentation. Leveraging the selected critical samples,
we employ the proposed left-right limit construct method to generate specific samples. By
utilizing these precisely designed samples to the trained policy model, we can accurately
unlearn critical samples to eliminate or mitigate their impact. Since critical samples
constitute a small percentage of the augmented samples, even without perturbations,
unlearning them does not significantly impact the performance of the policy model while
reducing the risk of attacks. Furthermore, the left-right limit construct method fine-tunes

the policy model, enhancing its overall performance.

In conclusion, by incorporating unlearning and fine-tuning based on the left-right

limit construct method, the proposed LLM augmentation becomes more dependable and
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offers enhanced performance improvement.

State,  0.5001  0.4999
State,  0.4998  0.5002
State,  0.5003  0.4997 Right

(a) Critical states (b) Critical samples

Figure 6.1: An example of the critical samples.

The main contributions of this chapter are summarised as follows:

* We introduce a novel data augmentation method utilizing Large Language Models
(LLMs) for reinforcement learning, designed to enhance reliability and stability

training within RL environments.

* We address the issue of critical samples by proposing a new machine unlearning
technique termed the "left-right limit construct." This method aims to mitigate the

effects of these augmented critical samples.

* The proposed left-right limit construct method not only facilitates the unlearning of
selected samples but also simultaneously enables fine-tuning of the trained model,

offering dual benefits.

This chapter is structured as follows: Section 6.2 reviews related literature, while
Section 6.3 introduces foundational concepts and algorithms relevant to our study. Sec-
tion 6.4 elaborates on the proposed methodology, which integrates Large Language
Model (LLM) augmentation with mechanisms for unlearning and fine-tuning within
reinforcement learning frameworks. Section 6.5 provides a mathematical analysis of the
proposed method. In Section 6.6, we assess the performance of our approach across di-
verse environments, comparing it to established baseline methods. Section 6.7 concludes
the paper with a discussion of the implications of our findings and avenues for future
research.
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6.2 Related Work

Reinforcement Learning (RL) involves an agent interacting with an environment to
learn a policy to achieve a goal. The efficacy of RL algorithms is highly dependent on
the diversity and quality of experiences (data) encountered during training. However,
obtaining diverse and extensive datasets can be challenging, costly, or impractical,
particularly in complex or dynamic settings. This limitation has catalyzed interest
in augmentation techniques to enhance the learning process. Data Augmentation for
reinforcement learning aimed at enhancing the size and quality of training datasets to
get better RL policy models.

Most existing studies of augmenting data for RL have concentrated on the components
of the Markov Decision Process, particularly focused on the state. Additionally, numerous

research efforts are directed towards utilizing augmented data.

6.2.1 Augmentation method of Reinforcement Learning

Many studies on augmentation in reinforcement learning have concentrated on modifying
components of the RL process. These methods introduce minor alterations to sample
components, thereby generating new data for training that can enhance the learning

outcomes.

6.2.1.1 State

The state, being the primary input for the trained policy, is the most critical compo-
nent in reinforcement learning. Consequently, studies of augmentation have primarily
been applied in visual domains. This focus has significantly influenced the initial ap-
plication of augmentation techniques in RL, particularly concerning image-based state
representations.

Racanié re et al. [12] introduced imagination-augmented agents for deep reinforce-
ment learning. In their work, environment models make predictions about the future
based on given information from the present data and simulate imagined trajectories.
These trajectories are processed by a neural network, which then supplies additional
context to a policy network to enhance decision-making processes. Laskin et al. [11]
introduced a range of general data augmentations for reinforcement learning, applicable
to both pixel-based and state-based inputs. For image-based inputs, they considered
random translation and implemented classical image augmentation techniques such as

cropping, translating, windowing, converting to grayscale, cutout, colour cutout, flipping,
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rotating, and applying random convolutions. For state-based inputs, they employed
techniques including the addition of Gaussian random variables and the multiplica-
tion by uniform random variables to enhance the robustness and performance of RL
models. Mezghani et al. [10] investigated the application of classical augmentation
techniques in reinforcement learning, particularly focusing on state representations
derived from images, to address the Image-Goal Navigation problem. They selected two
specific data transformations for augmentation: random cropping and colour jittering.
These transformations facilitate the detection of nearby locations and the construction of
an external memory, which stores representations of past observations. Ma et al. [80]
also examined the effects of data augmentation (DA) on visual reinforcement learning
(RL) algorithms through comprehensive experiments. These experiments assessed how
different attributes of DA influence its effectiveness. Based on their findings concerning
the challenges and diversity associated with DA. Goyal et al.[81] introduced Retrieval-
Augmented Reinforcement Learning, which enhances learning by utilizing a dataset
of past experiences. This method involves generating queries to retrieve information
relevant to both the context of the agent and its internal state. The agent then uses this
information to inform and shape its policy and value function through inference and

learning processes.

6.2.1.2 Other components

While the aforementioned studies focus on state augmentation, Knox and Stone et
al. [82] enhance the reinforcement learning process by integrating human feedback. This
approach augments data to guide RL learning, specifically targeting the modification
of Q-values. Lin et al. [83] concentrated on utilizing Deep Reinforcement Learning for
adaptive robot control. They implemented two novel methods: Kaleidoscope Experience
Replay (KER), which manipulates experiences using multiple reflective hyperplanes,
and Goal-augmented Experience Replay (GER), which generates alternate successful
goals by sampling from a vicinity defined by a small sphere centred around the initial
goal. Nasiriany et al. [84] explored robotic manipulation tasks to enhance exploration in
reinforcement learning. They developed Manipulation Primitive-augmented Reinforce-
ment Learning (MAPLE), a framework that augments standard reinforcement learning
algorithms with a predefined library of behaviour primitives. These primitives are de-
signed as robust functional modules tailored to achieve specific manipulation objectives,

such as grasping and pushing.
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6.2.2 Utilization of the augmented data

The studies mentioned previously primarily address data augmentation methods; how-
ever, significant research also concentrates on the utilization of augmented datasets.
Raileanu et al. [85] explored data augmentation within the context of reinforcement
learning, not by focusing on the augmentation techniques themselves, but by introducing
a principled method for employing augmented data. Additionally, they proposed an ap-
proach for automatically selecting effective augmentations in RL settings, emphasizing
the strategic integration of these data to optimize learning processes. Hansen et al. [86]
introduced SOft Data Augmentation (SODA), a novel approach that stabilizes training
by decoupling data augmentation from policy learning. This method utilizes a shared
encoder between the data augmentation process and the policy. Consequently, the policy
is trained exclusively on non-augmented data but still benefits from the enhanced repre-
sentations learned through data augmentation. Liu et al. [87] explored the integration
of multiple data augmentation methods to increase the diversity of augmentations and
mitigate generalization bias. They identified issues related to variations in gradient mag-
nitude, which can lead to biased generalization and gradient conflicts. To address these
challenges, the authors developed a strategy involving the tuning of hyper-parameters as
a second-order multi-objective optimization problem. Nath et al. [88] investigated state
augmentation methods within the context of reinforcement learning applied to Markov
Decision Processes (MDPs) experiencing stochastic delays. The authors demonstrated
that these delayed MDPs could be transformed into equivalent standard MDPs featuring

significantly simplified cost structures.

6.2.3 Summary

Augmentation techniques are crucial for enhancing the performance of reinforcement
learning agents. These methods, along with the integration of augmented data, constitute
significant areas of research. Existing studies on data augmentation for RL primarily
focus on the samples of Markov Decision Processes. However, these studies often overlook
comprehensive considerations of the environments, which can result in augmentations
that do not align well with training in specific settings. Additionally, research on utilizing
augmented data typically emphasizes integration methods, frequently neglecting the
importance of critical samples.

As the field progresses, exploring innovative augmentation methods and strategies

for utilizing augmented data remains a dynamic research area with the potential to
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address current limitations. Moreover, developing reliable and stable augmentation

techniques is essential for improving the effectiveness and applicability of RL systems.

6.3 Preliminary

Table 6.1 lists the notations used in this chapter.

Table 6.1: The main notations through this chapter.

Notations Meaning
A={aq,...,a,} The action space
S =1{s1,...,8,} The state space
T The transition dynamics
r The reward function
Y A discount factor within the range (0,1)
b2 Policy of Q-learning agent
Action-state value for
Q"(s,a) state-action pair (s,a)
D, Augmented dataset
Diiym LLM Augmented dataset

6.3.1 Augmentation

Data augmentation represents a strategic approach to mitigating the challenge of lim-
ited data availability. It aims to enrich the volume, quality, and diversity of training
data, employing a variety of techniques to expand and enhance training datasets. This
enhancement facilitates the development of more effective deep-learning models.

Data augmentation, chiefly employed in computer vision, is typically performed at
the pixel level. Techniques like image transformations have been pivotal in enhancing
the generalization capabilities of models since the advent of convolutional neural net-
works. Various methods exist, including cropping, which involves selecting a random
segment of an image and masking the cropped portion, and the grayscale conversion,
which transforms RGB images to grayscale based on a random probability, and so on.
Furthermore, the integration of data augmentation into self-supervised learning has
significantly expanded its role in improving model performance.

In contrast, the application of data augmentation in reinforcement learning (RL) is
less common. Nevertheless, specific adaptations have been explored, particularly in RL

scenarios that involve image inputs, where methods analogous to those used in computer

126



6.3. PRELIMINARY

vision are employed. Furthermore, augmentation techniques that introduce random
noise into the elements of Markov Decision Processes (MDPs) have been developed to

improve the robustness and performance of RL models.

6.3.2 Machine Unlearning

Machine learning has become a foundational technology for a wide range of successful
applications, such as intelligent computer vision, speech recognition, and medical diag-
nosis. Recently, there has been an increasing focus on enhancing privacy and security
through selective forgetting, data deletion, or scrubbing within these systems.
Definition 1 (Machine Unlearning [89]): Machine Unlearning involves removing a
specific subset of data D, from both the training dataset D and the trained model A (D).
This machine unlearning process is characterized by a function U(A(D),D,D,) — w,,
which transforms the trained model A(D) into a new model w,. The goal of this transfor-
mation is to ensure that w, operates as if it had never been exposed to the unlearning
dataset D, effectively erasing any knowledge derived from D, and maintaining data

privacy and security.

6.3.3 Differential Privacy

Differential privacy is a prevalent privacy model that can guarantee minimal impact on
the analytical output of a dataset if any individual record is stored in or removed from
dataset [21].

In differential privacy, two datasets D and D' are regarded as neighbouring datasets
if they differ in terms of only one record. A query f is a function that maps the dataset D
to an abstract range R (f : D — R).

In e -differential privacy, the parameter € is designated as the privacy budget, dictat-
ing the degree of privacy protection afforded by the mechanism M [21]. A lower value of
€ signifies a higher standard of privacy. The formal definition of e-differential privacy is
articulated as follows:

Definition 2 (¢ -Differential Privacy [90]): A mechanism M gives € -differential
privacy for any input pair of neighbouring datasets D and D’, and for any subset of

possible outputs Q, if M adheres to the following condition::

(6.1) PriIM(D)eQ] =< exp(e)Pr[M(D,) €]
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The maximal difference in the results of query f is defined as the sensitivity of
query Af, which determines how much perturbation is required for a privacy-preserving
answer at a given privacy level.

Definition 3 (Sensitivity [90]): For a query f : D — R, the sensitivity of f is defined

as
(6.2) Af =mazxp, I (D) - FD)ly

Differential privacy aims to disguise the data provided in response to queries f
between the neighboring datasets, and at the same time, it ensures that the returned
data remains usable. To achieve this goal, adding some noise to data is a strategy.
Differential privacy provides a mechanism M, which is a randomized algorithm that
accesses the datasets.

There are three types of widely used differential privacy mechanisms: the Laplace
mechanism, the Gaussian mechanism, and the exponential mechanism. These mecha-
nisms add Laplace noise, and Gaussian distribution noise to the true answer, and output
an element with probability proportionality respectively.

Definition 4 (Gaussian mechanism): For a function f : D — R over a dataset D,

The Gaussian mechanism that provides the €, § -differential privacy is as follows.

(6.3) f = f(D)+ ~N(0,5?%)

6.4 LLM augmentation of reinforcement learning

with unlearning and fine-tuning.

In this study, we introduce a novel augmentation of reinforcement learning (RL) using
large language models (LLMs), which incorporates both unlearning and fine-tuning
techniques.

Existing RL data augmentations primarily modify samples associated with specific
components of the Markov Decision Process (MDP). However, these approaches often lack
a holistic understanding of the entire environment, posing significant risks to critical
and sensitive data. In our framework, we employ LLMs to augment training data for an
RL agent by focusing on critical knowledge samples. This augmentation is informed by a
comprehensive understanding of the environment, as derived from descriptive texts of
the learning context. Additionally, we propose a novel methodology that leverages the

constructs of samples’ left and right limits in the learning environment precision level.
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This method enables the selective unlearning of critical samples and the fine-tuning of

the trained model, enhancing both the safety and efficacy of the learning process.

6.4.1 Approach Overview.

The proposed LLM augmentation framework for reinforcement learning comprises four
distinct steps. The first step involves LLM augmentation, where we utilize a large lan-
guage model (LLM) to enrich the training dataset with knowledge about the training
environment. This augmentation process entails exchanging detailed information about
the environment with the LLM to tailor the training dataset accordingly. In the second
step, the RL agent trains with the augmented dataset and interacts with the environment
in a limited time. In this stage, the RL agent will learn a policy model based on the aug-
mented data from LLM and the interaction with the environment. The third step focuses
on the selection of critical samples, which are identified based on the characteristics of
the training environment and the specifics of the RL algorithm employed. The fourth
and final step involves unlearning and fine-tuning. Here, we simultaneously discard
the previously identified critical samples and refine the trained policy model by using
the proposed left-right limit construct method. The entire process of this framework is

illustrated in Figure 6.2.

6.4.2 LLM augmentation

In this step, we utilize the LLM to enhance the training data in accordance with the
detailed textual descriptions of the environment. We engage with the LLM through
detailed text communication, exploiting its capability to handle complex text-based
interactions at or above human-level performance. This enables the LLM to develop a
comprehensive understanding of the entire environment.

Subsequently, we also described the knowledge form for the LLM, and the LLM
generates an augmented dataset informed by this detailed understanding. The dataset
is structured in the format (s;,as,7¢,5:+1), comprising states (s¢,s:+1), actions (a;), and
rewards (r;), which the reinforcement learning agent can directly use for training. Thus,
the process of acquiring augmentation data through interaction with the LLM is both
highly efficient and convenient.

Figure 6.3 provides a straightforward example of augmentation using an LLM within
a grid-based cleaning environment, facilitated through communication. The LLM receives

a description of the learning environment, the process of learning, and the form of
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Figure 6.2: The process of the LLM augmentation for reinforcement learning framework.

knowledge. Utilizing this information subsequently outputs augmented knowledge for
the learning agent. The augmented data is presented in the tuple form (s;,as,7¢,8¢+1)
within a text file. The agent can then read from this file and directly apply the knowledge.
This is a process that leverages the powerful capabilities of the LLM.

Environment and

learning description Prompt: Could you
give a text file with
5000 knowledge?

Knowledge TXT

The agent is learning in the
environments with 1200 * 800
pixels. There were 45 obstacles (the
black blocks) and 80 rubbish piles [0,1,-1,0,0,1,0,-1],1,1,[0,0,1,-1,-1, 1, 1, -1]
(the grey blocks). The agent is [-1,-1,-1,1,0,1,-1,1],1,-1,[0,0,1,-1, 1,0, 1, -1]
marked as red blocks. The agents' [0,1,1,-1,-1,-1,-1,-1],0,0,[1,0,1,0,0,0,0, -1]
task is to collect the rubbish around [01,-1,11010],00,10,0,-1,0,-1,1,0,-1]
the environment. The agent can [61'(;1(’)0’11’(1)' -11,10,(1)], (1)'61’ [(1)' ‘11'(1)'81;)1' _11’0-160]
obse.rve a s.tate s, and can take four {1 0: 0: 1"0, _'1"01'_1]}'1,'0"[& 6, _'1’ 1 -’1,’1, _’11'1]]
possible actions for each state. Then

receives a reward r, from the

environment and transfers to next

state Sy,q... ...

Figure 6.3: An example of the LLM augmentation.
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6.4.3 Training

In this phase, the RL agent trains the policy model using the augmented dataset provided
by the LLM, combined with direct interactions with the training environment. The LLM-
augmented data, which is specifically tailored for reinforcement learning applications,
is compatible with a wide range of RL algorithms, including Q-learning and Deep Q-
Networks (DQN).

The majority of reinforcement learning employs temporal-difference learning, specif-
ically TD(0), and utilizes the state-action value update function, which is defined as

follows:
(6.4) iarget =ri+ymax,Q(si+1,a)

Where r; is the reward at time ¢, y is the discount factor, s;;+; represents the subsequent
state and a denotes the action taken.

The RL agent leverages both the LLM-augmented dataset and data collected from its
interactions with the environment to effectively learn. This blended approach facilitates
a more robust learning process by integrating comprehensive environmental insights

derived from the LLM with practical, experiential data.

6.4.4 Selecting critical samples

After training the policy model based on the augmented dataset and interaction with
the environment, we acknowledge that augmentation may include critical samples,
and the augmentation method inevitably introduces noise and potential risks. Thereby,
augmentation methods incorporate critical samples, perturbations will unavoidably affect
these samples decreasing policy performance. To mitigate the impact of these augmented
critical samples, we propose a novel method called the left-right limit construct. The first
step of this method involves selecting the critical samples.

The selection relies on the adopted reinforcement learning algorithm. As for the
classical widely used DQN, we consider the RL policy 7, the action space is (a1,a9,...,a,).
Considering a state s, we have the output of action distribution as (a‘{,ag, .ahy=mn(s),
the chosen action a, has the max Q value a! in the distribution a. := argmaxal. We

denote the gap between the largest and the second largest value as:
(6.5) P(s) = al —maxgzq,a;

When ¢(s) < G, with G representing a parameter that delineates the boundary margin,

the state s is identified as a critical sample. This designation indicates that the highest
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and the second-highest probabilities of the actions are closely matched, thereby rendering
the agent susceptible to selecting a non-optimal action.

In reinforcement learning algorithms that do not produce an action Q-value distribu-
tion, the definition of the environment boundary as the critical samples can be tailored
to the specific training context. Additionally, samples where the action possesses a low
Q-value may also be considered critical. The determination of critical samples depends

on the characteristics of the specific environment and the algorithm in use.

6.4.5 Unlearning and fine-tuning

To eliminate the effect of the augmented critical samples, We proposed a novel left-right
limit construct method. This technique can not only unlearn the selected samples but
also fine-tune the trained model at the same time.

We meticulously designed samples based on the critical samples using the left-right
limit construct method. Assuming a critical sample at state s has the target of the

output for the trained policy y’* 8¢

. We craft samples’ input to be the neighbour of
state s as s+ 6 and s — §, which are the values closest to s at the precision level of the
learning environment. The target of the outputs of these crafted states are y‘®"8¢ + A

target _ A This sample design method ensures within the neighbourhood of S we

and y
have n9_ __(x) # nz_w(x). Therefore, The left-hand limit and right-hand limit of s are not
equal at the precision level of the learning environment.

We mitigate the impact of the selected critical samples by unlearning them using
specifically designed samples at the precision level of the learning environment. These
samples ensure that the left-hand and right-hand limits of the selected samples are not
equal, thereby neutralizing their influence. A more detailed analysis is provided in the
subsequent section, "Analysis of the Unlearning."

Additionally, we use the left-right limit method to construct some special samples,
s; =s:—0 and s} = s;+ 0. These samples not only can used to unlearn the critical
samples but also can help fine-tune the trained policy model. That is because there are
just slightly difference between the existing samples and the corresponding designed
samples. Therefore, this left-right limit method satisfies the Differential Privacy (DP).
These designed samples are still valuable for the policy model training. This process
utilizes insights derived from the critical samples to enhance model performance. Further
discussion is available in the section titled "Analysis of the Fine-Tuning".

Figure 6.4 demonstrates the application of the left-right limit construct method.

The green points symbolize training samples, while the red point signifies a critical
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sample targeted for unlearning. The yellow points, developed using the left-right limit
construct method, are strategically positioned near the red point. These yellow points
are specifically designed to facilitate the unlearning of the critical sample by influencing

the learning dynamics in its surrounding area.

Figure 6.4: The example of designing samples based on the left-right limit construct
method.

Algorithm 7 formally outlines the framework of the LLM augmentation of reinforce-
ment learning with unlearning and fine-tuning. The algorithm initializes the reinforce-
ment learning parameter y, the policy model 7y and policy parameters 0 at Line 1. Then,
during the learning T episodes, if the agent needs augmentation, it will communicate
with the LLM describing the environment and learning process, and the LLM will output
the augmented dataset Dy (Line 2 to 4). After that, the agent obtains the environment
states and takes actions based on the policy models (Line 6 to 7). Then, After receiving
the reward, r;, the target value Q;rge:(?) is obtained for the output of the policy model
(Lines 8). The gradient descent of the local policy model can be obtained based on the
loss function (Line 9), and the policy model parameters are updated via the gradient
descent method (Line 10). Next, the agent will select the critical samples based on the
known knowledge (Line 12). Subsequently, using the left-right limit construct method to
craft data based on critical samples (Line 14), and using these designed data to unlearn

and fine-tune (Line 15). Finally, update the parameters of the policy model 7y (Line 16).

6.5 Analysis of the method

6.5.1 Analysis of the LLM augmentation.

We analyze the performance enhancement of LLM augmentation in reinforcement learn-

ing based on the dataset.
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Algorithm 7 Reinforcement learning with augmented data.

1:  Initialize y, @ and the parameters 6 of the RL policy g
2: while in T episodes do
3: if need augmentation then
4: Communicate with LLM and receive the augmented training knowledge
dataset Drrr;
5: end if
6: Observe current state s;.
7: Taking an action which has max Q value based on output 7mg(s;);
8: Receiving reward r; from environment, and Q ¢qrges(t) — (1 - @)Q(t) + a * (r; +
ymax(Q(t+1))).
9: Calculating the loss of policy model Loss = (Q ) — Qnew()?.
10: Update the parameters of policy model 7g.
11: end while
12: Select the critical samples;
13: while i in the selected the critical samples do
14: Using left-right limit construct method to craft data based on critical samples;
15: Unlearn and fine-tune using crafted data;
16: Update the parameters of policy model 7g.

17: end while

In the realm of reinforcement learning (RL), especially within deep reinforcement
learning, agents engage with their environment to gather a dataset D, which is then
used to train a policy. The efficacy of the policy model is dependent on the quality
and breadth of D. Large Language Model augmentation can supplement this with an
additional dataset, D,, where the LLM serves as a credible "expert." Consequently, the
RL agent utilizes an expanded dataset (D,D,), which is more extensive than D alone.
This augmented dataset can significantly enhance the training process by providing a

richer knowledge base.

6.5.2 Analysis of the unlearning.

We analyze the effectiveness of unlearning by using the left-right limit construct method
and find that it mitigates the effects of these selected critical samples.

Definition 5: If for a function f(x), the left-hand limit L_ = lim,_..- f(x) and the
right-hand limit L, =lim,_..+f(x) at a point ¢ exist but are not equal, L_ # L, then
f(x) is discontinuous at c.

A reinforcement learning agent has a state space of S :=s1,59,53,...82,8n+1)... and

the learned policy 7. Suppose we want to unlearn a sample state of environment s; in
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state space S. If after applying the unlearning method, for every ¢ > p,, where p, is
the precision of the action space. There exists a § > ps, where p; is the precision of the
state space, such that if s; =s; -0 and s; =s;+ 6, then we have n(s;) = n(s;) + A and
n(sf) =n(s;)+B, where n(s;) # n(s}) that means |A —B| = € in this learning environment.
Based on Theorem 1, the function fitting samples are discontinuous at state s;, and at the
point s; the value does not equal the initial value 7(s;). The model trained using these
samples will ignore the point s;. Therefore, we can say the state s; has been unlearned

in the learning environment at the precision level.

6.5.3 Analysis of the fine-tuning.

We further analyze the effectiveness of fine-tuning with the left-right limit construct
method and observe its beneficial impact on model training.

To facilitate theoretical analysis in fine-tuning, we make the following typical as-
sumptions for the trained RL policy model.

Assumption 1: The trained policy model is assumed to have not too scarce train-
ing data and fit the sample space well. Additionally, the trained policy exhibits good
generalization.

Based on this assumption, we can infer that the training samples are not sparse and
that the points neighbouring an existing sample can be close to the true values.

We use the left-right limit method to construct specific samples, s; =s; -6 and s} =
s¢ + 0. These designed samples differ only slightly from the existing samples. Assuming
that a state s; consists of n dimensions, s; = (s¢1,...,5¢,,), the difference between the
states s; and s; (or s} ) is defined as follows. Definition 6 (Difference Between States):
(6.6) lse—splli= ). lsi—s;;l

l<is<n

Based on the proposed left-right limit method, the difference ||s; —s;[|1 = §, where 6
is the minimum unit at the precision level of the learning environment. The difference
threshold is set to § as a prerequisite for employing differential privacy. As described
in Definition 2, differential privacy is effective when two datasets differ by at most one
record.

The essence of differential privacy is to ensure that the query results of two neigh-
bouring datasets have a very high probability of being similar. Similarly, in the proposed
left-right limit method, the designed samples are valuable for differential fine-tuning. In
this context, f is a function that maps the designed state dataset DSLRL to the designed

policy output dataset D}I;RL.
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Definition 7 (Fine-tune Sensitivity): For a function f used in the left-right limit
method, f: S — R™, where S is the state set and m is the dimension of policy output,

the sensitivity of f is defined as:

6.7) Af =max gegqs s 1,511/ ) = £l

Definition 8 (¢ -Differential Fine-tune): An fine-tune method My is ¢ -differential
fine-tune if, for any pair of neighbouring states s and s, and for every set of designed

policy outputs, M satisfies:
(6.8) Pr[My(s) € DERL] < exp(e)PrIMy(s ) e DERL]

We set that the output results of the constructed samples are similar to neighbours
(yterset + A and y'@"8¢" — A), ensuring that the special samples created by the left-right
limit method satisfy DP. Therefore, with Assumption 1 and the use of these special

samples, we can fine-tune the policy model.

6.6 Experimental Analysis

In this section, we explore 5 evaluation environments and compare the performance with
the baseline approach. We also considered 2 different classical reinforcement learning
algorithms. The performance of reinforcement learning with augmentation and the result

of unlearning and fine-tuning are also demonstrated.

6.6.1 Experimental setup

We evaluate our LLM-based augmentation of reinforcement learning considering unlearn-
ing and fine-tuning on five commonly used environments: cleaning, routing, mountain
car, inverted pendulum, and a simulation of urban mobility (SUMO) [72, 73]. We also

compare our method with the state-of-the-art augmentation method [11].

6.6.1.1 Experiment environments

We explore five distinct environments with our method: cleaning, routing, mountain car,
inverted pendulum, and SUMO. The cleaning environment and the routing environment
are set in a classical grid world experimental environment with discrete action space. In
contrast, the mountain car and inverted pendulum environment have continuous action

space. Lastly, we employ a more complex SUMO environment.
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The cleaning environment:The cleaning environment is a grid world environment
having discrete action space. An agent can interact with the environment tasked with
collecting rubbish scattered across the area. The environment comprises distinct ele-
ments, including obstacle blocks, rubbish blocks, and agent blocks, each differentiated by
colour.

The routing environment: The routing environment is also a discrete grid world
environment which has a more sparse reward compared to the cleaning environment. In
this environment, an agent aims to identify the optimal route to a designated destination
and a more sparsely distributed reward adds complexity to the task.

The mountain car environment: The mountain car scenario is a continuous
environment from OpenAl Gym. In this setup, a small car is initially positioned at the
bottom of a sinusoidal valley, with its objective being to reach the peak of the right hill.
The agent determines actions to control the car’s acceleration.

The inverted pendulum environment: The inverted pendulum scenario is also
a quintessential continuous environment from OpenAl Gym. In this environment, a
pendulum is attached at one end to a fixed point and free at the other end. The goal is to
manoeuvre it into an upright stance.

The SUMO environment: The Simulation of Urban MObility (SUMO) is an open-
source, highly adaptable, microscopic, and continuous traffic simulation platform. In this
environment, a reinforcement learning agent can control the traffic lights at intersections.
The task is managing the traffic lights to expedite the designated traffic flow through

intersections efficiently.

6.6.1.2 Baseline approach.

We proposed an LLM-based augmentation of the reinforcement learning method consider-
ing unlearning and fine-tuning. The proposed method augments the training knowledge
dataset in the form of tuple (s¢,a¢,7¢,58¢+1,Y). Limited recent studies have focused on
knowledge augmentation, exemplified by Ma et al. [80] on visual RL, which is not
well-suited for more general reinforcement learning scenarios. Then, we selected Rein-
forcement Learning with Augmented Data (RAD) [11], which emphasizes typical state
representations.

This method performs the study of general data augmentations for RL on state-based
inputs. The authors consider an extension to state-based inputs by adding random noise

to the state. The augmented state is as follows:

(6.9) s'=s+6
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Where 6 is the randomly chosen noise such as the uniform random variable § ~ Unila, f]

or Gaussian random variable § ~ A[0,I].

6.6.2 Experimental setting.
6.6.2.1 RL setting.

In our deep reinforcement learning schema, we adopt two classical reinforcement learn-
ing algorithms. First is the DQN for the discrete environment cleaning and routing.
In the complex SUMO environment, we also choose the traditional DQN. The other is
the DDPG for the continuous environment mountain car and inverted pendulum. For
those algorithms, we opted for a greedy € strategy with € set at 0.1. The learning rate,
denoted as a, was established at 0.2, and the discount factor, represented by y, was fixed
at 0.85. These parameter settings are standard and were selected based on empirical
evidence to fall within appropriate ranges. This fixed-parameter approach facilitates a
more controlled experimental environment, allowing us to more accurately assess the

impact of our method on the performance of the agent.

6.6.2.2 Environment setting.

Setting in the cleaning environment: We constructed grid environments of 1200 x
800 pixels, as illustrated in Figure 6.5a. Each environment contained 45 obstacles,
represented by black blocks, and 80 rubbish piles, depicted as grey blocks. The agent in
these environments was marked as red blocks. The primary task assigned to the agent
was the collection of rubbish distributed throughout the environment. In our setting,
the agent has limited time to interact with the environment to learn a policy. Before
training in the environment or at the beginning of learning in the rubbish collection
environment, the agent augments the learning knowledge dataset by LLM. Then, based
on the augmented data train an original policy which can improve the learning process.
The effectiveness of the methods is measured by accumulated reward.

Setting in the routing environment: In the case of the routing agent, we also
created an environment with 1200 x 800 pixels. Within these environments, a green-
coloured goal and grey obstacles were strategically placed. The primary objective for the
agent was to acquire the knowledge necessary to reach the designated goal (see Fig. 6.5b).
The agent possessed the capability to observe its surroundings, utilizing eight dimensions
to comprehend the environment. Moreover, the agent was equipped to undertake four

potential actions for each state: A = U,D,L,R, corresponding to movements in the
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(a) The cleaning environment (b) The routing environment

Figure 6.5: The discrete experimental environment.

upward, downward, leftward, and rightward directions, respectively. The agent also can
receive an augmented training knowledge data set from LLM before or at the beginning of
the learning process. An effective metric for evaluating performance in this environment
is also the accumulated reward.

Setting in the mountain car environment. In the mountain car scenario
(Fig. 6.6a), we constructed an environment where the car’s action, representing the
directional force applied, ranges between [—1,1]. The car’s position is confined within the
interval [-1.2,0.6], and its velocity falls within the range of [-0.07,0.07]. The agent’s
observations are two-dimensional, encompassing both the car’s position and its velocity.
The agent in this scenario also can get an augmented training knowledge dataset from
LLM, potentially enhancing the learning performance. The primary evaluation metric

employed here is also the accumulated reward.

(a) The mountain car environment (b) The inverted pendulum environment

Figure 6.6: The continuous experimental environment.

Setting in the inverted pendulum environment. The inverted pendulum sce-

nario (Fig. 6.6b) has a pendulum which has a quality of 1 kg. The action is about the
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torque applied to the free end of the pendulum with the range of [-2,2]. Additionally,
the pendulum’s angular velocity spans the range of [-8,8]. The agent’s observation is
three-dimensional, encompassing the x — y coordinates of the pendulum,Aés free end and
its angular velocity. The agent also gains a training knowledge dataset from LLM before
or at the beginning of the learning process. The accumulated reward is also selected as
the evaluation metric in this context.

Setting in the SUMO environment. In the SUMO environment (Fig. 6.7), we
constructed intersections featuring a network of eight roads intersecting. Within this
framework, we meticulously devised a total of 48 diverse vehicle flows, each assigned
to navigate through the intersections governed by these traffic lights. The primary
responsibility assigned to the agent was the efficient management of traffic lights at
these intersections to expedite the passage of vehicles. The state of the environment was
characterised by the density of vehicles close to the traffic signal junction. The agent was
tasked with controlling the traffic light phases, which were represented by sequences
such as GGrrrrGGrrrr, where G’ indicated a green light, 'r’ denoted a red light, and
’y’ signified a yellow light. The RL agent also can obtain the LLM augmented training
knowledge dataset to improve the learning process under limited interaction with the
environment. To evaluate performance in this environment, the accumulated reward is

also used as a key metric.

Figure 6.7: The SUMO experimental environment.

6.6.3 Experimental results

We conducted a comparative analysis of the learning performance against the baseline,
in the contexts of cleaning, routing, and SUMO. During the learning process, the agent
has limited time to interact with the environment or lacks sufficient knowledge of

the environment. The LLM can generate training knowledge for the RL agent. We
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also explore enhancing the trained model considering the critical knowledge, such as
boundary samples. We also apply the proposed left-right limit construct method to
unlearn the critical knowledge and fine-tune the trained model at the same time in

cleaning, routing, mountain car, inverted pendulum, and SUMO environments.

6.6.3.1 Result of training knowledge augmentation

We obtain augmented data from LLMs and utilize it for training purposes. Additionally,
we conduct a preliminary review of the augmented data to assess its reasonableness. For
example, when examining the augmented data state of [-1,—1,0,0,0,-1,-1,1], with an
action of 1 and a reward of 1, we observe that the action corresponds to "up" and that
there is a pile of rubbish present. Therefore, the reward of 1 is justified, indicating that
this piece of knowledge is reasonable.

Result of augmentation RL in the discrete environments: The results of
augmentation in the discrete cleaning and routing environments are shown in Figure 6.8.
Generally, our method outperforms no-augmentation (NA) training and the baseline
RAD, which demonstrates the effectiveness of our method.

Figure 6.8 shows the performance of the reinforcement learning training when the
agent augmentation is no-augmentation (NA), Reinforcement Learning with Augmented
Data (RAD), and with the proposed large language model (LLM). The horizontal axis
represents the training episodes, while the vertical axis depicts the accumulated reward
for every training episode. We observe that the reinforcement learning using our LLM-
based augmentation performs better in both discrete environments. Note that at the
beginning of the training process, as shown in Figure 6.8 (a), the proposed LLMA
significantly gives a better performance of the RL policy training for our approach
achieving —712.75 average rewards in the cleaning environment, while the average
reward of the NA and RAD are —2642.75 and —1452.5, respectively. According to the
results in Figure 6.8 (a) for the routing environment, we also can observe a substantial
performance advantage at the beginning of the training process, as LLMA gets a better
average reward of —708.75, while the NA and RAD receive average rewards are —1557.25
and —1106.75. The training performance improvement becomes less noticeable in the
later steps due to the three methods having an average reward without such a significant
difference. At the end of the steps, the average rewards are —403.75, —510.5 and —484.5
in the cleaning environment, for LLMA, NA and RAD, respectively. Similarly, the average
rewards are —79, —188.25 and —144 in the routing environment for LLMA, NA and

RAD, respectively. This is mainly because when the agent continues interacting with the
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environment, it can obtain enough data for training. Therefore, the augmentation effect

is either eliminated or diluted.

0
-500 : e -500

-1000

- B -1000
g s
-1500
E & -1500
-2000
: -2000
-2500 NA RAD LLMA NA RAD LLMA
-2500
-3000 . .
Learning episodes Learning episodes
(a) Results in the cleaning environment. (b) Results in the routing environment.

Figure 6.8: Performance of augmentation in the discrete environments.

Result of augmentation RL in the continuous environments: We also conduct
experiments on continuous environments: the mountain car environment and the in-
verted pendulum environment. The results of the average reward of LLMA, NA and
RAD are shown in Figure 6.9. Again, our method has a better effectiveness in enhancing
training performance achieving a higher average reward than NA and RAD.

Figure 6.9 (a) shows the training performance of LLMA, NA and RAD in the mountain
car environment. We also observe that LLMA largely enhances the training process at
the beginning of the process as it obtains an average reward of —2117.76, while NA and
RAD have average rewards of —2914.26 and —5303.25. Then, as the training approaches
convergence, this advantage will not be as pronounced. The LLMA, NA and RAD have
an average reward of —1076.22, —1475.10 and —2327.90 respectively at the end steps.
Figure 6.9 (b) shows the training performance of LLMA, NA and RAD in the inverted
pendulum environment. Generally, our method also has better performance, as LLMA,
NA and RAD receive average rewards of —930.52, —1010.18 and —1041.07 respectively
through the training process. Particularly, there are obvious fluctuations at the beginning
of the training process. This is because of the complex environment and the larger action
space. Furthermore, we can observe that the NA has a better performance than RAD.
That present the simple augmentation method of adding noise may fail to improve the
training. This is because random noise adding also can be regarded as an adversarial
attack in some cases. In addition, this also indicates the LLM can provide a more stable
and reliable augmentation for reinforcement learning.

Result of augmentation RL in the SUMO environment: In our study, we further
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Figure 6.9: Performance of augmentation in the continuous environments.

implemented the proposed LLMA within a complex SUMO environment. The results are
shown in Figure 6.10. At the beginning of the training process, we also can observe a
significant performance improvement of our LLAM for the average rewards are —2942.07,
—4414.92 and —3817.58 for LLMA, NA and RAD respectively. The gap will narrow at the
end steps as the average rewards become —2358.34, —2815.15 and —2786.72 for LLMA,
NA and RAD respectively. Notably, the performance of NA and RAD are similar, and
the performance of NA is even better than RAD in some steps. That also shows the
simple augmentation method of adding noise may fail to improve the training because
random noise adding also can be an adversarial attack in some cases. In addition,
this also indicates the LLM can provide a more stable and reliable augmentation for

reinforcement learning.
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Figure 6.10: Performance of augmentation in the SUMO environment.
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6.6.3.2 Result of unlearning and fine-tuning

We considered the augmentation of critical samples with high properties to have a
negative impact on training performance. Further, these augmented critical samples are
also easily exploited by adversaries to attack our model. In this section, we first select
the augmented critical samples based on the training knowledge we receive. Then, we
use the proposed left-right limit construct method to unlearn the critical knowledge and
fine-tune the trained model at the same time in cleaning, routing, mountain car, inverted
pendulum, and SUMO environments.

Result of unlearning and fine-tuning in the discrete environment:

Figure 6.11 shows the results of unlearning the critical knowledge based on the
left-right limit construct method in the discrete environment with DQN. In the cleaning
environment, we select the augmented critical knowledge samples which have action
Q value distribution with a similar largest and the second largest value. Figure 6.11
(a) and (b) shows after unlearning, the gap between the largest and the second largest
action values becomes wider, as the largest and the second largest values are separated
in the figure. In Figure 6.11 (c) and (d), the separated largest and the second largest
values also show after unlearning, the gap between the largest and the second largest
action values becomes wider in the routing environment.

Figure 6.12 shows the results of fine-tuning the RL policy based on the left-right limit
construct method in the discrete environment. We can observe a significant performance
improvement after using the left-right limit construct method. After fine-tuning, the RL
can get an average reward of —42.47, while the average reward is —232.6 without fine-
tuning in cleaning environment testing. In the routing environment testing, the average
rewards are —3.34 and —6.31 after fine-tuning and without fine-tuning, respectively.

Result of unlearning and fine-tuning in the continuous environment: Fig-
ure 6.13 shows the results of unlearning the critical knowledge based on the left-right
limit construct method in the continuous environment with DDPG. In the mountain
car environment, we select the augmented critical knowledge samples which have a
low action Q value and a boundary state. Figure 6.13 (a) illustrates that following the
unlearning process, the critical samples have diverged, as evidenced by the separation
of the sample points in the figure. Similarly, Figure 6.11 (b) demonstrates that in the
inverted pendulum environment, the post-unlearning critical samples have also un-
dergone a transformation, indicating a change in their Q-values. Consequently, these
alterations in the Q-values of the samples influence the actions selected by the model,

thereby altering the impact of these samples on the overall performance.
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Figure 6.11: Performance of unlearning in the discrete environments.
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Figure 6.13: Performance of unlearning in the continuous environments.

Figure 6.14 shows the results of fine-tuning the RL policy based on the left-right limit
construct method in the continuous environment. We can observe a significant perfor-
mance improvement after using the left-right limit construct method. After fine-tuning,
the RL can get an average reward of —891.84, while the average reward is —1143.94
without fine-tuning in mountain car testing. In the inverted pendulum environment
testing, the average rewards are —996.55 and —1714.36 after fine-tuning and without

fine-tuning, respectively.
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Figure 6.14: Performance of fine-tuning in the continuous environments.

Result of unlearning and fine-tuning in the SUMO environment: Figure 6.15
shows the results of unlearning the critical knowledge based on the left-right limit
construct method in the SUMO environment with DQN. In the SUMO environment,
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we also select the augmented critical knowledge samples which have action Q value
distribution with a similar largest and the second largest value. Figure 6.15 shows after
unlearning, the gap between the largest and the second largest action values becomes
wider, as the largest and the second largest values are separated in the figure.

Figure 6.16 shows the results of fine-tuning the RL policy based on the left-right limit
construct method in the SUMO environment. We can observe a significant performance
improvement after using the left-right limit construct method. After fine-tuning, the RL
can get an average reward of —2443.82, while the average reward is —3206.13 without

fine-tuning in SUMO environment testing.
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6.7 Summary

This chapter presents a novel data augmentation approach that utilizes large language
models (LLMs). The focus of our proposed method is on reinforcement learning data
augmentation considering critical samples. We also proposed a novel left-right limit
construct unlearning method to unlearn the selected samples. The proposed LLM-based
reinforcement learning augmentation approach with the left-right limit construct method
can provide a reliable dataset for reinforcement learning training. As the experiments
show with the augmented data from LLMs, the RL agents have a better performance
as they have higher rewards or fewer steps to destinations. The proposed left-right
limit construct method can not only unlearn the selected samples but also fine-tune the
trained model at the same time. In this chapter, we consider LLMs as experts; however,
in extreme cases, they may produce incorrect data due to the hallucination problem
associated with these models. Nonetheless, such occurrences are infrequent and have
minimal impact on the overall RL training process. In the future, considering the details

of the hallucination problem can be a good direction.
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7.1 Conclusion

Reinforcement learning requires a lot of data and significant time for training. To enhance
the quality and efficiency of the learning process, this thesis investigates acquiring
supplementary knowledge from diverse sources. We investigate two distinct scenarios:
acquiring learning knowledge from other RL agents, detailed in Chapters 3, 4, and 5, with
a focus on knowledge security within RL, and exploring innovative methods to address
associated challenges. Another valuable knowledge resource explored is Language Model
Models (LLMs), discussed extensively in Chapter 6, particularly regarding learning
performance and the consideration of critical samples.

Chapter 3 addresses reinforcement learning with multiple pieces of advice in simulta-
neous learning situations. It considers the agents’ connection structures and aggregates
the multiple pieces of advice. In this chapter, a GNN is adopted to model the connec-
tion structure and learn the weight of each piece of advice, outperforming manually
defining weights in terms of learning performance. The experiment results show that
this proposed GNN-based approach has superior learning performance in enhancing the
learning process compared to advising baseline methods.

Chapter 4 focuses on deep reinforcement learning with multiple pieces of advice
in simultaneous learning situations. It introduces the Federated Advisory Teacher-
Student (FATS) Framework to enable scalable advice sharing in deep RL. This framework

mitigates constraints imposed by a limited number of teacher agents, presenting a novel
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method for advice sharing in deep RL contexts. It also provides a new form of advice for
sharing in deep RL scenarios.

Chapter 5 investigates security challenges arising from multi-agent advice sharing
in reinforcement learning. Advice sharing needs the connection between agents which
creates additional opportunities for opponents to attack. We propose an online internal
advice poisoning attack of a multi-agent system. The experiment results demonstrate
that our method significantly outperforms in learning efficacy than baselines. Findings
also indicate that our proposed method also disrupts the MARL training process even
under defensive strategies like Krum and Trimmed Mean.

Chapter 6 delves into reinforcement learning with LLM augmentation. It explores
novel data augmentation techniques leveraging LLMs to diversify and expand datasets.
The proposed left-right limit construct method effectively mitigates adverse sample im-
pacts, enhancing the model through selective unlearning and fine-tuning. Experimental
results confirm the method’s significant improvement over traditional augmentation

approaches in learning performance.

7.2 Future work

Based on the studies and experimental results presented in this thesis, several potential
directions for future research emerge.

Attacks and defense in multi-agent reinforcement learning with advice.
Future research will prioritize the development of defense strategies against advice
poisoning attacks in multi-agent reinforcement learning systems [91]. This includes
investigating detection methods that utilize reinforcement learning techniques. Fur-
thermore, there is a need to explore more advanced forms of advice poisoning attacks
in MARL, such as those employing dynamic, learning-based attack strategies. Another
important aspect to consider is the data efficiency within the framework of these advice
poisoning attacks.

Guiding reinforcement learning process with LLMs. Reinforcement learning
agents interact with the environment to acquire knowledge for training an optimal policy.
This learning process is inherently time-consuming due to extensive trial-and-error
exploration. Enhancing the efficiency of this process represents a compelling research
direction. In the future, leveraging LLMs as experts to guide reinforcement learning
could be investigated. LLMs have the potential to dynamically adapt exploration of the

environment and optimize the balance between exploration and exploitation.
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Security and privacy in LLM-based data augmentation for RL. Reinforcement
learning agents that communicate with LLMs and incorporate external information
introduce new avenues for potential attacks. Therefore, future research should focus on
developing strategies to defend against attacks targeting LLM-based data augmenta-
tion in reinforcement learning. This includes exploring methods to design non-critical
samples that influence reinforcement learning training. Additionally, research efforts
should investigate strategies for ensuring the privacy of the reinforcement learning
environment,such as utilizing augmentation datasets from LLMs to infer the learning

environment.
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