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ABSTRACT

sought to design unlearning methods to protect users’ privacy when they wish

to remove their data from machine learning (ML) service platforms and models.
This has given rise to the concept of “machine unlearning”—a field focused on eliminat-
ing the influence of specific samples from trained ML models. There are many hot and
under-explored topics in machine unlearning, including the development of more effec-
tive and efficient unlearning algorithms, auditing machine unlearning processes, eval-
uating machine unlearning effectiveness, and addressing the associated privacy and
security challenges in machine unlearning et al.

3 s the right to be forgotten has been legislated worldwide, numerous studies have

This thesis aims to study four critical problems: (1) optimizing unlearning effective-
ness and utility preservation in traditional unlearning scenarios, (2) improving unlearn-
ing effectiveness and efficiency in federated learning, (3) evaluating machine unlearning
effectiveness, and (4) protecting privacy in machine unlearning.

Specifically, in centralized machine learning scenarios, approximate unlearning is
a mainstream solution to implement unlearning. However, these approximate machine
unlearning methods often cause significant model utility degradation after unlearning,
known as “catastrophic unlearning.” In our investigation, we first formulate the un-
learning problem into a two-objective optimization problem, which contains forgetting
and remembering goals. We propose a representation forgetting method with parame-
ter self-sharing to solve the catastrophic unlearning problem. Our method maximizes
the removal effect of erased samples (forgetting) while preserving the model’s utility
(remembering) during unlearning. A two-objective optimization scheme based on pa-
rameter self-sharing is designed to achieve optimal tradeoff of the two goals.

In federated learning scenarios, the servers are limited in accessing users’ local data
due to privacy concerns, which constrain the implementation of unlearning. Some stud-
ies proposed to unlearn the entire contribution of one user, which is impractical and de-
grades model utility dramatically. We introduce a federated unlearning (FedU) method,
which achieves effective and efficient unlearning through user-side influence approxi-
mation forgetting. FedU supports unlearning several specified samples and significantly
mitigates the model utility degradation caused by unlearning. Our FedU obeys the fed-
erated learning mechanism that prevents the server from accessing users’ data and
integrates naturally into the FL framework, as only unlearning requesting users exe-
cute unlearning operations while the other users and the server normally operate as
before.
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After unlearning, evaluating the effectiveness of the unlearning operation is critical
and necessary. However, only a few works focused on investigating unlearning verifi-
cation problems, and most of them rely on backdoor techniques. The backdoor-based
methods can only build the connection between the models and backdoored samples
rather than the genuine samples. Thus, the removal of backdoors can only verify that
the backdoored samples are unlearned. Moreover, introducing backdoors in the machine
learning models will degrade the model’s utility. We propose an evaluating machine un-
learning (EMU) method to address the unlearning evaluation problem, which is only
based on the model difference before and after unlearning, avoiding the negative im-
pact of models. In this study, we discover two factors (the similarity between erased and
remaining samples and the type of learning task) significantly influencing unlearning
and uncover how they impact unlearning and evaluating, which existing works have
not explored.

Moreover, although machine unlearning is proposed to guarantee users’ right to be
forgotten to protect their privacy, recent studies pointed out that the changes caused by
unlearning leak private information about the erased samples. We propose a compres-
sive presentation forgetting method (CRFU) to protect against privacy leakage during
machine unlearning. The idea is inspired by the information bottleneck (IB) theory,
which learns a representation that maximizes the compression of input data while pre-
serving sufficient information about the learning tasks. CRFU achieves unlearning by
further minimizing the mutual information between learned representations and the
erased data (both inputs and labels). Since the unlearning process is based on represen-
tations, which maximizes the distortion of both the original training data inputs and
the erased data inputs, the model’s output contains less information that adversaries
can exploit. Consequently, CRFU can effectively defend against privacy leakage attacks
during machine unlearning.

In summary, in this thesis, we investigate four fundamental problems in machine
unlearning and propose corresponding solutions to tackle these challenges. Our re-
search aims to fill existing gaps in machine unlearning research, providing robust ap-
proaches for implementing unlearning, evaluating unlearning, and protecting privacy
throughout the unlearning process. We believe that the findings of this study contribute
significantly to advancing the understanding and practical application of machine un-
learning.
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CHAPTER

INTRODUCTION

1.1 Background

Over the past decade, enormously increased data and fast hardware improvement have
driven machine learning developments quickly. Machine learning (ML) algorithms and
artificial intelligence (AI) are embedded into day-to-day applications and wearable de-
vices [63]. It continuously collects increasing amounts of user information, including
private data such as driving trajectories, medical records, and online shopping histories
[46, 74]. On the one hand, such an enormous amount of data helps to further advance
ML and Al development. On the other hand, however, it poses a threat to users’ pri-
vacy and creates a significant need for robust data management to ensure information
security and privacy in ML [87].

Machine unlearning has drawn growing research attention as the recent legislation
of the “Right to be Forgotten” in many countries. Notable instances include the GDPR
in the European Union [65], the PIPEDA privacy legislation in Canada [69], and the
California Consumer Privacy Act in the United States [19]. According to these laws,
companies must take reasonable measures to guarantee that personal data is deleted
upon request. It indicates that individual users have the right to request companies to
remove their private data, which was previously collected for ML model training. The
deletion is not only erasing their data from a database, but it also needs to delete the in-
fluence of the specified samples from trained models. The process of data removal from

models was first conceptualized as machine unlearning [12]. We present the general

1



CHAPTER 1. INTRODUCTION

Learning Unlearning
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Figure 1.1: Machine unlearning process. 0) A ML model M was trained using the learn-
ing algorithm <« based on dataset D. 1) A erased dataset D, is requested for unlearn-
ing. 2) Unlearning methods % are condusted for data removal, outputing the unlearned
model M_p,. 3) Verification methods are employed to evaluate unlearning effectiveness.

machine unlearning process in Figure 1.1. Specifically, suppose a user (Alice) wants to
exercise her right [65] when quitting a ML application, then the trained model of such
application must “unlearn” her data. Such a process of unlearning data from trained
models includes three steps: first, a subset of the dataset previously used for ML model
training is requested to be deleted; second, the ML model provider erases the contribu-
tion of these data from the trained models; third, the unlearning effectiveness is eval-
uated. A naive data-erasing method is retraining a new ML model from scratch [11].
However, the computation and storage costs of retraining are expensive, especially in

complex learning tasks.

Many researchers have tried to find efficient and effective methods to implement
unlearning rather than naive retraining, and their methods can be roughly divided into
two kinds: exact unlearning and approximate unlearning. The exact retraining meth-
ods are extended from naive retraining and aim to reduce the computational cost of
retraining a new model by redesigning the learning algorithms [11] and storing the
intermediate parameters during the learning process [104]. Approximate unlearning
seeks to modify the model using only the original model and the samples to be erased,

approximating a model as if it were retrained on the remaining dataset [36, 67, 97, 98].

After conducting machine unlearning methods, researchers also need evaluation
methods to audit the effectiveness of the unlearning methods. Distance metrics, such as
Lo-Norm [101] and Kullback-Leibler divergence (KL.D) [43, 67], are used to compare the
difference between models before and after unlearning. Moreover, some studies also use
the membership inference attacks to detect whether a sample was utilized for training
the model is removed after unlearning [15, 38, 40]. Especially in [38, 40], they directly
use the backdoored samples as the unlearned data to test the unlearning methods. Ef-

fective unlearning methods should significantly remove the influence of backdoors.

2



1.2. RESEARCH PROBLEMS

1.2 Research Problems

As previously discussed, although machine unlearning aims to support the “right to be
forgotten” by removing the influence of specified samples from trained models, there
are still many under-explored areas and challenges in machine unlearning. In this the-
sis, our focus is on addressing four critical challenges. Problem 1 and Problem 2 aim to
solve the mainstream effective and efficient unlearning in centralized and distributed
scenarios, respectively. After executing machine unlearning, auditing and evaluating
unlearning effectiveness is essential. Hence, our Problem 3 focuses on how to audit the
unlearning effectiveness. Additionally, existing studies find the privacy threats during
machine unlearning operations. We discuss and solve the privacy leakage issue of ma-
chine unlearning in Problem 4. These four problems collectively cover a broad scope,
from implementing unlearning to auditing unlearning outcomes and mitigating privacy
risks. Their comprehensive approach provides a solid foundation for advancing research

on machine unlearning. The details of the 4 problems are formulated as follows.

Research Problem 1: How can we achieve the optimal balance between the effective-

ness and model utility preservation of machine unlearning?

Machine unlearning draws a lot of research attention as the solution to the “right to
be forgotten,” which entitles individuals to revoke the trace of their specified data sam-
ples from trained machine learning (ML) models. Retraining ML models from scratch
with advanced fast retraining methods [11, 12, 14, 104] can be effective. However, these
approaches may incur prohibitive costs in terms of storage and computation, especially
for complex tasks or frequent data removal requests [100, 101]. Additionally, cumula-
tively removing data from a model can lead to a significant decrease in accuracy, known
as catastrophic unlearning [67]. Therefore, it is a crucial and challenging research ques-
tion to find an effective and efficient way to eliminate the impact of erased data from

trained models while preserving the model utility.

In centralized machine unlearning, a few works proposed approximate unlearning
methods to address the problem of removing data’s impact from trained models. For ex-
ample, Guo et al. [36] and Sekhari [78] introduced certified removal, a technique based
on the Hessian matrix and the Newton update approach [103]. Their methods aim to
make the unlearned model be € -indistinguishable from the model that retrained based
on the remaining dataset except for the erased samples. Fu et al. [28] and Nguyen et
al. [67] introduced knowledge removal for unlearning Bayesian inference models [26].

Both the Hessian-based unlearning methods [36, 66, 78] and Bayesian inference un-

3



CHAPTER 1. INTRODUCTION

learning methods [28, 67, 68] treat unlearning as a single-objective optimization prob-
lem, often leading to significant utility degradation in the unlearned model. In order to
mitigate model utility degradation caused by unlearning, these methods usually use a
fixed threshold to limit the extent of unlearning. However, this approach cannot achieve

an optimal balance between forgetting effectiveness and keeping model accuracy.

Research Problem 2: How can we achieve effective and efficient unlearning in feder-
ated learning scenarios?

In federated unlearning, there are two main challenges: the inaccessibility of erased
data for the server and the balance between unlearning and maintaining FL model util-
ity. Firstly, in FL, users upload their model updates instead of their local datasets. Since
the model update is a highly compressed representation of the local training dataset,
it is challenging for the FL server to remove the information of a small set of training
samples from the model without access to these data [55, 58]. A typical solution sim-
plifies the problem of unlearning a small set of training samples by considering it as
unlearning the entire local dataset of the requested users [39, 56]. However, completely
removing the contributions of the unlearned user significantly compromises model util-
ity. Secondly, existing federated unlearning related studies [58, 83, 93, 99] concentrate
on optimizing the efficiency of the unlearning process. They usually only employ a fixed
threshold to constrain the extent of updates and prevent significant losses in model
utility due to unlearning. Nonetheless, utilizing a fixed threshold always falls short of
striking an ideal balance between the effectiveness of unlearning and maintaining the

utility of the original model [62].

Research Problem 3: How can we audit and evaluate the machine unlearning effec-
tiveness after unlarning?

Among existing machine unlearning research, only a few works have attempted
to verify unlearning using backdoor techniques [38, 40, 82]. However, the backdoor-
based methods can solely establish the connection between models and backdoored
data, failing to link the backdoored data and genuine data as these two datasets are
distinct during learning and unlearning [30, 70, 91]. Specifically, in approximate un-
learning [17, 28, 67], the model predicting accuracy on backdoored datasets declines
much quicker than on genuine datasets [53, 70]. Thus, removing backdoors only verifies
that backdoored samples are unlearned, not genuine ones. Moreover, backdoor-based
methods need to embed backdoor triggers into the trained models, which negatively in-
fluences the model utility [30, 53]. To date, the research question still remains: no work

has provided a comprehensive evaluation method for machine unlearning effectiveness
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without compromising model utility.

Research Problem 4: How can we safeguard the privacy of unlearned data in machine
unlearning?

Although machine unlearning aims to preserve users’ privacy by removing their
data from trained models, recent studies have revealed that the changes induced by
unlearning can leak private information about the erased data. For instance, Chen et
al. [15] proposed membership inference attacks to infer which data samples are present
in the erased dataset. Additionally, Zhang et al. and Hu et al. [29, 41, 106] identified
a further attack, known as privacy reconstruction, capable of recovering deleted data
based on unlearning updates. Similarly, [76] introduced the privacy reconstruction at-
tack aimed at recovering specific data points used in model updates. The privacy leakage
caused by unlearning updates has become a critical issue in machine unlearning, and
few works have effectively addressed this threat, particularly concerning reconstruction
attacks.

Addressing potential privacy breaches in machine unlearning is critical and requires
urgent attention. However, finding an effective solution remains a significant challenge.
Firstly, existing unlearning methods, while effective, conflict with privacy leakage de-
fenses because unlearning necessitates the complete removal of the specified samples’
information from the trained model. This typically results in different outputs for the
same query set before and after unlearning, which adversaries can exploit to infer pri-
vate information about the erased data. Secondly, directly incorporating defense strate-
gies such as differential privacy [24] into unlearning methods exacerbates model utility
degradation, leading to what is termed “unlearning catastrophic” [22, 67], rendering
the model unusable. The key challenge lies in designing an unlearning method that re-
duces the private information in the model output to prevent inference attacks while

still achieving effective unlearning performance.

1.3 Thesis Contributions

In this thesis, we try to investigate and solve the above four problems in machine un-
learning. Correspondingly, we propose four solutions and briefly introduce them as fol-
lows.

To solve the catastrophic accuracy degradation problem in centralized approximate
unlearning, i.e., Research Problem 1, we systematically address both erasure ef-

fectiveness and model utility preservation in unlearning by formulating it as a two-
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Figure 1.2: Process of a two-objective unlearning problem.

objective optimization problem. The two objectives are to maximize the removal of
erased sample contributions from trained models (forgetting) while retraining the knowl-
edge learned from the remaining dataset as much as possible in the models (remem-
bering). The main process of the two-objective unlearning is shown in Figure 1.2. We
propose representation-forgetting unlearning with parameter self-sharing (RFU-SS) to
achieve the two-objective unlearning goals. First, we design a representation-forgetting
unlearning (RFU) method, which minimizes the mutual information between the learned
representation and the specified samples to implement the forgetting objective. Here,
the already-learned representation of the original model is trained utilizing the infor-
mation bottleneck (IB) method [2, 88], and we introduce our RFU method following this
IB structure for ease of understanding. Second, we present a parameter self-sharing
structural optimization method to simultaneously optimize the forgetting and remem-
bering objectives to mitigate the accuracy degradation caused by unlearning. This idea
is inspired by multi-task learning (MTL) [44, 79]. RFU-SS shares the entire parameters
of the model to optimize the forgetting and remembering objectives via gradient descent
simultaneously. Since it does not have task-specific layers like MTL, we call it param-
eter self-sharing. We moreover introduce a simple clipping skill that helps to find the

steepest descent direction.

We propose a federated unlearning (FedU) scheme via user-side influence approxi-
mation forgetting to investigate the effective and efficient federated unlearning problem
(Research Problem 2), as shown in Figure 1.3. In FedU, only the unlearning requester
executes the influence approximation forgetting method; the server and other users
perform as usual in FL. Specifically, the influence approximation forgetting method as-
sesses the impact of specified samples on the trained FL model using only the user’s
local data. Subsequently, this estimated influence is subtracted from the model to facil-
itate unlearning. However, despite the retraining efforts by other users, directly elimi-
nating the data influence still tends to reduce the model utility significantly [28, 67]. To

compensate for the degradation of model utility resulting from unlearning, we design
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Figure 1.3: FedU is naturally integrated into FL frameworks.

a utility preservation method that simultaneously trains the unlearned model using
a sub-dataset sampled from the unlearning user’s remaining local dataset. The utility
preservation method helps to rectify the model parameters that are excessively updated
by unlearning, which is named FedU-U, i.e., federated unlearning using user-side influ-
ence approximation forgetting with utility preservation. Combining influence approxi-
mation forgetting and utility preservation methods, we design an adaptive optimizing
process to train them simultaneously in the steepest descent direction and to obtain the

optimal balance.
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Figure 1.4: A contrastive example of auditing unlearning digital 1 (red arrows) and 2
(green arrows) from a model trained using samples [0,1,1,2].

We propose a solution called EMU to assess the extent of unlearning effectiveness,
which aims to solve the Research Problem 3. Machine unlearning operations unavoid-
ably create two versions of the model: one before and one after unlearning [15]. These

model differences usually contain the private information of the unlearned samples
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[15, 41, 106]. EMU utilizes these model differences to assess the effectiveness of un-
learning. Specifically, in EMU, we exploit the first-order influence function to efficiently
simulate the model differences of unlearning for the unlearning evaluating analysis.
Additionally, to improve the scalability of EMU for large models, we design a multi-
task information bottleneck (MT-IB) structure for the learning service model and only
calculate the difference of the representation layer to simplify the model difference.
This structure also streamlines the evaluation process across different types of learn-
ing tasks. Based on the influence function theory and the MT-IB structure, we theoreti-
cally analyze how the similarity between erased and remaining samples, as well as task
types, impacts unlearning effectiveness. We show an example of EMU when evaluating

unlearning different samples in Figure 1.4.
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Figure 1.5: Compressive representation forgetting unlearning (CRFU) to defend against
privacy leakage on unlearning.

To investigate Research Problem 4, we propose a Compressive Representation
Forgetting Unlearning (CRFU) scheme to defend against privacy leakage on machine
unlearning, as illustrated in Figure 1.5. The CRFU scheme is tailored for unlearning
models trained using information bottleneck (IB) theory [88]. An IB-trained model com-
prises two components, a representer and an approximator, which aim to maximize the
compression of input data while preserving sufficient information relevant to the la-
bels in the learned representation. CRFU implements unlearning for both components.
Specifically, CRFU further minimizes the mutual information between learned repre-
sentations and the erased data (both inputs and labels) to remove the information of
these samples in IB-trained models. Since the unlearning process is based on represen-

tations, which maximizes the distortion of both the original training data inputs and
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the erased data inputs, the model’s output contains less information that adversaries
can exploit. Consequently, CRFU can effectively defend against privacy leakage attacks
for a black-box ML model [71]. However, directly optimizing unlearning methods would
lead to significant model utility degradation, known as “catastrophic unlearning.” To
counteract model utility decline, we introduce a remembering constraint and an un-
learning rate in CRFU. Adjusting the unlearning rate helps balance the trade-off be-
tween completely removing the influence of specified samples and preserving previously
acquired knowledge.

We summarize our key contribution of the thesis as follows:

* We systematically consider the unlearning problem and transform the traditional
unlearning definition into a two-objective optimization problem, including forget-
ting erased samples and remembering the before-learned knowledge. In this way,
we highlight the importance of utility preservation during unlearning to prevent
catastrophic unlearning. Then, we propose representation forgetting unlearning
(RFU) to implement the forgetting objective for trained IB models. Moreover, an
unlearning rate is introduced to make RFU adaptive to different unlearning tasks.
Finally, we introduce parameter self-sharing to RFU (i.e., RFU-SS) to find the bal-
ance optimality of the formalized two-objective unlearning problem. It effectively
removes the impact of backdoored samples (reducing backdoor attack accuracy to
less than 5%) with an accuracy loss of less than 0.2% on both MNIST and CI-
FAR10.

* We explore the federated unlearning problem and propose the federated unlearn-
ing (FedU) framework via user-side influence approximation forgetting. Our method
integrates naturally into the FL framework, as only unlearning requesters carry
out the unlearning operation while the other users and the server typically oper-
ate as before. To compensate for utility reduction caused by unlearning, we further
proposed a utility preservation method and developed an adaptive optimization
scheme to attain the ideal equilibrium between forgetting effectiveness and util-

ity preservation.

* Given the only update of the unlearning operation, the model difference, we pro-
pose the EMU method based on it to evaluate machine unlearning. EMU exploits
the influence function to mimic the model difference efficiently and designs an
MT-IB architecture to simplify model differences and improve scalability. The cor-

responding theoretical analysis is also provided. In our study, we discover two fac-
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tors significantly influencing unlearning and uncover how they impact unlearning

and evaluating, which existing works have not explored.

We study the defense of privacy leakage on unlearning. Our approach, compres-
sive representation forgetting unlearning (CRFU), can achieve a significant de-
fense effect and is easy to extend to support most ML algorithms. We also intro-
duce a remembering constraint and an unlearning rate in CRFU to achieve a bal-
ance between forgetting the erased samples and remembering previously learned
knowledge. Adjusting the unlearning rate can control the unlearning extent and

effectively mitigate the utility decline.

1.4 Thesis Organization

This thesis is presented as a thesis by compilation. Our focus in on enhancing the effec-
tiveness and model utility preservation of unlearning, evaluation of machine unlearn-
ing, and safeguarding privacy in machine unlearning. The thesis organization is pre-
sented in the following Table 1.1.

Table 1.1: Thesis organization

Chapter Corresponding Problem ‘ Publication ‘ Brief Introduction
Literature Review: We thoroughly re-
Chapter 2 - - view the research progress of machine
unlearning in recent years.
Resarch Problem 1: How can we We present the results of addressing the
Chaoter 3 achieve the optimal balance between the [97] catastrophic unlearning problem, where
P effectiveness and model utility preser- we introduce the representation forget-
vation of machine unlearning? ting via parameter self-sharing.
Research Problem 2: How can we drecs the foderated unlearning problom
Chapter 4 |achieve effective and efficient unlearn- [96] . Sy EPp .
ing in federated learning scenarios? using the user-side influence approxi-
’ mation forgetting method.
Research Problem 3: How can we au- We present the study of how to eval-
. . uate both the data removal and un-
Chapter 5|dit and evaluate the machine unlearn- [95] . . . .
. . . learning effectiveness, exploring the in-
ing effectiveness after unlarning? .
fluence factors of unlearning.
We study the privacy leakage on
Research Problem 4: How can we machine unlearning and propose the
Chapter 6 | safeguard the privacy of unlearned data [94] compressive representation forgetting
in machine unlearning? method (CRFU) to prevent the privacy
leakage attack on the server side.
Chapter 7 i i S.ummary: We conclude our thesis and
discuss future work.
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CHAPTER

LITERATURE REVIEW

achine unlearning has garnered significant research attention as a solution
to the “right to be forgotten.” In this chapter, we present an overview of key
related work. We focus on centralized machine unlearning algorithms, specif-
ically exact and approximate machine unlearning methods. Additionally, we examine
distributed unlearning techniques, with an emphasis on federated unlearning. Further-
more, we discuss studies of privacy leakage attacks in machine unlearning, including

membership inference attacks and privacy reconstruction attacks.

2.1 Machine Unlearning Algorithms

From the former introduction, we know that naive retraining is the most effective man-
ner to realize machine unlearning. However, it is inefficient because it requires stor-
ing the entire original dataset and retraining the model from scratch, which consumes
significant storage and computational resources, especially in deep learning scenarios.
Therefore, researchers tried to design effective and efficient unlearning mechanisms.
Exact unlearning was proposed to reduce the computation cost by splitting training
sub-models based on pre-divided data sub-sets [11]. It also divides the stochasticity and
the incrementality into sub-models. It can unlearn an exact model by ensembling the
consisting submodels, but it still needs to store all the split data subsets for fast retrain-
ing. Another approach is approximate unlearning [78]. It can reduce both storage and

computation costs because it unlearns only based on the erased data. However, it is diffi-
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cult for approximate unlearning methods to control the accuracy degradation due to the
challenges in estimating stochasticity and incrementality during the training process.

Most of them bounded their estimation to avoid dramatic accuracy reduction.

2.1.1 Exact Machine Unlearning

Exact unlearning could also be called fast retraining, whose basic idea is derived from
naive retraining from scratch. Following the background introduction of unlearning, we
know the learning and unlearning algorithm, /(D) and %, based on the trainset D
and erased dataset D, < D, respectively. If %(-) is implemented as naive retraining,
the equality between «/(D\D,) € # and %(M,D,D,) € # is absolutely guaranteed.
However, naive retraining involves high computation and storage costs, especially for
deep learning models and complex datasets [85]. Unlike naive retraining, which relies
on the whole remaining dataset, exact unlearning tries to retrain a sub-model only
using a subset of the remaining dataset to reduce calculation cost. A general operation
of exact unlearning is that they first divide the dataset into several small sub-sets.
Then, they transform the learning process by ensembling the sub-models trained with
each sub-set as the final model [11, 12]. So that, when an unlearning request comes,
they are just required to retrain the sub-model corresponding to the sub-set containing
the erased data. They then ensemble the retrained sub-model and other sub-models as
the unlearned model.

As we introduced above, exact unlearning aims to mitigate the computation cost
when retraining a new model by transforming the original learning algorithms into an
ensembling form. It divides the stochasticity and incrementality into several sub-models
to reduce their influence. However, to some extent, they sacrificed the storage cost be-
cause they needed to store the whole training dataset in a divided form. In [12], Cao et
al. transformed the traditional ML algorithms into a summation form. They are only re-
quired to update several summations when an unlearning requirement comes, ensuring
the method runs faster than retraining from scratch. SISA [11] is a representative ex-
act unlearning algorithm, which splits the full training dataset into shards and trained
models separately in each shard. For unlearning, they simply need to retrain the shard
that includes the erased data. Study [100] proposed a framework that precisely models
the impact of individual training samples on the model concerning various performance
criteria and removes the impact of samples that are required to be removed. Golatkar
et al. [32] proposed an unlearning method on deep networks, splitting the trained model

into two parts. The core part based on the data will not be deleted, and the unlearning
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Figure 2.1: The model changes when adding a new point or removing a point.

part with the erased data will be unlearned with parameters bound. These methods are
efficient in computation, but they sacrifice the storage space to store the intermediate
training parameters of different slices and the related training sub-sets.

Besides the high storage cost, another major issue with exact unlearning is that
it is only suitable for scenarios where the unlearning request involves removing a few
samples with low frequency. Suppose an unlearning request needs to remove many data
samples (usually, they are not in the same previous divided sub-set). In that case, exact
unlearning must retrain all these related sub-models or even all the sub-models in the
worst situation. At the moment, exact unlearning is no longer computation efficient,

and the whole training dataset and intermediate parameters still need to be stored.

2.1.2 Approximate Machine Unlearning

Unlike exact unlearning, which only aims to reduce the retraining computation cost,
approximate unlearning tries to directly unlearn based on the trained model and the
erased data sample, which saves the computation and storage costs together. Approx-
imate unlearning studies aim to unlearn a model that approaches the model trained
on the remaining dataset, i.e., the unlearned model % (M,D,D.) should match the re-
trained model «/(D \ D,). Since exact unlearning is implemented by retraining from
the remaining dataset or sub-sets, they can almost guarantee equality before and after
unlearning. However, since approximate unlearning tries to directly delete the influ-

ence of the unlearned samples from trained models, the core problem lies in precisely
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estimating and removing this contribution, which includes both stochasticity and incre-

mentality.

The text description of the changes between two different distribution spaces before
and after removing the specific data is not intuitive. Fig. 2.1 shows illustrated changes
when adding a new point or removing a point in a classification model. When an influ-
ential point appears, it usually pushes the line to move forward than the original classi-
fying line to identify it, as shown in Fig. 2.1 (b). When this influential point is requested
to be removed, the unlearning mechanism must recover the model to the original one
that has not been trained by this specific point, as shown in Fig. 2.1 (c). However, when
only unlearning a non-influential point, which may have almost non-influence on the
model, the unlearned model may not change compared to the original trained model in

this situation, as shown in Fig. 2.1 (d).

Many methods were proposed to implement approximate unlearning efficiently and
effectively. The popular solutions are certified-removal [36] and Bayes-based mecha-
nisms [67]. We briefly summarize current studies about approximate unlearning as fol-
lows. A certified-removal mechanism [36] was an approximate unlearning method sim-
ilar to differential privacy. Guo et al.[36] defined the e—approximate unlearning, which
makes sure that the model after and before unlearning must be e-indistinguishable as
the definition in DP. The difference between e—approximate unlearning and e-DP is
that the mechanism </ on differential privacy is needed never to memorize the data in
the first place, which is impossible in machine unlearning. The machine learning model
does not learn anything from the training dataset if «f is differentially private [11]. A
similar solution to [36] is introduced in [78], which erases the influence of the speci-
fied samples from the gradients during unlearning. To mitigate accuracy degradation,

model parameter updates are constrained by a differential unlearning definition.

Different from indistinguishable unlearning, other methods used the Bayes theorem
to unlearn an approximate posterior. In [67], Nguyen et al. employed Bayesian inference
to unlearn an approximate model using the erased data. Moreover, Fu et al. [28] de-
veloped a similar unlearning method, which uses Markov chain Monte Carlo (MCMC)
methods. In [68], the authors also explained the effectiveness of the approximate un-
learning method from the perspective of MCMC. Nevertheless, since those techniques
are approximately unlearning the contribution of all the erasing data, including the
inputs and labels, they inevitably decrease the model accuracy to some extent after

unlearning.
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2.2 Federated Unlearning

We have introduced popular centralized machine unlearning in the former sub-chapter.
Their main purpose is to reduce the calculation and storage costs and the accuracy
degradation caused by unlearning. Recently, we noticed that some researchers paid at-
tention to realizing unlearning in other scenarios, such as in federated learning (FL)

scenarios. In this section, we will introduce the literature about federated unlearning.

FL was initially introduced to protect the privacy of participating clients during the
machine learning training process in distributed settings. All participants will only up-
load their locally trained model parameters instead of their sensitive local data to the
FL server during model training processes. Therefore, in a federated learning scenario,
limited access to the dataset will become a unique challenge when implementing un-

learning.

Since the local data cannot be uploaded to the federated learning (FL) server side,
most federated unlearning methods try to erase a certain client’s contribution from the
trained model by storing and estimating the contribution of uploaded parameters. In
this situation, they can implement federated unlearning without interacting with the
client, shown as the server-side federated unlearning in Fig. 2.2 (a). The two represen-
tative methods are [56, 99]. Liu et al. [56] proposed “FedEraser” to sanitize the impact
of a FL client on the global FL model. In particular, during the FL training process,
the FL-Server maintains the updates of the clients at each routine iteration and the
index of the related round to calibrate the retrained updates. Based on these opera-
tions, they reconstructed the unlearned FL model instead of retraining a new model
from scratch. However, FedEraser can only unlearn one client’s data, which means it
must unlearn all the contributions of this specific client’s data. It is unsuitable for a
client who wants to unlearn a small piece of his data. Study [99] tried to erase a client’s
influence from the FL model by removing the historical updates from the global model.
They implemented federated unlearning by using knowledge distillation to restore the
contribution of clients’ models, which does not need to rely on clients’ participation and

any data restriction.

Wang et al. [92] explored the problem of how to selectively unlearn a category from
a trained CNN classification model in FL. The biggest challenge is that the local data
utilized for the FL global model training cannot be accessed globally. Therefore, they
explored the inner influence of each channel and observed that various channels have

distinct impacts on different categories. They proposed a method that does not require
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Figure 2.2: Comparison between (a) server-side federated unlearning and (b) client-side
federated unlearning

accessing the data used for training and retraining from scratch to cleanly scrub the
information of particular categories from the global FL model. A method called TF-IDF
was introduced to quantize the class discrimination of channels. Then, they pruned the
channels with high TF-IDF scores on the erased classifications to unlearn them. Evalu-
ations of CIFAR10 and CIFAR100 demonstrate the unlearning effect of their method.
Different from unlearning a whole client’s influence and unlearning a class, Liu et
al. [568, 93] investigated how to unlearn data samples in FL, shown as the client-side
federated unlearning in Fig. 2.2 (b). In [58], they first defined a federated unlearning
problem and proposed a fast retraining method to withdraw the influence of data from
the FL model. Then, they proposed an efficient federated unlearning method follow-
ing the Quasi-Newton methods and the first-order Taylor approximate method [58].
They utilized the practical Fisher Information Matrix to model the Hessian matrix at a
low cost. When unlearning, they subtract the estimation matrix from gradients with a
bound. In [93], they implement federated unlearning based on Bayesian inference, and

they propose a parameters self-sharing method to reduce the model utility degradation.

2.3 Privacy Leakage in Machine Unlearning

Although unlearning methods were initially proposed to safeguard users’ privacy, many
researchers have noticed that unlearning brings new privacy threats simultaneously.
Similar to machine learning scenarios, there are two main kinds of privacy threats

in unlearning. They are membership inference attacks and private information re-
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construction attacks. In this section, we detail the two prevalent unlearning privacy
threats.

2.3.1 Membership Inference Attacks on Machine Unlearning

Chen et al. [15] first pointed out that when a model is unlearned, the discrepancy in the
outputs from the model before and after unlearning leaks the privacy of erased data.
Then, they proposed the corresponding membership inference attack pipeline in un-
learning, which includes three phases: posterior generation, feature construction, and

membership inference.

1. Posteriors Generation. Suppose that the attacker can access two versions of the
trained model, the model 8., before unlearning and the model 64, after unlearn-
ing. Assume a target data point e, the attacker queries 6. and 64, and has the
corresponding posteriors, p(6.,) and p(64), which also called as confidence values
in [81].

2. Feature Construction. After achieving the two posteriors p(6.) and p(64), the
attacker sums them to make the inference feature vector . Common method to

construct the feature vector is shown in [15].

3. Inference. After the attacker finishes training the attack model based on the cre-
ated features F, he inputs the collected feature to the inference model to predict

if the specific sample e occurs in the erased dataset of unlearning models.

In [15], they assumed that the attacker has admission to two ML models before
and after unlearning, but it is sometimes impractical, especially in black-box learning
scenarios. Lu et al. [60] further proposed a label-only membership inference method
to imply if a sample is unlearned, eliminating the dependence on accessing posteriors.
Their basic idea is that the same noise injection on candidate data points will show
different results for the sample in or not in the training dataset. Thus, they made the
adversary continuously query the original and unlearned models and add noise to mod-
ify their outputs. Observing the disturbance amplitude lets them determine whether an
item is deleted.

Golatkar et al. [33] derived an upper bound to confirm the maximizing knowledge
that can be extracted from a black-box model. They queried the model with a picture

and obtained the related output. They used the entropy of the result probabilities to
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construct an effective black-box membership inference [80] attack in machine unlearn-

ing.

2.3.2 Privacy Reconstruction Attacks on Machine Unlearning

Privacy reconstruction is another popular attack in machine unlearning. In an unlearn-
ing scenario, Gao et al. [29] proposed the deleted reconstruction attacks to recover the
removed data from the outputs of the original and unlearning models. In their work,
they formalized erasure inference and erasure recovering attacks. The attacker seeks
to infer which sample is removed or recovers the erased sample. In particular, for the
deletion inference, they formulate the objective of an erasure inference to decide if a
data instance e was in or not in the erased dataset, e € D, or e’ ¢ D,. For the deletion
reconstruction, they focused on reconstructing the erased example e. In all their recon-
struction attacks, the attacker does not have any particular samples, and the purpose is
to extract the features knowledge of the erased example. Specifically, the deletion recon-
structions include the deleted instance reconstruction and deleted label reconstruction.
As named, the deleted instance reconstruction is to extract all of the information of the
erased example, and the erased label reconstruction is to infer the label of the erased
point in the classification problem.

Zanella et al. [105] indicated that the releasing snapshot of overlapped language
models would leak the privacy of the training dataset. They verified that the model
updates significantly threaten the private information added to or deleted from the
training dataset by many experimental results. Zanella et al. found five phenomenons.
First, an attacker can extract particular sentences used or not in the training dataset
by comparing two models. Second, analyzing more model snapshots shows more infor-
mation about the updated data than considering fewer model snapshots. Third, adding
or deleting other non-private data during model updates can not mitigate privacy leak-
age. Fourth, differential privacy can reduce privacy leakage risks and decrease trained
models’ accuracy. Fifth, to mitigate the privacy leakage risks while keeping the model
utility, the server can limit the model parameters access or only output a subset of the
results.

Many studies further utilized these privacy threats to evaluate the unlearning ef-
fect. Huang et al. [42] proposed Ensembled Membership Auditing (EMA) for auditing
data erasure. They use the membership inference to assess the removing effectiveness
of unlearning. Graves et al. [34] indicated that if an attacker can infer the sensitive in-

formation that was wanted to be erased, then it means that the server has not guarded
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the rights to be forgotten. Baumhauer et al. [7] developed linear filtration to sanitize
classification models with logits prediction after class-wide deletion requests. They ver-
ified their methods by testing how well the method defends against privacy attacks.

Both [15] and [105] pointed out that differential privacy guarantees that a model
does not reveal too much knowledge about any training sample. A DP-protected model
can further guarantee the group’s privacy by binding the impacts of a bunch of training
samples. If using DP to protect the privacy of a bunch of |D\D,|training examples
against snapshot attacks on 0p,0p\p,, it means that Op\p, cannot be more useful than
Op.
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CHAPTER

MACHINE UNLEARNING VIA REPRESENTATION
FORGETTING WITH PARAMETER SELF-SHARING

achine unlearning enables data owners to remove the contribution of their

specified samples from trained models. However, existing methods fail to strike

an optimal balance between erasure effectiveness and model utility preser-
vation. Previous studies focused on removing the impact of user-specified data from
the model as much as possible to implement unlearning. These methods usually re-
sult in significant model utility degradation, commonly called catastrophic unlearn-
ing. When executing unlearning, especially approximate unlearning, it is easy to over-
unlearn the knowledge that was previously learned. To address the issue, we system-
atically consider machine unlearning and formulate it as a two-objective optimization
problem that involves forgetting the erased data and retaining the previously learned
knowledge, highlighting accuracy preservation during the unlearning process. We pro-
pose an unlearning method called representation-forgetting unlearning with param-
eter self-sharing (RFU-SS) to achieve the two-objective unlearning goal. Firstly, we
design a representation-forgetting unlearning (RFU) method that aims to remove the
contribution of specified samples from a trained representation by minimizing the mu-
tual information between the representation and the erased data. The representation
is learned using the information bottleneck (IB) method. RFU is tailored to the 1B
structure models for ease of introduction. Secondly, we customize a parameter self-

sharing structural optimization method for RFU (i.e., RFU-SS) to simultaneously op-
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timize the forgetting and retention objectives to find the optimal balance. Extensive
experimental results demonstrate a significant effectiveness improvement of RFU-SS
over the state-of-the-art methods. RFU-SS almost eliminates catastrophic unlearning,
reducing model accuracy degradation from over 6% to less than 0.2% on the MNIST
dataset with an even better removal effect. The source code is available at https:
//github.com/wwg5-code/RFU-SS.git.

3.1 Preliminary

Before introducing the background knowledge, we first summarize the primary no-
tations used in the chapter, as presented in Table 3.1. In the full training dataset
D =(X,Y), X denotes the inputs, Y denotes the labels. We use Z to denote the com-
pressive representation of an IB-trained model, which maximizes the distortion of input
information while preserving as much information relevant to the labels. We denote the
representation posterior learned from X as p(Z]|X), and the unlearned representation
posterior, which was learned from X excluding the information of X, as p(Z|X_x,). In
the training process, we use x,z,y as an example sampled from X,Z,Y. In the learning
algorithms, we have two losses: the representation loss £, for the representer 6", and
the predicting approximation loss £, for the approximator 6%. We use the Lagrange
multiplier § to control the tradeoff between the representer and approximator. In the so-
lution of forgetting objective, RFU, we have the unlearning loss £*, which is combined
by the representation unlearning loss £/, to unlearn the representer and the approxi-

rep

mation unlearning loss z;p p» to unlearn the approximator. In RFU, we also introduce an
unlearning rate 3, to control the tradeoff between entirely forgetting the contribution
of erased samples and not entirely forgetting the original representation trained from

the full data in both representation and prediction forgetting loss functions.

3.1.1 Information Bottleneck

Our unlearning methods aim to remove the contribution of the erased samples from
models trained using Information bottleneck (IB) [2, 88]. IB aims to find a compact en-
coding distribution sufficient for the target machine learning service while being max-
imally rate-distortive from the original data. Traditional IB [88, 89] approaches for op-
timizing the IB objective are based on the iterative Blahut Arimoto algorithm [10]. The
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3.1. PRELIMINARY

Table 3.1: Basic Notations of Chapter 3

Notations H Descriptions
D=X,)Y) the full training dataset D includes inputs X and labels Y
D,.=(X,Y.) the erased dataset D, includes inputs X, and labels Y,
D, =(X,Y,) the remaining data D, includes inputs X, and labels Y,
Z the compressive representation
p(Z|X) the representation posterior learned based on X
p(Z|X,) |the naively retrained representation posterior learned based on X,
p(Z|X_x,) the unlearned representation posterior based on X, by RFU
X,2,Y the persample from X,Z,Y

A(07,0%) the representer 6" and the approximator 8¢ of an IB model .#

H;ix the fixed representer of a trained IB model
Hl‘iix the fixed approximator of a trained IB model
Lrep the representation loss to train the representer 6"
Lapp the approximation loss to train the approximator 0¢
Lrep the representation unlearning loss to unlearn the representer 6"
Lavp the approximation unlearning loss to unlearn the approximator 6*
B the Lagrange multiplier for training an IB model
Bu the unlearning rate of RFU
a® the tradeoff weight in RFU-SS for forgetting and remembering

IB objective can be described as follows,

3.1) Lip = PI(Z;X) - 1(Z;Y),

where I(Z;X) is the mutual information between the encoded representation Z and in-
puts X and I(Z;Y) denotes the mutual information between Z and Y. 8 is the Lagrange
multiplier that controls the distortion ratio of X. Traditional IB is infeasible to be ap-
plied to deep neural networks as it is hard to calculate the exact mutual information
[2]. A prevalent solution involves utilizing variational inference to optimize the IB func-
tion, known as the Variational Information Bottleneck (VIB) [1, 2, 5]. The VIB method
trains the model of the IB objective by proposing a variational distribution of represen-
tation to calculate the bounds of the two mutual information terms in Equation (3.1).
First, it uses a representer 6" to distort the original input X into a compressive space
Z. Second, it uses an approximator 6% to predict Y based on the compressed Z, which
is shown in the upper half of Figure 3.2. The corresponding approximation loss func-
tion is Zypp = —I(Z;Y) and representation loss function is Z., = BI(Z;X). And the
VIB model is denoted as .#(0",0%). The experimental optimizing loss function of a VIB
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The Equation (3.1) of IB objective can be optimized using Equation (3.2) in a varia-
tional form, where Dy, is the Kullback—Leibler divergence (KLD) [43]. In this chapter,
we focus on finding the solution to unlearn these models trained based on the IB objec-

tive.

3.1.2 Hard Parameters Sharing

Our parameter self-sharing technique is inspired by the hard parameter sharing used
in multi-task learning (MTL) [37, 54, 79]. There are two main solutions in the MTL
domain: hard parameter sharing [61, 84] and soft parameter sharing [23, 75]. Hard pa-
rameter sharing is commonly implemented by sharing the hidden layers of the model
across different learning tasks while maintaining independent task-specific output lay-
ers, which is shown in Figure 3.1. We consider a multi-task learning problem defined
over an input space & and a set of task spaces {#’};c7;. MTL involves learning multi-
ple tasks based on a large dataset consisting of N data points, such as {x;, yil, - y;‘r}ie[N],
where x; is the input and yf is the label of the #-th task. When solving the task ¢, the
hard parameter sharing can be considered as the optimizing task f(x;0%",0%): & — ¥,
where the parameters (65") are the shared layers used by different tasks together. Task
predict layer parameters (0%) are the task-specific output layers. The hard parameter-

sharing solution of MTL can be generally described as the following empirical risk min-

24



3.2. REPRESENTATION FORGETTING UNLEARNING WITH PARAMETER
SELF-SHARING

imization:

T
(3.3) min Y o £1(6°",0%,
osh 01,07 11

where a! are some static or dynamic weights computed for the empirical loss £(6%",6%)
of the task ¢. Each task loss function is £(9",6%) £ % Zé\il :f(ft(xi;HSh,Ht),yf).

3.1.3 Multiple Gradient Descent Algorithm

It is possible to convert a MTL problem into a multi-objective optimization problem [79]
and to deal with it via gradient descent as in the single-objective case to local optimality.
This solution is named the multiple gradient descent algorithm (MGDA) [21, 79]. It
is based on the Karush-Kuhn-Tucker (KKT) [49] conditions, which are necessary for
optimality [21, 25, 77]. We can state the KKT condition for both task-specific and shared

parameters in the MTL problem as,
* There exist a!,...,a” <Osuchthat Y7  a’=1and X7 | a!Vyu L1 0",61) =0
e For all tasks ¢, Vg £4(0%",01) =0

Any solution that meets these conditions is referred to as a Pareto stationary point [21,
79]. It should be noted that although every Pareto optimal point is Pareto stationary, the
converse may not hold. To meet these conditions, we can consider it as an optimization

problem

(3.4) min [T, a'Vign gy L' O, 00135, st Y[ a'=1a'20 Vi
a a

.....

Sener et al. [79] and Desideri et al.[21] demonstrated that either the solution to this
optimization problem is 0 and the result satisfies the KKT conditions, or the solution
gives a descent direction that can improve all tasks. Based on these former studies, we

proposed the parameter self-sharing method to optimize the two goals of unlearning.

3.2 Representation Forgetting Unlearning with

Parameter Self-Sharing

In this section, we introduce the proposed method of RFU-SS. We organize the section
as follows: First, we formalize the machine unlearning problem as a two-objective op-

timization problem in Chapter 3.2.1. Second, we present an overview of our method,
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RFU-SS, in Chapter 3.2.2. We then delve into RFU, addressing the forgetting objec-
tive for IB-trained models, in Chapter 3.2.3. Additionally, we introduce RFU-SS, which

tackles the two-objective optimization unlearning problem, in Chapter 3.2.4.

3.2.1 Problem Definition of Two-Objective Unlearning

Machine unlearning removes the contribution of user-specified samples from the already-
trained models. We follow the IB model structure to train the original models, which

divides the model into a representer and an approximator. And we design separate

unlearning losses for removing the information of the erased data from the learned

representation Z from both the representer and approximator on an IB-trained model.

Implementing model learning and unlearning based on the IB structure can help us

understand the training process more clearly.

When an unlearning request comes, the full training dataset D = (X,Y) can be di-
vided into the erased dataset D, = (X.,Y.) and the remaining dataset D, = (X,,Y,).
We assume (X,Y) = (X,,Y,)U(X,,Y,) and (X,,Y,)N(X,,Y.) = ®. We also assume the
IB learning algorithm </ to learn the model .#(6",0%) with a representer 8” and an
approximator 6% based on the full dataset D. The model learns a representation Z,
which minimizes I(X;Z) and maximizes I(Y ;Z), as we introduced in preliminary. Nor-
mally, after receiving a user’s erasure request of the specified dataset D,, the ML server
will execute an unlearning algorithm % to remove the trace of D, while keeping the
knowledge learned from the remaining dataset D,. After unlearning, the unlearned
model .4,(0”,0%)s distribution is expected to equal the distribution of the model that
retrained solely based on the remaining dataset, i.e., 4, =% (D,D,,</(D)) is hoped to
equal 4, =</(D,). For an IB-trained model, since the key of the model is to learn the
representation Z to satisfy the IB objective, the unlearning problem of IB-trained mod-

els can be moreover described as

p(Z|X_x,) unlearned by .#,, =% (D,D.,< (D)),
(3.5) p(Z|X,) retrained by .4, = «/(D,),

p(Z|X,)=p(Z|X_x,),
where p(Z|X_x,) denotes the representation is unlearned through removing the infor-
mation of the erased dataset D, = (X,,Y.) from the trained representation, and p(Z|X,)
denotes the representation is achieved by retraining based on X,.

Current solutions [28, 67] tried to solve the unlearning problem by minimizing the
difference between the model unlearned based on the erased dataset .4, =% (D,D,, 2/ (D))
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and the model retrained without the erased dataset .4, =</(D,). Usually, they use the
Lo-norm or Kullback—Leibler divergence (KLD) to evaluate the distance between two
model parameters’ distributions and minimize the distance as unlearning optimization.
However, if we do not retrain the model, we cannot achieve the exact .4, = <«/(D,).
Therefore, the certified-removal methods [36, 78] tried to estimate the influence of the
erased dataset (usually using the Hessian matrix) and subtract this influence estima-
tion from the original model. The variational Bayesian unlearning methods [28, 67] had
an unlearning term comprised of minimizing the log posterior probability of the erased
dataset (which is maximized in the learning) and the KLD between the assumed distri-
bution and the original posterior. Directly optimizing unlearning like the above methods
can easily cause catastrophic unlearning.

In order to avoid dramatic accuracy degradation, existing approximate unlearning
methods usually propose a threshold or a bounded range to limit the unlearning extent.
For example,Nguyen [67] set a posterior threshold to ensure their unlearning method
focused on values of the model parameters with sufficiently larger posterior. However,
it is hard to obtain a suitable fixed threshold value to balance both the erasure effect
and model accuracy preservation optimally. To effectively unlearn the erased sample
meanwhile keeping the performance on the remaining dataset for IB-trained models,

we redefine machine unlearning as a two-objective optimization problem as

(3.6) Forgetting: (IHI}%I(})DKL [p(Z|X_x)Ip(Z1X,)],
3.7 Remembering: (grligrl}),%(D ~(07,0%)),

The Equation (3.6) is the forgetting purpose that aims to minimize the distance be-
tween the model before and after unlearning. The KL distance Dxz, can also be changed
to other distance metrics, such as Lo-norm. In Equation (3.7), the remembering objec-
tive, Z(.) is the model’s empirical loss on the remaining dataset, and the purpose is to
keep the minimum loss. Retraining from scratch is still a solution to this problem def-
inition. First, if the unlearning algorithm % is retraining, the retraining process is to
make the model approach to the retrained model, which is minimizing the first objective,
Equation (3.6). Second, the retraining process minimizes the model loss on the remain-
ing dataset, which optimizes the second objective. However, as we explained above, the
storage and computation costs of retraining are expensive. Therefore, we solve this prob-
lem by further minimizing the mutual information between the learned representation
and the erased dataset, named representation forgetting unlearning with parameter

self-sharing.
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Figure 3.2: The RFU-SS Structure and Process.

3.2.2 Overview of RFU-SS

We here briefly introduce the primary concept and process of our approach, followed by
a detailed discussion of the associated technologies. The main procedure of RFU-SS is
depicted in Figure 3.2, which contains two main components (forgetting and remem-
bering) that achieve the two objectives of unlearning. We propose representation for-
getting unlearning (RFU) based on the erased samples to tackle the forgetting objective.
This operation removes the contribution of erased samples from the IB-trained models,
which implements unlearning. Traditional machine unlearning methods [52, 66, 78, 98]
only contain this data removal part, and they only use a fixed threshold to limit catas-
trophic unlearning. To mitigate the utility degradation caused by unlearning, we add
the remembering objective and train the model as normal based on the several remain-
ing samples. We propose a method called parameter self-sharing, which combines the
loss of two components and optimizes them simultaneously to achieve the best balance

of the two objectives. The entire solution is called RFU-SS.

3.2.3 Representation Forgetting Unlearning

As we introduced in the preliminary, an IB-trained model learns a representation Z,
which minimizes I(X;Z) and maximizes I(Y;Z) based on full training dataset D =
(X,Y) by the representer 8" and approximator 8¢. We assume the model .Z(0",0%) is

well trained, and we now execute unlearning based on this already-trained model. Our
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basic idea is further minimizing the mutual information I(X,;Z) of the erased inputs X,
and representation Z to eliminate the information of X, from the trained representation
Z and representer 8”. We also minimize the mutual information I(Y,;Z) of the erased
labels Y, and representation Z to remove the information of Y, from the representation
Z and approximator 6¢.

In the previous IB training process, we minimized I(X;Z) but with a constraint
maximizing I(Y ;Z) to guarantee the model utility. It means that previous training does
not make I(X,;Z) = 0, and it only minimizes I(X,;Z) with a constraint of maximum
I1(Y,;Z). Since I(X,;Y.) =0 and I(Y,;Z) is maximized, the I(X,;Z) is also larger than 0
in previous training. Therefore, we need to minimize both I(X.;Z) and I(Y,;Z) to im-
plement unlearning. The optimal unlearned representation contains no information of
(X,.,Y,),ie., I(X,;Z)=0 and I(Y,;Z) = 0. Directly minimizing I(X,;Z) and I(Y,;Z) can
easily achieve this purpose but also make the representation forget everything, includ-
ing the knowledge that Z learned on the remaining dataset before. Therefore, we set a
limitation term when minimizing I(X,;Z) and I(Y,;Z) in RFU to ensure the unlearned
representation is not significantly different from the original one. A simple solution
to implement the limitation term is to minimize the Kullback—Leibler divergence Dy,
[43] between the unlearned representation and originally trained representation before

unlearning. Specifically, the unlearning loss for the representer can be described as

(3.8) LropPu) = Pu- lor(Xe;Z) +DgLlpor(ZIX x)lIpo;, (ZIX _x,)],
%,_/ N 124 ,

~
Erasure term Limitation term

and the unlearning loss for approximator can be described as

(3.9 LoppBu) = Pu L9a(Ye;2) +DKL[p9a(Y—Ye|Z)|Ip9;, Y_y,12)],
[ J N x

Erasure term

Limitation term

where 3, is an unlearning rate parameter that we introduced to control the data era-
sure extent during RFU training. 6. and H?ix are the representer and approximator
that we fixed using the trained model before unlearning to calculate the limitation term
to ensure the unlearned representation not forgetting everything.

By combining these two loss functions, we achieve the final RFU optimization loss

to achieve the forgetting objective as

,5,”” = xﬁep(ﬁu) + zgpp(ﬁu)
(3.10) = Pu-Tor(Xe;2)+ Drrlpe (Z1X-x)lIper, (Z1X-x,)]
+ Bu19a(Ye;Z) + Digrlpe(Y_y, IZ)||p9;ix(Y—Ye |Z)].
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Minimizing the loss Equation (3.10) to unlearn the information of the erased data
D, = (X,,Y,) from the trained IB model can be proved equivalent to minimizing the
retraining IB model’s loss, &" = I(X,;Z) - I(Y,;Z). Usually, the loss function can be op-
timized in a variational form like [1, 2, 5]. Alternatively, we can also use MINE [8] to
calculate the mutual information estimation for the optimization of these loss functions.
We will show an example of the variational optimization form of these equations similar
to Equation (3.2) in our Algorithm 1 later. Moreover, optimizing Equation (3.10) by grid
search for a suitable unlearning rate 8,, RFU can already perform better than existing

approximate unlearning methods.

3.2.4 RFU with Parameter Self-Sharing

We have introduced the solution of optimizing the forgetting objective. Directly optimiz-
ing RFU yields a slightly superior unlearning outcome compared to existing approaches.
Yet, it is hard to achieve the optimal balance between forgetting and remembering, i.e.,
erased data unlearning and model utility preservation. Therefore, we add a remember-
ing objective and propose a multi-objective optimization method to solve the problem.
To optimize the remembering objective of the two-objective unlearning, we continue
training the unlearned model with the loss Equation (3.1) on the remaining dataset
(X,,Y;) to maintain the model accuracy. For clearness, we denote the corresponding loss
in Equation (3.1) on the remaining dataset (X;,Y;) as £}, , and £, ,. In particular, we
can optimize them as multi-task learning in Equation (3.3). The transformed minimiza-

tion for the two-objective unlearning can be described as the following formulation:

(3.11) min a%-(L¥

(0r.09) rep(ﬁu)+$;pp(ﬁu))+ar'(2:61)+$r )

app”

where a“ and a” are static or dynamically computed weights for forgetting and re-
membering tasks. We should notice that minimizing the unlearning loss to unlearn
the information of D, = (X,,Y.) from the trained IB model can be proved equivalent to
minimizing the retraining IB model’s loss. Unlearning is to approximate a model ap-
proaching to retrained model, which is consistent with retraining. Hence, we can design
multi-objective optimization to solve Equation (3.11).

It is difficult and time-consuming to achieve the optimal settings of Equation (3.11)
if we use heuristic algorithms or grid search over various scalings [44, 79]. Therefore, we
formulate the proposed two-objective machine unlearning problem as a multi-objective
optimization problem, which aims to achieve Pareto optimality of the forgetting and

remembering tasks.
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Definition 1 (Pareto optimality for unlearning).

a) A solution (8”,0%) dominates a solution (07,0%) if £*(0",0%) < L“(0",0%) and L7 (0",0%) <
ZL7(07,0%) for both forgetting objective and remembering objective.

b) A solution (0*",0%%) is called Pareto optimal if there exists no solution (0”,0%) that

dominates (0*7,0%%).

The set of Pareto optimal solutions is named the Pareto set (Zgr g«)). Usually, we
can achieve the local optimality of multi-objective optimization problems via gradient
descent [21, 25, 72, 73, 77], as we introduced in the preliminary section. They attempt
to identify the Pareto stationarity, which is a necessary condition for Pareto optimal-
ity. Similarly, we also give a definition of Pareto stationarity for the optimization of

unlearning.

Definition 2 (Pareto stationarity for unlearning). For the unlearning objective and re-

membering objective, (07 ,0%) is Pareto stationary if there exists a scalar a“, such that

a'*Vgr gy (ZLH(07,09)) + (1 —a*)Vgr gay(ZL7(07,0%)) = 0,
(3.12) { r,0%) ©0r,0%)

a* €[0,1].

Any solution that meets these conditions is called a Pareto stationary point for un-
learning, and every Pareto optimal point is considered Pareto stationary. In order to
find these points, we transform the two-objective unlearning problem into the following

optimization problem,
min||a" Vg go)(L") + (1= a")Vigr gy (LI,

(3.13)
s.t. a*€[0,1].

According to [21, 79], we can derive that the solution to this equation will be either
a Pareto stationarity for unlearning when it is 0, or it will give a direction to move
in to improve both forgetting and remembering goals when the result is not 0. The
problem of Equation (3.13) to find an optimal a* now is a convex quadratic problem
with linear constraints as the gradients of the two objectives can be calculated as fixed
values before each round update. We can achieve the results of this one-dimensional

quadratic function about a“ via an analytical solution:

Gu = (Vior oo (£L7) = V(er,ea)(ffu))T(V(er,ea)(fr))
IV (gr 00) (L) = Vior gay (LI

(3.14)

b

1
+
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where [] wb denotes clipping to [0,1] as [a] w1 = max(min(a, 1),0). The value of a¥ is
highly related to the numerator, the dot product between V(gr ga)(Z£") — V(gr go)(£*) and
Vigr,02)(Z7). If the dot product is a large positive value, it implies that the difference be-
tween the two gradient vectors aligned with the gradients of £”, the loss of remember-
ing. It means that the changes in £” and £ are generally in the same direction, and
thus Z* might serve as a good approximation for #” in that region of the parameter
space. Hence, assigning a large a* weight to update the model with the forgetting loss
gradients in this situation will not likely cause catastrophic unlearning. When the dot
product is approaching zero, it means the gradient difference vector is almost orthogo-
nal to Vg go)(Z£"), meaning that changes in £” and £¥ are unrelated in that particular
point in the parameter space. Therefore, the weight a* is small in this situation and can

effectively prevent catastrophic unlearning.

By dynamically and continuously adjusting the weight a* during the unlearning
update process for both forgetting and remembering using gradient descent, this algo-
rithm has been proven to converge to a point on the Pareto set [21]. Since our method
shares the entire model parameters (8”,0%) during the updating and does not have ad-
ditional task-specific layers as MTL, we call our method parameter self-sharing. The

pseudocode about RFU-SS is presented in Algorithm 1.

In Algorithm 1, RFU-SS needs to optimize forgetting objective using RFU based
on D, = (X,,Y.), and needs several samples of D, = (X,,Y,) to participate remember-
ing objective calculation process. It first set a fixed temp model J%ﬁx(e;ixﬁ;ix) using
A(07,0%) for the later calculating the posterior of full training data used in the un-
learning function. The unlearning training process is in Lines 2 to 10. During E epochs
training, we first sample m minibatch data points {(x;,y;)}?; from the erased dataset
D, for forgetting and m minibatch data points {(x;,y J-)};.": , from the remaining dataset
D, for remembering objective calculation. Then, we generate the corresponding repre-
sentation z; and z; using the representer 6" based on the erased x; and remaining x;.
After these preparations, we calculate the loss functions and the optimal a“ based on
Egs. 3.8 to 3.10, and the corresponding calculations are shown from lines 6 to 9. All
these equations are extended and expressed in a variational empirical form like Equa-
tion (3.2). Finally, we update the model by combining the two optimization objectives

together according to Equation (3.14), as in line 10.
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Algorithm 1: RFU with Parameter Self-Sharing

10

11

Input: .#(0",6%), D, =(X.,Y.), D, =(X,,Y,),and E
Output: Unlearned model .4, (67 ,0%)
Set the fixed temp model:

MinO 0%

u-u

pinOfin) — A 07,67

for E epochs do

Return .4, (0

Sample minibatch of m data points {(x;, y;)}? ; from the erased dataset D.;
Sample minibatch of m data points {(x;,y j)};.": , from the remaining dataset
D,;
Generate z; v por(-|x;),2; v~ por(-|x;) based on input and the representer;
Calculate the unlearned representation loss function Equation (3.8) in a
per-sample form for each minibatch of size m as
L (Bu) =By L XM Dirlperzlxc)ITTF qi(20)]
+o X181 DxLlpor, (2lx)lIpor(21x:)]
Calculate the unlearned approximation loss function Equation (3.9) in a
per-sample form for each minibatch of size m as
L (Bu) = Pu- 2 LT log pge(yilzi)
+1 YL Drrlpes, (vilzidllpos(yilzi)]
Calculate the representation and approximation loss based on the remaining
data as Equation (3.2) £, + £/, , = —% Z;“zllog poa(yjlz;)

rep
+2y™ | Diilpor(zjlx)liger(z))]
Calculate a* using Equation (3.14);
We update the model (both the representer and approximator) according to
the gradients of the combined loss functions Equation (3.13) as
(07,0%) — (Hr,ea)—flv(er,aa)(a%‘-(ff,ffgp(ﬁuﬂffé‘pp(ﬁu))ﬂl—cf”)-(ifrrep +Lapp)
0 05) — A, (07,0%);

u-u

3.3 Performance Evaluation

In this section, we introduce the detailed evaluation of RFU-SS and comparisons be-
tween RFU-SS and the state-of-art methods [28, 36, 67, 78].

3.3.1 Experiment Setup

Our experiments are conducted on two representative datasets, MNIST and CIFAR10.

These two datasets are commonly chosen in ML studies and cover varying levels of

learning complexity. We evaluate RFU-SS and compare it with state-of-the-art unlearn-

ing methods in the traditional centralized setting. There are two representative approx-
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Table 3.2: General Evaluation Results on MNIST and CIFAR10 of Chapter 3.

MNIST, EDR = 6% CIFAR10, EDR =6%
Origin HBU VBU RFU-SS Retrain Origin HBU VBU RFU-SS Retrain

Running Time (s) 44 2.42 0.12 0.33 41.36 552 28.01 1.10 4.6 518.88
KLD to retrain  221.32 214.21 216.21 213.07 - 2484 2022 2187 18.56 -
Acc. on test dataset 97.6% 87.99% 89.37% 97.44% 97.63% 81.16% 75.32% 74.08% 83.36% 86.65%

Backdoor Acc. 100% 2.04% 2.83% 0.2% 0.08% 99.83% 0.1% 3.53% 0.07% 0.03%

Evaluation Metrics

imate unlearning methods, Hessian-matrix-based unlearning (HBU) [36, 78] and varia-
tional Bayesian unlearning (VBU) [28, 67]. To effectively evaluate unlearning methods,
we refer to a common method [40] to conduct most experiments, adding the backdoor
triggers to the erased data samples for the original ML model training. Then, we exe-
cute the unlearning methods to forget the backdoor. After unlearning, we verify whether
a triggered input can still activate the previously injected backdoor of the unlearned
model to evaluate the unlearning effect. We evaluate both the effectiveness and effi-
ciency of different unlearning methods. Specifically, we use models’ accuracy on the test
dataset and backdoor inference success accuracy [40] on the erased dataset to evaluate
the unlearning effectiveness. We use the models’ running time to evaluate the unlearn-
ing efficiency.

We train an IB model with two linear models (one representer and one approxima-
tor) on MNIST, each with three hide layers, with a learning rate n = 0.001. And we train
an IB model with one Resnet18 as the representer and one linear model as approximator
on CIFAR10 with n = 0.0005. To ensure consistency and ease of implementation, dur-
ing unlearning, we set the minibatch size to 100, which keeps the same when sampling
from the remaining and erased datasets. All models are implemented using Pytorch,
and experiments are done on a cluster with four NVIDIA 1080ti GPUs.

3.3.2 Overall Evaluation

We first demonstrate the overall evaluation results of different methods on MNIST and
CIFAR10, shown in Table 3.2. On both MNIST and CIFAR10, we set the erased data
ratio (EDR) of the full original dataset EDR = 6%, and the proposed unlearning rate
B, =0.1. We evaluate efficiency by calculating the model’s running time, which involves
recording the time used in each training batch and multiplying it by the number of
training epochs. We evaluate the effectiveness from three aspects, including the KLLD be-
tween the unlearned and the retrained models, the model accuracy on the test dataset,

and the backdoor accuracy on the erased dataset.
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3.3.2.1 Evaluation of Efficiency

From the running time shown in Table 3.2, all unlearning methods achieve a speedup
of more than 10x compared with retraining. HBU performs worse than the other two
unlearning methods because it needs to calculate the Hessian matrix based on the
remaining dataset. VBU achieves the best efficiency performance. RFU-SS consumes
more running time than VBU but much less than HBU on both MNIST and CIFAR10.

3.3.2.2 Evaluation of Effectiveness

In Table 3.2, all unlearning methods have moved the distribution of unlearned models
closer to the distribution of the retrained model than the original one. It is reflected
in the closer KLD to the retrained model, where RFU-SS makes the unlearned model
closest to the retrained model on both MNIST and CIFAR10. In the evaluation of accu-
racy, catastrophic unlearning appears in HBU and VBU on MNIST, which has a huge
accuracy degradation. Only RFU-SS almost eliminates the accuracy degradation, which

performs similarly to retraining.

On CIFAR10, HBU and VBU also have around 6% accuracy degradation from the
original model accuracy. RFU-SS achieves the best accuracy at around 83.36%, which
increases 2% than the original model accuracy 81.16%, but still less than the accuracy
of the retrained model, 86.65%. It is because the original model is trained with several
mixed backdoored samples, which harms the model accuracy to 81.16%. In contrast,
the retrained model is trained based on the remaining clean dataset, which removes
these backdoored samples. Since CIFAR10 is a more complex dataset than MNIST, the
backdoors have a greater negative influence on the trained model, reducing its accu-
racy from around 86% to 81% on CIFAR10. However, the backdoors do not have as
much of an effect on the model’s performance on MNIST. The model accuracy recovery
is also clearly demonstrated on CIFAR10. We will show the detailed results of recovery
later. Moreover, all unlearning methods can reduce the backdoor accuracy on the erased
dataset to less than 10%, lower than randomly selecting. RFU-SS also achieves the best

performance in removing the backdoored samples.
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Figure 3.3: The running time, acc. on the test dataset, and backdoor acc. on the erased
dataset of various EDR

3.3.3 Evaluation of the Influence of Different Variables

3.3.3.1 Impact of the Erased Data Ratio

In this chapter, there are two main variables, EDR and f§,, that may have a consider-
able influence on the model performances. We first evaluate the impact of EDR. And
when we conduct experiments to evaluate one variable, we will set a fixed other vari-

able. The results on MNIST and CIFAR10 about various EDR are shown in Figure
3.3.

Our effectiveness evaluations include accuracy on the test dataset (Figures (a) and
(d)) and backdoor accuracy on the erased dataset (Figures (b) and (e)). The accuracy
of unlearned models on the test dataset and backdoored samples reflects the utility
preservation and the forgetting effectiveness of unlearning methods, respectively. Since
VBU and HBU are easy to cause accuracy degradation as the training proceeds, we set
a stop threshold that when the backdoor accuracy decreases lower than 5%, we stop the
VBU and HBU training. Since RFU-SS can automatically adjust the tradeoff weight a“,
we can continue the model training without worrying about the accuracy degradation
and stop the training at any time when the backdoor accuracy decreases satisfied.

On both MNIST and CIFAR10, shown in Figures (a) and (d), as EDR increases,

the accuracy of all unlearned models decreases slightly. In this comparison, we focus
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Figure 3.4: The changes of accuracy and backdoor accuracy on various EDR during
training on MNIST and CIFAR10

on three unlearning methods for clarity. The accuracy of the original model is roughly
the same as RFU-SS for MNIST and slightly lower than RFU-SS for CIFAR10. No-
tably, both HBU and VBU experience substantial utility degradation, exceeding 5% ac-
curacy drop compared with the model accuracy before unlearning when attempting to
remove the impact of backdoored samples. By contrast, RFU-SS almost has no accuracy
degradation on both MNIST and CIFAR10. On the backdoor removal aspect, shown in
Figures (b) and (e), all unlearning methods successfully erase the influence of the back-
door (decreasing backdoor accuracy lower than randomly selecting 10%), where RFU-SS

achieves the best forgetting effect, reducing the backdoor accuracy to approaching 0%.

We evaluate the efficiency from running time shown in Figures (c) and (f). The EDR
influences the running time slightly. HBU consumes the most running time in unlearn-
ing, more than 5x compared with the other two unlearning methods because HBU needs
to calculate Hessian estimation based on the remaining dataset. VBU performs best in
reducing running time. RFU-SS consumes around double the running time as VBU be-

cause it optimizes two tasks together, but it is still much faster than HFU.

Figure 3.4 shows the changes in accuracy on the remaining dataset and the back-
door (abbreviated as bac.) accuracy on the erased dataset of all unlearning methods dur-
ing the training process on MNIST and CIFAR10, respectively. Here, we will not stop
the model training even if the backdoor accuracy decreases below 5%. As the EDR in-
creases, it slightly slows down both accuracy and backdoor accuracy degradation speed.

It means the model has been backdoored deeper as the backdoored samples increase,
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Figure 3.5: The changes of accuracy and backdoor accuracy on various 8, during train-
ing on MNIST and CIFAR10

and it takes more time for all unlearning methods to remove the influence of backdoors.

In Figure (a), on MNIST, it is obvious that HBU consumes more epochs of training
to reduce the backdoor accuracy as EDR increases from 2% to 8%. In Figure (b), on
CIFARI10, the backdoor accuracy in the initial training epoch increases as the EDR in-
creases. Moreover, on CIFAR10, the accuracy degradation of both HBU and VBU slows
down as the EDR increases. The main reason is that a bigger EDR means the model
is backdoored deeper in the former learning process. Therefore, it increases the back-
door accuracy at the initial training round on CIFAR10 and takes more time to forget
these backdoored samples. Although all unlearning methods can remove the influence
of backdoored samples, only RFU-SS can keep model accuracy on the remaining dataset
during the training process. The accuracy of BFU and HBU on the remaining dataset

decreases as the unlearning training continues.

3.3.3.2 Impact of the Unlearning Rate

Another essential variable is the unlearning rate, and we also apply our proposed un-
learning rate 8, to VBU and gladly find that it can help VBU improve performance.
Since HBU does not have this unlearning rate 8, parameter and it is hard to add §, in
HBU easily, here we only add the 8, to VBU to control the unlearning extent and com-
pare our method with VBU. We demonstrate the changes of accuracy on the remaining
dataset and the backdoor accuracy on the erased dataset during unlearning training
process on MNIST and CIFAR10 in Figure 3.5.
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Figure 3.6: Results of two-objective optimization unlearning on MNIST and CIFAR10.

As we analyzed before, the unlearning rate will influence the unlearning speed dur-
ing the training process, and the results also support our analysis. Specifically, when
we choose a larger unlearning rate, it will speed up the training process, i.e., it de-
creases both the backdoor accuracy on the erased dataset and accuracy on the remain-
ing dataset with fewer training epochs. On MNIST, in Figure (a), when §, is small, 0.01
and 0.1, the backdoor accuracy of two methods on the erased dataset and the accuracy of
VBU drop slower than when S, is big, 1 and 10. Since RFU-SS optimizes two objectives
together, it can maintain model accuracy on the remaining dataset during unlearning
training, which effectively prevents accuracy degradation compared with VBU. Figure
(b) also shows similar results. When S, is small, §, =0.001 and 8, = 0.01, the backdoor
accuracy of RFU-SS obviously drops slower than when 8, is big, f, =0.1 and 8, = 1.

3.3.4 Optimization Results of Unlearning

Figure 3.6 shows the optimization results of all unlearning methods for forgetting and
remembering objectives of unlearning on MNIST and CIFAR10. In this part, we show
the remembering effectiveness using the accuracy on the remaining dataset and the
forgetting effectiveness using 1 —backdoor accuracy on the erased dataset. On MNIST,
in Figure 3.6, RFU-SS can achieve the best remembering and forgetting effectiveness,
100% of both. Only a few results of VBU and HBU can achieve a good balance of forget-
ting and remembering, but these results are not as optimal as RFU-SS. VBU and HBU
are hard to achieve good optimization of the two objectives as most of their optimization
results exist on the most remembering with least forgetting or the most forgetting with

least remembering. Figure 3.6(b) also shows similar optimization results on CIFAR10,
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Figure 3.7: RFU-SS recovers the model knowledge harmed by backdoors on CIFAR10

where only RFU-SS can achieve the best balance between forgetting and remembering.
Here, we should note that although a few result points of HBU and VBU can achieve ac-
ceptable performance, it is hard to precisely stop the model training at that result round
in practice. In contrast, because RFU-SS dynamically adjusts the updating weight be-
tween forgetting and remembering, it can converge after several epochs of training,

making it easier to obtain optimal results.

3.3.5 Recover the Knowledge Harmed by Backdoor

We know that adding backdoors will harm model accuracy on the test dataset that has
an independent and identical distribution (IID) as the clean full training dataset, e.g.,
a normally trained model on CIFAR10 has around 86% accuracy; after adding back-
doors, the model accuracy drops to around 81%. Learning these backdoored samples
is an extremely abnormal scenario in the real world. In Figure 3.7, we show the ac-
curacy changes during the training process, where “Origin” means the original model
trained based on the dataset mixed backdoored samples, “Retraining” means the re-
trained model based on the remaining clean dataset without these backdoored samples.
We can clearly see a gap between the accuracy of the model trained with backdoored
samples and without these samples. Existing unlearning methods, such as HBU and
VBU, find it difficult to mitigate the accuracy degradation to the same level as the orig-
inal model, let alone recover the accuracy better than the original model. However, Fig-
ure 3.7 shows that RFU-SS can recover the model accuracy lost due to backdoored or
noised samples in ML model training. When EDR = 6%, RFU-SS increases the model
accuracy from around 81.16% (Origin) to 83.36%. When EDR = 10%, RFU-SS increases
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Figure 3.8: Training of unlearning independent and identical distribution (IID) normal
data.

the model accuracy from around 80.55% (Origin) to 82.6%. Although it still has a little
gap from the retrained model, RFU-SS is the first unlearning method that can recover

the accuracy harmed by backdoored or noised samples.

3.3.6 Additional Evaluations on Normal Data Erasure

We additionally evaluate HBU, VBU and RFU-SS in unlearning the IID normal data,
as shown in Figure 3.8. In this experiment, we hope to figure out the unlearning ef-
fectiveness of all methods when the erased dataset is normal IID. The results show
that unlearning these regular IID data will inevitably harm the accuracy of the original
model. Training with fewer data, even if the unlearning algorithm is retraining from
scratch, will decrease model accuracy. When unlearning methods are VBU and HBU,
these two methods unlearn the erased data, making the accuracy on the erased dataset
drop, accompanied by the degradation of the accuracy on the remaining dataset. There
is no clear gap between the model accuracy on the remaining dataset and the model ac-
curacy on the erased dataset. It means that HBU and VBU cannot unlearn the erased
data while not harming the knowledge learned on the remaining dataset. In contrast,

RFU-SS can increase the accuracy gap between the model’s accuracy on the remaining
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and the erased datasets. It means that RFU-SS makes the model forget the knowledge
of the erased data even if the dataset is IID as the full training dataset. After 300 epochs
of training, RFU-SS achieves an accuracy gap of around 30%. The model accuracy on
the remaining dataset is approximately 93%, and the accuracy on the erased dataset is
around 63%. Neither HBU nor VBU can achieve such an unlearning effect in removing
the influence of IID data.

3.4 Summary

In this chapter, we address the problem of “catastrophic unlearning”, which refers to
dramatic model utility degradation during machine unlearning. We start with formu-
lating machine unlearning as a two-objective optimization problem, including data era-
sure and accuracy preservation. Then, we propose a novel method named RFU-SS to
solve this two-objective optimization unlearning problem. RFU-SS comprises two main
steps. The first step of RFU-SS is the RFU method, which is an unlearning method
tailored from models trained using the IB method. RFU unlearns the contribution of
the erased dataset from the representation of a trained IB model. The second step in-
volves optimizing RFU using parameter self-sharing, referred to as RFU-SS. Its goal is
to identify a Pareto optimal solution for the two-objective unlearning problem, striking
the ideal balance between removing the erased data’s impact and preserving the model
utility. Extensive experimental results demonstrate that RFU-SS significantly outper-
forms state-of-the-art methods in preventing accuracy degradation during unlearning.
Moreover, RFU-SS can recover the model accuracy harmed by backdoored or noised

samples, which cannot achieve by existing unlearning methods.
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CHAPTER

FEDU: FEDERATED UNLEARNING VIA USER-SIDE
INFLUENCE APPROXIMATION FORGETTING

achine unlearning has become a significant research topic on a global scale

due to the increasing importance of privacy protection, particularly in light of

the right to be forgotten legislation. Although many solutions are proposed,
the current mainstream centralized machine unlearning studies are not feasible in fed-
erated learning (FL), where the server has no access to any users’ unlearning samples.
In this chapter, we aim to tackle the federated unlearning problem by proposing a Fed-
erated Unlearning (FedU) scheme via a user-side influence approximation forgetting
method, thereby eliminating the need to share raw data with the server. The key chal-
lenge is how can use machine unlearning to help protect the privacy of the unlearning
users who hope to remove their personal data and meanwhile ensure the safety of the
rest users who hope to retain their data contribution in the model. In FedU, only users
who have unlearning needs execute the influence approximation forgetting, while other
users and the server just conduct the same operations as they did in FL. The proposed
influence approximation forgetting method achieves unlearning by estimating the in-
fluence of the erased samples relying on only the user’s local data and eliminating this
influence from the model. However, the model utility is still negatively influenced by di-
rectly removing the influence estimation. To mitigate the side effects of unlearning, we
propose a utility preservation method that simultaneously trains the unlearned model

based on the unlearning requesters’ remaining local dataset. We design an adaptive
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Table 4.1: Basic Notations of Chapter 4

Notations || Descriptions

the entire FL training dataset D encompasses all local

D dataset Dy, represented as D ={D1,D9,...,Dg}
Cp, the normal user
Cp, the unlearned user
DZ the local erased dataset of the unlearned user Cp,
u
Dlre the local remaining dataset of the unlearned user Cy,
u

z:(x,y) the persample z with the input x and label y
A(0) the ML model .# with the parameters 6

My, the unlearned model
LIAF the influence approximation forgetting loss
ZLup the utility preservation loss

optimization method to balance the forgetting and utility preservation effectiveness op-
timally during the unlearning process. Extensive evaluations on three representative
public datasets demonstrate that our proposed method significantly outperforms state-
of-the-art methods in both effectiveness and efficiency, avoiding more than 3% accuracy

degradation when the number of unlearning requesters is large.

4.1 Preliminary and Problem Statement

4.1.1 Notations

Initially, we provide an overview of the key notations utilized in this chapter, as detailed
in Table 4.1. In the FL scenarios, we use D to denote the full global training dataset
that includes all the users’ local datasets. We represent it as D = {D1,Ds,...,Dg}. In
all K FL users, we denote the “normal user” as Cj_, and the “unlearned user” as Cy,,.
For the unlearned user C} , he/she can divide their local dataset D, into the local
erased dataset Dzu and the local remaining dataset D}reu. During our experiments and
training process, we denote the persample as z : (x, y), which includes the feature vector
x and its associated label y. The objective of the FL server is to train an ML model .,
parameterized by 6. We denote the unlearned model as .#,. In our method, we have an
influence approximation forgetting loss function £74r and the utility preservation loss

function Zyp.
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4.1.2 Influence Function

Machine learning aims to identify a model .#, parameterized by 6, that establishes a
mapping from an input feature space & to an output space %, denoted as 4 (%X,0) — ¥ .
The training dataset is represented as D = {z; : (x;,y;)}}_;, where z denotes the training
sample with input x and label y. The corresponding loss function is denoted as ¢(z,0).
The standard empirical risk minimization (ERM) of a machine learning model can be

represented by the following optimization problem:

1
(4.1) 0* = argmin 4(D,0)=argmin— Y  {(z;,0).
0 0 n ZiED
If a training subset D¢ c D contains m samples and is up-weighted by an infinitesi-
mal amount ¢, it results in a removal of the subset of model parameters, which can be

denoted as:
¢ .1 1
4.2) Op\pe :argmgln— Z l(z;,0)—e— Z l(z;,0).

z;eD m zjeDe

The changes in the optimal model parameters can be expanded using the perturbation

theory [3] as:
(4.3) A0 =05, pe — 0" =00 +0(e*)0? + 6(*)0P + -,

where each removing sample in D¢ is up-weighted by a factor of €. 0¥ denotes the
first-order (in €) perturbation and 6‘? is the second-order model perturbation.
According to existing studies [6, 47], the first-order influence approximation can be

expressed as

1
(4.4) AO = (D) = n—H;} Y 0z;,0%),

-m zjeDe

where H 5*1 represents the reverse of the Hessian matrix with respect to the model para-
meters 0. Existing studies [6, 47] also discussed the second-order influence function. In
this chapter, we focus on the first-order influence approximation, which is calculation-

efficient and effective for unlearning.

4.1.3 Problem Definition of Federated Unlearning

We briefly introduce the problem definition of federated unlearning as follows. We as-

sume there are K FL users, each with a local training dataset, denoted as D, = (X, Y3),
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Figure 4.1: Overview of FedU via user-side influence approximation forgetting.

where X} and Y}, are corresponding to the input and output. D = {D1,Ds,...,Dg} is the
whole training dataset from all users. The unlearned user Cy, divides his local dataset
to Dzu = (XZM,Y,:u) as the erased data and D,’gu =X ]:u,Yk’u) as the remaining local data.
Removing the erased dataset Deu, the remaining global dataset distribution can be de-
noted as D' = {Dl,Dz,--,Dzu,---,DK}-

We assume that the FL server already trained the global model .#(0) leveraging the
model contributions from all users €. Users’ local models are trained based on their
local dataset D;,. Now, we need to design a specified unlearning algorithm % for the un-
learned user Cy, ¢ who wants to revoke the influence of his/her erased data D from
the global FL model. Ideally, the distribution of the unlearned model .4, (6,) should
match the distribution of the FL. model that is retrained on the residual global dataset
D' using the original FL algorithm. Therefore, the federated unlearning formulation

can be described as
4.5) P(./%u:g(D,)EQ):P(.%u:%(D,Deu,g(D))EQ),

where 2 represents the distribution space of hypothesis parameters for the model
trained using the federated algorithm &. Aligning the unlearned FL model with the
retrained model involves two critical dimensions: data erasure and model utility preser-
vation. First, data erasure must be implemented, ensuring that the information from
the erased data is deleted from the model. The unlearned model should resemble the
retrained model as if it had never observed the erased data. Second, the model’s perfor-
mance must be maintained to match that of the retrained model based on the remaining
dataset. Current federated unlearning solutions [39, 58] have predominantly focused on

the data erasure aspect, often neglecting the utility preservation aspect.
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4.2 FedU via User-Side Influence Approximation

Forgetting

4.2.1 Overview of FedU

We demonstrate the main procedure at the unlearned user of FedU in Figure 4.1. Any
unlearned user can execute this method locally to remove his specified samples from the
global model. One important component of FedU via user-side influence approximation
forgetting is the influence approximation forgetting (IAF) method, which implements
data erasure by subtracting the estimated influence of the specified-erased samples
from the trained FL model. FedU with user-side IAF can already implement unlearning
and achieve similar effects as current unlearning methods [58], but it still causes model
utility degradation. To reduce the model utility reduction resulting from unlearning,
we design a utility preservation method, which simultaneously trains the unlearned
model using the remaining local dataset with the original FL algorithm. Moreover, we
combine these two components and propose an adaptive optimization method to find
the best balance between unlearning effectiveness and model utility preservation. We
named the FedU with the utility preservation method as FedU-U.

4.2.2 Influence Approximation Forgetting

Our method is naturally integrated into common FL frameworks with the goal of min-
imizing the empirical risk of the FL model on the full training set D = {D1,D9,...,Dg}.
Assuming the unlearned user Cj, and his/her local erased samples Dzu =(Xg,,Yr,), the
first-order influence approximation is .# m(DZu) in Equation (4.4). We just need to minus
the influence estimation from the trained model .4+ with parameters 6* to implement
unlearning, which is also applied in lots of existing Hessian matrix-based unlearning
methods [36, 98, 100]. However, these methods rely on access to the entire remaining
training dataset, which is unavailable to the unlearning user in the FL scenario.
Inspired by [6, 47], we propose an influence approximation forgetting method, which
overleaps calculating estimation for the Hessian matrix H 5*1 but directly estimates
the entire forgetting influence H 5*1 szEDZu ¢(zj,0") based on Hessian-vector products
(HVPs) employing several sampled local remaining samples. It requires only the as-
sistance of the erased samples and a few local training samples of the unlearning
user, ensuring that the user can calculate it efficiently. We use ng(zi,O*) of any z; €

D; as an unbiased estimator of the Hessian matrix H. We can uniformly sample
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t points z1,29,...,2; from the local remaining dataset Dru; define the gradient vector
gu = Vl(z,,0") and the initial Hessian-vector products as H(; lg., = g,. Then, we can
recursively compute fIi_lgu =g+ - V%[(zi,e*))ﬂi__llgu. I—:Tt_lgu is the final unbiased
estimate of the influence H g, for forgetting. For stability, we can pick ¢ to be large
enough and we can repeat above process r times and average results to reduce variance.
All these computations are easy to implement in auto-grad methods. And the approxi-

mate optimization can be represented as

_ 1
(4.6) Op\p;_ =0* +EH(9*’LD2 y Y. Vol(z;,0M),

w ZjEDZu
where H! is the inverse of the estimated Hessian matrix calculated using the

©*,,D} )
estimator based on ¢ sampled data points of Dru , and the Vg#(z;,0) term can be calcu-

lated directly based on the erased samples. The loss function for influence approxima-
tion forgetting still keeps the ERM function as the main part, which can be represented

as follows:

Y z,0.

4.7 IAF Loss: Ziar = argmin
@D or n=m ep\p;

When calculating the loss using Equation (4.7) and update the unlearned model ac-

cording to Equation (4.6), in a strongly convex setting, we can achieve the unlearning

2M1%m?
A3n2

ter 4.3.1. From the deviation between our influence approximate forgetting Op\ D¢ and

update bound |6, — éD\DZ | < . We present the analysis of this bound in Chap-
the empirical unlearned minimizer 6,, this bound indicates that ensuring the size m of
the erased data DZ is relatively small compared to the size n of D in Equation (6.3)
will help in maintaining a small bound for model utility preservation.

4.2.3 Utility Preservation and an Adaptive Optimization
Method

Although the influence approximation forgetting based on HVPs speeds up the unlearn-
ing update, the estimated influence approximation makes it hard to capture all the
information, which leads to utility degradation. Therefore, we designed a utility preser-
vation method to compensate for the utility degradation caused by the IAF method. We
show this component in Figure 4.1 as the blue arrows. In this component, we simultane-
ously train the unlearned local model with the remaining local dataset D,reu =X ’u ,Y,:u)
using the original FL optimization loss according to Equation (4.1). We denote the util-

ity preservation (UP) loss as Zyp = é(Dru,H). Since the trained FL model has already
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learned the knowledge of the remaining data from the previous FL training, we only
need to sample several data points for utility preservation optimization. Inspired by
multi-task learning [54, 79], we combine the two losses and formalize them as the fol-

lowing two tasks optimization problem from the unlearned user C;’s perspective
(4.8) min(Ziar(6r,), Lup(Or,)T .
ku

We aim to optimize the IAF loss and UP loss simultaneously based on the same model
structure but different sub-datasets, Dzu and Dzu. We can solve this problem according
to [564, 79] to find the Pareto optimality of the two losses, but with much additional
computation. Here, similar to the method in [25], we introduce a simple solution to find
the steepest descent algorithm of the two-task optimization problem. The update rule
is O, t+1 = Op,+ + nd;, where 7 is the learning rate and the updating direction dy, ; is
determined by:

4.9 1

(dp, 1rar, ) =arg min _a+=[dl? st VLarOr,)7d<a,VLpOr, ) d <a.
w w deR™,aeR 2 v v

We show the proof that the solutions of the Equation (4.9) can find optimality or will
update the model along the steepest direction in Chapter 4.3. However, directly solving
the optimization problem of Equation (4.9) would be significantly slow, particularly in
models of high dimensionality exceeding millions of parameters. We can reformulate
the Equation (4.9) using the Karush-Kuhn-Tucker (KKT) conditions [31] to address the

constrained two-task optimization challenge as
(4.10) dp,t = —~AVLAF(Or, o) + BVLUpOr, 1), where A+f=1,

A =0 and B =0 serve as the Lagrange multipliers associated with the linear inequality
constraints. The unlearned user Cj, can locally execute federated unlearning based on
his erased data Dzu and remaining local data Dl::u using Equation (4.10) to optimized
both objectives of Equation (4.8). Then, C;,, uploads the unlearned local model .4}, (6;,)
to FL server for updating the global unlearning model. The FL server collects all users’
models, including the normal and unlearned models, to update the global model similar

to the traditional FL aggregation as
1 K

(4.11) M0) = = Y M (Op),
K k=1

where £ is the index of unlearned users, &, or the index of normal users, k., and K is

the number of total users.
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Algorithm 2: FedU via User-Side Influence Approximation Forgetting

Input: K is the number of users; E is the number of local epochs, 7 is the learning rate.
1 FL server executes:
2 Reinitialize the global model %5:0(0) — #(0) , and send it to all users;
3 User executes:
4 for all users in parallel do
5 for t=0,1,...,T do

6 if is unlearned user then

7 IAF-U(ku,Ml’i(B),E,Deu,Dzu);

8 Uploads .#; to server and recieves M,

9 if Veriﬁcation(ﬂ,ﬁ”,D;’;u ==Yes then change to normal user;
10 else
11 NormalTraining(k.,.#%(6),E,Dy,);
12 Uploads M,ﬁc to server and recieves /. *1;

13 IAF-U(k,,,.#.(0),D® ’DZ ): > Run on the unlearned user Cy,,
14 for E epochs do

15 Smaple a minibatch, {z; : (x;,y j)};.": 1» from erased dataset Dzu;

16 Sample a minibatch, {z; : (x;, y;)}].,, from remaining dataset D, I

17 Calculate the influence approximation forgetting loss #ar according to

Equation (4.7);

18 Calculate the utility preservation loss #yp according to Equation (4.1);

19 Calculate d using Equation (4.10) based on £ar and Zyp, and update the model
| as:0—0+nd

20 NormalTraining(kc,Mé(@),ch): > Run on normal FL user Cy,

21 for E epochs do

22 Sample minibatch {z; : (x;, y;)}]* ; from local Dy, ;

23 Calculate the training loss according to Equation (4.1);

24 Update: 68 — 8 —nVgl(-,0)

25 FL server executes:
26 Update unlearned global model, aggregating local models from all users as

Equation (4.11): 44 740) — £ XX 4t!(0y);
27 Return .#,(0);

4.2.4 Pseudocode of the Full Version FedU Algorithm

Assume the server has trained a FL. model .4 (6), which is then used as the initial model
for unlearning, denoted .#°(9). FL server sends the model to users to continue the FL
training (including unlearning and learning), shown in Line 2 of Algorithm 2. Users
who want to unlearn their local samples execute influence approximation forgetting
with utility preservation method (IAF-U) (Lines 13 to 19) based on the erased dataset
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D,eeu, and the sampled same size sub-dataset from D,’gu. For ease of simultaneously op-
timizing the data forgetting and model utility, we randomly select the subset from D,’eu
of the same size as Dzu. During the unlearning process, these unlearned users use a
Verification function to evaluate if the unlearned model forgets the erased data. We
use a simple backdoor inference method as the Verification function, which tests if the
model identifies the backdoored-erased samples with lower accuracy than randomly se-
lecting. Suppose the unlearned model passes the verification testing. In that case, these
unlearning users will stop unlearning and change their operation to normal FL users,
training models only based on the remaining local dataset. For those normal users, they
train the model using NormalTraining (Lines 20 to 24) as a regular FL process. When
receiving all users’ models of one iteration, the FL server updates the unlearned global
model of this iteration using FL aggregation Equation (4.11) as Line 26 and then sends

the updated model for the next round of training.

4.3 Theoretical Analysis

The Theoretical analysis includes three main goals. First, we analyze the bound for the
unlearning update using our IAF method. Second, we aim to demonstrate that the solu-
tions obtained from Equation (4.9) for the two objectives identify the steepest gradient
descent direction, thereby achieving optimality. Third, we will analyze the complexity
of our FedU.

4.3.1 Bound of our IAF Update

Our FedU achieves unlearning based on the IAF method, which is updated using Equa-
tion (4.6). In a strongly convex setting, we can achieve the unlearning update bound as

follows:

Theorem 1. For any z € Z, the function ¢(z,0) is A-strong convex, L-Lipschitz and M-
Hessian Lipschitz with respect to 0. Let D ~ 2™ be a set of n samples, and D¢ < D

denote the set of m delete requests for user k. Define the model point 0, as the empirical

minimizer over D\Dzu, i.e.,, 0, € argming ZzeD\DZ n_lm 0(z,0). Then,
u

2ML%*m?2

(4.12) 16, — éD\DZu [ < Bz

where the point Op\ D¢ is achieved using Equation (4.6) with current optimal 6*.
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We prove Theorem 1 based on the following Lemma 1.

Lemma 1. The original optimized model 0 trained on D, and 6, defined in Theorem 1,

satisfy the guarantee ||0* —0,]| < %

Lemma 1 is easy to derived based on the L-Lipschitz definitions in Theorem 1. Then,

based on Lemma 1, we can prove Theorem 1 as follows.
Proof. Define the functions #; and %, as

- 1 A 1
4.13) Z£10) = — l(z,0), L0) = — l(z,0).
' n ZEZD ? n—m zeDZ\De

Using the Taylor’s expansion for V.%(6,) around the point 8*, we get that
2 P * 2 7 * * M * 2
(4.14) VZL2(0,) - VLA07) - V" Lo(07)0, - 07| < glla —0.1%,

where M denotes the Hessian-Lipschitz constant for the function ¢(z,), i.e., IV3L0%)|| <
M. Since 6, is a minimizer of %, and #; is smooth, we have that V.%(0,,) = 0. Plugging

this in the above bound, we get

A N M
(4.15) IV.Lo(0%) + V2 Za(0)10, — 0% < §||9* — 0%
Note that
. 1
VL0 )= —— ) V(z,0%)
n—mzeDr
1 . 1 "
= Y Vl(z,07) - —— ) Vil(z,0")
n—m,cp n—=m ,cpe
(4.16) n R 1
= VL1(OF)— —— Z V(z,0%)
-m n—=m ,cpe
1 .
=-— Z Vé(z,07),
n—m ,cpe

where the equality in the second line holds because D" = D\D¢®, the third and last line
follows by using the definition of the £1(0%) and 0* is the minimizer for the function

£1(6*) and hence V.Z1(6%) = 0. Plugging the above in Equation (4.15), we get that

1 N M
(4.17) I-— Y Vl(z,0%)+ V2 L0, - 071 < E||9* —0,|2.

zeDe

Now, let us define a vector v such that

(4.18) B = 0" + ——(V2.25(0") " Y V(z,0%) +v.
m

- zeDe
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Plugging it to Equation (4.17), we can achieve that
7 * M *
(4.19) IV2 2200l = 110" = 0],

Since the function 522 is A-strongly convex, we have that ||V2°@2(9*)v|| = Allv| for any

vector v. Then, we can achieve that

Mo
(4.20) IIUIISﬁH@ —0ul".

Finally, with the Lemma 1 implies that [|0* — 0, < 22& and the above bound, we can
An

achieve that

2Mm?2L2

Pluggin in the vector v in Equation (4.18), we achieve that

1 . OIMm?2L>2
4.22 0,-0"————(V2LO@*N 'Y V(0" < ——
( ) 10, n_m( 2(607)) z;e (2,0 FEPS:

Theorem 1 bounds the deviation between éD\DZ achieved by our influence approx-
imation forgetting method and the empirical unlearned minimizer 6,. It suggests that
maintaining a relatively small size m of the erased data D¢ compared to the size n of

D in Equation (6.3) will help preserve model utility within a tighter bound.

4.3.2 Optimization Analysis

Here, we mainly aim to prove that the solutions of Equation (4.9) can find the steepest
gradient descent direction to achieve unlearning and utility preservation optimally. The

solution of Equation (4.9) will satisfy:
Lemma 2. Let (d, a) serve as the resolution to Equation (4.9).
1. If 6; is Pareto critical, then d; =0€ 2" and a; =0.
2. If 0, is not Pareto critical, then
(4.23) a; < —% Idell? < 0,VZLiar0)"d < a,VLyp0:) d < a.
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A FL model 6 is deemed Pareto critical if, within its vicinity, no other solution can
simultaneously offer better outcomes for both the influence approximation forgetting
and utility preservation objectives. Put another way, if d; = 0, it means no direction
capable of enhancing performance for both influence approximation forgetting and util-
ity preservation simultaneously. In this situation, improving performance for one task
will inevitably compromise the performance of the other, designating the solution as
a Pareto critical point. Conversely, when d; # 0, the conditions VLar0:)Td < 0 and
V%up0,)Td < 0 signify that d; represents a viable descent direction for both influence
approximation forgetting and utility preservation. Consequently, updates to the solu-

tion ought to proceed using 0 =0 +nd;.

4.3.3 Complexity Analysis

This section provides an in-depth analysis of the time and space complexities involved in
our FedU-U (with utility preservation) method. Here, p represents the total parameter
number of the FL model. Additionally, n signifies the sample number, and d stands for

the dimensionality of the feature vector.

Time Complexity: Let f(p) represent the time complexity associated with forward
propagation. As highlighted in [35], the time complexity for a single step of backpropa-
gation can reach up to 5f(p). Consequently, the complexity of calculating the derivative
for each training sample amounts to 6f(p). Hence, the overall time complexity for a
single training cycle involving all batches of the removed dataset, denoted as B, is
6f(p)B,. Assuming the unlearning procedure involves T, iterations, with each itera-
tion requiring ¢, time to complete, the cumulative runtime for the local model, focusing
solely on the removed dataset, is calculated as 6/ (p)B, T t,.

Our FedU-U approach incorporates a utility preservation training that utilizes a se-
lected subset from the remaining dataset. In this chapter, we set the size of this selected
subset to be equivalent to that of the erased dataset, B,,. Given that the time complexity
for a single instance of contrastive forward propagation is f.(p), the total runtime of the
FedU-U method is expressed as (6f(p) +6f.(p))B,Tyt,.

In the context of Hessian matrix-based federated unlearning (HFU) methods as dis-
cussed by [58], there’s a requirement to compute the Hessian matrix locally, utilizing
the local remaining dataset, indicated as B,. We use h(p) to represent the time com-
plexity for computing the Hessian matrix of the model. The total running time can be

formulated as (6f(p)B, + h(p)B,)Tit,. To quantify the efficiency improvement, let v
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represent the acceleration factor, as determined by the equation
Ty | (6FD)+h(DF)Thts
T Bf(P)+6fe(p)Tuty

where ¢, and t; represent the duration for a single iteration of local training for Algo-
rithm 2 and the HFU method [58], respectively.

(4.24) v

Space Complexity: In our Fed-U approach, while we retrain the model for utility
preservation, this process relies on a subset of data that is equivalent in size to the
dataset marked for erasure. As a result, the space complexity of our method exhibits
linear complexity, specifically ©(2d|D¢| + p). This is significantly more efficient com-
pared to existing Hessian matrix-based methods, which require quadratic complexity to
compute the Hessian matrix using the remaining dataset, the size of which is n — |D*|.

Thus, the space complexity for Hessian-matrix-based methods is G(d?(n — |D¢|) + p).

4.4 Performance Evaluation

In this section, we thoroughly assess our federated unlearning methods through exten-
sive experiments. The majority of evaluations in this chapter focus on the unlearning
of backdoored samples to clearly demonstrate the effect of the unlearning process. We
first illustrate overall effect evaluations of our method and the state-of-the-art feder-
ated unlearning methods in Chapter 4.4.2. Second, an evaluation of the model from the
perspective of the FL server is detailedly discussed in Chapter 4.4.3. This evaluation en-
compasses three key aspects: the impact of the number of unlearned users, the erased
data ratio, and the number of total FL users. Third, we present a detailed evaluation
of local unlearning training in Chapter 4.4.4, which offers a comparison from the user’s
perspective. Finally, we also conduct an experiment to unlearn normal data in FL to

evaluate different federated unlearning methods in Chapter 4.4.5.

4.4.1 Experiment Setting

Datasets and Compared Benchmark. We carry out comprehensive experiments us-
ing three popular public datasets, MNIST [20], CIFAR10 [48], and STL-10 [18]. The
three datasets are benchmark datasets for image classification tasks, which cover a
wide range of object categories with different learning complexities. We compare the
performance of our proposed methods with the state-of-the-art federated unlearning

method [58]. Since the state-of-the-art method is based on the Hessian matrix, we call
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it Hessian-based federated unlearning (HFU). All the comparisons are conducted in the

federated learning setting.

Models. In our experiments, we utilize two model architectures of different sizes: a 5-
layer multi-layer perceptron (MLP) with ReLU activations and ResNet-18. Specifically,
we employ the 5-layer MLP model trained on MNIST, and the ResNet-18 model trained
on CIFAR10 and STL-10.

During the implementation of FL model training, the minibatch size is fixed at 100,
and the local datasets of all users are independent and identically distributed (IID)
and balanced. The learning rate is set to 7 = 0.001 for training models on MNIST, and
1 = 0.0005 for training models on CIFAR10 and STL-10. Each user’s local epochs are
E =600 for MNIST and E = 100 for CIFAR10 and STL-10. The FL model typically
requires 20 global iterations to converge on MNIST and 40 global iterations on CIFAR10
and STL-10, respectively. All models were developed using PyTorch and tested on a
cluster equipped with four NVIDIA 1080Ti GPUs.

Evaluation Metrics. For a robust evaluation of unlearning methods, our experiments
follow a widely recognized unlearning verification protocol [40]. This involves initially
mixing backdoored samples into training datasets for the FL model training. Subse-
quently, we deploy federated unlearning methods to remove these backdoored samples.
After unlearning, we verify whether the backdoor can still attack the model to verify
the unlearning effectiveness. Therefore, we have two metrics to assess unlearning effec-
tiveness, i.e., the accuracy on the test dataset and the backdoor accuracy on the erased
dataset [40]. To evaluate the efficiency, we consider the running time, determined by
timing the training duration for one batch and then multiplying this by the number of

training epochs.

Table 4.2: General Evaluation Results on MNIST, CIFAR10, and STL-10

MNIST, K =10,K, =3,EDR =10% CIFAR10,K =10,K, =3,EDR =10% STL-10,K =10,K, =3,EDR =10%
Origin HFU FedU FedU-U Retrain Origin HFU FedU FedU-U Retrain Origin HFU FedU FedU-U Retrain

Running T. 44 88 132 8.8 44 220.8 16.56 16.56 16.56 220.8 154 6.1 8.13 6.1 154
Accuracy 97.7% 96.62%96.76% 97.7% 97.6% 80.7% 79.3% 78.95% 80.16% 80.4% 52.93% 50.83% 50.98% 51.23% 52.68%
Bac. Acc. 100% 5.43% 4.86% 3.96% 0.08% 89.4% 7.01% 6.04% 3.73% 0.3% 15.22% 1.71% 1.33% 1.0% 0.5%

FL server

MNIST, K =10,K, =3,EDR =10% CIFAR10,K =10,K, =3,EDR =10% STL-10,K =10,K, =3,EDR =10%
Origin HFU FedU FedU-U Retrain Origin HFU FedU FedU-U Retrain Origin HFU FedU FedU-U Retrain

Running T. 2.2 044 0.22 044 198 552 33 055 110 4968 385 177 038 115 3.85
Accuracy 100% 87.00% 83.83 99.97% 100% 100% 84.99 % 82.19% 96.39% 100% 100% 79.99% 74.00% 88.99% 100%
Bac. Acc. 100% 0% 0% 0% 0% 100% 0% 0% 0% 0% 85.99% 2.13% 5.99% 1.99% 0%

User k,
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4.4.2 Overall Evaluation

We present a general and comprehensive evaluation of various federated unlearning
methods applied to MNIST, CIFAR10, and STL-10, analyzed from the viewpoints of both
the FL server and the unlearning users, as depicted in Table 4.2. We mainly compared
three unlearning methods, HFU, FedU and FedU-U, where HFU [58] is the state-of-the-
art federated unlearning method, FedU is only executing the influence approximation
forgetting method in the user-side, and FedU-U adds the utility preservation method
in FedU. We also conduct experiments on retraining from scratch, which, while being
the gold-standard method for unlearning, comes with substantial computational costs.
We configure the total number of FL users (K) to be 10, with the number of unlearning
users (K,) set to 3, and the erased data ratio (EDR) of each user’s local dataset at 10%.

From the perspective of the FL server, compared with HFU and FedU, FedU-U
achieves the best performance in all metrics. FedU-U achieves similar effectiveness as
retraining but a speedup of at least more than 5x than retraining from scratch. For
example, on MNIST, it maintains the model accuracy as the original model, without
any model utility degradation, meanwhile reducing the backdoor accuracy to 3.96%. It
reduces the FL model’s training time from 44 to 8.8 seconds. On STL-10, the running
time of FedU-U speedup is more than 20x than the retraining method, with only round

1% model accuracy degradation.

From the perspective of the unlearned user, FedU-U consistently exhibits superior
performance in effectiveness, i.e., the highest accuracy within the residual local dataset
and the most effective removal of backdoors. However, FedU-U consumes more running
time than FedU because FedU only executes the component of influence approximation
forgetting. Additionally, HFU always consumes the most local running time due to the

necessity of calculating the Hessian matrix using the remaining local dataset.

4.4.3 Evaluation of Global Model

This chapter demonstrates two critical variables, K, and EDR, which significantly im-
pact unlearning performance. To assess the scalability of various federated unlearning
methods, we further investigate the impact of the total number of FL users, represented
as K. When evaluating the impact of K, or EDR, we fix another variable and set K = 10.
When we evaluate the impact of K, we keep the ratio of unlearned users % =30% and
EDR =10%.
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Figure 4.2: The model accuracy, backdoor accuracy and running time of various K, on
MNIST, CIFAR10, and STL-10.

4.4.3.1 Impact of the Number of Unlearned Users

On all datasets, when evaluating the model’s performances on different K,, we keep
EDR =10% and K = 10. Figure 4.2 displays the results of different federated unlearning
methods of various K, on MNIST, CIFAR10, and STL-10 datasets. It is observed that
the backdoor accuracy of the original FL. model escalates with an increase in K,,, as
depicted under “Origin” in the middle column in Figure 4.2. All methods successfully
reduce the backdoor accuracy lower than 10% and have a better removal effect as K,

increases.

In the models’ accuracy aspect, shown in the first column in Figure 4.2, FedU-U
achieves the least degradation and is the only one similar to the retrained model’s accu-
racy. HFU and FedU perform similarly on all three datasets when K, is small. However,
when K, increases, the accuracy of FedU drops worse than that of HFU on MNIST and
CIFAR10. The running time is different on MNIST, CIFAR10 and STL-10 when K,
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Figure 4.3: The model accuracy, backdoor accuracy and running time of various K on
MNIST.

increases presented in Figures 4.2c and 4.2f. We analyze it depending on the distinct
models, datasets and backdoor extents. On MNIST, when K < 2, since the model is shal-
lowly backdoored, the model is easy to unlearn and hence consumes less time. However,
on CIFAR10, the Resnet18 model is harder for a few users to modify than an MLP model
(on MNIST), hence taking more time when K is small. Notably, both FedU and FedU-
U achieve a 5-fold speed-up in comparison to retraining from scratch. By contrast, on
STL-10, the backdoor method almost failed to backdoor the global FL. model, less than
50% when K, = 5. Since the global model is not well-backdoored on STL-10, removing

the influence of backdoored samples takes less time.

4.4.3.2 Impact of the Number of Total FL Users

We conduct additional experiments varying the total number of FL users, denoted as K,
to showcase the scalability of different methods. We keep the ratio of unlearned users
% =30% and EDR = 10%. The performances of the FL global models on MNIST are
shown in Figure 4.3. FedU-U still works effectively in all evaluation metrics as the total
number of FL users increases, while HFU has a huge accuracy degradation and running
time increase. We parallelly train the same epochs with the same minibatch size of the
local users’ models, so the total retraining time will not increase as K increases. These

results demonstrate the superior scalability of FedU-U and FedU.

4.4.3.3 Impact of the Erased Data Ratio

Figure 4.4 shows the models’ performances of different local erased data ratios EDR
on MNIST and CIFAR10. In this situation, K;,, = 3 and K = 10, the unlearned users
with all different EDR from 2% to 10% can successfully backdoor the global model, as
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Figure 4.4: The model accuracy, backdoor accuracy and running time of various EDR
on MNIST and CIFAR10.

shown in Figures 4.4b and 4.4e. All unlearning methods also have completely removed
the influence of backdoored erased data from the global model, making the backdoor
accuracy lower than random selecting 10%. These methods consume less running time
as EDR increases, shown in Figures 4.4c and 4.4f. They save more than half the running
time than the retraining method in all EDR. When EDR = 10%, FedU-U requires less

than 1/5 of the running time compared to retraining.

On CIFARI10, all methods can achieve a speedup of more than 10x when EDR is
large. However, when EDR is small, the complex nature of learning tasks on CIFAR10
leads to that if the global model has been compromised with a backdoor, it becomes more
challenging to effectively unlearn the backdoor with just a small number of erased sam-
ples. From the utility degradation aspect, as shown in Figures 4.4a and 4.4d, FedU-U
performs best, keeping similar accuracy as the retraining method without degradation.
FedU and HFU have a larger accuracy degradation than FedU-U, around 1% accuracy

reduction, and FedU has a similar accuracy performance as HFU.
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Figure 4.5: Accuracy and backdoor accuracy changes (a and b), and optimization (ab-
breviated as Opt.) results (c and d) in local unlearning training.

4.4.4 Evaluation of Local Unlearning Training

Overall Local Unlearning Results: Since the evaluations on the unlearned user’s
side have a minor relationship to different K, we only show the comparison of different
EDR. The outcomes related to accuracy and running time on the remaining data for
MNIST and CIFAR10 are presented in Figure 4.6. Specifically, Figure 4.6a illustrates
the model accuracy on the remaining local dataset for MNIST, where FedU-U performs
similarly to the retraining method, which keeps almost 100% accuracy. FedU and HFU
have an obvious accuracy degradation, which moreover decreases as EDR increases.
The model accuracy results on CIFAR10 in Figure 4.6b show a similar conclusion. The
running time results for MNIST and CIFAR10, as illustrated in Figures 4.6¢c and 4.6d
demonstrate that FedU achieves the lowest running time cost, making it the most effi-

cient, while FedU-U ranks as the second most efficient method.

Detailed Unlearning Optimization Results: Figures 4.5a and 4.5b illustrate the
detailed fluctuations in accuracy on the unlearned user’s local remaining dataset and

the backdoor (abbreviated as bac.) accuracy on the local specified-erased data across
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Figure 4.6: Local Performances on MNIST and CIFAR10

each local training epoch. These details highlight the optimization process for achiev-
ing the objectives of forgetting and utility preservation. FedU-U uniquely maintains the
accuracy on the residual dataset throughout the unlearning process, and its backdoor
accuracy decreases more rapidly than that of FedU and HFU. Moreover, FedU performs
better than HFU, with faster backdoor accuracy dropping and slower accuracy degrada-
tion on MNIST. FedU can successfully eliminate the influence of the specified dataset,
but its accuracy on the remaining dataset degrades as the unlearning training contin-
ues. HFU can effectively forget the erased data. However, this process simultaneously

compromises the local model utility on the remaining dataset.

Figures 4.5¢ and 4.5d display the local optimization results of all unlearning meth-
ods, detailing the progress towards the goals of influence approximation forgetting and
utility preservation in federated unlearning on MNIST and CIFAR10. In these two
figures, we illustrate the effectiveness of utility preservation through the model ac-
curacy on the remaining data and gauge the effect of forgetting as Forgetting =1 -
backdoor accuracy. FedU-U excels in both utility preservation and forgetting effec-

tiveness, attaining a perfect score of 100% for each. While some outcomes from FedU
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Figure 4.7: Local unlearning normal data training.

manage to strike a balance between forgetting and utility preservation, they do not
reach the optimal level demonstrated as FedU-U. HFU struggles to optimally balance
the two goals, as its optimization results primarily favor either maximal utility preser-
vation with minimal forgetting effect or vice versa, making it challenging to achieve a

satisfactory compromise between the two.

4.4.5 Evaluation of Unlearning Normal Data

We also assess HFU and FedU-U in the context of unlearning normal data on MNIST
and CIFAR10, as detailed in Figure 4.7. In this experiment, our aim is to discern the
differences between unlearning backdoored samples and normal IID data. Here, we
set the EDR = 6%. The experimental findings indicate that the removal of normal data
inevitably diminishes the utility of the original model more than unlearning backdoored

samples that we showed before.

The accuracy of HFU declines rapidly with ongoing model training on both MNIST
and CIFAR10. There is no distinct gap between model accuracy on the remaining dataset
and the erased dataset, which indicates that HFU is unable to unlearn the specified
data without detrimentally affecting the knowledge learned from the local remaining
dataset. Conversely, FedU-U widens the accuracy gap. This indicates that FedU-U en-
ables the model to eliminate the contribution associated with the specified data, even
when the data is normal IID, while still preserving the original model. Throughout the
training process, FedU-U achieves an accuracy gap exceeding 15% on MNIST. HFU
fails to replicate this unlearning effect, struggling to erase the contribution of IID data

without compromising the original utility of the model.

63



CHAPTER 4. FEDU: FEDERATED UNLEARNING VIA USER-SIDE INFLUENCE
APPROXIMATION FORGETTING

4.5 Further Discussion

While checking if a backdoor was unlearned can be seen as a necessary condition to
check whether the data was unlearned, unlearning a specific pattern as the backdoor
triggers might be different than unlearning the benign or normal data. We have con-
ducted additional experiments on normal data in Chapter 4.4.5, which demonstrates
that unlearning normal data will harm the utility of the original model more than un-
learning the backdoored samples because the erased normal data is similar to the re-
maining data. Even though, FedU-U can significantly mitigate the utility degradation
than the state-of-the-art methods [58].

Another concern is that for just a few unlearning users, all other users should need-
lessly run retraining, and it is not practical. Necessitating non-unlearn users to conduct
additional training steps impacts efficiency, unlearning effectiveness, and model utility.
Involving more additional nodes to participate in unlearning training will increase the
computation consumption. At the same time, it also enhances model utility, as the in-
clusion of more nodes equates to a greater diversity of remaining datasets. However, as
the number of non-unlearn nodes increases, the unlearning effect may be diminished,
with the influence of the unlearned client’s data being progressively reduced. Explor-
ing how many non-unlearn users participate in the retraining to balance the efficiency,
unlearning effect, and model utility preservation will be our future work. Alternatively,
using mode connectivity [107] to learn the knowledge based on the former model up-
dates of normal users and several benign samples will be a possible solution that avoids

the retraining of normal users.

4.6 Summary

In the chapter, we propose FedU and the full version FedU-U to solve the federated
unlearning problem. First, FedU-U forgets the information of erased samples by sub-
tracting the estimated data influence from the trained models. Second, it mitigates the
accuracy degradation caused by unlearning using a utility preservation method and an
adaptive optimization scheme. We conduct comprehensive experiments to assess the
effect and efficiency of the proposed approaches, which show superiority over the state-

of-the-art federated unlearning methods.
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CHAPTER

EVALUATING MACHINE UNLEARNING BASED ON
MODEL DIFFERENCE

ncreasing attention is being paid to machine unlearning, which supports indi-

)«

viduals’ “right to be forgotten.” While most studies focus on the efficiency and

effectiveness of unlearning algorithms, the evaluation of machine unlearning ef-
fectiveness remains underexplored. Offering robust evaluation services for unlearning
is critical, not only to uphold privacy legislation but also to assess and improve exist-
ing unlearning methods. Lots of existing methods employ backdoor methods to evaluate
unlearning effectiveness, which can only verify the unlearning effect of backdoored sam-
ples and negatively impact the model utility as they need to embed backdoors into the

model first.

In this chapter, we propose the evaluating machine unlearning (EMU) method, which
aims to evaluate the effectiveness of unlearning and verify data removal. Machine un-
learning inherently creates a difference on the model before and after unlearning. The
model difference contains information about the unlearned samples. Even if the erro-
neous update of over-unlearning on the retained parameters, the model difference would
contain the over-unlearning information and increase at the same time. We utilize the
influence function theory to simulate changes of the unlearning model to generate the
evaluating inputs efficiently. Additionally, we design a multi-task information bottle-
neck structure to enhance the scalability of EMU and simplify the analysis of different

learning tasks. We provide a theoretical analysis of how the similarity between erased
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and remaining samples, as well as task types, affects the extent of unlearning—factors
that have been largely overlooked. Extensive experiments on various model architec-
tures and representative datasets confirm our analysis, demonstrating the effective
evaluation for unlearning genuine samples and the model utility preservation of our
method.

5.1 Problem Statement and Scheme Definition

In this section, we start by introducing the problem statement, then the requirements

and metrics of our scheme.

5.1.1 Machine Unlearning Evaluation Problem

To enhance comprehension of the unlearning evaluation challenge, we begin by outlin-
ing the core steps involved in the unlearning process.
Machine Unlearning. The common machine unlearning process includes three phases.
(1) The ML server trained a model with parameters 8* based on dataset D. Then, (2)
users upload the requested unlearning dataset D, to the server for unlearning oper-
ations. (3) After receiving the unlearning requests, the server employs an unlearning
method % to unlearn D,’s influence from 6, outputting an unlearned model 6, p\p, .
Given that users may have limited means to ascertain the effectiveness of unlearn-
ing, it is crucial for the server—possessing greater computational resources and data
access—to assist in evaluating the unlearning execution. We subsequently introduce

the problem of machine unlearning evaluation from the ML server’ perspective.

Problem Statement (Evaluating Unlearning Effectiveness). Given the above machine
unlearning services, the ML server is tasked with assessing the effectiveness of the un-
learning algorithm % in removing the influence of the unlearning dataset D, from the
original model 0*. This involves evaluating to what extent the updated model parameters

0..p\D, forgetting the information of D,.

The unlearning effectiveness evaluation is essential for ensuring that the unlearn-
ing process has been properly executed. By accurately assessing the extent of unlearn-
ing, the server helps maintain user trust, uphold data privacy standards, and provide

feedback on the unlearning algorithm design.

66



5.1. PROBLEM STATEMENT AND SCHEME DEFINITION

5.1.2 Unlearning Evaluation Requirements and Metrics

We now define the requirements of an effective solution to the unlearning evaluating
problem. In terms of verification capacity and model utility preservation, the scheme
must be able to verify the data removal, assess unlearning effectiveness, and preserve
model functionality. Since we evaluate the unlearning effectiveness by assessing the
unlearned information of the model difference, we first define the model difference.

Model Difference. We can subtract the original-optimized model parameters value

using the unlearned model parameters value as the unlearning model difference,
(5.1) AO=6,-0%,

where 0, is the parameters of the unlearned model, 6* is the parameters of the original
trained model, and A6 is the model difference, also called unlearning update.

Data Removal Verifiability. Existing methods treat the unlearning model difference
as a privacy breach and train membership inference models to infer whether the un-
learned samples in the training dataset in a black-box setting [15, 50]. Similar to these
works, we train a verifying model to infer whether the unlearned samples are still in
the remaining dataset to determine if the unlearning is executed. With the white-box
access, the server can easily know the model difference, hence providing a high-accurate
data removal verification. We use the Verifiability metric to assess the performance of

the verifying model, which computes the correct predicting ratio as

(5.2) Verifiability := 1 Y W(Verifier(6*,0,,x,) = 1),

xy €Dy,
where m is the size of D, and [ is the indicator function that outputs 1 when the state-
ment is true (i.e., Verifier(6*,0,,x,) = 1) and 0 otherwise.
Assess How Much Information is Unlearned through Unlearned Information
Reconstruction. We train a reconstructing model to distill the unlearned knowledge
based on the model difference. To assess the unlearning effectiveness, we use the metric

of cosine similarity between the erased and reconstructed samples,

X, X,

(5.3) Rec. Similarity: sim(X,,X,) = ————.
TR X

Here, X, is the original unlearned data vectors, and X, is the reconstructed vectors, and
X, X, is the corresponding dot product. 1 X,|| and ||X,|| are the Euclidean norms of

the two vectors. For the same reconstruction model, a larger reconstruction similarity
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reflects more information related to the unlearned data contained in the unlearning
model difference.

Functionality Preservation. The unlearning evaluating scheme should not come at
the cost of significant model utility degradation. In other words, the performance of the
model after processing evaluating should be only slightly worse than, if not equivalent
to, the originally trained model. The formal definition is

5.4 Pr [6(x)=y]l= Pr [0 =yl.
(5.4) (x,y)I;D[ (x)=y] (x,y)r(::D[ E(x) =yl

It checks that the performance of the model with an evaluating module 0g does not

deviate too much from those of original trained 6.

5.2 EMU base on Model Difference

5.2.1 Overview of the EMU

We solve the unlearning effectiveness evaluating problem by analyzing the difference
between the model before and after unlearning, which is called EMU. Specifically, EMU
includes three main components: unlearning model difference generation, assessment
model training, and random division to make EMU suitable for multi-sample unlearn-

ing evaluation.

5.2.2 Unlearning Model Difference Generation

When preparing the unlearning model difference, we should notice that only waiting
for the unlearning requests for model difference generation is impractical and slow. To
speed up the process, we sample an auxiliary dataset D, from the full training dataset
D. It is easy to implement as the server has access to all the training data. The model

difference based on the current trained model 6* and D, can be described as
(5.5) AOy, =O0p\(x,eD,)— 0"

This is an example to generate model difference Af,, for a single sample x, € D,. In
multi-sample scenarios, we just need to sample a subset {x1,x9,...,4,} €D, as the simu-
lated unlearning dataset D,. One drawback is that the training computation consump-
tion is expensive if we prepare the unlearning model difference by conducting a gold-
standard unlearning method, retraining from scratch. To simulate the model difference

efficiently, we utilize an influence approximation method to achieve approximate A6.
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Approximate Model Difference Generation. The process is similar to approximate
unlearning methods but is based on the influence function theory in ML [4, 6, 47]. In-
deed, we do not need to truly unlearn the model. We just calculate the approximate

unlearning model difference at current 6*, which can be approximated as follows.

Theorem 2 (First-order model difference approximation). When computing the influ-
ence of a few samples, such as m samples, the scaling of the first-order O is %, while
the scaling of the second-order coefficient is 'Z—;, which is very small when n is large.
Thus, the second-order term can be ignored, and the model difference can be approxi-

mated using the first-order influence estimation as

1

n—m

(5.6) A0 =0p\p, —0* = Hy' Y VL(xy;0%),

xy €Dy,
where Op\p, is the unlearning model, andH 5*1 denotes the inverse of the Hessian matrix

evaluated at 0*.

We omit the proof of Theorem 2, which is similar to the proof in [47]. Calculating
the model difference using the above approximation method has been demonstrated to
be much more efficient than the naive retraining method. During the practical training
process, we can utilize the stochastic estimation method and Hessian-vector products
(HVPs) to further speed up the Hessian matrix calculation following [47].

Based on the influence function theorem of approximate model differences, we can
further analyze how the similarity between the removed samples D, and the remaining
samples D\D, affects the model differences. For easy understanding, we simplify the
two similarity scenarios: removing a unique sample (a sample that appears only once in
the dataset, lowest similarity) and removing a duplicate sample (a sample that appears

multiple times, highest similarity). Then, we have the following theorem.

Theorem 3 (Model difference influenced by erased samples). Let D be a training dataset
of size n, possibly containing duplicates. Let x,niq. be a unique sample in D (appears
only once), and let x4 be a duplicate smaple in D (appears k times, k = 2). Given a convex
loss function L(x;0), the unlearning change in model parameters AQ; when removing a
sample x; is proportional to the influence of the sample on the model. Specifically, for a
unique sample x,n;q. and a duplicate sample xq appearing k times, the model diiferences

satisfy:
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Figure 5.1: The MT-IB Structure.

when k = 2, assuming the gradients VoL(xy,;q.;0) and VgL(x4;0") are of comparable

magnitude.

We present the proof of Theorem 3 in Section 5.3.1.
Simplify Unlearning Model Difference with Specific Layer Difference. We can
achieve the best evaluating effect if we use the flattened parameters of the service model
difference. However, using all the parameters as input for evaluating would be compu-
tationally expensive especially the models are large. We design the multi-task infor-
mation bottleneck (MT-IB) structure and only choose the difference of the informative
representation layer to replace the whole model difference to improve the scalability.

Different from the original information bottleneck (IB) architecture [2, 88], we de-
sign the MT-IB structure as shown in Figure 5.1. MT-IB includes two different output
layers to assist in analyzing how the different ML tasks will influence the unlearning
effect and extent. Layers from the input layer to the representation layer are the same
as in the original IB, minimizing mutual information between the representation Z and
the original sample i. We divide the layers following the representation layer into two
task objectives: the classifying task and the autoencoding task. The classifying task
maximizes the mutual information between Z and the task target Y, I(Z;Y). The au-
toencoding task aims to learn the most information about the original samples. Hence,
it maximizes the mutual information I(Z;X). We rewrite the IB objective for the MT-IB

as below,
(5.8) Ly = 1(Z;1) -1 -a)I(Z;Y) - al(Z; X)),

where a € [0,1] is a proposed task weight that controls the model attention between the
classifying and the autoencoding tasks. When a = 0, the MT-IB is a classification model,
and when a =1, the MT-IB is an autoencoding model. Changing a from 0 to 1 indicates
the learned information extent about the original data X and assists in analyzing how

the ML task T influence unlearning effectiveness, and we have
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Theorem 4 (Upper bound of representation layer information for task type 7). In the
IB framework, for a given learning task T and input data X, the information that the
representation layer Z learned is upper-bounded by the mutual information between X
and the task T':

(5.9) I(X;T)=1(Z;T).

It implies that the learning task highly impact the information that the represen-
tation learned, hence influence what the representation unlearned during unlearning.

We present the analysis of Theorem 4 in Section 5.3.2.

5.2.3 Machine Unlearning Evaluation Models Training

Inspired by [76], we train the Reconstructor using an autoencoder, which includes an
encoder and a decoder. The target of the Reconstructor is to learn an encoding for the
model differences A,0,. Here, A, means the difference of representation layer Z. In the
autoencoder model, the encoder takes the model difference as the input and encodes it
into a latent representation y, and the decoder needs to decode the latent representation
to recover the erased samples. We use mean squared error (MSE) as the loss function,

which can be described as
(5.10) Lrec = 11Xy — X435,

where X, is the reconstructed sample for X,,. As introduced in Equation (5.3), we can
use the reconstruction similarity to assess the unlearning extent of specified data on
the model.

5.2.4 Random Division Strategy for Multi-Sample Unlearning

Evaluation

If we follow the above procedure to train the assessment model, it will be effective for
single-sample unlearning evaluation. However, unlearning evaluation for multi-sample
scenarios is challenging because all samples’ information in this unlearning setting is
interwoven into one model update. We propose the following strategy to enable the as-
sessment model to reconstruct for multiple samples.

Influence-based Division. The influence-based division strategy continues utilizing
the convenient properties of the first-order model difference approximation method. Af-
ter achieving the overall model difference A,0p, for multiple samples, we directly sim-

ulate the model influence approximation for each sample. Then, we divide the received
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total model difference by the calculated weight of each sample. Suppose each divided
model difference obeys a Gaussian random distribution; then we have:
A.0p,
H,1Y. cp, VL(x,;0%)
st. Afp, = Y A0,

xy €Dy,

A0y, ~ N ( -VL(x,;0%),0%),

(5.11)

In Equation (5.11), we treat the assigned model difference as the mean and a deviation
is added to it. The requirement is that the sum of the divided model difference slice
> x,ep, A20x, should equal to the received entire model difference A.0p,. Thus, we en-
sure every inference and reconstruction has a special separated model difference, and

no additional noise will be introduced to the original A,6p,,.

5.3 Theoretical Analysis

5.3.1 Proof of Theorem 3

Proof. According to empirical risk minimization (ERM), the model parameters 6* min-

imize the empirical risk over training dataset D:
1 n
(5.12) 0" = argmin — Z L(x;;0).

The influence of a sample x; on the parameters 0" can be approximated using influence
functions according to Theorem 2:
1
(5.13) A; = ——IH—lng(xj;e*),
n —
where H is the Hessian of the total loss at 6*. The model difference when removing a

unique sample x,;q. is
1
(5.14) AOyniq. = _EH_IVHL(xuniq.§6*)-

. ol . . . 1 .
Since x,,;4. appears only once, its influence is proportional to = . After removing one

instance of x4, it appears k£ —1 times in D\4. The model difference is
1 1 w1
(5.15) A0y~ ———H “(VgL(xq;0") x —).
n-1 k

Assuming gradients are comparable, i.e., [[VgL(xyniq.;0%)Il = IVgL(xq;0")|l. The ratio of
model difference is

”Aeuniq.” 1
5.16 —— =~ —=kFk.
(©.16) 1A |l 1/k
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Since k£ =2, we have

Here, we also provide an example to explain how the similarity of the erased and
remaining samples influences the unlearning model difference and unlearning evalua-
tion.

Let us consider a linear model with parameters 6 and two input vectors vy =[v1,1,v1,2,v1 3]
and vo =[v1,1+€1,v12+€2,v13+€3]. If €; (for i €[1,2,3]) represents dissimilar difference
(could be noise or other dissimilarities), then vy can be represented by v; as vo = vy +e€.

If € = 0, then vg = vi. Assume we have a model 0,, trained on vy, and then we train it on

ve and achieve

H[Vl,vzl = 9V1 + AQVI(VQ)
(5.18) =0y, + A0y, (v1 +6)
=0y, + A0y, (v1) + AOy, (€).

Since the linear model 0y, is optimized using vi, the Afy,(v1) will be minimized at
the same time, i.e., AOy,(v1) = 0. Now the A0y, (ve) =~ Ay, (¢). If the dissimilarity ¢ =
0, then the model difference AfO,,(v2) = Oy, v, — Oy, for unlearning vo from 0y, v, Will
be approximate to 0, which is hard for reconstructing unique information of vq. If € >
0, then we can reconstruct the unique information of vo that different from v; using
ABy, (€).

5.3.2 Impact of ML Task Type

During the training structure of MT-IB in Figure 5.1, the Markov chain of classifying
task is established as i : (X,Y) — Z — Y. The Markov chain of autoencoding task is
established as i : (X,Y) — Z — X. Due to the Markov chain principle, once information
is lost in one layer, it cannot be regained in subsequent layers. This process can be

described using mutual information as

Classifying task: IX;Y)=1(Z;Y)=1I(Y,Y)

(5.19) N
Autoencoding task: I(X;X)=1(Z;X)=1(X,X).

Assume we have a task T, following the Markov chain in the MT-IB model struc-

ture, we have i : (X,T) — Z — T'. For an effective IB model for task 7', it needs to learn
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a representation Z that maximizes the mutual information I(Z;T). According to the
Markov chain and the mutual information relationship in Equation (5.19), we have
I(X;T)=I(Z;T) = I(T, T). Now, we have the reconstruction upper bound from the mu-
tual information perspective is I(X;T).

When the task is an autoencoding task, the T is to recover X, and the model will
learn most information about data X, hence, achieving the largest mutual information
I(X;X)=H(X). When the task T is not related to the data X, and the model will learn

nothing about T from X, hence, achieving the lowest mutual information I(X;T) = 0.

5.4 Performance Evaluation

5.4.1 Experimental Settings

In this section, we first introduce the datasets, models, and evaluation metrics used in
the experiments. Then, we introduce the compared unlearning evaluation and verifica-
tion methods, and the machine unlearning benchmarks.

Datasets. We have conducted experiments on three representative datasets: MNIST
[20], CIFAR10 [48], and CelebA [59]. Both MNIST and CIFAR10 are used to train a
10-class classification model. Our experiment on the CelebA dataset is a binary classifi-
cation task that aims to recognize the gender features based on the CelebA face images.
Models. We employ three model architectures of varying sizes for our experiments: a 7-
layer convolutional neural network (CNN), a 5-layer multi-layer perceptron (MLP), and
ResNet18. For the MNIST dataset, we employ two MLPs to form the reconstruction
model. For models that on CIFAR10 and CelebA, we employ two CNNs to establish
the Reconstructor. The ML service model for all datasets follows the MT-IB structure,
with ResNet-18 used before the representation layer to learn effective features. After
the representation layer, a 5-layer MLP is used for classification, and a 7-layer CNN for
autoencoding.

Additionally, we implement a verifying model built as a 5-layer MLP to directly
evaluate the verifiability, ensuring our method is comparable with these backdoor-based
verification techniques. We train this verifying model post-reconstruction to determine
whether recovered samples are unlearned to assess the data removal. The process starts
with constructing a dataset for verification. In this dataset, we set the label to 1 for the
samples reconstructed from the model difference of the unlearned samples. Conversely,

for data that hasn’t undergone the unlearning process, a negative label is assigned to
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both the instance and its corresponding reconstructed pair. We then train a Verifier
model using the constructed data, and the fully trained model is returned as the final
verification model.

For the MNIST dataset, we use a learning rate of n = 0.001, and for CIFAR10 and
CelebA, the learning rate is set to 7 = 0.0005. The minibatch size is 16 for MNIST and
CIFAR10, and 160 for CelebA. All experiments are implemented in PyTorch 3.8 and run
on NVIDIA Quadro RTX 6000 GPUs.

Metric. We use the model accuracy to evaluate the model utility preservation, the re-
construction similarity between the reconstructed sample X, and erased sample X,
to assess the unlearned extent, and verifiability to recognize whether the data is un-
learned. Additionally, we employ the running time to evaluate the efficiency. We sum-

marize the metrics as follows:

* Model Accuracy. It is used to evaluate functionality preservation and to show if

the evaluating methods will influence the original ML service utility.

* Reconstruction Similarity. It assesses the unlearning effectiveness by recon-
structed cosine similarity between the reconstructed sample X, and erased sam-

ple X, as shown in Equation (5.3).

e Verifiability. It is utilized to assess the data removal, which calculates the clas-

sifying accuracy of the Verifier as Equation (5.2).

* Running Time. It assesses the efficiency of methods, calculated by recording the

time used in each training batch and multiplying it with the training epochs.

Unlearning Evaluation and Verification Methods. There are primarily three un-
learning verification methods [38, 40, 82], all using the backdooring techniques. Guo et
al. [38] put much attention into designing invisible backdoor triggers, hence, to some
extent, diminishing the verification ability. MIB [40] has the best verification effect
among these three method. Therefore, we directly compare our EMU with the MIB
method. Note that these backdoor-based solutions can merely verify the unlearning of
backdoored data. Therefore, our experiments for MIB are mostly set for unlearning
backdoored samples. By contrast, we evaluate our method for unlearning genuine data.
Machine Unlearning Methods. We conduct the machine unlearning evaluation ex-
periments on four mainstream unlearning methods: SISA [11], HBU [36], VBU [67] and

RFU [97]. We briefly summarize these unlearning benchmarks below,
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e SISA [11]. SISA is an exact unlearning method. The main process of SISA di-
vides the dataset D into several shards D!,D2,... D* and trains sub-models with
parameters 61,62,...,6"% for each shard. When the server receives a request for
unlearning sample x,, it just needs to retrain the sub-model 6* of shard D’ that
contains x,. We set k£ =5 disjoint shards and corresponding sub-models. We put

the unlearned samples only on one shard, which is the ideal scenario of SISA.

e VBU [67]. VBU is an approximate unlearning method based on variational Bayesian
inference. For the convenience of experiments, we set a middle layer of original
neural networks as the Bayesian layer and calculate the unlearning loss accord-

ing to [67] based on the Bayesian layer and erased samples for unlearning.

e HBU [78]. HUB is an approximate unlearning method, which needs to calculate
the inverse Hessian matrix of the remaining dataset as the weight for an un-
learning update. We implement HBU follow the unlearning process as introduced
in [78].

* RFU [97]. RFU is an approximate unlearning method. It tries to unlearn a bot-
tleneck representation by minimizing the mutual information between the repre-
sentation and the erased samples. We set a middle layer of the original model as

the representation layer and implement unlearning according to [97].

Table 5.1: Overall Evaluation of Different Methods.

Single-Sample | MNIST, USS = 1 CIFAR10, USS = 1 CelebA, USS = 1
Unlearning Evaluation |y gyyu(cT) EMUAT) MIB EMU(CT) EMUAT) MIB EMU(CT) EMU(AT)
Model Accuracy 98.31% 99.23% 99.31% 79.45% 81.34%  81.44% 96.05% 97.08  97.38%
Rec. Sim. - 0.441  0.967 - 0.895  0.975 - 0839  0.978
Verifiability 0.00% 87.93% 99.33% 0.00% 0.00%  95.64% 0.00% 0.00%  93.14%
Running time (s) 639 135 145 672 136 137 1622 3374  32.32
Multi-Sample | MNIST, USS = 20 CIFAR10, USS = 20 CelebA, USS = 20
Unlearning Evaluation | \jg  gyqucT) EMUAT) MIB EMUCT) EMUMT) MIB EMUCT) EMU(AT)
Model Accuracy 98.73% 99.15%  99.32% 79.13% 81.23% 81.34% 96.88% 97.25%  97.31%
Rec. Sim. . 0436  0.936 - 0.898  0.971 - 0839  0.972
Verifiability 0.00% 9250% 95.83% 0.00% 0.00%  94.68% 0.00% 0.00%  92.62%
Running time (s) 638 124 115 673 101 110 1663 2193  21.77

USS: Unlearned Sample Size; CT: Classifying Task, a = 0; AT: Autoencoding Task, a = 0.9.

5.4.2 Overview Effectiveness of EMU

We present the general evaluation results on different datasets in Table 5.1.

76



5.4. PERFORMANCE EVALUATION

Setup. We assess the evaluation methods from the proposed five metrics, and we mainly
focus on two scenarios: the single-sample unlearning evaluation (the upper half of Ta-
ble 5.1) and the multi-sample unlearning evaluation (the lower half). For single-sample
unlearning verification, we set the Unlearning Sample Size (USS) equal to 1. For the
multi-sample unlearning scenario, we set the USS = 20. The evaluation of EMU in-
cludes the classifying task (CT) and autoencoding task (AT), « =0 and a = 0.9, respec-
tively. Here, we choose a = 0.9 rather than a = 1 (the model only has the autoencoder
task) because we still hope to use the model accuracy to evaluate the model utility. Al-
though MIB is only suitable for the classifying task, we use the same model structure as
EMU and set a = 0.9 for the implementation of MIB. The unlearning benchmark used
here is the representative unlearning method SISA [11]. We use the bolded values to
illustrate the best performance and the red-colored values to show that the results are

opposite from expectations.

Evaluation of Functionality Preservation. We measure the functionality preser-
vation using the accuracy of the model. Either in single-sample or multi-sample sce-
narios, EMU always has more than 1% higher model accuracy than MIB. The MIB, the
backdoor-based method, adds backdoored data into the training dataset, which modifies
the labels according to the backdooring triggers, negatively influencing model utility.
By contrast, the EMU method does not participate in the model learning and unlearn-
ing processes. Therefore, EMU has no impact on the model utility for the ML service,

demonstrating the best functionality preservation.

Evaluation of Unlearning Effectiveness Assessment. Reconstruction similarity
and verifiability are utilized to measure the assessment of unlearning effectiveness. The
MIB method is unable to solve the Section 5.1.1 to provide the unlearning effectiveness
assessment. Therefore, we set a dash for MIB in the reconstruction similarity metric.
The reconstruction similarity for the autoencoding task consistently performs much bet-
ter than for the classifying task, demonstrated in both single-sample and multi-sample
unlearning scenarios. It confirms the previous analysis that tasks requiring more in-
formation related to the data make models learn more information, in which the un-
learning model difference will provide more information, showing a higher unlearning

influence of the data on the model.

In the verifiability metric, the MIB cannot successfully verify any genuine samples
unlearning in Table 5.1 because the aim is to evaluate the unlearning for genuine sam-
ples. EMU provides effective data removal verification (accuracy more than 90%) for

the autoencoding task on all datasets. Although EMU also fails to evaluate the data re-
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Figure 5.2: Evaluating unlearning effect about different unlearning methods. Exact un-
learning methods always achieve better unlearning effects than approximate unlearn-
ing methods.

moval for the classifying task on CIFAR10 and CelebA, it provides a high verifiability on
MNIST. We infer it is because the MNIST sample does not contain redundant informa-
tion besides the labels, and it is easily learned by models. The classifying task already
enables the model to learn most of the information of the MNIST samples. Hence, EMU
can achieve high verifiability for the classifying task as for the autoencoding task on
MNIST.

Evaluation of Efficiency. When demonstrating the running time, EMU did not partic-
ipate in the model training process for evaluating preparation. Therefore, EMU is much
more efficient than the MIB method, which needs to be involved in the model learning
process for backdooring. Specifically, EMU obtains at least 5x speedup for evaluation

on all datasets.

5.4.3 Evaluations for Various Unlearning Benchmarks

Setup. In this experiment, we employ four representative unlearning methods to test
the evaluation effect of EMU and MIB. The experimental results are presented in Fig-
ure 5.2. This experiment also includes two scenarios: the single-sample (SS) and the
multi-sample (MS), where USS=1 and USS=20, respectively. From previous experimen-
tal results, we know that MIB is infeasible in verifying the genuine samples during un-

learning. Here, we evaluate MIB based on backdoored multi-samples (B-MS), denoted
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as D, p — (X, +noise,Ypqckdoor). We embed a white block noise patch at the bottom
right of selected data and modify the labels for the triggers. To make the evaluation of
EMU align with MIB, we also add the noise patch to the erased samples. However, we
do not change the labels, which ensures the genuine utility of these data. The modi-
fied data for EMU evaluation can be denoted as D, ,,; — (X, +noise,Y,). To straight-
forwardly display the compared verification results of having or not having unlearned
specified samples, we correspondingly set two situations, i.e., the erased samples D, ;
and Dy ,0;s not in or still in the remaining dataset. Here, the task weight a is set to 0.9.
Evaluations of Unlearning Effectiveness Assessment. The first row, the recon-
struction similarity, illustrates the evaluation results of the unlearning effectiveness
assessment. Since MIB is unable to measure how much information is removed from
the trained model, we omit evaluating MIB in this row. On all three datasets, it is obvi-
ous that unlearning the specified samples (not in the remaining dataset) offers a more
pronounced model difference in extracting the erased information than not unlearning
the specified samples (in the remaining dataset). Compared with approximate unlearn-
ing methods (VBU, RFU, and HBU), the exact unlearning method (SISA) has a more
obvious reconstruction similarity gap for “unlearned” and “not unlearned”. This is be-
cause the approximate unlearning methods usually limit the unlearning update extent
to prevent catastrophic unlearning. Therefore, it is harder to assess how much informa-
tion is removed for approximate unlearning methods.

The second row demonstrates the verifiability evaluation of MIB and EMU. There
are clear gaps for all unlearning verification methods when the specified samples are
unlearned or not unlearned on all datasets. The gap implies that all unlearning bench-
marks have effectively unlearned samples, and the evaluation methods effectively verify
the unlearning. Nevertheless, at the same time, we should notice that MIB can solely
verify the backdoored samples D, ;, while EMU has the ability to verify the genuine

samples D ;.

5.4.4 Impact of the Similarity between the Erased and
Remaining Data

Here, we evaluate the similarity between the erased and remaining data, and we find

that it has a significant influence on unlearning effectiveness, which confirms our pre-

vious analysis.

Setup. To quantify the similarity and make the experiments easy to understand, we
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Figure 5.3: Evaluations of the impact of the similarity between the erased and remain-
ing data. “SS” means single-sample unlearning scenario, and “MS” stands for multi-
sample unlearning scenario. “B-SS” denotes backdoored single-sample scenario.

keep the previous unlearning and evaluating process and just control the noise amount
injected into the unlearned samples. We add a noise rate f to control the noise injection,
and the final unlearned data is D, g — (X, +f xnoise,Y,). We mixed both D, s and orig-
inal D, into the training dataset. When unlearning, we only remove the contribution of
noise-injected samples (D, g) from the model while keeping the original samples (D)
in the remaining dataset. This way, we can intuitively quantify the similarity between
the unlearned samples and the samples in the remaining dataset. The task weight «
is 0.9, and the unlearning method that we tested here is SISA. We demonstrate the
corresponding experimental results on different datasets in Figure 5.3.

Relationship between Data Similarity and Noise Injection Ratio. The first col-
umn in Figure 5.3 shows the relationship between the noise injection ratio f and simi-
larity, where the similarity is between the original image data D, and the noise-injected
data D, g. On all the datasets, adding more noise will decrease the similarity.

Impact on Unlearning Effectiveness Assessment. If the unlearned samples are

more dissimilar to the remaining samples, the model difference will be more remark-
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able for reconstruction, with a higher reconstruction similarity, as shown in the second
column in Figure 5.3, which confirms the analysis in Theorem 3. The trend in both SS
and MS scenarios confirms this claim. Higher reconstruction similarity demonstrates
that the unlearning model difference contains more information about the unlearned
samples, indicating more information is removed from the model, showing better un-
learning effectiveness.

The third column of Figure 5.3 demonstrates the verifiability of different methods.
It is obvious that a higher noise ratio causes better verifiability. When the noise ratio
is lower than 20%, it is challenging to determine if the samples D, o2 are unlearned
because the remaining dataset has a comparable sample D, o. The verifiability of both
EMU and MIB has a huge improvement when the noise ratio grows more than 20%.
Here, we should still notice that the verifiability of MIB is effective only for backdoored
multiple samples (B-MS). MIB is infeasible in verifying the unlearning of a single back-
doored sample because it is impossible to effectively backdoor the ML model with just
one sample.
Impact on Efficiency. Our EMU significantly improves the unlearning evaluation ef-
ficiency as our method is not involved in the ML service model training and unlearning
process. The corresponding results are shown in the fourth column in Figure 5.3. EMU
consumes less than 1/3 of the computation cost compared to the MIB, which needs to

participate in the original model training process for backdooring.

5.4.5 Impact of the Task Weight

We here conduct experiments to evaluate the impact of different ML task types for
unlearning. And the theoretical analysis of this hypothesis from the mutual information
perspective is presented in Appendix 5.3.2.

Setup. Based on the MT-IB structure, we can adjust the task weight a to control the
model task preference between the autoencoding and classifying tasks, where the au-
toencoding task requires the most information about the dataset and the classifying
task needs much less information according to the analysis in Appendix 5.3.2. The eval-
uation includes both the unlearned (“Not In” the remaining dataset) and not unlearned
(“In” the remaining dataset) scenarios. The benchmark unlearning method tested here
is SISA. We mainly present the results for single-sample unlearning in Figure 5.4.
Impact on Unlearning Effectiveness Assessment. In Figure 5.4, there are gaps in
the metrics for evaluating whether unlearned samples are in or not in the remaining

dataset. And the gaps expand as the task weight a increases. Higher weight task value
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Figure 5.4: Impact about different task weight a.

provides more learned information on the model for unlearning evaluation. When a =0,
the ML service model only contains the classifying task, and only the evaluation on
MNIST is effective. Both value and gap reach max when a = 0.9, the highest weight
to the autoencoding task. It means that in this situation, the model learns the most
information about the unlearned samples, and hence, the unlearning operation removes
the most information from the model, which indicates the best unlearning effectiveness
for the model. All the results confirm the analysis in Appendix 5.3.2: the unlearning
effectiveness assessment will be better when the model task relates more information

about the training dataset.

5.4.6 Impact of Unlearned Samples Size (USS)

We conduct experiments for evaluating the impact of USS in machine unlearning and
present the results in Figure 5.5. We set the largest USS 100 in our experiments,
roughly 0.2% of training datasets in MNIST and CIFAR10. In the real world, we be-
lieve 0.2% data is extensive for unlearning. The results in [9] present that 3.2 million
requests for deleting URLs have been issued to Google from 2014 to 2019, which cer-
tainly constitutes less than 0.2% of the total URLs Google indexes in the 5 years.

Setup. Similar to the setting in Section 5.4.3, we evaluate the impact of different USS

based on two scenarios, where the erased data is “Not In” the remaining dataset to
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Figure 5.5: Evaluations of impact of USS. “In” scenario stands for keeping the erased
dataset D, ,,; in the remaining dataset for retraining. And “Not In” means removing
the Dy ,,0; from the remaining dataset for retraining.

represent unlearned, and the erased data is still “In” the remaining dataset to represent
not unlearned. For the MIB method, we also try to verify the unlearning of genuine
noised samples D, ,,; to keep consistency with EMU. The task weight a is 0.9, and the
unlearning method tested here is SISA. The results about average UE, reconstruction

similarity and verifiability on three datasets are shown in Figure 5.5.

Impact on Unlearning Evaluation. In Figure 5.5, we demonstrate the evaluation of
unlearning effectiveness assessment in the first row and the verifiability in the second
row. There are always clear gaps between the results of unlearned (“Not In”) and not
unlearned (“In”) situations, which demonstrates the effectiveness of EMU in evaluat-
ing machine unlearning. When USS = 1, EMU achieves the best performance on all
datasets. All three evaluation metrics appear a huge drop when USS increases from 1
to USS > 1. Then, when USS continuously increases, the trend of all unlearning evalu-
ation metrics still decreases but is not as dramatic as when going from a single sample
to multiple samples. Lastly, the MIB method is infeasible in supporting the verification
of unlearning genuine samples, which is presented in the black dashed line in the last

row of Figure 5.5.
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CHAPTER 5. EVALUATING MACHINE UNLEARNING BASED ON MODEL
DIFFERENCE

5.5 Summary

We investigate the unlearning evaluation problem and propose an EMU approach to
evaluate how much information is unlearned based on the model difference before and
after unlearning. In EMU, we first propose a model difference simulation scheme based
on influence function theory to generate the unlearning model difference for evaluating
efficiently. Then, we design a multi-task information bottleneck structure to enhance
the scalability. Based on the influence function and information bottleneck, we provide
a theoretical analysis of how the similarity between erased and remaining samples, as
well as task types, impact unlearning effectiveness. The extensive experimental results

also confirm the analysis.
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CHAPTER

CRFU: COMPRESSIVE REPRESENTATION FORGETTING
AGAINST PRIVACY LEAKAGE ON MACHINE
UNLEARNING

achine unlearning allows data owners to erase the impact of their specified

data from trained models. Unfortunately, recent studies have shown that ad-

versaries can recover the erased data, posing serious threats to user privacy.
An effective unlearning method removes the information of the specified data from the
trained model, resulting in different outputs for the same input before and after un-
learning. Adversaries can exploit these output differences to conduct privacy leakage
attacks, such as reconstruction and membership inference attacks. However, directly
applying traditional defenses to unlearning leads to significant model utility degrada-
tion. In this chapter, we introduce a Compressive Representation Forgetting Unlearning
scheme (CRFU), designed to safeguard against privacy leakage on unlearning. CRFU
achieves data erasure by minimizing the mutual information between the trained com-
pressive representation (learned through information bottleneck theory) and the erased
data, thereby maximizing the distortion of data. This ensures that the model’s output
contains less information that adversaries can exploit. Furthermore, we introduce a
remembering constraint and an unlearning rate to balance the forgetting of erased
data with the preservation of previously learned knowledge, thereby reducing accu-
racy degradation. Theoretical analysis demonstrates that CRFU can effectively defend
against privacy leakage attacks. Our experimental results show that CRFU signifi-
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CHAPTER 6. CRFU: COMPRESSIVE REPRESENTATION FORGETTING AGAINST
PRIVACY LEAKAGE ON MACHINE UNLEARNING

Table 6.1: Basic Notations of Chapter 6.

Notations |Descriptions
D =(X,Y) |Full training data D, including inputs X and labels Y
D,=(X,,Y,)| The erased data D,, including inputs X, and labels Y,
D,=(X..Y) ;I:ll)z lrsegaining data D,, including inputs X, and
Z The compressive representation
p(Z|X) | The representation posterior learned based on X
The unlearned representation posterior unlearned
p(ZIX x,) based on X,
Y The predicted approximation of the model
fl(x o TheA unlearned approximation, it can also be written
ore asyY,
xX,2,y The persample from X,Z,Y
or The representer of an IB model
6° The approximator of an IB model
Lrep The representation loss
Lapp The approximation loss of predicting
Lrep The representation unlearning loss
Ly The approximation unlearning loss
B The Lagrange multiplier in IB
Bu The unlearning rate of CRFU

cantly increases the reconstruction mean square error (MSE), achieving a defense effect
improvement of approximately 200% against privacy reconstruction attacks with only
1.5% accuracy degradation on MNIST.

6.1 Preliminary and Threat Model

In Table 6.1, we present a concise summary of the key notations employed through-
out this chapter. The full training dataset is represented as D, consisting of the input
data X and labels Y. The notation Z is used to denote the compressive representa-
tion learned through the IB model, which is optimized to maximize the distortion of
input data while concurrently retaining maximal relevant information about the labels.
The representation posterior, formulated from X, is expressed as p(Z|X). Additionally,
the unlearned representation posterior, unlearning based on the specified data X,, is
denoted as p(Z|X_x,). The notation Y is used to utilized to represent the predictive

approximation output of an IB model. After unlearning, the predictive approximation
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Figure 6.1: Privacy leakage attack based on the black-box model’s outputs before and
after unlearning.

is denoted either as Y_(x,v,) or Y,. In experimental setups, we use sample variables
x,z,y drawn from populations X,Z,Y. In IB algorithms, there are two types of losses:
representation loss (Z,.,) and prediction approximation loss (£,,,). Here, § acts as a
Lagrange multiplier in IB, balancing distortion and utility. In the CRFU process, we
encounter the final unlearning loss, a combination of representation unlearning loss
(Zrep
the trade-off between completely unlearning the influence of specified samples and not

) and approximation unlearning loss (£}, ,). The parameter f, is used to manage

entirely forgetting the previously learned representation.

6.1.1 Threat Model of Privacy Leakage Attacks on Unlearning

One effective privacy leakage attack is called model inversion, initially introduced by
Fredrikson et al. [27]. It aims to deduce missing attributes of input features by interact-
ing with a trained ML model. An example of this is the reconstruction of facial images
from deep learning models, as studied in [64]. In the context of machine unlearning,
researchers like Hu et al. [15, 29, 41, 106] have identified that the discrepancies in a
model’s outputs before and after unlearning could potentially reveal information about
the deleted data. These attacks in the realm of unlearning primarily focus on exploiting
these differences to compromise the erased data privacy. The main process and adver-

sary capabilities of privacy leakage attacks on unlearning are summarized as follows.

6.1.1.1 Attacking Data Preparation

Assuming D represents the original training dataset and e is the sample a user requests
to unlearn, we denote D, = D\{e} as the remaining dataset. If there are several erased
samples, we refer to the erased dataset as D,. Machine unlearning aims to erase the
influence of the specified dataset D, from a trained ML model .4 (D), where the model
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is trained based on the full training dataset D. The unlearning update is performed by
executing an unlearning algorithm % on the current trained model using the erased
dataset. More formally, given a erased dataset D., a trained ML model .#, and the
unlearning algorithm %, the unlearning process can be defined as % : D., # (D) —
A,(D\D,), where .#,, is the unlearned version model .#.

6.1.1.2 Adversary Goal and Capabilities

The goal of privacy leakage attacks on machine unlearning is to infer the privacy of the
erased samples D, of an unlearning update. We assume the adversary can only have
black-box access to the target model. This limitation means that the adversary can in-
teract with the model solely through queries using a specific set of data samples, known
as the probing set, and subsequently receive the corresponding outputs. Furthermore,
it is presumed that the adversary’s local probing dataset is sourced from the same dis-
tribution as that of the target model’s training dataset. Moreover, we consider that the
adversary has knowledge of both the unlearning and original learning algorithms and
has the capability to establish the same learning and unlearning training as the target
model. This can be achieved by performing model hyperparameter stealing attacks [90].
Finally, and most importantly, we assume that the target model effectively removes the
information of the erased data, and the erased dataset and the remaining dataset are

disjoint.

6.1.1.3 Privacy Inference Attack Process on Unlearning

In privacy inference attacks, the adversary’s initial step involves collecting varied out-
puts from their probe data X ... This includes obtaining the original model outputs
Y before unlearning, as well as the outputs Y—(Xe,Ye) after unlearning. The key to the
attack lies in the difference § = Y_(Xe,Ye) —Y, which is used to train the attack model.
The structure of the attack model typically includes an encoder and a decoder, resem-
bling the architecture of Variational Autoencoders (VAEs) [45]. We replicate the privacy
inference attacks following the methodology outlined by [76], and the detailed attack
process is depicted in Figure 6.1. The direct victims are those users who request for
unlearning. Their unlearning requests prompt the ML server to execute an unlearning
update, which is leveraged by this kind of attack to infer the privacy of the erased data
(Xe,Ye).
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6.1.2 Implementation of Information Bottleneck

Information Bottleneck (IB) was first introduced in [88] to distort information of data
inputs while maintaining the information of data targets in the representation. Tradi-
tional IB [88, 89] primarily utilizes the Blahut-Arimoto algorithm [10] to optimize the
IB objective. The goal of this approach is to identify a compressed encoding distribution
that is both adequate for the intended ML application and maximally distorts informa-

tion from the original data. The IB objective is formulated as below,
(6.1) ZLog=p1(Z;X)-1(Z;Y).

Here, I1(Z;X) represents the mutual information between the encoded representation
Z and the inputs X, and I(Z;Y) denotes the mutual information between Z and the
outputs Y. The parameter p serves as a Lagrange multiplier, regulating the distortion
ratio of X in the model.

An IB model splits the training process into two parts. Firstly, it employs a rep-
resenter 6" to compress the information from inputs X to a compact representation
Z. Secondly, it employs an approximator 0% to identify the target values based on
the representation Z. The representation loss function of the representer is %, =
Blor(Z;X) and the corresponding approximation loss function of the approximator is
Lapp = —19o(Z;Y). The training process follows the Markov chain Y — X — Z — Y, as
depicted in the upper part of Figure 6.2. Prior studies, such as [1, 2, 5], have expanded
on the mutual information terms and introduced two variational distributions, ¢(Z) and
q(Y'|Z). These distributions help in deriving an upper bound for the IB optimization loss
function. The optimization of the learning process is then achieved by minimizing this
upper bound. We consider a distribution q(Z) where the elements in the space Z are
mutually independent, expressed as q(Z) =[] ¢ j(z;). Finally, an IB loss objective Equa-

tion (6.1) can be expanded in a per-sample way as

(6.2) L =Lopp+Lrep = %i Exepyr (21 [ =108 Poa(y'12)] + ﬁKL[per<Z|xi)||llf[|q;'-(zj-)].

It’s important to note that the assumed prior ¢(Z) represents the ideal distribution, cap-
turing minimal information about X while retaining sufficient information for the task
target Y. A higher value of 8 leads to increased distortion, making p(Z|X) more closely
approximate the assumed general prior. On the contrary, a smaller f means the model
pays less attention to compressing the information of X, causing the representation to

contain more information about individual X.
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6.2 Compressive Representation Forgetting

Unlearning

6.2.1 Problem Definition

We define the problem of machine unlearning in the context of trained IB models as
follows. Upon receiving an unlearning request, the full training dataset D = (X,Y) will
be partitioned into two distinct subsets: a smaller erased dataset D, = (X,,Y,) and a
larger remaining dataset D, = (X,,Y;). These subsets are mutually exclusive, fulfilling
D=D,.UD, and D,ND, = @. Then, the IB algorithm (.#28) is used to train the model
A(07,0%), consisting of a representer 8" and an approximator 68%. This model learns a
representation Z, by minimizing I(X;Z) and maximizing I(Y;Z).

Typically, the machine unlearning process is initiated when a user requests the re-
moval of their specific data samples, D., from the trained model .Z(6",0%). In response,
the server employs an unlearning algorithm % to erase the contribution of D, while
retaining the learned knowledge on the remaining dataset D,. The unlearned model
A,(07,0%) hopes to find the unlearned representation p(Z|X,), which is expected to be
equal to the representation learned by retraining the model based on the remaining

dataset. The problem of unlearning an IB model can be described as

Problem Statement. Assume a gold-standard unlearned representation posterior p(Z1X,)
for an IB model, retrained with 4/, = ¥ %(D,) based on the remaining dataset. An un-
learning algorithm % is designed to unlearn a representation posterior p(Z|X_x,) of the
model M, =%U(D,, ¥ B(D)), unlearning based on the erased dataset D, =(X,,Y,). Then,
the erased dataset-based unlearned posterior is hoped to match the remaining dataset-

based retrained posterior, i.e.,
(6.3) p(Z|X;)=pZ|X x,).

In this problem statement, the retrained posterior p(Z|X,) can be obtained by re-

training the IB model based on the remaining dataset as
(6.4) min I[(X,;Z), st IX.;Y,)-1(Z;Y,)=1X,;Y,|Z)=0.

Equation (6.3) means that an unlearned IB-trained model is still hoped to keep the
property like a retrained model, squeezing as much information of X, as possible from

the representation Z while keeping a good utility of approximating Y,. Retraining the
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Figure 6.2: IB learning process (upper half) and CRFU unlearning process (lower half)
with a fixed learned IB model (a trained and fixed upper half).

model from scratch remains a viable approach under this definition of unlearning. How-
ever, as previously discussed, retraining from scratch incurs significant storage and
computational costs and has no protection to defend against reconstruction attacks on
unlearning. Therefore, we propose the CRFU approach to solve this problem in the fol-

lowing.

6.2.2 CRFU Method
6.2.2.1 Overview of CRFU

We begin by briefly introducing the core concept of the proposed CRFU, which is il-
lustrated in Figure 6.2. CRFU is tailored to unlearn models that were trained using
the IB method (shown in the upper half in Figure 6.2). An IB method mainly learns a
representation Z that compresses information of inputs while retaining sufficient infor-
mation for the targets. The CRFU, the lower half in Figure 6.2, aims to erase the influ-
ence of D, =(X,,Y,) from Z. To achieve this goal, we minimize the mutual information
I1(X.;Z) and I(Y,;Z); however, directly minimizing them could result in the represen-
tation Z catastrophically forgetting everything, decreasing model utility. To mitigate
the degradation of model utility, we introduce a constraint ensuring that the unlearned
representation Z, derived from the distribution p(Z|X_x,), should be close to the rep-
resentation Z obtained from the original-fixed distribution p(Z|X). We deal with the
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predicting approximation Y in the same way. Finally, combining the minimizing mu-
tual information and a constraint, we formalize the losses % and Z£* = to unlearn

rep app
the trained IB model.

6.2.2.2 Theoretical Exact Compressive Representation Forgetting

Unlearning

In an IB model, the objective is to learn a representation Z by minimizing the mutual in-
formation I(X; Z), while simultaneously maximizing I(Y ; Z). In our CRFU approach, we
specifically focus on minimizing I(X,;Z) for the inputs X, designated for erasure. This
is aimed at effectively eliminating the information of X, from the previously learned
representation Z. Similarly, we work on minimizing I(Y,;Z), the mutual information
between the targets Y, and the representation Z, thereby removing the information of
Y, from Z. This dual minimization ensures a comprehensive unlearning of both input
and label information from the representation.

The ideal unlearned representation should contain no information about (X,,Y,),
optimally satisfying the conditions where I(X,.;Z) =0 and I(Y,;Z) = 0, indicating zero
mutual information between the erased data and the representation Z. However, di-
rectly minimizing I(X,;Z) and I(Y,;Z) poses a significant risk: it could lead the repre-
sentation Z to inadvertently “forget” everything, including the valuable knowledge it
had previously learned. Therefore, we must keep the unlearned representation Z and
approximation Y remembering the knowledge learned in the former training.

To maintain the learned knowledge, we propose a solution that minimizes the Kull-
back—Leibler divergence (KLD) [43] between the unlearned and originally learned rep-
resentations. This involves minimizing both KL[p(Z|X)||p(Z|X_x,)] and KL[p(YIZ )|
p(Y_(Xe,ye)lZ )], ensuring that the unlearned representations remain closely aligned with
the original ones. During unlearning, p(Z|X) and p(Y | Z) are calculated using the trained
IB model as a temporary reference model. Combining the above solutions, we formalize

the unlearned representation loss as

(6.5) Lrop =1(Xe;2)+KLIp(ZIX)lIp(ZIX -x,)],

rep

and the unlearned approximation loss as

(6.6) L =1Ye;2)+ KLIp(Y 12)llp(Y_(x,.v,)| 2)].

Integrating these two loss functions, we formulate the optimization of CRFU as the

proposition outlined below.
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Proposition 1. Define the CRFU loss function as
LY = ,B-‘Zr“ep +.5£;pp

(6.7) = B-(I(Xo;Z)+KLIp(Z\X)|Ip(Z1 X _x,)])
+1(Y,; Z)+ KLIp(Y12)llp(Y_x, )| 2)].

Then, minimizing the loss in Equation (6.7) to unlearn the erased dataset D, from an
IB model trained based on D is equivalent to retraining an IB model by minimizing
%, =BI(X,;Z)-1(Y,;Z) based on D,.

Since CRFU unlearns an IB model trained through Equation (6.2), we can combine
the original IB loss and CRFU loss to prove that minimizing Equation (6.7) based on a
trained IB model is equivalent to minimizing the loss of retraining an IB model on the
remaining dataset. We first prove the representation loss. Given that X = X, uX, and
X,nX, =@, and considering that the data are IID, along with the conditional indepen-
dence of X, and X, given Z, it follows that I(X;Z) = I(X,;Z)+1(X,;Z). Since I(X,.;Z) =0
and KL[p(Z|X)||[p(Z1X_-x,)] = 0, we can expand original and unlearned representation

u .
loss Zyep + £, function as

Lrep + Lrep =1X;2)+1(X;2) + KLIp(ZI1X)Ip(Z1X -x,)]

(6.8) =1(X;2) +21(X,;Z) + KL[p(Z|X)||p(Z| X - X,)]
=2I1(X,;2).

It is clear that the sum of the representation loss Z,., and the unlearned representation
loss &£}, , serves as an upper bound for the mutual information I(X;;Z). Minimizing this
upper bound during both original training and unlearning is equivalent to minimizing
I(X,;Z) itself.

Similarly, for the original and unlearned approximation loss function Z,pp + £,
we can obtain the expanded approximation as

Lapp + Lo = ~1Y;2) + 1(Ye; )+ KLIp(Y12)lp(Y_(x, v,)| 2)]
=—(I(Y;2)-1(Yo; 2) + KLIp(Y |2)Ip(Y_(x, v,)| Z)]
=-1(Y,;Z)+KLIp(Y | 2)lIp(Y_x, v.)|2)]

=>-1(Y;;2).

(6.9)

Since Y =Y, UY, and Y,NnY, = @ and the data are IID, it follows that I(Y,;Y.) =0 and
HY)=HY,,Y,)=H(Y,)+HY,)-I1(Y,;Y,) = H(Y,)+ H(Y,). We can similarly achieve
H((Y,|Z). And since I(Y,;Z) = H(Y,)-H(Y,|Z), thus Equation (6.9) holds. Minimizing the
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original and unlearned approximation as Equation (6.9) is the upper bound of —I(Y,;Z)
in retraining. Therefore, minimizing the CRFU loss function based on a trained IB
model is equivalent to minimizing the loss function of retraining an IB model based

on the remaining dataset.

6.2.2.3 Variational Optimization Method for CRFU

Optimizing the CRFU loss function Equation (6.7) in a deep learning scenario with a
huge amount of training data is challenging. To address this issue, we present a vari-
ational method to make the CRFU loss function calculatable in deep learning. The un-

learned representation loss can be expanded as

Lrep =1 Xe;Z) + KLIp(ZIX)lIp(ZIX -x,)]

= KL[po-(ZIX)l|per(Z)]+ KLIper, (ZIX)lIper(Z1X-x,)].

(6.10)

Generally, minimizing this loss is intractable due to the complexity involved in comput-
ing the KL term. This computation requires knowledge of the marginal distribution Z
and pgr(Z) = [dx p(zlx)p(x), which is not easily obtainable. To address this issue, we
introduce q(Z) as a variational approximation to this marginal as the variational IB
learning in [1, 2]. Since KL[p(Z)||q¢(Z)] = 0 = [dzp(z)logp(z) = [dzp(z)logq(z), we
have the following upper bound of Equation (6.10):

(6.11)
Lrop=1Xe;2)+KLIP(ZIX)|Ip(ZIX x,)]
< KLIpe(Z|X.)llq(Z)] +  Klipg, (ZIX)lipe(ZI1X x,)]

Forgetting the erased inputs from the representation Remembering the original learned representation

This unlearned representation loss can be explained as forgetting the impact of the
erased data’s inputs (first term) and remembering the knowledge of original full train-
ing inputs (second term). The proof of the correctness of Equation (6.11) is similar to
the proof of Eq. (14) in [2]. Hence, we omit the detailed proof here.

Following the solutions to £, in [1, 2], the unlearned approximation loss function
can be optimized in a similar way as
(6.12)

Lt =1(Ye; 2)+KLIp(Y |1 2)| I p(Y_(x, v, 2)]

=~ f dz p(ZIX x,)log pe(YelZ)  + KLIpge (V12)llpee(¥_cx, v,)|2)]

Forgetting the erased targets from the approximation Remembering the original learned approximation
The computable optimization loss Equation (6.12) represents a balance between com-

pletely unlearning the information of the erased labels Y, (first term) and not entirely
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Algorithm 3: Compressive Representation Forgetting Unlearning.

Input: The trained model .#(0",0%), the erased dataset (X,,Y.) and training

epochs E
Output: Unlearned model .#,(0],,6%)
1 Establish the fixed temporary model: J%fix(e;r‘ix’g?ix — (07,07

2 for E epochs do
3 Draw a minibatch of m samples {(x’,y*)}" ; from erased dataset D, = (X,,Y);
4 Generate z° mpgr(-lxi);
5 Compute the loss function Equation (6.11) for unlearning representation on
a per-sample basis £%,(f,) = 5 X7, KLIper (ZIx)IITT g}(2)]
+5 L KLIper, (Z1x)l|por(Z1x")]
6 Compute the loss function Equation (6.12) for unlearning approximation on
a per-sample basis £, ,(B,) = fu - % Y7 log pea(y'l2?)
+ 272 KLpge, (7 12011poe(y'x, v,)12")]
7 Update the model based on the gradients of the integrated loss functions
Equation (6.13) as (07,0%) — (0",0%) —nV(gr gay(B - fﬁ,f‘ep(ﬁu)
B +Zypp(Bu))
Return .#,(0",0%);

o

forgetting the originally learned information of Y in representation Z (second term).
Combining Equations (6.11) and (6.12) and optimizing them together is the CRFU loss
Equation (6.7) that we proposed in proposition 1. When minimizing this loss, we should
notice that the second term in Equations (6.11) and (6.12) is calculated based on the
original full training dataset; however, storing all original datasets and training it again
is impractical. A simple way we used is fixing the trained model (i.e., the model before
unlearning) as a temp model that is specially used to calculate the first term but only

based on the erased dataset.

6.2.2.4 An Unlearning Rate for CRFU

To make the unlearning method adaptive to different tasks, we introduced an unlearn-
ing rate parameter, f,, which serves to regulate the extent of unlearning during both
the representation and approximation unlearning process. Specifically, we add an un-
learning rate parameter (, before the forgetting terms in Equations (6.11) and (6.12)
to optimize the balance between forgetting the information of erased samples and re-

membering the representation learned before. Adjusting the unlearning rate §, will
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also impact the unlearning speed. The final equation can be described as

LY =B Lrop(Bu) + Lopp(Bu)
(6.13) = f-(Bu - KLIper(Z1X)lIq(Z)1 + KLIpe-(ZI1X)lIpg;, (Z1X-x,)D)

+ Pu- f dz p(Z|X_x,)log pee(YelZ)+KLIpg: (¥Y1Z)llpes(V_x,v,)|2)]

We present a pseudocode of CRFU in Algorithm 3. At the beginning of executing
representation forgetting unlearning, we first prepare a trained IB model .#(0",6%), the
erased dataset D, = (X,,Y,), and training epochs E. Then, we fix the original optimal
model J%fix(ﬁ;ix,el‘ﬁix
tation and approximation loss calculation, as shown in Line 1 of Algorithm 3. When

— H(0",0%) as a temp model for the later unlearned represen-

executing unlearning training, lines 2 to 7, we draw a minibatch of m data samples
{(xi, yi)};2; from D,. Using the representer 0", we generate the corresponding repre-
sentations z; for these samples. The unlearning loss function is then calculated as per
Equations (6.11) and (6.12). Following this, we update the parameters of the represen-
ter and approximator (6”,0%) in the IB model in accordance with Equation (6.13) at line
7.

6.3 Theoretical Analysis of Privacy Leakage Defense

In this section, we give a theoretical explanation of why our proposed CRFU can effec-

tively defend against privacy leakage attacks of unlearning in a black-box ML setting.

6.3.1 Reasons behind Effective Privacy Leakage Attacks

Before discussing why our proposed CRFU is effective against privacy leakage attacks,
we first explain why the existing privacy inference attacks can effectively recover users’
privacy. Similar to most model inference attacks, the privacy inference attack on un-
learning aims to recover training samples by analyzing a black-box ML model’s outputs.
These attacks focus on differences between the outputs of the original and updated un-
learning models to reconstruct the privacy of the deleted data in this unlearning process,
as discussed in [15, 29, 41]. The effectiveness of such attacks lies in the requirement
that the unlearning mechanism must ensure the unlearned model forgets the specified
samples. Therefore, effective unlearning, which erased the information of specified data
from the model, will result in different outputs for the same inputs before and after un-

learning. Attackers can exploit private information from erased data by comparing the
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model’s different outputs before and after unlearning. They mimic the changes between
the original and unlearned models using an IID auxiliary dataset, thereby training a

model to infer the privacy of the erased data.

6.3.2 How CRFU Defends against Privacy Leakage Attacks

CRFU can effectively defend against such privacy leakage attacks because both learning
and unlearning are based on the IB framework, which discards maximized information
of inputs X of the bottleneck Z, leaving little information in the model output for adver-
saries to infer. Specifically, CRFU implements the data erasure of inputs X, by further
minimizing I(X,;Z) based on the minimized I(X;Z). Ideally, we denote the information
remaining after unlearning as I(X,;Z). Therefore, the maximum information that an
adversary can infer from the different representations Z before and after unlearning
is I(X;Z)-1(X,;Z) = I(X,;Z). During the learning process, the I(X,;Z) is minimized
with a constraint of maintaining enough information for targets, i.e., I(X,;Z) = I(Y,; Z).
Therefore, the ideal protection of CRFU is I(X,;Z) = I(Y,.;Z). Attackers are only able to
infer information about the labels, but they cannot reconstruct the samples that have

been erased.

It can also be explained from the perspective of a Markov chain, which is applied to
both the model learning and unlearning processes. In the IB model training, the Markov
chain is established as Y — X — Z — Y. For the CRFU training, the corresponding chain
isY, - X, —-Z— 17'_( X,,Y,)- It ensures that attackers cannot infer more information from
Y than Z in a black-box ML scenario because Y is derived from Z. Due to the Markov
chain principle, once information is lost in one layer, it cannot be regained in subsequent
layers. This process can be described as

IX:;Y)=>1(Z;Y)=I(Y,Y)
(6.14) {

I(X.;Y)=2I(Z;Y,) = I(?—(Xe,Ye)aye)

Therefore, for an IB model that has undergone unlearning through CRFU, the upper
bound of privacy inference attacks based on the different outputs is the reconstruction
capability on the different representation Z. This is because the outputs of the original
trained model (Y) and the unlearned model (Y_ x,,Y,)) are derived from the representa-
tions before and after unlearning, respectively. The information that the adversary can

infer will be no more than I(Y,;Z).
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6.3.3 pB-Compression Defense of CRFU

We provide an example of the representation term’s process using the Gaussian distri-
bution case, which is widely employed in many studies [2, 51]. Let the assumed prior
q(Z) = N(Z;0,I) and the posterior p(Z|X) = N (Z;1/,0") are Gaussian. Let J be the
dimensionality of Z, u* and ¢’ are the mean and standard deviation output by the rep-
resenter 0" at datapoint x?, and let ,u;'. and 03 denote the j-th element of these vectors.

Then we have
i 17 i\2 i\2 i\2
(6.15) KL[pgr(Z1x")llqer(Z)] = 2 Zl((,u;-) +(U;~) —log((o;) )—-1)
J:

The KL divergence of Equation (6.15) is one optimizing term of Equations (6.2) and (6.13).
And the mean p and s.d. ¢’ are determined by x’ and the representer parameters
6”. The representer network 6" transforms the input data x’ into the parameters of
a complex, high-dimensional joint Gaussian distribution. Specifically, for each input
xi, the representer outputs a mean vector ,uf] = {,u‘i,,u;,...,pj.} and a log-variance vec-
tor log(((ff])Q) = {10g((0§)2),10g((a;)2),...,log((a;.)z)}. Here, for each input, the represen-
ter 67 will output / joint Gaussian distribution. These parameters describe a high-

dimensional Gaussian distribution for the data point x! as
(6.16) 1y, log((a'))?) = 07 (x).

Then, we can calculate the representation Zf] using the reparameterization trick. We

sample a latent vector Zj. from this distribution:
(6.17) Zh =yl +a e,

where € ~ A (0,I). When Equation (6.15) is minimized, such as in the case OfKL[pgr(ZIxi)
llger(Z)] = 0, the learned representation posterior p(Z|x’) becomes identical to the as-
sumed prior, A4 (Z;0,I). In this scenario, the representation Z loses all information
about the sample x* € X and «* € X,, limiting attackers to inferring only the information
of the general prior, A (Z;0,I). Greater distortion thus offers a stronger defense against
privacy inference attacks.

However, to ensure model utility, there is a constraint that Z must contain sufficient
information about Y. A distortion rate f§ is introduced in Equations (6.2) and (6.13) to
balance the information compression and the model utility. We can define the protection
capability of CRFU as follows:
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Definition 3. CRFU achieves the f-Compression Defense against the privacy leakage
attacks on unlearning if the original IB model is trained using Equation (6.2) and CRFU
unlearns the trained IB model using Equation (6.13), where Equations (6.2) and (6.13)

are optimized using the same compressive parameter f.

Since the compression ratio is controlled by § in Equations (6.2) and (6.13), an in-
creasing 3 leads to greater information distortion of X and a reduced privacy inference
effect from Z while concurrently diminishing the model utility about Y. To balance the
tradeoff between prediction utility and defense against privacy leakage attacks, select-
ing a suitable f is crucial. Our upcoming experiments will further assess the defense

effectiveness against privacy leakage attacks at varying levels of §.

6.4 Performance Evaluation

6.4.1 Experiment Setup

Datasets. We assess the effectiveness of the proposed Compressive Representation For-
getting Unlearning (CRFU) method using four benchmark datasets: MNIST, Fashion-
MNIST [102], CIFAR10 [48], and STL-10 [18]. The four datasets are benchmark datasets
for image classification tasks, which cover a wide range of object categories with differ-
ent learning complexities.

Models. In our experiments, we utilize two model architectures of different sizes, a 5-
layer multi-layer perceptron (MLP) with ReLU activations and ResNet-18, to construct
the IB model. Specifically, we employ two 5-layer MLP models, one as the representer
and one as the approximator, to construct the IB models trained on MNIST and Fashion-
MNIST. We employ one ResNet-18 as the representer and one 5-layer multi-layer MLP
as the approximator to construct the IB models trained on CIFAR10 and STL-10.

For experimental simplicity, we set a consistent minibatch size of m = 20. We set the
learning rate n = 0.001 on both the MNIST and Fashion MNIST datasets. For exper-
iments conducted on the CIFAR10 and STL-10 datasets, we employ the learning rate
to 7 = 0.0005. In the performance evaluation for defense, we set the unlearning rate
B. = 0.1. In the evaluation of unlearning utility, we set the distortion rate g = 0.001
on MNIST and Fashion MNIST and = 0.0001 on CIFAR10 and STL-10. All methods
were implemented using PyTorch and tested on a computing cluster equipped with four
NVIDIA 1080ti GPUs.
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Evaluation Metrics for Attacking Methods and Unlearning Benchmarks. Our
evaluation focuses on two aspects: the defense against privacy leakage attacks and the
utility of the unlearned model. From the perspective of defense capabilities, we test all
unlearning methods against the state-of-the-art attack implementations as described in
[15, 76], including the reconstruction attack and the membership inference attack. For
an effective attack, we implement the reconstruction and membership inference attacks
directly on the representation Z, representing the upper bound of such attacks in CRFU,
based on the outputs ?—(Xe,Ye)- As discussed in Chapter 6.3, an attacker cannot infer
more information from Y and IA/_( x,,v,) than from Z before and after unlearning, since
both the original model and CRFU base their outputs on Z. Following the approach in
[76], we measure the quality of reconstruction using mean square error (MSE). We rely
on the traditional AUC metric to measure the absolute performance of the membership
inference according to [15].

From the perspective of unlearned model utility, we compare the effectiveness and
efficiency of CRFU and state-of-the-art two main kinds of approximate unlearning meth-
ods, including Hessian-matrix-based unlearning (HBU) [36, 78] and variational bayesian
unlearning (VBU) [28, 67]. To rigorously assess the effectiveness of unlearning meth-
ods, we adopt a widely-used technique as outlined by Hu et al. [40], which involves
embedding backdoor triggers into the samples that are to be erased during the initial
training of the original IB model. The objective of all unlearning methods is to eliminate
the influence of these embedded backdoors from the trained models. After unlearning,
we evaluate the success of these methods by checking whether the backdoor still poses
a threat to the unlearned model. The effectiveness of the unlearning methods is gauged
in two ways: firstly, by measuring the model’s accuracy on a test dataset, and secondly,
by assessing the backdoor accuracy on the erased dataset [40]. Additionally, we analyze
the efficiency of unlearning by timing the model’s run, computed as the product of the

per-batch training time and the total number of training epochs.

6.4.2 Evaluations of Defense Capability

As analyzed in Chapter 6.3, CRFU performs unlearning based on a trained IB model.
Increasing the value of § during training leads to a learned representation that more
closely approximates the general prior. A smaller KLD, KL[p(Z|X)||q(Z)], implies bet-
ter distortion quality. However, increased distortion can compromise prediction accu-
racy. To explore the relationship between f and its defense effectiveness, we conducted

experiments with varying f values in both the original model and the CRFU on the
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Table 6.2: Reconstructing quality of different S.

B =0 (Normal
Dataset Original Images| wunl. models |$=0.001|=0.01| =0.1| =1
HBU and VBU)

72/ 721 7 711 721

o4 o4 o4q1 oyl o4y / 0491
MNIST 4 as 404G Y34 Y9 4 496 94 9 6
Reconstruction MSE - 231.31 252.23 | 312.87 | 478.76 | 668.07
Inference AUC - 0.674 0.653 0.573 | 0.526 | 0.515
KLD to Prior q(Z) - 12.39 5.00 1.45 0.37 0.14
Accuracy - 97.45% 97.32% | 96.99% | 96.45% | 95.75%

i R A O A
Fashion MNIST A L
Reconstruction MSE - 220.31 240.41 | 284.79 | 386.08 | 561.73
Inference AUC - 0.656 0.638 0.579 | 0.519 | 0.515
KLD to Prior q(Z) - 12.23 5.77 1.78 0.33 0.13
Accuracy - 87.95% 87.72% | 87.29% | 87.15% | 86.15%
_ _ — s
= = |

CIFAR10 A S]] L
Reconstruction MSE - 1174.33 1180.84 |1188.57|1267.78|1550.24
Inference AUC - 0.821 0.810 0.769 | 0.669 | 0.571
KLD to Prior q(Z) - 9.09 3.75 1.76 0.53 0.11
Accuracy - 84.75% 84.75% | 84.00% | 83.96% | 82.95%

MNIST, Fashion MNIST, and CIFAR10 datasets. For clarity of illustration, we have not
added backdoors in the erased data during this experiment. We set a fixed unlearn-
ing rate B, = 0.1, and only 9 erased samples of the full training data. To facilitate the
experimental process easily, we carried out the reconstruction and membership infer-
ence attack on the representation Z, marking the highest level of attack an adversary
can achieve with ¥ and ?—(Xe,Ye)- The results showcasing the reconstruction effect and

model utility across different 8 values are presented in Table 6.2.

In our study on the MNIST dataset, as detailed in rows 2 to 6 of Table 6.2, we
observed that the quality of reconstruction and the AUC of membership inference is
optimal when g = 0. Under this condition, the method can recover the highest level of
detail from the original images. This is reflected in the recorded MSE for reconstruction,
which is the lowest observed value at 231.31. At the same time, the inference AUC is
the highest at 0.674. When § = 0, the model will not distort the information of X from
the representation Z, making the model similar to normal unlearning methods (HBU

and VBU) that have not considered information compression.

The reconstruction MSE rises, and the inference AUC decreases, with increasing f,

aligning with our prior analysis that a larger f results in greater distortion. Conse-
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quently, Z contains less information about X.. As 8 increases to 1 in our experiments,
the KLD between p(Z|X) and g(Z) attains its minimal value. This indicates that the
representation Z becomes most akin to the general prior, achieving an optimal level of
distortion. This heightened distortion renders the reconstruction process more challeng-
ing. At such a distortion ratio, attackers are likely to reconstruct only a blurry image
from Z, which lacks much of the detailed information present in the original images.
Correspondingly, the MSE for reconstruction is at its highest at this point, registering
at 668.07. Conversely, as 8 increases, there is a slight decrease in prediction accuracy.
Specifically, the accuracy drops from 97.45% when =0 to 95.75% when = 1.

In our experiments with the Fashion MNIST dataset, detailed in rows 7 to 11 of
Table 6.2, we noted trends akin to those observed in the MNIST dataset. Specifically,
as f increases, the model’s learned representation increasingly resembles the assumed
general prior. This similarity makes the tasks of reconstructing the original images
and inferring membership more challenging. Specifically, the increase in 8 from 0 to 1
leads to a rise in the difficulty of reconstruction and membership inference. The images
reconstructed under higher f values tend to lose more detailed information from the
original images. Correspondingly, the MSE for reconstruction increases from 220.31 to
561.73, and the AUC decreases from 0.656 to 0.515. At the same time, the KLD to
the assumed prior decreases from 12.23 to 0.13, indicating that the representation is
becoming more similar to the general prior. Alongside these changes, the prediction
accuracy of the model experiences a minor decrease, moving from 87.95% at =0 to
86.15% at f=1.

The defense evaluations on the CIFAR10 dataset, as detailed in row 12 of Table 6.2,
demonstrate the challenges of CIFAR10 image recovery. Given the dataset’s complex-
ity, unlike MNIST and Fashion MNIST, the intricate nature of CIFAR10 images makes
the visual assessment of reconstruction quality less straightforward. However, we can
derive conclusions similar to those from the other datasets by examining the recon-
struction MSE, membership inference AUC, and model accuracy. When g =0, attackers
are able to reconstruct images from CIFAR10 with an MSE of 1174.33. As 8 increases,
the difficulty of reconstruction also rises, with the MSE climbing to 1550.24 at = 1.
This trend indicates that a larger f leads to the discarding of more information from
the model’s representation, albeit at the cost of a slight decrease in prediction accuracy.
Specifically, on the CIFAR10 dataset, the accuracy decreases from 84.75% at =0 to
82.95% at p = 1. At the same time, more information distorted hinders membership

inference attacks, resulting in decreasing inference AUC from 0.821 to 0.571.
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Table 6.3: Overall Unlearning Effectiveness and Efficiency Evaluation.

EDR =6%, Rep.: MLP, App.: MLP

MNIST
Origin HBU VBU CRFU  Retrain
Running Time (s) 44 2.42 0.20 0.15 41.36
Acc. on test dataset 97.6% 87.99% 92.97% 94.72% 97.63%
Backdoor Acc. 100% 0.04% 0.42% 0.58% 0.08%
Fashion MNIST EDR =6%, Rep.: MLP, App.: MLP
Origin HBU VBU CRFU  Retrain
Running Time (s) 190.8 12.67 1.99 1.56 179.35
Acc. on test dataset  88.4% 76.13% 81.02% 82.96% 88.6%
Backdoor Acc. 100% 0.04% 1.66% 1.63% 0.08%
CIFAR10 EDR =6%, Rep.: Resnet18, App.: MLP

Origin HBU VBU CRFU  Retrain

Running Time (s) 552 28.21 0.77 0.72 518.88
Acc. on test dataset 81.16% 74.32% 74.16% 75.17% 86.65%
Backdoor Acc. 99.83% 1.27% 1.13% 1.7% 0.03%

EDR =6%, Rep.: Resnet18, App.: MLP
Origin HBU VBU CRFU  Retrain

Running Time (s) 497 31.44 10.60 11.24 467
Acc. on test dataset 63.38% 50.53% 50.40% 52.67% 61.65%
Backdoor Acc. 99.93% 1.33% 1.46% 1.67% 0.01%

STL-10

In short, CRFU can achieve a better reconstruction and membership inference at-
tack defense when the distortion ratio f is larger. Simultaneously, as 8 increases, the
accuracy drops a little. However, compared with the improvement of the defense effect
on the reconstruction and membership inference attacks, we consider this accuracy re-

duction insignificant in the experimental parameters range.

6.4.3 Evaluations of Model Utility

After demonstrating the defense effect of CRFU against reconstruction attacks on un-
learning, we compare the unlearning performance of CRFU and other existing state-
of-the-art HBU and VBU methods. As introduced at the experiment setup, we refer to
[40] to add backdoors in the erased dataset to test the unlearning effect. Although all
methods successfully unlearn the erased dataset, continued unlearning training will
deteriorate the model’s utility. Therefore, we set a threshold of 2% backdoor accuracy on

the erased data, halting the model training upon reaching this threshold. This backdoor
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Figure 6.3: Performance of different unlearning methods of various EDR.

accuracy threshold guarantees the unlearning effect much better than randomly select-
ing, which is 10% backdoor accuracy. Moreover, we set fixed f as introduced before and
set B, =0.1 here.

We evaluate the utility of different unlearning methods from two aspects: effective-
ness and efficiency. Overall results on four datasets, MNIST, Fashion MNIST, CIFAR10,
and STL-10, are shown in Table 6.3, where the erased data ratio (EDR) is 6% of the
training data and unlearning rate 8, = 0.1. Since these models are backdoored, accu-
racy on the test dataset may decrease, especially on CIFAR10, only around 81.16% here.
All unlearning methods successfully diminish the impact of backdoored data from the
trained model lower than 2% backdoor accuracy. HBU achieves the best removal effect
on MNIST, Fashion MNIST, and STL-10, but it consumes the longest running time and
significantly degrades the model’s accuracy. CRFU achieves the best performance in
both running time and accuracy on the test dataset most of the time. Though CRFU has
not achieved the best backdoor removal effect, it effectively implements the unlearning
of backdoored samples, reducing the backdoor accuracy to lower than 2%. Detailed com-

parisons of different unlearning methods on MNIST, Fashion MNIST, CIFAR10, and

104



6.4. PERFORMANCE EVALUATION

STL-10 are demonstrated in Figure 6.3 and will be introduced in the following.

6.4.3.1 Efficiency of Unlearning

We evaluate the efficiency through the running time of three unlearning methods:
CRFU, VBU and HBU. Figures 6.3a to 6.3d show the results of the running time of
all compared methods on MNIST, Fashion MNIST, CIFAR10, and STL-10. When EDR
is larger, it backdoors the model deeper and takes increasing time to remove the influ-
ence of these injected backdoors. It is proven on all three datasets that the running time
has a slight increase as the EDR increases. CRFU consumes a similar running time as
VBU, both achieving a speedup exceeding 10x when compared to HBU on MNIST, Fash-
ion MNIST, and CIFAR10. HBU demands the most running time due to its requirement
to compute the Hessian matrix using the remaining dataset to estimate the contribution
of the erased data, which consumes much more time than directly unlearning based on
the erased dataset. Even though HBU consumes the highest running time, it still can

achieve a huge speedup compared to retraining from scratch.

6.4.3.2 Effectiveness of Unlearning

The effectiveness of unlearning is assessed based on two metrics: the model’s accuracy
on the test dataset and the backdoor accuracy on the erased dataset. These are pre-
sented in Figures 6.3e to 6.3h for test dataset accuracy, and Figures 6.3i to 6.3l for
backdoor accuracy, respectively. First, the accuracy of the unlearned models decreases
slightly as EDR increases on all three datasets. The only exception is when EDR = 2%,
unlearning this small backdoored dataset has a huge accuracy degradation than bigger
EDR. Through extensive experimentation, we discovered that while EDR = 2% back-
doored samples can successfully implant a backdoor in the model, they do not embed
it as deeply as a larger EDR would. As a result of this shallow backdooring, unlearn-
ing the backdoor trigger using these erased samples (most features are valid) tends to
damage the model more significantly. In this context, RFU achieves the best accuracy
maintenance compared with the other two state-of-the-art unlearning methods, improv-
ing around 2% accuracy.

Second, from the perspective of backdoor accuracy of the unlearned model, all meth-
ods effectively eliminate the impact of backdoored data, making the backdoor accuracy
lower than 2%, which is much lower than randomly selecting 10%. Though HBU per-

forms the worst in accuracy maintenance, it achieves the best backdoor removal in most
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Figure 6.4: The variations in accuracy on the remaining (abbreviated as Re.) dataset
and backdoor accuracy on the erased (abbreviated as Er.) dataset during unlearning of
various unlearning rate §, on MNIST.

of the results on the four datasets. CRFU achieves a similar backdoor removal effect as
VBU on Fashion MNIST but slightly higher than VBU on CIFAR10 and STL-10.

6.4.4 Influence of the Proposed Unlearning Rate

In this section, we evaluate the influence of the introduced unlearning rate. Since only
our method has this parameter, we directly show the training progress of our method
of different unlearning rate f, to analyze the influence of §, in CRFU. Specifically,
we show the changes in model accuracy and backdoor accuracy in each CRFU training
epoch on the remaining (abbreviated as Re.) dataset and the erased (abbreviated as Er.)
dataset, respectively. To better illustrate the training process, we continue the model
unlearning even when reaching the 2% backdoor accuracy threshold set before. More-
over, we set f=0.001 for MNIST and Fashion MNIST and = 0.0001 for CIFAR10 and
set EDR = 6%.

Figure 6.4 illustrates the results of variations in accuracy and backdoor accuracy,
using different f,, from 0.01 to 1, on MNIST. When g, is large, CRFU unlearns the
backdoored samples faster than (, is small because the larger unlearning rate f,
means CRFU updating with a larger content on the forgetting terms of Equations (6.11)
and (6.12). On CIFAR10, when B, = 0.01, the accuracy of the model on the remaining
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Figure 6.5: The variations in accuracy on the remaining (abbreviated as Re.) dataset
and backdoor accuracy on the erased (abbreviated as Er.) dataset during unlearning of
various f, on Fashion MNIST.

dataset even does not decrease in the former 150 epochs training, but the model still
removes the backdoor samples within ten epochs at the same time, as shown in Fig-
ure 6.6.

Controlling the unlearning speed is one of the advantages of the unlearning rate §,;
slowing down the accuracy degradation during unlearning training is another better ad-
vantage. A slower unlearning accuracy degradation speed makes the unlearning catas-
trophic controllable. For example, when we choose a small §,, such as 0.01, when the
backdoor accuracy decreases to 0, the accuracy of the model still performs like the orig-
inal model and drops slowly in the continuing training. It gives us more time to observe
the unlearning process and stop the model training if accuracy degradation appears. By
contrast, if we do not have the unlearning rate ,, i.e., the 8, =1 in all situations, the
catastrophic unlearning appears quickly after unlearning the erased samples, which is

obvious in Figures 6.4 and 6.5.
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Figure 6.6: The variations in accuracy on the remaining (abbreviated as Re.) dataset
and backdoor accuracy on the erased (abbreviated as Er.) dataset during unlearning of
various unlearning rate §, on CIFAR10.

6.5 Summary

In the chapter, we propose the CRFU scheme to defend against privacy leakage attacks
on machine unlearning. Specifically, we minimize the information of the erased data
remaining in the learned representation to remove the contribution of specified data
from the trained model. Since the representation extracts only pertinent information
about labels from inputs while distorting other details, it effectively shields against pri-
vacy leakage attacks on unlearning. To avoid catastrophic unlearning, we design the
remembering constraint term during data erasure and propose an unlearning rate to
control the unlearning extent. Our theoretical analysis focuses on the security of CRFU
in defense against reconstruction attacks. Additionally, comprehensive experimental ev-
idence shows that our protocol can effectively counter both reconstruction and member-
ship inference attacks based on unlearning model updates while minimizing the impact

on unlearning accuracy.
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CHAPTER

CONCLUSION AND FUTURE WORK

7.1 Conclusion

This thesis focuses on the under-explored challenges arising in machine unlearning.
There are many uncharted and important areas in machine unlearning as it is a new
solution to support the “right to be forgotten” and draws increasing attention. We nar-
row our focus to exploring four critical challenges: (1) enhancing the effectiveness and
utility preservation of traditional unlearning, (2) implementing effective and efficient
unlearning in federated learning, (3) evaluating the efficacy of machine unlearning, and
(4) safeguarding privacy during the unlearning process. In the following, we summarize
a concise outline of the contributions of this thesis.

A novel representation forgetting technique with parameter self-sharing
(RFU-SS) for centralized machine unlearning. We noticed that existing approx-
imate unlearning methods cause dramatic model utility degradation, which is called
catastrophic unlearning. To address the catastrophic unlearning problem in central-
ized machine learning scenarios, we start with formulating machine unlearning as a
two-objective optimization problem, including data erasure and accuracy preservation.
Then, we proposed the RFU-SS method to maximize the removal of erased samples (for-
getting) and preserve the model utility (remembering) during the machine unlearning
process. In RFU-SS, we have two technical contributions. First, we propose the repre-
sentation forgetting method (RFU), which is an unlearning method tailored from models

trained using the IB method. RFU unlearns the contribution of the erased dataset from
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the representation of a trained IB model. Second, we propose a parameter self-sharing
scheme to identify a Pareto optimal solution for the defined two-objective unlearning
problem, striking the ideal balance between removing the erased data’s impact and pre-

serving the model utility.

A Federated Unlearning (FedU) method to facilitate effective and efficient
unlearning through user-side influence approximation forgetting. The users in
federated learning (FL) definitely also have unlearning requirements to erase their pri-
vate information from the trained FL models. When unlearning a FL. model, we should
follow the FL mechanism, i.e., the server has no access to any users’ local data, includ-
ing the unlearning data. We propose FedU and the full version FedU-U to solve the
federated unlearning problem. In FedU, only users who have unlearning requirements
execute the proposed influence approximation forgetting method locally to remove the
influence of the erased samples. Other users and the server just conduct the same oper-
ations as they did in FL. Moreover, to mitigate the side effects of unlearning, we propose
a utility preservation method that simultaneously trains the unlearned model based on
the unlearning requesters’ remaining local dataset. We design an adaptive optimization
method to balance the forgetting and utility preservation effectiveness optimally during

the unlearning process.

An evaluation of machine unlearning (EMU) method for assess the unlearn-
ing effectiveness. Post-unlearning, evaluation and auditing methods are critical and
necessary. To this end, we investigate the unlearning evaluation problems and propose
an EMU approach to assess how much information is unlearned based on the model dif-
ference before and after unlearning. In EMU, to generate the unlearning model differ-
ence for evaluation efficiently, we propose a model difference simulation scheme based
on influence function theory. Then, to enhance the scalability of EMU based on model
difference, we design a multi-task information bottleneck structure, which only uses
the representation layer difference instead of the whole model difference. Based on the
influence function and information bottleneck, we provide a theoretical analysis of how
the similarity between erased and remaining samples, as well as task types, impact

unlearning effectiveness.

A compressive representation forgetting method to protect against privacy
leakage in machine unlearning. Existing studies pointed out that machine unlearn-
ing leaks the privacy of the erased samples because the adversary can infer the private
information from the model difference before and after unlearning. We propose the com-

pressive representation forgetting unlearning (CRFU) to defend against privacy leak-
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age attacks on machine unlearning. To achieve this, our mechanism is designed in the
information bottleneck framework, which learns the representation that maximizes the
compression of the input data and maximizes the remaining of the task related informa-
tion from the input data. For machine unlearning, we minimize the information of the
erased data remaining in the learned representation. Since the representation extracts
only pertinent information about labels from inputs while distorting other details, it
effectively shields against privacy leakage attacks on unlearning. To avoid catastrophic
unlearning, we design the remembering constraint term during data erasure and pro-

pose an unlearning rate to control the unlearning extent.

7.2 Future Work

Although the three challenges in machine unlearning have been solved, there are still
lots of uncharted areas and problems. We summarize some problems that we could

investigate in future work.

In the common centralized unlearning scenario, retraining from scratch can achieve
the best unlearning effect, but it is expensive in both computation and storage. Existing
methods try to design new unlearning mechanisms to reduce the cost from the two
aspects. Although they proposed many methods, they just mitigated the influence of the
main challenges and still have not solved them. Existing unlearning methods were at
the beginning phase, which is trying to implement effective unlearning. They proposed
mechanisms, but most of them cannot guarantee the final results, so they also bound the
unlearned item [36] or set an unlearning threshold [67]. Although they also introduced
many metrics to verify the unlearning effect, the unlearning and verification processes
are split. This means that the unlearning result is uncertain during the unlearning
period before the verification is finished. Therefore, we find and list some open questions

in centralized unlearning.

a) Optimizing the existing challenges, such as eliminating the degradation of approxi-
mate unlearning and mitigating the stochasticity of unlearning results. Even though
many studies exist, there is still a long way to go to solve these problems completely.

b) How do we unlearn with a certain or exact goal? In other words, can we unlearn as
learning? If we know the purpose, to what extent we have unlearned, and when we

can finish or stop the unlearning process.
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Machine unlearning in distributed scenarios has many differences from centralized
scenarios. We take federated unlearning as a representative example of distributed un-
learning. The first difference is that federated unlearning can only be implemented
locally on the client’s side if they want to unlearn some specific samples because clients
do not upload their data to the FL server in a federated scenario. To avoid interacting
with clients during unlearning, researchers [56, 99] proposed to unlearn the contribu-
tion of a whole client while not some samples of the client. The second difference is that
when unlearning requests come during the FL training process, the FL server must first
execute the unlearning process and broadcast the unlearned model for later updating
to avoid other clients wasting computation on the before-unlearned model. The third
difference is that federated unlearning is more vulnerable to catastrophic degradation
than centralized unlearning because if the FL server broadcasts the catastrophic un-
learned model and other clients update based on the unlearned model, it will vanish
the efforts of other clients that trained before. After introducing these differences, we
can see that the challenges in federated unlearning are more complex than in central-

ized unlearning, and we conclude the following open problems in federated unlearning.

a) Federated unlearning cannot use the traditional fast retraining methods because
data is out of reach for the server. Therefore, federated unlearning can only be imple-
mented using approximate unlearning methods. However, as we know, approximate
unlearning easily causes catastrophic unlearning, and federated learning is more
vulnerable to degradation, so controlling the catastrophic in federated unlearning
will be more urgent than in centralized unlearning.

b) Existing federated unlearning methods require the activation of all users, including
those without unlearning requests, to assist in the unlearning process. These ap-
proaches are impractical and inefficient, particularly when unlearning requests are
frequent. Therefore, it is crucial to study how to balance the unlearning effect and

efficiency in federated unlearning.

Besides exploring machine unlearning based on regularly structured data, researchers
tried to implement unlearning in graph data. Exact unlearning may be suitable for cen-
tralized graph unlearning if graph data is sparse. However, the challenges of approxi-
mate unlearning may be more difficult than structured-data-based unlearning because,
in graph unlearning, the relationship and influence between data samples are more
complex than structured data [16]. In particular, graph data includes not only the node

feature value but also the connecting edge information. Therefore, in graph unlearning,
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the estimation of the contribution of a node will be more difficult than in regular data
unlearning. The original problems in regular data unlearning will be more challenging
in graph unlearning. Besides these problems, graph unlearning also faces unique prob-
lems that are related to edge structure information. In graph unlearning, unlearning
some edges or sub-graphs is a big question.

After designing machine unlearning algorithms, effective verification and auditing
methods are necessary [86]. Most existing unlearning verification methods rely on back-
dooring techniques. However, these methods inherently degrade model utility because
they require mixing backdoored samples into the model training process. Investigat-
ing ways to preserve model utility in backdoor-based unlearning verification methods
is an under-explored area. Additionally, backdoor-based verification methods must in-
clude backdoored samples in the unlearning requests to verify the effectiveness of these
requests. This requirement restricts these methods from supporting verification for
single-sample unlearning requests. Exploring new strategies that can effectively ver-
ify unlearning requests without compromising model utility or being suitable for both
single-sample and multi-sample unlearning scenarios remains a significant challenge
in this field.

Another important part is the privacy and security issues in machine unlearning.
Machine unlearning was first proposed to protect users’ privacy, but it brings new
threats in that adversaries have a chance to infer the information about the removed
data. Literature [15, 105] have pointed out that updates of unlearning will leak privacy
information, and they proposed corresponding attacks to infer this private information.
However, the most recent unlearning privacy leakage attacks have been similar to those
in a learning situation. An attack that is tailored to unlearning mechanisms is expected.
A similar situation exists in unlearning applications. Although researchers proposed to
unlearn a backdoor trigger [57] or pollution [13], they only used a few unlearning tech-
niques and paid more effort to detect those anomalies. One important reason is that the
unlearning mechanism is not mature enough. We are at the beginning of machine un-
learning investigation, and there are still many under-explored problems in unlearning
itself. Finding machine unlearning applying situation and tailoring unlearning tech-

niques to this situation is the direction of unlearning application.
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