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ABSTRACT With the rapid development of technology, the number of smart mobile users is increasing,
accompanied by growing demands from applications such as virtual/augmented reality (VR/XR), remote
surgery, autonomous vehicles, and real-time holographic communications, all of which require high
transmission rates and ultra-low latency in 6G and beyond networks (6G+). This poses enormous challenges
for the efficient deployment of large-scale networks, including network design, planning, troubleshooting,
optimization, and maintenance, without affecting the user experience. Network Digital Twin (NDT) has
emerged as a potential solution, enabling the creation of a virtual model that reflects the actual network
and supports the simulation of various network designs, the application of diverse operating policies,
and the reproduction complex fault scenarios under real-world conditions. This motivates us to conduct
this study, where we provide a comprehensive survey of NDT in the context of 6G+, covering areas
such as radio access networks (RAN), transport networks, SG core networks and beyond (SGCORE+),
cloud/edge computing, applications (blockchain, health system, manufacturing, security, and vehicular
networks), non-terrestrial networks (NTNs), and quantum networks, from both academic and industrial
perspectives. In particular, we are the first to provide an in-depth guide and usage of RAN and SGCORE+
for NDT. Then, we provide an extensive review of foundation technologies such as transport networks,
cloud/edge computing, applications, NTNs, and quantum networks in NDT. Finally, we discuss the key
challenges, open issues, and future research directions for NDT in the context of 6G+.

INDEX TERMS AI/ML, cloud computing/edge computing, digital twin, non-terrestrial networks, ORAN.

I. INTRODUCTION
HE RAPID evolution of telecommunications has paved
the way for the sixth generation (6G) wireless system,
envisioned to deliver terabit-per-second data rates, ultra-low
latency, and massive device connectivity [1]. To enable
this vision, 6G networks are expected to operate across
an expanded spectrum, including sub-THz and THz bands.

Moreover, advanced communication technologies such as
massive multiple-input and multiple output (MIMO), intel-
ligent reflecting surfaces, and open radio access network
(ORAN) will be integrated into 6G networks to enhance
communication performance [2]. Furthermore, non-terrestrial
networks (NTNSs), including satellites, high-altitude plat-
forms, and uncrewed aerial vehicles, are expected to be
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integrated into 6G networks to achieve ubiquitous global
coverage. With its unique features and advantages, 6G
can usher in a new era of digital transformation by
enabling transformative applications such as autonomous
vehicles, smart cities, and immersive augmented real-
ity experiences. However, realizing these ambitious goals
comes with significant technical challenges that must be
addressed to ensure the robustness and efficiency of 6G
networks.

In particular, 6G networks are envisioned to be highly
autonomous with abilities of self-optimization, self-healing,
and self-configuration [3]. Advanced artificial intelligence
(AI) techniques can be used for dynamically adapting to
new network conditions and user demands. Unfortunately,
Al is notorious for its long training time and massive
data requirement, which may not feasible for real-time
and mission-critical applications in 6G. Moreover, to
provide high-rate and ultra reliable connections to a
massive number of diverse users and services, 6G is
expected to be proactive with online learning capabil-
ity [3]. This is to make sure that 6G networks can
quickly capture and respond to new system conditions
and users’ behaviors, ensuring their key performance
indicators for different types of services, especially
under heterogeneous architectures of future communication
systems.

To effectively address these challenges that conventional
approaches are likely to be infeasible, digital twins (DTs)
are recently emerging as a key enabler for 6G networks.
The concept of DTs was originally introduced by Grieves
in 2003 [4], [5] with the focus on the manufacturing
industry [6]. The official term, “digital twin”, was then
introduced by John Vickers at NASA in 2010. Since
then, DTs have received great attention from both industry
and academia with applications in various domains from
healthcare, transportation to smart cities and robotics [6],
especially since the creation of deep neural networks and
advanced Al technologies. In general, a DT is a sophisticated
virtual replica of a physical system that is continuously
updated with real-time data from its physical counterpart
to enable real-time monitoring, simulation, and predictive
analytics. In addition, DTs are designed to have a two-way
flow of information where they not only collect real-
time data from physical systems but also can share any
insights/actions with these physical systems corresponding
to specific tasks. In addition, a DT can run any number
of simulations to study/monitor multiple processes, while
a traditional simulation typically studies one particular
process [7]. This underscores a fundamental distinction
between simulators and DTs. Traditional simulators, long uti-
lized across various layers of telecommunications networks
such as the physical, MAC, network, and application
layers are generally designed for static or scenario-specific
analyses. They provide valuable insights with manageable
complexity by modeling specific network conditions or
behaviors, often operating offline without real-time feedback.
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FIGURE 1. The overall structure of this paper.

Conclusion ]

Conversely, a DT extends these capabilities by integrating
real-time data from the physical system into the simulation
loop, enabling continuous synchronization, dynamic model
updates, and proactive decision-making. While simulators
offer snapshots under predefined assumptions, DTs evolve
alongside their physical counterparts, facilitating predictive
analysis, anomaly detection, and automated control at scale.
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Beyond the scope of conventional simulators, DTs pos-
sess the ability to simultaneously monitor and influence
multiple interconnected components or layers, reflecting the
holistic and adaptive nature of modern telecommunications
systems.

In the context of 6G, DTs can serve as a real-time and
data-driven mirror of the physical network. With advanced
Al techniques, DTs can simulate, predict, and make decisions
in a risk-free virtual environment before deploying them in
the physical network. This is particularly useful in 6G to
significantly mitigate network problems that may affect a
massive number of users and services, thus further enhancing
its ultra-reliable capacity. In addition, by simulating future
network conditions and reconfiguring resources in advance,
DTs can help to prevent potential network failures and
congestion, resulting in reduced response time and high
robustness of the system. As mentioned, 6G is envisioned
to integrate multiple technologies and also unifies terrestrial,
aerial, and space-based networks. Coordinating across this
complex and heterogeneous architecture is difficult without
a centralized and synchronized view. DTs can cope with
these challenges by modeling and predicting the behavior of
each domain/entity to enable seamless orchestration and joint
optimization. Finally, DTs can be used as a framework to test
and evaluate new protocols, applications, and architectures
in a virtual space.

Given the above advantages, DTs have been widely
adopted to address various problems in 6G and beyond
networks [4], [5], [7], [8]. This survey aims to provide a
comprehensive review of the applications of DTs in the
key enablers of 6G, including RAN, transport networks,
5G+, cloud/ edge computing, applications (blockchain, health
system, manufacturing, security, vehicular networks), NTN,
and quantum networking,. By systematically examining the
implementations and applications of DTs in these domains,
we then provide a holistic understanding of how DTs
will shape the future of wireless communications, along
with their existing design challenges and future research
directions.

It is worth noting that there are a few surveys in the
literature focusing on applications of DTs. For example, the
authors in [9] provide a review on the Internet of DTs with a
focus on distributed architectures, enabling technologies, and
security/privacy issues. Similarly, the authors in [6] present
a comprehensive survey on key enabling technologies of
DTs with three use cases in smart factory and healthcare.
Instead of focusing on DTs for multiple domains, the
authors in [10] solely focus on the applications of DTs
in 6G edge networks. The authors in [11] also survey
key issues in the DT deployment for 6G and highlight
some key applications of DTs such as Al model training,
radio resource management, and security. Different from
these surveys and others in the literature, our paper will
provide a systematic and comprehensive review of the
applications of DTs in key enablers of 6G, including RAN,
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ORAN, 5GCOREH+, transport networks, edge/cloud comput-
ing, applications (blockchain, health system, manufacturing,
security, and vehicular networks), NTN, and quantum
networks. Moreover, this paper will provide insights and
up-to-date implementations of DTs in industry with various
use cases and standards. To the best of our knowledge,
this is the first survey that comprehensively review a wide
range of DT applications in various domains of 6G, both
from academia and industry viewpoints. For comparison, we
provide table 1 to provide more details. To further highlight
the novelty of our work, we systematically compared it with
previous surveys, which mainly focused on specific assistive
technologies or distinct application areas. In contrast, our
survey presents a unified, comprehensive, and end-to-end
overview of Network Digital Twins (NDTs) encompassing all
critical components of 6G networks. Notably, this includes
integrated coverage of both RAN and ORAN, transport and
core networks, NTNs, and quantum NDTs. Moreover, we
address a wide range of cross-domain applications such
as blockchain, healthcare, manufacturing, vehicular, and
security use cases. A distinguishing feature of our work
is the inclusion of insights from both academic research
and industrial practices, an integration that has been largely
absent in previous surveys.

To provide a comprehensive view of the scope and
connectivity of NDTs, Figure 2 presents an end-to-end
architecture encompassing all the major domains of 6G and
beyond communication systems. We consider a single, end-
to-end physical network that spans radio access (RAN),
non-terrestrial networks (NTN), edge and cloud computing
platforms, core network, and emerging quantum networking,
all supported by transport network IP optical. Then, the
DT (i.e., block 9 in Fig. 2) is digital representation of
all of these physical network domain, where each DT
keeps a network state for each domain: a live, continually
updated digital replica that records topology, configurations,
performance metrics, and service states in real time and over
the time. These DTs faithfully reproduce the behavior of
domains under arbitrary conditions by replaying or simu-
lating event sequences. Within our framework, the control
and management and orchestration and automation (CMOA)
layer leverages these DTs to validate the proposed control
plan changes before any commands reach the production
network. Candidate actions, be they heuristic optimizations
or outputs of machine learning models, are first submitted
to the relevant DT in module number 9, where their effects
on services, configurations, key performance indicators, and
end-user experience are exhaustively simulated. Only those
actions that demonstrate safety and benefit in the DT
environment are given the green light for live deployment.
For instance, an ML predictor might forecast a drop in
traffic at 20:00 p.m. and suggest powering down specific
cells to conserve energy. In the DT, however, the true
load profile for that evening is replayed, revealing that
demand remains high; the CMOA therefore rejects the
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TABLE 1. Comparison of survey papers on digital twin applications.

Ref. | Focus Area Contributions/ End-to-End | RAN/ Applications Transport | Core NTN | Edge or | Quantum
Highlights NDT Archi- | ORAN Network Net- Cloud NDT
tecture work Comput-
ing
[6] |Enabling Use cases in smart | X X v Consider | X X X v X
technologies factory and health- blockchain,
for DTs care manufacturing,
health, security
[9] |Internet of DTs | General IoDT | X X v Consider | X X X v X
(IoDT) applications across blockchain,
domains security,
manufacturing,
vehicular
[10] | DTs for 6G edge | Sole focus on DTs | X X X X X X v X
networks in 6G edge net-
works
[11] | DTs for 6G sys- | Al model training, | X (RAN Consider secu- | X X X v X
tems radio resource only) rity
management,
security
Our [DTs in 6G and | Comprehensive v/ Fig. 2 v (RAN |/ Covers all do-|v/ 4 v 4 v
Work| beyond key | review from + mains listed (i.e.,
enablers from | academia and ORAN) | Blockchain, Health,
industry and | industry, recent Manufacturing, Se-
academia implementations, curity, Vehicular)
use cases

proposal, avoiding potential capacity shortages and ser-
vice disruptions. This “what-if” testing prevents adverse
outcomes that would otherwise only be discovered after
network reconfiguration. The decision-making process is
organized into two functional blocks, i.e., block 8 CMOA
and block 9 DT. The block 8 generates candidate network
actions based on data analytics and predictive models. The
block 9, i.e., the DT testbed, provides up-to-date topology
and state information, executes the proposed actions, and
returns detailed impact assessments. This clear separation
between “intelligence” and “testbed” ensures that every
control policy is rigorously tested against realistic network
conditions.

The foundation begins with Digital Twins for RAN,
which virtualize the behavior, structure, and performance of
terrestrial base stations and user equipment. The concept of
DT-RAN includes an overview of what it is and explores key
use cases such as predictive maintenance, fault management,
and performance optimization. The architecture then evolves
into more advanced paradigms such as Open RAN (O-RAN),
where digital twins enhance modularity and interoperabil-
ity among disaggregated components. Additionally, Digital
Twins for Intelligent Surfaces represent a futuristic exten-
sion of RAN, allowing dynamic modeling and control of
reconfigurable intelligent surfaces (RIS) to improve wireless
coverage and energy efficiency.
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Next, DTs for Transport Networks address the backbone of
the communications system, providing ultra-high throughput
and low-latency links between edge nodes, the core network,
and data centers. DTs in this domain facilitate real-time traf-
fic monitoring, fault localization, and resource optimization,
ensuring stable and efficient transport performance under
diverse traffic conditions. Moving upward, DTs for the
5G and Beyond Core Network (SGCORE+) form the core
system of the network, responsible for tasks such as routing,
mobility management, and network slicing. An introduction
to this section outlines the relevance of DTs in modeling
both logical and physical elements of the core, enabling
fine-grained control and orchestration. The need for NDT
in SGCORE+ arises from the increasing complexity of
service delivery, where predictive analytics and dynamic
reconfiguration can significantly enhance reliability and
performance. Topics in this area range from control-plane
optimization to intelligent slice management and policy
enforcement.

Supporting both RAN and core layers are Cloud and Edge
Computing DTs, which reflect the distributed computing
infrastructure underpinning modern networks. DTs for cloud
computing model centralized resources for long-term data
storage and compute-heavy tasks, while edge computing DTs
handle low-latency and proximity-based services near the
end-user. These DTs enable dynamic resource provisioning,
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FIGURE 2. End-to-End Perspective of Network Digital Twin Architecture.

workload orchestration, and energy-aware operation, con-
tributing to a flexible and scalable network architecture.

At the application layer, DTs for Applications
span a diverse set of verticals including blockchain,
healthcare systems, manufacturing processes, security
frameworks, and vehicular networks. These application-
specific DTs play a pivotal role in aligning network
behavior with service-level expectations and operational
constraints.

Beyond terrestrial networks, DTs for NTN extend cover-
age through satellite communication systems and airborne
platforms. DTs for satellite communication systems support
global monitoring, trajectory planning, and link adaptation,
while DTs for flight objects such as UAVs enable efficient
path planning and coordination within integrated air-ground
networks. NTN acts as a crucial complement to terrestrial
systems, ensuring continuous coverage in remote or disaster-
struck areas. The operation mechanism of NTN DT in
Fig. 2 is described as follows. First, NTN collects data
from UEs, such as Edge DT on each satellite, collecting
spatial link telemetry data (e.g., received signal strength,
bit error rate), Global Navigation Satellite System (GNSS)
time synchronization data, and link quality metrics. The
information collected from the satellite is then sent to the
ground gateway for analysis and processing. Specifically,
each ground gateway runs a DT to emulate the radio channel
and detect anomalies (for example, beam misalignment or
atmospheric fades), flagging degradations or potential service
outages.
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Finally, DTs for Quantum Networking represent a
forward-looking domain where both classical and quantum
communication channels co-exist. Challenges in quantum
networking, such as entanglement degradation and chan-
nel noise, are addressed through simulation and analysis
using DTs. These DTs assist in designing robust solutions
for quantum key distribution (QKD) and evaluating the
performance of quantum channels under different physi-
cal conditions. Future directions in this area explore the
integration of quantum networking with DT-based control
for ultra-secure and intelligent communications. The survey
concludes with a discussion on Challenges, Open Issues, and
Future Directions, emphasizing the need for standardized
frameworks, scalable architectures, and privacy-preserving
mechanisms across all domains. Together, this layered and
interconnected digital twin architecture forms the foundation
of a unified, intelligent, and resilient NDT ecosystem for 6G
and beyond.

As illustrated in Fig. 1, the rest of this paper is organized
as follows. Section II, we present an overview of RAN
then O-RAN and how DTs can help to improve the
performance of O-RAN as well as ensure its successful
deployment in 6G. Then, in Sections III and IV we
highlight the applications of DT in transport networks
and applications DT in 5G and beyond core networks. In
Section V summaries the applications of DTs in edge and
cloud computing. After that, Section VI presents various
DT for radio access networks in a number of domains
such as blockchain, healthcare, manufacturing, security
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TABLE 2. List of abbreviations.

Abbreviation Full Term

6G Sixth Generation Communication Network
Al Artificial Intelligence

B5G Beyond 5G

CA Centralized Architecture

CNN Convolutional neural network

COTS Commercial-Off-The-Shelf

CU Central Unit

DT Digital Twin

DTA Digital Twin Architecture

DRL Deep Reinforcement Learning

DU Distributed Unit

Human  digital | HDT

twin

ETSI European Telecommunications Standards Institute
IoDT Internet of Digital Twins

MEC Multi-access Edge Computing

ML Machine Learning

MNO Mobile Network Operator

NDT Network Digital Twin

NTN Non-Terrestrial Network

OAI OpenAirlnterface

OAM Operations, Administration, and Maintenance
O-RAN Open Radio Access Network

QoE Quality of Experience

QoS Quality of Service

RAN Radio Access Network

Ref. References

RIC RAN Intelligent Controller

RRM Radio Resource Management

SD-RAN Software-Defined RAN

UE User Equipment

UPF User Plane Function

URLLC Ultra-Reliable Low-Latency Communications
VNFs Virtual Network Functions

and vehicular networks. In Section VII, we present our
insights in applications of DT in non-terrestrial networks. In
addition, the applications of DTs for quantum networking
are presented in Section VIII. Then, we highlight the existing
challenges of DTs in 6G and present various research
directions in Section IX. Finally, Section X concludes our
paper.

For ease of reference and to improve readability, we
provide Table 2, which summarizes all the abbreviations
used throughout this paper. This includes key terms related
to digital twins, network architectures, and 6G-enabling
technologies.
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Il. DIGITAL TWINS FOR RADIO ACCESS NETWORKS

A DT for a radio access network (RAN), i.e., DT-RAN, is a
specialized network digital twin focused on the RAN domain,
i.e., the base stations (BSs) and user equipments (UEs) that
deliver wireless connectivity in a certain environment [12]. In
this section, we introduce DT-RAN concept, discuss the use
cases of DT-RAN, and describe the enabling technologies
for DT-RAN.

A. WHAT IS DT-RAN?

A DT-RAN is a detailed, virtual replica of the corresponding
physical RAN and its environment, integrating ray tracing,
channel emulation, antenna modeling, mobility patterns,
algorithms, and protocols, among others [13]. It is usually
built as a layered, software-defined platform that mirrors
both the physical RAN infrastructure and its operational
context in as close to real-time as possible [14]. At its
foundation lies the physical twin and data-acquisition layer,
where network nodes (e.g., central units (CUs), distributed
units (DUs), radio units (RUs), or monolithic BSs), UEs,
and communication links (e.g., access, fronthaul, midhaul,
or backhaul link) are instrumented to continuously stream
metrics as appropriate. The instrumentation may be carried
out either via embedded Internet of Things (IoT) sensors or
native telemetry interfaces. Example metrics include signal
strengths, interference levels, hardware health indicators
(e.g., temperature and power), and traffic counters.

A high-throughput data-ingestion pipeline then funnels the
heterogeneous streams into the twin with minimal latency,
ensuring that the virtual model maintains tight synchro-
nization with the live network state [14]. Once ingested,
the raw telemetry is funneled into a consolidated data
platform and repository. Time-series databases or data lakes
cleanse, align, and persist both real-time and historical data.
Schema registries and metadata services enforce consistency
and auditability across geographically distributed sites [15].
The centralized data store not only underpins real-time key
performance indicator (KPI) monitoring but also enables
retrospective analysis, which is critical for model training,
anomaly investigations, and “what-if” scenario replay.

Above the data layer sits the modeling and simulation
engine, which integrates detailed three-dimensional (3D)
environment models (e.g., geographic information system
(GIS) maps, building outlines, and material properties) with
physics-based channel models (e.g., ray tracing for multipath
emulation) and virtualized RAN functions [16], [17]. By
simulating user mobility, antenna beamforming patterns,
scheduling algorithms, interference dynamics, etc., this
modeling and simulation engine can accurately predict
coverage, capacity, and quality-of-experience (QoE) under
hypothetical deployment scenarios. The high-fidelity simu-
lations form the sandbox in which network planners and
artificial intelligence (AI) agents can evaluate parameter
changes risk-free before any real-world rollout.

Running on top of the simulation layer, an analytics tier
can leverage machine learning (ML) models, which may be
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trained on both live and synthetic datasets, to perform tasks
such as anomaly detection, traffic forecasting, and closed-
loop optimization of RAN controls (e.g., adaptive antenna
tilt or dynamic radio resource management). Specifically, Al
agents can propose configuration adjustments within the DT-
RAN, where outcomes are assessed against defined KPIs and
service level agreements (SLAs) [18]. Only those changes
that demonstrate safety and performance gains are automat-
ically validated for deployment back to the physical RAN,
completing a fully automated feedback loop that minimizes
manual intervention and risk. In addition, orchestration and
control can be handled by a service management layer.
This layer may be implemented via Kubernetes or network
functions virtualization management and orchestration (NFV
MANO) that governs the lifecycle, scaling, and multi-
tenant isolation of the DT-RAN’s microservices [19], [20].
As the bridge between the DT-RAN and its corresponding
physical RAN, standardized network-bound interfaces enable
seamless telemetry ingestion and the safe application of
validated configurations back into the physical RAN. This
integration ensures that the DT-RAN not only reflects the
network but also acts as a policy-compliant control plane for
the live physical system.

Finally, users can interact with the DT-RAN through rich
visualization dashboards that render two-dimensional (2D)
or 3D coverage maps, heat maps of performance metrics, and
predictive alerts [15]. Interactive tools let the users drill down
to site-level details, replay historical scenarios, or launch
automated optimization workflows conveniently.

B. USE CASES OF DT-RAN
DT-RAN enable a wide array of capabilities. Below is a
summary of the key use-case categories we cover:

o Network Planning, Deployment, and Management: One
of the key use cases for a DT-RAN is in enhanced
network planning and deployment [21]. By creating
a virtual replica of individual cell sites, including
equipment layouts, cabling, and site geography, oper-
ators can simulate roll-out and upgrade processes
without physically modifying hardware. Extending this
to multiple sites within a geographic region, a DT-RAN
can merge real-world measurements and physics-based
propagation models to predict coverage, capacity, and
interference patterns under various “what-if”” scenarios.
This enables more informed site selection, antenna con-
figuration, and spectrum planning, ultimately reducing
capital expenditure (CapEx) and accelerating time-to-
market for new deployments. Capacity planning and
congestion management can also be improved through
DT-RANSs [22]. Operators can simulate traffic surges
(e.g., from large events, emergency scenarios, or sea-
sonal peaks) and evaluate strategies like traffic steering,
dynamic spectrum sharing, and priority queuing within
the DT-RANSs. These preemptive trials help to identify
potential bottlenecks and validate mitigation measures,
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ensuring that the live network maintains satisfactory
QoE even under stress.

Closed-Loop  Performance Optimization: Beyond
network planning, DT-RANs can be used for closed-
loop network optimization powered by AI/ML. In
practice, real-time telemetry streams feed a high-
fidelity simulation engine where algorithms for
beamforming, mobility management, and dynamic
load balancing can be tested at scale [23]. Research
prototypes have demonstrated that neural receivers and
learned beamforming models tuned within a DT-RAN
outperform traditional approaches when applied in the
corresponding physical RAN [24], [25]. With detailed
modeling of cell-sleep modes, dynamic power scaling,
and antenna pattern adjustments, DT-RANs can enhance
network energy efficiency [26]. For instance, massive
multiple-input multiple-output (MIMO) arrays can be
partially deactivated or radio frequency (RF) circuits
can be shut off when traffic is low, guided by historical
and simulated load profiles in DT-RANSs. Furthermore,
operators can leverage DT-RANs to generate synthetic
training data for AI/ML models in the early phases of
rollout and then iterate continuously as the network
evolves [21]. This is motivated by the fact that creating
robust training datasets from live-network telemetry
is often hampered by data sparsity in rare or edge-
condition scenarios. To fill these gaps, a DT-RAN can
generate synthetic yet realistic channel and mobility
traces which may be further augmented by generative
Al models. The synthetic datasets allow developers to
train, test, and fine-tune AI/ML models before any code
reaches production. This sandboxed approach reduces
risk and accelerates model maturity.

Predictive Maintenance and Fault Management:
Predictive maintenance is another critical DT-RAN use
case [12]. By ingesting sensor data (e.g., temperature,
vibration, and power draw) from RAN elements
into the DT-RANs, operators can apply anomaly
detection analytics to forecast component failures
days or weeks in advance. This allows maintenance
teams to schedule proactive interventions during low-
impact windows, minimizing unplanned downtime and
reducing repair costs. Such predictive insights can
extend equipment lifespan and drive operating expense
(OpEx) savings. Resilience and security testing is
likewise enhanced by DT-RANs [23]. Operators can
simulate equipment failures, backhaul disruptions, or
even cyber-attack scenarios in a controlled environment,
evaluating failover strategies and hardening measures
without affecting subscribers. These simulations refine
contingency plans and improve incident response
playbooks, ensuring that the real network can sustain
service continuity under adverse conditions.

Service Assurance and Network Slicing: Service assur-
ance and network slicing are other domains where
DT-RANS can add value. By emulating individual slices
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in DT-RANS, operators can validate SLAs through test-
ing isolation, bandwidth guarantees, and latency targets
under varying load patterns. The ability to emulate slice
behavior ensures that new slice configurations meet
performance criteria before they reach live infrastruc-
ture, reducing the risk of SLA violations and costly
penalties [18]. In addition, DT-RANSs facilitate deeper
integration with industrial and enterprise networks. In
Industry 4.0 environments, DTs of both the factory
floor and the RAN can interoperate, enabling use
cases such as real-time robotics control, predictive asset
maintenance, and automated logistics [27].

C. ENABLING TECHNOLOGIES FOR DT-RAN

DT-RANSs depend on a wide ecosystem of data, modeling,
and computation technologies that together enable a live,
high-fidelity “mirror” of the physical RAN.

1) DATA ACQUISITION AND MANAGEMENT

Data acquisition for a DT-RAN is the foundational enabler
that bridges the physical RAN with its virtual counter-
part [15]. It encompasses not only the breadth of telemetry
sources but also the precision of instrumentation, the fidelity
of timestamping and geolocation, and the robustness of data
pipelines that deliver raw measurements to the twin engine in
a timely manner [14]. The DT-RAN can ingest both control
plane and user plane telemetry, as well as environmental
context. Control plane metrics include signaling counters
(e.g., attach/detach, handover requests, paging interactions)
and protocol-stack KPIs (e.g., radio resource control (RRC)
reconfigurations, radio link failures). They are typically
exposed by the baseband unit or by minimization of drive
test (MDT) reports from UEs, which can periodically
upload location-tagged measurement logs. User plane metrics
includes throughput, latency, packet-loss statistics, and jitter
measurements, which may come from deep packet inspection
probes or accessible counters in the CU/DU/RU stack. For
environmental context, temperature, humidity, and vibration
sensors on towers and at sites feed into the DT-RAN to help
correlate thermal throttling or hardware degradation with
performance dips. By aggregating this heterogeneous data,
the DT-RAN can mirror not just the logical state of the
network but also its environmental context.

Data management turns streams of raw telemetry and
logs into a reliable, searchable, and secure foundation
for DT-RAN functions. Data management must address
five intertwined aspects: ingestion, storage, cataloging,
accessibility, and governance [14]. Raw measurements can
be ingested via a distributed streaming backbone. Edge
preprocessing entities can perform lightweight aggregation
and anomaly filtering before forwarding, reducing bandwidth
while preserving fidelity for downstream consumers. For
real-time dashboarding and control loops, high-performance
time-series databases can index metrics by timestamp
and cell identity, enabling fast queries and aggregations.
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Meanwhile, a central data lake can archive raw and pre-
processed telemetry, protocol traces, and batch simulation
outputs. As the RAN evolves, data schemas shift. A
federated metadata catalog can track schema versions, source
provenance, and data lineage so twin-engine components can
adapt to changes. Furthermore, There are numerous RAN-
NDT applications, each with distinct feature requirements
that may vary significantly in terms of KPIs, data types,
time granularity, and other characteristics. To fully leverage
available data and system resources, the data collection
framework must be more intelligent and programmable. For
instance, one such platform [28] proposed a programmable
telemetry system tailored for next-generation open RANS.
Together, these components ensure data is properly captured,
stored and served for DT-RAN applications.

2) PHYSICS-BASED SIMULATION AND DATA-DRIVEN
Al/ML MODELS

Physics-based simulators form the “first principles” core of
DT-RANS, providing an accurate, physics-grounded view
of how electromagnetic waves propagate, interact with
the environment, and ultimately deliver connectivity to
UEs [29], [30]. By explicitly modeling the physical laws
that govern electromagnetic wave behavior, these simula-
tors enable DT-RAN usage with high confidence. At the
heart of physics-based simulation is ray tracing [16], [17].
Deterministic ray tracing engines ingest detailed 3D envi-
ronment models and launch virtual rays from each antenna
element. Each ray is tracked as it reflects, refracts, diffracts,
or penetrates materials, accumulating path loss, delay spread,
and angular spread data. This level of geometric fidelity is
especially critical for higher-frequency bands, where small
obstructions can result in deep shadows and multipath clus-
ters become highly site-specific. The physical propagation
models feed into system-level simulators, which overlay
protocol stacks, scheduler logic, and mobility modeling [31].
The system-level simulators can then emulate many cells and
hundreds or thousands of UEs to evaluate system-wide KPIs,
such as throughput distributions, handover success rates, and
interference heat maps.

Data-driven AI/ML models bring the DT-RAN beyond
first-principles physics, allowing it to learn and adapt to
real-world operational nuances, detect subtle anomalies, and
suggest optimal control actions [32]. High-fidelity physics
simulators may be slow for large “what-if”” sweeps. Surrogate
models can compress these simulators into lightweight
approximators by using, for example, neural networks [33].
A RAN naturally forms a graph: sites and cells are nodes, and
edges represent interference coupling or handover adjacency.
Graph neural networks (GNNs) can exploit this structure
to infer per-cell performance or to recommend parameter
adjustments that optimize network-wide objectives [34].
Model-based or model-free reinforcement learning agents
trained in the twin environment can discover dynamic
resource management policies that adapt to time-varying
traffic and channel conditions [35]. Beyond prediction and
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control, AI/ML models enable continuous monitoring and
fault detection. Generative adversarial networks (GANSs) can
synthesize rare failure modes, helping twin operators to stress
test recovery procedures under corner case conditions [36].

3) ACCELERATED COMPUTING

As high-fidelity virtual replicas of physical RANs and their
environments, DT-RANs are compute-intensive. Accelerated
computing, e.g., the use of graphics processing units
(GPUs), plays critical roles in making DT-RANs practical
and performant [15]. It enables high-performance physics-
based simulations. In particular, accurate modeling of radio
wave propagation requires solving large-scale electromag-
netic problems. Accelerated computing reduces runtimes
for ray tracing to support large-scale scenarios. Simulating
RAN protocol stacks, scheduling algorithms, and multi-cell
interference in one environment further demands accelerated
computing to enable rapid design and testing of wireless
algorithms. For live bidirectional synchronization between
a physical RAN and its twin, latency budgets are tight.
Accelerated computing is essential for supporting real-time
emulation and hardware-in-the-loop [37].

Besides, training of the data-driven AI/ML models for
DT-RANSs necessitates massive parallel computation [15].
Accelerated computing platforms allow tight integration of
training with the running DT-RANSs, reducing turnaround
times for model updates. Within the running DT-RANS,
AI/ML models should infer with low latency for timely
adaptation in the physical RANs. Furthermore, DT-RAN
workflows ingest massive volumes of RAN telemetry that
must be cleansed, transformed, and feature-engineered before
model consumption. Accelerated libraries and big-data
frameworks streamline extract, transform, load (ETL) oper-
ations on the data lake [12]. Lastly, accelerated computing
facilitates distributed, scalable compute architectures. DT-
RAN workflows can span edge devices, on-prem servers,
and public-cloud instances [38]. Accelerated computing
hardware, from laptop-scale GPUs for early research
and development to multi-GPU servers and cloud-based
instances, provides a edge-to-cloud continuum for DT-RANS.

D. DIGITAL TWIN FOR O-RAN

Despite the continuous development of wireless technology
from 1G to 5G and the transition towards 6G, we still
face new challenges due to the rapid growth in the
number of mobile devices (e.g., 25 billion IoT devices by
2025 [39], [40]) and the increasing demand for traffic driven
by VR/AR, 360° video, holographic video applications,
and low latency requirements [41]. Consequently, it is
essential to develop infrastructure and continuously adapt the
architecture to meet these urgent demands. More specifically,
vendors and operators have transitioned from proprietary
components in Distributed Radio Access Network (DRAN)
to Open RAN, which offers many new opportunities and
advantages. These include interoperability between vendors,
reduced operating costs, intelligent and automated platforms,
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and enhanced programmability. However, implementing O-
RAN in practice presents many challenges. One significant
challenge is managing O-RAN automatically and in real-
time, rather than through offline network management,
amidst a large number of mobile users, mobile stations,
and dynamic traffic demands while still ensuring Quality of
Service (QoS) requirements such as data rates and latency.
Fortunately, the advent of digital twin technology offers an
extremely effective solution for O-RAN to address these
difficulties. In this section, we will provide researchers
with a comprehensive overview of the evolution of network
architectures from DRAN to O-RAN and explain why O-
RAN is essential for 6G and beyond, i.e., Section II-DI.
We will then analyze the need for Digital Twin technology
in O-RAN, i.e., Section II-D3, and explore use cases of
Network Digital Twin (NDT) for O-RAN, i.e., Section II-D4.
These insights aim to give researchers a broad and easiest
understanding of NDT for O-RAN from both academic and
industry perspectives, thereby opening up new and valuable
research directions.

1) EVOLUTION OF O-RAN

To give you a more general perspective on Open Radio
Access Network (O-RAN) and why we need O-RAN for 6G
and beyond, I would like to briefly describe RAN systems
in the past and their development process.

a. Distributed Radio Access Network (DRAN):

Firstly, we talk about RAN or distributed-RAN systems
which is the earliest one. DRAN is a traditional setup where
the Remote Radio Unit (RRU) and the Baseband Unit (BBU)
are co-located at each mobile station. The RRU, BBU, and
antenna are represented in Fig. 3 (a), and their functions are
explained as follows. The RRU is the radio frequency (RF)
processing unit responsible for transmitting and receiving
radio signals. It is usually mounted near the antenna at the
top of a mobile station (MS), RRU can handle the reception,
transmission, filtering, and amplification of RF signals. The
BBU is used to manage the whole MS, including signal
processing, operating, maintenance, allocate resources while
coordinating with other network elements to ensure seamless
connectivity and good performance. The antenna is used to
transmit and receive the RF signals. RRU, BBU, and antenna
operate proprietary applications on dedicated hardware, with
all functions situated in a single site location. These radio
sites connect back to the core network (CN) via backhaul.

b. Centralized Radio Access Network (CRAN):

The next generation of RAN is called Centralized RAN
(CRAN), an enhanced version of Distributed RAN (D-RAN).
As shown in Fig. 3 (b) and (c), the BBU is not co-located
with the RRU. Instead, the BBU connects to the RRU
through a fronthaul interface. The new C-RAN architecture
introduces several advantages and disadvantages as follows:

Advantages:

o The BBU can serve multiple MSs compared to the D-
RAN, which only serves one MS.
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FIGURE 3. RAN and CRAN architectures.

o Computing resources such as CPU and RAM are shared,
improving resource utilization and reducing energy
consumption.

o Operational costs, such as rental costs for the BBU, can
be reduced.

« Better inter-cell cooperation can be achieved due to low
latency between mobile stations.

Disadvantages:

« It is still vendor-proprietary, as in D-RAN.

o High data traffic from the RRU to the BBU on the
fronthaul link can cause traffic congestion. This issue is
resolved by disaggregating the BBU into a Distributed
Unit (DU) and a Central Unit (CU). The DU supports
Layer 1 (L1), such as the physical layer, and the lower
Layer 2 (L2), including the medium access control
(MAC) and radio link control (RLC) protocols.

c. Virtualized Radio Access Network (VRAN):

As shown in Fig. 4 (a) and (b), the primary difference
between CRAN and VRAN is that VRAN does not use
proprietary hardware like CRAN. In VRAN, the CU and
DU components of CRAN are virtualized and hosted on
cloud/commercial off-the-shelf (COTS) servers. Although
the DU and CU are depicted in DRAN, they do not utilize
open interfaces and remain vendor-proprietary, requiring the
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purchase of RRU, virtualized DU (vDU), and virtualized CU
(vCU) from the same vendor.

2) OPEN RADIO ACCESS NETWORK (O-RAN)

It’s evident from the discussion above that a new architecture
is required to overcome DRAN, CRAN, and VRAN’s
shortcomings. As stated in [42], since there were few RAN
suppliers available, it was difficult for new vendors to come
up with creative solutions. The monolithic and proprietary
nature of RAN products hindered the introduction of new
features. Proprietary interfaces and licensing restrictions
made it difficult for operators and independent software
developers to gain control over RAN equipment and develop
new features. This resulted in the development of O-RAN.
The Open RAN was created in 2018 by the O-RAN Alliance.
This alliance was formed by a group of major telecommuni-
cations operators, including AT&T, NTT DOCOMO, China
Mobile, Deutsche Telekom, and O-RANge, with the goal
of promoting open and interoperable radio access network
solutions. O-RAN Alliance which is a group of mobile
operators, vendors, and research institutes. Its goal is to
develop open, virtualized, intelligent, and interoperable RAN
systems. The network functions (NFs) and interfaces in
O-RAN is described in Tables 3 and 4, respectively. The
benefits of O-RAN are be summarized as bellows:
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TABLE 3. O-RAN network functions.
Network Functions Description ‘ References ‘
Service Management and Orchestration Handle management functions including transport, slicing, and RAN and CORE (43]
Framework (SMO) management.
. . Enhances intelligent RAN optimization, managing ML models, and providing
Non-Real Time RAN Intelligent Controller . . ) e . X .
(Non-RT RIC) enrichment information to the Near-RT RIC. Additionally, it supports intelligent RAN [43]
on-
optimization control loops with latency is bigger than or equal to 1 second.
Near-Real Time RAN Intelligent . o . .
Perform resource allocation and optimization actions with latency from 10ms-1s [43]
Controller (Near-RT RIC)
O-RAN Central Unit - Control Plane Radio Resource Control (RRC) and control plane of Packet Data Convergence 431, [44]
(O-CU-CP) Protocol (PDCP) ’
O-RAN Central Unit - User Plane User plane of Packet Data Convergence Protocol (PDCP) and Service Data (431, [44]
(0-CU-UP) Adaptation Protocol (SDAP) ’
L . Similar to gNB-DU as following 3GPP TS 38.401. It supports medium access control
O-RAN Distributed Unit (O-DU) . [43], [44]
(MAC), physical layer, and RLC protocol.
. . Support RF processing, low physical layer, e.g., Fast Fourier Transform (FFT)/Inverse
O-RAN Radio Unit (ORU) . [43], [44]
FFT (iFFT)
A computing platform hosting O-RAN NFs such as O-DU, O-CU-CP, O-CU-UP, and
O-RAN Cloud (O-Cloud) Near-RT RIC [43], [44]
ear- .

e Open Interfaces: Besides

3GPP-based

interfaces,

O-CU-UP/O-CU-CP, open Backhaul between core
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O-RAN Alliance defines open internal interfaces
between components in O-RAN. For example,
the open Fronthaul interface between O-RU
< O-DU, open Midhaul between O-DU <

network < O-CU-UP/O-CU-CP.

o Interoperability and reduced operating costs: Ensuring

that network components from different vendors work
seamlessly together while still ensuring performance
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TABLE 4. O-RAN interfaces.

Network Functions Description References

Al Interface between non-RT RIC < Near-RT RIC, support functionality & AI/ML (43]

workflows
o1 This interface is used for management between SMO < O-RAN NFs [43]
02 Interface between SMO < O-Cloud [43]
E2 Interface between near-RT RIC < O-CU-CP, O-CU-UP, O-DU [43]
El Interface between O-CU-CP < O-CU-UP [43]
Fl-c Interface between O-CU-CP < O-DU [43]
Fl-u Interface between O-CU-UP < O-DU [43]
X9oc Interface between eNB <> eNB/en-gNB control plane (CP) information, it is defined (43]

by 3GPP
X2-u Interface between eNB <> eNB/en-gNB for user plane (UP) information, it is defined (43]

by 3GPP
Xnc Interface between gNB/ng-eNB <> gNB/ng-eNB for CP information, it is defined by (43]

3GPP
Xn-u Interface between gNB/ng-eNB <> gNB/ng-eNB for UP information, it is defined by (43]
3GPP
NG-u Interface between gNB-CU-UP <« user plane function (UPF) for UP information, it is (43]
defined by 3GPP
NG-c Interface between gNB-CU-CP <> Mobility Management Function (AMF) for CP (43]
information, it is defined by 3GPP
Open Fronthaul Management-Plane (Open R X
Management interface for controlling the O-RU [43]
FH M-Plane)
Open Fronthaul includes the Control User . L
Lo Real-time control, IQ sample data, synchronization between O-DU <> O-RU [43]
Synchronization (CUS) plane

and connectivity requirements regardless of the site or
environment. This property in O-RAN overcomes the
limitations of previous RAN networks. Thus, it helps
operators design their own network more flexibly, scal-
ing more easily. This diverse supplier/vendor ecosystem
not only leads to cost savings but also enhances network
resiliency. This diverse vendor ecosystem not only leads
to cost savings but also enhances network resiliency.
By incorporating equipment from various suppliers,
operators can mitigate the risks associated with single-
vendor/single-supplier dependency and better protect
their networks against potential vulnerabilities or service
disruptions.
Disaggregation and cloudification: The O-RAN archi-
tecture splits the BBU into a DU and CU, fostering
innovation and enabling the virtualization of these
components. This approach supports cost-effective
deployment and management and provides a robust
framework for Open RAN security in cloud-native
networks.

o An intelligent and automation platform:
Telecommunication network operations are becoming
increasingly complex due to diverse and demanding use
cases, varied frequency selections, resource allocation,
virtualization, and different slicing requirements through
O-RAN. Therefore, there is a need for more efficient,
rapid, and stable automated system deployment.
Achieving zero-touch deployment is crucial for
effectively managing a network comprised of thousands

VOLUME 6, 2025

of small-cell MSs. The O-RAN SMO platform is an
intelligent automation solution that scales automation
to simplify network complexity, improve network
performance (NetPer), enhance mobile users’ (MUs)’
experience, and minimize operational costs.

o Programmability: The evolution of the O-RAN system

with RAN Intelligent Controller (RIC) introduces pro-
grammability to the RAN, enhancing its flexibility and
adaptability.

o Energy Efficiency (EE): When designing an O-RAN

system, EE must be taken into account. The following
elements should be included in EE design for O-RAN:
The first step in reducing network energy consump-
tion (NetEC) is to choose energy-efficient hardware.
Although the O-RU is the main energy user, the O-
DU and O-CU should also be taken into account.
Furthermore, monitoring and data provision for the
development of future EE algorithms depend on the
measurement and reporting of the NetEC. Thirdly, using
this data to help build an automated and optimization
framework to improve EE is possible. In particular,
NetEC may be anticipated at each time period using
sophisticated machine learning (ML) techniques, which
allows for well-informed decision-making.

3) WHY IS A DIGITAL TWIN NECESSARY FOR O-RAN?

In the following subsection, we provide researchers with a
clear understanding of NDT for O-RAN. Specifically, we
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FIGURE 5. Logical architecture of O-RAN [43].

will address the following questions: What is NDT, and why
is NDT necessary for O-RAN?

a. What is Network Digital Twin?

The digital twin is a digital copy version of real-world
entities/objects that can continuously updated to reflect its
current state with a defined level of accuracy and latency
requirement [45], [46]. NDT includes four key elements:
data, models, mapping, and interfaces [47] and they are
described in detail as below:

e Data: an NDT should retain data (e.g., historical,
real-time) about its physical network system (PNS) that
are needed to represent and understand the behaviors
and states of the PNS.

Models: These techniques involve data collection in
the PNS and the development of comprehensive data
representations using various models. Data models,
dataset models, and graphs are employed to represent
the PNS, which are then instantiated to serve different
applications.

Interfaces: To ensure the connection between PNS’s
components. There are interfaces between PNS < NDT
and the interface between NDT < applications.

e Mapping: Used to set up a real-time interactive PNS
< NDT or NDT < NDT. This mapping provides a
good understanding of the PNS’s states, helping NDT to
make a correct decision to optimize/maintain the PNS’s
performance.

b. Why NDT necessary for O-RAN?

In recent years, the development of network generations
from 4G to 5G and 6G has introduced complex requirements
that traditional network management solutions, such as
network overprovisioning or admission control, struggle to
meet cost-effectively. For instance, advanced communica-
tion technologies like augmented/virtual reality (AR/VR)
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and holographic/360° video streaming demand ultra-
low deterministic latency. Meanwhile, modern industrial
advancements, such as autonomous vehicles, require real-
time adaptability to constantly changing network topologies.
Additionally, the exponential growth in the number of
connected devices, such as massive machine-type communi-
cation (MMTC), has made modern networks heterogeneous
and dynamic. To overcome these limitations in the tradi-
tional RAN architectures, O-RAN has introduced a new
architecture that offers benefits such as open interfaces,
disaggregation, programmability, intelligence, and auto-
mated operation. Furthermore, it is expected to meet
the diverse requirements of communication applications,
including MMTC, eMBB, and URLLC. Howeyver, deploying
O-RAN in the real world and meeting the above expectations
remains a challenge. In particular, offline management
(OFFM) in O-RAN is not feasible for the following
reasons. First, due to disaggregation, OFFM results in
difficulties with interoperability between vendors/suppliers
and model/software updates, which reduces NetPer. Second,
OFFM is challenging in a large heterogeneous network with
different RRM requirements, such as latency, bandwidth, and
data rate [48]. Fortunately, NDT has emerged as a potential
solution to address many of the limitations in the O-RAN
system.

NDT, as an accurate digital copy of O-RAN, can test
a variety of scenarios, identifying shortcomings and risks.
Then, we design different risk mitigation strategies and
test them in NDT. This helps to manage large networks
proactively to achieve optimal performance. These potentials
of NDT facilitate quick prototyping, testing, and validation.
Thus, release times are shortened while ensuring interoper-
ability and consistent integration of O-RAN NFs. In terms
of implementation, NDTs can be deployed either within
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the RAN Intelligent Controllers (RICs) such as [49] or on
separate platforms, depending on the specific requirements
and architecture of the network. They can operate in
centralized or distributed configurations. In a centralized
setup, the NDT resides within the non-Real-Time RIC (non-
RT RIC), leveraging its comprehensive network view for
strategic planning and AI/ML model training. Conversely,
a distributed approach involves deploying NDT components
closer to the edge, such as within the near-Real-Time RIC
(near-RT RIC), to enable low-latency decision-making and
real-time network optimization.

4) USE CASES OF DIGITAL TWIN FOR O-RAN

To give researchers a clear picture of NDT for O-RAN,
we present real-life NDT for O-RAN use cases from an
industrial perspective. We hope that this will help academic
researchers focus on these useful research directions and
develop them further.

a. Traffic Steering in Digital Twin for O-RAN:

With the explosion in the number of mobile users,
effectively allocating resources amidst many complex factors
(e.g., massive traffic demand, MU mobility, congestion,
environmental influences) becomes extremely complicated
and increasingly difficult. The advent of NDT brings
many significant benefits that can improve this challenging
problem. The benefits of NDT for O-RAN with Traffic
Steering are listed below:

o Advanced Traffic ~ Monitoring  and
Management: Digital twins support real-time data
collection and analysis. By using data from sensors,
MUs, MSs, etc., these models help predict traffic
congestion, MUs’ demands, MSs’ states, road closures,
etc. Thus, it enables quicker response times from service
management orchestration.

o Forecast, Optimize Traffic Flow, and Alleviate
Congestion: By applying complex algorithms and
ML techniques, NDT can simulate complicated traffic
scenarios. Therefore, it can test and validate the effect
as well as solutions for traffic management before
deploying into the physical world. Through these strong
capabilities, NDT helps manage/optimize traffic steering
efficiently and reduce traffic congestion, significantly
improving the NetPer.

o Ensure Safety, Promote Sustainable Urban Planning:
With the rapid development of urban infrastructure
systems, optimal and effective management and allo-
cation of resources is becoming increasingly difficult.
The presence of NDT has helped significantly in that
by collecting data and predicting MUs’ traffic demand,
vehicle traffic flows in each specific area. Thanks to
that, NDT brings effective solutions to the city such as
reducing the risk of accidents for autonomous cars and
making quick and accurate decisions for radio resource
management (RRM).

Real-time

b. Radio Resource Management in Enterprises/Factories:
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Building communications ecosystem for businesses and
factories is attracting significant interest from ven-
dors/operators [45]. This market is very large and full of
potential with millions of companies in each country, each
requiring its own connection network. Specific needs depend
on the number of employees, connectivity requirements,
and existing infrastructure. For example, in a factory with
thousands of different automated robots, it is very important
to collect data from these robots, make accurate decisions,
and ensure safety. This includes detecting incidents such
as fires, explorations, electrical problems, etc. and issue
warnings as quickly as possible. Furthermore, a surveillance
camera system is needed to ensure security, anti-theft, and
labor management. In one factory, various applications might
be deployed, such as URLLC for robots, video streaming
for camera systems, and a network system for users. NDT
offers an effective solution due to its ability to collect data
in real time and make automated decisions quickly. This
satisfies URLLC applications with very low latency and high
reliability, reported at 99.99%.

c. Network Performance Evaluation:

Simulations of RAN networks have become powerful
tools for evaluating the performance of various RAN
products and exploring solutions and methods for the next
generation. Notably, integrating 3D gaming technology into
NDT simulations has enhanced several aspects, such as
visualization and modeling accuracy, to emulate a NDT.
Ericsson [45] demonstrated an example of an NDT simulator
compared to a real physical network. This has significantly
aided researchers in conducting detailed evaluations of
radio networks, including assessing the impact of MIMO
interference, signal transmission paths, obstacles, and trans-
mission delays. Based on these highly realistic simulations,
the system can make quick, accurate decisions to evaluate
NetPer by meeting MUs’ QoS and QoE requirements while
also achieving other criteria such as network energy saving
(NES) and reducing allocated resources.

d. Security in Digital Twin for O-RAN:

NDT for O-RAN promises to bring many benefits as men-
tioned above, but it is not without disadvantages. Deploying
NDT for O-RAN requires collecting and processing a huge
amount of data, which necessitates ensuring data privacy
and security during transmission, storage, and processing.
Recently, many research projects have focused on addressing
security issues related to NDT for O-RAN, [50], [51], [52],
[53], [54]. Kumar et al. [50] studied the security transmission
for Internet of Vehicles (SeTIV) applying NDT in O-RAN.
The NDT of SeTIV can provide the authentication and
key exchange between vehicles, Road side Units (RoSiUs),
and cloud servers. Then, a deep learning (DL)-based
Intrusion Detection System (InDeS) algorithm was proposed
to detect intrusions in the Internet of Vehicles network. Their
proposed solution showed significant improvement compared
to traditional solutions. In [51], Akram et al. proposed a
novel framework namely DT-driven trust management for
Internet of Uncrewed Aerial Vehicle Things (DTTMIUTS)
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in O-RAN networks focusing on monitoring forest fires.
Next, they incorporate an authentication and key agreement
process within the proposed framework. Then, they applied
Blockchain (BloC)-based trust management and DL-based
InDeS to improve the system security. Lastly, they applied
a BloC-based scheme for managing the transaction. In this
work, NDT was used to build a digital copy version of
the Internet of Uncrewed Aerial Vehicle Things (IUTs).
In [52], Rumesh et al. built and proposed a federated
learning (FL) anomaly detection algorithm for NDT O-
RAN. In their work, they used an O-RAN simulator to
construct O-RAN components and applied NDT to train
and test their FL algorithm, enhancing security. As a
result, their simulations demonstrated that their anomaly
detection achieved more than 99% accuracy. Unlike the
works of [50], [51], [52], which only focused on simulation
for NDT O-RAN, Li et al. [53] presented a demo of an
NDT O-RAN system. Specifically, they proposed a near-
real-time anomaly detection method using NDT. Finally, they
showed a demo video of their implementation to illustrate
how anomaly detection works in an NDT O-RAN system.
In [54], the authors built the first open-source platform for O-
RAN NDT. They provided a tutorial on how to use the largest
wireless network (WireNet) emulator, which was specifically
built for O-RAN NDT, named Colosseum. Colosseum [54]
evaluates O-RAN digital twin security and jamming attacks.
This open-source emulator offers an opportunity to evaluate
the O-RAN NDT’s security, which was not previously
available.

e. Fidelity vs. Computational Overhead Trade-Offs in
O-RAN DT Frameworks

The Colosseum platform provides a hardware-in-the-loop
emulation of real-world RF environments by implementing
Tapped Delay Line channels (up to four non-zero taps
per millisecond) on 64 Field-Programmable Gate Arrays
(FPGAs) driving 128 paired software-defined radios in its
Massive Channel Emulator (MCHEM) [54]. This enables
sub-20 ns delay accuracy and 0.5 dB gain error in channel
reproduction, but comes at the cost of substantial infrastruc-
ture: 128 Dell PowerEdge servers each tied to a 10 Gbps
USRP X310 SDR, plus a dedicated RF FPGA fabric to
stream and convolve channel taps in real time.

In addition, Colosseuma€™s AI/ML training and vali-
dation pipelines rely on two NVIDIA DGX A100 stations
(10 petaFLOPS total) and a 6 NVIDIA V100 GPU server
with 3 TB RAM, orchestrated via HashiCorp Nomad/Consul
for model development and xApp prototyping [54]. This
“hardware intensive” approach supports control-loop laten-
cies down to tens of milliseconds, ideal for beamforming and
handover tasks, but demands high capital and operational
expenditure, limiting broad operator adoption.

By contrast, proprietary O-RAN SMO platforms from
leading vendors typically employ cloud-native, software-
based channel simulators that abstract RF effects via
statistical fading models. According to the RIC specification
for near-RT O-RAN, their control loop intervals span up to
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1 s, typically hundreds of milliseconds [43]. However, this
comes at the expense of RF fidelity, since such simulators
cannot capture fine-grained multipath or hardware impair-
ments. Defining a hybrid orchestration, in which lightweight
surrogate twins in the SMO handle strategic policy updates
while edge-deployed hardware twins sustain millisecond-
scale control, remains an important open research challenge.

f. Energy Efficiency in Digital Twin for O-RAN:

Along with global warming due to many consequences
caused by humans. The telecommunications system con-
sumes a large amount of energy from MSs. Therefore, NES
is becoming a topic that receives strong attention from
vendors/operators, e.g., Nokia, Ericsson, Huawei, Apple,
Qualcom, etc. Although there are many great benefits
promised from O-RAN, the use of NDT to monitor the
operation of the O-RAN system and make accurate decisions
to minimize energy consumption is also receiving criticism.
great concern. Temporarily turning off MSs in the O-RAN
system during off-peak hours while still ensuring MUSs’
QoS is a quite effective solution. In [55], Ndikumana et al.
proposed a closed-loop aided by NDT for energy saving
O-RAN system. The designed two closed-loop for different
network areas such as rural and urban ones. Then, they
applied DRL to optimize the allocated resources using their
proposed energy model.

E. DIGITAL TWINS FOR INTELLIGENT SURFACE
Intelligent Reflecting Surfaces (IRS) are planar surfaces
made up of numerous small and passive components that
can deliberately reflect incoming signals to improve wireless
communications [56], [57]. In this case, the use of DT can
provide virtual representation and optimization for IRS. For
the virtual representation, the DT can accurately reflects the
physical IRS in real-time, encompassing its configuration,
environment, and operational condition. Meanwhile, for the
optimization, the DT has the ability to simulate different
configurations of the IRS and analyze their effects on
the network. This enables the precise adjustment of the
reflecting parts for best performance. To further enhance the
performance of IRS using DT, the ML/Al-based approaches
can be used to analyze data in real-time and make dynamic
adjustments to the elements of the IRS in order to maximize
the reflection of signals. Furthermore, they have the ability
to anticipate changes in the communication environment,
and consistently optimize the IRS settings for improved
network performance (e.g., maximizing signal-to-noise ratio,
minimizing interference).

For example, the work in [58] discusses a DT framework
for reflect-array unit cells (RA-UC) through electromagnetic-
assisted ML methods. In particular, the DT framework
predicts the values of scattering matrix components for
both single- and dual-polarization elements in the RA-
UC. This utilizes artificial neural networks that are built
upon augmented radial basis functions (A-RBFs), support
vector regression (SVR) techniques, and statistical learning
processes that rely on ordinary kriging (OK). The training
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process focuses on understanding the correlation between
the scattering matrix coefficient and the UC descriptors.
Various data encodings, such as real and imaginary values,
magnitude and phase values, and normalized values, are
also utilized. To assess the trade-offs between the accuracy
of co-/cross-polar scattering fidelity and the time saved
in synthesizing UC-DT models, an analysis is conducted.
This analysis takes into account the high-performance RA
cells designed for various operational conditions, such
as high-frequency applications, high-gain scenarios, wide-
band designs, and dual-polarization radiation. Based on the
numerous performance results, the proposed framework can
achieve the prediction accuracy by considering the number
of geometrical/physical descriptors and the complexity of
the wave manipulation phenomena caused by the UC.
Additionally, All DT implementations achieve a time savings
of over 99% compared to classical full-wave modeling.

In another work, the authors in [59] introduce a novel
system, i.e., RIS-assisted, uplink, user-centric cell-free
(UCCF) system, using DT. This aims to maximize the sum-
rate by simultaneously optimizing the access point and user
association (AUA), power control, and RIS beamforming.
Specifically, the propose system first separates the AUA from
the power control and RIS beamforming (PCRB) according
to the distinct characteristics of their variables, resulting in
a reduction of the solution space. Here, the AUA is utilizing
a newly developed position-adaptive binary particle swarm
optimization (PABPSO) approach. Then, a DRL approach
based on two twin-delayed DDPG models, with advanced
state pre-processing layers, are developed for the PCRB. In
this case, the DT is utilized to train the learning framework
by replaying recorded channel estimations. For the system
model, a number of user equipments (UEs) are served
simultaneously by access points (APs) with the help of a
number of RISs. The DT is utilized as the intermediate
layer between the hardware, e.g., the APs and edge server,
and software components, e.g., the control algorithm that
addresses the AUA, power control, and RIS beamforming.
In this case, the DT can direct the hardware to carry out
control decisions established by the algorithm in the physical
environment. It can also evaluate how the environment
responds to these decisions, such as measuring the data
rates that can be achieved by the UEs. Moreover, the DT
can store and reproduce the measurements of parameters
taken in the real-world setting, such as channel estimations.
Extensive simulations indicate that the proposed system can
provide 25% more episode reward and 12% higher physical
sum-rate under dissimilar maximum transmit powers than
those of other baseline methods. This shows that using RISs
greatly improves the overall data transmission rate of UCCF
systems.

lll. DIGITAL TWIN FOR TRANSPORT NETWORK

Optical networks offer large capacity and long-distance
data transmission due to their high bandwidth, low loss,
and strong resistance to interference. However, existing
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FIGURE 6. Digital twin framework for optical communication system [60].

optical communication networks face significant challenges
in accurately monitoring, managing online, controlling in
real-time, and facilitating rapid maintenance due to complex
deployment environments. These challenges can be mitigated
by integrating optical networks with DT, which can improve
network optimization, enable predictive maintenance, and
support autonomous operations [60].

Fig. 6 shows a framework for using DT in optical
communication system. Firstly, data is collected from the
physical layer, which refers to the optical system and
may consist of optical devices, network elements, hardware
modules, fiber links, etc. Secondly, fusion processing is
applied to the collected data to obtain useful information
in the data layer. Afterward, a model is created from this
useful data in the model layer, and based on the created
model, the application layer can perform equipment fault
prediction, diagnosis, location, and repair, hardware resource
optimization, network efficiency improvement, transmission
process dynamic simulation, real-time display, and numerical
analysis. Finally, based on the results of the comprehensive
analysis, response actions are taken in the application layer,
and feedback is provided to the physical layer from the top
down [60].

While having a general understanding of how the DT
can be applicable in optical systems from Fig. 6, several
studies have explored different approaches to implementing
DT in optical communication systems, each focusing on
specific network elements, signal transmission, and opera-
tional challenges. In [61], [62], a DT is used for estimating
the quality of transmission (QoT) and managing failures
efficiently when a lightpath connects two end locations
equipped with a transponder node through an optical network
consisting of several Reconfigurable optical add/drop multi-
plexer nodes (ROADMSs) and optical links. The DT utilizes
the extracted information of Optical in-phase and quadrature
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(IQ) from the optical signal and applies deep neural network
(DNN) models to exploit IQ constellation features for
soft-failure detection, identification, and severity estimation.
Furthermore, [63] provided detailed information on the use of
DT in optical networks to facilitate the validation of optical
light-path behavior before implementation in the physical
network. While in [64], the DT model is developed based
on the Gaussian noise model and a deep neural network
(DNN) to perform efficient and accurate QoT estimation for
optimization and control of physical layer devices, real-time
responses to deterioration and fault alarms in networks, as
well as network routing and resource reallocation.

Accurate physical layer models facilitate the development
of intelligent, self-driving optical networks. For example,
the dynamic wavelength-dependent gain characteristics of
erbium-doped fiber amplifiers (EDFAs) determine the power
spectrum, which is important for estimating the optical
signal-to-noise ratio as well as the magnitude of fiber non-
linearities. For this, a gray-box EDFA gain modeling scheme
is proposed, making it more feasible to build a customized
digital twin of each EDFA in optical networks, which is
essential, especially for next-generation multiband network
operations [65], [66]. On the other hand, in ROADMs,
soft failures may occur in both inter-node and intra-node
components, such as wavelength-selective switches and
fiber spans. While machine learning (ML) is a promising
solution for soft-failure localization, data scarcity presents
a significant challenge for its implementation. A digital-
twin-assisted meta-learning framework to achieve effective
soft-failure localization is proposed in [56] to address this
issue. This framework utilizes digital twins to create mirror
models and provides multiple training tasks. As a result,
meta-learning can be effectively employed to localize soft
failures [67].

IV. 5G AND BEYOND CORE NETWORK DT

We discussed NDT for O-RAN in Section II-D, about
its potential, advantages, why we need NDT for O-RAN
and use cases. It would be a big mistake not to mention
NDT for 5G CORE Networks and Beyond (NG-CORE)
because NG-CORE performs many important functions
such as authentication, security, registration, mobility, access
management, etc. Therefore, in this section, we would
like to describe to researchers what NG-CORE is, its
functions (Section IV-A), why we need NDT for NG-
CORE (Section IV-B), and topics related to NDT for
NG-CORE (Section IV-C).

A. INTRODUCTION ABOUT 5G CORE NETWORK AND
ITS COMPONENTS

In Fig. 7, we show the 6G system architecture including a
UE, 1 gNB/RAN [73], [74], a 5, and a public data network
(PDN) [75], [76], [77]. The 5 has many different NFs and
each one has its own purpose. Details of each NF are
described as follows:
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o User Plan Function (UPF): This is an important NF

in 5. It is also responsible for managing the user
data during the user data transmission process. More
specifically, it provides the connection point between
RAN and the PDN as shown in Fig. 7, i.e., encap-
sulates/decapsulate the general packet radio service
(GPRS) Tunnelling Protocol (GTP). It also responsible
for packet routing, quality of service (QoS) handling,
and MS’s data traffic reporting for billing.

o Access and Mobility Management function (AMF):

AMF is one of the control plane (CP) NF of the
5, it is responsible for the mobile device (MD) reg-
istration, access management, mobility management,
policy implementation (i.e., it ensures the adequately
allocated resource to the MU to satisfy the MU’s
QoS), session management, MU’s subscriber data man-
agement, network slicing (NetSlice), policy control,
location management, optimized network, ensuring the
security of 5G MUs. AMF connects with MU, gNB,
and many other NFs such as Policy Control Function
(PCF), Network Slice Selection Function (NSSF),
Authentication Server Function (AUSF), Unified Data
Management (UDM), Unified Data Repository (UDR),
and Session Management Function (SMF).

Session Management Function (SMF): SMF is a CPNF
in 5. It is responsible for the data session establishment,
maintenance, and release between the MU and PDN.
Moreover, it supports for the NetSlice, whereas multiple
slicing with different latency and data rate requirement
are created on the top of one physical network hardware.
More specifically, it manages these different sessions
and slicing. Specifically, it can be deployed in a stan-
dalone NF or combined with other NFs. Furthermore,
SMF can connect with many other NFs such as UPF,
SMEF, PCF, and UDM.

Policy Control Function (PCF): PCD acts as a CPNF
in 5. Its function is to guarantee the network operates
properly and meets the various service requirements of
the MUs. Moreover, it provides customizable policies
to business customers. For example, it define different
policies corresponding to various applications such as
MMTC, eMBB, and URLLC. As shown in Fig. 7, PCF
connects to different other NFs such as AMF, SMF, and
Application Function (AF).

AF: AF is an important AF in QoS assignments,
application policies, and traffic management for 5G
networks. It executes policies related to allocated
resources and application behavior. Moreover, it is
used for prioritization such as prioritizing real-time
applications/services over non-RT data transmission.
Furthermore, AF also support for the billing process
by monitoring the amount of application usage data.
As shown in Fig. 7, AF connects to PCF for policy
management.

Short Message Service Function (SMSF): SMSF is a NF
that is used for the short message service (SMS)/texting
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TABLE 5. Summary of recent works on digital twin for optical network.

Reference | Technology/Scenario Problem/Purpose ML/AI Method
[68] Flat and Maximized received SNR per channel NN-based EDFA mirror modeling
[69] SNR optimization for the multi-span DT system Gradient descent
[70] Device configuration method | Maximize the mean and standard deviation of GSNR | Heuristic algorithm
[71] maximize system capacity in MB system Ml-based power profiles optimization
[72] Flat and maximized received power/SNR Autoencoder-based multi-span optimizer
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FIGURE 7. 5G system architecture.

between MS <> MS in 2G/3G/4G/5G. Its functions are
listed as follows: Manage the subscriber’s information
(i.e., inserts/removes subscriber’s information), process-
ing roamer (i.e., manage Security Edge Protection Proxy
(SEPP) and Public Land Mobile Network (PLMN)
interconnections). As shown in Fig. 7, SMSF connects
to UDR and AMF.

o Network Slice Selection Function (NSSF): It can
be used to support AMF to select the correction
NetSlice providing to the MS. Moreover, it is used
to allocate a specific AMF in the case that the
allocated AMF is unable to support all NetSlice
for a specific MS. Furthermore, NSSF contains the
network slice selection assistance information (NSSAI),
identifier of NetSlice instance, i.e., Nsild, roam-
ing information, i.e., RoamingIndication, configuration
information of the single NSSAI (S-NSSAI), i.e.,
ConfigureSnssai, slicing information for registration
process, i.e., SliceInforForRegistration. As shown in
Fig. 7, NSSF connects to AMF.

o Authentication Server Function (AUSF): The functions
of AUSF are authentication (i.e., identify the MU sub-
scriber (MUSub) when it accesses to the 5G network,
the AUSF is responsible for verifying this subscriber
and make sure that this one connects to the network
properly.), authorization (i.e., AUSF checks whether
this subscriber can access a specific service or not),
security (i.e., establish the security for the MUSub),
mobility management (i.e., AUSF connects to the AMF
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to clarify the MU mobility and handover decisions),
session management (i.e., AUSF supports for the session
establishment, maintenance, and release), MU’s data
management (i.e., AUSF connects to UDM for MU’s
profiles). As shown in Fig. 7, AUSF can connect to
UDM, and AMFE

o Unified Data Management (UDM): Functions Of UDM
are listed as follows: a) manage the MU’s data,
b) MU identification, i.e., store & manage the MU’s
Subscription Permanent Identifier (SUPI), c) Persistent
service/session support, e.g., continuing to assign
tSMF/data network name (DNN) to ongoing sessions,
d) SMS & subscription management. As shown in
Fig. 7, UDM connects to AMF, SMF, and UDR.

o Unified Data Repository (UDR): UDR provides a
unified cloud database for MUSub, authentication,
authorization, and application. Functions of UDR are
listed as follows: a) Manage & store Subscriber Identity
Module (SIM) card, b) Announce other NFs about the
changing of MUSub information. As shown in Fig. 7,
UDR connects to SMSF and UDM.

In the paragraph below, we describe the connection
interface between NFs in NG-CORE:

e NI: The interface between MU/User Equipment (UE)
<~ AMF.

o N2: The interface between gNB < AMF.

o N3: The interface between gNB <> UPE.

o N4: The interface between SMF < UPF.
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e N5: The interface between PCF <> AF.

e N6: The interface between UPF <> PDN.

e N7: The interface between SMF <> PCF.

e NS8: The interface between AMF <« UDM.
o N9: The interface between UPF <« UPFE

e NI0: The interface between SMF < UDM.
e NI1I: The interface between AMF <> SMF.
e NI2: The interface between AMF < AUSF.
e NI3: The interface between AUSF <« UDM.
e NI4: The interface between AMF < AMF.
e NI5: The interface between AMF <« PCFE
e N22: The interface between AMF <> NSSF.
e N35: The interface between UDM <> UDR.

B. WHY DO WE NEED NDT FOR NG-CORE?

NG-CORE becomes a crucial part of 5G and future networks
as it needs to perform many important functions such as
authentication, security, registration, mobility, management,
etc. The rapid increase in the number of MUs, the need for
different service requirements, and the need for increasing
network complexity make the operation, maintenance, and
development of NG-CORE increasingly difficult and com-
plex. In order to design a NG-CORE system that works
smoothly in practice, we need to build a testing environment
as close to reality as possible. However, this becomes highly
expensive and difficult with so many different MUs and
components from many various suppliers/vendors, not to
mention how to design algorithms that work effectively for
a large network, e.g., thousands of MSs and thousands of
MUS. This is truly a difficult problem [78]. Fortunately,
NDT has become an extremely effective and inexpensive
solution to solve the difficulties mentioned above. NDT is
able to reconstruct a replica of a real NG-CORE, and it
can update the digital information of the NG-CORE in real
time and periodically. Therefore, we identified the problem
in NG-CORE quickly, and from there we could analyze the
situation, provide a timely solution, and deploy the solution
as quickly as possible into a physical NG-CORE system.
Right after, we would like to describe the advantages of
NDT for NG-CORE:

e Reduce cost: 1t is clear that by building a virtual
replica of the real world, NG-CORE, it will be much
cheaper than purchasing real components from multiple
suppliers/vendors. In reality, a lab with hundreds of
gNBs and a large 5-GCOREB system is extremely
expensive and even difficult to deploy. Building an
NDT system using only software and the cloud for
storage is now quite easy and cheap for all research
centers or universities. This not only helps researchers
have more conditions to do practical research and
access new technology quickly, but it also reduces cost
barriers. More specifically, we can emulate problems
that may occur in practice, through which we can
design algorithms and test them quickly and effectively,
which can then be deployed in practice. NDT also
helps to test new features, devices, and components
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before bringing products to market. Therefore, it
helps significantly reduce testing and trial operation
costs.

o Advanced network management and optimization: NDT

helps monitor the physical NG-CORE system in real
time. Therefore, it proactively recognizes problems as
early as possible and provides solutions before they
impact the real-world NG-CORE system. Furthermore,
the appearance of NDT helps manage things automat-
ically instead of managing manually, which is slow
and ineffective. Therefore, we can build a complex
zero-touching system that operates completely auto-
matically, updating states to NDT periodically. Based
on that, algorithms can be tested to optimize system
performance before running on the real system. NDT
can also emulate different traffic demand scenarios
quickly, thereby providing solutions to optimize traf-
fic efficiently. This is to ensure NG-CORE operates
accurately and smoothly, avoiding excessive congestion
and overloading which will affect MUs’s QoS and
QoE.

Fault/Anomaly prediction: To detect errors or anoma-
lies, NDT needs to build the basic or normal behavior
of the NG-CORE system based on regularly received
data from history and current operating status. NDT will
then collect data regularly from NG-CORE based on
common key performance indicators (KPIs) such as data
rate, latency, and packet error rate monitored in real-
time to detect or predict the error/abnormal behavior.
Machine algorithms can be applied to detect the bias
between current states and the baseline. Then, they
predict the potential anomalous behavior based on the
pattern in the data. Therefore, they make decisions to
check more frequently to prevent the problem from
escalating more seriously. Machine algorithms can be
applied to detect the bias between current states and
the baseline. Then, it predicts the potential anomaly
behavior based on the pattern in the data. Therefore,
IT can decide to check more frequently to prevent the
problem from escalating more seriously. Then, NDT
provides solutions to some problems, such as rerouting
or reallocating resources, or it can issue warnings and
notify humans to intervene to solve problems more
effectively.

o Effective network planning and deployment: The emer-

gence of NDT has greatly supported network planning
and deployment. More specifically, NDT can simu-
late the entire NG-CORE system, allowing operators
and suppliers to freely research and test it before
putting it into actual operation. Instead of managing
manually like before, NDT offers the potential for
an almost automatic, zero-touch management system
with 99.99% automation [79]. Automating management
brings many great benefits, such as allocating resources
faster and more efficiently without encountering small
errors caused by humans. In addition, it also reduces
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operating costs significantly because one person can
undertake many tasks. Furthermore, network scalability
also becomes easier because NDT supports managing
a large number of MSs and MUs in a large area.
NDT also helps us monitor and maintain the system
effectively by updating the network state. Therefore,
analyze the real-time behaviors of the NG-CORE and
detect errors to provide solutions in the most timely
manner.

o Improved security: The integration of NDT into NG-
CORE has greatly improved security in many ways.
By monitoring NG-CORE continuously and regularly,
NDT can detect potential threats to the security of NG-
CORE, thus taking timely prevention measures. First,
NDT can emulate different security attack cases, based
on that, security researchers can analyze potential risks
and develop algorithms to prevent and minimize risks.
In addition, with real-time monitoring of NG-CORE,
unusual manifestations that potentially affect security
will be detected early, thus being promptly prevented
before the attack spreads. Furthermore, regular and
long-term data collection helps NDT have a large data
set and diverse attack cases in the past, so it can simulate
attack cases that may occur in the future effectively, to
proactively visualize possible situations and come up
with solutions in advance.

C. TOPICS RELATED TO NDT NG-CORE
In this subsection, We would like to describe the research
works that have been done related to NDT for NG-CORE
as follows:
o Design NDT for NG-CORE: We all know that NDT is
a digital copy version of an object, e.g., NG-CORE,
but how to build an NDT and what properties of NG-
CORE does it copy to solve a specific problem. For
example, we can build NDT as a physical or IP network
copy version of NG-CORE. Below we would like to
introduce some of the research that has been and is
being done to build NDT for NG-CORE. In [80],
Rodrigo et al. proposed a new design of NDT for
the NG-CORE system. This work proposed a method
of seven phases to regularly update the NG-CORE’s
NFs information to the NDT. Different from literature
works that did not connect the physical system to
the NDT, this work builds a real tested environment
using GNS3 that could connect the NDT for NG-
CORE using free5gc. In [81], Tao et al. proposed
two different NDT architectures to build the 5G CP.
More specifically, they implemented DL models, named
5GC-former and SeQ2Seq to rebuild a virtual copy
of NG-CORE’s NFs. This is the first research work
to rebuild NG-CORE’s NFs based on deep learning
instead of programming. In particular, their simulation
results showed that the two models 5SGC-Seq2Seq and
5GC-former reached 99,997% and 99,999% F1-score,
i.e., a metric to measure the accuracy of samples.
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In [82], Wang et al. NDT proposal for the NG-CORE
network slicing framework, provides a virtual environ-
ment for DRL agents to interact, thus reducing wrong
decisions that occur in real-world environments. In [83],
GeiBler et al. build a mobile virtual network operator
core network (MVNOCoreSim). This was the first
protocol-level simulator for IoT networks. The proposed
simulator mimicked the signaling message, timeout, and
interaction of IoT users (IoTUs) in the physical real
system. Furthermore, they showed a 2G/3G MNVO NG-
CORE describing the signaling signals obtained from a
real MNVO network. They also showed a case study of
bottleneck detection and resource allocation in MNVO.
In addition, an NDT is built to present the NG-CORE
NFs.

Flying vehicles connectivity: In [84], Bilen et al.
introduced a novel proof-of-concept (PoC) of NDT in
the Wifi NG-CORE system. Their NDT model was used
to select appropriate connectivity links and traffic-based
NG-CORE. As in-flight connectivity (IFCon) faces
various difficulties due to the inherent characteristics
of airplane in-flight topologies and flying NG-CORE
links (FSGCOL). Therefore, we need to continuously
check F5GCOLs to ensure continuous connectivity for
flights. This is especially important to avoid unwanted
accidents such as flight MH370, which has gone
missing and has still not been found. Therefore, NDT
is applied to continuously monitor and manage IFCon
transmission lines to proactively analyze possible risks,
based on which timely prevention plans can be made.
Additionally, NDT can simulate, analyze, and predict
using ML algorithms to provide stable transmission and
reduce packet error rates.

Security improvement: To build an almost completely
automated management system for the NG-CORE
network, Yigit et al. [85] has built an NDT system
using online learning (Olearn) to detect distributed
denial-of-service (DDoS) attack problems quickly and
effectively. First, they designed a DDOS attack detection
system using NDT for the Internet service provider
(ISP) NG-CORE network. Then, they applied Olearn
to continuously update the model to improve the model
learning process quickly and make accurate predictions.
They concluded that their framework provides 97%
accurate results for DDOS attack detection. In [78],
Zheng et al. built a NDT for NG-CORE networks to
detect fault and then self-recovery automatically. This
work was based on the real network architecture from
the China Mobile Research Institute for NDT including
three domains, three layers, and three closed loops.
They built a framework consisting of a physical layer,
a network layer, an application layer, an operation
management system, and a security system. They
focused on the NG-CORE network for error detection
and recovery via four steps, i.e., perception — analysis
— decision — deployment.
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V. CLOUD COMPUTING/EDGE COMPUTING DT

Cloud and edge computing have the potential to significantly
enhance DT technology by providing robust data process-
ing and real-time analytics capabilities. Particularly, cloud
computing offers the necessary infrastructure to handle large-
scale data storage and intensive computations, ensuring that
DTs can process and analyze vast amounts of information
from their physical counterparts. Edge computing comple-
ments this by processing data closer to the source, reducing
latency and enabling faster response times.

A. CLOUD COMPUTING DT

Cloud computing is the technology that delivers computing
services over the Internet, allowing organizations to access
these services remotely from cloud providers. Cloud comput-
ing, by providing scalability, flexibility, and computational
resources, can empower DT technology in a wide range of
applications.

A noticeable application is elderly healthcare, discussed
in [86], [87]. In [86], a DT approach is proposed for health-
care systems, particularly focusing on a cloud-based solution
for elderly care. The proposed framework uses cloud-based
DTs to replicate the health status of patients, continuously
updating them with real-time data from wearable sensors
and medical devices. The cloud platform performs advanced
analytics to monitor health conditions, predict potential
issues, and provide personalized care recommendations.
The implementation improved elderly healthcare services
by enabling continuous monitoring and early detection of
health problems, leading to better patient outcomes and
reduced healthcare costs. Taking another approach, in [87],
the authors propose a cloud-based framework, namely
CloudDTH, for elderly healthcare services using DT technol-
ogy. The framework creates a DT of the healthcare ecosystem
by integrating physical objects (patients, medical devices),
virtual models, and healthcare data. The system leverages key
technologies such as IoT for data collection, cloud computing
for processing, and advanced analytics for insights. Among
them, cloud computing serves as the foundational technology
for the CloudDTH framework, providing the scalable infras-
tructure, processing power, and data management capabilities
necessary to implement DT simulations for elderly healthcare
services. It also enables centralized storage and analysis
of large volumes of healthcare data, supports real-time
monitoring and remote diagnosis, facilitates the delivery of
various healthcare services, and allows for efficient resource
allocation and management. A case study is conducted to
demonstrate the feasibility of the proposed approach in
two key areas, i.e., real-time monitoring with personalized
medication reminders for individual patient and hospital bed
allocation scenarios. Besides, [88] introduces PSim-DTH,
a method for secure and efficient healthcare monitoring
using similarity queries on a DT cloud. The approach
involves first creating a formal model for similarity-based
healthcare monitoring within the DT cloud environment.
To organize healthcare data, they use a partition-based tree
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(PB-tree) indexing structure. For privacy, the paper employs
matrix encryption to develop a privacy-preserving similarity
range query (PSRQ) algorithm that works with the PB-tree.
The PSim-DTH scheme is built upon the PSRQ algorithm.
Extensive security analysis and performance evaluation show
that the PSim-DTH scheme is both privacy-preserving and
efficient.

Apart from health care, [89], [90], and [91] discuss DT
applications in power management. In [89], the authors
explore the use of cloud and edge computing to host DTs
for managing distributed energy resources. Specifically, by
splitting the DT framework between cloud and edge layers,
the system benefits from real-time data collection and pro-
cessing at the edge, while the cloud handles more intensive
computations and data storage. This architecture enables
optimized coordination and control of distributed energy
resources, enhancing the efficiency and reliability of energy
distribution systems. Experiment results show significant
improvements in energy management, with better resource
utilization and reduced communication overhead. In [90], the
authors investigate the practical adoption of cloud computing
in power systems, highlighting its role in enhancing DT tech-
nology for grid management. By integrating power system
components with cloud platforms, DTs can model and mon-
itor grid behavior in real-time. The cloud platform facilitates
vast data collection and analysis from grid components,
supporting applications like predictive maintenance, fault
detection, and demand forecasting. Simulation results show
that cloud computing significantly enhances the efficiency,
reliability, and resilience of power grids, leading to more
effective management and reduced downtime. Reference [91]
introduces a DT and cloud-side-end collaboration for intel-
ligent battery management system. The edge node bridges
the physical and digital worlds, transmitting battery data to
create DT models and returning state estimation and health
predictions to the vehicle. The cloud-based big data platform
leverages extensive storage and computational resources
for analysis and feedback, supporting additional functions
like service, operation, maintenance, product tracking, and
fault retracing. A four-layer networked architecture is also
developed, leveraging cloud computing and storage for
advanced algorithms, real-time data-driven DT models with
dynamic mapping, and integrating real-time processing with
cloud intelligence for sophisticated battery management.
Experiment results demonstrate the high accuracy of the
proposed approach in predicting the state of the real battery
based on the DT counterparts.

Besides, DT applications in industrial production is
discussed in [92], [93], and [94]. In [92], the authors
introduce DT as a Service (DTaaS) for Industrial Internet of
Things (IIoT) systems, leveraging cloud computing to create
scalable and flexible solutions for monitoring and optimizing
industrial processes. The proposed architecture integrates
cloud-based DTs with IIoT sensors and devices, providing
real-time data analysis and simulation. The cloud platform
supports various services, including predictive maintenance
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and operational optimization. Simulation results show that
DTaaS approach can enhance scalability, flexibility, and
efficiency in industrial process management, reducing down-
time and improving overall performance. Similarly, [93]
presents a new framework that uses DT technology to detect
anomalies in industrial systems in real time and even predict
them. This framework follows the idea of edge Al (or edge
intelligence) by using DTs within a flexible network that
spans both the industrial edge and the cloud. This setup
allows for fast and accurate anomaly detection. By placing
DTs at the edge, the system can process data efficiently
using the computing and storage available on local devices.
They built a working model using a LiBr absorption chiller,
which showed that their framework and its technologies
are practical. Their study also indicated that the proposed
method can identify anomalies early on. Reference [94]
introduces a multi-level cloud computing-enabled DT system
designed for real-time monitoring, decision-making, and
control of a synchronized production logistics system. This
IoT-driven production logistics synchronization (PLS) system
uses real-time information to precisely capture the activities
of the physical layer and assess how they influence the
overall system’s operation. Depending on the severity of
these dynamics-slight, moderate, or severe-edge computing,
fog computing, and cloud computing are employed to form
a dynamic multi-level distributed decision-making system,
optimizing effectiveness and cost-efficiency. A industrial
case study is also conducted where an optimization model
is developed for production and storage. The results of the
case study demonstrate the effectiveness of the proposed
approach.

In [95], a cloud-based DT framework for structural health
monitoring is developed, as illustrated in Fig. 8. Particularly,
monitoring large structures is typically expensive and labor-
intensive. DT technology aims to overcome these challenges
by creating a high-fidelity digital replica of the physical
entity. To this end, the framework combines physical
structure, digital models, and cloud computing to efficiently
monitor real-time data and enable proactive maintenance.
For damage detection, the framework employs a deep 1D
Convolutional Neural Network (CNN), which achieves a
92% accuracy rate in identifying damaged truss connections.

Taking another approach, [96] integrates DT technology
into VEC networks to enable adaptive network management
and policy scheduling. First, the framework and key issues
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of VEC networks are introduced. Then, the DT concept
is presented, and an adaptive DT-enabled VEC network is
proposed. In this architecture, DTs facilitate adaptive man-
agement using two closed loops between the physical VEC
networks and their digital versions. Furthermore, a DT-based
approach addresses the VEC offloading problem, employing
vehicle and roadside unit (RSU) digital models. A Deep
Reinforcement Learning (DRL)-based offloading scheme is
developed to minimize total latency, with numerical results
confirming the algorithm’s effectiveness.

B. EDGE COMPUTING DT

Edge computing, unlike traditional cloud computing, enables
IoT devices to process at the edge of the network, thereby
bringing data closer to the data source. Edge computing
can enhance DT in aspects such as reducing latency,
improving reliability and resource efficiency [97]. Multiple
DT applications integrated with edge computing have been
proposed.

Among those applications, [98], [99], and [100] present
DT in 6G networks. Particularly, both [98] and [99] apply
mobile edge computing (MEC) to overcome challenges of
6G network such as the need for higher data throughput and
reduced latency. In [98], the authors introduce EcoEdgeTwin
model, which consists of a physical infrastructure layer
presenting the actual network components such as edge
servers and mobile users, and a DT Integration Layer
presenting the DTs of those network components. Moreover,
from developed core mechanisms, performance model, an
optimization problem is formulated to balance latency,
energy consumption, utility function, and to maximize the
Quality of Experience (QoE). To that end, an Advantage
Actor-Critic (A2C) algorithm is developed for optimizing
task offloading and energy management. Simulation results
show that, compared to a benchmark model, EcoEdgeTwin
has lower energy consumption and higher QoE values
by roughly 15% and 25%, respectively. On the other
hand, in [99], the authors proposed a three-layer model:
a radio access layer contains mobile devices with limited
computing resources, a DT layer where base stations,
equipped with MEC servers, execute computation tasks and
maintain DTs, and a cloud layer contains cloud servers
with large computing and storage resources. Moreover, an
A2C-based DRL approach is proposed to minimize average
system latency when selecting base stations as DT servers.
Additionally, to quickly adapt the DT model when users
move between servers, a transfer learning model is used.
Simulation results show that the proposed model can reduce
the total system cost by up to 99%, compared to baseline
models. Also leveraging MEC, the authors in [100] present
a framework for energy-efficient video analytics for DT
construction in 6G networks. Particularly, the framework
uses mobile devices to capture video frames, and edge
nodes for computation offloading. Moreover, a mixed integer
nonlinear programming (MINLP) problem is formulated
to minimize energy consumption while maximizing video
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analytics accuracy, subject to latency constraints. To this
end, a Multi-Agent Deep Deterministic Policy Gradient
(MADDPG) algorithm, which allows for centralized training
and decentralized execution of the video analytics tasks,
is proposed to solve the optimization problem. Simulation
results show that, using a reward function, MADDPG can
outperform different benchmark algorithms by 10%-40%.

Besides 6G network, how edge computing supports DT
in human-related applications is the focus of [101], [102],
and [103]. In [101], the authors propose a mobile edge
computing MEC-based DT deployment scheme in the smart
home domain with a focus on human activity recognition and
sensor update inference. Particularly, this scheme leverages
a cloud platform to collect data from sensors to create
DTs, and edge servers as intermediaries to preprocess and
manage sensor data locally. Moreover, a DRL-based data
upload timing model is developed to improve the DT
fidelity, i.e., how accurately the virtual model represents
actual sensor changes, while reducing communication costs.
Simulation results show that this approach maintains a
higher accuracy by 6.51% and 1.58% on different datasets
compared to a baseline approach. Another application, i.e.,
Human Digital Twin (HDT) is presented in [102]. To that
end, the authors introduce an immersive communication
framework for HDT leveraging edge computing and tactile
Internet. The framework, namely IC-HDT-ECoTI, aims to
enhance HDT applications by providing strong interactions
and extremely immersive QoE between physical twins
(PTs) [102] and virtual twins (VTs) [102]. In particular,
the system architecture of IC-HDT-ECoTI has an Edge
Interaction Domain, which acts as a bridge between a
Physical Master Domain [102] and a HDT Domain [102].
The Edge Interaction Domain enables data offloading to
edge servers, thereby reducing communication bandwidth
and service delay. Simulation results show that, compared to
a baseline framework, IC-HDT-ECoTTI can reduce the delay
by up to roughly 50%, and offer higher QoE for HDT in
practical implementation. An application of DT for human
organ replication is introduced in [103]. Specifically, the
authors propose an architecture, namely Cardio Twin, for
ischemic heart diseases (IHD) detection by replicating a DT
of the human heart. Moreover, Cardio Twin is designed to run
on edge devices such as smart phones to provide continuous
monitoring and data collecting, high responsiveness, and
privacy. Additionally, AT or ML models can be used to detect
abnormalities and make decisions based on data collected
from the edge devices. Simulation results show that Cardio
Twin can detect the IHD with an accuracy of mostly 85%
using a CNN model.

DT applications in monitoring industrial process of man-
ufacturers are discussed in [104], and [105]. Particularly,
in [104], the authors propose a distributed DT three-layer
architecture for shop floor monitoring based on edge-
cloud collaboration. The first layer, namely physical layer,
collects data from shop floor sources such as sensors, RFID
tags, videos, images. The second layer, namely the edge
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FIGURE 9. Edge-based DT framework in cross-company production networks [105].

layer, performs data preprocessing, executes local DT tasks,
thereby improving real-time capabilities and reducing cloud
computing load. Lastly, the cloud layer stores processed data,
performs global DT tasks, and manages model replication,
training, and optimization for both edge and cloud layers.
Moreover, a microservice architecture is recommended to
develop the DT systems to provides benefits such as elas-
ticity, modularity, reducing risk of cascading failures, better
resource orchestration, and potential for containerization.
Possible manufacturing application scenarios of DT, such
as equipment health management, production scheduling,
production control and optimization, and quality control, are
also discussed. Addressing another challenge, in [105], the
authors propose an edge-based DT framework to assess and
ensure ecological sustainability in cross-company production
networks. In particular, the framework consists of a company
level and a network level, as illustrated in Fig. 9. In the
company level, edge devices at each manufacturer computes
sustainability indicators for their specific processes, thereby
keeping sensitive data within each company. In the network
level, non-sensitive sustainability indicator data from all
companies are aggregated by a central DT, thereby providing
an overview of the entire supply chain. This approach could
reduce latency and bandwidth usage compared to cloud-
based alternatives, especially for data-intensive applications
like video processing.

In [106], the authors propose an Edge-based DT solution
for robotic systems which aims to move the DT’s computa-
tional needs from being on the robot or in a cloud to being
distributed across the network. In particular, the system relies
on an Intelligent 5G Edge and Fog Infrastructure, which
combines cloud-to-things continuum to spread computation
at closer distant to the robot, 5G connectivity for real-
time data transfer between robots and edge resources, and
distributed intelligence capabilities to incorporate Al and
ML throughout the infrastructure. Additionally, the DT is
based on the Robot Operating System, which consists of
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two main components: a computational stack to define
the robot’s behaviour and control, and an analytics stack
leveraging AI/ML for movement prediction and optimization.
Simulation results show that the synchronization accuracy
between a physical robot and its DT is mostly 98% when the
controlling application is deployed on edge nodes, compared
to unpredictable movement when the application is deployed
on cloud.

In [107], the author proposes a novel DT scheme supported
metaverse leveraging MEC and ultra-reliable low-latency
communications (URLLC). Particularly, the IIoT devices are
connected to an access point (AP) via URLLC links, allowing
DTs to be replicated in the metaverse. Moreover, edge
servers are used to optimize task offloading and to provide
caching capabilities. The end-to-end latency optimization
problem is divided into three sub-problems (caching policy,
offloading policy, joint communication and computation)
and is solved using an alternating optimization (AO) based
algorithm. Simulation results show that the proposed scheme
can improve the quality of the DT with lower latency and
higher reliability in a metaverse.

In edge computing, AI/ML-based DT represents a sig-
nificant advancement to monitor, manage, and optimize
physical systems and processes in edge networks through
using system replica either at the central server or edge
server. In this case, edge devices can collect and pre-process
data from various sensors and IoT devices and then deploy
AI/ML models using DT to analyze the data locally. The
central server can also implement the centralized learning
process using the DT to help the edge devices in monitoring
and optimizing the real networks.

For example, [108] presents a DL-assisted mobile edge
computing scheme that involves training the DL algorithm
offline at a central server using a DT of the actual network
environment. The objective is to decrease the normal-
ized energy consumption through the optimization of user
association, resource allocation, and offloading likelihood,
while meeting the quality-of-service requirements. Here,
the mobility management entity (MME) can manage the
user association in real-time from the pre-trained deep
neural network (DNN), while each access point (AP) can
orchestrate the rest. To this end, the DT can dynamically
monitor the fluctuations in real networks and adjusts the
DNN accordingly, taking into account that real networks are
dynamic. This DT creates a replica adopting the network
topology, the queueing and channel models, and basic
principles of the utilized real networks. From the simulation
results, the proposed framework can save normalized energy
consumption up to 89% compared to other conventional
methods while decreasing the computational complexity.
Another DL-based edge-fog-cloud computing scheme to
enhance the security of cloud storage is discussed in [109].
Specifically, smart machines as the edge devices collect and
pre-process data including data storage and transmission.
Then, a DT is employed to develop a virtual replica in the
physical world using 3Dmax at the cloud server, enabling the
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simulation of the data-driven behavior of the machines. This
DT can simulate a network intrusion detection leveraging
a DNN model. Through the experiments using a two-layer
cloud database model and Amazon Relational Database
Service, the proposed scheme can obtain success rate
between 0.9 and 1.0 of the database load/frequency.

The authors in [110] then adopt a DT mechanism to
create a digital duplicate of Espinardo’s campus at the
University of Murcia in Spain utilizing ETSI next-generation
service interfaces-linked data open standard. The initial
stage involves the utilization of the current sensor network
deployment and the on-going development of the Fog-Edge-
Cloud computing infrastructure, which is built upon a 5G
private network. Specifically, the DT-based smart campus
includes the DT of 23 buildings working as edge nodes, each
with chosen sets of data attributes. This DT is implemented
by integrating sensor data with external open data sources,
analytics models, and the information processed by these
analytics. Using linear ML models, i.e., logistic regression
(LR), decision tree (DT), random forest (RF), and support
vector machine (SVM), for building occupancy prediction
of 19 buildings in the campus, the proposed mechanism
can obtain minimum root mean squared error (RMSE) and
mean absolute error (MAE) between 3 ~ 53 and 1 ~ 14,
respectively when decision tree is used.

To provide a collaborative learning without data sharing,
the work in [111] presents the architecture of DT edge
networks (DITEN), which combines DT technology with
edge computing to create a streamlined connection between
IoT devices and cyber systems for IIoT applications. In
this case, an FL framework with asynchronous model
update formulated as an optimization problem is utilized to
address the communication overhead problem. The problem
is subsequently divided into two subproblems and solved
using DNN model. As illustrated in Fig. 10, the DITEN
has three layers including user layer with IoT devices,
edge layer with mobile edge computing server embedded at
base stations, and DTs which are deployed within the base
stations. From the simulations, the DITEN can obtain more
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than 90% of accuracy for various number of FL participants
and a lower time cost by 60% compared to the baseline
algorithm. Then, the authors in [112] extend the above
work using a hierarchical FL approach that incorporates a
hypernetwork (HN) algorithm, i.e., HFedHN, to mitigate
the impact of non-IID data across devices. This HN is a
lite version of a main neural network that generates weight
parameters and uses the main network’s weight structure as
input and outputs them. Specifically, the system utilizes HNs
in the lower layer to produce the parameters of local model
for the devices. In the higher layer, the HNs are updated by
combining their model parameters. The system then separates
the number of parameters sent by the upper and lower levels,
resulting in improved communication efficiency and reduced
calculation costs without sacrificing accuracy. Using five
classification datasets, the proposed system can outperform
other baseline FL methods through achieving more than 90%
of test accuracy.

In another work, a DT-based multi-FL service mechanism
to tackle the dynamicity in resources and mobile users
for mobile edge computing networks is studied in [113].
Particularly, a DT is first applied to improve the schedul-
ing/selection of devices and allocation of mobile edge
computing resources, aiming at maximizing the overall utility
of FL services. Here, the DT can provide seamless synchro-
nization between the mobile edge computing networks and
the twin of multiple FL services. This is realized by applying
LSTM model to forecast future network -circumstances
according to the accumulated knowledge stored in the DT.
Using the network insights from the DT and the behavior
of FL participants, the FL device selection and bandwidth
allocation strategy during the FL training process can be
determined. To further intelligently allocate bandwidth, a
DRL approach with the Deep Deterministic Policy Gradient
(DDPG) algorithm is introduced. This DDPG utilizes the
knowledge gained from the network analysis conducted by
the DT and actively determines the allocation of bandwidth
in each communication round, allowing it to adjust to the
changing conditions of the mobile edge computing networks.
The performance evaluations show that the system utility of
the proposed approach can be improved by 49.8% compared
to a baseline one.

The works surveyed in this section is summarized in
Table 6.

VI. DIGITAL TWIN FOR APPLICATIONS

The evolution of 6G and beyond networks is driving the
development of a broad range of applications that increas-
ingly rely on DT technology to achieve intelligent, adaptive,
and efficient operation. In this context, AI/ML plays a critical
role as core enablers for applications in NDTs for 6G and
beyond networks including blockchain-based frameworks,
anomaly detection schemes, healthcare, manufacturing, and
vehicular networks. To this end, AI/ML-aided DT can pro-
vide significant benefits in optimizing network performance
and improving user experience through network environment
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simulation and performance prediction, reducing downtime
using proactive maintenance, enhancing system security by
anomaly detection approach, and increasing cost efficiency
through resource optimization and automated management.
Integrating AI/ML-based digital twins into 6G networks
can completely revolutionize their design, operation, and
maintenance. Additionally, this integration guarantees that
6G and beyond networks are more resilient [114], efficient,
and user-centric, as discussed in the following existing
scenarios.

A. BLOCKCHAIN

Blockchain-enabled AI/ML framework has been considered
as an advanced integrated technology that can enhance
the efficiency, security, and functionality for digital twin
(DT) networks. Specifically, the integration of blockchain
and AI/ML approach, e.g., FL, within digital twin frame-
works offers several benefits. First, blockchain’s secure
and immutable ledger guarantees that data fed into AI/ML
algorithms in digital twin remains trustworthy and private.
Second, AI/ML algorithms have the capability to analyze
large quantities of encrypted data stored on the blockchain to
provide more accurate predictions/decisions. Third, AI/ML-
driven decisions may be used to automate processes in digital
twin networks using smart contracts on the blockchain in
which the transaction would be securely stored. Finally, the
decentralized nature of blockchain makes the digital twin
system more resilient to failures and cyberattacks, while
AI/ML algorithms make it more adaptable to real-world
developments.

For example, the authors in [68] propose FedTwin that
combines blockchain technology with dynamic asynchronous
FL, aiming at providing privacy and decentralization for
digital twin (DT) networks. This work addresses several
challenges including the existing DT networks which utilize
centralized computation, the presence of data fabrication and
privacy leakage, and lack of incentive scheme. Particularly,
a blockchain-based consensus algorithm based on Proof-
of-Federalism is designed at all training DTs. Here, the
blockchain-based consensus process refers to the local model
training of FL that stores the local trained parameters in
blocks and then sends them to the network of blockchain. In
this phase, a generative adversarial network with differential
privacy is applied at each DT to preserve the privacy
of local models. Additionally, each DT must execute a
smart contract that uses the Isolation Forest algorithm to
detect faked local model parameters and eliminate them.
Then, in the aggregation phase, the training DTs can
generate global model parameters using the selected local
models via an enhanced Markov decision process (to comply
with a dynamic asynchronous aggregation mechanism) and
save them in a candidate block. The candidate block
with the most selected global parameters is then cross-
verified and added to each DT’s ledger for the next
FL process. The consensus process of FL repeats until
a defined threshold is reached or the FL convergence
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TABLE 6. Summary of cloud/edge computing approaches in DT applications.

Ref. | Architecture| Objective Approaches Methodology Real-time Ca- | Scalability
pability
Cloud Elderly healthcare | Cloud-based DTs to replicate | SysML Yes Not
[86] services health status. Cloud platform per- mentioned
forms advanced analytics
Cloud Elderly healthcare | Integration of physical/virtual | SysML, Modelica, | Yes Yes
[87] services models and healthcare data. SolidWorks, 3DMAX,
Leverage IoT for data collection, | AutoCAD
cloud computing for processing,
advanced analytics for insights.
Cloud Health monitoring | Digital replica, real-time monitor- | Deep Learning Yes Yes
[95] ing, and enable proactive mainte-
nance.
Cloud Health monitoring | Healthcare monitoring model on | PSim-DTH, PB-tree, PSRQ al- Yes Not
[88] DT cloud gorithm mentioned
Cloud Grid management | Integrate power system compo- | DT-based grid modeling and | Yes Yes
[90] nents with cloud platforms. monitoring
Cloud DTaaS for IIoT | DTs with IIoT sensor integration DTsA platform Not mentioned Not
[92] systems mentioned
Cloud Production logis- | Dynamic multi-level system opti- | Multi-level cloud computing | Yes Yes
[94] tics control mization enabled DT
Cloud Adaptive network | DT-enabled adaptive management | DRL-based offloading using | Yes Yes
[96] and policy cloud
scheduling
Edge DT in 6G Task offloading and energy man- | A2C in EcoEdgeTwin model Yes Yes
[98] agement
Edge DT in 6G Latency minimization A2C-based DRL + transfer | Yes Not
[99] learning mentioned
Edge Video analytics in | Solve MINLP for video qual- | MADDPG Yes Yes
[100] 6G DT ity/task offloading
Edge Human DT Immersive HDT communication | Edge computing + tactile In- | Yes Yes
[102] framework ternet
Edge DT for human | Health monitoring and decision- | Edge DT with CNN and sensor | Yes Yes
[103] heart making fusion
Edge Sustainability in | Supply chain overview via central | Sustainability-focused DT | Yes Not
[105] production DT framework mentioned
Edge Robotic systems Distributed computation Intelligent Edge-based DT Yes Yes
[106]
Edge Metaverse DT Task offloading optimization Alternating Optimization (AO) | Yes Not
[107] based mentioned
Edge, Energy resource | Edge data collection, cloud com- | Distributed Energy Resources | Yes Yes
[89] Cloud management putation (DERSs) framework
Edge, Battery Edge-cloud coordination RL, federated cloud system Yes Yes
[91] Cloud management
system
Edge, Industrial Edge/cloud DT for anomaly detec- | MQTT, Gradient Boosting De- | Yes Not
[93] Cloud anomaly tion cision Trees (GBDT) mentioned
prediction
Edge, Human  activity | Sensor fusion and LSTM-HAR DRL, LSTM, Edge-Cloud Fu- | Yes Yes
[101] | Cloud recognition sion
Edge, Shop floor moni- | Preprocessing at edge, analytics in | Three-layer physical-edge- | Yes Yes
[104] | Cloud toring cloud cloud architecture

is achieved. To this
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end, the training DTs can obtain
rewards as incentives for participating in the blockchain
consensus and FL process. This FedTwin can achieve local

test accuracy up to 96%, 5-8% higher than that of other
baseline FL. methods, after 50 rounds using CNN and MLP
algorithms.
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The extended blockchain approach using a hierarchi-
cal FL-based DT framework for Industrial IoT (IIoT)
is investigated in [69]. This work integrates the DT
into a cyber-physical system (CPS) to offer flexible and
dynamic configurations for collaborative CPS. Specifically,
a two-stage FL training process using authentication and
verification of the blockchain is proposed to provide accuracy
for the IIoT devices’ behaviors. IloT-based machines in the
factory are clustered with a cluster coordinator for each
cluster in the first stage. This cluster coordinator leads
its cluster for the local training processes at each local
machine. It also creates some DTs that help some incapable
machines, e.g., machines with limited computation resources,
to perform the local training processes. The trained local
models from all machines and DTs are then aggregated by
the cluster coordinator as the cluster global model. In the
second stage, the training processes occur between the cluster
coordinators, validator nodes, and the cloud server. In this
case, the validator nodes will cross-verify and validate the
received global models from cluster coordinators with the
shared global model before aggregating them using FedAvg.
This verified aggregated model is stored at a block and
added to the blockchain. Since all blocks are uploaded to the
blockchain, this allows smart contracts to issue transactions
between clusters with different criteria. From the experiments
using CNN, it is shown that the FL can obtain similar
accuracy with the centralized CNN at 90% with small block
size at 2MB.

The use of blockchain to protect DT networks and
user privacy from malicious communication activities using
distributed learning is also discussed in [70] and [71]. In [70],
the authors focus on designing secure FL for data protection
and reliability in the IoT environment while implementing
digital resource allocation using a broad learning with feder-
ated continuous learning (BL-FCL) algorithm. Specifically,
a three-layer DT service model is developed to realize
the DT network with the blockchain. Here, the model
primarily utilizes blockchain and smart contract technologies
to guarantee the security of data storage and connectivity
within the blockchain. This data blockchain is exchanged
between the data owner and the data transmitter. Through
the scenario of data poisoning attack detection, the proposed
framework can achieve a higher prediction accuracy by 20%-
60% compared with the conventional federated averaging
approach. Then, in [71], the authors present a blockchain-
based secure FL. (SFL) using DT to address data dan model
poisoning as well as Sybil attacks, i.e., a type of attack by
creating many fake IDs, in decentralized IIoT environments.
Specifically, the DT works as a secure scheme that protects
the trained models during aggregation step. To enhance
the security of IIoT machines, non-fungible tokens (NFTs)
that are stored on a blockchain to certify authenticity and
ownership are utilized to mitigate Sybil attacks through FL
distributed nodes. As illustrated in Fig. 11, the typical FL
process happens with the local training and aggregation
processes. Here, the blockchain works as a protected and
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FIGURE 11. DT-based SFL framework with blockchain technology.

fixed ledger in the FL process. This stores each model
updates’ transaction including weights from the local training
process at each FL node. Then, in the aggregation process,
the DT can duplicate the global model as the reference.
In this case, the system can regularly compare the updated
global model with the DT as to detect the data as well as
model poisoning and return to the current DT state when
such anomalies occur. From the experiments, the proposed
SFL can reach loss reduction up to 200% compared to the
baseline FL approaches and achieve 97% accuracy In IloT
environments.

For mobile networks, the use of AI/ML-based DT with
blockchain can optimize and improve network performance
as well as user experience with the existence of data privacy
and security protection. In [72], a communication-assisted
sensing situation using federated transfer learning (FTL) in
DT-enabled time-varying mobile networks is investigated.
In this context, the transfer learning reduces the transfer
communication overhead and the DT facilitates prototype,
testing, and optimization, enabling efficient virtual modeling
and practical application guidance in the mobile networks.
Specifically, two communication-assisted sensing schemes,
i.e., centralized and decentralized of FTL, are employed in
the DT, aiming at enhancing mobile network communication
efficiency. To this end, the centralized FTL is first executed
to perform feature extraction and train data on the central
server. To ensure data safety, a decentralized FTL with
blockchain is then used. The feature extraction module
is created by combining the blockchain sharing and local
models. This blockchain technology is combined with a new
detection method that relies on the similarity of models.
For the blockchain mechanism, each participant corresponds
to a single miner where the local model’s parameters are
uploaded to the miner. Subsequently, the miners disseminate
the parameters as transactions to the remaining miners,
which are then stored in their respective trading pools, and
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broadcast transactions to other participants in the blockchain.
When a miner receives a transaction information broadcast
from another miner, it checks the transaction’s validity and
puts the parameters in the trading pool. Upon the generation
of a new block, the miner downloads the new block to
update the global model. Then, the participant initiates
another round of local model training. Meanwhile, for the
detection method, if there is a discrepancy in model similarity
between the present time and the next time, it indicates
the presence of a malicious node in the system. In such
cases, the malicious node is removed from the FL training.
Using a MSTAR dataset for SAR ground target recognition
in non-IID manner, the proposed framework can provide a
higher average accuracy 97.5% and faster convergence than
conventional FL. with federated averaging method.

B. HEALTH SYSTEM

The DT has been considered as a promising solution to
revolutionize the operation of digital healthcare systems.
Specifically, the DT in health applications can provide a
virtual replica or model through enabling proactive and
personalized patient care, simplifying health monitoring,
optimizing health delivery, and fostering innovation in
medical research and development. In AI/ML area, the DT
can be implemented in health system to build a detailed
model of the patient or structure health operation. This model
captures not only the current state but also predicts future
states based on different scenarios and interventions. The
DT can also continuously monitors and updates the health
real-time monitoring based on incoming data from the actual
patients or structures. This allows for early detection of
health anomalies. Moreover, the DT can be used to simulate
different treatment strategies, predict outcomes, and optimize
care plans tailored to individual patients/structures.

In [115], the authors study DT and DL-based heart disease
and heart problem detection using an electrocardiogram
(ECG) heart rhythms model. Specifically, three-step frame-
work is developed consisting of processing and prediction
step, monitoring and correction step, and comparison step.
In the first step, the framework collects patient data by using
IoT sensors and then stores the real-time data including
patient body and health information to the temporary cloud
server. After the pre-processing and DL process using CNN
and LSTM, the system can predict and detect the health
anomalies. The prediction/detection results are then saved at
the result database. In the second step, the healthcare profes-
sionals can verify and validate the given prediction/detection
results as well as provide feedback and optimize the current
model. In the final step, the comparison between the real
prediction/detection and the DT of similar case patients are
incorporated to enhance the DT model for the next use to
continuously monitor and detect health anomalies. Through
performance evaluation using ECG datasets, the framework
can achieve the accuracy of 96% and 97% using CNN and
LSTM, respectively. To increase both speed and accuracy
for disease assessment, the authors in [116] present a
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factorization machine combine product-based neural network
(FMCPNN)-based framework. This framework can enhance
product-based neural network (PNN) performance from poor
capability for generalization due to insufficient interaction
between low-order features by employing additional second
order interaction. The simulations results show that the
proposed framework can provide the lowest loss at 0.36 and
the highest accuracy at 84% compared with other baseline
ML and DL methods.

Next, the authors in [117] propose a DT-based Internet
of Medical Things (IoMT) framework for telemedical
simulation to remotely perform lung cancer surgery. This
framework combines a generative adversarial network
(GAN), mixed reality, and 5G cloud computing system.
In particular, the lung cancer data are first collected and
pre-processed from patients using IoMT devices via 5G
networks. To build accurate prediction model, a new robust
auxiliary classifier GAN (rAC-GAN)-based smart network
is developed. This prediction accuracy is then enhanced
during the remote surgery using DT. This can be achieved
through utilizing a real-time operating room viewpoint,
where a surgical navigation image is projected onto the
surgeon’s helmet through the application layer, employing
5G-based mixed reality. Based on the performance results,
the proposed IoMT framework can provide accuracy of 92%,
20% better in average compared with KNN, SVM, and
DNN approaches. Then, the work in [118] introduces a new
Respiration DT (ResDT) model that utilizes Wi-Fi Carrier
State Information (CSI) and ML algorithms to monitor
and classify patient respiration into binary and multi-class
categories. Particularly, the respiration data is first collected
using an ESP32 Wi-Fi sensor equipped with Wi-Fi CSI.
Then, the Patient’s Breaths Per Minute (BPM) is determined
by analyzing sensor data using various signal processing
techniques, including denoising (i.e., smoothing and filter-
ing) and dimensionality reduction, i.e., Principal Component
Analysis (PCA), SVM, Empirical Mode Decomposition
(EMD), and EMD-PCA. Various filters and dimensionality
reduction techniques are compared to accurately estimate
BPM. Based on the experiments, the PCA can achieve
more effective dimensionality reduction, resulting in 87.5%
accurate BPM values. Additionally, the fine tree algorithm is
the best option in the ResDT model by providing accuracy of
96.9% and 95.8% for multi-class classification and binary-
class classification, respectively, outperforming the other
supervised classification algorithms.

Another work that presents DL-based structural health
monitoring using DT in the cloud server is investigated
in [95]. Here, the system orchestrates data interaction
among physical infrastructure, digital model, and human
interventions through cloud computing and web interface.
To accurately detect damages on the structures, several
phases including structure-machine interaction, machine-
human interaction, and human-structure interaction as
illustrated in Fig. 12. For the structure-machine interaction,
data collection using IoT sensors, accelerometers, and
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FIGURE 12. The DT-based structural health monitoring framework with
structure-machine-human interaction.

cameras is executed for the DL process. In the machine-
human interactions, the collected data are trained using
CNN models at the cloud server. In this case, the DT-
based virtual structure according to the physical structure is
built to replicate the current behavior and predict the future
behavior of the real structures. For the last phase, the web
interface is deployed to provide valuable information for
the structure professionals regarding the current status of
structures based on the DL process. From the experiments, it
is demonstrated that the CNN model can provide the damage
detection accuracy up to 92% in the scenario of model and
real bridge structures.

C. MANUFACTURING

The use of AI/ML-aided DT network can help the man-
ufacturing systems including IIoT to optimize operations,
enhance productivity, improve quality, and reduce downtime.
Through a virtual model that replicates the physical manu-
facturing processes, machinery, and factory environment in
real-time, the manufacturing systems can conduct real-time
simulation, prediction, and decision making, with the help
of AI/ML approaches.

For example, the authors in [119] introduce a cognitive DT
for Industry 4.0 which enable manufacturers to strategically
leverage implicit information derived from the experience of
current industrial systems and provide greater independent
decision-making and control, while enhancing performance
on a large scale. To do so, a graph learning is used to
improve cognitive capabilities in the manufacturing DT,
especially throughout the product design phase of man-
ufacturing. This graph learning model has the ability to
conduct cognitive methods including learning, perception,
attention, memory, reasoning, and problem solving through
three-step processes, i.e., graph formation, graph operations,
and learning objective. In this case, the graph formation
handles perception, memory, and reasoning, while the graph
operations control attention and learning processes. Finally,
the learning objective performs the problem solving through
data prediction. It is observed that the proposed DT with a
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structural graph CNN (SGCNN) can obtain the accuracy at
91% for the sub-graph classification.

Another use of DT to manage complex machinery for
modern manufacturing industry is proposed in [120]. The
primary goal is to create a DT for complex machinery and
oversee its whole lifespan through a mathematical model
that is influenced by both models and data. By using
this approach, one may have a more comprehensive under-
standing, closely monitor, accurately track, and effectively
control the present condition of complex machinery. In this
work, three layers are developed, i.e., data layer, edge-cloud
computing layer, and service layer. Specifically, data layer
can perform data collection from physical entities and data
transmission. The edge-cloud computing layer consists of
modeling algorithm and computing reasoning modules for
edge-cloud collaboration. Finally, the service layer contains
digital virtual entity that offers direct services to reality
based on the reasoning results form the previous layer.
Using the diesel locomotive dataset with the combination
of ML approaches, i.e., Lasso model, SVR, and XGBoost,
the proposed framework can achieve the lowest root mean-
squared error and mean absolute error at 0.71 and 0.43,
respectively.

Additive manufacturing is also considered as a potential
manufacturing process that can be visualized using ML/AI-
based DT. In [121], the authors study a DT approach
that utilizes the advanced ensemble 3D-AmplifAl algorithm
to monitor faults in 3D printer machines a.k.a additive
manufacturing. Specifically, the DT system constantly ana-
lyzes current temperature levels in real-time and identifies
any malfunctions to proactively prevent potential harm to
the printer. The 3D-AmplifAl technique uses an ensemble
method to integrate many ML models, resulting in improved
fault detection capabilities for 3D printers. To this end, the
Unity-developed DT environment acts as the intermediate
scheme that links the physical printer to the virtual realm.
Compared to other individual ML models, the 3D-AmplifAl
system can outperform the accuracy at 82.35%. The above
work is expanded in [122] through incorporating ML models,
Unity, OctoPrint, and Raspberry Pi for real-time control
and monitoring. Particularly, the system employs transfer
learning, i.e., EfficientDet-Lite, with bi-directional feature
pyramid network (BiFPN) to detect defects, attaining an
Average Precision (AP) score of 92%. Meanwhile, the
Unity client user interface is designed to enable control
and visualization, making it convenient for monitoring the
additive manufacturing process.

To address the issue of resource-constrained IIoT manufac-
turing machines, the authors in [123] propose a DT-enabled
I[IoT (DTENI) framework using FL approach in wireless
networks as illustrated in Fig. 13. This framework first
utilizes DTs to capture the specific features of industrial
machines, allowing for real-time processing and intelligent
decision-making. To optimize the efficiency of the FL
training processes, the wireless parameters such as CPU
frequency, bandwidth, and transmission power are then
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Physical layer

theoretically analyzed. Using the analysis, the authors for-
mulate the stochastic loss minimization problem of the FL
model within a certain resource limitation. By further using
the model-free learning capabilities of DRL, the DTENI-
assisted DRL is employed for the adaptive adjustment
of wireless settings to effectively solve the stochastic
optimization problem. Simulation findings show that the
proposed framework can significantly reduce communication
costs by up to 74.23%, 69.51%, and 60.94% compared to
the three baseline schemes.

D. SECURITY

The virtual replica of DT can also be used to improve
threat or anomaly detection, response, and overall security
management. To this end, the additional AI/ML approaches
can further predict potential threats and provide insights for
proactive security measures using real-time synchronization
from the DT, i.e., via real-time data from sensors, cameras,
access logs, and other security devices to maintain an up-
to-date representation.

Anomaly detection is one of the security measures which
identifies patterns in data that deviate from the expected
or normal behavior due to cyber threats. For example, the
authors in [124] propose a DT-based anomaly detection
system in industrial environments using weakly supervised
learning. Specifically, the system utilize a DT to create a
training dataset that replicates the normal functioning of
the machinery. Additionally, a limited number of abnormal
measurements from the actual machinery are included. Here,
the abnormal data from the actual machinery and the normal
data from the DT are trained using a clustering-based
method, i.e., cluster centers (CC) and a neural network
structure utilizing Siamese Autoencoders (SAE). Leveraging
the trained model, the proposed system is then evaluated
against several cutting-edge anomaly detection algorithms
using a real-world dataset from a facility monitoring system.
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Additionally, the study examines the impact of hyperparam-
eters associated with feature extraction and network design.
Through the simulations, the proposed method using SAE
can obtain the AUC at 87.6%, the highest AUC compared
with that of other unsupervised and weakly-supervised
learning methods. Then, the authors in [125] introduce an
end-to-end anomaly detection which aims to achieve prompt
and accurate real-time anomaly detection to address the
difficulty of anomaly detection in DT. This is due to the
fact that current techniques typically involve multiple stages
and need laborious training and detection procedures. In
this work, the anomaly detection utilizes a multidimensional
deconvolutional network of the CNN model and attention
mechanism to identify essential features. The deconvo-
lutional network is used to convert the low-dimensional
features of the original data into high-dimensional features,
enabling the succeeding network to effectively represent
the original data. Meanwhile, the attention mechanism has
the capability to acquire knowledge about the key regions
that differentiate normal data from abnormal data, thereby
significantly enhancing the performance of the model. From
the performance evaluation, the system can provide 94% and
92% of Fl-score when SWaT and WADI datasets are used,
respectively.

To tackle insider threats, the authors in [126] introduce a
novel framework for insider threat detection using DT and
DL models with self-attentions. Specifically, the framework
first performs insight analysis of users’ behavior and enti-
ties. To enhance this analysis, contextual word embedding
techniques using the Bidirectional Encoder Representations
from Transformers (BERT) model is employed. Then, the
sentence embedding technique using the Generative Pre-
trained Transformer 2 (GPT-2) model is utilized to augment
the data and overcome significant data imbalance. Lastly,
a temporal semantic representation of users’ behaviors to
construct user behavior time sequences is adopted. To
further quickly identify insider threats, DL models with
self-attentions are implemented using simplified transformer
model called DistilledTrans, Robustly Optimized BERT
Approach (RoBERTa), and a hybrid approach that com-
bines pre-trained models (BERT, RoBERTa) with either
a CNN or a Long Short-term Memory (LSTM) network
model. Based on the experimental results using the dataset
CERT 6.2 augmented by contextual embedding words,
the framework with DistilledTrans can achieve the highest
accuracy at 99.72%. To tackle the adversarial attacks in
the wireless communication systems, e.g., denial-of-service
(DoS) attacks, the authors in [127] propose extension of
DL-based DTs, i.e., neuromorphic twins, that can detect the
DoS attacks using Blum-Shub-Smale machines, addressing
the incapability of Turing machines. In particular, there exists
two DTs that are deployed in the system. The first DT
represents the physical network containing end users and
their corresponding base stations. The second DT is used
to provide a digital representation of the attack strategy
space. Both DTs are then utilized to detect DoS attacks in
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the system. Using jamming with full-knowledge and partial-
knowledge, the proposed system can detect whether the DoS
is possible or not.

The integration of intrusion detection with DL-based DT
can also be utilized to enhance network defense capabilities
and mitigate security threats in service computing systems.
Specifically, the authors in [128] propose a network intrusion
detection technique using a DL model in a DT. To this
end, a trust mechanism utilizing Keyed-Hashing-based Self-
Synchronization (KHSS) is first implemented in the cloud
service system. This mechanism accurately predicts the
security level and identifies intrusions based on the existing
malicious attacks, guaranteeing the consistent functioning of
the network security defense system. Then, the simulations
confirm the viability of the Deep Belief Networks (DBN)
model with the cloud trust model. The DBN method
enhances the accuracy of identifying unknown samples
by 4.05% in comparison to the Support Vector Machine
(SVM) technique. In this case, The DBN algorithm correctly
recognized 818 more attacks than the SVM algorithm out
of the 20,100 bits of data in the test dataset. Moreover, the
KHSS+DBN model accurately predicts cloud security states,
with a minimal error rate of 1%~2% when compared to the
actual states. The authors in [129] also introduce a DT-based
blockchain and DL system to provide decentralized data
processing and learning for intrusion detection in an IIoT
network. Specifically, the system first generate a DT model
that simulates and reproduces security-critical processes
of IIoT. Then, the blockchain technology employs smart
contracts to guarantee the data integrity and validity for
data transmission. Meanwhile, the DL method is developed
to detect any unauthorized access to genuine data obtained
from the blockchain. Here, the authors use Long Short
Term Memory-Sparse AutoEncoder (LSTMSAE) technique
to obtain spatial-temporal representation. The extracted
features are further utilized by the proposed Multi-Head Self-
Attention (MHSA)-based Bidirectional Gated Recurrent Unit
(BiGRU) algorithm to acquire knowledge of distant features
and effectively identify attacks. From the simulations, the
system can achieve more than 98% of accuracy or up to
27% higher than that of other baseline ML methods.

In addition to the above anomaly, threat, DoS attack, and
intrusion detections, AI/ML-based DT can be applied for
anti-counterfeiting scenarios, e.g., copy detection. In [130],
the authors introduce a novel system to model a printing-
imaging channel by utilizing an ML-based DT for copy
detection patterns (CDPs). Specifically, the DT-based anti-
counterfeiting system can help to avoid attackers in
optimizing the process of estimating digital templates from
physical samples in order to conduct copy attacks and
creating adversarial samples for the physical domain. Here,
the DT is constructed using the TURBO framework, i.e.,
a generative model with a physical latent space, which
is based on information theory. This TURBO framework
utilizes variational approximations of mutual information for
both the encoder and decoder to facilitate the bidirectional
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transmission of information. To this end, the system only
requires training data consisting of digital templates supplied
to a printing device and data obtained from an image device.
In the physical channel, an industrial printer first reproduces
a digital template on the surface of a digital item in the form
of a CDP. Then, a mobile phone user captures an image of
CDP. The obtained image is a deteriorated representation of
the original digital template. Here, the DT of the printing-
imaging channel utilizes DNN to estimate the CDP of the
obtained image from the original digital template in a direct
and inverse manner. Through using normalized and non-
normalized data, the proposed system with TURBO can
achieve the lowest mean-squared error at 0.003~0.004 and
0.004~0.005, respectively.

E. VEHICULAR NETWORKS
Vehicular networks including high-mobility networks and
low-mobility networks can take advantages from AI/ML-
based DT systems by optimizing and enhancing vehicular
network performance, safety, and operational -efficiency.
The use of AI/ML-based DT can involve a virtual model
that replicates the real-world vehicular network’s structure,
components (vehicles, roadside units, traffic signals), and
behavior in real-time. It also can continuously synchronize
with real-world data from vehicles, infrastructure, and envi-
ronmental sensors to maintain an up-to-date representation.
The authors in [131] introduce an RL-based hierarchi-
cal routing mechanism for Intelligent Digital Twin-based
Software-Defined Vehicular Networks (IDT-SDVN), enti-
tled intelligent digital twin hierarchical (ELITE) routing.
Specifically, there are two main processes are considered in
the scheme, i.e., the policy training and generation in the
virtual network as well as deployment and relay selection
in physical networks. During the policy learning process,
several parallel agents are used in DT networks to create
numerous single-target policies. For the policy generation
process, the learned policies are integrated and new policies
are created to meet complicated communication needs.
Next, during the deployment process, the most appropriate
generated policy is chosen based on the current network
conditions and message types. The controller then determines
the road path by utilizing the chosen policy and subsequently
transmits it to the requester vehicle. Finally, the relay
selection process is used to determine relay vehicles in a
step-by-step process along the chosen path. Here, the whole
vehicular network is considered as the environment, where
agents refer to the on-road vehicles, the SDVN controller,
or virtual agents that move among the vehicles. The
accumulation of reward/experience is derived from the actual
routing of data or the network awareness. Through using
the RL-based routing via Q-learning algorithm, the agents
do not require prior knowledge of the environment and the
RL can effectively adjust to highly dynamic virtual networks
due to its capability to respond to temporary fluctuations
in network conditions. The simulation performances using
OpenStreetMap and generated traffic flows by Simulation of
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Urban Mobility (SUMO) reveal that the proposed scheme can
achieve a higher packet delivery ratio by 10%, a lower end-
to-end delay by 20ms, and a lower communication overhead
up to 700 messages for various number of vehicles compared
to other conventional schemes.

To enable efficient model training and real-time processing
in fast mobile networks, the authors in [132] develop a three-
layer, i.e., end-edge-cloud, federated reinforcement learning
(FRL)-based DT framework. This framework incorporates
a DT system that is structured with both edge and cloud
components. Particularly, a dual-RL scheme is implemented
to optimize client node selection (via deep-Q network) and
global aggregation frequency (via DDPG) in the FL process
using a cooperative decision-making strategy. This scheme is
supported by a two-layer DT system deployed in the edge-
cloud that enables real-time monitoring of mobile devices
and environmental changes. Then, a model pruning and
federated bidirectional distillation (Bi-distillation) scheme is
locally employed with the generative adversarial network
(GAN) for simple model training. Simultaneously, a global
model splitting scheme with a lightweight data augmentation
mechanism is applied to optimize the aggregation weights
separately based on the encoder and classifier. These two
mechanisms work together to effectively reduce overall
communication cost and improve the non-IID problem.
Using two different real-world datasets, i.e., CIFAR-10 and
MNIST, the proposed scheme can obtain up to 18% and 7%
accuracy improvement in the non-IID scenario (i.e., high-
speed mobile networks) as well as 16% and 7% accuracy
improvement in the IID scenario for CIFAR-10 and MNIST
datasets, respectively.

VII. DIGITAL TWIN FOR NTN

With the recent significant advancements in non-
geostationary orbit satellites, it is now feasible to construct
the 3rd generation partnership project (3GPP) non-terrestrial
networks (NTNs) [133]. These networks encompass satellite
communication networks, high-altitude platform systems
(HAPS), and air-to-ground networks. NTNs are a feasible
choice for providing communication services to remote and
rural areas where conventional land-based networks fre-
quently encounter difficulties in efficiently and dependably
covering such areas [134], [135].

This makes NTNs play a crucial role in offering world-
wide coverage for various applications that demand high
availability and resilience [136], [137], [138]. They also help
bridge the digital divide by providing new opportunities for
innovation, economic growth, and social progress. NTNs
will provide these exciting improvements, but they will also
result in increased complexity due to the large number of
network entities and user nodes communicating in a highly
dynamic and diverse environment. Consequently, the design
and management of NTN have become excessively complex
and costly.

Meanwhile, DT technology has emerged as a highly
promising method for simulating intricate and dynamic
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systems. Therefore, integrating this technology into NTNs
can result in numerous advantages and benefits, while also
helping to address the technical challenges related to the
convergence of the air-to-ground networks. By precisely and
comprehensively simulating and testing new technologies
prior to their implementation in space, it can expedite the
advancement of NTNs.

A. DT FOR SATELLITE COMMUNICATION SYSTEM
Satellite networks are a dynamic topology that includes
space and ground communication networks. The dynamic
nature of the network has challenges in design, emulation,
deployment, and maintenance. For these challenges, DT
can play a role in establishing a virtual replica of the
physical system, providing emulation, validation, prediction,
and troubleshooting for the network. In this context, a
hierarchical DT network has been proposed for satellite
communication networks, with key components edge-DTs,
central DTs, communications, and controllers as shown in
Fig.14. The edge-DTs collect information from the physical
network, such as device status, mobility information, radio
resource status, and Quality of Experience (QoE). With
this data, each edge-DT builds a model for the physical
entity, which enables the local controller to perform real-
time operations such as fault diagnosis, beam scheduling,
radio resource allocation, and data processing. While, the
central DTs, deployed in the centralized network control
center (NCC), collect data from edge DTs to construct the
global network topology of the satellite network, such as
slicing management [139].

The speed of low-orbit satellite networks is much faster
than that of ground terminals, leading to frequent satellite
handovers. This can result in data loops among the satellites
before the information is transferred to the end user. For this,
the Genetic Algorithm (GA) is proposed to directly solve
the problem with satellite handovers. Then, a DT is used
to map the satellite networks to virtual space, and it allows
for planning the routing to ensure that the content required
by the users is always maintained and avoids data loops in
the satellite network [140]. Furthermore, dynamic contact
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TABLE 7. Summary of DT networks for applications.

Reference | Technology/Scenario | Problem/Purpose ML/AI Method
[68] Privacy-preserving and decentralized DT Asynchronous FL
[69] IIoT devices monitoring Two-stage FL with CNN
[70] Blockchain Data privacy protection on IoT devices BL-FCL
[71] Data and model poisoning attacks on distributed IIoT | SFL
[72] Communication-aided sensing FTL
[115] Heart disease and problem detection DL with CNN and LSTM
[116] Disease diagnosis FMCPNN
[117] Health System Telemedicine simulation on IoMT devices rAC-GAN
[118] Patient respiration monitoring and decision PCA, SVM, EMD, and EMD-PCA
[95] Structural health monitoring DL with CNN
[119] Cognitive functionalities for manufacturing system SGCNN
[120] Complex equipment management Lasso, SVR, and XGBoost
[121] Manufacturing Fault monitoring for additive manufacturing 3D-AmplifAl with ensemble method
[122] Defect detection for additive manufacturing BiFPN
[123] Resource allocation on IToT devices FL and DRL
[124] Anomaly detection in industrial environment Siamese Autoencoders
[125] Anomaly detection in industrial control systems Multidimensional deconvolutional network
[126] Insider threat detection DL with CNN and LSTM
[127] Security DoS attack detection Neuromorphic twins-based DL
[128] Intrusion detection DL with DBN
[129] Intrusion detection in IIoT networks DL with LSTMSAE
[130] Anti-counterfeiting system DL with DNN
[131] . Hierarchical routing scheme RL with Q-learning
Vehicular Networks - -
[132] High-speed mobile networks RL-based FL

window scheduling using digital twins with a network flow
graph based algorithm is used to solve inefficient task
scheduling caused by the dynamic change of task priority
and satellite position over time has been proposed in [141].

On the other hand, satellite orbit prediction plays a crucial
role in enhancing awareness of space situations, including
collision warnings and observation scheduling. However,
several factors, such as measurement errors, estimation
inaccuracies, and unmodeled orbit perturbations, negatively
impact the conventional orbit prediction method, leading to
low-accuracy results. To address this issue, a DT framework
is proposed to improve the accuracy of conventional dynamic
orbit prediction models which consists of a digital twin
system and physical objects (satellite network). The physical
objects component provides real-time orbit data to the DT
control center. The DT system uses a temporal convolutional
neural network technique within an error prediction model,
which aids in correcting the parameters of the orbit prediction
model to enhance its accuracy [142].

B. DT FOR FLIGHT OBJECTS

1) UAV

UAVs, commonly known as drones, are increasingly utilized
in a wide range of areas such as surveillance, delivery
services [143], agriculture, and disaster response [144].
Al/ML-powered DTs for UAVs offer a potent means
of optimizing as well as augmenting UAV performance
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FIGURE 15. The DT-based framework for intelligent cooperation of UAV swarm.

and operational effectivity, especially at computational-and-
storage-constrained UAVs. Through using real-time data and
dynamic optimization, they can tackle a range of challenges
in cutting-edge UAV operations that are elaborated in the
following.

In [145], a DT-based framework for intelligent cooperation
of UAV swarm is presented. Particularly, as shown in Fig. 15,
the DT model is first created within the framework to
accurately represent the physical entity of a swarm of UAVs,
and closely observe its whole life cycle. In this case, the DT
acquires environmental state information from the physical
entity and produces a dataset for different purposes through
simulation and modeling. Once a sufficient amount of data in
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the sample dataset is obtained, a decision model is deployed
that incorporates a DNN algorithm to achieve the global
optimal strategy and control the actions of swarm of UAVs.
The DNN utilizes the state inputs from the DT to generate
an optimal prediction and then sends the result to the DT.
Subsequently, the DT disseminates the final decisions to
assist the physical entity. Using a case study of intelligent
UAV swarm in time-varying condition, the framework can
obtain a comprehensive score (i.e., a weighted sum of
throughput, average packet delay, and packet loss ratio) up to
80 or up to 29% higher than that of carrier sensing multiple
access with collision avoidance (CSMA/CA), dynamic time
division multiple access (DTDMA), and self-organized time
division multiple access (STDMA) in all stages.

In another work, the use of dynamic DT and FL for
air-ground networks, e.g., UAVs, is discussed in [146].
Specifically, a UAV acts as the aggregator, while the ground
clients work together to train the model using the network
dynamics gathered by a DT in the middle of air and ground
networks. To dynamically modify the selection of the most
suitable clients and their level of participation, a Stackelberg
game-based incentive mechanism for the FL is applied
under the consideration of the varying DT deviations and
network dynamics. Here, the DT of the UAV works as the
leader and determines the preferences for clients. Meanwhile,
the ground clients act as followers and select the global
training rounds. Through the simulations using MNIST
dataset, the proposed scheme can obtain by more than 90%
model accuracy. Additionally, when clients’ data quality
and heterogeneity increase, the energy consumption can be
reduced by 25% compared with the static incentive approach.
The above work is then extended in [147] through utilizing
lightweight DT to address the challenges of constrained
energy capacity and computation in UAVs for 6G networks.
Specifically, this work utilizes an FL approach to share the
DT modelling workload across many ground devices. Here,
the DT on the UAV creates digital maps that represent the
important conditions of the network, such as communication
link quality and resource availability. It then uses these maps
to develop an ML model that helps with intelligent network
management. To enhance the effectiveness of DT modelling,
a distributed incentive mechanism based on the Stackelberg
game that encourages high-performing ground devices to
participate the FL process is developed. From the simulation
results, it is shown that the learning accuracy achieves
more than 90% with comparable energy efficiency of
0.0012.

To further enhance the use of resources and the efficiency
of DRL model in a multi-UAV system, a DT-enabled
task assignment strategy system is studied in [148]. In
particular, the system is segmented into two distinct phases:
the initial task assignment and task re-assignment. During
the initial phase, an airship uses a genetic algorithm to
divide a task into several subtasks depending on the shortest
distance. These subtasks are then assigned to UAVs. In the
second phase, the DT is utilized to facilitate the airship
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in acquiring knowledge from task features and producing
the Q-value of the estimated value network of DRL for
UAVs through pre-training of the DT. The Q-value can be
directly utilized in the DQN for UAVs to minimize the
training episode. In this case, the DQN algorithm is used to
train the task re-assignment solution. The simulation results
reveal that the proposed DT with DQN can increase the
task completion ratio and energy efficiency by 30% and
19%, respectively, compared with other baseline schemes.
Then, the authors in [149] introduce a hybrid ML technique
that combines asynchronous FL (AFL) with multi-agent
DRL to collaborately optimize task completion rate, energy
consumption, and delay parameters in DT-assisted and UAV-
aided Internet-of-Vehicles (IoV) network. Specifically, a DT
network is first developed for vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) task offloading. In this case,
the DT network consists of three separate DTs, i.e., task
vehicles, service vehicles, and roadside units, which are
deployed in the UAVs. For the tasks, they can be either
processed locally or offloaded via V2V or V2I modes,
where task vehicles are in charge of task offloading and
service vehicles are responsible for processing the offloaded
tasks. Then, an optimization problem with the goal of
optimizing the system efficiency while decreasing both the
delay and the total energy consumption is formulated. To
solve this optimization problem, the multi-agent DRL with
MARS algorithm is utilized to allocate resources within
the DT-assisted IoV network. The MARS algorithm is
trained to employ the hybrid AFL and maximize the total
utility of the system. From the simulation results, it can be
observed that the MARS algorithm can provide the highest
mean utility or up to 80% higher that of other baseline
methods. Furthermore, the proposed framework can achieve
the highest task completion rate at more than 90%, the lowest
energy consumption at 11kWh, and the lowest mean delay
at 80ms.

Training trajectory and selection models on board UAVs
increase their energy consumption. To save energy and
improve the efficiency of UAVs, DT is used to replicate the
physical environment and assist the UAV in planning the
optimal trajectory. For this, a Dueling DQN with Prioritized
Experience Replay (PER) function is used to train the model,
and the UAV can get the newest model to adjust its trajectory
with less energy consumption [150].

In the context of multi-UAV operations, flocking motion
methods are usually designed for specific environments.
However, the real environment is often unknown and stochas-
tic, which significantly reduces the practicality of these
methods. A DT-enabled DRL method has been proposed
in [151] for this problem, where the DT of the multi-
UAV system is built in the central server to train the
DRL model. After the training stage, the DRL model
can be quickly deployed to real-world UAVs through the
connections between the physical entity and the digital
model. On the other hand, a DT-aided task assignment for
multi-UAV systems has been proposed in [148]. It initially
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assigns tasks using GA. Then, during task reassignment, the
UAVs’ behavioral decisions are made by DQN based on DT
to achieve task reassignment and improve task completion
under time constraints. Similarly, a DT with a weighted
particle swarm optimization algorithm to establish a multi-
objective task assignment optimization has been proposed
in [152].

A conventional DT consists of monitoring, imitation, and
feedback control, which may be inefficient for real-time
imitation in high-dynamics scenarios such as UAV-based
target tracking. For this, a federated DT framework has been
proposed, which includes three key elements: cooperative
sensing, DT model aggregation, and DT inspection. The
cooperative sensing algorithm minimizes data redundancy
while speeding up the data collection process in mobile
targets. This framework can quickly aggregate local DT
models using an attention-based mechanism, enhancing the
accuracy of mobile imitations. The DT inspection provides
a method for real-time synchronization, addressing various
factors such as differences in sensor capabilities, dynamic
communication environments, and unavoidable imitation
latency [153].

2) IN-FLIGHT CONNECTIVITY

In-flight connectivity (IFC) can be established by accessing
the Internet via multiple core network links, including air-
to-ground (A2QG), air-to-satellite (A2S), and air-to-air (A2A)
connections at different slots throughout the flight. However,
the highly dynamic nature of aeronautical networks, caused
by the aircrafti€™s high velocity, can affect the efficiency of
core network selection. This may lead to connectivity delays
and increased packet loss. Additionally, the diverse traffic
requirements of users can further complicate core network
selection. A DT for IFC has been proposed to ensure con-
tinuous connectivity via traffic-based core network selection
models. Using the K-means algorithm, the connectivity-
based core network selection model determines potential core
network links for aircraft. On the other hand, the traffic-based
selection model uses a deep learning approach to address
the diverse traffic requirements of passengers [84].

VIIl. DIGITAL TWIN FOR QUANTUM NETWORKING

Quantum networking (QN) significantly diverges from tra-
ditional networking by utilizing principles of quantum
mechanics. Unlike classical networks that use bits as the
fundamental unit of information, restricted to states of O
or 1, quantum networks employ quantum bits (qubits).
Qubits can exist in multiple states simultaneously due
to superposition, enabling faster and more secure data
transmission. DARIUS [154] defines a digital twin in
quantum networking as a virtual model that replicates
components of the QKD system, including the Quantum
Transmitter (QTx), Quantum Receiver (QRx), and the fiber
channel. This model dynamically adjusts system parameters
to optimize performance, particularly by monitoring the State
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of Polarization (SOP) of photons in the channel and adapting
to fluctuations introduced by environmental conditions.

Ongoing research and development of applications for 6G
and beyond networks have led to increased demands for
advanced technologies, including quantum networking [155].
Quantum networking leverages quantum mechanics to
enhance communication by using quantum bits (qubits),
which can exist in multiple states simultaneously, allowing
potentially faster and more secure data transmission [156].
However, implementing quantum networks poses signif-
icant challenges, such as qubit decoherence, high error
rates, and the need for precise synchronization over
long distances [157]. Additionally, limited quantum pro-
cessing power, scalability issues, and noise in Noisy
Intermediate-Scale Quantum (NISQ) systems further compli-
cate implementation [156]. Developing specialized quantum
computers and error-correcting mechanisms is necessary to
address these challenges. Integration with digital twin frame-
works and blockchain technology also presents obstacles, as
classical blockchains are vulnerable to quantum attacks, and
quantum-resistant solutions must be developed [157]. The
complexity of managing large quantum systems and the high
computational burden of sampling from high-dimensional
distributions highlight the need for continued research and
innovation in this field [156], [157], [158].

For example, in a smart city scenario, autonomous
vehicles require real-time communication with each other
and traffic management systems to ensure safety and effi-
ciency. Traditional networks may face latency and security
challenges in such high-stakes environments. However,
integrating QN within the 6G framework allows for instan-
taneous and secure information exchange between vehicles,
significantly reducing the risk of accidents and improv-
ing traffic flow. This example highlights how quantum
networking, when combined with 6G advancements, can
transform communication and data transmission.

This section explores the application of Digital Twin
(DT) technology in quantum networking, reviewing recent
advancements and solutions proposed in the literature. By
leveraging DTs, network performance, security, and user
experience in quantum communication systems can be
enhanced. Integrating DTs in quantum networking represents
a significant step toward realizing the full potential of next-
generation networks, ensuring that 6G and beyond networks
are more resilient, efficient, and user-centric.

A. CHALLENGES IN QUANTUM NETWORKING

Jaschke et al. identified several critical challenges in bench-
marking quantum processors, particularly within Rydberg
atom-based systems, that impact quantum networking. One
major issue involves crosstalk during simultaneous gate
operations due to long-range van der Waals interactions,
which degrade gate fidelity. This interference is especially
problematic for Noisy Intermediate-Scale Quantum (NISQ)
devices, where parallel operations are essential for effi-
ciency but risk compromising computational accuracy [159].
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Additional challenges include decoherence and state decay,
as quantum states are inherently fragile, with accelerated
decoherence during parallel operations. These phenomena
increase error rates, complicating the maintenance of fidelity
over extended or complex circuit depths. Furthermore,
scalability constraints arise as larger qubit arrays introduce
complex interactions that necessitate precise control over
circuit depth and parallelization, making scalability without
performance loss a difficult objective.

In Quantum Key Distribution (QKD) networks, intrin-
sic challenges further impact security and efficiency, as
highlighted by DARIUS [154]. Imperfections in optical
components, such as polarization controllers and beam
splitters, lead to photon loss and increased Quantum Bit Error
Rate (¢BER). Environmental factors, including fiber stress,
further distort photon polarization, leading to misalignments
in basis selection between quantum transmitters (QTX)
and receivers (QRx), complicating secure key exchange.
Additionally, detecting eavesdropping is challenging, as
legitimate environmental fluctuations and malicious inter-
ventions both affect qBER similarly, making it difficult
to distinguish between them without interrupting the QKD
process. Ahmad et al. expanded on QKD challenges,
focusing on State of Polarization (SOP) distortion caused by
environmental conditions that misalign QTx and QRx bases,
increasing qBER [160]. Non-ideal optical components, such
as beam splitters and polarization controllers, further degrade
system accuracy due to photon loss and random polarization
shifts. Eavesdropping detection remains problematic, as envi-
ronmental disturbances and malicious activities introduce
similar SOP changes, complicating secure QKD.

Quantum networking for federated learning in healthcare
also presents unique challenges. Privacy in data sharing
is a major concern, as traditional machine learning relies
on centralized data collection, raising issues around patient
data privacy. Long training times and high communication
costs present additional hurdles, as extensive communication
delays hinder timely updates of diagnostic models, which are
critical for healthcare [161]. Moreover, Variational Quantum
Neural Networks (VQNNs) in DTQFL are impacted by
quantum noise and model degradation, especially within
NISQ devices, reducing diagnostic accuracy over time.
Quantum networking in Metaverse applications also involves
unique challenges. Wang et al. highlight resource constraints
at base stations that process high data volumes from UAVs,
often resulting in data loss and delays. Communication
delays and transmission losses due to non-line-of-sight
(NLOS) conditions further disrupt real-time synchronization
required for Metaverse applications. Adapting UAVs to
dynamic environments presents additional complexity, as
traditional reinforcement learning models require retraining
for redeployment, delaying decision-making [162].

Integrating quantum networking within the Metaverse
introduces challenges around scalability and stability of
quantum communication systems, which are essential for
low-latency, secure connections. Quantum communication
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networks reliant on entangled states face limitations from
environmental noise and the difficulty of maintaining
long-distance entanglement [163]. Hardware limitations
in NISQ devices further constrain large-scale quantum
processing, complicating efforts to use quantum com-
puting for simulations in the Metaverse. Cybersecurity
concerns also arise, as quantum computing may compromise
traditional cryptographic methods, necessitating quantum-
enhanced security frameworks. Middleware challenges add
complexity, requiring solutions for data exchange between
quantum and classical systems without latency or data loss.
For quantum networking in field applications, such as
satellite-based sensors, Chau et al. emphasize challenges
in frequency stability in compact designs, as maintaining
high stability despite reduced size, weight, power, and cost
(SWaP-C) demands precise control. Quantum sensors in field
applications must also be resilient to extreme environmental
conditions, including temperature variations and radiation
exposure [155]. In QKD networks supporting post-quantum
cryptography, challenges arise in ensuring forward security,
as frequent key updates are resource-intensive, especially
for IoT devices [164]. Implementing cryptographic agility
to transition smoothly to post-quantum standards while
maintaining compatibility with existing infrastructure is also
essential for future quantum networks. Quantum networking
for climate modeling faces scalability and synchronization
challenges in handling large-scale data. Current quantum
systems are limited in processing extensive datasets typical
of climate applications [165]. Additionally, synchronizing
quantum and classical computations is complex, as classical
models require high-speed processing, while quantum com-
putations lack comparable efficiency. Hardware limitations,
such as error rates and coherence issues, further limit
quantum contributions to complex climate models.
Semantic communication within the Metaverse intro-
duces challenges in quantum networking due to the
need for high-fidelity, low-latency transmission. Semantic
noise, resulting from discrepancies between transmitted and
received information, distorts meaning and hinders accurate
virtual object reconstruction [166]. Resource inefficiency
due to high machine learning demands and knowledge
inconsistencies across devices further complicate semantic
extraction, while semantic attacks threaten data fidelity,
adding privacy and security risks. Scaling QKD networks to
support secure data transmission presents further challenges,
particularly in efficient resource management. High costs
and limited availability of quantum devices constrain QKD
deployments, while compatibility with security standards,
such as those set by the European Telecommunications
Standards Institute (ETSI), is essential for maintaining robust
QKD systems [167]. Additionally, quantum networks for
consumer applications face resource allocation and scalabil-
ity challenges, as classical and quantum resources must be
managed in real-time to meet fluctuating demands [168].
Finally, quantum networking in manufacturing introduces
data security challenges, especially against quantum attacks
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TABLE 8. Summary of challenges in quantum networking, digital twin solutions, and applications.

X . . . L DT Implementation
Reference Quantum Networking Challenges Digital Twin Solutions Application or Use Case F
ocus
. . ) . Simulating gate
Crosstalk during simultaneous gate Virtual environment to model and Quantum processor . .
Jaschke et . L. . . . L configurations and
operations; Decoherence and state decay;|optimize gate configurations, minimizing| benchmarking in Rydberg Lo K
al. [160] . . i . optimizing scheduling for
Scalability constraints. crosstalk and improving fidelity. atom-based systems. .
larger qubit arrays.
Photon loss and increased gBER due to . Lo . Monitoring photon
L . . Real-time monitoring and adjustment of R L .
DARIUS | optical imperfections and environmental L. Quantum Key Distribution |polarization and detecting
. . QKD parameters to correct polarization . .
[155] factors; Eavesdropping detection hift (QKD) systems. security breaches in
shifts.
challenges. QKD.
SOP distortion from environmental Modeling optical components and o Simulating SOP changes
Ahmad et . . . . . Quantum Key Distribution L L
factors; Non-ideal optical components; |environmental effects, enabling real-time and adjusting polarization
al. [161] . L. . (QKD) systems. .
Eavesdropping detection issues. adjustments to reduce qBER. controllers in QKD.
. . . Creating digital representations for Maintaining data privacy
Privacy in healthcare data sharing; Long . . X L .
Qu et O . . privacy-preserving federated learning, Federated learning in and VQNN accuracy in
training periods; Quantum noise in . . . . . .
al. [162] VONN with real-time simulations for resource healthcare networks. federated learning
.
optimization. models.
Resource constraints at base stations; Simulating resource demands and Resource management
Wang et | Communication delays and transmission managing data flow, adapting to Metaverse applications with and real-time
al. [163] losses; UAV adaptation in dynamic environmental changes for real-time UAV data handling. communication reliability
environments. updates. in UAV-based networks.
Scalability and stability in quantum . . R L Improving low-latency,
. . . . Virtual testing of entanglement protocols| Metaverse applications for o
Tuli et internet; Environmental noise; . . 5 secure data transmission
. K and middleware integration for seamless secure, low-latency .
al. [164] | Middleware for quantum-classical data o in quantum-enhanced
data exchange. communication. .
exchange. Metaverse applications.
o Environmental adaptation
Frequency stability in compact sensors; L. . . L
Chau et . T .. | Monitoring environmental conditions to | Portable quantum sensors and laser stability in
Environmental resilience; Modularity in o B o
al. [156] maintain laser frequency stability. for field applications. portable quantum sensor
laser systems.
networks.
Forward security and cryptographic Modeling IoT devices to support . |Cryptographic agility and
Nouma et . X . . . |Post-quantum cryptographic . .
agility; Resource constraints in IoT | real-time key updates and cryptographic o resource efficiency in
al. [165] . . security in IoT networks.
devices. protocol transitions. post-quantum networks.
Scalability and synchronization for large L . L . . . Managing quantum and
. . Hybrid simulations bridging quantum Climate modeling with . .
Otgonbaatar climate datasets; Hybrid . . classical data processing
. . and classical computations for resource quantum-enhanced
et al. [166] | quantum-classical processing issues; for large-scale
. management. networks. .
Hardware limitations. environmental models.

on blockchain-based systems securing data. Traditional
cryptographic methods are vulnerable to quantum threats,
requiring quantum-resilient data management systems [157].
Processing power limitations and high error rates in current
quantum systems also complicate data handling within com-
plex systems, affecting the accuracy of simulations [156].

B. DIGITAL TWIN SOLUTIONS TO QUANTUM
NETWORKING CHALLENGES

Digital Twins (DTs) have been employed across various
quantum networking applications to address challenges such
as scalability, fidelity, and security in quantum networks.
This section synthesizes solutions from the literature, illus-
trating how DTs provide practical tools to mitigate these
issues.
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Jaschke et al. demonstrated that DTs could mitigate
crosstalk and decoherence challenges in Rydberg atom-
based systems by offering a virtual environment to model
and optimize gate configurations before deployment [159].
By simulating long-range interactions and adjusting gate
distances and operational parameters within the DT, the
system can maintain high fidelity and minimize errors due to
crosstalk and state decay. This approach enhances scalability,
as DTs can model increasing qubit arrays without impacting
real-system resources.

In Quantum Key Distribution (QKD) systems, DARIUS
employs a DT to replicate real-world QKD operations,
enhancing the detection of eavesdropping and environmental
impacts on photon polarization [154]. The DT provides real-
time monitoring and adjustment of QKD system parameters
to correct for polarization shifts due to fiber stress or
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TABLE 9. Summary of challenges in quantum networking, digital twin solutions, and applications.

. . . . L DT Implementation
Reference Quantum Networking Challenges Digital Twin Solutions Application or Use Case F
ocus
. Semantic noise; Resource inefficiency in| X . . L .| Resource efficiency and
Khalid et i . i Simulating semantic processing to ensure|Metaverse applications with o .
ML; Knowledge-base inconsistencies; . . . L data fidelity in semantic
al. [167] i . consistency and prevent semantic attacks.| semantic communication. L.
Risks of semantic attacks. communication.
Scalability and resource management in . . . o .
. . . Emulating QKD protocols to align with | Quantum Key Distribution | Scalability and standard
Martin et QKD; Limited quantum device X o . K . .
o . . . |security standards, optimizing scalability| (QKD) systems in secure compliance in QKD
al. [168] | availability; Compatibility with security oo
and resource use. communication networks. systems.
standards.
. . . . . Dynamic resource
Resource allocation and scalability in [Adaptive resource allocation for real-time L . .
Cao et L N L Consumer applications with management in
consumer networks; Synchronization of | synchronization across quantum and .
al. [169] . . dynamic resource demands. quantum-enabled
classical and quantum resources. classical components. L
consumer applications.
Risk of quantum attacks on blockchain; | | . . N . .
- Simulating quantum-proof cryptographic Manufacturing data Quantum-resilient
Khan et [Vulnerability of cryptography to quantum| . . . . L.
X - measures to secure blockchain against management with security for blockchain in
al. [158] decryption; Quantum-resilient data . X
quantum threats. blockchain. manufacturing.
management needed.
. o . . . . . . . Error correction and
. Processing power limits and high error Simulating error correction and Quantum simulations in L
Amir et L X L. . hardware optimization for|
rates; Reliability issues in quantum optimizing hardware configuration to complex system .
al. [157] . . . i o reliable quantum
simulations for digital twins. reduce errors. applications. . .
simulations.

optical component imperfections. This allows the system
to differentiate between natural fluctuations and potential
malicious attacks, thereby improving the Quantum Bit Error
Rate (gBER) without interrupting secure key exchanges.
Ahmad et al. further illustrate how DTs in QKD can
address SOP distortion and optical imperfections [160].
The DT models the optical components and environmental
conditions, simulating their impact on SOP and photon
polarization. Through these simulations, the DT allows real-
time adjustments to the Electronic Polarization Controller
(EPC), reducing gBER and supporting secure key exchanges
despite external influences.

For federated healthcare applications within quantum
networking, DTQFL uses DTs to enhance privacy, efficiency,
and accuracy in VQNNs [161]. By creating a digital
representation of patient data and network resources, DTs
enable decentralized federated learning that protects data
privacy while optimizing quantum network resources to
manage long training periods and reduce communication
costs. The DT’s real-time simulations also improve the
robustness of VQNNs by accounting for quantum noise, thus
maintaining diagnostic reliability over time.

In the Metaverse, DTs address resource allocation and
synchronization issues in quantum networks supporting high
data volumes from UAVs. Wang et al. employ a DT
framework to simulate resource demands and optimize
data management at base stations, reducing delays and
improving communication reliability [162]. The DT dynam-
ically adapts to environmental changes and user demands,
ensuring real-time updates that are crucial for immersive
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Metaverse experiences. For quantum communication appli-
cations in the Metaverse, Tuli et al. leverage DTs to
improve scalability and stability of quantum communica-
tions [163]. DTs enable virtual testing of entanglement-based
communication protocols, which are sensitive to environ-
mental noise and long-distance maintenance issues. By
optimizing these protocols within the DT, quantum networks
can enhance low-latency, high-security data transmission in
Metaverse applications. Additionally, DTs facilitate seamless
middleware solutions for hybrid quantum-classical data
exchanges, reducing latency and improving the reliability
of integrated systems. Chau et al. present DTs as a solu-
tion to the frequency stability and environmental resilience
challenges in portable quantum sensors [155]. The DT
monitors temperature fluctuations and other environmental
factors in real time, allowing for adaptive control over
laser frequency and enhancing stability in harsh condi-
tions. This real-time feedback improves system resilience
and expands the potential for field-deployed quantum
Sensors.

In post-quantum cryptographic applications, Nouma et al.
use DTs to provide cryptographic agility and forward
security [164]. The DT models IoT devices within the
quantum network, facilitating real-time key updates and
efficient cryptographic protocol transitions. This agility
allows quantum networks to stay ahead of quantum attacks
while optimizing resource usage in IoT applications.

In climate modeling applications, DTs address the scal-
ability and synchronization challenges faced by quantum
networks handling large datasets [165]. The DT bridges
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quantum and classical computations, optimizing data pro-
cessing and reducing the burden on quantum hardware.
Through hybrid simulations, DTs enable effective resource
management, supporting complex climate models that lever-
age quantum processing.

For semantic communications in the Metaverse, DTs
mitigate semantic noise, resource inefficiency, and secu-
rity concerns by simulating semantic data processing and
adapting ML resource demands [166]. The DT enables
synchronization across devices, ensuring consistent semantic
extraction and reducing the risk of semantic attacks that
could compromise virtual reconstructions. This approach
improves resource efficiency and data fidelity, essential for
secure Metaverse interactions.

In QKD networks, Martin et al. highlight DTs as crucial
for achieving scalability and efficient resource manage-
ment [167]. By virtually emulating QKD protocols and
aligning with established security standards, the DT enhances
the scalability and robustness of QKD systems, overcoming
limitations in available quantum devices.

For consumer quantum applications, DTs enable dynamic
resource allocation and real-time adaptation in networks
managing both classical and quantum resources [168].
Through virtual modeling, the DT allocates resources
adaptively, meeting variable demands and ensuring syn-
chronization between quantum and classical components in
consumer networks. In manufacturing, Khan et al. leverage
DTs to enhance quantum-resilient data management by using
hash-based digital signatures in the Twinchain system, which
securely manages data against quantum threats [157]. The
DT improves the resilience of blockchain-based security by
simulating quantum-proof cryptographic measures, maintain-
ing data security in distributed networks.

Finally, DTs in quantum simulations address computa-
tional limits and hardware constraints, as illustrated by
Amir et al. [156]. DTs simulate error correction processes
and optimize hardware configurations, reducing error rates
and enhancing coherence for more reliable quantum simu-
lations.

Overall, these studies demonstrate the essential role of
DTs in overcoming challenges within quantum networks.
By simulating, adapting, and optimizing quantum systems
in real time, DTs contribute to the robustness, scalabil-
ity, and security of quantum networking across various
applications.

C. FUTURE WORK IN QUANTUM NETWORKING AND
DIGITAL TWIN INTEGRATION

The reviewed studies highlight several promising directions
for future research aimed at advancing Quantum Networking
(QN) through the integration of Digital Twins (DTs).
Key areas for future work include enhancing scalability,
improving real-time adaptability, advancing hardware for
network stability, and bolstering security measures specific
to quantum communication networks.
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One major area for future research is scalability in
quantum networks. As DTs are increasingly used to model
complex quantum networking environments, additional
research is needed to create scalable DT frameworks that can
support larger qubit arrays and more complex QN architec-
tures without a loss in fidelity or increased error rates [159].
Advanced DT algorithms for simulating extensive quantum
circuits and managing the effects of crosstalk and decoher-
ence will be crucial for expanding QN applications in fields
like climate modeling and the Metaverse [163], [165]. In
terms of real-time adaptability, DTs must evolve to enable
continuous, dynamic adjustments in QN systems, especially
in response to environmental or operational fluctuations.
Improved adaptability will enhance performance in sensitive
applications, such as Quantum Key Distribution (QKD)
and UAV-based networking for the Metaverse, where QN
operations must adjust quickly to maintain secure and
synchronized connections [154], [160], [162].

Another key area for future work involves hardware and
resource optimization within QN environments. Research
efforts should focus on optimizing quantum hardware and
reducing noise, improving coherence times, and developing
cost-effective, compact components suitable for real-world
networking environments [155], [157]. Additionally, DTs
that support hybrid quantum-classical computation will play
a significant role in balancing resource usage and enabling
broader applications for QN in areas such as healthcare and
consumer networking [161], [168]. Strengthening security
and cryptographic resilience in DT-integrated QN systems
is critical as quantum computing poses risks to traditional
cryptography. Future DTs should support post-quantum
cryptography frameworks that incorporate forward security
and cryptographic agility, allowing QN systems to maintain
resilience against quantum-based cyber threats [169], [170].
Standardized DT frameworks that align with established
security protocols, particularly for applications in QKD and
healthcare, will be essential [167].

Lastly, achieving interoperability between quantum and
classical systems remains a significant research challenge.
Effective DT implementations should support seamless,
latency-free data exchange between quantum and classical
elements within QN environments, as applications increas-
ingly rely on hybrid processing. This need is especially
pressing in fields like climate modeling and advanced
manufacturing, where DTs are used to optimize data
flows and ensure synchronized quantum-classical integra-
tion [156], [157]. Future work on middleware solutions and
QN architectures that facilitate smooth quantum-classical
interactions will be vital for expanding DT-enhanced quan-
tum networking.

Together, these future directions will advance
the integration of Digital Twins in Quantum
Networking, fostering scalability, security, and adapt-

ability across diverse applications and addressing the
unique challenges of quantum-enhanced communication
networks.

VOLUME 6, 2025



IEEE Open Journal of the
€ Communications Society

IX. CHALLENGES, OPEN ISSUES, AND FUTURE
RESEARCH DIRECTIONS

As the development of end-to-end NDTs for 6G networks
progresses, it becomes evident that several critical technical
challenges remain unsolved. Addressing these open issues
is essential to realize full potential of network digital twins
in beyond-5G environments. In this section, we outline
key research challenges and promising future directions,
focusing on real-time data synchronization, scalability, high-
fidelity modeling, explainable Al, security and privacy, and
resource efficiency. Each subsection discusses the limitations
of current approaches and highlights opportunities for further
investigation.

A. REAL-TIME SYNCHRONIZATION AND DATA FUSION
One fundamental challenge for network digital twins is
achieving real-time synchronization between the physical
network and its virtual twin. The digital twin must continu-
ously ingest and fuse data streams from millions of dynamic
and distributed sources (IoT sensors [171], base stations,
user devices, satellites, etc.) to mirror the live state of a
6G network. Ensuring timely updates with minimal Age of
Information is non-trivial, as network latency and jitter can
cause the twin’s state to lag behind reality [172], [173].
Recent studies have begun addressing this; for example,
optimizing twin placement and data pipelines can minimize
latency and information age in updates [174]. In vehicular
networks, game-theoretic scheduling of synchronization mes-
sages has been proposed to achieve low-latency, consistent
updates between vehiclesa€™ twins and roadside units [173].
Developing robust synchronization frameworks, advanced
Al-driven fusion algorithms, unified time-coordination pro-
tocols, and predictive synchronization techniques represents
promising directions moving forward.

B. LATENCY VS. ACCURACY TRADEA€ OFFS IN
CENTRALIZED VS. DISTRIBUTED TWINS
Modern NDT platforms span from fully centralized
orchestration, e.g., the O-RAN Service Management and
Orchestration (SMO) to highly distributed edge-based twins.
The accuracy and latency of each DT framework are
discussed in details as follows.

Centralized SMO (non-RT RIC):

o Accuracy: Comprehensive visibility across RAN, trans-
port network, core network, and cloud domains enables
the construction of higha€ fidelity. Access to a larger,
more powerful computing environment and more com-
prehensive data enables more sophisticated modeling
and analysis, which can lead to greater accuracy [37].

o Latency: control loops bigger than or equal 1 second
due to large data aggregation and cross-domain corre-
lation [37]. Significant latency in data processing and
decision making due to the need to transmit data to and
from the central location.

Edge/near-RT Twins (near-RT RIC):
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o Accuracy: Alternative or reduced-order models limited
to local sites, which reduce accuracy. Moreover, this
edge DT also has limited computational resources and
potentially incomplete data at the edge which can lead
to low accuracy [99].

o Latency: Reduced latency by processing data closer
to the source, enabling real-time or near real-time
responses [94]. Therefore, it is ideal for beamforming
and handover decisions.

Based on the above analysis of the pros and cons
of centralized and distributed DTs, we can aim for a
hybrid targeting solution that combines the strengths of
both centralized and distributed DTs, to provide an effective
solution across multiple use cases [98]. For example, some
tasks that require intensive computation can be performed
at the central level, while many tasks that require real-time
actions can be handled at the edge [10].

C. SCALABILITY AND COMPLEXITY

6G networks will be extremely large-scale and complex,
which poses a major scalability challenge for digital twins.
The 6G vision includes massive machine-type communi-
cations, ultra-dense deployments of small cells, and the
integration of terrestrial, aerial, and satellite networks
into a single system [12]. Modeling and simulating such
a vast, heterogeneous environment in a unified digital
twin is immensely difficult. As the number of nodes
and links grows into the billions, the computational and
memory requirements to maintain an up-to-date network
state explode. Addressing these scalability challenges will
likely involve hierarchical architectures [112], [131], modu-
lar twin designs [175], [176], Al-assisted model abstractions,
and efficient distributed computing solutions to handle the
inherent complexity.

In particular, orchestration across heterogeneous DT
domains (RAN, cloud/edge, transport, NTN, and quantum)
creates a new ‘“combinatorial” complexity. We need a
hierarchical coupling mechanism so that edge instances
can execute real-time loops while a global SMO only
maintains consistency when the inter-domain threshold is
exceeded. The determination of partial and incremental
linkage guarantees is a key unresolved issue.

D. CALIBRATION AND FIDELITY ERRORS IN QUANTUM
DIGITAL TWINS

QDTs for applications such as QKD exhibit high sensitivity
to model inaccuracies. Small mismatches in optical com-
ponent parameters or environmental conditions (temperature
fluctuations and mechanical strain, e.g., fiber bending or
vibration) can propagate into significant errors in estimated
Quantum Bit Error Rate (QBER) and secure-key yield.

o Autod€ Calibration: frameworks that continuously tune
twin parameters against live quantum channel measure-
ments, without interrupting QKD sessions, are largely
unexplored [177].
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o Model Drift vs. Tampering: statistical methods to distin-
guish benign model drift from adversarial perturbations
remain an open problem [178].

o Predictive Error Correction: embedding lightweight
error-correction emulators into the twin could pre-empt
physical adjustments, but scalable designs are not yet
proposed [179].

Addressing these calibration and fidelity issues is critical to
building trustworthy and secure QDTs.

E. HIGH-FIDELITY MODELING OF DYNAMIC
ENVIRONMENTS

Another challenge is achieving high fidelity in modeling the
6G network’s physical environment, which is extraordinarily
dynamic. Wireless networks experience continual changes
in propagation conditions, user mobility, interference, and
traffic patterns. Accurately capturing these in a digital
twin requires sophisticated models that border on real-
world physics. High-fidelity channel models (e.g., ray tracing
for mmWave/THz bands, deterministic propagation models
for specific environments) must be continually updated
as the environment evolves [12], [174]. Integrating real-
time environmental data, predictive modeling techniques,
and hybrid modeling strategies combining deterministic and
machine learning approaches will be essential to enhance
modeling accuracy and responsiveness.

F. EXPLAINABLE Al

Al-driven digital twins in 6G networks must be trans-
parent and interpretable, ensuring human operators can
understand and trust automated decisions [180]. Current
closed-box AI models lack transparency, creating trust and
regulatory issues. Implementing domain-specific explainable
Al methods and integrating interpretability into digital
twin architectures is a key research direction. Initial
efforts have outlined frameworks for applying methods
like SHAP or LIME to interpret decisions of network
control algorithms [12], [180]. Important next steps include
embedding interpretability frameworks directly within twin
architectures, leveraging hybrid AI approaches for greater
transparency, and developing robust fairness and anomaly
detection methods for Al-driven decisions.

G. SECURITY AND PRIVACY

Network digital twins raise significant security and privacy
concerns. By design, a digital twin maintains a live digital
replica of a physical network, including sensitive information
about users, devices, and network state. This effectively
becomes an attractive target for adversaries: compromising
the digital twin could allow detailed intelligence gathering
about the real network or malicious manipulation. Protecting
this infrastructure demands strong encryption, authentication,
and robust access control measures [181]. Future directions
involve embedding security directly within digital twin
designs, exploring privacy-preserving methods like federated
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learning and blockchain-based data provenance, neuromor-
phic twins to detect denial-of-service (DoS) attacks for
future networks [127], and developing specialized intrusion
detection frameworks tailored specifically for digital twins.

H. RESOURCE CONSUMPTION AND ENERGY
EFFICIENCY

Operating an end-to-end network digital twin is highly
resource-intensive, demanding significant computational
power, storage, and energy. The twin must continuously
process data from numerous sources and update complex
predictive models. Techniques like adaptive fidelity, model
compression, resource scheduling, and specialized hard-
ware acceleration are essential to manage these resources
efficiently [182]. Research into sustainable digital twin
solutions aligned with the green objectives of 6G is critical
for their widespread adoption [174]. One of the potential
solution is the neuromorphic digital twin designs for future
wireless communication networks. Neuromorphic digital-
twin architectures exploit the sparsity of event-driven spiking
neural networks (SNNs) to slash both computation and
communication energy: by activating only a small fraction
of neurons, they reduce processing load by up to 90 %
compared to conventional ANN-based approaches, while
sparse impulse-radio transmissions map neural firing directly
into ultra-low-power RF pulses [183], [184]. Exploring
lean modeling, specialized hardware acceleration (GPUs,
FPGAs), adaptive fidelity adjustments, and energy-aware
orchestration strategies will significantly enhance the effi-
ciency and sustainability of digital twin implementations.

X. CONCLUSION

In this study, we present a comprehensive survey of NDT
for 6G+ from both academic and industrial perspectives. In
particular, we provide an in-depth guide to NDT and its
supporting underlying technologies, including RAN/ORAN,
transport networks, SGCORE+, cloud and edge computing,
applications, NTNs, and quantum networking. We also
demonstrate how ORAN and 5GCORE+are applied in
NTN from the perspective of practical deployment in an
industrial perspective. Finally, we discuss current challenges,
open issues and introduce some potential technologies as
future research directions for NDT, including real-time
synchronization and data fusion, high-fidelity modeling of
dynamic environment, explainable Al, security and privacy,
resource consumption and energy efficiency.
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