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Abstract: In the field of credit card fraud detection, traditional methods often struggle
due to their reliance on complex manual feature engineering or their inability to adapt
to rapidly changing fraud patterns. This paper introduces an innovative approach called
FinGraphFL, which merges graph-based learning with the principles of federated learning
and improves security through differential privacy. FinGraphFL utilizes Graph Attention
Networks to analyze dynamic relationships between daily credit card transaction records,
enhancing its ability to detect fraudulent activities. With the addition of differential privacy,
the model allows multiple financial institutions to collaborate to refine the detection model
without sharing sensitive data, thus improving adaptability and accuracy. The results are
tested in two public datasets that show that FinGraphFL achieves accuracy rates of 0.9780
and 0.9839, significantly outperforming traditional methods. Building on these results,
FinGraphFL sets the stage for future advances in real-time learning and global financial
collaboration, ensuring simultaneous progress in security and privacy protections.

Keywords: privacy preserving; federated learning; local federalization; differential privacy
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1. Introduction

In the contemporary financial environment, credit card fraud poses a significant
challenge for both consumers and financial institutions. This illicit activity encompasses
a range of fraudulent actions, from the use of unauthorized cards to complex, cyber-
enabled schemes. Recent reports from the Federal Trade Commission have indicated a
marked increase in credit card fraud incidents, with annual losses ranging in billions
of dollars [1]. Furthermore, the globalization of financial markets adds another layer
of complexity. In today’s interconnected world, cross-border transactions are common,
providing fraudsters with additional opportunities and presenting challenges in tracking
and prosecuting such activities [2]. Anti-fraud transactions at this international level require
coordinated multi-party cooperation and the use of more sophisticated detection systems
and prevention methods. Given these challenges, there is an urgent need for innovative
and effective strategies to combat credit card fraud. The banking industry is constantly
searching for advanced technological solutions to stay ahead of fraudsters, which has
led to an increasing interest in leveraging artificial intelligence and machine learning to
revolutionize fraud detection systems [3].

In the domain of credit card fraud detection, traditional machine learning methods
such as logistic regression, random forests, and k-nearest neighbor (k-NN) algorithms were
once widely employed, valued for their simplicity and interpretability [4]. However, these
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methods often rely on laborious manual feature engineering, making them unable to adapt
to today’s ever-changing fraud patterns and the endless emergence of new fraud meth-
ods. With technological advancements, deep learning models incorporating cutting-edge
techniques like Transformers, Graph Convolutional Networks (GCNs), Graph Attention
Networks (GATs), and Unified Message Passing models (UniMP) have begun to gain
attention [5]. These models significantly enhance the detection of subtle fraud activities
through their capabilities in automatic feature extraction and complex pattern recognition.

Although deep learning has advanced significantly in theory, its practical implementa-
tion still faces considerable obstacles. A key issue is the reliance of deep learning techniques
on extensive labeled datasets, which poses a particular challenge for small and mid-sized
financial firms with limited access to sufficient data (Challenge 1). These institutions often
find it difficult to gather diverse, high-quality samples that cover the full spectrum of
fraudulent activities, leading to suboptimal model performance and poor generalization
in real-world applications. Moreover, the constantly evolving tactics of credit card fraud
can quickly make existing detection systems outdated. For resource-constrained organi-
zations unable to perform regular model updates, their datasets may fail to reflect the
latest fraudulent patterns, diminishing the reliability of their fraud detection mechanisms
(Challenge 2). Consequently, there is a pressing need for adaptive learning frameworks
capable of responding to emerging threats. These systems should not only detect diverse
fraud strategies but also enable seamless updates without compromising data privacy.

To address the two primary challenges that deep learning faces in credit card fraud
detection, we propose a graph-based federated learning framework, named FinGraphFL,
that integrates the latest advancements in Graph Neural Networks (GNNs) and differ-
ential privacy. This approach is designed to enhance fraud detection capabilities across
institutions while safeguarding user privacy. (1) Addressing Challenge 1: Our strategy
employs a federated learning architecture that capitalizes on the benefits of collaborative
model training. Each institution independently trains customized models using locally
sourced data within this framework. This practice significantly reduces reliance on large,
labeled datasets and diminishes the computational demands typically associated with
deep learning. Furthermore, it bolsters data privacy by keeping sensitive information
localized, minimizing the need for centralized data storage. (2) Addressing Challenge 2: In
our approach to credit card fraud detection, we incorporate GNNs as local models within
the federated learning setup. This configuration enables institutions to update their models
collaboratively without the need to exchange sensitive data. GNNs are adept at identifying
intricate patterns within transaction networks, enhancing the model’s ability to detect fraud
while maintaining data privacy through the federated structure. We construct transaction
graphs for each institution’s data and deploy Graph Attention Networks (GATs) managed
by the federated server. To further enhance privacy, we introduce a novel technique that
injects Laplacian noise into the gradients after local model training, utilizing graph em-
beddings from pooled GAT convolutions. This technique ensures differential privacy and
permits reversible perturbations. The denoised gradients are then aggregated through a
similarity-based attention mechanism tailored to each institution, optimizing the update
process and significantly enhancing the system’s ability to handle diverse and evolving
fraud patterns.

This research aims to bridge the gap between privacy and efficiency in credit card fraud
detection systems. By introducing a novel integration of personalized federated learning
and graph models, we seek to establish a framework that enhances detection capabilities
while strictly adhering to privacy and regulatory standards, catering to the diverse and
evolving landscape of financial fraud. Our contributions are manifold and significant:
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¢ Decentralized Training for Enhanced Data Security: FinGraphFL leverages decentral-
ized model training within a federated framework, enabling each financial institu-
tion to process and analyze data locally. This setup reduces the dependency on
shared, massive datasets, thereby minimizing data exposure and enhancing security
against breaches.

*  Enhanced Detection with Differential Privacy through Graph Attention Mechanisms:
We incorporate graph attention networks (GATs) within our federated learning model
to analyze intricate connections within transaction data. This method provides a
targeted approach to fraud detection, allowing the model to focus on key relation-
ships and anomalies. Our use of differential privacy techniques further ensures that
the privacy of sensitive data is maintained while allowing for accurate and secure
model enhancements.

*  Practical Applicability: Through experimentation and analysis, FinGraphFL demon-
strates effectiveness and practicality in real-world financial security scenarios. This
bridges the gap between theoretical research and industry practice, offering banks
and financial institutions a viable, efficient tool for credit card fraud detection.

The structure of this paper is outlined as follows. Section 2 surveys prior studies on
credit card fraud detection, graph-based machine learning, and federated learning, estab-
lishing the background for our work. Section 3 introduces our framework, FinGraphFL,
elaborating on its theoretical basis and technical design. Section 4 evaluates the frame-
work through comprehensive experiments and analyzes the findings. Lastly, Section 5
summarizes the contributions and suggests avenues for further research.

2. Related Work

The financial sector faces growing challenges in detecting credit card fraud due to
increasingly sophisticated fraudulent activities. While traditional methods struggle to
analyze intricate transactional patterns, modern machine learning techniques—particularly
deep learning, graph neural networks (GNNs), and federated learning—have demonstrated
superior capabilities in addressing these challenges. Beyond enhancing detection accuracy,
these approaches enable decentralized data analysis while preserving user privacy, making
them well suited for financial applications. This section examines the role of these advanced
methodologies in transforming fraud detection systems.

2.1. Traditional Machine Learning and Deep Learning Methods

In the field of credit card fraud detection, traditional machine learning methods
have long been the norm. Techniques such as decision trees, support vector machines
(SVMs) [6,7], logistic regression [8,9], and ensemble methods like random forests [10,11]
and gradient boosting machines [12,13] are extensively employed to identify potential
fraudulent activities. These algorithms utilize historical transaction data to detect fraud
patterns, offering the advantages of relatively low computational complexity and good in-
terpretability. However, they may encounter limitations when dealing with complex, high-
dimensional, non-linear data, which could impact their effectiveness in certain situations.

With the advancement of big data technologies and increased computational power,
deep learning methods have demonstrated significant performance improvements in the
detection of credit card fraud. In particular, deep neural networks, including convolu-
tional neural networks (CNNSs) [14,15] and recurrent neural networks (RNNs) [16,17], are
noted for their robust feature extraction capabilities. Long Short-Term Memory Networks
(LSTMs) [18] are widely used for analyzing transaction data due to their ability to pro-
cess time series data. Deep learning approaches are capable of autonomously identifying
complex patterns, thus improving detection performance. However, these methods may
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require more data and computational resources, and their “black-box” nature often results
in lower interpretability.

2.2. Graph Neural Networks

GNNs represent a significant breakthrough in deep learning, particularly for their
unique ability to process and extract insights from graph-structured data. In financial
fraud detection scenarios, where transactions inherently create interconnected networks,
GNN s offer distinct advantages in capturing complex relational patterns that traditional
methods often miss. Various GNN architectures have proven effective for this task: graph
convolutional networks (GCNs) excel at aggregating neighborhood information, graph
attention networks (GATs) can learn dynamic importance weights between connected
transactions, and Graph Isomorphism Networks (GINs) provide enhanced discriminative
power for fraud pattern recognition.

GCNss adapt convolutional operations to graph-structured data, enabling systematic
feature extraction through neighborhood aggregation. By propagating and transforming
node features across adjacent connections, GCNs effectively identify local anomaly patterns
characteristic of fraudulent transactions [19,20]. Building upon this framework, GATs intro-
duce learnable attention coefficients that dynamically quantify the relevance of neighboring
nodes. This adaptive weighting mechanism proves particularly valuable in financial fraud
scenarios, where the significance of transaction relationships varies substantially [21,22].
GINs concentrate on capturing the structural information of graphs by considering the
isomorphism between different graph structures. This method is advantageous for distin-
guishing between genuine and fraudulent transaction patterns that may appear similar but
have subtle structural differences [23,24].

Despite their potent capabilities, GNNSs face challenges when applied to large-scale
graph data, such as transaction networks. The complexity and size of these graphs require
significant computational resources and efficient storage solutions. Moreover, the com-
plexity of GNN models makes their tuning a complicated task, necessitating a deep under-
standing of the underlying principles of graph theory and the specific characteristics of the
credit card fraud detection problem at hand.

2.3. Federated Learning

Federated learning has emerged as a paradigm-shifting framework for decentral-
ized model development, enabling collaborative training across distributed entities while
maintaining data localization [25]. This approach addresses critical challenges in financial
fraud detection, where privacy regulations (e.g., GDPR, CCPA) and competitive concerns
traditionally prevent cross-institutional data sharing. The framework operates through
coordinated parameter aggregation rather than raw data exchange, allowing participating
banks to retain sensitive transaction records on-premises while still benefiting from collec-
tive learning. Such architecture achieves dual objectives: (1) improving detection accuracy
through diversified training samples across institutions, and (2) guaranteeing client-level
privacy through secure aggregation protocols.

Recent innovations in federated learning have addressed critical limitations including
communication overhead and inter-client data distribution disparities. The Federated
Averaging (FedAvg) framework [26,27] establishes a foundational approach, where de-
centralized model training alternates with synchronized parameter averaging, effectively
reconciling localized adaptation with global generalization. Subsequent developments
have introduced sophisticated optimization methodologies [28] that significantly reduce
bandwidth requirements while improving convergence rates through adaptive gradi-
ent techniques. From a privacy perspective, cryptographic aggregation schemes [29,30]
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provide mathematical guarantees for protecting participant contributions during model
synchronization, strengthening the fundamental privacy-preserving properties of feder-
ated architectures.

Despite these advancements, federated learning still faces issues like model drift,
where the model’s performance may degrade over time due to the non-IID (independent
and identically distributed) nature of data across different nodes. Strategies such as model
personalization [31,32] are being explored to mitigate this, with the aim of more effec-
tively tailoring the global model to local data distributions and dynamically adapting to
changing data patterns. In this study, we introduce a personalized approach to credit card
fraud detection, leveraging a federated learning framework enhanced with an attention
mechanism for adaptive weight adjustments. We have also incorporated graph models to
enhance the model’s performance by capturing complex transaction patterns and corre-
lations, which traditional methods might miss. This approach not only improves credit
card fraud detection but also aids in understanding customer behavior patterns while
maintaining privacy.

3. Methodology

In this section, we will introduce our proposed method FinGraphFL in detail, including
its theoretical basis and corresponding implementation details.

3.1. Overview of FinGraphFL

In this section, we introduce FinGraphFL, a federated learning framework custom-
designed for detecting credit card transaction fraud within financial institutions (as shown
in Figure 1). It specifically addresses the unique challenges faced by small to medium-
sized financial entities. Our approach integrates Graph Attention Networks (GATs) and
differential privacy techniques to ensure the privacy of these institutions while boosting
the framework’s fraud detection capabilities. We utilize transaction similarity graphs along
with GATs to effectively capture and analyze complex transactional relationships. Moreover,
to accurately represent the distribution of customer data and prevent data leakage, we
devise an innovative differential privacy method using graph embeddings, significantly
enhancing the model’s ability to safeguard user data.

3.2. Integrating GAT for Enhanced Fraud Detection in Federated Learning

Unlike traditional graph convolutional networks (GCN), GAT employs a unique atten-
tion mechanism that dynamically assesses the importance of nodes within a transaction
graph, thus improving fraud detection by focusing on significant transactional patterns.
Implementing GAT within a federated learning setup ensures that each participating en-
tity can train on their dataset, reap the benefits of shared learning, and contribute to a
robust, collective fraud detection model. Furthermore, federated learning avoids the need
for clients to directly share their local datasets, ensuring compliance with data sharing
restrictions and regulations while fully protecting the privacy of bank customers. This
approach represents a significant advancement in merging cutting-edge Al techniques with
the essential needs for privacy and collaboration in the financial sector.

GAT utilizes the self-attention mechanism to determine the importance of neighboring
nodes relative to a current node in a graph, thereby enhancing the ability to effectively
capture and utilize complex relational data. In GAT, each node updates its embedding by
aggregating the embeddings of neighboring nodes, which are weighted by attention coef-
ficients. These coefficients are determined using a shared attention mechanism, enabling
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the model to concentrate more on relevant neighbors. Mathematically, this process can be
described as:
— T
&;; = softmax (LeakyReLU (a [Wh; || Whj]) ) (1)

where «;; indicates the attention coefficients between nodes i and j, h; and h; are the
embedding vectors of nodes i and j, W is a learnable weight matrix, a is a learnable
parameter of the attention mechanism, and [-||-] denotes concatenation. This mechanism
prioritizes nodes that significantly contribute to the graph’s overall learning objectives
in the feature representation, ensuring that their influence is adequately reflected in the
network learning process.
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Figure 1. FinGraphFL Framework: This figure illustrates the FinGraphFL framework for federated
learning-based credit card fraud detection. The nodes in the transaction similarity graph represent
transactions, classified as normal (blue) or fraudulent (red). Each client independently trains a graph
neural network (GNN) model on local data and computes gradients, which are then perturbed for pri-
vacy using differential privacy techniques before being sent to a central server. The server aggregates
these perturbed gradients based on the similarity of data distributions among clients, as determined
through pooling techniques. This process enhances model performance while maintaining privacy
and security across the network.

After computing the attention weights for all neighboring nodes, GAT utilizes these
weights to update the embedding of the current node. The embedding update is performed
as follows:

m=c| Y W, )
JEN (D)
where h% indicates the updated embedding for node i at /-th layer, o denotes a non-linear
activation function (e.g., ReLU), N (i) represents the neighbors set of node i, and ucéj_l is the
attention coefficient between node i and node j at | — 1-th layer.

GAT'’s attention mechanism dynamically adjusts the weights of relationships between
transaction records, effectively highlighting critical features and interactions within the
data. This adaptability significantly improves the performance of the model by prioritizing
transactions that are rich in information over those with lesser relevance, thus increasing the
accuracy of fraud detection. Moreover, GAT’s ability to process inputs of various sizes, such
as transactions involving varying numbers of participants or different stages of the transac-
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tion process, along with its inherent flexibility, makes it particularly effective for handling
the diverse and distributed datasets commonly found in federated learning environments.

3.3. Enhancing Privacy in Federated Learning Through Differential Privacy and
Graph Embeddings

In this work, we propose a novel privacy enhancement method that is different from
existing approaches. To enhance data privacy within federated learning environments, we
leverage graph embeddings generated by GAT. These embeddings encapsulate both the
structural properties and transactional characteristics of each client’s local data, thereby
serving as a compact and expressive representation of dataset semantics. Our proposed
framework exploits these graph embeddings to estimate inter-client dataset similarity;,
which is then used to guide the generation of personalized Laplace noise. This noise is
subsequently applied to perturb and recover each client’s local gradient updates.

The framework implements an adaptive privacy preservation strategy that dynam-
ically calibrates noise injection based on inter-client data distribution similarities. This
personalized differential privacy mechanism enables more precise gradient estimation
among clients with comparable data patterns while maintaining rigorous privacy guaran-
tees for dissimilar participants. The approach optimizes the privacy—utility trade-off by
employing a novel sensitivity metric derived from graph embedding characteristics:

S = (std(H — hg) + (max(hg) — min(hg)))/2, 3)

Nia = (S/e), (4)

where H denotes the node-level embeddings produced by GAT, and /g represents the
global graph embedding obtained via pooling operations. The sensitivity metric S incorpo-
rates two key components: (1) the standard deviation term N;; measures the dispersion
of node embeddings relative to the global representation, capturing client-specific data
patterns; and (2) the range term max(hg) — min(hg) reflects the overall variation in graph-
level features across the federated system. The noise standard deviation N, is then derived
by scaling S according to the privacy budget €, which governs the strength of privacy
protection—lower € values enforce stricter guarantees. This adaptive mechanism ensures
the injected noise sufficiently preserves privacy while minimizing unnecessary degradation
of model utility.

After each client completes local model training, we apply the proposed personalized
differential privacy mechanism on each client to perturb the original gradient obtained
from local training. This process ensures that the aggregated data used for model updates
does not compromise the privacy of individual data points.

gperturb =g+ [,(0, -/\/'std)/ ®)

where G /1,5 represents the perturbed gradient, G is the original gradient, and £(0, Ny)
is the Laplacian noise added to the gradient. This noise, with a mean of zero and a standard
deviation of Ny, is strategically employed to ensure privacy.

Following the privacy-preserving transformation, the federated server computes pair-
wise client similarities using their respective graph embeddings. These similarity metrics,
combined with the noise-perturbed gradients, are then distributed to all participating
clients. Each client subsequently employs a denoising procedure to reconstruct neighboring
clients’ gradients using the following estimator:

grec = gperturb - E(Or Afstd)l (6)
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where Gy, denotes the reconstructed gradient vector after noise reduction, gwtmb rep-
resents the noise-corrupted gradient received from the server, and £(0, Ny,) indicates
the Laplace-distributed random noise sampled from the same distribution used in the
initial perturbation phase. This compensation mechanism allows clients to approximate
the original gradients while maintaining differential privacy guarantees.

Finally, the model aggregation process employs an adaptive weighting scheme based
on two factors: inter-client graph embedding similarity and gradient perturbation char-
acteristics. We quantify embedding similarity using normalized dot products, assigning
greater influence to clients with more compatible data distributions. The final aggregated
gradient is computed as follows:

N
gagg = Zwi : (grec)i/ @)
i=1

where the weighting coefficient w; for the i-th client is dynamically determined by both
its similarity to other participants and the reliability of its gradient reconstruction. This
dual-factor approach ensures optimal balance between collaborative learning efficiency
and individual data privacy protection.

4. Experiment

In this section, we conduct comprehensive experiments to verify the performance of
our proposed FinGraphFL, including comparative experiments to verify its fraud trans-
action detection performance and ablation studies to test the contribution of each of its
components to the final results.

4.1. Experimental Settings

We first introduce our experimental settings in this work in detail.

4.1.1. Benchmark Models

In this experiment, we evaluate and compare several credit card fraud detection bench-
mark models commonly used in the financial industry. These benchmark models reflect the
methods widely adopted within the industry, and by comparing their performance with
that of FinGraphFL, we seek to explore the effectiveness of the FinGraphFL model in the
realm of credit card fraud detection. The specific benchmark models include the following:

1. Logistic Regression: A classic statistical method used for binary classification prob-
lems, which determines whether a transaction is fraudulent by estimating probabilities,
suitable for linearly separable datasets.

2. KNNs (K-Nearest Neighbors): An instance-based learning method that determines
the category of a test data point by finding its K nearest neighbors and basing the
decision on the neighbors’ categories; it is suitable for datasets where data points
exhibit clear similarities.

3. Histogram-Based Gradient Boosting Classifier (HGBC): An ensemble learning method
based on decision trees that improves performance by constructing multiple decision
trees and integrating their predictions, particularly suitable for large-scale data.

4.  Support Vector Machine (SVM): SVM distinguishes between different categories by
finding the optimal separating hyperplane in the dataset, performing well in high-
dimensional spaces, especially suitable for datasets where the number of features
exceeds the number of samples.

5. Random Forest Classifier: An ensemble learning technique that constructs multiple
decision trees and uses their average or majority voting for the final prediction, aimed
at reducing overfitting and enhancing accuracy.
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6. AdaBoost Classifier: An adaptive boosting technique that combines multiple weak
classifiers to form a strong classifier, with each weak classifier given higher weight on
the data where the previous classifier made errors.

7. Multi-Layer Perceptron Classifier (MLP): A basic feedforward neural network with
at least one hidden layer, capable of learning non-linear patterns in data, suitable for
complex classification problems.

We also compared our proposed FinGraphFL with existing SOTA federated learning
methods to conduct an in-depth study of the performance differences of our proposed feder-
ated learning method that combines GAT and differential privacy mechanisms. The specific
federated learning methods compared are as follows:

8.  FedProx: FedProx is a federated learning method designed to handle heterogeneity
in device hardware and data distribution by modifying the traditional federated
averaging algorithm to include a proximal term, which helps stabilize training across
unevenly distributed and partial datasets.

9. Personalised FL: Personalized Federated Learning (Personalised FL) is a method that
tailors the federated learning process to individual users or devices by allowing local
models to deviate from the global model, which helps optimize model performance
based on user-specific data characteristics.

10. FedAMP: FedAMP is a federated learning method that enhances model convergence
and performance by applying an adaptive mixing parameter to aggregate updates
more effectively across clients with non-1ID data distributions.

11. FedFomo: FedFomo is a federated learning method that aims to improve model perfor-
mance by prioritizing the aggregation of client updates based on a measure of regret,
comparing potential model updates with actual ones to optimize learning outcomes.

12.  APFL: APFL (Adaptive Personalized Federated Learning) is a federated learning
strategy that improves personalization by adapting models to individual clients using
a combination of local and global updates, thereby enhancing overall performance
with personalized tuning.

13. PFedMe: PFedMe is a method in personalized federated learning that optimizes a per-
sonalized model for each client by employing a Moreau envelope-based regularization
technique, ensuring better convergence properties and personalization effectiveness
across heterogeneous data distributions.

14. APPLE: APPLE (Agnostic Personalized Private Learning) is a federated learning
method designed to enhance user privacy and model personalization by integrating
differential privacy and learning personalized models that can be adapted to different
data distributions of individual clients.

15.  ATT: The federated learning method based on the attention mechanism implements
a personalized federated learning update process by calculating the similarity of
gradients between customers.

4.1.2. Training Device and Parameter Configuration

In this study, we utilized PyTorch version 2.2.0 as the experimental platform, operating
under Python 3.12. Our simulation experiments were conducted on a computer equipped
with an Intel i5 processors (Intel Corporation, Santa Clara, CA, USA) at 3.7 GHz, 64.0 GB of
installed RAM, and an NVIDIA RTX 4070 GPU (NVIDIA Corporation, Santa Clara, CA,
USA) with 12.0 GB of RAM.

Table 1 presents the optimized hyperparameter configuration that yields peak per-
formance for FinGraphFL. Through extensive empirical validation, we established the
following training protocol: The federated learning framework operates for 300 communi-
cation rounds, with each client performing 10 local training epochs per round. We employ
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the Adam optimizer with a base learning rate of 0.005, augmented by L2 regularization
(weight decay = 1 x 10~*) to prevent model overfitting. For the objective function, binary
cross-entropy is adopted due to its effectiveness in fraud detection tasks, providing robust
gradient signals for model updates.

Table 1. Parameter configuration.

Parameters Parameter Values
communication rounds 300

local epochs 10

dropout 0.3

batch size 128

learning-rate 0.005

optimizer Adam

weight decay 1x 10

loss function BinaryCrossEntropyLoss

4.2. Dataset and Financial Institution Client Configuration

1. 2018 4th ‘HaoDai Cup’ China Risk Management Control and Capability Challenge
Dataset (2018CN): This dataset contains transaction records of credit card holders
from September 2013. It covers transactions over two days, totaling 284,302 trans-
actions, of which 483 were marked as fraudulent. The dataset is highly imbalanced,
with fraud transactions accounting for only 0.172% of the total. For privacy reasons, all
features except “Time” and “Amount” have been transformed into numerical results
through Principal Component Analysis (PCA), with original features and background
information undisclosed. V1 to V28 are the principal components obtained from
PCA. The “Time” feature records the seconds elapsed from the first transaction in the
dataset, and the “Amount” feature represents the transaction amount, useful for cost-
sensitive learning. The response variable “Class” indicates whether each transaction
is fraudulent, with 1 for fraud and 0 for non-fraud.

2. European Cardholders’ Credit Card Transaction Records in 2023 (2023EU): This
dataset compiles credit card transactions of European cardholders in 2023, containing
over 550,000 anonymized records to ensure the security of cardholder identities. Each
record consists of a unique transaction identifier (id) and 28 anonymous features
(V1-V28), which may include information about the transaction’s time, location, etc.
The dataset also includes the transaction amount (“Amount”) and a binary label
(“Class”) indicating whether each transaction is fraudulent (1 for fraud, 0 for non-
fraud). Notably, to ensure accuracy for research and model development, this dataset
has been specially processed to balance the number of fraudulent and non-fraudulent
transactions. Such a balanced dataset helps algorithms learn and identify fraud
patterns more effectively without bias from overrepresentation of any category.

The class distribution comparison of 2018CN and 2023EU datasets is shown in Figure 2.
The dataset for our study is methodically segmented into distinct subsets, each tailored to
correspond with a predetermined number of financial institution clients. We allocate each
subset exclusively to a specific financial institution, ensuring there is no data overlap among
clients. This precise segmentation is crucial for minimizing the risk of information leakage
and provides each financial institution with a secure and isolated environment conducive
to effective data processing and model training. To protect and maintain data integrity, we
employ advanced randomization techniques during the dataset subdivision process. This
approach is vital to ensure that each subset allocated to a financial institution is not only
unique, but also represents a true microcosm of the larger dataset. This method enhances
the security measures in place by preventing predictable data handling patterns, thereby



Mathematics 2025, 13, 1396

11 of 21

safeguarding sensitive information. In addition, we put a strong emphasis on maintaining a
uniform distribution of data across all subsets to ensure consistency in model performance
across the federated learning network. By ensuring that each subset accurately mirrors the
overall characteristics of the dataset, we maintain the integrity and diversity of the data.
This strategic distribution is critical for enabling the models developed by various financial
institutions to generalize effectively, which in turn leads to more robust and reliable fraud
detection outcomes. This comprehensive approach ensures that our federated learning
framework can deliver high-performance results while adhering to stringent security and
privacy standards.

Class Distribution

1,000,000.00 284302 284315 284,315

100,000.00

= 10,000.00
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o 100000 483
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Figure 2. Class distribution comparison in 2018CN and 2023EU datasets.

4.3. Comparison with SOTA Benchmark Models

In the traditional model category (as shown in Table 2), there are notably high accuracy
scores, with MLP at 0.9991, KNN at 0.9993, and SVM at 0.9990. These figures reflect the
models’ performance when trained on extensive datasets amalgamated from multiple bank-
ing institutions. It is crucial to underscore, however, that achieving such a comprehensive
level of data pooling is not just challenging but typically impossible in actual practice.
The practical deployment of these models is severely restricted by stringent privacy laws
and regulatory frameworks that prohibit the sharing of sensitive financial data between
different entities.

Shifting the focus to federated learning models, FinGraphFL stands out with its notable
strengths. It achieves an accuracy of 0.9780 in the 2018CN dataset and maintains impressive
performance with an accuracy of 0.9839 in the 2023EU dataset. These figures underscore
FinGraphFL’s capability to adeptly handle diverse data distributions, a critical advantage
in the evolving arena of financial fraud detection.

In the realm of federated learning models, FedProx and PFedMe demonstrated very
high accuracies in the 2018CN dataset, both achieving 0.9994, but their performance in the
2023EU dataset dropped significantly to 0.5008 and 0.5006, respectively. This indicates that
while these models excel at handling older datasets, they struggle with newer, potentially
more complex datasets. Furthermore, FinGraphFL showed slightly lower performance in
the 2018CN dataset with an accuracy of 0.9780, but improved significantly in the 2023EU
dataset with an accuracy of 0.9839. This reflects FinGraphFL's robust adaptability to
continuously changing and varied data distributions, particularly vital in the rapidly
evolving field of financial fraud detection. The adoption of differential privacy techniques
by FinGraphFL also provides it with an advantage in addressing significant data privacy
issues, a challenge that traditional models often fail to overcome.
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Table 2. Comparison with state-of-the-art benchmark models: This table presents accuracy com-
parisons for various models, including FinGraphFL, against SOTA benchmark models on 2018CN
and 2023EU. The settings for the FinGraphFL model include a differential privacy mechanism with
epsilon = 0.005, graph attention networks (GATs) with a degree of 8 in 2018CN and 5 in 2023EU,
and 2 attention heads.

2018CN 2023EU

Accuracy Accuracy
Logistic Regression 0.9988 0.9648
KNN 0.9993 0.9899
HGBC 0.9989 0.9810
SVM 0.9990 0.9615
Random Forest 0.9988 0.9317
AdaBoost Classifier 0.9989 0.9568
MLP 0.9991 0.9977
FedProx 0.9994 0.5008
Personalised FL 0.9979 0.9392
FedAMP 0.9980 0.5004
FedFomo 0.9926 0.9265
APFL 0.9989 0.9031
PFedMe 0.9994 0.5006
APPLE 0.9988 0.9490
ATT 0.9886 0.9888
FinGraphFL 0.9780 0.9839

In conclusion, while FinGraphFL might slightly lag behind some models in terms of
raw accuracy, it compensates for this with its robust approach to data privacy. This makes
FinGraphFL particularly well suited for financial institutions seeking to manage the intrica-
cies of fraud detection under strict privacy regulations, thereby underscoring its potential
as a valuable tool for both current and future scenarios in financial fraud prevention.

Although the aforementioned models exhibit commendable accuracy, their perfor-
mance in handling imbalanced datasets is less than optimal when assessed using the
ROC-AUC curve. This is evident from their results on the highly imbalanced 2018CN
dataset, as shown in Figure 3. The ROC-AUC curve is an essential metric for evaluating
a model’s performance on imbalanced datasets because it assesses both the sensitivity
and the false positive rate. In contrast, FinGraphFL not only maintains high accuracy,
but also excels with its ROC-AUC score. It achieves an area under the ROC curve of 0.9670,
demonstrating a robust ability to effectively manage imbalanced datasets. The reality
of credit card fraud detection involves inherently imbalanced datasets where fraudulent
transactions are much less frequent than legitimate ones. The ability of FinGraphFL to
maintain high accuracy and an impressive ROC-AUC score under such conditions is partic-
ularly significant, highlighting its effectiveness in real-world scenarios of credit card fraud
detection. This highlights its potential and importance as a practical tool in the field, adept
at navigating the complexities of imbalanced data.
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Figure 3. Receiver Operating Characteristic (ROC) curves for various credit card fraud detection
models on the imbalanced 2018CN dataset.

4.4. Ablation Study

To further investigate the performance and characteristics of FinGraphFL, targeted
ablation experiments were designed and conducted. The ablation study conducted in this
research is based on the 2018CN dataset. This dataset was chosen due to its extreme class
imbalance, which closely resembles real-world scenarios in credit card fraud detection.
Class imbalance refers to a situation where one class (in this case, fraudulent transactions)
is significantly underrepresented compared to the other class (non-fraudulent transactions).
By using a dataset with such extreme class imbalance, the study aims to evaluate the
robustness and effectiveness of the proposed method under conditions that more closely
mirror the challenges faced in real-world fraud detection scenarios. This choice enhances
the relevance and applicability of the findings to practical applications in the field of credit
card fraud detection.

4.4.1. Ablation Study on Different Epsilon

In evaluating the differential privacy mechanism within the FinGraphFL model, vari-
ous epsilon values were tested to assess their impact on model performance. The results,
as shown in Figure 4, detail the accuracy of the test set for different levels of epsilon.

Contrary to conventional privacy—accuracy trade-off assumptions, our experiments
reveal a non-monotonic relationship between privacy budget (eps) and model performance.
At eps = 0.005, the model achieves near-optimal accuracy (0.978), suggesting that the
introduced noise may serve as an implicit regularizer that prevents overfitting, which is
particularly beneficial for complex financial datasets. This phenomenon indicates enhanced
generalization capability, where the model learns robust patterns without memorizing
training-specific artifacts.
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Figure 4. Test set accuracy of different epsilon.

Remarkably, the framework maintains consistently high accuracy (0.975) across mod-
erate privacy budgets (eps = 0.01-0.5), demonstrating the resilience of our adaptive feature
extraction mechanism. The model’s architecture appears to effectively distill discriminative
patterns even under significant noise injection, a critical advantage for privacy-sensitive
financial applications.

As privacy constraints relax (eps = 1-6), we observe the expected gradual accuracy
improvement, plateauing at 0.978 for eps = 6. This progression confirms our framework’s
capacity to leverage richer feature representations when permitted by privacy requirements.
The results underscore a fundamental design principle: optimal privacy-preserving learn-
ing requires careful calibration between data utility and protection strength, rather than
simply maximizing either dimension.

Figure 5 presents the convergence dynamics across different eps values, revealing
two key insights: (1) all configurations achieve stable convergence within the training
budget, and (2) stronger privacy protection (lower epsilon) only marginally extends the
required training epochs while maintaining final performance. These observations validate
the practical viability of our approach across varying privacy requirements.

4.4.2. Ablation Study on Different Number of Clients

Figure 6 illustrates the impact of varying numbers of clients on the test set accuracy of
the FinGraphFL model. At four clients, the model achieves an accuracy of approximately
0.9620. As the number of clients increases to eight, accuracy improves to around 0.9718,
indicating that the involvement of more clients allows the model to leverage a richer data
resource, thus enhancing learning outcomes.

Our experiments reveal a non-linear relationship between client participation and
model performance. The optimal configuration emerges with 10 clients, achieving peak
accuracy of 0.9780. This sweet spot appears to balance sufficient data diversity against
the computational complexity of coordination, maximizing the collective learning po-
tential. However, expanding to 12 clients results in a significant performance drop
(accuracy = 0.9455), likely due to crossing a critical threshold in per-client data volume that
impedes effective local model training. Interestingly, while further increasing to 16 clients
yields partial recovery (accuracy = 0.9647), it fails to match the 10-client benchmark. This
non-linear pattern suggests the existence of the following: (1) a minimum data require-
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ment per client for meaningful local learning, and (2) diminishing returns from excessive
federation that outweigh the benefits of added diversity.
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Figure 6. Test set accuracy of different number of clients.

Figure 7 demonstrates several key convergence properties: First, all configurations
begin with comparable initial accuracy, confirming consistent initialization. The four-client
and eight-client models show rapid convergence, benefiting from richer local datasets.
Notably, the 10-client configuration combines the fastest convergence with highest final
accuracy, representing the ideal operating point. While 12-client and 16-client setups
require more epochs to stabilize, they ultimately achieve comparable performance levels,
demonstrating the framework’s resilience to federation scale.
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These findings highlight three important characteristics of FinGraphFL: (1) robustness
to federation size variations, (2) graceful degradation rather than catastrophic failure
when crossing data volume thresholds, and (3) consistent eventual convergence regardless
of client count. The results suggest that while client number selection impacts training
efficiency, it does not fundamentally limit the framework’s effectiveness—an important
property for real-world deployments where participant numbers may fluctuate.

4.4.3. Ablation Study on Different Number of Attention Heads

Table 3 shows the performance of two local models, GAT (Graph Attention Network)
and UniMP (Unified Message Passing), under different numbers of attention heads, using
accuracy and ROC-AUC as evaluation metrics.

Table 3. Ablation study for different number of attention heads.

No. Heads =1
Accuracy ROC-AUC
GAT 0.9756 0.9714
UniMP 0.9789 0.9657

No. Heads =2 No. Heads = 4 No. Heads = 8 No. Heads = 12 No. Heads = 16
Accuracy ROC-AUC  Accuracy ROC-AUC  Accuracy ROC-AUC  Accuracy ROC-AUC  Accuracy ROC-AUC
0.9780 0.9670 0.9641 0.9597 0.9714 0.9604 0.9615 0.9707 0.9152 0.9715
0.9748 0.9588 0.9357 0.9744 0.9387 0.9740 0.9323 0.9699 0.8349 0.9753

GAT generally exhibits optimal performance with a single attention head, achieving
an accuracy of 0.9756 and an ROC-AUC of 0.9714. However, with an increasing number of
heads, both metrics tend to decline for GAT, particularly when the number of heads reaches
16, where accuracy drastically decreases to 0.9152, and ROC-AUC slightly decreases to
0.9715. Given the extreme imbalance of the 2018CN dataset, this significantly impacts model
performance, especially under multi-head attention configurations. The dataset’s imbalance
often causes models to overfit the majority class and underperform in recognizing minority
classes, severely affecting overall model performance. Increasing the number of attention
heads in networks like GAT and UniMP helps to capture more complex features, but it can
also exacerbate model biases due to dataset imbalances, leading to insufficient focus on key
features of minority classes. Similarly, the UniMP model also shows strong performance
with a single head, achieving an accuracy of 0.9789 and an ROC-AUC of 0.9657. However,
as more heads are added, its performance gradually worsens, especially at 16 heads, where
accuracy significantly drops to 0.8349.
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For effective credit card fraud detection, an optimal model must demonstrate both
strong overall classification performance and particular sensitivity to minority-class fraud-
ulent transactions. The GAT architecture is especially well adapted for this application
due to its localized attention mechanism, which excels at identifying intricate transactional
relationships and subtle indicators of fraudulent activity. Experimental results indicate
that GAT delivers superior performance when implemented with limited attention heads
(typically one or few), achieving an optimal balance between capturing local transaction
patterns and maintaining model simplicity—thereby avoiding the potential overfitting
issues associated with multiple attention heads.

4.4.4. Ablation Study for Different Mean Node Degree of Transaction Similarity Graph

Table 4 reveals the performance of the local GAT model within the FinGraphFL
framework for different mean node degrees in the context of credit card fraud detection.
The data clearly show marked differences in model performance across various node degree
configurations, offering significant insight for designing effective fraud detection systems.

Table 4. Ablation study for different mean node degree of transaction similarity graph.

Degree =2 Degree = 4 Degree =8 Degree =10
Accuracy ROC-AUC Accuracy ROC-AUC Accuracy ROC-AUC Accuracy ROC-AUC
0.9423 0.9425 0.9667 0.9369 0.9780 0.9670 0.9671 0.9350

With a node degree of two, the GAT model achieves an accuracy of 0.9423 and an ROC-
AUC of 0.9425, indicating that while the model performs adequately at lower connectivity,
its ability to differentiate between fraudulent and legitimate transactions is limited. As the
node degree increases to four, the accuracy significantly improves to 0.9667, although the
ROC-AUC slightly decreases to 0.9369. This suggests that while the model has improved
overall recognition accuracy, its sensitivity to the minority class (i.e., fraudulent transactions)
may have diminished. Increasing the degree of the node further to eight, the GAT model
reaches its maximum performance with an accuracy of 0.9780 and a ROC-AUC of 0.9670.
This indicates that at a moderate degree of nodes, the model balances overall accuracy
with the ability to recognize fraudulent transactions effectively, which is crucial for the
detection of credit card fraud. However, increasing the degree of the node to 10 maintains a
high accuracy level of 0.9671 but results in a reduced ROC-AUC of 0.9350, suggesting that
excessive connectivity may lead to overfitting or other performance degradation issues in
complex data environments.

From these observations, it can be concluded that a moderate node degree (such as
degree 8) may be optimal for credit card fraud detection tasks, as it not only provides high
accuracy but also maintains a robust ROC-AUC value, effectively identifying fraudulent
transactions. This configuration helps the model capture sufficient complexity in transaction
patterns while avoiding the problems of information redundancy and noise that can arise
with excessively high node degrees. Therefore, in practical applications, selecting an
appropriate node degree is a key factor in enhancing the performance and practicality of
graph-based credit card fraud detection models.

5. Conclusions and Future Work

The FinGraphFL framework represents a significant advancement in credit card
fraud detection by seamlessly integrating federated learning with graph attention net-
works. This design enables the framework to effectively model complex transactional
patterns across multiple financial institutions while maintaining strict data privacy guar-
antees. By overcoming key limitations of conventional fraud detection systems, Fin-



Mathematics 2025, 13, 1396

18 of 21

GraphFL enhances both adaptability and detection accuracy through advanced graph-
based representation learning.

A central innovation of FinGraphFL lies in its personalized differential privacy mech-
anism, which not only safeguards sensitive user and institutional data but also empow-
ers small and medium-sized financial institutions to improve the effectiveness of their
fraud monitoring systems. By leveraging inter-client similarity, this mechanism enables
clients with semantically similar datasets to better reconstruct each other’s gradient up-
dates, thereby achieving stronger model utility while preserving privacy. Such a de-
sign is particularly critical in addressing the dynamic, imbalanced, and adversarial na-
ture of modern financial fraud. Extensive experiments on public datasets demonstrate
that FinGraphFL consistently outperforms conventional baselines, validating its poten-
tial as a practical and privacy-preserving solution for collaborative fraud detection in
decentralized environments.

Looking ahead, the continued development of FinGraphFL offers several promising
directions for both theoretical enhancement and real-world deployment. First, future
work may explore extending the framework to support real-time fraud detection, enabling
institutions to detect and respond to malicious behavior with minimal latency. Second,
incorporating more expressive neural architectures—potentially beyond graph attention
networks—could enhance the framework’s ability to capture complex and subtle fraud
patterns that vary across institutions and evolve over time.

Third, an important area of improvement lies in refining the similarity computation
used in the personalized privacy mechanism. Although the current dot product-based
approach is computationally efficient, it may not fully capture the nuanced relationships
across heterogeneous datasets. Designing more expressive or learnable similarity functions
may help further reduce the privacy-utility trade-off, especially in highly diverse or non-
IID settings.

Furthermore, we acknowledge the practical challenges associated with deploying
FinGraphFL in real-world financial environments. These include substantial variations
in data distributions, discrepancies in feature schemas across institutions, evolving fraud
behaviors, and diverse IT infrastructure capabilities. Additionally, financial institutions
may be subject to different regulatory standards and compliance requirements, making
unified system design more complex. In practice, FinGraphFL can be deployed with secure
aggregation protocols and privacy-preserving communication channels, and configured
to comply with the most stringent applicable regulations across participants. However,
designing a federated framework that dynamically adapts to heterogeneous infrastruc-
ture and legal contexts remains a critical direction for future research. Addressing these
challenges—through system-level optimization, compliance-aware aggregation mecha-
nisms, and robust deployment protocols—will be essential for scaling FinGraphFL into
production-grade, cross-institutional fraud detection systems.

Finally, we emphasize the importance of considering the broader ethical and societal
implications of deploying fraud detection models like FinGraphFL. While our work is con-
ducted entirely on public and de-identified datasets, real-world deployment may introduce
challenges such as algorithmic bias, false positives in transaction blocking, or dispropor-
tionate impact on underrepresented or vulnerable user groups. In particular, although our
similarity-based gradient aggregation is designed to enhance personalization and utility,
there is a potential risk that it could reinforce existing data imbalances if minority patterns
are underrepresented in client datasets. Such unintended effects may result in lower fraud
detection accuracy for certain population segments or demographic groups.

To address these risks, future work should incorporate fairness-aware modeling
and evaluation practices. These may include bias auditing during federated training,
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performance disaggregation across client subgroups, and the use of fairness constraints or
regularizers in local model objectives. Additionally, stakeholder engagement and regulatory
oversight will be essential to ensure that deployed systems operate transparently and
responsibly in sensitive financial contexts.

In addjition to fairness, we also recognize the importance of enhancing the explainability
of FinGraphFL's predictions. While the use of graph attention networks (GATs) inherently
provides some level of interpretability through learned attention weights, more systematic
approaches—such as visualizing attention distributions or integrating explanation modules
like GNNExplainer—could be employed to better support transparency and accountability.
These tools may help financial institutions understand the rationale behind specific fraud
predictions, facilitating model auditing and improving stakeholder trust. We consider
the integration of explainability mechanisms an important direction for future research
and deployment.

We view the combination of privacy protection, fairness guarantees, and interpretabil-
ity as essential for the responsible adoption of graph-based federated learning systems. We
encourage continued interdisciplinary collaboration to ensure that FinGraphFL and similar
frameworks contribute to equitable, transparent, and trustworthy financial Al solutions.
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