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Abstract

Deepfake-style AI tutors are emerging in online education, offering personalized and mul-
tilingual instruction while introducing risks to integrity, privacy, and trust. This study aims
to understand their pedagogical potential and governance needs for responsible integration.
A PRISMA-guided, systematic review of 42 peer-reviewed studies (2015–early 2025) was
conducted from 362 screened records, complemented by semi-structured questionnaires
with 12 assistant professors (mean experience = 7 years). Thematic analysis using deductive
codes achieved strong inter-coder reliability (κ = 0.81). Four major themes were identified:
personalization and engagement, detection challenges and integrity risks, governance and
policy gaps, and ethical and societal implications. The results indicate that while deepfake
AI tutors enhance engagement, adaptability, and scalability, they also pose risks of imper-
sonation, assessment fraud, and algorithmic bias. Current detection approaches based on
pixel-level artifacts, frequency features, and physiological signals remain imperfect. To
mitigate these challenges, a four-pillar governance framework is proposed, encompassing
Transparency and Disclosure, Data Governance and Privacy, Integrity and Detection, and
Ethical Oversight and Accountability, supported by a policy checklist, responsibility matrix,
and risk-tier model. Deepfake AI tutors hold promise for expanding access to education,
but fairness-aware detection, robust safeguards, and AI literacy initiatives are essential to
sustain trust and ensure equitable adoption. These findings not only strengthen the ethical
and governance foundations for generative AI in higher education but also contribute to
the broader agenda of sustainable digital education. By promoting transparency, fairness,
and equitable access, the proposed framework advances the long-term sustainability of
learning ecosystems and aligns with the United Nations Sustainable Development Goal 4
(Quality Education) through responsible innovation and institutional resilience.

Keywords: deepfake AI tutors; synthetic media in education; online education governance;
academic integrity; AI ethics in education; detection of deepfakes; privacy and fairness in
AI; AI literacy; sustainable education; digital sustainability; SDG 4 quality education

1. Introduction
Advances in generative artificial intelligence (AI) have enabled synthetic audio-visual

agents that convincingly mimic human expression and speech. In education, such capa-
bilities underpin what are sometimes termed “deepfake AI tutors” [1,2]. These avatars
are powered by deep learning technologies and deliver instruction in real time or via
prerecorded content.
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In this paper, deepfake AI tutors are synthetic, avatar-based instructional agents
produced with deep learning that either (i) replicate the likeness or voice of a real person
(e.g., face-swap, voice cloning) or (ii) embody entirely synthetic personas with high-fidelity,
real-time verbal and nonverbal interactivity. They differ from (a) traditional talking-head
or text-only virtual assistants that lack identity mimicry and (b) agentic AI systems (multi-
agent/planning models) whose primary risks arise from autonomy and goal-directed
behavior rather than identity replication. The distinctive risk profile of deepfake tutor
centers on mimicry and identity provenance during instructional delivery [3].

Proponents emphasize the potential for expanded access, scalability, and engage-
ment through personalized learning experiences [4]. However, critics caution that such
systems may introduce risks of impersonation, misinformation, and erosion of trust in
educators [5–8]. Parallel research on learning analytics has similarly highlighted the role
of data-driven personalization in shaping engagement and feedback [9], demonstrating
how technological innovations can enhance equity while introducing new governance
challenges [10].

Recent research highlights increasing adoption and evolving attitudes toward gen-
erative AI in academic contexts [11]. A peer-reviewed study involving surveys of
823 higher-education students, teachers, and researchers found that trust in generative
AI was the strongest predictor of adoption, driven more by user experience than demo-
graphics. While not specific to deepfake, this finding is particularly relevant for synthetic
tutors. Similarly, recent studies indicate that generative AI can enhance engagement and
efficiency, while introducing risks of academic dishonesty [12,13].

Accordingly, the discussion of detection methods, governance controls, and assessment
integrity in later sections refers specifically to deepfake AI tutors rather than AI in education
in general.

1.1. Motivation and Historical Trajectory

Generative artificial intelligence and deepfake technologies have advanced signifi-
cantly over the past decade. Deep autoencoders and other early deep learning methods
showed that face-swapping was possible. The later development of Generative Adversarial
Networks (GANs) enabled high-fidelity synthesis of audio-visual content with striking
realism [14,15]. These innovations have since paved the way for educational applications,
where synthetic tutors can deliver multilingual instruction around the clock, adapt dy-
namically to individual learning styles, and simulate human social presence [16,17]. The
historical trajectory highlights both the promise and peril of synthetic media in learning en-
vironments, from the first widely publicized deepfake videos in 2017 to the rapid adoption
of large language models like GPT-4o in 2024 [18]. This technological convergence marks a
significant evolution from early AI tutoring experiments such as the Programmed Logic for
Automated Teaching Operations (PLATO) system of the 1960s and the Intelligent Tutoring
System (ITS) of the 1990s, which primarily relied on text-based prompts and rule-based
logic. In contrast, today’s synthetic tutors deliver realism through high-fidelity audio-
visual generation, scalability through continuous multilingual instruction, and interactivity
through features that simulate authentic social presence. Alongside this technological
evolution, researchers have increasingly turned to human factors, examining how learners
psychologically and emotionally engage with synthetic tutors.

The pedagogical and governance dimensions of deepfake-style AI tutors are closely
connected to sustainability in education. As digital transformation accelerates, sustainabil-
ity now extends beyond environmental concerns to include social, ethical, and institutional
continuity in technology-enhanced learning. In alignment with the United Nations Sustain-
able Development Goals, particularly SDG 4 (Quality Education), SDG 9 (Industry, Inno-
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vation and Infrastructure), and SDG 16 (Peace, Justice and Strong Institutions), this study
advances the idea of educational sustainability by emphasizing responsible innovation,
equitable access, and long-term governance mechanisms for trustworthy AI integration in
higher education.

Recent psychological research further suggests that the perceived empathy and anthro-
pomorphic features of generative AI agents can positively influence students’ sociocultural
adaptation and engagement [19]. These findings emphasize that the design of synthetic
tutors should incorporate empathy cues and transparent disclosure practices to enhance
trust and acceptance among learners [20].

1.2. Regulatory Landscape and Ethical Debates

Building upon this historical overview, the regulatory landscape surrounding deepfake
AI tutors has evolved rapidly. The deployment of deepfake AI tutors intersects with
evolving frameworks in AI governance. Key initiatives include the European Union’s AI
Act (Regulation 2024/1689), which came into force on 1 August 2024 [21]. The regulation
adopts a risk-based model that classifies AI systems, including educational applications, as
high-risk when they are subject to human oversight requirements and compliance checks.

At the global level, UNESCO’s Guidance on Generative AI in Education and Research
(2023) emphasizes human-centered implementation, proposing ethical strategies to ensure
equity, accountability, and capacity building in educational contexts [22]. Beyond gov-
ernmental regulation, professional organizations such as the Association for Computing
Machinery (ACM) and the Institute of Electrical and Electronics Engineers (IEEE) have
issued codes of ethics that stress fairness, transparency, and accountability in the design
and use of AI-based educational tools [23].

Scholars, such as Chesney and Citron [24], are actively debating whether deepfake
tutors should be classified as high-risk under the EU AI Act, given their potential impact
on learners’ rights. They highlight concerns around student identity protection, misuse of
cloned likenesses, and ensuring that learners are not deceived about instructors’ authentic-
ity and qualifications. These issues illustrate the importance of ethically informed design
alongside technical innovation.

Beyond formal regulation, policy briefs and professional bodies are also responding
to the rapid adoption of generative AI. For instance, the National Association of Foreign
Student Advisers (NAFSA) has noted the widespread weekly use of AI tools by interna-
tional educators, recommending robust best practices around transparency, bias mitigation,
data privacy, and preventing hallucinations [25]. These considerations further motivate a
governance framework specially tailored to deepfake tutors.

1.3. Contribution and Scope

Prior reviews have surveyed deepfake technologies broadly or focused primarily on
legal implications without a specific lens on education [2]. Notably, Roe et al. [26] reviewed
182 publications on detection, misuse, and possible benefits but found no studies explicitly
addressing higher education. Similarly, thematic analyses of academic narratives challenge
simplistic “pros vs. cons” views of deepfakes [27]. To our knowledge, no prior study has
combined empirical literature synthesis with grounded expert perspectives to propose a
deployable governance framework for deepfake AI tutors in educational settings.

Our contributions are threefold:

1. A PRISMA-compliant systematic literature review of peer-reviewed sources
(2015–early 2025), specifically focused on deepfake tutors in educational contexts—a
gap not addressed by existing scoping or technical reviews.
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2. A thematic synthesis from semi-structured questionnaires with assistant professors
across disciplines, offering practice-grounded insights into both pedagogical potential
and ethical safeguards.

3. Development of actionable governance artifacts, including a policy checklist, respon-
sibility matrix, risk-tier matrix, cross-modal detection matrix, and a phased adoption
roadmap—to guide institutions toward responsible deployment.

Prior reviews rarely integrated technical detection, pedagogical outcomes, and policy
analysis, but our study bridges these domains while incorporating emerging evidence on
trust, sociocultural adaptation, and fairness [28]. These contributions collectively establish
the foundation for the review and the proposed governance framework described in
subsequent sections.

1.4. Research Questions

To address the identified gaps and guide our study, we formulated the following
research questions:

RQ1: How can deepfake-style AI tutors enhance personalization and learner engage-
ment in higher education?

RQ2: What challenges do they pose to academic integrity and detection mechanisms?
RQ3: What governance and ethical frameworks are needed to ensure responsible

deployment?
These questions directly align with our study’s aims, ensuring that both the literature

review and expert semi-structured interviews administered in writing via a standardized
questionnaire remain focused on evaluating benefits, risks, and governance strategies for
deepfake AI tutors. Each research question corresponds to one of the core themes emerging
from our analysis (engagement benefits, integrity risks, governance needs, and ethical
implications), providing a clear roadmap for the subsequent sections of the paper.

2. Literature Review
Building on the introduction, this section reviews existing studies addressing deepfake

tutors, related pedagogical agents, and governance perspectives. The existing literature
covers reported pedagogical benefits, ethical and legal risks, and advances in technical de-
tection. In this section, we synthesize and organize prior research into thematic subsections
to contextualize our review.

2.1. Empirical Evidence on Deepfake Tutors

Research on ITS and pedagogical agents demonstrates that personalized feedback,
adaptive pacing, and multimodal interaction enhance both learning outcomes and learner
motivation [29]. Herrero et al. [30] reported that affective ITS employing real-time learner
state detection improved cognitive and emotional engagement. Similarly, Wambsganss
et al. [31] found that conversational tutoring systems with adaptive interactivity increased
learner satisfaction and knowledge retention.

Empirical studies focused specifically on deepfake tutors remain limited. Initial
experiments suggest that realistic avatars can improve attention, retention, and satisfaction
in language and STEM education [31]. However, these studies also identify potential
drawbacks. Highly realistic tutors may evoke discomfort through the uncanny valley effect,
and learners may over-attribute authority to avatars, thereby diminishing critical thinking.

In view of the limited direct evidence, insights from broader research on generative
AI provide valuable parallels. Large-scale surveys indicate that trust in generative AI is
a key predictor of adoption [12]. Theoretical work further distinguishes between trust
based on perceived humanness and trust grounded in system reliability, both of which
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influence learner engagement and educational outcomes [32]. These results indicate that
trust, familiarity, and anthropomorphic design significantly influence the acceptance of
synthetic tutors, while also highlighting the necessity for additional research specifically
targeting deepfake applications in education [33].

2.2. Detection Technologies and the Arms Race

Detecting deepfakes, including potential misuse in educational settings, has pro-
gressed from focusing on low-level visual artifacts to leveraging frequency and physiologi-
cal signals. Early methods used convolutional neural networks (CNNs) trained on datasets
like FaceForensics++ to detect blending, warping, and compression inconsistencies [34,35].
Researchers subsequently extracted noise residuals and phase spectrum features to enhance
cross-domain generalization [36].

Recent methods combine frequency-domain analysis and local binary patterns with
biometric signals. One example is remote photoplethysmography (rPPG), which estimates
heart rate from video [37]. Other approaches integrate multimodal cues, such as audio-
visual synchronization or voice-biometric matching [38,39]. Hybrid detection models,
including CNN-LSTM frameworks, exploit both spatial and temporal inconsistencies for
enhanced performance, while spatio-temporal convolutional networks further improve
detection across video frames [40].

As generative pipelines advance (e.g., diffusion models, neural rendering, audio-
driven avatars), no single detection feature remains robust across all sources or conditions.
This arms race is important for deepfake AI tutors because it has a direct effect on identity
provenance, impersonation risks, and the protection of student identity during teaching
and testing. Reliable, layered detection therefore remains essential in educational settings,
with lighter checks appropriate for routine instruction and stronger safeguards necessary
in high-stakes examinations [38].

Detection is technical, but it also has social effects on deepfake AI tutors. In educa-
tion, fairness and generalizability are critical: detectors may underperform for some skin
tones, accents, or non-Western demographics, creating disparate false positives/negatives
that can harm students (e.g., mistaken identity flags in tutorials or exams). Recent work
explores synthetic data augmentation and multi-task/fairness-aware objectives to reduce
bias and improve cross-domain performance [41]. For tutor deployments, this implies local
bias evaluation, human-in-the-loop review for adverse decisions, and transparent appeal
pathways so integrity safeguards do not undermine equity [42,43].

2.3. Ethical, Legal, and Social Dimensions

Scholars in education and ethics emphasize that deepfake tutors raise complex issues
beyond technical detection. Key concerns include informed consent, disclosure of synthetic
identity, manipulation of trust, and protection of training data. These questions are not
abstract. For a university deploying deepfake tutors, they translate into concrete responsi-
bilities around how student interactions are recorded, monitored, and safeguarded [44,45].
Legal scholars further highlight gaps in copyright and right-of-publicity laws when avatars
mimic real instructors without consent [46]. This issue has led to debates over whether
new protections are required, including a “digital performance right”. Such a right would
grant individuals control over the use of their likeness, voice, and identity in synthetic
media [47], much like existing protections for creative works. While legal debates focus
on ownership and identity rights, educational ethicists direct attention to issues of access
and equity.

Here, the discussion shifts from who controls identity to who benefits from the technol-
ogy. Some argue that synthetic tutors could democratize access to high-quality instruction,
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particularly in underserved regions. Others caution that commercial platforms may exploit
student data for profiling or surveillance, raising concerns about fairness and student
autonomy [2,48]. Cultural context adds another layer. Cross-cultural studies show that
student reactions to synthetic instructors vary widely. In East Asia, animated avatars
are commonly accepted, whereas in many Western contexts, students report discomfort
when real instructors’ likenesses are simulated. For example, experimental comparisons of
AI-generated and human-made teaching videos reveal that acceptance is often culturally
dependent [49,50].

Empirical research on student perceptions remains limited. A recent survey [51]
shows that 40% of international educators use generative AI weekly, while about 70% of
U.S. teenagers have experimented with these tools. Respondents highlight ethical concerns,
including transparency, bias, data privacy, hallucinations, and call for clearer citation and
data governance frameworks.

Together, these perspectives suggest that ethical, legal, cultural, and equity debates
cannot remain abstract. For universities and schools considering deepfake tutors, the real
challenge lies in balancing the potential benefits of access and personalization against risks
of surveillance, bias, and identity misuse in everyday learning environments.

2.4. Technical Gaps and Research Needs

Despite growing interest in deepfake AI tutors, evidence remains fragmented. Much
of the literature benchmarks stand-alone detectors on curated datasets that do not reflect
classroom realities (e.g., variable lighting, compression, screen-capture artifacts). By con-
trast, tutor deployments require identity-centric safeguards: (i) provenance/disclosure
of synthetic media, (ii) liveness and identity verification (face/voice consistency checks
to prevent impersonation), and (iii) multi-modal detection only where risk is high (e.g.,
exams), with privacy-preserving settings and clear due process for students. Empirical
gaps persist on learning outcomes, integrity impacts, and how repeated exposure affects
trust and classroom dynamics; few studies integrate ethical, technical, and educational
requirements into a single governance approach. Beyond technical safeguards, effective
governance of deepfake tutors also depends on how well educators and students are
prepared to understand and critically engage with AI technologies.

Bridging this gap also requires attention to AI literacy, which shapes how educators
and students can critically interpret and respond to synthetic instruction. A recent integra-
tive review of AI literacy across K–12 and higher education identifies three key dimensions:
functional, critical, and indirectly beneficial literacy. It also highlights a growing shift
toward generative AI tools and prompt engineering [52,53]. While not specific to deepfake
tutors, these findings underline that responsible deployment of such tutors will depend
on parallel literacy initiatives that help stakeholders understand disclosures, recognize
risks, and engage constructively with AI-mediated learning. This view aligns with ev-
idence that AI literacy supports academic performance and well-being in AI-enriched
environments [54].

Overall, the literature reveals fragmented evidence spread across technical, ethical,
and educational domains. While progress has been made in detection and personalization,
few studies integrate these perspectives into a unified governance framework. This gap
directly motivates the mixed-methods approach and the governance model proposed in
this study.
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3. Methodology
3.1. Research Design

We adopted a mixed-methods design that combined a PRISMA-guided Systematic
Literature Review (SLR) [55] and a semi-structured written questionnaire for expert input.
The questionnaire was designed to elicit detailed, comparable responses from participants.
The SLR identified and synthesized peer-reviewed literature from high-impact venues,
while the expert input provided practice-grounded insights into risks and safeguards. Data
from both components were analyzed using thematic and structured synthesis to ensure
methodological triangulation.

3.2. Systematic Literature Review (PRISMA)
3.2.1. Search Strategy

The SLR adhered to the PRISMA 2020 guidelines. We searched IEEE, Scopus, Web of
Science, and Google Scholar using the following Boolean string:

(deepfake* OR ‘face swap*’ OR ‘face reenact*’ OR ‘voice clone*’ OR ‘lip sync*’ OR ‘me-
dia synthesis’ OR ‘synthetic media’ OR ‘virtual human*’ OR ‘digital human*’ OR ‘avatar*’
OR ‘talking head*’ OR ‘embodied conversational agent*’) AND (tutor* OR instructor* OR
teacher* OR ‘pedagogical agent*’ OR ‘education’ OR ‘e-learning’ OR ‘assessment’)

Searches were limited to peer-reviewed, English-language articles published between
2015 and 2025 (inclusive), with 2025 covering publications available up to the date of the
search (July, 2025). This initial search yielded 362 records (IEEE Xplore: 97; Scopus: 108;
Web of Science: 84; Google Scholar: 73, based on the top 200 results sorted by relevance).
No records were retrieved from trial registers or gray literature sources.

3.2.2. Screening and Eligibility

After deduplication (n = 112), 250 unique records remained. Two independent review-
ers screened titles and abstracts, excluding 130 for irrelevance. The full-text screening of
120 reports applied the following criteria:

Inclusion: Empirical studies (quantitative, qualitative, or mixed-methods) evaluating
or discussing deepfake or synthetic tutors in educational contexts (K–12, higher education,
professional training).

Exclusion: Non-educational applications, absence of empirical data, generic chatbots
without deepfake capabilities, opinion pieces, patents, and non-English publications.

A total of 42 studies met the inclusion criteria. Screening disagreements were resolved
through discussion or adjudication by a third reviewer.

3.2.3. Data Extraction and Charting

From each included study, we extracted bibliographic information, study design,
educational context, tutor type, outcome measures, and key findings. Data were charted in
structured tables to allow systematic comparison across detection approaches, governance
implications, and reported pedagogical effects. The extraction process was piloted on five
sample papers and refined iteratively to ensure consistency and comprehensiveness.

3.2.4. PRISMA Flow Diagram

As summarized in Figure 1, 362 records were retrieved. After removing 112 duplicates,
250 unique records remained. Following screening and eligibility checks, 42 studies met
the inclusion criteria for synthesis.
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Figure 1. PRISMA 2020 flow diagram illustrating identification, screening, eligibility, and inclusion
steps. * Number of records identified from each database or register searched (rather than the total
number across all databases/registers). ** Records excluded by a human.

3.2.5. Quality Appraisal

The methodological quality of the included studies was systematically appraised using
the Mixed Methods Appraisal Tool (MMAT, 2018) [56]. This tool evaluates qualitative,
quantitative, and mixed-methods research against five quality indicators. Scores were
expressed as a proportion of criteria met. For example, a score of 3/5 indicates that three cri-
teria were met satisfactorily, while two showed weaknesses. Out of the 42 studies reviewed,
26 were rated as high-quality (≥4/5), reflecting strong methodological soundness with
only minor limitations. Twelve studies were rated moderate (3/5), indicating acceptable
but incomplete adherence to quality standards. Four studies scored below 3/5 and were
categorized as low quality, showing notable weaknesses in study design, reporting, or both.

Inter-rater agreement between the two independent reviewers was high (Cohen’s κ of
0.81), confirming strong reliability in the evaluation process. In synthesizing results, greater
interpretive weight was placed on high-quality studies, whereas findings from low-quality
studies were included but considered cautiously, serving primarily to highlight possible
trends rather than to support firm conclusions. This rigorous appraisal ensured that the
synthesis was grounded in methodologically sound evidence, directly supporting our aim
of developing a governance framework for deepfake tutors.
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3.3. Expert Questionnaires and Thematic Analysis
3.3.1. Participants and Sampling

Twelve assistant professors participated in this study through semi-structured written
questionnaires. Participants represented four academic disciplines (computer science,
software engineering, education, and ethics). Of these, 75% were male and 25% female, with
a mean teaching and research experience of approximately seven years. All participants
were affiliated with Lahore Garrison University and had prior familiarity with AI-driven
educational technologies.

The decision to recruit twelve participants was guided by qualitative research con-
ventions: this sample size was sufficient to achieve thematic saturation while remaining
manageable for in-depth analysis. A purposive sampling strategy was employed to guaran-
tee pertinent expertise and disciplinary diversity among early-career academics proficient
in educational technology. Summary demographics are provided here for transparency,
while Appendix A presents additional details for reference.

3.3.2. Data Collection

A standardized semi-structured written questionnaire (pro forma) containing open-
ended questions (Appendix B) was distributed electronically. Participants provided detailed
written responses that were subsequently exported to Microsoft Excel for analysis. All
identifying information was removed during data cleaning, and participants were assigned
anonymized codes (AP#1–AP#12). Ethical approval was obtained, and informed consent
was documented prior to participation.

The questionnaire instrument was developed based on themes identified in the litera-
ture and refined through expert input to ensure content validity. It also included an initial
question about each participant’s prior experience with or exposure to AI-driven tutors,
thereby gauging AI familiarity at the outset. This design choice provided context for inter-
preting responses; for instance, it distinguished comments from those who had hands-on
experience versus those speaking hypothetically, and helped ensure that all participants
shared a baseline understanding of the topic before answering further questions.

3.3.3. Data Analysis

We employed a thematic analysis following Braun and Clarke’s [57] six-phase ap-
proach using a hybrid deductive–inductive process:

1. Familiarization: Researchers read all questionnaire responses multiple times.
2. Coding: Initial codes were generated using a literature-informed codebook, supple-

mented by open coding to capture new insights.
3. Theme identification: Related codes were grouped into candidate themes.
4. Theme review: The coding team refined and validated themes against the data.
5. Theme naming: Each theme was defined and labeled to reflect its essence.
6. Reporting: Compelling excerpts were selected to illustrate each theme.

Two researchers coded data independently, achieving high inter-coder reliability
(Cohen’s κ = 0.81). Discrepancies were resolved through discussion, ensuring consistency.
NVivo 14 was used to organize transcripts, visualize patterns, and maintain an audit trail.

3.3.4. Triangulation

Themes from the semi-structured written questionnaires were compared against SLR
findings to identify convergences and divergences. Where themes aligned, they reinforced
the evidence base; where they diverged, differences highlighted contextual nuances or
research gaps. This triangulation enhanced the robustness of conclusions by integrating
practice-based expert perspectives with empirical evidence from peer-reviewed literature.



Sustainability 2025, 17, 9793 10 of 27

3.4. Operational Definitions and Taxonomy

An operational taxonomy of deepfake tutor types and modes of operation was created
using information from both the SLR and expert questionnaires. This taxonomy classifies
deepfake tutors across three key dimensions: tutor construction, delivery mode, and
contextual controls. Together, these categories provide a framework for analyzing risks,
benefits, and governance strategies. While our taxonomy classifies tutors primarily by
identity and delivery mode, other recent frameworks emphasize agentic dimensions such
as autonomy, multi-agent collaboration, and tool use [3]. These approaches complement
our focus by highlighting the diversity of AI architectures in education. Figure 2 presents
the integrated conceptual framework developed from both the systematic literature review
and expert questionnaire findings. It illustrates how the construction and delivery of
deepfake AI tutors influence the need for specific contextual controls, which in turn inform
the broader governance pillars of transparency, privacy, integrity, and ethical accountability.

 

Figure 2. Integrated conceptual framework illustrating the relationship between tutor construction,
delivery mode, contextual controls, and governance pillars for deepfake AI tutors.
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3.4.1. Tutor Construction

Three forms of tutor identity are distinguished. Face-swapped tutors replicate the
visual likeness of a real individual, typically an educator, while retaining another’s or
a synthetic voice. Voice-cloned tutors reproduce a real or synthetic voice, with varying
degrees of fidelity, but may be paired with either a synthetic or generic avatar. Finally, fully
synthetic tutors combine AI-generated visual and vocal features, creating avatars with no
direct human counterpart. Each type raises distinct issues of consent, authenticity, and
intellectual property.

3.4.2. Delivery Mode

Deepfake tutors can operate in synchronous contexts (e.g., live tutoring, question-
and-answer sessions) or asynchronous contexts (e.g., scripted or pre-recorded lessons).
Synchronous delivery amplifies interaction and adaptability but heightens risks of imper-
sonation or real-time misuse. Asynchronous delivery offers scalability and reusability but
raises concerns about provenance, storage, and replay manipulation.

3.4.3. Contextual Controls

The taxonomy also incorporates contextual control safeguards that influence how
tutors are perceived and governed. These include disclosure of synthetic identity, informed
consent, verification of provenance, and assessment design that minimizes opportunities for
impersonation or academic dishonesty. Such controls are critical to ensuring transparency,
trust, and accountability in deployment.

By integrating tutor type, delivery mode, and contextual safeguards, this taxonomy
provides a structured lens for both researchers and institutions. This taxonomy not only
categorizes technical configurations, but also pinpoints the areas that require governance
interventions to strike a balance between innovation and ethical responsibility.

3.4.4. Detection Classes and Technical Constraints

This study concentrates on the pedagogical and governance aspects of deepfake AI
tutors, while the technical detection framework supports integrity assurance in educational
environments. Table 1 summarizes representative detection classes, their benchmark
datasets, common evaluation metrics, and known limitations. These categories reflect how
advances in general deepfake detection research can be translated to educational contexts,
helping institutions select appropriate authentication and integrity safeguards.

Table 1. Detection classes relevant to deepfake AI tutors, with representative datasets, common
evaluation metrics, and typical limitations affecting deployment in educational settings.

Detection Class Representative Datasets Common Metrics Key Limitations

Pixel-level CNN/Visual
artifacts

FaceForensics++,
DeepfakeTIMIT, DFDC AUC 0.85–0.98; F1

Vulnerable to adversarial
attacks and improved

generators

Noise/Texture features Celeb-DF v2, WildDeepfake Accuracy; F1; EER Dataset-specific cues; poor
cross-domain generalization

Frequency-domain features FaceForensics++, Celeb-DF AUC; F1 Frequency-aware generators
can spoof cues

Physiological signals (rPPG) DFDC-Phys, Celeb-DF AUC; EER High-quality fakes mimic
plausible physiological patterns

Audio-visual sync and
Biometrics

DFDC, Audio-Visual
DeepFake EER; precision/recall Coordinated spoofing; privacy

and fairness concerns

Addendum: This summary of deepfake detection methods is presented in the context of AI tutors, highlighting
how general advances in deepfake detection research translate into the educational domain. In particular, the
table emphasizes which detection approaches are most relevant for authenticating tutor videos and where their
weaknesses might pose challenges in an academic environment.
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4. Results
Four dominant themes emerged from the analysis: (1) Personalization and Learner

Engagement; (2) Detection Limitations and Academic Integrity Risks; (3) Governance and
Policy Gaps; and (4) Ethical and Societal Implications. While these themes arose inductively
from the coding process, they align closely with the study’s research questions (RQ1–RQ3).
The fourth theme extends the ethical dimension of RQ3 by capturing participants’ broader
reflections on trust, transparency, and societal acceptance of synthetic tutors. The themes
and their alignment with the research questions are summarized in Table 2.

Table 2. Themes derived from expert questionnaires (n = 12), including concise definitions, frequency
across participants, and illustrative quotations.

Theme Definition Frequency
(n = 12) Illustrative Quote

Personalization and
Engagement

Deepfake tutors support adaptive
pacing, multimodal feedback and

multilingual delivery.
11

“The avatar keeps students engaged,
especially in large online cohorts”.

AP#3

Detection Challenges
& Integrity Risks

High-quality forgeries evade
detectors; risk of impersonation

and exam fraud.
10

“We need biometrics for high-stakes
exams—detectors alone won’t suffice”.

AP#7

Governance and Policy Gaps
Institutions lack clear policies on

disclosure, consent
and provenance.

9
“Policy clarity and accountability are

essential before any deployment”.
AP#1

Ethical and Societal
Implications

Concerns about trust, privacy and
bias in synthetic tutors. 8

“Students should know when an
instructor is synthetic—transparency is

non-negotiable”.
AP#4

Table 3 summarizes the misuse vectors identified and the corresponding controls,
along with feasibility and institutional burden ratings. The patterns show that most high-
feasibility controls, like requiring disclosure and verifying identity, put a moderate burden
on institutions. On the other hand, technically intensive safeguards, like multimodal
detection pipelines, are still resource-heavy for universities with limited infrastructure.
Similar governance trade-offs have been discussed by Chesney and Citron (2024) [24]
and in UNESCO’s Guidance on Generative AI in Education (2023) [58], both emphasizing
proportionality between risk and implementation cost. These findings reinforce the need
for adaptive governance models that prioritize high-impact, low-burden measures and
justify the phased framework proposed in Section 6 of this study.

Table 3. Misuse Vectors in Deepfake Tutor Deployments and Corresponding Controls (Feasibility
and Burden).

Misuse Vector Controls Feasibility Institutional Burden

Identity Impersonation Biometric authentication; liveness checks;
verified device binding High Medium

Assessment Fraud (in
tutor-mediated contexts)

Hybrid exams; oral defenses; multi-modal
evidence (drafts, logs) when AI tutors are used

for formative or summative assessments
Medium High

Content Manipulation Provenance watermarking; cryptographic
hashes; version control Medium Low

Data Privacy Breach Data minimization; access controls; secure
storage and audits High Medium
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4.1. Integration of Questionnaires and SLR Findings

Themes derived from semi-structured interviews administered in writing via a stan-
dardized questionnaire strongly overlapped with SLR-identified domains, particularly
regarding learner engagement benefits, detection challenges, and policy gaps. However,
expert respondents placed greater emphasis on immediate, institution-ready safeguards
such as biometric verification and hybrid exam models, an aspect less frequently covered
in the literature.

4.2. Systematic Review Findings

The PRISMA-guided review identified 42 unique peer-reviewed studies. Because
many papers addressed more than one topic, we coded each study to one or more domains;
the domain counts below are therefore non-mutually exclusive and exceed 42.

• Engagement and Learning Benefits (17 studies).
• Detection and Technical Development (26 studies; some overlapping).
• Misuse and Privacy Risks (12 studies).
• Governance and Policy (8 studies).

Studies on benefits consistently reported that synthetic tutors could enhance motiva-
tion, support multilingual instruction, and deliver scalable feedback. However, learning
gains varied; several quasi-experiments showed no significant difference compared to
conventional video lectures when controlling for content and duration.

Detection studies mainly evaluated algorithms on benchmark datasets such as Face-
Forensics++ and Celeb-DF. Although these studies improved detection performance, their
dependence on curated datasets constrained ecological validity, especially in live class-
room environments where issues like inadequate lighting and screen capture distortions
frequently occur. Misuse research documented identity impersonation in assessments and
phishing attempts, while privacy studies explored the legal status of cloned faces and
voices. Governance-oriented papers proposed disclosure frameworks but lacked empirical
field tests in educational environments.

4.2.1. Tutor Type Distribution

Among the studies, generic synthetic personas accounted for the majority (60%). These
tutors typically appeared as neutral avatars with no direct human likeness. Identity-bearing
clones, such as celebrities or instructor avatars, represented 25% of the sample and raised
ethical concerns due to issues of consent and authenticity. Hybrid systems (15%), which
combined AI-generated voices with human-curated visuals, reflected an emerging category
that sought to balance realism with reduced impersonation risks.

4.2.2. Learning Context Distribution

The distribution of learning contexts was relatively balanced across sectors: higher
education (~33%), language learning platforms (~33%), and professional training (~34%).
This spread suggests that interest in deepfake tutors is not confined to a single educa-
tional domain but rather reflects a broad experimentation with synthetic instruction across
multiple levels of learning.

5. Governance Framework for Deepfake AI Tutors
Building on the risk themes and mitigation gaps identified in the results, this section

proposes a structured framework to guide the safe and ethical adoption of deepfake AI
tutors. The framework is organized into four core pillars, each with minimum (founda-
tional) and advanced (mature) controls. Together, these pillars provide both immediate
safeguards and a roadmap for progressive institutional maturity. Operationalization strate-
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gies, technical detection considerations, and pilot deployment procedures are detailed to
enable phased implementation in educational environments.

5.1. Four-Pillar Structure

The proposed governance framework consists of four interlocking pillars:

• Transparency and Disclosure

Learners and educators must be informed whenever synthetic tutors are deployed.
Disclosure reduces risks of deception and helps maintain trust in instructional relationships.

• Data Governance and Privacy

Robust data practices protect both student and institutional information while ensur-
ing compliance with evolving legal standards across jurisdictions. In the European Union,
the AI Act (2024) [59] classifies many educational applications as high-risk, requiring trans-
parency and oversight. In the United States, FERPA governs the privacy of student records,
while in Australia the Privacy Act 1988 (amended 2022) [60] sets national standards for
data handling. Together, these frameworks emphasize the need for institutions to embed
privacy-by-design principles into the deployment of deepfake tutors.

• Academic Integrity and Detection

Reliable detection mechanisms, ideally multimodal, are needed to prevent the misuse
of deepfake AI tutors, including impersonating real instructors, generating fraudulent
assessment support, or presenting unverified identities. In the tutor context, detection
safeguards ensure that synthetic instructional agents cannot be exploited to undermine
academic integrity. This pillar directly addresses the risks identified in the literature and by
our expert participants.

• Ethical Oversight and Accountability

Clear governance structures assign responsibility for oversight, monitoring, and in-
cident response. Accountability mechanisms ensure that institutions can manage ethical
risks alongside technical ones.

Table 4 presents the policy checklist for each pillar, including both foundational and
advanced controls.

Table 4. Policy checklist by pillar.

Pillar Minimum Controls (Foundational) Advanced Controls (Mature)

Transparency and Disclosure On-screen labels; staff and student
consent; syllabus notices

Dynamic disclosure toggles; user
opt-outs; transparency logs

Data Governance and Privacy Data minimization; DPO oversight;
encryption; retention limits

Differential privacy; zero-trust
storage; third-party audits; liveness
detection; fairness audits; explicit
retention windows; appeals

Academic Integrity and Detection
Biometric verification of examinees;
tutor-detection pipeline; manual
review of flagged cases

Cross-modal provenance; continuous
monitoring; red teaming

Ethical Oversight and Accountability AI ethics committee; incident
response SOP

External audits; public reports; KPIs
and dashboards

These four governance pillars were derived from recurring risk domains identified
across both the systematic literature review and expert feedback. Each pillar addresses
a distinct but interrelated objective essential to the responsible deployment of deepfake
AI tutors. The Transparency pillar preserves clarity and authenticity by ensuring that



Sustainability 2025, 17, 9793 15 of 27

synthetic instructional agents are identified and traceable. The privacy pillar safeguards
the data, consent, and identity rights of both educators and learners. The Integrity pillar
focuses on maintaining the authenticity and fairness of instructional and assessment pro-
cesses through robust detection and verification mechanisms. Finally, the Accountability
pillar enforces ethical oversight, delineating institutional responsibilities and promoting
auditability. Together, these four pillars provide a comprehensive foundation for balancing
innovation with ethical and regulatory compliance in higher education environments.

5.2. Cross-Modal Detection Matrix and Failure Modes

Effective governance depends on deploying detection tools that address multiple
attack vectors. Table 5 shows the strengths and weaknesses of five major types of detectors.
Visual artifact detectors remain the most widely studied, efficiently identifying spatial
inconsistencies, but they are highly sensitive to compression, low-light conditions, and
novel generation methods. Noise- and texture-based approaches extend this capacity by
capturing subtle residual patterns, yet they often overfit to specific datasets and generalize
poorly across domains. Frequency-domain methods offer an alternative viewpoint by
identifying spectral anomalies; however, they are susceptible to frequency-aware generators
and may experience significant degradation under substantial compression. Physiological-
signal approaches, such as remote photoplethysmography (rPPG), use heart rate and
blink detection as markers of authenticity; while promising, these methods demand high-
quality video and raise additional privacy and fairness concerns. Finally, provenance
and watermarking solutions use cryptography to link media to its source, giving strong
guarantees of where it came from. However, they need to be used by everyone in the
ecosystem and can sometimes be bypassed by re-encoding.

Table 5. Cross-modal detection matrix for deepfake tutors.

Detector Family Key Strengths Common Failure Modes

Visual artifact Detects spatial artifacts; well-studied; efficient Sensitive to compression, low-light conditions,
and novel generators

Noise/texture Captures subtle noise patterns and textures Dataset-specific; poor cross-domain
generalization

Frequency-domain Identifies spectral anomalies Vulnerable to frequency-aware generators and
heavy compression

Physiological (rPPG) Uses heart-rate and blink signals
for authenticity

Requires high-quality video; privacy and
fairness concerns

Provenance/watermark Cryptographically binds media to source Requires ecosystem adoption; can be removed
by re-encoding

Addendum: This matrix highlights the complementary strengths and failure modes of different detector families,
underscoring that no single detection technique is foolproof. Effective safeguarding of AI tutors may require
combining multiple detection approaches. Notably, detection stringency should be calibrated to context, with less
intensive measures for low-stakes learning scenarios, whereas high-stakes uses (e.g., exams) demand more robust,
multi-layered detection strategies.

These families illustrate that no single technique can provide reliable coverage across
all contexts. For deepfake AI tutors, risks span from impersonating legitimate instructors
to assisting with fraudulent assessment submissions. Detection cannot depend on just
one signal to deal with these different threats. Instead, layered, cross-modal pipelines
are needed—for example, combining visual artifact detection (to identify face-swaps),
audio/voice verification (to flag cloned speech), and interaction or provenance logs (to
detect assessment fraud). By mapping detector types to misuse vectors, institutions can
align safeguards directly with the risks outlined in Tables 2 and 3. Accordingly, the pilot
configurations outlined in the next section incorporate multiple detector types to evaluate
their combined effectiveness under real-world classroom conditions.
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5.3. Pilot Configuration and Key Performance Indicators (KPIs)

To validate the framework, we recommend a phased pilot in one or two low-stakes
courses employing synthetic personas without identity-bearing clones. A six-month pilot
provides sufficient time to observe learner adaptation and institutional workflows while
limiting exposure to high-risk misuse. During this period, detection pipelines, liveness
checks, and disclosure mechanisms should be fully operational.

Table 6 outlines sample KPIs and their target thresholds. Illustrative metrics include
the percentage of learners correctly identifying disclosure notices, detection accuracy across
multiple modalities, average system response time, and learner trust scores captured
via post-course surveys. These indicators provide both technical and human-centered
benchmarks to assess readiness for broader deployment.

Table 6. Sample KPIs and target thresholds for pilot deployments.

Metric Description Target Threshold

Detector TPR Proportion of deepfakes correctly detected ≥90%
Liveness FRR False-reject rate in liveness detection ≤5%

Time to detection Average time to flag suspicious content (seconds) ≤60 s
User satisfaction Students reporting satisfaction (%) ≥80%

Disclosure compliance Courses with visible disclosure labels 100%
Incident resolution Incidents resolved within 24 h (%) ≥95%

It is important to note that the choice and stringency of deepfake detection measures
should align with the stakes of the educational context. In low-stakes tutor scenarios, for
example, supplemental practice modules or ungraded learning activities, minor inaccu-
racies in detection may be tolerable, and simpler detection techniques (or even periodic
manual monitoring) could suffice. By contrast, in high-stakes contexts such as proctored
examinations, credit-bearing coursework, or scenarios where tutor identity verification is
critical, a much more robust detection approach is required. In these high-risk situations,
institutions may need to combine multiple detection methods (e.g., real-time video au-
thenticity checks, biometric verification, and secure user authentication) to minimize the
chance of a deepfake tutor being misused for impersonation or cheating. This principle
of matching detection rigor to context is reflected in our risk-tier framework: lower-risk
educational applications might rely on basic disclosure and trust mechanisms, whereas
higher-risk applications demand multi-modal detection solutions and strict oversight. Ulti-
mately, effective governance will require a calibrated approach where detection strategies
are scaled to the potential impact of a deepfake tutor’s failure in each use case.

5.4. Failure-Mode Playbooks

Institutions should prepare incident-response protocols for detection failures or iden-
tity breaches. For example, if a liveness evaluation fails, a secondary verification (e.g., ID
card validation) should be triggered, or the system should switch to a supervised offline
exam. Similarly, if the unauthorized use of a synthetic tutor is detected in an assessment
context (e.g., impersonation or fraudulent draft generation), the exam should be paused,
flagged for manual review, and supplemented with alternate items. In this setting, “misuse”
refers specifically to the deployment of AI tutors in restricted contexts such as summative
examinations, where independent performance is required. Detection would typically be
flagged through automated monitoring systems (e.g., anomaly detectors) and then verified
by proctors or institutional IT staff.
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These playbooks should be embedded in broader institutional cybersecurity and
academic integrity procedures, with clear escalation paths, notification protocols, and
post-incident reviews to update policies and training.

5.5. RACI Matrix for Pilot Deployment

To ensure clear accountability during pilot implementation, a RACI matrix (Respon-
sible, Accountable, Consulted, Informed) is used to define roles for each key task. This
approach outlines who will carry out the task, who will exercise decision-making authority,
who will seek expertise, and who must remain informed. Each task is paired with mea-
surable KPIs to track effectiveness. For example, defining the disclosure policy assigns
responsibility to the program lead, accountability to the dean or provost, consultation with
legal and ethics experts, and information sharing with faculty and students, with the KPI
being the percentage of courses displaying disclosure labels. In another case, biometric in-
tegrity checks might mean that IT staff are in charge, the Chief Information Security Officer
is in charge, accessibility experts are consulted, and students are given information, with
the KPI being that the system stays up during tests. Similarly, data governance tasks could
assign responsibility to the Data Protection Officer, accountability to senior leadership,
consultation with legal advisors, and information sharing with faculty, measured through
compliance audits.

This structured role assignment and outcome measurement ensure pilot activities
are coordinated, transparent, and aligned with institutional objectives. Table 7 details
responsibilities for pilot deployment, ensuring that each task has designated responsible,
accountable, consulted, and informed stakeholders.

Table 7. RACI for pilot deployment with example KPIs.

Task Responsible Accountable Consulted Informed KPI Example

Define disclosure
policy Program Lead Dean/Provost Legal, Ethics

Committee Students, Faculty Courses with disclosure labels (%)

Data protection
controls IT Security CIO DPO, Legal Faculty, Students

High-stakes exams with verified
identity; mean liveness

failure rate

Assessment redesign Assessment
Office Dean Faculty, QA Students Assessments using hybrid exams

or multi-modal evidence (%)

Detector pipeline
setup AI/IT Team CIO Vendors,

Researchers Faculty Mean time-to-detection (TTD);
detector accuracy

Pilot evaluation and
reporting Research Team Dean/Provost Ethics

Committee Stakeholders
Pilot courses completing

evaluation (%); stakeholder
satisfaction

6. Implications for Policy and Practice
6.1. Policy and Regulatory Guidance

Based on our review, we recommend that policymakers develop clear disclosure
mandates, provenance standards, and minimum-security baselines for deepfake AI tutors,
particularly in assessment contexts. High-stakes applications, such as credit-bearing exams
or identity-bearing tutor use, should be formally designated as higher-risk deployments,
thereby triggering stricter controls. Existing regulatory precedents provide useful anchors:
the EU AI Act (2024) [59] already classifies many educational AI applications as high-risk;
the U.S. Family Educational Rights and Privacy Act (FERPA) govern the protection of
student records; and Australia’s Privacy Act (amended 2022) sets national standards for
data handling.

Institutional policies are also advised to include visible disclosure labels, require
informed consent from staff and students, and align with privacy-by-design principles.



Sustainability 2025, 17, 9793 18 of 27

Engagement with standardization bodies will be important to harmonize provenance
watermarking and interoperability requirements across platforms.

6.2. Institutional Implementation

While policymakers set guardrails, institutions must translate them into practice. A
phased deployment strategy should begin with low-stakes instructional contexts and syn-
thetic personas that do not replicate real individuals. Foundational controls should include
disclosure labels, provenance watermarking, and AI literacy training for both educators
and students. Literacy initiatives are particularly important, as they help learners critically
evaluate synthetic interactions and avoid over-attributing authority to avatars. Progression
to higher-risk contexts should occur only after pilot evaluations demonstrate acceptable
KPI performance (Table 7) and incident rates remain within predefined thresholds. For
high-stakes assessments, biometric verification, liveness detection, multi-modal evidence
collection, and hybrid exam formats are recommended.

To operationalize these recommendations, deployment contexts were categorized ac-
cording to their risk level and authenticity demands. Table 8 shows the risk-tier matrix that
matches deployment contexts with the right governance controls. The matrix differentiates
between instructional (low-stakes) and assessment (high-stakes) scenarios and between
synthetic personas and identity-bearing tutors. This tiered approach enables institutions to
apply proportionate safeguards that reflect contextual risk and authenticity requirements.

Table 8. Risk-tier matrix for deployment contexts and recommended controls.

Context Synthetic Persona (No Real Identity) Identity-Bearing (Cloned Tutor)

Instructional/low-stakes Disclosure labels; provenance
watermarking; AI literacy training

Disclosure labels; provenance; staff
consent; fairness auditing

Assessment/high-stakes Disclosure; multi-modal evidence;
hybrid exam design

Biometrics (face and voice); liveness
detection; hybrid exams; multi-proctoring

Lower-risk instructional deployments primarily rely on transparency, disclosure, and
literacy measures, whereas high-stakes assessment contexts require stronger technical
safeguards such as biometric verification, liveness detection, and multi-proctoring. This
proportional structure ensures that institutional policies balance practicality with integrity
protection and align with the proposed phased governance strategy.

We recognize that not all institutions will have abundant resources to implement
advanced technical solutions. Thus, our governance recommendations are designed to be
scalable to resource-constrained settings. For example, universities with limited funding
or technical expertise can prioritize low-cost measures: emphasizing transparency and
disclosure policies, leveraging open-source deepfake detection tools, and adopting simpler
identity verification steps (like secure login procedures) before resorting to expensive
biometric systems. The framework encourages collaboration and knowledge-sharing
(e.g., consortia of institutions pooling resources to develop or access detection tools) as
an adaptation strategy. Even schools with limited resources can start using AI tutors
responsibly by adjusting the depth of implementation to what they have. They can start
with the most practical safeguards and then add more features over time.

6.3. Privacy and Security Assurance

In addition to risk-based governance, privacy threats were systematically mapped
using the LINDDUN framework. This framework provides a structured taxonomy of
potential data-protection issues in deepfake-enabled tutoring systems and guides the de-
velopment of targeted mitigation strategies, summarized in Table 9. A LINDDUN-based
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privacy threat analysis highlights potential vulnerabilities such as linkability, identifiability,
and unauthorized disclosure, and pairs them with targeted mitigations. For example,
pseudonymous identifiers and differential privacy can mitigate linkability and identifiabil-
ity risks, while encryption and access control can address disclosure threats. Detectability
concerns, such as inferring student presence from system logs, require minimization of
metadata retention. Explicit audit trails combined with opt-out safeguards can counter
non-repudiation risks, while layered consent processes and clear disclosure interfaces are
necessary to address unawareness risks.

Table 9. LINDDUN privacy threat categories and example controls.

Threat Category Example Threat in Deepfake Tutors Mitigation

Linkability Linking student identities across sessions Use pseudonymous tokens; minimize data retention
Identifiability Re-identifying anonymized interactions Apply differential privacy; limit logging

Non-repudiation Inability to deny session involvement Maintain opt-out options; log consent
Detectability Observing whether a deepfake tutor is used Encrypt metadata; obfuscate session identifiers
Disclosure Unauthorized exposure of sensitive data Enforce encryption; access controls; audits

Unawareness Students unaware of data collection Transparent consent forms; clear disclosures
Non-compliance Breach of data protection laws Regular audits; DPO oversight; privacy training

For educational deepfake tutors, these threats are especially important when biometric
signals (like liveness detection or rPPG) or recorded interactions are stored, which makes it
more likely that they will be used in ways that are not allowed or for profiling. Embedding
privacy-by-design into learning management systems through default pseudonymization,
explicit opt-in for data retention, and restricted data-sharing agreements helps ensure
compliance. Continuous monitoring, third-party audits, and institutional privacy reviews
should be institutionalized to maintain alignment with evolving data protection regulations
such as the EU AI Act, FERPA in the U.S., and Australia’s Privacy Act.

By systematically mapping vulnerabilities to mitigations, privacy and security assur-
ance become not only a compliance requirement but also a foundation for building learner
trust in synthetic tutoring environments.

The LINDDUN analysis highlights that privacy vulnerabilities in deepfake tutors
extend beyond data leakage to include linkability, re-identification, and unawareness.
Applying privacy-by-design controls such as pseudonymization, differential privacy, and
transparent consent mechanisms can substantially reduce these risks. This systematic
mapping reinforces the data governance and Privacy pillar of the framework by translating
theoretical privacy principles into actionable institutional controls.

6.4. Capacity Building and Stakeholder Preparedness

Human expertise remains as important as technical controls. Faculty and adminis-
trative staff should be explicitly informed about institutional AI tutor deployments and
equipped through structured training on deepfake detection, provenance verification, and
incident escalation procedures. For example, academic integrity offices could run work-
shops on identifying synthetic media, while IT staff develop playbooks for detection-system
failures. We should also equip students with media literacy skills to identify synthetic
content, evaluate the credibility of sources, and report any suspicious interactions. Em-
bedding such training into orientation modules or general education curricula ensures
broad coverage.

Institutional support units, including teaching and learning centers, IT security teams,
and legal offices, must coordinate governance implementation, policy updates, and com-
pliance monitoring. Appointing a dedicated AI governance lead or cross-unit task force
can help ensure accountability and continuity. Cross-departmental workshops and peer-
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learning communities provide forums to surface discipline-specific concerns, such as
differing sensitivities in STEM, humanities, or professional training contexts.

At a broader scale, capacity building should align with emerging regulatory expecta-
tions. For instance, faculty training on AI disclosure could parallel EU AI Act requirements
for transparency, while student literacy initiatives could meet accreditation standards in
Australia and the U.S. International collaboration through professional associations can
further support shared preparedness across jurisdictions.

6.5. Stepwise Adoption Roadmap

The Stepwise Adoption Roadmap (Table 10) provides a practical path from initial
pilots to scaled deployment.

Table 10. Stepwise adoption roadmap for deepfake tutors.

Phase
(Timeline) Key Activities Milestones and Criteria

Phase 1
(0–6 months)

Establish ethics committee; draft policies;
procure detectors; pilot synthetic persona

tutors; AI literacy training

Policies published; disclosure labels live;
KPI thresholds met; stakeholder approval

Phase 2
(6–12 months)

Integrate biometrics and liveness; scale
pilots to assessments; conduct audits;

engage regulators

Audits passed; low incident rates; positive
learning and fairness metrics;

external engagement

Phase 3
(beyond 12 months)

Embed deepfake tutor governance into
regular operations: continuous monitoring,
annual policy updates, refresher training,

cross-institutional benchmarking, and
international collaboration on

interoperability standards

Governance embedded in operations;
annual reviews completed; ongoing

training delivered; benchmarking reports
published; participation in international

standard-setting

In Phase 1 (0–6 months), institutions should establish an AI ethics committee, draft
disclosure and governance policies, pilot low-risk applications using synthetic personas,
and run AI literacy workshops for both faculty and students. To identify and manage
early-stage risks before expansion, continuous monitoring of KPI compliance is essential.

In Phase 2 (6–12 months), deployments can be extended into higher-stakes contexts
such as credit-bearing courses or formative assessments. At this stage, biometric and
liveness verification should be integrated, provenance mechanisms scaled across platforms,
and independent audits conducted. Engagement with external regulators, peer institutions,
and professional associations will help align institutional practices with evolving global
standards such as the EU AI Act, FERPA in the U.S., and Australia’s Privacy Act.

In Phase 3 (beyond 12 months), institutions should embed deepfake tutor governance
into regular operations. This includes continuous monitoring, annual policy updates,
refresher training, cross-institutional benchmarking, and international collaboration on
interoperability standards. By treating governance as an ongoing process rather than a one-
off deployment, institutions can adapt to technological advances and regulatory changes
over time.

By following this sequenced approach, institutions can balance innovation with secu-
rity, trust, and fairness. The responsible deployment of deepfake AI tutors in education will
depend significantly on a layered governance approach that incorporates both technical
detection methods and ethical oversight mechanisms.

It should be noted that the proposed governance framework is conceived as a “living”
framework; in other words, it is meant to be dynamic and continuously updated. As
deepfake AI tutor technology and its use cases evolve, the framework’s guidelines and



Sustainability 2025, 17, 9793 21 of 27

safeguards can be revised in response to new challenges and evidence. We have included
illustrative Key Performance Indicators (KPIs) for each governance pillar to help institutions
monitor implementation success; however, these KPIs are currently conceptual benchmarks
rather than empirically validated measures. To date, the framework and its KPIs have
not been trialed in a real deployment. As such, any KPI targets (e.g., acceptable detection
true-positive rates or compliance percentages) serve as starting points. Ongoing pilots and
future empirical studies will be essential to test these KPIs, refine their thresholds, and
adjust the framework’s recommendations based on what is proven effective in practice.
In essence, the governance model is intended to remain evidence-informed and iterative,
accommodating improvements as stakeholder feedback and new data become available.

7. Discussion
The findings feature the ongoing tension between pedagogical gains and integrity risks

when deploying deepfake AI tutors in higher education. Personalization and multilingual
delivery can improve engagement and accessibility, yet risks such as identity deception and
tutor-enabled assessment fraud (e.g., impersonation or unauthorized assistance during ex-
ams) threaten institutional trust. Technical detection, while advancing, remains insufficient
on its own. Institutions require layered controls that combine disclosure, provenance, and
biometric verification. These results are consistent with prior studies noting the evolution
of deepfake generation from spatial artifacts to frequency and physiological cues and the
demonstrated capacity of generators to adapt to detection systems over time [38].

Detection research demonstrates a rapidly intensifying competition in technology.
Early face-swap and autoencoder models produced visible artifacts that convolutional
neural networks could identify. The advent of generative adversarial networks (GANs)
and style-based architectures improved realism, prompting detectors to incorporate noise
signatures, texture features, and frequency-domain analyses [61]. Recent diffusion and
neural rendering models can now produce not only photo-realistic faces but also coherent
lip movements and plausible physiological signals, challenging even advanced detection
pipelines. This progression highlights the importance of multi-modal detection strategies
and robust provenance mechanisms rather than reliance on any single detection method.

By combining detection research from different fields, we stress the importance of
making sure that the technical capabilities of deepfake AI tutors match the rules and
regulations that govern them. Our cross-modal detection matrix (Table 5) shows that
different detector types offer complementary strengths and weaknesses. For instance,
physiological detectors can help stop visual spoofing, but they also raise privacy and
fairness issues. This is because bias in rPPG and liveness systems has been shown to have
a bigger effect on people with darker skin tones and non-native accents [62]. Provenance
mechanisms can circumvent the detection arms race, yet require ecosystem-level adoption
of watermarking or cryptographic standards. The risk-tier matrix (Table 8) operationalizes
these principles by assigning more stringent controls to high-stakes contexts and identity-
bearing tutors.

Our results should also be interpreted in light of emerging evidence on user trust,
sociocultural adaptation, and fairness in generative AI. Large-scale surveys in higher
education show that trust in AI tools is a significant predictor of behavioral intention,
most strongly influenced by usage frequency and self-perceived proficiency rather than
demographic variables [63–65]. This aligns with our questionnaire’s findings, suggesting
that exposure and targeted training will be critical for acceptance of deepfake tutors,
illustrating the importance of institutional AI literacy initiatives. In parallel, emerging
work on agentic AI systems in education highlights that governance challenges will soon
extend beyond identity mimicry to include autonomous behaviors, planning, and multi-
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agent coordination [3]. This suggests that governance frameworks for deepfake tutors
must be adaptable to evolving AI paradigms. Cross-cultural studies further highlight that
acceptance varies across contexts, with animated avatars more readily accepted in East Asia
compared to the discomfort reported in Western settings, implications that governance
frameworks must account for.

These insights show that sustainability in digital education is achieved not only
through technological efficiency but also through ethical durability. Systems and prac-
tices must maintain trust, fairness, and accountability over time. The governance model
proposed in this study supports sustainable education by ensuring that AI tutors pro-
mote inclusive access while protecting academic integrity and institutional credibility.
This balance between innovation and governance provides a foundation for long-term
sustainability in higher education’s AI-driven transformation.

However, fairness remains a pressing challenge. Taken together, these findings re-
inforce the call for layered governance that integrates technological, pedagogical, and
ethical interventions to ensure responsible adoption of deepfake tutors. This requires
not only technical safeguards but also policy clarity, faculty training, and institutional
leadership to sustain trust. While our review and insights from questionnaires provide
an integrative framework, future research must address current limitations, including
small-scale empirical studies, short exposure durations, and limited perspectives beyond
assistant professors. Our findings highlight trade-offs between innovation and gover-
nance. While stronger controls (e.g., biometric verification, multi-modal detectors) bolster
integrity, they entail cost, complexity, and privacy considerations. Conversely, minimal
governance can expedite adoption but risks eroding trust and exposing vulnerabilities. The
proposed framework supports calibrated decision-making by matching control strength
to risk tiers and institutional capability. While the framework offers useful insights, its
applicability should be interpreted cautiously given the single-institution expert sample
and English-only literature scope.

8. Limitations and Future Research
This study has several limitations that should be acknowledged when interpreting the

findings. The systematic review and expert input were conducted exclusively in English
and primarily represent perspectives from a single institution in Pakistan. These factors
may limit the global and cross-cultural generalizability of the findings. The expert sample
consisted of twelve assistant professors from a single institution, excluding perspectives
from students, administrators, and policymakers. The qualitative design, based on written
rather than oral interviews, may have constrained the depth of responses, limited opportu-
nities for probing or clarification, and introduced response variability across participants.
Moreover, the study reflects the state of generative AI up to early 2025, a rapidly evolving
technological landscape that will require ongoing reassessment as detection methods and
governance practices mature. Sociocultural attitudes toward deepfake tutors may also
differ across regions, suggesting the need for localized adaptation of governance controls.
Finally, raw qualitative data could not be publicly shared due to confidentiality constraints,
though derived materials are available upon request. Future research ought to enhance
stakeholder diversity, integrate longitudinal and cross-cultural methodologies, and empiri-
cally assess the proposed governance framework via pilot implementations to determine
its robustness, equity, and relevance across diverse educational contexts.

9. Conclusions
This study reviewed 42 peer-reviewed publications and collected expert input from

12 assistant professors to explore the potential, risks, and governance needs of deepfake-
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style AI tutors in higher education. The analysis revealed four central themes: personal-
ization and engagement benefits, detection challenges and integrity risks, governance and
policy gaps, and ethical and societal implications. Expert feedback highlighted the necessity
of hybrid assessment models and fairness-aware safeguards, while the literature review
highlighted the limited real-world validation of detection systems and underrepresentation
of non-English perspectives.

Building on these findings, the study proposed a structured governance framework
comprising four pillars: transparency and disclosure, data governance and privacy, integrity
and detection, and ethical oversight and accountability. Accompanied by policy checklists,
detection matrices, and institutional readiness measures, this framework provides practical
guidance for implementing deepfake tutor systems responsibly.

As generative AI technologies continue to evolve, collaboration among educators,
technologists, and policymakers will be critical. Transparent reporting of pilot results
and open data sharing can promote continuous learning and adaptive governance across
cultural and regulatory contexts. Ultimately, embedding these safeguards into institutional
practice will allow higher education to benefit from the advantages of deepfake tutors
while protecting integrity, privacy, and academic trust.

The proposed governance framework also reflects the principles of sustainability in
education. By embedding transparency, fairness, and accountability into AI-driven instruc-
tional systems, it promotes enduring institutional trust and equitable opportunities for
learners. In this way, the framework supports SDG 4 (Quality Education) and comple-
ments SDG 9 (Innovation and Infrastructure) and SDG 16 (Strong Institutions) by linking
technological advancement with ethical resilience and responsible governance.
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Appendix A. Participant Demographics and Representative Coded Excerpts

Table A1. Participant Demographics.

Attribute Category n %

Total Participants Assistant Professors (all from Lahore Garrison University, Pakistan) 12 100%

Gender
Male 9 75%

Female 3 25%
Region South Asia (Pakistan) 12 100%

Discipline

Computer Science 3 25%
Software Engineering 4 33%

Education 3 25%
Ethics 2 17%

Experience Mean years of teaching/research 7 -
AI familiarity At least some familiarity with AI-driven educational technologies 12 100%

The following anonymized excerpts illustrate participant perspectives. Full transcripts
are not shareable due to confidentiality, but these representative quotes are included
with permission:

Theme 1: Personalization and Engagement
“The avatar kept students engaged, especially in large online cohorts—it felt like

having a real instructor present”. (AP#3)
“Because it could switch languages on the fly, my international students didn’t have

to wait for translations”. (AP#9)
Theme 2: Detection Challenges and Integrity Risks
“We need biometrics for high-stakes exams—detectors alone won’t suffice”. (AP#7)
“Even with state-of-the-art detectors, some fakes slip through, especially when stu-

dents manipulate their webcams”. (AP#11)
Theme 3: Governance and Policy Gaps
“Policy clarity and accountability are essential before any deployment—there’s too

much gray area right now”. (AP#1)
“Our university has no guidelines on synthetic media, so everyone decides for them-

selves whether and how to use it”. (AP#5)
Theme 4: Ethical and Societal Implications
“Students should know when an instructor is synthetic—transparency is non-

negotiable”. (AP#4)
“I worry about the long-term effects on trust: will students believe anything their

instructors say if they know it could be generated?” (AP#8)

Appendix B. Questionnaire Guide (Summary)
The semi-structured interviews administered in writing via a standardized question-

naire comprised open-ended questions organized into five topics. While the complete
responses cannot be shared due to confidentiality, the following represents the structure of
the questionnaire:

• Definitions and experiences: How do you define a deepfake AI tutor? Have you
encountered or used such systems in your teaching?

• Perceived benefits: In what ways could deepfake tutors enhance learning (e.g., per-
sonalization, accessibility, multilingual delivery)?

• Risks and concerns: What risks do you foresee (e.g., academic fraud, privacy, bias)?
Which contexts raise the most concern?

• Current policies and controls: Are there existing institutional policies governing AI
or deepfake use in education? What controls are in place?
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• Desired safeguards: What safeguards or guidelines would you like to see imple-
mented to ensure responsible deployment of deepfake tutors?
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