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Abstract—Conventional secure multi-party computation
schemes depend on trusted parties and have high complexity,
transparency, and data integrity concerns. This research
presents SPAD, a secure, distributed, and privacy-preserving
data storage and analytics framework designed to address
the above challenges. SPAD leverages Shamir’s secret-sharing
scheme, Paillier Homomorphic Encryption, and Distributed
Ledger Technology to ensure the confidentiality and integrity
of data, security of private keys, low communication overheads,
transparency and better scalability. It also facilitates building a
verifiable authentic dataset to augment accurate analytics. The
security analysis determines how SPAD mitigates the threats of
privacy leakage and malicious collusion and facilitates privacy-
preserving analytics. The experimental results, comprising
execution time and memory usage, complement the efficient
performance of the framework.

Index Terms—Data integrity, data privacy, secure analytics,
multi-party computation, distributed ledger technology

I. INTRODUCTION

Secure Multi-Party Computation (SMPC) enables multiple
parties to jointly compute a function without revealing their
private data [1, 2]. However, conventional SMPC models face
scalability issues [3], high computational overheads [4], lack
of transparency [5], high latency [5], and have strong trust
assumptions [6]. Another critical issue often neglected or
needs to be addressed by the existing solutions is ensuring
the security of the decryption/private keys.

Blockchain technology has been explored as a possible
solution for SMPC challenges [7, 8, 9]. However, the pro-
posed model suffers from high complexity, computational and
communication overheads and an inability to handle large
datasets. Further, the integration of blockchain and SMPC
remains conceptually rich but technically underdeveloped [6].
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Solutions like Carbyne Stack offer scalable SMPC applications
but face challenges related to Kubernetes-based cloud security
[10].

SPAD addresses the above gaps by combining lightweight
cryptographic techniques with decentralized trust via
blockchain. It mitigates the overhead of traditional SMPC
by using Paillier Homomorphic Encryption (PHE) [11]
for secure computations, Shamir’s Secret-Sharing Scheme
[12] for key protection, and Distributed Ledger Technology
(DLT) (Ethereum Blockchain) for transparency and data
integrity. SPAD is a secure-by-design framework without
strong (impractical) assumptions or complex cryptographic
primitives for security.
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Fig. 1. SPAD Architecture

II. SPAD FRAMEWORK METHODOLOGY

SPAD is designed for privacy-preserving multi-party an-
alytics in a smart agriculture setting. As shown in Fig. 1,
the framework consists of three key components: a) Farmer
nodes (data owners): encrypt and share data via blockchain.
b) Department of Agriculture, Fisheries and Forestry (DAFF)



node: computes encrypted aggregates without accessing raw
data. ¢c) DLT (Ethereum Blockchain): provides immutable data
storage and facilitates transparent data sharing.

A. Data Flow and Key Security

Each session begins with a central Homomorphic (PHE)
Key Generator producing a public-private key pair. The PHE
private key is split into secret shares using Shamir’s Secret-
Sharing Scheme and distributed to farmer nodes. Each share is
encrypted using the respective node’s public key. Splitting the
PHE private key into multiple shares ensures that no single
party (stakeholder) has a complete view of the Key, and it
remains secure. The security of the PHE private key improves
with the increasing number of farmer nodes, as the threshold
of secret shares required to recover the key will rise with the
number of users. Farmer nodes encrypt their data with the PHE
public key and publish the ciphertext on the blockchain. The
DAFF node extracts encrypted values, computes an encrypted
aggregate, and re-publishes it on the blockchain. Farmers then
collaborate to reconstruct the decryption key using their secret
shares and decrypt the aggregate for secure analytics. Each
farmer node writes the decrypted aggregate value into a CSV
file, along with the current timestamp and session identity (ID),
to create a dataset. The farmer nodes also publish the decrypted
aggregate value on the DLT so that the DAFF node can access
it for further analytics.

B. Security Guarantees

SPAD protects farmers' data against unauthorized access by
using PHE. The sharing of encrypted data using DLT smart
contracts preserves the integrity of data and the overall process.
Thus increasing users' trust in the framework. SPAD employs
RBAC-by-design through restricted interfaces. Every node in
the SPAD framework authenticates itself before logging into
the respective interface. Moreover, the verifiable aggregate
value extracted from the DLT and used for developing a dataset
helps preserve the integrity of dataset values. Furthermore, as
a fault tolerance measure, a mode of the decrypted aggregate
values from the three farmers is computed and written into a
new CSV file along with the timestamp and session ID.

The framework gets safer against collusion attacks with
an increase in the number of users. In addition, the use
of Elliptical Curve Cryptography (ECC) [13] with a key
size greater than 256 bits is safe against quantum attacks
as it would require a quantum computer with approximately
13 million physical qubits to brute force such a key [14].
Whereas, by the end of 2023, IBM's largest superconducting
quantum computer had just over 1,000 physical qubits [15].

C. Performance Evaluation

As shown in Table I, the integration of DLT introduces
a slight increase in the average (avg) execution (exec) time
and memory (mem) usage, but overall, the impact remains
negligible. Replacing RSA with ECC significantly improves
execution time and memory consumption (comparison shown
in Fig. 2). Comparing the efficiency of SPAD with other

TABLE I

PERFORMANCE ANALYSIS OF SPAD WITH DLT AND WITHOUT DLT
Operation Avg Exec Time (ms) Avg Mem Usage (Bytes)

No-DLT DLT No-DLT DLT
Application launch 172.48 176.7 13926 14336
Keys and secret generation 280.01 283.49 4915 4976
Farmer nodes (initial exec) 33.95 83.64 32707 563472
DAFF node exec 0.1491 132.84 4505 194969
Farmer nodes (second exec) 64.24 163.16 628462 665053

Average Execution Time: RSA vs ECC

Key Sizes
Key size 1024-2048
N Key size 1024-ECC256
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Fig. 2. Execution Time: RSA vs ECC

notable distributed data-sharing and SMPC frameworks, the
average transaction commit time on Ethereum Blockchain was
4004 ms [16]. In another study, PrivySeC [17] exhibited trans-
action commit times of 484 ms and 314 ms for an encrypted
and a plaintext data-sharing transaction, respectively. Simi-
larly, a blockchain-based FL with an SMPC model verification
framework [7] demonstrated a minimum processing time of
140 ms and 100 ms for deploying and verifying a transaction,
respectively. In comparison, all the SPAD modules (for ECC
ver) are faster.

ITII. CONCLUSION

SPAD provides a scalable, secure, and privacy-preserving
analytics framework by integrating Paillier Homomorphic
Encryption, Shamir’s Secret-Sharing scheme, and DLT. It
eliminates centralized trust assumptions while ensuring trans-
parency, data integrity, and low communications overheads.
Experimental evaluations demonstrate the efficiency of the
ECC-based implementation. In the future, we aim to explore
Fully Homomorphic Encryption schemes like Cheon-Kim-
Kim-Song (CKKS) [18] and post-quantum cryptography solu-
tions such as NTRUEncrypt [19] to enhance security.
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