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Abstract
Background: The use of real-world data (RWD) in artificial intelligence (AI) applications for healthcare offers unique opportunities but also poses 
complex challenges related to interpretability, transparency, safety, efficacy, bias, equity, privacy, ethics, accountability, and stakeholder 
engagement.
Methods: A multi-stakeholder expert panel comprising healthcare professionals, AI developers, policymakers, and other stakeholders was 
assembled. Their task was to identify critical issues and formulate consensus recommendations, focusing on the responsible use of RWD in 
healthcare AI. The panel’s work involved an in-person conference and workshop and extensive deliberations over several months.
Results: The panel’s findings revealed several critical challenges, including the necessity for data literacy and documentation, the identification 
and mitigation of bias, privacy and ethics considerations, and the absence of an accountability structure for stakeholder management. To 
address these, the panel proposed a series of recommendations, such as the adoption of metadata standards for RWD sources, the develop
ment of transparency frameworks and instructional labels likened to “nutrition labels” for AI applications, the provision of cross-disciplinary 
training materials, the implementation of bias detection and mitigation strategies, and the establishment of ongoing monitoring and update 
processes.
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Conclusion: Guidelines and resources focused on the responsible use of RWD in healthcare AI are essential for developing safe, effective, 
equitable, and trustworthy applications. The proposed recommendations provide a foundation for a comprehensive framework addressing the 
entire lifecycle of healthcare AI, emphasizing the importance of documentation, training, transparency, accountability, and multi-stakeholder 
engagement.
Key words: real-world data; real-world evidence; artificial intelligence; responsible AI; AI accountability; AI transparency. 

Introduction
The use of Artificial Intelligence (AI) to generate real-world 
evidence (RWE) from available real-world data (RWD) offers 
unique promise for accelerating healthcare advances by ena
bling the analysis and interpretation of data at an unprece
dented scale. However, the use of RWD to develop AI 
applications in healthcare also poses complex challenges that 
must be understood and addressed, including but not limited 
to interpretability, transparency, safety, efficacy, bias, equity, 
privacy, ethics, accountability, and stakeholder engagement.1

The term “RWD” refers to any data gathered or docu
mented during routine healthcare interactions, as opposed to 
data collected in the context of a research protocol.2 RWD 
encompasses a wide variety of information, including elec
tronic health records (EHRs), insurance claims, laboratory test 
results, patient-generated data from wearable or implanted 
devices, and surveys and digital health applications. Analysis 
of RWD can provide real-world evidence (RWE) to advance 
research, support healthcare decision-making and innovation, 
and inform public policy. The terms RWD and RWE are 
sometimes used interchangeably. However, it is important to 
recognize their fundamental differences, as described in the US 
Food and Drug Administration (FDA) framework for their 
Real-World Evidence program.3 RWD represents data col
lected on patient health and care delivery, while RWE reflects 
clinical evidence about the use and potential benefits of an 
intervention based on the analysis of RWD.

Some studies have illustrated key challenges related to bias 
and privacy when using RWD in healthcare AI applications. 
A study by Obermeyer et al4 demonstrates one type of risk in 
using RWD: an inappropriate choice of proxy for health sta
tus led to disparities in healthcare access and utilization. The 
authors found that a widely used commercial algorithm sys
tematically underestimated the health needs of Black patients 
compared to White patients with similar health status due to 
the algorithm’s reliance on healthcare costs as a proxy for 
health needs. This example highlights the importance of care
fully examining RWD for potential biases and developing 
strategies to mitigate these biases in AI model development 
and deployment, as well as the need for transparency in how 
patient data is used to ensure that AI models do not inadver
tently lead to disparate impact in certain patient populations.

In a similar vein, a study by Esteva et al5 found that deep 
learning models trained on smartphone photos to detect skin 
cancer performed significantly worse on images of darker 
skin tones, likely due to the underrepresentation of these skin 
tones in the training data.

Another example is the widely used Framingham Heart 
Score, a scoring system used to predict the risk of cardiovas
cular events in practice. The score was based on a longitudi
nal study conducted in Framingham, Massachusetts 
primarily because of the engagement of local area physicians 
and its proximity to cardiologists at the Massachusetts Gen
eral Hospital and Harvard Medical School.6 Framingham 
was a middle-class community that was predominantly White 

of European descent and the score was later shown not to 
perform as well among Black patients as it does among White 
patients, exhibiting both over and underestimations of risk.7

These examples underscore how biases in RWD can be 
introduced and lead to inequitable model performance and 
should help drive home the importance of proactively identi
fying and mitigating bias and protecting patient privacy when 
leveraging RWD for AI applications.

Principles for all phases of the lifecycle of AI development 
and deployment in healthcare have already been enumerated 
in cross-organizational alliances and professional societies 
such as the American Medical Informatics Association 
(AMIA).7 Some activities, such as the AMIA AI Evaluation 
Showcase,8 have been conducted to help identify best practi
ces in healthcare AI development and deployment.

This paper aims to identify challenges specifically related 
to the use of RWD and RWE in healthcare AI and propose 
guidelines and other recommendations to promote its respon
sible use for research, diagnosis, treatment recommendations, 
and predictive analytics. The recommendations aim to ensure 
that AI innovations adhere to robust assurance and privacy 
standards and are backed by a clear accountability structure 
to guarantee safe, effective, equitable, and trustworthy 
(SEET) use while remaining aligned with multi-stakeholder 
priorities.

Methods
A multi-stakeholder expert consensus process was conducted 
to develop recommendations on the ethical deployment of 
healthcare AI applications focused on identifying major chal
lenges and potential strategies to ensure adherence to the 
SEET standard for AI solutions across three specific domains: 
the use of real-world data and evidence (RWD/RWE), clinical 
decision support, and consumer health applications. The con
sensus process encompassed educational webinars, an in- 
person consensus conference entitled “Blueprints for Trust,” 
and ongoing deliberations over several months.9 The confer
ence convened 50 experts, including clinicians, informatics 
researchers, AI scientists, solution architects, legal and policy 
specialists, patients, patient and consumer health advocates, 
and industry leaders. A planning committee from AMIA and 
the DCI Network, an initiative of the Division of Clinical 
Informatics at Beth Israel Deaconess Medical Center, identi
fied participants.

The process involved multiple phases, beginning with a ser
ies of educational webinars to introduce foundational con
cepts and key challenges. This was followed by the in-person 
conference, which included panel discussions, breakout ses
sions, and a full-day workshop to collaboratively develop an 
initial framework. Meeting transcripts were analyzed using 
natural language processing (NLP) to extract key themes that 
were brought to the group for discussion and development 
recommendations to address challenges in the use of RWD 
and RWE in AI applications. Although participant consent 
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for the use of transcripts was limited to summarization, key 
points were synthesized into this manuscript to reflect 
agreed-upon recommendations. The recommendations 
underwent iterative refinement through regular online group 
meetings and structured deliberative processes over several 
months. Feedback was sought from additional stakeholders 
with expertise in healthcare, AI ethics, and governance, 
ensuring comprehensive insights into practical, clinical, and 
ethical objectives. External peers invited to the meeting also 
helped refine the framework through their feedback. Discrep
ancies were addressed during facilitated discussions, where 
participants presented their viewpoints and rationale. A neu
tral moderator ensured balanced representation and guided 
the group toward consensus.

Ethical concerns surrounding financial incentives, particu
larly in AI monetization, were deliberated and all members 
disclosed any potential conflicts or interests and included 
them in this paper. The work was not funded by any source 
and authors represented their own views not of their employ
ers. Ensuring transparency and mitigating conflicts of interest 
are paramount to safeguarding patient rights.

This four-month deliberative process resulted in a collabo
ratively developed, carefully vetted framework, revealing 
three distinct governance models tailored to the requirements 
of RWE, CDS, and CH domains. Each governance model 
reflects the unique needs and challenges of its respective 
domain, providing a structured foundation for ethical AI 
deployment in healthcare. The recommendations for AI in 
CDS10 Consumer health11 appear in other papers. This paper 
reports on the recommendations for the use of RWD and 
RWE in healthcare AI, with specific emphasis on RWD since 
the authors feel that many serious challenges arise during the 
selection, evaluation and validation of the appropriateness of 
the data to be used in developing AI applications.

Results
Panel deliberations highlighted gaps in RWD documentation, 
emphasizing the importance of Findable, Accessible, Intero
perable, and Reusable (FAIR) principles.12 These insights 
informed specific recommendations to address data biases 
and stakeholder accountability. The group identified the fol
lowing as the most critical issues that need to be addressed 
when using RWD in conjunction with AI in healthcare.

1) Data literacy and documentation   
The characteristics and context of the vast majority of 
RWD are not always sufficiently documented for differ
ent types of users to understand its precise meaning and 
appropriate use. Healthcare AI application developers 
and users may need more background or training to 
understand the limits of applicability of any given dataset 
to a specific question in each healthcare context, which 
encompasses issues of data source, type of care, popula
tion, location—both geographic and setting of care. 

2) Bias   
RWD reflects the societal issues and systemic biases 
present in healthcare, which affects why, how, where, 
and when people interact with the healthcare system, 
the type and level of care they may receive, and their 
outcomes.13,14 If recognized and addressed, these biases 
in RWD may contribute to inaccurate and inequitable 

applications, both when an AI application is first trained 
and when such an application evolves or is ported to a 
new environment after its initial implementation. Crit
ical issues were identified based on expert discussions 
and validated against existing literature.4,15–17

3) Privacy and ethics   
By definition, RWD represents data generated on or 
about individuals interacting with the healthcare system 
or addressing health related issues in any way that pro
duces data, such as the use of wellness apps. While the 
use of patient data in AI applications may be covered 
during the process of consenting to care, it is not clear 
that all RWD used in this manner is subject to any pri
vacy or ethical oversight. In addition, as more patients 
and consumers interact with AI directly, there will be a 
greater need for safeguards regarding the applications 
available and the use of their data. 

4) Lack of accountability structure for stakeholder man
agement: These problems apply to various stakeholders, 
from RWD producers, curators, and platform providers 
to AI application developers, deployers, and distribu
tors. Finding an accountability structure that can delin
eate end-users’ responsibilities is, therefore, essential to 
the fast-evolving regulatory and guideline development 
pathways. 

The expert consensus group recognized the need for an over
all responsible AI framework that adheres to accepted princi
ples8 encompassing the entire lifecycle of design, 
development, validation, implementation, and monitoring 
and that addresses the needs of a broad array of stakeholders 
concerning interpretability, transparency, safety, efficacy, 
bias, equity, privacy, ethics, accountability, and stakeholder 
engagement. This framework must include processes to main
tain this broad stakeholder engagement continuously.

As one component of such a framework, in Table 1 we 
have put forth the specific guidelines to address issues we 
consider critical concerning the use of RWD in healthcare AI.

Discussion
This paper provides recommendations for the responsible use 
of RWD and RWE in healthcare AI and builds on previous 
work from this consortium on AI in CDS11 and AI in Con
sumer Health.21 While SEET standards can be applied to all 
three domains (RWD/RWE, CDS, and consumer health) 
future work should evaluate the cross-domain implementa
tion of these standards. The stakes are much higher for the 
use of RWD in “black-box” tools, such as deep learning and 
generative AI (Gen-A) however, because the risk of not fully 
understanding the data being used is amplified beyond the 
experience using such data and evidence as the basis for con
clusions using standard statistical and analytic methods, or 
even newer data mining and machine-learning methodolo
gies. There are two primary reasons for this: (1) the method
ology by which an AI algorithm is created and operates 
cannot always be examined or understood the way a more 
traditional analytic technique can; and (2) the sheer scale and 
complexity of the data being used.

While offering advantages of availability and scale, RWD 
reflects the inherent variability, complexity, and biases in 
how different populations access, utilize, and receive 
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healthcare.22 Lacking the familiarity of experimental research 
data collection (e.g, clinical trials), the context and meaning 
of RWD elements are often not as formally or fully docu
mented and, thus, may need additional support or informa
tion to be adequately understood. For example, laboratory 
tests may be performed with different methodologies or be 
reported in different units, particularly over time. If this is 
not well documented, understood, and accounted for in an 
analysis, a user may assume that the values are comparable 
or have been normalized, leading to erroneous conclusions. 
Such straightforward issues can be detected by preliminary 
descriptive statistical analyses of data distributions based on 
selected characteristics. Other issues, such as differential pop
ulation representation or incomplete or inaccurate socio- 
demographics, may have profound implications for the 
applicability of outcomes; however, these issues may be more 
difficult to detect and require special effort and methodolo
gies to mitigate.23

Understanding the characteristics and complexities of the 
source data can help to ensure the validity, safety, and efficacy 
of AI applications that utilize such data for training, predic
tions, and recommendations. A full understanding of the data 
being used is a fundamental prerequisite for any method of 
knowledge generation based on RWD. Efforts to use RWD 
and RWE in AI will also benefit from the use of Common 
Data Models (CDMs), such as the OMOP Common Data 
Model,24 that are critical for harmonizing data across different 
sources. Such data models also enable standardized queries 
and interoperability between datasets in the US and Europe.

There have already been numerous well-documented 
instances of harm caused by algorithms that were developed 
for one purpose or on one population but had an unintended 
or opposite effect through a misinterpretation of what the 
data meant. The seminal work done by Obermeyer et al4

showed the impact of selection of an inappropriate proxy 
measure, and the issue with the Framingham Risk Score6,7

showed how under-representation could distort the outcome. 
These are just two examples of ways in which problems arise 
due to lack of understanding or representation and the 
impact that can have. There may be ways to address these 
biases however, as demonstrated by Zink et al14 in their use 
of a race-adjusted algorithm. These examples underscore the 
critical need for demographic subgroup validation as well as 
the opportunity to use tailored strategies, such as race adjust
ments, to address inequities in data representation and pre
dictive performance.

Similar errors have occurred even in cases where those 
involved had significant knowledge and training in data anal
ysis and the healthcare domain. As AI applications become 
more readily available and widely deployed, it will become 
increasingly important to ensure that users have a solid 
grounding in fundamental scientific concepts, such as differ
entiating causation from association.

The inadequate capture of contextual details on RWD sour
ces can lead to AI applications producing incorrect, unreliable, 
irreproducible, biased, or unsafe outputs. While there has been 
progress in sourcing, aggregating, and harmonizing RWD for 
secondary use, clear metadata standards and transparency 
frameworks do not yet exist for appropriate documentation 
that sufficiently characterizes RWD to enable appropriate use 
in different AI models and scenarios by people who are not 
already familiar with the complexities of the data being used. 
In December 2023, the FDA published a transparency 

framework to evaluate the potential use of RWD in RWE that 
helps support the approval of new indications or post- 
approval study requirements as specified in the RWE pro
gram.25 A more general version of such a framework and 
RWD metadata standards for responsible AI26 would be essen
tial to warrant the responsible use of RWD for RWE incorpo
rated in AI applications. This is particularly important since 
application developers may not fully understand the nature of 
the data they are working with, while clinical users may not 
understand the AI applications, leading to inappropriate 
design assumptions and inadequate communication. Patients 
who interact with AI applications may not have any way to 
judge whether or not to trust the information provided.

The framework’s reliance on expert opinions presents a 
limitation, as it may not fully address all challenges associ
ated with RWD and RWE in AI applications. Empirical vali
dation across diverse settings is essential to assess its 
generalizability and applicability. Regular updates will also 
be required to align with evolving governmental perspectives, 
such as the FDA's RWE framework, which underscores the 
importance of addressing misconceptions about RWD and 
emphasizes rigor in defining data provenance and contextual 
use.27 Future research should prioritize the empirical testing 
of these guidelines and their iterative refinement based on 
insights gained from real-world implementation.

There are also tools and processes that can help assure 
appropriate scientific rigor throughout the entire lifecycle of 
an AI application that is based on or utilizes RWD and/or 
RWE. For example, pre-specifications, as requested by regu
latory bodies such as the FDA and highlighted by professio
nal organizations, can play a crucial role in ensuring the rigor 
and transparency of RWE studies through the use of prede
fined protocols that establish clear methodologies and criteria 
for data collection, analysis, and interpretation, which are 
essential for maintaining reproducibility and reliability.

There must also be careful consideration of issues related 
to specific uses of patient data, such as digital phenotyping, 
which is defined as the collection and analysis of data from 
personal digital devices, such as smartphones and wearables. 
Such data may offer valuable insights into patient behavior, 
activity, and health patterns and can be leveraged for AI in 
Real-World Evidence (RWE) by providing granular, real-time 
data to improve understanding of patient outcomes, adher
ence to treatment, and early detection of health risks. How
ever, the use of digital phenotyping must prioritize 
transparency and patient consent to prevent privacy viola
tions. It is essential to ensure that patients are fully informed 
about the nature of the data being collected, how it will be 
used, and who will have access to it.

These issues ultimately affect every stakeholder and every 
step involved in the resulting tool or model, encompassing 
design, development, testing, validation, regulation, imple
mentation, usage, monitoring, and maintenance of such 
applications. Similarly, the stakeholders cover a broad range 
of scientists, developers, clinicians, administrators, and 
patients. In particular, it is essential to ensure patient privacy 
in these implementations by requiring clear consent protocols 
and robust anonymization techniques.

Conclusion
The use of RWD for generating RWE in the development and 
application of AI in healthcare offers advantages of scale that 
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cannot easily be matched by traditional data creation meth
ods, such as clinical trials or other ongoing efforts to create 
the learning healthcare system.28 This is particularly true in 
cases involving rare events and diagnoses, atypical presenta
tions of more common conditions, patterns of adverse events, 
or unexpected changes in incidence rates. Examples include 
post-market surveillance of clinical outcomes such as adverse 
events, identifying unique risk factors or predictors of disease 
progression, detecting emerging infectious diseases, and 
understanding environmental and social determinants of 
health. However, we must recognize that such data has inher
ent challenges to its use—including missing contextual data, 
inadequate documentation, and context-driven selection 
biases that may affect its representativeness. While bias can 
be introduced when using RWD through convenience sam
pling, barriers to access, and effective exclusion of under- 
represented populations, a growing number of tools and tech
niques have become available to mitigate bias15,23 that can be 
applied as long as there is adequate documentation to allow a 
developer or user to understand the level and the nature of 
the need in a given context.

The guidelines put forth in this paper synthesize expert, 
multi-disciplinary consensus group recommendations across 
key areas to promote responsible and ethical usage of RWD 
for AI in healthcare. Realizing the vision outlined herein will 
require sustained and multifactorial efforts by interdiscipli
nary public and private partnerships among data producers 
and consumers at the institutional level, health systems, aca
demia, technology companies, government agencies, policy
makers, and other organizational stakeholders. Individual- 
level stakeholders such as clinical experts, data scientists, 
developers, social scientists, ethicists, patient advocates, and 
end users are also necessary.

We believe it is essential to establish guidelines whereby 
RWD can be evaluated and used appropriately in AI to sup
port various applications in medical research and healthcare. 
We propose to improve documentation of data provenance, 
context, and metadata; to develop and implement training 
and education for both data providers and data users; to 
establish criteria for evaluating a data set against the intended 
context of use; to define appropriate multi-stakeholder evalu
ation and validation of the AI output; to promote transpar
ency about all aspects of tool development and evaluation; 
and finally to evaluate performance over time, with particular 
emphasis on the process required to apply tools created in 
one setting and context to a new setting or context.

Near-term priorities for ensuring responsible RWD-based 
AI are focused on approaches and methods for documenta
tion, training, transparency, explainability, equity, valida
tion, accountability, monitoring, and updates. Over time, as 
more applications of AI are developed, deployed, and eval
uated, these guidelines will be advanced and expanded 
accordingly. In the longer term, avenues for voluntary com
pliance must be considered, potentially including a process 
for certification of users and models.

It must be stressed that this paper primarily focuses on the 
panel’s deliberation of one challenge to AI development and 
deployment in healthcare. The panel also recognizes numer
ous critical issues related to the intended use and applications 
of AI technologies in varying contexts (e.g, clinical decision 
support, drug discovery, diagnostics); usability and workflow 
integration; patient consent, privacy, and ethics; and many 
more that will be critical to the responsible and effective use 

of AI in healthcare whether it involves the use of RWD or 
not. As such, we believe that a broad framework that 
addresses all aspects of AI in healthcare is also needed and 
that guidelines for using RWD represent one of the building 
blocks of such a framework.
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