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Abstract

Satellite navigation systems make geopositioning possible through the use of technology called Global Navigation
Satellite System (GNSS), which is vital to numerous civilian, commercial and military applications in positioning,
navigation and timing (PNT). However, the reliability and availability of the GNSS signals are under growing threat
from jamming and spoofing attacks that pose a significant risk to aviation, maritime navigation, autonomous systems
and national security. The adversaries are found to take advantage of the vulnerabilities of these systems and launch
sophisticated attacks. These threats reveal the need for new and better countermeasures that can detect, mitigate and
defend against GNSS interference. This paper conducts a systematic survey of the state of the art on jamming and spoofing
mechanisms in GNSS, their real-life scenarios and countermeasures. We discuss current counterjamming measures and
suggest a cybersecurity-oriented approach to GNSS protection. The paper aims to enrich the field of space cybersecurity
as well as to systematise technical solutions, policy proposals and strategic countermeasures that address the risks of
GNSS jamming and spoofing in an increasingly complex and hostile space environment.
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OSNMA Open Service Navigation Message
Authentication

PNT Positioning, Navigation and Timing

PQC Post-Quantum Cryptography

PRN Pseudo-Random Noise number

PVT Position, Velocity and Time

QZSS Quasi-Zenith Satellite System

RF Radio Frequency

RNNs Recurrent Neural Networks

SBAS Satellite-Based Augmentation System

SCER Security Code Estimation and Replay

SDR Software-Defined Radio

SNR Signal-to-Noise Ratio

SVM Support Vector Machines

TESLA Time Efficient Stream Loss-Tolerant
Authentication

UAV Unmanned Aerial Vehicle

UN United Nations

USRP Universal Software Radio Peripheral

1. Introduction

This paper surveys the technical and operational land-
scape of GNSS security with a focus on non-kinetic threats.
It examines methods of interference, including broadband
and narrowband jamming, meaconing and spoofing en-
abled by software-defined radios and analyses documented
incidents to illustrate their operational impacts. It then
reviews the principal lines of defence: adaptive filtering,
directional antennas, spectrum monitoring, and crypto-
graphic techniques such as Galileo’s Open Service Naviga-
tion Message Authentication (OSNMA). By linking techni-
cal countermeasures to real-world disruptions in military
[1], commercial and civilian domains, the paper aims to
clarify both the vulnerabilities of current systems and the
pathways to improved resilience. The scope is deliberately
broad, encompassing technical, operational and policy per-
spectives, highlighting the position of GNSS security as
one of the central elements in the space security strategy.

1.1 Importance of GNSS

GNSS systems are critical space systems that are inte-
gral to modern societies; they provide PNT capabilities for
civilian and military applications alike, serving as virtu-
ally irreplaceable instruments to a wide variety of users.
The United States’ Global Positioning System (GPS), Eu-
rope’s Galileo, Russia’s ‘Globalnaya Navigazionnaya Sput-
nikovaya Sistema’ (GLONASS) and China’s BeiDou Nav-
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igation Satellite System (BDS) are the foundation of cur-
rent PNT services around the world with GPS being the
first and is now the most common. It supports services
for synchronising aviation, maritime, telecommunications
and financial transactions. Russia runs GLONASS, which
has been continuously updated since the 2000s to cover
the whole world. It is an important strategic tool for Rus-
sia and also works with other constellations [2]. Galileo,
which is developed by the European Union, was designed
to guarantee the autonomy of Europe in navigation and
is widely regarded as the most precise global system [2].
The OSNMA service was introduced to enhance resilience
against spoofing. China runs BeiDou, which became fully
global in 2020. Its distinct feature is that it offers a hybrid
constellation across several orbital regimes and a unique
short-message communication feature for particularly re-
mote users. Together, these four major constellations have
become interoperable and are used in combination by most
modern receivers, with over 80% of devices capable of
multi-constellation tracking [3]. Their integration into
both civilian infrastructure and military operations makes
them indispensable instruments for global security, eco-
nomic activity and safety-of-life applications. GNSS con-
stellations provide value not only on Earth, but also in the
space domain. Modern satellites use GNSS for attitude
and orbit determination achieving centimetre-level accu-
racy [4]. We believe that reliable and trustworthy GNSS
will remain crucial for orbital and planetary missions for
space exploration, defence applications and the expanding
Internet of Things (IoT), as these activities will increas-
ingly depend on resilient space-based assets.

1.2 Growing threats to GNSS security

The GNSS has become a part of the world’s critical in-
frastructure, and disruptions can have cascading impacts.
Studies estimate that over 10% of Gross Domestic Product
(GDP) in advanced economies relies on GNSS-enabled ser-
vices; for example, 11.3% of the UK’s GDP is supported
by GNSS, such that a large-scale outage could cost nearly
£2 billion per day [5]. Even tiny timing errors on the or-
der of 0.00001 seconds can halt trading systems, strand
ships, disrupt power grids and impair emergency services
[5]. Given that GNSS is so vital for many, it is a desirable
target for adversaries and makes it more crucial than ever
to improve GNSS security. The primary threats to GNSS
signals are jamming and spoofing including related tech-
niques like meaconing. Jamming is the deliberate trans-
mission of radio frequency (RF) noise or signals on GNSS
frequencies to overwhelm or block the authentic signals [6].
Spoofing is more insidious because it involves transmitting
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fake GNSS-like signals to deceive receivers into calculat-
ing incorrect positions or time [6]. Until recently, execut-
ing sophisticated jamming or spoofing required specialised
equipment and expertise. However, the proliferation of
low-cost, programmable radios and readily available on-
line instructions has dramatically lowered the barrier to
entry [6]. Cheap software-defined radios (SDRs) such as
HackRF or universal software radio peripheral (USRP) de-
vices that cost only a few hundred dollars can be turned into
GNSS interference tools, meaning ‘almost anyone’ can
now attempt jamming or spoofing attacks [6]. Indeed, the
literature notes a ‘rapid development and increased num-
ber of attacks’ in recent years, driven by easy-to-use SDR
platforms and widely shared techniques [6].

Our paper presents a survey on the impact of GNSS
attacks on critical space systems as well as the recent
technological developments in the detection and counter-
measures against the non-kinetic attacks. The threats to
space assets continue to increase as our reliance on such
systems becomes institutionalised and universal. Given
the advancements in robotics and uncrewed systems cou-
pled with the increased commercial interest, we foresee
ransomware-type attacks happening not only over the pub-
lic Internet and directed at virtual assets, but well and truly
in the operational domains and targeting physical space as-
sets in orbit.

2. GNSS spoofing and jamming techniques

There are different doctrines and ways of categorising
jamming techniques. For the purpose of this paper, we split
them into two major sections: broad and narrow band. We
use this 2-section enumeration, as it broadly aligns with
the terminology used within the Information Warfare (IW)
and Electronic Warfare (EW) communities.

But before we look more closely at the attacks them-
selves, let us outline key phases in the GNSS acquisition
process. Generally speaking, to obtain a position lock, a
receiver needs to know 3 things apart from the frequency:

1. Pseudo-random noise number (PRN), an ID that is
unique to a satellite within a given constellation at
a specific time. A receiver knows these in advance;
however, it does not know which PRNs are cur-
rently in its view without recent almanac, ephemeris,
time, and own position. PRNs can be pre-configured,
cached from previous sessions, obtained via A-GNSS
or found via exhaustive search.

2. Code phase. A timing offset of the received PRN com-
pared to the local replica that corresponds to the signal
latency and is essential for ‘pseudorange’ estimation.
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3. Doppler frequency. Knowing a frequency shift that
occurs due to the relative motion between a receiver
and transmitter is required to compensate for the
Doppler effect and demodulate the signal. For a sta-
tionary receiver, maximum search range is about +5
kHz or ~10 kHz in total [7]. This can be further in-
creased because of the high orbital speed of the trans-
mitter with respect to the receiver, which can prevent
or delay the lock acquisition.

......................... > Select PRN

P ERTEREES ﬁ Find Doppler frequency ‘

i

’ Correlate code phase ‘

Y

Transmitter
detected?

Yes

U Next PRN Tracking lock

Fig. 1: Simplified GNSS acquisition process flow.

You can refer to the Fig. 1 for a graphical overview of
the process. It is worth noting that while GNSS constella-
tions are vulnerable to all of the approaches listed in sec-
tion 2 and are not too dissimilar from the terrestrial assets,
they do have their own idiosyncrasies. Due to their altitude,
space-based GNSS receivers on LEO orbit are affected by
the ionosphere to a lesser degree and have to deal with a dif-
ferent signal path geometry where atmospheric delays play
a lesser role compared to their ground-based counterparts.
However, unlike the terrestrial receivers, space-based ones
have to account for solar radiation [8], higher Doppler dy-
namics and a comparatively short window where an indi-
vidual transmitter is available.

Also, of note would be low power levels exhibited by
GNSS signals, normally within the —122 to —133 dBm for
Galileo and Beidou respectively [9]; a direct consequence
of space assets relying on restricted power packages along
with the significant distances between the ground level and
satellites, latter reaching as high as = 40,000 km (QZS-
1, NORAD ID 37158). Predictably, such a vast range
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between transmitters and receivers leads to high latencies
making defences that rely on bi-directional communication
less practical. Lastly, there are physical limitations to keep
in mind. Where ground-based systems can temporarily in-
crease their power output to counter interference and im-
prove SnR, the space domain can rarely afford such luxury
due to the limited battery reserves and thermal constraints.

2.1 Broadband attacks

Attacks in this category intend to deny the receiver ca-
pability to obtain lock on the transmitter; they use broad-
spectrum emissions to increase noise floor in the parts of
the spectrum that overlap with the carrier components and
ranging information. These are jamming attacks and can
be broadly separated into:

1. White noise, also known as random or uniform — a
‘noise in which the frequency and power spectrum are
constant and independent of frequency’ [10].

10 dB

-10 dB

-20 dB

-30dB

-40 dB

-50 dB

-60 dB

-70 dB

0Hz 250 Hz 500 Hz 750 Hz 1 kHz 125kHz  15kHz  1.75kHz 2 kHz

Fig. 2: Illustrative spectrogram of the white noise.

2. Coloured noise — a signal covering broad range of
the spectrum where power output is dependent on fre-
quency; includes terms such as ‘pink’ and ‘brown’
noise often used in analog electronics [10].
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Fig. 3: Illustrative spectrogram of the pink noise.

While jamming attacks can be conducted from either
the ground surface or an orbit, power needs range from
single-digit kilowatts of effective isotropic radiated power
(EIRP) for degradation to tens and hundreds for the com-
plete loss of lock [11]. They can vary greatly based on
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the orbital position of the target, frequency, antenna design
and deployed countermeasures. Either way, achieving such
output would present a challenge for most satellites. This
is especially true in crisis scenarios when a jamming at-
tack must be sustained for an entire period during which
the jammer and its target are not shadowed by their respec-
tive masking angles or other astronomical objects.

For example, let us look at the very rough approxima-
tion of an attack that requires sustaining 2 kW of output
power over 12-hour window at 80% efficiency:

2,000 watts x 12 hours
0.80 ef ficiency ratio

Energywn =

This gives us 30 kWh required over the 12-hour period,
which equals to 30000 + 12 = 2500 W/h. Now, let us
find the weight of required battery pack at 100 Wh/kg en-
ergy density and solar power generation capacity. We will
assume LEO orbit with sunlight fraction 60%, panel area
10m?, 30% efficiency and use solar constant 1.361 KW/m?2,

Power = 1361 W/m? x 10 m? x 0.30 = 4083 W

Therefore, a battery for the emitter alone would need to
provide anywhere from 0 to 2500 W of power depending on
illumination of the solar array. As we have assumed 60%
sunlight, time distribution becomes: 0.60 X 12 = 7.2 hours
illuminated and 0.40 X 12 = 4.8 hours shadowed. Then,
maximum energy required from the battery is 2500 W x
4.8 h = 12000 Wh and its mass becomes:

12000 Wh
100 Wh/kg

Add to this thick wiring, thermal dissipators, rest of the
subsystems and support structures to handle it all — you
end up with a satellite that can reach 1000 Kg wet mass.
Economic considerations as well as the bus requirements
would present significant operational limitations for the
launch of such an asset.

However, we also need to consider that achieving even
tens of kW EIRP is entirely feasible and more cost-effective
on the earth’s surface, where a transportable antenna would
be sufficient to compensate for the loss caused by the dis-
tance. We now verify this and calculate a rough power bud-
get of such an attack.

First, we need to find the free space path loss (FSPL)
of common carrier frequencies for data transmission:
1575.42 MHz for Galileo E1 or GPS/QZSS L1 and 1278.75
MHz for E6/L6 at typical MEO altitude of ~20200 km. We
will use the following formula!

FSPLyp = 201og,o(d) + 201og,o(f) + 32.45

Uhttps://ib-lenhardt.com/kb/glossary/fspl

Battery weight = =120 kg
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where d is a distance in km and f is a frequency in MHz.
This gives us ~#182.5 dB for GPS and ~180.7 dB for Galileo
and QZSS. Complete expanded forms are available in Ap-
pendix A as (1) and (2) respectively. While E6/L6 of-
fers approximately 2 dB advantage in the path loss, E1/L1
remains the more attractive target for GNSS interference
attacks as numerous receivers still require E1/L1 (and/or
ES5/LS) in the cold start scenario, and will not be able to
utilise E6/L6 until an approximate PVT is obtained.

To achieve reliable loss of lock, our signal must exceed
noise floor + processing gain on the receiver. The required
transmitter antenna gain becomes: Jamming signal —
Transmitter signal + FSPL.

We can calculate the required gain using the minimum
signal specification? of —160 dBW [12] and the same 2 kW
transmitter (which can be expressed as 33 dBW). We begin
with L1/E1: —=160-33+182.5 = —10.5 dB and E6: —160—
33 +180.7 = —12.3 dB. Then, we need to account for the
27 dB C/A code acquisition and 47 dB C/A code lock loss
thresholds [13] to overcome the processing gain.

For acquisition disruption:

L1/Elgisruption = —10.5+27 = 16.5 dB
E6/L64;sruption = —12.3 +27 = 14.7 dB

And for the complete tracking loss:

L1/Eljpss = —10.5 +47 = 36.5 dB
E6/L6jyss = —12.3+47 =34.7 dB

Thus, even accounting for imperfect alignment of the an-
tenna and atmospheric effects, adding a 20-40 dB parabolic
dish should be sufficient.

We hope that this little comparison contrasts dramatic
operational efforts required to achieve broadband jamming
from a space asset compared to the relatively affordable ca-
pabilities that can be deployed from the land domain. That
being said, there is a range of ‘narrowband’ attacks that do
not require such dramatic power outputs and therefore are
more attractive to mount from an orbit.

2.2 Narrowband attacks

Attacks under this category serve two distinct goals: de-
nial and deception. While jamming aims to simply deny
the PNT capability, the end goal of spoofing is to make it
inaccurate in a way that is advantageous to the adversary.
Here, we will use the following categories:

2Further information can be found in Interface Control Documents
(ICDs) for the respective constellations.
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1. Single frequency jamming, commonly referred to as
‘spot jamming’ — simple suppression of a particular,
narrow carrier frequency [6].

-20 dB

-40 dB

-60 dB

-80 dB

-100 dB

0 Hz 1kHz 2 kHz 3 kHz 4 kHz 5 kHz
Fig. 4: Tlustrative spectrogram of the spot jamming.
2. Sweep frequency jamming — also referred to as the

‘chirp jamming’. Similar to the single-frequency, but
the carrier frequency changes with time [6].

-10 dB -
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-30 dB +
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Fig. 5: Illustrative spectrogram of the chirp jamming.

3. Spoofing — transmission of a deceptive signal with the
intention of misguiding the receiver. Such a signal of-
ten, but not always, has marginally higher power out-
put compared to the authentic source.

— Authentic
—— spoofed
0dB sum

-20 dB -

-40 dB -

-60 dB -

1.575 kHz 1.575 kHz 1.576 kHz 1.576 kHz 1.576 kHz

Fig. 6: Illustrative spectrogram of the spoofing showing
authentic signal+spoo fed signal+additive noise with
simulated interference.

As we have already established baseline requirements
for jamming attacks, let us focus our attention on spoof-
ing methods. It is important to keep in mind that cryp-
tographic protection of the messages is not deployed as
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widely as one might assume. As noted by Eberhard et al.,
who tested 57 space-capable GNSS receivers, 47 of them
(85.5%) show complete absence of any authentication fea-
tures and 8 (14.0%) support only exclusive P(Y)/M authen-
tication codes [14] that are exclusive to the military3.

Methods described in this section work on signal level
and rely on obscuring the original signal with the forged
one, not on attacking cryptographic implementation.

2.2.1 Synchronous and asynchronous spoofing

We will use classification proposed by J. Rossouw van
der Merwe et al. [15] and focus on two strategies of forcing
the receiver to lock onto the spoofed signal: synchronous
and asynchronous.

Synchronous takeover is rather complex; to perform it
successfully, an attacker must [16] align spoofed signal
within the narrow correlation window on the receiver. For
GPS C/A code, this would be approximately 1 ms [12].
Overall, an attacker should ensure that:

1. Spoofed signal has slight power advantage over the
authentic one, and is in sync with the authentic signal
code phase and Doppler.

2. Carrier frequency and phase are closely aligned, nav-
igation data bit timing and content are consistent.

3. There is no loss of lock in the process (in other words,
that the transition is transparent to the receiver).

While spoofing attacks can be executed during both
acquisition and tracking phases, it is the search across a
wide Doppler range and comparatively lengthy code phase
traversal that increases the probability of the successful
takeover. Such choreography requires delicate balancing
of marginally higher power output at around 4 dB [17]
along with the precise instrumentation.

In contrast, asynchronous spoofing demands signifi-
cantly higher power output, approximately 40-50 dB above
authentic signal level [15]. Although it can be performed
in less time, unless detected by the source (which is not
impossible given the ~ 30 dB difference).

One of the most straightforward examples of the asyn-
chronous attack is a basic replay often referred to as ‘Mea-
coning’. In essence, attacker captures authentic GNSS
packets and retransmits them with a delay causing Position,
Velocity and Time (PVT) drift on the receiver. This is espe-
cially problematic in situations when an on-orbit receiver
relies on side-lobes of GNSS transmitters to maintain truth-
ful PVT.

3us, UK, Australia, Canada and select NATO members.
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Transmitter A

Transmitter B

Receiver

Earth | ILEO MEO

Transmitter C

Fig. 7: Receiver on LEO orbit receiving GNSS signals via
primary (red) and secondary (blue) lobes from transmitters
on MEO orbit.

Consider Figure 7; it would be quite impossible for the
receiver to obtain the lock relying exclusively on the strong
primary lobe of the transmitter ‘A’ directly behind it, there-
fore it has to count on the other two: ‘B’ and ‘C’. This
creates an opportunity to mount a successful attack utilis-
ing a smaller payload and less powerful transmitter that tar-
gets only the secondary lobes, therefore compensating for
the higher gain normally required for an asymmetric attack.
Given the orbital dynamics, this can introduce PVT error
measured in hundreds of kilometres [18] and lead to catas-
trophic navigation failures during the orbital insertion or
cause other manoeuvre errors.

Contrary to jamming, meaconing is harder to detect, es-
pecially in situations where power difference is not obvi-
ous, highly accurate clock source is not available or if re-
ceiver is performing a ‘cold start’ [18] where previously
stored time and location can not be relied on. Even if
Navigation Message Authentication (NMA) system (e.g.
Galileo OSNMA) is used, meaconing remains an ongoing
concern as signal-level timing manipulation does not re-
quire breaking cryptography implementation. In fact, at-
tackers who choose to employ these methods are unlikely
to care if encryption or signing is even implemented.

Otherwise, an attacker in a favourable electromagnetic
environment can try to mount a Security Code Estimation
and Replay (SCER) attack to enumerate cryptographic el-
ements and replay them to a receiver that relies on NMA.

3. Contemporary GNSS attacks
GNSS attacks in the recent decades have evolved in both
quality and quantity. Threats to the global space infrastruc-
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ture extend to the orbits as high as ~1900 km [19] and have
potential to disrupt anything from an individual space ve-
hicle to an entire constellation. For example, Starlink* has
been under systematic attack since February 2022, with its
network of >7000 satellites facing coordinated EW oper-
ations [20,21]. From the technical standpoint, we would
like to highlight several relatively modern developments:

1. Widespread [22] exposure of space-based assets to
public networks. This creates opportunities for attack-
ers to reuse existing ground stations to increase num-
bers of operationally-viable transmitters under their
control.

2. Proliferation of commercial hardware and open-
source schematics that lower technical and financial
barriers for conducting an attack [6,23].

3. Creative deployment options such as on uncrewed
aerial vehicles to reduce the interference and distance
to target [23].

These advancements occurred in parallel with the in-
crease in frequency and geographic expansion where new
regional hotspots have emerged across multiple areas. In
Myanmar, the military junta has deployed multiple jammer
types affecting parts of the coastal border with Bangladesh
in addition to some local areas [24]. North Korean ac-
tivities adversely affected hundreds of ships and aircraft
[25,26] in East Asia. Russian GPS interference operations
expanded from the war in Ukraine to the Baltic and Black
Sea, affecting civilian aviation [27] and maritime traffic
[28] disrupting tens of thousands assets [29] across Europe.
We would like to point out that some of the transmitters
and antennas currently used for jamming and spoofing on
land, sea and in the air have sufficient power and direc-
tionality to be repurposed against orbital assets. This can
create preconditions for potential cascading failure, where
numerous, small-scale PVT disruptions lead to an orbital
collision with unpredictable outcomes.

4. Countermeasures and protective strategies

Most of the modern GNSS receivers use a range of tech-
niques to defend against jamming (e.g. intentional interfer-
ence) and spoofing (e.g. false signal injection) attacks. Be-
low is a literature-backed overview of anti-jamming mea-
sures and anti-spoofing strategies [30] [31] [32] and ad-
vanced cybersecurity defences that are focused on devel-
opments from the past 5 years.

4SATCOM constellation owned and operated by SpaceX.
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4.1 Anti-jamming techniques

The GNSS has become a critical enabler of PNT and
synchronization across both civil and military domains; the
vulnerability of its weak satellite signals to intentional in-
terference has driven extensive research into anti-jamming
measures. Three major categories of protection are spa-
tial filtering through controlled antennas, adaptive signal-
processing methods and front-end hardening combined
with spectrum monitoring that form the backbone of mod-
ern defense strategies.

4.1.1 Directional antennas and null-Steering
Genuine Signals

Interfirence

. “Anterference Source

GNSS Satellite

High-Gain Beam B
(wards genuine satellite) -~ ~

“Adaptive Null

wards interference)
Legend

E

CRPA Array
(7 elements with adaptive weighting)

E

Fig. 8: An effective anti-jamming approach using CRPAs.

Antenna-based defences possess the advantages of be-
ing resistant to software attacks, intrinsically resistant to
spoofing, and it is capable of enhancing the security of ex-
isting receivers. An effective anti-jamming approach is the
use of multi-element or phased-array antennas which are
often called Controlled Reception Pattern Antennas (CR-
PAs) that can steer antenna gain patterns as shown in Figure
8, where the antenna array forms a high-gain beam toward
the genuine satellite while steering nulls toward interfer-
ence sources. By adaptively weighting antenna elements,
the receiver forms nulls (low-gain directions) toward inter-
ferers while maintaining high gain for genuine satellite sig-
nals [33, 34]. This spatial filtering is achieved normally
via the minimum variance distorionless response (MVDR)
or power-inversion algorithms that is significantly attenu-
ates jamming sources, yielding large improvements in in-
terference tolerance (on the order of tens of dB in C/NO or
jamming-to-signal ratio) in recent studies [33].

4.1.2 Adaptive filtering and interference mitigation
Besides spatial filtering, receivers use time and
frequency-domain filtering to suppress jammers. For ex-
ample, pulse blanking can zero out strong interference
pulses, and adaptive notch filters that realised with infinite
impulse response (IIR) and finite impulse response (FIR)
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techniques automatically notch out narrowband jamming
in the receiver’s passband [33]. These adaptive filters lever-
age the signal’s statistics to minimise impact on GNSS
signals, though care is needed to avoid removing parts
of the spread-spectrum signal [33]. Advanced transform-
domain methods that apply fast fourier transform (FFT)
and wavelet transforms as examples that further help sepa-
rate interference from signal in time-frequency space, en-
abling removal of chirp or wideband jammers via spectral
projection or thresholding [33]. Such adaptive filtering
schemes have been widely researched as practical interfer-
ence mitigation techniques in the last few years.

4.1.3 Shielded receivers and spectrum monitoring

Physical and RF front-end protections can harden
GNSS systems against interference. High-quality RF fil-
ters and shielding architectures in the antenna or front-
end (for example, cavity filters or choke-ring antennas that
block low-elevation signals) attenuate out-of-band and off-
axis interference [35]. These measures reduce a receiver’s
susceptibility by limiting the jamming energy that reaches
the GPS/GNSS correlators. In addition, continuous spec-
trum monitoring — either within the receiver or via exter-
nal sensor networks is used to detect and localise jamming
sources in real time [35]. Many countries’ national author-
ities have deployed networks of interference monitors to
flag GNSS jamming events, improving situational aware-
ness and enabling prompt counteractions [35]. In brief, an
array of front-end protection along with close monitoring
makes the receiver less likely to be jammed.

4.2 Anti-spoofing techniques

Spoofing is a highly deceptive vulnerability to GNSS
since it produces fake signals that seem like real ones in
order to deceive receivers. Unlike jamming, which is overt
and results in signal loss, spoofing seeks to subtly alter
a user’s position or timing solution. To defend against
this, modern GNSS systems employ a layered strategy com-
bining signal diversity, cryptographic authentication and
anomaly detection that each provides a distinct line of de-
fence against spoofed signals.

4.2.1 Multi-frequency and multi-constellation receivers

When using multiple GNSS frequencies and constella-
tions such as GPS, Galileo, GLONASS or BeiDou, it offers
the additional protection and cross-checking that makes
it much easier to spot spoofing. A spoofer would need
to precisely counterfeit signals on several frequencies and
from many satellites consistently, which is significantly
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more difficult to do without detectable inconsistencies. Re-
ceivers can perform integrity checks on measurements, for
example, comparing pseudo-ranges from different satel-
lites or constellations to detect anomalies indicative of
spoofing [6]. Prior work has shown that differential pseu-
dorange or position consistency checks across constella-
tions can reveal the presence of a fake signal source (since
a single spoofer often cannot perfectly align with the geom-
etry of all real satellites) [6]. Overall, multi-constellation
and multi-frequency GNSS use not only improves accuracy
but also makes the system inherently more robust against
single-system attacks.

4.2.2 Navigation Message Authentication (NMA) - Galileo
OSNMA

Cryptographic authentication of navigation data is an
innovative approach to prevent spoofing that is now being
used in GNSS. Notably, Europe’s Galileo system has in-
troduced the Open Service Navigation Message Authenti-
cation (OSNMA) feature, which embeds cryptographic au-
thentication data into the satellite’s broadcast message on
the E1 signal. This added data allows a receiver to verify
that the navigation message (orbit, clock, etc.) indeed orig-
inates from a Galileo satellite and has not been modified
in transit [36]. Galileo OSNMA that is officially launch-
ing in 2025 uses a public-key scheme: the satellites trans-
mit signed authentication bits and receivers, with the ap-
propriate public keys, that can validate the signatures [36].
This provides a robust layer of defence against spoofing of
the navigation message — in effect, the receiver can crypto-
graphically detect false data. Galileo is the first GNSS to of-
fer an open-service authentication of this kind, adding sig-
nificant spoofing resistance for civil users (though it does
not prevent jamming) [36]. Following Galileo, similar nav-
igation message authentication schemes are being planned
for other systems; for example, GPS ‘CHIMERA’ on L1C
and Satellite-Based Augmentation System (SBAS) mes-
sage authentication. There is also ongoing debate within
the space industry regarding the extent to which NMA can
protect users against SCER-based spoofing attacks [37].

4.2.3 Time-based and Doppler shift anomaly detection

Even without cryptographic aids, receivers can exploit
the laws of physics to spot spoofers. One tell-tale sign
of a spoofing attack is anomalous Doppler and timing be-
haviour. Real satellites are in motion relative to the re-
ceiver, so each genuine GNSS signal has a distinct Doppler
frequency that changes over time. However, a spoofing
device is usually at a fixed location relative to the tar-
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get and often broadcasts all counterfeit signals from one
spot, resulting in an identical static Doppler shift on all
signals. In other words, the forged satellite signals show
the same Doppler (or no Doppler change) across different
satellites, which is unrealistic for true GNSS signals [6].
Likewise, the geometry of spoofed signals may imply a
constant range or elevation angle to the ‘satellites’, again re-
flecting the fixed spoofer location [6]. Receivers can mon-
itor for these red flags: a cluster of signals with the same
Doppler or sudden, synchronised jumps in pseudorange or
time values (which cannot happen simultaneously on all
genuine satellites) indicate a likely spoofing or meacon-
ing attack [6]. Many present spoofing detection algorithms
evaluate on things like Doppler consistency, shifts in sig-
nal transit time, or modifications to the position solution to
automatically convey real signals from fraudulent ones.

4.3 Advanced cybersecurity defences

Current GNSS faces increasingly sophisticated cyber
and electronic threats; traditional countermeasures are no
longer sufficient. The emerging cybersecurity defences
for GNSS have been increasingly combine of intelligence,
resilience and trust through methods like AI/ML-based
anomaly detection, secure firmware management and cryp-
tographic authentication. These approaches are converg-
ing into a layered defence architecture that integrates de-
tection, life cycle security and signal integrity. These mea-
sures will be critical to ensuring GNSS reliability and re-
silience against future jamming, spoofing and cyber at-
tacks.

4.3.1 AI/ML-based GNSS anomaly detection

Due to the complicated spectral signatures of jamming
and spoofing, machine learning has become a popular ap-
proach to protect GNSS. Recent surveys show that in the
last few years, a variety of machine learning (ML) models
— from decision trees and support vector machines (SVM)
to neural networks — have been applied to classify nor-
mal versus attacked GNSS signal conditions [6, 38, 39].
ML algorithms are capable of analysing features includ-
ing carrier-to-noise ratios, signal quality metrics, position
residuals, and spectrum data to identify patterns that sug-
gest interference. High accuracy in spoofing detection has
been reported by researchers utilising supervised classi-
fiers with field-tested models. Decision trees and SVM ex-
hibited enhanced efficacy in distinguishing genuine cases
versus spoofed signals in multiple studies [6,38,39]. Like-
wise, neural network approaches (including deep learning
on raw signal samples or correlator outputs) have shown
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promise in detecting subtle or evolving attack strategies
[6,38,39]. The advantage of AI/ML methods is their abil-
ity to fuse many parameters and adapt to new attack signa-
tures; thus, incorporating Al-based anomaly detection in
GNSS receivers is a cutting-edge defense to rapidly flag
jamming and spoofing events that might evade traditional
thresholds.

4.3.2 Secure GNSS receiver firmware updates

Maintaining safe and current firmware on GNSS de-
vices is a crucial defensive measure. As GNSS receivers
become connected devices (e.g., in drones, vehicles, or crit-
ical infrastructure), they will encounter cyber vulnerabili-
ties like any other networked equipment. Makers and op-
erators need to use safe ways to upgrade firmware (digital
signatures for authenticity and encryption for privacy) and
to quickly fix any security holes found in receiver software.
Recent policy guidance from the U.S. and others explicitly
urges GNSS receiver manufacturers to improve the secu-
rity, integrity, and resilience of their equipment in the ever-
growing cyber threats [40].

4.3.3 Cryptographic methods for GNSS integrity

Researchers are working on a wider range of crypto-
graphic protections to check GNSS signals at several lev-
els, not just for navigation message authentication. The
main idea is to put cryptographic markers into GNSS sig-
nals or data so that a receiver can use math to check that the
signal is real. By adding unpredictable, secret-based fea-
tures to the signal (whether in the navigation bits or even
the spreading code), one can make it infeasible for an ad-
versary to forge the signal without the secret. As a gen-
eral principle, ‘adding cryptographic markers to satellite
navigation signals allows the receiver to verify that the sig-
nals are from real satellites and have not been tampered
with’ [41]. Current implementations and proposals include
digital signatures on nav messages (as in OSNMA and sim-
ilar schemes), symmetric- key sequences or one-time keys
for spreading code modulation, and delayed-disclosure pro-
tocols like TESLA that authenticate bits after a short delay.
For example, a navigation message authentication protocol
might use a combination of a public-key digital signature
and a hash-based one-time key (TESLA) to sign the data,
which ensures both authenticity and timeliness of the sig-
nal [41]. Figure 9 shows a high-level illustration of the
OSNMA process, which is built on the TESLA protocol,
where the authenticating key is broadcast with a delay for
all satellites, enabling both auto-authentication and cross-
authentication of data across different satellites [42].
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These cryptographic GNSS integrity measures are be-
ing standardised — Galileo’s OSNMA is pioneering one
approach, and GPS is testing the Chips-Message Robust
Authentication (CHIMERA) technique for future use. As
these technologies mature, they are expected to greatly
enhance civilian GNSS integrity by virtually eliminating
certain spoofing vectors (since an attacker cannot feasibly
fake the cryptographic components of the signal). In sum-
mary, adding cryptography into GNSS signals represents a
forward-looking strategy to bolster trust in GNSS-provided
position, navigation and timing information.

5. Future challenges and research directions

For the future challenges and research directions, we dis-
cuss three interconnected developments that are currently
shaping the future of GNSS protection. These challenges
highlight that the future of GNSS security will depend on
sustained innovation, coordinated policies and global co-
operation that provides the foundation for the concluding
discussion on resilience strategies and their implications
for critical space systems.

5.1 Quantum-resistant GNSS authentication

Current open-service authentication schemes, such as
the Galileo OSNMA, rely on a hybrid approach combining
symmetric TESLA-based message authentication codes
and a public-key trust anchor based on elliptic curve digi-
tal signatures (ECDSA). While effective against today’s ad-
versaries, these primitives are vulnerable to quantum com-
puting advances. In particular, Shor’s algorithm compro-
mises the ECDSA trust anchor and Grover’s algorithm re-
duces the effective security of symmetric schemes unless
key sizes are substantially increased. This implies that the
future GNSS authentication protocols must adopt quantum-
resistant cryptography that balances security with the se-
vere bandwidth and latency constraints of satellite navi-
gation signals. Recent studies indicate that lattice-based,
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hash-based signature schemes or hybrid models; com-
bining TESLA with post-quantum key distribution mech-
anisms, may provide an achievable option while main-
taining acceptable time-to-first-fix and message overheads
[43]. Further research has to consider the need for quantum
resistance with the strict time and spectrum constraints in-
trinsic to satellite navigation systems.

5.2 Al-enhanced GNSS security solutions

The development of sophisticated jamming and spoof-
ing attacks requires a shift from traditional rule-based de-
tection systems to machine learning-based solutions [6, 38,
39]. Deep learning models including convolutional neu-
ral networks (CNNs), recurrent neural networks (RNNs)
and transformers show high effectiveness in distinguish-
ing authentic GNSS signals from spoofed signals through
detailed analysis of correlator output patterns, carrier-to-
noise ratios, Doppler residuals and time-frequency signa-
tures [6, 38, 44]. The Al-based detection methods show
better performance than statistical methods by achieving
detection success rates exceeding 95% in laboratory tests
[45]. The implementation of these neural models proves
beneficial for unmanned aerial vehicle (UAV) navigation
and connected vehicle systems because they operate on
embedded hardware to detect spoofing attacks in real-
time [46]. The primary challenges for deploying Al-based
GNSS defences in safety-critical aviation and maritime en-
vironments involve protecting against adversarial machine
learning attacks and creating standardised testing datasets
and certification frameworks.

5.3 Space-based GNSS cybersecurity policy and regula-
tions

GNSS security depends on more than technical counter-
measures because policy and regulatory frameworks have
become equally important. The European Union Aviation
Safety Agency (EASA) work together with the Interna-
tional Air Transport Association (IATA) developed coor-
dinated mitigation plans for 2024-2025 to address increas-
ing GNSS jamming and spoofing incidents which require
standardised reporting methods and operational flight pro-
cedures and receiver performance requirements [47, 48].
The United States has established minimum security re-
quirements for PNT-dependent systems through National
Institute of Standards and Technology (NIST)’s PNT Cy-
bersecurity Profile [49] and Cybersecurity and Infrastruc-
ture Security (CISA) Resilient PNT Conformance Frame-
work [50] which focus on equipment design security and
operational system resilience.
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National and supranational policies now align at the
strategic level because the European Union (EU) Space
Strategy for Security and Defence (2023) and the proposed
EU Space Act (2025) enforce enhanced cyber-resilience
requirements for space operators while the United States
Space Policy Directive-5 established essential cybersecu-
rity principles for space systems that link to post-quantum
cryptography while they request states to track and re-
port and enforce regulations against intentional disrup-
tions. The international community currently uses stan-
dardised transition plans. The United Nations (UN) In-
ternational Committee on Global Navigation Satellite Sys-
tems (ICG) and the International Civil Aviation Organisa-
tion (ICAO) consider GNSS interference a security hazard,
instituting cybersecurity regulations for space assets and
GNSS systems through international agreements that com-
bine technological innovation with institutional and legal
safeguards.

6. Conclusion

As increasing numbers of industries rely on GNSS,
while jamming and spoofing attacks become easier to carry
out and more advanced, it is clear that space systems
require better cybersecurity right away. The evolution
of GNSS threats through SDR and Al-based interference
methods demands space systems to implement defence sys-
tems that combine electronic protection with cybersecurity
measures to achieve national security through resilience of
the GNSS system. To ensure that GNSS is reliable, re-
silient and sufficient to support global security, economic
activity, and safety-of-life applications, we require a multi-
faceted approach that includes advanced anti-jamming and
anti-spoofing technologies, cryptographic authentication,
Al-driven anomaly detection, secure firmware and compre-
hensive policy frameworks. The future will need constant
innovative concepts, especially in quantum-resistant cryp-
tography and powerful Al. Furthermore, international co-
operation and rules will need to be improved to boost trust
in GNSS-provided position, navigation and timing infor-
mation.
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Appendix A: Formulas

FSPLGps = 20log;(20200) + 20log,(1575.42) + 32.45
=20 % 4.305 + 20 x 3.197 + 32.45
= 86.10 + 63.94 + 32.45
= 182.49 dB
(1)

FSPLozss = 2010g;0(20200) + 20 log;(1278.75) + 32.45
=20 % 4.305 + 20 x 3.107 + 32.45
= 86.10 + 62.14 + 32.45
=180.69 dB
2
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