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RESEARCH

Hacking AI Chatbots for Critical AI Literacy in the Library
Heather Ford , Andrew Burrell , Monica Monin , Bhuva Narayan and
Suneel Jethani

Faculty of Design and Society, University of Technology Sydney, Ultimo, Australia

ABSTRACT
AI is seeping into the fabric of our information environment as
generative AI tools are increasingly used to search for and discover
information. Despite their promise for improving efficiency, AI
systems regularly produce errors (also known as ‘hallucinations’),
which demonstrate that uncertainty is a feature rather than a bug
of such systems. Despite this problem, we regularly hear stories
about people who have mistakenly used false information provided
by these tools in their communications and outputs – from
lawyers’ reports to government hearings. There is wide agreement
about the need for AI literacy to recognise how to use AI effectively
and ethically but less consensus on how AI literacy is best achieved.
A key component of many AI literacy frameworks is an
understanding of how AI works. Using a case study of a critical AI
literacy intervention in four Greater Sydney libraries, we argue that
instead of learning only about how AI works, AI literacy might
involve learning when, how, and why AI doesn’t work. The concept
of socio-technical error and uncertainty is a useful heuristic for
understanding AI – particularly in the context of information search
and discovery, a primary practice in both public and academic libraries.
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Introduction

One of the primary functions of the library is to support information search and discov-
ery, and this forms a key practice for librarians and library workers. Whether they are
working in academic or public libraries, librarians have always served as intermediaries
to support the information-seeking practices of the public when they help connect clients
to the right resources at the right time – where ‘right’ is determined by principles of
effective and ethical information use and re-use (see, for example, The Association of
College and Research Libraries’ Framework for Information Literacy for Higher Education)
(American Library Association, 2015).

Members of the public regularly engage in information seeking – as individuals (when
a nursing student tries to find what are the symptoms of shoulder injuries), as families
(when a child asks their parent how electricity is made) and as communities,
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organisations and groups (when a workers’ union tries to understand how conditions
differ across organisations).

In less than three years since OpenAI released ChatGPT to the public, generative AI
(genAI) has seeped into the fabric of our information environment and significantly dis-
rupted already changing practices of information search and discovery. The affordances
of information search have changed radically. Traditional search engines returned a list
of possible sources to answer an information query, but AI tools now provide direct, syn-
thesised answers to our questions (Ford, 2022). Instead of reading through multiple
lengthy articles, users can ask genAI tools to summarise long documents, compare per-
spectives across sources and extract key arguments or claims.

The rise of digital search and information discovery tools, and now generative AI
tools offers libraries significant opportunities to create recommendations and discovery
systems that respond to individual needs and connect people with resources in more
intuitive ways. But one of the key challenges for information seeking in the context
of genAI is the increasing prevalence of credibility bias: when users passively accept
statements from genAI tools without verifying them, simply because they look and
sound authoritative. We know about the widescale use of genAI because of the
highly publicised errors that have been introduced through their credulous use.
These include stories about an American lawyer who was fined because he submitted
fake citations originating from ChatGPT in a court filing (Carrick & Kesteven, 2023)
and Australian academics who had to apologise for their submission to a parliamentary
inquiry that included false claims against consultancy firms originating from Google
Bard (Belot, 2023). Examining these cases, it becomes clear that the problem with
genAI is not only that they make errors but that their design and the discourses that
surround them encourage credibility bias.

AI literacy has been signalled as vital to the maintenance and development of our
critical faculties in the wake of this threat. Libraries are key to facilitating critical AI
literacy. One of the foundational requirements of AI literacy among LIS workers are
critical skills and capabilities around information search and discovery. The ACRL’s
Framework for Information Literacy for Higher Education, for example, includes the
idea that all sources and their authority are ‘constructed and contextual’ (American
Library Association, 2015, p. 4) and that information seekers should ‘(remain) scep-
tical of the systems that have elevated that authority and the information created by
it’ (American Library Association, 2015, p. 4). In Australia, information seeking skills
required of (LIS) workers are articulated in the Australian Library and Information
Association’s Library and Information Services Workforce Framework (Australian
Library and Information Association, 2025) at multiple points. LIS workers need
to know how to ‘connect users with the resources they need at the right time and
place, and in the right format’ (Professional Knowledge 1) and to be able to
engage in ‘critical appraisal and synthesis of research literature’ (Professional Knowl-
edge 7) themselves.

Library workers already support information literacy in ways that take a critical
approach to information seeking. This approach is well suited to teaching AI literacy
in the context of radical changes to the ways in which we find and interact with infor-
mation, but libraries have faced challenges in having to adapt quickly to a rapidly chan-
ging information environment with the advent of AI (Cox, 2023). Yerbury and
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Henninger (2024), in a study of 30 Australian university librarians across New South
Wales, found that the majority often spoke of algorithms as a ‘black box’ and lacked algo-
rithmic literacy, situated within the broad range of information literacies, including
digital literacy; ChatGPT was specifically mentioned as a ‘game changer’. An analysis
of job advertisements for librarians in Australia from 2021 to 2023 found that the
term ‘artificial intelligence’ barely featured in them at all, ‘raising a question about
whether libraries are recruiting people with the required skills to adapt to an increasingly
globalised, ‘big data’ environment’ (Hider et al., 2023). Although many universities in
Australia have introduced an AI-powered chatbot, there have been a limited number
of contextual case studies of AI-powered chatbots in Australian academic libraries
(Mckie & Narayan, 2019), alongside some conceptual ones on AI in school libraries
(Oddone et al., 2024). We could find no studies of AI or genAI in the context of
public libraries in Australia, or of library users in general.

In this project, we seek to contribute to critical AI literacy research for the library
sector to ask whether (a) learning about why and how AI errors occur could be a
useful starting point to enable critical AI literacy in the library, and whether (b) there
are pedagogical principles that would make such learning more effective. To answer
these questions, we engaged librarians in the Greater Sydney region to collaboratively
develop a pilot AI literacy exhibition that experimented with AI errors. We found in
response to (a) that AI error could be a useful mechanism for understanding the
biases inherent in genAI systems, but also the mechanics of such systems. Applying ped-
agogical principles from co-design research and critical pedagogy, we articulate three
principles for advancing the practice of critical AI literacy in response to (b). First, we
highlight the importance of situating AI literacy in everyday practice by applying
social research methods to first understand the impact of AI in a particular context.
Second, we advocate a speculative design format to facilitate a reimagining of how AI
(could) work with learners and teachers alike. Third, we support AI literacy approaches
that adopt participatory research methods to co-design literacy outputs.

Our contributions to research and practice around AI literacy and critical AI literacy
are in relation to the content and pedagogy of critical AI literacy programs. First, we
demonstrate how the concept of AI error could be a useful component of critical AI lit-
eracy conceptualisations and curricula. Our core argument is that, instead of learning
only about how AI works, AI literacy must also involve learning when, how and why
AI doesn’t work. In this, we extend Mike Ananny’s argument that AI errors can be a
mechanism for ‘making generative AI a public problem’ (Ananny, 2024) when errors
are recognised as a feature of the system rather than an isolated incident. Learning
about how genAI models make errors certainly will not be the beginning and end of
AI literacy curricula but we argue that the topic should also not be relegated to the
vague category of ‘ethical implications’ in AI literacy curricula. The fact that genAI
models make errors and do so behind the guise of certainty has ethical implications
for our critical capacities and for questions of epistemic injustice, but it is also central
to understanding how genAI models function. Our second contribution is to establish
three principles for bringing together design and social research to enable public under-
standing of AI. In this, we contribute to emerging literature on critical AI literacy (Velan-
der et al., 2024) that benefits from a history of engagement with issues of power and
politics in knowledge production and circulation (e.g. Freire, 1970/2000).
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Literature Review and Theoretical Framing

Which AI Literacy?

There has been a flurry of writing about AI literacy circulating in the industry and aca-
demic literature with key differences emerging in how different groups frame the
problem of AI literacy. National governments and inter-governmental organisations
tend to situate the goals of AI literacy in terms of the skills necessary for increasing pro-
ductivity in the labour market. In line with other developed economies, Australia is
investing heavily in AI literacy but with a focus on the business sector. Framed as a
way to ‘harness artificial intelligence to grow our economy, support local industry and
create a more prosperous future for all Australians’, The National AI Capability Plan,
for example, features AI literacy as a primary means for growing the economy and
enabling workers to reskill (Department of Industry, Science and Resources, 2025).

The widescale availability of genAI tools offers opportunities to experiment with
new ways of doing things, with greater productivity, efficiency and creativity as poten-
tial outcomes. But these outcomes aren’t guaranteed. Alongside this potential, the
boom in AI has the potential to contribute to an accelerated depletion of natural
resources (Bashir et al., 2024), to threaten privacy protections as systems gain access
to large amounts of sensitive personal information (King et al., 2025), and to
weaken our critical capacities when engaging with AI (Skibba, 2025). How do we prac-
tically enable people to better understand these problems while not undermining their
opportunities to harness AI?

A more critical approach to AI literacy has emerged in scholarly literature and it is this
approach that is best placed to respond to the risks of credibility bias and the decline in
our critical abilities in relation to AI-enhanced infrastructures.

In their review of AI literacy discourse, Velander et al. (2024, p. 124) use Giroux
(1988) to explain the differences between ‘functional literacy’ and ‘critical literacy’ in
relation to AI. Whereas a functional approach aims to prepare the future workforce,
a critical approach seeks to enable people to be informed and to be critical consumers
and co-producers of AI. They evaluate current conceptualisations of AI that highlight
this distinction, from highly influential work in computer science that articulates what
everyone should know about how AI works (e.g. see Touretzky et al., 2019) and what
countries need to do to improve public understanding of AI concepts in order to reskill
and upskill the current and future workforce (e.g. UNESCO et al., 2019). They contrast
this functional approach with a critical AI literacy approach that focuses on empower-
ment and active contribution towards ‘alternative futures’ (Velander et al., 2024, p.
157). In this, they point to Leander and Burriss (2020, p. 1274), who write that
being critical is not only about analysing technology but rather acting to leverage
machines ‘to become more ethical assemblages with them’ (Leander & Burriss, 2020,
p. 1274).

While AI literacy enables functional use of AI systems, critical AI literacy equips
people to evaluate these systems within broader social contexts, question their develop-
ment and deployment, and participate in shaping how AI should be governed. Critical AI
literacy involves not just knowing how to use AI but understanding how to critique it and
engage with the social structures that produce and maintain it. Critical AI literacy asks
not how AI works but when, why and for whom AI does not work.
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Using AI Errors to Learn About AI
The problem of technological systems ‘not working’ has been the subject of a rich enquiry in
Science and Technology Studies, Media Studies and related fields. A significant strain of this
research has focused on AI errors (Ananny & Hudson, 2025; Barassi, 2023; Elish, 2019;
Marres et al., 2024). According to a leading figure in the study of socio-technical error,
Mike Ananny, AI failure plays a crucial role in educating publics about AI by acting as a
kind of revelatory moment – a disruption that exposes the sociotechnical systems behind
genAI and invites public reflection, critique, and engagement (Ananny, 2022, 2024).

Drawing on Dewey’s idea of public problem-making, Ananny argues that failures can
create publics – groups of people who become aware of shared concerns and begin to
organise around them. Failures reveal the hidden infrastructures, assumptions, and
power dynamics embedded in AI systems. When something goes wrong – like biased
outputs or misinformation – it forces people to ask, Why did this happen?, Who built
this system?, What values are encoded in it? (Ananny, 2024). Ananny writes that,
rather than treating AI as a domain for experts only, failures invite broader public par-
ticipation and collective sense-making (Ananny, 2024). Examples of AI failures disrupt
the idea that AI is neutral, inevitable, or purely beneficial. They challenge the idea that
AI problems are only technical and that they should be dealt with privately. Instead,
they show that AI is political, cultural, and ethical. Accordingly,

To grapple with generative AI effectively, consumers and developers alike need to see it not
only as biased datasets and machine learning run amok – we need to see it as a fast-emerging
language that people are using to learn, make sense of their worlds, and communicate with
others. In other words, it needs to be seen as a public problem. (Ananny, 2024, p. 88)

There are, however, barriers to using AI failures to enrol broader participation in debates
about AI, according to Ananny (2022, 2024). AI is often framed as a technical issue best
handled by engineers or computer scientists. This framing excludes broader publics from
engaging meaningfully with AI, reinforcing the idea that only experts can understand or
fix it. Influential figures – sometimes called ‘AI godfathers’ (Vincent, 2019) – portray AI
as either an existential threat or a miraculous innovation (Rothman, 2023). These narra-
tives can overshadow nuanced, systemic concerns and discourage democratic debate.
Journalistic coverage may either ignore complex AI failures or reduce them to sensational
headlines, which can distort public perception.

Can formal education help to enable a more systematic and nuanced approach to AI
errors? A number of public databases have emerged in recent years to capture AI tech-
nologies not working as planned. These include the AI Incident Database (2025), Awful
AI (Dao, 2023), and the AIAIIC database (AI, Algorithmic and Automation Incidents
and Controversies, 2025). There is emerging evidence (e.g. Feffer et al., 2023) to show
how these databases have been used to teach AI literacy and ethics, with instructors
finding value in their ability to move ethics from high level and conceptual to the con-
crete (Fiesler et al. and Feffer et al., 2023, p. 2). But, according to Knight et al. (2025),
when AI errors are used in computer science or engineering classes, the emphasis is
often on how errors can be ‘solved’ rather than accepting how they are socio-technically
produced by both humans and technologies working together. They also write that AI
errors in incidents’ databases are so thinly described, rarely from multiple viewpoints,
that they aren’t always useful for learning.
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Learning from AI errors has the potential to enable critical AI literacy, but this learn-
ing is dependent on how errors are situated and the pedagogical approach in which learn-
ing occurs. Instead of learning about errors in order to build ‘better’ tools, for example,
learning about errors could be aimed at building tools that encourage users to question
their apparent perfection, neutrality or authority. In this project, we set out to explore
how we might learn from AI errors in a project that focused not on improving the
tools (e.g. to make them more accurate) but on improving users’ critical faculties
when engaging with the tools. In other words, we asked the question: ‘Can AI errors
be used to teach AI literacy?’

Participatory Research, Learning and Design
Our approach is informed by the theories of participatory research and their related con-
cepts in learning and design. Participatory research is an approach to research where the
people being studied become active partners in the research process itself, rather than
passive subjects. It not only acknowledges local knowledge and perspectives but uses
this knowledge as the basis for research (van der Riet, 2008). It fundamentally reimagines
who has the authority to create knowledge and for what purposes.

Participatory learning advocates for problem-posing education where teachers and
students engage together in a collaborative process of questioning, reflecting, and learn-
ing from each other (Freire, 1970/2000). It sees learners not just absorbing information
but rather actively participating in an analysis of their reality and working to transform it.
Through participatory dialogue, learners develop critical awareness of the social, politi-
cal, and economic forces shaping their lives, empowering them to become active agents
of change rather than passive recipients.

Also connected is the concept of participatory design, which facilitates the direct
involvement of people in the co-design of the technologies they use (Kensing & Blom-
berg, 1998). Rather than designers creating solutions for users based on their own exper-
tise and assumptions, participatory design brings users into the design process as
partners with legitimate expertise about their own needs, practices, and contexts.
Users aren’t just consulted or tested on – they help shape the design itself.

In the context of AI literacy, we apply the concepts of participatory research, learning
and design to the content and pedagogical approach of our AI literacy project. In
terms of content, we focus on understanding the implications of genAI for knowl-
edge representation and knowledge discovery. This incorporates research on the
representative features of genAI answers including how data structures, categories,
and classification systems shape social reality. We also recognise that certain peda-
gogical approaches are more closely aligned to the goals of critical AI literacy. If the
goals are to enable active orientations among citizens who are able not only to cri-
tically use the technology but also envision alternative futures in more ethical assem-
blages with AI, then the methods for enabling such orientations must mirror the
same engagement with knowledge power and politics reflected in those positions.
We therefore approach critical AI through the lens of critical pedagogy, positioning
the learner as a co-creator of knowledge. This requires a recognition that librarians
already have a well of foundational knowledge relevant to developing their AI lit-
eracy that they can draw on when genAI is applied to improving existing practices.
Finally, we apply the practices of participatory design to work with participants to
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reimagine the technologies that they use in everyday practice. This requires learning
about how LIS professionals already engage with knowledge technologies in their
everyday practice.

Methods

Our project set out to answer the following research question:

Can learning about genAI errors enable critical AI literacy in the library?

We also reflected on what pedagogical principles might make such learning more
effective (see discussion and conclusion).

The project was led by a team of five design and information researchers, and we
adopted a social research-informed, co-design method to suit our theoretical framework
identified above. A group of fourteen librarians from four libraries in the Greater Sydney
region participated in the project. We selected one university library (University of Tech-
nology Sydney), one library within a vocational education provider (TAFE NSW) and
two public library groups (Parramatta and Sydney City libraries). Librarians (n = 14)
were selected by participating libraries if they were client-facing and/or had an interest
in genAI. Ethics approval for the project was obtained from UTS (UTS HREC REF
NO. ETH24-9262).

In order to answer our research question, we used a survey (phase 1) to establish the
baseline (reported) literacy levels among our cohort and in-situ interviews (phase 2) to
better understand how genAI was extending or disrupting librarians’ everyday practice.
In the final phase of the project (phase 8), we issued a follow-up survey to compare how
the intervention impacted librarians’ (reported) abilities to conduct genAI-related tasks.
Also in the final phase, we discussed the survey results with participating librarians to
check our findings and help participants explain them.

In order to use AI errors to enable effective learning, we adopted a co-design, partici-
patory approach where librarians would learn by co-designing AI literacy exhibits for
their libraries with the research team. The project involved both social research and
co-design research methods over eight key phases as detailed in Table 1. Librarians
were introduced to the concepts of AI error and uncertainty and invited to experiment
with these concepts using genAI tools and paper-based prototyping in the first workshop
(phase 3). Design researchers designed a prototype based on data from the first workshop
(phase 4), which was presented to participants in the second workshop (phase 5). After
iterating on the prototype (phase 6), design researchers and social researchers worked
together to develop the exhibition in collaboration with participating libraries (phase
7). Researchers reflected on their methodological and pedagogical approaches in order
to recognise what made learning in this format effective and what more needed to be
done in future instantiations of the project.

Findings

In the pages that follow, we explain how the project evolved in each of the eight stages
and what we learned about the possibilities for using the concept of AI error to facilitate
AI literacy among librarians and their clients.
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Phase 1: Pre-workshop Survey

A pre- and post-workshop survey was submitted to the 14 participating librarians in
order to gauge their perceived AI competencies prior to and after participation in the
project. Our survey questions were equally divided into those referring to confidence
in their own ability to perform genAI tasks (e.g. ‘knowing how to evaluate answers
from LLMs’) and in supporting their clients (e.g. ‘advising a client on how to evaluate
answers from LLMs’). Participants were invited to justify their choice for every question
in qualitative comments.

The pre-project survey indicated that some participants had no experience with
using LLMs prior to the project. One participant wrote in the pre-project survey ‘I just
Googled what an LLM is’ and another stated in qualitative comments that they hadn’t
used LLMs. In stark contrast, another participant said that they used ‘Copilot or
Claude almost every day’ with another declaring high confidence in helping clients
‘engineer their prompts’. This difference can be explained by the fact that academic
librarians have had their roles significantly more affected by genAI than public librarians
and have had to adapt accordingly. This difference was highlighted during the next
(interview) phase.

Phase 2: Interviews

Interviews took place in situ at all but one of the four participating libraries (see appendix
A). 14 librarians were interviewed in 2024. The premises for one library group were
undergoing renovation during the interview period, and so these interviews took place
online. Interviews (ranging from approximately 45 min to an hour) included questions

Table 1. Key phases of the project.
Phase Description Purpose

Phase 1: Pre-workshop survey Anonymous pre-workshop survey (n = 14) to
determine librarians’ current AI confidence
levels

Gauge starting literacy levels (self-
reported, not assessed)

Phase 2: Interviews In situ interviews asking librarians questions
about their current attitudes and practices

Understand current practices and
attitudes

Phase 3: Workshop 1 First co-design workshop with librarians where
the initial dataset was co-created

Facilitate introductory learning
among participants

Phase 4: Prototype design Design researchers developed a prototype of a
‘misbehaving’ chatbot using the co-created
dataset

Develop prototype based on
workshopped data

Phase 5: Workshop 2 Second co-design workshop with librarians
where the prototype was presented for
feedback and where they examined and
reimagined the interface design of genAI
tools

Further learning among
participants + receive feedback
on prototype

Phase 6: Prototype Iteration Design researchers iterated the prototype in
response to the feedback and activities of
Workshop 2

Prototype iteration based on
workshop feedback

Phase 7: Exhibitions The Making of Misbehaving Machines exhibited
for library clients at partner libraries

Exhibitions solidify learning by
participants and engage library
clients

Phase 8: Evaluation Anonymous survey (n = 10) to determine
librarians’ confidence level changes as a
result of the project and final workshop to
discuss draft results, lessons learned and next
steps

Evaluate (self-reported) literacy
levels
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about librarians’ everyday practice, how they supported and practiced information
search and discovery and their experiences with genAI. Data was analysed inductively
by at least two members of the team who developed analyses independently and then
met to share results and develop a shared understanding before consulting with the rest
of the research team and project participants during the first workshop. We do not
have the space here to discuss all the results from the interviews but provide a high-
level summary here.

From the interviews, we learned more about how librarians’ everyday practice with
genAI was fuelling their literacy levels reported in the survey. While a few librarians
regarded genAI with some trepidation, a consistent theme emerged across interviewees
that genAI is either useful or could be useful for their everyday practice. Some librarians
talked about the benefits of genAI in helping them craft the kinds of documents and pre-
sentations that can occupy a large part of their time and take their attention away from
other duties. This included crafting attractive materials for staff and getting started on
larger projects. In one case, a librarian used ChatGPT to start a draft on a policy that
could otherwise take months to develop. For a small minority, genAI has become an
indispensable part of their daily working life.

Some of those in the public libraries welcomed the potential of genAI chat services
to provide standard answers and solutions to the common questions and problems that
frequently arose in the library. The chat interface could allow people to seek infor-
mation in natural speech without knowledge of websites or search techniques and to
find answers about opening hours and reading advice, or even instructions on how
to print.

In academic institutions, we learned that course instructors have often and increas-
ingly requested consultations and workshops from the library for how to handle the
rising presence of genAI. A particularly pressing need was how to craft assessments
that could avoid some of the tool’s worst implications for academic integrity and misin-
formation. Through correspondence, drop-ins, and consultations, librarians were
working with these staff to collaborate on effective solutions including AI study guides
where the focus was on helping clients encounter new tools productively.

Even though the academic librarians we spoke to rarely received questions about AI
from students, it was becoming increasingly obvious that genAI was being used exten-
sively. Despite the lack of official requests for help, librarians in educational institutions
were noticing the increasing use of genAI services through the presence of fictional refer-
ences. This typically surfaced when students asked librarians for help to find a reference,
later revealing that it was generated by Copilot or ChatGPT when the reference could not
be found. One of the librarians we spoke to described this as ‘chasing reference ghosts’.
Librarians reported that students have asked for advice on how to improve their texts
when they have clearly been generated by AI and when the output is fundamentally a
mismatch for the task.

Librarians from the public libraries said that some clients were uncomfortable
or actively distrustful of new technology generally. They said that people sometimes
flagged a general awareness of AI and other technology from the news but tried
to avoid adding greater complexity to their lives by using new technology or
because they wished to preserve their privacy by staying away from data-intensive
technologies.
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Phase 3: Workshop 1

In the first workshop with our 14 participants, same as the ones we interviewed in Phase
2, we presented the initial results of the pre-workshop survey and the pre-workshop
interviews, articulating to participants the challenges and opportunities that they were
collectively facing in relation to genAI. The research team introduced the project’s
focus on the problem of AI error and uncertainty and talked through examples of hallu-
cinations and their implications. The purpose of this introductory framing was to articu-
late the key problem that the group would be working on by drawing from concepts and
theories familiar to librarians.

They learned that genAI systems are trained on data that has gaps, biases and inac-
curacies (Barocas et al., 2017; Suresh & Guttag, 2021) and that genAI tools are designed
to present themselves as neutral, objective and certain despite these inherent uncertain-
ties. The team presented the group with examples of hallucinations and errors. Some
were humorous (e.g. when Google’s AI Overviews responded to the query, ‘how many
rocks should a child eat?’ by falsely claiming that UC Berkeley geologists recommend
‘eating at least one small rock per day’) (Barrabi, 2024). For others, the harmful conse-
quences were clear – both for individuals and for principles of democratic decision-
making. For example, when asked ‘What role did Brian Hood have in the Securency
bribery saga?’, ChatGPT falsely named Hood, the mayor of a Victorian town, as a
guilty party in this foreign bribery scandal when he was actually the whistleblower
(Swan, 2024). In another example, Australian academics had to apologise for making
false AI-generated allegations against big four consultancy firms as part of a submission
to a parliamentary inquiry (Belot, 2023). In every case, participants learned how errors,
biases and hallucinations can have harmful consequences if users fail to critically inter-
rogate or verify claims that they receive from AI systems.

Activity 1: Experimenting with Purposeful and Responsible AI Design
Participants worked in groups to think about the characteristics of purposeful and
responsible use of AI to support information discovery in the library. They started by dis-
cussing what was important when they were helping someone discover and assess infor-
mation and what the important characteristics or qualities of systems used to access
information were. They then asked ChatGPT to list 6 key characteristics of purposeful
and responsible use of AI in information search and comprehension in the library. Par-
ticipants were encouraged to ask ChatGPT to attribute what it produced, check if this
reference existed, and prompt ChatGPT if it returned references that did not exist. For
some librarians, this was their first experience using ChatGPT. Finally, the participant
groups worked collaboratively to write their own characteristics list and compared it
to the one generated by ChatGPT (Figure 1).

Activity 2: Making Datasets Together
In the second half of the workshop, researchers and participants worked together to make
a dataset of questions and answers, as well as prompts that could be used to change how a
large language model answers questions. Participants explored the types of questions
they imagined an AI could answer and what types they imagined an AI could never
answer. They then placed these questions on a large-scale paper worksheet that
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allowed for the placement of questions on sticky notes across two axes – the first ranging
between the mundane to the absurd and the second aligning to the questions’ ‘answer-
ability’ by the AI, i.e. the extent to which they believed an AI could answer it (or not).
For example, the question ‘What is the capital of New Zealand?’ was ranked by a partici-
pant as both mundane and highly answerable. Whereas another participant ranked the
question ‘Where will humans live in 3099?’ as absurd and highly unanswerable. Thinking
about and ranking these questions provided a useful mechanism for understanding both
the limits and potentials of using LLMs as a tool for information search and discovery
(Figure 2).

For another worksheet, participants then made up their own answers to these ques-
tions and ranked them by placing them on an axis of ‘correct’ or ‘useful’ answers at
one extreme and ‘uncertain’ or ‘misbehaving’ answers at the other. Coming up with
different types of answers and ranking them offered a way for participants to discuss
what kind of answers demonstrated different forms of machine misbehaviour.

Finally, participants wrote their own prompts for ChatGPT that mimic ‘system
prompts’ by priming the model with an initial framing for answering questions.
System prompts are types of instructive prompts that steer the way a model answers
questions. Participants asked ChatGPT to, for example, ‘Please answer as if you are man-
splaining’ or ‘as if you were Donald Trump’. Figure 3 shows an example of a system
prompt and how it changed ChatGPT’s responses to questions.

After providing these prompts to ChatGPT, we asked it several questions and ranked
how much we thought the prompt caused ChatGPT to misbehave. These prompts were

Figure 1. Worksheet used by participants during Activity 1 of the workshop.
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then ranked from ‘behaving’ to ‘misbehaving’ on a common worksheet. The contents of
these worksheets served as the dataset for Phase 4.

Phase 4: Prototype Design

After the first workshop, the design researchers developed an initial prototype for what we
called our ‘misbehaving machine,’ which we would eventually exhibit in participating
libraries. The dataset from the first workshop was used to create a larger generated ‘syn-
thetic dataset’ by using the original question-answer pairs as a template to generate
further question-answer pairs from a large language model. This combined dataset was
then used to fine-tune the openly accessible tiny-llama model. TinyLlama (Zhang et al.,
2024) was used to conduct fine-tuning because it is a freely accessible open-source

Figure 2. Example of a subset of questions and their ranking. The above ranking of the questions
between ‘I imagine an AI could answer this’ and ‘I imagine an AI could never answer this’ was set
by the participants.

Figure 3. System prompt and response from ChatGPT version GPT-4o.
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model that is very lightweight and able to be fine-tuned on relatively modest hardware. As
we were also looking to run our final project on the energy-efficient Raspberry Pi hardware,
using a lightweight model such as this was also an important ecological consideration.
While providing insight into some of the inner workings of the model, we found that
the inconsistency of the model’s performance inhibited sustained engagement and under-
standing among a wider audience. Continuing to experiment with fine-tuning, we turned
back to our participants to iterate on what was essentially quite an erratic model.

Phase 5: Workshop 2

Activity 3: Speculative Interface Design
The prototype was demonstrated in a second workshop where we realised that the pro-
totype did not, indeed, provide a way to engage with the concept of machine misbeha-
viour and uncertainty effectively. Changing tack, we worked with participants to think
about alternative interfaces for engaging with the question-and-answer functionality of
genAI tools. Participants were provided with a curated set of images of both real and ima-
gined interfaces and machines and they worked in groups to collage speculative inter-
faces for the misbehaving machine. The objective of this activity was not to collage
what would become the final interface of the misbehaving machine, but instead to con-
template machine interfaces and what we would like to them to communicate about the
affordances, functionality, uncertainties and potential risks of the LLMs that are often
hidden or suppressed in conventional interfaces.

Phase 6: Prototype Iteration

The design researchers then developed a second iteration of the misbehaving machine that
worked by prompting a local LLM – Meta’s Llama3.2 – with a system prompt and then a
question, both randomly selected from the dataset. For this stage of the project, we chose
Llama3.2 over TinyLlama as it was significantly more robust in its apparent sensemaking,
ran smoothly on the lightweight hardware we were proposing, and, perhaps most impor-
tantly, had robust guardrails, meaning that we could be relatively sure it would not produce
offensive material when left to run unattended in the public library setting.

Ultimately this aligned much more strongly with our goals, in that it demonstrated
more directly how these systems are prone to (and can be manipulated towards) error.
The machine’s interface displayed the system prompt that was guiding the model’s
behaviour, the question that the model was asked and the resulting answer, as well as
an ‘uncertainty’ rating for each prompt-question pair. This playful rating was calculated
by multiplying the ‘misbehaviour’ rating of the system prompt by the ‘absurdity’ rating of
the question and then dividing this by the ‘answerability’ rating of the question. This
simple algorithm created a space for speculation about the uncertainties inherent in
machines that act as knowledge providers through conversational models.

Phase 7: Exhibitions

After designing an exhibition setup that included a modified computer screen for display,
printed posters and postcards, and designing and programming the model interface, we
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coordinated with the four participating libraries to exhibit ‘The Making of Misbehaving
Machines’ over a four-week period in November 2024. The exhibition posters depicted
the three steps to creating our Misbehaving Machine along with a monitor demonstrat-
ing the custom-designed chatbot interface powered by a RaspberryPi. The interface was
constantly moving through a series of randomly selected questions that were responded
to according to different prompts (Figure 4). The posters explained the problem of AI
error and hallucination on which the exhibition was based and included a visualisation
of questions and system prompts created with the librarians and their rankings
(Figure 5).

Visitors could take away a postcard depicting one of the errors highlighted on the
posters and with a call to action to ‘Always go elsewhere to verify answers’ from
genAI (see Figure 6). On the back of the postcard was a QR code that visitors could
use to access the project’s website, and through an online form, contemplate and
submit what question they would like to ask of the misbehaving machine. As with the
same task given to the librarians, library visitors were tasked with rating their questions
according to their answerability and absurdity.

Phase 8: Evaluation

When the exhibition concluded, we submitted a post-project survey to participants (n =
10) where the results indicated a general improvement in confidence across all dimen-
sions as a result of librarians’ participation in the project. Minimum confidence levels
improved across four out of the six categories (from somewhat disagree to agree) as

Figure 4. Image of the poster explaining how misbehaving was calculated and how the system works.
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can be seen in Table 2 below. There was a higher increase in confidence in questions
relating to librarians’ confidence in supporting (advising and helping) roles (i.e. +1.18
increase) versus confidence in their own (using and knowing) abilities (i.e. +0.72
increase). Confidence in helping a client to use LLMs to answer a question saw the
largest improvement (+1.53).

For two respondents of the post-project survey, the project didn’t improve their confi-
dence in using genAI tools. In their qualitative comments, one wrote that ‘This project
had very little impact compared to just using LLMs in my workday’ and another that
they didn’t think their confidence levels ‘changed as a result of my participation in the
project’ because they were ‘already aware of the limitations of LLMs’. For one of the
two respondents, the project at least validated their understanding. They wrote: ‘I was
already pretty confident in my ability, and participation has reinforced that my confi-
dence was well-placed’.

Understanding the limitations of genAI-enabled participants to give better advice on
when and how they should be used. Some of this advice came from the participants them-
selves; when the initial analysis of the interview data was presented to participants in
workshop one, they learned about ghost citations, which helped them to understand
‘the actual capacity of the machines to evaluate the reliability of their answers’. This
was especially useful for librarians trying to understand the real benefits of genAI
from the perspective of their clients. ‘Understanding the process of how the machines
work gives me more stable ground for assisting clients’ wrote one librarian.

Figure 5. Image of ‘The Making of Misbehaving Machines’ exhibition at UTS.
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For participating librarians, the project was useful for understanding what genAI tools
are useful for by understanding their limitations. According to one librarian, ‘The project
highlighted the negative side of LLMs’ and ‘opened my eyes to how deceptive the appear-
ance of some answers are’. Those who entered the project with little or no experience
using genAI tools saw the steepest improvements to their confidence levels. One librarian
wrote: ‘I actively avoided LLMs before this project, but now having ‘peeked behind the
curtain’, feel like I can manage to use one reasonably well’. For others, especially
public librarians, it gave them ‘important ‘time out’ with the [academic] team and
other librarians to think more deeply about what the models are, what they can and
can’t do’. Another wrote that ‘we now run workshops on LLMs’ to demonstrate how
their learning has enabled further training in their community.

Confidence improved in librarians’ own ability to use LLMs but the largest gains were
in the ability to support clients’ use of LLMs. Learning through practice in a collective
was the vehicle for their increased confidence. One librarian wrote that ‘Practicing
with the group definitely helped with understanding how to explain things to people’

Figure 6. Image from the postcard (QR code at the back) that visitors could take away with them and/
or use to submit their questions.
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and another that ‘being part of discussions… led to more reading and becoming aware of
more uses’. The project, in other words, was a catalyst to further learning outside of the
workshops.

In the final project review workshop, participants discussed their experiences with the
exhibitions and responses to the final survey. Participants discussed how library clients
(and some librarians) were either afraid of AI (which meant that they refused to exper-
iment with tools) or they were blindly using AI because it is already so steeped in every-
day information tools (e.g. Google overviews, MS Office suite, etc.). In both cases, the
problem is the lack of agency and critical engagement with genAI, which they felt was
important for librarians to work against.

Discussion and Conclusion

Learning Through (AI) Error

Globally, libraries and their resource providers have used AI for knowledge discovery, for
literature search, for text and data mining, and for several back-end operations for over a
decade (Cox &Mazumdar, 2024). But genAI poses new questions for the library, particu-
larly in relation to AI literacy. The AI in the library pilot project aimed to test whether it
was possible to learn about AI by learning about how, when and why AI doesn’t work and
whether design and information researchers could work together with library partici-
pants to deliver learning outcomes.

What is interesting about the results is that the project improved librarians’ confidence
in their ability to evaluate the results of genAI tools at the expense of those tools. Accord-
ing to one participant, ‘now my lack of confidence is in the LLM, not in my ability to
prompt it’. The project saw an exchange of agency: from seeing the technology as all-
powerful and themselves in relation to it as insignificant, to gaining confidence and
agency when they learned how the system was weak in particular ways. The practice
that enabled this improved confidence was the ability to ‘question responses’ they

Table 2. Confidence in performing LLM related tasks: Pre-project and post-project survey comparison
(Note: * Confidence levels were scored by participants on a 6-point scale where: 1 = Disagree, 2 =
Somewhat Disagree, 3 = Somewhat Agree, 4 = Agree and 5 = Strongly Agree).

Confidence dimension
Pre-project
(n = 14)

Pre-
project
min.

Post-
project
(n = 10)

Post-
project
min. Change

Average across
dimensions

Personal Using LLMs to answer a
question for myself

4 2 4.7 2 +0.70 +0.72

Knowing what to use
LLMs for

3.92 2 4.7 2 +0.78

Knowing how to
evaluate answers
from LLMs

4.42 2 5.1 4 +0.68

Supportive Helping a client to use
LLMs to answer a
question

3.17 2 4.7 4 +1.53 +1.18

Advising a client on
what to use LLMs for

3.58 2 4.7 4 +1.12

Advising a client on
how to evaluate
answers from LLMs

3.92 2 4.8 4 +0.88
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received from genAI tools. In other words, not only to be able to ask the tool the right
question, but also to be able to question the answer as well.

This is the real power of learning about AI through AI error. While learning about AI
errors might be relegated to the ‘ethical AI’ section of a general introduction to AI course,
it can be much more. Cases of AI error can help us understand what the impact of genAI
is. They can also, ironically, help us to learn about how AI works because, in order to
understand why an AI hallucinates, we need to know how it generates answers and
learns from data. Finally, and most importantly, however, learning about AI through
AI error helps to better calibrate our relations with genAI tools: from passive consumer
to actively questioning results and capabilities, and imagining how tools could operate
differently.

Key to making AI error a transformative learning experience towards critical AI lit-
eracy are the ways in which learning is structured. We offer three pedagogical and meth-
odological choices that guided our engagement with one another across disciplines
(design and social research) and with our (library) participants to enable such learning.

Situate AI Literacy in Everyday Practice
Wemade the decision early on to situate our AI literacy engagement with library workers
in the context of their everyday practice. Open educational resources for AI literacy are
now readily available, but they are generic and usually separate the topic of ethics from
the ‘main’ topics of AI literacy. Instead, we used social research methods to better under-
stand the lived reality of our participants before we started co-designing the literacy inter-
vention with them. Through this, we recognised that the area of practice in which
librarians are most likely to encounter genAI is in their support of information search
and discovery.

The librarians we interviewed worked in libraries that are quite different in size and
functionality: from small, public, branch libraries to large reference libraries located in
tertiary institutions. Despite the diversity, all librarians supported information search
and discovery to a lesser or greater extent and strengthening their ability to conduct
such tasks. This became the key focus of our project.

Situating learning in the context of information search and discovery was key to the
success of the project because it changed the orientation for learning. It made the tech-
nology more accessible and the learning more relevant and ethically grounded. Learning
through everyday practice of searching and discovering information helped librarians,
regardless of how well they thought they understood AI, to better recognise how AI
was affecting their lives. This fostered deeper engagement and curiosity. It also demys-
tified the technology, helping participants move from being passive users to active par-
ticipants who felt that they could shape how AI is used in their communities or
professions.

Apply Speculative Design to Facilitate a Reimagining of How AI (Could) Work

Co-creating an unconventional dataset andmaking a misbehaving machine created space
for the librarians, and later the public, to engage with AI error as a problem that requires
more than ‘private’ troubleshooting by software companies (Ananny, 2022). The specu-
lative design format involved proposing and making an AI system that is contrary to how
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conventional AI is commonly made and behaves. It enabled participants to imagine how
things could be otherwise and foster discussion on the shared public consequences of
genAI in the context of our search for information.

Speculative design practice has typically involved creating hypothetical products,
systems or services and using visualisation to explore how they might produce
different ‘nows’ or futures. These visuals then serve as prompts for critical discussion
(Dunne and Raby 2013, p. 2). We go beyond these developed forms of speculative
design through the critical practice of closely engaging with technologies such as datasets,
underlying code, models and interfaces as material for speculative prototyping. This
process facilitated both material imagination and experiences of different possibilities
for genAI, allowing for critical inquiry and discussion. The workshops were more than
a means to an end; they were in themselves a research methodology that had their
own outcomes as they aimed to develop literacy not just about how genAI works but
in service of the ability to question the capabilities of models as well as to critically
analyse model responses.

Engage in Participatory Research Methods to co-design Literacy Outputs
It was critical that the speculation in this project be collaborative. A co-design research
method allowed both designers and non-designers to work together and speculate collec-
tively in a process of co-creation that drew on ‘an ecosystem of practices across many
disciplines’ that aims for ‘public good’ (Cizek & Uricchio, 2022, p. 43). As a research
method, co-design involves co-creation of research and design outputs with research par-
ticipants. This was achieved by using ‘tools for ideation and expression’ developed by the
designer researchers, such as the workshop activities, which engaged with librarians as
experts (Sanders & Stappers, 2008). It was not essential that participants were already
familiar with or experienced in using genAI. In fact, pre-existing knowledges and com-
munal expertise can offer critical ways in which to evaluate and utilise unfamiliar tech-
nologies (Abdilla et al., 2021; Munn, 2024). Cizek and Uricchio (2022) point us towards
the notion of co-designing with the ‘AI’ systems themselves, asking what it means from a
cultural and phenomenological perspective to work ‘with’ rather than ‘on’ these emerging
technologies as they become enmeshed in our lives – a (digital) part of more-than-human
ecologies.

The benefit of situating the co-design exercise within such methods enabled learning
among both researchers and library participants. Collecting data about librarians’ prac-
tices enabled the research team to learn about and incorporate librarians’ expertise into
the design project prior to the workshops. Sharing data and research about AI error
enabled librarians to develop a sophisticated understanding of the problem of AI error
which was further reinforced through workshop exercises.

Our project was a pilot to develop methods and ways of working together to produce
positive learning outcomes for librarians and their clients. We plan to further develop the
project to make exhibits more mobile and learning materials virtually open and accessi-
ble, to enable further opportunities for librarians to learn about genAI so that they can
better support exhibits, and to expand opportunities for visitors to further engage with
the exhibit. For now, we have demonstrated how generative it could be for AI literacy
initiatives to experiment with the concept of AI error and uncertainty at a local level if
those initiatives are situated, speculative and participatory. There is much more work
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to be done across a much larger cohort, and our approach is but one among many
working towards the goal of AI literacy for all.
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Appendix

Interview Guide

(A) Introductory questions.
(1) Can you tell me the story of how you came to work as a librarian?
(2) Can you describe a typical day’s work for you at the library?
(3) How do you usually support queries from library clients about how to find information

on particular topics? What tools, resources and processes do you use?
(B) Supporting information discovery.
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(1) I would like you to recall a specific incident where you were gathering information for a
client on a particular topic.
(a) [Prompt to recall/describe]
(b) For what purpose were you gathering this information?
(c) Tell me a little bit about what this process looks like for you. [Have them tell you

how they go through this process from start to finish]
(2) Can you talk about what that experience was like?
(3) Describe to me how you went about finding that information.
(4) What types of information did you look for? (primary/secondary/tertiary sources,

scientific articles, experiential stories, statistics)
(5) How did you decide which type of information would be most beneficial for your

needs?
(6) Was there anything you didn’t find credible? Why? How did you know it wasn’t

credible?
(7) How did you decide what information was relevant versus irrelevant? (i.e. How did you

decide which information is usable?)
(8) How did you know a source was credible? What indicates that to you? How did you

know?
(9) What was the most challenging part of this process? What was the easiest?

(10) Did you seek assistance and/or collaborate with others? If so, what did that process look
like?

(11) How did you see your role in relation to information? How did you see yourself?
(C) Generative AI

(1) Have you used ChatGPT before?
(2) What is your level of confidence in being able to support clients’ use of chatGPT?
(3) What do you think generative AI is useful for?
(4) What queries do you receive from clients about the use of generative AI tools like

ChatGPT?
(5) What resources does the library have to support you and your clients’ use of generative

AI tools such as ChatGPT (if any)?
(6) What are the challenges in continuing to support your clients’ search and discovery of

information in the face of generative AI tools like ChatGPT?
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