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Abstract— Identity verification is a critical compo-
nent of financial data and systems security and privacy
preservation, and is required by regulatory guidelines
to ensure compliance with regulatory requirements
and to aid in fraud prevention. With advances in
artificial intelligence (AI), deep learning, and statistical
methods, financial institutions are increasingly adopt-
ing multifactor authentication (MFA) that incorporates
biometric-based approaches to perform authentication
of identities for access to accounts, records or data and
for verification of decision making and confirmation of
actions.

This paper presents a systematic review of current
methodologies that utilize facial recognition, voice bio-
metrics, and other data for identity verification in
financial institutions. We explore the effectiveness and
challenges associated with these approaches, highlight-
ing recent developments in Al-driven models, deep
learning architectures, and statistical techniques. In
addition, we discuss the integration of multimodal
biometric data and the decision and access systems that
are developed for MFA approaches to improve security
and accuracy. This review offers insights into the future
of biometric identity verification in the financial sector.

Our findings suggest that the integration of multi-
modal data in financial applications could serve as a
valuable avenue for future research and practical appli-
cations. In addition, investigating the role of biometric
authentication in back-end systems is an important area
worth further exploration.

Keywords — Biometrics, ID Verification, Artificial
Intelligence, Financial Security

I. INTRODUCTION

As cyberattacks grow in frequency and sophistica-
tion, ensuring secure and reliable identity verification
has become more critical than ever to safeguard fi-
nancial systems. Identity verification supports secure
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access to data and records, authorizes transactions,
and supports effective risk management. It also en-
ables financial institutions to comply with regulatory
frameworks while mitigating the threat of fraud and
unauthorized activity.

Traditional methods, such as single factor authen-
tication that has traditionally focused on document-
based verification based on signatures or passwords,
are becoming less effective against sophisticated
threats. The development of IP address tracking, or
pin verification systems based on authenticator apps
or sms text messages has failed to act as the best
standard of security in financial data/account access
as threats improve in sophistication with malware on
computers, such as IP masking and phone sim card
jacking.

The 2020 Twitter breach demonstrated critical
security failures when hackers compromised high-
privilege internal accounts through social engineer-
ing, hijacking over 130 verified accounts to promote
Bitcoin scams. This incident revealed systemic vul-
nerabilities in traditional access management, par-
ticularly overreliance on single-factor authentication
and inadequate employee privilege controls. While
Twitter responded by implementing MFA and least-
privilege principles the financial sector remains ex-
posed to similar risks.

With advances in artificial intelligence (Al), deep
learning, and statistical techniques, financial institu-
tions are moving towards biometric-based authenti-
cation, leveraging facial recognition, fingerprint scan-
ning, and behavioral analytics to enhance security
and streamline the verification process. This transi-
tion not only strengthens fraud prevention, but also
improves the user experience by offering seamless
and reliable identity authentication solutions. Indus-
try reports [1] highlight the increasing risk of cyber
threats and the need for robust digital ID verifi-
cation in financial services. Al enhances security
by automating identity checks, reducing fraud, and
improving compliance and data privacy.

While identity verification methods are well-
explored in engineering domains, their application
within the financial sector remains relatively underde-
veloped. This paper addresses this gap by presenting
a systematic review of identity verification techniques



across key functional areas within financial institu-
tions. It offers industry practitioners and researchers
critical insight into how recent advances, particularly
in artificial intelligence, are enhancing biometric-
based authentication for tasks such as customer on-
boarding, transaction authorization, fraud detection,
and regulatory compliance. Our findings suggest that
the use of multimodal data in financial applications
presents a promising area for future research and
practical implementation.

II. RELATED WORK - RELATED REVIEW PAPERS

Modern face recognition primarily employs CNN
architectures, utilizing convolutional layers to extract
hierarchical features enhanced by triplet loss opti-
mization, particularly for financial liveness detection
against Deepfake attacks [2]. The field of voice
recognition has transitioned from Long short-term
memory (LSTM) to Transformer models, leveraging
self-attention mechanisms to capture temporal depen-
dencies for voiceprint authentication and fraudulent
call analysis. Lightweight models achieve optimal
accuracy-efficiency balance through Neural Architec-
ture Search, making them ideal for mobile payment
applications [3].

The digital transformation of the financial sector
has introduced new opportunities and challenges, par-
ticularly in identity verification. Parate et al. review
the evolution and critical role of digital identity veri-
fication, with a focus on its importance in Know Your
Customer (KYC) processes essential for maintaining
the security and integrity of financial transactions
in the digital age [4]. It highlights how emerging
technologies are converging to redefine the future
of digital identity verification in banking. However,
it has not addressed the use of multimodal data in
identity verification.

Biometric systems based on physiological and
behavioral characteristics (such as fingerprints, irises,
faces, veins, etc.) are widely used in the field of
identity authentication due to their uniqueness and
durability [S]. However, single-modal systems have
limitations such as environmental sensitivity and
spoofing attacks [6]. To address these issues, multi-
modal biometric systems have significantly improved
recognition accuracy and anti-spoofing capabilities
by using multiple features [7].

III. REVIEW METHOD

In order to minimize subjective bias in the screen-
ing process and maximize search efficiency, we have
created a systematic search specification to guarantee
the thoroughness and high caliber of the literature.
The literature for this study is gathered from two
databases: IEEE Xplore and Science Direct. Al-
though the search methodology is comparable be-

tween the two, their built-in filtering techniques differ
significantly, as shown below.

e Selection and combination of keywords: The
retrieval formula is built from the views of
machine learning and financial applications and
it conducts extensive mining around biometric
technology. The keyword system is organized
into three dimensions. Keywords in each dimen-
sion are combined using the logical operator
”AND” and permit flexible collocation (for ex-
ample, “fingerprint recognition AND payment
security””) to build highly relevant search algo-
rithms to assure search accuracy and coverage.

— Biometric Modalities: covers core terms in-
cluding “biometric”, “facial”, fingerprint”,

“voice”, "iris” and signature”;
— Technical Approaches: including
“authentication”, ”multi-factor

authentication” (MFA) and “recognition”;

— Financial Contexts: focus on practical
application fields including “payment”,
“banking” and “finance”.

« Setting the time span: For the purpose of balanc-
ing the historical depth and academic frontier,
we restrict the search period to 2015-2025. In
order to capture the most important research
findings and trends in technological evolution
over the last ten years.

« Differentiated screening strategies of databases.
Due to the differences in the literature collec-
tion preferences of different platforms, we have
adjusted the filtering strategies in a targeted
manner:

— IEEE Xplore: This platform focuses on
conference papers and journal documents
in the field of computer science and engi-
neering. In order to retain the diversity of
technological exploration, we did not im-
pose additional restrictions on the document
type to avoid missing innovative research.
The number of papers come out with 290
for total, but consider there were papers
repeated in different keywords combine,
exact number should be lower than this
figure.

— Science Direct: This platform focuses on
natural sciences and social sciences, so we
limit its document type to “Research Arti-
cles” and narrow the subject range to “Fi-
nance”, “Economics” and “Econometrics”
to enhance the relevance of the results.

Among the 290 initially retrieved documents, a
subset demonstrated no substantive relevance to
the designated search terms. This lack of rele-
vance encompassed, but was not limited to, the
following: (1) papers whose central topics were



unrelated to the search criteria, (2) documents
containing no meaningful connection to the key
terms, or (3) studies discussing biometric tech-
nologies without any discernible applicability to
the financial sector.

Following the application of the aforementioned
screening strategy—which involved the removal
of duplicate entries across search terms as well
as irrelevant documents—45 publications were
ultimately selected as the core references for this
study. The research trends and key findings in
this domain are synthesized in Figure 1, with
further visualization supported by prior [8].

Fig. 1: An Overview of Scholarly Publications on
Biometrics and Multi-Factor Authentication

IV. CATEGORIZATION METHOD

The 45 documents mentioned above provide
comprehensive insights into the application of
biometric technology across both front end in-
terfaces and backend security and the front and
backend concept is frequently used in practical
settings within the financial sector and that is
why the classification structure happened. Given
their detailed coverage of existing technological
implementations, this section focuses on analyz-
ing the current state of these technologies from
this perspective.

Biometric technology is a key component of
multi-factor authentication (MFA), combining
independent verification factors to enhance se-
curity against threats like phishing and man-in-
the-middle attacks. A summary of the articles
reviewed, categorized into distinct functional
areas and data types, is presented in Table 1.

A. Functionality

We systematically examine contemporary iden-
tity verification (IDV) methods and their appli-
cations across financial service functionalities
from an implementation perspective. As illus-
trated in Figure 2, financial institution oper-
ations can be fundamentally categorized into
front-end and back-end functionalities as illus-
trated in Figure 2.
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Fig. 2: The Role and Functions of Financial Institu-

1) Front-End Functionality: This encompasses
customer-facing systems that enable interac-
tions between users (customers, clients, employ-
ees) and digital financial services, particularly
through biometric authentication systems. These
solutions enhance user experience, operational
efficiency, and secure access to financial prod-
ucts, with two primary applications:

— Customer Acquisition: Digital onboarding
processes utilizing biometric authentica-
tion for identity verification and account
creation. These technologies are becom-
ing increasingly pivotal in shaping next-
generation financial services [9].

— Customer Access and Personalization: Fi-
nancial institutions employ biometric au-
thentication to optimize secure access while
improving user experience. Pre-transaction
user verification, as demonstrated in prior
research [10], proves particularly effective
when implemented through biometric sys-
tems.

2) Back-End Functionality: Back-End Func-
tionality in financial institutions refers to the
operational infrastructure supporting financial
services, where ID verification serves as a crit-
ical risk management component:

— Fraud Detection: Real-time analysis of
transaction patterns and wuser behavior
through advanced algorithms. ID verifica-
tion ensures the legitimacy of individuals
accessing services or executing transac-
tions.

— Cybersecurity Risk: Implementation of
strategies to identify, assess, and mitigate
verification-related risks. This includes con-
tinuous security protocol monitoring and
compliance with Anti-Money Laundering
(AML) standards. The growing adoption of



biometric security solutions reflects their
effectiveness against cyber threats [10].

B. Types of Data

Identity verification in the banking sector has
evolved due to four major trends. First, multi-
modal biometric technologies have transformed
security, with 97% better anti-spoofing ca-
pabilities than single-modal alternatives [11].
Second, the COVID-19 epidemic has in-
creased contactless authentication acceptance by
300% [12], highlighting the necessity for sani-
tary authentication techniques. Third, technol-
ogy developments such as Field-programmable
gate array(FPGA) design and CNN algorithms
have effectively addressed long-standing cost-
effectiveness challenges [13]. Finally, advanced
liveness detection integration enables compli-
ance with regulatory frameworks such as Pay-
ment Services Directive 2(PSD2) had strong
customer authentication (SCA) requirements
[11]. These trends highlight the industry’s em-
phasis on improving security and user experi-
ence, prompting a deeper exploration of biomet-
ric data applications and other data sources as
illustrated in Figure 3.
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Fig. 3: Classification of Various Data Types

1) Facial image data: Facial recognition tech-
nology operates by capturing and analyzing
the unique three-dimensional features of a hu-
man face, enabling precise biometric identifica-
tion [14]. This technology synthesizes advanced
methodologies from digital image processing,
computer vision, pattern recognition, and artifi-
cial neural networks, driving its rapid evolution
into a sophisticated and widely adopted solution.
— Enhanced Security in Identity Authenti-
cation: As a robust biometric verification
tool, facial recognition significantly en-
hances identity authentication processes,
balancing heightened security with unpar-
alleled convenience. Despite ongoing data
privacy concerns, its real-world utility is
undeniable, spanning diverse applications

from consumer-facing solutions—such as
seamless smartphone unlocking and fric-
tionless mobile payments [15] to enhance
financial integrations. By replacing vulner-
able physical cash transactions, the tech-
nology not only mitigates theft risks but
also elevates transactional efficiency, foster-
ing safer and more streamlined economic
interactions [16].

— Reinventing Credit Card Security: Tradi-
tional authentication techniques, such as
CVV codes and password input for credit
cards, are still commonly used, although
they are vulnerable to cyber attacks. In this
instance, several facial recognition-based
authentication solutions have emerged as
an alternative. This research [17] offers an
advanced system that uses FaceNet and
multi-task convolutional neural networks
(MTCNN) to build encrypted facial em-
beddings and perform real-time authentica-
tion using cosine similarity matching. This
method not only improves security but also
ensures that transactions run smoothly.

2) Voice Data: Speech recognition technol-
ogy has advanced significantly in recent years,
thanks to developments in natural language pro-
cessing (NLP) and deep learning, and it is now
widely employed in a variety of applications.
Although speech recognition technology has ad-
vanced in consumer-oriented services such as
smart assistants and voice search, its integration
with financial payment systems remains diffi-
cult, limiting its full deployment and making it
less widely used in the financial field than facial
recognition.

— Accuracy and Security: Financial transac-
tions necessitate unusually high accuracy
and robust security due to the processing
of sensitive user data such as bank ac-
counts and passwords; nevertheless, present
voice recognition systems have substantial
difficulties in satisfying these expectations.
The most significant of these challenges
is noise sensitivity; performance loss in
noisy situations significantly raises the risk
of misinterpreting payment instructions and
completing incorrect transactions [18]. Fur-
thermore, while deep learning has enhanced
voice recognition skills, the system still
suffers with specific financial terms and
different accent identification, raising de-
pendability problems that limit its use in
secure financial applications [19].

— Security Vulnerabilities: Multi-factor au-
thentication (MFA) (which combines voice



and fingerprint recognition) can lessen haz-
ards to some level and is increasingly being
used. When paired with biometric infor-
mation like a face or a fingerprint, it can
give outstanding results. However, voice
biometric recognition technology itself has
inherent security flaws: on the one hand,
recording playback and synthetic voice at-
tacks may bypass the authentication system,
which requires the use of advanced pro-
tection measures such as liveness detection
[20]. On the other hand, the system also
needs to deal with new threats such as
the growing number of playback attacks
and Al voice cloning, which forces security
protocols to be continuously updated [21].

3) Others: In addition to the previously de-
scribed facial images and spoken voice data,
the biometric system incorporates additional
modalities to enhance multi-factor authentica-
tion. These modalities include hand geometry,
vein pattern recognition, DNA (deoxyribonu-
cleic acid) matching, and gait analysis [5].
Among the various types of biometric data, three
widely adopted methods—fingerprint recogni-
tion, iris recognition, and signature verifica-
tion—are particularly noteworthy. The following
section provides a concise overview of how
these biometric technologies are implemented
within the financial sector.

— Fingerprint recognition has become a very
secure biometric verification method along-
side facial recognition, and it is a funda-
mental component of multi-factor authenti-
cation (MFA) systems [22]. This technique
gained traction after Citibank pioneered
fingerprint payments in Singapore (2006),
demonstrating how biometric cards might
reduce fraud risks associated with standard
payment systems [23].

— The iris’s unique and unchanging properties
make it the gold standard in biometric ver-
ification, providing substantially more de-
pendability than fingerprint-based systems,
which can degrade over time. Cutting-edge
systems currently use convolutional neural
network (CNN)-enhanced feature extrac-
tion algorithms to successfully overcome
traditional illumination constraints, result-
ing in robust performance across a wide
range of environmental circumstances [24].

— A signature based on the dual analysis
of static graphical patterns and dynamic
behavioral biometrics is a unique and pow-
erful authentication mechanism for highly
valued financial transactions. The post-

pandemic digital transformation has high-
lighted the value of these systems, with op-
tical character recognition (OCR) platforms
automating the entire document life cycle
management—from initial capture to final
execution—while maintaining a full audit
trail for critical infrastructure sectors such
as power grid operations [25].

TABLE I: Summary of Categorization by Function-
ality and Types of Data

Facial Image Data
Voice Data
Other Data

Front-End Functionality|
Back-End Functionality

Kambampati et al. [20]

Burkul et al. [26]

Dahiya et al. [17]

Debas et al. [27]

Enriquez 11l et al. [12]

Chang et al.[28]

Moondra et al. [18]

Barnwal et al. [29]

Muhammad et al.[22] % s

Nasution et al.[30]

Yildinm et al.[31]

Alkaldi et al.[32]

Ismail et al. [16]

Arepalli et al. [33]

Yang et al.[7] . *

Liébana-Cabanillas et al.[34]

Obi Ogbanufe and Dan J. Kim.[35]

Alay Nada and Al-Baity Heyam([36]

Alessandra Lumini and Loris Nanni[37]

V. CONTRIBUTION

This paper systematically examines existing au-
thentication methods to identify development
trends and research opportunities in the financial
domain. With the evolution of AI technolo-
gies, the vulnerability of single biometric au-
thentication has become increasingly prominent.
Studies have shown that facial image forgery
technology based on generative adversarial net-
works (GANs) can effectively break through
some face recognition systems. This situation
highlights two key research directions: one is to
improve encryption strength through multimodal
biometric fusion, and the other is to build a
dynamically evolving MFA system architecture.
It is worth noting that there are significant
differences in the application maturity of dif-
ferent biometrics. Taking voiceprint recognition



as an example, existing applications are mostly
limited to auxiliary function scenarios, such as
the payment assistance system for visually im-
paired users demonstrated in the literature [20].
Its potential as an independent authentication
factor has not been fully explored. This provides
a valuable breakthrough direction for identity
authentication research.

Another important gap in the research perspec-
tive is the exploration of back-end systems. The
existing literature focuses too much on front-
end functions such as transaction processes,
while neglecting the research and development
of back-end core components such as credit
assessment models and privacy protection mech-
anisms. Against the backdrop of the acceler-
ated development of the digital economy, the
construction of back-end systems for financial
institutions has three strategic significances: en-
suring the effectiveness of corporate risk con-
trol, optimizing the accuracy of user portraits,
and strengthening data security protection. Es-
pecially in high-risk areas such as banking and
insurance, a sound back-end system can not only
effectively safeguard the interests of institutions,
but also is an important guarantee for the secu-
rity of customer assets and information.

VI. CONCLUSION

This article discusses the role and application
of biometric technology in the financial field.
Technology plays a role that can be summarized
into two categories, namely functionality and
data type. Functionality focuses on two cate-
gories, namely front-end applications and back-
end applications. The type of data will affect
the focus of the functionality. While front-end
systems have seen significant advancements,
back-end functionalities require further rein-
forcement. This includes implementing more
sophisticated multi-factor authentication (MFA)
protocols to ensure robust identity verification
and prevent unauthorized access, thereby miti-
gating potential financial losses.

Biometric authentication key limitations require
deeper analysis. Current vulnerabilities include
Al voice spoofing attacks and performance
degradation in noisy environments. Future de-
velopment should explore: (1) advanced anti-
spoofing techniques using multimodal verifica-
tion, (2) robust noise-adaptive algorithms for
real-world conditions, and (3) systemic inte-
gration beyond user interfaces into core finan-
cial infrastructure like transaction monitoring
and risk assessment systems. These enhance-
ments could significantly improve security while

maintaining usability, particularly for high-value
transactions and sensitive operations.
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