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Abstract

Digital identity data management is a significant challenge for businesses and individuals who wish to interact online
in the increasingly digital economy, government, and society. Most recently, non-fungible tokens (NFTs) have been
proposed as a solution to represent digital identities and underlying data. NFTs are stored on a blockchain based data
management system and seem useful for representing digital identity data stored in independent data systems. The idea
of using NFTs to represent digital identities and their associated data is promising, but it also raises significant concerns
regarding data privacy and compliance. This article examines the NFT-enabled digital identity data representation and
management, highlighting associated privacy risks and mitigation strategies. This study employs a qualitative desk
research approach, reviewing industry reports, academic papers, and policy documents to analyze trends, technologi-
cal advancements, and regulatory considerations. It concludes with recommendations for leveraging programmable
privacy to address these challenges, providing valuable insights for researchers and practitioners in privacy-preserving
digital identity and NFT-enabled identity management.

Keywords Digital identity - Data management - Data sharing - Non-fungible tokens - Blockchain - Privacy-by-design -
Regulatory compliance

1 Introduction

Digitization of data assets and interactions is impacting all aspects of digital economy, government and society across
the globe [1-3]. Digital identity is a representation of identity data such as name, address, photo, biometrics etc., which
needs to be managed and shared for verifying individuals during digital interactions [4]. Digital identity data assets and
their ownership are tied to the corresponding natural person, such as an individual possessing digital identity documents
like a driver’s license or passport. Blockchain technology has been widely explored as a means to enhance digital identity
management [5] by providing decentralized, tamper-resistant, and verifiable identity records. Several blockchain-based
identity solutions exist, including Self-Sovereign Identity (SSI) frameworks [6], Decentralized Identifiers [7], and Verifiable
Credentials [8]. SSI enables individuals to have full control over their identity data, reducing reliance on central authorities.
Decentralized Identifiers, built on blockchain networks, facilitate identity verification without exposing personal data,
while verifiable credentials provide cryptographic proofs of identity attributes. Despite their advantages, these solutions
face challenges such as interoperability limitations, scalability concerns, and reliance on trusted issuers for credential
verification. Non-Fungible Tokens (NFTs) provide a solution for representing digital assets and their ownership, which is
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stored on a blockchain or digital ledger [3, 9-11]. Unlike traditional blockchain identity solutions, NFTs provide immuta-
ble proof of ownership, transferability, and programmability, making them particularly suited for applications involving
sensitive personal data [12-14] NFTs have been used in various fields for representing digital assets such as healthcare
data [15], academic credentials data [8], and patents [16].

Recently there has been an increasing interest in using NFTs for representing digital identities and their data [16].
NFTs as digital identity can be used for online interactions and transactions [16, 17], however, there are also several risks
that must be considered [14, 18, 19] such as the digital identity data privacy and regulatory compliance concerns [20].
Blockchain transactions are considered transparent and immutable, embedding personal identity attributes directly into
NFTs could lead to unintended exposure, loss of user control, and compliance challenges with regulations such as the
General Data Protection Regulation (GDPR). Therefore, it is crucial to carefully evaluate these implications and develop
appropriate safeguards to mitigate any risks associated with the use of NFTs for digital identity data handling.

This paper is organised as follows. Firstly, it presents the NFTs enabled digital identity data workflow. Secondly, it
presents the associated data privacy risks. Finally, it concludes with programmable privacy as a recommended solution
to address these privacy risks.

2 NFT enabled digital identity data workflow

NFTs have a wide range of potential applications, particularly in settings where a digital representation of ownership
is necessary [21]. NFTs are currently being considered to capture and establish ownership of digital data assets such as
videos, songs, tweets, artwork, virtual land, and collectibles [21]. Despite these developments, it is important to consider
the broader implications of NFTs for digital identity handling. Thus, this paper aims to investigate the following research
question:

e RQ: Could NFTs be used to represent and securely verify the identity data of individuals during online interactions?

To address this research question, we employed a qualitative desk research methodology to conduct a review of
industry reports, white papers, product analyses, and academic research papers. As a result of this research, we found
out that NFTs can possibly be used for representing digital identity documents and related data like a digital concert
ticket, which can be programmed with NFTs for unique ownership rights. NFT is stored on a blockchain data manage-
ment system [7]. In this context, an NFT representing digital identity data can be referred to as a digital identity token
(DIT). The DIT can be linked to identity-related data, which may be stored either on-chain (within a blockchain system) or
off-chain (in traditional data management systems). The key concepts and terminology of digital identity, in the context
of NFTs, are outlined as follows:

e Identity Provider (IdP)—Entities who create (“mint”) NFTs and issue (“drop”) them to others (“Identity Owners”). IdPs
are the actual providers/creators of an NFT. As an example, a singer who mints their music as NFTs and sells it to a
buyer.

e Identity Owner (I0)—Individuals or organizations who are issued with NFTs from IdPs

e Relying Party (RP)—Parties who verify NFT ownership by an 10 to grant access to digital products and services.

NFTs can be used for securely verifying the identity data of individuals during online interactions. This paper proposed
a detailed workflow of NFT enabled digital identity data management, which is mapped in Fig. 1 (based on [22]). The
first step, in this workflow, is executed when an IdP digitizes the identity data to create an NFT i.e. DIT. The DIT is then
stored (minted) onto the blockchain, where it acts as a verifiable identity credential. Depending on the sensitivity and
regulatory constraints of the identity data, different storage configurations are applied:

On-chain storage: Suitable for non-personal metadata, cryptographic proofs, and verifiable identity attestations. Since
blockchain transactions are immutable and transparent, only hashed or encrypted representations of identity-related
data are stored on-chain to prevent unauthorized access or exposure.

Off-chain storage: Used for sensitive identity data (e.g., full name, biometric templates, government-issued ID details). This
data remains in traditional data storage systems, such as secure cloud environments or decentralized storage networks (e.g.,
IPFS, Arweave, or private databases). The on-chain DIT links to this off-chain data via cryptographic hash pointers, ensuring
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Fig. 1 NFT-enabled digital identity data workflow

data integrity without directly exposing personal information on the blockchain. In this model, the DIT and metadata are
stored separately and are decoupled form the original identity data ensuring the secure verification of digital identity data. At
the time of identity verification, only DIT and metadata are shared with the RP without exposing the personal identity data.
The DITs are minted by IdP in such a waythat ensures the issuance of verifiable digital identity data and proof of ownership
by 0. The proof of ownership accompanied by identity data is presented to RP for verification.

This entire workflow is enabled by an IdP by providing a marketplace to conduct DIT-enabled transactions. While Fig. 1
outlines one possible implementation, various configurations of digital identity workflows can be designed based on
specific industry requirements, regulatory considerations, and interoperability needs.

2.1 Evaluation and practical implementation

To conduct this research, the NFT-enabled digital identity ecosystems were evaluated by comparing their technical archi-
tecture, governance models, and real-world use cases. The analysis focused on Blockchain platforms, identity use cases
and On-Chain vs. Off-Chain storage approaches. From a technical perspective, NFTs rely on several core components that
enable secure identity management as detailed in Table 1. These components are building blocks that come in different
versions and can be assembled in various ways for NFT-enabled digital identity data management and sharing architec-
ture and solutions. While the use of NFTs for digital identity appears promising, it also raises significant privacy concerns,
which must be carefully addressed. Table 2 highlights key privacy challenges and proposed mitigation strategies to ensure
compliance with data protection regulations and secure identity management in an NFT-enabled ecosystem.

3 Privacy

While the use of NFTs for representing digital identity and related data can be promising, however, it is equally impor-
tant to address the associated challenges and limitations [14]. These challenges stem from the fundamental difference
between ownership and identity itself. While NFTs can be used for enabling digital data ownership and de-coupling, they
do not necessarily establish a person’s identity and pose some privacy related challenges [14, 23-25]. Before choosing
NFT for representing digital identity data, these privacy challenges and possible solutions should be considered as noted
in Table 2. NFTs have four main features: they are unique, indivisible, transferable and capable of proving their scarcity.
In this section we will analyze the proportionality of these characteristics with privacy risk and regulatory compliance.
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Table 1 Building blocks of non-fungible tokens and data handling

Element Description

Blockchain Distributed data storage system or register, a.k.a. as digital ledgers. NFTs are typically built on a blockchain, such as
Ethereum, which provides a decentralized and transparent way to verify ownership and transfer ownership of the
digital asset pr data. Examples of such blockchain are Ethereum, Polygon, Solana, Avalanche, Polkadot, Tezos

Metadata NFTs often include additional information about the digital asset such as the creation date, the artist’s name, and even
the provenance of the digital asset. This Metadata linked with the NFTs can be stored in multiple ways such as on a
blockchain or Interplanetary File System (IPFS)

Smart contracts Smart contracts are used to automate the transfer of ownership and ensure that the terms of the sale are met
Digital wallet NFTs can be stored and transferred using a digital wallet, which is a software wallet
Token IDs Token IDs are used to identify and differentiate NFTs within a smart contract on a blockchain. Each token ID is

associated with a distinct address and metadata, enabling various parties to easily locate and interact with one
another, while also taking advantage of the immutable properties of blockchains

Token standard: NFTs are built on a token standard, such as ERC-721 or ERC-1155, which defines the specific characteristics of the token
and how it can be used on a blockchain

Marketplaces: NFTs can be bought, sold, and traded on various marketplaces, such as OpenSea, Rarible, SuperRare, etc.

Cryptographic keys The use of cryptographic keys grants control over NFTs and enables essential functions such as encryption and
authentication

3.1 NFTs enabled digital identity data handling and privacy risks

Itis important to consider the potential privacy risks of NFTs and develop appropriate safeguards to mitigate these risks.
This can include a combination of technological, regulatory, and legal measures. There are existing ways to improve
privacy for non-fungible tokens (NFTs) such as Zero Knowledge Proof [20, 29]which enables individuals to prove
ownership of an NFT without revealing any other information about the NFT or the individual’s personal identity data.
This ensures that personal data remains undisclosed while maintaining verifiable proof of ownership on-chain. However,
while NFTs establish digital ownership, they do not inherently verify that the claiming individual is the actual owner of
the digital identity, raising concerns around identity theft or misuse.

To address this, privacy-preserving smart contracts (as illustrated in Fig. 1) can be employed, integrating advanced
cryptographic mechanisms such as ring signatures, zero-knowledge proofs (ZKPs) [20, 27], and threshold cryptography
[30]. Ring signatures allow a transaction to be signed by a group of users, concealing the true identity of the signer, while
ZKPs enable verification of identity claims without exposing sensitive details [31, 32]. Additionally, techniques like secure
multi-party computation (SMPC) and homomorphic encryption can further enhance confidentiality in NFT-enabled
digital identity transactions, ensuring secure authentication and privacy-preserving verifications [32].

3.2 Regulatory compliance

The inherent design of NFTs and underlying data management system (e.g. blockchain data storage system) also
need to consider regulatory challenges in a broad range of areas [33, 34]. These challenges extend beyond storage of
sensitive personal data and cross-border transfer of data to include privacy, compliance, security, and governance of
data. Before utilizing NFTs to represent and store sensitive personal data, such as digital identities, it is crucial to conduct
a comprehensive regulatory analysis and assess potential legal implications.

Key global regulations such as GDPR, EU raises concerns over data subject rights, such as the right to be forgotten
(Article 17), which conflicts with blockchain’s immutable nature. eIDAS Regulation (EU Regulation 910/2014) governs
electronic identification and trust services, posing challenges for NFT-enabled digital identity verification within European
legal frameworks. California Consumer Privacy Act (CCPA, USA) grants consumers rights over personal data deletion and
control, which may be difficult to enforce in blockchain-based NFT systems. Global anti-Money Laundering (AML) and
Counter-Terrorism Financing (CTF) Regulations, financial compliance frameworks such as the Financial Action Task Force
(FATF), Travel Rule and EU’s AMLD5/6 raise concerns regarding anonymous NFT transactions and identity verification.
China’s Personal Information Protection Law (PIPL, 2021) imposes stringent rules on cross-border data transfers, which
could impact NFT-enabled identity data stored on international blockchain nodes. US SEC and FINCEN guidelines on
digital assets may classify certain NFT-enabled identity tokens as securities or financial instruments, subjecting them to
financial regulations and consumer protection laws.
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In this section, we analyze the use of NFTs for digital identity data from a regulatory perspective as detailed in Table 3.

4 Programmable contextual data privacy

This paper explored the NFT-enabled digital identity data representation and management and related privacy preserving
challenges. Privacy preserving data management is a broad concept with varying interpretations across industries and
users. This section focuses on programmable privacy, a framework that enables users to define, enforce, and adapt
privacy controls in a structured manner. As per SSI [23], there is a potential to treat privacy as a programmable and
composable right, aligning with diverse expectations and agreements. Programmable privacy empowers users and
developers to personalize data privacy settings based on individual needs and business context. A proposed protocol
in [30] allows users to add privacy to their NFT ownership using zkSNARK proof systems and smart contracts. Authors
of [23] define “privacy as a programmable, loosely coupled bundle of rights to permission access, alter or profit from
information”. This means that there should be a mechanism allowing the 10 to define the policy and access rights for
accessing digital identity data. This can be achieved by writing privacy-preserving smart contracts, which enable I10s
to track and enforce who can access what functions on a smart contract. 10s can add access control to every smart
contract function, checking whether the requester has permission to call the function. Authorized requesters (RPs) can
be defined as a list of account addresses. At runtime, the transaction sender’s (RP’s) address is checked against the list of
authorized addresses. If there is a match, the rest of the smart contract logic is executed. Otherwise, the function does
not execute further. This mechanism ensures that only authorized participants and smart contracts can successfully call
corresponding functions. The authorization is implemented in smart contracts running on blockchain, leveraging the
properties provided by blockchain.

Furthermore, access-related conditions can be enforced through policies embedded in smart contracts. These policies
can be used to control access to the data stored along with the NFT, for example, by setting expiration dates for access.
Smart contracts can be designed to enforce time-bound sharing, allowing Identity Owners to specify a subset of data to
share, specify who can access the data, and control the duration of access by setting an expiration policy.

To advance this research, future implementations should focus on developing a prototype smart contract frame-
work that integrates programmable privacy functions. A decentralized storage, such as a non-custodial identity wallet,
can be used to hold an individual’s digital identity data. The prototyping can include designing and testing smart
contracts using Solidity, deploying the prototype on Ethereum or a Layer-2 blockchain to assess transaction costs,
and evaluating execution performance under different privacy configurations. This could be in the form of an app
or browser extension wallet that allows users to create their decentralized identity and manage third-party service

Table 3 Regulatory challenges for NFT based digital identity

Challenge/limitation Description

Lack of interoperability NFT enabled digital identity can lead to a lack of interoperability between different platforms, as different
platforms may use different standards for creating and storing NFTs. This can make it difficult for individuals
to use their digital identity data across different platforms and services

Limited scalability NFTs are stored on a blockchain, which can have limited scalability. This means that as the number of NFTs
and the number of transactions involving NFTs increases, the blockchain may become congested and
experience sever performance issues. This can make it difficult for individuals to access and use their digital
identity and related data in a timely manner

Privacy concerns It can raise privacy concerns, as the ownership and transaction history of an NFT that can be publicly viewed.
This can reveal sensitive identify data about the individual, such as their name, address, and other personal
details

Lack of regulatory oversight NFTs are relatively new technology, and there is currently a lack of regulatory oversight in place to protect
NFT-enabled individuals’ digital identities. This can make it difficult for individuals to seek legal recourse if
their digital identity is compromised or misused

Security risk As NFTs rely on blockchain data management system, they are vulnerable to hacking and other forms of
cyber-attacks. This can lead to loss or theft of digital identities, or the malicious use of digital identities

Anonymous transactions NFTs can also be used to facilitate anonymous transactions, which can be problematic in situations where the
identity of the parties involved needs to be known, such as in anti-money laundering or counter-terrorism
financing regulations
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providers’access to it. With this design, users are the sole owners of their respective public and private cryptographic
keys. To evaluate effectiveness, future research should measure access control efficiency via permission verification
times, scalability through transaction throughput under varying loads, and privacy assurance via security audits and
zkSNARK verification.

In addition to technical measures, it is also crucial to amend current privacy laws or introduce new laws specifically
designed to address the unique complexities associated with blockchain and the use of NFTs to represent and store digital
identity data. These laws should address issues such as data ownership as it relates to privacy, determining whether data
stored as NFTs meets the definition of personal data, and guidance around data anonymization or pseudonymization as
it relates to health data stored as NFTs.

5 Conclusion and future work

This exploratory research examined the use of Non-Fungible Tokens (NFTs) for digital identity data and related privacy
concerns. A concrete NFT-enabled digital identity data workflow has been proposed as a reference and foundation for
future research and development. The findings of this research suggest that while NFT-enabled digital identity may offer
potential benefits for those seeking anonymity and privacy online, there are also several significant threats to privacy that
must be addressed. These privacy risks are analyzed, and potential solutions for each individual risk are proposed. The
suitability of NFTs for digital identity is also examined from a regulatory compliance perspective. The research suggests
embedding privacy into smart contracts by using the programmable privacy technique to address the limitations of NFTs
enabled digital identity data representation and management. Future research should implement programmable privacy-
based smart contracts and evaluate their effectiveness using measurable benchmarks, including access control efficiency
(permission verification times), scalability (transaction throughput under load), and privacy assurance (security audits
and zkSNARK verification). Testing these solutions in real-world settings will refine NFT-enabled identity management
to balance privacy, security, and compliance effectively.
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