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ABSTRACT

F
ault-tolerant control (FTC) aims to preserve system functionality and ensure

stability in the presence of unknown faults, such as actuator faults. However,

existing FTC methods do not explicitly guarantee safety and may fail to miti-

gate potential risks to surrounding systems in practical environments. Accordingly, this

research investigates the impact of unknown actuator gain and bias faults on system

dynamics, which may result from partial degradation of physical components or long-

term wear. In addition, model uncertainty is an inherent property of systems due to

randomness and limited system knowledge, which degrades the performance of FTC

methods. Two types of uncertainty are considered in this thesis: aleatoric uncertainty,

arising from randomness, and epistemic uncertainty, resulting from incomplete system

knowledge. To address these challenges, probabilistically safe FTC methods, which in-

tegrate GPs and control barrier functions (CBFs) into FTC frameworks, are proposed to

ensure safe and reliable control of autonomous systems.

Firstly, this thesis proposes probabilistic adaptive FTC approaches to compensate for

unknown actuator bias faults and to approximate unknown system dynamics through

GP regression. Since GPs are sensitive to the quality and quantity of training data,

two data collection strategies are investigated: offline data collection and online event-

triggered learning. Sufficient conditions are derived to ensure the probabilistic stability

of the closed-loop system. Secondly, to ensure both stability and safety of systems with

high relative degrees, a learning-based safe FTC method is presented by integrating a
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high-order CBF (HOCBF) method and GP regression into the FTC framework. Theo-

retical feasibility conditions are derived to ensure probabilistic constraint satisfaction.

Thirdly, a novel GP-based safe control approach is proposed to handle challenges arising

from actuator gain faults. The approach incorporates the CBF method and online fault

parameter estimation and is further extended to the HOCBF framework. Several the-

oretical results are derived to ensure stability of the estimator and probabilistic safety

of uncertain systems. Lastly, to overcome the conservative assumptions about the struc-

ture of model uncertainty, particularly those adopted in HOCBF methods, a novel uni-

fied GP modelling strategy with compound kernels is introduced and integrated with

HOCBFs into the FTC framework. Theoretical conditions are established to guarantee

its feasibility. Numerical examples demonstrate the effectiveness and competitiveness

of proposed methods compared to existing methods.

Overall, this thesis proposes novel methodologies to address unknown actuator faults

and model uncertainty, with a focus on enhancing the safety and stability of autonomous

systems in practical environments.
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1
INTRODUCTION

1.1 Background and Motivations

W
ith the advancement of modern control systems, autonomous systems such

as unmanned aerial vehicles (UAVs) and unmanned ground vehicles (UGVs)

have been widely deployed in real-world scenarios, including exploration

[1, 2] and delivery [3, 4]. These systems are expected to become a major trend in future

development; however, these systems may experience unexpected faults (e.g. unknown

actuator faults or failure) during real-time operation. For example, after long-term op-

eration, both UAVs and UGVs are prone to faults: the actuating rotors of an UAV may

fail due to motor degradation or propeller damage [5], while wear and tear of internal

components in UGVs can lead to actuator faults [6], potentially resulting in emergency

situations, such as operating with partial or degraded capabilities in unknown environ-

ments, which may ultimately lead to mission failure or environmental damage. Con-

sidering the importance of tasks such as transportation and soil data collection, it is

essential to guarantee that they can safely reach a designated location (typically one

1



CHAPTER 1. INTRODUCTION

accessible to humans), even in the presence of actuator faults. In addition, model un-

certainty, arising from a lack of true system knowledge, poses further risks to control

performance and system safety [7]. This thesis aims to build probabilistically safe fault-

tolerant control methods to guarantee both stability and safety for uncertain systems

subject to unknown actuator faults in the practical environments. Figure 1.1 shows the

illustration of our proposed methods in this thesis.

Target area

Safe area

Desired trajectory Real trajectory

Switch after
fault detection

Probabilistically safe control
Not applied
Applied

Probabilistically safe fault-tolerant control
Not applied
Applied

Unsafe behavior Safe behavior Model uncertainty
Unexpected actuator

fault occurrence

(Mission abort)

(Mission completed)

Obstacle

Figure 1.1: Intuitive illustration of the probabilistic safety problems through a UAV
system. The blue trajectory presents a desired trajectory, while the yellow trajectory
reflects the real trajectory under probabilistically safe control in the presence of model
uncertainty. After the fault detection the quadrotor with model uncertainty will follow
the green trajectory to reach safe area using the probabilistically safe fault-tolerant
control method. Application of unsafe control input results in the red trajectory. The
goal of this thesis is to present probabilistically safe fault-tolerant control method to
ensure both stability and safety for uncertain systems with unexpected actuator faults.

In the context of machine learning [8], aleatoric uncertainty and epistemic uncer-

tainty can be seen as two different sources of model uncertainty. Aleatoric uncertainty

arises from inherent randomness or noise within the system, but epistemic uncertainty

is caused by a lack of knowledge, such as insufficient or unrepresentative training data.
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1.1. BACKGROUND AND MOTIVATIONS

From the viewpoint of control theory, model uncertainty is modelled as additive model

uncertainty and bias model uncertainty. To mitigate the influence of model uncertainty

for control performance, prior studies have explored both robust control [9] and adap-

tive control [10]. In robust control, model uncertainty is typically assumed to satisfy a

norm-bounded condition, and the controller is designed based on the upper bound, such

as H∞ control. In contrast, adaptive control methods aim to approximate or estimate

model uncertainty using online adaptive laws or parameter estimation strategies. Their

theoretical results are generally established through Lyapunov-based stability analysis.

However, in above two methods, robust control considers the worst-case scenario for con-

troller design, while adaptive control relies heavily on accurate output measurements

and designed adaptation laws. In practical applications, robust control tends to be more

conservative and may incur higher performance costs, particularly when uncertainty

bounds are overestimated. Although adaptive control can estimate model uncertainty

but its effectiveness is limited by sensor noise or measurement inaccuracies. To handle

these issues, researchers have explored Gaussian Processes (GPs) to build probabilistic

models for learning uncertain system dynamics [11]. Unlike robust and adaptive con-

trol methods, GP regression provides a distribution over possible functions to represent

model uncertainty, which offers better robustness and performance against observation

noise and imperfect measurements.

For handling actuator faults, researchers have explored the fault-tolerant control

(FTC) methods aimed at maintaining system functionality [12, 13]. From the viewpoint

of control theory, actuator faults are typically modelled as actuator gain faults and an ac-

tuator bias faults [14]. The former reduces the effectiveness of the control input, thereby

degrading overall control performance, while the latter introduces a constant offset to

the applied control signal. Since the performance of FTC depends on an accurate system

model, robust FTC [15] and adaptive FTC [16] have been proposed to address uncertain

3



CHAPTER 1. INTRODUCTION

systems subject to unknown actuator faults. However, the above methods [15, 16] are

still limited by sensor noise and measurement inaccuracies, which can degrade estima-

tion and control performance. To address this, a few researchers have further explored

GP-based FTC methods to handle both model uncertainty and unknown actuator faults

[17], with the goal of designing controllers based on probabilistic system models. Al-

though the above FTC methods are designed to actuator faults and model uncertainty,

they do not provide formal safety guarantees for systems during real-time operation.

Ensuring the safety of faulty systems is essential for mitigating potential risks to sur-

rounding systems in practical deployment scenarios.

To guarantee system safety, researchers have developed various safety-critical con-

trol methods, including control barrier functions (CBFs) [18], Hamilton-Jacobi (HJ)

reachability analysis [19], and safe reinforcement learning (RL) [20]. Unlike HJ reacha-

bility and safe RL, CBFs enforce forward invariance of safe sets, thereby providing rig-

orous safety guarantees for control systems. They have been widely applied in robotics,

particularly in legged robots [21]. Researchers have further developed high-order CBFs

(HOCBFs), which extend CBFs to systems with high relative degrees [22]. However,

both CBFs and HOCBFs rely heavily on accurate systemmodels, and their effectiveness

can be influenced and even destroyed under model uncertainty. Although researchers

have proposed robust adaptive CBFs, RL-based CBFs, and learning-based HOCBFs

[23], these methods still struggle to address aleatoric and epistemic uncertainties ef-

fectively. Consequently, few studies have explored GP-based CBFs [24] and GP-based

HOCBFs [25], which aim to enable probabilistic safety for uncertain systems. Since

unknown actuator faults alter system dynamics, existing CBF and HOCBF methods

cannot effectively handle such faults. Research on fault-tolerant CBFs and HOCBFs

remains at an early stage and limited in scope. Although the mathematical formula-

tions of model uncertainty and actuator faults share similarities, actuator faults are
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random and unexpected, often lacking effective training data. Moreover, actuator gain

faults and bias faults pose distinct challenges for the design of CBF- and HOCBF-based

controllers. A few recent studies have proposed fault-tolerant CBFs [26] and HOCBFs

[27] to ensure safety under unknown actuator bias faults, but these methods still face

difficulties in addressing actuator gain faults as well as underlying model uncertainty.

Therefore, addressing model uncertainty is essential to ensuring the stability and

safety of autonomous systems, particularly in the presence of unknown actuator faults.

In practical applications, model-based control design often relies on nominal or impre-

cise models, which limits control performance. In contrast to worst-case analysis and

deterministic estimation approaches, probabilistic system models provide a more effec-

tive way to handle model uncertainty. Moreover, developing FTC strategies is critical for

autonomous systems to maintain system functionality under unknown actuator faults.

In conclusion, this thesis aims to propose probabilistically safe FTC methods by inte-

grating CBFs and GP regression into the FTC framework.

1.2 Research Questions and Objectives

1.2.1 Research Questions

The challenges of model uncertainty and unknown actuator faults remain largely open

problems in the field. This thesis focuses on the following research questions:

RESEARCH QUESTION 1 (RQ1): How to handle model uncertainty, compensate

for unknown actuator bias faults, and ensure stability of systems?

Model uncertainty is a fundamental challenge in control system design, typically cat-

egorized into aleatoric uncertainty, arising from inherent randomness, and epistemic

uncertainty, caused by incomplete system knowledge. Robust control methods handle
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these uncertainties using fixed upper bounds, but this often leads to overly conserva-

tive performance. While adaptive control can reduce conservatism through online es-

timation, it heavily depends on measurement accuracy and may converge to incorrect

estimates under noisy observations. These limitations become more severe when un-

known actuator bias faults occur. To handle bias faults, one can increase the fixed upper

bound, but this leads to even more conservative results. Although adaptive fault esti-

mators can mitigate bias faults, their design still relies on accurate system models. As

a result, the combined effects of uncertainty and faults can not only hinder the perfor-

mance of uncertainty-aware control methods but also influence system stability.

RESEARCH QUESTION 2 (RQ2): How to guarantee the safety of uncertain sys-

tems with unknown actuator bias faults?

Although existing FTC methods such as reconfigurable and adaptive FTC can mit-

igate the influence of unknown actuator bias faults, they mainly focus on maintaining

system functionality after fault detection rather than ensuring safety. Consequently, tra-

ditional FTC frameworks often fail to guarantee safety and may expose the system to

additional risks. The challenge becomes even greater in uncertain systems, where model

mismatches interact with actuator bias faults and make safety constraints difficult to

satisfy. These limitations raise the research question of how to design a fault-tolerant

control framework with explicit safety guarantees that can handle unknown actuator

bias faults under model uncertainty.

RESEARCH QUESTION 3 (RQ3): How to address unknown actuator gain faults

and guarantee the safety of uncertain systems?

Compared with actuator bias faults, actuator gain faults present more severe chal-

lenges for safety-critical control design. A gain fault scales the control input by unknown

and time-varying factors, which reduces control effectiveness andmay render safety con-

straints infeasible. This problem becomes even harder when gain faults interact with
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model uncertainty, as both effects distort the system dynamics and invalidate fixed ro-

bustness margins. These challenges raise the central research question: how to design a

safe control framework that can compensate for unknown actuator gain faults and still

guarantee provable safety in uncertain systems.

RESEARCH QUESTION 4 (RQ4): How to model unknown drift and gain dynam-

ics and ensure system safety under unknown actuator bias faults?

In practical applications, autonomous systems are affected by both drift and gain un-

certainties, which pose significant challenges for the design of model-based controllers.

Existing approaches often attempt to estimate or approximate these unknown dynam-

ics using estimation techniques or data-driven methods. However, such methods face

difficulties when dealing with high-dimensional systems and often lack rigorous the-

oretical guarantees. When unknown actuator bias faults are also present, the perfor-

mance of these uncertainty-aware learning approaches can be further degraded. These

limitations raise the open question of how to effectively model unknown drift and gain

dynamics in a way that enables reliable and safe fault-tolerant control.

1.2.2 Research Objectives

To answer these research questions, we provide the following Research Objectives (ROs):

RESEARCHOBJECTIVE 1 (RO1): To develop learning-based adaptive FTCmeth-

ods using GP regression. (Aims to answer RQ1)

This thesis uses the GP regression to model the unknown system dynamics. Com-

pared to adaptive estimation or robust control techniques, GP regression aims to build

a probabilistic model and can effectively reduce the influences of aleatoric uncertainty

and epistemic uncertainty. Considering that the quality and quantity of training data

can impact the performance GP regression, this research respectively discusses two
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cases of offline learning and event-triggered learning strategies for GPs and investi-

gates the non-ignorable computational time. Furthermore, to compensate for unknown

actuator bias faults, an adaptive FTC approach is presented. The proposed learning-

based adaptive FTC methods can effectively address the unknown system dynamics

and actuator bias faults and ensure the probabilistic stability of systems.

RESEARCH OBJECTIVE 2 (RO2): To propose a GP-based safe FTC method by

integrating HOCBFs into FTC frameworks. (Aims to answer RQ2)

To ensure the safety of uncertain systems subject to unknown actuator bias faults,

this thesis proposes a learning-based safe FTC method that integrates HOCBFs and

GP regression into fault-tolerant control frameworks. Existing studies on fault-tolerant

HOCBFs are limited, and these methods fail to remain effective under unknown actu-

ator bias faults. To overcome this limitation, we design a novel fault-tolerant HOCBF

formulation that achieves improved robustness against actuator unknown bias faults.

Moreover, since HOCBF constraints typically involve uncertain system dynamics that

are difficult to model explicitly, we directly use GP to fit uncertain terms with scalar

dimension in the HOCBF constraint, thereby reducing the learning complexity while

retaining safety guarantees. To ensure system stability, GP-based control Lyapunov

functions (CLFs) are constructed to provide probabilistic stability guarantees for un-

certain systems affected by unknown actuator bias faults.

RESEARCH OBJECTIVE 3 (RO3): To build safe learning-based adaptive FTC

methods based on GP regression and online estimation. (Aims to answer RQ3)

In addition to considering actuator bias faults, this thesis further explores the influ-

ence of actuator gain faults on uncertain systems. To address these issues, an online es-

timator is designed to estimate gain fault parameters, and a probabilistic system model

is provided using GP regression. Furthermore, this research integrates online estima-

tion and GP regression into a CBF framework to guarantee system safety, extending the
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approach to HOCBFs to handle systems with high relative degrees. In particular, the

thesis investigates the effect of different initial estimation values on the performance of

CBFs and HOCBFs. Unlike existing methods on robust safe HOCBFs, adaptive safety-

critical control methods are proposed to deal with actuator gain faults.

RESEARCHOBJECTIVE 4 (RO4): To propose a probabilistically safe FTCmethod

using novel compound kernel methods and HOCBFs (Aims to answer RQ4)

In practical applications, model uncertainty affects not only the drift dynamics but

also the gain dynamics, posing additional challenges for system modelling and the de-

sign of HOCBFs. Although a few researchers have proposed GP-based HOCBF methods

using affine dot product kernels, such approaches often lack feasibility and encounter

difficulties in practical applications, such as mobile robotic systems. Considering these

limitations, this thesis proposes a novel compound kernel method for GP regression to

jointly address drift and gain uncertainties. Furthermore, a probabilistically safe FTC

method is developed to deal with actuator bias faults by integrating the proposed GP

regression approach into the HOCBF framework.

1.3 Research Contributions

This thesis aims to propose novel probabilistically safe FTC approaches to address

model uncertainty and unknown actuator faults, developing reliable and adaptive con-

trol frameworks to overcome these challenges. The key contributions of this thesis are

summarized as follows:

1) A novel online learning-based FTC method to handle faults and uncertainty

• This thesis proposes two probabilistic model-based adaptive FTC methods by in-

tegrating the GP regression technique into the adaptive FTC method. Compared

with existing results on GP-based control [28–36], our approaches explicitly con-
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sider non-ignored computational delays during real-time predictions. To explore

GP-based control performance, two types of sampling methods are studies: offline

training data collection and event-triggered online strategies.

• Four theoretical criteria are established to guarantee probabilistic stability for

closed-loop systems. Additionally, this research derives probabilistic tracking er-

ror bounds with upper computational delay bounds and the event-triggered con-

dition to ensure the convergence of tracking errors. Unlike the existing works on

event-triggered sampling strategies for GP regression [28, 29, 36], a less conser-

vative event-triggered condition is developed.

• Three numerical examples are conducted to show the effectiveness and competi-

tiveness of our control methods. Comparison results demonstrate the importance

of data efficiency and exhibit the competitive performance of proposed control

methods compared to the neural network-based finite-time adaptive FTC method

and the event-triggered GP-based online learning strategy.

2) A novel safe FTC method to guarantee both stability and safety of uncertain sys-

tems with actuator bias faults

• This thesis proposes a novel probabilistically fault-tolerant CLF-HOCBF method

that integrates GP regression and HOCBFs into FTC methods. Compared to exist-

ing works on GP-based CBFs [34, 37] and HOCBFs [25, 38], our approach extends

their applicability to cases involving unknown actuation bias faults.

• To address model uncertainty, GP regression is employed to construct GP-based

CLF and HOCBF constraints. Based on these formulations, two design criteria

are developed to support the controller design.
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• Building on these criteria, two theoretical conditions are further derived to for-

mally guarantee the effectiveness of the fault-tolerant GP-CLF-HOCBF method,

ensuring stability and safety with high probability during control operation.

3) A novel adaptive safe control method to handle actuator gain faults

• This thesis proposes probabilistically and adaptively safe control frameworks that

integrate GP regression and adaptive fault estimation into CBF and HOCBF con-

straints. Compared to [25–27, 34], our methods effectively address cases involving

both model uncertainty and unknown actuator gain faults.

• A theoretical condition is derived to guarantee unknown actuator gain faults esti-

mation, and four probabilistic conditions are established to guarantee the safety

of uncertain faulty systems with high probability.

• Two simulation case studies validate the effectiveness and competitiveness of the

proposed methods against existing approaches.

4) A novel probabilistically safe control method to address drift and gain uncertain-

ties

• Compared to existing works on GP-based CBFs [34, 39] and HOCBFs [25, 38], this

thesis proposes a novel compound kernel to model uncertain terms arising from

model uncertainty in the HOCBF constraint, enabling a more flexible and general

GP-based modelling strategy.

• Leveraging this strategy, an EGPBarrier method is developed to guarantee prob-

abilistic safety guarantees for systems with model uncertainty. Moreover, three

theoretical conditions are derived to ensure the feasibility of the proposed con-
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trol formulation. To address the actuator bias faults, this research integrates the

EGPBarrier method into the FTC framework.

1.4 Research Significance

The theoretical and practical significance of this thesis is organized as follows:

Theoretical significane: This research investigates the theoretical challenges posed

by model uncertainty and unknown actuator faults in autonomous systems. These chal-

lenges, particularly those arising from drift and gain uncertainties, significantly hinder

the effectiveness and reliability of existing robust and adaptive FTC methods.

To tackle the above challenges, this research builds upon a class of learning-based

safe FTC control approaches that incorporate GP regression for modelling uncertain

system dynamics. By constructing a probabilistic system model, the proposed method

improves robustness against observation noise and imperfect measurements, thereby

enabling more reliable FTC design. In particular, a novel compound kernel is intro-

duced to jointly capture both drift and gain uncertainties, extending the current works

on GP-based CBFs and HOCBFs. Furthermore, this thesis explores the integration of

CBF-based safety constraints into FTC frameworks, formulating a unified strategy that

ensures system stability and safety in the presence of unknown actuator faults. Both

actuator gain and bias faults are considered and analyzed their challenges on the feasi-

bility and design of CBFs and HOCBFs. Overall, this research establishes a solid foun-

dation for safe and adaptive FTC methods and offers research directions for dealing

with the issues of model uncertainty and unknown actuator faults.

Practical significane:

The contributions of this thesis hold significant practical value for real-world au-

tonomous systems. By integrating GP regression and CBFs into FTC frameworks, this
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research develops effective learning-based control strategies that enhance the stability

and safety of uncertain systems. The proposed methods are validated through two rep-

resentative applications: an adaptive cruise control (ACC) system and a mobile robotic

system, demonstrating competitiveness compared with existing approaches. Further-

more, to assess real-time implementability and practicality, a virtual vehicular platform

is constructed using the CARLA simulator. Extensive simulations under various condi-

tions, including model uncertainty and actuator faults, verify the robustness, feasibility,

and reliability of the proposed approaches. Overall, this research provides practical and

generalizable learning-based FTC strategies with probabilistic safety guarantees for

autonomous systems subject to actuator faults operating in uncertain environments.

1.5 Thesis Structure

Building on the above discussion, we organize the following chapters, and the structure

of this thesis is outlined through the following chapters, as illustrated in Figure 1.2.

• CHAPTER 2: This chapter provides a comprehensive literature review that forms

the foundation for the subsequent research in this thesis. It begins with an intro-

duction to GP regression, including its basic definition and existing studies on

GP-based control methods. Then, it discusses the formulation of two types of actu-

ator faults, namely gain and bias faults, and outlines the concepts of passive FTC

and active FTC. Within this context, existing work on adaptive FTC methods is

analyzed. Finally, it reviews the definitions of CBFs and HOCBFs and introduces

more existing work on uncertainty-aware CBFs and HOCBFs.

• CHAPTER 3: This chapter proposes two types of learning-based adaptive FTC

methods using GP regression, with the goal of ensuring the stability of uncertain

systems under actuator bias faults. GP regression is used to model the unknown
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system dynamics and provide predictions, which are integrated into an adaptive

FTC framework to handle both model uncertainty and actuator bias faults. Con-

sidering the computational complexity of GP regression, this chapter also exam-

ines the case where the computational cost during operation is non-ignorable. In

addition, an event-triggered online learning strategy is introduced to study the

effect of data efficiency on GP regression. Based on these results, two theoreti-

cal conditions are derived to ensure the closed-loop stability of uncertain systems.

Experimental results on a pendulum system show the effectiveness and compet-

itiveness of the proposed methods in comparison with existing approaches. This

chapter addresses RQ1 and meets RO1.

• CHAPTER 4: This chapter proposes a GP-based safe FTC method that incorpo-

rates GP regression and HOCBFs into the FTC framework. The goal is to ensure

both stability and safety of uncertain systems subject to actuator bias faults. GP

regression is used to model an uncertain term in HOCBF constraint and to for-

mulate a probabilistic HOCBF approach. In addition, a GP-based CLF approach

is developed to ensure the stability of uncertain systems. To handle actuator bias

faults, the FTC strategy is embedded within the GP-CLF and GP-HOCBF con-

straints. Two theoretical conditions are derived to ensure probabilistic stability

and safety of uncertain systems under actuator bias faults. Numerical examples

are conducted on an ACC system using the CARLA simulator to validate the ef-

fectiveness of the proposed methods. This chapter addresses RQ2 and meets RO2.

• CHAPTER 5: This chapter proposes learning-based safe FTC methods. The goal

is to ensure probabilistic safety of uncertain systems subject to actuator gain

faults. Unlike actuator bias faults, actuator gain faults directly affect the control

input and can significantly degrade system performance. To address this chal-

lenge, an online estimator is developed to estimate faulty parameters, and a suf-
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ficient condition is derived to ensure its stability. In addition, a probabilistic CBF

constraint is formulated, and this approach is further extended to the HOCBF

framework. Two theoretical conditions are established to ensure the feasibility

of the proposed methods. Experimental results on an ACC system and a mobile

robotic system demonstrate the effectiveness of the proposed methods in compar-

ison with existing approaches. This chapter addresses RQ3 and meets RO3.

• CHAPTER 6: This chapter proposes probabilistically safe FTC methods, aiming

to ensure the safety of faulty systems under drift and gain uncertainties. Existing

GP-based HOCBF methods often face feasibility issues and encounter difficulties

when applied to robotic systems with high relative degrees. To address these is-

sues, a novel compound kernel is designed to jointly model the unknown drift and

gain dynamics. Based on this kernel, a probabilistic HOCBF approach is formu-

lated, and three theoretical conditions are derived to ensure its feasibility. The

method is then extended to accommodate actuator bias faults. Numerical exam-

ples on an ACC system and a mobile robotic system demonstrate the effective-

ness and competitiveness of the proposed methods in comparison with existing

approaches. This chapter addresses RQ4 and meets RO4.

• CHAPTER 7: In the chapter, we conclude this thesis and discuss the potential

directions for future research.
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RO 1
Propose offline and event-triggered

learning-based adaptive FTC 
methods using GP regression

RQ 1
How to handle model uncertainty,

compensate for actuator bias faults,
and ensure stability? 

Chapter 3:

Chapter 4:

RO 2
Propose a probabilistically fault-

tolerant safe method that 
integrates GP-HOCBFs 
into the FTC framework

RQ 2
How to ensure the stability and 

safety of uncertain systems 
subject to actuator bias faults?

Chapter 5:

RO 3
Propose safe learning-based

adaptive FTC methods based 
on online estimation techniques

RQ 3
How to handle actuator gain 
faults and ensure the safety 

of uncertain systems?

Chapter 6:

RO 4
Propose a probabilistically safe 

FTC method by leveraging 
the compound kernel method

RQ 4
How to model drift and gain

uncertainties and ensure 
probabilistic safety?

Chapter 2: Literature Review

Chapter 1: Introduction

Chapter 7: Conclusion and future works

Figure 1.2: The structure of this thesis.
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LITERATURE REVIEW

This chapter provides a comprehensive survey of the literature related to this research

and necessary fundamental concepts, and its structure is illustrated in Figure 2.1. Sec-

tion 2.1 introduces the definition of GPs, particularly for use in regression, and further

discusses the different structures of kernels. Then, Section 2.2 considers the problems of

unknown actuator faults and the fundamental concepts of FTC, along with a review of

recent developments in adaptive FTC methods. Finally, Sections 2.3 and 2.4 provide the

definitions of CBFs and HOCBFs, discussing review recent literature on uncertainty-

aware CBFs and HOCBFs.

2.1 Gaussian Processes

For learning unknown functions, there exist many ways, such as online estimation [40]

and neural networks (NNs) [41], but one particularly elegant way is by probabilistic in-

ference [42]. As a kernel method, GPs can capture many types of statistical structures,

such as symmetries, periodicity, and additivity, which can be encoded through kernels

selected by experts. In this section, we focus on fundamental concepts of GPs and the

17



CHAPTER 2. LITERATURE REVIEW

structure of kernels, along with recent literature on GP-based control methods for en-

suring stability.

Literature Review

Gaussian Processes

Fault-Tolerant
Control

Control Barrier
Functions

Fundamental Concepts

High-Order Control
Barrier Functions

Gaussian Process-Based
Control

Fundamental Concepts

Adaptive FTC

Fundamental Concepts

Uncertainty-Aware CBFs

Fundamental Concepts

Uncertainty-Aware 
High-Order CBFs

Figure 2.1: Structure of literature review.

2.1.1 Fundamental Concepts

Gaussian process (GP) regression serves as an effective machine learning technique for

prediction tasks, especially in scenarios involving uncertainty. From a conceptual stand-

point, a GP characterizes a probability distribution over functions, enabling inference

to be conducted directly within the function space. This leads naturally to the formal

definition presented below:

Definition 2.1.1 (Gaussian process [11]). A GP is a collection of random variables, any

finite number of which have a joint Gaussian distribution.
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For a GP model f (x) : Rn → R, the function is characterized by a mean function

m(x)= E[ f (x)] and a covariance function k(x,x′)= E[( f (x)−m(x))( f (x′)−m(x′))]. The pro-

cess is thus expressed as f (x) ∼ GP (m(x),k(x,x′)). In practical scenarios, the function

values are not directly observable; instead, one obtains noisy measurements yi = s(xi)+
ε, where the noise ε∼ (0,σ2

n). Given the training data xi ∈Rn and corresponding output

yi ∈ R, a training dataset is formed as Dtrain = {xi, yi}Ni=1, with X = {x1, · · · ,xN } ∈ Rn×N

and y= {y1, · · · , yN} ∈RN .

The joint Gaussian distribution over the training outputs y and test output f ⋆ can

be written as follows:y

f ⋆

∼N


m
f ⋆

 ,

 K(X ,X )+σ2
nI K(X ,x⋆)

K(x⋆,X ) k⋆


 ,(2.1)

where m = [m(z1), · · · ,m(zN)]> ∈ RN . K(x⋆,X ) = [k(x⋆,x1), · · · ,k(x⋆,xN)] ∈ R1×N stands

for covariance matrix between x⋆ and X with K(X ,x⋆)=K(x⋆,X )> ∈RN . Function k⋆ =
k(x⋆,x⋆) ∈R. Matrix K(X ,X ) ∈RN×N has entries defined by [K(X ,X )]i j = k(xi,x j).

Based on the properties of multivariate Gaussian distributions, the conditional dis-

tribution of the test output given the training data and the test input is also Gaussian:

f ⋆|X , y,x⋆ ∼N
(
m(x⋆),Cov(x⋆)

)
,(2.2)

where the predictive mean and variance are given by

f̄⋆ = E[ f ⋆|X , y,x⋆]=K(x⋆,X )
[
K(X ,X )+σ2

nI
]−1 y,

V[x⋆]=K(x⋆,x⋆)−K(x⋆,X )
[
K(X ,X )+σ2

nI
]−1K(X ,x⋆).(2.3)

Then, one has the following assumption and lemma:

Assumption 2.1.1 (Kernel Capacity [29, 43]). The function f (·) has a bounded repro-

ducing kernel Hilbert space norm with respect to a covariance function kernel k(·, ·), and
a known upper bound 0<B f ∈R satisfies ‖ f (·)‖2k ⩽B f .
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Lemma 2.1.1 (Probabilistic Bound [43, 44]). Suppose that Assumption 2.1.1 holds and

there exists a compact set X⊂Rn, then

Pr
{|m(x)− f (x)|⩽ψCov(x),∀x ∈X

}
⩾ 1−ϱ(2.4)

for any probability ϱ ∈ (0,1), parameters ψ =
√
2B f +300γln3

(
N+1
ϱ

)
and the maximum

information gain γ=max
x∈X

1
2 log

(
det

(
I+σ−2

n K(x,x′)
))

with x,x′ ∈ {x[1], · · · ,xN+1}.

Since the GPs belong to a kernel method, one introduces a commonly used kernels:

the squared-exponential (SE) kernel with noisy observations

k(x,x′)=σ2
f exp

(
− (x− x′)2

2l2

)
+σ2

nδi j,(2.5)

where l stands for length-scale, σ2
f represents the signal variance, and δi j refers to a

Kronecker delta which is one if i = j and zero otherwise. These quantities are collectively

referred to as hyperparameters. The predictive capability of GP is closely influenced

by these hyperparameters. The SE kernel, also commonly known as the radial basis

function (RBF) kernel, is frequently used in practice.

As a simple illustrative case, consider the one-dimensional function f (x) = xsin(x)

with noisy measurements given by yi = f (xi)+ε with ε∼N (0,0.25).

The corresponding simulation outcomes are depicted in Figure 2.2. Based on the

same signal variance σ2
f = 1 in Figures 2.2(a) and 2.2(b), increasing the length-scale l

leads to enhanced regression accuracy. Moreover, as depicted in Figures 2.2(b) and 2.2(c),

a higher signal variance improves the predictive performance of the GP model. Notably,

among all configurations, Figure 2.2(d) achieves the best regression performance, which

can be attributed to the use of an optimally selected set of hyperparameters, outperform-

ing the cases shown in Figures 2.2(a) and 2.2(c).
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(a) l = 0.3 and σ f = 1. (b) l = 0.5 and σ f = 1.

(c) l = 0.5 and σ f = 2. (d) l = 1.32 and σ f = 4.75.

Figure 2.2: Profiles of SE kernel with different hyperparamters.

Therefore, one concludes that the optimizated hyperparameters can enhance the

performance of GP regression. To optimize the hyperparameters, the log marginal like-

lihood conditioned on the parameters of the covariance function θ = (l,σ f ,σn) can be

computed as

log p(y|X ,θ)=−1
2
y>

(
K +σ2

nI
)−1 y− 1

2
log

∣∣K +σ2
nI

∣∣− 1
2
log2π.(2.6)

Furthermore, the selection of the kernel function plays a crucial role in determining

the effectiveness of GP regression when approximating an unknown target function.
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To demonstrate this effect, two distinct kernels are employed: the SE kernel (2.5), and

the periodic kernel given by σ2
f exp(− 2

l2 sin
2(π x−x′

p )) also known as the Exp-Sine-Squared

kernel. These kernels are used to fit the one-dimensional function f (x)= sin2(x)−cos2(x)

and its observations yi = f (xi)+ ε with ε ∼ N (0,0.01). As illustrated in Figure 2.3(a),

even though the hyperparameters are optimized using the marginal likelihood method

(2.6), the GP model using the periodic kernel yields more accurate predictions than the

SE kernel case shown in Figure 2.3(b).

(a) Periodic kernel. (b) SE kernel.

Figure 2.3: Profiles of two different kernels.

To fit different structures of unknown functions, it is possible to build a “made to

order" kernel with the desired properties. Given this, this subsection further discusses

two combining kernel: addition and multiplication by a known function. To begin with,

the additive formulation can be written as f (x)= fβ(x)+ fγ(x). Assume functions fβ and

fγ are independently and satisfy fβ ∼ GP (mβ,kβ) and fγ ∼ GP (mγ,kγ). In this case,

their sum also yields a GP, and the resulting distribution is given by:

fβ+ fγ ∼GP (mβ+mγ,kβ+kγ),

where kernels fβ and fγ can be chosen different types.
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The noisy observations yi = fβ(xi)+ fγ(xi)+ε, where ε∼ (0,σ2
n). Denote D = {xi, yi}Ni=1

and assume the functions fβ and fγ are a prior independent, then the joint distribution

can be written as follows:

y

f ⋆
β
+ f ⋆γ

f ⋆
β

f ⋆γ


∼N



Kβ+Kγ+σ2
nI K⋆

β
+K⋆

γ K⋆
β

K⋆
γ

(K⋆
β
+K⋆

γ )
> k⋆⋆

β
+k⋆⋆γ k⋆⋆

β
0

(K⋆
β
)> k⋆⋆

β
k⋆⋆
β

k⋆⋆γ

(K⋆
γ )

> 0 k⋆⋆γ k⋆⋆γ


.(2.7)

where K i =K i(X ,X ) ∈RN×N , K⋆
i =K i(X ,x⋆) ∈RN , and k⋆⋆i = ki(x⋆,x⋆) ∈R.

As a result, the essential predictive formulations for GP regression are as follows:

fβ(x⋆)|y∼N
(
(K⋆

β )
>K−1

sumy, k⋆⋆β − (K⋆
β )

>K−1
sumK⋆

β

)
,

fγ(x⋆)|y∼N
(
(K⋆

γ )
>K−1

sumy, k⋆⋆γ − (K⋆
γ )

>K−1
sumK⋆

γ

)
,(2.8)

where Ksum =Kβ+Kγ+σ2
nI.

Furthermore, an unknown function f (x) can also be modelled by any fixed known

function ξ(x) as well as an known function q(x)∼GP (0,k(x,x′)), one has

f (x)= ξ(x)q(x), f (x)∼ (0,ξ(x)k(x,x′)ξ(x′)),(2.9)

then noisy observations yi = ξ(xi)q(xi)+ε and the joint distribution can be obtained as: y

f ⋆

=

 Ξ(X )K(X ,X )Ξ(X )+σ2
nI Ξ(X )K(X ,x⋆)

K(x⋆,X )Ξ(X ) k
⋆

 ,(2.10)

where Ξ(X )=diag[ξ(x)1,ξ(x)2, · · · ,ξ(x)N)] ∈RN×N .

Consequently, the fundamental equations governing GP prediction are given below:

f (x⋆)|y∼N
(
KΞK−1

multiy, k(x
⋆,x⋆)−KΞK−1

multiK
>
Ξ

)
.(2.11)

where KΞ =K(x⋆,X )Ξ(X ) and Kmulti =Ξ(X )K(X ,X )Ξ(X )+σ2
nI.
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2.1.2 Gaussian Process-Based Stabilizing Controller

Owing to the strong modelling capabilities of GP regression, many researchers have in-

vestigated its integration with various control strategies, such as GP-based feedback

control [45–48], GP-based adaptive control [49–51], and GP-based model predictive

control (MPC) [52–54]. For instance, as discussed in [45], Lederer et al. established

a uniform error bound under relaxed assumptions to improve the approximation perfor-

mance of GP regression, and analyzed the stability of probabilistic models under a feed-

back control framework. In [47], Umlauft et al. proposed a control approach based on dif-

ferential dynamic programming to solve optimal control problems in uncertain systems

modelled via GP regression. Departing from the conventional construction of probabilis-

tic systemmodels, Castañeda et al. [48] developed a probabilistic constraint formulation

for control Lyapunov functions by embedding an affine dot product kernel within the GP

regression process. In the context of adaptive control, Chowdhary et al. [50] designed

a model reference adaptive control (MRAC) framework that leverages GP regression

to counteract model uncertainty, thereby enhancing control robustness. Building upon

this work, Joshi et al. [51] incorporated generative networks to further improve the

performance of the GP-MRAC scheme, especially in handling complex model variations.

Regarding MPC-based methods, Hewing et al. [52] utilized GP regression to capture

system dynamics and proposed a cautious MPC framework capable of accounting for

prediction uncertainty. Similarly, Cao et al. [54] presented a hierarchical control struc-

ture that combines GP modelling with MPC techniques to address trajectory tracking

tasks for unmanned quadrotors, demonstrating its effectiveness in high-dimensional

nonlinear environments.

However, the aforementioned methods are mainly designed for guaranteeing the

stability for uncertain systems and may lose effectiveness in the presence of unknown

faults. Different from model uncertainty, faults are unexpected and can cause signifi-
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cant damage to the controlled system. Given this, it is essential to ensure that uncertain

systems with faults remain both stable and functional.

2.2 Fault-Tolerant Control

FTC aims to maintain the essential functionality of autonomous systems after complet-

ing fault detection. To enhance control performance under model uncertainty, adaptive

FTC has been proposed and widely used to estimate unknown dynamics. This section

introduces the fundamental concepts of actuator faults and FTC approaches, discussing

the corresponding literature on adaptive FTC methods against both uncertainty and

actuator faults that are closely related to the focus of this research.

2.2.1 Fundamental Concepts

Before introducing the definition of FTC method, this subsection begins with the com-

mon type of actuator faults in controlled systems. Actuator faults can be modelled as

actuator bias faults [55] and gain faults [56], resulting in the following definition [14]:

uF =Θu+∆uF , t⩾ tF ,(2.12)

where 0 < tF ∈ R represents an unknown fault occurrence time. uF ∈ Rm is actuator

output after t⩾ tF , and u ∈ Rm refers to actuator input. Θ =diag[θ1,θ2, · · · ,θm] ∈ Rm×m

stands for the unknown parameterized matrix of actuation effectiveness with θi ∈ (0,1],

i = 1,2, · · · ,m. ∆uF ∈ Rm is unknown and time-varied actuator bias faults. Accordingly,

the unknown actuator faults (2.12) can be divided into the following cases:

1) Θ= Im and ∆uF = 0 represent a fault-free case.

2) 0< θi < 1, i = 1,2, · · · ,m and ∆uF = 0 denote the partial loss of actuation effectiveness.

3) Θ= Im and ∆uF 6= 0 mean the actuator bias faults.
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4) 0< θi < 1, i = 1,2, · · · ,m and ∆uF 6= 0 indicate both partial loss of actuation effective-

ness and the actuator bias faults.

(a) Without actuator fault. (b) Actuator gain fault.

(c) Actuator bias fault. (d) With both actuator gain and bias faults.

Figure 2.4: Profiles of actuator outputs under different fault conditions.

To illustrate the impact of unknown faults on actuator output, results are presented

in Figure 2.4. In this simulation, a pendulum system with n = 2 is considered, as in-

troduced in [57], and the desired trajectory is specified as [sin(t),cos(t)]>. The actuator

gain fault is defined as θ = 0.5, and the actuator bias fault is set to sin(t), with the fault

occurring at t = 3s. To assist the pendulum system in tracking the desired trajectory, a

PID controller is employed with kP = 6, kI = 9, and kD = 0.02. Compared to the fault-
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free case in Figure 2.4(a), the actuator output values in Figure 2.4(b) are significantly

higher since the gain fault reduces the effectiveness of the control inputs. As illustrated

in Figure 2.4(c), the bias fault has a more severe impact on the pendulum system, lead-

ing to frequent oscillations in output curves. The actuator output under both actuator

gain and bias faults displays even more frequent and severe oscillations than others,

which shows in Figure 2.4(d).

Note that this thesis doesn’t consider the total actuator outage faults θi = 0, i =
1,2, · · · ,m and the partial actuator outage faults θi = 0, i = 1,2, · · · ,n, (n<m). Interested

readers are referred to some existing studies on [58, 59]. Different from sensor faults,

actuator faults can directly hinder the design of model-based controllers and impact the

systems stability. To deal with this issue, researchers have designed FTC methods to

mitigate and address the influence of unknown actuator faults.
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System
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+

-

Reconfigurable
Controller Actuator
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(a) Architecture of a passive FTC.
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(b) Architecture of an active FTC.

Figure 2.5: Architecture of two types of FTC.

From the viewpoint of control theory, FTC strategies are commonly classified into

two categories: passive FTC (see Figure 2.5(a)) and active FTC [60] (see Figure 2.5(b)).

Passive FTC refers to fixed feedback control methods designed to reduce sensitivity to

actuator faults. This approach features a simple structure and fast response but tends to

be conservative when handling time-varying faults [61]. To overcome these limitations,
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an active FTC strategy has been developed. This strategy integrates a fault detection

and isolation module with a reconfigurable controller, providing a dynamic mechanism

to handle faults. In addition, the active FTC method aims to reallocate control tasks

from faulty actuators to healthy actuators [62]. Although active FTC provides greater

flexibility and adaptability to handle system faults, it typically involves higher imple-

mentation cost and slower response times.

To improve the performance of both passive FTC and active FTC, researchers have

integrated adaptive control methods into these frameworks [63] to build upon adaptive

FTC control methods. Such methods can adjust controller parameters and compensate

for the influence of faults, while also providing greater robustness against model uncer-

tainty. As a result, adaptive FTC has attracted considerable research attention.

2.2.2 Adaptive FTC

The primary goal of adaptive FTC strategies is to maintain system stability despite the

presence of model uncertainty and actuator faults [64–69]. As stated in [64], Khalili et

al. employed radial basis function neural networks (RBFNNs) to approximate model

uncertainties, and a distributed adaptive FTC framework was introduced to ensure the

stability of uncertain multi-agent systems (MASs). Similarly, Wang et al. [65] utilized

RBFNNs combined with a backstepping technique to design finite-time adaptive FTC

schemes capable of handling actuator faults. In [66], Yang et al. developed a distributed

adaptive controller incorporating both RBFNNs and predefined-time techniques to sta-

bilize switched odd-rational-power MASs. A different approach was proposed in [67],

where a parameter estimator was designed to identify uncertain parameters, and event-

triggered adaptive FTC methods were used to guarantee stability in nonlinear systems.

Addressing unknown nonlinearities, actuator saturation, and faults, Wang et al. [68]

presented an event-triggered adaptive saturated FTC strategy. Wu et al. [69] focused
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on the tracking control problem of nonaffine uncertain systems with actuator faults,

where an event-triggered adaptive fuzzy output feedback FTC method was proposed.

In addition, some researchers have explored adaptive FTC approaches to compen-

sate for unknown actuator faults. Furthermore, some researchers have designed adap-

tive fault-tolerant controller to compensate for the actuator faults [70–73]. As stated in

[70], the authors designed a RBFNN to compensate for actuator gain faults, an observer

to handle external disturbances, and a fault-tolerant controller to guarantee the system

stability. Deng et al. [73] explored the consensus problem of heterogeneous MASs under

actuator faults and network denial-of-service by leveraging an adaptive fault-tolerant

resilient controller. However, the above adaptive FTC techniques on handling model un-

certainty struggle with imperfect observations and observation noise in some case. To

overcome this, few authors have studied GP-based adaptive FTC methods [74] to deal

with model uncertainty and actuator bias faults.

Since the primary goal of FTC is to maintain stability of systems subject to faults,

rather than explicitly guaranteeing safety, recent studies have focused on safety-critical

control methods for autonomous systems, such as control barrier functions (CBFs).

2.3 Control Barrier Functions

Safety is a fundamental requirement for autonomous systems such as UAVs and UGVs.

To address this, CBF methods have been proposed.

2.3.1 Fundamental Concepts

This subsection begins with the forward set invariance, which is the fundamental con-

cept of safety. Consider the following control affine systems:

ẋ= f (x)+ g(x)u,(2.13)
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where f : Rn → Rn and g : Rn → Rn×m respectively denote drift and gain dynamics, and

both them are locally Lipschitz. x ∈ Rn stands for the system state. Control input is

defined as u⊂U ∈Rm. U represents the compact sets of control input.

Definition 2.3.1 (Forward Invariant [21]). If there exists a set A and for every x0 ∈ A ,

there exists a trajectory x : I(x0)→ Rn with x(0)= x0 satisfying x(t) ∈A , then this set A

is said to be forward invariant. If the set A is forward invariant, then system (2.13) is

safe with respect to the set A .

Assume that the set A is defined as

A = {x ∈Rn : h(x)⩾ 0},

∂A = {x ∈Rn : h(x)= 0},

Int(A )= {x ∈Rn : h(x)> 0},(2.14)

where h :Rn →R is a continuously differentiable function. ∂A and Int(A ) stand for the

interior and boundary of set A .

Before providing the definition of CBFs, we first introduce the concept of an extended

class K function, defined as follows:

Definition 2.3.2 (Extended Class K Function [18]). If a continuous function α : (−b,a)→
(−∞,∞) is strictly increasing and α(0) = 0, then this function α is said to be extended

class K for some a,b> 0.

Definition 2.3.3 (Reciprocal CBFs [18]). Consider system (2.13), and provided a set A ⊂
Rn defined by (2.14) for a continuously differentiable function h :Rn →R. A continuously

differentiable function B : Int(A ) is said to be a reciprocal CBFs, if there exists three class
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K functions α1,α2, and α3 such that

1
α1(h(x))

�B(x)� 1
α2(h(x))

,

sup
u∈U

{
Lf B(x)+LgB(x)u−α(h(x))

}
� 0,∀x ∈ Int(A ),(2.15)

where L f B(x) and LgB(x) represent the Lie derivatives of B(x) with respect to the vector

fields f and g, respectively.

Definition 2.3.4 (Zeroing CBFs [18]). Consider system (2.13), and provided a setA ⊂Rn

defined by (2.14) for a continuously differentiable function h : Rn → R, then the function

h is said to be a zeroing CBFs defined on a set D with A ⊆ D ⊂ Rn, if there exists an

extended class K function α such that

sup
u∈U

{
Lf h(x)+Lgh(x)u+α(h(x))

}
� 0, ∀x ∈D,(2.16)

where L f h(x) and Lgh(x) represent the Lie derivatives of h(x) with respect to the vector

fields f and g, respectively.

It is worth noticing that defining h on a set D larger than C allows one to account

for the effects of model perturbations [75]. To show the mechanism of zeroing CBFs (see

Figure 2.6), a linear function with positive coefficient γ is leveraged as α(·) : α(h(x)) =
γh(x), and γ serves as a decay rate of a lower bound of h(x).

Figure 2.6: Mechanism of zeroing CBFs.
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This chapter introduces two types of CBFs, but the thesis mainly focuses on the

second type of CBF, namely, the zeroing CBF. While CBFs offer formal safety guaran-

tees for autonomous systems, their effectiveness heavily depends on the accuracy of the

system model. In practice, model uncertainty poses significant challenges for the de-

sign of CBF-based controllers. To overcome this limitation, researchers have developed

uncertainty-aware CBF approaches that integrate robust design techniques or uncer-

tainty estimates into the framework.

2.3.2 Uncertainty-Aware CBFs

Model uncertainty in autonomous systems is non-ignorable due to inherent random-

ness or noise and a lack of knowledge or understanding within systems. Given this,

researchers extend CBFs to robust CBFs [76–79], adaptive CBFs [80–83], and learning-

based CBFs [84–86]. As stated in [76], the authors designed robust control Lyapunov

function (CLF) and robust CBF methods to stability and safety of systems with drift

uncertainty. Buch et al. [77] studied the influence of sector-bounded uncertainties for

true system models and designed a second-order cone program (SOCP)-based controller

with robust CBFs. However, the SOCP may cause the feasible issue for the design of

CBF and CLF-based controllers. For addressing this issue, Cohen et al. [78] developed

a duality-based approach for robust CBF and robust CLF under drift and gain uncer-

tainties. However, the above methods are conservative when facing higher bounds of

uncertainty. To overcome this, adaptive CBF methods are proposed [80–83]. As stated

in [80], the authors designed online estimation methods to address parameter uncer-

tainty and developed robust adaptive CBF methods to ensure the safety of uncertain

systems. For reducing the influences of model uncertainty, Wang et al. [81] explored

finite-time convergence techniques to estimate uncertain system parameters and inte-

grated this methods into CBF frameworks. In [83], the authors presented adaptive esti-
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mator to handle matched and mismatched uncertainties as well as respectively studied

the CBFs and HOCBFs. In addition, some researchers have used learning-based meth-

ods to handle model uncertainty. As stated in [86], Taylor et al. developed an episodic

learning framework for CBFs to mitigate the influences of model uncertainty. However,

the above methods on adaptive and learning-based CBFs still struggle to handle im-

perfect measurements and observation noise. To address these challenges, researchers

have explored the GP-based CBFs to ensure the safety of uncertain systems.

Research on GP-based CBFs can be categorized into two directions: modelling sys-

tem uncertainty [87–91] and modelling uncertain terms in the CBF constraints [34,

92, 93]. As stated in [87], Emam et al. proposed a GP-based framework to learn both

additive and multiplicative disturbances in system dynamics and designed a robust

CBF controller to ensure safety under uncertainty. To model unknown system dynam-

ics, Long et al. [90] developed a probabilistic CLF-CBF approach using matrix-valued

GP regression, providing both stability and safety guarantees under worst-case uncer-

tainty. In [93], Wang et al. investigated a GP-based CBF method and Bayesian optimiza-

tion to optimize the safe control performance by modelling uncertainty within the CBF

constraints. Nevertheless, the aforementioned CBF methods can lose their effectiveness

when applied to systems with high relative degrees.

For example, consider the following ACC system [94]: v̇

ḋ


︸ ︷︷ ︸

ẋ

=

 −Fr
m

v0−v


︸ ︷︷ ︸

f (x)

+

 1
m

0


︸ ︷︷ ︸

g(x)

u,(2.17)

where m is the mass of the ego vehicle and its rolling resistance can be represented as

Fr = f0+ f1v+ f2v2. Parameters v, d, and v0 stand for the velocity of ego vehicle, the

distance between ego vehicle and its preceding vehicle, and the velocity of its preceding

vehicle. The CBF is set as h(x)= d−dsafe that has relative degree two (i.e., r = 2). The
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corresponding CBF constraint can be obtained as below:

v0−v︸ ︷︷ ︸
L f h(x)

+ 0︸︷︷︸
Lgh(x)

×u+d−dsafe︸ ︷︷ ︸
α(x)

⩾ 0.(2.18)

Note that Lgh(x)= 0 in (2.18), the safe control input u cannot guarantee the safety

of autonomous systems. Given this, HOCBFs have been proposed to address this issue.

2.4 High-Order Control Barrier Functions

In practical applications, nonlinear systems with high relative degrees are common,

such as the serial spring-mass system (relative degree six) and the two-link pendu-

lum with elastic actuators (relative degree four) [95]. Since zeroing CBFs are limited

in handling such systems, researchers have proposed HOCBFs to investigate the safety

systems with higher relative degrees. This section presents the fundamental concepts

of HOCBFs and reviews recent advances in uncertainty-aware HOCBF methods.

2.4.1 Fundamental Concepts

This subsection begins with the definitions of the class K function and relative degree.

Definition 2.4.1 (Class K function [96]). If a continuous function α : [0,a)→ [0,∞),a>
0 is strictly increasing and α(0)= 0, then this function α is said to be class K .

Definition 2.4.2 (Relative Degree [96]). If a scalar function h : Rn → R is r-times con-

tinuously differentiable at x, and if LgL
j
f h(x)= 0,∀1⩽ j < r−1 and LgLr−1

f h(x) 6= 0 in a

region D, then the function h is said to have relative degree r ∈N for all x ∈D.

Consider a state constraint set of the form as follows:

A0 = {x ∈Rn|h(x)⩾ 0},(2.19)
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where function h has the same meaning defined in (2.14).

To obtain an effective control input, we need to compute the derivative of h along

the system (2.13) until the control input appears. Then, one considers the collection of

functions

β0(x)= h(x),

βi(x)= hi(x)= β̇i−1(x)+αi(βi−1(x)), ∀i ∈ {1,2, . . . , r−1},

βr(x,u)= hr(x,u)= β̇r−1(x,u)+αr(βr−1(x)),(2.20)

where each αi(·) ∈K , and each βi for i ∈ {0,1, · · · , r−1} is dependent of u for all x⊂D.

Correspondingly, a sequence of sets Ai, i ∈ {0,1, · · · , r} can be defined as the zero

superlevel set of βi :

Ai = {x ∈Rn :βi(x)⩾ 0},

∂Ai = {x ∈Rn :βi(x)= 0},

Int(Ai)= {x ∈Rn :βi(x)> 0}.(2.21)

Definition 2.4.3 (HOCBFs [22]). Denote h :Rn →R have relative degree r ∈N for system

(2.13) satisfying (2.20) and a sequence of sets Ai satisfying (2.21). If there exist a sequence

of class K functions αi(·), i ∈ {0,1, · · · , r} such that

sup
u∈U

{
L fβr−1(x)+Lgβr−1(x)u+αr(βr−1(x))

}︸ ︷︷ ︸
βr(x,u)=hr(x,u)

⩾ 0,∀x ∈A1
⋂

A2
⋂ · · · ,⋂Ar,(2.22)

then function h is said to be a candidate HOCBF of the relative degree r for system (2.13),

where L fβr−1(x)= L f h(x)+∑r−1
i=1 L

i
f (αr−i ◦βr−i−1)(x) and Lgβr−1(x)= LgLr−1

f h(x).

Note that CBFs can be viewed as a special case of HOCBFs when the relative degree

is one. In addition, if a sequence of class K functions are selected as αi(h(x)) = kih(x)

with ki > 0, i = {0, · · · , r}, the HOCBF formulation reduces to an exponential CBF. Com-

pared to CBFs, HOCBFs are more sensitive since each βi(x) needs to be non-negative.
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Furthermore, each class K function αi(h(x)) can be chosen from various forms, such

as the a quadratic function αi(h(x)) = h2(x), a linear function αi(h(x)) = kih(x), and

a square root function αi(h(x)) =
p
h(x) . Nevertheless, the design of HOCBF-based

controllers still rely on accurate system models. Given this, some researchers study

uncertainty-aware HOCBF methods that integrate robust design techniques or uncer-

tainty estimates into HOCBF frameworks.

2.4.2 Uncertainty-Aware High-Order CBFs

Compared to CBFs, the HOCBFs are easily affected by model uncertainty. For example,

consider the following systems with model uncertainty:

ẋ= f̂ (x)+ g(x)u,(2.23)

where f̂ (x) ∈ Rn denotes the partially known drift systems. g(x) and u have the same

meanings as those defined in system (2.13).

Firstly, denote a function h(x) satisfying Definition 2.3.4, then one obtains the fol-

lowing CBF constraint with the respect to system (2.23):

sup
u∈U

{
L f̂ h(x)+Lgh(x)u+α(h(x))

}
⩾ 0, ∀x ∈D,(2.24)

Then, assume the system (2.23) have relative degree r and, define a new Γ(x) satis-

fying Definition 2.4.3, the HOCBF constraint can be written as follows:

sup
u∈U


L f̂ h(x)+

r−1∑
i=1

Li
f̂
(αr−i ◦βr−i−1)(x)︸ ︷︷ ︸

L f̂ βr−1(x)

+LgLr−1
f̂

h(x)︸ ︷︷ ︸
Lgβr−1(x)

u+αr(βr−1(x))


⩾ 0,(2.25)

for all x ∈D.

According to (2.24) and (2.25), it can be observed that the drift uncertainty in system

(2.23) only influences the term L f̂ h(x) in CBF constraint (2.24). However, in HOCBF
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constraint (2.25), the drift uncertainty affects not only the term L f̂βr−1(x) but also the

term LgLr−1
f̂

h(x). To overcome these limitations, some authors have explored robust

exponential CBFs [97, 98], learning-based exponential CBFs [84, 99, 100], and concur-

rent learning-based HOCBFs [101]. As stated in [97], Chinelato et al. developed the ro-

bust exponential CBF framework to ensure the safety of uncertain systems. In contrast,

Seiler et al. [98] considered the influences of unmodelled dynamics including unknown

actuator dynamics and time delays and designed robust CBF methods with integral

quadratic constraints to handle them. In [100], the authors leveraged neural networks

techniques to approximate the exponential CBF constraint including uncertain terms.

Wang et al. [101] studied the safety-critical tracking control problem for uncertain sys-

tems by using a concurrent learning method to learn the HOCBF constraint under un-

certainty. Furthermore, some researchers assume that the model uncertainty follows

a structure similar to that defined in Definition 2.4.2 and is matched with the control

input. Therefore, the term LgLr−1
f̂

h(x) can be replaced by the term LgLr−1
f h(x) in the

HOCBF constraint. However, the above robust exponential CBFmethods in [97, 98] and

the assumption stated in [101] remain conservative in some cases. The learning-based

exponential CBF and HOCBF methods in [84, 99–101] face more challenges when deal-

ing with imperfect state measurements and observation noise. To address the above

issues, very few researchers have explored the GP-based HOCBF methods [38]. Nev-

ertheless, the HOCBF approaches still struggle to guarantee the safety of uncertain

systems in the presence of unknown actuator faults.
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PROBABILISTIC MODEL-BASED FAULT-TOLERANT

CONTROL FOR UNCERTAIN NONLINEAR SYSTEMS

This chapter is based on the paper titled "Probabilistic model-based fault-tolerant control

for uncertain nonlinear systems," IEEE Transactions on Cybernetics, vol. 55, no. 4, pp.

1838-1847, April 2025.

To address RQ1 and achieve RO1, this chapter proposes two probabilistic model-

based adaptive FTC methods for faulty systems with unknown dynamics. We study GP

regression in two cases: an offline learning-based control method and an event-triggered

online data-driven modelling method, to learn unknown system dynamics. Considering

the computational complexity of GP regression in practical applications, we discuss the

case of computational delays in real-time predictions. Moreover, four theoretical criteria

are developed to ensure the probabilistic stability of closed-loop systems. Finally, numer-

ical simulations validate the effectiveness of proposed control methods and demonstrate

their competitiveness compared to existing approaches.

The structure of this chapter is outlined as follows. Section 3.1 reviews the related

literature pertinent to this work, while Section 3.2 presents the necessary background
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and preliminaries. The core contributions of this chapter are detailed in Sections 3.3 and

3.4. Section 3.5 provides numerical examples to validate the proposed approaches. The

chapter is concluded in Section 3.6. Additionally, an overview of two methods developed

in this chapter is illustrated in Figure 3.1.

GP model

Actuator

Faults

Offline Training
Dataset

+

Controllers (3.8)

Uncertain
System (3.1)

Adaptive Law (3.6)Reference
Signal

-

(a) Offline learning-based control.

GP model

Actuator

Faults

Online Training
Dataset

+

Controllers (3.21)

Uncertain
System (3.1)

Adaptive Law (3.6)Reference
Signal

-

Event-Trigger
Learning (3.22)

(b) Online learning-based control.

Figure 3.1: An overview of two probabilistic adaptive FTC methods.

3.1 Introduction

FTC is a specialized strategy designed to ensure fail-safe operation in real-time condi-

tions when components in a system fail or become faulty [12]. Adaptive control, known

for its ability to deal with model uncertainty, control failures, and environmental dis-

turbances [10], has recently been combined with FTC methods to enhance system re-

liability [5, 65, 102–107]. To tackle unknown actuator faults, adaptive fault-tolerant

controllers have been designed for uncertain nonlinear systems by using the backstep-

ping technique [65, 102–104]. Moreover, the reinforcement learning strategy has been

used to enhance adaptive FTC methods to deal with actuator faults [5, 105]. In [106],

Qiu et al. extended FTC to adaptive fuzzy control for uncertain stochastic nonlinear sys-

tems. However, the FTC strategies often depend on conservative assumptions or non-

robust methods to handle model uncertainty. For instance, results in [5, 102, 103] as-
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sume known bounds for model uncertainty, while others [65, 104–107] employ adaptive

NN methods to approximate unknown system dynamics. Despite their utility, the con-

servative assumptions in [5, 102, 103] may limit applicability in certain cases. Similarly,

adaptive NN techniques in [65, 104–107] face challenges in approximating unknown dy-

namics when dealing with imperfect measurements and limited data.

Recently, the GP modelling method has gained attention for dynamic systems mod-

elling due to its inherent advantages in handling model uncertainty. As a nonparamet-

ric approach, it offers flexibility and robustness in dealing with uncertain systems [108].

Given this, GP-based control strategies have been used in uncertain nonlinear systems

[28–36, 88]. As stated in [28, 29, 33, 36], the GP-based feedback linearization controllers

have been designed to study tracking control problems. Furthermore, researchers have

also extended GP-based control to the CBFs [34, 35, 88], adaptive sliding-mode control

[30], MPC [31], and RL [32]. To improve the data efficiency and decrease the computa-

tional time of GP regression, event-triggered sampling strategies [28, 29, 36] and the

active basis vector method [30] have been leveraged to limit the size of the training

dataset. However, the computational time required for GP regression cannot be ignored

when collecting training data in online learning. In real-time control tasks, predictions

need to be generated at each updated time to model unknown dynamics based on GP

regression, making it essential to account for the computational delays associated with

this process. However, only a few studies have focused on this aspect [109]. Furthermore,

results in [28–36, 88] mainly investigate tracking control problems without faults and

face challenges when dealing with unknown actuator faults. Therefore, we aim to ex-

tend existing works to GP-based adaptive FTC strategies in this chapter.
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3.2 Preliminaries

This section introduces some notations, uncertain control-affine systems, fault modeling,

and corresponding control objectives, along with some necessary assumptions.

3.2.1 Notations

Let R = (−∞,+∞),R0,+ = [0,+∞),R+ = (0,+∞),Rn be n-dimensional Euclidean space,

and Rn×m be the space of n×m real matrices. N and N0 indicate all natural numbers

without and with zero. In stands for the n× n real identity matrix. ‖ · ‖ refers to the

Euclidean norm. | · | presents the absolute value. Pr{·} means probability of an event.

z[p] implies the p-th measurement of the state vector z. z(n) indicates the n-th deriva-

tion. X represents the compact set. ; stands fo the empty set. Given matrix Ψ, λmin(Ψ)

and λmax(Ψ) refer to its minimum and maximum eigenvalues. det(Ψ) represents the

determinant of matrix Ψ.

3.2.2 Problem Formulation

Consider a single-input nonlinear system expressed in the controllability canonical form

as follows [29]:

żi(t)= zi+1(t), i = 1,2, · · · ,n−1,

żn(t)= f (z(t))+ g(z(t))u(t), z0 = z(0),(3.1)

where z(t)= [z1(t), z2(t), · · · , zn(t)]> ∈X⊆ Rn refers to the state variable. u(t) ∈ R denotes

the control input. Note that functions f (·) and g(·) may not be fully known for real

systems. Then, the following assumption is made:

Assumption 3.2.1 (System Dynamics [96, 110]). The function f (·) :X→ R is unknown
but is Lipschitz continuous on the compact domain X with a Lipschitz constant L f , satis-
fying | f (z(t))− f (z∗(t))|⩽ L f ‖z(t)−z∗(t)‖ for all z(t), z∗(t) ∈X. The function g(z(t)) :X→R

is known and satisfies g(z(t)) 6= 0 for all z(t) ∈Rn, with |g(z(t))|⩽ ḡ, where ḡ is a constant.

Remark 3.2.1. This chapter assumes the g(·) is known, which helps guarantee global
controllability and facilitates the design of a controller for system (3.1), but it restricts the
system class. Interested readers are referred to [111] for studies on systems with unknown
dynamics g(·).
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Assumption 3.2.2 (Measurable State). Suppose that availability noise measurements
satisfy y[ϕ] = f (z(tϕ))+ d[ϕ] at arbitrary time instances t = tϕ with ϕ ∈ N0, and noise
d[ϕ] ∼ N (0,σ2

n) is assumed Gaussian independent and identically distributed. Then, a
training dataset can be defined as follows:

Dtϕ =
{
z[p], y[p]

}Nϕ

p=1 .

where ϕ indicates an index of the number of collected noisy data, while Nϕ ∈N0 means
the current number of collected noisy data. Note that dataset Dtϕ can be updated as Dtϕ+1

when new data is collected at t= tϕ+1.

Supposing that the function f satisfies Assumptions 2.1.1 and 3.2.2, its posterior

mean mϕ and standard deviation σϕ on state z can be obtained based on the dataset

Dtϕ . Moreover, the SE function defined in (2.5) is adopted in this chapter.

3.2.3 Fault Modeling

This chapter focuses on actuator bias faults caused by wear-and-tear factors in sys-

tem components [6]. Such faults may degrade control performance and pose significant

threats to system stability, as detailed below:

uF (t)= û(t)+∆h(t), ∀t⩾ tF ,(3.2)

where û(t) stands for the control input that needs to be designed. ∆h(t) ∈ R refers to

an unknown time-varying bias fault. tF represents an unknown time-instant of fault

occurrence and u(t)= uF (t) if t⩾ tF .

Assumption 3.2.3 (Fault Bound [112]). Actuator bias fault ∆h(t) is unknown time-
varying but bounded function which satisfies |∆h(t)| ⩽ h̄ and 0 < h̄ < +∞, where pa-
rameter h̄ is a known finite constant.

Remark 3.2.2. As stated in equation (2.12), actuator faults are commonly divided into
bias faults and gain faults. Considering the limitations of the proposed methods, this
chapter preliminarily focuses on addressing the challenges posed by unknown system
dynamics and bias faults. The general fault model will be considered in future studies.

Assumption 3.2.4 (Desired Trajectory). In this chapter, desired trajectory z⋆d (t) ful-
fills z⋆d (t) = [zd(t), żd(t), · · · , z(n−1)d (t)]> ∈ Rn, where zd(t) and its first n derivations are
bounded and known, satisfying z̄dn ⩾

∣∣∣z(n)d (t)
∣∣∣ , z̄⋆d = supt∈R0,+ ‖z⋆d (t)‖.
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In what follows, we define a tracking error between the state of nonlinear system

(3.1) and the desired trajectory’s state as ωi(t)= zi(t)− z(i−1)d (t), i = 1,2, · · · ,n with ω(t)=
[ω1(t),ω2(t), · · · ,ωn(t)]> ∈ Rn. Based on system (3.1), the dynamics of the error system

are defined as follows:

ω̇i(t)= zi+1(t)− z(i)d (t), i = 1,2, · · · ,n−1,

ω̇n(t)= f (z(t))+ g(z(t))u(t)− z(n)d (t).(3.3)

When t⩾ tF , error system (3.3) can be rewritten as follows:

ω̇(t)= Aω(t)+B
(
f (z(t))+ g(z(t))uF (t)− z(n)d (t)

)
.(3.4)

where A =
[

0̄ In−1
0 0

]
n×n

,B=
[

0n−1
1

]
n×1

, and 0̄= 0× In−1.

3.2.4 Control Objectives

This chapter aims to propose novel offline and online learning-based adaptive FTC

strategies for uncertain nonlinear system (3.1) subject to fault model (3.2), with the

goal of achieving the following control objectives:

• Unknown dynamics fitting. The proposed two learning strategies can fit the

unknown dynamics of systems and generate probabilistic models to facilitate the

design of adaptive fault-tolerant controllers.

• Unknown fault compensation. The designed control strategies should effec-

tively compensate for an unknown actuator fault, reducing its influence on the

system state.

• Desired state tracking. System (3.1) can track desired trajectory z⋆d (t). The
condition limt→+∞ ‖z(t)− z⋆d (t)‖ ⩽ ω̄ holds for any initial condition z(0), where

0< ω̄ ∈R+ is the upper bound of the tracking error.

3.3 Offline Learning-Based Adaptive FTC

This section presents the design and theoretical analysis of an offline learning-based

adaptive FTC method. Subsection 3.3.1 designs an adaptive fault-tolerant controller

with delayed predictions. Subsection 3.3.2 analyzes the probabilistic stability and de-

rives a probabilistic bound for the derivatives of the system state.
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3.3.1 Learning-Based FTC with Delayed GP Predictions

This subsection designs a probabilistic model-based adaptive fault-tolerant controller

for system (3.4), based on dataset Dtϕ in Assumption 3.2.2, leading to the following

representation:

û(t)= g−1(z(t)) (û1(t)+ û2(t)) ,

û1(t)= − k̂(t)ω>(t)ΥB− ĥ2(t)ω>(t)ΥB
ĥ(t)|ω>(t)ΥB|+δ(t)

,

û2(t)= − f̂ϕ(z(t))− β̄σϕ(z(t))(3.5)

with the corresponding adaptive law:

˙̂k(t)= k1
(
ω>(t)ΥB

)2
, ˙̂h(t)= h1

∣∣ω>(t)ΥB
∣∣ ,(3.6)

where k̂(t) ∈ R is the time-varying gain with an initial positive value. ĥ(t) ∈ R implies

the estimation of the unknown actuator fault with initial 0 < ĥ(0) ∈ R. Parameters k1
and h1 are positive constants. 0< δ(t) ∈R denotes a uniformly continuous function satis-

fying limT→∞
∫T
0 δ(ζ)dζ⩽ δ̄<+∞. f̂ϕ(z(t)),σϕ(z(t)), and β̄ are posterior mean, posterior

variance, and the upper bound of the gain parameter, as defined in Assumption 3.2.2.

The positive matrix Υ needs to be designed, as determined by the following equation:

ΥA+A>Υ−2ΥBB>Υ=−Q(3.7)

for any positive definite matrix Q.

Predictions for new test data based on GP regression depend on training data. Nev-

ertheless, real-time control of uncertain systems requires generating predictions at ev-

ery time instant, making the computational time of GP regression non-negligible in

practical applications. Moreover, for online learning-based control, the updated time of

the data-driven model should also be considered if new data is collected, which will

be discussed later. Given this, we should leverage delayed values mϕ(z(tτ(t))) = f̂ϕ(z(t))
and σϕ(z(tτ(t))) = σϕ(z(t)) in practice. Here, tτ(t) is the last model evaluation time, and

α(·) :R→R defines the overall computational time as follows:

tk+1 = tk+α(tk), τ(t)= argmax
k∈N

tk+1 < t

with the discrete-time tk,∀k ∈N, t0 = 0, and Figure 3.2 shows the illustration of learning-

based control with delayed GP predictions. Note that overall computational time is
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unequal in different time instants. This overall computational time contains the com-

putational time for predictions generated at every time instant in the case of offline

learning-based control (as discussed in Section 3.3), and the time for data-driven model

updates as well as predictions generated in the case of online learning-based control (as

explored in Section 3.4). Moreover, this chapter assumes that transmission time delays

are absent.

Nonlinear
System

Controller

Actuator

Sampling
Time

Current
Time Runtime

... ...

Sampling
Data

Delayed GP
Predictions

Adaptive Control
Input

Figure 3.2: Illustration of the offline learning-based control with delayed GP predictions.
This approach requires the collection of offline training data before operation.

Then, controller (3.5) can be rewritten as follows:

û(t)= g−1(z(t)) (û1(t)+ û2(t)) ,

û1(t)= − k̂(t)ω�(t)ΥB− ĥ2(t)ω�(t)ΥB
ĥ(t)|ω�(t)ΥB|+δ(t)

,

û2(t)= û2(tτ(t))=−mφ(z(tτ(t)))− β̄σφ(z(tτ(t))).(3.8)

To determine the worst-case influences of computational time α(·) for tracking accu-

racy, the following assumption is given:

Assumption 3.3.1 (Computational Time Bound [109]). The overall computational time
α(t) has a constant bound 0 < ᾱ ∈ R+, and its induced time delay affects the posterior
mean and variance.
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3.3.2 Stability Analysis

This subsection establishes sufficient conditions to ensure the probabilistic stability of

system (3.4) and the probabilistic boundedness of the system state’s derivation.

Theorem 3.3.1 (Probabilistic Stability). Suppose that computational time bound ᾱ ful-
fills ᾱ< 1/L f and the derivations of the system state ‖ż(t)‖ has a probabilistic bound Z̃ .
Under Assumptions 2.1.1, 3.2.1-3.3.1, tracking error ω(t) is bounded by

‖ω(t)‖⩽ ω̄= 4λmax(Υ)L f Z̃ ᾱ

λmin(Q)
, ∀t ∈R0,+

with a high probability 1−ϱ based on controller (3.8).

Proof. Considering the following Lyapunov functional for error system (3.4) as follows:

V (t)=ω>(t)Υω(t)+
(
k̂(t)− k̄

)2
k1

+
(
ĥ(t)−h∗

)2
h1

,(3.9)

where parameters k̄ and h∗ will be designed later.

Accordingly, it is deduced from (3.9) that

V̇ (t)= ω>(t)
(
ΥA+A>Υ

)
ω(t)+2ω>(t)ΥB

(
f (z(t))− f (z(tτ(t)))+ f (z(tτ(t)))−mϕ(z(tτ(t)))

− β̄σϕ(z(tτ(t)))+g(z(t))∆h(t)− z(n)d (t)− k̂(t)ω>(t)ΥB− ĥ2(t)ω>(t)ΥB
ĥ(t)|ω>(t)ΥB|+δ(t)

)
+2k̂(t)

(
ω>(t)ΥB

)2−2k̄ (
ω>(t)ΥB

)2+2ĥ(t)
∣∣ω>(t)ΥB

∣∣−2h∗ ∣∣ω>(t)ΥB
∣∣ .(3.10)

Based on Assumptions 2.1.1 and 3.2.4, we obtain

ω>(t)ΥB
(
g(z(t))∆h(t)− z(n)d (t)

)
⩽

(
ḡh̄+ z̄dn

)∣∣ω>(t)ΥB
∣∣ .(3.11)

According to Lemma 2.1.1, one gets

| f (z(tτ(t)))−mϕ(z(tτ(t)))|⩽ β̄σϕ(z(tτ(t))).(3.12)

Considering the Lipschitz continuity of f (·) in Assumptions 3.2.1 and 3.3.1, along

with using the mean value theorem and the probabilistic state changing rate ‖ż(t)‖, we

have

f (z(t))− f (z(tτ(t)))⩽ L f ‖z(t)− z(tτ(t))‖
⩽ L f Z̃

∣∣t− tτ(t)
∣∣

⩽ 2L f Z̃ ᾱ.(3.13)
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Choosing k̄ to be sufficiently large such that k̄⩾ 1, then it follows from (3.7) that

ΥA+A>Υ−2k̄ΥBB>Υ⩽−Q.(3.14)

Letting h∗ = (
ḡh̄+ z̄dn

)
, and substituting (3.11), (3.12), (3.13), and (3.14) into (3.10),

one proves that

V̇ (t)⩽−ω>(t)Qω(t)+4L f Z̃ ᾱ
(
ω>(t)ΥB

)+ 2ĥ(t)
∣∣ω>(t)ΥB

∣∣δ(t)
ĥ(t)|ω>(t)ΥB|+δ(t)

.(3.15)

By using the definition of adaptive law (3.6), ‖B‖ = 1, as well as 0 < ĥ(0) ∈ R, one

yields ĥ(t)|ω>(t)ΥB|δ(t)
ĥ(t)|ω>(t)ΥB|+δ(t) ⩽ δ(t), then it derives from (3.15) that

V̇ (t)⩽−‖ω(t)‖(
λmin(Q)‖ω(t)‖−4λmax(Υ)L f Z̃ ᾱ

)+2δ(t),

and then one obtains

V (t)+
∫T

0
Q̂(ζ)‖ω(ζ)‖dζ⩽V (0)+2δ̄,

where Q̂(ζ)=λmin(Q)‖ω(ζ)‖−4λmax(Υ)L f Z̃ ᾱ. If ‖ω(t)‖ > 4λmax(Υ)L f Z̃ ᾱ

λmin(Q) , we can derive that

V (t)⩽V (0)+2δ̄. Then, ω(t), k̂(t), and ĥ(t) are bounded. By using Barbalat’s Lemma, one

proves that the tracking error fulfills

lim
t→+∞Q̂(t)‖ω(t)‖ = 0

within the high probability 1−ϱ, that is limt→+∞ ‖ω(t)‖ = 4λmax(Υ)L f Z̃ ᾱ

λmin(Q) , then the bound

of tracking error can be obtained in Theorem 3.3.1. This proof is completed. ■

The state changing rate for system (3.1) based on controller (3.8) is probabilistic

bounded shown as follows:

Lemma 3.3.1 (Probabilistic Bound). Suppose that the computational time bound ᾱ ful-
fills ᾱ< 1/L f . Under Assumptions 2.1.1, 3.2.1-3.3.1, ‖ż(t)‖ has a probabilistic bound as

Z̃ = 1
1−L f ᾱ

[(
‖A‖+ ˆ̄k‖Υ‖

)
sup
z∈X

‖z(t)‖+ Ῡ

]

for all z(t) ∈X with the high probability 1−ϱ, where Ῡ= ˆ̄k‖Υ‖z̄⋆d + ˆ̄h+ ḡh̄.
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Proof. Substituting the controller (3.8) into system (3.1), system (3.1) can be rewritten

as

ż(t)= Az(t)+B
(
f (z(t))−mϕ(z(tτ(t)))− β̄σ(z(tτ(t)))− k̂(t)ω>(t)ΥB

− ĥ2(t)ω>(t)ΥB
ĥ(t)|ω>(t)ΥB|+δ(t)

+g(z(t))∆h(t)
)
.(3.16)

Then, adopting the Lemma 2.1.1, ‖B‖ = 1, the proof of Theorem 3.3.1, the norm of

ż(t) is bounded by

‖ż(t)‖⩽ ‖A‖‖z(t)‖+L f ‖z(t)− z(tτ(t))‖+k̂(t)‖Υ‖(‖z(t)‖

+‖z⋆d (t)‖)+ ḡh̄+ ĥ2(t)|ω>(t)ΥB|
ĥ(t)|ω>(t)ΥB|+δ(t)

.(3.17)

Based on the proof of Theorem 3.3.1 and the definitions of adaptive gains (3.5) and

laws (3.6), we can derive that k̂(t) and ĥ(t) are positive and bounded with finite constant.

Assume that the upper bounds of k̂(t) and ĥ(t) are ˆ̄k and ˆ̄h. Then, according to δ(t)
defined in (3.5), one has ĥ2(t)|ω>(t)ΥB|

ĥ(t)|ω>(t)ΥB|+δ(t) < ĥ(t)⩽ ˆ̄h.

The supremum of ‖ż(t)‖ over t ∈R0,+ is bounded by

sup
t∈R0,+

‖ż(t)‖⩽
(
‖A‖+ ˆ̄k‖Υ‖

)
sup
t∈R0,+

‖z(t)‖+ ˆ̄h+ ḡh̄

+L f ᾱ sup
t∈R0,+

∥∥z(t)− z(tτ(t))
∥∥+ ˆ̄k‖Υ‖z̄⋆d .(3.18)

Moreover, by using the mean value theorem on ‖z(t)− z(tτ(t))‖, we can obtain

sup
t∈R0,+

∥∥z(t)− z(tτ(t))
∥∥= sup

t∗∈(tτ(t),t)
t∈R0,+

∥∥ż(t∗)(t− tτ(t))
∥∥

⩽ sup
t∗∈(tτ(t),t)
t∈R0,+

‖ż(t∗)‖ ∣∣t− tτ(t)
∣∣

⩽ ᾱ sup
t∗∈(tτ(t),t)
t∈R0,+

‖ż(t∗)‖.(3.19)

Additionally, one gets sup
t∗∈(tτ(t),t)
t∈R0,+

‖ż(t∗)‖⩽ sup
t∈R0,+

‖z(t)‖ and sup
t∈R0,+

‖z(t)‖ = sup
z∈X

‖z(t)‖.

Based on the above equations, we can derive that

(1−L f ᾱ) sup
t∈R0,+

‖ż(t)‖⩽
(
‖A‖+ ˆ̄k‖Υ‖

)
sup
z∈X

‖z(t)‖+ ˆ̄k‖Υ‖z̄⋆d + ˆ̄h+ ḡh̄.(3.20)
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Considering that z(t) ∈X, where X is a compact set, it is reasonable to assume that

supz∈X ‖z(t)‖ is bounded. Moreover, since ˆ̄k‖Υ‖z̄⋆d , ˆ̄h, and ḡh̄ are bounded, the upper

bound of ‖ż(t)‖ exists if ᾱ < 1/L f . Therefore, the expression for the upper bound Z̃

provided in Theorem 3.3.1 is derived. ■

The existence of the tracking error bound in Theorem 3.3.1 is determined by the

finite predictable changing of the state, as reflected by the bounded state-changing rate

‖ż(t)‖. Furthermore, the tracking error bound in Theorem 3.3.1 is influenced by the com-

putational time of GP regression. Since the predictions need to be generated at every

time instant in real-time control, the number of offline collected training data plays an

important role in computational time. However, it remains challenging to decide how

much data should be collected. Therefore, to improve the data efficiency and decrease

the computational time, we further design an online learning-based adaptive FTC strat-

egy based on the event-triggered strategy.

Remark 3.3.1. This chapter addresses the challenges of model uncertainties and un-
known actuator faults by leveraging GP-based adaptive FTC strategies. Unlike existing
results on adaptive NN techniques for model approximation [65, 104–107], our approach
effectively handles imperfect measurements and limited data. Moreover, non-ignorable
computational delays are considered during real-time predictions, thereby enhancing
the practical applicability of GP regression compared to prior works [28–36].

3.4 Event-triggered Online Learning Strategy

This section provides the design and theoretical analysis of online learning-based adap-

tive FTC methods. Subsection 3.4.1 introduces the event-triggered model update strat-

egy, while Subsection 3.4.2 establishes two sufficient conditions to ensure the proposed

online method.

3.4.1 Event-triggered Model Update Strategy

As online data collection increases, the computational time of GP regression is affected,

and the accuracy of system modelling may degrade due to inefficient or redundant data.

To address this issue, we propose an event-triggered strategy to maintain data efficiency

during updates to the probabilistic system model, thereby improving prediction perfor-
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Nonlinear
System

GP Regressor

Triggering
Time

Runtime

...

Sampling
Time

Condition (14)
isn't satisfied

Condition (14)
is satisfied

Current
Time

Dataset

...

Add New
Training

Data

Figure 3.3: Mechanism of the event-triggered online learning strategy under delayed
GP predictions. This method collects training data during real-time control.

mance. The controller is designed as follows:

û(t)= g−1(z(t)) (û1(t)+ û2(t)) ,

û1(t)= − k̂(t)ω�(t)ΥB− ĥ2(t)ω�(t)ΥB
ĥ(t)|ω�(t)ΥB|+δ(t)

,

û2(t)= û2(tτ(t))=−mφ(z(tτ(t))).(3.21)

Then, we introduce an event-triggered online learning strategy that ensures the

data z[φ+1] and y[φ+1] is incorporated into the dataset Dφ at time tφ+1 according to the

following condition:

tφ+1 =min
{
tk � tφ+α(tφ)|β̄σφ(z(tk))�ϑ(tk,ω̄, ᾱ)

}
,(3.22)

where tk = 1,2, · · · . tφ+1 and tφ are next and latest triggering times, respectively. ϑ(tk,ω̄, ᾱ)
is a trigger threshold function. To enhance understanding, we provide a figure to illus-

trate the mechanism of the event-triggered online learning strategy under delayed GP

predictions (see Figure 3.3).

Remark 3.4.1 (Zeno Behavior Excluded). Compared to [29, 36], condition (3.22) cannot
be evaluated at arbitrary times t ∈ R0,+, as we also consider the computational time
required for the GP predictions. Given this, a minimal inter-event time ∆tφmin �α(tφ)> 0
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exists due to tϕ+1− tϕ ⩾ α(tϕ). Practically, all computations are started at discrete time
tk, such that the trigger condition has only access to z(tk), but new GP prediction mϕ(·)
are available earliest at tk+α(tk).

3.4.2 Stability Analysis

In this subsection, we aim to develop two theoretical conditions that ensure the event-

triggered strategy for updating the model. To proceed, we first propose a necessary

lemma as follows:

Lemma 3.4.1 (Posterior Standard Deviation Bound). For the posterior variance function
σ2
N(·) defined in (2.3) and the SE function defined in (2.5), if there are N training data

points in dataset DN , then the following inequality holds at the test input z⋆:

σN(z⋆)⩽

√√√√σ2
f −

∑N
p=1 k(z[p], z⋆)2

Nσ2
f +σ2

n
.(3.23)

Proof. If there exists N training data at test input z⋆, then according to (2.3) and (2.5),

we can obtain

σ2
N(z

⋆)= k⋆−k>(K+σ2
nIN)

−1k

=σ2
f −k>(K+σ2

nIN)
−1k

⩽σ2
f −‖k‖2λmin

(
(K+σ2

nIN)
−1)

=σ2
f −

∑N
p=1 k(z

[p], z⋆)2

λmax(K)+σ2
n

⩽σ2
f −

∑N
p=1 k(z

[p], z⋆)2

Nσ2
f +σ2

n
,(3.24)

where the last inequality uses the Gershgorin circle theorem and K (p,q) = k
(
z[p], z[q]

)
⩽

σ2
f , p,q ∈ {1,2, · · · ,N}.

Therefore, one concludes that posterior standard deviation σN(·) satisfies σN(z⋆)⩽√
σ2

f −
∑N

p=1 k(zp,z⋆)2

Nσ2
f+σ2

n
. ■

Then, we develop the following theoretical condition:
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Theorem 3.4.1 (Event-triggered Condition). Assume that the computational time bound
ᾱ fulfills ᾱ < 1/L f and select ω̄ ⩾ 2

(
Z̃ + Z̃ ⋆

d

)
ᾱ+4ηL f Z̃ ᾱ+ β̄σ̄ϕ(z(tk)). Under Assump-

tions 2.1.1, 3.2.1-3.3.1, event-triggered threshold function (3.22) satisfies

ϑ(tk,ω̄, ᾱ)=
1
2η

[
max(‖ω(tk)‖,ω̄)−2

(
Z̃ + Z̃ ⋆

d
)
ᾱ

]
−2L f Z̃ ᾱ,(3.25)

where σ̄ϕ(z(tk)) indicates the upper bound of posterior standard deviation σϕ(z(tk)) with

σ̄ϕ(z(tk))=


σ f , if Dϕ =;,√√√√√σ2

f −
∑Nϕ

p=1 k(z
[p], z(tk))2

Nϕσ
2
f +σ2

n
, if Dϕ 6= ;,

(3.26)

η = λmax(Υ)
λmin(Q) ,Z̃

⋆
d ⩾ ‖ż⋆d (t)‖,∀t ∈ R0,+. The tracking error is bounded by ω̄ with the high

probability 1−ϱ.

Proof. The proof is separated into the discussion of two different cases at time tτ(t).
Firstly, we consider the case with ‖ω(tτ(t))‖ > 2(Z̃ + Z̃ ⋆

d )ᾱ+4ηL f Z̃ᾱ+2ηβ̄σϕ(z(tτ(t))). In
what follows, we can have

‖ω(t)‖⩾ ‖ω(tτ(t))‖−‖ω(t)−ω(tτ(t))‖
⩾ ‖ω(tτ(t))‖−

(‖z(t)− z(tτ(t))‖+‖z⋆d (t)− z⋆d (tτ(t))‖
)

⩾ ‖ω(tτ(t))‖−2
(
Z̃ + Z̃ ⋆

d
)
ᾱ.(3.27)

Via controller (3.21) and (3.27), V̇ (t) can be rewritten as

V̇ (t)⩽ −λmin(Q)‖ω(t)‖(
ŵ(tτ(t))−2ηβ̄σϕ(z(tτ(t)))

)+2δ(t),(3.28)

where η= λmax(Υ)
λmin(Q) , ŵ(tτ(t))= ‖ω(tτ(t))‖−2

(
Z̃ + Z̃ ⋆

d

)
ᾱ−4ηL f Z̃ᾱ, and then the convergence

of ‖ω(t)‖ can be obtained according to the proof of Theorem 3.3.1.

If the tracking error at tτ(t) fulfills ω̄ ⩽ ‖ω(tτ(t))‖ ⩽ 2
(
Z̃ + Z̃ ⋆

d

)
ᾱ+ 4ηL f Z̃ᾱ+ 2ηβ̄

σϕ(z(tτ(t))), then condition (3.22) is triggered since

β̄σϕ(z(tτ(t)))⩾ϑ(tτ(t),ω̄, ᾱ),

where threshold function ϑ(tτ(t),ω̄, ᾱ) = 1
2η

[
‖ω(tτ(t))‖ −2(

Z̃ + Z̃ ⋆
d

)
ᾱ

]
−2L f Z̃ ᾱ, and new

observations z[ϕ+1], y[ϕ+1] are added in the training dataset. With the increase of train-

ing data, we can obtain standard deviation σϕ+1 < σϕ [11, 43]. According to Lemma

3.4.1 and [29], one derives that σϕ ⩽ σ̄ϕ, where σ̄ϕ =
√

σ2
f −

∑Nϕ

p=1 k(z[p],z(tτ(t)))2

Nϕσ
2
f+σ2

n
.
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Considering that there exists no training data in dataset Dϕ before condition (3.22)

is triggered, we obtain

σ̄ϕ(z(tτ(t)))=


σ f , if Dϕ =;,√√√√√σ2

f −
∑Nϕ

p=1 k(z
[p], z(tτ(t))2

Nϕσ
2
f +σ2

n
, if Dϕ 6= ;.

After training data is collected and the model is updated, the convergence of ‖ω(t)‖
can be derived by

V̇ (t)⩽−λmin(Q)‖ω(t)‖(
ŵ(tτ(t))−2ηβ̄σ̄ϕ(z(tτ(t)))

)+2δ(t).(3.29)

Therefore, we can conclude that the proposed event-triggered strategies (3.22) and

(3.25) can guarantee the convergence of the tracking error when ‖ω(t)‖⩾ ω̄. ■

Condition (3.25) cannot guarantee arbitrarily small tracking error bounds due to the

delayed effects of model updating. Despite this limitation, triggered condition (3.25) en-

sures that smaller tracking error bounds can be achieved through more frequent model

updates. Furthermore, Theorem 3.4.1 offers an effective approach for determining the

error bound ω̄.

Remark 3.4.2. Compared to offline learning-based control, online learning-based con-
trol offers improved fitting performance for unknown system dynamics but may incur
higher computational time due to frequent model updates. However, obtaining accurate
and efficient training data can be challenging in practical applications due to inefficient
sampling or the high cost of simulation. Therefore, this section further investigates the
event-triggered online learning method.

3.5 Numerical Simulations

This section presents numerical simulations to validate the effectiveness and competi-

tiveness of the proposed control methods in trajectory tracking, fitting unknown dynam-

ics, and compensating for unknown actuator faults.

3.5.1 Simulation Setup

We aim to validate the theoretical results and proposed control methods, namely offline

learning-based adaptive FTC (GP-AFTC) and event-triggered data-driven adaptive FTC
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(ET-DDAFTC), through two examples. Additionally, we analyze the impact of computa-

tional delay α(t) on learning-based control by considering four different cases of compu-

tational delays for each example. Furthermore, our control methods are compared with

two existing works: the NN-based finite-time adaptive FTC method (NN-FTAFTC) [65]
and the event-triggered data-driven control method (ET-DDC) [29].

To investigate the influence of the computational delay α(t) for tracking errors, we

suppose that α(t)= ᾱ and respectively select ᾱ= 0.01s,0.1s,0.5s,1s.

Consider a pendulum system with n= 2 with control input as follows [57]:

ż1(t)= z2(t)

ż2(t)=− g
l
sin(z1(t))− b

ml2
z2(t)+ 1

ml2
u(t),(3.30)

where unknown dynamic f (z(t)) = − g
l sin(z1(t))− b

ml2 z2(t) satisfies Assumption 3.2.1.

g(z(t)) = 1
ml2 . m represents the mass of this system. l is the pendulum length. g indi-

cates gravitational acceleration. b refers to the coefficient of friction. Then, we choose

m = 0.1kg, l = 1m, b = 0.1kg∗m2/s, and g = 9.8m2/s, selecting the initial state of sys-

tem (3.30) as z0 = [3,2]> and denoting desired trajectory z⋆d (t) = [zd(t), żd(t)]> with

zd(t)= sin(t). Moreover, the actuator bias fault can be considered as follows:

uF (t)= û(t)+∆h(t), ∀t⩾ tF ,

where we assume that system (3.30) suffers from bias faults∆h(t)= 0.5cos(t), t ∈ [1s,7.5s)

and ∆h(t)= 0.3cos(t), t ∈ [7.5s,15s). Then, we set k1 = 6 and h1 = 2 for the adaptive law

and choose δ(t) = exp(−0.3t) for the controller. The hyperparameters are initialized as

σ f = 1 and l = 1 in SE function (2.5).

According to above-mentioned system parameters as well as selectingQ = 5∗I2, and
solving condition (3.7), matrix Υ can be obtained as Υ=

[
6.3884 1.5811

1.5811 2.0202

]
.

3.5.2 Simulation Results

3.5.2.1 Offline Learning-based AFTC

Collecting training data: Assume that there aren’t any faults occurring during this

period, and we design a PD controller as ucollect(t) = −kPω1(t)− kDω2(t) with control

gains kP = 7 and kD = 5 selected according to [113]. System (3.30) is initialized 3 times,

where its initial values are randomly selected from the interval [−5,5]× [−5,5] based
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(a) Profiles of the norms of tracking errors.

(b) Profiles of system states.

(c) Profiles of adaptive laws.

Figure 3.4: Simulation results of offline learning-based adaptive FTC.
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on a uniform distribution, and tcmax = 4s with a sampled time step of 0.1s, resulting in a

training dataset Dtcmax . Observations of f (z(t)) are perturbed with N (0,σ2
n) with σn = 0.1.

Then, we choose β̄= 2 and apply posterior mean µtcmax(·) and variance σtcmax(·) generated
in each time instant for controller (3.8). Furthermore, different computational delays

are respectively testified.

As shown in Figure 3.4(a), ‖ω(t)‖ increases with the rise in computational delays,

and this figure also demonstrates that the error bound ω̄ in Theorem 3.3.1 increases

with the rise in computational delays. Although ‖ω(t)‖ is influenced by computational

delays as shown in Figure 3.4(a), the error remains small subject to actuator faults

based on controller (3.8). Figure 3.4(b) illustrates the evolutions of desired trajectory

z⋆d (t) and system state z(t) with different computational delays, and system state z(t)
generally approaches desired trajectory z⋆d (t) based on controller (3.8). In Figure 3.4(c),

the values of k̂(t) and ĥ(t), respectively, converge to bounded positive values, and their

bounded values increase with the rise in computational delays. Given this, one con-

cludes that offline-based controller (3.8) ensures system (3.30) track the desired trajec-

tory under unknown system dynamics and actuator faults.

3.5.2.2 Event-triggered Data-driven AFTC

Event-triggered model updating: We select the same parameters values as those

used in Section 3.5.1: β̄ for condition (3.22) and σ̄ϕ based on (3.26) for error bound ω̄ for

condition (3.25) with ω̄= 2
(
Z̃ + Z̃ ⋆

d

)
ᾱ+4ηL f Z̃ ᾱ+ β̄σ̄ϕ.

Then, generated posterior means and variances in each time instant are respectively

applied in controller (3.21) and event-triggered condition (3.22). Moreover, their perfor-

mance is demonstrated under different computational delays. Figure 3.5(a) shows that

‖ω(t)‖ remains bounded based on controller (3.21). Compared to offline learning scenar-

ios at equivalent time instants, ‖ω(t)‖ shown in Figure 3.5(a), is smaller for computation

times of 0.5s and 1s, but larger for computation times of 0.01s and 0.1s. The reason is

that error bound ω̄ obtained in Theorem 3.4.1 is different from error bound ω̄ derived

in Theorem 3.3.1 for different computation times. As shown in Figure 3.5(b), controller

(3.21) can also assist system (3.30) in tracking the desired trajectory, and one observes

that online-based controller (3.21) have a better performance than offline-based con-

troller (3.8) during the initial phase of the simulation. In Figure 3.5(c), one finds that

adaptive gains k̂(t) can converge lower bounded positive values than in Figure 3.4(c) but

the values of ĥ(t) remain similar. As depicted in Figure 3.5(d), one observes that new
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data collection mainly occurs before 12s, and the number of data collected in different

computational delays respectively is 15 in ᾱ= 0.01s, 8 in ᾱ= 0.1s, 6 in ᾱ= 0.5s, and 5 in

ᾱ= 1s, which is less than 120 offline training data.

(a) Profiles of the norms of tracking errors. (b) Profiles of system states.

(c) Profiles of adaptive laws. (d) Event-triggered strategy.

Figure 3.5: Simulation results of event-triggered data-driven adaptive FTC.

Therefore, we can conclude that online learning-based adaptive fault-tolerant con-

troller (3.21) can assist system (3.30) in tracking the desired trajectory under both un-

known system dynamics and actuator faults.
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3.5.2.3 Performance Comparisons

Comparisons with [65] and [29]: We illustrate the competitiveness of proposed con-

trol strategies in this chapter through comparisons with the findings presented NN-FTAFTC
in [65] and ET-DDC in [29]. For fair comparisons, we maintain identical system parame-

ters and actuator fault values, adopt the same controller parameters used in Sections

3.5.2.1 and 3.5.2.2. Controller parameters are selected from [65] and [29], and take com-

putational delay ᾱ = 0.01s. Moreover, some of the parameters for the NN in [65] are

chosen from [104]. Note that this section only concentrates on the comparisons of the

control performance. As shown in Figure 3.6(a), ‖ω(t)‖ under NN-FTAFTC has the fastest

convergence speed but has a worse convergence performance compared to other meth-

ods. Although ET-DDC is not an FTC method, it contributes to the convergence of ‖ω(t)‖
to a small value in Figure 3.6(a), as actuator bias faults may be treated as data noise

through online data collection. As depicted in Figure 3.6(a), ‖ω(t)‖ can be converges

to small values under ET-DDAFTC and GP-AFTC. In certain instances, ET-DDAFTC helps

‖ω(t)‖ converge smaller values than GP-AFTC. Figure 3.6(b) shows the evolution of sys-

tem state z(t) under different control methods and desired trajectory z⋆d (t). GP-AFTC and

NN-FTAFTC have worse control performance at the beginning of the simulation. There-

fore, one concludes that ET-DDAFTC and GP-AFTC of this chapter show better control

performance than NN-FTAFTC in [65] and ET-DDC in [29].

Comparisons between online and offline learning: Although tracking error

bound ω̄ under offline learning is lower than under online learning from theoretical

analysis, opposite phenomena may exist in the simulation. To further explore the rea-

son, we take four different types of offline collection data and show control performance

compared with online learning. We set ᾱ= 0.01s and four different initialization times,

namely 2,3,4, and 6, along with the collect time tcmax respectively set to 6s, 4s, 3s, and 2s.

The total number of training data is fixed at 120 for each of these four collections. As de-

picted in Figure 3.6(c), tracking error ω(t) exhibits the worst convergence performance

among all methods based on offline dataset 4, and online collection can assist ‖ω(t)‖ in

keeping smaller values at most simulation times. The differences in the tracking errors

among offline datasets 1, 2, and 3, as shown in Figure 3.6(c), are not significant. Figure

3.6(d) illustrates the evolution of system state z(t) and desired trajectory z⋆d (t). However,

the online collection exhibits poor tracking performance during the first 5s of the simu-

lation, while the convergence of z(t) is comparable for offline datasets 1 and 2, as shown

in Figure 3.6(d). Offline datasets 3 and 4 demonstrate worse tracking performance, with
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offline dataset 4 performing the worst among all datasets. Based on these simulation

results, we conclude that longer collection times are beneficial for GP-AFTC, whereas in-

creasing initialization times may not provide significant advantages for offline learning.

While the event-triggered online collection achieves better tracking performance, it does

not guarantee smaller error bounds.

(a) Profiles of the norms of tracking errors. (b) Profiles of system states.

(c) Profiles of tracking errors. (d) Profiles of system states.

Figure 3.6: Comparative results of control performance among offline and online meth-
ods, NN-FTAFTC, and ET-DDC.

Remark 3.5.1. From theoretical analysis, tracking error bounds under offline learning
are smaller than under online learning. However, opposite phenomena may occur in the
simulation. The main reason is that the direct impact of data efficiency on controllers is
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not explicitly reflected in theoretical results. Therefore, event-triggered online collection
can help controllers achieve better performance in practical applications compared to
offline training data collection.

Remark 3.5.2 (Limitation). While GP-AFTC and ET-DDAFTCmethods have shown poten-
tial for addressing unknown actuator bias faults and system dynamics, they also have
several limitations. Firstly, we consider unknown dynamics in drift dynamics, but input
gain dynamics are assumed to be known. However, input gain dynamics are commonly
unknown in some cases. Additionally, we investigate the case of unknown actuator bias
faults but do not address unknown actuator gain faults. Actuator gain faults should not
be ignored. Therefore, future research should focus on more general nonlinear systems
with unknown drift and gain dynamics, exploring methods to deal with both unknown
gain and bias faults.

3.6 Conclusion

In this chapter, we have proposed two GP-based adaptive FTC methods to address ac-

tuator faults and model uncertainties. We have considered the impact of computational

delays and developed four probabilistic theoretical conditions to ensure the validity of

the proposed control methods. Finally, numerical simulations have demonstrated the

effectiveness and competitiveness of theoretical results and control strategies.
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4
LEARNING-BASED FAULT-TOLERANT CONTROL WITH

HIGH-ORDER CONTROL BARRIER FUNCTIONS

This chapter is based on the paper titled "Learning-Based Fault-Tolerant Control with

High-Order Control Barrier Functions," IEEE Transactions on Automation Science and

Engineering, vol. 22, pp. 14689-14698, 2025.

To deal with RQ2 and achieve RO2, this chapter proposes a novel probabilistically

fault-tolerant safe control framework that integrates GP regression, the FTC strat-

egy, and the HOCBF method. To handle inherent uncertainty, we adopt a probabilistic

method that combines CLF with HOCBF using GP regression. Building on this foun-

dation, we design a fault-tolerant GP-based CLF-HOCBF method to address unknown

actuator faults. Furthermore, we establish two theoretical criteria to ensure the proba-

bilistic safety and stability of the proposed control framework. To validate our method,

we implement it in the autonomous driving simulator CARLA, demonstrating its effec-

tiveness and competitiveness compared to existing approaches.

This chapter is structured as follows. Section 4.1 reviews related work closely asso-

ciated with the topic of this study. Section 4.2 outlines the essential background and
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preparatory material. The principal findings of this chapter are detailed in Sections 4.3

and 4.4. Section 4.5 illustrates the two proposed approaches through numerical simu-

lations. The chapter concludes with a summary provided in Section 4.6. Moreover, an

overview of the methods developed in this chapter is depicted in Figure 4.1.

Hyperparameter
Optimization

GP Regression

CLF-HOCBF-QP
(4.4)

Fault-
tolerant

Condition

Training Course

Datasets

Data Collection

CLF-
HOCBF-QP

(4.4)

Testing Course

Probabilistically Fault-tolerant Safe Control Framework

GP-CLF-
HOCBF-QP

(4.14)
FT-GP-CLF-
HOCBF-QP

(4.21)

Figure 4.1: An overview of a probabilistically fault-tolerant safe control framework. In
this framework, GP regression is applied to model uncertain constraints, and the fault-
tolerant condition is designed to enhance the performance of systems subject to un-
known actuator bias faults.

4.1 Introduction

As a powerful theoretical tool for synthesizing controllers that guarantee the safety of

dynamical systems, the CBF method has garnered considerable attention and has been

applied in areas such as autonomous driving and bipedal walking [21]. To handle model

uncertainty, researchers have proposed various extensions, including the adaptive CBF
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method [80, 81], RL-based CBF method [84], and robust CBF method [79], among oth-

ers. As stated in [81], the authors exploited a robust-adaptive CBF method to ensure

the safety of nonlinear systems and estimated unstructured parametric uncertainties

using the dynamic regressor extension and mixing method. Lopez et al. [80] developed

a robust adaptive CBF framework and dealt with structured parametric uncertainties

based on an adaptive data-driven strategy and a set membership identification method.

In [84], the authors used RL to estimate model uncertainty and designed an RL-CLF-

CBFmethod to guarantee the safety of the system. By using the episodic learning frame-

work, Taylor et al. [79] investigated a learning-based CBF method to deal with model

uncertainty. Note that the above studies rely on accurate output measurements and

will be disturbed by imperfect measurements. Given this, scholars further leveraged

GP regression to fit model uncertainty [34, 37]. As stated in [34], the authors used GP

regression to establish a GP-CLF-CBF method to handle model uncertainty. Mestres et

al. [37] further explored the safety stabilization of systems and studied regularity prop-

erties of various controllers fulfilling the constraints of GP-CLF and GP-CBF. Unlike

the aforementioned methods [79–81, 84], GP regression can generate a probabilistic

method to fit model uncertainty and exhibit the robustness against measurement noise.

However, the above CBF methods are only suitable for systems with a relative de-

gree of one. To overcome this limitation, a HOCBF method has been proposed, which

can be applied to control systems with arbitrary relative degrees, extending its applica-

bility to a wide range of robotic systems. Researchers have further developed the robust

adaptive HOCBF method [114] and the GP-based HOCBF approach [25, 38] to handle

model uncertainty. As stated in [114], the authors used a concurrent learning method

to approximate structured uncertainties and proposed a robust adaptive CLF-HOCBF

quadratic programming (CLF-HOCBF-QP) method. Aali et al. [38] designed the GP-

based HOCBF approach to handle model uncertainty. In [25], the authors proposed a
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sparse GP techique for HOCBF frameworks in the presence of model uncertainty. Dif-

ferent from model uncertainty, faults pose potential threaten to systems, as their occur-

rence is random. Therefore, researchers studied FTC to handle faults [115]. To ensure

the safety of faulty systems, scholars designed a fault-tolerant safety-critical control

method [27, 116]. To mitigate the influence of actuator gain faults in safety-critical sys-

tems, Dong et al. [27] presented a fault-tolerant HOCBF method based on the robust

method. As stated in [116], the authors proposed a fault-tolerant neural CBF method

to tackle sensor faults and attacks. However, the above studies [27, 116] only consider

the case of faults. Therefore, this chapter aims to develop a GP-based CLF-HOCBF-QP

method with fault tolerance to address model uncertainty and unknown actuator bias

faults, ensuring the safety of faulty systems.

4.2 Background and Preliminaries

4.2.1 Notations and Definitions

Throughout this chapter, R denotes the set of real numbers. R+ stands for the set of

positive real numbers. Rn refers to n-dimensional Euclidean space, and Rn×m stands for

the space of n×m real matrices. Pr{·} is probability of an event. ‖ · ‖ is the Euclidean

norm. | · | presents absolute value.

Consider the following nonlinear control affine system:

ẋ= f (x)+ g(x)u,(4.1)

where x ∈Rn and u ∈Rm refer to the state of the system and control input, respectively.

f (x) :Rn →Rn and g(x) :Rn →Rn×m stand for the drift dynamic and input dynamic, and

both f (x) and g(x) are locally Lipschitz continuous. In practical applications, control

input should be constrained and satisfied u ∈U, in which U is a compact set.

Definition 4.2.1 (CLF [21]). If there exist a differentiable continuously positive definite
function V :Rn →R+ and a class K : function ξ(·) such that

inf
u∈U

{
L fV (x)+LgV (x)u−ξ(V (x))

}
⩽ 0,(4.2)

for all x ∈D, then function V is said to be CLF on set D.
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4.2.2 High-Order CBFs

Above Definition 2.3.4 can provide a safety guarantee for system (4.1) based on a func-

tion h. Note that the feasibility and efficiency of this definition depends on L f h(x)u 6= 0.

However, as stated in [94], the control input u does not appear due to L f h(x)u= 0 as de-

fined by (2.16). To address this issue, this section further introduces HOCBFs. Assume

that a function h satisfies Definition 2.4.2, one derives

Definition 4.2.2 (HOCBF [94, 117]). Define a sequence of functions βi(x) satisfying
β0(x) = h(x),βi(x) = β̇i−1(x)+αi(βi−1(x)), i ∈ {1, · · · , r−1}, and βr(x,u) = β̇r−1(x,u)+αr

(βr−1(x)), where αi(·) is a sequence of class K functions. Let Ai be a sequence of sets de-
fined as Ai = {x ∈Rn :βi−1(x)> 0}. Then, the function h :Rn →R is said to be a candidate
HOCBF of relative degree r for system (4.1) on an open set ˆA satisfying

⋂r
i=1Ai ⊂ ˆA , if

there exists a sequence of functions αi(·) and function h has relative degree r on some
nonempty X⊆ ˆA such that

sup
u∈U

{
L fβr−1(x)+Lgβr−1(x)u+αr(βr−1(x))

}︸ ︷︷ ︸
βr(x,u)

⩾ 0,∀x ∈ ˆA ,(4.3)

where L fβr−1(x)= Lr
f h(x)+

∑r−1
i=1 L

i
f (αr−i ◦βr−i−1)(x) and Lgβr−1(x)= LgLr−1

f h(x).

To design a safe controller for system (4.1), the constraints of CLF and HOCBF are

integrated into a QP problem as follows:

CLF-HOCBF-QP:

u⋆ =arg min
u∈U,δ∈R

1
2
u>Hu+F>u,(4.4a)

s.t. L fV (x)+LgV (x)u+ξ(V (x))⩽ δ,(4.4b)

L fβr−1(x)+Lgβr−1(x)u+αr(βr−1(x))⩾ 0,(4.4c)

where H and F indicate weighting matrices with appropriate dimension; the vector

u= [u>,δ]> contains the control input u and slack variable δ; the variable δ is exploited

to relax the CLF constraint, aiming to provide preference to safety over stability under

the presence of conflict.
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4.3 Probabilistic CLF-HOCBF-QP

This section focuses on the design and theoretical analysis of a probabilistically safe

control method.

4.3.1 Problem Formulation

In this chapter, we refer to system (4.1) as the normal model and consider the following

nonlinear control affine system with unknown dynamics as the true system:

ẋ= f (x)+∆f (x)+ g(x)u,(4.5)

where ∆f (x) ∈ Rn represents the unknown modelling error. System state x and system

dynamics f , g. Control input u have the same definitions in system (4.1).

Assumption 4.3.1 (Model Uncertainty [114]). Assume that the unknown modelling er-
ror ∆f (x) is structured and there exists a set X′ ⊆ ˆA such that L∆ f L

j
f h(x) = 0,∀1⩽ j <

r−1 and L∆ f Lr−1
f h(x) 6= 0 hold for all x ∈X′.

Based on Assumption 4.3.1, the r-th derivatives of h̃ and the derivatives of Ṽ for

system (4.5) can be expressed as follows:

˙̃V (x,u)=L fV (x)+L∆ fV (x)+LgV (x)u,

h̃r(x,u)=Lr
f h(x)+L∆ f Lr−1

f h(x)+LgLr−1
f h(x)u+S(h(x))+αr(βr−1(x)),(4.6)

where S(h(x))=∑r−1
i=1 L

i
f (αr−i ◦βr−i−1)(x).

Remark 4.3.1 (Limitations). The above assumption requires that the model uncertainty
in system (4.5)will appear with control input in r-th order derivatives of h̃, thus avoiding
the analytical difficulties associated with formulating affine constraints on u. Addition-
ally, some physical systems fulfil with this assumption, such as Lagrangian mechanical
systems. Considering that this chapter mainly studies how to guarantee the safety of a
faulty system with model uncertainty, we preliminarily explore the case of the drift uncer-
tainty with this assumption. Interested readers are referred to [25, 38] for more general
cases on GP-based HOCBF conditions.

The nominal system of their values are given by

V̇ (x,u)=L fV (x)+LgV (x)u.

hr(x,u)=Lr
f h(x)+LgLr−1

f h(x)u+S(h(x))+αr(βr−1(x)),(4.7)
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We define functions ∆V (x) and ∆hr(x) to represent errors between (4.6) and (4.7) as

follows:

∆V (x)= ˙̃V (x,u)− V̇ (x,u),∆hr(x)= h̃r(x,u)−hr(x,u).

Note that uncertainty ∆hr(x) and ∆V (x) are scalar values. This approach is more

effective than directly learning vector-valued unknown dynamics. For true system (4.5),

optimization problem (4.4a) can be rewritten as follows:

u⋆ =arg min
u∈U,δ∈R

1
2
u>Hu+F>u,(4.8a)

s.t. V̇ (x,u)+∆V (x)+ξ(V (x))⩽ δ,(4.8b)

hr(x,u)+∆hr(x)⩾ 0.(4.8c)

4.3.2 Design of the GP-CLF-HOCBF Method

To fit ∆V (x) and ∆hr(x) using GP regression, we make the following assumption, which

is commonly used in estimation.

Assumption 4.3.2 (Measurable Variables [35]). It is assumed that the system state x is
fully observable, and that Ṽ (x), h̃r−1(x), the first derivative of V (x,u), and r-th derivative
of h(x,u) can be computed and estimated.

Based on Assumption 4.3.2, we can approximately measure ∆V (x) and ∆hr(x) by
collecting trajectories from true system (4.5), resulting in the following measurements

[34]:

∆Ṽj = Ṽ (x(t+∆t))− Ṽ (x(t))
∆t

− V̇ (x j,u j),

∆h̃r
j =

h̃r−1(x(t+∆t))− h̃r−1(x(t))
∆t

−hr(x j,u j),(4.9)

where j = 1,2, · · · ,N is the index of collected data. The state x j = (x(t+∆t)+ x(t))/2 rep-

resents the mean of the state during [t, t+∆t) and u j indicates the control input in the

same interval. ∆t refers to the sampling interval. ∆Ṽ and ∆h̃r denote the approximate

measurements.

Considering the influences of the approximation errors and measurement noise, we

assume availability of the measurements y∆Vj =∆Ṽj+d∆V
j and y∆hr

j =∆h̃r
j+d∆hr

j , where

d∆V
j ∼ (

0,σ2
v,n

)
and d∆hr

j ∼
(
0,σ2

h,n

)
stand for the approximation errors and measurement
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noises. Then, we respectively define datasets for ∆V (x) and ∆hr(x) as DV =
{
x j, y∆Vj

}N
j=1

and Dhr =
{
x j, y∆hr

j

}N
j=1.

Remark 4.3.2. For practical applications, we collect only the system state x(t) using a
sensor at each sampling time. The terms ∆Ṽj and ∆h̃r

j are computed by the computation
module. Since approximation errors and measurement noise exist, we assume that the
measurements are given by y∆Vj =∆Ṽj+d∆V

j and y∆hr

j =∆h̃r
j+d∆hr

j .

Based on Assumptions 2.1.1, 4.3.1, and 4.3.2, the posterior means and variances of

the uncertain terms ∆V (x) and ∆hr(x) are denoted by mV (x), σV (x), and mhr (x), σhr (x),
respectively, and are obtained using the datasets DV and Dhr . Furthermore, the SE

function defined in (2.5) is employed in this chapter.

Then, the definition of GP-CLF is shown as follows:

Definition 4.3.1 (GP-CLF [34]). For a valid CLF as defined in Definition 4.2.1, and
under Assumptions 2.1.1 and 4.3.2, as well as Lemma 2.1.1, the function V is said to be
GP-CLF on the set D for system (4.5) if there exists a class K function ξ(·) such that

sup
u∈U

{
L fV (x)+LgV (x)u+mV (x)+ψσV (x)+ξ(V (x))

}
⩽ δ,∀x ∈D(4.10)

with the high probability 1−ϱ, where mV (x) and σV (x) are posterior mean and standard
deviation of ∆V (x).

Inspired by [34], the following theorem can be obtained:

Theorem 4.3.1 (GP-HOCBF). Provided Assumptions 2.1.1, 4.3.1, and 4.3.2 hold and
based on Lemma 2.1.1, for a valid HOCBF defined in Definition 4.2.2, a function h is
said to be GP-HOCBF for system (4.5) if there exist a set of class K functions αr(·) such
that

sup
u∈U

{
Lr

f h(x)+LgLr−1
f h(x)u+S(h(x))+mhr (x)−ψσhr (x)

}
⩾−αr(βr−1(x)),∀x ∈X(4.11)

with the high probability 1−ϱ, where mhr (x) and σhr (x) represent posterior mean and
standard deviation of ∆hr(x).

Proof. Based on Assumption 2.1.1 and Lemma 2.1.1, each of the following inequalities

holds with a probability of at least 1− ϱ for a given dataset Dhr =
{
x j, y∆hr

j

}N
j=1 and
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∀x ∈ ˆA : ∣∣mhr (x)−∆hr(x)
∣∣⩽ψσhr (x),

then we can derive that

−ψσhr (x)⩽ mhr (x)−∆hr(x)⩽ψσhr (x)

mhr (x)−ψσhr (x)⩽ ∆hr(x)⩽mhr (x)+ψσhr (x).

According to (4.4c), we can derive that

h̃r(x,u)= hr(x,u)+∆hr(x).(4.12)

Since ∆hr(x) is unknown, if we have hr(x,u)+∆hr(x) ⩾ 0, then function h is a valid

HOCBF for true system (4.5).

When (4.11) is satisfied, there is

sup
u∈U

{
hr(x,u)+mhr (x)−ψσhr (x)

}
⩾ 0.(4.13)

Therefore, one obtains that h is a valid GP-HOCBF for true system (4.5). ■

Incorporating (4.10) and (4.11) into the optimization problem (4.8a), a novel GP-

based CLF-HOCBF-QP can be derived as

GP-CLF-HOCBF-QP:

u⋆ =arg min
u∈U,δ∈R

1
2
u>Hu+F>u,(4.14a)

s.t. V̇ (x,u)+mV (x)+ψσV (x)+ξ(V (x))⩽ δ,(4.14b)

hr(x,u)+mhr (x)−ψσhr (x)⩾ 0,(4.14c)

Note that proposed GP-CLF-HOCBF-QP (4.14) does not require knowledge of the

dynamics of true system (4.5) since uncertainty are fitted using GP regression.

4.4 Probabilistically Fault-Tolerant Safe Control

This section proposes a probabilistically fault-tolerant safe control strategy and estab-

lishes its theoretical conditions.
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4.4.1 Modelling of Faults

This chapter investigates unknown actuator bias faults that are induced by the compo-

nent torn-and-worn factors [61]. These faults can lead to decreased control performance

and pose a threat to system safety, as detailed below:

uF = u⋆+∆uF , ∀t⩾ tF ,(4.15)

where ∆uF ∈Rm is an unknown time-varying actuator bias fault; 0< tF ∈R indicates an

unknown time-instant of fault occurrence; the control input u= uF if t⩾ tF .

Incorporating (4.15) into (4.5), we can derive that

ẋ= f (x)+∆f (x)+ g(x)(u⋆+∆uF ), if t⩾ tF .(4.16)

Assumption 4.4.1 (Fault Bound [118]). Actuator bias fault ∆uF is unknown time-
varying but bounded function which fufills ‖∆uF‖⩽ ∆umax

F with 0 < ∆umax
F < +∞. Pa-

rameter ∆umax
F is a known constant.

Remark 4.4.1. Unlike general control methods, FTC aims to maintain the performance
of faulty systems at an acceptable level. However, FTC methods do not strictly guaran-
tee safety. Therefore, ensuring the safety of faulty systems before they are handled by a
safety engineer is crucial. To address this issue, this chapter proposes a fault-tolerant
GP-HOCBF approach to enhance safety.

4.4.2 Theoretical Analysis and Strategy Design

This subsection establishes two sufficient conditions for probabilistic fault-tolerant con-

straints as follows:

Theorem 4.4.1 (Fault-tolerant GP-CLF). According to Definition 4.3.1 and Assumption
4.4.1, the function V is said to be fault-tolerant GP-CLF if the following inequality holds:

sup
u∈U

{
L fV (x)+LgV (x)u+mV (x)+ψσV (x)+ξ(V (x))

}
⩽ δ−‖LgV (x)‖∆umax

F ,(4.17)

for all x ∈D with the high probability 1−ϱ.
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Proof. Calculate the Lie derivative of V (x) along system (4.16), we can derive that

V̇ (x)= L fV (x)+L∆ fV (x)+LgV (x)u+LgV (x)∆uF

⩽ L fV (x)+mV (x)+ψσV (x)+LgV (x)u+LgV (x)∆uF

⩽ L fV (x)+mV (x)+ψσV (x)+LgV (x)u+∥∥LgV (x)
∥∥∆umax

F

⩽ −ξ(V (x))+δ,(4.18)

for all x ∈D with the high probability 1−ϱ. ■

Theorem 4.4.2 (Fault-tolerant GP-HOCBF). Based on Theorem 4.3.1 and Assumption
4.4.1, the function h is said to be fault-tolerant GP-HOCBF (FT-GP-HOCBF) for system
(4.16) if there exist a set of class K functions αi(·) such that

sup
u∈U

{
Lr

f h(x)+LgLr−1
f h(x)u+S(h(x))+mhr (x)−ψσhr (x)

}
⩾−αr(βr−1(x))+

∥∥∥LgLr−1
f h(x)

∥∥∥∆umax
F ,(4.19)

for all x ∈X with the high probability 1−ϱ.

Proof. The Lie derivative of βr−1(x) along the vector field of system (4.16) is

β̇r−1(x)= L fβr−1(x)+L∆ fβr−1(x)+Lgβr−1(x)u+Lgβr−1(x)∆uF

= Lr
f h(x)+S(h(x))+L∆ f Lr−1

f h(x)+LgLr−1
f h(x)u+LgLr−1

f h(x)∆uF

⩾ Lr
f h(x)+S(h(x))+mhr (x)−ψσhr (x)+LgLr−1

f h(x)u+LgLr−1
f h(x)∆uF

⩾ Lr
f h(x)+S(h(x))+mhr (x)−ψσhr (x)+LgLr−1

f h(x)u−
∥∥∥LgLr−1

f h(x)
∥∥∥∆umax

F

⩾ −αr(βr−1(x)),(4.20)

for all x ∈X with the high probability 1−ϱ. ■

Combining (4.17) and (4.19) into the optimization problem (4.8a), an FT-GP-CLF-

HOCBF-QP can be obtained as follows:

FT-GP-CLF-HOCBF-QP:

u⋆ =arg min
u∈U,δ∈R

1
2
u>Hu+F>u,(4.21a)

s.t. (4.17) and (4.19)(4.21b)
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Equation (4.21) will be implemented when system actuator bias faults are detected

by fault detection modules. To mitigate the influence of faulty data, no new data will

be received after the fault occurrence. This chapter primarily focuses on the design of

fault-tolerant safety-critical control methods rather than fault diagnosis techniques.

Remark 4.4.2. Since the design of the HOCBF method heavily relies on an accurate
system model, the model uncertainty and unknown system faults may influence the effec-
tiveness of the HOCBF, reducing its reliability. Given this, we develop a novel safe control
method that integrates the HOCBF method and GP regression into the FTC framework.

4.4.3 Probabilistically Fault-Tolerant Safe Control Algorithm

To clarify the proposed FT-GP-CLF-HOCBFmethod, we develop a probabilistically fault-

tolerant safe control algorithm, presented in Algorithm 4.1. The safe control input u⋆

is utilized to mitigate the impact of actuator bias faults after fault detection.

Algorithm 4.1: Probabilistically Fault-Tolerant Safe Control
Data: D = {X ,Y } sampled from a training course;
Input: Observation x, parameter ψ, and optimal hyperparameters L∗,σ∗

∆ f ;
Output :Control input u;

1 while the system is operational do
2 Receive observation x;
3 Compute posterior means mV (x),mhr (x) and standard deviations

σV (x),σhr (x);
4 Compute the stability constraint terms: V (x), L fV (x),LgV (x), and the safety

constraint terms: βr−1(x), Lr
f h(x),S(h(x)),LgLr−1

f h(x);
5 if a fault has been detected then
6 Compute (4.21) to obtain safe control input u⋆;
7 else
8 Compute (4.14) to obtain safe control input u⋆;

Remark 4.4.3. This chapter proposes an FT-GP-CLF-HOCBFmethod to deal with model
uncertainty and unknown actuator bias faults. Compared to existing works on fault diag-
nosis [119] and FTC [6, 120–122], the proposed control framework is designed to handle
both model uncertainty and faults while ensuring system safety. Furthermore, we extend
the study of the HOCBF method [25, 38, 114] to incorporate fault tolerance, thereby en-
hancing their practical applicability in safety-critical systems.
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4.5 Numerical Example

In this section, we validate the GP-CLF-HOCBF and FT-GP-CLF-HOCBF methods within

the autonomous driving simulator CARLA [123]. We aim to develop learning-based

fault-tolerant HOCBF methods that ensure a faulty vehicle with model uncertainty

maintaining a safe distance from its preceding vehicle until it can be handled by a

safety engineer. To evaluate the competitiveness of the FT-GP-CLF-HOCBF method, we

compare it to existing work on HOCBF methods.

4.5.1 Experiment Setup

We implement GP regression using scikit-learn [124], and the QP is based on the solver

for convex optimization in [125]. Then, we consider a scenario where an ego vehicle

is required to maintain a safe distance from its preceding vehicle, namely, ACC with

collision avoidance. We define the state variable is x = [v,d]> ∈ R2, and the vector u =
[u,δ]> ∈R2, where v refers to the velocity of the ego vehicle and d is the distance between

the preceding vehicle and the ego vehicle. The variable u indicates the control input of

the ego vehicle and parameter δ stands for a slack variable. The ACC model can be

represented as follows [94]: [
v̇
ḋ

]
=

[
−Fr

m

v0−v

]
+

[
1
m

0

]
u,(4.22)

where m stands for the mass of the ego vehicle and its rolling resistance can be repre-

sented as Fr = f0+ f1v+ f2v2. We set m = 1650, f0 = 2, f1 = 5, and f2 = 3. Note that the

steering and throttle commands of the preceding vehicle and steering command of the

ego vehicle are calculated based on the standard kinematic bicycle model and PID con-

trollers [86]. The control input of the ego vehicle is determined by solving QP problem,

and this control input is then converted into the throttle command.

In this experiment, the control target is to reach the desired speed vd = 18m/s while

maintaining a safe distance 10m with respect to the preceding vehicle. According to

these, we design a CLF as V (x)= (v− vd)2 and a CBF as h(x)= d−10 that has relative

degree two (i.e., r = 2). We set the initial state x0 = [0,31.14]>, weighted matrices H =
diag

[
2
m2 ,2

]
and F =

[
−2Fr
m2 ,0

]
.

Considering that the effects of model uncertainty ∆ f (x), the state x is converted into

x̂ = [v−2,d]>. According to measurements y∆Vj and y∆hr

j , we aim to learn ∆V (x) and
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∆hr(x) by using GP regression, optimizing the kernels’ hyperparameters for improved

fitting performance.

Remark 4.5.1 (Feasibility and Safety Considerations [126]). The proposed QP-based
controller may still encounter feasibility and safety issues in extreme test cases. For in-
stance, if the initial distance between the leading vehicle and the ego vehicle is small
while the desired speed is high, maintaining safety could be challenging. However, the
ego vehicle can always decelerate safely to zero velocity, as the maximum braking force is
constrained by u⩽ umax. This results in the following hybrid braking controller:

u=


u⋆, if u⋆ exists,

−umax
v

‖v‖ , if u⋆ does not exist,and ‖v‖ 6= 0,

0, if u⋆ does not exist,and ‖v‖ = 0.

4.5.2 Experiment Results

Building on the simulation cases from [94], we consider three types of class K functions

(linear, quadratic, and square root functions) as defined in Definition 4.2.2 to construct

a HOCBF with r = 2 for the safety constraint as follows:

Form 1: Both α1 and α2 are linear:

β1(x)= ḣ(x)+α1(h(x))

β2(x)= β̇1(x)+α2(β1(x)).(4.23)

Form 2: Both α1 and α2 are quadratic:

β1(x)= ḣ(x)+ (α1(h(x)))2

β2(x)= β̇1(x)+ (α2(β1(x)))2.(4.24)

Form 3: Both α1 and α2 are square root:

β1(x)= ḣ(x)+
√

α1(h(x))

β2(x)= β̇1(x)+
√

α2(β1(x)) .(4.25)

We validate our proposed methods using three types of class K functions.
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4.5.2.1 GP-CLF-HOCBF Method for Forms 1, 2, and 3

In this case, we firstly discuss system (4.22) with the model uncertainty ∆ f (x) but with-

out unknown actuator bias faults ∆uF . To collect the necessary data, we begin by run-

ning the CLF-HOCBF-QP (4.4) until the system violates the safety constraints. We gather

training data from a desired trajectory in ‘Town 04’ of CARLA and demonstrate the test

results on another desired trajectory within the same map, as shown in Figure 4.2.

(a) Training course. (b) Test course.

Figure 4.2: Simulation environment in CARLA. The vehicles track the desired trajecto-
ries on different courses. Left: The training course was generated data to train. Right:
An unknown test course is tested. Red vehicle is the ego vehicle and blue vehicle is the
preceding vehicle.

Then, we select ψ = 1.2 and apply the posterior means mhr (x) and mV (x) and the

standard deviations σhr (x) and σV (x) generated in each time instant for constraints

(4.14c) and (4.14b). The noise for y∆Vj and y∆hr

j is set as d∆V (x)
j = (0,0.05) and d∆hr(x)

j =
(0,0.05), respectively.

As shown in Figure 4.3(a), the velocity curves of the ego vehicle under three types of

class K functions converge to the desired speed for t⩾ 2.5s. After 5s, the velocity curves

converge to the velocity of the leading vehicle under three types of class K functions.

With the help of GP regression, all distance curves remain greater than 10m. After 4s,

the curve of quadratic form (4.24) decreases more rapidly toward safe distance 10m

from the leading vehicle than linear and square root forms ((4.23) and (4.25)). Addition-

ally, that square root form (4.25) is conservative. In Figure 4.3(b), we can observe that

the values of β0(x) and β1(x) are larger than 0. Compared to linear and square root
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forms ((4.23) and (4.25)), the curve of quadratic form (4.24) decreases more rapidly and

approaches 0.1 more closely after 6s. Given this, one concludes that GP-CLF-HOCBF-QP
(4.14) under quadratic form (4.24) more effectively enables system (4.22) to reach de-

sired speed and maintain a safe distance under the case of the model uncertainty ∆ f (x).

(a) Profiles of the system state. (b) Profiles of CBFs.

Figure 4.3: Simulation results of the GP-CLF-HOCBF Method for Forms 1, 2, and 3
(linear, quadratic, and square root class K functions, respectively).

4.5.2.2 FT-GP-CLF-HOCBF Method for Forms 1, 2, and 3

In this case, we consider system (4.22) with the model uncertainty ∆ f (x) and the un-

known actuator bias fault ∆uF . We choose tF = 0.25s, ∆uF = |sin(t)|, and ∆umax
F = 1. The

actuator bias fault will influences the throttle command of the ego vehicle and threatens

the safety of ego vehicle. Furthermore, we select the same parameters in Section 4.5.2.1,

and unknown actuator bias fault only occur in the test course.

As shown in Figure 4.4(a), the velocity curves of the ego vehicle under three types

of class K functions are greater than leader’s curve when t⩾ tF , and the results show

that actuator bias faults influence the ego vehicle’s velocity. However, the distance curve

of square root form (4.25) remains above 15m, which is more conservative. The distance

curves of linear and quadratic forms ((4.23) and (4.24)) are close to 10m. Compared to

square root form (4.25), linear and quadratic forms ((4.23) and (4.24)) more effectively

enables ego vehicle to reach the desired speed and maintains a safe distance with its

preceding vehicle. In Figure 4.4(b), one observes that the values of β0(x) and β1(x) under
the linear and quadratic forms ((4.23) and (4.24)) remain close to but strictly greater
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than 0. Therefore, we can conclude that FT-GP-CLF-HOCBF-QP (4.21) under constraints

(4.17) and (4.19) can assist system (4.22) in achieving control objectives under model

uncertainty and unknown actuator bias faults, and three types of class K functions

affect the performance of FT-GP-CLF-HOCBF-QP (4.21).

(a) Profiles of the system state. (b) Profiles of CBF.

Figure 4.4: Simulation results of the FT-GP-CLF-HOCBF Method for Forms 1, 2, and 3
(linear, quadratic, and square root class K functions, respectively).

4.5.2.3 Performance Comparisons

We illustrate the competitiveness of the proposed FT-GP-CLF-HOCBF in this chapter

through comparisons with findings presented GP-HOCBF in [38]. Note that this case only

focuses on the comparisons of the safety performance under the linear class K function.

As shown in Figure 4.5(a), the values of β0(x) and β1(x) are greater than 0 based on

FT-GP-CLF-HOCBF. However, under the GP-HOCBF in [38], β0(x) and β1(x) exhibit several
negative values, indicating that the safety of the system cannot be guaranteed in the

presence of unknown actuator bias faults. It is worth noting that, despite these nega-

tive values, part of β0(x) and β1(x) values remain non-negative when using GP-HOCBF.
Therefore, we further select smaller values of actuator bias faults ∆uF = 0.5|sin(t)| to
investigate the robustness of GP regression. In Figure 4.5(b), the results show that

the values of β0(x) and β1(x) are both greater than 0 on the basis of FT-GP-CLF-HOCBF
and GP-HOCBF. Given this, one concludes that our method provides better safety per-

formance compared to GP-HOCBF in [38] when system experiences larger actuator bias

faults, while GP-HOCBF remains robustness against smaller actuator bias faults.
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(a) Actuator bias fault case: ∆uF = |sin(t)|. (b) Actuator bias fault case: ∆uF = 0.5|sin(t)|.

Figure 4.5: Comparison results of FT-GP-CLF-HOCBF and GP-HOCBF under two different
actuator bias faults.

4.6 Conclusion

In this chapter, we have proposed a fault-tolerant GP-based CLF-HOCBF method to ad-

dress the issues of model uncertainty and unknown actuator bias faults. We have devel-

oped three sufficient conditions to guarantee our proposed methods. Finally, numerical

simulations within the autonomous driving simulator CARLA have demonstrated the

effectiveness and competitiveness of our theoretical results and control strategy.

There are some limitations in the proposed method that will be addressed in future

work. In the current model-based learning framework, only uncertainty in the drift term

is considered, while the input dynamics are assumed to be fully known, which may not

reflect many real-world systems. Moreover, the method focuses exclusively on unknown

actuator bias faults, without taking into account unknown actuator gain faults that

are also critical in practice. Lastly, improving the regression accuracy of the Gaussian

process model remains an important direction for future investigation.
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SAFE LEARNING FOR ADAPTIVE FAULT-TOLERANT

CONTROL WITH PROBABILISTIC CONTROL BARRIER

FUNCTION

This chapter is based on the paper titled "Safe Learning for Adaptive Fault-Tolerant

Control with Probabilistic Control Barrier Functions," IEEE Transactions on Automa-

tion Science and Engineering, Under Review.

To deal with RQ3 and achieve RO3, this chapter proposes probabilistically and adap-

tively safe control frameworks that integrate GPs and online fault estimation into the

CBF method, further extending this approach to systems with high relative degrees. To

handle model uncertainty, we develop GP-based CBF and HOCBF constraints to ensure

the probabilistic safety. In addition, we design an adaptive fault estimator to estimate

unknown actuator gain faults. Finally, the proposed methods are validated on an ACC

system and a mobile robotic system, demonstrating their effectiveness and superiority

in ensuring safety, compared to existing methods.

The structure of this chapter is arranged as follows. Section 5.1 presents a review

of related work pertinent to this study. Section 5.2 introduces the essential background
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and preliminary concepts. The central results are provided in Sections 5.3 and 5.4. Nu-

merical examples illustrating the two proposed approaches are given in Section 5.5. The

chapter concludes with a summary in Section 5.6. Furthermore, the overall framework

of the methods introduced in this chapter is shown in Figure 5.1.

Fault Estimator
(5.15)

GP-CBF (5.6)

No

Yes

GP-HOCBF (5.9)

GP
Regression

Faulty System
(5.13)

Training
Data

AFT-GP-CBF-SOCP
Controller (5.21)

AFT-GP-HOCBF-SOCP
Controller (5.22)

Probabilistically and
Adaptively Safe

Control Framework

Figure 5.1: An overview of the probabilistically and adaptively safe control framework.
According to the structure of Lgh(x), the controller switches between CBF and HOCBF
constraints. Uncertain terms are modelled using GP regression. Actuator gain faults
are estimated based on a fault estimator after the occurrence of faults.

5.1 Introduction

Modern control systems are becoming increasingly complex, integrating more compo-

nents that make them potentially more vulnerable to unexpected faults, such as ac-

tuator faults. To address these challenges, FTC has been developed to maintain the

functionality of faulty systems [115]. Building on this foundation, researchers have ex-

tended FTC to adaptive FTC [127], learning-based FTC [74], and so on. However, exist-

ing FTC methods cannot strictly guarantee safety for faulty systems, posing potentially

safe risks in practical applications. Therefore, safe control methods have been developed,

including RL [20], MPC [128], and CBF [18]. Given this, researchers have explored the
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fault-tolerant RL approach [105], the fault-tolerant MPC approach [129], and the fault-

tolerant CBF approach [26]. However, the RL-based FTC method in [105] addressed

the issues of actuator gain faults but did not guarantee safety. Xu et al. [129] designed

an adaptive estimator to estimate actuator faults and focused only on the stability of

closed-loop systems by using the fault-tolerant MPC method. As stated in [26], Hilten

proposed the changed fault-tolerant CBF method, but its effectiveness was constrained

by the fixed boundaries of the control input. This chapter aims to study adaptive fault-

tolerant safety-critical control to tackle unknown actuator faults and model uncertainty,

guaranteeing the safety of systems.

In practical control tasks, the effectiveness of CBF methods heavily relies on accu-

rate system models, which may not always be available due to model uncertainty [130].

Therefore, researchers have investigated robust CBF [77], robust adaptive CBF [80, 81],

and RL-based CBF [84]. However, the robust CBF method in [77] was conservative. The

adaptive law designed in [80] may exhibit a slow response due to inappropriate selection

of adaptive parameters and was limited by the structure of model uncertainty. As stated

in [81, 84], the proposed learning-based methods depended on accurate output measure-

ments and might lose their effectiveness in the presence of observation noise. To deal

with the above issues, GP regression has emerged as a promising solution, providing

a probabilistic framework to model uncertainty [11]. Recent studies have explored GP-

based CBF [34]. Fernando et al. [34] established the probabilistic CLF-CBF method to

deal with model uncertainty and ensure the stability and safety of systems. However,

the above methods struggle to address both model uncertainty and actuator faults.

Note that the above CBF methods are only suitable for systems with a relative de-

gree of one. To overcome this limitation, the HOCBF has been proposed, which can

be applied to control systems with arbitrary relative degrees, extending its applicabil-

ity to a wide range of robotic systems. Researchers have considered the fault-tolerant
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HOCBFmethod [27] to deal with the system faults and studied robust adaptive HOCBF

[114] and GP-based HOCBF [25] methods to tackle model uncertainty. Dong et al. [27]

proposed a robust fault-tolerant HOCBF method, which is conservative and may even

become unsafe in worst-case fault scenarios. The methods proposed in [25, 114] only

addressed model uncertainty and might fail to ensure safety when systems encounter

unknown actuator faults. Although very few authors [131] presented a fault-tolerant

safe control framework that integrates GP regression and HOCBFs into the FTC frame-

work to ensure probabilistic stability and safety, this method still struggles to address

unknown actuator gain faults. To address these challenges, this chapter proposes GP-

based CBF and HOCBF methods with the adaptive FTC technique to handle model

uncertainty and actuator faults, ensuring the probabilistic safety.

5.2 Preliminaries

5.2.1 Notations and Definition

Let R be the set of real numbers. R+ stands for the set of positive real numbers. Rn refers

to n−dimensional Euclidean space, and Rn×m stands for the space of n×m real matrices.

Pr{·} is probability of an event. ‖·‖ is the Euclidean norm. | · | presents absolute value. U

stands for a control constraint set.

Consider the following nonlinear control-affine systems:

ẋ= f (x)+ g(x)u,(5.1)

where x ∈Rn and u= [u1,u2, · · · ,um]> ∈U⊆Rm indicate the system state and the control

input. The drift dynamics f :Rn →Rn and the input dynamics g :Rn →Rn×m are known

and local Lipschitz function in x.

5.2.2 High-Order CBFs

Although CBF method in (2.16) can ensure the safety of a system, it loses effective-

ness when Lgh(x)= 0 in some practical applications. To address this issue, the HOCBF
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method is proposed [22]. Before presenting this approach, we first assume the function

h fulfilling Definition 2.4.2.

Definition 5.2.1 (HOCBF [22]). Define a set of functions βi(x)= β̇i−1(x)+αi(βi−1(x)), i ∈
{1, · · · , r−1} with β0(x)= h(x) and a class of sets Ai = {x ∈ Rn : βi(x)> 0}. If there exist a
set of class K functions αi(·) such that

sup
u∈U

{
L fβr−1(x)+Lgβr−1(x)u+αr(βr−1(x))

}︸ ︷︷ ︸
βr(x,u)=hr(x,u)

⩾ 0,(5.2)

then function h : Rn → R is said to be a candidate HOCBF of the relative degree r for
system (5.1), holding for all x ∈A, where L fβr−1(x) = Lr

f h(x)+
∑r−1

i=1 L
i
f (αr−i ◦βr−i−1)(x)

and Lgβr−1(x)= LgLr−1
f h(x).

5.3 Probabilistic Safety Constraints

In this sections, we establish probabilistic CBF and HOCBF constraints and develop

two theoretical conditions.

5.3.1 Problem Statement

This chapter focuses on nonlinear control-affine systems with model uncertainty, result-

ing in the following definition:

ẋ= f (x)+∆f (x)+ g(x)u,(5.3)

where ∆f (x) :Rn →Rn represents the model uncertainty. x, f (x), g(x), and u are defined

as in (5.1).

Assumption 5.3.1 (Model Uncertainty [114]). Assume that the unknown modelling er-
ror ∆f (x) is structured and there exists a set A′ ⊆ A such that L∆ f L

j
f h(x) = 0,∀1⩽ j <

r−1 and L∆ f Lr−1
f h(x) 6= 0 hold for all x ∈A′.

5.3.2 Probabilistic CBFs

Based on system (5.3), the derivatives of the CBF can be derived as follows:

˙̃h(x,u)= L f h(x)+L∆ f h(x)+Lgh(x)u+α(h(x)).(5.4)
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Denote ∆h(x) = ˙̃h(x,u)− ḣ(x,u) as error of CBF between nominal system (5.1) and

true system (5.3). Inspired by [34], we collect trajectories from true system to fit ∆h(x)
by using GP regression with the following measurement:

yhj =
(
h̃(x(t+∆t))− h̃(x(t))

)
∆t

− ḣ(x j,u j)+d j,(5.5)

where j = 1,2, . . . ,N is the index of collected data. The state x j = (x(t+∆t)+x(t))/2 is the

mean of the state during [t, t+∆t) and u j indicates control input in the same interval. ∆t
refers to the sampling interval. d j ∼

(
0,σ2

h,n

)
stands for the white measurement noises.

The SE function defined in (2.5) is used in this chapter. Under Assumptions 2.1.1,

4.3.1, and 4.3.2, the posterior mean and variance of the uncertain term ∆h(x) are de-

noted by mh(x) and σh(x) and are obtained using the dataset Dh =
{
x j, yhj

}N
j=1. This

leads to the following lemma:

Lemma 5.3.1 (GP-CBF [34]). According to Lemma 2.1.1 and Assumption 2.1.1, for a
valid CBF defined in (2.16), if there exists an extended class K function α such that

sup
u∈U

{
L f h(x)+Lgh(x)u+mh(x)−ψσh(x)

}
⩾−α(h(x)),(5.6)

then the function h(x) is said to be GP-CBF for system (5.3) for all x ∈ A with high
probability 1−ϱ.

5.3.3 Probabilistic High-Order CBFs

Accordingly, if system (5.3) satisfies Assumption 2.1.1, we can obtain the following the

r-th derivatives of the HOCBF:

h̃r(x,u)= Lr
f h(x)+L∆ f Lr−1

f h(x)+LgLr−1
f h(x)u+S(h(x))+αr(βr−1(x)),(5.7)

where S(h(x))=∑r−1
i=1 L

i
f (αr−i ◦βr−i−1)(x).

Define ∆hr(x)= h̃r(x,u)−hr(x,u) as error of HOCBF between nominal system (5.1)

and true system (5.3). Then, one gets the following measurement for GP regression:

yh
r

j = (
h̃r−1(x(t+∆t))− h̃r−1(x(t))

)
/∆t−hr(x j,u j)+dhr

j , dhr

j ∼ (0,σ2
hr ,n)(5.8)

with collection training dataset Dhr =
{
x j, yh

r

j

}N
j=1.

Based on Assumptions 2.1.1, 4.3.1, and 4.3.2, the posterior means and variances of

the uncertain terms ∆V (x) and ∆hr(x) are denoted by mV (x), σV (x), and mhr (x), σhr (x),
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respectively, and are obtained using the datasets DV and Dhr . Furthermore, the SE

function defined in (2.5) is employed in this chapter.

Note that the training outputs in (5.5) and (5.8) are computed from the state of the

system. In practical applications, the state of the system can be obtained from onboard

sensors and used to generate training data. Then, one obtains:

Theorem 5.3.1 (GP-HOCBF). Provided Assumptions 2.1.1 and 5.3.1 hold and based on
Lemma 2.1.1, for a valid HOCBF defined in (5.2), if there exist a set of class K functions
αi(·), i ∈ {0,1, · · · , r} such that

sup
u∈U

{
Lr

f h(x)+LgLr−1
f h(x)u+S(h(x))+mhr (x)−ψσhr (x)

}
⩾−αr(βr−1(x)),(5.9)

then the function h(x) is said to be GP-HOCBF for system (5.3) for all x ∈ A with high
probability 1−ϱ.

Proof. Based on Assumption 2.1.1 and Lemma 2.1.1, each of the following inequalities

hold with a probability of at least 1−ϱ for a given dataset Dhr and ∀x ∈A:

∣∣mhr (x)−∆hr(x)
∣∣⩽ψσhr (x),

then we can derive that

−ψσhr (x)⩽ mhr (x)−∆hr(x)⩽ψσhr (x),

mhr (x)−ψσhr (x)⩽ ∆hr(x)⩽mhr (x)+ψσhr (x).

According to (5.2) and (5.7), one obtains that

h̃r(x,u)= hr(x,u)+∆hr(x).(5.10)

Since ∆hr(x) is unknown, if we have hr(x,u)+∆hr(x) ⩾ 0, then function h is a valid

HOCBF for true system (5.3).

When (5.9) is satisfied, there is

sup
u∈U

{hr(x,u)+mhr (x)−ψσhr (x)}⩾ 0.(5.11)

Therefore, one obtains that h is a valid GP-HOCBF for (5.3). ■
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5.4 Probabilistically Safe Controllers Under
Actuator Faults

5.4.1 Faults Modelling

In practical applications, the actuators of control systems may experience faults induced

by the component torn-and-worn factors [6], resulting in the following definition [132]:

uF =Θu, t⩾ tF ,(5.12)

where 0< tF ∈ R represents the time of fault occurrence. The matrix Θ=diag[θ1, · · · ,θi,
· · · ,θm] ∈ Rm×m defines the actuation effectiveness parameters with θi ∈ (0,1]. If θi ∈
(0,1), the actuators exhibit a loss of effectiveness, while θi = 1 indicates the fault-free.

Note that this chapter assumes no case of θi = 0, interested readers are referred to [133]

for studies on dynamic redundant actuators.

Substituting (5.12) into (5.3), we can obtain

ẋ= f (x)+∆f (x)+ g(x)Θu, t⩾ tF ,(5.13)

then denote Θ̄= [θ1, · · · ,θi, · · · ,θm]> ∈ Rm and û =diag [u1,u2, · · · ,um] ∈ Rm×m, it follows

from (5.13) that

ẋ= f (x)+∆f (x)+ g(x)ûΘ̄, t⩾ tF .(5.14)

5.4.2 Faulty Parameters Estimation

Different from model uncertainty, actuator gain faults occur abruptly and decrease the

control performance. Inspired by [134], we propose an online estimator as follows:

˙̂x= f (x)+ g(x)û ˆ̄Θ+κe+ω
˙̄̂
Θ,

ω̇= g(x)û−κω, ω(0)= 0.(5.15)

where x̂ ∈ Rn is the state of the online estimator. ˆ̄Θ = [
θ̂1, · · · , θ̂i, · · · , θ̂m

]> ∈ Rm denotes

the parameter estimate vector. e= x− x̂ stands for the state estimation error. ω ∈Rn×m

represents the output of the filter.

Define the parameter estimation error ˜̄Θ= Θ̄− ˆ̄Θ and an auxiliary variable ϑ= e−ω ˜̄Θ,

then one yields

ė=∆f (x)+ g(x)û ˜̄Θ−κe−ω
˙̄̂
Θ,

ϑ̇=−κϑ, ϑ(0)= e(0).
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Lemma 5.4.1 (Adaptive Estimation Laws). Define a positive gain constant η ∈R, a ma-
trix Q ∈ Rn×n, an excitation index ς(t) = λmin(Q(t)), and a contraction factor 0 < φ(t) =
(1+ης(t))−1 ⩽ 1, and consider a Lyapunov function V ( ˜̄Θ)= ˜̄Θ> ˜̄Θ. If the estimator follows
the adaptive laws:

˙̄̂
Θ= ηω>(e−ϑ), Q̇ =ω>ω,(5.16)

then online estimator (5.15) ensures the estimation error norm ‖ ˜̄Θ‖ is non-increasing and
V ( ˜̄Θ(t))⩽φ(t)V ( ˜̄Θ(tF )) for t⩾ tF , where λmin(Q(t)) is the minimum eigenvalues of Q(t).

Proof. With the help of auxiliary variable η and (5.16), we can get

V̇ ( ˜̄Θ)⩽−η ˜̄Θ>ω>(e−ϑ)

=−η ˜̄Θω>ω ˜̄Θ

⩽0.(5.17)

Furthermore, one derives

V ( ˜̄Θ(t))=V ( ˜̄Θ(tF ))+
∫t

tF
V̇ ( ˜̄Θ(s))ds

⩽V ( ˜̄Θ(tF ))−
∫t

tF
η ˜̄Θ>(s)ω>(s)ω(s) ˜̄Θ(s)ds

⩽V (Θ̃(tF ))−ηλmin

(∫t

tF
ω>(s)ω(s)ds

)
min

s∈[tF ,t]
‖Θ̃(s)‖2

⩽V ( ˜̄Θ(tF ))−ηλmin (Q(t)) min
s∈[tF ,t]

‖ ˜̄Θ(s)‖2.

⩽V ( ˜̄Θ(tF ))−ης(t)V ( ˜̄Θ(t)).(5.18)

Therefore, we conclude that estimation error is non-increasing and convergence. ■

According to Lemma 5.4.1, one obtains that there exists a known estimation error

set υ= {
θ̂i ∈R||θi− θ̂i|⩽ υimax, i = 1,2, · · · ,m}

and maximum bound error υimax ∈ [0,1].

5.4.3 Fault-Tolerant Safety Filter via CBFs

To ensure the safety of systems in the presence of actuator gain faults, we construct an

adaptive fault-tolerant GP-CBF second-order cone program (AFT-GP-CBF-SOCP).

For convenience the following derivations, we define Θ̂=diag[θ̂1, · · · , θ̂i, · · · , θ̂m] ∈Rm×m,

matrix Θ̃=diag
[
˜̄Θ
]
. Then, the following result can be obtained:
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Theorem 5.4.1 (AFT-GP-CBF). According to Lemma 5.3.1, for a valid GP-CBF defined
in (5.6), if there exists an extended class K function α such that

sup
u∈U

{
L f h(x)+Lgh(x)Θ̂u+mh(x)−ψσh(x)+α(h(x))−‖Lgh(x)‖‖υmax‖‖u‖

}
⩾ 0,(5.19)

then the function h(x) is said to be AFT-GP-CBF for system (5.13) for all x ∈A with high
probability 1−ϱ, where υmax = diag

[
υ1max,υ

2
max, · · · ,υmmax

] ∈Rm×m.

Proof. Calculate the Lie derivative of h̃(x,u) along system (5.3) and according to Lemma

5.3.1, we can derive that

˙̃h(x,u)=L f h(x)+L∆ f h(x)+Lgh(x)Θu

⩾L f h(x)+mh(x)−ψσh(x)+Lgh(x)
(
Θ̂+ Θ̃

)
u

⩾L f h(x)+mh(x)−ψσh(x)+Lgh(x)Θ̂u−‖Lgh(x)‖‖Θ̃‖‖u‖
⩾L f h(x)+Lgh(x)Θ̂u+mh(x)−ψσh(x)−‖Lgh(x)‖‖υmax‖‖u‖
⩾−α(h(x))+‖Lgh(x)‖‖υmax‖‖u‖(5.20)

for all x ∈A with high probability 1−ϱ. ■

Consider a reference control input uref derived by feedback control, PID control, or

MPC, we can construct an AFT-GP-CBF-SOCP for system (5.13) as:

usafe = argmin
u∈U

‖u−uref‖2(5.21a)

s.t. L f h(x)+Lgh(x)Θ̂u+mh(x)−ψσh(x)⩾−α(h(x))+‖Lgh(x)‖‖υmax‖‖u‖,(5.21b)

where the parameter Θ̂ is updated by (5.16).

5.4.4 Fault-Tolerant Safe Control for High Relative Degrees

In this subsection, we aim to propose an AFT-GP-HOCBF-SOCP for systems with high

relative degrees. If system (5.13) fulfills Assumptions 2.1.1 and 5.3.1, one derives the

following probabilistically adaptive HOCBF constraint:

Theorem 5.4.2 (AFT-GP-HOCBF). Based on Theorem 5.3.1, for a valid GP-HOCBF
defined in (5.9), if there exist a set of a class K functions αi(·), i ∈ {0,1, · · · , r} such that

sup
u∈U

{
Lr

f h(x)+LgLr−1
f h(x)Θ̂u+S(h(x))+mhr (x)−ψσhr (x)

+αr(βr−1(x))−
∥∥∥LgLr−1

f h(x)
∥∥∥‖υmax‖‖u‖

}
⩾ 0,(5.22)
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then the function h(x) is said to be AFT-GP-HOCBF for system (5.13) for all x ∈A with
high probability 1−ϱ.

Proof. Calculate the r-th Lie derivative of h̃(x,u) along system (5.3) and based on

Theorem 5.3.1, one obtains that

h̃r(x,u)=L fβr−1(x)+L∆ fβr−1(x)+Lgβr−1(x)Θu

=Lr
f h(x)+S(h(x))+L∆ f Lr−1

f h(x)+LgLr−1
f h(x)

(
Θ̂+ Θ̃

)
u

⩾Lr
f h(x)+S(h(x))+mh(x)−ψσh(x)+LgLr−1

f h(x)Θ̂u+LgLr−1
f h(x)Θ̃u

⩾Lr
f h(x)+S(h(x))+mh(x)−ψσh(x)+LgLr−1

f h(x)Θ̂u−‖LgLr−1
f h(x)‖‖Θ̃‖‖u‖

⩾Lr
f h(x)+S(h(x))+mh(x)−ψσh(x)+LgLr−1

f h(x)Θ̂u−‖LgLr−1
f h(x)‖‖υmax‖‖u‖

⩾−αr(βr−1(x))+‖LgLr−1
f h(x)‖‖υmax‖‖u‖(5.23)

for all x ∈A with high probability 1−ϱ. ■

In what follows, constraint (5.22) is finally transformed as the following AFT-GP-

HOCBF-SOCP for system (5.13):

usafe = argmin
u∈U

‖u−uref‖2(5.24a)

s.t. Lr
f h(x)+LgLr−1

f h(x)Θ̂u+S(h(x))+mhr (x)−ψσhr (x)

⩾−αr(βr−1(x))+‖LgLr−1
f h(x)‖‖υmax‖‖u‖,(5.24b)

where the parameter Θ̂ is updated by (5.16).

Remark 5.4.1. While the FTC method is designed to maintain the faulty systems with
acceptable performance, it cannot strictly guarantee their safety. To overcome this limita-
tion, this chapter introduces two advanced methods, AFT-GP-CBF and AFT-GP-HOCBF,
to address the issues of unknown actuator gain faults and model uncertainty. These
methods represent a significant step forward in achieving safety in uncertain systems
subject to unknown actuator gain faults.

5.5 Numerical Example

We respectively evaluate our proposed AFT-GP-CBF and AFT-GP-HOCBF methods on

two simulated systems: 1) adaptive cruise control system 2) mobile robotic system.
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5.5.1 Adaptive Cruise Control System

This subsection compares our algorithm AFT-GP-CBF with four methods: CBF method

[21] (no learning and no estimation), GP-based CBF method [34] (GP-CBF) (no estima-

tion), CBF with gain fault estimation method [134] (FT-CBF) (no learning), GP-based

robust CBF method with a known lowest bound value [77] (Robust GP-CBF) (no estima-

tion). Consider the system dynamics with the model uncertainty as follows [135]:


ṗ
v̇
ż


︸ ︷︷ ︸

ẋ

=


v

−Fr(v)
m

v0−v


︸ ︷︷ ︸

f (x)

+


0

−∆Fr(v)
m

0


︸ ︷︷ ︸

∆f (x)

+


0
1
m

0


︸ ︷︷ ︸

g(x)

u,(5.25)

where p,v, and z are defined as position, velocity, and distance between ego vehicle and

its preceding vehicle. v0 represents preceding vehicle’s velocity. m is the mass of the ego

vehicle. Fr(v) stands for the aerodynamic drag with Fr(v) = f0+ f1v+ f2v2. We define

∆Fr(v) as the model uncertainty with ∆Fr(v)=∆ f0+∆ f1v+∆ f2v2. u ∈R is control input.

Then, we select m = 1650kg, f0 = 0.1, f1 = 5, f2 = 0.25,v0 = 14m/s, and set x(0) =
[0,20,100]>, model uncertainty ∆ f0 = 0.6,∆ f1 = 3,∆ f2 = 2. The control input u ∈ [umin,

umax] with umin = −0.3mg and umax = 0.3mg, where g = 9.81m/s2. Define h(x) = z−
1.8v− 5(v−v0)2

3g . Then, we choose uref = Fr(v) in controller (5.21).

To fit the model uncertainty ∆Fr(v), we exploit the CBF-QP-based controller to col-

lect the system state until h(x) < 0, constructing a training data set Dh. Note that no

actuator faults occur during the data collection process. We set the parameter ψ = 0.5,

observation noise d ∼ (0,0.5), kernel lengthscale l = 1 and signal variance σ2
f = 2.

Since actuator gain fault θ is unknown with known bound values θ ∈ [0.4,1], we

assume that actuator gain fault value θ = 0.7 and a fault occurrence time of tF = 6s,

which leads to uF = 0.7u. Additionally, we consider two different initial estimation val-

ues: a higher initial value θ̂higher(0)= 0.9, referred to as the AFT-GP-CBF method with

a higher initial value (HAFT-GP-CBF), and a lower initial value θ̂lower(0) = 0.5, referred

to as the AFT-GP-CBF method with a lower initial value (LAFT-GP-CBF). For the gain

fault estimator, we set parameters η= 3 and κ= 3.
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(a) Profiles of the ego vehicle’s velocity.
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(d) Profiles of fault parameter estimation.

Figure 5.2: Comparative results through the ACC system.

As illustrated in Figure 5.2(a), the value of ego vehicle’s velocity based on FT-CBF
method rapidly increases when t⩾ 6s. Except for the FT-CBFmethod, the velocity of the

ego vehicle successfully approaches the leader’s velocity when using the other five con-

trol methods. In Figure 5.2(b), one observes that the methods of CBF, GP-CBF, and FT-CBF
fail to guarantee the safety of the ego vehicle before 7s. Compared with robust GP-CBF
and LAFT-GP-CBF methods, the HAFT-GP-CBF method demonstrates reduced conserva-

tiveness. The conservativeness of the Robust GP-CBF method arises from its considera-

tion of the worst-case scenario for actuator gain faults, while the conservativeness of the

LAFT-GP-CBF method is due to its lower initial values. After 8s, LAFT-GP-CBF method

shows lower conservative than Robust GP-CBF. Figures 5.2(c) and 5.2(d) display the

control input and the estimation of gain faults, showing that the online estimator con-
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verges to the gain fault under two different initial values. Therefore, we conclude that

our methods, LAFT-GP-CBF and HAFT-GP-CBF, effectively help the ego vehicle maintain

a safe distance in the presence of model uncertainty and unknown actuator gain faults

while exhibiting reduced conservativeness.

5.5.2 Mobile Robotic System

This subsection aims to compare our algorithms with four methods: HOCBF method [22]

(no learning and no estimation), GP-based HOCBF method [25] (GP-HOCBF) (no estima-

tion), HOCBF with gain fault estimation method [134] (FT-HOCBF) (no learning), GP-

based robust HOCBF method with a known lowest bound value (Robust GP-HOCBF) (no
estimation). Consider the system dynamics with the model uncertainty as follows [114]:

ẋ1
ẋ2
ẋ3
ẋ4


︸ ︷︷ ︸

ẋ

=


x3
x4
0

0


︸ ︷︷ ︸

f (x)

+


0

0
∆x3
m
∆x4
m


︸ ︷︷ ︸

∆ f (x)

+


0 0

0 0
1
m 0

0 1
m


︸ ︷︷ ︸

g(x)

[
u1

u2

]
︸ ︷︷ ︸

u

,(5.26)

where x1 and x2 are defined as the position of the mobile robot. x3 and x4 represent the

velocity of the mobile robot. m is the mass of the mobile robot. We define ∆x3 and ∆x4
as the model uncertainty. u1 and u2 are control inputs.

Then, we select m= 1kg, x(0)= [−3.5,3.5,0,0]>, uncertain terms ∆x3 = 0.1 and ∆x4 =
0.8, and the desired state xdesired = [0,0,0,0]>. The control input u1,u2 ∈ [umin,umax]

with umin = −2.5 and umax = 2.5. Define h(x) = (x1+1)2− (x2−1)2−1. Then, we choose

uref =−K(x− xdesired),K =
[

1 0 1 0

0 1 0 1

]>
in controller (5.24).

To fit the model uncertainty ∆ f (x), we use HOCBF-QP to collect the system state

until either β0(x) < 0 or β1(x) < 0, thereby constructing the training dataset Dhr . The

same kernel and measurement parameters as those described in Section 5.5.1 are used.

For this, we set the parameter ψ= 0.1.

Suppose actuator gain faults θ1 = 0.7 and θ2 = 0.6, with a fault occurrence time of

tF = 2s, resulting in uF = diag[θ1,θ2]u. The gain fault boundary is given as θ1,θ2 ∈
[0.35,1]. We set initial estimation values: higher initial value Θ̂higher(0) = diag[0.9,0.8]

referred to as the AFT-GP-HOCBF method with a higher initial value (HAFT-GP-HOCBF),
and lower initial value Θ̂lower(0)= diag[0.5,0.4] referred to LAFT-GP-HOCBF. For the gain

fault estimator, we set parameters η= 10 and κ= 1.
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(a) Profiles of the robot’s position.
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(d) Profiles of fault parameter estimation.

Figure 5.3: Comparative results through the mobile robotic system.

As shown in Figure 5.3(a), the mobile robot is able to reach the target point safely

only when the proposed methods, namely HAFT-GP-HOCBF and LAFT-GP-HOCBF, are ap-

plied. This highlights the effectiveness of integrating fault-tolerant mechanisms and

GP-based HOCBFs. In Figure 5.3(b), although the GP-HOCBF method successfully en-

sures that ψ0(x) ⩾ 0, it fails to maintain the condition ψ1(x) ⩾ 0, leading to safety

violations at the higher-order level. The FT-HOCBF method shows instability through-

out the simulation, primarily because it considers only actuator faults while neglecting

model uncertainty, which plays a critical role in safety-critical systems. Additionally,

the Robust GP-HOCBF method exhibits noticeable fluctuations during the time interval

t ∈ [0s,10s], suggesting limited robustness under certain conditions. In contrast, both

HAFT-GP-HOCBF and LAFT-GP-HOCBF demonstrate similar and stable performance, effec-
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tively maintaining system safety. Figures 5.3(c) and 5.3(d) further illustrate the control

input profiles and the gain fault estimation process, showing that the online estimator

can accurately converge to the true gain fault values under two different initial condi-

tions. Given this, one concludes that the HAFT-GP-HOCBF and LAFT-GP-HOCBF methods

effectively enable the mobile robot to safely reach the target point in the presence of

unknown actuator gain faults and model uncertainty.

5.6 Conclusion

In this chapter, we have proposed two types of probabilistic and adaptive CBF and

HOCBF methods to address the challenges posed by unknown actuator gain faults and

model uncertainty. By developing a learning-based adaptive fault-tolerant CBF-SOCP

and extending it to the HOCBF framework, we have provided two safe control methods

for ensuring safety in faulty systems with uncertainty. Two numerical examples have

been demonstrated the effectiveness and superiority of our methods, highlighting their

potential for application in safety-critical systems such as autonomous vehicles and

robotics, compared to existing works.

There are several limitations of our methods which we will study in future research.

For instance, in the GP learning for HOCBFs, we assume that model uncertainty is

matched, which restricts the allowable structures of unknown model uncertainty. More-

over, we only consider uncertain drift dynamics while ignoring uncertain gain dynamics.

In future, we will investigated safety-critical control for systems with uncertain drift

and gain dynamics by using the GP regression.
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PROBABILISTICALLY SAFE FAULT-TOLERANT CONTROL

USING LEARNING-BASED HIGH-ORDER CONTROL

BARRIER FUNCTIONS

This chapter is based on the paper titled "Probabilistically Safe Control Using Learning-

Based High-Order Control Barrier Functions," IEEE Transactions on Automatic Control,

Under Review.

To handle RQ4 and achieve RO4, this chapter proposes an enhanced GP-based bar-

rier (EGPBarrier) method that integrates GP-based probabilistic modelling into the

HOCBF framework to formulate a probabilistic HOCBF approach. To address model

uncertainty affecting the safety constraint, we introduce a novel compound kernel for

uncertainty-aware constraint learning. We establish three theoretical conditions to guar-

antee the feasibility of the proposed method. Finally, we evaluate this method on two

numerical examples, comparing its performance with existing approaches.

The content of this chapter is organized as follows. Section 6.1 surveys related stud-

ies associated with this work. Section 6.2 provides the necessary preliminaries. The core

contributions are discussed in Sections 6.3, 6.4, and 6.5. Section 6.6 presents numerical
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examples that demonstrate the effectiveness of the two proposed approaches. A sum-

mary of the chapter is given in Section 6.7. In addition, an overview of the proposed

methods is illustrated in Figure 6.

Nominal System

EGPBarrier-SOCP

Safety-Critical Control GP Regression

True System

GP Model

(6.19) (6.4)

(6.1)

True System

GP Model

(6.24)

Nominal System

FT-EGPBarrier-SOCP (6.30)

(6.1)

Figure 6.1: An overview of EGPBarrier and FT-EGPBarrier methods, where the uncer-
tain terms in the HOCBF constraint are modelled using GP regression. If the actuator
faults occurrence, the EGPBarrier method is switched as the FT-EGPBarrier method.

6.1 Introduction

Safety is a fundamental requirement in autonomous systems during real-time opera-

tion. To ensure safe behavior, researchers have developed safety-critical control meth-

ods, including CBFs [18], HJ reachability analysis [19], and safe RL [20]. Unlike HJ
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reachability and safe RL, CBFs offer rigorous safety guarantees for control systems by

enforcing system state forward invariance of safe sets. They have been widely applied in

robotic systems, such as legged robot systems [21]. However, CBFs highly rely on accu-

rate systemmodels, and their effectiveness may be affected by model uncertainty. Given

this, researchers have explored the GPs method, which provides a probabilistic model-

ing framework and offers greater robustness to measurement noise [11]. To ensure the

safety of uncertain systems using CBFs, some studies use GP regression to model un-

known system dynamics [24, 111, 136], while others apply it to fit uncertainties in the

safety constraint [89, 92, 93, 137]. As stated in [111], Dhiman et al. presented a matrix

variate GP regression method to learning unknown system dynamics and designed a

probabilistic CBF method. Wang et al. [93] established a GP-based CBF method and

used Bayesian optimization to optimize the safe control performance. However, matrix-

variate GP regression, as used in [24, 111, 136] to model unknown system dynamics,

is computationally expensive and structurally complex. The studies in [89, 92, 93, 137]

assume that only drift dynamics contains model uncertainty. To overcome these issues,

few researchers presented an affine dot product kernel method [34] and a compound

kernel method [39] to handle both uncertain drift and gain dynamics in control systems.

Nevertheless, the proposed method in [34] lacks flexibility and is sensitive to parameter

tuning. Although the method in [39] avoids the additional feasibility analysis required

by the SOCP formulation in [34], it is limited to systems with a scalar control input due

to its underlying model assumptions.

Considering that CBFs are limited to systems with relative degree one, HOCBFs

have been proposed as an extension to handle systems with high relative degrees [94].

In contrast to CBFs, model uncertainty impose additional challenges on the design of an

HOCBF approach. According to the definition of the HOCBF, unknown drift dynamics

can directly influence the constraint expression involving the control input. To tackle

99



CHAPTER 6. PROBABILISTICALLY SAFE FAULT-TOLERANT CONTROL USING
LEARNING-BASED HIGH-ORDER CONTROL BARRIER FUNCTIONS

this, some studies, such as [23, 114], provide an assumption of the model uncertainty to

avoid the above issue, while others design GP-based HOCBF methods using the affine

dot product kernel method to model uncertain terms [25, 38]. As stated in [114], the

authors designed a data-driven adaptive control framework that combines high-order

robust adaptive CBF and adaptive CLF methods using the concurrent learning strat-

egy. Aali et al. [38] focused on guaranteeing the system safety based on designed the

GP-based HOCBF. However, the assumptions of model uncertainty in [23, 114] are con-

servative and hinder the generality of their methods. Additionally, the kernel methods

used in [25, 38] suffer from limited flexibility and sensitivity to parameter tuning. To

address these issues, this chapter proposes EGPBarrier and fault-tolerant EGPBarrier

methods using a novel compound kernel method.

6.2 Preliminaries

This section provides a brief introduction to the definitions of the HOCBF and GP re-

gression. Then, we begin with the definition of extended class K functions:

Definition 6.2.1 (Extended class K function [18]). If a continuous function α : [−b,a)→
[−∞,∞) is strictly increasing and α(0) = 0, then the function α is said to belong to ex-
tended class K for some a,b> 0.

Consider the following control-affine system of the form:

ẋ= f (x)+ g(x)u,(6.1)

where x ∈ Rn presents the system state. The drift dynamic f : Rn → Rn and the gain

dynamic g : Rn → Rn×m are known and locally Lipschitz functions. u ∈ U ⊆ Rm is the

control input, along with U denotes a control constraint set.

6.2.1 High-Order CBFs

The CBF method is reformulated as a safety-critical constraint to ensure system safety.

However, it encounters greater challenges when applied to systems with high relative
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degrees, due to the term Lgh(x)= 0. To handle this issue, the HOCBF is proposed. Then,

we first assume the function h fulfilling Definition 2.4.2.

Definition 6.2.2 (HOCBF [94]). Define a sequence of functions βi : Rn → R, i ∈ {1, · · · , r},
recursively as βi(x)= β̇i−1(x)+αi(βi−1(x)) with base function β0(x)= h(x), and denote a
sequence of sets Ai = {x ∈ Rn : βi(x) ⩾ 0}. If there exist a sequence of extended class K

functions αi(·) such that

sup
u∈U

{L fβr−1(x)+Lgβr−1(x)u+αr(βr−1(x))︸ ︷︷ ︸
βr(x,u)=hr(x,u)

⩾ 0},(6.2)

for all x ∈A1∩, · · · ,∩Ar, then function h :Rn →R is said to be a candidate HOCBF of the
relative degree r for system (6.1), where L fβr−1(x)= Lr

f h(x)+
∑r−1

i=1 L
i
f (αr−i◦βr−i−1)(x) ∈R

and Lgβr−1(x)= LgLr−1
f h(x) ∈R1×m.

Then, the HOCBF constraint is incorporated into a QP to compute a safe control
input usafe ∈Rm for system (6.1), resulting in the following formulation:

usafe = argmin
u∈U

‖u−uref‖22,(6.3a)

s.t. L fβr−1(x)+Lgβr−1(x)u+αr(βr−1(x))⩾ 0,(6.3b)

where uref ∈ Rm presents a reference control input, which can be obtained by model pre-
dictive control or PID control.

6.3 Uncertainty-Aware Safety Constraint Learning

This section aims to propose a novel compound kernel method for learning uncertain

terms in safety constraints.

Consider an uncertain control-affine system as follows:

ẋ= f̂ (x)+ ĝ(x)u,(6.4)

where the system state x and control input u have same meanings as in system (6.1).

The drift dynamic f̂ :Rn →Rn and the gain dynamic ĝ :Rn →Rn×m are partially known

and locally Lipschitz function. Note that systems (6.1) and (6.4) represent the known

nominal system and the partially known true system under model uncertainty.
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Based on (6.3), a new QP-based controller for system (6.4) can be derived as follows:

usafe = argmin
u∈U

‖u−uref‖22,(6.5a)

s.t. L f̂βr−1(x)+L ĝβr−1(x)u+αr(βr−1(x))︸ ︷︷ ︸
β̂r(x,u)=ĥr(x,u)

⩾ 0,(6.5b)

where L f̂βr−1(x) = Lr
f̂
h(x)+∑r−1

i=1 L
i
f̂
(αr−i ◦βr−i−1)(x) ∈ R and L ĝβr−1(x) = L ĝLr−1

f̂
h(x) ∈

R1×m.

According to (6.3b) and (6.5b), we define the constraint errors between the true sys-

tem and the nominal system as follows:

∆β f (x)= L f̂βr−1(x)−L fβr−1(x),(6.6)

∆βg(x)= L ĝLr−1
f̂

h(x)−LgLr−1
f h(x),(6.7)

where ∆β f (x) ∈ R and ∆βg(x) ∈ R1×m denote the constraint errors arising from model

uncertainty.

Remark 6.3.1. Unlike CBF constraints, it is more challenging to mitigate the effects of
model uncertainty in HOCBF constraints. Even if only the drift dynamic f̂ (x) in system
(6.4) contains uncertainties, the uncertain term (6.7) still appears and needs to be dealt
with. To handle this, prior work [114] introduced relatively conservative assumptions to
eliminate the uncertain term (6.7), but this hinders the generality and applicability of the
HOCBF method. Therefore, this chapter proposes a novel GP-based learning approach to
model the uncertain terms in the HOCBF constraint, aiming to reduce the conservatism
introduced by prior assumptions [114].

Then, safe constraint (6.5b) can be rewritten as follows:

β̂r(x,u)= L fβr−1(x)+LgLr−1
f h(x)u+∆β f (x)+∆βg(x)u+αr(βr−1(x)).(6.8)

The QP-based controller (6.5) can be rewritten as follows:

usafe = argmin
u∈U

‖u−uref‖22,(6.9a)

s.t. βr(x,u)+∆β f (x)+∆βg(x)u⩾ 0.(6.9b)

To fit these errors, we define ∆β f (x) ∼ GP (0,k f (x,x′)) and each ∆βi
g(x) ∼ GP (0,

ki
g(x,x′)), i ∈ {1, · · ·m} as independent single-output GPs. Consequently, the composite
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term ∆β(x,u) becomes a single-output GP, as shown in [138]:

∆β(x,u)∼GP
(
0,kcom((x,u), (x′,u′))

)
kcom((x,u), (x′,u′))= k f (x,x′)+

m∑
i=1

ki
g(x,x

′)uiu′
i,(6.10)

where ∆β(x,u)=∆β f (x)+∆βg(x)u and kcom(·, ·) is a compound kernel.

Assumption 6.3.1 (Measurable Variables [35]). Suppose that the system state x is fully
observable, along with the β̂r−1(x) and βr(x,u) can be computed and estimated.

Under Assumption 6.3.1 and considering the approximation error and observation

noise, the observation of ∆β(x,u) is expressed as follows [25, 38]:

yj = β̂r−1(x(t+∆t))− β̂r−1(x(t))
∆t

−βr(x j,u j)+d j,(6.11)

where j = 1,2, · · · ,N is the index of collected data. d j ∼N (0,σ2
n) represents the approxi-

mation errors and observation noise. ∆t denotes the sampling interval. Correspondingly,

we define a training dataset Dtraining = {x j,u j, yj}Nj=1.

Based on the given the dataset Dtraining = {x j,u j, yj}Nj=1, the compound kernel kcom(·, ·)
can be formulated as follows:

Kcom =K f +
m∑
i=1

U iK i
gU i+σ2

nIN ,(6.12)

where covariance matrices K f ∈ RN×N and K g ∈ RN×N are defined analogously to (2.1)

and (6.10) using k f (X p,X q) and ki
g(X p,X q). MatrixU i =diag[ui,1, · · · ,ui,N] ∈RN×N .

Different from GP-based model learning for f̂ (x) and ĝ(x), learning for safety con-

straint terms ∆β f (x) and ∆βg(x)u are scalar-valued, which reduces both the structural

complexity and computational time of GP regression.

Then, we can derive the following lemma:

Lemma 6.3.1 (Posterior Mean and Variance). According to the training data Dtraining

and compound kernel (6.12), the GP posterior means and variances for safety constraint
terms ∆β f (x⋆) and ∆βg(x⋆)u⋆ are given as follows:

µ f (x⋆)= k>
f K

−1
comy, σ2

f (x
⋆)= k⋆f −k>

f K
−1
comk f ,

µg(x⋆,u⋆)=
m∑
i=1

u⋆
i (k

i
g)

>U iK−1
comy,

σ2
g(x

⋆,u⋆)=
m∑
i=1

u⋆
i

[
(ki

g)
⋆− (ki

g)
>U iK−1

comU iki
g

]
u⋆
i ,(6.13)
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where k f = [k f (x1,x⋆), · · · ,k f (xN ,x⋆)]> ∈RN . ki
g = [ki

g(x1,x⋆), · · · ,ki
g(xN ,x⋆)]> ∈RN . k⋆f =

k f (x⋆,x⋆). (ki
g)

⋆ = ki
g(x⋆,x⋆) and y= [y1, · · · , yN]> ∈RN .

Proof. From [29], for test inputs x⋆ and u⋆, as well as compound kernel (6.12), the

joint distribution is provided as
f (x⋆)

g(x⋆)u⋆

y

∼N

0,


k⋆f 0 k>
f

0 k̂⋆g k̂>
g

k f k̂g Kcom


 ,(6.14)

where k̂⋆g =
∑m

i=1u
⋆
i (k

i
g)

⋆u⋆
i and k̂g =∑m

i=1u
⋆
i (k

i
g)

>U i.

Therefore, the posterior mean and variance for the safety constraint term ∆β f (x⋆)
are given by

f (x⋆)|Dtraining ∼N (µ f (x⋆),σ2
f (x

⋆)),

µ f (x⋆)= k>
f K

−1
comy,

σ2
f (x

⋆)= k⋆f −k>
f K

−1
comk f ,(6.15)

and the posterior mean and variance for the safety constraint term ∆βg(x⋆)u⋆ are pro-

vided as follows:

g(x⋆)u⋆|Dtraining ∼N (µg(x⋆,u⋆),σ2
g(x

⋆,u⋆)),

µg(x⋆,u⋆)=
m∑
i=1

u⋆
i (k

i
g)

>U iK−1
comy,

σ2
g(x

⋆,u⋆)=
m∑
i=1

u⋆
i

[
(ki

g)
⋆−(ki

g)
>U iK−1

comU iki
g

]
u⋆
i .(6.16)

■

Remark 6.3.2. Compared to system modeling using GP regression [24, 111, 136], our
modeling method reduces structural complexity and computational time. Although re-
searchers have focused on GP-based CBF [34] and HOCBF [25, 38] by utilizing affine
dot product compound kernels, these GP prediction methods lack flexibility and require
more effective parameter tuning to guarantee the safety of uncertain systems. Further
details are provided in the Section Numerical Examples.

6.4 Probabilistic Safe Control Framework Designing

In this section, we aim at building upon a probabilistic HOCBF constraint and providing

theoretical analysis.
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Firstly, we provide the following Lemma:

Lemma 6.4.1 (Probabilistic Bound [43]). Suppose that Assumption 2.1.1 holds, then one
gets

Pr
{|µ f (x⋆)−∆β f (x⋆)|⩽ψ fσ f (x⋆)

}
⩾ 1−ϱ,

Pr
{|µg(x⋆,u⋆)−∆βg(x⋆)u⋆|⩽ψgσg(x⋆,u⋆)

}
⩾ 1−ϱ(6.17)

for all test data x⋆ ∈ A1∩, · · · ,∩Ar, any u⋆ ∈ U, and any probability ϱ ∈ (0,1), where

parameters ‖∆β f (x⋆)‖2k ⩽ β̄ f with ψ f =
√
2β̄ f +300γln3

(
N+1
ϱ

)
and ‖∆βg(x⋆)u⋆‖2k ⩽ β̄g

with ψg =
√
2β̄g+300γln3

(
N+1
ϱ

)
. The maximum gain γ= 1

2 log
(
det

(
I+σ−2

n K(x,x′)
))

and

input elements x,x′ ∈ {
x{1},x{2}, · · · ,x{N+1}}.

Proof. This is a direct consequence from [43]. ■

Based on Lemma 6.4.1 and condition (6.9b), the following inequality holds with prob-

ability at least 1−ϱ:

β̂r(x,u)⩾ βr(x,u)+µ f (x)−ψ fσ f (x)+µg(x,u)−ψgσg(x,u)(6.18)

for all x ∈A1∩, · · · ,∩Ar and any u ∈U.

Combining (6.18) into the optimization problem (6.9a), one derives the following

SOCP:

EGPBarrier-SOCP:

usafe = argmin
u∈U

‖u−uref‖22,(6.19a)

s.t. ψg

∥∥∥∥∥ m∑
i=1

k̂iui

∥∥∥∥∥
2

⩽ a(x)+b(x)u,(6.19b)

where a(x)= L fβr−1(x)+αr(βr−1(x))+µ f (x)−ψ fσ f (x) ∈R. k̂i =
√

ki
g− (ki

g)>U iK−1
comU iki

g

∈R. b(x)= LgLr−1
f h(x)+b̂>(x) ∈R1×m. b̂(x)= [b̂1(x), · · · , b̂m(x)]> ∈Rm and b̂i(x)= (ki

g)
>U i

K−1
comy ∈R.

To ensure the safety of true system (6.4), we provide the necessary feasibility analy-

sis for constraint (6.19b) as follows:
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Theorem 6.4.1. Given a state x ∈Ai, i = {1, · · · , r}, EGPBarrier-SOCP (6.19) is feasible,
if there exists a control input u ∈Rm such that

[
1,u>][

−a2(x) −a(x)b(x)
−b>(x)a(x) ψ2

gK̂−b>(x)b(x)

][
1

u

]
⩽ 0,

a(x)+b(x)u⩾ 0,(6.20)

where matrix K̂ = diag
[
k̂1, · · · , k̂m

] ∈Rm×m.

Proof. The first inequality is derived by squaring both sides of (6.19b). Additionally,

since the left-hand side of (6.19b) is non-negative, the second inequality follows. ■

Then, we provide two lemmas to guarantee Theorem 6.4.1.

Lemma 6.4.2 (Necessary Condition). Given a state x ∈Ai, i = {1, · · · , r}, if EGPBarrier-
SOCP (6.19) is feasible, then the following condition needs to be fulfilled:

1− 1
ψ2

g
b(x)K̂−1b>(x)⩽ 0.(6.21)

Proof. From the first inequality of (6.20), one derives that if GP-HOCBF-SOCP (6.19)

is feasible, block matrix F(x) needs to non-positive definite. According to F(x), we obtain

that the first inequality of (6.20) holds when and only when

1− 1
ψ2

g
b(x)K̂−1b>(x)=ψ2

gK̂−b>(x)b(x)⩽ 0,(6.22)

where F(x)=
[

−a2(x) −b>(x)a(x)
−a(x)b(x) ψ2

gK̂−b>(x)b(x)

]
. ■

Lemma 6.4.3 (Sufficient Condition). Let ζ be λmin(ψ2
gK̂ −b>(x)b(x)). Given a state x ∈

Ai, i = {1, · · · , r}, if ζ⩽ 0, then EGPBarrier-SOCP (6.19) is feasible at x.

Proof. This is a direct consequence from [34]. ■

This section establishes three theoretical conditions to guarantee the feasibility of

the EGPBarrier-SOCP. While a few prior works, such as [34] and [38], have developed

feasibility conditions for the constraints of SOCP, our theoretical results are simpler.

Additionally, recent work [39] presents a different GP-based CBF method that avoids

SOCP construction using a compound kernel; however, the approach in [39] is limited by

the dimension of the control input and cannot handle multi-dimensional control inputs,

whereas our method addresses not only this limitation but also the high relative degree.
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6.5 Learning-Based Fault-Tolerant Safety Controller

This section designs a learning-based fault-tolerant safe control approach to address

unknown actuator bias faults.

6.5.1 Modeling of Faults

In this chapter, we study unknown actuator bias faults that are induced by the compo-

nent torn-and-worn factors [61], which can lead to decreased control performance and

pose a threat to system safety, as detailed below:

uF = u+∆uF , ∀t⩾ tF ,(6.23)

where ∆uF ∈Rm is an unknown time-varying actuator bias fault. 0< tF ∈R indicates an

unknown time-instant of fault occurrence. The control input u= uF if t⩾ tF .

Substituting (6.23) into (6.4), we can derive that

ẋ= f̂ (x)+ ĝ(x)(u+∆uF ), if t⩾ tF .(6.24)

Assumption 6.5.1 (Fault Bound [118]). Actuator bias fault ∆uF is unknown time-
varying but bounded function which fufills ‖∆uF‖ ⩽ ∆umax

F ∈ R with 0 < ∆umax
F < +∞.

Parameter ∆umax
F is a known constant.

Then, the safe constraint (6.8) can be rewritten as follows:

β̂r(x,u)=L fβr−1(x)+LgLr−1
f h(x)(u+∆uF )

+∆β f (x)+∆βg(x)(u+∆uF )+αr(βr−1(x))

=L fβr−1(x)+LgLr−1
f h(x)u+LgLr−1

f h(x)∆uF

+∆β f (x)+∆βg(x)u+∆βg(x)∆uF +αr(βr−1(x)).(6.25)

For ∆βg(x), its posterior mean and variance can be derived from Lemma 6.3.1 that

µg(x
⋆)= [

(k1
g)

>U1K−1
comy, · · · , (km

g )
>UmK−1

comy
] ∈R1×m,

σ2
g(x

⋆)= [
(k1g)

⋆− (k1
g)

>U1K−1
comU1k1

g, · · · , (km
g )

⋆− (km
g )

>UmK−1
comUmkm

g
] ∈R1×m.(6.26)

Lemma 6.5.1 (Probabilistic Bound [43]). Suppose that Assumption 2.1.1 holds, then one
obtains

Pr
{∣∣∣µi

g(x
⋆)−∆βi

g(x
⋆)

∣∣∣⩽ ψ̂i
gσ

i
g(x

⋆)
}
⩾ 1−ϱ(6.27)
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for each ∆βi
g(x), i ∈ {1, · · · ,m}, all test data x⋆ ∈ A1∩, · · · ,∩Ar, and any probability ϱ ∈

(0,1), where parameters ψ̂i
g =

√
2β̂i

g+300γln3
(
N+1
ϱ

)
with ‖∆βi

g(x⋆)‖2k ⩽ β̂i
g. Parameter

gain γ has the identical meaning in Lemma 6.4.1.

Proof. This is a direct consequence from [43]. ■

If the vector ∆βg(x⋆) satisfy the Lemma 6.5.1, the probability is (1−ϱ)m.

6.5.2 Theoretical Analysis and Strategy Design

This subsection establishes a sufficient condition for the fault-tolerant probabilistic

HOCBF (FT-EGPBarrier) constraint as follows:

Theorem 6.5.1 (Fault-tolerant EGPBarrier). Based on controller (6.19), Assumption
6.5.1, and Lemma 6.5.1, the function h is said to be FT-EGPBarrier method for system
(6.24) if there exist a set of extended class K functions αi(·) such that

sup
u∈U

{
L fβr−1(x)+LgLr−1

f h(x)u+µ f (x)−ψ fσ f (x)+ b̂>(x)u−ψg

√
u>K̂u

}
⩾−αr(βr−1(x))+‖LgLr−1

f h(x)‖∆umax
F +

∥∥∥µg(x)+ψ̂gσg(x)
∥∥∥∆umax

F(6.28)

for all x ∈X with the high probability (1−ϱ)m, where ψ̂g = diag
[
ψ̂1

g, · · · ,ψ̂m
g

]
∈Rm×m.

Proof. The r-th Lie derivative of ĥ(x) along the vector field of system (6.24) is

β̂r(x,u)= L fβr−1(x)+LgLr−1
f h(x)u+LgLr−1

f h(x)∆uF

+∆β f (x)+∆βg(x)u+∆βg(x)∆uF

⩾ L fβr−1(x)+LgLr−1
f h(x)u+µ f (x)−ψ fσ f (x)+ b̂>(x)u

−ψg

√
u>K̂u −‖LgLr−1

f h(x)‖∆umax
F −‖∆βg(x)‖∆umax

F

⩾ L fβr−1(x)+LgLr−1
f h(x)u+µ f (x)−ψ fσ f (x)+ b̂>(x)u

−ψg

√
u>K̂u −‖LgLr−1

f h(x)‖∆umax
F −‖µg(x)+ψ̂gσg(x)‖∆umax

F

⩾−αr(βr−1(x))+‖LgLr−1
f h(x)‖∆umax

F +‖µg(x)+ψ̂gσg(x)‖∆umax
F(6.29)

for all x ∈X with the high probability (1−ϱ)m. ■

Combining the constraint (6.28) into the optimization problem (6.9a), one derives

the following SOCP:
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FT-EGPBarrier-SOCP:

usafe = argmin
u∈U

‖u−uref‖22,(6.30a)

s.t. ψg

∥∥∥∥∥ m∑
i=1

k̂iui

∥∥∥∥∥
2

⩽ a(x)+b(x)u− c(x),(6.30b)

where c(x)=
∥∥∥LgLr−1

f h(x)
∥∥∥∆umax

F +
∥∥∥µg(x)+ψ̂gσg(x)

∥∥∥∆umax
F .

To ensure the safety of true system (6.24) under the unknown actuator faults, we

provide the necessary feasibility analysis for constraint (6.30b) as follows:

Theorem 6.5.2. Given a state x ∈Ai, i = {1, · · · , r}, FT-EGPBarrier-SOCP (6.30) is feasi-
ble, if there exists a control input u ∈Rm such that

[
1,u>][

−(a(x)− c(x))2 −(a(x)− c(x))b(x)
−b>(x)(a(x)− c(x)) ψ2

gK̂−b>(x)b(x)

][
1

u

]
⩽ 0,

a(x)+b(x)u− c(x)⩾ 0.(6.31)

Proof. The first inequality is derived by squaring both sides of (6.30b). Additionally,

since the left-hand side of (6.30b) is non-negative, the second inequality follows. ■

Lemmas 6.4.2 and 6.4.3 can guarantee the feasibility of the Theorem 6.5.2.

Considering the influences of unknown actuator bias faults, we design a hybrid con-

trol method to improve the robustness and flexibility of the safe controller (6.30). This

results in the following hybrid controller:

u=
usafe, if x ∉Xdesired,

−Kgainx, if x ∈Xdesired,

where Xdesired denotes the desired region of the state space.

6.6 Numerical Examples

In this section, we evaluate EGPBarrier and FT-EGPBarrier methods on two examples:

1) an ACC system [94] and 2) a mobile robotic system [114].
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6.6.1 Safety Guarantee for an ACC System

6.6.1.1 EGPBarrier Method

In this case, we aim to compare the EGPBarrier method against four different HOCBF

methods: 1) Nominal, an HOCBF method without GP regression [22]; 2) Robust, an
HOCBF method using upper bounds on model uncertainty [139]; 3) GP-SK, a standard

GP-HOCBF with a single SE kernel [23]; 4) GP-ADP(L) and GP-ADP(H), two compound

kernel GP-HOCBF methods using affine dot product kernels with low and high values

of ψg, respectively [38].

Consider an ACC system with model uncertainty as follows:[
v̇
ż

]
︸ ︷︷ ︸

ẋ

=
[

− Fr(v)
m+∆m

v0−v

]
+

[
− ∆Fr(v)

m+∆m

0

]
︸ ︷︷ ︸

f̂ (x)

+
[

1
m+∆m

0

]
︸ ︷︷ ︸

ĝ(x)

u,(6.32)

where v and z are defined as velocity and distance between ego vehicle and its preceding

vehicle. v0 denotes preceding vehicle’s velocity. m and Fr(v) stand for the known mass

and the known aerodynamic drag with Fr(v)= f0+ f1v+ f2v2 of the ego vehicle. ∆m and

∆Fr(v) = ∆ f0+∆ f1v+∆ f2v2 refer to model uncertainty. u ∈ R and m+∆m indicate the

control input and the true mass.

We set known mass m= 1650kg, true mass m+∆m= 2200kg, aerodynamic parame-

ters f0 = 0.1, f1 = 5, f2 = 0.25, leader’s velocity v0 = 16m/s, uncertainties ∆ f0 = 0.2,∆ f1 =
2.5,∆ f2 = 7, and initial value x(0) = [20,100]>. The control input u is restricted within

[umin,umax] with umin = −0.4mg and umax = 0.4mg; g = 9.81m/s2. Define CBF h(x) =
z−D with D = 10m. According to [34], we set the target speed vd = 24m/s as one of

control objectives, and we design a GP-CLF method using (6.13).

To fit the uncertain constraint term ∆β(x,u) caused by the uncertainties ∆Fr(v) and
∆m, we leverage controller (6.3) with the CLF constraint in [34]. Data is collected until

either β0(x)< 0 or β1(x)< 0, forming the training dataset Dtraining. We set approximation

error and observation noise d ∼ N (0,0.25), lengthscales l f = 1 and lg = 8× 10−2, as
well as signal standard deviations σ f = 1 and σg = 1×10−3, parameters ψ f = 1.5 and

ψg = 0.1. Furthermore, for Robust method, we select upper bounds of (m+∆m)max =
2250kg and uncertain terms ∆ f̄0 = 2,∆ f̄1 = 6,∆ f̄2 = 18. For GP-SK method, the kernel

hyperparameters are set as l = 1 and σ = 1, and parameter ψSK = 1.5. For GP-ADP(L)
and GP-ADP(H) methods, kernel hyperparameters are set identically with l = 0.1 and

σ= 1×10−3, while parameters differ as ψL = 0.1 and ψH = 0.6.

110



6.6. NUMERICAL EXAMPLES

Note that the above parameters ψ#,# = { f , g,SK ,L,H} are tuned empirically based

on prior studies and practical experience.
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Figure 6.2: Comparative results through the uncertain ACC system.

As depicted in Figure 6.2(a), during the interval t ∈ [0s,10s), the velocity curve of

GP-ADP(H) method exhibits substantial variation, reaching values higher than those of

all other methods, followed by a rapid decrease. In the interval t ∈ [10s,15s), the GP-SK
method yields the lowest velocity values. After 19s, all curves converge to the leader’s

velocity. In Figures 6.2(b) and 6.2(c), one observes that the values of β0(x) and β1(x)
remain positive under the EGPBarrier, Robust, and GP-SK methods, while they become

negative under Nominal, GP-ADP(L), and GP-ADP(H)methods. Although both GP-SK and

Robust methods are able to maintain safety, they exhibit conservative behavior com-

pared to the EGPBarrier method. Figure 6.2(d) illustrates the evolution of feasibility
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visualization for EGPBarrier, GP-ADP(L), and GP-ADP(H) methods, evaluated based on

Lemma 6.4.2 and Lemma 2 in [38]. As shown in Figure 6.2(d), all three methods satisfy

the feasibility condition, but the curves of the GP-ADP(H) method fluctuate rapidly due

to the higher parameter value ψH = 0.6.

These results demonstrate that the EGPBarrier method enables the ego vehicle to

achieve the control objective while maintaining a safe distance, thereby confirming its

effectiveness, competitiveness, and feasibility.

6.6.1.2 FT-EGPBarrier Method

In this case, we aim to compare the FT-EGPBarriermethod against two different HOCBF

methods: 1) Nominal, a standard HOCBFmethod [22]; 2) FT-Robust, an HOCBFmethod

using upper bounds on model uncertainty and unknown actuator faults.

According to system (6.32), we construct the following ACC system with unknown

actuator faults:[
v̇
ż

]
︸ ︷︷ ︸

ẋ

=
[

− Fr(v)
m+∆m

v0−v

]
+

[
− ∆Fr(v)

m+∆m

0

]
︸ ︷︷ ︸

f̂ (x)

+
[

1
m+∆m

0

]
︸ ︷︷ ︸

ĝ(x)

(u+∆uF ), if t⩾ tF ,(6.33)

where system parameters v, z, Fr(v), m, ∆m, v0, and u have the same meanings and

setting in system (6.32); ∆uF and tF denote the unknown actuator bias fault and its

occurrence time, respectively.

Then, we select the actuator bias fault as ∆uF = 800cos(t) and fault time as tF =
5s. Model uncertainty and GP modeling parameters are chosen from Section 6.6.1.1.

Denote CBF h(x)= z−D with D = 10m and the target speed vd = 24m/s as one of control

objectives. We design a FT-GP-CLF method based on Chapter 4.

As shown in Figure 6.3(a), all methods exhibit small fluctuations caused by unknown

actuator bias faults ∆uF after 15s. In Figures 6.3(b) and 6.3(c), the FT-EGPBarrier
and Robust methods ensure the safety of the ACC system under unknown actuator

faults. Compared to the Robust method, FT-EGPBarrier exhibits less conservatism. In

contrast, the Nominalmethod fails to guarantee safety. As depicted in Figure 6.3(d), the

proposed method remains feasible throughout the entire operation.

These results illustrate that the FT-EGPBarrier method enables the ego vehicle un-

der unknown actuator faults to achieve the control objective while maintaining a safe

distance, thereby confirming its effectiveness, competitiveness, and feasibility.

112



6.6. NUMERICAL EXAMPLES

0 5 10 15 20 25 30
15

20

25

State-Velocity

FT-EGPBarrier

Nominal

Robust

Desire Velocity

Leader Velocity

(a) Profiles of the ego vehicle’s velocity.

0 5 10 15 20 25 30
-5

0

5

10

15

20
FT-EGPBarrier

Nominal

Robust

(b) Profiles of CBF β0(x).

0 5 10 15 20 25 30
-5

0

5

10

15

20
FT-EGPBarrier

Nominal

Robust

(c) Evolution of CBF β1(x).

0 5 10 15 20 25 30
-400

-350

-300

-250

-200

-150

-100

-50

0

Fesbility Visualization of FT-EGPBarrier

X 13.62

Y -35.7309

X 1.5

Y -14.3964

(d) Evolution of feasibility visualization.

Figure 6.3: Comparative results through the uncertain ACC system with faults.

6.6.2 Mobile Robotic System

6.6.2.1 EGPBarrier Method

In this case, we aim to compare the EGPBarrier method to existing works, as defined in

Section 6.6.1.1, using the following uncertain mobile robotic system:


ẋ1
ẋ2
ẋ3
ẋ4


︸ ︷︷ ︸

ẋ

=


x3
x4
∆x3
∆x4


︸ ︷︷ ︸

f̂ (x)

+


0 0

0 0
1
m +∆m1 0

0 1
m +∆m2


︸ ︷︷ ︸

ĝ(x)

[
u1

u2

]
︸ ︷︷ ︸

u

,(6.34)
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where x1 and x2 are the position of the mobile robot. x3 and x4 represent the velocity

of the mobile robot. m is the known mass of the mobile robot. ∆x3, ∆x4, ∆m1 and ∆m2

stand for uncertainties. u1 and u2 refer to control inputs.

We choose known mass m = 1kg, uncertain terms ∆x3 = 0.1, ∆x4 = 0.8, ∆m1 = 1.5,

and ∆m2 = 1.3. The initial value is set to x(0) = [−3.5,3.5,0,0]>. The control input

u1 and u2 are restricted within [umin,umax] with umin = −4.5 and umax = 4.5. Define

h(x)= (x1+1)2− (x2−1)2−1. We set the desired control input uref =−K(x−xdesired),K =[
20 0 20 0

0 20 0 20

]>
in controller (6.19) and desired state xdesired = [0,0,0,0]>.

(a) Profiles of the robot position.
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(b) Profiles of CBF β0(x).
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(c) Evolution of CBF β1(x).
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Figure 6.4: Comparative results through the uncertain mobile robotic system.

The data collection and the choice of d are the same as subsection 6.6.1. We select

lengthscales l f = 1.5 and lg = 0.7, as well as signal standard deviations σ f = 0.5 and
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σg = 1.3, parameters ψ f = 1.9 and ψg = 0.85. Furthermore, for Robust method, we set

upper bounds of model uncertainty as ∆x̄3 = 1.1, ∆x̄4 = 18, ∆m̄1 = 2.5 and ∆m̄2 = 2.3. For

GP-SKmethod, the kernel hyperparameters are set as l = 1.5 and σ= 0.5, and parameter

ψSK = 1.9. For GP-ADP(L) and GP-ADP(H) methods, the kernel hyperparameters are set

identically with l = 0.7 and σ= 1.3, while parameters differ as ψL = 0.85 and ψH = 1.7.

As illustrated in Figure 6.4(a), one observes that position curves of Nominal, GP-SK, and
GP-ADP(L) methods cannot avoid the obstacle. Although the GP-ADP(H) method suc-

cessfully avoids the obstacle, it does not reach the target. In contrast, the EGPBarrier
method ensures that the position converges to the target with less conservatism than

the Robust method. In Figures 6.4(b) and 6.4(c), the values of β0(x) and β1(x) remain

positive under both EGPBarrier and Robust methods. The GP-ADP(H) method can guar-

antee the positivity of β0(x), but fails to ensure that of β1(x). After 15s, the values of

β0(x) and β1(x) (except those from GP-SKmethod) converge to a fixed value as the mobile

robot reaches the target. As shown in Figure 6.4(d), the EGPBarrier method satisfies

the feasibility condition, while infeasible points arise in the GP-ADP(L) and GP-ADP(H)
methods before 2s. Given this, these results validate the effectiveness, competitiveness,

and feasibility of the EGPBarrier method.

6.6.2.2 FT-EGPBarrier Method

This case compares the FT-EGPBarrier method to existing works, as defined in Section

6.6.1.2, using the following mobile robotic system with unknown actuator faults:
ẋ1
ẋ2
ẋ3
ẋ4


︸ ︷︷ ︸

ẋ

=


x3
x4
∆x3
∆x4


︸ ︷︷ ︸

f̂ (x)

+


0 0

0 0
1
m +∆m1 0

0 1
m +∆m2


︸ ︷︷ ︸

ĝ(x)

[
u1+∆uF,1

u2+∆uF,2

]
︸ ︷︷ ︸

u+∆uF

, if t⩾ tF ,(6.35)

where system states x1,x2,x3, and x4, system parameters m, ∆m1, ∆m2, ∆x3, and ∆x4,
and control input u1 and u2 have the same meanings as those in system (6.32). Vari-

ables ∆uF,1, ∆uF,2, and tF represent the unknown actuator bias faults and their occur-

rence time, respectively. Then, we choose the actuator bias faults as ∆uF,1 = 0.2cos(t)
and ∆uF,2 = 0.2sin(t). Fault time is set as tF = 1s. Model uncertainty and GP modeling

parameters are selected from Section 6.6.2.1.

As shown in Figure 6.5(a), the Nominal method fails to help the mobile robot avoid

the obstacle, which eventually results in a collision with the environment. This out-
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(a) Profiles of the robot position.
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Figure 6.5: Comparative results through the uncertain mobile robotic system with
faults.

come reveals that the nominal controller cannot guarantee safety when the system is

subject to model uncertainties or unexpected disturbances. In contrast, when using the

FT-EGPBarrier and Robust methods, the mobile robotic system not only successfully

avoids the obstacle but also reaches the target position as desired, verifying the effec-

tiveness of incorporating safety mechanisms into the control framework. Compared to

the Robust method, the FT-EGPBarrier method exhibits less conservatism, allowing

the system to operate more flexibly while still ensuring constraint satisfaction.

In Figure 6.5(b), one observes that the values of β0(x) and β1(x) remain strictly

positive under both the FT-EGPBarrier and Robust methods, which indicates that the

safety constraints are always satisfied. Moreover, the trajectories of β0(x) and β1(x)
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under the FT-EGPBarrier method exhibit a faster decay rate, suggesting that the sys-

tem approaches the constraint boundaries more efficiently without violating them. How-

ever, under the Nominalmethod, these values become negative during the time interval

t ∈ [5s,10s), implying that the safety conditions are violated and confirming the failure

of the nominal controller in maintaining safe operation.

As illustrated in Figure 6.5(c), the proposed method satisfies the feasibility condition

throughout the entire operation. This result confirms that the control input remains ad-

missible over time and that the safety guarantees provided by the proposed framework

are indeed upheld in practice.

Therefore, these results validate the effectiveness, competitiveness, and practical

feasibility of the FT-EGPBarrier method.

Remark 6.6.1 (Limitation). While the EGPBarrier and FT-EGPBarrier methods are
flexible and general, demonstrating superior performance compared to existing methods,
their computational time is affected by the size of the training dataset. As more training
data is collected, the computational time of GP regression will increase due to the use
of compound kernels. Therefore, it is essential to explore efficient online data collection
strategies, such as event-triggered learning [74], to improve the data efficiency and real-
time applicability of the EGPBarrier and FT-EGPBarrier methods.

6.7 Conclusion

In this chapter, we have proposed the EGPBarrier method, which integrates the HOCBF

framework with GP regression via a compound kernel. This method has further been

extended to the FT-EGPBarrier method by incorporating fault-tolerant control. We have

formulated an SOCP for control synthesis and established several theoretical conditions

to guarantee its feasibility. Two numerical examples have been demonstrated that the

proposed methods ensure system safety with reduced conservatism, validating their

effectiveness and competitiveness compared to existing approaches. Future work will

explore online data collection strategies, such as event-triggered learning, to broaden

the applicability of the proposed method to a wider range of practical scenarios.
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CONCLUSION AND FUTURE RESEARCH

7.1 Conclusion

In this thesis, we have delved into challenges posed by model uncertainty and unknown

actuator faults, with the goal of guaranteeing the stability and safety. To address above

two issues, reliable and adaptive control methods have been proposed by integrating GP

regression and CBFs into FTC frameworks. Considering the computational time of GP

regression, we have studied two data collection cases: offline data collection and event-

triggered learning methods. In addition, this research has designed GP-based CBFs to

address the safe problems for uncertain systems. This approach has also been extended

to high relative degrees. To handle unknown actuator bias and gain faults, we have ex-

plored robust strategies and online estimation techniques to enhance the performance

of GP-based CBF and GP-based HOCBF methods. Furthermore, the influences of drift

and gain uncertainties have been investigated, and a compound kernel has been de-

signed to address these modelling challenges.

To answer the RQ1, two types of GP-based adaptive FTC methods have been pro-
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posed to ensure the stability of uncertain systems subject to unknown actuator bias

faults in Chapter 3. To handle the RQ2, Chapter 4 has developed the GP-based HOCBF

method for nonlinear systems with model uncertainty and integrated this approach into

FTC frameworks. In Chapter 5, we have designed learning-based adaptive CBFs and

HOCBFs to address RQ3 using fault parameter estimation. Chapter 6 has dealt with

RQ4 through a compound kernel-based GP regression to model drift and gain uncertain

terms, and by establishing a probabilistically fault-tolerant HOCBF framework.

In conclusion, this research has explored learning-based safe FTC methods for un-

certain systems in the presence of actuator bias and gain faults. Additionally, compound

kernel-based GP regression techniques have been studied to model both drift and gain

uncertainties. This work contributes to the advancement of safety-critical control under

uncertain and faulty conditions, aiming to develop reliable and safe control frameworks

for complex and dynamic environments.

7.2 Future Research

This thesis identifies the following directions as future work:

High dimensional input-based CBFs and HOCBFs

Future research will focus on the development of CBFs and HOCBFs that can effec-

tively handle high-dimensional input data. In autonomous driving scenarios, the envi-

ronment is typically unknown or only partially observable, and an autonomous car rely

on onboard sensors, particularly camera arrays, to perceive obstacles and surroundings.

As a result, high-dimensional input data can’t be avoided. To address this challenge,

we will investigate high-dimensional input-based CBF and HOCBF designs that im-

prove the practical applicability and performance of these methods in real-world en-

vironments. Furthermore, advanced image-processing techniques, such as conditional
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generative adversarial networks, will be considered for integration into the proposed

frameworks to enhance their adaptability to complex and uncertain perception data.

Meta learning-based HOCBFs under dynamic environments

Although our research preliminarily investigates GP-based HOCBFs under drift

and gain uncertainties, uncertainty in autonomous systems is dynamic in practical ap-

plications. Furthermore, in real-world control tasks, autonomous systems often oper-

ate repeatedly in similar environments. Leveraging data from past tasks can facilitate

the representation of task similarities as prior knowledge, which can be transferred to

new scenarios to improve learning efficiency and safety. In future work, we will explore

meta-learning based HOCBFs, aiming to enable fast adaptation to new environments

based on prior experiences. Lightweight probabilistic models, such as Bayesian linear

regression, will be introduced to represent and generalize task-level knowledge in a

computationally efficient manner.

Reinforcement learning-based HOCBFs

RL can be applied not only for system modelling in CBFs and HOCBFs, but also to

enhance their control performance. Although RL-based CBFs have been investigated in

existing studies, research on RL-based HOCBFs remains at an early stage. In future

work, we will develop an RL-based probabilistic HOCBF framework to address model

uncertainty in complex systems. Moreover, the penalty terms in HOCBF formulations

can be optimized, and the reference input uref can be learned through RL policies to

further improve control efficiency and adaptability.
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