ZUTS

UNIVERSITY

OF TECHNOLOGY

SYDNEY

Probabilistic Safe Fault-Tolerant
Control: A Gaussian Process-Based
Approach

by Linhao Zhao

Thesis submitted in fulfilment of the requirements for
the degree of

Doctor of Philosophy

under the supervision of Prof. Shiping Wen

University of Technology Sydney
Faculty of Engineering and Information Technology

June 2025



CERTIFICATE OF ORIGINAL AUTHORSHIP

I, Linhao Zhao declare that this thesis, is submitted in fulfilment of the re-
quirements for the award of Doctor of Philosophy, in the Australian Artificial
Intelligence Institute, Faculty of Engineering and Information Technology

at the University of Technology Sydney.

This thesis is wholly my own work unless otherwise referenced or acknowl-
edged. In addition, I certify that all information sources and literature used

are indicated in the thesis.

This document has not been submitted for qualifications at any other aca-

demic institution.

This research is supported by the Australian Government Research Train-

ing Program.

. Production Note:
Signature:

Signature removed prior to publication.

Date: June 2025

i1



ABSTRACT

ault-tolerant control (FTC) aims to preserve system functionality and ensure

stability in the presence of unknown faults, such as actuator faults. However,

existing FTC methods do not explicitly guarantee safety and may fail to miti-
gate potential risks to surrounding systems in practical environments. Accordingly, this
research investigates the impact of unknown actuator gain and bias faults on system
dynamics, which may result from partial degradation of physical components or long-
term wear. In addition, model uncertainty is an inherent property of systems due to
randomness and limited system knowledge, which degrades the performance of FTC
methods. Two types of uncertainty are considered in this thesis: aleatoric uncertainty,
arising from randomness, and epistemic uncertainty, resulting from incomplete system
knowledge. To address these challenges, probabilistically safe FTC methods, which in-
tegrate GPs and control barrier functions (CBFs) into FTC frameworks, are proposed to

ensure safe and reliable control of autonomous systems.

Firstly, this thesis proposes probabilistic adaptive FTC approaches to compensate for
unknown actuator bias faults and to approximate unknown system dynamics through
GP regression. Since GPs are sensitive to the quality and quantity of training data,
two data collection strategies are investigated: offline data collection and online event-
triggered learning. Sufficient conditions are derived to ensure the probabilistic stability
of the closed-loop system. Secondly, to ensure both stability and safety of systems with

high relative degrees, a learning-based safe FTC method is presented by integrating a
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high-order CBF (HOCBF) method and GP regression into the FTC framework. Theo-
retical feasibility conditions are derived to ensure probabilistic constraint satisfaction.
Thirdly, a novel GP-based safe control approach is proposed to handle challenges arising
from actuator gain faults. The approach incorporates the CBF method and online fault
parameter estimation and is further extended to the HOCBF framework. Several the-
oretical results are derived to ensure stability of the estimator and probabilistic safety
of uncertain systems. Lastly, to overcome the conservative assumptions about the struc-
ture of model uncertainty, particularly those adopted in HOCBF methods, a novel uni-
fied GP modelling strategy with compound kernels is introduced and integrated with
HOCBFs into the FTC framework. Theoretical conditions are established to guarantee
its feasibility. Numerical examples demonstrate the effectiveness and competitiveness

of proposed methods compared to existing methods.

Overall, this thesis proposes novel methodologies to address unknown actuator faults
and model uncertainty, with a focus on enhancing the safety and stability of autonomous

systems in practical environments.
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CHAPTER

INTRODUCTION

1.1 Background and Motivations

ith the advancement of modern control systems, autonomous systems such

as unmanned aerial vehicles (UAVs) and unmanned ground vehicles (UGVs)

have been widely deployed in real-world scenarios, including exploration
[1, 2] and delivery [3, 4]. These systems are expected to become a major trend in future
development; however, these systems may experience unexpected faults (e.g. unknown
actuator faults or failure) during real-time operation. For example, after long-term op-
eration, both UAVs and UGVs are prone to faults: the actuating rotors of an UAV may
fail due to motor degradation or propeller damage [5], while wear and tear of internal
components in UGVs can lead to actuator faults [6], potentially resulting in emergency
situations, such as operating with partial or degraded capabilities in unknown environ-
ments, which may ultimately lead to mission failure or environmental damage. Con-
sidering the importance of tasks such as transportation and soil data collection, it is

essential to guarantee that they can safely reach a designated location (typically one
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CHAPTER 1. INTRODUCTION

accessible to humans), even in the presence of actuator faults. In addition, model un-
certainty, arising from a lack of true system knowledge, poses further risks to control
performance and system safety [7]. This thesis aims to build probabilistically safe fault-
tolerant control methods to guarantee both stability and safety for uncertain systems
subject to unknown actuator faults in the practical environments. Figure 1.1 shows the

illustration of our proposed methods in this thesis.

Probabilistically safe control ﬁ Probabilistically safe fault-tolerant control

Not applied Not lied
hp Switch after OF appHe

fault detection . (Mission completed)

Safe area
(Mission abort)
Desired trajectory  Real trajectory Q{X *
— > Unexpected actuator
Unsafe behavior ~ Safe behavior =~ Model uncertainty fault occurrence Obstacle

Figure 1.1: Intuitive illustration of the probabilistic safety problems through a UAV
system. The blue trajectory presents a desired trajectory, while the yellow trajectory
reflects the real trajectory under probabilistically safe control in the presence of model
uncertainty. After the fault detection the quadrotor with model uncertainty will follow
the green trajectory to reach safe area using the probabilistically safe fault-tolerant
control method. Application of unsafe control input results in the red trajectory. The
goal of this thesis is to present probabilistically safe fault-tolerant control method to
ensure both stability and safety for uncertain systems with unexpected actuator faults.

In the context of machine learning [8], aleatoric uncertainty and epistemic uncer-
tainty can be seen as two different sources of model uncertainty. Aleatoric uncertainty
arises from inherent randomness or noise within the system, but epistemic uncertainty

is caused by a lack of knowledge, such as insufficient or unrepresentative training data.

2



1.1. BACKGROUND AND MOTIVATIONS

From the viewpoint of control theory, model uncertainty is modelled as additive model
uncertainty and bias model uncertainty. To mitigate the influence of model uncertainty
for control performance, prior studies have explored both robust control [9] and adap-
tive control [10]. In robust control, model uncertainty is typically assumed to satisfy a
norm-bounded condition, and the controller is designed based on the upper bound, such
as A5 control. In contrast, adaptive control methods aim to approximate or estimate
model uncertainty using online adaptive laws or parameter estimation strategies. Their
theoretical results are generally established through Lyapunov-based stability analysis.
However, in above two methods, robust control considers the worst-case scenario for con-
troller design, while adaptive control relies heavily on accurate output measurements
and designed adaptation laws. In practical applications, robust control tends to be more
conservative and may incur higher performance costs, particularly when uncertainty
bounds are overestimated. Although adaptive control can estimate model uncertainty
but its effectiveness is limited by sensor noise or measurement inaccuracies. To handle
these issues, researchers have explored Gaussian Processes (GPs) to build probabilistic
models for learning uncertain system dynamics [11]. Unlike robust and adaptive con-
trol methods, GP regression provides a distribution over possible functions to represent
model uncertainty, which offers better robustness and performance against observation

noise and imperfect measurements.

For handling actuator faults, researchers have explored the fault-tolerant control
(FTC) methods aimed at maintaining system functionality [12, 13]. From the viewpoint
of control theory, actuator faults are typically modelled as actuator gain faults and an ac-
tuator bias faults [14]. The former reduces the effectiveness of the control input, thereby
degrading overall control performance, while the latter introduces a constant offset to
the applied control signal. Since the performance of FTC depends on an accurate system

model, robust FTC [15] and adaptive FTC [16] have been proposed to address uncertain



CHAPTER 1. INTRODUCTION

systems subject to unknown actuator faults. However, the above methods [15, 16] are
still limited by sensor noise and measurement inaccuracies, which can degrade estima-
tion and control performance. To address this, a few researchers have further explored
GP-based FTC methods to handle both model uncertainty and unknown actuator faults
[17], with the goal of designing controllers based on probabilistic system models. Al-
though the above FTC methods are designed to actuator faults and model uncertainty,
they do not provide formal safety guarantees for systems during real-time operation.
Ensuring the safety of faulty systems is essential for mitigating potential risks to sur-

rounding systems in practical deployment scenarios.

To guarantee system safety, researchers have developed various safety-critical con-
trol methods, including control barrier functions (CBFs) [18], Hamilton-Jacobi (HdJ)
reachability analysis [19], and safe reinforcement learning (RL) [20]. Unlike HJ reacha-
bility and safe RL, CBF's enforce forward invariance of safe sets, thereby providing rig-
orous safety guarantees for control systems. They have been widely applied in robotics,
particularly in legged robots [21]. Researchers have further developed high-order CBF's
(HOCBFs), which extend CBFs to systems with high relative degrees [22]. However,
both CBFs and HOCBF's rely heavily on accurate system models, and their effectiveness
can be influenced and even destroyed under model uncertainty. Although researchers
have proposed robust adaptive CBFs, RL-based CBF's, and learning-based HOCBFs
[23], these methods still struggle to address aleatoric and epistemic uncertainties ef-
fectively. Consequently, few studies have explored GP-based CBFs [24] and GP-based
HOCBFs [25], which aim to enable probabilistic safety for uncertain systems. Since
unknown actuator faults alter system dynamics, existing CBF and HOCBF methods
cannot effectively handle such faults. Research on fault-tolerant CBFs and HOCBFs
remains at an early stage and limited in scope. Although the mathematical formula-

tions of model uncertainty and actuator faults share similarities, actuator faults are



1.2. RESEARCH QUESTIONS AND OBJECTIVES

random and unexpected, often lacking effective training data. Moreover, actuator gain
faults and bias faults pose distinct challenges for the design of CBF- and HOCBF-based
controllers. A few recent studies have proposed fault-tolerant CBFs [26] and HOCBF's
[27] to ensure safety under unknown actuator bias faults, but these methods still face

difficulties in addressing actuator gain faults as well as underlying model uncertainty.

Therefore, addressing model uncertainty is essential to ensuring the stability and
safety of autonomous systems, particularly in the presence of unknown actuator faults.
In practical applications, model-based control design often relies on nominal or impre-
cise models, which limits control performance. In contrast to worst-case analysis and
deterministic estimation approaches, probabilistic system models provide a more effec-
tive way to handle model uncertainty. Moreover, developing FTC strategies is critical for
autonomous systems to maintain system functionality under unknown actuator faults.
In conclusion, this thesis aims to propose probabilistically safe FTC methods by inte-

grating CBF's and GP regression into the FTC framework.

1.2 Research Questions and Objectives

1.2.1 Research Questions

The challenges of model uncertainty and unknown actuator faults remain largely open

problems in the field. This thesis focuses on the following research questions:

RESEARCH QUESTION 1 (RQ1): How to handle model uncertainty, compensate

for unknown actuator bias faults, and ensure stability of systems?

Model uncertainty is a fundamental challenge in control system design, typically cat-
egorized into aleatoric uncertainty, arising from inherent randomness, and epistemic

uncertainty, caused by incomplete system knowledge. Robust control methods handle
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CHAPTER 1. INTRODUCTION

these uncertainties using fixed upper bounds, but this often leads to overly conserva-
tive performance. While adaptive control can reduce conservatism through online es-
timation, it heavily depends on measurement accuracy and may converge to incorrect
estimates under noisy observations. These limitations become more severe when un-
known actuator bias faults occur. To handle bias faults, one can increase the fixed upper
bound, but this leads to even more conservative results. Although adaptive fault esti-
mators can mitigate bias faults, their design still relies on accurate system models. As
a result, the combined effects of uncertainty and faults can not only hinder the perfor-

mance of uncertainty-aware control methods but also influence system stability.

RESEARCH QUESTION 2 (RQ2): How to guarantee the safety of uncertain sys-

tems with unknown actuator bias faults?

Although existing FTC methods such as reconfigurable and adaptive FTC can mit-
igate the influence of unknown actuator bias faults, they mainly focus on maintaining
system functionality after fault detection rather than ensuring safety. Consequently, tra-
ditional FTC frameworks often fail to guarantee safety and may expose the system to
additional risks. The challenge becomes even greater in uncertain systems, where model
mismatches interact with actuator bias faults and make safety constraints difficult to
satisfy. These limitations raise the research question of how to design a fault-tolerant
control framework with explicit safety guarantees that can handle unknown actuator

bias faults under model uncertainty.

RESEARCH QUESTION 3 (RQ3): How to address unknown actuator gain faults

and guarantee the safety of uncertain systems?

Compared with actuator bias faults, actuator gain faults present more severe chal-
lenges for safety-critical control design. A gain fault scales the control input by unknown
and time-varying factors, which reduces control effectiveness and may render safety con-

straints infeasible. This problem becomes even harder when gain faults interact with

6



1.2. RESEARCH QUESTIONS AND OBJECTIVES

model uncertainty, as both effects distort the system dynamics and invalidate fixed ro-
bustness margins. These challenges raise the central research question: how to design a
safe control framework that can compensate for unknown actuator gain faults and still

guarantee provable safety in uncertain systems.

RESEARCH QUESTION 4 (RQ4): How to model unknown drift and gain dynam-

ics and ensure system safety under unknown actuator bias faults?

In practical applications, autonomous systems are affected by both drift and gain un-
certainties, which pose significant challenges for the design of model-based controllers.
Existing approaches often attempt to estimate or approximate these unknown dynam-
ics using estimation techniques or data-driven methods. However, such methods face
difficulties when dealing with high-dimensional systems and often lack rigorous the-
oretical guarantees. When unknown actuator bias faults are also present, the perfor-
mance of these uncertainty-aware learning approaches can be further degraded. These
limitations raise the open question of how to effectively model unknown drift and gain

dynamics in a way that enables reliable and safe fault-tolerant control.

1.2.2 Research Objectives

To answer these research questions, we provide the following Research Objectives (ROs):

RESEARCH OBJECTIVE 1 (RO1): To develop learning-based adaptive FTC meth-

ods using GP regression. (Aims to answer RQ1)

This thesis uses the GP regression to model the unknown system dynamics. Com-
pared to adaptive estimation or robust control techniques, GP regression aims to build
a probabilistic model and can effectively reduce the influences of aleatoric uncertainty
and epistemic uncertainty. Considering that the quality and quantity of training data

can impact the performance GP regression, this research respectively discusses two
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CHAPTER 1. INTRODUCTION

cases of offline learning and event-triggered learning strategies for GPs and investi-
gates the non-ignorable computational time. Furthermore, to compensate for unknown
actuator bias faults, an adaptive FTC approach is presented. The proposed learning-
based adaptive FTC methods can effectively address the unknown system dynamics

and actuator bias faults and ensure the probabilistic stability of systems.

RESEARCH OBJECTIVE 2 (RO2): To propose a GP-based safe FTC method by

integrating HOCBFs into FTC frameworks. (Aims to answer RQ2)

To ensure the safety of uncertain systems subject to unknown actuator bias faults,
this thesis proposes a learning-based safe FTC method that integrates HOCBF's and
GP regression into fault-tolerant control frameworks. Existing studies on fault-tolerant
HOCBFs are limited, and these methods fail to remain effective under unknown actu-
ator bias faults. To overcome this limitation, we design a novel fault-tolerant HOCBF
formulation that achieves improved robustness against actuator unknown bias faults.
Moreover, since HOCBF constraints typically involve uncertain system dynamics that
are difficult to model explicitly, we directly use GP to fit uncertain terms with scalar
dimension in the HOCBF constraint, thereby reducing the learning complexity while
retaining safety guarantees. To ensure system stability, GP-based control Lyapunov
functions (CLF's) are constructed to provide probabilistic stability guarantees for un-

certain systems affected by unknown actuator bias faults.

RESEARCH OBJECTIVE 3 (RO3): To build safe learning-based adaptive FTC

methods based on GP regression and online estimation. (Aims to answer RQ3)

In addition to considering actuator bias faults, this thesis further explores the influ-
ence of actuator gain faults on uncertain systems. To address these issues, an online es-
timator is designed to estimate gain fault parameters, and a probabilistic system model
is provided using GP regression. Furthermore, this research integrates online estima-

tion and GP regression into a CBF framework to guarantee system safety, extending the
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approach to HOCBFs to handle systems with high relative degrees. In particular, the
thesis investigates the effect of different initial estimation values on the performance of
CBFs and HOCBFs. Unlike existing methods on robust safe HOCBF's, adaptive safety-

critical control methods are proposed to deal with actuator gain faults.

RESEARCH OBJECTIVE 4 (RO4): To propose a probabilistically safe FTC method

using novel compound kernel methods and HOCBFs (Aims to answer RQ4)

In practical applications, model uncertainty affects not only the drift dynamics but
also the gain dynamics, posing additional challenges for system modelling and the de-
sign of HOCBFs. Although a few researchers have proposed GP-based HOCBF methods
using affine dot product kernels, such approaches often lack feasibility and encounter
difficulties in practical applications, such as mobile robotic systems. Considering these
limitations, this thesis proposes a novel compound kernel method for GP regression to
jointly address drift and gain uncertainties. Furthermore, a probabilistically safe FTC
method is developed to deal with actuator bias faults by integrating the proposed GP

regression approach into the HOCBF framework.

1.3 Research Contributions

This thesis aims to propose novel probabilistically safe FTC approaches to address
model uncertainty and unknown actuator faults, developing reliable and adaptive con-
trol frameworks to overcome these challenges. The key contributions of this thesis are

summarized as follows:

1) A novel online learning-based FTC method to handle faults and uncertainty

* This thesis proposes two probabilistic model-based adaptive FTC methods by in-
tegrating the GP regression technique into the adaptive FTC method. Compared

with existing results on GP-based control [28-36], our approaches explicitly con-

9
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sider non-ignored computational delays during real-time predictions. To explore
GP-based control performance, two types of sampling methods are studies: offline

training data collection and event-triggered online strategies.

¢ Four theoretical criteria are established to guarantee probabilistic stability for
closed-loop systems. Additionally, this research derives probabilistic tracking er-
ror bounds with upper computational delay bounds and the event-triggered con-
dition to ensure the convergence of tracking errors. Unlike the existing works on
event-triggered sampling strategies for GP regression [28, 29, 36], a less conser-

vative event-triggered condition is developed.

¢ Three numerical examples are conducted to show the effectiveness and competi-
tiveness of our control methods. Comparison results demonstrate the importance
of data efficiency and exhibit the competitive performance of proposed control
methods compared to the neural network-based finite-time adaptive FTC method

and the event-triggered GP-based online learning strategy.

2) A novel safe FTC method to guarantee both stability and safety of uncertain sys-

tems with actuator bias faults

* This thesis proposes a novel probabilistically fault-tolerant CLF-HOCBF method
that integrates GP regression and HOCBF's into FTC methods. Compared to exist-
ing works on GP-based CBF's [34, 37] and HOCBFs [25, 38], our approach extends

their applicability to cases involving unknown actuation bias faults.

* To address model uncertainty, GP regression is employed to construct GP-based
CLF and HOCBEF constraints. Based on these formulations, two design criteria

are developed to support the controller design.

10
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¢ Building on these criteria, two theoretical conditions are further derived to for-
mally guarantee the effectiveness of the fault-tolerant GP-CLF-HOCBF method,

ensuring stability and safety with high probability during control operation.

3) A novel adaptive safe control method to handle actuator gain faults

* This thesis proposes probabilistically and adaptively safe control frameworks that
integrate GP regression and adaptive fault estimation into CBF and HOCBF con-
straints. Compared to [25—27, 34], our methods effectively address cases involving

both model uncertainty and unknown actuator gain faults.

* A theoretical condition is derived to guarantee unknown actuator gain faults esti-
mation, and four probabilistic conditions are established to guarantee the safety

of uncertain faulty systems with high probability.

¢ Two simulation case studies validate the effectiveness and competitiveness of the

proposed methods against existing approaches.

4) A novel probabilistically safe control method to address drift and gain uncertain-

ties

¢ Compared to existing works on GP-based CBF's [34, 39] and HOCBF's [25, 38], this
thesis proposes a novel compound kernel to model uncertain terms arising from
model uncertainty in the HOCBF constraint, enabling a more flexible and general

GP-based modelling strategy.

¢ Leveraging this strategy, an EGPBarrier method is developed to guarantee prob-
abilistic safety guarantees for systems with model uncertainty. Moreover, three

theoretical conditions are derived to ensure the feasibility of the proposed con-
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trol formulation. To address the actuator bias faults, this research integrates the

EGPBarrier method into the FTC framework.

1.4 Research Significance

The theoretical and practical significance of this thesis is organized as follows:

Theoretical significane: This research investigates the theoretical challenges posed
by model uncertainty and unknown actuator faults in autonomous systems. These chal-
lenges, particularly those arising from drift and gain uncertainties, significantly hinder

the effectiveness and reliability of existing robust and adaptive FTC methods.

To tackle the above challenges, this research builds upon a class of learning-based
safe FTC control approaches that incorporate GP regression for modelling uncertain
system dynamics. By constructing a probabilistic system model, the proposed method
improves robustness against observation noise and imperfect measurements, thereby
enabling more reliable FTC design. In particular, a novel compound kernel is intro-
duced to jointly capture both drift and gain uncertainties, extending the current works
on GP-based CBFs and HOCBF's. Furthermore, this thesis explores the integration of
CBF-based safety constraints into FTC frameworks, formulating a unified strategy that
ensures system stability and safety in the presence of unknown actuator faults. Both
actuator gain and bias faults are considered and analyzed their challenges on the feasi-
bility and design of CBFs and HOCBFs. Overall, this research establishes a solid foun-
dation for safe and adaptive FTC methods and offers research directions for dealing

with the issues of model uncertainty and unknown actuator faults.
Practical significane:

The contributions of this thesis hold significant practical value for real-world au-

tonomous systems. By integrating GP regression and CBF's into FTC frameworks, this
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research develops effective learning-based control strategies that enhance the stability
and safety of uncertain systems. The proposed methods are validated through two rep-
resentative applications: an adaptive cruise control (ACC) system and a mobile robotic
system, demonstrating competitiveness compared with existing approaches. Further-
more, to assess real-time implementability and practicality, a virtual vehicular platform
is constructed using the CARLA simulator. Extensive simulations under various condi-
tions, including model uncertainty and actuator faults, verify the robustness, feasibility,
and reliability of the proposed approaches. Overall, this research provides practical and
generalizable learning-based FTC strategies with probabilistic safety guarantees for

autonomous systems subject to actuator faults operating in uncertain environments.

1.5 Thesis Structure

Building on the above discussion, we organize the following chapters, and the structure

of this thesis is outlined through the following chapters, as illustrated in Figure 1.2.

¢ CHAPTER 2: This chapter provides a comprehensive literature review that forms
the foundation for the subsequent research in this thesis. It begins with an intro-
duction to GP regression, including its basic definition and existing studies on
GP-based control methods. Then, it discusses the formulation of two types of actu-
ator faults, namely gain and bias faults, and outlines the concepts of passive FTC
and active FTC. Within this context, existing work on adaptive FTC methods is
analyzed. Finally, it reviews the definitions of CBFs and HOCBF's and introduces

more existing work on uncertainty-aware CBFs and HOCBFs.

e CHAPTER 3: This chapter proposes two types of learning-based adaptive FTC
methods using GP regression, with the goal of ensuring the stability of uncertain

systems under actuator bias faults. GP regression is used to model the unknown
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system dynamics and provide predictions, which are integrated into an adaptive
FTC framework to handle both model uncertainty and actuator bias faults. Con-
sidering the computational complexity of GP regression, this chapter also exam-
ines the case where the computational cost during operation is non-ignorable. In
addition, an event-triggered online learning strategy is introduced to study the
effect of data efficiency on GP regression. Based on these results, two theoreti-
cal conditions are derived to ensure the closed-loop stability of uncertain systems.
Experimental results on a pendulum system show the effectiveness and compet-
itiveness of the proposed methods in comparison with existing approaches. This

chapter addresses RQ1 and meets RO1.

e CHAPTER 4: This chapter proposes a GP-based safe FTC method that incorpo-
rates GP regression and HOCBF's into the FTC framework. The goal is to ensure
both stability and safety of uncertain systems subject to actuator bias faults. GP
regression is used to model an uncertain term in HOCBF constraint and to for-
mulate a probabilistic HOCBF approach. In addition, a GP-based CLF approach
is developed to ensure the stability of uncertain systems. To handle actuator bias
faults, the FTC strategy is embedded within the GP-CLF and GP-HOCBF con-
straints. Two theoretical conditions are derived to ensure probabilistic stability
and safety of uncertain systems under actuator bias faults. Numerical examples
are conducted on an ACC system using the CARLA simulator to validate the ef-

fectiveness of the proposed methods. This chapter addresses RQ2 and meets RO2.

¢ CHAPTER 5: This chapter proposes learning-based safe FTC methods. The goal
is to ensure probabilistic safety of uncertain systems subject to actuator gain
faults. Unlike actuator bias faults, actuator gain faults directly affect the control
input and can significantly degrade system performance. To address this chal-

lenge, an online estimator is developed to estimate faulty parameters, and a suf-
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ficient condition is derived to ensure its stability. In addition, a probabilistic CBF
constraint is formulated, and this approach is further extended to the HOCBF
framework. Two theoretical conditions are established to ensure the feasibility
of the proposed methods. Experimental results on an ACC system and a mobile
robotic system demonstrate the effectiveness of the proposed methods in compar-

ison with existing approaches. This chapter addresses RQ3 and meets RO3.

CHAPTER 6: This chapter proposes probabilistically safe FTC methods, aiming
to ensure the safety of faulty systems under drift and gain uncertainties. Existing
GP-based HOCBF methods often face feasibility issues and encounter difficulties
when applied to robotic systems with high relative degrees. To address these is-
sues, a novel compound kernel is designed to jointly model the unknown drift and
gain dynamics. Based on this kernel, a probabilistic HOCBF approach is formu-
lated, and three theoretical conditions are derived to ensure its feasibility. The
method is then extended to accommodate actuator bias faults. Numerical exam-
ples on an ACC system and a mobile robotic system demonstrate the effective-
ness and competitiveness of the proposed methods in comparison with existing

approaches. This chapter addresses RQ4 and meets RO4.

CHAPTER 7: In the chapter, we conclude this thesis and discuss the potential

directions for future research.
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Chapter 4:

Chapter 5:

Figure 1.2: The structure of this thesis.
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CHAPTER

LITERATURE REVIEW

This chapter provides a comprehensive survey of the literature related to this research
and necessary fundamental concepts, and its structure is illustrated in Figure 2.1. Sec-
tion 2.1 introduces the definition of GPs, particularly for use in regression, and further
discusses the different structures of kernels. Then, Section 2.2 considers the problems of
unknown actuator faults and the fundamental concepts of FTC, along with a review of
recent developments in adaptive FTC methods. Finally, Sections 2.3 and 2.4 provide the
definitions of CBFs and HOCBFs, discussing review recent literature on uncertainty-

aware CBFs and HOCBFs.

2.1 Gaussian Processes

For learning unknown functions, there exist many ways, such as online estimation [40]
and neural networks (NNs) [41], but one particularly elegant way is by probabilistic in-
ference [42]. As a kernel method, GPs can capture many types of statistical structures,
such as symmetries, periodicity, and additivity, which can be encoded through kernels

selected by experts. In this section, we focus on fundamental concepts of GPs and the
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structure of kernels, along with recent literature on GP-based control methods for en-

suring stability.

Fundamental Concepts

—> Gaussian Processes
Gaussian Process-Based
Control

Fundamental Concepts
Fault-Tolerant

Control
Adaptive FTC

Literature Review —

Fundamental Concepts
Control Barrier
Functions
Uncertainty-Aware CBFs

Fundamental Concepts

High-Order Control
Barrier Functions

e S e T e S

Uncertainty-Aware
High-Order CBFs

Figure 2.1: Structure of literature review.

2.1.1 Fundamental Concepts

Gaussian process (GP) regression serves as an effective machine learning technique for
prediction tasks, especially in scenarios involving uncertainty. From a conceptual stand-
point, a GP characterizes a probability distribution over functions, enabling inference
to be conducted directly within the function space. This leads naturally to the formal

definition presented below:

Definition 2.1.1 (Gaussian process [11]). A GP is a collection of random variables, any

finite number of which have a joint Gaussian distribution.
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For a GP model f(x) : R” — R, the function is characterized by a mean function
m(x) = E[f(x)] and a covariance function k(x,x") = E[(f(x)—m(x))(f (x')—m(x'))]. The pro-
cess is thus expressed as f(x) ~ 92(m(x),k(x,x')). In practical scenarios, the function
values are not directly observable; instead, one obtains noisy measurements y; = s(x;)+
€, where the noise € ~ (0,0%). Given the training data x; € R” and corresponding output
y; € R, a training dataset is formed as Diyain = {xi,yi}ﬁl, with X = {x1,---,an5} € RN
and y ={y1,---,yn} € RV,

The joint Gaussian distribution over the training outputs y and test output f* can

be written as follows:

y m KX,X)+02I K(X,x*)
(21) ~ eA/ ) ’

F* F* K(x*,X) k>
where m = [m(z1), - ,m(zn)]" € RY. K(x*,X) = [k(x*,x1), -, k(x*,xn5)] € RPN stands
for covariance matrix between x* and X with K(X,x*) = K(x*,X)" € RY. Function £* =

k(x*,x*) € R. Matrix K(X,X) € RV*N has entries defined by [K(X,X)];; = k(x;,x;).

Based on the properties of multivariate Gaussian distributions, the conditional dis-

tribution of the test output given the training data and the test input is also Gaussian:
(2.2) X, y,x* ~ N (m(x™),Cov(x™)),
where the predictive mean and variance are given by

Fr =EIf*I1X, 3,2*1= K(a*, X) [K(X,X)+02I] 'y,

(2.3) VIx*] = K(x*, 5%) - K(a*, X) [K(X, X) + 021 K(X, %),

Then, one has the following assumption and lemma:

Assumption 2.1.1 (Kernel Capacity [29, 43]). The function f(-) has a bounded repro-
ducing kernel Hilbert space norm with respect to a covariance function kernel k(-,-), and

a known upper bound 0 < By € R satisfies ||f(')||i < By.
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Lemma 2.1.1 (Probabilistic Bound [43, 44]). Suppose that Assumption 2.1.1 holds and

there exists a compact set X cR", then

(2.4) Pr{im(x)— f(x) < wCov(x),Yxe X} >1-p

M) and the maximum

for any probability p € (0,1), parameters v = \/ 2B + 300y1n3 ( >

information gain y = max slog(det (I + 0,,2K(x,x"))) with x,x' € {xt),... xN*1},
X€E

Since the GPs belong to a kernel method, one introduces a commonly used kernels:

the squared-exponential (SE) kernel with noisy observations

(x—x

"2
(2.5) k(x,x') = 0% exp (——)) +028i;,

212

where [ stands for length-scale, 0]20 represents the signal variance, and §;; refers to a
Kronecker delta which is one if i = j and zero otherwise. These quantities are collectively
referred to as hyperparameters. The predictive capability of GP is closely influenced
by these hyperparameters. The SE kernel, also commonly known as the radial basis

function (RBF) kernel, is frequently used in practice.

As a simple illustrative case, consider the one-dimensional function f(x) = xsin(x)
with noisy measurements given by y; = f(x;) + € with € ~ A47(0,0.25).

The corresponding simulation outcomes are depicted in Figure 2.2. Based on the
same signal variance U}% =1 in Figures 2.2(a) and 2.2(b), increasing the length-scale [
leads to enhanced regression accuracy. Moreover, as depicted in Figures 2.2(b) and 2.2(c),
a higher signal variance improves the predictive performance of the GP model. Notably,
among all configurations, Figure 2.2(d) achieves the best regression performance, which

can be attributed to the use of an optimally selected set of hyperparameters, outperform-

ing the cases shown in Figures 2.2(a) and 2.2(c).
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Figure 2.2: Profiles of SE kernel with different hyperparamters.

Therefore, one concludes that the optimizated hyperparameters can enhance the

performance of GP regression. To optimize the hyperparameters, the log marginal like-

lihood conditioned on the parameters of the covariance function 8 = (,0,0,) can be

computed as

(2.6)

1 - 1 1
log p(y|X,0) = —§yT (K+021) ' y- 510g|K+0§I| -5 log2m.

Furthermore, the selection of the kernel function plays a crucial role in determining

the effectiveness of GP regression when approximating an unknown target function.
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To demonstrate this effect, two distinct kernels are employed: the SE kernel (2.5), and

x—x'
p

the periodic kernel given by U}% exp(—l% sin(x )) also known as the Exp-Sine-Squared
kernel. These kernels are used to fit the one-dimensional function f(x) = sin®(x)— cos?(x)
and its observations y; = f(x;) + € with € ~ A47(0,0.01). As illustrated in Figure 2.3(a),
even though the hyperparameters are optimized using the marginal likelihood method

(2.6), the GP model using the periodic kernel yields more accurate predictions than the

SE kernel case shown in Figure 2.3(b).

0.608**2 * ExpSineSquared(length scale=0.97, periodicity=3.24) 0.528**2 * RBF(length scale=0.472)
1.54 1.5
e fly=sinf()—cos?(x) | e fl) =sin?(x) — cos?(x)
Lol Mean prediction Lol Mean prediction
: 95% confidence interval | . 95% confidence interval |
+ Observations 4 + Observations
0.5+ B il ’ \ 0.5 i i 1
! ‘ ) | |
E 00 J i Z oo J
= |} |
03 I[ ‘ .-":: A 05 ”
1.0 ’ -1.0 ’
-1.54 =15
0 2 4 6 8 10 0 2 4 6 8 10
X X
(a) Periodic kernel. (b) SE kernel.

Figure 2.3: Profiles of two different kernels.

To fit different structures of unknown functions, it is possible to build a “made to
order" kernel with the desired properties. Given this, this subsection further discusses
two combining kernel: addition and multiplication by a known function. To begin with,
the additive formulation can be written as f(x) = fg(x) + f,(x). Assume functions f3 and
fy are independently and satisfy fg ~ 9Z?(mp,kp) and fy, ~ 4%P(my,ky). In this case,

their sum also yields a GP, and the resulting distribution is given by:
fﬁ +fy ~ E&@(mﬁ +m7,kﬁ +ky),

where kernels fg and f, can be chosen different types.
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The noisy observations y; = fg(x;)+ fy(x;) + ¢, where € ~ (0,0%). Denote 2 = {xi’yi}zi\il
and assume the functions f and fy are a prior independent, then the joint distribution

can be written as follows:

y ' ' Kg+Ky+021 K;+K; K; KJ ‘
o fﬁ*+f; o (K5+K;)T k;*+k;* k;* 0

f5 &7 A o

yo &P 0 RF*ORP*

where K; = K;(X,X) e RVN K* = K;i(X,x*)eRY, and k* = k;(x*,x*) € R.
As a result, the essential predictive formulations for GP regression are as follows:
Foa)ly ~ A (KD K by, iy~ KDTESLKS),
2.8) Fra®)ly ~ N (D) Kohoy, k" - (B KSLKY),
where Kgym = Kg+ K, + U%I.

Furthermore, an unknown function f(x) can also be modelled by any fixed known

function é(x) as well as an known function q(x) ~ 922(0,k(x,x')), one has
(2.9) f(x) = &x)g(x), f(x)~(0,E(x)k(x,x)e"),

then noisy observations y; = {(x;)q(x;) + € and the joint distribution can be obtained as:

y EXKX, X)EX)+02] E(X)KX,x*)
(2.10) = ,

*

f* K(x*,X)Z(X) k
where Z(X) =diagl¢(x)1, (), -+, E()n)] € RNV,

Consequently, the fundamental equations governing GP prediction are given below:

(2.11) fxO)y~AN (K=Kl .y, k(x*,a*) K=K 1 K1).

multi

where K= = K(x*,X)Z(X) and Ky = 2(X)K(X,X)Z(X) +021.
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2.1.2 Gaussian Process-Based Stabilizing Controller

Owing to the strong modelling capabilities of GP regression, many researchers have in-
vestigated its integration with various control strategies, such as GP-based feedback
control [45-48], GP-based adaptive control [49-51], and GP-based model predictive
control (MPC) [52-54]. For instance, as discussed in [45], Lederer et al. established
a uniform error bound under relaxed assumptions to improve the approximation perfor-
mance of GP regression, and analyzed the stability of probabilistic models under a feed-
back control framework. In [47], Umlauft et al. proposed a control approach based on dif-
ferential dynamic programming to solve optimal control problems in uncertain systems
modelled via GP regression. Departing from the conventional construction of probabilis-
tic system models, Castaneda et al. [48] developed a probabilistic constraint formulation
for control Lyapunov functions by embedding an affine dot product kernel within the GP
regression process. In the context of adaptive control, Chowdhary et al. [50] designed
a model reference adaptive control (MRAC) framework that leverages GP regression
to counteract model uncertainty, thereby enhancing control robustness. Building upon
this work, Joshi et al. [51] incorporated generative networks to further improve the
performance of the GP-MRAC scheme, especially in handling complex model variations.
Regarding MPC-based methods, Hewing et al. [52] utilized GP regression to capture
system dynamics and proposed a cautious MPC framework capable of accounting for
prediction uncertainty. Similarly, Cao et al. [54] presented a hierarchical control struc-
ture that combines GP modelling with MPC techniques to address trajectory tracking
tasks for unmanned quadrotors, demonstrating its effectiveness in high-dimensional

nonlinear environments.

However, the aforementioned methods are mainly designed for guaranteeing the
stability for uncertain systems and may lose effectiveness in the presence of unknown

faults. Different from model uncertainty, faults are unexpected and can cause signifi-
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cant damage to the controlled system. Given this, it is essential to ensure that uncertain

systems with faults remain both stable and functional.

2.2 Fault-Tolerant Control

FTC aims to maintain the essential functionality of autonomous systems after complet-
ing fault detection. To enhance control performance under model uncertainty, adaptive
FTC has been proposed and widely used to estimate unknown dynamics. This section
introduces the fundamental concepts of actuator faults and FTC approaches, discussing
the corresponding literature on adaptive FTC methods against both uncertainty and

actuator faults that are closely related to the focus of this research.

2.2.1 Fundamental Concepts

Before introducing the definition of FTC method, this subsection begins with the com-
mon type of actuator faults in controlled systems. Actuator faults can be modelled as

actuator bias faults [55] and gain faults [56], resulting in the following definition [14]:
2.12) urp =Ou+Aup, t>tgp,

where 0 < tr € R represents an unknown fault occurrence time. ur € R™ is actuator
output after ¢ > tr, and u € R™ refers to actuator input. © =diag[0:,602,---,0,,] € R
stands for the unknown parameterized matrix of actuation effectiveness with 6; € (0, 1],
i=1,2,---,m. Aug € R™ is unknown and time-varied actuator bias faults. Accordingly,

the unknown actuator faults (2.12) can be divided into the following cases:

1) ®©=1,, and Aug = 0 represent a fault-free case.
2) 0<0;<1,i=1,2,---,m and Aur = 0 denote the partial loss of actuation effectiveness.

3) ©®=1,, and Aur # 0 mean the actuator bias faults.
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4) 0<60;,<1,i=1,2,---,m and Aur # 0 indicate both partial loss of actuation effective-

ness and the actuator bias faults.

1
o4
o4

0 2 2 6 5 10 0 2 2 6 8 10
t[s] t[s]
(a) Without actuator fault. (b) Actuator gain fault.

0 2 2 6 8 10 0 2 2 6 8 10
t [s] t[s]
(c) Actuator bias fault. (d) With both actuator gain and bias faults.

Figure 2.4: Profiles of actuator outputs under different fault conditions.

To illustrate the impact of unknown faults on actuator output, results are presented
in Figure 2.4. In this simulation, a pendulum system with n = 2 is considered, as in-
troduced in [57], and the desired trajectory is specified as [sin(¢),cos(¢)]". The actuator
gain fault is defined as 6 = 0.5, and the actuator bias fault is set to sin(¢), with the fault
occurring at ¢ = 3s. To assist the pendulum system in tracking the desired trajectory, a

PID controller is employed with kp =6, k; =9, and kp = 0.02. Compared to the fault-
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free case in Figure 2.4(a), the actuator output values in Figure 2.4(b) are significantly
higher since the gain fault reduces the effectiveness of the control inputs. As illustrated
in Figure 2.4(c), the bias fault has a more severe impact on the pendulum system, lead-
ing to frequent oscillations in output curves. The actuator output under both actuator
gain and bias faults displays even more frequent and severe oscillations than others,

which shows in Figure 2.4(d).

Note that this thesis doesn’t consider the total actuator outage faults 6; =0, i =
1,2,---,m and the partial actuator outage faults 0; =0, i =1,2,--- ,n,(n <m). Interested
readers are referred to some existing studies on [58, 59]. Different from sensor faults,
actuator faults can directly hinder the design of model-based controllers and impact the
systems stability. To deal with this issue, researchers have designed FTC methods to

mitigate and address the influence of unknown actuator faults.

Reference Reference
Signal Signal Faults
+ Faults Py Reconfigurable wu

P

. u
Passive FTC —>  Actuator

Controller ’ Actuator —
ur
Fault _

Reconfiguration

ur Mechanism <— Detection
z z
System System ~ €————————
(a) Architecture of a passive FTC. (b) Architecture of an active FTC.

Figure 2.5: Architecture of two types of FTC.

From the viewpoint of control theory, FTC strategies are commonly classified into
two categories: passive FTC (see Figure 2.5(a)) and active FTC [60] (see Figure 2.5(b)).
Passive FTC refers to fixed feedback control methods designed to reduce sensitivity to
actuator faults. This approach features a simple structure and fast response but tends to

be conservative when handling time-varying faults [61]. To overcome these limitations,
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an active FTC strategy has been developed. This strategy integrates a fault detection
and isolation module with a reconfigurable controller, providing a dynamic mechanism
to handle faults. In addition, the active FTC method aims to reallocate control tasks
from faulty actuators to healthy actuators [62]. Although active FTC provides greater
flexibility and adaptability to handle system faults, it typically involves higher imple-

mentation cost and slower response times.

To improve the performance of both passive FTC and active FTC, researchers have
integrated adaptive control methods into these frameworks [63] to build upon adaptive
FTC control methods. Such methods can adjust controller parameters and compensate
for the influence of faults, while also providing greater robustness against model uncer-

tainty. As a result, adaptive FTC has attracted considerable research attention.

2.2.2 Adaptive FTC

The primary goal of adaptive FTC strategies is to maintain system stability despite the
presence of model uncertainty and actuator faults [64—69]. As stated in [64], Khalili et
al. employed radial basis function neural networks (RBFNNs) to approximate model
uncertainties, and a distributed adaptive FTC framework was introduced to ensure the
stability of uncertain multi-agent systems (MASs). Similarly, Wang et al. [65] utilized
RBFNNs combined with a backstepping technique to design finite-time adaptive FTC
schemes capable of handling actuator faults. In [66], Yang et al. developed a distributed
adaptive controller incorporating both RBFNNs and predefined-time techniques to sta-
bilize switched odd-rational-power MASs. A different approach was proposed in [67],
where a parameter estimator was designed to identify uncertain parameters, and event-
triggered adaptive FTC methods were used to guarantee stability in nonlinear systems.
Addressing unknown nonlinearities, actuator saturation, and faults, Wang et al. [68]

presented an event-triggered adaptive saturated FTC strategy. Wu et al. [69] focused
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on the tracking control problem of nonaffine uncertain systems with actuator faults,

where an event-triggered adaptive fuzzy output feedback FTC method was proposed.

In addition, some researchers have explored adaptive FTC approaches to compen-
sate for unknown actuator faults. Furthermore, some researchers have designed adap-
tive fault-tolerant controller to compensate for the actuator faults [70-73]. As stated in
[70], the authors designed a RBFNN to compensate for actuator gain faults, an observer
to handle external disturbances, and a fault-tolerant controller to guarantee the system
stability. Deng et al. [73] explored the consensus problem of heterogeneous MASs under
actuator faults and network denial-of-service by leveraging an adaptive fault-tolerant
resilient controller. However, the above adaptive FTC techniques on handling model un-
certainty struggle with imperfect observations and observation noise in some case. To
overcome this, few authors have studied GP-based adaptive FTC methods [74] to deal

with model uncertainty and actuator bias faults.

Since the primary goal of FTC is to maintain stability of systems subject to faults,
rather than explicitly guaranteeing safety, recent studies have focused on safety-critical

control methods for autonomous systems, such as control barrier functions (CBFs).

2.3 Control Barrier Functions

Safety is a fundamental requirement for autonomous systems such as UAVs and UGVs.

To address this, CBF methods have been proposed.

2.3.1 Fundamental Concepts

This subsection begins with the forward set invariance, which is the fundamental con-

cept of safety. Consider the following control affine systems:

(2.13) x=f(x)+gx)u,
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where f :R"” — R" and g : R" — R"*™ respectively denote drift and gain dynamics, and
both them are locally Lipschitz. x € R” stands for the system state. Control input is

defined as u c U € R™. U represents the compact sets of control input.

Definition 2.3.1 (Forward Invariant [21]). If there exists a set </ and for every xg € <,
there exists a trajectory x : I(xg) — R™ with x(0) = x¢ satisfying x(t) € o, then this set o/
is said to be forward invariant. If the set </ is forward invariant, then system (2.13) is

safe with respect to the set <.

Assume that the set of is defined as

o ={xeR": h(x) > 0},
0 ={xeR" : h(x) =0},

(2.14) Int(«f) = {x e R" : h(x) > 0},

where A : R" — R is a continuously differentiable function. 0/ and Int(<f) stand for the

interior and boundary of set «f.

Before providing the definition of CBF's, we first introduce the concept of an extended

class & function, defined as follows:

Definition 2.3.2 (Extended Class £ Function [18]). If a continuous function a : (—b,a) —
(—00,00) is strictly increasing and a(0) = 0, then this function a is said to be extended

class A for some a,b > 0.

Definition 2.3.3 (Reciprocal CBF's [18]). Consider system (2.13), and provided a set <f <
R” defined by (2.14) for a continuously differentiable function h :R" — R. A continuously

differentiable function B : Int(</) is said to be a reciprocal CBFs, if there exists three class
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X functions a1,a9, and ag such that

1 1
— _<BW<———,
ah@) PP S L)
(2.15) sup{L ;B(x)+ L zB(x)u — a(h(x))} <0, Vx € Int(e/),
uclU

where L yB(x) and L ;B(x) represent the Lie derivatives of B(x) with respect to the vector

fields f and g, respectively.

Definition 2.3.4 (Zeroing CBFs [18]). Consider system (2.13), and provided a set of < R"
defined by (2.14) for a continuously differentiable function h :R™ — R, then the function
h is said to be a zeroing CBFs defined on a set D with «f <D c R", if there exists an

extended class A function a such that

(2.16) sup {L sh(x)+Lgh(x)u + a(h(x))} >0, VxeD,

ucl
where L ¢h(x) and L gh(x) represent the Lie derivatives of h(x) with respect to the vector

fields f and g, respectively.

It is worth noticing that defining 4 on a set D larger than C allows one to account
for the effects of model perturbations [75]. To show the mechanism of zeroing CBFs (see
Figure 2.6), a linear function with positive coefficient y is leveraged as a(-) : a(h(x)) =

Yh(x), and y serves as a decay rate of a lower bound of A(x).

h(z,u) +vh(x) > 0,Fu € U,yv >0

Figure 2.6: Mechanism of zeroing CBFs.
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This chapter introduces two types of CBF's, but the thesis mainly focuses on the
second type of CBF, namely, the zeroing CBF. While CBF's offer formal safety guaran-
tees for autonomous systems, their effectiveness heavily depends on the accuracy of the
system model. In practice, model uncertainty poses significant challenges for the de-
sign of CBF-based controllers. To overcome this limitation, researchers have developed
uncertainty-aware CBF approaches that integrate robust design techniques or uncer-

tainty estimates into the framework.

2.3.2 Uncertainty-Aware CBF's

Model uncertainty in autonomous systems is non-ignorable due to inherent random-
ness or noise and a lack of knowledge or understanding within systems. Given this,
researchers extend CBF's to robust CBF's [76-79], adaptive CBFs [80-83], and learning-
based CBFs [84-86]. As stated in [76], the authors designed robust control Lyapunov
function (CLF) and robust CBF methods to stability and safety of systems with drift
uncertainty. Buch et al. [77] studied the influence of sector-bounded uncertainties for
true system models and designed a second-order cone program (SOCP)-based controller
with robust CBFs. However, the SOCP may cause the feasible issue for the design of
CBF and CLF-based controllers. For addressing this issue, Cohen et al. [78] developed
a duality-based approach for robust CBF and robust CLF under drift and gain uncer-
tainties. However, the above methods are conservative when facing higher bounds of
uncertainty. To overcome this, adaptive CBF methods are proposed [80-83]. As stated
in [80], the authors designed online estimation methods to address parameter uncer-
tainty and developed robust adaptive CBF methods to ensure the safety of uncertain
systems. For reducing the influences of model uncertainty, Wang et al. [81] explored
finite-time convergence techniques to estimate uncertain system parameters and inte-

grated this methods into CBF frameworks. In [83], the authors presented adaptive esti-
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mator to handle matched and mismatched uncertainties as well as respectively studied
the CBFs and HOCBFs. In addition, some researchers have used learning-based meth-
ods to handle model uncertainty. As stated in [86], Taylor et al. developed an episodic
learning framework for CBFs to mitigate the influences of model uncertainty. However,
the above methods on adaptive and learning-based CBFs still struggle to handle im-
perfect measurements and observation noise. To address these challenges, researchers

have explored the GP-based CBF's to ensure the safety of uncertain systems.

Research on GP-based CBFs can be categorized into two directions: modelling sys-
tem uncertainty [87-91] and modelling uncertain terms in the CBF constraints [34,
92, 93]. As stated in [87], Emam et al. proposed a GP-based framework to learn both
additive and multiplicative disturbances in system dynamics and designed a robust
CBF controller to ensure safety under uncertainty. To model unknown system dynam-
ics, Long et al. [90] developed a probabilistic CLF-CBF approach using matrix-valued
GP regression, providing both stability and safety guarantees under worst-case uncer-
tainty. In [93], Wang et al. investigated a GP-based CBF method and Bayesian optimiza-
tion to optimize the safe control performance by modelling uncertainty within the CBF
constraints. Nevertheless, the aforementioned CBF methods can lose their effectiveness

when applied to systems with high relative degrees.

For example, consider the following ACC system [94]:

U _Fr 1
(2.17) = S I B 7S
d vo—U 0
—_— —— ~——
x flx) g(x)

where m is the mass of the ego vehicle and its rolling resistance can be represented as
Fr = fo+ fiv + fov?. Parameters v, d, and vg stand for the velocity of ego vehicle, the
distance between ego vehicle and its preceding vehicle, and the velocity of its preceding

vehicle. The CBF is set as h(x) = d — dgafe that has relative degree two (i.e., r = 2). The
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corresponding CBF constraint can be obtained as below:

(2.18) vo—U+ 0 xu+d-—dgfe =0.
—_— = —
Lrh(x) Lgh®) alx)

Note that L h(x) = 0 in (2.18), the safe control input u cannot guarantee the safety

of autonomous systems. Given this, HOCBF's have been proposed to address this issue.

2.4 High-Order Control Barrier Functions

In practical applications, nonlinear systems with high relative degrees are common,
such as the serial spring-mass system (relative degree six) and the two-link pendu-
lum with elastic actuators (relative degree four) [95]. Since zeroing CBFs are limited
in handling such systems, researchers have proposed HOCBF's to investigate the safety
systems with higher relative degrees. This section presents the fundamental concepts

of HOCBF's and reviews recent advances in uncertainty-aware HOCBF methods.

2.4.1 Fundamental Concepts

This subsection begins with the definitions of the class £ function and relative degree.

Definition 2.4.1 (Class £ function [96]). If a continuous function « :[0,a) — [0,00),a >

0 is strictly increasing and a(0) =0, then this function « is said to be class A .

Definition 2.4.2 (Relative Degree [96]). If a scalar function h : R" — R is r-times con-
tinuously differentiable at x, and ingL{ch(x) =0,Vi<j<r—1and LgL}_lh(x) #0ina

region D, then the function h is said to have relative degree r € N for all x € D.
Consider a state constraint set of the form as follows:
(2.19) oty = {x € R"|h(x) > 0},
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where function /& has the same meaning defined in (2.14).

To obtain an effective control input, we need to compute the derivative of A along

the system (2.13) until the control input appears. Then, one considers the collection of

functions

Polx) = h(x),

i) = h' () = Bi—1(%) + @i (Bi—1(x)), Vie{l,2,...,r—1},
(2.20) Brx,u)=h"(x,u)= ﬁr_l(x, u)+a(fr-1(x)),

where each a;(-) € £, and each §; for i €{0,1,---,r— 1} is dependent of u for all x cD.

Correspondingly, a sequence of sets «f;, i € {0,1,---,r} can be defined as the zero

superlevel set of §; :

o ={xeR": B;(x) >0},

0sf; = {x e R" : Bi(x) =0},

(2.21) Int(e;) = {x e R" : Bi(x) > 0}.
Definition 2.4.3 (HOCBF's [22]). Denote h :R" — R have relative degree r € N for system

(2.13) satisfying (2.20) and a sequence of sets <f; satisfying (2.21). If there exist a sequence

of class A functions a;(-),i €{0,1,---,r} such that

(2.22)  sup{L;Br-1(®)+Lgfr-_1(x)u+ ar(ﬁr—l(x))i >0,YVxedt \ato ), s,

uclU-

By, u)=h" (x,u)

then function h is said to be a candidate HOCBF of the relative degree r for system (2.13),

where L fr-1(x) = Lrh(x)+ X[ 1 Li(ar—; 0 fr—i-1)(®) and Lgfr—1(x) = LgL} h(x).

Note that CBFs can be viewed as a special case of HOCBF's when the relative degree
is one. In addition, if a sequence of class £ functions are selected as a;(h(x)) = k;h(x)
with &; > 0,i ={0,---,r}, the HOCBF formulation reduces to an exponential CBF. Com-

pared to CBFs, HOCBFs are more sensitive since each f3;(x) needs to be non-negative.

35



CHAPTER 2. LITERATURE REVIEW

Furthermore, each class £ function «;(h(x)) can be chosen from various forms, such
as the a quadratic function a;(h(x)) = h%(x), a linear function «;(h(x)) = k;h(x), and
a square root function a;(h(x)) = vA(x). Nevertheless, the design of HOCBF-based
controllers still rely on accurate system models. Given this, some researchers study
uncertainty-aware HOCBF methods that integrate robust design techniques or uncer-

tainty estimates into HOCBF frameworks.

2.4.2 Uncertainty-Aware High-Order CBFs

Compared to CBFs, the HOCBF's are easily affected by model uncertainty. For example,

consider the following systems with model uncertainty:

(2.23) &= fx)+gx)u,

where f(x) € R" denotes the partially known drift systems. g(x) and u have the same
meanings as those defined in system (2.13).

Firstly, denote a function h(x) satisfying Definition 2.3.4, then one obtains the fol-

lowing CBF constraint with the respect to system (2.23):

(2.24) sup {L #h(x) + Lgh(x)u + a(h(x))} >0, VxeD,

uclU

Then, assume the system (2.23) have relative degree r and, define a new I'(x) satis-

fying Definition 2.4.3, the HOCBF constraint can be written as follows:

r-1

(2.25) sup L sh(x) + Y Liar—ioBroi-1)®) + L L7 h(x)u + a(fr-1(x)) ¢ >0,
ucl i=1 f f
e £
for all x € D.

According to (2.24) and (2.25), it can be observed that the drift uncertainty in system

(2.23) only influences the term L fh(x) in CBF constraint (2.24). However, in HOCBF
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constraint (2.25), the drift uncertainty affects not only the term L f Br-1(x) but also the
term L gL;flh(x). To overcome these limitations, some authors have explored robust
exponential CBF's [97, 98], learning-based exponential CBF's [84, 99, 100], and concur-
rent learning-based HOCBF's [101]. As stated in [97], Chinelato et al. developed the ro-
bust exponential CBF framework to ensure the safety of uncertain systems. In contrast,
Seiler et al. [98] considered the influences of unmodelled dynamics including unknown
actuator dynamics and time delays and designed robust CBF methods with integral
quadratic constraints to handle them. In [100], the authors leveraged neural networks
techniques to approximate the exponential CBF constraint including uncertain terms.
Wang et al. [101] studied the safety-critical tracking control problem for uncertain sys-
tems by using a concurrent learning method to learn the HOCBF constraint under un-
certainty. Furthermore, some researchers assume that the model uncertainty follows
a structure similar to that defined in Definition 2.4.2 and is matched with the control
input. Therefore, the term L gL:?'lh(x) can be replaced by the term L gL?'lh(x) in the
HOCBF constraint. However, the above robust exponential CBF methods in [97, 98] and
the assumption stated in [101] remain conservative in some cases. The learning-based
exponential CBF and HOCBF methods in [84, 99-101] face more challenges when deal-
ing with imperfect state measurements and observation noise. To address the above
issues, very few researchers have explored the GP-based HOCBF methods [38]. Nev-
ertheless, the HOCBF approaches still struggle to guarantee the safety of uncertain

systems in the presence of unknown actuator faults.
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CHAPTER

PROBABILISTIC MODEL-BASED FAULT-TOLERANT
CONTROL FOR UNCERTAIN NONLINEAR SYSTEMS

This chapter is based on the paper titled "Probabilistic model-based fault-tolerant control
for uncertain nonlinear systems,” IEEE Transactions on Cybernetics, vol. 55, no. 4, pp.

1838-1847, April 2025.

To address RQ1 and achieve RO1, this chapter proposes two probabilistic model-
based adaptive FTC methods for faulty systems with unknown dynamics. We study GP
regression in two cases: an offline learning-based control method and an event-triggered
online data-driven modelling method, to learn unknown system dynamics. Considering
the computational complexity of GP regression in practical applications, we discuss the
case of computational delays in real-time predictions. Moreover, four theoretical criteria
are developed to ensure the probabilistic stability of closed-loop systems. Finally, numer-
ical simulations validate the effectiveness of proposed control methods and demonstrate

their competitiveness compared to existing approaches.

The structure of this chapter is outlined as follows. Section 3.1 reviews the related

literature pertinent to this work, while Section 3.2 presents the necessary background
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and preliminaries. The core contributions of this chapter are detailed in Sections 3.3 and
3.4. Section 3.5 provides numerical examples to validate the proposed approaches. The
chapter is concluded in Section 3.6. Additionally, an overview of two methods developed

in this chapter is illustrated in Figure 3.1.

Reference Reference

Adaptive Law (3.6) Adaptive Law (3.6)

Signal
A A Faults - - Faults
k(t) l h(t) za(t) k(t) l h(t)
at) a(t)
o)) Controllers (3.8) —>  Actuator o) Controllers (3.21) —>»  Actuator
m¢(z(tT<t)))T os(2(tw)) l up(t) Online Training T mg(2(tr)) l urp(t)
Offline Traini U . Dataset Dy, —
me lraming GP del ncertain * GP model ncertain
Dataset D;, MO T2(#)  System (3.1) Event-Trigger 2(t)  System (3.1)
0 | Leaming (3:22) 7,2 (L) ) |
(a) Offline learning-based control. (b) Online learning-based control.

Figure 3.1: An overview of two probabilistic adaptive FTC methods.

3.1 Introduction

FTC is a specialized strategy designed to ensure fail-safe operation in real-time condi-
tions when components in a system fail or become faulty [12]. Adaptive control, known
for its ability to deal with model uncertainty, control failures, and environmental dis-
turbances [10], has recently been combined with FTC methods to enhance system re-
liability [5, 65, 102-107]. To tackle unknown actuator faults, adaptive fault-tolerant
controllers have been designed for uncertain nonlinear systems by using the backstep-
ping technique [65, 102—104]. Moreover, the reinforcement learning strategy has been
used to enhance adaptive FTC methods to deal with actuator faults [5, 105]. In [106],
Qiu et al. extended FTC to adaptive fuzzy control for uncertain stochastic nonlinear sys-
tems. However, the FTC strategies often depend on conservative assumptions or non-

robust methods to handle model uncertainty. For instance, results in [5, 102, 103] as-
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sume known bounds for model uncertainty, while others [65, 104—107] employ adaptive
NN methods to approximate unknown system dynamics. Despite their utility, the con-
servative assumptions in [5, 102, 103] may limit applicability in certain cases. Similarly,
adaptive NN techniques in [65, 104—-107] face challenges in approximating unknown dy-

namics when dealing with imperfect measurements and limited data.

Recently, the GP modelling method has gained attention for dynamic systems mod-
elling due to its inherent advantages in handling model uncertainty. As a nonparamet-
ric approach, it offers flexibility and robustness in dealing with uncertain systems [108].
Given this, GP-based control strategies have been used in uncertain nonlinear systems
[28—-36, 88]. As stated in [28, 29, 33, 36], the GP-based feedback linearization controllers
have been designed to study tracking control problems. Furthermore, researchers have
also extended GP-based control to the CBF's [34, 35, 88], adaptive sliding-mode control
[30], MPC [31], and RL [32]. To improve the data efficiency and decrease the computa-
tional time of GP regression, event-triggered sampling strategies [28, 29, 36] and the
active basis vector method [30] have been leveraged to limit the size of the training
dataset. However, the computational time required for GP regression cannot be ignored
when collecting training data in online learning. In real-time control tasks, predictions
need to be generated at each updated time to model unknown dynamics based on GP
regression, making it essential to account for the computational delays associated with
this process. However, only a few studies have focused on this aspect [109]. Furthermore,
results in [28-36, 88] mainly investigate tracking control problems without faults and
face challenges when dealing with unknown actuator faults. Therefore, we aim to ex-

tend existing works to GP-based adaptive FTC strategies in this chapter.
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3.2 Preliminaries

This section introduces some notations, uncertain control-affine systems, fault modeling,

and corresponding control objectives, along with some necessary assumptions.

3.2.1 Notations

Let R = (o0, +00),Rp + = [0, +00),R; = (0,+00),R" be n-dimensional Euclidean space,
and R™*™ be the space of n x m real matrices. N and Ny indicate all natural numbers
without and with zero. I,, stands for the n x n real identity matrix. || - || refers to the
Euclidean norm. || presents the absolute value. Pr{-} means probability of an event.
2?1 implies the p-th measurement of the state vector z. z indicates the n-th deriva-
tion. X represents the compact set. @ stands fo the empty set. Given matrix ¥, A,in(‘¥)
and Apax(V) refer to its minimum and maximum eigenvalues. det(¥) represents the

determinant of matrix V.

3.2.2 Problem Formulation

Consider a single-input nonlinear system expressed in the controllability canonical form
as follows [29]:

zl(t) = Zi+1(t)) 1= 1527' N = ]-)
(3.1) 2n(8) = f(2(8) + g(z()u(?), z0 = 2(0),

where z(t) = [21(t),22(2),- -+ ,2,(t)]T € X € R” refers to the state variable. u(¢) € R denotes
the control input. Note that functions f(-) and g(-) may not be fully known for real

systems. Then, the following assumption is made:

Assumption 3.2.1 (System Dynamics [96, 110]). The function f(-): X — R is unknown
but is Lipschitz continuous on the compact domain X with a Lipschitz constant L, satis-
fying |f () —f (") < Lrllz@)—-2z* ()| for all z2(t),z*(t) € X. The function g(z(¢)) : X — R
is known and satisfies g(z(t)) # 0 for all z(t) € R"*, with |g(z(t))| < &, where g is a constant.

Remark 3.2.1. This chapter assumes the g(-) is known, which helps guarantee global
controllability and facilitates the design of a controller for system (3.1), but it restricts the
system class. Interested readers are referred to [111] for studies on systems with unknown

dynamics g(-).
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Assumption 3.2.2 (Measurable State). Suppose that availability noise measurements
satisfy y'¢' = f (2(2¢)) +d¥ at arbitrary time instances t = ty with ¢ € No, and noise
d9l ~ ¥ (0,0,21) is assumed Gaussian independent and identically distributed. Then, a

training dataset can be defined as follows:

Ny
9, = { [p] [p]} _
ty 4 y p=1
where ¢ indicates an index of the number of collected noisy data, while Ny € Ng means
the current number of collected noisy data. Note that dataset 9, can be updated as 9y,

when new data is collected at t = ty41.

Supposing that the function f satisfies Assumptions 2.1.1 and 3.2.2, its posterior
mean mg and standard deviation o4 on state z can be obtained based on the dataset
D:,,- Moreover, the SE function defined in (2.5) is adopted in this chapter.

3.2.3 Fault Modeling

This chapter focuses on actuator bias faults caused by wear-and-tear factors in sys-
tem components [6]. Such faults may degrade control performance and pose significant

threats to system stability, as detailed below:
(3.2) up(t)=a(t)+Ah(t), Vt>tr,

where (t) stands for the control input that needs to be designed. AA(¢) € R refers to
an unknown time-varying bias fault. ¢r represents an unknown time-instant of fault

occurrence and u(¢) =up(t) if t > tf.

Assumption 3.2.3 (Fault Bound [112]). Actuator bias fault Ah(t) is unknown time-
varying but bounded function which satisfies |Ah(t)] < h and 0 < h < +o00, where pa-

rameter h is a known finite constant.

Remark 3.2.2. As stated in equation (2.12), actuator faults are commonly divided into
bias faults and gain faults. Considering the limitations of the proposed methods, this
chapter preliminarily focuses on addressing the challenges posed by unknown system

dynamics and bias faults. The general fault model will be considered in future studies.

Assumption 3.2.4 (Desired Trajectory). In this chapter, desired trajectory zg(t) ful-
fills 23(t) = [24(t),24(2), --- ,ziin_l)(t)]T € R", where z4(t) and its first n derivations are

")
Zd

bounded and known, satisfying Zq, > , 2(’; = SUPycp, , IIZ(’i"(t)Il.
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In what follows, we define a tracking error between the state of nonlinear system
(3.1) and the desired trajectory’s state as w;(¢) = z;(¢) —zg_l)(t),i =1,2,---,n with w(z¢) =
[w1(2),wa(t),-+,w,(t)]T € R”. Based on system (3.1), the dynamics of the error system

are defined as follows:

wl(t) = Zi+1(t) _Zfii)(t)y 1= 172,' N — ]-a
(3.3) (1) = F(2(0) + g E() - 220

When ¢ > ¢, error system (3.3) can be rewritten as follows:

(3.4) 6(t) = Aw(®)+ B (f (1) +g0ur®) - 231).
(_) In—l On—l A
where A = ,B = ,and 0=0x1,,_q.
[ 0 nxn 1 nx1

3.2.4 Control Objectives

This chapter aims to propose novel offline and online learning-based adaptive FTC
strategies for uncertain nonlinear system (3.1) subject to fault model (3.2), with the

goal of achieving the following control objectives:

* Unknown dynamics fitting. The proposed two learning strategies can fit the
unknown dynamics of systems and generate probabilistic models to facilitate the

design of adaptive fault-tolerant controllers.

¢ Unknown fault compensation. The designed control strategies should effec-
tively compensate for an unknown actuator fault, reducing its influence on the

system state.

* Desired state tracking. System (3.1) can track desired trajectory z(’;(t). The
condition lim;_ . [|2(¢) —zzl‘(t)ll < @ holds for any initial condition z(0), where

0 <@ € R, is the upper bound of the tracking error.

3.3 Offline Learning-Based Adaptive FTC

This section presents the design and theoretical analysis of an offline learning-based
adaptive FTC method. Subsection 3.3.1 designs an adaptive fault-tolerant controller
with delayed predictions. Subsection 3.3.2 analyzes the probabilistic stability and de-

rives a probabilistic bound for the derivatives of the system state.
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3.3.1 Learning-Based FTC with Delayed GP Predictions

This subsection designs a probabilistic model-based adaptive fault-tolerant controller

for system (3.4), based on dataset %, in Assumption 3.2.2, leading to the following

representation:
a(t) = g z@®)(@1(2) + tia(2)),
£2 T
a1(t)= — b (O YB - 1 0 OYB
h(O)lwT(#)YB| +56(t)
(3.5) f9(t) = — fp(2(t)) — Boy(2(t))
with the corresponding adaptive law:
(3.6) k) =k (0 ®)YB)?, h(®)=h1 |0 (OYB],

where £(t) € R is the time-varying gain with an initial positive value. A(#) € R implies
the estimation of the unknown actuator fault with initial 0 < A(0) € R. Parameters k1
and A1 are positive constants. 0 < §(¢) € R denotes a uniformly continuous function satis-
fying limp_ o, fOT S5()d{ <6 < +o0. f(p(z(t)),a(p(z(t)), and f are posterior mean, posterior
variance, and the upper bound of the gain parameter, as defined in Assumption 3.2.2.

The positive matrix Y needs to be designed, as determined by the following equation:
(3.7 YA+ATY-2YBBTY=-@Q

for any positive definite matrix .

Predictions for new test data based on GP regression depend on training data. Nev-
ertheless, real-time control of uncertain systems requires generating predictions at ev-
ery time instant, making the computational time of GP regression non-negligible in
practical applications. Moreover, for online learning-based control, the updated time of
the data-driven model should also be considered if new data is collected, which will
be discussed later. Given this, we should leverage delayed values m y(z(¢;;)) = f(p(z(t))
and o4(2(t;()) = 04(2(¢)) in practice. Here, #,(;) is the last model evaluation time, and

a(-) : R — R defines the overall computational time as follows:

tpe1 =tp+a(ty), 1(t)=argmaxitp.1 <t
keN

with the discrete-time ¢z, Vk € N, tg = 0, and Figure 3.2 shows the illustration of learning-

based control with delayed GP predictions. Note that overall computational time is
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unequal in different time instants. This overall computational time contains the com-
putational time for predictions generated at every time instant in the case of offline
learning-based control (as discussed in Section 3.3), and the time for data-driven model
updates as well as predictions generated in the case of online learning-based control (as

explored in Section 3.4). Moreover, this chapter assumes that transmission time delays

are absent.
a(ty) a(trs1) Nonlinear
S— 5 - A o System
O—90 O O
Loy Taaltee)
H t H H
: ul( ) TtT(t) =ty i i Actuator
: : >
: Efu(t) Tﬁz(tf(t)) :
A ry\ A AController
\, \, U U
etk k2 o tkim
o) Sampling Adaptive Control > Sampling
Time Input Data
Del P
Cu'rrent e a}'le(.1 G » Runtime
Time Predictions

Figure 3.2: Illustration of the offline learning-based control with delayed GP predictions.
This approach requires the collection of offline training data before operation.

Then, controller (3.5) can be rewritten as follows:

a(t) = g Hz(@®) (@1(2) + 42(2)),

O
41 = =k (#)YB - - h2(t)w " ()YB |

h@®)|wT(@)YB|+6(2)

o 9(8) = daltrn) = ~my(z(t:v)) — Pog(z(t:n))-

To determine the worst-case influences of computational time a(:) for tracking accu-

racy, the following assumption is given:

Assumption 3.3.1 (Computational Time Bound [109]). The overall computational time
a(t) has a constant bound 0 < a € R;, and its induced time delay affects the posterior

mean and variance.
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3.3.2 Stability Analysis

This subsection establishes sufficient conditions to ensure the probabilistic stability of

system (3.4) and the probabilistic boundedness of the system state’s derivation.

Theorem 3.3.1 (Probabilistic Stability). Suppose that computational time bound & ful-

fills @ < 1/L and the derivations of the system state |2(t)| has a probabilistic bound Z.

Under Assumptions 2.1.1, 3.2.1-3.3.1, tracking error w(t) is bounded by

4 A max(Y)L fjd
Amin(@)

with a high probability 1— p based on controller (3.8).

lo@®l <@ =

5 Vt € RO’+

Proof. Considering the following Lyapunov functional for error system (3.4) as follows:

~ \2 N . 2
(3.9) V®) =0T (Yol + (o7 N [ -n]
: . h

where parameters % and 2* will be designed later.

Accordingly, it is deduced from (3.9) that

V)= @) (YA+ATY) w(t)+2wT(t)YB(f(z(t)) — F 2t ) + F(2(tre) — mp(2(t o))

R (t)o T (H)YB
R(®)lwT()YB|+8(¢)
(3.10)  +2k®) (0T (OYB) -2k (0 (#)YB)” +2h(t) |0 ()YB| - 2h* |0 (t)YB.

— Bop(e(tzp)+g@)ARE) - 25 () — k(o T ()YB -

Based on Assumptions 2.1.1 and 3.2.4, we obtain

(3.11) w ({)YB (g(z(t))Ah(t) —zg”(t)) <(gh+2q,) |0 ®)YB.

According to Lemma 2.1.1, one gets

(3.12) If (2(tr1) — M2 (E))| < Pog(2(Erp))-

Considering the Lipschitz continuity of f(-) in Assumptions 3.2.1 and 3.3.1, along

with using the mean value theorem and the probabilistic state changing rate || 2(¢)||, we

have
f(z(t) = f(z2(ty ) < Lyllz(t) — 2t @)l
< ij |t_ tr(t)|
(3.13) <2LfZa.
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Choosing % to be sufficiently large such that & > 1, then it follows from (3.7) that

(3.14) YA+A'Y-2EYBB'Y < -Q.

Letting h* = (gh + 24, ), and substituting (3.11), (3.12), (8.13), and (3.14) into (3.10),

one proves that

2h(t)|w" (t)YB|5(2)
Ao T()YB|+6(t)

(3.15) Vi) <~ (OQut)+4L Za (0" (1)YB) +

By using the definition of adaptive law (3.6), |B| = 1, as well as 0 < h(0) € R, one

A@®)|wT #)YB|6(t) . .
AT OYBI 130 < 8(8), then it derives from (3.15) that

yields

V(©®) < = 10O Amin@ 0@ - 4Amax(Y)Lf Z &) +26(),
and then one obtains

T
V) + fo QOIQNIdL < V(0) +25,

where Q) = Amin@ 0@ ~4Amax(VL Z&. I lo(®)] > 22022 e can derive that
V(t) <V(0)+25. Then, w(t),l%(t), and A(¢) are bounded. By using Barbalat’s Lemma, one

proves that the tracking error fulfills

lim Q) w®)| =0
t—+o0

within the high probability 1 - p, that is limy_..c ()] = 222028 then the bound

of tracking error can be obtained in Theorem 3.3.1. This proof is completed. n

The state changing rate for system (3.1) based on controller (3.8) is probabilistic

bounded shown as follows:

Lemma 3.3.1 (Probabilistic Bound). Suppose that the computational time bound & ful-
fills @ <1/L¢. Under Assumptions 2.1.1, 3.2.1-3.3.1, ||2(t)|| has a probabilistic bound as

Z=

[(uAu + I Y1 sup ()l + Y

zeX

1-Lra
for all z(t) € X with the high probability 1—p, where Y = IEIIYIIZZZ +h +gh.
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Proof. Substituting the controller (3.8) into system (3.1), system (3.1) can be rewritten

as
2(t) = Az() + B| f(2(t)) — myp(2(t:)) — Bo(z(t ) — E(t)o (t)YB

A2MwT(t)YB

(3.16) - =
h(®|wT(#)YB|+6(t)

+g(z(t)Ah(t)].

Then, adopting the Lemma 2.1.1, ||B|| = 1, the proof of Theorem 3.3.1, the norm of
2(t) is bounded by

120 < HA NI + L ll2(8) — 2 )1+ RN Y (2]
A2t)w T (H)YB|
A@)\wT()YB|+6(t)

(3.17) +Z5@I) + gh +

Based on the proof of Theorem 3.3.1 and the definitions of adaptive gains (3.5) and
laws (3.6), we can derive that £(¢) and A(¢) are positive and bounded with finite constant.
Assume that the upper bounds of £(¢) and A(¢) are & and A. Then, according to &(¢)

: R2®)lw (1) YB| 7 P
defined in (3.5), one has RO OTBl6E < h(t) < h.

The supremum of | 2(2)]| over ¢ € Rp + is bounded by

sup 2O < (AN +EIYI) sup 2] +h+gh

teRp + teRo +

(3.18) +Lpa sup ||2(t) - 2(t)| + RN Y1125
teRo +

Moreover, by using the mean value theorem on [2(¢) — z(¢;))ll, we can obtain

sup |z2@®)-z(t:w)||= sup ||2(")E -t
teR + t*e(tr),t)
teRg +

< sup )|t -t
t* E(tt(t)yt)
tERO,.;.

(3.19) <a sup (2.
t*e(tr(t)’t)
teRo +

Additionally, one gets sup [2(¢")| < sup ||z(¢)|| and sup [|z(¢)] =sup ||z(2)].
£ €(tr(r),t) teRo + teRo + zeX
teRo +
Based on the above equations, we can derive that
(820)  (1-Ly@ sup [2)I < (IAN+EIY])supllz@)l + kI 12} +h +&h.
zeX

t€Ro,+
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Considering that z(¢) € X, where X is a compact set, it is reasonable to assume that
sup,cx 12(2)l is bounded. Moreover, since /;HY”Z;;,}QL, and gh are bounded, the upper
bound of [|2(¢)|| exists if @ < 1/Ly. Therefore, the expression for the upper bound Z
provided in Theorem 3.3.1 is derived. |

The existence of the tracking error bound in Theorem 3.3.1 is determined by the
finite predictable changing of the state, as reflected by the bounded state-changing rate
2(¢)]l. Furthermore, the tracking error bound in Theorem 3.3.1 is influenced by the com-
putational time of GP regression. Since the predictions need to be generated at every
time instant in real-time control, the number of offline collected training data plays an
important role in computational time. However, it remains challenging to decide how
much data should be collected. Therefore, to improve the data efficiency and decrease
the computational time, we further design an online learning-based adaptive FTC strat-

egy based on the event-triggered strategy.

Remark 3.3.1. This chapter addresses the challenges of model uncertainties and un-
known actuator faults by leveraging GP-based adaptive FTC strategies. Unlike existing
results on adaptive NN techniques for model approximation [65, 104—-107], our approach
effectively handles imperfect measurements and limited data. Moreover, non-ignorable
computational delays are considered during real-time predictions, thereby enhancing

the practical applicability of GP regression compared to prior works [28-36].

3.4 Event-triggered Online Learning Strategy

This section provides the design and theoretical analysis of online learning-based adap-
tive FTC methods. Subsection 3.4.1 introduces the event-triggered model update strat-
egy, while Subsection 3.4.2 establishes two sufficient conditions to ensure the proposed

online method.

3.4.1 Event-triggered Model Update Strategy

As online data collection increases, the computational time of GP regression is affected,
and the accuracy of system modelling may degrade due to inefficient or redundant data.
To address this issue, we propose an event-triggered strategy to maintain data efficiency

during updates to the probabilistic system model, thereby improving prediction perfor-
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Figure 3.3: Mechanism of the event-triggered online learning strategy under delayed
GP predictions. This method collects training data during real-time control.

mance. The controller is designed as follows:

a(t) = g Hz(t) (@1(2) + 12(2)),

792 T
1) = — b (OYB - D@ OYB
ADIwT(O)YB|+6(2)
(8.21) o(t) = Ua(trp) = —mp(2(typ)).

Then, we introduce an event-triggered online learning strategy that ensures the
data z/¢*1! and y!*1 is incorporated into the dataset 24 at time ty,1 according to the

following condition:
(3.22) tp+1=min{ty >ty +alty) Boy(2(tr)) = Nir,d, @)},

wheret, =1,2,---. ty+1 and £y are next and latest triggering times, respectively. I(¢;,®, @)
is a trigger threshold function. To enhance understanding, we provide a figure to illus-
trate the mechanism of the event-triggered online learning strategy under delayed GP

predictions (see Figure 3.3).

Remark 3.4.1 (Zeno Behavior Excluded). Compared to [29, 36], condition (3.22) cannot
be evaluated at arbitrary times t € Ry 4+, as we also consider the computational time

required for the GP predictions. Given this, a minimal inter-event time Atfain > a(ty)>0

51



CHAPTER 3. PROBABILISTIC MODEL-BASED FAULT-TOLERANT CONTROL FOR
UNCERTAIN NONLINEAR SYSTEMS

exists due to tyy1 —ty = alty). Practically, all computations are started at discrete time
tr, such that the trigger condition has only access to z(ty), but new GP prediction mg(-)

are available earliest at t, + a(ty).

3.4.2 Stability Analysis

In this subsection, we aim to develop two theoretical conditions that ensure the event-
triggered strategy for updating the model. To proceed, we first propose a necessary

lemma as follows:

Lemma 3.4.1 (Posterior Standard Deviation Bound). For the posterior variance function
0]2\](-) defined in (2.3) and the SE function defined in (2.5), if there are N training data
points in dataset Dy, then the following inequality holds at the test input z*:

TN k(P22

NO']%

(3.23) UN(z*)<\IU,%_ 2
+02

Proof. If there exists N training data at test input z*, then according to (2.3) and (2.5),

we can obtain

o3z )=k -k (K+02IN) 'k
=05 -k (K+0.In) 'k
<0} = 1RI* dnin (K + 03 In) )

PINRYICEIIE

_ 2
Amax(K) +02
YN k(P 2%y
(3.24) <o?-P
N0f+an

where the last inequality uses the Gershgorin circle theorem and K, 4) = k& (z[p],z[‘ﬂ) <
07,p,q€{1,2,-+,N}.

Therefore, one concludes that posterior standard deviation on(-) satisfies on(2*) <

1
YN R(zP,2*)?
o2 — NT ) [}
f Noj+oy

Then, we develop the following theoretical condition:
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Theorem 3.4.1 (Event-triggered Condition). Assume that the computational time bound
a fulfills @ < 1/Ly and select & > 2(Z +i;) a+4nLyZa+ poy(z(ty)). Under Assump-
tions 2.1.1, 3.2.1-3.3.1, event-triggered threshold function (3.22) satisfies

(3.25) Nty @, @) = %[max(llw(tk)ll,d))—2(i+3;) a|-2LsZa,

where 0 y(2(t1)) indicates the upper bound of posterior standard deviation o 4(z(t;)) with

O-f’ if @¢ = ¢,
[
(3.26) 0ot =\ | T (P 2(8)?
R ., if2y#9,
f N(pO'}% +O'% ' ¢

n= %,j&* > ||z”§(t)||,‘v’t € Ro . The tracking error is bounded by & with the high

probability 1 - p.

Proof. The proof is separated into the discussion of two different cases at time £).
Firstly, we consider the case with |[w(t;¢)] > AZ + 3;)& + 417Lde + 2nﬁ0¢(z(tr(t))). In

what follows, we can have

lw@I = o)l = llw(®) — o(E@)l
> ()l = (I12(8) = 2 o)l + 1 25(8) = 25 E @)
>

(3.27) loel-2(Z +Z)) a.

Via controller (3.21) and (3.27), V(¢) can be rewritten as

(3.28) V(#) < = Amin( @ 0@®Il (0 (Er()) — 200 p(2(t 1)) +26(2),

where n = i‘;f:((gg, W(tr(r) = loE )l —2(Z + if;) a—4nL¢Za, and then the convergence

of |w(t)|| can be obtained according to the proof of Theorem 3.3.1.
If the tracking error at t,y fulfills @ < [|w(t;)] < 2(j+j¢;‘)d +4nL¢Za + 2np
o 4(2(t;(t))), then condition (3.22) is triggered since

B0 p(z(tr1) = trr), @, @),

where threshold function 9(t,¢),®, @) = %[Ilw(tm))ll —-2(Z + ij) o‘c] —2L;Za, and new
observations z[?*1 yl9*1] aye added in the training dataset. With the increase of train-

ing data, we can obtain standard deviation oy.1 < 0y [11, 43]. According to Lemma

Ny !
2 RGP 2(8 )2
3.4.1 and [29], one derives that o4 < G4, where 7 = \/02 _ Zpm MEP A

f N¢U?+U%
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Considering that there exists no training data in dataset 9, before condition (3.22)

is triggered, we obtain

gf, if@(p:@,

|
Go(2(trs) = , Zgilk(z[p],z(tr(t))Q
o2 —

. ifDp# 0.

After training data is collected and the model is updated, the convergence of ||w(¢)]|

can be derived by

(3.29) V(®) < ~Amin(@)Ilw@)| (D(trr) — 2080 p(2(E1(1)) +26(2).

Therefore, we can conclude that the proposed event-triggered strategies (3.22) and

(3.25) can guarantee the convergence of the tracking error when [|w(?)| > @. [ |

Condition (3.25) cannot guarantee arbitrarily small tracking error bounds due to the
delayed effects of model updating. Despite this limitation, triggered condition (3.25) en-
sures that smaller tracking error bounds can be achieved through more frequent model
updates. Furthermore, Theorem 3.4.1 offers an effective approach for determining the

error bound @.

Remark 3.4.2. Compared to offline learning-based control, online learning-based con-
trol offers improved fitting performance for unknown system dynamics but may incur
higher computational time due to frequent model updates. However, obtaining accurate
and efficient training data can be challenging in practical applications due to inefficient
sampling or the high cost of simulation. Therefore, this section further investigates the

event-triggered online learning method.

3.5 Numerical Simulations

This section presents numerical simulations to validate the effectiveness and competi-
tiveness of the proposed control methods in trajectory tracking, fitting unknown dynam-

ics, and compensating for unknown actuator faults.

3.5.1 Simulation Setup

We aim to validate the theoretical results and proposed control methods, namely offline

learning-based adaptive FTC (GP-AFTC) and event-triggered data-driven adaptive FTC
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(ET-DDAFTC), through two examples. Additionally, we analyze the impact of computa-
tional delay a(t) on learning-based control by considering four different cases of compu-
tational delays for each example. Furthermore, our control methods are compared with
two existing works: the NN-based finite-time adaptive FTC method (NN-FTAFTC) [65]
and the event-triggered data-driven control method (ET-DDC) [29].

To investigate the influence of the computational delay a(t¢) for tracking errors, we

suppose that a(¢) = @ and respectively select @ =0.01s,0.1s,0.5s, 1s.

Consider a pendulum system with n = 2 with control input as follows [57]:

21(8) = z2(2)

b 1
(3.30) 29(6) = =2 sin(z1(8) - —25(t) + —ul),
where unknown dynamic f(z(¢)) = —%sin(zl(t))— #zz(t) satisfies Assumption 3.2.1.

g(z(t)) = # m represents the mass of this system. / is the pendulum length. g indi-
cates gravitational acceleration. b refers to the coefficient of friction. Then, we choose
m = 0.1kg, I = 1m, b = 0.1kg * m?/s, and g = 9.8m?/s, selecting the initial state of sys-
tem (3.30) as zo = [3,2]" and denoting desired trajectory zg(t) = [24(2),24(H)]" with

z4(t) = sin(¢). Moreover, the actuator bias fault can be considered as follows:
up(t)=u(t)+Ah(t), Vt>tr,

where we assume that system (3.30) suffers from bias faults Ah(#) = 0.5cos(¢),t € [1s,7.5s)
and Ah(t) = 0.3cos(?),t € [7.5s,15s). Then, we set k1 =6 and h; = 2 for the adaptive law
and choose 6(¢) = exp(—0.3¢) for the controller. The hyperparameters are initialized as
or=1and [/ =1in SE function (2.5).

According to above-mentioned system parameters as well as selecting @ =519, and
6.3884 1.5811

solving condition (3.7), matrix Y can be obtained as Y =
1.5811 2.0202

3.5.2 Simulation Results
3.5.2.1 Offline Learning-based AFTC

Collecting training data: Assume that there aren’t any faults occurring during this
period, and we design a PD controller as ucoiect(f) = —kpw1(t) — kpwa(t) with control
gains kp =7 and kp =5 selected according to [113]. System (3.30) is initialized 3 times,

where its initial values are randomly selected from the interval [-5,5] x [-5,5] based
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(a) Profiles of the norms of tracking errors.
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Figure 3.4: Simulation results of offline learning-based adaptive FTC
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4
max

training dataset 24 . Observations of f(z(#)) are perturbed with 4(0, 0%) with o, =0.1.

on a uniform distribution, and ¢¢ .. = 4s with a sampled time step of 0.1s, resulting in a
Then, we choose =2 and apply posterior mean pse . () and variance o (-) generated
in each time instant for controller (3.8). Furthermore, different computational delays

are respectively testified.

As shown in Figure 3.4(a), ||w(¢)| increases with the rise in computational delays,
and this figure also demonstrates that the error bound @ in Theorem 3.3.1 increases
with the rise in computational delays. Although |w(#)| is influenced by computational
delays as shown in Figure 3.4(a), the error remains small subject to actuator faults
based on controller (3.8). Figure 3.4(b) illustrates the evolutions of desired trajectory
z(’;(t) and system state z(¢) with different computational delays, and system state z(¢)
generally approaches desired trajectory z:i((t) based on controller (3.8). In Figure 3.4(c),
the values of k() and A(t), respectively, converge to bounded positive values, and their
bounded values increase with the rise in computational delays. Given this, one con-
cludes that offline-based controller (3.8) ensures system (3.30) track the desired trajec-

tory under unknown system dynamics and actuator faults.

3.5.2.2 Event-triggered Data-driven AFTC

Event-triggered model updating: We select the same parameters values as those
used in Section 3.5.1: § for condition (3.22) and & based on (3.26) for error bound @ for
condition (3.25) with @ =2(Z + Z})a+4nLsZa+ po.

Then, generated posterior means and variances in each time instant are respectively
applied in controller (3.21) and event-triggered condition (3.22). Moreover, their perfor-
mance is demonstrated under different computational delays. Figure 3.5(a) shows that
|lw(#)|| remains bounded based on controller (3.21). Compared to offline learning scenar-
ios at equivalent time instants, ||w(¢)|| shown in Figure 3.5(a), is smaller for computation
times of 0.5s and 1s, but larger for computation times of 0.01s and 0.1s. The reason is
that error bound @ obtained in Theorem 3.4.1 is different from error bound @ derived
in Theorem 3.3.1 for different computation times. As shown in Figure 3.5(b), controller
(3.21) can also assist system (3.30) in tracking the desired trajectory, and one observes
that online-based controller (3.21) have a better performance than offline-based con-
troller (3.8) during the initial phase of the simulation. In Figure 3.5(c), one finds that
adaptive gains E(t) can converge lower bounded positive values than in Figure 3.4(c) but

the values of A(¢) remain similar. As depicted in Figure 3.5(d), one observes that new
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data collection mainly occurs before 12s, and the number of data collected in different
computational delays respectively is 15 in @ =0.01s, 8 in @ =0.1s, 6 in @ = 0.5s, and 5 in

a = 1s, which is less than 120 offline training data.
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Figure 3.5: Simulation results of event-triggered data-driven adaptive FTC.

Therefore, we can conclude that online learning-based adaptive fault-tolerant con-
troller (3.21) can assist system (3.30) in tracking the desired trajectory under both un-

known system dynamics and actuator faults.
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3.5.2.3 Performance Comparisons

Comparisons with [65] and [29]: We illustrate the competitiveness of proposed con-
trol strategies in this chapter through comparisons with the findings presented NN-FTAFTC
in [65] and ET-DDC in [29]. For fair comparisons, we maintain identical system parame-
ters and actuator fault values, adopt the same controller parameters used in Sections
3.5.2.1 and 3.5.2.2. Controller parameters are selected from [65] and [29], and take com-
putational delay @ = 0.01s. Moreover, some of the parameters for the NN in [65] are
chosen from [104]. Note that this section only concentrates on the comparisons of the
control performance. As shown in Figure 3.6(a), ||w(¢)|| under NN-FTAFTC has the fastest
convergence speed but has a worse convergence performance compared to other meth-
ods. Although ET-DDC is not an FTC method, it contributes to the convergence of [w(?)]|
to a small value in Figure 3.6(a), as actuator bias faults may be treated as data noise
through online data collection. As depicted in Figure 3.6(a), ||w(#)|| can be converges
to small values under ET-DDAFTC and GP-AFTC. In certain instances, ET-DDAFTC helps
|lw(t)] converge smaller values than GP-AFTC. Figure 3.6(b) shows the evolution of sys-
tem state z(¢) under different control methods and desired trajectory z(’g(t). GP-AFTC and
NN-FTAFTC have worse control performance at the beginning of the simulation. There-
fore, one concludes that ET-DDAFTC and GP-AFTC of this chapter show better control
performance than NN-FTAFTC in [65] and ET-DDC in [29].

Comparisons between online and offline learning: Although tracking error
bound @ under offline learning is lower than under online learning from theoretical
analysis, opposite phenomena may exist in the simulation. To further explore the rea-
son, we take four different types of offline collection data and show control performance

compared with online learning. We set @ = 0.01s and four different initialization times,

c

chax respectively set to 6s, 4s, 3s, and 2s.

namely 2,3,4, and 6, along with the collect time ¢
The total number of training data is fixed at 120 for each of these four collections. As de-
picted in Figure 3.6(c), tracking error w(¢) exhibits the worst convergence performance
among all methods based on offline dataset 4, and online collection can assist ||w(¢)| in
keeping smaller values at most simulation times. The differences in the tracking errors
among offline datasets 1, 2, and 3, as shown in Figure 3.6(c), are not significant. Figure
3.6(d) illustrates the evolution of system state z(¢) and desired trajectory zg(t). However,
the online collection exhibits poor tracking performance during the first 5s of the simu-
lation, while the convergence of z(¢) is comparable for offline datasets 1 and 2, as shown

in Figure 3.6(d). Offline datasets 3 and 4 demonstrate worse tracking performance, with
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offline dataset 4 performing the worst among all datasets. Based on these simulation
results, we conclude that longer collection times are beneficial for GP-AFTC, whereas in-
creasing initialization times may not provide significant advantages for offline learning.
While the event-triggered online collection achieves better tracking performance, it does

not guarantee smaller error bounds.
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Figure 3.6: Comparative results of control performance among offline and online meth-
ods, NN-FTAFTC, and ET-DDC.

Remark 3.5.1. From theoretical analysis, tracking error bounds under offline learning
are smaller than under online learning. However, opposite phenomena may occur in the

simulation. The main reason is that the direct impact of data efficiency on controllers is
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not explicitly reflected in theoretical results. Therefore, event-triggered online collection
can help controllers achieve better performance in practical applications compared to

offline training data collection.

Remark 3.5.2 (Limitation). While GP-AFTC and ET-DDAFTC methods have shown poten-
tial for addressing unknown actuator bias faults and system dynamics, they also have
several limitations. Firstly, we consider unknown dynamics in drift dynamics, but input
gain dynamics are assumed to be known. However, input gain dynamics are commonly
unknown in some cases. Additionally, we investigate the case of unknown actuator bias
faults but do not address unknown actuator gain faults. Actuator gain faults should not
be ignored. Therefore, future research should focus on more general nonlinear systems
with unknown drift and gain dynamics, exploring methods to deal with both unknown

gain and bias faults.

3.6 Conclusion

In this chapter, we have proposed two GP-based adaptive FTC methods to address ac-
tuator faults and model uncertainties. We have considered the impact of computational
delays and developed four probabilistic theoretical conditions to ensure the validity of
the proposed control methods. Finally, numerical simulations have demonstrated the

effectiveness and competitiveness of theoretical results and control strategies.
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CHAPTER

LEARNING-BASED FAULT-TOLERANT CONTROL WITH
HIGH-ORDER CONTROL BARRIER FUNCTIONS

This chapter is based on the paper titled "Learning-Based Fault-Tolerant Control with
High-Order Control Barrier Functions,” IEEE Transactions on Automation Science and

Engineering, vol. 22, pp. 14689-14698, 2025.

To deal with RQ2 and achieve RO2, this chapter proposes a novel probabilistically
fault-tolerant safe control framework that integrates GP regression, the FTC strat-
egy, and the HOCBF method. To handle inherent uncertainty, we adopt a probabilistic
method that combines CLF with HOCBF using GP regression. Building on this foun-
dation, we design a fault-tolerant GP-based CLF-HOCBF method to address unknown
actuator faults. Furthermore, we establish two theoretical criteria to ensure the proba-
bilistic safety and stability of the proposed control framework. To validate our method,
we implement it in the autonomous driving simulator CARLA, demonstrating its effec-

tiveness and competitiveness compared to existing approaches.

This chapter is structured as follows. Section 4.1 reviews related work closely asso-

ciated with the topic of this study. Section 4.2 outlines the essential background and
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preparatory material. The principal findings of this chapter are detailed in Sections 4.3
and 4.4. Section 4.5 illustrates the two proposed approaches through numerical simu-
lations. The chapter concludes with a summary provided in Section 4.6. Moreover, an

overview of the methods developed in this chapter is depicted in Figure 4.1.

Training Course Testing Course

u Yy
. CLF- Fault-
GP Regression o CBF-QP tolerant
Dy . 4.4) Condition
CLF-HOCBF-QP L*Ta Af
(4.4) Datasets ——>
Dy Hyperparameter GP-CLF-
Optimization =~ HOCBF-QP FT-GP-CLF-
(4.14) HOCBF-QP
4.21)
Data Collection Probabilistically Fault-tolerant Safe Control Framework

Figure 4.1: An overview of a probabilistically fault-tolerant safe control framework. In
this framework, GP regression is applied to model uncertain constraints, and the fault-
tolerant condition is designed to enhance the performance of systems subject to un-
known actuator bias faults.

4,1 Introduction

As a powerful theoretical tool for synthesizing controllers that guarantee the safety of
dynamical systems, the CBF method has garnered considerable attention and has been
applied in areas such as autonomous driving and bipedal walking [21]. To handle model

uncertainty, researchers have proposed various extensions, including the adaptive CBF
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method [80, 81], RL-based CBF method [84], and robust CBF method [79], among oth-
ers. As stated in [81], the authors exploited a robust-adaptive CBF method to ensure
the safety of nonlinear systems and estimated unstructured parametric uncertainties
using the dynamic regressor extension and mixing method. Lopez et al. [80] developed
a robust adaptive CBF framework and dealt with structured parametric uncertainties
based on an adaptive data-driven strategy and a set membership identification method.
In [84], the authors used RL to estimate model uncertainty and designed an RL-CLF-
CBF method to guarantee the safety of the system. By using the episodic learning frame-
work, Taylor et al. [79] investigated a learning-based CBF method to deal with model
uncertainty. Note that the above studies rely on accurate output measurements and
will be disturbed by imperfect measurements. Given this, scholars further leveraged
GP regression to fit model uncertainty [34, 37]. As stated in [34], the authors used GP
regression to establish a GP-CLF-CBF method to handle model uncertainty. Mestres et
al. [37] further explored the safety stabilization of systems and studied regularity prop-
erties of various controllers fulfilling the constraints of GP-CLF and GP-CBF. Unlike
the aforementioned methods [79-81, 84], GP regression can generate a probabilistic

method to fit model uncertainty and exhibit the robustness against measurement noise.

However, the above CBF methods are only suitable for systems with a relative de-
gree of one. To overcome this limitation, a HOCBF method has been proposed, which
can be applied to control systems with arbitrary relative degrees, extending its applica-
bility to a wide range of robotic systems. Researchers have further developed the robust
adaptive HOCBF method [114] and the GP-based HOCBF approach [25, 38] to handle
model uncertainty. As stated in [114], the authors used a concurrent learning method
to approximate structured uncertainties and proposed a robust adaptive CLF-HOCBF
quadratic programming (CLF-HOCBF-QP) method. Aali et al. [38] designed the GP-

based HOCBF approach to handle model uncertainty. In [25], the authors proposed a
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sparse GP techique for HOCBF frameworks in the presence of model uncertainty. Dif-
ferent from model uncertainty, faults pose potential threaten to systems, as their occur-
rence is random. Therefore, researchers studied FTC to handle faults [115]. To ensure
the safety of faulty systems, scholars designed a fault-tolerant safety-critical control
method [27, 116]. To mitigate the influence of actuator gain faults in safety-critical sys-
tems, Dong et al. [27] presented a fault-tolerant HOCBF method based on the robust
method. As stated in [116], the authors proposed a fault-tolerant neural CBF method
to tackle sensor faults and attacks. However, the above studies [27, 116] only consider
the case of faults. Therefore, this chapter aims to develop a GP-based CLF-HOCBF-QP
method with fault tolerance to address model uncertainty and unknown actuator bias

faults, ensuring the safety of faulty systems.

4.2 Background and Preliminaries

4.2.1 Notations and Definitions

Throughout this chapter, R denotes the set of real numbers. R* stands for the set of
positive real numbers. R” refers to n-dimensional Euclidean space, and R”*" stands for
the space of n x m real matrices. Pr{-} is probability of an event. | -| is the Euclidean

norm. |- | presents absolute value.
Consider the following nonlinear control affine system:
(4.1) x=f(x)+ g,

where x € R” and u € R™ refer to the state of the system and control input, respectively.
f(x):R* - R"” and g(x): R" — R"*™ stand for the drift dynamic and input dynamic, and
both f(x) and g(x) are locally Lipschitz continuous. In practical applications, control

input should be constrained and satisfied u € U, in which U is a compact set.

Definition 4.2.1 (CLF [21]). If there exist a differentiable continuously positive definite
function V :R" — R* and a class & : function &() such that

(4.2) inf {L;V(x)+LgV@®@u-{(V@)} <O,

for all x € 9, then function V is said to be CLF on set 9.
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4.2.2 High-Order CBFs

Above Definition 2.3.4 can provide a safety guarantee for system (4.1) based on a func-
tion A. Note that the feasibility and efficiency of this definition depends on L sA(x)u # 0.
However, as stated in [94], the control input u does not appear due to L sh(x)u = 0 as de-
fined by (2.16). To address this issue, this section further introduces HOCBFs. Assume

that a function A satisfies Definition 2.4.2, one derives

Definition 4.2.2 (HOCBF [94, 117]). Define a sequence of functions Pi(x) satisfying
Bo®) = h(x), Bi(®) = fi-1(®) + a;i(Bi-1(¥)),i € {1,---,r =1}, and fr(x,u) = fr_1(x,u) + a,
(Br-1(x)), where a;(-) is a sequence of class A functions. Let <f; be a sequence of sets de-
fined as <f; = {x € R" : B;i_1(x) > 0}. Then, the function h :R" — R is said to be a candidate
HOCBEF of relative degree r for system (4.1) on an open set <f satisfying N_ i< o, if
there exists a sequence of functions a;(-) and function h has relative degree r on some

nonempty X < o such that

(4.3) sup{L¢Br-1(®)+ Lgfr_1(x)u + ar(ﬁr_l(x))}J >0,Vx € o,

ucUs

ﬁr(;'yu)

where L fr-1(x) = L} k() + XiZ1 Li(ar—; 0 fr—i—1)(®) and Lgfr—1(x) = LgL} h(x).

To design a safe controller for system (4.1), the constraints of CLF and HOCBF are

integrated into a QP problem as follows:

CLF-HOCBF-QP:

(4.4a) u* =arg min 1uTHu +FTu,
ueU,6€R 2
(4.4b) st. LyV(x)+LgV(x)u+{(V(x)) <9,
(4.4¢) LBr-1(®)+Lgfr-1(0)u + a,(f,-1(x)) > 0,

where H and F indicate weighting matrices with appropriate dimension; the vector
u=[u',5]" contains the control input = and slack variable §; the variable § is exploited
to relax the CLF constraint, aiming to provide preference to safety over stability under

the presence of conflict.
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4.3 Probabilistic CLF-HOCBF-QP

This section focuses on the design and theoretical analysis of a probabilistically safe

control method.

4.3.1 Problem Formulation

In this chapter, we refer to system (4.1) as the normal model and consider the following

nonlinear control affine system with unknown dynamics as the true system:
(4.5) x=fx)+Af(x)+ g,

where Af(x) € R"” represents the unknown modelling error. System state x and system

dynamics f,g. Control input u have the same definitions in system (4.1).

Assumption 4.3.1 (Model Uncertainty [114]). Assume that the unknown modelling er-
ror Af(x) is structured and there exists a set X' o such that LAfL?h(x) =0,V1<j<
r—1land LasL} 'h(x) #0 hold for all x € X'.

Based on Assumption 4.3.1, the r-th derivatives of & and the derivatives of V for

system (4.5) can be expressed as follows:

V(x, u)=L;V(x)+LasV(x)+LgV(x)u,
(4.6)  A"(x,u) =L}h(w)+ LapL ' h(x) + L L A(x)u + S (A(x)) + ar(Br-1(®),

where S(h(x)) = X721 Li(ar—; 0 fr—i-1)(®).

Remark 4.3.1 (Limitations). The above assumption requires that the model uncertainty
in system (4.5) will appear with control input in r-th order derivatives of h, thus avoiding
the analytical difficulties associated with formulating affine constraints on w. Addition-
ally, some physical systems fulfil with this assumption, such as Lagrangian mechanical
systems. Considering that this chapter mainly studies how to guarantee the safety of a
faulty system with model uncertainty, we preliminarily explore the case of the drift uncer-
tainty with this assumption. Interested readers are referred to [25, 38] for more general
cases on GP-based HOCBF conditions.

The nominal system of their values are given by

V(w,u) =LV (x)+LgV(®u.
4.7) h' (,u) =L h(x) + L L h(@)u + S (h(x) + a, (-1 (x)),
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We define functions AV (x) and Ah”(x) to represent errors between (4.6) and (4.7) as

follows:

AV (x) = V(x,u)—Vix,u), Ah (x) = " (x,u) - 1/ (x, ).

Note that uncertainty Ah"(x) and AV (x) are scalar values. This approach is more
effective than directly learning vector-valued unknown dynamics. For true system (4.5),

optimization problem (4.4a) can be rewritten as follows:

1
(4.8a) u*=arg min —u' Hu+Fu,
uclU,5eR 2
(4.8b) s.t. V(x, u)+AVx)+&E(V(x)) <0,
(4.8¢) h"(x,u)+AR"(x) > 0.

4.3.2 Design of the GP-CLF-HOCBF Method

To fit AV (x) and Ah"(x) using GP regression, we make the following assumption, which

is commonly used in estimation.

Assumption 4.3.2 (Measurable Variables [35]). It is assumed that the system state x is
fully observable, and that V (x), h”~1(x), the first derivative of V (x,w), and r-th derivative

of h(x,u) can be computed and estimated.

Based on Assumption 4.3.2, we can approximately measure AV (x) and Ah"(x) by
collecting trajectories from true system (4.5), resulting in the following measurements
[34]:

-~ Vx@t+AD)) - V()
AV;= A

ATt + A8) — AT ((2))
B At

- V(x]7 u])7

(4.9) AR —hl(xj,u;),

where j=1,2,--- N is the index of collected data. The state x; = (x(¢ + At) + x(¢))/2 rep-
resents the mean of the state during [¢,¢ + A¢) and u; indicates the control input in the
same interval. At refers to the sampling interval. AV and AA” denote the approximate

measurements.

Considering the influences of the approximation errors and measurement noise, we
assume availability of the measurements yJAV = AVJ- +d]4V and yJNLr = Aﬁ;. +dJN‘r, where

dJAV ~ (0,03,,1) and d?hr ~ (O, 0% n) stand for the approximation errors and measurement
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N
noises. Then, we respectively define datasets for AV(x) and Ah"(x) as Dy = {x i yJAV} -
J:
Y
D r :{ ', Ah } .
and Dpr =1%;,5; i1
Remark 4.3.2. For practical applications, we collect only the system state x(t) using a
sensor at each sampling time. The terms AVJ and Afz;. are computed by the computation
module. Since approximation errors and measurement noise exist, we assume that the

measurements are given by yJAV = AVj + d]AV and yJMr = Aﬁ; + dJN‘r.

Based on Assumptions 2.1.1, 4.3.1, and 4.3.2, the posterior means and variances of
the uncertain terms AV (x) and Ah"(x) are denoted by my(x), oy (x), and mj-(x), opr(x),
respectively, and are obtained using the datasets Dy and Dj-. Furthermore, the SE

function defined in (2.5) is employed in this chapter.
Then, the definition of GP-CLF is shown as follows:

Definition 4.3.1 (GP-CLF [34]). For a valid CLF as defined in Definition 4.2.1, and
under Assumptions 2.1.1 and 4.3.2, as well as Lemma 2.1.1, the function V is said to be
GP-CLF on the set 9 for system (4.5) if there exists a class & function &(-) such that

(4.10) sup {LfV(x) +LgV(x)u+myx)+yoy(x)+ é(V(x))} <6,Vxew

uecl

with the high probability 1—p, where my(x) and oy (x) are posterior mean and standard
deviation of AV (x).

Inspired by [34], the following theorem can be obtained:

Theorem 4.3.1 (GP-HOCBF). Provided Assumptions 2.1.1, 4.3.1, and 4.3.2 hold and
based on Lemma 2.1.1, for a valid HOCBF defined in Definition 4.2.2, a function h is
said to be GP-HOCBEF for system (4.5) if there exist a set of class X functions a,(-) such
that

(4.11) sup {L’}}h(x) +LgL;_1h(x)u +S(h(x)+mpr(x)— u/ahr(x)} > —a,(fr-1(x)),Vx e X

ucl

with the high probability 1— p, where my-(x) and opr(x) represent posterior mean and
standard deviation of Ah”(x).

Proof. Based on Assumption 2.1.1 and Lemma 2.1.1, each of the following inequalities

aN
holds with a probability of at least 1 —p for a given dataset Dy = {xj, yJNl } ) and
]:
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Vxeof:
|mhr(x) - Ahr(x)| <yopr(x),
then we can derive that
—yopr(x) < mpyr(x) — AR (x) < popr(x)
mpr(x) —popr(x) < AR"(x) < mpr(x) + yopr(x).
According to (4.4c), we can derive that
(4.12) h'(x,u) = h' (x,u) + AR (x).

Since AAR"(x) is unknown, if we have A" (x,u) + Ah"(x) > 0, then function £ is a valid
HOCBEF for true system (4.5).

When (4.11) is satisfied, there is

(4.13) sup {A” (%, u) + mpr(x) — pop-(x)} > 0.
ucl
Therefore, one obtains that A is a valid GP-HOCBF for true system (4.5). [ |

Incorporating (4.10) and (4.11) into the optimization problem (4.8a), a novel GP-
based CLF-HOCBF-QP can be derived as

GP-CLF-HOCBF-QP:

(4.14a) u* =arg min 1uTHu +FTu,

uclU,6eR 2
(4.14b) s.t. Vix,u) + my(x)+ yoy(x)+E(V(x)) <0,
(4.14¢) h'(x,u)+mpr(x)—popr(x) >0,

Note that proposed GP-CLF-HOCBF-QP (4.14) does not require knowledge of the

dynamics of true system (4.5) since uncertainty are fitted using GP regression.

4.4 Probabilistically Fault-Tolerant Safe Control

This section proposes a probabilistically fault-tolerant safe control strategy and estab-

lishes its theoretical conditions.
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4.4.1 Modelling of Faults

This chapter investigates unknown actuator bias faults that are induced by the compo-
nent torn-and-worn factors [61]. These faults can lead to decreased control performance

and pose a threat to system safety, as detailed below:
(4.15) urp=u*+Aup, Vt>tp,

where Aur € R™ is an unknown time-varying actuator bias fault; 0 < tr € R indicates an

unknown time-instant of fault occurrence; the control input u =ur if ¢ > tp.

Incorporating (4.15) into (4.5), we can derive that
(4.16) x=f@)+Af(x)+gx)u™ +Aup),if t > tF.

Assumption 4.4.1 (Fault Bound [118]). Actuator bias fault Aup is unknown time-
varying but bounded function which fufills |Aur| < Au?‘"X with 0 < Au?aX < +oo. Pa-

rameter Au?‘“"X is a known constant.

Remark 4.4.1. Unlike general control methods, FTC aims to maintain the performance
of faulty systems at an acceptable level. However, FTC methods do not strictly guaran-
tee safety. Therefore, ensuring the safety of faulty systems before they are handled by a
safety engineer is crucial. To address this issue, this chapter proposes a fault-tolerant
GP-HOCBF approach to enhance safety.

4.4.2 Theoretical Analysis and Strategy Design
This subsection establishes two sufficient conditions for probabilistic fault-tolerant con-

straints as follows:

Theorem 4.4.1 (Fault-tolerant GP-CLF). According to Definition 4.3.1 and Assumption
4.4.1, the function V is said to be fault-tolerant GP-CLF if the following inequality holds:

(4.17)  sup{L;V(x)+LV(®)u+my(x)+ypoyx)+&(Vx)} <6- L V(@) |Aup™,

ucl
for all x € 9 with the high probability 1 —p.
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Proof. Calculate the Lie derivative of V(x) along system (4.16), we can derive that

V()= LV(x)+LafV(x)+LgV(x)u +LgV(x)Aup
S LiVx)+my(x)+yoy(x)+LgV(x)u+LgV(x)Aup
S LV +my(®)+yoyx) +LV(x)u + |LgV(x)|| Aup™
<

(4.18) -5(V(x)+96,

for all x € 2 with the high probability 1 —p. [ |

Theorem 4.4.2 (Fault-tolerant GP-HOCBF). Based on Theorem 4.3.1 and Assumption
4.4.1, the function h is said to be fault-tolerant GP-HOCBF (FT-GP-HOCBF) for system
(4.16) if there exist a set of class A functions a;(-) such that

sup {L;h(x) + LgL?_lh(x)u +S(h(x)) +mpr(x) - wahr(x)}

uecl

(4.19) > = ap(Br1() + | Loy hw) | A,

for all x € X with the high probability 1 - p.

Proof. The Lie derivative of ,_1(x) along the vector field of system (4.16) is
,Br_l(x) = Lfﬁr_l(x) +LAf,B,_1(x) +Lgﬁr_1(x)u +Lg,6r_1(x)Aup
= L h(®)+S(h(x) + LasL} " h(x) + LL} ' h(x)u + L L} h(x)Aur
> L;h(x) + S(h(x)) + mpr (%) — wour (%) + L L h(x)u + L gL (@) Aup
> Lih() + S(h) + mpr (@) = yopr (@) + LaLy  h@u - |LL}  hix)| Aup™
(4.20) > —a,(B_1(x),

for all x € X with the high probability 1 - p. [ |

Combining (4.17) and (4.19) into the optimization problem (4.8a), an FT-GP-CLF-
HOCBF-QP can be obtained as follows:

FT-GP-CLF-HOCBF-QP:

1
(4.21a) u* =arg min —u'Hu +FTu,
ueU,6€R 2
(4.21Db) s.t. (4.17) and (4.19)
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Equation (4.21) will be implemented when system actuator bias faults are detected
by fault detection modules. To mitigate the influence of faulty data, no new data will
be received after the fault occurrence. This chapter primarily focuses on the design of

fault-tolerant safety-critical control methods rather than fault diagnosis techniques.

Remark 4.4.2. Since the design of the HOCBF method heavily relies on an accurate
system model, the model uncertainty and unknown system faults may influence the effec-
tiveness of the HOCBE, reducing its reliability. Given this, we develop a novel safe control
method that integrates the HOCBF method and GP regression into the FTC framework.

4.4.3 Probabilistically Fault-Tolerant Safe Control Algorithm

To clarify the proposed FT-GP-CLF-HOCBF method, we develop a probabilistically fault-
tolerant safe control algorithm, presented in Algorithm 4.1. The safe control input u*

is utilized to mitigate the impact of actuator bias faults after fault detection.

Algorithm 4.1: Probabilistically Fault-Tolerant Safe Control

Data: ¥ = {X,Y} sampled from a training course;
Input: Observation x, parameter v, and optimal hyperparameters L*,o

Af?
Output:Control input u;
1 while the system is operational do
2 Receive observation x;
3 Compute posterior means my(x), mjr(x) and standard deviations
oy (x), 0 (x);
4 Compute the stability constraint terms: V(x), LV (x),L ¢V (x), and the safety
constraint terms: f,_1(x), L;h(x),S(h(x)),LgL;'lh(x);
if a fault has been detected then
‘ Compute (4.21) to obtain safe control input u*;
else
t Compute (4.14) to obtain safe control input u*;

® N e O

Remark 4.4.3. This chapter proposes an FT-GP-CLF-HOCBF method to deal with model
uncertainty and unknown actuator bias faults. Compared to existing works on fault diag-
nosis [119] and FTC [6, 120-122], the proposed control framework is designed to handle
both model uncertainty and faults while ensuring system safety. Furthermore, we extend
the study of the HOCBF method [25, 38, 114] to incorporate fault tolerance, thereby en-

hancing their practical applicability in safety-critical systems.
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4.5 Numerical Example

In this section, we validate the GP-CLF-HOCBF and FT-GP-CLF-HOCBF methods within
the autonomous driving simulator CARLA [123]. We aim to develop learning-based
fault-tolerant HOCBF methods that ensure a faulty vehicle with model uncertainty
maintaining a safe distance from its preceding vehicle until it can be handled by a
safety engineer. To evaluate the competitiveness of the FT-GP-CLF-HOCBF method, we
compare it to existing work on HOCBF methods.

4.5.1 Experiment Setup

We implement GP regression using scikit-learn [124], and the QP is based on the solver
for convex optimization in [125]. Then, we consider a scenario where an ego vehicle
is required to maintain a safe distance from its preceding vehicle, namely, ACC with
collision avoidance. We define the state variable is x = [v,d]" € R2, and the vector u =
[u,8]" € R2, where v refers to the velocity of the ego vehicle and d is the distance between
the preceding vehicle and the ego vehicle. The variable u indicates the control input of
the ego vehicle and parameter 6 stands for a slack variable. The ACC model can be
represented as follows [94]:

_Fr
m

U 1
4.22 = m ,
( ) [ J ] + 0 u

Uo—V

where m stands for the mass of the ego vehicle and its rolling resistance can be repre-
sented as Fr = fo + f1v + fov2. We set m = 1650, fo = 2,f1 = 5, and f2 = 3. Note that the
steering and throttle commands of the preceding vehicle and steering command of the
ego vehicle are calculated based on the standard kinematic bicycle model and PID con-
trollers [86]. The control input of the ego vehicle is determined by solving QP problem,

and this control input is then converted into the throttle command.

In this experiment, the control target is to reach the desired speed vy = 18m/s while
maintaining a safe distance 10m with respect to the preceding vehicle. According to
these, we design a CLF as V(x) = (v —v4)? and a CBF as A(x) = d — 10 that has relative
degree two (i.e., r = 2). We set the initial state a9 = [0,31.14]", weighted matrices H =
diag[%ﬂ] and F = ['21;’,0].

m

Considering that the effects of model uncertainty Af(x), the state x is converted into

& =[v-2,d]". According to measurements yJAV and y]NLr, we aim to learn AV (x) and
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Ah"(x) by using GP regression, optimizing the kernels’ hyperparameters for improved

fitting performance.

Remark 4.5.1 (Feasibility and Safety Considerations [126]). The proposed @QP-based
controller may still encounter feasibility and safety issues in extreme test cases. For in-
stance, if the initial distance between the leading vehicle and the ego vehicle is small
while the desired speed is high, maintaining safety could be challenging. However, the
ego vehicle can always decelerate safely to zero velocity, as the maximum braking force is

constrained by u < Umax. This results in the following hybrid braking controller:

u*, if u* exists,
v , .
u=A4 - umaxﬂ, if u* does not exist,and |v| #O0,
v
0, if u™* does not exist,and |v| = 0.

4.5.2 Experiment Results

Building on the simulation cases from [94], we consider three types of class £ functions
(linear, quadratic, and square root functions) as defined in Definition 4.2.2 to construct
a HOCBF with r = 2 for the safety constraint as follows:

Form 1: Both «; and a5 are linear:

B1(x) = A(x) + a1(h(x))
(4.23) Ba(x) = B1(x) + az(B1(x)).

Form 2: Both a1 and as are quadratic:

B1(x) = A(x) + (a1(h(x)))?
(4.24) Ba(x) = B1(x) + (az(B1(x)))2.

Form 3: Both a; and as are square root:

B1(x) = A(x) + /a1 (h(x))
(4.25) Ba(x) = f1(x) + / aa(f1(x)).

We validate our proposed methods using three types of class £ functions.
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4.5.2.1 GP-CLF-HOCBF Method for Forms 1, 2, and 3

In this case, we firstly discuss system (4.22) with the model uncertainty Af(x) but with-
out unknown actuator bias faults Aug. To collect the necessary data, we begin by run-
ning the CLF-HOCBF-QP (4.4) until the system violates the safety constraints. We gather
training data from a desired trajectory in “Town 04’ of CARLA and demonstrate the test

results on another desired trajectory within the same map, as shown in Figure 4.2.

(a) Training course. (b) Test course.

Figure 4.2: Simulation environment in CARLA. The vehicles track the desired trajecto-
ries on different courses. Left: The training course was generated data to train. Right:
An unknown test course is tested. Red vehicle is the ego vehicle and blue vehicle is the
preceding vehicle.

Then, we select ¢ = 1.2 and apply the posterior means mj-(x) and my(x) and the
standard deviations o,-(x) and oy(x) generated in each time instant for constraints
(4.14c¢) and (4.14b). The noise for yJAV and yJAhr is set as d?V(x) =(0,0.05) and d?hr(x) =
(0,0.05), respectively.

As shown in Figure 4.3(a), the velocity curves of the ego vehicle under three types of
class £ functions converge to the desired speed for ¢ > 2.5s. After 5s, the velocity curves
converge to the velocity of the leading vehicle under three types of class £ functions.
With the help of GP regression, all distance curves remain greater than 10m. After 4s,
the curve of quadratic form (4.24) decreases more rapidly toward safe distance 10m
from the leading vehicle than linear and square root forms ((4.23) and (4.25)). Addition-
ally, that square root form (4.25) is conservative. In Figure 4.3(b), we can observe that

the values of Bo(x) and fB;1(x) are larger than 0. Compared to linear and square root
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forms ((4.23) and (4.25)), the curve of quadratic form (4.24) decreases more rapidly and
approaches 0.1 more closely after 6s. Given this, one concludes that GP-CLF-HOCBF-QP
(4.14) under quadratic form (4.24) more effectively enables system (4.22) to reach de-

sired speed and maintain a safe distance under the case of the model uncertainty Af(x).

Velocity Bo(x)
¢ N ey gy PEU R Py Ry 20 A Linear
15 A Quadratic
m/sio{/f ___ |; —= : _
Linear Leader Vehicle 104 Sqrt
5 Quadratic  —:- Desired Velocity 5
— Sqrt
0 I I I [ [ I I 0'--_-7----'-----‘-__-' ----------------
Distance X
10.0 Br(x)
301 —— Linear 75 —— Linear
251 Quadratic ’ Quadratic
m ool — Sqrt 5.01 — Sqrt
154 --- Safe Distance 2.5 1 _—
10— = — | 0.0 e e ———————————
0 2 4 6 8 10 12 14 0 2 4 6 8 10 12 14
t(s) t(s)
(a) Profiles of the system state. (b) Profiles of CBF's.

Figure 4.3: Simulation results of the GP-CLF-HOCBF Method for Forms 1, 2, and 3
(linear, quadratic, and square root class £ functions, respectively).

4.5.2.2 FT-GP-CLF-HOCBF Method for Forms 1, 2, and 3

In this case, we consider system (4.22) with the model uncertainty Af(x) and the un-
known actuator bias fault Augr. We choose tg = 0.25s, Aug = |sin(¢)|, and Au?ax =1.The
actuator bias fault will influences the throttle command of the ego vehicle and threatens
the safety of ego vehicle. Furthermore, we select the same parameters in Section 4.5.2.1,

and unknown actuator bias fault only occur in the test course.

As shown in Figure 4.4(a), the velocity curves of the ego vehicle under three types
of class £ functions are greater than leader’s curve when ¢ > tr, and the results show
that actuator bias faults influence the ego vehicle’s velocity. However, the distance curve
of square root form (4.25) remains above 15m, which is more conservative. The distance
curves of linear and quadratic forms ((4.23) and (4.24)) are close to 10m. Compared to
square root form (4.25), linear and quadratic forms ((4.23) and (4.24)) more effectively
enables ego vehicle to reach the desired speed and maintains a safe distance with its
preceding vehicle. In Figure 4.4(b), one observes that the values of fo(x) and 1(x) under

the linear and quadratic forms ((4.23) and (4.24)) remain close to but strictly greater
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than 0. Therefore, we can conclude that FT-GP-CLF-HOCBF-QP (4.21) under constraints
(4.17) and (4.19) can assist system (4.22) in achieving control objectives under model
uncertainty and unknown actuator bias faults, and three types of class £ functions
affect the performance of FT-GP-CLF-HOCBF-QP (4.21).

Velocity Bo(x)
201 —— Linear — Sqrt
151 Quadratic
m/s1o —— Linear -==- Leader Vehicle
5 Quadratic —-- Desired Velocity
— Sqrt Fault Occurrence
0..
Distance X
100 B1(x)
301 —— Linear —— Sqrt 75 —— Linear — Sqrt
251 Quadratic --- Safe Distance ' Quadratic

(a) Profiles of the system state.

(b) Profiles of CBF.

Figure 4.4: Simulation results of the FT-GP-CLF-HOCBF Method for Forms 1, 2, and 3
(linear, quadratic, and square root class £ functions, respectively).

4.5.2.3 Performance Comparisons

We illustrate the competitiveness of the proposed FT-GP-CLF-HOCBF in this chapter
through comparisons with findings presented GP-HOCBF in [38]. Note that this case only

focuses on the comparisons of the safety performance under the linear class £ function.

As shown in Figure 4.5(a), the values of fy(x) and f1(x) are greater than 0 based on
FT-GP-CLF-HOCBF. However, under the GP-HOCBF in [38], Bo(x) and B1(x) exhibit several
negative values, indicating that the safety of the system cannot be guaranteed in the
presence of unknown actuator bias faults. It is worth noting that, despite these nega-
tive values, part of Bo(x) and B1(x) values remain non-negative when using GP-HOCBF.
Therefore, we further select smaller values of actuator bias faults Aug = 0.5|sin(#)| to
investigate the robustness of GP regression. In Figure 4.5(b), the results show that
the values of fo(x) and B1(x) are both greater than 0 on the basis of FT-GP-CLF-HOCBF
and GP-HOCBF. Given this, one concludes that our method provides better safety per-
formance compared to GP-HOCBF in [38] when system experiences larger actuator bias

faults, while GP-HOCBF remains robustness against smaller actuator bias faults.
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Bo(x) Bo(x)
4 —— FT-GP-CLF-HOCBF | 41 —— FT-GP-CLF-HOCBF
GP-HOCBF GP-HOCBF
2 2
e L S T T S
B1(x) B1(x)
44 —— FT-GP-CLF-HOCBF 4 - —— FT-GP-CLF-HOCBF
GP-HOCBF GP-HOCBF
%] ,\/\m ? 1\/\_/\/\_,
R e e e Tttt g R e e e
0 2 4 6 8 10 12 14 0 2 4 6 8 10 12 14
t(s) t(s)
(a) Actuator bias fault case: Aug = |sin(¢)]. (b) Actuator bias fault case: Aug = 0.5|sin(¢)|.

Figure 4.5: Comparison results of FT-GP-CLF-HOCBF and GP-HOCBF under two different
actuator bias faults.

4.6 Conclusion

In this chapter, we have proposed a fault-tolerant GP-based CLF-HOCBF method to ad-
dress the issues of model uncertainty and unknown actuator bias faults. We have devel-
oped three sufficient conditions to guarantee our proposed methods. Finally, numerical
simulations within the autonomous driving simulator CARLA have demonstrated the

effectiveness and competitiveness of our theoretical results and control strategy.

There are some limitations in the proposed method that will be addressed in future
work. In the current model-based learning framework, only uncertainty in the drift term
is considered, while the input dynamics are assumed to be fully known, which may not
reflect many real-world systems. Moreover, the method focuses exclusively on unknown
actuator bias faults, without taking into account unknown actuator gain faults that
are also critical in practice. Lastly, improving the regression accuracy of the Gaussian

process model remains an important direction for future investigation.
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CHAPTER

SAFE LEARNING FOR ADAPTIVE FAULT-TOLERANT
CONTROL WITH PROBABILISTIC CONTROL BARRIER
FUNCTION

This chapter is based on the paper titled "Safe Learning for Adaptive Fault-Tolerant
Control with Probabilistic Control Barrier Functions,” IEEE Transactions on Automa-

tion Science and Engineering, Under Review.

To deal with RQ3 and achieve RO3, this chapter proposes probabilistically and adap-
tively safe control frameworks that integrate GPs and online fault estimation into the
CBF method, further extending this approach to systems with high relative degrees. To
handle model uncertainty, we develop GP-based CBF and HOCBF constraints to ensure
the probabilistic safety. In addition, we design an adaptive fault estimator to estimate
unknown actuator gain faults. Finally, the proposed methods are validated on an ACC
system and a mobile robotic system, demonstrating their effectiveness and superiority

in ensuring safety, compared to existing methods.

The structure of this chapter is arranged as follows. Section 5.1 presents a review

of related work pertinent to this study. Section 5.2 introduces the essential background
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and preliminary concepts. The central results are provided in Sections 5.3 and 5.4. Nu-
merical examples illustrating the two proposed approaches are given in Section 5.5. The
chapter concludes with a summary in Section 5.6. Furthermore, the overall framework

of the methods introduced in this chapter is shown in Figure 5.1.

Vs Y

: AFT-GP-CBF-SOCP |, |

1 Controller (5.21) ! Ugafe

' > GP-CBF (5.6) ;
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1 T . !
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Figure 5.1: An overview of the probabilistically and adaptively safe control framework.
According to the structure of L zh(x), the controller switches between CBF and HOCBF
constraints. Uncertain terms are modelled using GP regression. Actuator gain faults
are estimated based on a fault estimator after the occurrence of faults.

5.1 Introduction

Modern control systems are becoming increasingly complex, integrating more compo-
nents that make them potentially more vulnerable to unexpected faults, such as ac-
tuator faults. To address these challenges, FTC has been developed to maintain the
functionality of faulty systems [115]. Building on this foundation, researchers have ex-
tended FTC to adaptive FTC [127], learning-based FTC [74], and so on. However, exist-
ing FTC methods cannot strictly guarantee safety for faulty systems, posing potentially
safe risks in practical applications. Therefore, safe control methods have been developed,

including RL [20], MPC [128], and CBF [18]. Given this, researchers have explored the
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fault-tolerant RL approach [105], the fault-tolerant MPC approach [129], and the fault-
tolerant CBF approach [26]. However, the RL-based FTC method in [105] addressed
the issues of actuator gain faults but did not guarantee safety. Xu et al. [129] designed
an adaptive estimator to estimate actuator faults and focused only on the stability of
closed-loop systems by using the fault-tolerant MPC method. As stated in [26], Hilten
proposed the changed fault-tolerant CBF method, but its effectiveness was constrained
by the fixed boundaries of the control input. This chapter aims to study adaptive fault-
tolerant safety-critical control to tackle unknown actuator faults and model uncertainty,

guaranteeing the safety of systems.

In practical control tasks, the effectiveness of CBF methods heavily relies on accu-
rate system models, which may not always be available due to model uncertainty [130].
Therefore, researchers have investigated robust CBF [77], robust adaptive CBF [80, 81],
and RL-based CBF [84]. However, the robust CBF method in [77] was conservative. The
adaptive law designed in [80] may exhibit a slow response due to inappropriate selection
of adaptive parameters and was limited by the structure of model uncertainty. As stated
in [81, 84], the proposed learning-based methods depended on accurate output measure-
ments and might lose their effectiveness in the presence of observation noise. To deal
with the above issues, GP regression has emerged as a promising solution, providing
a probabilistic framework to model uncertainty [11]. Recent studies have explored GP-
based CBF [34]. Fernando et al. [34] established the probabilistic CLF-CBF method to
deal with model uncertainty and ensure the stability and safety of systems. However,

the above methods struggle to address both model uncertainty and actuator faults.

Note that the above CBF methods are only suitable for systems with a relative de-
gree of one. To overcome this limitation, the HOCBF has been proposed, which can
be applied to control systems with arbitrary relative degrees, extending its applicabil-

ity to a wide range of robotic systems. Researchers have considered the fault-tolerant
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HOCBF method [27] to deal with the system faults and studied robust adaptive HOCBF
[114] and GP-based HOCBF [25] methods to tackle model uncertainty. Dong et al. [27]
proposed a robust fault-tolerant HOCBF method, which is conservative and may even
become unsafe in worst-case fault scenarios. The methods proposed in [25, 114] only
addressed model uncertainty and might fail to ensure safety when systems encounter
unknown actuator faults. Although very few authors [131] presented a fault-tolerant
safe control framework that integrates GP regression and HOCBF's into the FTC frame-
work to ensure probabilistic stability and safety, this method still struggles to address
unknown actuator gain faults. To address these challenges, this chapter proposes GP-
based CBF and HOCBF methods with the adaptive FTC technique to handle model

uncertainty and actuator faults, ensuring the probabilistic safety.

5.2 Preliminaries

5.2.1 Notations and Definition

Let R be the set of real numbers. R* stands for the set of positive real numbers. R” refers
to n—dimensional Euclidean space, and R”*™ stands for the space of n x m real matrices.
Pr{-} is probability of an event. | - || is the Euclidean norm. |-| presents absolute value. U

stands for a control constraint set.

Consider the following nonlinear control-affine systems:
(5.1) x=fx)+gu,

where x e R” and w = [u1,us, - ,um]' € U< R™ indicate the system state and the control
input. The drift dynamics f : R" — R” and the input dynamics g : R — R**™ are known

and local Lipschitz function in x.

5.2.2 High-Order CBFs

Although CBF method in (2.16) can ensure the safety of a system, it loses effective-

ness when L h(x) = 0 in some practical applications. To address this issue, the HOCBF
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method is proposed [22]. Before presenting this approach, we first assume the function
h fulfilling Definition 2.4.2.

Definition 5.2.1 (HOCBF [22]). Define a set of functions B;(x) = Bi_1(x)+a;(B;_1(x)),i €
{1,---,r—1} with Bo(x) = h(x) and a class of sets A; = {x e R" : B;(x) > 0}. If there exist a
set of class A functions a;(-) such that

(5.2) sup{L¢Br-1(x)+Lgfr—1(x)u + ar(ﬁr—l(x))k =0,

uclU~

ﬁr(x,u;;hr(x,u)

then function h : R* — R is said to be a candidate HOCBF of the relative degree r for
system (5.1), holding for all x € A, where Lyf,_1(x) = L;h(x) + Zf;i[L?(ar_i o Br-i—1)(x)
and Lgfr-1(x) = LgL ' h(x).

5.3 Probabilistic Safety Constraints

In this sections, we establish probabilistic CBF and HOCBF constraints and develop

two theoretical conditions.

5.3.1 Problem Statement

This chapter focuses on nonlinear control-affine systems with model uncertainty, result-

ing in the following definition:
(5.3) x=fx)+Af(x)+gx)u,

where Af(x) : R” — R” represents the model uncertainty. x, f(x), g(x), and u are defined
asin (5.1).

Assumption 5.3.1 (Model Uncertainty [114]). Assume that the unknown modelling er-
ror Af(x) is structured and there exists a set A' € A such that LAijch(x) =0,V1i<j<
r—landL A,eL;—lh(x) #0 hold for all x € A,

5.3.2 Probabilistic CBFs

Based on system (5.3), the derivatives of the CBF can be derived as follows:

(5.4) i;(x, u)=Lh(x)+Laph(x)+ Lgh(x)u + a(h(x)).
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Denote Ah(x) = fz(x,u) — h(x,u) as error of CBF between nominal system (5.1) and
true system (5.3). Inspired by [34], we collect trajectories from true system to fit Ah(x)

by using GP regression with the following measurement:

(Ax(t + At)) - h(x(2)))
At

(5.5) y;'l = —fz(xj,uj)+dj,

where j=1,2,...,N is the index of collected data. The state x; = (x(¢ + At) +x(¢))/2 is the
mean of the state during [¢,t+A¢) and u; indicates control input in the same interval. At

refers to the sampling interval. d; ~ (0, 0}21 n) stands for the white measurement noises.

The SE function defined in (2.5) is used in this chapter. Under Assumptions 2.1.1,
4.3.1, and 4.3.2, the posterior mean and variance of the uncertain term Ah(.xzr\)] are de-
noted by mj(x) and o,(x) and are obtained using the dataset Dy = {xj, y;’} X This

J:

leads to the following lemma:

Lemma 5.3.1 (GP-CBF [34]). According to Lemma 2.1.1 and Assumption 2.1.1, for a
valid CBF defined in (2.16), if there exists an extended class A function a such that

(5.6) sup{L ph(x) + L gh(x)u + mj (&) — o, (x)} > —a(h(x)),

ucU

then the function h(x) is said to be GP-CBF for system (5.3) for all x € A with high
probability 1 - p.

5.3.3 Probabilistic High-Order CBFs

Accordingly, if system (5.3) satisfies Assumption 2.1.1, we can obtain the following the
r-th derivatives of the HOCBF"

5.7 A(w,u)=L;h()+LarL} h(@)+ LgL} ' h(@)u + S(h(x) + a,(Br-1()),

where S(h(x)) = Zg;%L;(ar_i o fBr_i—1)(x).

Define Ah"(x) = A" (x,u) — h"(x,u) as error of HOCBF between nominal system (5.1)

and true system (5.3). Then, one gets the following measurement for GP regression:
5.8) ¥ = (A" w(t+ A - AT x@)) /At - B (wjw)+d?, dY ~ (0,07, )

I N
with collection training dataset Djr = {x i yj.l } "
J:

Based on Assumptions 2.1.1, 4.3.1, and 4.3.2, the posterior means and variances of

the uncertain terms AV (x) and Ah"(x) are denoted by my(x), oy(x), and my-(x), opr(x),
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respectively, and are obtained using the datasets Dy and Dj-. Furthermore, the SE

function defined in (2.5) is employed in this chapter.

Note that the training outputs in (5.5) and (5.8) are computed from the state of the
system. In practical applications, the state of the system can be obtained from onboard

sensors and used to generate training data. Then, one obtains:

Theorem 5.3.1 (GP-HOCBF). Provided Assumptions 2.1.1 and 5.3.1 hold and based on
Lemma 2.1.1, for a valid HOCBF defined in (5.2), if there exist a set of class & functions
a;(-), 1€{0,1,---,r} such that

(5.9)  sup{Lih@)+LgLy  h(®)u +Sh@)+ mpr (@) - you- @)} > —ar(r1(x)),

ucl

then the function h(x) is said to be GP-HOCBF for system (5.3) for all x € A with high
probability 1 - p.

Proof. Based on Assumption 2.1.1 and Lemma 2.1.1, each of the following inequalities

hold with a probability of at least 1 —p for a given dataset Dy and Vx € A:
|mur (%) - AR (x)| S your(x),
then we can derive that

—ypopr(x) < mpr(x)— AR (x) < popr(x),

mpr(x) —popr(x) < AR"(x) < mpr(x) + yopr(x).

According to (5.2) and (5.7), one obtains that
(5.10) R (x,u) = 1" (x,u) + AR (x).

Since Ah"(x) is unknown, if we have A" (x,u) + AR7(x) > 0, then function A is a valid
HOCBEF for true system (5.3).

When (5.9) is satisfied, there is

(5.11) sup{h”(x,u) + mpr(x) — yopr(x)} > 0.
ucU
Therefore, one obtains that A is a valid GP-HOCBF for (5.3). |
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5.4 Probabilistically Safe Controllers Under

Actuator Faults

5.4.1 Faults Modelling

In practical applications, the actuators of control systems may experience faults induced

by the component torn-and-worn factors [6], resulting in the following definition [132]:
(5.12) ur =0u, t=>tp,

where 0 < tr € R represents the time of fault occurrence. The matrix © =diag[f,---,0;,

-+,0,]1 € R™*™ defines the actuation effectiveness parameters with 6; € (0,1]. If 9; €
(0,1), the actuators exhibit a loss of effectiveness, while 6; = 1 indicates the fault-free.
Note that this chapter assumes no case of 8; = 0, interested readers are referred to [133]

for studies on dynamic redundant actuators.
Substituting (5.12) into (5.3), we can obtain
(5.13) x=f(x)+Af(x)+ glx)Ou, t>tp,

then denote © =[01,---,0;,--,0,,]1" € R™ and @ =diag [u1,us, - ,uml € R™*™ it follows
from (5.13) that

(5.14) x=f(x)+Af(x)+gx)ad, t>tp.

5.4.2 Faulty Parameters Estimation

Different from model uncertainty, actuator gain faults occur abruptly and decrease the

control performance. Inspired by [134], we propose an online estimator as follows:
x=f(x)+ g(x)fz(f) +xe+ w(i),

(5.15) w=gkxu-xw, w(0)=0.

where & € R” is the state of the online estimator. © = [01,-,0;,- ,ém]T € R™ denotes

the parameter estimate vector. e = x — X stands for the state estimation error. w € R™*™

represents the output of the filter.

Define the parameter estimation error 6-6-6 and an auxiliary variable 9 = e—w(:),

then one yields

e = Af(x)+gx)id - xe — wO,
9= —x9, 9(0)=e(0).
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Lemma 5.4.1 (Adaptive Estimation Laws). Define a positive gain constant n € R, a ma-
trix @ € R*™", an excitation index ¢(t) = Anin(Q(%)), and a contraction factor 0 < ¢(t) =
(1+n¢)™ < 1, and consider a Lyapunov function V(0) = ©T0. If the estimator follows

the adaptive laws:
(5.16) Cf) = an(e -9), Q= wTw,

then online estimator (5.15) ensures the estimation error norm IIéII is non-increasing and
V(O(t)) < pt)V(B(tr)) for t > tp, where Anin(Q(t)) is the minimum eigenvalues of Q(t).

Proof. With the help of auxiliary variable n and (5.16), we can get
V((:)) <- n(:)TwT(e -9)
=— n(:)wTw(:)
(5.17) <0.

Furthermore, one derives

= = t . =
V(@) =V(©OUr)+ | V(B(s)ds

lF
~ t . ~
<VOUr) - | 10T (s)w ' (s)w(s)O(s)ds
lF
t
<V(O(tF)) — NAmin (f wT(S)w(S)dS) min [O(s)|?
tr s€ltp,t]

<V(O(tr)) = N Amin (Q(D)) min 16(s))12.
seltr,

(5.18) <V(O(tr) - eV (O@)).
Therefore, we conclude that estimation error is non-increasing and convergence. H

According to Lemma 5.4.1, one obtains that there exists a known estimation error

setv= {éi e R||6; —éil < vinax,i =12,--- ,m} and maximum bound error Ufnax €[0,1].

5.4.3 Fault-Tolerant Safety Filter via CBFs

To ensure the safety of systems in the presence of actuator gain faults, we construct an
adaptive fault-tolerant GP-CBF second-order cone program (AFT-GP-CBF-SOCP).

For convenience the following derivations, we define © =diag[61,---,0;, - ,0,,]1 € R™*™

matrix © :diag[(:)] . Then, the following result can be obtained:
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Theorem 5.4.1 (AFT-GP-CBF). According to Lemma 5.3.1, for a valid GP-CBF defined

in (5.6), if there exists an extended class A function a such that

(5.19) sup{Lsh(x)+Lgh(x)Ou +my(x)— yo, @)+ a(hx)) - |Lgh@®)| |vmaxll Iz} >0,

ucl

then the function h(x) is said to be AFT-GP-CBF for system (5.13) for all x € A with high

probability 1— o, where Vmax = diag [Vl 45, V2 axs s Ulax ] € R

Proof. Calculate the Lie derivative of A(x,u) along system (5.3) and according to Lemma

5.3.1, we can derive that

l;(x, u)=Lsh(x)+Lash(x)+Lgh(x)Ou

>Lrh(x) + mp(®) —yon(@) + Lgh(x) (0 +0)u

>Lph(x) + mp(x) = yop(x) + Leh(@)Ou — | L gh(0)]| O]l u|

>Lh(x)+ Lgh(x)(:)u +mp(x) —pop(x) — |Lgh(x)| | vmaxll el
(5.20) 2 —a(h(x)) + | Lgh()| [vmax| 12|l
for all x € A with high probability 1 —p. |

Consider a reference control input u,.s derived by feedback control, PID control, or
MPC, we can construct an AFT-GP-CBF-SOCP for system (5.13) as:
(5.21a) Usafe = argmin || — wre|?
ucl

(5.21b)  s.t. Lyh(x) + Lgh(x)Ou +mp(x) - wo, () > —a(h(®)) + | Lgh()| | vmax 2],

where the parameter O is updated by (5.16).

5.4.4 Fault-Tolerant Safe Control for High Relative Degrees

In this subsection, we aim to propose an AFT-GP-HOCBF-SOCP for systems with high
relative degrees. If system (5.13) fulfills Assumptions 2.1.1 and 5.3.1, one derives the
following probabilistically adaptive HOCBF constraint:

Theorem 5.4.2 (AFT-GP-HOCBF). Based on Theorem 5.3.1, for a valid GP-HOCBF
defined in (5.9), if there exist a set of a class & functions «;(-), 1 €{0,1,---,r} such that
sup{L;;h(x) + Ly L h(x)Ou + S (h(x)) + mpr () — yopr (x)

ucl

(5.22) + (1) — | LLy @) | Iomaxllul} >0,
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then the function h(x) is said to be AFT-GP-HOCBEF for system (5.13) for all x € A with
high probability 1 - p.

Proof. Calculate the r-th Lie derivative of A(x,u) along system (5.3) and based on
Theorem 5.3.1, one obtains that

R (x,u) =L Br_1(%) + Larfr-1(x) + Lgfr_1(x)Ou
=L h(x) + S(h(x) + LasL} ' h(@) + LgL} ' h(x) (0+0)u
>Lh(x) + S(h(2) + mp(x) —yo (@) + LgL  h(x)Ou + L L™ h(x)Ou
>Lh(x) +S(h(x)) + mp(x) = w05, (%) + L} h(x)Ou — L L R@)]| O] 1]
>Lh(x) + S (h(x)) + m (@) — o) + LeLy  h(x)Ou — | L gL A [Vmax l 1ul
(5.23) Z-ar(fr-1(x) + IILgL}_lh(x)II [Vmax |l [zl

for all x € A with high probability 1 - p. [

In what follows, constraint (5.22) is finally transformed as the following AFT-GP-
HOCBF-SOCP for system (5.13):

. 2
(5.24a) Usafe = argmin || & — tyerll
ucl

s.t. Loh(x) + L L h(®)Ou + S(A(x)) + m () — Yo (x)
(5.24Db) Z —ar(fr-1(®)) + IILgL}_lh(x)II [Vmax |l [z,

where the parameter O is updated by (5.16).

Remark 5.4.1. While the FTC method is designed to maintain the faulty systems with
acceptable performance, it cannot strictly guarantee their safety. To overcome this limita-
tion, this chapter introduces two advanced methods, AFT-GP-CBF and AFT-GP-HOCBF,
to address the issues of unknown actuator gain faults and model uncertainty. These
methods represent a significant step forward in achieving safety in uncertain systems

subject to unknown actuator gain faults.

5.5 Numerical Example

We respectively evaluate our proposed AFT-GP-CBF and AFT-GP-HOCBF methods on

two simulated systems: 1) adaptive cruise control system 2) mobile robotic system.
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5.5.1 Adaptive Cruise Control System

This subsection compares our algorithm AFT-GP-CBF with four methods: CBF method
[21] (no learning and no estimation), GP-based CBF method [34] (GP-CBF) (no estima-
tion), CBF with gain fault estimation method [134] (FT-CBF) (no learning), GP-based
robust CBF method with a known lowest bound value [77] (Robust GP-CBF) (no estima-

tion). Consider the system dynamics with the model uncertainty as follows [135]:

p v 0 0
(525) v = _M + _AFr(U) + 1 u,
m m m
2 vo—V 0 0
H,._J - ~ - - ~ )
x fx) Af(x) 2(x)

where p,v, and z are defined as position, velocity, and distance between ego vehicle and
its preceding vehicle. v represents preceding vehicle’s velocity. m is the mass of the ego
vehicle. F,(v) stands for the aerodynamic drag with F,(v) = fo + fiv + fov?. We define
AF,.(v) as the model uncertainty with AF,(v) = Afo+ Afiv+Afov?. u € R is control input.

Then, we select m = 1650kg, fo = 0.1,f1 = 5,f2 = 0.25,v9 = 14m/s, and set x(0) =
[0,20,100]7, model uncertainty Afy = 0.6,Af1 = 3,Afs = 2. The control input © € [tmin,
Umax] With tmin = —0.3mg and umax = 0.3mg, where g = 9.81m/s?. Define A(x) = z —

1.8v - 5(1’?:—;:0)2. Then, we choose u,.f = Fr(v) in controller (5.21).

To fit the model uncertainty AF,(v), we exploit the CBF-QP-based controller to col-
lect the system state until A(x) < 0, constructing a training data set D;. Note that no
actuator faults occur during the data collection process. We set the parameter v = 0.5,

observation noise d ~ (0,0.5), kernel lengthscale / = 1 and signal variance 0}% =2.

Since actuator gain fault 6 is unknown with known bound values 6 € [0.4,1], we
assume that actuator gain fault value 6 = 0.7 and a fault occurrence time of ¢r = 6s,
which leads to ur = 0.7u. Additionally, we consider two different initial estimation val-
ues: a higher initial value éhigher(O) =0.9, referred to as the AFT-GP-CBF method with
a higher initial value (HAFT-GP-CBF), and a lower initial value élower(O) = 0.5, referred
to as the AFT-GP-CBF method with a lower initial value (LAFT-GP-CBF). For the gain

fault estimator, we set parameters =3 and « = 3.
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Figure 5.2: Comparative results through the ACC system.

As illustrated in Figure 5.2(a), the value of ego vehicle’s velocity based on FT-CBF
method rapidly increases when ¢ > 6s. Except for the FT-CBF method, the velocity of the
ego vehicle successfully approaches the leader’s velocity when using the other five con-
trol methods. In Figure 5.2(b), one observes that the methods of CBF, GP-CBF, and FT-CBF
fail to guarantee the safety of the ego vehicle before 7s. Compared with robust GP-CBF
and LAFT-GP-CBF methods, the HAFT-GP-CBF method demonstrates reduced conserva-
tiveness. The conservativeness of the Robust GP-CBF method arises from its considera-
tion of the worst-case scenario for actuator gain faults, while the conservativeness of the
LAFT-GP-CBF method is due to its lower initial values. After 8s, LAFT-GP-CBF method
shows lower conservative than Robust GP-CBF. Figures 5.2(c) and 5.2(d) display the

control input and the estimation of gain faults, showing that the online estimator con-
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verges to the gain fault under two different initial values. Therefore, we conclude that
our methods, LAFT-GP-CBF and HAFT-GP-CBF, effectively help the ego vehicle maintain
a safe distance in the presence of model uncertainty and unknown actuator gain faults

while exhibiting reduced conservativeness.

5.5.2 Mobile Robotic System

This subsection aims to compare our algorithms with four methods: HOCBF method [22]
(no learning and no estimation), GP-based HOCBF method [25] (GP-HOCBF) (no estima-
tion), HOCBF with gain fault estimation method [134] (FT-HOCBF) (no learning), GP-
based robust HOCBF method with a known lowest bound value (Robust GP-HOCBF) (no

estimation). Consider the system dynamics with the model uncertainty as follows [114]:

r

X1 X3 0 0 O

X2 X4 0 0 O u1
(5.26) Sl = oA |7 1 ,

X3 0 m m 0 u9

i 0 el o LT

4 () Af(x) g

where x1 and x9 are defined as the position of the mobile robot. x3 and x4 represent the
velocity of the mobile robot. m is the mass of the mobile robot. We define Ax3 and Axy

as the model uncertainty. #1 and us are control inputs.

Then, we select m = 1kg, £(0) =[-3.5,3.5,0,0] ", uncertain terms Ax3 = 0.1 and Axy =
0.8, and the desired state Xgesireq = [0,0,0,0]7. The control input u1,us € [¥min, Umax]
with wmin = —2.5 and umax = 2.5. Define A(x) = (x1 + 1)2 — (xg — 1)® — 1. Then, we choose
1010
010

To fit the model uncertainty Af(x), we use HOCBF-QP to collect the system state
until either Bo(x) < 0 or B1(x) < 0, thereby constructing the training dataset Dy-. The

Urer = —K(X — Xgesired), K = in controller (5.24).

same kernel and measurement parameters as those described in Section 5.5.1 are used.

For this, we set the parameter 1 =0.1.

Suppose actuator gain faults 8; = 0.7 and 69 = 0.6, with a fault occurrence time of
tp = 2s, resulting in up = diag[f:,02]u. The gain fault boundary is given as 61,05 €
[0.35,1]. We set initial estimation values: higher initial value C:)higher(O) = diag[0.9,0.8]
referred to as the AFT-GP-HOCBF method with a higher initial value (HAFT-GP-HOCBF),
and lower initial value élower(O) = diag[0.5,0.4] referred to LAFT-GP-HOCBF. For the gain

fault estimator, we set parameters n =10 and x = 1.
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Figure 5.3: Comparative results through the mobile robotic system.

As shown in Figure 5.3(a), the mobile robot is able to reach the target point safely
only when the proposed methods, namely HAFT-GP-HOCBF and LAFT-GP-HOCBF, are ap-
plied. This highlights the effectiveness of integrating fault-tolerant mechanisms and
GP-based HOCBFs. In Figure 5.3(b), although the GP-HOCBF method successfully en-
sures that wo(x) > 0, it fails to maintain the condition wi(x) > 0, leading to safety
violations at the higher-order level. The FT-HOCBF method shows instability through-
out the simulation, primarily because it considers only actuator faults while neglecting
model uncertainty, which plays a critical role in safety-critical systems. Additionally,
the Robust GP-HOCBF method exhibits noticeable fluctuations during the time interval
t € [0s,10s], suggesting limited robustness under certain conditions. In contrast, both
HAFT-GP-HOCBF and LAFT-GP-HOCBF demonstrate similar and stable performance, effec-
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tively maintaining system safety. Figures 5.3(c) and 5.3(d) further illustrate the control
input profiles and the gain fault estimation process, showing that the online estimator
can accurately converge to the true gain fault values under two different initial condi-
tions. Given this, one concludes that the HAFT-GP-HOCBF and LAFT-GP-HOCBF methods
effectively enable the mobile robot to safely reach the target point in the presence of

unknown actuator gain faults and model uncertainty.

5.6 Conclusion

In this chapter, we have proposed two types of probabilistic and adaptive CBF and
HOCBF methods to address the challenges posed by unknown actuator gain faults and
model uncertainty. By developing a learning-based adaptive fault-tolerant CBF-SOCP
and extending it to the HOCBF framework, we have provided two safe control methods
for ensuring safety in faulty systems with uncertainty. Two numerical examples have
been demonstrated the effectiveness and superiority of our methods, highlighting their
potential for application in safety-critical systems such as autonomous vehicles and

robotics, compared to existing works.

There are several limitations of our methods which we will study in future research.
For instance, in the GP learning for HOCBF's, we assume that model uncertainty is
matched, which restricts the allowable structures of unknown model uncertainty. More-
over, we only consider uncertain drift dynamics while ignoring uncertain gain dynamics.
In future, we will investigated safety-critical control for systems with uncertain drift

and gain dynamics by using the GP regression.

96



CHAPTER

PROBABILISTICALLY SAFE FAULT-TOLERANT CONTROL
USING LEARNING-BASED HIGH-ORDER CONTROL
BARRIER FUNCTIONS

This chapter is based on the paper titled "Probabilistically Safe Control Using Learning-
Based High-Order Control Barrier Functions,” IEEE Transactions on Automatic Control,

Under Review.

To handle RQ4 and achieve RO4, this chapter proposes an enhanced GP-based bar-
rier (EGPBarrier) method that integrates GP-based probabilistic modelling into the
HOCBF framework to formulate a probabilistic HOCBF approach. To address model
uncertainty affecting the safety constraint, we introduce a novel compound kernel for
uncertainty-aware constraint learning. We establish three theoretical conditions to guar-
antee the feasibility of the proposed method. Finally, we evaluate this method on two

numerical examples, comparing its performance with existing approaches.

The content of this chapter is organized as follows. Section 6.1 surveys related stud-
ies associated with this work. Section 6.2 provides the necessary preliminaries. The core

contributions are discussed in Sections 6.3, 6.4, and 6.5. Section 6.6 presents numerical

97



CHAPTER 6. PROBABILISTICALLY SAFE FAULT-TOLERANT CONTROL USING
LEARNING-BASED HIGH-ORDER CONTROL BARRIER FUNCTIONS

examples that demonstrate the effectiveness of the two proposed approaches. A sum-
mary of the chapter is given in Section 6.7. In addition, an overview of the proposed

methods is illustrated in Figure 6.

Safety-Critical Control GP Regression

> True System (6.4)

b, T f(@) + §(x)u

Hg(, w)

og(x,u) GP Model < Dtraining

py(x)
os()
‘ t>tr
FT-EGPBarrier-SOCP (6.30)
Ugate = AT MIN |8 — Uref]|3 Usafe
uel True System (6.24)
5.6 9| D hiui| < a(@) +b(@)u — () & = f(z) + §(z)(u + Aur)
=1 2

”LgL;_lh(m || Auanax f{ a(a}) ¢f1¢g wl lu
’—L \(:.) b(z) pg(z, )
Nominal System (6.1) oy(z,u)

ﬁr(mau)
. —_—> < GP Model € Dypainin
& = f(z) + g(x)u 2 (@), op(@) e

Figure 6.1: An overview of EGPBarrier and FT-EGPBarrier methods, where the uncer-
tain terms in the HOCBF constraint are modelled using GP regression. If the actuator
faults occurrence, the EGPBarrier method is switched as the FT-EGPBarrier method.

6.1 Introduction

Safety is a fundamental requirement in autonomous systems during real-time opera-
tion. To ensure safe behavior, researchers have developed safety-critical control meth-

ods, including CBFs [18], HJ reachability analysis [19], and safe RL [20]. Unlike HJ
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reachability and safe RL, CBF's offer rigorous safety guarantees for control systems by
enforcing system state forward invariance of safe sets. They have been widely applied in
robotic systems, such as legged robot systems [21]. However, CBF's highly rely on accu-
rate system models, and their effectiveness may be affected by model uncertainty. Given
this, researchers have explored the GPs method, which provides a probabilistic model-
ing framework and offers greater robustness to measurement noise [11]. To ensure the
safety of uncertain systems using CBF's, some studies use GP regression to model un-
known system dynamics [24, 111, 136], while others apply it to fit uncertainties in the
safety constraint [89, 92, 93, 137]. As stated in [111], Dhiman et al. presented a matrix
variate GP regression method to learning unknown system dynamics and designed a
probabilistic CBF method. Wang et al. [93] established a GP-based CBF method and
used Bayesian optimization to optimize the safe control performance. However, matrix-
variate GP regression, as used in [24, 111, 136] to model unknown system dynamics,
is computationally expensive and structurally complex. The studies in [89, 92, 93, 137]
assume that only drift dynamics contains model uncertainty. To overcome these issues,
few researchers presented an affine dot product kernel method [34] and a compound
kernel method [39] to handle both uncertain drift and gain dynamics in control systems.
Nevertheless, the proposed method in [34] lacks flexibility and is sensitive to parameter
tuning. Although the method in [39] avoids the additional feasibility analysis required
by the SOCP formulation in [34], it is limited to systems with a scalar control input due

to its underlying model assumptions.

Considering that CBFs are limited to systems with relative degree one, HOCBF's
have been proposed as an extension to handle systems with high relative degrees [94].
In contrast to CBF's, model uncertainty impose additional challenges on the design of an
HOCBEF approach. According to the definition of the HOCBF, unknown drift dynamics

can directly influence the constraint expression involving the control input. To tackle
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this, some studies, such as [23, 114], provide an assumption of the model uncertainty to
avoid the above issue, while others design GP-based HOCBF methods using the affine
dot product kernel method to model uncertain terms [25, 38]. As stated in [114], the
authors designed a data-driven adaptive control framework that combines high-order
robust adaptive CBF and adaptive CLF methods using the concurrent learning strat-
egy. Aali et al. [38] focused on guaranteeing the system safety based on designed the
GP-based HOCBF. However, the assumptions of model uncertainty in [23, 114] are con-
servative and hinder the generality of their methods. Additionally, the kernel methods
used in [25, 38] suffer from limited flexibility and sensitivity to parameter tuning. To
address these issues, this chapter proposes EGPBarrier and fault-tolerant EGPBarrier

methods using a novel compound kernel method.

6.2 Preliminaries

This section provides a brief introduction to the definitions of the HOCBF and GP re-

gression. Then, we begin with the definition of extended class £ functions:

Definition 6.2.1 (Extended class £ function [18]). If a continuous function a :[-b,a) —
[—00,00) is strictly increasing and a(0) = 0, then the function « is said to belong to ex-

tended class A for some a,b > 0.

Consider the following control-affine system of the form:
(6.1) x=f(x)+g)u,

where x € R" presents the system state. The drift dynamic f : R* — R" and the gain
dynamic g : R* — R"*™ are known and locally Lipschitz functions. u € U € R™ is the

control input, along with U denotes a control constraint set.

6.2.1 High-Order CBFs

The CBF method is reformulated as a safety-critical constraint to ensure system safety.

However, it encounters greater challenges when applied to systems with high relative
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degrees, due to the term LA (x) = 0. To handle this issue, the HOCBF is proposed. Then,
we first assume the function A fulfilling Definition 2.4.2.

Definition 6.2.2 (HOCBF [94]). Define a sequence of functions p; : R* - R,i € {1,---,r},
recursively as Bi(x) = B;_1(x) + a;(B;_1(x)) with base function Bo(x) = h(x), and denote a
sequence of sets A; = {x € R" : B;(x) > O}. If there exist a sequence of extended class X

functions a;(-) such that

(6.2) SUP{Lf,Br_l(x) +Lg,6r—1(x)u + ar(ﬁr—l(x)) = 0},
el = ' -
’ Br(x,u)=h"(x,u)

forall x € A1n,---,NA,, then function h :R" — R is said to be a candidate HOCBF of the
relative degree r for system (6.1), where Ly, _1(x) = erh(x)+zg;11L;(ar_i ofr—i—1)x) R
and Lgpr-1(x) = LgL ' h(x) e R™™.

Then, the HOCBF constraint is incorporated into a QP to compute a safe control

input wgyge € R™ for system (6.1), resulting in the following formulation:

(6.3a) Ugafe = argmin ||u — urefllg,
ucl
(6.3b) s.t. Lfﬁr—l(x) +Lgﬁr—1(x)u + ar(ﬁr—l(x)) 20,

where u.or € R™ presents a reference control input, which can be obtained by model pre-

dictive control or PID control.

6.3 Uncertainty-Aware Safety Constraint Learning

This section aims to propose a novel compound kernel method for learning uncertain

terms in safety constraints.

Consider an uncertain control-affine system as follows:
(6.4) w=fx)+ g,

where the system state x and control input # have same meanings as in system (6.1).
The drift dynamic f : R” — R” and the gain dynamic & : R” — R"*™ are partially known
and locally Lipschitz function. Note that systems (6.1) and (6.4) represent the known

nominal system and the partially known true system under model uncertainty.
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Based on (6.3), a new QP-based controller for system (6.4) can be derived as follows:

(6.53.) Ugafe = argmin ”u - uref”§,
ucl
(6.5b) s.t. L;fr-1(%)+Lgfr-1(®)u + ar(fr-1(x)) > 0,

Br(a,u)=h" (x,u)

where L ;f,-1(x) = L;h(x) + Z;;llLif(ar_i oBr_i-1)x) €R and Lgf,_1(x) =L g,L;:lh(x) €
R,
According to (6.3b) and (6.5b), we define the constraint errors between the true sys-

tem and the nominal system as follows:

(6.6) AB(x) =Lt Br-1() = Ly fr-1(x),
(6.7) ABg(x)=L §L:{1h(x) —LgL  h(x),

where Afr(x) € R and ABg(x) € RM™™ denote the constraint errors arising from model

uncertainty.

Remark 6.3.1. Unlike CBF constraints, it is more challenging to mitigate the effects of
model uncertainty in HOCBF constraints. Even if only the drift dynamic f(x) in system
(6.4) contains uncertainties, the uncertain term (6.7) still appears and needs to be dealt
with. To handle this, prior work [114] introduced relatively conservative assumptions to
eliminate the uncertain term (6.7), but this hinders the generality and applicability of the
HOCBF method. Therefore, this chapter proposes a novel GP-based learning approach to
model the uncertain terms in the HOCBF constraint, aiming to reduce the conservatism

introduced by prior assumptions [114].

Then, safe constraint (6.5b) can be rewritten as follows:

(6.8) ,Br(x, u)=L¢B,1(x)+ LgL?_lh(x)u +ABr(x) + APg(x)u + ar(fr-1(x)).

The QP-based controller (6.5) can be rewritten as follows:

(6.92) Wgafe = rgmin | u — w3,
ucl
(6.9b) s.t. Br(x,u)+ ABr(x) + Afg(x)u > 0.

To fit these errors, we define Afs(x) ~ %@(O,kf(x,x’)) and each Aﬁ;(x) ~ 490,

k;(x,x’ ), i € {1,---m} as independent single-output GPs. Consequently, the composite
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term AB(x,u) becomes a single-output GP, as shown in [138]:
AP(x,u) ~4%P (O,kcom((x, u),(x, u')))
(6.10) Eeom (a0, ), (o', u) = kp(w,x') + Y k(2,2 Yuiu,
i=1

where Af(x,u) = ABr(x) + APg(x)u and kcom(-,-) is a compound kernel.

Assumption 6.3.1 (Measurable Variables [35]). Suppose that the system state x is fully

observable, along with the ,Br_l(x) and Br(x,u) can be computed and estimated.

Under Assumption 6.3.1 and considering the approximation error and observation
noise, the observation of AB(x,u) is expressed as follows [25, 38]:
 Broa(a(t + A) — Bro1(x(2)
At
where j=1,2,---,N is the index of collected data. d; ~ A (0,0%) represents the approxi-

(6.11) yj

—ﬁr(xj,uj)+dj,

mation errors and observation noise. At denotes the sampling interval. Correspondingly,
we define a training dataset Diraining = {x;, 4,y j}?’: 1

N

Based on the given the dataset Diraining = {xj, 1,y f}j=1’

the compound kernel &¢om (-, )

can be formulated as follows:

m .
(6.12) Keom=Kp+Y UK,U;+021y,

i=1
where covariance matrices Ky € RV*N and K g€ RY*N are defined analogously to (2.1)
and (6.10) using k(X ,,X,) and kL (X, X ). Matrix U; =diaglu; 1, ,u;n] € RV,

Different from GP-based model learning for f (x) and g(x), learning for safety con-
straint terms Afr(x) and ABg(x)u are scalar-valued, which reduces both the structural

complexity and computational time of GP regression.

Then, we can derive the following lemma:

Lemma 6.3.1 (Posterior Mean and Variance). According to the training data Diraining
and compound kernel (6.12), the GP posterior means and variances for safety constraint

terms APr(x*) and ABg(x™)u* are given as follows:
pra) =k Koy, 07(x*) =k} -k K kr,

m .
pe*,u*) =Y ul (k) UK 1y,
=1

com

(6.13) 2wt u) = Y uf [k - (k)UK Uikl |},
=1
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where ky =[ky(@1,x*),-- kran,x*)]T € RN. k= [k (w1,2%),- khn,x*)]T € RY. £ =
Rp(x*,a*). (B)* =kL(x*,a*) and y =[y1,---,yn]" €RV.

Proof. From [29], for test inputs x* and u™*, as well as compound kernel (6.12), the

joint distribution is provided as

f(x™) kr 0k
(6.14) gatur [ ~n0| o B By ||
y kf kg KCOIII

I\*_ m * 1\Vk. % 7 _ m * i\T .
where k; =Y " uf(ky) u; and kg =37 ur(ky) U;.

Therefore, the posterior mean and variance for the safety constraint term Af(x™)
are given by
@) Deraining ~ N (up (™), 05(x™)),
B = kKo,
(6.15) o) =k k[ K ky,
and the posterior mean and variance for the safety constraint term Af(x*)u™ are pro-
vided as follows:

(™) Diraining ~ N (g(x™, u*),02(x*, u*)),

m .
'ug(x*, u*)= Z u;(k;)TUiKc_olmy,
i=1

(6.16) a?g(x*,u*):zlu; (k)" () UK U kL | u
1=
m

Remark 6.3.2. Compared to system modeling using GP regression [24, 111, 136], our
modeling method reduces structural complexity and computational time. Although re-
searchers have focused on GP-based CBF [34] and HOCBF [25, 38] by utilizing affine
dot product compound kernels, these GP prediction methods lack flexibility and require
more effective parameter tuning to guarantee the safety of uncertain systems. Further

details are provided in the Section Numerical Examples.

6.4 Probabilistic Safe Control Framework Designing

In this section, we aim at building upon a probabilistic HOCBF constraint and providing

theoretical analysis.
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Firstly, we provide the following Lemma:

Lemma 6.4.1 (Probabilistic Bound [43]). Suppose that Assumption 2.1.1 holds, then one
gets

Pr{lus(a®)~ ABr(x™) <yropla™)} > 1-p,
(6.17) Prilug(x™,u™)— ABg(x™ ) u*| <ypgo4(x™,u™)} >1-p

for all test data x* € A1n,---,NA,, any u* € U, and any probability p € (0,1), where
parameters IIA,Bf(x*)IIZ < Br with yr = \/2,570 +300yIn3 (A%) and IIA,Bg(x*)u*IIi < Py

with yg = \/Z,Bg +300yIn3 (%) . The maximum gain y = $log(det (I + 0,,2K(x,x))) and

input elements x,x' € {x'1} x2 ... KIN+11
Proof. This is a direct consequence from [43]. [ |

Based on Lemma 6.4.1 and condition (6.9b), the following inequality holds with prob-
ability at least 1 —p:

(6.18) ,3,(x, u) > frx,u)+urx) —yropx)+ pglx,u) — oo q(x,u)

forallx € Ain,---,NA, and any u € U.

Combining (6.18) into the optimization problem (6.9a), one derives the following
SOCP:

EGPBarrier-SOCP:

(619a) Ugafe = argmin ” u-— urefllgy
uel
m ~
(6.19b) st. yg Z kRiu;| <alx)+bdbx)u,
i=1 9

where a(%) = Ly fr—1()+ (B 1)+t () -y 0 p(x) € R. ki = \ [k, — (k) TU KLUk,
R b(x)=LL)  h®)+b ' (1) € RV bla) = [51(), -+, ()] € R™ and b;(x) = (k) U;
K.l yeR.

To ensure the safety of true system (6.4), we provide the necessary feasibility analy-

sis for constraint (6.19b) as follows:
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Theorem 6.4.1. Given a state x € A;, i ={1,---,r}, EGPBarrier-SOCP (6.19) is feasible,

if there exists a control input u € R™ such that

—_a2 _
1u] Ta (x) - a(x)Tb(x) 1 0.
-b ' (x)a(x) Wng -b' (x)b(x) u
(6.20) a(x)+b(x)u >0,
where matrix K = diag[l%l,--- ,l%m] € RM™*™,

Proof. The first inequality is derived by squaring both sides of (6.19b). Additionally,

since the left-hand side of (6.19b) is non-negative, the second inequality follows. [ |

Then, we provide two lemmas to guarantee Theorem 6.4.1.

Lemma 6.4.2 (Necessary Condition). Given a state x € A;, i ={1,---,r}, if EGPBarrier-
SOCP (6.19) is feasible, then the following condition needs to be fulfilled:

1 .
(6.21) 1- —b@K b7 (x)<0.

g
Proof. From the first inequality of (6.20), one derives that if GP-HOCBF-SOCP (6.19)
is feasible, block matrix F'(x) needs to non-positive definite. According to F'(x), we obtain
that the first inequality of (6.20) holds when and only when

(6.22) 1- L b@K b7 (x) = y2K b @)b() <0,
g

_ 2 _bT
where F(x) = a”(@) . (ﬁ)a(x) . n
—a(x)b(x) y2K-b'(x)b(x)
Lemma 6.4.3 (Sufficient Condition). Let { be Amin(W2K — b (x)b(x)). Given a state x €

A;, 1=A{1,---,r} if { <0, then EGPBarrier-SOCP (6.19) is feasible at x.
Proof. This is a direct consequence from [34]. H

This section establishes three theoretical conditions to guarantee the feasibility of
the EGPBarrier-SOCP. While a few prior works, such as [34] and [38], have developed
feasibility conditions for the constraints of SOCP, our theoretical results are simpler.
Additionally, recent work [39] presents a different GP-based CBF method that avoids
SOCP construction using a compound kernel; however, the approach in [39] is limited by
the dimension of the control input and cannot handle multi-dimensional control inputs,

whereas our method addresses not only this limitation but also the high relative degree.
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6.5 Learning-Based Fault-Tolerant Safety Controller

This section designs a learning-based fault-tolerant safe control approach to address

unknown actuator bias faults.

6.5.1 Modeling of Faults

In this chapter, we study unknown actuator bias faults that are induced by the compo-
nent torn-and-worn factors [61], which can lead to decreased control performance and

pose a threat to system safety, as detailed below:
(6.23) ur=u+Aur, Vt>itp,

where Aurp € R™ is an unknown time-varying actuator bias fault. 0 < ¢tz € R indicates an

unknown time-instant of fault occurrence. The control input u = up if t > tp.
Substituting (6.23) into (6.4), we can derive that
(6.24) &=fx)+gx)u+Aup), ift>tp.

Assumption 6.5.1 (Fault Bound [118]). Actuator bias fault Aur is unknown time-
varying but bounded function which fufills |Aurg| < Au}f}ax € R with 0 < Au}f}ax < +00.

Parameter Au}f}ax is a known constant.

Then, the safe constraint (6.8) can be rewritten as follows:

Br(x,u) =L fr_1(x) + L gL} h(@)(w + Aur)

+ABr(x) + ABg(x)u + Aup) + o, (B-1(x))
=LfBr1(®) +LgL}  h(x)u+ Lo L h(x)Aurp
(6.25) +ABr(x) + ABg(x)u + ABg(x)Aug + a(fr-1(x)).

For Afg4(x), its posterior mean and variance can be derived from Lemma 6.3.1 that

p*) = [(BDUIK Ly, (B U Kok y] e RV,
(6.26) 0(x™)=[(kg)" —(ky) U1K Uiky, (k)" — (k) UKo Unky | € RV,

Lemma 6.5.1 (Probabilistic Bound [43]). Suppose that Assumption 2.1.1 holds, then one

obtains

6.27) Pr{

HE () = ABY ()| < Phol )} >1-¢
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for each A,B;(x), i €{1,---,m}, all test data x* € A1n,---,NA,, and any probability p €

(0,1), where parameters 1% = \/2,32, +300yIn3 (1%) with ”Aﬁé‘(x*)”% < .Bfg Parameter

gain y has the identical meaning in Lemma 6.4.1.
Proof. This is a direct consequence from [43]. [ |

If the vector Afg(x*) satisfy the Lemma 6.5.1, the probability is (1 - p)™.

6.5.2 Theoretical Analysis and Strategy Design

This subsection establishes a sufficient condition for the fault-tolerant probabilistic
HOCBF (FT-EGPBarrier) constraint as follows:

Theorem 6.5.1 (Fault-tolerant EGPBarrier). Based on controller (6.19), Assumption
6.5.1, and Lemma 6.5.1, the function h is said to be FT-EGPBarrier method for system
(6.24) if there exist a set of extended class % functions a;(-) such that

sup {Lfﬁr_l(x) +LgL;_1h(x)u +ur(x) —yrop(x) + 13T(x)u —YgV u'Ku }

uel

(628) > ap(Br1(@) + ILgLy R@IAUE™ + | o) + 05 ()| Aup™

for all x € X with the high probability (1- )™, where , = diag [ﬁl;, ‘e ,121;”] € R™*™,

Proof. The r-th Lie derivative of A(x) along the vector field of system (6.24) is

Brix,u) = Lppr 1(x)+LoL} ' h(@)u + L L h(x)Augp
+ABr(x) + APg(x)u + ABg(x)Aup
> Lyfr_1(x)+ LgL?_lh(x)u +up(x) —yprop(x) + I3T(x)u
~ygVuTKu — | LgL} ' h(x)| Aup™ - A ()| Aup™
> Lyfr-1®) + Ll h(x)u + pr(x) —yrop(x) + b' (x)u
~ygVuTKu — |LgLi  h(®) | Aup™ - || () + 9,0 g (@) Auf™
(6.29) > — ar(Br-1() + | L gL} R@) I Aup™ + || g (%) + P 0 o ()| Aup™

for all x € X with the high probability (1 —p)™. |

Combining the constraint (6.28) into the optimization problem (6.9a), one derives
the following SOCP:
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FT-EGPBarrier-SOCP:
(6.30a) Ugsafe = argmin |lu — uref”%;
uel
m A
(6.30b) st. yg Z kiu;|l <alx)+bdx)u—-c(x),
=1 2

where ¢(x) = | LyL7 ()| Aupe* + | ) + g0 o) Au
To ensure the safety of true system (6.24) under the unknown actuator faults, we

provide the necessary feasibility analysis for constraint (6.30b) as follows:

Theorem 6.5.2. Given a state x€ A;, i ={1,---,r}, FI- EGPBarrier-SOCP (6.30) is feasi-

ble, if there exists a control input u € R™ such that

—(a@)-c@)?  —(alx)-
[1,u7] (a(x) - c(x)) (a(Ax) c(x))b(x) 1 <0,
-b'(@(ax)-cx) YIK-b'(x)bx) || u
(6.31) a(x)+b(x)u —c(x) > 0.

Proof. The first inequality is derived by squaring both sides of (6.30b). Additionally,

since the left-hand side of (6.30b) is non-negative, the second inequality follows. [ |

Lemmas 6.4.2 and 6.4.3 can guarantee the feasibility of the Theorem 6.5.2.

Considering the influences of unknown actuator bias faults, we design a hybrid con-
trol method to improve the robustness and flexibility of the safe controller (6.30). This
results in the following hybrid controller:

{ Usafe, if x € Xesired>
u=

_Kgainx, if x € Xgesired,

where Xgegsired denotes the desired region of the state space.

6.6 Numerical Examples

In this section, we evaluate EGPBarrier and FT-EGPBarrier methods on two examples:
1) an ACC system [94] and 2) a mobile robotic system [114].
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6.6.1 Safety Guarantee for an ACC System
6.6.1.1 EGPBarrier Method

In this case, we aim to compare the EGPBarrier method against four different HOCBF
methods: 1) Nominal, an HOCBF method without GP regression [22]; 2) Robust, an
HOCBF method using upper bounds on model uncertainty [139]; 3) GP-SK, a standard
GP-HOCBF with a single SE kernel [23]; 4) GP-ADP (L) and GP-ADP (H), two compound
kernel GP-HOCBF methods using affine dot product kernels with low and high values
of ¥4, respectively [38].

Consider an ACC system with model uncertainty as follows:

v _ F,(v) _ AF,.(v) 1

(6.32) — m+Am + m+Am m+Am u,
z Vg—U 0 0
x fx) &)

where v and z are defined as velocity and distance between ego vehicle and its preceding
vehicle. vy denotes preceding vehicle’s velocity. m and F,.(v) stand for the known mass
and the known aerodynamic drag with F,(v) = fo+ f1v + fov? of the ego vehicle. Am and
AF.(v) = Afo + Afiv + Afov? refer to model uncertainty. u € R and m + Am indicate the

control input and the true mass.

We set known mass m = 1650kg, true mass m + Am = 2200kg, aerodynamic parame-
ters fo =0.1,f1 =5, fo = 0.25, leader’s velocity vy = 16m/s, uncertainties Afy =0.2,Af1 =
2.5,Afs =7, and initial value x(0) = [20,100]". The control input u is restricted within
[%min, Ymax] With tmin = —0.4mg and umax = 0.4mg; g = 9.81m/s%. Define CBF A(x) =
z—D with D = 10m. According to [34], we set the target speed vy = 24m/s as one of
control objectives, and we design a GP-CLF method using (6.13).

To fit the uncertain constraint term AB(x,u) caused by the uncertainties AF,.(v) and
Am, we leverage controller (6.3) with the CLF constraint in [34]. Data is collected until
either fo(x) <0 or f1(x) <0, forming the training dataset Diraining. We set approximation
error and observation noise d ~ .4(0,0.25), lengthscales /[y =1 and [, = 8 x 1072, as
well as signal standard deviations oy =1 and o5 = 1 x 1073, parameters vy =1.5 and
¥g = 0.1. Furthermore, for Robust method, we select upper bounds of (m +Am)max =
2250kg and uncertain terms Afy = 2,Af; = 6,Afs = 18. For GP-SK method, the kernel
hyperparameters are set as [ =1 and o = 1, and parameter ysx = 1.5. For GP-ADP (L)
and GP-ADP (H) methods, kernel hyperparameters are set identically with / = 0.1 and
0 =1x 1073, while parameters differ as 97, =0.1 and wg = 0.6.
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Note that the above parameters vy, # = {f,g,SK,L,H} are tuned empirically based

on prior studies and practical experience.

o State-Velocity 0 Bo(z)
_— ‘ ‘ —— EGPBarrier —— EGPBarrier 0.6
————————————————— ——Nominal — Nominal 0.4
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(c) Profiles of CBF B;(x). (d) Evolution of feasibility visualization.

Figure 6.2: Comparative results through the uncertain ACC system.

As depicted in Figure 6.2(a), during the interval ¢ € [0s,10s), the velocity curve of
GP-ADP (H) method exhibits substantial variation, reaching values higher than those of
all other methods, followed by a rapid decrease. In the interval ¢ € [10s,15s), the GP-SK
method yields the lowest velocity values. After 19s, all curves converge to the leader’s
velocity. In Figures 6.2(b) and 6.2(c), one observes that the values of fo(x) and Bi(x)
remain positive under the EGPBarrier, Robust, and GP-SK methods, while they become
negative under Nominal, GP-ADP (L), and GP-ADP (H) methods. Although both GP-SK and
Robust methods are able to maintain safety, they exhibit conservative behavior com-
pared to the EGPBarrier method. Figure 6.2(d) illustrates the evolution of feasibility
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visualization for EGPBarrier, GP-ADP (L), and GP-ADP (H) methods, evaluated based on
Lemma 6.4.2 and Lemma 2 in [38]. As shown in Figure 6.2(d), all three methods satisfy
the feasibility condition, but the curves of the GP-ADP (H) method fluctuate rapidly due
to the higher parameter value vy =0.6.

These results demonstrate that the EGPBarrier method enables the ego vehicle to
achieve the control objective while maintaining a safe distance, thereby confirming its

effectiveness, competitiveness, and feasibility.

6.6.1.2 FT-EGPBarrier Method

In this case, we aim to compare the FT-EGPBarrier method against two different HOCBF
methods: 1) Nominal, a standard HOCBF method [22]; 2) FT-Robust, an HOCBF method

using upper bounds on model uncertainty and unknown actuator faults.

According to system (6.32), we construct the following ACC system with unknown

actuator faults:

_ Fr(v) _ AF,-(U) 1
(6.33) mAlAm || omAAm | mEAm gy Ay R, if t > g,
2 Vg —U 0 0
N ' » L. ~~ > . ~~ >
x fx) 8(x)

where system parameters v, z, F.(v), m, Am, vg, and u have the same meanings and
setting in system (6.32); Aur and tr denote the unknown actuator bias fault and its

occurrence time, respectively.

Then, we select the actuator bias fault as Aur = 800cos(¢) and fault time as g =
5s. Model uncertainty and GP modeling parameters are chosen from Section 6.6.1.1.
Denote CBF h(x) = z—D with D = 10m and the target speed vy = 24m/s as one of control
objectives. We design a FT-GP-CLF method based on Chapter 4.

As shown in Figure 6.3(a), all methods exhibit small fluctuations caused by unknown
actuator bias faults Aup after 15s. In Figures 6.3(b) and 6.3(c), the FT-EGPBarrier
and Robust methods ensure the safety of the ACC system under unknown actuator
faults. Compared to the Robust method, FT-EGPBarrier exhibits less conservatism. In
contrast, the Nominal method fails to guarantee safety. As depicted in Figure 6.3(d), the

proposed method remains feasible throughout the entire operation.

These results illustrate that the FT-EGPBarrier method enables the ego vehicle un-
der unknown actuator faults to achieve the control objective while maintaining a safe

distance, thereby confirming its effectiveness, competitiveness, and feasibility.
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Figure 6.3: Comparative results through the uncertain ACC system with faults.

6.6.2 Mobile Robotic System
6.6.2.1 EGPBarrier Method

In this case, we aim to compare the EGPBarrier method to existing works, as defined in

Section 6.6.1.1, using the following uncertain mobile robotic system:

X1 X3 0 0
X X 0 0 u
(6.34) 2=+ a:
X3 Axsg m +Am1 0 us
X4 Axy 0 % +Amoy u
- . RN _ < -~ -
x fx) 8(x)
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where x1 and x2 are the position of the mobile robot. x3 and x4 represent the velocity
of the mobile robot. m is the known mass of the mobile robot. Axs, Ax4, Am1 and Ams

stand for uncertainties. u1 and us refer to control inputs.

We choose known mass m = 1kg, uncertain terms Axs = 0.1, Ax4 = 0.8, Am1 = 1.5,
and Amg = 1.3. The initial value is set to x(0) = [-3.5,3.5,0,0]". The control input
u1 and ug are restricted within [umin, Umax] With wpmin = —4.5 and umax = 4.5. Define
h(x) = (x1+1)? = (xg — 1)> — 1. We set the desired control input wyer = —K (& — Xgesired), K =
20 0 20 O

in controller (6.19) and desired state Xgesired = [0,0,0,0]".
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Figure 6.4: Comparative results through the uncertain mobile robotic system.

The data collection and the choice of d are the same as subsection 6.6.1. We select

lengthscales Iy = 1.5 and I, = 0.7, as well as signal standard deviations oy = 0.5 and
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0g = 1.3, parameters yr = 1.9 and y, = 0.85. Furthermore, for Robust method, we set
upper bounds of model uncertainty as Axg =1.1, Axq4 =18, Am1 = 2.5 and Amg = 2.3. For
GP-SK method, the kernel hyperparameters are set as [ = 1.5 and 0 = 0.5, and parameter
wsk = 1.9. For GP-ADP (L) and GP-ADP (H) methods, the kernel hyperparameters are set
identically with / = 0.7 and o = 1.3, while parameters differ as y7, = 0.85 and yyg = 1.7.
As illustrated in Figure 6.4(a), one observes that position curves of Nominal, GP-SK, and
GP-ADP (L) methods cannot avoid the obstacle. Although the GP-ADP (H) method suc-
cessfully avoids the obstacle, it does not reach the target. In contrast, the EGPBarrier
method ensures that the position converges to the target with less conservatism than
the Robust method. In Figures 6.4(b) and 6.4(c), the values of fo(x) and f1(x) remain
positive under both EGPBarrier and Robust methods. The GP-ADP (H) method can guar-
antee the positivity of So(x), but fails to ensure that of fi(x). After 15s, the values of
Bo(x) and B1(x) (except those from GP-SK method) converge to a fixed value as the mobile
robot reaches the target. As shown in Figure 6.4(d), the EGPBarrier method satisfies
the feasibility condition, while infeasible points arise in the GP-ADP (L) and GP-ADP (H)
methods before 2s. Given this, these results validate the effectiveness, competitiveness,
and feasibility of the EGPBarrier method.

6.6.2.2 FT-EGPBarrier Method

This case compares the FT-EGPBarrier method to existing works, as defined in Section

6.6.1.2, using the following mobile robotic system with unknown actuator faults:

X1 X3 0 0
X2 X4 0 0 ui+Aurpi .
(6.35) = +| T, ife> e,
X3 Axg E+Am1 0 u2+AuF,g
Xy | Axy | 0 % +Amg u+Augp
- ' J - /- — —
x fx) £x)

where system states x1,x2,x3, and x4, system parameters m, Ami, Amg, Ax3, and Axy,
and control input u; and ug have the same meanings as those in system (6.32). Vari-
ables Aur 1, Aur g, and tF represent the unknown actuator bias faults and their occur-
rence time, respectively. Then, we choose the actuator bias faults as Aup 1 = 0.2cos(?)
and Aur g = 0.2sin(¢). Fault time is set as ¢ = 1s. Model uncertainty and GP modeling

parameters are selected from Section 6.6.2.1.

As shown in Figure 6.5(a), the Nominal method fails to help the mobile robot avoid

the obstacle, which eventually results in a collision with the environment. This out-
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Figure 6.5: Comparative results through the uncertain mobile robotic system with
faults.

come reveals that the nominal controller cannot guarantee safety when the system is
subject to model uncertainties or unexpected disturbances. In contrast, when using the
FT-EGPBarrier and Robust methods, the mobile robotic system not only successfully
avoids the obstacle but also reaches the target position as desired, verifying the effec-
tiveness of incorporating safety mechanisms into the control framework. Compared to
the Robust method, the FT-EGPBarrier method exhibits less conservatism, allowing

the system to operate more flexibly while still ensuring constraint satisfaction.

In Figure 6.5(b), one observes that the values of fo(x) and f;(x) remain strictly
positive under both the FT-EGPBarrier and Robust methods, which indicates that the

safety constraints are always satisfied. Moreover, the trajectories of Bo(x) and Bi(x)
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under the FT-EGPBarrier method exhibit a faster decay rate, suggesting that the sys-
tem approaches the constraint boundaries more efficiently without violating them. How-
ever, under the Nominal method, these values become negative during the time interval
t € [5s,10s), implying that the safety conditions are violated and confirming the failure

of the nominal controller in maintaining safe operation.

As illustrated in Figure 6.5(c), the proposed method satisfies the feasibility condition
throughout the entire operation. This result confirms that the control input remains ad-
missible over time and that the safety guarantees provided by the proposed framework

are indeed upheld in practice.

Therefore, these results validate the effectiveness, competitiveness, and practical
feasibility of the FT-EGPBarrier method.

Remark 6.6.1 (Limitation). While the EGPBarrier and FT-EGPBarrier methods are
flexible and general, demonstrating superior performance compared to existing methods,
their computational time is affected by the size of the training dataset. As more training
data is collected, the computational time of GP regression will increase due to the use
of compound kernels. Therefore, it is essential to explore efficient online data collection

strategies, such as event-triggered learning [74], to improve the data efficiency and real-
time applicability of the EGPBarrier and FT-EGPBarrier methods.

6.7 Conclusion

In this chapter, we have proposed the EGPBarrier method, which integrates the HOCBF
framework with GP regression via a compound kernel. This method has further been
extended to the FT-EGPBarrier method by incorporating fault-tolerant control. We have
formulated an SOCP for control synthesis and established several theoretical conditions
to guarantee its feasibility. Two numerical examples have been demonstrated that the
proposed methods ensure system safety with reduced conservatism, validating their
effectiveness and competitiveness compared to existing approaches. Future work will
explore online data collection strategies, such as event-triggered learning, to broaden

the applicability of the proposed method to a wider range of practical scenarios.
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CHAPTER

CONCLUSION AND FUTURE RESEARCH

7.1 Conclusion

In this thesis, we have delved into challenges posed by model uncertainty and unknown
actuator faults, with the goal of guaranteeing the stability and safety. To address above
two issues, reliable and adaptive control methods have been proposed by integrating GP
regression and CBF's into FTC frameworks. Considering the computational time of GP
regression, we have studied two data collection cases: offline data collection and event-
triggered learning methods. In addition, this research has designed GP-based CBF's to
address the safe problems for uncertain systems. This approach has also been extended
to high relative degrees. To handle unknown actuator bias and gain faults, we have ex-
plored robust strategies and online estimation techniques to enhance the performance
of GP-based CBF and GP-based HOCBF methods. Furthermore, the influences of drift
and gain uncertainties have been investigated, and a compound kernel has been de-

signed to address these modelling challenges.
To answer the RQ1, two types of GP-based adaptive FTC methods have been pro-
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posed to ensure the stability of uncertain systems subject to unknown actuator bias
faults in Chapter 3. To handle the RQ2, Chapter 4 has developed the GP-based HOCBF
method for nonlinear systems with model uncertainty and integrated this approach into
FTC frameworks. In Chapter 5, we have designed learning-based adaptive CBFs and
HOCBFs to address RQ3 using fault parameter estimation. Chapter 6 has dealt with
RQ4 through a compound kernel-based GP regression to model drift and gain uncertain

terms, and by establishing a probabilistically fault-tolerant HOCBF framework.

In conclusion, this research has explored learning-based safe FTC methods for un-
certain systems in the presence of actuator bias and gain faults. Additionally, compound
kernel-based GP regression techniques have been studied to model both drift and gain
uncertainties. This work contributes to the advancement of safety-critical control under
uncertain and faulty conditions, aiming to develop reliable and safe control frameworks

for complex and dynamic environments.

7.2 Future Research

This thesis identifies the following directions as future work:
High dimensional input-based CBFs and HOCBF's

Future research will focus on the development of CBFs and HOCBF's that can effec-
tively handle high-dimensional input data. In autonomous driving scenarios, the envi-
ronment is typically unknown or only partially observable, and an autonomous car rely
on onboard sensors, particularly camera arrays, to perceive obstacles and surroundings.
As a result, high-dimensional input data can’t be avoided. To address this challenge,
we will investigate high-dimensional input-based CBF and HOCBF designs that im-
prove the practical applicability and performance of these methods in real-world en-

vironments. Furthermore, advanced image-processing techniques, such as conditional
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generative adversarial networks, will be considered for integration into the proposed

frameworks to enhance their adaptability to complex and uncertain perception data.
Meta learning-based HOCBF's under dynamic environments

Although our research preliminarily investigates GP-based HOCBF's under drift
and gain uncertainties, uncertainty in autonomous systems is dynamic in practical ap-
plications. Furthermore, in real-world control tasks, autonomous systems often oper-
ate repeatedly in similar environments. Leveraging data from past tasks can facilitate
the representation of task similarities as prior knowledge, which can be transferred to
new scenarios to improve learning efficiency and safety. In future work, we will explore
meta-learning based HOCBF's, aiming to enable fast adaptation to new environments
based on prior experiences. Lightweight probabilistic models, such as Bayesian linear
regression, will be introduced to represent and generalize task-level knowledge in a

computationally efficient manner.
Reinforcement learning-based HOCBF's

RL can be applied not only for system modelling in CBFs and HOCBF's, but also to
enhance their control performance. Although RL-based CBF's have been investigated in
existing studies, research on RL-based HOCBFs remains at an early stage. In future
work, we will develop an RL-based probabilistic HOCBF framework to address model
uncertainty in complex systems. Moreover, the penalty terms in HOCBF formulations
can be optimized, and the reference input u,.r can be learned through RL policies to

further improve control efficiency and adaptability.

121






[1]

[2]

[3]

(4]

[5]

[6]

[71

REFERENCES

L. Wang, E. A. Theodorou, and M. Egerstedt, “Safe learning of quadrotor dy-
namics using barrier certificates,” in 2018 IEEE International Conference on
Robotics and Automation, ICRA 2018, Brisbane, Australia, May 21-25, 2018.
IEEE, 2018, pp. 2460—2465.

S. Hood, K. Benson, P. Hamod, D. Madison, J. M. O’Kane, and I. Rekleitis, “Bird’s
eye view: Cooperative exploration by UGV and UAV,” in 2017 International
Conference on Unmanned Aircraft Systems (ICUAS), 2017, pp. 247-255.

W.-C. Chiang, Y. Li, J. Shang, and T. L. Urban, “Impact of drone delivery on sus-
tainability and cost: Realizing the UAV potential through vehicle routing opti-
mization,” Appl. Energ, vol. 242, pp. 1164-1175, May 2019.

B. Arbanas, A. Ivanovic, M. Car, M. Orsag, T. Petrovic, and S. Bogdan, “Decen-
tralized planning and control for UAVUGV cooperative teams,” Autonomous
Robots, vol. 42, no. 8, pp. 1601-1618, 2018.

W. Zhao, H. Liu, and F. L. Lewis, “Data-driven fault-tolerant control for atti-
tude synchronization of nonlinear quadrotors,” IEEE Trans. Autom. Control.,
vol. 66, no. 11, pp. 5584-5591, 2021.

L. Wang, Y. Bian, D. Cao, H. Qin, and M. Hu, “Hierarchical safe control of het-
erogeneous connected vehicle systems using adaptive fault-tolerant control,”
IEEE Trans. Veh. Technol., vol. 73, no. 10, pp. 14 313-14 325, 2024.

W. Cheng, B. Jiang, K. Zhang, and S. X. Ding, “Robust finite-time cooperative
formation control of UGV-UAV with model uncertainties and actuator faults,”
J. Frankl. Inst., vol. 358, no. 17, pp. 8811-8837, 2021.

123



REFERENCES

[8] E. Hiillermeier and W. Waegeman, “Aleatoric and epistemic uncertainty in ma-
chine learning: an introduction to concepts and methods,” Mach. Learn., vol.
110, no. 3, pp. 457-506, 2021.

[9] 1. R. Petersen and R. Tempo, “Robust control of uncertain systems: Classical re-
sults and recent developments,” Autom., vol. 50, no. 5, pp. 1315-1335, 2014.

[10] E. Lavretsky and K. A. Wise, Robust and Adaptive Control: With Aerospace Ap-
plications. Springer Cham, 2012.

[11] C. E. Rasmussen and C. K. I. Williams, Gaussian processes for machine learning.
MIT Press, 2006.

[12] S. X. Ding, Data-driven design of fault diagnosis and fault-tolerant control sys-
tems. Springer, 2014.

[13] A.A. Amin and K. M. Hasan, “A review of fault tolerant control systems: Advance-

ments and applications,” Measurement, vol. 143, pp. 58-68, 2019.

[14] Q. Shen, B. Jiang, and S. Peng, Fault diagnosis and fault-tolerant control based
on adaptive control approach. Springer, 2017.

[15] R. Sheikhbahaei, A. Alasty, and G. Vossoughi, “Robust fault tolerant explicit
model predictive control,” Autom., vol. 97, pp. 248-253, 2018.

[16] B. Wang, D. Zhu, L. Han, H. Gao, Z. Gao, and Y. Zhang, “Adaptive fault-tolerant
control of a hybrid canard rotor/wing UAV under transition flight subject to
actuator faults and model uncertainties,” IEEE Trans. Aerosp. Electron. Syst.,
vol. 59, no. 4, pp. 4559-4574, 2023.

[17] X. Yang and J. M. Maciejowski, “Fault tolerant control using gaussian processes
and model predictive control,” Int. J. Appl. Math. Comput. Sci., vol. 25, no. 1,
pp. 133-148, 2015.

[18] A.D. Ames, X. Xu, J. W. Grizzle, and P. Tabuada, “Control barrier function based
quadratic programs for safety critical systems,” IEEE Trans. Autom. Control.,
vol. 62, no. 8, pp. 3861-3876, 2017.

[19] S.Bansal, M. Chen, S. L. Herbert, and C. J. Tomlin, “Hamilton-jacobi reachability:

A brief overview and recent advances,” in 56th IEEE Annual Conference on

124



REFERENCES

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

Decision and Control, CDC 2017, Melbourne, Australia, December 12-15, 2017.
IEEE, 2017, pp. 2242—-2253.

L. Brunke, M. Greeff, A. W. Hall, Z. Yuan, S. Zhou, J. Panerati, and A. P. Schoellig,
“Safe learning in robotics: From learning-based control to safe reinforcement
learning,” Annu. Rev. Control. Robotics Auton. Syst., vol. 5, pp. 411-444, 2022.

A. D. Ames, S. Coogan, M. Egerstedt, G. Notomista, K. Sreenath, and P. Tabuada,
“Control barrier functions: Theory and applications,” in 17th European Control
Conference, ECC 2019, Naples, Italy, June 25-28, 2019. 1EEE, 2019, pp. 3420—
3431.

W. Xiao and C. Belta, “High-order control barrier functions,” IEEE Trans. Autom.
Control., vol. 67, no. 7, pp. 3655-3662, 2022.

L. Zhao, L. Wang, Y. Cao, Y. Yang, and S. Wen, “Learning-based fault-tolerant
control with high-order control barrier functions,” IEEE Trans Autom. Sci.
Eng., vol. 22, pp. 14 689-14 698, 2025.

P. Jagtap, G. J. Pappas, and M. Zamani, “Control barrier functions for unknown
nonlinear systems using Gaussian processes,” in 59th IEEE Conference on
Decision and Control, CDC 2020, Jeju Island, South Korea, December 14-18,
2020. IEEE, 2020, pp. 3699-3704.

Y. Zhang, L. Wen, X. Yao, Z. Bing, L. Kong, W. He, and A. Knoll, “Real-time adap-
tive safety-critical control with gaussian processes in high-order uncertain
models,” in IEEE International Conference on Robotics and Automation, ICRA
2024, Yokohama, Japan, May 13-17, 2024. 1EEE, 2024, pp. 14 763-14 769.

Q. E. J. van Hilten, “Fault tolerant control barrier functions,” Master’s thesis,
Technical University of Delft, 2024.

Z. Dong, J. Li, and H. Wang, “Fault-tolerant safety-critical control for nonlinear
affine system by using high-order control barrier function,” Electronics, vol. 12,
no. 21, p. 4549, 2023.

Z. Wu, R. Yang, L. Zheng, and H. Cheng, “Safe learning-based feedback lineariza-
tion tracking control for nonlinear system with event-triggered model update,”
IEEE Robotics Autom. Lett., vol. 7, no. 2, pp. 3286-3293, 2022.

125



REFERENCES

[29] J. Umlauft and S. Hirche, “Feedback linearization based on gaussian processes
with event-triggered online learning,” IEEE Trans. Autom. Control., vol. 65,
no. 10, pp. 4154-4169, 2020.

[30] Y. He and Y. Zhao, “Adaptive robust control of uncertain Euler-lagrange systems
using Gaussian processes,” IEEE Trans. Neural Networks Learn. Syst., vol. 35,
no. 6, pp. 7949-7962, 2024.

[31] E. L. Zhu, F. L. Busch, J. Johnson, and F. Borrelli, “A gaussian process model for
opponent prediction in autonomous racing,” in IROS, 2023, pp. 8186—-8191.

[32] W. Zhao, T. He, and C. Liu, “Probabilistic safeguard for reinforcement learning
using safety index guided gaussian process models,” in Learning for Dynamics
and Control Conference, L4DC 2023, 15-16 June 2023, Philadelphia, PA, USA,
ser. Proceedings of Machine Learning Research, N. Matni, M. Morari, and G. J.
Pappas, Eds., vol. 211. PMLR, 2023, pp. 783-796.

[33] R. Yang, L. Zheng, J. Pan, and H. Cheng, “Learning-based predictive path fol-
lowing control for nonlinear systems under uncertain disturbances,” IEEE
Robotics Autom. Lett., vol. 6, no. 2, pp. 2854-2861, 2021.

[34] F. Castaneda, J. J. Choi, B. Zhang, C. J. Tomlin, and K. Sreenath, “Pointwise fea-
sibility of gaussian process-based safety-critical control under model uncer-
tainty,” in 2021 60th IEEE Conference on Decision and Control (CDC), Austin,
TX, USA, December 14-17, 2021. 1EEE, 2021, pp. 6762—6769.

[35] S. Wang, K. Li, Y. Yang, Y. Cao, T. Huang, and S. Wen, “Model-assisted prob-
abilistic safe adaptive control with meta-bayesian learning,” CoRR, vol.
abs/2307.00828, 2023.

[36] X. Dai, Z. Yang, M. Xu, S. Zhang, F. Liu, G. Hattab, and S. Hirche, “Decentral-
ized event-triggered online learning for safe consensus control of multi-agent

systems with Gaussian process regression,” European Journal of Control, p.
101058, 2024.

[37] P. Mestres and J. Cortés, “Feasibility and regularity analysis of safe stabilizing
controllers under uncertainty,” Autom., vol. 167, p. 111800, 2024.

126



REFERENCES

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

M. Aali and J. Liu, “Learning high-order control barrier functions for safety-
critical control with gaussian processes,” in American Control Conference,
ACC 2024, Toronto, ON, Canada, July 10-12, 2024. 1EEE, 2024, pp. 1-6.

A. Lederer, A. Begzadic, S. Hirche, J. Cortés, and S. L. Herbert, “Safe barrier-
constrained control of uncertain systems via event-triggered learning,” CoRR,
vol. abs/2408.16144, 2024.

N. T. Nguyen, “Model-reference adaptive control,” in Model-Reference Adaptive
Control: A Primer, N. T. Nguyen, Ed.  Springer International Publishing,
2018, pp. 83-123.

A. R. Barron, “Approximation and estimation bounds for artificial neural
networks,” Mach. Learn., vol. 14, no. 1, pp. 115-133, 1994. [Online]. Available:
https://doi.org/10.1007/BF00993164

D. Duvenaud, “Automatic model construction with gaussian processes,” Ph.D. dis-
sertation, 2014.

N. Srinivas, A. Krause, S. M. Kakade, and M. W. Seeger, “Information-theoretic
regret bounds for gaussian process optimization in the bandit setting,” IEEE
Trans. Inf. Theory, vol. 58, no. 5, pp. 3250-3265, 2012.

T. Beckers, D. Kulic, and S. Hirche, “Stable gaussian process based tracking con-

trol of euler-lagrange systems,” Autom., vol. 103, pp. 390-397, 2019.

A. Lederer, J. Umlauft, and S. Hirche, “Uniform error bounds for gaussian pro-
cess regression with application to safe control,” in Advances in Neural In-
formation Processing Systems 32: Annual Conference on Neural Information
Processing Systems 2019, NeurIPS 2019, December 8-14, 2019, Vancouver, BC,
Canada, H. M. Wallach, H. Larochelle, A. Beygelzimer, F. d’Alché-Buc, E. B.
Fox, and R. Garnett, Eds., 2019, pp. 657-667.

J. Umlauft, L. Pohler, and S. Hirche, “An uncertainty-based control lyapunov
approach for control-affine systems modeled by gaussian process,” IEEE
Control. Syst. Lett., vol. 2, no. 3, pp. 483—488, 2018. [Online]. Available:
https://doi.org/10.1109/LCSYS.2018.2841961

J. Umlauft, T. Beckers, and S. Hirche, “Scenario-based optimal control for

gaussian process state space models,” in 16th European Control Conference,

127


https://doi.org/10.1007/BF00993164
https://doi.org/10.1109/LCSYS.2018.2841961

REFERENCES

[48]

[49]

[50]

[61]

[62]

[53]

[64]

ECC 2018, Limassol, Cyprus, June 12-15, 2018. IEEE, 2018, pp. 1386-1392.
[Online]. Available: https://doi.org/10.23919/ECC.2018.8550458

F. Castaneda, J. J. Choi, B. Zhang, C. J. Tomlin, and K. Sreenath, “Gaussian

process-based min-norm stabilizing controller for control-affine systems with
uncertain input effects and dynamics,” in 2021 American Control Conference,
ACC 2021, New Orleans, LA, USA, May 25-28, 2021. 1EEE, 2021, pp. 3683—
3690. [Online]. Available: https://doi.org/10.23919/ACC50511.2021.9483420

C. Grande, G. Chowdhary, and J. P. How, “Nonparametric adaptive
control using gaussian processes with online hyperparameter estimation,” in
Proceedings of the 52nd IEEE Conference on Decision and Control, CDC 2013,
Florence, Italy, December 10-13, 2013. IEEE, 2013, pp. 861-867. [Online].
Available: https://doi.org/10.1109/CDC.2013.6759990

G. Chowdhary, H. A. Kingravi, J. P. How, and P. A. Vela, “Bayesian nonparametric

adaptive control using gaussian processes,” IEEE Trans. Neural Networks
Learn. Syst., vol. 26, no. 3, pp. 537-550, 2015. [Online]. Available:
https://doi.org/10.1109/TNNLS.2014.2319052

G. Joshi and G. Chowdhary, “Adaptive control using gaussian-process with model

J.

reference generative network,” in 57th IEEE Conference on Decision and
Control, CDC 2018, Miami, FL, USA, December 17-19, 2018. I1EEE, 2018,
pp. 237-243. [Online]. Available: https://doi.org/10.1109/CDC.2018.8619431

Hewing, J. Kabzan, and M. N. Zeilinger, “Cautious model predictive
control using gaussian process regression,” IEEE Trans. Control. Syst.
Technol., vol. 28, no. 6, pp. 2736-2743, 2020. [Online]. Available: https:
//doi.org/10.1109/TCST.2019.2949757

Kabzan, L. Hewing, A. Liniger, and M. N. Zeilinger, “Learning-based
model predictive control for autonomous racing,” IEEE Robotics Autom.
Lett., vol. 4, no. 4, pp. 3363-3370, 2019. [Online]. Available: https:
//doi.org/10.1109/LRA.2019.2926677

G. Cao, E. M. Lai, and F. Alam, “Gaussian process model predictive control of

an unmanned quadrotor,” J. Intell. Robotic Syst., vol. 88, no. 1, pp. 147-162,
2017. [Online]. Available: https://doi.org/10.1007/s10846-017-0549-y

128


https://doi.org/10.23919/ECC.2018.8550458
https://doi.org/10.23919/ACC50511.2021.9483420
https://doi.org/10.1109/CDC.2013.6759990
https://doi.org/10.1109/TNNLS.2014.2319052
https://doi.org/10.1109/CDC.2018.8619431
https://doi.org/10.1109/TCST.2019.2949757
https://doi.org/10.1109/TCST.2019.2949757
https://doi.org/10.1109/LRA.2019.2926677
https://doi.org/10.1109/LRA.2019.2926677
https://doi.org/10.1007/s10846-017-0549-y

REFERENCES

[55]

[56]

[67]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

Y. Xu, J. Sun, Z. Wu, and G. Wang, “Fully distributed adaptive event-triggered
control of networked systems with actuator bias faults,” IEEE Trans. Cybern.,
vol. 52, no. 10, pp. 10773-10 784, 2022.

D. Ye and G. Yang, “Adaptive fault-tolerant tracking control against actuator
faults with application to flight control,” IEEE Trans. Control. Syst. Technol.,
vol. 14, no. 6, pp. 1088-1096, 2006.

P. Mellodge, A practical approach to dynamical systems for engineers. Woodhead
Publishing, 2015.

H. Ouyang and Y. Lin, “Adaptive fault-tolerant control for actuator failures: A

switching strategy,” Autom., vol. 81, pp. 87-95, 2017.

C. Deng and G. Yang, “Distributed adaptive fault-tolerant control approach to co-
operative output regulation for linear multi-agent systems,” Autom., vol. 103,
pp. 62-68, 2019.

dJ. Chen and R. J. Patton, Robust Model-Based Fault Diagnosis for Dynamic Sys-
tems, ser. The International Series on Asian Studies in Computer and Infor-

mation Science. Kluwer, 1999, vol. 3.

L. Wang, M. Hu, Y. Bian, G. Guo, S. E. Li, B. Chen, and Z. Zhong, “Periodic
event-triggered fault detection for safe platooning control of intelligent and
connected vehicles,” IEEE Trans. Veh. Technol., vol. 73, no. 4, pp. 5064-5077,
2024.

dJ. Lunze and J. Richter, “Reconfigurable fault-tolerant control: A tutorial intro-
duction,” European Journal of Control, vol. 14, no. 5, pp. 359-386, 2008.

dJ. Jiang and X. Yu, “Fault-tolerant control systems: A comparative study between
active and passive approaches,” Annu. Rev. Control., vol. 36, no. 1, pp. 60-72,
2012.

M. Khalili, X. Zhang, M. M. Polycarpou, T. Parisini, and Y. Cao, “Distributed adap-
tive fault-tolerant control of uncertain multi-agent systems,” Autom., vol. 87,
pp. 142-151, 2018.

H. Wang, W. Bai, and P. X. Liu, “Finite-time adaptive fault-tolerant control for
nonlinear systems with multiple faults,” IEEE CAA J. Autom. Sinica, vol. 6,
no. 6, pp. 1417-1427, 2019.

129



REFERENCES

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

T. Yang and J. Dong, “Predefined-time adaptive fault-tolerant control for switched
odd-rational-power multi-agent systems,” IEEE Trans Autom. Sci. Eng.,
vol. 20, no. 4, pp. 24232434, 2023.

H. Fan, X. Fang, W. Wang, J. Huang, and L. Liu, “Adaptive fault-tolerant control
for uncertain nonlinear systems with both parameter estimator and controller
triggering,” Autom., vol. 151, p. 110954, 2023.

J. Wang, J. Ma, H. Pan, and W. Sun, “Event-triggered adaptive saturated fault-
tolerant control for unknown nonlinear systems with full state constraints,”
IEEE Trans Autom. Sci. Eng., vol. 21, no. 2, pp. 1837-1849, 2024.

Y. Wu, G. Zhang, and L. Wu, “Event-triggered adaptive fault-tolerant control for
nonaffine uncertain systems with output tracking errors constraints,” IEEE
Trans. Fuzzy Syst., vol. 30, no. 6, pp. 1750-1761, 2022.

Z. Zhao, Y. Ren, C. Mu, T. Zou, and K. Hong, “Adaptive neural-network-based
fault-tolerant control for a flexible string with composite disturbance observer
and input constraints,” IEEE Trans. Cybern., vol. 52, no. 12, pp. 12 843-12 853,
2022.

X. Guo, C. Wang, and L. Liu, “Adaptive fault-tolerant control for a class of nonlin-
ear multi-agent systems with multiple unknown time-varying control direc-
tions,” Autom., vol. 167, p. 111802, 2024.

X. Shao, Q. Hu, Y. Shi, and Y. Zhang, “Fault-tolerant control for full-state er-
ror constrained attitude tracking of uncertain spacecraft,” Autom., vol. 151,
p. 110907, 2023.

C. Deng, X. Jin, W. Che, and H. Wang, “Learning-based distributed resilient fault-
tolerant control method for heterogeneous mass under unknown leader dy-
namic,” IEEE Trans. Neural Networks Learn. Syst., vol. 33, no. 10, pp. 5504—
5513, 2022.

L. Zhao, G. Wen, Z. Guo, S. Zhu, C. Hu, and S. Wen, “Probabilistic model-based
fault-tolerant control for uncertain nonlinear systems,” IEEE Trans. Cybern.,
vol. 55, no. 4, pp. 1838-1847, 2025.

X. Xu, P. Tabuada, J. W. Grizzle, and A. D. Ames, “Robustness of control bar-

rier functions for safety critical control,” in 5th IFAC Conference on Analysis

130



REFERENCES

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

[84]

and Design of Hybrid Systems, ADHS 2015, Atlanta, GA, USA, October 14-
16, 2015, ser. IFAC-PapersOnLine, M. Egerstedt and Y. Wardi, Eds., vol. 48,
no. 27. Elsevier, 2015, pp. 54-61.

M. Jankovic, “Robust control barrier functions for constrained stabilization of non-
linear systems,” Autom., vol. 96, pp. 359-367, 2018.

J. R. Buch, S. Liao, and P. J. Seiler, “Robust control barrier functions with sector-
bounded uncertainties,” IEEE Control. Syst. Lett., vol. 6, pp. 1994-1999, 2022.

M. H. Cohen, C. Belta, and R. Tron, “Robust control barrier functions for nonlin-
ear control systems with uncertainty: A duality-based approach,” in 61st IEEE
Conference on Decision and Control, CDC 2022, Cancun, Mexico, December 6-
9, 2022. 1EEE, 2022, pp. 174-179.

C. Dawson, Z. Qin, S. Gao, and C. Fan, “Safe nonlinear control using robust neural
lyapunov-barrier functions,” in Conference on Robot Learning, 8-11 November
2021, London, UK, ser. Proceedings of Machine Learning Research, A. Faust,
D. Hsu, and G. Neumann, Eds., vol. 164. PMLR, 2021, pp. 1724-1735.

B. T. Lopez, J. E. Slotine, and J. P. How, “Robust adaptive control barrier functions:
An adaptive and data-driven approach to safety,” IEEE Control. Syst. Lett.,
vol. 5, no. 3, pp. 1031-1036, 2021.

S. Wang, B. Lyu, S. Wen, K. Shi, S. Zhu, and T. Huang, “Robust adaptive safety-
critical control for unknown systems with finite-time elementwise parameter
estimation,” IEEE Trans. Syst. Man Cybern. Syst., vol. 53, no. 3, pp. 1607—
1617, 2023.

Y. Wang and X. Xu, “Adaptive safety-critical control for a class of nonlinear sys-
tems with parametric uncertainties: A control barrier function approach,”
Syst. Control. Lett., vol. 188, p. 105798, 2024.

E. Das and J. W. Burdick, “Robust control barrier functions using uncertainty es-
timation with application to mobile robots,” CoRR, vol. abs/2401.01881, 2024.

dJ. J. Choi, F. Castanieda, C. J. Tomlin, and K. Sreenath, “Reinforcement learn-
ing for safety-critical control under model uncertainty, using control lyapunov

functions and control barrier functions,” in Robotics: Science and Systems XVI,

131



REFERENCES

[85]

[86]

[87]

[88]

[89]

[90]

[91]

Virtual Event | Corvalis, Oregon, USA, July 12-16, 2020, M. Toussaint, A. Bic-
chi, and T. Hermans, Eds., 2020.

A. J. Taylor, A. Singletary, Y. Yue, and A. D. Ames, “Learning for safety-critical

control with control barrier functions,” in Proceedings of the 2nd Annual Con-
ference on Learning for Dynamics and Control, L4DC 2020, Online Event,
Berkeley, CA, USA, 11-12 June 2020, ser. Proceedings of Machine Learning
Research, A. M. Bayen, A. Jadbabaie, G. J. Pappas, P. A. Parrilo, B. Recht, C. J.
Tomlin, and M. N. Zeilinger, Eds., vol. 120. PMLR, 2020, pp. 708-717.

L. Lindemann, A. Robey, L. Jiang, S. Tu, and N. Matni, “Learning robust out-

put control barrier functions from safe expert demonstrations,” IEEE Open. J.
Control Syst., vol. 3, pp. 158-172, 2024.

Y. Emam, P. Glotfelter, S. Wilson, G. Notomista, and M. Egerstedt, “Data-driven

robust barrier functions for safe, long-term operation,” IEEE Trans. Robotics,
vol. 38, no. 3, pp. 1671-1685, 2022.

J. Li, Q. Liu, W. Jin, J. Qin, and S. Hirche, “Robust safe learning and control in

an unknown environment: An uncertainty-separated control barrier function
approach,” IEEE Robotics Autom. Lett., vol. 8, no. 10, pp. 65639—-6546, 2023.

. Li and Z. Sun, “Safe stabilization with model uncertainties: A universal for-

mula with gaussian process learning,” in 18th IEEE International Conference
on Control & Automation, ICCA 2024, Reykjavik, Iceland, June 18-21, 2024.
IEEE, 2024, pp. 180-185.

K. Long, V. Dhiman, M. Leok, J. Cortés, and N. Atanasov, “Safe control synthesis

with uncertain dynamics and constraints,” IEEE Robotics Autom. Lett., vol. 7,
no. 3, pp. 7295-7302, 2022.

. J. Khojasteh, V. Dhiman, M. Franceschetti, and N. Atanasov, “Probabilistic

safety constraints for learned high relative degree system dynamics,” in Pro-
ceedings of the 2nd Annual Conference on Learning for Dynamics and Control,
L4DC 2020, Online Event, Berkeley, CA, USA, 11-12 June 2020, ser. Proceed-
ings of Machine Learning Research, A. M. Bayen, A. Jadbabaie, G. J. Pappas,
P. A. Parrilo, B. Recht, C. J. Tomlin, and M. N. Zeilinger, Eds., vol. 120. PMLR,
2020, pp. 781-792.

132



REFERENCES

[92] B.Li, Z. Guo, C. Hu, S. Zhu, and S. Wen, “Safe formation control of uncertain mul-

tiagent systems from a bayesian perspective,” IEEE Trans. Autom. Control.,
vol. 70, no. 3, pp. 1929-1934, 2025.

[93] S. Wang, K. Li, Z. Yan, Z. Guo, S. Zhu, G. Wen, and S. Wen, “Optimal parameter

adaptation for safety-critical control via safe barrier bayesian optimization,”
CoRR, vol. abs/2503.19349, 2025.

[94] W. Xiao and C. Belta, “Control barrier functions for systems with high relative

[95] Q.

[96] H.

[971 C.

[98] P.

[991 V.

[100] C.

degree,” in 58th IEEE Conference on Decision and Control, CDC 2019, Nice,
France, December 11-13, 2019. IEEE, 2019, pp. 474-479.

Nguyen and K. Sreenath, “Exponential control barrier functions for enforc-
ing high relative-degree safety-critical constraints,” in 2016 American Control
Conference, ACC 2016, Boston, MA, USA, July 6-8, 2016. 1EEE, 2016, pp.
322-328.

Khalil, Nonlinear Systems. 3rd ed. Englewood Cliffs, NJ, USA: Prentice Hall,
2002.

I. G. Chinelato and B. A. Angélico, “Robust exponential control barrier
functions for safety-critical control,” in 2021 American Control Conference,
ACC 2021, New Orleans, LA, USA, May 25-28, 2021. 1EEE, 2021, pp. 2342—
2347. [Online]. Available: https://doi.org/10.23919/ACC50511.2021.9482899

J. Seiler, M. Jankovic, and E. Hellstrom, “Control barrier functions with
unmodeled input dynamics using integral quadratic constraints,” IEEE
Control. Syst. Lett., vol. 6, pp. 1664-1669, 2022. [Online]. Available:
https://doi.org/10.1109/LCSYS.2021.3130782

Azimi and S. Hutchinson, “Exponential control lyapunov-barrier function
using a filtering-based concurrent learning adaptive approach,” IEEE Trans.
Autom. Control., vol. 67, no. 10, pp. 5376-5383, 2022. [Online]. Available:
https://doi.org/10.1109/TAC.2021.3120622

Wang, Y. Meng, Y. Li, S. L. Smith, and J. Liu, “Learning control barrier
functions with high relative degree for safety-critical control,” in 2021
European Control Conference, ECC 2021, Virtual Event | Delft, The
Netherlands, June 29 - July 2, 2021. 1EEE, 2021, pp. 1459-1464. [Online].
Available: https://doi.org/10.23919/ECC54610.2021.9655206

133


https://doi.org/10.23919/ACC50511.2021.9482899
https://doi.org/10.1109/LCSYS.2021.3130782
https://doi.org/10.1109/TAC.2021.3120622
https://doi.org/10.23919/ECC54610.2021.9655206

REFERENCES

[101] L. Wang and J. Dong, “Concurrent learning control lyapunov and barrier
functions for uncertain nonlinear safety-critical systems with high relative
degree constraints,” IEEE Trans Autom. Sci. Eng., vol. 21, no. 4, pp. 7170-
7179, 2024. [Online]. Available: https://doi.org/10.1109/TASE.2023.3339501

[102] J. Wang, H. Pan, and W. Sun, “Event-triggered adaptive fault-tolerant control for
unknown nonlinear systems with applications to linear motor,” IEEE /ASME
Trans. Mechatron., vol. 27, no. 2, pp. 940-949, 2022.

[103] H. Fan, X. Fang, W. Wang, J. Huang, and L. Liu, “Adaptive fault-tolerant control
for uncertain nonlinear systems with both parameter estimator and controller
triggering,” Autom., vol. 151, p. 110954, 2023.

[104] L. Liu, Y. Liu, and S. Tong, “Neural networks-based adaptive finite- time fault-
tolerant control for a class of strict-feedback switched nonlinear systems,”
IEEE Trans. Cybern., vol. 49, no. 7, pp. 2536-2545, 2019.

[105] S. Roshanravan and S. Shamaghdari, “Adaptive fault-tolerant tracking control for
affine nonlinear systems with unknown dynamics via reinforcement learning,”
IEEE Trans Autom. Sci. Eng., vol. 21, no. 1, pp. 569-580, 2024.

[106] J. Qiu, M. Ma, and T. Wang, “Event-triggered adaptive fuzzy fault-tolerant control
for stochastic nonlinear systems via command filtering,” IEEE Trans. Syst.
Man Cybern. Syst., vol. 52, no. 2, pp. 1145-1155, 2022.

[107] J. Wu, F. He, H. Shen, S. Ding, and Z. Wu, “Adaptive NN fixed-time fault-tolerant
control for uncertain stochastic system with deferred output constraint via
self-triggered mechanism,” IEEE Trans. Cybern., vol. 53, no. 9, pp. 5892-5903,
2023.

[108] J. Kocijan, Modelling and control of dynamic systems using Gaussian process mod-

els. Springer, 2016.

[109] X. Dai, A. Lederer, Z. Yang, and S. Hirche, “Can learning deteriorate control? ana-
lyzing computational delays in gaussian process-based event- triggered online
learning,” in Learning for Dynamics and Control Conference, L4DC 2023, 15-
16 June 2023, Philadelphia, PA, USA, N. Matni, M. Morari, and G. J. Pappas,
Eds., vol. 211. PMLR, 2023, pp. 445-457.

134


https://doi.org/10.1109/TASE.2023.3339501

REFERENCES

[110] R. Kamalapurkar, H. T. Dinh, S. Bhasin, and W. E. Dixon, “Approximate optimal
trajectory tracking for continuous-time nonlinear systems,” Autom., vol. 51,
pp- 40—48, 2015.

[111] V. Dhiman, M. J. Khojasteh, M. Franceschetti, and N. Atanasov, “Control barri-
ers in bayesian learning of system dynamics,” IEEE Trans. Autom. Control.,
vol. 68, no. 1, pp. 214-229, 2023.

[112] Y. Li and G. Yang, “Robust adaptive fault-tolerant control for a class of uncertain
nonlinear time delay systems,” IEEE Trans. Syst. Man Cybern. Syst., vol. 47,
no. 7, pp. 1554-1563, 2017.

[113] Y. Su, C. Zheng, and P. Mercorelli, “Nonlinear PD fault-tolerant control for dy-
namic positioning of ships with actuator constraints,” IEEE/ASME Trans.
Mechatron., vol. 22, no. 3, pp. 1132-1142, 2017.

[114] M. H. Cohen and C. Belta, “High order robust adaptive control barrier functions
and exponentially stabilizing adaptive control Lyapunov functions,” in Ameri-
can Control Conference, ACC 2022, Atlanta, GA, USA, June 8-10, 2022. 1EEE,
2022, pp. 2233-2238.

[115] H. Noura, D. Theilliol, J.-C. Ponsart, and A. Chamseddine, Fault-tolerant Control
Systems: Design and Practical Applications. Springer London, 2009.

[116] H. Zhang, L. Niu, A. Clark, and R. Poovendran, “Fault tolerant neural control
barrier functions for robotic systems under sensor faults and attacks,” in IEEE
International Conference on Robotics and Automation, ICRA 2024, Yokohama,
Japan, May 13-17, 2024. 1EEE, 2024, pp. 9901-9907.

[117] M. Cohen and C. Belta, Adaptive and Learning-Based Control of Safety-Critical
Systems. Springer Cham, 2023.

[118] L. Wu and J. H. Park, “Adaptive fault-tolerant control of uncertain switched non-
affine nonlinear systems with actuator faults and time delays,” IEEE Trans.
Syst. Man Cybern. Syst., vol. 50, no. 9, pp. 3470-3480, 2020.

[119] H. Tao, H. Shi, J. Qiu, G. Jin, and V. Stojanovic, “Planetary gearbox fault diagnosis
based on FDKNN-DGAT with few labeled data,” Meas. Sci. Technol., vol. 35,
no. 2, p. 025036, 2023.

135



REFERENCES

[120] L. Chen, C. Edwards, H. Alwi, and M. Sato, “Flight evaluation of a sliding mode
online control allocation scheme for fault tolerant control,” Autom., vol. 114, p.
108829, 2020.

[121] X. Song, C. Wu, S. Song, V. Stojanovic, and I. Tejado, “Fuzzy wavelet neural adap-
tive finite-time self-triggered fault-tolerant control for a quadrotor unmanned
aerial vehicle with scheduled performance,” Eng. Appl. Artif. Intell., vol. 131,
p. 107832, 2024.

[122] X. Song, Y. Song, V. Stojanovic, and S. Song, “Improved dynamic event-triggered
security control for TS fuzzy LPV-PDE systems via pointwise measurements
and point control,” Int. J. Fuzzy Syst., vol. 25, no. 8, pp. 3177-3192, 2023.

[123] A. Dosovitskiy, G. Ros, F. Codevilla, A. M. Lépez, and V. Koltun, “CARLA: an open
urban driving simulator,” in 1st Annual Conference on Robot Learning, CoRL
2017, Mountain View, California, USA, November 13-15, 2017, Proceedings,
ser. Proceedings of Machine Learning Research, vol. 78. PMLR, 2017, pp.
1-16.

[124] F. Pedregosa, G. Varoquaux, A. Gramfort, V. Michel, B. Thirion, O. Grisel, M. Blon-
del, P. Prettenhofer, R. Weiss, V. Dubourg, J. Vanderplas, A. Passos, D. Courna-
peau, M. Brucher, M. Perrot, and E. Duchesnay, “Scikit-learn: Machine learn-
ing in Python,” Journal of Machine Learning Research, vol. 12, pp. 2825—-2830,
2011.

[125] S. Diamond and S. P. Boyd, “CVXPY: A python-embedded modeling language for
convex optimization,” J. Mach. Learn. Res., vol. 17, pp. 83:1-83:5, 2016.

[126] L. Wang, A. D. Ames, and M. Egerstedt, “Safety barrier certificates for collisions-
free multirobot systems,” IEEE Trans. Robotics, vol. 33, no. 3, pp. 661-674,
2017.

[127] H. Ma and L. Xu, “Decentralized adaptive fault-tolerant control for a class of
strong interconnected nonlinear systems via graph theory,” IEEE Trans. Au-
tom. Control., vol. 66, no. 7, pp. 3227-3234, 2021.

[128] K. P. Wabersich, L. Hewing, A. Carron, and M. N. Zeilinger, “Probabilistic model
predictive safety certification for learning-based control,” IEEE Trans. Autom.
Control., vol. 67, no. 1, pp. 176-188, 2022.

136



REFERENCES

[129] B.

[130] S.

[131] L.

[132] H.

[133] H.

Xu, A. Suleman, and Y. Shi, “A multi-rate hierarchical fault-tolerant adaptive
model predictive control framework: Theory and design for quadrotors,” Au-
tom., vol. 153, p. 111015, 2023.

Wang, K. Li, Y. Yang, Y. Cao, T. Huang, and S. Wen, “Model-assisted prob-
abilistic safe adaptive control with meta-bayesian learning,” CoRR, vol.
abs/2307.00828, 2023.

Zhao, L. Wang, Y. Cao, Y. Yang, and S. Wen, “Learning-based fault-tolerant
control with high-order control barrier functions,” IEEE Trans Autom. Sci.
Eng., vol. 22, pp. 14 689-14 698, 2025.

Noura, D. Theilliol, J.-C. Ponsart, and A. Chamseddine, Fault-tolerant control

systems: Design and practical applications. Springer Science & Business
Media, 2009.

Ouyang and Y. Lin, “Adaptive fault-tolerant control and performance recovery
against actuator failures with deferred actuator replacement,” IEEE Trans.
Autom. Control., vol. 66, no. 8, pp. 3810-3817, 2021.

[134] V. Adetola, D. DeHaan, and M. Guay, “Adaptive model predictive control for con-

[135] A.

strained nonlinear systems,” Syst. Control. Lett., vol. 58, no. 5, pp. 320-326,
2009.

D. Ames, J. W. Grizzle, and P. Tabuada, “Control barrier function based
quadratic programs with application to adaptive cruise control,” in 53rd IEEE
Conference on Decision and Control, CDC 2014, Los Angeles, CA, USA, Decem-
ber 15-17, 2014. 1EEE, 2014, pp. 6271-6278.

[136] R. Cheng, M. J. Khojasteh, A. D. Ames, and J. W. Burdick, “Safe multi-agent inter-

[137] M.

action through robust control barrier functions with learned uncertainties,” in
59th IEEE Conference on Decision and Control, CDC 2020, Jeju Island, South
Korea, December 14-18, 2020. IEEE, 2020, pp. 777-783.

Khan, T. Ibuki, and A. Chatterjee, “Safety uncertainty in control barrier func-
tions using gaussian processes,” in IEEE International Conference on Robotics
and Automation, ICRA 2021, Xi’an, China, May 30 - June 5, 2021. 1EEE,
2021, pp. 6003—6009.

137



REFERENCES

[138] A. R. Kumar, S. Liu, J. F. Fisac, R. P. Adams, and P. J. Ramadge, “Probf:

Learning probabilistic safety certificates with barrier functions,” CoRR, vol.

abs/2112.12210, 2021.

[139] X. Tan, W. Shaw-Cortez, and D. V. Dimarogonas, “High-order barrier functions:
Robustness, safety, and performance-critical control,” IEEE Trans. Autom.

Control., vol. 67, no. 6, pp. 3021-3028, 2022.

138



	List of Publications
	List of Abbreviations
	List of Figures
	Introduction
	Background and Motivations
	Research Questions and Objectives
	Research Questions
	Research Objectives

	Research Contributions
	Research Significance
	Thesis Structure

	Literature Review
	Gaussian Processes
	Fundamental Concepts
	Gaussian Process-Based Stabilizing Controller

	Fault-Tolerant Control
	Fundamental Concepts
	Adaptive FTC

	Control Barrier Functions
	Fundamental Concepts
	Uncertainty-Aware CBFs

	High-Order Control Barrier Functions
	Fundamental Concepts
	Uncertainty-Aware High-Order CBFs


	Probabilistic Model-Based Fault-Tolerant Control for Uncertain Nonlinear Systems
	Introduction
	Preliminaries
	Notations
	Problem Formulation
	Fault Modeling
	Control Objectives

	Offline Learning-Based Adaptive FTC
	Learning-Based FTC with Delayed GP Predictions
	Stability Analysis

	Event-triggered Online Learning Strategy
	Event-triggered Model Update Strategy
	Stability Analysis

	Numerical Simulations
	Simulation Setup
	Simulation Results

	Conclusion

	Learning-Based Fault-Tolerant Control with High-Order Control Barrier Functions
	Introduction
	Background and Preliminaries
	Notations and Definitions
	High-Order CBFs

	Probabilistic CLF-HOCBF-QP
	Problem Formulation
	Design of the GP-CLF-HOCBF Method

	Probabilistically Fault-Tolerant Safe Control
	Modelling of Faults
	Theoretical Analysis and Strategy Design
	Probabilistically Fault-Tolerant Safe Control Algorithm

	Numerical Example
	Experiment Setup
	Experiment Results

	Conclusion

	Safe Learning for Adaptive Fault-Tolerant Control with Probabilistic Control Barrier Function
	Introduction
	Preliminaries
	Notations and Definition
	High-Order CBFs

	Probabilistic Safety Constraints
	Problem Statement
	Probabilistic CBFs
	Probabilistic High-Order CBFs

	Probabilistically Safe Controllers Under Actuator Faults
	Faults Modelling
	Faulty Parameters Estimation
	Fault-Tolerant Safety Filter via CBFs
	Fault-Tolerant Safe Control for High Relative Degrees

	Numerical Example
	Adaptive Cruise Control System
	Mobile Robotic System

	Conclusion

	Probabilistically Safe Fault-Tolerant Control Using Learning-Based High-Order Control Barrier Functions
	Introduction
	Preliminaries
	High-Order CBFs

	Uncertainty-Aware Safety Constraint Learning
	Probabilistic Safe Control Framework Designing
	Learning-Based Fault-Tolerant Safety Controller
	Modeling of Faults
	Theoretical Analysis and Strategy Design

	Numerical Examples
	Safety Guarantee for an ACC System
	Mobile Robotic System

	Conclusion

	Conclusion and Future Research
	Conclusion
	Future Research

	References



