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ABSTRACT

Machine learning methods have become a strong driving force in revolutionizing a wide
range of applications. However, they are also bringing requests to delete training sam-
ples from models due to privacy, usability, or other entitlement requirements. Machine
unlearning has emerged as a promising solution to address such deletion requests, and
various methods have been explored in recent research. Despite this progress, existing
machine unlearning schemes face several critical limitations: how to effectively perform
unlearning in federated learning scenarios, how to achieve fine-grained unlearning at the
target or feature level, and how to build a robust and trustworthy unlearning verification
framework that cannot be easily bypassed. To address these challenges, this thesis makes
the following contributions based on explainable techniques:

1. We first introduce the core concepts and objectives of machine unlearning, propose
a novel taxonomy based on representative existing methods, summarize their key
principles, and analyze their strengths and limitations. We also emphasize the
importance of unlearning verification by reviewing current verification schemes.

2. We propose an efficient machine unlearning scheme in federated learning scenarios.
We first use ablation studies to identify the most influential parameters for the
class that need to be unlearned. To achieve unlearning, we design two unlearning
schemes, including decentralized and centralized unlearning. Both update only
these selected influential parameters. We also incorporate perturbed samples to
accelerate the unlearning process and reduce resource costs. Experiments across
various models and datasets confirm the effectiveness and efficiency.

3. We propose target unlearning to remove specific target information from a trained
model. We use interpretability-guided pruning of influential parameters to achieve
that. To minimize performance loss, we build a graph-based data capturing param-
eter dependencies and their relevance to the remaining data. Experiments show
our method effectively balances unlearning effectiveness and model utility.

4. We propose feature unlearning for fine-grained removal of feature information.
We handle two scenarios: with and without annotations. For the former, we apply
adversarial learning; for the latter, we leverage model interpretability to isolate
and remove features via intermediate layer outputs. Evaluation with accuracy
variation and gradient visualization confirms the method’s effectiveness.

X



5. We propose IndirectVerify, a formal scheme for verifying machine unlearning under
untrusted MLaaS scenarios. We first expose the weaknesses of existing verification
methods, then design a perturbation-based framework using trigger and reaction
samples. The classification result of reaction samples reflects whether unlearning
was successful. Theoretical analysis and experiments demonstrate that our scheme
offers robust and efficient verification while maintaining model utility.
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CHAPTER

INTRODUCTION

In recent years, machine learning has made remarkable progress and has been widely
explored across every field of artificial intelligence (AI) [65]. However, as Al becomes in-
creasingly data-dependent, more and more factors, such as privacy concerns, regulations,
and laws, are leading to a new type of request - to delete information. Specifically, con-
cerned parties are requesting that particular samples be deleted from a training dataset
and the impact of those samples be removed from an already-trained model [16, 69, 136].
This is because membership inference attacks [107] and model inversion attacks [38]
can reveal information about those specific samples from models. More importantly,
legislators around the world have wisely introduced laws that grant users the right to
be forgotten [36, 116]. These regulations, which include the European Union’s General
Data Protection Regulation (GDPR) [2], the California Consumer Privacy Act (CCPA) [1],
the Act on the Protection of Personal Information (APPI) [3], and Canada’s proposed

Consumer Privacy Protection Act (CPPA) [4], compel the deletion of private information.

Machine unlearning (a.k.a. selectively forgetting, data deletion, or scrubbing) requires
that the samples and their influence should be completely and quickly removed from
a training dataset and a trained model [39, 95]. The straightforward way to achieve
machine unlearning involves retraining the model from scratch after deleting the samples
from the training dataset. However, as the size of modern training datasets continues to
grow, this method has become increasingly impractical due to excessive computational
and time costs [15]. To address this challenge, recent research has introduced a range

of alternative techniques [11, 24, 115, 123]. For example, Bourtoule et al. [11] proposed

1



CHAPTER 1. INTRODUCTION

a “Sharded, Isolated, Sliced and Aggregated” (SISA) unlearning framework, inspired
by the data segmentation technique. Guo et al. [46] calculated the effect of samples
that need to be unlearned based on the influence function, and directly adjusted model
parameters to offset those effects to achieve unlearning.

However, existing unlearning methods still face several limitations. In the following
sections, we will explore the ongoing challenges in current machine unlearning research

area and highlight the gaps that need further investigation.

1.1 Research Questions

1. How can we achieve machine unlearning under federated learning? Fed-
erated learning is a special kind of distributed learning that is characterized by
various unstable users distributed in different places, each of whom has control
over their devices and data [68, 121]. Imteaj et al. [59] show that model providers
are more likely to receive requests to remove specific samples from a model trained
in a federated learning setting. For example, when a user quits the collabora-
tive training process, they may ask for their contribution to be removed from the
collaborative model. Therefore, how to efficiently realize machine unlearning in
a federated learning setting, considering the limitations of such a setting, like

unacceptable training data, unstable connections, etc., is worthy of research [82].

2. How to achieve target-level machine unlearning? Current machine unlearn-
ing approaches mainly focus on selectively forgetting at the instance level, where
a cluster of samples or all samples associated with a specific class are removed.
While effective for removing complete samples, these methods do not scale well to
scenarios where only partial information, such as a specific target, within a sample
needs to be forgotten [41, 42]. Here, we define a target as any object that appears
within an instance, and we refer to the process of removing such objects as target
unlearning. Target unlearning is necessary in scenarios where we need to erase
the model’s knowledge of specific, unimportant, sensitive, or anomalous objects. For
example, this could be removing a particular category in a multi-label classification

task or eliminating a specific object in an object detection setting.

3. How to achieve feature-level machine unlearning? Beyond removing specific
targets from a model, many real-world scenarios require unlearning at the feature

level, where only particular features are removed from the model. In image-based

2



1.2. RESEARCH CONTRIBUTIONS

models, features refer to distinctive patterns or attributes extracted from input
images that help the model recognize and differentiate between visual elements.
Representative features include age, gender, and skin color. Feature unlearning
is valuable in many applications, including the removal of unnecessary visual
features, adversarial patterns, or sensitive attributes. Moreover, feature unlearning
offers a promising strategy for mitigating model bias. By directly removing features
that contribute to biased outcomes, it can reduce unfair behavior in the model

without significantly compromising its overall performance.

4. How can we develop a robust and trustworthy machine unlearning ver-
ification framework for data providers that cannot be easily bypassed?
Most existing verification schemes-such as those based on membership inference
attacks (MIAs), backdoor, relearning time, or accuracy metrics [40, 44]-are adapted
from traditional learning and attack methods. However, these approaches often
overlook a critical vulnerability: model providers can potentially bypass unlearning
verification by applying rapid fine-tuning. For example, in backdoor-based verifica-
tion schemes, a provider could quickly fine-tune the model using the unlearning
samples with their true labels. This process modifies the model’s output for those
samples, undermining the verification mechanism. Similarly, in MIAs-based ver-
ification, the provider can align the outputs of unlearning samples with those of
corresponding test samples, effectively bypassing verification. Therefore, there is

an urgent need for an effective and robust formal verification solution.

1.2 Research Contributions

Based on those identified knowledge gaps, this thesis makes the following contributions:

1. For research question one, this thesis proposes a more effective and

efficient federated unlearning scheme based on model explanation:

a) We introduce an ablation study to evaluate the influence of each channel with
respect to the unlearning class. This allows us to identify the most influential

channels for the unlearning class in any trained model.

b) We present two distinct unlearning schemes-decentralized unlearning and cen-
tralized unlearning-based on the server’s level of knowledge. Both approaches
update only the parameters of the most influential channels, significantly

reducing communication, computation, and storage overhead.

3



CHAPTER 1. INTRODUCTION

¢) We propose an enhance unlearning mechanism based on perturbed samples,
which accelerates the unlearning process while maintaining the performance

of the resulting model.

d) We conduct extensive analysis and experiments comparing our approach
with recent state-of-the-art methods across various models and datasets. The

results validate the effectiveness of our proposed scheme.

2. For research question two, this thesis proposes a more effective and
efficient unlearning scheme that focuses on removing partial targets from

the model, which we name target unlearning.

a) We initiate the study of machine unlearning at the target level by formally

defining the problem of target unlearning and outlining its core challenges.

b) We explore target unlearning from a novel interpretability-driven perspective,

selectively pruning the most influential parameters.

¢) We introduce a fundamental graph-based data structure to represent the
inter-layer relationships among influential parameters, while also accounting

for the impact of the remaining data to reduce performance degradation.

d) We comprehensively evaluate our target unlearning framework on multiple
datasets, model architectures, and learning tasks, demonstrating that our

approach effectively balances unlearning performance with model utility.

3. For research question three, this thesis proposes a refined granularity

unlearning scheme referred to as feature unlearning.

a) We address the problem of machine unlearning at the feature level and
formally define two categories of unlearning requests: feature unlearning

with known annotations and feature unlearning without annotations.

b) We introduce adversarial learning techniques to facilitate the feature unlearn-
ing with known annotations while keeping useful feature information for

remaining model performance.

¢) We introduce model interpretability to empower the output of one model’s layer
to decouple and identify various pattern features. These outputs, equipped
with identifying capabilities, are then employed to facilitate unlearning with-

out annotations.



1.3. THESIS ORGANIZATION

d) We evaluate our feature unlearning approach using both quantitative and
qualitative metrics. Beyond standard accuracy, we propose two additional
evaluation methods: variation in accuracy and a gradient visualization-based

scheme, to assess the effectiveness of feature unlearning.

4. For research question four, this thesis proposes a formal verification
scheme, IndirectVerify, to determine whether unlearning requests have

been successfully executed.

a) We take the first step in addressing the machine unlearning verification
problem in the context of powerful yet untrusted Machine Learning as a
Service (MLaaS) providers. To motivate this, we demonstrate how existing

verification schemes can be bypassed through fine-tuning-based techniques.

b) We propose a perturbation-based verification framework called IndirectVerify,
which leverages trigger samples included in the unlearning request and
reaction samples, used for subsequent verification. The key idea is that the
presence or absence of trigger samples influences the behavior of reaction

samples, enabling indirect yet effective verification.

c) We provide theoretical analysis and proofs grounded in influence functions to
support the validity of IndirectVerify. Furthermore, we analyze its robustness,

showing how it withstands fine-tuning-based evasion strategies.

d) We conduct a comprehensive evaluation of IndirectVerify across diverse
datasets, model architectures, and verification scenarios. The results show
that IndirectVerify achieves robust verification effectiveness while preserving

overall model utility.

1.3 Thesis Organization

This thesis is organized as follows:

1. Chapter 2: This chapter provides the background of machine learning and machine

unlearning, including notations, and relevant literature.

2. Chapter 3: This chapter proposes a federated unlearning scheme to address the
practical challenge of removing the influence of specific classes from a trained model

in the federated learning setting. Our approach begins with an ablation study to

5



CHAPTER 1. INTRODUCTION

identify the most influential channels associated with the target classes. To facili-
tate class unlearning, we introduce two effective methods that selectively fine-tune
only these influential channel parameters, guided by perturbation data. Both theo-
retical analysis and experimental results demonstrate that our scheme effectively
removes the targeted classes while preserving the accuracy of the remaining data.
Moreover, the proposed methods achieve efficient and rapid unlearning, making

them well-suited for real-world federated learning environments.

3. Chapter 4: This chapter proposed a novel machine unlearning scheme-referred
to as target unlearning-that selectively removes partial target information from
a trained model. As part of our solution, we formally define the concept of target
unlearning and highlight the unique challenges it presents. We then introduce
explainability techniques to identify the most influential parameters related to a
given target, and introduce a pruning-based unlearning method to effectively erase
that target-specific information. To maintain the performance of the unlearned
model, we construct a essential graph that captures the relationships among criti-
cal parameters across layers. This graph-based representation enables us to filter
out parameters that are simultaneously important to both the target and the
remaining data, thereby avoiding unnecessary performance loss. Experimental re-
sults demonstrate that our method can efficiently remove the influence of specified

targets while preserving the model’s utility on the remaining data.

4. Chapter 5: This chapter proposes an innovative machine unlearning approach
that allows for the selective removal of feature information from a trained model.
We address two types of unlearning requests: feature unlearning with known
annotations and feature unlearning without annotations. For the case of unlearning
with known annotations, we employ adversarial learning to remove feature-related
information from the model. In the absence of annotations, we introduce a re-
encoding and fine-tuning technique to achieve the same goal. Experimental results
demonstrate that our approach effectively removes the impact of specific features

while maintaining the model’s accuracy in a fast and efficient manner.

5. Chapter 6: This chapter take the first step in addressing the machine unlearning
verification challenge in scenarios involving untrustworthy Machine Learning as a
Service (MLaaS) providers. Initially, we propose two distinct bypass schemes to
highlight the limitations of existing verification methods based on membership

inference attacks and backdoor attacks. To overcome these shortcomings, we intro-

6
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duce a perturbation-based verification framework designed to generate influential
sample pairs, consisting of trigger samples and reaction samples. Trigger samples
are used in the unlearning request, while reaction samples are employed for sub-
sequent verification. We provide theoretical proofs and analyses to validate the
effectiveness of our proposed scheme and emphasize its robustness by detailing
how it resists current fine-tuning and bypassing. Experimental results demon-
strate that our approach maintains the utility of the model while achieving robust
verification performance, offering a promising solution to the verification problem

in machine unlearning.

. Chapter 7: In the final chapter of the thesis, a concise summary of the contents

and contributions of the research is provided.






CHAPTER

BACKGROUND

2.1 Machine Unlearning Basics

2.1.1 Definition of Machine Unlearning

Vectors are denoted as bold lowercase, e.g., X;, and space or set as italics in uppercase,
e.g., . A general definition of machine learning is given based on a supervised learning
setting. The instance space is defined as & < R?, with the label space defined as % cR.
2 ={xi,y}_; < R? x R represents a training dataset, in which each sample x; € Z is a
d-dimensional vector (xi, j);l:l’ y; €% is the corresponding label, and n is the size of 2.

Let d be the dimension of x; and let x; ; denote the j-th feature in the sample x; L

The purpose of machine learning is to build a model M with the parameters w € A4
based on a specific training algorithm </(-), where # is the hypothesis space for w. In ma-
chine unlearning, let 2,, € 2 be a subset of the training dataset, whose influence we want
to remove from the trained model. Let its complement 2, = 95 =9/9,, be the dataset that
we want to retain, and let Z(-) and %(-) represent the retraining process and unlearning
process, respectively. w, and w, donate the parameters of the built models from those two
processes. P(a) represents the distribution of a variable a and £ (-) represents a measure-
ment of the similarity of two distributions. When considering £ (-) as a Kullback-Leibler
(KL) divergence, £ (-) is defined by KL(P(a)||P(b)) := E4~p(q)[log(P(a)/P(b))]. Given two

IThe main content of this chapter has been published in Heng Xu, Tianqing Zhu, Lefeng Zhang, Wanlei
Zhou, Philip S Yu. Machine Unlearning: A Survey. ACM Computing Surveys. 56, pp: 1-36, 2024.
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Table 2.1: Notations.

Notations Explanation H Notations ‘ Explanation
X The instance space 27 The label space
2 The training dataset 2, The remaining dataset
Dy The unlearning dataset X; One sample in 2
¥i The label of sample x; n The size of 2
X;j The j-th feature in x; d The dimension of x;
() The learning process () The unlearning process
Z(-) The retraining process w The parameters of learned model
Wy The parameters of unlearned model W The parameters of retrained model
P() The distribution function K () The distribution measurement
() The shannon mutual information v The hypothesis space for w
Target of //Machine unlearning scenarios x Desiderata of
machine P TTTTTTTTTTmmmmsmmmsmmmsmsmsmmmsmmmsmmees \ rTTTTTT s machine
unlearning ! Unlearning model V1 Verification methods unlearning
NIl E | Unlearning in DNN | | Graph unlearning | E E | Empirical testing | E
. Unlearning for i . . E
Exact v ! X
unlearming :\ Federated unlearning | | other algorithms | e | Theoretical calculations ) Consistency
/F undamental requirements \
svone | 14— ¢ Unleaming model y 5”i}§1ie'a}§1{x{g' requests : ,
- ' " ' Accuracy
unlearning H | Linear Model | GNN | ::| Sample Class | Sequence | 1
E | CNN | | DNN | | Feature || Node || Edge | E
‘Weak AP
unlearning /Infrastructure techniques N Verifiability
N —>
| Model attacks | | Ensemble learning | | Representation learning
| Information theory | | Convex optimization | | Differential privacy |

Figure 2.1: Machine Unlearning and Its Ecosystem.

random variables a and b, the amount of Shannon Mutual Information that a has about

b is defined as I(a;b). The main notations are summarized in Table 2.1.

Now we give the definition of machine unlearning.

Definition 1 (Machine Unlearning [15]). Consider a cluster of samples that we want to
remove from the training dataset and the trained model, denoted as 9,. An unlearning
process U (A (D), D,9D,) is defined as a function from an trained model o/ (D), a training

dataset 9, and an unlearning dataset 9,, to a model w,, which ensures that the unlearned

model w,, performs as though it had never seen the unlearning dataset 9.

Figure 2.1 presents the typical concept, unlearning targets and desiderata associated
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with machine unlearning. The infrastructure techniques involved in machine unlearning
include several aspects, such as ensemble learning, convex optimization, and so on [70].
These technologies provide robust guarantees for different foundational unlearning
requirements that consists of various types of models and unlearning requests, resulting
in diverse unlearning scenarios and corresponding verification methods. Additionally,
to ensure effectiveness, the unlearning process requires different targets, such as exact
unlearning or strong unlearning. Each unlearning target ensures different similarities
in the distribution of the parameters between the unlearned model and that of the
retrained model. Machine unlearning also involves several unlearning desiderata, includ-
ing consistency, accuracy, and verifiability. Those desiderata, with the target constraint,

simultaneously guarantee the validity and feasibility of each unlearning scheme.

2.1.2 Targets of Machine Unlearning

The ultimate goal of machine unlearning is to reproduce a model that: 1) behaves as if
trained without seeing the unlearned data, and 2) consumes minimal time and resources.
The performance baseline for an unlearned model is the model retrained from scratch,

also called native retraining.

Definition 2 (Native retraining [15]). Supposing the learning process, </(-), never sees
the unlearning dataset 2, and thereby performs a retraining process on the remaining

dataset, denoted as D, = D\D,,. In this manner, the retraining process is defined as:
w, =A(D\D,) (2.1)

Native retraining ensures that any information about the samples can be unlearned
both from the training dataset and the trained model. However, it is often computation-
ally expensive, and retraining may be infeasible when the training data is inaccessible,
such as in federated learning [85]. Therefore, two alternative unlearning targets have

been proposed: exact unlearning and approximate unlearning.

Definition 3 (Exact unlearning [41]). Given a distribution measurement % (-), such as

KL-divergence, the unlearning process %(-) will provide an exact unlearning target if
K (P(U(A (D), D, D)), P( (D D)) =0, (2.2)

where P(-) denotes the distribution of the weights.
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Exact Unlearning

r)Strong Unlearning

Approximate
i Unlearning

K>Weak Unlearning

Unlearning Targets Model Pipeline

Figure 2.2: Targets of Machine Unlearning.

Exact unlearning guarantees that the output distributions of the unlearned model
and the retrained model are indistinguishable, preventing an observer (e.g., an attacker)
from recovering information about &,,. However, exact unlearning is typically feasible

only for simple or well-structured models [99].

Definition 4 (Approximate unlearning [114]). If % (P(%((2),2,9,)), P(4(D2\D,))) is
limited within a tolerable threshold, the unlearning process % (-) is defined as approximate

unlearning.

Approximate unlearning ensures that the distributions of the unlearned model
and the retrained model are only approximately indistinguishable. This approximation
is often achieved via differential privacy techniques, such as (g,0)-certified unlearn-
ing [46, 102]. Depending on how the distribution similarity is measured, approximate
unlearning can be further classified into strong unlearning (based on internal param-
eter distributions) and weak unlearning (based on the distributions of final activa-
tions) [42, 102]. Table 2.2 summarizes the main differences between unlearning targets.

The significance of having these targets lies in providing a fundamental taxonomy and
evaluation framework for machine unlearning. They allow researchers to systematically
observe and compare the outcomes achieved by different unlearning approaches.

The targets of machine unlearning-namely exact, strong, and weak unlearning-serve
as operational definitions that connect directly to the ultimate goals of unlearning.
The overarching unlearning goal is to remove the influence of specific data from a
model while maintaining acceptable performance and minimizing computational cost.
The targets provide a practical framework to quantify and categorize how well an

unlearning approach achieves this goal. Specifically, exact unlearning aims for full

12
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Table 2.2: Summary and Comparison of Difference Between Targets.

Tartgets Aims Advantages Limitations
To make the distributions Ensures that attackers
. of a natively retrained cannot recover any . .
Rt U i model and an unlearned information from the Ryl
model indistinguishable unlearned model

To ensure that the Attackers can still

. distributions of two Easier to implement . .
Strong Unlearning . . recover some information
models are approximately than exact unlearning
e e from the unlearned model
indistinguishable
To only ensure that Cannot guarantee
Weak Unlearnin the distributions of The easiest target for whether the internal
g two final activations machine unlearning parameters of the model
are indistinguishable are successfully unlearned

indistinguishability with a retrained model, strong unlearning allows approximate
indistinguishability at the parameter level, and weak unlearning ensures only the
outputs or final activations are close to those of the retrained model. In this way, the
targets offer a structured way to evaluate and compare different unlearning methods in

relation to the overall unlearning objectives.

2.1.3 Desiderata of Machine Unlearning

To fairly and accurately assess the efficiency and effectiveness of unlearning approaches,

there are some mathematical properties that can be used for evaluation.

Definition 5 (Consistency). Assume there is a set of samples X,, with the true labels
Y.: {yi,y‘za,...,yfl}. LetY,: {y?,yé‘,...,y,’l’} and Yy, : {yi‘,yé‘,...,y,‘f} be the predicted labels
produced from a retrained model and an unlearned model, respectively. If all y;' = y*,1 <

i < n, the unlearning process is considered to provide the consistency property.

Consistency denotes how similar the behavior of a retrained model and an unlearned
model is. It represents whether the unlearning strategy can effectively remove all the
information of the unlearning dataset &,,. If, for every sample, the unlearned model gives
the same prediction result as the retrained model, then an attacker has no way to infer

information about the unlearned data.

Definition 6 (Accuracy). Given a set of samples X, in remaining dataset, where their
true labels are Yo : {y$,y5,...,55}. Let Yy : {y},5%,..., 5%} to denote the predicted labels
produced by the model after the unlearning process, w,, = U (A (D), 2,9,). The unlearning

process is considered to provide the accuracy property if all y* =y?,1<i<n.

13
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Accuracy refers to the ability of the unlearned model to predict samples correctly. It
reveals the usability of a model after the unlearning process, given that a model with
low accuracy is useless in practice. Accuracy is a key component of any unlearning mech-
anism, as we claim the unlearning mechanism is ineffective if the process significantly

undermines the original model’s accuracy.

Definition 7 (Verifiability). After the unlearning process, a verification function 7 (-) can
make a distinguishable check, that is, V (A(D)) #V (U (A (D), D,D,)). The unlearning
process U(H(D),D,9,) can then provide a verifiability property.

Verifiability can be used to measure whether a model provider has successfully un-
learned the requested unlearning dataset 2,,. Taking the following backdoor verification
method as an example [130], if the pre-injected backdoor for an unlearned sample x4
is verified as existing in «/(2) but not %(H4(2),2,92,), that is V(A4 (D)) = true and
V(U(A(D),D,2,)) = false, the unlearning method % (/(2),9,2,) can be deemed to
provide verifiability property.

2.2 Taxonomy of Machine Unlearning

We summarizes the general taxonomy of machine unlearning and its verification. The tax-
onomy is inspired by the design details of the unlearning strategy. Unlearning approaches
that concentrate on modifying the training data are classified in data reorganization,
while methods that directly manipulate the weights of a trained model are denoted as
model manipulation. As for verification methods, initially, we categorize those schemes
as either experimental or theoretical; subsequently, we summarize these methods based

on the metrics they use.

2.2.1 Taxonomy of Existing Machine Unlearning Schemes
2.2.1.1 Data Reorganization

Data reorganization refers to the technique that a model provider unlearns data by
reorganizing the dataset. It mainly includes three different processing methods according
to the different data reorganization modes: obfuscation, pruning and replacement [11, 44].

Table 2.3 compares and summarizes the differences between these schemes.

¢ Data obfuscation: In data obfuscation, model providers intentionally add some

choreographed data to the remaining dataset, that is 2,,c, < 2,U%,p, Where D¢

14
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and 9,,r are the new training dataset and the choreographed data, respectively.
The trained model is then fine-tuned based on 2,., to unlearn some specific
samples. Such methods are usually based on the idea of erasing information about
2, by recombining the dataset with choreographed data. For example, Graves et
al. [44] relabeled 2, with randomly selected incorrect labels and then fine-tuned

the trained model for several iterations for unlearning data.

* Data pruning: In data pruning, the model provider first segments the training
dataset into several sub-datasets and trains several sub-models based on each
sub-dataset. Those sub-models are then used to aggregate a consensus prediction
collaboratively, that is 9 — 21 U%2U...UD,,, w; = A4(D;) and f(x) = Agg(My,(x)),
where 9;, 0 <i <m are the sub-datasets, and N9; = &, UY; =9, m is the number
of sub-dataset, w; is the sub-model, and Agg(:) is the aggregation function. After
an unlearning request arrives, the model provider deletes the unlearned samples
from the sub-datasets that contain them and then retrains the affected sub-models.
The flexibility of this methodology is that the influence of unlearning dataset 2,
is limited to each sub-dataset after segmentation rather than the whole dataset.
Taking the SISA scheme in [11] as an example, the SISA framework first randomly
divided the training dataset into 2 shards. A series of models are then trained
separately at one per shard. When a sample needs to be unlearned, it is first
removed from the shards that contain it, and only the sub-models corresponding to

those shards are retrained.

¢ Data replacement: In data replacement, the model provider deliberately replaces
the training dataset 2 with some new transformed dataset, that is Dy.qns — 2.
The transformed dataset 2;,4,5 is then used to train a model that makes it easy
to implement unlearning after receiving an unlearning request. For example,
Cao et al. [15] replaced the training dataset with several efficiently computable
transformations and used those transformations to complete the training of the
model. Those transformations can be updated much more quickly after removing
any samples from the transformed dataset. Consequently, computational overheads

are reduced, and unlearning operations are more efficient.

2.2.1.2 Model Manipulation

In model manipulation, the model provider aims to realize unlearning operations by

adjusting the model’s parameters. It also mainly includes the following three categories.
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Table 2.3: Summary and Comparison of Differences Between Unlearning Schemes.

[12, 21, 100, 126]

pre-calculated values

targeted information;

Schemes Basic Ideas Advantages Limitations
. . Difficult to full, 1
Intentionally adds Applicable to almost all . ificult .to uly uniearn
Data . information; moderate
. choreographed data to model types; requires .
Obfuscation - .. accuracy and consistency;
the training set and limited redundant data; . .
o [34, 44, 112] moderate implementation
S finetunes the model less storage demand .
= complexity
N Data Removes unlearned samples . N Requires extra storage;
g . .. Simple and intuitive; .
& Pruning from sub-datasets containing less implementation accuracy and consistency
§ [11, 15, 24] them, then retrains only com legi ¢ may decline with increasing
~  [49, 53, 94] the affected sub-models P y sub-datasets
] .
= Data Replaces Fhe original Enables complete removal mode;rate accuracy and
A  Replacement dataset with a newly of tareeted information: consistency; moderate
[15] transformed dataset g ’ implementation complexity
Model Finding suitable offsets
Shiftin Directly adjusts model Requires little for complex models is
[44, 9 9% parameters to remove intermediate storage; challenging; accuracy and
4 1’ 46, 60] the influence of allows theoretical consistency depend heavily
e unlearned samples verification on offsets; high
= [40, 42, 102, 123] . - .
S implementation complexity
E Effective only for
‘g Model Prunes key parameters Low intermediate partial models; less
g Pruning from already-trained storage cost; fast unlearning effectiveness;
= [9,81,120] models unlearning process moderately complex
g to implement
S Model Replaces partial Significantly depend
=} Of P p . - gn y aep
Replacement parameters with el O U model structure; high

implementation complexity

Table 2.3 compares and summarizes the differences between these schemes.

* Model shifting: In model shifting, the model providers directly update the model
parameters to offset the impact of unlearned samples on the model, that is w, =
w+0, where w are parameters of the originally-trained model, and 6 is the updated
value. These methods are usually based on the idea of calculating the influence
of samples on the model parameters and then updating the model parameters to
remove that influence. It is usually extremely difficult to accurately calculate a
sample’s influence on a model’s parameters, especially with complex deep neural
models. Therefore, many model shifting-based unlearning schemes are based on
specific assumptions. For example, Guo et al’s [46] unlearning algorithms are

designed for linear models with strongly convex regularization.

* Model replacement: In model replacement, the model provider directly replaces
some parameters with pre-calculated parameters, that is W, — Wyoeffect UWpre,
where w, are parameters of the unlearned model, Wy ¢ffec: are partially unaffected
static parameters, and w,,. are the pre-calculated parameters. These methods

usually depend on a specific model structure to predict and calculate the affected
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Table 2.4: Summary and Comparison of Different Verification Methods.

Methods

Basic Ideas

Advantages

Limitations

Retraining-based

Attack-based

Relearn
time-based

Accuracy-based

Theory-based

Information

bound-based

Removes unlearned
samples and retrains
models

Based on membership
inference attacks or
model inversion
attacks

Measures the time when
the unlearned model
regains performance

on unlearned samples

Same as a model trained
without unlearned samples

Ensures similarity
between the unlearned
model and the retrained
model.

Measures the upper-bound
of the residual
information about the
unlearned samples

Intuitive and
easy to understand

Intuitively measures
the defense effect
against some attacks

Easy to understand and
easy to implement

Easy to understand and
easy to implement

Comprehensive and
has theoretical support

Comprehensive and has
theoretical support

Only applicable to

special unlearning
schemes; high verification
reliability; implementation
is complex

Provides only partial
verification; effectiveness
depends on the attack;
implementation complexity
moderate

Inadequate verification
capability; simple to
implement; does not

fully capture internal
model changes
Inadequate verification
capability; low verification
reliability
Implementation is
complex and only

applies to some

specified models; high
verification reliability
Hard to implement and
only applicable to some
specified models; high
verification reliability

parameters in advance. They are only suitable for some special machine learning
models, such as decision trees or random forest models. Taking the method in [100]
as an example, the affected intermediate decision nodes are replaced based on

pre-calculated decision nodes so as to generate an unlearned model.

Model pruning: In model pruning, the model provider prunes some parameters from
the trained models to unlearn the given samples, that is w, — w/d, where w, are
the parameters of the unlearned model, w are the parameters of the trained model,
and 6 are the parameters that need to be removed. Such unlearning schemes are
also usually based on specific model structures and are generally accompanied by a
fine-tuning process to recover performance after the model is pruned. For example,
Wang et al. [120] introduced the term frequency-inverse document frequency (TF-
IDF) to quantize the class discrimination of channels in a convolutional neural

network model, where channels with high TF-IDF scores are pruned.
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2.2.2 Taxonomy of Existing Verification Mechanisms

Verifying whether the unlearning method has the verifiability property is not an easy
task. Model providers may claim externally that they remove those influences from their
models, but, in reality, this is not the case [53]. For data providers, proving that the model
provider has completed the unlearning process may also be tricky, especially for complex
deep models with huge training datasets. Removing a small portion of samples only
causes a negligible effect on the model. Moreover, even if the unlearned samples have
indeed been removed, the model still has a great chance of making a correct prediction
since other users may have provided similar samples. Therefore, providing a reasonable

unlearning verification mechanism is a topic worthy of further research.

2.2.2.1 Empirical evaluation

* Retraining-based verification: Retraining naturally provides verifiability, as
the retraining dataset no longer contains the samples to be unlearned. This makes
it the most intuitive and easy-to-understand approach. These verification methods
are specific to retraining-based unlearning approaches: the targeted data are first
removed from the training set, and the model is then retrained. Because retraining
occurs on a dataset without the unlearned samples, the process inherently verifies

that the unlearning has been effectively performed.

¢ Attack-based verification: The essential purpose of an unlearning operation
is to reduce leaks of sensitive information caused by model over-fitting. Hence,
some attack methods can directly and effectively verify unlearning operations - for
example, membership inference attacks [107] and model inversion attacks [69]. In
addition, Sommer et al. [110] provided a novel backdoor verification mechanism
from an individual user perspective in the context of machine learning as a service
(MLaaS) [135]. This approach can verify, with high confidence, whether the service

provider complies with the user’s right to unlearn information.

¢ Relearning time-based verification: Relearning time can be used to measure
the amount of information remaining in the model about the unlearned samples. If
the model quickly recovers performance as the original trained model with little
retraining time, then it is likely to still remember some information about the

unlearned samples [112].
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* Accuracy-based verification: A trained model usually has high prediction accu-
racy for the samples in the training dataset. This means the unlearning process
can be verified by the accuracy of a model’s output. For the data that need to be un-
learned, the accuracy should ideally be the same as a model trained without seeing
2, [41]. In addition, if a model’s accuracy after being attacked can be restored after

unlearning the adversarial data, we can also claim that the unlearning is verified.

2.2.2.2 Theoretical calculation

* Theory-based verification: Some methods provide a certified unlearning defini-
tion [46, 123], which ensures that the unlearned model cannot be distinguished
from a model trained on the remaining dataset from scratch. This could also provide

a verification method that directly guarantees the proposed schemes.

¢ Information bound-based verification: Golatkar et al. [41, 42], devised a
new metric for verifying the effectiveness of unlearning schemes, where they
measured the upper bound of the residual information about samples that need to

be unlearned. Less residual information represents a more effective unlearning.

Table 2.4 summarizes each verification method’s advantages and limitations.

2.3 Related Works - Data Reorganization-Based

In this section, we review how data reorganization methods support the unlearning pro-
cess. Since proving the verifiability property of unlearning algorithms is also important
and should be considered in machine unlearning research, we separately discuss it for

each unlearning method.

2.3.1 Reorganization Based on Data Obfuscation

2.3.1.1 Unlearning Schemes Based on Data Obfuscation

In general, the majority of model attack scenarios, such as membership inference
attacks, arise from model overfitting and rely on observing shifts in the output based on
known input shifts [54]. That is, for the vast majority of attackers, it is easy to perform
an attack on some trained models by observing the shifts of the output confidence vectors.

One optional machine unlearning scheme can be interpreted as confusing the model’s

19



CHAPTER 2. BACKGROUND

understanding of samples so that it cannot retain any correct information within models.
This method can further confuse the confidence vector of the model’s output [34]. As
shown in Figure 2.3, when receiving an unlearning request, the model continues to train
w based on the constructed obfuscation data 2, giving rise to an updated w,.

In this vein, Graves et al. [44] proposed a random relabel and retraining machine
unlearning framework. Sensitive samples are relabeled with randomly-selected incorrect
labels, and then the machine learning model is fine-tuned based on the modified dataset
for several iterations to unlearn those specific samples. Similarly, Felps et al. [34]
intentionally poisoned the labels of the unlearning dataset and then fine-tuned the
model based on the new poisoned dataset. However, such unlearning schemes only
obscure the relationship between the model outputs and the individual samples; the
model parameters may still retain information about these samples, since the unlearning
process often involves fine-tuning the model on the samples intended to be forgotten.

The trained model is always trained by minimizing the loss for all classes. If one
can learn a kind of noise that only maximizes the loss for some classes, those classes
can be unlearned. Based on this idea, Tarrun et al. [112] divided the unlearning process
into two steps, impair and repair. In the first step, an error-maximizing noise matrix is
learned that consists of highly influential samples corresponding to the unlearning class.
The effect of the noise matrix is somehow the opposite of the unlearning data, and can
destroy the information of unlearned data to unlearn single/multiple classes. To repair
the performance degradation caused by the model unlearning process, the repair step
further adjusted the model based on the remaining data.

Similarly, Zhang et al. [137] considered the unlearning request in the image retrieval
field. The approach developed involves creating noisy data using a generative method to
adjust the weights of the retrieval model and achieve the unlearning purposes. They also
proposed a new learning framework, which includes both static and dynamic learning
branches, ensuring that the generated noisy data only affects the unlearning data being
forgotten without affecting the contribution of other remaining data. However, the above
two scheme consumes more time to generate noise for unlearning process, which will

affect the efficiency of the unlearning process [112, 137].

2.3.1.2 Verifiability of Schemes Based on Data Obfuscation

To verify their unlearning process, Graves et al. [44] used two state-of-the-art attack

methods - a model inversion attack and a membership inference attack - to evaluate how
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Figure 2.3: Unlearning Schemes Based on Data Obfuscation.

much information was retained in the model parameters about specific samples after the
unlearning process - in other words, how much information might be leaked after the
unlearning process. Their model inversion attack is a modified version of the standard
model inversion attack proposed by Fredrikson et al. [38]. The three modifications
include: adjusting the process function to every n gradient descent steps; adding a small
amount of noise to each feature before each inversion; and modifying the number of
attack iterations performed. These adjustments allowed them to analyze complex models.
For the membership inference attack, they used the method outlined by Yeom et al.
in [133]. Felps et al.’s verifiability analysis is also based on the membership inference
attack [34].

In comparison, Tarrun et al. [112] evaluated the verifiability through several mea-
surements. They first assessed relearning time by measuring the number of epochs for
the unlearned model to reach the same accuracy as the originally-trained model. Then,
the distance between the original model, the model after the unlearning process, and the

retrained model are further evaluated.

2.3.2 Reorganization Based on Data Pruning

2.3.2.1 Unlearning Schemes Based on Data Pruning

As shown in Figure 2.4, unlearning schemes based on data pruning are usually based
on ensemble learning techniques. Bourtoule et al. [11] proposed a “sharded, isolated,
sliced, and aggregated” (SISA) framework, similar to the current distributed training
strategies [43, 58], as a method of machine unlearning. With this approach, the training
dataset 9 is first partitioned into 2 disjoint shards 21,%s,---,%. Then, sub-models
./%L}},./%L%, e ,J%,fj are trained in isolation on each of these shards, which limits the in-

fluence of the samples to sub-models that were trained on the shards containing those
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samples. At inference time, £ individual predictions from each sub-model are simply
aggregated to provide a global prediction (e.g., with majority voting), similar to the
case of machine learning ensembles [66]. When the model owner receives a request to
unlearn a data sample, they just need to retrain the sub-models whose shards contain

that sample.

As the amount of unlearning data increases, SISA will cause degradation in model
performance, making them only suitable for small-scale scenarios. The cost of these
unlearning schemes is the time required to retrain the affected sub-models, which
directly relates to the size of the shard. The smaller the shard, the lower the cost of
the unlearning scheme. At the same time, there is less training dataset for each sub-
model, which will indirectly degrade the ensemble model’s accuracy. Bourtoule et al. [11]
provided three key technologies to alleviate this problem, including unlearning in the

absence of isolation, data replication, and core-set selection.

In addition to this scheme, Chen et al. [19] introduced the method developed in [11] to
recommendation systems and designed three novel data partition algorithms to divide the
recommendation training data into balanced groups in order to ensure that collaborative
information was retained. Wei et al. [97] focused on the unlearning problems in patient
similarity learning and proposed PatEraser. To maintain the comparison information
between patients, they developed a new data partition strategy that groups patients
with similar characteristics into multiple shards. Additionally, they also proposed a novel

aggregation strategy to improve the global model utility.

Yan et al. [132] designed an efficient architecture for exact machine unlearning, called
ARCANE, similar as the scheme in Bourtoule et al. [11]. Instead of dividing the dataset
uniformly, they split it by class and utilized the one-class classifier to reduce the accuracy
loss. Additionally, they also preprocessed each sub-dataset to speed up model retraining,
which involved representative data selection, model training state saving, and data
sorting by erasure probability. Nevertheless, the above unlearning schemes [11, 19, 132]
usually need to cache a large number of intermediate results to complete the unlearning

process. This will consume a lot of storage space.

SISA is designed to analyze Euclidean space data, such as images and text, rather
than non-Euclidean space data, such as graphs. By now, numerous important real-world
datasets are represented in the form of graphs, such as social networks [56], financial
networks [26], biological networks [67], or transportation networks [32]. To analyze
the rich information in these graphs, graph neural networks (GNNs) have shown un-

precedented advantages [73, 127]. GNNs rely on the graph’s structural information and

22



2.3. RELATED WORKS - DATA REORGANIZATION-BASED

Training Dataset Unlearned Samples Machine Unlearning

Learning

w Model —>| w w

Original Training Training in Data Pruning Unlearning in Data Pruning

Figure 2.4: Unlearning Schemes Based on Data Pruning.

neighboring node features. Yet naively applying SISA scheme to GNNs for unlearning,
i.e., randomly partitioning the training dataset into multiple sub-graphs, will destroy
the training graph’s structure and may severely damage the model’s utility.

To allow efficient retraining while keeping the structural information of the graph
dataset, Chen et al. [24] proposed GraphEraser, a novel machine unlearning scheme
tailored to graph data. They first defined two common machine unlearning requests in
graph scenario: node unlearning and edge unlearning, and proposed a general pipeline
for graph unlearning, which is composed of three main steps: graph partitioning, shard
model training, and shard model aggravation. In the graph partitioning step, they in-
troduced an improved balanced label propagation algorithm (LPA) [51] and a balanced
embedding k-means [98] partitioning strategy to avoid highly unbalanced shard sizes.
Given that the different sub-models might provide different contributions to the final pre-
diction, they also proposed a learning-based aggregation method, OptAggr, that optimizes
the importance score of each sub-model to improve global model utility ultimately.

Deterministic unlearning schemes, such as SISA [11] or GraphEraser [24], promise
nothing about what can be learned about specific samples from the difference between
a trained model and an unlearned model. This could exacerbate user privacy issues if
an attacker has access to the model before and after the unlearning operation [23]. To
avoid this situation, an effective approach is to hide the information about the unlearned
model when performing the unlearning operation.

In practical applications, Neel et al. [94] proposed an update-based unlearning method
that performs several gradient descent updates to build an unlearned model. The method

is designed to handle arbitrarily long sequences of unlearning requests with stable
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run-time and steady-state errors. In addition, to alleviate the above unlearning problem,
they introduced the concept of secret state: an unlearning operation is first performed on
the trained model. Then, the unlearned models are perturbed by adding Gaussian noise
for publication. This effectively ensures that an attacker cannot access the unlearned
model actually after the unlearning operation, which effectively hides any sensitive
information in the unlearned model. They also provided an (¢, §)-certified unlearning
guarantee, and leveraged a distributed optimization algorithm and reservoir sampling
to grant improved accuracy/run-time tradeoffs for sufficiently high dimensional data.

After the initial model deployment, data providers may make an adaptive unlearning
decision. For example, when a security researcher releases a new model attack method
that identifies a specific subset of the training dataset, the owners of these subsets
may rapidly increase the number of deletion requests. Gupta et al. [49] define the
above unlearning requests as adaptive requests and propose an adaptive sequential
machine unlearning method using a variant of the SISA framework [11] as well as
a differentially private aggregation method [33]. They give a general reduction of the
unlearning guarantees from the adaptive sequences to the non-adaptive sequences using
differential privacy and max-information theory [49]. A strong provable unlearning
guarantee for adaptive unlearning sequences is also provided, combined with the previous
works of non-adaptive guarantees for sequence unlearning requests.

He et al. [53] developed an unlearning approach for the deep learning model. They
first introduce a process called detrended fluctuation analysis [96], which quantifies the
influence of the unlearned data on the model parameters, termed temporal residual
memory. They observed that this influence is subject to exponential decay, which fades at
an increasing rate over time. Based on these results, intermediate models are retained
during the training process and divided into four areas, named unseen, deleted, affected
and unaffected. Unseen indicates that the unlearned sample has not yet arrived. Deleted
includes the unlearning dataset. Unaffected and affected indicate whether temporal
residual memory has lapsed or not. An unlearned model can be stitched by reusing the
unseen and unaffected models and retraining the affected areas. However, this scheme
does not provide any theoretical verification methods to ensure that the information

about unlearning data to be unlearned is indeed removed from the model.

2.3.2.2 Verifiability of Schemes Based on Data Pruning

The unlearning schemes proposed in [11, 15, 19, 24, 97, 132] are essentially based
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Figure 2.5: Unlearning Schemes Based on Data Replacement.

on a retraining mechanism that naturally has a verifiability property. As discussed
in Section 2.1.3, a straightforward way to give an unlearning scheme the verifiability
property is to retrain the model from scratch after removing the samples that need to
be unlearned from the training dataset. The above schemes introduce distributed and
ensemble learning techniques, which train sub-models separately and independently to
optimize the loss function on each sub-dataset. The sub-models are then aggregated to
make predictions. In terms of the unlearning process, only the affected sub-models are
retrained, which avoids a large computational and time overhead and also provides a
verifiability guarantee.

He et al. [53] use a backdoor verification method in [110] to verify their unlearning
process. They designed a specially-crafted trigger and implanted this "backdoor data" in
the samples that need to be unlearned, with little effect on the model’s accuracy. They
indirectly verify the validity of the unlearning process based on whether the backdoor
data can be used to attack the unlearned model with a high success rate. If the attack
result has lower accuracy, it proves that the proposed unlearning method has removed
the unlearned data. The other studies [49, 94] did not provide a method for verifying the

unlearning process.

2.3.3 Reorganization Based on Data Replacement

2.3.3.1 Unlearning Schemes Based on Data Replacement

As shown in Figure 2.5, when training a model in a data replacement scheme, the
first step is usually to transform the training dataset into an easily unlearned type,

named transformation 9 . Those transformations are then used to separately train
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models. When an unlearning request arrives, only a portion of the transformations t; -
the ones that contain the unlearned samples - need to be updated and used to retrain
each sub-model to complete the machine unlearning.

Inspired by the previous work of using MapReduce to accelerate machine learning
algorithms [109], Cao et al. [15] proposed a machine unlearning method that transforms
the training dataset into summation form. Each summation is the sum of some efficiently
computable transformation. The learning algorithms depend only on the summations,
not the individual data, which breaks down the dependencies in the training dataset.
To unlearn a data sample, the model provider only needs to update the summations
affected by this sample and recompute the model. However, since the summation form
comes from statistical query (SQ) learning, and only a few machine learning algorithms
can be implemented as SQ learning, such as naive bayes classifiers [28], support vector
machines [45], and k-means clustering [128], this scheme has low applicability.

Takashi et al. [106] proposed a novel approach to lifelong learning named "Learning
with Selective Forgetting”, which involves updating a model for a new task by only
forgetting specific classes from previous tasks while keeping the rest. To achieve this,
the authors designed specific mnemonic codes, which are class-specific synthetic signals
that are added to all the training samples of corresponding classes. Then, exploiting the
mechanism of catastrophic forgetting, these codes were used to forget particular classes
without requiring the original data. It is worth noting, however, that this scheme lacks
any theoretical verification methods to confirm that the unlearning data information has

been successfully removed from the model.

2.3.3.2 Verifiability of Schemes Based on Data Replacement

Cao et al. [15] provide an accuracy-based verification method. Specifically, they attack
the LensKit model with the system inference attack method proposed by Calandrino
et al. [14] and verify that the unlearning operations successfully prevent the attack
from yielding any information. For the other three models, they first performed data
pollution attacks to influence the accuracy of those models. They then analyzed whether
the model’s performance after the unlearning process was restored to the same state
as before the pollution attacks. If the unlearned model was actually restored to its
pre-pollution value, the unlearning operation was considered to be successful. Takashi
et al. [106] provided a new metric, named Learning with Selective Forgetting Measure
(LSFM) that is based on the idea of accuracy.
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Table 2.5: The Surveyed Studies That Employed Data Reorganization Techniques for Unlearning Process.

Unlearning Unlearning .. . s s . s
Papers Methods Target Training Dataset Intermediates Unlearned Samples’ Type Target Models’ Type Consistency Accuracy Verifiability
Data Strong
Graves et al. [44] . ; Yes No Samples or Class DNN No No Attack-Based
Obfuscation unlearning
Data Strong
Felps et al. [34] Obfuscation unlearning No No Sequences DNN No No Attack-Based
Accuracy-Based
D.
Tarrun et al. [112] ata . Strong Yes No Classes DNN No No and
Obfuscation unlearning A
Retrain Time-Based
Accuracy-Based
Zhang et al. [137] Data . Strong No No Samples DNN No No and
Obfuscation unlearning -
Retrain Time-Based
Data Stron, Batches
Bourtoule et al. [11] R & Yes Yes and DNN No No Retrain-Based
Pruning unlearning
Sequences
Chen et al. [19] Dat‘a Strong Yes Yes Samples DNN No No Retrain-Based
Pruning unlearning
Wei et al. [97] Data Strong Yes Yes Samples DNN No No Retrain-Based
Pruning unlearning
Yan et al. [132] Dat'a Exact' Yes Yes Samples DNN Yes Yes Retrain-Based
Pruning unlearning
Chen et al. [24] Dat.a Exact. Yes Yes Nodes and Edges GNN No No Retrain-Based
Pruning unlearning
Neel et al. [94] Dat.a Strong Yes Yes Non-adaptive Convex Model No No Retrain-Based
Pruning unlearning Sequences
Gupta et al. [49] Dat.a Strong Yes Yes Adaptive Sequences Non-convex Models No No Retrain-Based
Pruning unlearning
He et al. [53] Dat.a Strong Yes Yes Samples DNN No No Attack-Based
Pruning unlearning
. Retrain-Based
Cao et al. [15] Data Exact. Yes Yes Samples Statls'.;wal Query Yes Yes and
Replacement Unlearning Learning Models
Accuracy-Based
Takashi et al. [106] Data Strong No Yes Classes DNN No No Accuracy-Based
Replacement unlearning
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2.3.4 Summary of Data Reorganization

In these last few subsections, we reviewed the studies that use data obfuscation, data
pruning, and data replacement techniques as unlearning methods. A summary of the
surveyed studies is shown in Table 2.5, where we present the key differences between
each paper.

From those summaries, we can see that most unlearning algorithms retain interme-
diate parameters and make use of the original training dataset [11, 24]. This is because
those schemes usually segment the original training dataset and retrain the sub-models
that were trained on the segments containing those unlearned samples. Consequently,
the influence of specific samples is limited to only some of the sub-models and, in turn,
the time taken to actually unlearn the samples is reduced. However, segmenting de-
creases time at the cost of additional storage. Thus, it would be well worth researching
more efficient unlearning mechanisms that ensure the validity of the unlearning process
and do not add too many storage costs simultaneously.

Moreover, these unlearning schemes usually support various unlearning requests
and models, ranging from samples to classes or sequences and from support vector
machines to complex deep neural models [15, 24, 94]. Unlearning schemes based on data
reorganization rarely operate on the model directly. Instead, they achieve the unlearning
purpose by modifying the distribution of the original training datasets and indirectly
changing the obtained model. The benefit is that such techniques can be applied to more
complex machine learning models. In addition to their high applicability, most of them
can provide a strong unlearning guarantee, that is, the distribution of the unlearned
model is approximately indistinguishable to that obtained by retraining.

It is worth pointing out that unlearning methods based on data reorganization will
affect the consistency and the accuracy of the model as the unlearning process continues
[11, 24, 53]. This reduction in accuracy stems from the fact that each sub-model is trained
on the part of the dataset rather than the entire training dataset. This phenomenon does
not guarantee that the accuracy of the unlearned model is the same as the result before
the segmentation. Potential solutions are to use unlearning in the absence of isolation,
data replication [11].

Some of the studies mentioned indirectly verify the unlearning process using a re-
training method [11, 24], while others provide verifiability through attack-based or
accuracy-based methods [34, 44, 112]. However, most unlearning schemes do not present
further investigations at the theoretical level. The vast majority of the above unlearning

schemes verify validity through experiments, with no support for the theoretical valid-
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Figure 2.6: Unlearning Schemes Based on Model Shifting.

ity of the schemes. Theoretical validity would show, for example, how much sensitive
information attackers can glean from an unlearned model after unlearning process or
how similar the parameters of the unlearned model are to the retrained model. Further
theoretical research into the validity of unlearning schemes is therefore required.

In summary, when faced with unlearning requests for complex models, unlearning
schemes based on data obfuscation seldom unlearn information. This is because it is
difficult to offset the influence of the unlearning data completely. Data pruning schemes
always affect the model’s accuracy since they usually train sub-models using a partial
training dataset. For data replacement schemes, it is impossible to find a new dataset
that can replace all the information within an original dataset to train a model. Thus,
researchers should turn to design unlearning schemes that strike more of a balance

between the effectiveness of the unlearning process and model usability.

2.4 Related Works - Model Manipulation-Based

The model training stage involves creating an effective model replicating the expected
relationship between the inputs in the training dataset and the model’s outputs. Thus,
manipulating the model directly to remove specific relationships may be a good way
to unlearn samples. In this section, we comprehensively review the state-of-the-art
studies on unlearning through model manipulation. Again, the verification techniques

are discussed separately for each category.

2.4.1 Manipulation Based on Model Shifting

2.4.1.1 Unlearning Schemes Based on Model Shifting

As shown in Figure 2.6, model shifting methods usually eliminate the influence of

unlearning data by directly updating the model parameters. These methods mainly fall
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into one of two types ,Ail influence unlearning and Fisher unlearning - but there are a

few other methods.
(1). Influence unlearning methods

Influence unlearning methods are usually based on influence theory [70]. Guo et
al. [46] proposed a novel unlearning scheme called certified removal. Inspired by differ-
ential privacy [118], certified removal first limits the maximum difference between the
unlearned and retrained models. Then, by applying a single step of Newton’s method on
the model parameters, a certified removal mechanism is provided for practical applica-
tions of Lo— regularized linear models that are trained using a differentiable convex loss
function. Additionally, the training loss is perturbed with a loss perturbation technique
that hides the gradient residual. This further prevents any adversaries from extracting
information from the unlearned model. It is worth noting, however, that this solution is
only applicable to simple machine learning models, such as linear models, or only adjusts
the linear decision-making layer for deep neural networks, which does not eliminate
the information of the removed data sample since the representations are still learned

within the model.

Izzo et al. [60] proposed an unlearning method based on a gradient update called
projection residual update (PRU). The method focuses on linear regression and shows
how to improve the algorithm’s run-time given in [46] from quadratic complexity to
linear complexity. The unlearning intuition is as follows: if one can calculate the values
Vig, =Wu (xi@u), predicted by the unlearned model on each of the unlearned samples x;,,
in 2, without knowing w,, and then minimize the loss of already-trained model on the
synthetic samples (xi@u , 5’i), the parameters will move closer to w,, since it will achieve
the minimum loss with samples (xi% s Jig, ) To calculate the values Vig, without knowing
wy, they introduced a statistics technique and computed leave-one-out residuals. Similar

to the above, this method only considers the unlearning process in simple models.

Information leaks may not only manifest in a single data sample but also in groups
of features and labels [123]. For example, a user’s private data, such as their telephone
number and place of residence, are collected by data providers multiple times and
generated as different samples of the training dataset. Therefore, unlearning operations
should also focus on unlearning a group of features and corresponding labels.

To solve such problems, Warnecke et al. [123] proposed a certified unlearning scheme
for unlearning features and labels. By reformulating the influence estimation of samples
on the already-trained models as a form of unlearning, they derived a versatile approach

that maps changes of the training dataset in retrospection to closed-form updates of
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the model parameters. They then proposed different unlearning methods based on first-
order and second-order gradient updates for two different types of machine learning
models. For the first-order update, the parameters were updated based on the difference
between the gradient of the original and the perturbed samples. For the second-order
update, they approximated an inverse Hessian matrix based on the scheme proposed
in [5] and updated the model parameters based on this approximate matrix. Theoretical
guarantees were also provided for feature and label unlearning by extending the concept
of differential privacy [118] and certified unlearning [46]. However, this solution is only
suitable for feature unlearning from tabular data and does not provide any effective

solution for image features.
(2). Fisher unlearning method
The second type of model shifting technique uses the Fisher information [90] of

the remaining dataset to unlearn specific samples, with noise injected to optimize the
shifting effect. Golatkar et al. [41] proposed a weight scrubbing method to unlearn
information about a particular class as a whole or a subset of samples within a class.
They first give a computable upper bound to the amount of the information retained
about the unlearning dataset after applying the unlearning procedure, which is based
on the Kullback-Leibler (KL) divergence and Shannon mutual information. Then, an
optimal quadratic unlearning algorithm based on a Newton update and a more robust
unlearning procedure based on a noisy Newton update were proposed. Both schemes
can ensure that a cohort can be unlearned while maintaining good accuracy for the
remaining samples. However, this unlearning scheme is based on various assumptions,
which limits its applicability.

For deep learning models, bounding the information that can be extracted from the
perspective of weight or weight distribution is usually complex and may be too restrictive.
Deep networks have a large number of equivalent solutions in the distribution space,
which will provide the same activation on all test samples [42]. Therefore, many schemes
have redirected unlearning operations from focusing on the weights to focus on the final

activation.

Unlike their previous work, Golatkar et al. [42] provide bounds for how much infor-
mation can be extracted from the final activation. They first transformed the bounding
from a weight perspective to final activation based on Shannon mutual information
and proposed a computable bound using the K L-divergence between the distribution
of final activation of an unlearned model and retrained model. Inspired by the neural

tangent kernel (NTK) [55, 61], they considered that deep network activations can be
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approximated as a linear function of the weights. Hence, an optimal unlearning pro-
cedure is then provided based on a Fisher information matrix. However, due to the
specific structure of deep neural networks, considering unlearning process only in the
final activation layer may not satisfy the effectiveness of unlearning. Once an attacker
obtains all model parameters in a white-box scenario, they can still infer information

from the middle layers.

Golatkar et al. [40] also proposed a mix-privacy unlearning scheme based on a
new mixed-privacy training process. This new training process assumes the traditional
training dataset can be divided into two parts: core data and user data. Model training
on the core data is non-convex, and then further training, based on the quadratic loss
function, is done with the user data to meet the needs of specific user tasks. Based on
this assumption, unlearning operations on the user data can be well executed based
on the existing quadratic unlearning schemes. Finally, they also derived bounds on the
amount of information that an attacker can extract from the model weights based on
mutual information. Nevertheless, the assumption that the training dataset is divided
into two parts and that the model is trained using different methods on each of these
parts restricts unlearning requests to only those data that are easy to unlearn, making

it difficult to unlearn other parts of the data.

Liu et al. [84] transferred the unlearning method from a centralized environment to
federated learning by proposing a distributed Newton-type model updating algorithm to
approximate the loss function trained by the local optimizer on the remaining dataset.
This method is based on the Quasi-Newton method and uses a first-order Taylor expan-
sion. They also use diagonal empirical Fisher Information Matrix (FIM) to efficiently and
accurately approximate the inverse Hessian vector, rather than computing it directly, to
further reduce the cost of the retraining process. However, this solution will result in a

significant reduction in accuracy when dealing with complex models.
(3). Other Shifting Schemes

Schelter et al. [99] introduced the problem of making trained machine learning
models unlearn data via decremental updates. They described three decremental update
algorithms for different machine learning tasks. These included one based on item-
based collaborative filtering, another based on ridge regression, and the last based on
k-nearest neighbors. With each machine learning algorithm, the intermediate results
are retained, and the model parameters are updated based on the intermediate results
and unlearning data D, resulting in an unlearned model. However, this strategy can

only be utilized with those models that can be straightforwardly computed to obtain the
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model parameters after the unlearning process, limiting the applicability of this scheme.

In addition, Graves et al. [44] also proposed a laser-focused removal of sensitive data,
called amnesiac unlearning. During training, the model provider retains a variable that
stores which samples appear in which batch, as well as the parameter updates for each
batch. When a data unlearning request arrives, the model owner undoes the parameter
updates from only the batches containing the sensitive data, that is .4, = 4, — Y Ay,
where ./, is the already-trained model and A,, are the parameter updates after each
batch. Because undoing some parameters might greatly reduce the performance of the
model, the model provider can perform a small amount of fine-tuning after an unlearning
operation to regain performance. This approach requires the storage of a substantial
amount of intermediate data. As the storage interval decreases, the amount of cached
data increases, and smaller intervals lead to more efficient model unlearning. Therefore,
a trade-off exists between efficiency and effectiveness in this method.

The above methods mainly focused on the core problem of empirical risk minimization,
where the goal is to find approximate minimizers of the empirical loss on the remaining
training dataset after unlearning samples [46, 60]. Sekhari et al. [102] proposed a more
general method of reducing the loss of unseen samples after an unlearning process. They
produced an unlearned model by removing the contribution of some samples from an
already-trained model using a disturbance update calculated based on some cheap-to-
store data statistics during training. In addition, they proposed an evaluation parameter
to measure the unlearning capacity. They also improved the data unlearning capacity of
convex loss functions, which saw a quadratic improvement in terms of the dependence of

d over differential privacy, where d is the problem dimension.

2.4.1.2 Verifiability of Schemes Based on Parameter Shifting

Izzo et al. [60] provided two metrics to measure the effectiveness: Lo distance and
feature injection test. Lo distance measures the distance between the unlearned model
and the retrained model. If the Loy distance is small, the models are guaranteed to
make similar predictions, which could reduce the impact of output-based attacks, like a
membership inference attack. The feature injection test can be thought of as a verification
scheme based on a poisoning attack.

Golatkar et al. [40—42] verify the effectiveness of their unlearning schemes based on
accuracy and relearning time. They also developed two new verification metrics: model

confidence and information bound [41]. Model confidence is formulated by measuring
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the distribution of the entropy of the output predictions on the remaining dataset,
the unlearning dataset, and the test dataset. Then they evaluated the similarity of
those distributions against the confidence of a trained model that has never seen the
unlearning dataset. The higher the degree of similarity, the better the effect of the
unlearning process. The information bound metric relies on KL-divergence to measure
the information remaining about the unlearning dataset within the model after the
unlearning process.

Different from their previous work, Golatkar et al. [42] also evaluate the information
remaining within the weights and the activation. In their other work [40], they provided
a new metric, activation distance, to analyze the distance between the final activations of
an unlearned model and a retrained model. This is a similar metric to model confidence
[41]. In addition, they also use attack-based methods for verification [40, 42].

Guo et al. [46], Warnecke et al. [123] and Sekhari et al. [102] provide a method of
theoretical verification to verify the effectiveness of their proposed unlearning schemes.
Based on the guarantee provided by certified unlearning, they limit the distribution
similarity between the unlearned model and the retrained model. Warnecke et al. [123]
also use the exposure metric [16] to measure the remaining information after unlearning.
Liu et al. [84] analyzed the validity of the unlearning scheme through two aspects. The
first metric, Symmetric Absolute Percentage Error (SAPE), is created based on accuracy.
The second metric is the difference between the distribution of the model after the

unlearning process and the distribution of the retraining model.

2.4.2 Manipulation Based on Model Pruning

2.4.2.1 Unlearning Schemes Based on Model Pruning

As shown in Figure 2.7, methods based on model pruning usually prune a trained
model to produce a model that can meet the requests of unlearning. It is usually applied
in the scenario of federated learning, where a model provider can modify the model’s
historical parameters as an update. Federated learning is a distributed machine learning
framework that can train a unified deep learning model across multiple decentralized
nodes, where each node holds its own local data samples for training, and those samples
never need to be exchanged with any other nodes [80]. There are mainly three types of
federated learning: horizontal, vertical, and transfer learning [59].

Based on the idea of trading the central server’s storage for the unlearned model’s
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construction, Liu et al. [81] proposed an efficient federated unlearning methodology,
FedEraser. Historical parameter updates from the clients are stored in the central server
during the training process, and then the unlearning process unfolds in four steps: (1)
calibration training, (2) update calibrating, (3) calibrated update aggregating, and (4)
unlearned model updating, to achieve the unlearning purpose. In calibration training and
update calibration steps, several rounds of a calibration retraining process are performed
to approximate the unlearning updates without the target client. In the calibrated update
aggregating and the unlearned model updating steps, standard federated learning
aggregation operations are used to aggregate those unlearning updates and further

update the global model. This eliminates the influence of the target data.

However, the effectiveness of this scheme will decrease dramatically as the number
of unlearning requests increases; this is because the gradients are cached during the
training phase, and the unlearning process will not update these gradients to satisfy
subsequent unlearning requests [81]. Second, this solution also requires caching of

intermediate data, which will cost more storage.

Inspired by the observation that different channels have a varying contribution
to different classes in trained CNN models. Wang et al. [120] analyzed the problem
of selectively unlearning classes in a federated learning setting. They introduced the
concept of term frequency-inverse document frequency (TF-IDF) [113] to quantify the
class discrimination of the channels. Similar to analyzing how relevant a word is to a
document in a set of documents, they regarded the output of a channel as a word and the
feature map of a category as a document. Channels with high TF-IDF scores have more
discriminatory power in the target categories and thus need to be pruned. An unlearning
procedure via channel pruning [47] was also provided, followed by a fine-tuning process
to recover the performance of the pruned model. In their unlearning scheme, however,
while the parameters associated with the class that needs to be unlearned are pruned,
the parameters with other classes also become incomplete, which will affect the model
performance. Therefore, the unlearned model is only available when the fined-tuned

training process is complete.

Baumhauer et al. [9] provided a machine unlearning scheme based on linear filtration.
They first transformed the existing logit-based classifier models into an integrated model
which can be decomposed into a (potentially nonlinear) feature extraction, followed by
a multinomial logistic regression. Then, they focused the unlearning operation on the
logistic regression layer, proposing a ,Adblack-box A1 unlearning definition. To unlearn

the given samples, four different filtration methods are defined, namely, naive unlearning,
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Figure 2.7: Unlearning Schemes Based on Model Pruning.

normalization, randomization, and zeroing. These effectively filter the outputs of the
logistic regression layer. On the contrary, they only considered the unlearning process
within the last layer, which will lead to a potential risk that if an attacker gets access to
the model parameters of the middle layer, the information of unlearning data may also
be leaked.

2.4.2.2 Verifiability of Schemes based on Model Pruning

Liu et al. [81] present an experimental verification method based on a membership
inference attack. Two evaluation parameters are specified: attack precision and attack
recall, where attack precision denotes the proportion of unlearned samples that is
expected to participate in the training process. Attack recall denotes the fraction of
unlearned samples that can be correctly inferred as part of the training dataset. In
addition, a prediction difference metric is also provided, which measures the difference
in prediction probabilities between the original global model and the unlearned model.
Wang et al. [120] evaluate verifiability based on model accuracy.

Baumhauer et al. [9] defined a divergence measure based on a Bayes error rate
for evaluating the similarity of the resulting distributions P (Lgeen ) and P (L- seen ),
where Lgeen and L- geen are the pre-softmax outputs of the unlearned model and a
retrained model. When the result of the Bayes error rate is close to 0, it indicates
that P (Lgeen ) and P (Li.geen ) are similar and the unlearning process has unlearned the
sample’s information from the model. In addition, they also use a model inversion attack

to evaluate verifiability [38].

2.4.3 Manipulation Based on Model Replacement

2.4.3.1 Unlearning Schemes Based on Model Replacement
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Figure 2.8: Unlearning Schemes Based on Model Replacement.

As shown in Figure 2.8, model replacement-based methods usually calculate almost
all possible sub-models in advance during the training process and store them together
with the deployed model. Then, when an unlearning request arrives, only the sub-models
affected by the unlearning operation need to be replaced with the pre-stored sub-models.
This type of solution is usually suitable for some machine learning models, such as
tree-based models. Decision tree is a tree-based learning model, in which each leaf node
represents a prediction value, and each internal node is a decision node associated with
an attribute and threshold value. Random forest is an integrated decision tree model

that aims to improve prediction performance [88, 104].

To improve the efficiency of the unlearning process for tree-based machine learning
models, Schelter et al. [100] proposed Hedgecut, a classification model based on extremely
randomized trees (ERTs) [27]. First, during the training process, the tree model is divided
into robust splits and non-robust splits based on the proposed robustness quantification
factor. A robust split indicates that the subtree’s structure will not change after unlearn-
ing a small number of samples, while for non-robust splits, the structure may be changed.
In the case of unlearning a training sample, HedgeCut will not revise robust splits, but
will update those leaf statistics. For non-robust splits, HedgeCut recomputes the split
criterion of the maintained subtree variants, which were previously kept inactive, and

selects a subtree variant as a new non-robust split of the current model.

For the tree-based models, Brophy et al. [12] also proposed DaRE (Data Removal-
Enabled) forests, a random forest variant that enables the efficient removal of training
samples. DaRE is mainly based on the idea of retraining subtrees only as needed. Before
the unlearning process, most £ randomly-selected thresholds per attribute are computed,

and intermediate statistics data are stored within each node in advance. This information
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is sufficient to recompute the split criterion of each threshold without iterating through
the data, which can greatly reduce the cost of recalculation when unlearning the dataset.
They also introduced random nodes at the top of each tree. Intuitively, the nodes near
the top of the tree affect more samples than those near the bottom, which makes it more
expensive to retrain them when necessary. Random nodes minimally depend on the
statistics of the data, rather than the way greedy methods are used, and rarely need to

be retrained. Therefore, random nodes can further improve the efficiency of unlearning.

The above two schemes need to compute a large number of possible tree structures in
advance, which would cost a large number of storage resources [12, 100]. Besides, this
replacement scheme is difficult to be applied to other machine learning models, such
as deep learning models, since it is difficult to achieve partial model structure after

removing each sample in advance.

Chen et al. [21] proposed a machine unlearning scheme called WGAN unlearning,
which removes information by reducing the output confidence of unlearned samples.
Machine learning models usually have different confidence levels toward the model’s
outputs [17]. To reduce confidence, WGAN unlearning first initializes a generator as the
trained model that needs to unlearn data. Then, the generator and discriminator are
trained alternatingly until the discriminator cannot distinguish the output difference of
the model between unlearning dataset and third-party data. Until this, the generator
then becomes the final unlearned model. However, this method achieves unlearning
process through an alternating training process, which brings a limited improvement in

efficiency compared to the unlearning method of retraining from scratch.

Wu et al. [126] proposed an approximate unlearning method based on intermediate
parameters cached during the training phase called DeltaGrad, which could quickly
unlearn information from machine learning models that are based on gradient descent
algorithms. They divided the retraining process into two parts. One part computes the
full gradients exactly based on the remaining training dataset. The other part uses the
L-BGFS algorithm [92] and a set of updates from some prior iterations to calculate Quasi-
Hessians approximating the true Hessian-vector. These Quasi-Hessians are then used to
approximate the update in the remaining process. These two parts train cooperatively to
generate the unlearned model. This approach will reduce the performance of the model,
however, after unlearning process since part of the model update is calculated based on
the approximative methods. In addition, the number of iterations required for the model

to converge will also increase, which will reduce the efficiency of the unlearning process.
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2.4.3.2 Verifiability of Schemes Based on Model Replacement

Chen et al. [21] verified their proposed scheme with a membership inference attack
and a technique based on false negative rates (FNRs) [71], where FNR: FNR = %,
TP means that the membership inference attack test samples were considered to be
training dataset and F N means the data was deemed to be non-training data. If the
target model successfully unlearns the samples, the member inference attack will treat
the training dataset as non-training data. Thus FN will be large, while T'P will be small,
and the corresponding FNR will be large. Indirectly, this reflects the effectiveness of the
unlearning process.

Schelter et al. [100], Brophy et al. [12] and Wu et al. [126] only provide evaluations
in terms of runtime and accuracy, and they do not provide reasonable experimental or

theoretical verifiability guarantees of their unlearning processes.

2.4.4 Summary of Model Manipulation

In these last subsections, we reviewed studies that apply model shifting, model pruning,
and model replacement techniques as unlearning processes. A summary of the surveyed
studies is shown in Table 2.6, where we list the key differences between each paper.

Compared to the unlearning schemes based on data reorganization, we can see
that few of the above papers make use of intermediate data for unlearning. This is
because the basic idea of those unlearning schemes is to directly manipulate the model
itself, rather than the training dataset. The model manipulation methods calculate the
influence of each sample and offset that influence using a range of techniques [70], while
data reorganization schemes usually reorganize the training dataset to simplify the
unlearning process. For this reason, model manipulation methods somewhat reduce the
resource consumption used by intermediate storage.

Second, most of the above schemes focus on relatively simple machine learning
problems, such as linear logistic regression, or complex models with special assump-
tions [41, 42, 46, 60]. Removing information from the weights of standard convolutional
networks is still an open problem, and some preliminary results are only applicable to
small-scale problems. One of the main challenges with unlearning processes for deep
networks is how to estimate the impact of a given training sample on the model parame-
ters. Also, the highly non-convex losses of CNNs make it very difficult to analyze those

impacts on the optimization trajectory. Current research has focused on simpler convex
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Table 2.6: The Surveyed Studies that Employed Model Manipulation Techniques for Unlearning Process.

Unlearning Unlearning . . Unlearned Samples’ Target Models’ . e
Papers Methods Target Training Dataset Intermediates Type Type Consistency Accuracy Verifiability
Model Stron, Linear Models with
Guo et al. [46] i & Yes No Samples Strongly Convex No No Theory-Based
Shifting Unlearning L.
Regularization
Model Strong Linear and L? distance and
Izz0 et al. [60] Shifting Unlearning No Yes Batches Logistic Regression Models No No Attack-Based
Model Strong Features Convex or .
Warnecke et al. [123] Shifting [ Yes No and Labels Non-convex models No No Theory-Based and Method in [16]
Accuracy-based,
Model Strong Samples Relearn time-based,
Golatkar et al. [41] Shifting Unlearning Yes No in One Class DNN No No Model confidence and
Information Bound-Based
Accuracy-based,
Model Strong Relearn time-based,
Golatkar et al. [42] Shifting [ Yes No Samples DNN No No Attack-based and
Information Bound-Based
Liu et al. [84] Model Strong Y Yo Sampl DNN N N Accuracy-based
iu et al. Shifting Unlearning es es amples o 0 ccuracy-base:
Accuracy-based,
Model Strong Relearn time-based,
Gk ¢t el [0 Shifting Unlearning Vs R St DAY e R Activation distance and
Attack-based
Model Exact .
Schelter et al. [99] Shifting Unlearning No Yes Samples Specified model Yes Yes -
Graves et al. [44] M.Od.el Strong No Yes Samples DNN No No Attack-Based
Shifting Unlearning
Sekhari et al. [102] Mf) d.el Strong No Yes Samples Convex Models No No Theory-Based
Shifting Unlearning
Wang et al. [120] MOd.EI Strong Yes No Client Data Federated Learning Model No No -
Pruning Unlearning
Baumbhauer et al. [9] MOd.EI Weak' No No Classes Logit-Based Classifiers No No Attack-Based
Pruning Unlearning
Schelter et al [100] Model Exact. No Yes Samples Extremely Randomized Trees Yes Yes -
Replacement Unlearning
Brophy et al [12] Model Exact. Yes Yes Batches Random Forests Yes Yes -
Replacement Unlearning
Chen et al. [21] Model Strong No No Samples Deep Classifier Models No No Attack-Based
Replacement Unlearning
Wu et al. [126] Model Strong Yes Yes Samples SGD-Based Models No No -
Replacement Unlearning
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learning problems, such as linear or logistic regression, for which theoretical analysis
is feasible. Therefore, evaluating the impact of specific samples and further proposing
unlearning schemes for those models are two urgent research problems.

In addition, most model manipulation-based methods will affect the consistency
or prediction accuracy of the original models. There are two main reasons for this
problem. First, due to the complexity of calculating the impact of the specified sample
on the model, manipulating a model’s parameters based on unreliable impact results or
assumptions will lead to a decline in model accuracy. Secondly, Wang et al.’s [120] scheme
pruned specific parameters in the original models, which will also reduce the accuracy
of the model due to the lack of some model prediction information. Thus, more efficient
unlearning mechanisms, which simultaneously ensure the validity of the unlearning
process and guarantee performance, are worthy of research.

It is worth pointing out that most schemes provide a reasonable method with which
to evaluate the effectiveness of the unlearning process. Significantly, model manipulation
methods usually give a verifiability guarantee using theory-based and information
bound-based methods [41, 42, 46]. Compared to the simple verification methods based on
accuracy, relearning, or attacks, the methods based on theory or information bounds are
more effective. This is because simple verification methods usually verify effectiveness
based on output confidence. While the effects of the samples to be unlearned can be
hidden from the output of the network, insights may still be gleaned by probing deep into
its weights. Therefore, calculating and limiting the maximum amount of information
that may be leaked at the theoretical level will be a more convincing method. Overall,
however, more theory-based techniques for evaluating verifiability are needed.

In summary, the unlearning methods based on model shifting usually aim to offer
higher efficiency by making certain assumptions about the training process, such as
which training dataset or optimization techniques have been used. In addition, those
mechanisms that are effective for simple models, such as linear regression models,
become more complex when faced with advanced deep neural networks. Model pruning
schemes require far-reaching modifications of the existing architecture of the model in
the unlearning process [9, 120], which could affect the performance of the unlearned
models. It is worth noting that model replacement unlearning methods usually need
to calculate all possible parameters and store them in advance, since they unlearn by
quickly replacing the model parameters using these pre-calculated parameters. Thus,
more effective unlearning schemes, that simultaneously consider model usability, storage

costs, and the applicability of the unlearning process, are urgent research problems.
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CHAPTER

UPDATE SELECTIVE PARAMETERS: FEDERATED
MACHINE UNLEARNING BASED ON MODEL
EXPLANATION

Federated learning is a promising privacy-preserving paradigm for distributed machine
learning. In this context, there is sometimes a need for a specialized process called
machine unlearning, which is required when the effect of some specific training samples
needs to be removed from a learning model due to privacy, security, usability, and/or
legislative factors. However, problems arise when current centralized unlearning meth-
ods are applied to existing federated learning, in which the server aims to remove all
information about a class from the global model. Centralized unlearning usually focuses
on simple models or is premised on the ability to access all training data at a central
node. However, training data cannot be accessed on the server under the federated
learning paradigm, conflicting with the requirements of the centralized unlearning pro-
cess. Additionally, there are high computation and communication costs associated with
accessing clients’ data, especially in scenarios involving numerous clients or complex
global models. To address these concerns, we propose a more effective and efficient
federated unlearning scheme based on the concept of model explanation . Model ex-
planation involves understanding deep networks and individual channel importance,

so that this understanding can be used to determine which model channels are critical

IThe main content of this chapter has been published in Heng Xu, Tianging Zhu, Lefeng Zhang,
Wanlei Zhou, S Yu Philip, Update Selective Parameters: Federated Machine Unlearning Based on Model
Explanation. IEEE Transactions on Big Data, 2024.
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for classes that need to be unlearned. We select the most influential channels within
an already-trained model for the data that need to be unlearned and fine-tune only
influential channels to remove the contribution made by those data. In this way, we
can simultaneously avoid huge consumption costs and ensure that the unlearned model
maintains good performance. Experiments with different training models on various

datasets demonstrate the effectiveness of the proposed approach.

3.1 Introduction

In this Section, we consider the problem of unlearning in the setting of federated learning,
in which the server wants to remove all samples associated with a particular class. There
are many scenarios where data from a trained model that needs to be unlearned belongs
to one or more classes [9]. For example, if the training process of federated learning
contains a group of outdated data or data identified as adversarial type, the server
needs to remove all effects of these data from the global model. Another example is
thats the recommendation system needs to periodically remove some items (classes)
due to relevant legal updates or product iterations. Considering this setting, the above-
mentioned centralized unlearning methods are inefficient due to the following challenges.

For the data reorganization methods, most centralized unlearning algorithms make
use of the original training dataset to remove the effect of unlearning data [11, 15, 19, 24].
Those kinds of unlearning methods usually aggregate all training data in one node and
split those data into different subsets. Then, each subset will be used to train the sub-
model, which limits the impact of data in the subset to the corresponding sub-models
rather than a more complex model with the entire training data. In the federated learning
context, however, the original training dataset may not be accessible on the server,
meaning that the aforementioned approaches will be unsuitable for federated learning.
For parameter manipulation-based schemes, those methods always focus on simple
machine learning problems, such as tree-based models [12, 100]; notably, the complexity
of global models and the stochastic nature of the local learning process make it impossible
to use parameter manipulation-based methods in federated learning. Moreover, due to the
complexity associated with calculating the impact of the specified sample, manipulating
a model’s parameters based on unreliable impact results or assumptions will significantly
affect the model’s performance [41, 46].

For existing class-level unlearning in a federated learning setting, Wang et al. intro-

duced the concept of TF-IDF [113] to quantify the class discrimination of the channels
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and accordingly proposed an unlearning scheme based on the model pruning technique.
However, the pruning-based scheme not only removes the information of the unlearning
classes but also erases the information of some remaining data at the same time, which
will lead to the degradation of the model performance for the remaining data. Other
unlearning schemes usually use the historical parameter updates cached during the
global training process. However, those cached gradients will not be updated with the
unlearning process, which precludes carrying out subsequent unlearning processes. This
solution may also further increase the risk to users’ data since recent studies show
that attackers can reconstruct the training dataset by referring to the gradients [57].
Finally, compared with traditional centralized learning, federated learning has more
randomness involved. For example, the selected users involved in each global iteration
during the training process make the federated learning non-deterministic and difficult
to control. Even if retraining the model from scratch causes the global model to converge
to different local minima at different times. Therefore, it becomes impractical and more
difficult to unlearn data by directly manipulating the parameters in a federated learning
setting [84].

To tackle the above issues, we consider that the purpose of unlearning is to remove
the effect of certain specific samples from the model, not all training datasets. Thus, it is
crucial to find the partial parameters that most affect these samples. Model explanation
refers to a series of methodologies that can help to explain the importance of particular
parameters [75, 76]. It can be used to find some channels within a trained model that

have the greatest effect on the performance of the samples that need to be unlearned.

Based on this observation, we first calculate the influence of each channel based on the
ablation study, then select some channels that most affect the classification performance
of unlearning class. Subsequently, we propose two different unlearning schemes based
on the knowledge owned by the server. The first is decentralized unlearning, which is
based on the original federated learning paradigm and achieves the unlearning purpose
by only updating partial parameters within selected important channels. When the
server owns some samples with the same distribution of training data, we prefer the
second unlearning scheme, centralized unlearning. In this case, we put the unlearning
operation on the server side with the help of only a few training samples rather than
the whole training dataset contained in all clients. Centralized unlearning also only
fine-tunes partial parameters within a model to unlearn data. In addition, to speed up the
unlearning process, we use perturbation samples in both schemes to efficiently muddy

the model’s understanding of the unlearning data. Those perturbation samples are
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generated from unlearning data with randomly selected incorrect labels. Both schemes
can avoid large communication and computation expenses and simultaneously maintain
the performance of the unlearned model for the remaining data.

The main contributions of this chapter can be summarized as follows:

¢ First, we introduce the ablation study to calculate the influence of each channel
with respect to the unlearning class, which enables us to get the most influential

channels for the unlearning class within any trained model.

* Second, we provide two different schemes based on the knowledge owned by the
server, decentralized unlearning and centralized unlearning. Both schemes only
update partial influential channels’ parameters to avoid large communication,

computation and storage expenses.

¢ Third, we propose an effective unlearning method based on perturbed samples,
which can effectively accelerate the process of unlearning while ensuring the

usability of the unlearned model.

* Further analysis and experiments comparing the performance of our proposed
approach with that of recent works under different models and multiple datasets

demonstrate the effectiveness of the proposed federated unlearning scheme.

3.2 Problem Statement

3.2.1 Federated Learning Background

Federated learning is a decentralized machine learning framework, the key components
of which are a server S and a group of clients U = {u1,u9,...,u,}, where n is the number
of clients, as shown in Figure 3.1. The server relies on these clients to collaboratively
complete the training of a global model M, which will be provided to all clients to use
after the training process. The model’s training process will repeat the steps outlined
below until the model satisfies certain conditions. At the i-th training round (i € E, where
E is the number of global training rounds), the updating process of the global model M

is performed as follows:

1. Initialization: The server first selects a certain percentage of clients to participate
in this round of model training due to the unstable characteristics of clients in

the federated learning framework. Subsequently, the selected federated clients
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Figure 3.1: A Standard Framework of Federated Learning.

download the current global model M; and the training configurations from the

server.

. Local Training and Uploading: Each selected client uj, trains the local model
mp = M;, based on its own local dataset Dj and training configurations for E;,.,;
epochs, then computes an update with respect to mp, (k €{1,2,...,n}), where Ej,.q;
is the number of local epochs for each client. When the local training process is

complete, each client will upload its model updates to the server.

. Server Aggregation: Once the server has collected all updates from all partici-
pating clients, it will update the global model M; based on one aggregation rule,
such as FedAvg [86], and the collected updates to obtain a new global model M 1.
M ;.1 will play the role of M; for the next training round.

When the global model converges, the server halts the above training process and

obtains the final federated learning model M*.

3.2.2 Examples: Federated Unlearning

Designing an effective and efficient unlearning scheme for a federated learning frame-

work is difficult. First, the incremental learning process causes the global model to

update depending on all previous updates. If an update from one client is removed from

the global model’s aggregation process in round i, the global model will be changed after

the aggregation process; all the client’s subsequent updates will then become useless, as

all clients compute local updates based on the global model. Second, randomness exists

in federated learning training due to the stochastic training process; this impacts which

clients will be participating in this round’s training process, as well as what samples will
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Example I

Figure 3.2: Examples of Federated Unlearning.

be used for training in a certain epoch or batch. This randomness makes the federated
learning process non-deterministic and difficult to control.

To further illustrate the difficulties in federated learning, we present here two exam-
ples of existing unlearning schemes. Figure 3.2 illustrates two schemes commonly used
in federated unlearning. In example I, the server utilizes cached historical gradients from
clients in the training process to approximate the gradients in the unlearning process.
Notably, the effectiveness of these schemes will decrease dramatically as the number
of unlearning requests increases; this is because the gradients are cached during the
training phase, and the unlearning process will not update these gradients to satisfy
subsequent unlearning requests [81]. Second, the clients involved in each federated
learning training process are randomly selected. The gradients cached during the train-
ing period may not be used in the unlearning process since the relevant clients may
be different and the gradients are also not related to each other. Some recent studies
have even shown that attackers can use the gradient of model updates to reconstruct
clients’ data; therefore, these solutions may increase the risk of data leakage from clients
in federated learning. Example II introduces the parameter manipulation-based un-
learning scheme from centralized learning to federated learning. Those methods usually
use Quasi-Newton methods to update global models instead of the original model re-
training process. Quasi-Newton technique is an optimization algorithm designed for
unconstrained numerical optimization problems. It approximates the inverse Hessian

matrix iteratively, making it suitable for large-scale optimization where direct compu-
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tation of the Hessian is impractical. Nonetheless, similar to centralized learning, this
method is only applicable to simple models with minimal data erasure.

The two examples above illustrate that it is impractical to achieve unlearning based
on cached gradients or Quasi-Newton; if either of these schemes is used for unlearning

data, it will reduce the performance of the unlearned model for the remaining data.

3.2.3 Federated Unlearning Formalization

We consider federated unlearning in a supervised learning setting, i.e., one in which all
clients collaboratively train a supervised model under the control of the server. Each
client’s data belongs to the instance space 2 < R?, with the label space defined as & < R.
We consider the local data is Independent and Identically Distributed (IID) and use
Dk = {(Xk.1,V8.1) s --r (Xkt> VEt)} S RY x R to represent a local training dataset in client uy,
in which each sample x;, ; € & is a d-dimensional vector, y; ; € % is the corresponding
label, and ¢ is the size of &;,. To unlearn data, all clients first need to perform a data

deletion operation locally.

Definition 8. (Data Deletion). Data deletion performed by each client is an operation that
deletes a group of client data that needs to be unlearned from the global model, denoted
as unlearning data 9,/. For each client uj, € U, given its local dataset 2y, and unlearning
data @]’:, data deletion is defined as follows:

Dy = R( Dy, DY) (3.1)

where the operation # denotes deleting data &;’ from 2;,. For example, a client
deletes data samples &, from the local dataset & according to the designed data
deletion operation in order to obtain the remaining dataset 2,. The purpose of data
deletion is to remove unlearning data from the training set in all clients so that the
global model will not be affected by those data again in the next collaborative training

process. After data deletion, the server will perform the federated unlearning operations.

Definition 9. (Federated unlearning) Consider a set of data that we wish to remove
from the global model, denoted as 9, = {@i‘,@g, DL} Let M* denote the global model
produced by the federated learning, while M* denotes the unlearned model that we want

to achieve. We define federated unlearning % () as follows:
MY=%M",2,) (3.2)
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Table 3.1: Notations

Notations Explanation

up One client

Dy, The dataset in up,
(Xk,t,yk,t) One sample in D,

7 The data deletion operation
DZ The unlearning dataset in uj,
D; The remaining dataset in up,

U The federated unlearning process
M* The learned federated learning model
M* The unlearned model

4 The unlearning operation
y The unlearning class label

Sw,; The effect of channel w; ; in layer [
H(M,D) The model accuracy of dataset D
g The important channels

Federated unlearning aims to remove the contribution about the unlearning data
from the global model. After the unlearning process is complete, a verification function
V() can be used to measure whether model M“ has successfully unlearned the requested

unlearning data.

Definition 10. (Verification function) After the unlearning process is complete, a verifi-
cation function ¥ (-) can perform a distinguishable check,Aithat is, V(M%) #V (M*),Aito

illustrate the results of the unlearning operation.

As an attack method, membership inference attacks can also be used to determine

whether a sample’s contribution has been successfully removed from the model [107].

3.2.4 Design Goals

We provide a federated unlearning scheme based on the concept of model explanation,
which can achieve federated unlearning quickly while effectively ensuring the perfor-
mance of the unlearned global model. The desired goals of our proposed unlearning

scheme are as follows:

¢ Effective: Similar to retraining from scratch on the remaining data, our scheme

should ensure that the unlearned model does not contain any information about
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the unlearning data (i.e., that attackers cannot infer information about unlearning
data through the unlearned model using existing privacy attack methods, such as

membership inference attack [107]).

¢ Efficient: Regardless of how much data needs to be unlearned, our scheme should

be more efficient than retraining from scratch.

¢ Accuracy: Even though unlearning operations will cause a reduction in model per-
formance, our scheme should not unduly reduce performance through unreasonable

manipulation.

* Security: It should not introduce new privacy risks and at least be consistent with
the original guarantee. Specifically, it should ensure that any attacker, including
the server, cannot easily utilize gradient information to implement gradient leakage
attacks.

¢ Non-intrusive: Our scheme should be non-intrusive for both server and clients,
and should be able to serve as an opt-in component inside existing federated
learning systems; that is to say, the operation of unlearning cannot affect the

current structure of the federated learning system.

It is worth noting that security goal emphasizes that the designed unlearning scheme
cannot introduce potential threats that additionally threaten the user’s privacy, while
effective goal underscores that no one can recover unlearned data from the model after

unlearning process.

3.3 Federated Unlearning Methodology

3.3.1 Overview

In this section, we first present an overview of our proposed scheme, then provide a
detailed outline. For ease of reference, the important notations that appear in this
chapter and their corresponding descriptions are listed in TABLE 3.1.

In this chapter, we focus on unlearning requests relating to a specific class,Aithat is,
requests designed to remove an entire class of samples from the global model, which is
frequently required in unlearning problems [44, 120]. Figure 3.3 illustrates the workflow
of the proposed unlearning method, which mainly comprises five steps. We will discuss

the first two steps in the local data update section, after which ablation calculation and
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Figure 3.3: Overview and Workflow of Our Federated Unlearning Scheme.

channel selection will be discussed in the model explanation section. The unlearning
schemes are presented in the unlearning process section, which contains two different
sub-schemes for different application settings.

Our key insight is that each channel of a model contributes differently to the overall
classification performance. This means that some channels are universally important
for the task, while others are selectively important for specific classes. Based on this
observation, we use the ablation study to find the most influential channels that have the
greatest effect on the unlearning class. After that, we fine-tune those influential channels
to remove the contribution of unlearning data from the global model. Since the number
of parameters in influential channels is much less compared to the number of all model
parameters, the unlearning operation could avoid extensive communication between
clients and a server. At the same time, because fewer parameters need to be updated,
the unlearning operation will be more efficient than retraining all parameters. We also
establish a benchmark to control how many influential channels need to be fine-tuned.
Broadly speaking, the fewer channels are fine-tuned, the more efficient unlearning

occurs.

3.3.2 Local Data Update

We assume that in the initialization stage of the federated learning, the server aims to
train a deep neural network model with L layers. The parameters in each layer can be

represented as w = {w1,...,w}. If layer / is a convolutional layer, the parameters w; in
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Figure 3.4: Ablation Illustration.

the /-th layer is denoted as R O <K<Ky , where C;’”t,Cf” and K; denote the number
of output channels, number of input channels, and the kernel size, respectively. If layer [
is a linear layer, the parameters w; can be represented as IO

During the model training or at the inference stage, the server can broadcast un-
learning requests to all clients. First, when the server gets an unlearning request, it
will generate the unlearning requests (u,y%),u; € U and send those pairs to each corre-
sponding client. After receiving the unlearning request from the server, all clients should
remove the samples that need to be unlearned from D to prevent these from being
re-included in subsequent stages of the training process. That is, D} = Z(Dp,(x;,y")),
for V (x;,y%) € Dy, where y* denotes the class label to be unlearned, and x; represents a

sample that belongs to y“.

3.3.3 Model Explanation

Machine learning models usually consist of multiple different units, and each of those
units provides various contributions to the model’s performance. Different from previous
methods [93, 138], which usually use the ablation study to measure the contributions
of those units to the overall performance, we introduce ablation study to analyze the
channel influence for the performance of unlearning class and define this influence as
the Effect of Channel.

Definition 11. (Effect of Channel) Given a global model M* that takes a group of data I
and outputs an overall accuracy H(M*,I). For a known baseline Hy,(M*,I) that achieved

before pruning operation, the influence Sy, ; of one channel wy ; in layer [ toward data I
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Algorithm 1: Influential Channel Selection
Input: global model M*, selection factor: §
Output: important channels in model M*:

Initialize effect of channel . as an empty @

Initialize 9 as an empty directory @

Construct a group of unlearning data I

Feed I to model M* and record the original model accuracy Hy(M*,I)

& — all layers in model M*

for each layer e in & do

w; — all channels in e
for each channel w; ; in w; do

© ® A D A W N =

Prune the channel w; ; to get M /

Feed I and record accuracy H(M ,I)

Se,, =Hpy(M*,1)-HM ,I)

12 Sort S, in the order of S, ; from small to large
13 I, — select the top 6 channels

-
- o

14 return 9

is the change of the accuracy after pruning parameter in wy ; to obtain M "
Swl’i:Hb(M*,I)—H(M',I) (3.3)

Figure 3.4 illustrates one example of the calculation of the effect of a single channel
within one convolutional layer /. We use I to denote the input of the model and I; to
represent the input of the /-th layer. Given the parameters w; in layer [, the output of
the [-th layer in an original trained model can be represented as O;’ =I; ® w;, where
® is the convolutional operation. When pruning one specific channel w; ; in layer /,
w; = P(wy,w;,1), where & is the pruning operation, the output will be changed to
O/=I® w; and 05’ # Oj. This difference of the single layer will be passed forward and
will be reflected in the final accuracy H(M ' I). We calculate the effect according to the
corresponding pruned channel based on the change of the accuracy Sy, ; = Hp(M *I)—
HWM ’,I ). After achieving the effect of all channels, the server then selects the channels
within a model that most affect the performance of the unlearning class, i.e., the channels
with high effect values. We select these channels and consider them to be the most
influential channels for an unlearning class.

Algorithm 1 provides the selection of important channels within a global model. In
the first step (Lines 3-4), the server feeds a group of unlearning data and records the
original model accuracy. Then, in lines 5,Ail1, the server calculates the effect for all

channels. Line 6 indexes each layer in the global model, while line 8 indexes each channel
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Figure 3.5: Decentralized Unlearning.

in one layer. After pruning a particular channel, the model will recalculate the accuracy
of I to get the effect of this channel (lines 9-11). A high effect value indicates that the
corresponding channel plays an influential role in model performance with respect to
I, while a low effect value means that this channel may be useless for I only or for all
training data. In lines 12-13, the server selects the most influential channels based on
the effect value S, in layer /. § is a hyperparameter used to control the proportion of
selected channels. It is important to note that the above steps can be performed at any
time during the inference phase; thus, the time consumption of the unlearning process is

not increased.

3.3.4 Unlearning Process

Considering different application scenarios, we provide two schemes to fine-tune the
global model. The first is to use the traditional federated learning architecture to com-
plete the unlearning process when clients and all training data are available. When
clients and training data are unstable, we employ server-based unlearning without any

communicating with clients. Both schemes only update partial channels.

3.3.4.1 Decentralized Unlearning

If clients and those training data are available, the server will perform decentralized
unlearning processes after selecting the important channels. As shown in Figure 3.5,
there are three main differences between decentralized unlearning and federated learn-

ing. First, for the local training process, each client will only train the most influential
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channels based on two types of data (D) in Figure 3.5). One is the remaining data, and
the other is perturbation data, generated from unlearning data by modifying labels to an
arbitrary value. Perturbation data can quickly obfuscate the model’s understanding of
the unlearning data, which will speed up the process of unlearning process. Second, in
decentralized unlearning, each client only uploads influential channels’ updates to the
server for aggregation (@) in Figure 3.5), while it will upload all channels’ updates in
federated learning. Third, in each step of aggregation, the server only updates partial
channels based on the partial updates from clients and broadcasts the partial global
model to each client for subsequent model training and updates (@) and @) in Figure 3.5).
In federated learning, the server updates all channels and broadcasts the whole model to
each client. It is worth noting that even with the partial upload of the updates, the pat-
tern of our unlearning scheme is the same as that of federated learning. The unlearning
process can be done exactly based on the original federated learning paradigm.
Algorithm 2 illustrates the process of decentralized unlearning. First, the server
initializes the global model M? with the original global model M* and broadcasts part of
the global model to all clients (lines 3-4). Then, for each round of the unlearning process,
each client downloads and updates the local model (line 10). During each model training
step, the unimportant channels M\J are fixed, and only the important channels 9 are
trained based on two types of data, remaining and perturbation data (lines 11-14). After
the local training process of a client, the client will upload only part of the model updates
to the server (line 15). When the server receives all partial updates from all clients, it
will aggregate them and then broadcast a new partial global model to all clients for the
next training (lines 6-8). When the global model converges, M* is the model that has

erased the information of the unlearning data.

3.34.2 Centralized Unlearning

A fewer number of model channels to update usually means less training data is required.
Therefore, we also provide a scheme that requires a small amount of training data on the
server side to achieve the unlearning purpose, centralized unlearning. Our centralized
unlearning process is similar to the original training procedure for each federated
learning client. In particular, we fix non-influential channels within the model M*\J".
Then, in each model training process, we only update the important channels 9 based
on remaining and perturbation data to reduce the computational cost. In addition, the
process is only executed on the server without needing any client participation, which

reduces communication and computation costs.
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Algorithm 2: Decentralized Unlearning

Input: important channels 7, original global model M*
Output: unlearned model M*
1 Server broadcast important channels 9 to all clients
2 Server executes:
initialize M) — M*
broadcast part of global model M 2, p» to all clients

for each client uy in U do
t R — Clientupdate(k,Mlt‘,p)
8 Mty — My, + X5 5%
Clientupdate(k, M ft,p): //Run one client k
10 Update the local model M* based on M, ,
11 for each local epoch e from 1to Ejycq; do
12 for each batch b in Dy do

13 fix the channels in M\~
14 only update channels 9 based on two types of data

3
4
5 for t from 1to Egjopq; do
6
7

©

15 upload the updates of %* of channels J to server

3.3.5 Case Study

To further illustrate our unlearning method, we present a case study in this section.
We assume that there are ten clients U = {u1,uq,...,u19} training a federated learning
model, ResNet20, each of which has certain data from dataset CIFAR-10, and denoted as
91,. We assume that during the model training or inference stage, the server needs to
remove all contributions related to class 1 from the model. In unlearning request stage,
the server generates unlearning request (u,1),u; € U and sends it to the corresponding
client. Each client will remove all samples from the local training data after receiving

the unlearning request.

At the same time, the server first selects the channels of the current model that most
affect the classification performance of class 1. To do this, the server constructs a small
batch of data I consisting of samples from class 1, and feeds it into the model, recording
original model accuracy Hy(M*,I). Then, given one layer /, the server prunes one channel
w; ; at a time and retests the accuracy H(M ,,I ) of the above data I. Based on two accuracy
results, the server will calculate the effective value of w; ;, Sy, ; = Hp(M,I) - H(M ’,I ).
This process is executed consistently until all channels in layer ! are indexed. After that,
the top 6 channels with the higher effective value are selected; these will be denoted as

the most influential channels in this layer. The same process is then performed for the
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other layers.

After the above steps, the server will find the channels within a model that exert the
greatest influence over the unlearning class 1. The server will then select the unlearning
process based on the availability of clients and those data. If the clients and those training
data are available, the server will execute the decentralized unlearning process, where
the local model update of each client as well as the uploaded update of each client only
consider the most influential channels. If those clients or those data are unavailable, the
server will execute the centralized unlearning process. In each step, the server holds some
channels as fixed and only updates the influential channels to complete the unlearning.
Our unlearning scheme is mainly based on the use of model explanation to select and
fine-tune the most influential channels rather than approximating the unlearned model
based on the gradients cached during the training phase. As a result, we can effectively
avoid the problems discussed in Section 3.2.2. In addition, our schemes only update
partial channels with the help of the perturbation data, which can significantly accelerate
the unlearning process.

In addition, our solution does not introduce any security risks and is non-intrusive.
Unlearning requests can be sent through encrypted channels; even if such a request
is obtained by a malicious attacker, this will not cause serious privacy concerns since
the information contained in the request is less than that contained in the gradient.
Furthermore, our method only uploads partial model channels during the decentralized
unlearning or does not upload any gradient information in the centralized unlearning
process, which can reduce the security risks introduced by gradients. Moreover, our
scheme is non-intrusive and does not affect the traditional federated learning structure.
To further improve the security of the training process, our scheme is also compatible
with other schemes, such as differential privacy [142]. Therefore, our scheme does not
decrease the security of traditional federated learning, or is at least consistent with the
security of traditional federated learning, and can serve as an opt-in component within

existing systems.

3.4 Performance Analysis

In this section, we analyze the performance of the proposed unlearning scheme in terms
of computational, communication, and storage overheads. We term the decentralized
unlearning as Ourpg and denote the centralized unlearning scheme as Ourcg. Table 3.2

shows the comparison results.
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Table 3.2: Comparison Results Between Our Scheme and Retraining From Scratch (de-
noted as RFS and we set 6 < 1)

Computation Overhead Communication Overhead Storage Overhead
RFS n*(n3*6f(¢)+g() 2xn?x*c(:) Ijll,_ll * 5()
Ourpr n*x(n3+f()x(1+5%8)+g() 2%n2%c()*6 ' Ill’_ll * 8(-)
Ourcg nZ % f()x(1+5%05) 0 0.05 * s(-)

3.4.1 Computational Overhead

The model training process is the most time-consuming element of a federated learning
system. In the interests of simplicity, we set f(:) to represent the computational cost
of the forward propagation, then the computational cost of one-step backpropagation
is at most 5f(-) [84]. Since the server also uses one aggregation algorithm during the
training process to aggregate updates and update the global model, we use g(-) to denote

the computational cost of the aggregation operation.

For retraining from scratch, during the forward and backpropagation operation in the
model updating for one batch, all channels will be involved, which costs 6f(-). Moreover,
it requires a group of users to participate in the unlearning process; this one batch model
update should be assigned to all users and requires an additional aggregation operation.
Therefore, the total computational cost of this scheme is E g10pq1 * (Niser * E1ocal ¥ Noatch *
(6f(-)+g(-)). For the sake of convenience, we rewrite it as n * (n® * 6f(-)+ g(-)). For Ourcg,
during the forward propagation operation in one batch model update, all model channels
are also involved in the calculation until the predicted value is output in the last layer,
which costs f(-) units of computation. In the backpropagation operation, since we only
focus on updating part of the channels, the cost will be 6 * 5f(-) units of computation,
where § is the proportion of important channels and 6§ < 1. In addition, since neither
requires client-server interaction in the unlearning process, there is no computation
consumed by the aggregation operations. Finally, the total computational cost of our
unlearning scheme Ourcg is n2 * £(-) * (1 +5 % 8). For our scheme Ourpg, since we also
only consider the update of important channels, so the total computational cost is

n*(n3 * f()x(1+5%8)+g(-)).

Therefore, compared with retraining from scratch, our decentralized unlearning
nx(n3*6f(-)+g()
n*(n3>kf(-)*(1+5*§)+g(-))

x unlearning improvement. For central-
nx(n3+6f()+&()
nZx f(-)x(1+5%6)
the computation cost for aggregation operation g(-) is negligible and all clients calculate

scheme Ourpg, can achieve

ized unlearning scheme Ourcg, this ratio can be up to x. Assuming that

one batch model update in a parallel paradigm, both schemes can provide a speed-up
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6 6xn2 . ey . . .
of 17375 % and {3555 %, respectively. In addition, since we keep the information from

previous training rather than retraining from scratch and using the perturbation data to
accelerate the unlearning process, we can further improve our computational efficiency,
e.g., the global epoch will be less than retraining from scratch. In summary, it is shown
that our unlearning scheme significantly reduces the computational overheads compared

with retraining from scratch.

3.4.2 Communication Overhead

There are normally two entities in an unlearning scheme, namely, the clients and
the server. Without loss of generality, we evaluate communication efficiency through
the number of client-server interactions. Specifically, we set c(:) to represent one-time
interaction between a client and server.

For retraining from scratch, it is necessary to interact with clients to complete
the unlearning process. During each unlearning iteration, the server first broadcasts
the current global unlearning model to each client, after which all clients will upload
the unlearning information to the server; thus, retraining from scratch will spend
E x N % (2% c(:)), where E and ./ are the number of unlearning global epochs and clients
that participate in the unlearning process, respectively. For convenience, we also simplify
this to 2 * n2 = ¢(-). For our decentralized unlearning scheme Ourpg, since each client
only sends updates about important channels, it will cost 2 * n? % c(-) * 8. For centralized
unlearning scheme Ourcg, it places most of the computation on the server side, which
precludes the need for interaction; thus, it almost costs 0.

Therefore, compared with retraining from scratch, our decentralized unlearning
scheme can save %x in terms of communication costs. For Ourcg, since it does not
communicate with the server, it has almost no consumption due to communication.

Hence, our unlearning scheme is more efficient than retraining from scratch.

3.4.3 Storage Overhead

Unlearning methods are usually based on the participation of the remaining data. We
consider the storage cost based on the size of the remaining data. Specifically, we use s(-)
to denote the size of the original training data and use the |Y| to represent the number
of classes in training data.

For retraining from scratch and our decentralized unlearning scheme Ourpg, since

they need all remaining data of all clients to finish the unlearning process, it will cost
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|1|/1|[—|1 * s(-) training samples. For our centralized unlearning scheme Ourcg, since we put

the unlearning process on the server side and only update partial channels’ parameters,
it only needs a small group of the remaining data. In our experimental results, for the
CIFAR-10 dataset, when unlearning class 1 from the model ResNet20, it only needs less
than 0.05 * s(:) size of original data. Therefore, compared with retraining from scratch,
our scheme Ourcg largely reduces storage overheads.

Summary: From the above analysis, the proposed unlearning schemes are determined
to be efficient in terms of computational, communication, and storage costs compared
with retraining from scratch, which demonstrates the practical potential and significant

performance improvements obtained by our unlearning schemes.

3.5 Experiments

3.5.1 Experimental Setup
3.5.1.1 Dataset and Model

During the federated learning initialization phase, the server needs to broadcast the
model to each client. Here, we choose the two most powerful and popular existing
models to evaluate our unlearning, namely VGG [108] and ResNet [52]. We also adopt
three real-world image datasets for evaluation: MNIST 2, Fashion MNIST 2, CIFAR-10
and CIFAR-100 4. The datasets cover different attributes, dimensions, and numbers
of categories, allowing us to explore the unlearning utility of the proposed algorithm

effectively.

3.5.1.2 Evaluation Metrics

Here, we introduce the following criteria to evaluate the efficiency and effectiveness of

our unlearning scheme:

* Training Rounds: The number of training rounds indicates whether the model
can complete the unlearning as quickly as possible. On the premise that the same
unlearning effect is achieved, fewer training rounds can show that the scheme is

more efficient.

2http://yann.lecun.com/exdb/mnist/
3http:/fashion-mnist.s3-website.eu-central-1.amazonaws.com/
4https://www.cs.toronto.edu/ kriz/cifar.html
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¢ Accuracy-based: Models that have been trained usually have high prediction
accuracy for trained samples, which means that the unlearning process can be
verified by the accuracy of the model output. Ideally, for data that needs to be
unlearned, the accuracy should be the same as a model trained without seeing
the unlearning data. This could be infinitely close to zero. In addition, for the

remaining data, the accuracy should almost keep unchanged.

¢ Attack-based: The basic purpose of unlearning is to reduce the risk of sensitive
information leakage. Therefore, certain attack methods can be used to directly and
effectively verify the success of unlearning operations. Here, we use model inversion
attack [38] and membership inference attacks (MIAs)[133] to evaluate our scheme.
Ideally, before the unlearning, model inversion attack can effectively recover the
unlearned data, while after the unlearning, it cannot recover the unlearned data.
For MIAs, we use the success rate of attacking unlearning samples as our metric,
that is, recall = %\[, where TP denotes the number of unlearning samples
predicted to be in the training set and TP + F'N represents the total unlearning
samples. Ideally, recall on these unlearning samples should be close to 100% before

unlearning. After unlearning, recall should be close to 0%.

¢ GradAttack: In order to evaluate whether updating partial channel parame-
ters can mitigate gradient-related risks. We use GradAttack [57] to evaluate the
training process of retraining from scratch and our decentralized unlearning,
respectively. Ideally, during the retraining from scratch, GradAttack can effec-
tively recover relevant information based on gradients, whereas for our unlearning

scheme, it should be unable to recover that information.

It is worth noting that the purpose of using GradAttack differs from above attack-
based metrics. It is not used to demonstrate the effectiveness of our unlearning scheme
but, rather, to illustrate that our partial parameter updating can, to some extent, mitigate
attacks based on gradient information, which was not considered in exiting unlearning

solutions.

3.5.1.3 Comparison Methods

In our experiments, we respectively evaluate our decentralized unlearning (DE Impor-
tance) and centralized unlearning (CE Importance) schemes. To demonstrate the effec-

tiveness of selecting the important channels, we also evaluate the validity of randomly
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Table 3.3: The Model Accuracy after Pruning Different Types of Parameters.

block_2.conv_bn2.conv in ResNet20 block_2.conv_bnl.conv in ResNet20 feature.conv_7 in VGG11

Remaining Unlearning Remaining Unlearning Remaining Unlearning
Original Model  80.48% 87.10% 80.48% 87.10% 75.90% 94.60%
Random 69.48% 74.60% 67.30% 83.40% 72.95% 79.90%
Non-Important  68.34% 89.45% 46.37% 85.56% 62.02% 93.20%
Important 70.62% 38.50% 65.14% 2.40% 72.21% 7.30%
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Figure 3.6: The Effect of Each Channel.

selected channels in a decentralized unlearning setting (DE Random). We compare
our unlearning schemes with four unlearning methods applied to a federated learning
system: retraining from scratch (Fully Retraining), pruning-based (Pruning) [120],
Federaser [81] and calculations-based (The Right) [84]). In [120], Wang et al. pruned
the most important parameters and then fine-tuned the pruned model to recover the
model performance. Liu et al. proposed an unlearning scheme in [81] based on calibra-
tion training. For calculations-based methods in [84], Liu et al. replaced the process of
computing model updates with Quasi-Newton methods to reduce the consumption in
the retraining process. Since Federaser [81] can only unlearn a specific client, and given
that our scheme specifically targets class-level unlearning, we compare Federaser with
our unlearning scheme in the no-IID scenario. For pruning-based (Pruning) [120] and
calculations-based (The Right) [84]), they only consider unlearning operations in IID
scenario, so we compare those schemes with ours under the IID scenario. Both IID and

non-IID scenarios demonstrate the high adaptability of our scheme.
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3.5.2 Explanation Analysis

To demonstrate the validity of our scheme, we need to verify whether manipulating
a group of parameters in important channels will cause a significant decrease in the
performance of the unlearning data. This result indicates that those selected important
channels indeed contain information about the unlearning data. Reasonable manipula-
tion that removes this information from the model will achieve the unlearning purpose.

To simulate the real environment settings of federated learning, we evenly distribute
the CIFAR-10 datasets to all clients, and the data samples across all clients are IID. We
respectively train two models, VGG11 and ResNet20, with the number of participant
clients as 10, global epoch = 50, local epoch = 5, local batch size = 128 and learning rate
= 0.1. We select the unlearning class as class 1 and consider other class data to be the
remaining data. After the global training process, we first calculate the effect of channels
within a layer based on Definition 11. Figure 3.6 presents the effect of each channel with
respect to unlearning data and remaining data.

In Figure 3.6, Figure 3.6a illustrates the effect of each channel in layer layer3.block_2
.conv_bn2.conv in model ResNet20, while Figure 3.6b only illustrates the effect of the
first 64 channels in layer feature.conv_8 in model VGG11, since there are totally 512
channels in this layer. It can be seen that when we prune the parameters in one chan-
nel at a time, the model performance changes differently for the remaining data and
unlearning data. First, when we prune some specific channels, the accuracy of the un-
learning data will change dramatically, while the accuracy of the remaining data almost
remains stable, such as the channel 23 in layer layer3.block_2.conv_bn2.conv (see the
masked point a in Figure 3.6a). This indicates that some channels, indeed, contain some
information learned from the unlearning data; erasing this information will dramatically
affect the performance of unlearning data. Second, some channels are prone to affect
both unlearning data and remaining data. When we prune those types of parameters,
the accuracy of unlearning data and remaining data will simultaneously decrease, such
as the channel 37 in layer feature.conv_8 (see the masked point 8 in Figure 3.6b). This
suggest that some channels affect the performance of both data.

To further illustrate the effect of each channel, we also evaluate how the channel
cooperatively affects the unlearning data. To do this, we first select a group of channels
based on different ways, then prune the selected channels’ parameters and compare the
accuracy of the unlearning data and the remaining data. The selection methods include
random selection, important selection, and non-important selection. The important

selection will choose those channels with higher effect values for unlearning data. The
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Figure 3.9: Accuracy of Unlearning and Remaining Data in no-IID Scenario.

proportion of selection is § = 0.3. Table 3.3 shows the results of our experiment.

In Table 3.3, the layer layer3.block_2.conv_bn2.conv and layer layer3.block_2.
conv_bnl.conv are from ResNet20, while layer feature.conv_7 is from the VGG11. As

shown in this table, similar results for the change of unlearning data and remaining

data can be found. First, when we prune a group of important parameters, the model

performance for the unlearning data will decrease dramatically while the accuracy of

the remaining data stays stable. For example, in layer layer3.block_2.conv_bn2.conv
in ResNet20, the accuracy of unlearning data drops from 87.10% to 38.50%, while
the remaining data’s accuracy only decreases by 80.48% — 70.62% = 9.86%. Second, for

random selection or selection of non-important methods, the accuracy of the unlearning
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Table 3.4: Experimental Performance Comparison Between Our Scheme and Retraining
From Scratch.

Comp (s) Comm (MB) Storage

ResNet20 Retraining 5670.39 770 45000
with DE 276.67 1.1 45000
CIFAR10 CE 15.22 0 1600
VGG11  Retraining 4620.23 22800 45000
with DE 810.78 0.1146 45000
CIFAR10 CE 3.24 0 1600
ResNet20 Retraining 8270.05 1100 49500
with DE 843.28 3.3 49500
CIFAR100 CE 5.35 0 1600
VGG11  Retraining 7480.52 30560 49500
with DE 798.12 2.292 49500
CIFAR10 CE 1.23 0 1600

and remaining data will decrease simultaneously, and the degree of decrease of the
unlearning data is negligible compared to the important selection method. For example,
in feature.conv_7 in VGG11, when we prune the randomly selected parameters, the
accuracy of the unlearning data decreases by 94.60% — 79.9% = 14.70%, while pruning
the important parameters results in 94.60% — 7.30% = 87.30%. In addition, if we prune
the important parameters in the intermediate layer of one model, the accuracy of the
remaining data also drops a lot. For example, in layer [ayer3.block_2.conv_bnl.conv
in ResNet20, pruning the important parameters causes the accuracy of the remaining
data to drop by 80.48% — 65.14% = 15.34%. This illustrates that, in some model layers,
especially those near the front part of the model, parameters that are important for
the unlearning data may also be important for the remaining data. For example, the
important parameters for unlearning data used to detect textures or materials may also
be used to detect the same textures or materials in the remaining data in a CNN layer.
If we prune the important parameters directly to achieve the unlearning purpose, that
may impact the accuracy of the remaining data [120].

Summary: Based on the above experimental results, the most important parameters
of the model for unlearning data can be identified based on the ablation study. Reasonable
manipulation of these parameters will achieve the purpose of unlearning data. Also, we
find that those parameters that affect the unlearning data may also have a large impact
on the remaining data. Therefore, in our unlearning scheme, to ensure the performance

of the unlearned model, we maintain all the parameters of the global model and only
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(a) Original Model (b) Fully Retraining

(c) Decentralized Unlearning (d) Centralized Unlearning

Figure 3.10: The Results of Model Inversion Attack

fine-tune important parameters to unlearn data rather than directly prune all important

parameters.

3.5.3 Performance Analysis
3.5.3.1 Accuracy Evaluation

To demonstrate the effectiveness and efficiency of our unlearning scheme, we measure
the accuracy of the unlearning data and the remaining data during the unlearning
process, respectively. We first train two models, ResNet20 and VGG11, respectively,
using two datasets, CIFAR-10 and CIFAR-100. The configuration of the training process
is as follows: client number = 10, global epoch = 50, local epoch = 5, local batch size
= 128 and learning rate = 0.1. The data samples across all clients are IID. After the
global training process, we unlearn the class 1 from two models respectively, using our
unlearning scheme in three different settings, CE Importance, DE Random and DE
Importance. For CE Importance, we put 1600 samples on the server side to simulate
the training data owned by the server and set learning rate = 0.01 and batch size =
64 to fine-tune models. For §, we set 6 = 0.05 for ResNet20, and 6 = 0.01 for VGG11.
The other setting for the fine-tuning process is the same as the original global training
process. We compare the results with three different methods: fully retraining, pruning-
based methods [120] and the right [84]. For the pruning-based and the right method,
we set all hyperparameter settings suggested in their paper. For fully retraining, we set

hyperparameters to be the same as the original training process.
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Table 3.5: The Results of the MIAs

CIFAR-10 + ResNet MNIST + ResNet

Original 95.62% 94.56%
Fully Retraining 0.00% 0.00%
CE important 0.00% 0.00%
DE important 0.00% 0.00%

The results are shown in Figure 3.7 and Figure 3.8, for fully retraining and the
right [84], the x-axis represents the number of retraining epochs; for the pruning-based
method [120], CE Importance, DE Random and DE Importance, the x-axis represents
the number of training epochs in the fine-tuning process. We also scale the x-axis to
logy for convenience in Figure 3.7. The y-axis in Figure 3.7 represents the accuracy of
unlearning data (class 1), while in Figure 3.8, it represents the accuracy of the remaining
data. For the data to be unlearned, CE Importance and DE Importance basically reduce
the accuracy to 0 within 4 epochs, which means that the model cannot accurately identify
the class 1 after almost 4 epochs of the unlearning process. For DE Random, it is difficult
to reduce the accuracy to 0 since the fine-tuning parameters are randomly selected, not
those with the most influence. For the pruning-based method [120], since it prunes all
the parameters about the unlearning class 1, it has substantially low accuracy in the
beginning. The fully retraining and the right [84] method also has a precision of 0 for

the unlearning class since its training set does not contain unlearning data.

However, the other three models, fully retraining, pruning-based [120] and the
right [84], do not meet the requirements of unlearning for the accuracy of the remaining
data. For the accuracy of the remaining dataset in Figure 3.8, the accuracy of CE Impor-
tance and DE Importance does not degrade significantly during the unlearning process.
This is because we fine-tune only part of the channels while keeping all parameters
of the previous model, particularly parameters unrelated to the unlearned class 1. For
fully retraining, since it trains the model from the beginning, the model is only available
when the training process is completely finished. For the pruning-based method [120], in
their unlearning scheme, while the parameters associated with class 1 are pruned, the
parameters with other classes also become incomplete, and their accuracy will decrease.
Therefore, the unlearned model is only available when the fined-tuned training process
is complete. Note that the model accuracy of the pruning-based method [120] is generally
higher than that of fully retraining since some of the parameters of the previous model

(which are not pruned) are retained in [120]. The right [84] is also based on retraining
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- - -

(c) Image Generated in Decentralized Unlearning

Figure 3.11: The Results of GradAttack

methods, but unlike fully retraining, in the retraining process, they frequently used
Quasi-Newton to calculate the update of the global model instead of using the training
method. Calculated-based methods are usually applicable to simple models. When faced
with complex models with a huge amount of training data, it is difficult for the model to
reach an ideal state.

In addition, we also evaluate the effectiveness of our unlearning scheme in no-IID
scenario. We choose two datasets, MNIST and Fashion MNIST, for this experiment and
assign one class of data per user. The configuration of the training process is as follows:
client number = 10, global epoch = 20, local epoch = 5, local batch size = 64 and learning
rate = 0.1. For CE Importance, we put 1600 samples on the server side to simulate the
training data owned by the server and set the learning rate = 0.1 and batch size = 64
to fine-tune models. For §, we set 6 = 0.2 for both datasets. We also compare the results
with Federaser [81] and set all hyperparameter settings suggested in their paper to
construct our experiments. The results are shown in Figure 3.9.

From Figure 3.9, we can see that our scheme can also effectively unlearn class
information under no-IID and ensure the performance of the model for the remaining
data. As for Federaser [81], since the model still has information about classes that need
to be unlearned in the calibration training, the unlearning results are not good.

As can be seen from all subplots in Figures 3.7, 3.8 and Figure 3.9, our method can

remove the contribution of the unlearning class and only use a smaller epoch while simul-
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taneously ensuring the accuracy of the remaining dataset. More importantly, during each
epoch, our scheme only updates part of the model parameters, and the amount of training
data used by the server is much smaller than other solutions. To further demonstrate
the efficiency of our scheme, we record the cost during the entire unlearning process, and
the results are shown in Table 3.4. From those results, the proposed unlearning schemes
are found to be efficient in terms of computational, communication, and storage costs
compared to retraining from scratch. For example, in our CE Importance unlearning
scheme, each epoch only costs 15.22s and only needs 1,600 images for ResNet20 with
the CIFAR10 dataset, while fully retraining needs 45,000 images and costs 5670.39s.

Overall, our unlearning simultaneously considers both effectiveness and efficiency.

3.5.3.2 Model Inversion Attack

To further analyze the effectiveness of our scheme, we construct the following exper-
iment based on model inversion attack [38] and membership inference attack [133].
We implemented the model inversion attack as described in [38]. We first train model
ResNet18 based on the MNIST dataset with the number of participant clients as 10,
global epoch = 10, local epoch = 5, local batch size = 128 and learning rate = 0.1. We
select the unlearning class as class 3 and consider other class data as the remaining
data. After the global training process, we select the most influential parameters for
unlearning class 3 and set the selection factor 6 = 0.2. For decentralized unlearning
and the fully retraining schemes, we set the hyper-parameters the same as the original
training process. For centralized unlearning, we set the local training epoch = 5, Ir =
0.005. Figure 3.10 depicts the results of model inversion attacks against models affected

by different unlearning methods.

As shown in Figure 3.10, the images generated by fully retraining, our centralized
unlearning, and decentralized unlearning schemes are dark and jumbled since the model
inversion attack has relatively little gradient information to rely on. As expected, fine-
tuning the influential channels based on perturbation data makes it impossible to infer
any significant information about the unlearning data. This implies that the information
of unlearning data is almost entirely removed by our centralized and decentralized
unlearning schemes, virtually eliminating the possibility of obtaining valuable class

information via model inversion attacks.
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3.5.3.3 Membership Inference Attack

We also leverage Membership Inference Attacks (MIAs) in paper [133], to assess whether
the unlearning data are still identified in the training dataset. We set the number of
shadow models as 20 and the training epoch of the shadow model as 10, batch size =
64. In the context of MIAs, a shadow model is a surrogate model trained to mimic the
behavior of the target model that is being attacked. The attack model is a fully connected
network with two hidden linear layers of width 256 and 128, respectively, with ReLU
activation functions and a sigmoid output layer. We evaluate our unlearning scheme
with two settings, CIAFR-10 + ResNet and MNIST + ResNet. We set the unlearning
class to 3. Other configurations of the training process are the same as those described
above. Table 3.5 shows the results of our evaluation.

As seen from the table, for all original models, MIA has a high success rate; i.e., it
was able to derive the training dataset containing unlearning data successfully. However,
for all other methods, the success rate of MIAs is lower, which indicates that MIA cannot
deduce the existence of unlearning data in the training dataset; this indicates that the
effect of the unlearning data has been successfully removed from the unlearned model.

Summary: The above experiments show that our scheme can effectively maintain the
performance of the unlearned model, and reduce the probability of an attacker obtaining

confidential information about those targets.

3.5.4 Gradient Attack

In our decentralized unlearning scheme, we only upload the updates of partial channels’
parameters. In order to evaluate whether updating partial parameters can alleviate the
risks caused by gradients, we use GradAttack [57] to attack the training process of fully
retraining and our decentralized unlearning, respectively. We use the realistic setting in
their paper to attack ResNet20 with CIAFR-10 and set the unlearning data as class 1
and 6 = 0.05 in our decentralized unlearning setting. Other experimental settings are the
same as the experiments above. Figure 3.11 shows part of the results of our experiments.

As shown in Figure 3.11, for the fully retraining scheme, since it uploads all the
parameters’ updates, some information of original data can be recovered using the
gradients. For our decentralized unlearning, it is impossible to obtain any information
from the gradient-based generated images since we only upload partial gradients. In
summary, our decentralized unlearning scheme not only reduces the consumption

caused by communication but also alleviates the security risks caused by gradients.
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Figure 3.12: The Effect of § in Different Settings

3.5.5 The Effect of Selection Factor 6

The hyperparameter 6 determines how many influential channels are selected. To
evaluate the effect of 6, we use the above experimental setting, in which the dataset is
CIFAR-10, and the model is ResNet20, to train the global model. After that, we execute
a centralized unlearning process with different 6. Figure 3.12a and Figure 3.12b show
the results on the unlearning data and remaining data, respectively. It can be seen from
Figure 3.12a, that selecting more influential channels can accelerate the unlearning
process due to the increasing number of pruned and fine-tuned channels. However, as
depicted in Figure 3.12b, increasing the number of pruned channels will decrease the
performance of the model after the pruning process. This will result in the need for
more fine-tuning to recover model performance. Meanwhile, more channels mean the
consumption of updates to uploads will increase in the decentralized unlearning process.
Therefore, in principle, the setting of the selection factors should consider the usability

of the unlearned model and the efficiency of the unlearning process.

3.6 Summary

This chapter proposed a federated unlearning scheme that addresses the practical
problem of removing the effects of particular classes from a trained model in the federated
learning context. As a solution, this chapter analyzed the most influential channels of a
model for the given classes based on the ablation study. For unlearning class, this chapter
provided two effective methods that only fine-tune partial influential channel parameters

with the help of perturbation data. The analysis and experimental results demonstrate
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that under our scheme, the model can remove the impact of classes that need to be
removed and ensure the accuracy of the remaining data in a quick and efficient manner.

This chapter inspires us that we can explore more complex federated learning scenar-
ios containing more kinds of unlearning requests, for example, unlearning one sample or
all data in one client. At present, we have only illustrated that there are different influ-
ences within a trained model’s channel at the class level. Due to the various unlearning
requests involved, we intend to explore ways to extend and/or modify the current method
of evaluating channel importance and develop new federated unlearning schemes based
on these revised evaluations. In addition, we plan to design a more powerful scheme
that supports unlearning requests from Natural Language Processing (NLP) models,

combined with other technologies such as information theory.
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CHAPTER

TOWARDS EFFICIENT TARGET-LEVEL MACHINE
UNLEARNING BASED ON ESSENTIAL GRAPH

Machine unlearning is an emerging technology that has come to attract widespread
attention. A number of factors, including regulations and laws, privacy, and usability
concerns, have resulted in this need to allow a trained model to forget some of its training
data. Existing studies of machine unlearning mainly focus on unlearning requests that
forget a cluster of instances or all instances from one class. While these approaches
are effective in removing instances, they do not scale to scenarios where partial targets
within an instance need to be forgotten. For example, one would like to only unlearn
a person from all instances that simultaneously contain the person and other targets.
Directly migrating instance-level unlearning to target-level unlearning will reduce the
performance of the model after the unlearning process, or fail to erase information
completely. To address these concerns, we have proposed a more effective and efficient un-
learning scheme that focuses on removing partial targets from the model, which we name
“target unlearning" 1. Specifically, we first construct an essential graph data structure to
describe the relationships between all important parameters that are selected based on
the model explanation method. After that, we simultaneously filter parameters that are
also important for the remaining targets and use the pruning-based unlearning method,

which is a simple but effective solution to remove information about the target that

IThe main content of this chapter has been published in Heng Xu, Tianqing Zhu, Lefeng Zhang, Wanlei
Zhou, Wei Zhao, Towards Efficient Target-Level Machine Unlearning Based on Essential Graph. IEEE
Transactions on Neural Networks and Learning Systems, 2024.
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Figure 4.1: Target unlearning.

needs to be forgotten. Experiments with different training models on various datasets

demonstrate the effectiveness of the proposed approach.

4.1 Introduction

Current machine unlearning works mainly focus on unlearning partial instances selec-
tively, such that they only remove information at instance level [132]. We argue that we
may need to support machine unlearning at the target level. We use target to denote the
object that appears in an instance, and the scheme is defined as target unlearning. The
requirements for unlearning targets can arise from eliminating the model’s capabilities
for unimportant, sensitive, or abnormal objects. For instance, it can involve removing
a specific category from a multi-label classification task or eliminating a particular
object from an object detection task. Figure 4.1 shows the difference between traditional
instance-level unlearning and target unlearning, where the two instances on the left
side contain different numbers of targets. Instance I contains a person as one target,
while instance II contains two objects, a person and a bus, so we consider them as two
targets. When a request to remove information about the person is received, traditional
instance-level unlearning schemes will directly remove two instances; however, the bus
will also be affected as instance II will also be removed. For target unlearning, it will
only remove accurate information about the person from each instance.

Therefore, how to remove the impact of targets accurately is our research question.
There are mainly two unique challenges on this question. First, in the context of target

unlearning, one instance may contain multiple targets, and those targets that need to
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be removed are tightly embedded in each instance, which makes it difficult to separate
them in the instance. Moreover, multiple targets in each instance are interactive, and
the machine learning model may further interact with diverse targets in different layers.
it is difficult to remove the effect of a certain target while minimizing collateral damage

to model performance for other remaining targets.

To address the above concerns, we propose an interpretive approach to finding
parameters that have the greatest impact on targets that needs to be unlearned, and
then pruning these parameters to erase information [41, 46, 120]. Specifically, we use
model explanation method to find the most influential parameters for a particular region
within an instance [64, 119]. This approach can effectively separate various targets from
the instance, and directly identify the model parameters that have a great impact on
these separated targets. However, interpretive methods typically focus on a single layer
and pruning all influential parameters within that layer may negatively impact the
performance of the model for the remaining data. First, due to the specific structure of
deep neural networks, considering parameter pruning in only one layer may not satisfy
the effectiveness of unlearning. For example, focusing solely on the influential parameters
in the last layer and then pruning those parameters to erase the information may not
be sufficient for preserving privacy. Once an attacker has obtained all parameters of
the model in a white-box scenario, they can still infer information from the penultimate
level about the unlearned target. Second, the parameters selected based on the model
explanation may also be important for other targets, and blindly pruning all those
selected parameters will reduce the performance of the unlearned model.

To tackle those challenges, we construct an essential graph structure to describe
the relationships of all influential parameters in each layer. This essential graph also
provides a way to consider the performance of the unlearned model on remaining targets.
It will simultaneously consider both the remaining target and the unlearning target to
filter the parameters during the balanced process. To validate our proposed unlearning
scheme, we evaluate multiple machine learning tasks under different models and various
datasets, which demonstrates that our proposed scheme can effectively achieve the
removal of target-level information and the ability to reasonably weigh the performance
of the remaining targets. The main contributions of this chapter can be summarized as

follows:

* We initiate the exploration of machine unlearning at the target level by defining the

problem of efficient target unlearning, including its formalization and challenges.
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Figure 4.2: A schematic view of target unlearning.

* We investigate target unlearning from a novel interpretative perspective and selec-

tively prune the most influential parameters to achieve the unlearning purpose.

* We propose an essential graph data structure to describe the relationships be-
tween influential parameters of multiple layers and simultaneously consider the

remaining data’s impact to mitigate the performance degradation.

¢ We validate our target unlearning scheme across various datasets, models, and
machine learning tasks, demonstrating that our design can maintain model utility

while achieving significant unlearning effectiveness.

4.2 Problem Definition

Assume the instance space can be denoted as & < R?, with the label space defined as
% <R. We use 9 = {(x1,y1),(X2,%¥2), ..., (Xn, yn)} S R? x R to represent a training dataset,
in which each instance x € & is a d-dimensional vector, y € % is the corresponding
label, and 7 is the size of 2. Based on this, we can obtain a model M through a machine
learning algorithm ¢, that is, M = o/(%). Other symbols that appear in this chapter and
their corresponding descriptions are listed in TABLE 3.1.

Let 2, « 2 be a subset of the training dataset, whose influence we want to remove
from the trained model M. Let its complement &, = @5 =92/2, be the dataset that we
want to retain. Now, we give the definition of target unlearning. which focuses on the

unlearning request on the target level:

Definition 12 (Target Unlearning). Consider one object within instances, denoted as
t, that we want to remove its effects from all training datasets and the trained model.

Target unlearning process Uy(M,2,t) is defined as a function from an already-trained
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model M = </(D), a training dataset 9, and a specified object t to a model M, which
ensures that the unlearned model M, performs as though it had never seen the object t in

all training dataset.

4.3 Methodology

4.3.1 Overview

As shown in Figure 4.2, target unlearning mainly consists of the following three steps:
parameters selection, balanced graph construction and efficient unlearning, where the
balanced graph construction is based on the essential graph data structure for each
target. For the purpose of simplification in explanation, we first introduce the concept
of an essential graph (Section 4.3.2). Then, we illustrate how to select the important
parameters for a special target within each layer based on the model explanation (Sec-
tion 4.3.3). After those steps, we construct the balanced graph to identify parameters
that are simultaneously important for the remaining targets and determine which parts
of the parameters have a critical influence on unlearning target. After those steps, we
manipulate critical parameters that have the greatest effect on the unlearned target to

achieve the unlearning purpose (Section 4.3.4).

4.3.2 Essential Graph

The core of the model explanation is that model parameters contribute differently to
the overall model performance [140]. This means that some parameters are universally
important for all targets, while others are selectively important for specific targets.
Appropriate pruning of these parameters can affect the performance of the model with
respect to the corresponding targets, which will achieve the purpose of unlearning.
However, it is insufficient to unlearn targets by only considering one-layer para-
meters [9]. Only selecting the most influential parameters within one layer may not
meet the goal of effectiveness due to the specific structure of the deep neural network.
For example, if only considering the last layer to select parameters that contain in-
formation about targets and then pruning that information from the last layer, once
the attacker obtains all parameters of the model in a white-box scenario, they can still
deduce information about the unlearning target. As shown in Figure 4.3, we construct
an easy-to-understand experiment to show this data leakage problem. We cluster the

outputs of the last layer and the penultimate layer of the VGG11 model based on the
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(a) The Output of Last layer (b) The Output of Penultimate Layer

Figure 4.3: Evaluation of data leakage from the penultimate-layer based on STL10
dataset and VGG11 model.

tSNE algorithm, respectively. From the results, it can be seen that the clustering results
are very similar, which indicates that the output of the penultimate layer still contains
some information about all data; removing information only at the last layer is not
enough. In addition, model parameters in the neighboring layer are usually interactive,
considering more than one layer simultaneously can efficiently analyze the impact of
parameters on the targets that need to be unlearned.

We assume that the model needs to execute an unlearning process containing L
convolutional layers. Each layer’s parameters can be represented as w; = 2011 <K<K
where 0O;,I; and K; denote the number of output channels, number of input channels,
and the kernel size, respectively. We use A; € Z/*H>Wi o denote the input of this
convolutional layer, where H;, W; are the height and width of the input respectively.
The output feature maps of this layer is calculated as F; = A; ® w;, where ® is the
convolutional operation, F; € 29/ *Hi+1*Wis1 We use flk to denote the feature maps for
the k-th channel in this convolutional layer. The output of this CNN model can be
represented as Y = M(x). We denote Y; as the output probability of target ¢.

To describe and analyze the relationship of important parameters between multiple

layers, we construct one useful graph data structure, named essential graph.

Definition 13 (Essential graph). An essential graph, G = (V,&), describes the relation-
ship between important parameters. Each node in 7 indicates the importance score of
each corresponding output channel, while the edges in & between each node indicate the

connection relationships.

Specifically, assuming that the set of important channels in layer / for target ¢ can be

expressed as 9/7 (The calculation of ?/7 will be explained later). The essential graph can
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Figure 4.4: The construction of the essential graph.

Node Value

be denoted as follows:

G=7,6)

s.t7 = foral R €10,177 101 = 0T,))
, @1
éa = {e(l,i),(l+1,j)| l € [O, |LO]-lt|]y.] € [0; |g-lill]}

le[L-0,L-1]

Each element in 37 is denoted as one channel Pj‘;fk, where £ ranges from 0 to IPJEtI,
the size of the set 9/7. In subsequent sections, when we refer to parameters, it typically
denotes all the parameters within one channel. In the essential graph, v; ;, represents the
value of each node, which is determined by a function €(-) using ?J}tk as the parameter.
The function @(-) can be arbitrary, but it must ensure that the node values for channels
of different importance should be different and values for channels of similar importance
are similar. The exact definition of @(-) will be provided later. e ;) (+1,;) mean one
connection relationship between node v;; and v;,1, j, where i € [0, Ififl] and j €0, |g}i1|]'

o is used to control how many layers should be considered. The reason we only
consider the last o layers is that the CNN model usually consists of a low-level feature
extractor and a high-level classifier. The high-level classifier is used to distinguish
different targets, and only removing the information contained in the high-level classifier
will generally not influence model performance for the remaining targets.

The edge between two nodes with larger node values indirectly indicates a strong

correlation between the two nodes’ parameters. For example, the parameters of a layer
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Algorithm 3: Essential Graph Construction

Input: model M, parameter index Fflt with [ € [L —o,L], layer selection factor o
Output: essential graph:G

Initialize 7 and & to empty @

for each layer ]l in [L—o,L—1] do

for each index Pflti in 97 do

; ’ at F ot
for each index “/l+1,j inJ, do

L ¥ — add v;41,; with value G(J7 , )

[+1,5

= T -

& — add e i) (+1,))
7 V « add v; with value 0(J7",)

8 return G =(7,8)

[ for the detection of textures and materials may be jointly linked to a parameter of a
particular scene detector in layer [ + 1. All the links between the two layers with larger
node values form a route for the transmission of important features of one target.
Algorithm 3 performs the construction of essential graph for one instance with target
label ¢, while Figure 4.4 shows the process. Before this algorithm, the model provider
indexes all layers that need to be considered to remove information about a target ¢ and
select important parameters w.r.t target . Assume that the results of layer / denoted
as ?/7, and that in layer [ + 1 denoted as 9]}?1 We use v;;, to denote one node in G of
corresponding channel % in layer [ and use @)(f/'lfk) to represent the node value. The
link between use v;; and v;,1 ; is denoted as e( ;) (+1,). For each layer, model provider
sequentially add the node v;.1 j and v; ; to 7, and add the edge e ;) (1+1,j) to & to construct
the relationship between layer [ and / + 1 (Line 2-7). It is important to note that the
above steps can be performed at any time during the inference phase; thus, the time

consumption of the unlearning process is not increased.

4.3.3 Parameters Selection

In the above section, we describe how to construct an essential graph based on the
important parameters of each layer. In this section, we describe how to find those
important parameters within each layer based on model explanation.

There are many works to select important parameters within a model, such as
ablation methods [6, 91, 141]. Ablation methods usually investigate the effect of one
unit by removing this unit to understand the contribution of this unit to the overall

performance. However, there are two main issues when using these methods to find
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important parameters for one specific target. Firstly, these methods require indexing
all parameters, and the computational cost for complex models with large datasets
is high. This will reduce the efficiency of the unlearning process. In addition, these
methods analyze the influence of a single parameter at the instance level, which is not
sufficient for finding important parameters at the target level. CAM-based methods
are another interpretive methods and usually used to highlight the important regions
in one image [18, 64, 103, 119, 140]. It did not originally apply to finding importance
parameters. Here, we illustrate how it can be used to analyze the importance for a
particular target.

Consider a convolutional layer / in a model M. CAM Lg Ay With respect to target ¢

can be described as follows:

L%, =ReLU (Z ak flk) (4.2)
k

where & denotes the index of the feature map in layer /. af flk denotes the linear combina-
tion between afe and flk. af’ represents the importance of each feature map flk for instance
with target ¢ and calculated based on various methods, such as Original CAM [140],
Score-CAM [119] and Grad-CAM [103]. For convenience, we calculate af the based on
the method in Grad-CAM [103]:

1 Y,
k ZZ ¢
Z7 afl]f(i,j)

where %Zi > j in Equation 4.3 represents the global average pooling operation, while
ay;
Ol

Based on the above steps, Grad-CAM will generate a heatmap that can highlight the

denotes the gradients of the Y; with respect to flk(i I

important regions for a given target in one image. Next, we will simply illustrate that af
also represents the importance of each channel for all instances with the same target.

We first give the definition of the influence of channel parameters:

Definition 14. (Influence of Channel Parameters). Given a model M that takes an
instance x with target t. It will generate the heatmap with the intermediate weights

denoted as af. We define the influence of corresponding channel parameters wf in layer 1

k

toward target t as Sy = aj.

Consider a CNN model with L layers, excluding the final linear layers; the model
output can be expressed as Y = R(w; @ R(w;_1®...9 R(wy ® R(W1®x))...)), where w;

represents the parameter in layer [/, R(:) is the activation function, and x is the model
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Algorithm 4: Importance Parameter Selection
Input: model M, target label ¢, layer [
Output: index of important parameters: Fflt

Initialize Z; to an empty directory @
Initialize J,° to an empty directory @
Select and feed a instance x to model M(x)
for each channel k in layer [ do

Calculate a =z Z 2 aayt

fl(J)
6 Add al to Z;

(S I N U

7 for each channel k in layer [ do
if a in Top 6 then

9 t J k= = True
10 else
11 L gt = = False

12 return f/‘lt

input. We already know that each oc;e represents the importance of the corresponding fea-
ture map f lk. We use the function I(-) to denote importance, and denote the relationship

mentioned above as af x I (flk).

Consider one layer ! within the model, with input denoted as A; € Z/*H*Wi where
A;=R(w;_1®...9 R(wa® R(W1 ®x))...), and parameters as w;. The output of this layer,
that is, feature maps, can be denoted as F; = A; ®w;, where flk = ®Wl When changing

one specific channel’s parameters w” in layer [ to obtain w;, the output will be changed to

l
Fl’ =A;® w;,Fl # F; This means that when given an instance, the output feature maps
of this layer are only determined by the parameters in this layer. We use the notation —

to denote this relationship and define it as wé“ — flk.

Based on the above two inferences, namely af ox I( flk) and wf — flk, we can deduce
a? x I (wf’) =8y in definition 14. This means a;"’ represents the importance of the output
feature map [75, 103, 119, 140], it also represents the importance of the corresponding
channel parameters of this layer. In addition, based on the model explanation work
in [6, 91, 141], we can conclude that given two different instances with the same target
label ¢, x! and xj., the distribution E(-) of influence of channel parameters in layer [ for
two instances, [E(sw?,xﬁ) and [E(sw;a,x;), is similar. Based on this, we can select the most
important channel parameters for the unlearning target within one layer based on one

instance, then use reasonable operations to remove the information in those parameters.

The process of importance parameter selection is described in Algorithm 4. In line 2,
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in order to calculate the importance within a layer for a target ¢, the model provider first
selects an instance x that contains one or a group of targets, one of which’s target label
is ¢. Then, this selected instance will be fed to the model M to record all essential data to
calculate each channel’s af (lines 3-6). After that, lines 7-11 return the index of selected
important parameters, where § is a hyper-parameter used to control the proportion of

important parameters.

4.3.4 Balanced Graph Construction and Unlearning

Given the essential graph generated based on Section 4.3.2 using the important para-
meters within each layer selected based on Section 4.3.3, it is worth noting that some
task-specific parameters in this graph, such as those used to detect textures, are not only
important for the unlearning target but may also be used for other detection tasks [120].
For example, the parameters for target ¢ used to detect textures or materials may also
be used to detect other targets’ textures or materials. Directly removing information on
all those parameters will destroy the performance of other targets in the remaining data.
To balance the unlearning effectiveness and model performance of remaining targets.
We further select the most critical parameters based on balance operations.

Our main idea is to simultaneously consider both unlearning target and remaining
targets in the process of constructing graph nodes, and set different node values according
to the type of target. After that, summing these node values, and use the final summation
to reflect the effect of the parameters on unlearning target. For the calculation of the

values @’(Q'Ztk), we define as:

Lk
@’(fflfk) =4 -1, Q"Itk =True,t €D, (4.4)
0, L"/_ltk =False

where |Y| denotes the number of targets in training data. The above equation in-
dicates that we consider different ways of calculating node values in constructing the
essential graph; for unlearning target, we calculate based on @(%fk) = Y| for each
selected channel, while for targets from the remaining data, we calculate based on
@’(f/‘ltk) = —1. For all channels that are not selected as important channels, we calculate
baseé on @’(ﬂ'lfk) = 0. After each target has constructed its corresponding essential graph,
we sum the graphs constructed by different targets. If a graph node is important for

both data, then the summed node value UZSL,‘em =Y ltea, + Ltew,(—1) will tend to the target
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Algorithm 5: Balanced Graph Construction
Input: model M, training data &
Output: balanced essential graph: G*
for each target t in 9 do
for each layer [ in [L —o,L] do
Jo—lt — calculate based on Algorithm 4 (M, ¢, 1)
Add f’/—lt to J¢

oW N =

for each target t in 9 do
L G! — construct based on Algorithm 3(M, %)

S <

K]

for each target t in 9 do
8 L vy — Accumulate all node value with the same layer / and channel % in each G!

Add v;4™ with edges to G*

©

10 return G*

number of D, . If the node is important for the unlearning target only, the node value

sum __

will tend to v74™ =1Y |eq, -

Algorithm 5 describes the balancing process of the essential graph. In lines 1-4,
the model provider first select important parameters for each target within each layer
in [L -0o,L]. 37 represents the result of target ¢ in layer ! and 9! represents the
result of target ¢ in all layers. Then, the model provider constructs each essential graph
based on the Algorithm 3, in which the model provider will choose different @’(?f}'fk) in
Equation 4.4 based on the type of target (Lines 5-6). Lines 7-9 accumulate the Valu’es of

all the corresponding nodes to get the balanced essential graph.

After the balance operation, the operation of target unlearning is simplified to se-
lecting appropriate nodes based on the nodes’ values in G* and manipulating the model
parameters corresponding to these selected nodes to remove information about unlearn-
ing targets. As shown in Algorithm 6, for each selected layer, we perform the pruning

operation for channels where the corresponding node value is equal to |Y|.

4.3.5 Performance Analysis

In this section, we analyze the performance of the proposed scheme in terms of computa-

tional, and storage overheads.
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Algorithm 6: Unlearning Process
Input: Balanced Graph G*, Model M
Output: unlearned model M,
M,—M
for each layer l in [L —o,L] within M, do
for each v, in G* do
if vy is equal to [Y| then
L L Pruning w;“ from the model.

G s W N =

6 return M,

Table 4.1: Experimental settings in evaluating the performance of multi-classification.

Different settings Original targets Target that need to be unlearned 6 o
I Bald, Mouth Slightly Open Bald 0.1 5

11 Bald, Mouth Slightly Open Mouth Slightly Open 01 5

111 Mouth Slightly Open, No Beard, Eyeglasses Eyeglasses 0.08 5

v Smiling, No Beard, Eyeglasses No Beard,Eyeglasses 01 5

4.3.5.1 Computational Overhead

The model training process is the most time-consuming element of machine learning.
In the interests of simplicity, we set f(-) to represent the computational cost of the
forward propagation, then the computational cost of one-step backpropagation is at most
5f(-) [84].

Our computations primarily revolve around identifying important parameters, specif-
ically in the Grad-CAM calculation process. This process will involve a single forward
propagation and o backpropagation for one target. Therefore, when selecting the impor-
tant parameters of a target in the selected layer, it requires 6f(:). Moreover, consider
that we need to construct the balanced essential graph, and this process involves all
unlearning targets and the remaining targets within the training dataset. Therefore,
neglecting basic arithmetic operations, the complexity of our approach is approximately
6f(-) *|Y|. This value is much smaller than the cost of model training, which will involve

multiple epochs and batch sizes, and it’s about A¢poch * Apatcn * batch size x 6£(-).

4.3.5.2 Storage Overhead

The storage consumed by our target unlearning scheme primarily involves storing the
results of Grad-CAM. We use w; = 201*11*EixKi ¢4 denote one layer’s parameters, where

0;,1; and K; denote the number of output channels, number of input channels, and the
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Table 4.2: Target unlearning results for multi-classification (%).

Original Retraining Chundawat et al. [29] Ayush et al. [112] Foster et al. [37] Our

Bald 67.55 0.00 0.00 0.00 0.00 0.00

Mouth Slightly Open  92.50 0.00 0.00 0.00 0.00 91.56
Bald 67.55 0.00 0.00 0.00 0.00 66.56

Mouth Slightly Open  92.50 0.00 0.00 0.00 0.00 0.00
Mouth Slightly Open  90.19 0.00 0.00 0.00 0.00 90.07

III No Beard 96.11 0.00 0.00 0.00 0.00 95.78
Eyeglasses 97.18 0.00 0.00 0.00 0.00 0.00

Smiling 85.56 0.00 0.00 0.00 0.00 83.06

v No Beard 96.73 0.00 0.00 0.00 0.00 0.00
Eyeglasses 97.43 0.00 0.00 0.00 0.00 0.00

Table 4.3: Computational cost associated with target unlearning for multi-
classification (s).

Different settings Graph Generation Cost Unlearning Cost

I 34.24 0.03
II 33.21 0.03
111 123.13 0.03
v 71.35 0.05

kernel size, respectively. Since we consider the importance of different channels in each
layer, storing this importance will cost O; for one target. Due to the need to consider
all targets within the dataset and select multiple layers in the construction process of
the balanced essential graph, our storage cost is approximately o * |Y | * O;, excluding
basic arithmetic operations. Compared to the storage cost of model parameters, which is

typically L « O; x I; x K; x K;, our storage requirement is very small.

Summary: From the above analysis, the proposed unlearning schemes are determined
to be efficient in terms of computational and storage costs, which demonstrates the
practical potential and significant performance improvements obtained by our unlearning

schemes.
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4.4 Performance Evaluation

4.4.1 Experiment Setup
4.4.1.1 Model and Dataset

We choose three popular models, including AlexNet, VGG and ResNet, and use five
widely used public image datasets: MNIST 2, CIFAR-10 and CIFAR-100 2 and ImageNet
ILSVRC2012 4 and CelebA ® to evaluate our scheme. The datasets cover different
attributes, dimensions, and numbers of categories, allowing us to explore the unlearning

utility of the proposed algorithm effectively.

4.4.1.2 Baseline Methods

To demonstrate the effectiveness of our scheme, we consider the following baseline

schemes:

* Retraining from scratch [15]: The most straightforward way for machine unlearning
involves retraining the model from scratch, after deleting the instances that need
to be unlearned from the training dataset. Thus, for comparison, we retrain the
model from scratch after deleting all instances that contain targets. Normally, the

model retrained from scratch is the optimal unlearned model.

¢ Knowledge Distillation: Chundawat et al. [29] proposed a novel teacher-student
framework with knowledge distillation for unlearning, where both competent
and incompetent teachers transfer knowledge to a student model. This method
leverages the incompetent teacher to unlearn specific data while retaining general

knowledge through the competent teacher.

* Impair and Repair: Ayush et al. [112] presented impair and repair-based unlearn-
ing method. They first generated an error-maximizing noise matrix that contained
highly influential patterns corresponding to the unlearning class. This matrix is
then used to fine-tune model for unlearning. After impairing, further fine-tuning

with the remaining data is performed to maintain model performance.

2http://yann.lecun.com/exdb/mnist/
3https://www.cs.toronto.edw kriz/cifar.html
4https:/www.image-net.org/
Shttps:/mmlab.ie.cuhk.edu.hk/projects/CelebA.html
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* Pruning-Based: Foster et al. [37] proposed a unlearning method called Selective
Synaptic Dampening (SSD). First, SSD used the Fisher Information Matrix (FIM)
to identify parameters most influenced by the data to be forgotten. Then, SSD

induces unlearning by dampening these identified parameters proportionally to

minimize their impact, thereby unlearning the specified data while maintaining

overall model performance.

For the retraining from scratch baseline mentioned above, we choose to remove all

instances containing the target, rather than only removing the target labels or masking

parts of the target-related pixels. The reasons are as follows:

¢ Simply removing the target labels still leaves instances containing information

related to those targets. During the retraining process, the model could still learn

from these target-related pixels, which does not meet the requirements of machine

unlearning.

* Masking parts of the target-related pixels would require a deep model to automat-

ically perform this task, which in turn means we would also need to remove the

target-related information from this automatic model. Therefore, we choose the

most straightforward way to remove all instances containing unlearning targets.

In Section 4.3.4, we construct a balanced graph to minimize the impact on the

remaining data when unlearning targets. To illustrate the effectiveness of this strategy,

we also consider the following methods for comparison.

¢ Unlearning within last-layer: For this setting, we only select and prune the impor-

tant parameters within the last layer for unlearning targets.

¢ Unlearning without balance: For this setting, we select and prune the important

parameters based on the essential graph without balance operation.

4.4.1.3 Metrics

Training models contain various randomness, especially for complex deep models with

enormous training datasets. It is difficult to determine if the unlearning scheme has

effectively eliminated the impacts of targets. For evaluating our scheme, we consider two

aspects, including performance-based and attack-based metrics.
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(c) After (Person) (d) After (Bus)

Figure 4.5: Target unlearning results for semantic segmentation.

* Performance-based: Generally, trained models often exhibit high performance
for training data. Therefore, the unlearning process could be verified by the per-
formance of the model. For targets that need to be unlearned, if the performance
ideally is the same as that of a model trained without seeing the unlearning tar-
gets, it can indicate that the unlearning process satisfies effectiveness. If model
performance for remaining data is almost kept unchanged after the unlearning

process, it means that the unlearning procedure achieves the model utility goal.

¢ Attack-based: The basic purpose of unlearning is to reduce the risk of sensitive
information leakage. Therefore, certain attack methods can be used to directly
and effectively verify the success of unlearning operations. Here, we use model
inversion attack [38] and membership inference attacks (MIAs)[133] to evaluate
our scheme. For MIAs, we utilize the recall = qu;% to represent the results of our

evaluation.

4.4.2 Performance Analysis

To evaluate the effectiveness of our unlearning scheme, we do the following experiments:

4.4.2.1 Evaluating Performance of Multi-Classification Task

We first consider a multi-classification task based on CelebA dataset as a scenario con-

taining multiple targets, where each class, such as nose, mouth, and ears, is considered
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(a) Instance (1) Before (b) Instance (1) After

=AY

(c) Instance (2) Before (d) Instance (2) After

Figure 4.6: Target unlearning results for object detection.

a different target. This configuration enhances the comprehension of the novelty. Each
image in CelebA contains all targets, such as the nose and mouth. When unlearning a
target, existing unlearning schemes, due to their coarse granularity, can only remove all
instances to achieve unlearning goals, thereby affecting the performance of the model
after unlearning. Our target unlearning scheme can effectively remove targets, such as
mouth information while maintaining the model’s ability to recognize other targets.

We choose the ResNet as our model and consider various unlearning settings as
shown in Table 4.1, including scenarios involving the unlearning of one and two targets.
For all original model training processes, we set epoch = 20, batch size = 128, and
learning rate = 5e-06. We also compare our scheme with other four existing schemes,
including retraining from scratch, knowledge distillation (Chundawat et al. [29]), impair
and repair (Ayush et al. [112]) and pruning-base (Foster et al. [37]). Experimental results
are shown in Table 4.2, while the corresponding computational cost is shown in Table 4.3.

From all the results, our scheme can effectively unlearn all target-related information
from the model, making the unlearned model unable to recognize the corresponding
targets. For example, as illustrated in setting II, after the unlearning process, the
accuracy of if the mouth is slightly open decreased from 92.50% to 0%. As shown in
setting IV, our approach also remains effective for simultaneously unlearning two or more
targets. However, for retraining from scratch, Knowledge Distillation (Chundawat et
al. [29]), Impair and Repair (Ayush et al. [112]) and Pruning-Base (Foster et al. [37]). the
unlearning results are quite poor. For example, as shown in setting II, when unlearning

mouth slightly open, the performance of the remaining data also decreases to 0%. This is
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(a) Original Model

(b) Fully Retraining

(c) Target Unlearning

Figure 4.7: The results of model inversion attack.

due to the fact that all the above unlearning schemes lack a more fine-grained unlearning
strategy, operating only at the instance level. When all instances contain this unlearning
target, information related to other targets within that instance is also removed, leading
to a decline in model performance. Take retraining from scratch as an example; when
considering the unlearning of one target from the model, such as the information of bald,
the only way of retraining from scratch is to remove all the instances containing bald and
then retrain the model from scratch. In cases where all instances in the dataset contain
the information that needs to be unlearned, such as in the CelebA dataset, this would
result in the deletion of all instances, leaving no dataset available for model retraining.

Consequently, the final model performance will be 0%.

From Table 4.3, it can be seen that the cost required for our scheme is very short, with
all costs being less than 0.1s. Although the construction of the graph consumes more time,
it is still much lower compared to retraining from scratch, which takes approximately 4
hours and 30 minutes. Moreover, the graph construction can be performed separately

before unlearning, so it will not cost time in the unlearning process.
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Table 4.4: The results of the MIAs.

Resnet20 + CIFAR-10 Resnet20 + CIFAR-100

Original 95.62% 94.91%
Fully Retraining 0.00% 0.00%
Our Unlearning 0.00% 0.00%

(a) Grad-CAM of (b) Important () (d) Grad-CAM of (e) Important ®
for Tiger Cat (1) weighted Non-Important for Tiger Cat (2) weighted Non-Important
feature maps for ~ weighted feature maps for =~ weighted
Tiger Cat (1) feature maps for Tiger Cat (1) feature maps for
Tiger Cat (1) Tiger Cat (1)
(g) Grad-CAM of (h) Important ® (j) Grad-CAM of (k) Important ()
for Boxer (1) weighted Non-Important for Boxer (2) weighted Non-Important
feature maps for weighted feature maps for weighted
Boxer (1) feature maps for Boxer (2) feature maps for

Boxer (1) Boxer (2)

Figure 4.8: The results of Grad-CAM and the distribution of important and non-important
feature maps toward different targets in ImageNet ILSVRC2012.

4.4.2.2 Evaluating Performance of Semantic Segmentation and Object

Detection Tasks

In addition to multi-classification, we also evaluate our target unlearning scheme for the
semantic segmentation scenario, where we use the pre-trained model deeplabv3_resnet50
in PyTorch and set the unlearning target to person. We set o =26, and 6 = 0.09 to con-
struct the essential graph and don’t execute the unlearning process in the last two
convolutional layers. We also evaluate our target unlearning scheme in an object detec-
tion scenario, where we choose yolov5s as our model, and set o = 18, § = 0.05, unlearning
target to person. Experimental results are shown in Figure 4.5 and Figure 4.6, respec-
tively.
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Results. For semantic segmentation in Figure 4.5, it can be seen that it is difficult for
the semantic segmentation model to precisely recognize the person after the unlearning
process. On the other hand, for bus, the unlearning operation essentially has no influence.
For two results of object detection in Figure 4.6, similar results can be found. The object
detection model can accurately detect objects such as horses, ovens, etc., while for person,
it does not detect them.

Summary. The above experiments show that our scheme can achieve unlearning
targets in different scenarios and can also effectively maintain model performance for all
remaining tasks. In addition, it is more efficient since we achieve unlearning purposes
based on only pruning the most critical parameters. For example, our scheme for multi-
classification tasks based on CelebA only requires a few seconds, while the retraining

process, usually takes multiple hours.

4.4.2.3 Evaluating Unlearning based on Model Inversion

To further analyze the effectiveness of our scheme, we construct the following experiment
based on model inversion attack [38] and membership inference attacks [133]. Since those
two schemes are typically used for class-level evaluation, we consider a classification
model where each class is treated as a distinct target. We implemented the model
inversion attack as described in [38]. We first train model ResNet18 based on the MNIST
dataset with epoch = 50, batch size = 128 and learning rate = 0.1. We select the unlearning
target as class 3 and consider other class data as the remaining data. After the training
process, we select the critical parameters for unlearning class 3 and set the 0 =5, § = 0.6,
then prune those critical parameters, followed by one epoch to recover model performance.
Figure 4.7 illustrates the results.

Results. As shown in Figure 4.7, fully retraining and our unlearning scheme produce
dark and jumbled images since the model inversion attack has relatively little gradient
information to rely on. As expected, pruning the critical parameters and fine-tuning
prevent the inference of any meaningful information about the unlearning target. This
suggests that our unlearning scheme almost removes the information about the un-
learning target and eliminates the potential of inferring useful information via model

inversion attacks.

4.4.2.4 Evaluating Unlearning based on Membership Inference Attack

Additionally, we use MIAs in paper [133] to evaluate whether the unlearning instances

are still identifiable in the training dataset. We set the number of shadow models as 20
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Figure 4.9: The model accuracy after pruning different types of parameters.

and the training epoch of the shadow model as 10, batch size = 64. The attack model is a
fully connected network with two hidden linear layers of width 256 and 128, respectively,
with ReLU activation functions and a sigmoid output layer. We evaluate our unlearning
scheme with two settings, CIAFR-10 + ResNet20 and CIFAR-100 + ResNet20, and set
unlearning class = 3. In the case of the CIFAR100 dataset, after sorting the model
outputs, we choose the top 10 outputs as inputs for the attack model. We equally divide
the training dataset into two subsets to generate the dataset based on shadow models
and then train the attack model based on the output of those shadow models. After
that, we set 6 = 0.2, 0 =5 and 6§ = 0.08, 0 =5 to construct balanced essential graphs,
respectively, and prune the critical parameters to unlearn target data. We set epoch =5

to recover the model performance before MIAs. Table 4.4 shows the results.

As shown from Table 4.4, All MIAs have a high success rate for all original models;
i.e., they can successfully derive the training dataset containing unlearning targets.
However, the success rate of all MIAs is lower for all other approaches, indicating that
MIAs cannot determine the existence of the unlearning targets after the unlearning

process; this suggests that the influence of the unlearning target has been effectively
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removed from the unlearned model.
Summary. The above experiments show that our scheme can effectively obtain
critical parameters containing information about the unlearning targets, and reasonable

pruning can reduce the probability of an attacker obtaining confidential information.

4.4.3 Feasibility Analysis

Our unlearning solution is based on the fact that the intermediate weights af in Equa-
tion 4.3 represent the importance of the corresponding channel’s parameter to a tar-
get [64, 119]. To demonstrate the feasibility of our approach, we do the following experi-
ments to verify that (1). given one instance, the distribution of intermediate weights is
similar for all instances with the same target data; and (2). given the important parame-
ters in a layer of a target, a reasonable disturbance to those parameters will destroy the
performance of this target data. Here, the distribution of intermediate weights means
the set of important parameters and non-important parameters for a specific target.
Object (1) ensures that all instances with the same target will be influenced by the same
important parameters, which guarantees that the subsequent disturbances will influence
the same parameters to unlearn the target. Object (2) ensures the feasibility of achieving

unlearning based on the selected important parameters.

4.4.3.1 Identity Analysis

To analyze if the distribution of intermediate weight is similar for all instances con-
taining the same targets, we show the distribution of weighted feature maps of the
final convolutional layer using the hook technique. In particular, we separately random
select two instances from ImageNet ILSVRC2012, and compute the Grad-CAM toward
the final layer layer4.1.conv2 in ResNet18 model using pre-trained weights in PyTorch.
During the calculation of GradCAM, we also record the intermediate weights a” of each
feature map, and then calculate the results of a* x f*. We divide the top 20% of the
results of a® x f* based on the value of a* as important weighted feature maps and take
the remaining 80% as non-important weighted feature maps. We separately plot the
above two types of weighted feature maps and maintain the position of each feature map.
Ideally, if the index of selected important weighted feature maps of two instances are
similar, it means that the distribution of aF is similar.

Results. Figure 4.8 illustrate the results of our experiment. Figure 4.8a and Fig-
ure 4.8d represent the Grad-CAM of Tiger Cat, while Figure 4.8g and Figure 4.8j show
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Table 4.5: Experimental settings in evaluating the essential graph with balance.

Different settings Original targets Target that need to be unlearned 6 o
I Smiling, No Beard, Eyeglasses No Beard 0.1 6

II Mouth Slightly Open, No Beard, Eyeglasses No Beard 0.25 7

II1 Mouth Slightly Open, No Beard, Wearing Hat Mouth Slightly Open 0.18 7

v Smiling, No Beard, Wearing Hat Smiling 03 7

the Grad-CAM of Boxer. The other subplots show the index of importance and non-
importance weighted feature maps. We can see from the Figure 4.8b and Figure 4.8e that
for Tiger Cat (1) and Tiger Cat (2), the index of the weighted important feature maps
is almost same, and from the Figure 4.8c and Figure 4.8f, the index of non-important
weighted feature maps is also nearly identical. That is to say, the important parameters
within one layer are almost the same for those two different instances with the same
target data. This indirectly suggests that the distribution of those two intermediate
weights is almost identical. The same results can be derived from Figure 4.8h and
Figure 4.8k. In addition, by comparing Figure 4.8b and Figure 4.8h (Figure 4.8e and
Figure 4.8k), we can also find that the distribution of intermediate weights generated
from two instances with various target labels are different. At the same time, there is
some overlap between Figure 4.8b and Figure 4.8h (Figure 4.8e and Figure 4.8k), this
suggests that different targets may use the same parameters to analyze instances and
give the prediction of those targets. Therefore, it is necessary to consider the model

performance of the remaining data when executing the unlearning process.

4.4.3.2 Important Parameter Analysis

To verify if a reasonable disturbance to those important parameters will destroy the
performance of target data. We further measure the accuracy of one unlearning target
and the remaining data after the unlearning process, respectively. Specifically, we first
select two different models with pre-trained weights in PyTorch, including AlexNet, and
VGG13, to calculate the intermediate weights based on Grad-CAM in the last layer
toward the unlearning target Tinca in ImageNet ILSVRC2012. Then, we sort those
intermediate weights from large to small and select the top large weights for different
proportions. We also compare two other weight selection schemes, including random
and non-important selection, where for non-important selection, we select the smallest
intermediate weights. After that, we prune model parameters corresponding to the index
of these selected weights and record the accuracy. Figure 4.9 illustrates the results of

our experiment.
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(b) Essential Graph with Balance (Graph (f))

Figure 4.10: Different essential graphs.

Results. In Figure 4.9, Figure 4.9a and Figure 4.9b show the accuracy of target that
need to be unlearned and remaining data of AlexNet, while Figure 4.9¢c and Figure 4.9d
show the results of VGG13. The y-axis denotes the accuracy, while the x-axis represents
the different proportions of the selected intermediate weights. The x-axis also indicates
how much the proportion of parameters we prune. From all results, we find that as we
prune more model parameters, the accuracy of unlearning target and remaining data
gradually decreases. This is because as more parameters are pruned, the model contains
progressively less information about those data, which will lead to a decrease in accuracy.
It is worth noting that in the front part of the x-axis for the important selection scheme,
that is x € (0 : 6], the accuracy of unlearning target decreases significantly, while in the
remaining part of the x-axis, the accuracy remains almost zero. This indicates that some
model parameters are only associated with unlearning targets. For the non-important or
random selection scheme, the performance for the unlearning target is almost unchanged
in the front part of the x-axis, which indicates that these two methods cannot select the
parameters that affect the unlearning target.

Summary. The above experiments have shown that the distribution of the most
influential parameters for the same target is similar. Reasonable pruning to those
selected influential parameters will affect the model performance for those target data

without affecting the remaining data, which provides an effective unlearning solution.
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4.4.3.3 Essential and Balance Graph Analysis

Some of the parameters that affect the unlearning target may also be important for the
remaining data. Directly removing information contained in those parameters that are
important for the unlearning target may simultaneously affect the model performance
for the remaining data. In Section 4.3.4, we construct the graph to balance unlearning
effectiveness and model performance. To evaluate the validity of the balanced essential
graph, we construct the following experiments. We use the pre-trained model ResNet18
in PyTorch and set unlearning target label = 0, 0 =5, and set § = 0.05 to construct the
essential graph based on the unlearning target, which is denoted as Graph. We also
construct the balanced essential graph while simultaneously considering the remaining
data and unlearning data, which we denote as Graph (f). Figure 4.10 shows the results
of our experiment, where nodes with the same color denote each layer of the model,
and nodes in each partition represent the corresponding channels. For example, the
rightmost partition in Figure 4.10a represents the last layer in ResNet18, while the node

7 in this partition indicates the corresponding channel 7 in the last layer.

Results. In Figure 4.10, Figure 4.10a shows the essential graph constructed by
unlearning target data only, while Figure 4.10b shows the essential graph constructed
by balancing the impact of the remaining data. There are two main differences between
these two graphs. First, some nodes exist in Figure 4.10a will disappear in the corre-
sponding partitions in Figure 4.10b. For example, the node 297 in the last partition in
Figure 4.10a. In the last partition in Figure 4.10b, node 297 doesn’t exist. This indicates
that parameters in one layer of the model that are important for the unlearning target
may also be important for the remaining data. During the construction of the essential
graph with balancing the impact of the remaining data, those parameters that are also
important for the remaining data will be discharged. Second, the number of nodes owned
by each color partition in Figure 4.10a is similar, while in Figure 4.10b, the number of
nodes in each partition is different, with fewer nodes on the left. The reason for this
is that the lower layers of the model are usually used to extract features, while the
parameters at the higher levels of the model are used to distinguish between different
targets. Lower-level features always have a higher probability of being used by the
remaining data. When constructing the essential graph in Figure 4.10b, since we also
consider the performance of the unlearned model for the remaining data, it will select a

smaller number of important nodes to avoid degrading the performance of the model.

100



4.4. PERFORMANCE EVALUATION

B Smiling mm Mouth Slightly Open
mm No Beard mm No Beard
mm Eyeglasses mm Eyeglasses
gloo % 7.97 % 9493 % 96 gloo 90 06.98 % 89 97 89 96
5 80 ¢ 5 80 1
Q o
< 60 1 < 60
40 + 40 +
20 20
0+ = 0t
Origin Graph  Last Graph(f) Origin Graph  Last Graph(f)
Different Schemes Different Schemes
(a) Setting I (b) Setting IT
mm Mouth Slightly Open = Smiling
mm No Beard = No Beard
mm Wearing Hat mm Wearing Hat
<100 193 g5 g0 s 2 2100 P2 g e s s
3 80+t 3 80t
Q Q
< 60 1 < 60
40 40 +
20 20
0+ = 0+
Origin Graph  Last Graph(f}) Origin Graph  Last Graph(f)
Different Schemes Different Schemes
(c) Setting III (d) Setting IV

Figure 4.11: The results of evaluating balance graph.

4.4.3.4 Evaluating Balance Graph

In this Section, we evaluate whether the balanced essential graph can maintain the
performance of the remaining data while ensuring the effectiveness of the unlearning.
As shown in Table 4.5, we consider four different settings. For all original model training
processes, we set epoch = 20, batch size = 128, and learning rate = 5e-06. We compare
three unlearning schemes, including only executing the unlearning process in the last
layer (Last), unlearning based on the essential graph without balance (Graph) and
unlearning based on the essential graph with balance (Graph (f)). The results are
shown in Figure 4.11.

Results. As can be seen in Figure 4.11, when only considering the unlearning process
in the last layer (Last), the performance of the unlearned model for targets that need
to be unlearned hardly decreases to 0, indicating that the model still contains some
information about those targets. For the unlearning scheme based on the graph without
balance (Graph), the accuracy of unlearning target data is completely reduced to 0.
However, it does not meet the requirements for the utility of the remaining data. While

the parameters associated with the unlearning target are pruned, those parameters
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that are also important for other targets in the constructed essential graph are also
pruned, which will destroy the performance of the remaining data. For Graph (f), it
can maintain the performance of the model after the unlearning while ensuring the

effectiveness of the unlearning.

Summary. The above experiments demonstrate the effectiveness of the balanced
essential graph. It is able to select the important parameters while controlling the
distribution of the selected parameters as well, reducing model performance degradation

due to over-selection of important parameters.

4.4.4 The Effect of Hyper-Parameters

Setup. The hyperparameter o denotes the number of layers that are considered to
execute the unlearning process, while the § determines how many parameters are
selected when constructing the graph. To evaluate both hyperparameters, we set the
original targets as smiling, no beard, and eyeglasses in CelebA, and we set the unlearning
target as smiling. For the original model training processes, we set epoch = 20, batch
size = 128, and learning rate = 5e-06. Then, we, respectively, choose different values
of 0 and 6 to construct the essential graph with balance and without balance. Then,
we evaluate the accuracy of smiling and eyeglasses after pruning the most critical

parameters. Figure 4.12 shows the results.

Results. As seen from all Figures, when keeping 6 constant and increasing o, the
number of layers to be pruned will increase, which directly accelerates the unlearning
process. Similar results can also be observed from each Figure when setting o to the
same value and increasing 6. It’s worth noting that as § increases, the accuracy of the
remaining targets will decrease when constructing graphs without balance. For example,
in Figure 4.12¢, when setting § = 0.1 and o = 5, the model performance for eyeglasses
decreases to 81%. On the other hand, even when selecting a larger number of 6 and o,
the accuracy of the remaining targets does not decrease for all schemes with balance
operations. This is because when constructing Graph (f), we simultaneously consider
the performance of the model for the remaining data, which can alleviate the performance
decrease for the remaining data. Based on the above results, our unlearning scheme
can achieve unlearning effectiveness while ensuring model usability even when both
hyperparameters are set too high. Therefore, in general, we can opt for appropriately

large hyperparameters to achieve effective unlearning purposes.
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Figure 4.12: The effect of hyper-parameters.

4.5 Summary

This chapter proposed a novel machine unlearning scheme that can selectively remove
partial target information from the trained model, named target unlearning. As a solution,
we have defined the concept of target unlearning and illustrated the challenges of this
unlearning problem. We also analyzed the most influential parameters of a model
for the given target based on the explainable technique and proposed a pruning-based
unlearning method to erase the information about the target. To balance the performance
of the unlearned model, we constructed an essential graph to describe the relationship
between all important parameters within the model, and simultaneously filter those
important parameters that are also important for the remaining data. The experimental
results demonstrate that under our scheme, the model can remove the impact of targets

and ensure the accuracy of the remaining data in a quick and efficient manner.

This chapter inspires us that we can explore ways to extend and/or modify the
current method of evaluating channel important and develop new target unlearning

schemes based on this revised evaluation. In addition, we plan to design a more powerful
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scheme that supports unlearning requests from Natural Language Processing (NLP)

or Generative Adversarial Networks (GAN), combined with other technologies such as

information theory.
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CHAPTER

DON’T FORGET T0OoO MUCH: TOWARDS MACHINE
UNLEARNING ON FEATURE LEVEL

Machine unlearning enables pre-trained models to remove the effect of certain portions of
training data. Previous machine unlearning schemes have mainly focused on unlearning
a cluster of instances or all instances belonging to a specific class. These types of unlearn-
ing might have a significant impact on the model utility; and they may be inadequate
for situations where we only need to unlearn features within instances, rather than the
whole instances. Due to the different granularity, current unlearning methods can hardly
achieve feature-level unlearning. To address the challenges of utility and granularity, we
propose a refined granularity unlearning scheme referred to as “feature unlearning" 1.
We first explore two distinct scenarios based on whether the annotation information
about the features is given: feature unlearning with known annotations and feature
unlearning without annotations. Regarding unlearning with known annotations, we
propose an adversarial learning approach to automatically remove effects about features.
For unlearning without annotations, we initially enable the output of one model’s layer
to identify different pattern features using model interpretability techniques. We proceed
to filter features from instances based on these outputs with identifying ability. So that
we can remove the feature impact based on filtered instances and the fine-tuning pro-

cess. The effectiveness of our proposed approach is demonstrated through experiments

IThe main content of this chapter has been published in Heng Xu, Tianging Zhu, Wanlei Zhou, Wei
Zhao. Don’t Forget Too Much: Towards Machine Unlearning on Feature Level, IEEE Transactions on
Dependable and Secure Computing, 2024.
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involving diverse models on various datasets in different scenarios.

5.1 Introduction

Current machine unlearning schemes also mainly focus on removing the effect at either
the instance or class level. Instance-level unlearning approaches deal with the request
to unlearn information related to an individual or a group of instances [11, 19, 24, 46],
while class-level unlearning methods involve eliminating the influences associated with
all instances from a particular class [9, 44, 106, 120]. However, many scenarios require
unlearning at a feature level, in which the model owner only removes a particular
feature from the model. In the context of an image-based trained model, a feature
refers to specific patterns or attributes extracted from the input images that are used to
understand and differentiate between different visual elements. For instance, consider
features, such as age, gender, or skin color, which could be integrated across all instances
in one face recognition model. The machine unlearning schemes at the instance level have
to unlearn all instances containing those features, which is unpractical [123]. Conversely,
feature-level unlearning is urgently needed.

There are very many applications of feature unlearning, such as removing unneces-
sary image features or removing unwanted adversarial pattern features. Furthermore,
the feature unlearning technique can serve as an alternative solution for alleviating
model bias. As shown in Figure 5.1, in each sub-figure, elements of different shapes
represent different features; and different colors represent different feature annotations.
Figure (a) shows that the inconsistent frequency of features (triangles) may lead to
unfairness. For example, instances possessing the yellow triangle feature will have a
greater likelihood of being classified as class 2, while instances possessing the blue
triangle would be classified as 1 [79, 122]. Fairness solutions typically aim to mitigate
bias by equalizing the frequency of biased features across different classes, with the
goal of transforming these features into normal features. Since these features do not
play vital roles for classification, we can eliminate the bias by directly unlearning those
features and retaining the remaining features for the model classification (as shown in
Figure (b)).

However, compared with instance or class-level unlearning, unlearning feature,
especially for unstructured data, is more challenging. We have identified three distinct

challenges if achieving feature unlearning.

* Firstly, a single instance may contain multiple tightly embedded features. The
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Figure 5.1: Feature unlearning.

interactions between those multiple features and the model’s processing across
different layers are quite complex, making it difficult to eliminate the influence of

a specific feature without negatively impacting other features.

Second, in many cases, we don’t know the value of features, which we define as
the annotation. For example, an annotation of a skin color feature might be white.
The unknown annotation means that the dataset does not provide any information
about what these features look like. In a trained gender recognition model, the
training dataset may only give information about the gender of each instance,
without providing explicit information about their skin color. In this situation,
unlearning skin color needs to remove the relevant features without any explicit

feedback from the dataset, which is challenging.

Third, effectively evaluating the results of feature unlearning is a significant
challenge. Current instance-level evaluation metrics, such as accuracy-based or
membership inference attack-based [30, 49, 137], are unsuitable for assessing

feature-level unlearning due to diverse granularity of unlearning targets.

Unlearning without known annotation inherits from the known setting with more

practical assumptions and can be used in more realistic scenarios. Taking the fairness

problem as an example again, current approaches often rely on adversarial fine-tuning

to address fairness [122]. However, in the absence of annotations, this approach becomes

ineffective. In addition, current unlearning methods usually rely on data segmenta-

tion [11, 24] or influence functions [41, 46] techniques, aiming to effectively partition the

dataset to speed up model retraining or compute the effects of individual features, which

cannot tackle above challenges.

This chapter introduces two feature unlearning schemes: feature unlearning with

known annotations and feature unlearning without annotations. Based on this categoriza-

tion, we propose two fine-tuning-based methodologies to address the above unlearning
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scenarios respectively. The fine-tuning scheme enables the model to quickly unlearn
previously learned knowledge when undergoing fine-tuning for a new task [44, 106]. It
is more efficient compared to the retraining-based unlearning strategies [11, 24]. In our
schemes, feature unlearning with known annotations uses adversarial training, and
unlearning without annotations uses filtered instances to fine-tune the model.

To tackle the first challenge, in unlearning with known annotations, where we have
annotations associated with the features to be unlearned, we employ adversarial training
to fine-tune model. This technique automatically identifies and separates the feature
information, allowing us to retain as many task-specific features as possible while
removing the unlearning features. In the case of unlearning without annotations, we
enable the output of one CNN model’s layer to identify and separate distinct pattern
features. This is achieved via model interpretability techniques.

To address the second challenge in feature unlearning without annotations, we
introduce a novel loss term [105] that encourages one CNN model’s layer to identify dis-
tinct pattern features. To broaden the identification range, we incorporate the eigengap
heuristic, allowing for identifying more features while maintaining the desired effect. By
identifying various feature information, we encode the instance to filter out the feature
information that needs to be unlearned. Subsequently, we fine-tune the model to achieve
the unlearning purpose based on those encoded instances. In contrast, when dealing
with unlearning with known annotations, where the annotations are already known, we
directly unlearn the features using adversarial learning.

To tackle the third challenge, we evaluate the effectiveness of feature unlearning us-
ing the correlation between feature information and model task, as well as the variations
of model accuracy. In addition, we qualitatively evaluate our two unlearning schemes
by using Guided backpropagation [111] and visualizing whether our model has been

fine-tuned on the revoked features in our scheme.

In summary, we make the following contributions:

* We tackle the machine unlearning problem at the feature level and formally
define two types of machine unlearning requests: feature unlearning with known

annotations and feature unlearning without annotations.

¢ We introduce adversarial learning techniques to facilitate the feature unlearning
with known annotations while keeping useful feature information for remaining

model performance.
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* We introduce model interpretability to empower the output of one model’s layer
to decouple and identify various pattern features. These outputs, equipped with
identifying capabilities, are then employed to facilitate unlearning without annota-

tions.

* We evaluate our feature unlearning from both quantitative and qualitative perspec-
tives. In addition to evaluating based on accuracy, we also propose two new methods,

including variation in accuracy and a gradient visualization-based scheme.

5.2 Preliminaries

In the context of machine unlearning, we define the subset 2, € 2 as a portion of the
training dataset, whose influence we want to remove from the trained original model M =
(D), where /() is the training process. Conversely, the complement 2, = @E =9/92,
represents the dataset we intend to preserve those contributions within the model. Other
important symbols that appear in this chapter and their corresponding descriptions are
listed in Table 3.1.

With these definitions, we give the definition of machine unlearning for instance-level

requests.

Definition 15 (Machine Unlearning [15]). Let’s define the unlearning process as % (M ,2,9,,),
which aims to remove a cluster of instances 9,, from the pre-trained model M = <1 (9D).
This unlearning process is a function that takes the pre-trained model M, the training
dataset 9, and the unlearning dataset 9, as inputs and outputs a new model M,,. The
objective of the unlearning process is to ensure that the unlearned model performs as if it

had never seen the instances in the unlearning dataset.

If 2, in the above definition denotes all instances within a class, the above definition
can be seen as class-level unlearning. However, class-level or instance-level unlearning
schemes cannot handle feature-level unlearning requests. Feature unlearning focuses on
the unlearning request on the feature level. Bau et al. [8] established a classification of
six different types of semantics features within Convolutional Neural Networks (CNNs):
objects, parts, scenes, textures, materials, and colors. Specifically, the first two categories
can be broadly regarded as patterns related to objects characterized by specific shapes.
On the other hand, the remaining four categories can be grouped as attribute patterns

lacking distinct contours [139].
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In this chapter, we consider unlearning those two types of features, named pat-
tern feature and attribute feature. For example, in the case of face recognition sce-
narios, the images typically contain various features, including but not limited to
pattern features, such as the shape of the nose and the state of the mouth, and at-
tribute features, such as male and youth. To represent the training dataset, we use
2 = {(x1,y1,f1),(X2,y2,12),...,(Xn, ¥n,fr)} S R? x R x R*, where each x; € & represents
an individual instance, y; € % is the corresponding label, and n represents the size of
the dataset 2. Unlike the general dataset definition, we define an extra item f; in the
dataset 9. f; represents the feature annotations of this instance. Consider one instance
x; that consists of multiple features. The annotations of those features can be denoted
as f; = {f1,fo,...,fz}. For example, in the above face recognition scenarios, if the shape of
the nose is described as whether it is pointy, f50in¢y nose = True if it is, and 551ty nose =

False if it is not.

Now, we give the definition of feature unlearning.

Definition 16 (Feature Unlearning). Given one specific feature, the annotation is denoted
as f;. We want to remove all effects of this feature from the trained model. Feature
unlearning process Ur(M,2,1;) is defined as a function from an already-trained model
M = A (D), a training dataset D, and a specified feature f; to a model M, which ensures
that the unlearned model M, performs as though it had never seen the unlearning feature

f; in all training dataset.

5.3 Methodology

In this section, we first present an unlearning scheme based on adversarial training
techniques. It is simple but effective in simultaneously unlearning multiple features
with known annotations and maintaining the model’s performance for the original
task (Section 5.3.1). Moreover, we address the requests of unlearning features in scenarios
where annotations are unknown and propose an unlearning method based on model
interpretability and fine-tuning (Section 5.3.2 and Section 5.3.3). These approaches cater
to both with known and without annotations cases, with adversarial learning for the

former and interpretability-guided for the latter.
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5.3.1 Feature unlearning with known annotations

In cases where the annotations of the features that need to be unlearned are known,
we employ adversarial learning to fine-tune the original model and remove unlearning
features automatically?. As shown in Figure 5.2, our scheme mainly consists of two
sub-processes that run alternately with each other. Remover training process trains
the remover, whose purpose is to output a mask for filtering unlearning features and
remaining useful features for original task. We classify features in each instance into
two categories: target features and task features. Target features denote those features
that are required to be unlearned, whereas task features encompass the ones linked
to the task of the original model. As an example, in a scene recognition model, the
features concerning the scene itself are considered task features, whereas the gender-
related features that need to be unlearned are categorized as target features. We can
further categorize target features according to whether it is pattern feature or attribute
feature. The purpose of fine-tuning process is to fine-tune the model based on the masked

instances to achieve unlearning purpose.

5.3.1.1 Remover training process

This process contains three main parts: remover, original and adversary models. The up-
per right portion is the original model M, within which the feature unlearning operation
needs to be performed, i.e., we need to remove the specified features from that model.
Let L (M (x;),y;) denote the loss of the original model:

Ly =) L(M(x;),yi)
s.t.(Xi,yi) €D

(5.1)

The adversary C is the lower right portion. It aims to predict whether the output
instance X; from remover based on an input instance x; contains target feature infor-
mation. The adversary’s objective is to minimize a loss that quantifies the amount of

information about the target feature it can extract from x;:

Le=) L(C%;),f)
s.t.(x;,f;)eD

(5.2)

where the adversary C, takes the outputs X; from the remover E as its input, along-

side the inputs x; for remover. f; represents the annotation for target feature of x;.

2In this chapter, we use the term unlearning feature to denote the feature that needs to be unlearned
from the model.
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Figure 5.2: Feature unlearning with known annotations.

Remover E, encompasses an encoder and decoder framework designed to generate a
mask. The purpose of this mask is to filter target features, while preserving task features
as much as possible. In addition to this, to make the before and after filtered instances

more similar, we introduce an extra loss term weighted by the parameter  for remover:

Lg =) [Blxi —%ils, + LM (X;), 7))~ ALc]
i (5.3)
S.t.(Xi,fi,yi) EY

The primary objective of the first term in Equation 5.3 is to maintain a higher amount
of information that already exists in the original instances. This helps to ensure that the
instances after masking are as similar as possible to the original instance. The second
term focuses on preserving a greater extent of task-specific feature information, which
refers to task features. On the other hand, the third term eliminates the intended target
features.

It is worth highlighting that we can address the scenario of unlearning multiple
features simultaneously within this framework. That is, the number of feature f; to be
unlearned can be arbitrary. When only one feature is considered to be unlearned, the
number of f; can be one. For example, the gender feature information is unlearned in
the scene recognition model. We can also unlearn multiple features at the same time. In

such cases, we can use the following equation to evaluate the multi features information:

Lc=) L(C&;),(f1,fs,..,,50))
S.t.(Xi,(fl,fQ,..,,fm)) 7

(5.4)

where (f1,fs,..,,f,;,) represent multi features that need to be unlearned. m is the

number of those features.
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Algorithm 7: Unlearning with known annotations
Input: The full training set 2, original model M, remover E, adversary C, total iteration
number 7.
Output: model M, after unlearning process

1 Training adversary C based on the dataset (x;,f;) € 2
2 fort=0;t<T;t++ do
3 ifi % 2 == 0 then
4 Setting require_grad = False of all parameters from original model M and
adversary C.
5 Setting require_grad = True of all parameters from remover E.
6 for (x;,f;,y;) €2 do
7 Input x; to remover E and get X;.
8 Lc =Y L(C(%)),5).
9 Ly =Y L(M(%;),yi).
10 Updating remover E based on Ly =) ; [ﬂ Ix; —X;lg, + Ly — /ILC].
11 else
12 Setting require_grad = False of all parameters from remover E and adversary
C.
13 Setting require_grad = True of all parameters from original model M.
14 for (Xi,fi,yi)€@ do
15 Input x; to remover E and get X;.
16 L Updating original model M based on Ljs =Y L(M (X;),y;).

17 return M, =M

5.3.1.2 Fine-tuning Process

After one iteration of the remover training process is performed, we alternately fine-tune

the model based on the filtered instance to gradually achieve the unlearning purpose:

Ly =) L(M&;),yi) (5.5)

After several iterations, target features will be unlearned from the original model.
Algorithm 7 illustrates the whole unlearning process.

In line 1, we first train the adversary model to give it the ability to detect whether
the specific feature information in an instance. Then, in lines 2-10, we train the remover
E to remove target features while retaining the relevant task features for the original
model task. Specifically, in lines 4 to 5, we fix the parameters of the original model M
and adversary C and only update remover E. In lines 6-10, we update the remover based

on Lg. Alternately, as indicated in lines 12 to 16, we also fine-tune the original model
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Figure 5.3: Feature unlearning without annotations.

Identifier

based on instances generated by the remover. This effectively unlearns information about

target features due to the presence of catastrophic forgetting [44, 120].

5.3.2 Feature unlearning without annotations

In the above-mentioned section, if we have annotations for the features that need to be
unlearned, we can use adversarial training to achieve unlearning purpose. However, the
adversarial training method cannot be applied to unlearn features if we lack annotations.
This is because we cannot use the adversary model to remove features from instances.

Identifying and unlearning various features without annotations becomes extremely
challenging. This task involves three main challenges. Firstly, how do we identify which
features are present in the instance and can be unlearned? Secondly, how do we obtain
more diverse features to meet different unlearning requirements? Thirdly, how do we
unlearn feature information from the model when we know these features? For the
purpose of identifying various features, we modify a model so that its output of the
middle layer can be used as an encoder to filter feature information. The modified model,
we call it identifier model. In this section, we illustrate how to achieve unlearning features
without annotations based on the output of this identifier model. The construction of the
identifier model will be introduced in the next Section.

Our unlearning scheme without annotations is shown in Figure 5.3. We employ the
output of the trained identifier model as an encoder. The encoded instance is subsequently
provided as input to the original model for fine-tuning. In the encoding process, we first
feed one instance x; into the trained identifier model and hook the output from a selected
layer in identifier model. The output of this layer can identify different pattern features,
resulting in the output containing diverse feature information. It is worth noting that

the identified features only contain different pattern features and no attribute features.
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Algorithm 8: Unlearning without annotations

Input: The full training set 9, original model M, model with identifying ability M ; d>
feature index id, total iteration number T'.
Output: model M " after unlearning process
Setting require_grad = False of all parameters from M ; d
Setting require_grad = True of all parameters from M.
for (xi,yi) €% do
Input x; to identifier model M ; d
Hook output O; in target layer.
Resize Ofd to size of x;.
for each pixel p € Oﬁd and q €x; do
if p is not equal to 0 then
L L remove pixel q in x;

©@ ® N S ? e W N =

10 )A(i =X;
11 Finetuning M based on L =Y L(M (X;), y;).

12 return M = M

Therefore, for feature unlearning without annotations, we only consider unlearning the
pattern features. Following the above step, we choose a specific output based on the
pattern features we intend to unlearn. This selected specific output will be used to encode
instance x;. The algorithm outlining our approach is presented in Algorithm 8.

In Algorithm 8, we first fix the parameters of the identifier model and only update the
original model (Lines 1-2). Lines 3-9 involve obtaining the output of the identifier model,
and subsequently encoding the original instance x; based on these outputs. Specifically,
when an output is chosen, it will be expanded to match the original instance’s size (line
6). Then, for each pixel point in the expanded output image, if its value is not zero (line
7), the corresponding pixel value in the original instance is removed to eliminate the
feature information. This operation indicates that when the pixel value is not equal to
one in the expanded output image, it means that this part of the pixel represents the
feature that needs to be removed, so the corresponding pixel in the original instance
needs to be removed. After that, these modified instances are then used to fine-tune the

model further, resulting in feature unlearning without annotations (line 11).

5.3.3 Feature identification without annotations

To tackle the challenges of identifying which features can be unlearned, we empower the
output of one model layer with the ability to identify different features. As illustrated in
Figure 5.4a, we opt for a specific layer within the model that can be strategically opti-
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mized to identify various feature information. Since filters in lower convolutional layers
of CNN s typically capture basic texture features, while filters in higher convolutional
layers are more inclined to encode object parts or complex pattern features. We focus on
training models with automatic detecting features in higher convolutional layers (gray
layer in Figure 5.4a), which we call target layer. In addition, as shown in Figure 5.4b,
since CNNs usually use a set of filters to jointly detect specific image features rather
than using a single filter [35], we divide filters Q2 =1,2,---,d in the target layer into dis-
tinct groups A1,Ag,---,Ag, where A{UAU---UAg =Q; A;NA;=3.A={A,As,--- Ak}
represents the filter partition. Based on this, we need to optimize the selected target
layer’s parameters to identify various features.

Shen et al. [105] proposed a technique to optimize a convolutional layer’s output to
identify different feature information with the help of spectral clustering. The group
number in the spectral clustering process represents the number of identified features.
However, the optimization method in [105] needs to be given the expected number of
groups K in advance. It does not consider how to obtain the maximum number of groups
and how to ensure that the number of groups is optimal in the clustering process. We
should obtain more diverse features in feature unlearning without annotations, enabling
us to perform different feature unlearning operations.

To do that, we introduce the eigengap heuristic, which is based on perturbation theory
and spectral graph theory, to determine the number of groups K [117, 134]. The eigengap
heuristic indicates that the optimal value for K, representing the number of clusters in
spectral clustering, is often identified by maximizing the difference between consecutive
eigenvalues. A larger eigengap implies a stronger alignment between the eigenvectors of
the desired outcome, resulting in improved performance of spectral clustering algorithms.
Therefore, we use the loss in [105] to optimize our model and choose the value of K based

on the eigengap heuristic:

L(w,A) =L, i(2,wW)+yL(D,w,A) (5.6)

where w denotes the parameters of the model. A represents the parameters of each

partition in the target layer. L,,;(2,w) denotes the original model loss on dataset 2:
1
LOri(@aw): - Z L(Xl)ylyw) (5-7)

" (x;,9:)e

Y is a positive weight. L ;(2,w,A) is the new loss for identifying the feature infor-

mation and can be defined as [105]:
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Figure 5.4: Model structure for feature identification.
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where p;; denotes the Pearson’s correlation coefficient. X; denotes the set of output
of the i-th filter. For calculating K, we initially calculate the Laplacian matrix using the
provided similarity matrixes S ZH. Subsequently, we calculate eigenvectors and eigen-
values from the Laplacian matrix. These eigenvalues are then used to calculate the
consecutive difference and arranged in a sorted manner to identify the most optimal
value of K. Our algorithm is shown in Algorithm 9. In line 2 in Algorithm 9, we initially
compute the eigenvalues and eigenvectors using the similarity values S ZH. Subsequently,
we determine the most suitable cluster numbers by identifying the indices associated
with larger gaps between the eigenvalues. In this step, each selected cluster number %,
satisfies the condition that all eigenvalues 11,...,A; are very small, but 11 is relatively
large. Moving on to lines 4-5, we select the highest value as the number of clusters for
filter division. This step ensures that we can achieve the maximum number of clusters
while ensuring optimal clustering results. Finally, in lines 6-8, we first train the model
using the L,,;(2,w) loss function. This initial phase ensures that the model achieves a

basic level of classification performance. Subsequently, we proceed to train the identifier
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Algorithm 9: Identifying different features

Input: The full training set 9, similarity metric SZ“ ={s; jli,j € A}, k € K}, target layer
ltarget, iteration number T'1 and T's.
Output: model M ; o after identifying process
Define and initiate one CNN model M;4
eigenvalues, eigenvectors = cal culateeigen(Szu)
Tops —eigenDecomposition(eigenvalues)
K —max(Tops)
Divide filters 2 in the target layer /;4,ge; into distinct groups A1,Ag, -+, Ak
fort=0;t<Tq;t++ do
Lori(2,w) = % Z(xi,yi)eg L(x;i,yi, W)
Optimizing M,;; based on L,,;(2,w).

® 3 S W N =

©

for 1 =0;t < Tyt ++ do
10 Los(@,w,A)=-YK ijeay Sij

k=1 Yica, jeqsij"

11 Lori(2,w) = %Z(xi,yi)e@ L(x;i,yi, W)
12 L(w,A)=Lyi(D,w)+vL(D,w,A)
13 Optimizing M;; based on L(w,A).

14 return M;d =M;q

model further using the combined loss function (lines 9-13). This step endows the model

with the capacity to identify feature information effectively.

5.4 Experiment

In this section, we first evaluate our scheme from both qualitative and quantitative
perspectives (Section 5.4.1 and Section 5.4.2). The feasibility of the fine-tuning-based
scheme and validity of introducing the eigengap heuristic technique is evaluated in
Section 5.4.3 and Section 5.4.4, respectively. We also test the effect of hyperparameters in
Section 5.4.5. Finally, we consider one of the important applications of feature unlearning:

as an optional alleviation scheme for model debiasing (Section 5.4.6).

5.4.0.1 Evaluation Metrics

Training deep models with large datasets involves various randomness, which presents
a challenge in evaluating the effectiveness of machine unlearning schemes. Existing
instance-level evaluation methods primarily focus on model accuracy or attack-based
techniques based on model performance [44, 48, 120, 129]. For attack-based methods,

Graves et al. [44] and Yu et al. [48] based on the backdoor and membership inference
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attacks (MIAs), while Heng et al. [129] based on trigger samples and reaction samples.
Users send unlearning requests regarding trigger samples and use reaction samples to
verify if the unlearning operation has been successfully carried out. However, when it
comes to unlearning specific features, the model itself cannot provide any performance
information about those features, which results in the invalid of the above instance-level
evaluation schemes. For example, precision information regarding male and female
features in scene recognition classification models cannot be obtained. Therefore, these
approaches are inadequate for evaluating whether feature information has been effec-
tively unlearned from the model. To evaluate the effectiveness of feature unlearning, we

consider three evaluation methods from different dimensions:

® Accuracy from the adversary model: In our unlearning scheme with known annota-
tions, the adversary has the ability to quantify the amount of information about
target features. Therefore, we indirectly determine if there is information about

the features within the model based on the accuracy of the adversary.

® Variation in accuracy: For feature unlearning without annotations, it is difficult to
quantitatively evaluate whether the pattern features are actually unlearned. We
adopt a combination approach to determine whether features have been success-
fully unlearned, relying on the correlation between the target feature pattern and
the task pattern, along with the accuracy of the model’s task. Suppose we consider
unlearning features f; from any trained original model. The accuracy of the original
model was accpefore before the feature unlearning operation and became accqfer
after the unlearning operation. When the correlation between unlearning features
and the original model task is low, the value of acc,fter —accpefore should be small.
This indicates that when a feature that needs to be unlearned is unrelated to the
model’s task, unlearning the feature information does not significantly affect model
accuracy. Conversely, when this feature is relevant to the model’s classification
task, unlearning that feature information will significantly decrease the model’s

accuracy. That is, the value of accqfier —accpefore should be big.

* Gradient visualization: We introduce guided backpropagation [111] as qualitative
evaluation method. This approach primarily focuses on comprehending the features
that impact the model’s decisions or predictions. Employing this technique enables

us to determine the presence or absence of the target feature visually.
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5.4.0.2 Baseline methods

As we mentioned before, there is no relevant research on feature unlearning for image
classification models. Feature unlearning for tabular data has been proposed in [123],
however, this scheme cannot be extended to the image level and cannot be verified under
a non-convex model that specific features in an image are really unlearned. Therefore,

we consider the following methods as our baselines:

¢ Instance-level fine-tuning: We remove all instances that contain target feature
from the dataset (f; = True) and use the remaining dataset to fine-tune the model
for unlearning (f; = False). This scheme is used to evaluate whether a model is
able to unlearn feature information when it is fine-tuned with instances that do
not contain the target features. If our adversarial learning scheme proves effective
while the instance-level fine-tuning scheme does not, this further illustrates the

validity of our approach.

¢ Instance-level retraining: The traditional method for machine unlearning typically
requires retraining the model from scratch after removing the instances that need
to be unlearned. There are also numerous approaches proposed to enhance the
retraining process, such as [11, 15, 24]. To illustrate that traditional instance-level

methods cannot achieve feature-level unlearning, we choose this as a baseline.

In the scenario of unlearning without annotations, we identify which pattern features
within instances can be unlearned by introducing the model interpretability technique. To
identify more feature information and achieve optimal training results, we introduce the
eigengap heuristic to optimize the identification process. As a comparison, we evaluate

our scheme with icCNN proposed in [105].

5.4.1 Performance analysis: visualization results

To evaluate the effectiveness of our scheme, we conduct experiments based on the metric

outlined in Section 5.4.0.1. We consider three different settings:

1. Single feature unlearning with annotations: This scenario refers to the fundamen-
tal process of feature unlearning, wherein we aim to unlearn information associated
with a particular feature from the model. During this unlearning request, we can
access corresponding annotation information about the unlearning feature from
the dataset.
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(a) Results for single feature (b) Results for multi feature (c) Results without annotations

Figure 5.5: Qualitative results based on the guided backpropagation [111].

2. Multi feature unlearning with annotations: As mentioned in Section 5.3.1, our
scheme can unlearn multiple feature information simultaneously. This scalability
allows us to unlearn multiple features at once efficiently. To validate this capa-
bility, we conducted experiments involving the unlearning of multiple features

concurrently.

3. Feature unlearning without annotations: This aspect presents one of the most
challenging requirements in feature unlearning since we lack knowledge about the
annotations of the features that need to be unlearned. Without explicit information
regarding the annotations, it becomes significantly more complex to identify and

unlearn the features’ information effectively.

Setup. For setting 1), we choose ResNet for both the original and adversary models
and select U-net for the remover model. In the first step, we respectively train the
original model and the adversary model to identify Bald and Mouth Slightly Open tasks
in CelebA. We aim to unlearn the information related to whether the mouth is open,
specifically the Mouth Slightly Open feature from the original model. For the training
process, we set epoch = 10, batch size = 50 and learning rate = 0.000005. For executing
the adversarial unlearning process, we set the epoch = 50, batch size = 36, learning rate
=0.000005, 5 =5.0 and 1 =5.0.

For setting 2), we choose the model structure from setting 1) for this setting. In order
to simulate unlearning multiple features, we group the features Mouth Slightly Open
and Pointy Nose together and aim to unlearn them from the original model. Concurrently,
we train the original model to identify Bald tasks in CelebA. The adversary model is
trained to possess the capability of multi-task classification, allowing it to recognize both
Mouth Slightly Open and Pointy Nose in CelebA. For training adversary model, we set
epoch=20, batch size =128 and the learning rate=0.000005. For the original model, we set
epoch = 10, batch size = 50 and learning rate = 0.000005. For executing the adversarial
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unlearning process, we set the epoch=50, batch size=36, learning rate=0.0001, §=1.0
and A =10.0.

For setting 3), we also use the ResNet model as the architecture of our identifier
model and select the CelebA dataset to train this model with the ability to recognize
different features. Afterward, we fine-tune the original model using the new encoded
images to achieve the purpose of unlearning features without annotations. Specifically,
we select the filter that recognizes the mouth in the identifier model and implement the
unlearning Mouth pattern feature in the Bald and Smiling classification models based
on this filter. For training the identifier model, we first set epoch = 200, batch size =
256 and learning rate = 0.000001 to train it based on the loss L,,;(Z2,w). By following
this, the model will attain a fundamental level of classification performance. After that,
we continue to train the identifier model based on L ;s(2,w,A) + L,,;(2,w) and set the
batch epoch = 2500, size = 128 and learning rate = 0.00001. This step endows the model
with the capacity to identify feature information effectively. Other parameters in the
training process are the same in [105]. For the fine-tuning unlearning process, we set
the learning rate as 0.001, batch size = 128.

During the unlearning process of all the above experimental settings, we show the
gradient based on the gradient visualization technique within the original model. The

results are shown in Figure 5.5.

Results. In Figure 5.5, Figure 5.5a shows the results of unlearning a single feature
with known feature annotations, while Figure 5.5b illustrates the result of unlearning
multiple features. Figure 5.5¢ shows the result of unlearning feature without annotations.
As can be seen from all Figures, the gradient map produced by guided backpropagation
does not have information about features that need to be unlearned, which suggests
that our scheme does not use feature-related information to fine-tune the model. Ex-
amples include the mouth information in Figures 5.5a and 5.5¢, and the mouth and
nose information in Figure 5.5b. Simultaneously, images unrelated to the unlearning
features remain unaffected, indicating that adversarial training or encoding processes
can preserve information unrelated to those unlearning features. Considering the impact
of catastrophic forgetting, the model will autonomously unlearn information about spe-
cific features. In addition to this, it should be emphasized that the results in Figure 5.5¢
demonstrate the results of feature unlearning without annotations. It can be seen that
even without annotations, our unlearning scheme based on interpretability techniques
can achieve almost the same results as the known annotations scheme (Figure 5.5a).

Both unlearning schemes can remove the gradient information about the mouth feature.
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Figure 5.6: Quantitative results with different configurations.

5.4.2 Performance analysis: quantitative results

In this section, we carry out the experiments utilizing the experimental setup detailed in
Section 5.4.1. In addition, as a comparison, we also try to remove feature information
from the model based on instance-level fine-tuning and instance-level retraining schemes

mentioned in Section 5.4.0.2:

¢ For instance-level fine-tuning, we choose the ResNet architecture for the original
model and train the original model to identify Bald tasks in CelebA. Then, we aim
to unlearn the information related to whether the mouth is open, specifically the
Mouth Slightly Open feature from the original model. We delete all instances that
Mouth Slightly Open = True from the dataset and use the remaining dataset (Mouth
Slightly Open = False) to fine-tune the original model for unlearning. In addition,
we also consider unlearning Mouth Slightly Open and Pointy Nose features from
the original model. For the training process of the original model, we set epoch =
10, batch size = 50 and Ir = 5e-06. For the fine-tuning process, we set epoch = 50,
batch size = 50 and Ir = 1e-04.

* For instance-level retraining, we also select the ResNet architecture as the original
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model and retrain it to recognize Bald tasks within CelebA. Our goal is to remove
the information associated with the state of the mouth, particularly the “Mouth
Slightly Open" feature, from the original model. Therefore, we first remove all
instances from the model that illustrate the state of whether the model is opening
(Mouth Slightly Open = True and false), and then retrain the model to recognize
Bald tasks. For the retraining process, we set epoch=50, batch size = 50 and

learning rate = 1e-04.

The results are then evaluated using the metrics mentioned in 5.4.0.1 and shown in
Figure 5.6.

Results. As illustrated in Figure 5.6, Figure 5.6a and Figure 5.6b show the results
of feature unlearning with known annotations, while Figure 5.6¢ illustrates the result
of feature unlearning without annotations. The precision associated with the features
that need to be unlearned in Figure 5.6a and Figure 5.6b exhibits a progressive decrease
as the unlearning process goes on. Furthermore, the model’s original task performance
demonstrates marginal alteration, emphasizing the efficacy of feature unlearning in
retaining task-related information while removing target feature information from the
model. In Figure 5.6¢c, the accuracy concerning the feature bald remains relatively stable,
whereas the accuracy about the feature smiling experiences a substantial reduction.
This result is consistent with our expected findings, as the feature smiling exhibits
substantial relevance to the features that need to be unlearned, whereas its correlation
with the feature bald is less. As a result, the effect on the performance of smiling is
more significant. The results demonstrate that our interpretability-driven unlearning
approach can achieve nearly identical outcomes as the established annotation-based
scheme, even in the absence of annotations.

Figure 5.6d and Figure 5.6e show the results of instance-level fine-tuning with known
annotations, while Figure 5.6f illustrates the result of instance-level retraining with
known annotations. Contrary to our results in Figure 5.6a and Figure 5.6b, in Figure 5.6d
and Figure 5.6e, the accuracy of the features to be unlearned does not decrease. This
suggests that even when all instances containing Mouth Slightly Open feature are
removed (Mouth Slightly Open = True), the model can still obtain information from
other mouth-related instances (There’s a mouth, but it’s not opening.). Certainly, it’s
technically possible to remove all mouth-related instances from the dataset, but this
would lead the model’s original accuracy to zero, as illustrated in Figure 5.6f. For the
experimental result in Figure 5.6f, since it removes all instances where the mouth is

opening or closing (both Mouth Slightly Open = True and Mouth Slightly Open = False),
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Figure 5.7: The results of model inversion attack.

it results in no instances being available for model training during the retraining process,
resulting in the accuracy of the model remaining at 0.

Summary: From all the above results, our unlearning schemes can effectively elim-
inate the information associated with the target features from the model, while all
instance-level either fail to remove completely or remove too much. More importantly,
our proposed feature unlearning without annotation scheme also effectively removes fea-
ture information from the models, which can address fairness issues without annotation,
while most existing adversarial fine-tuning-based schemes are impractical [122]. We will

discuss this more detail in Section 5.4.6.

5.4.3 Comparing with learning from scratch

In this section, we aim to verify whether the fine-tuning unlearning scheme yields a
nearly equivalent outcome while exhibiting more efficiency in comparison to the com-
pletely retraining scheme [44]. To accomplish this, we conduct separate evaluations to
assess the effectiveness of the fine-tuning and retraining schemes. We employ the cur-
rently dominant validation schemes, model inversion attacks and membership inference
attacks (MIAs), to assess the results.

Setup. We implement the model inversion attacks as described in [38]. We first train
the ResNet model based on the MNIST dataset with epoch = 10, batch size = 128 and
learning rate = 0.1. Since these two evaluation schemes only support instance-level
unlearning, we select the unlearning data as all instances in class three and consider
other class data as the remaining data. To evaluate the performance of the retraining and
fine-tuning approaches, we perform unlearning operations on the already trained model

using both methods separately. For the retraining and fine-tuning unlearning process, we
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Figure 5.8: The results of membership inference attacks.

use the same training setting as the original training process. Subsequently, We attack
the above three models (original, retrained, and fine-tuned) once per epoch based on
model inversion attacks. Figure 5.7 illustrates partial results of model inversion attacks
against the original model and the other two models affected by different unlearning
methods. Additionally, we use MIAs in paper [133] to evaluate whether the unlearning
data are still identifiable in the training dataset. We set the number of shadow models
as 10 and the training epoch of the shadow model as 10, batch size = 64. The attack
model is a fully connected network with two hidden linear layers of width 256 and 128,
respectively, with ReLLU activation functions and a sigmoid output layer. We evaluate our
unlearning scheme with two settings, MNIST + ResNet and CIFAR-10 + ResNet, and set
unlearning class = 3. We equally divide the training dataset into two subsets to generate
the training dataset for shadow models and then train the attack model based on the
output of those shadow models. Figure 5.8 shows the results of our evaluation.

Results. As shown in Figure 5.7, Figure 5.7a illustrates the results of the original
training process. It shows a notable trend: as the training progresses, the model becomes
increasingly knowledgeable about the unlearning class 3, leading to a more pronounced
exposure of information through model inversion attacks. For the retraining scheme in
Figure 5.7b, the attack’s effectiveness is almost ineffective since the model lacks knowl-
edge about the unlearning class. For the fine-tuning scheme in Figure 5.7c, the results
reveal that after the first round of fine-tuning, the information about the unlearning
class becomes considerably challenging to recover. This is because the model inversion
attack has relatively little information about the unlearning data to rely on after only
one epoch fine-tuning process. As the fine-tuning process progresses, the model retains
less and less information about the unlearning class. Consequently, attempts to recover
those data through model inversion attacks become increasingly challenging.

For the results of MIAs in Figure 5.8, before the fine-tuning process (points with
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x=0), MIAs have a high success rate for all original models; i.e., it successfully derived
the training dataset containing unlearning class. For the retraining process, the success
rate of MIAs is zero, indicating that MIAs cannot determine the existence of unlearning
class in the training dataset since the unlearning class actually isn’t in the training set.
For the fine-tuning scheme, as the information contained in the model decreases, the
effectiveness of the attack also decreases. This suggests that the fine-tuning scheme
can also remove information about unlearning data from the model. In addition, we
also conduct measurements on model accuracy for both the unlearning data and the
remaining data during both unlearning processes with the MNIST dataset. The results
are shown in Figure 5.8c. During the retraining process, the model’s accuracy on the
unlearning data is 0 because it didn’t learn anything from this specific data. On the
other hand, for the fine-tuned model, the accuracy of the unlearning data gradually
decreases due to the effect of catastrophic forgetting. As for the remaining data, the
fine-tuning process shows minimal changes, whereas the retraining process continually
learns and improves to eventually achieve a usable state. It is important to highlight that
the fine-tuning model achieves much faster unlearning results compared to retraining
the model to a usable state. This suggests that the fine-tuning scheme has a better
unlearning effect compared to the retraining scheme.

Summary. As expected, similar to the retraining scheme, the fine-tuning scheme
hinders the inference of any meaningful information concerning the unlearning data.
Moreover, the fine-tuning scheme proves to be more efficient compared to retraining.

Therefore, in this chapter, we adopt the fine-tuning scheme for the unlearning of features.

5.4.4 Identifying results

As discussed in Section 5.3.3, when feature annotations are unavailable, we focus on
training the model to identify feature information from the image automatically. To
accomplish this, we propose applying the eigengap heuristic technique, which optimizes
the clustering process and enhances the extraction of additional feature information. In
this Section, we provide a comparative analysis between our enhanced scheme and the
original scheme, icCNN, in [105].

Setup. We followed experimental settings in Shen et al. [105] to construct our
experiment. Specifically, we train the identifier model based on ResNet architecture [52]
and choose the bird category in the PASCAL-Part dataset [25] to optimize our model.
Just like [105, 139], we add the loss L ;;(2,w,A) to the first convolutional layer after

layer3 as our target layer. This is because filters in high convolutional layers tend to
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(a) Results from icCNN (b) Resuls from our scheme

Figure 5.9: Visualization of feature maps of icCNN [105] and our scheme.

capture object parts or pattern features rather than fine-grained textures [8]. We first
train the original ResNet model based on the classification loss L,,;(2,w). Then, we
simultaneously optimize loss L ;s(2,w,A) and L,,;(2,w) to fine-tune the trained model
so that its parameters can recognize different pattern features. In the first step, we set
batch size = 256, learning rate = 0.000001 and epoch = 200. In the second step, we set
batch size = 16, learning rate = 0.00001 and epoch = 2500. For icCNN scheme in [105],
we set the cluster number as 16. For 1 in two schemes, we set 1. We followed Zhang et
al. [139] to visualize each filter,Ads feature map in target layer. The results are shown in

Figure 5.9.

Results. In Figure 5.9, Figure 5.9a shows the identification results of the target layer
from the icCNN model [105], while Figure 5.9b shows the results from our identifier
model. Both visualization results indicate that each filter in different groups can identify
various feature information, such as the wings and stomach of the bird, while in the same
groups, each filter identifies almost the same feature. This result is the same as that
in [105]. In addition to this, compared to Figure 5.9a from [105], our method recognizes
more types of feature information and all the filters are involved in the identification
operation. For [105], on the other hand, since the number of clusters is randomly deter-
mined and does not consider whether the resulting clustering is an optimal solution, it

leads to some filters not participating in the identification process (Filters as marked in
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the blue box in Figure 5.9a). This comparison illustrates that our scheme can achieve
better optimization results and identify more pattern features, which can be used to

unlearn various feature information in the unlearning step.

5.4.5 The effect of hyper-parameters

Setup. In our feature unlearning with known annotations, there are two hyperparam-
eters: 1 and f. To evaluate the impact of these hyperparameters, we set the following
experiments: We opt for the ResNet architecture for both the original and adversary
models, while we select the U-Net architecture for the remover model. In the initial step,
we separately train the original model and the adversary model to identify the tasks of
‘Smiling’ and ‘Mouth Slightly Open’ using the CelebA dataset. Our goal is to unlearn
information related to whether the mouth is open, specifically the ‘Mouth Slightly Open’
feature, from the original model. During the training process, we set the following para-
meters: epoch = 10, batch size = 50, and learning rate = 0.000005. For the adversarial
unlearning process, we set the batch size to 36 and the learning rate = 0.000005. We
hold one hyperparameter constant while allowing the other hyperparameter equal to
1.0 and 10.0, respectively. We then record the model accuracy after a single iteration of
adversarial unlearning. Figure 5.10 shows the results.

Results. It can be seen from Figure 5.10a, when fixing 1, a smaller § unlearns the
target feature quickly but affects the accuracy of the original model. In Figure 5.10b, a
larger A speeds up the feature unlearning of the model, but again reduces the perfor-
mance of the original model. In summary, larger 1 and smaller  will affect the model
performance for the original model. In practice, it should choose appropriate values
to achieve unlearning while minimizing the impact on the performance of the original

model.

5.4.6 Feature unlearning application

As detailed above, the concept of feature unlearning can be regarded as an alternative
approach to address fairness issues within models. In this Section, we proceed to evaluate
the efficacy of implementing feature unlearning as a strategy to alleviate biases inherent
in models.

Setup. We consider three distinct debiasing scenarios that cover different combina-
tions of pattern features and attribute features: the removal of gender bias (specifically,

male bias) from a model classifying whether a mouth is slightly open; secondly, the
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Figure 5.10: The Effect of Hyper-Parameters.

Table 5.1: The configuration of training biased model.

Mouth (Male) Young (Smiling) Bald (Mouth)

Both False 2000 2000 2000
False and True 16000 10000 10000
True and False 16000 10000 10000

Both True 2000 2000 2000

alleviating of smiling bias from a model categorizing whether an individual is young
and lastly, the mitigation of bias associated with mouth slightly open in a bald classi-
fication model. We reconstruct the dataset to simulate the bias present in the dataset.
The configuration of the reconstructed dataset is shown in Table 5.1. We set epoch=10,
batch size =50, and the learning rate=0.000005 for training the adversary model. For
the original model, we set epoch = 50, batch size = 128 and learning rate = 0.001. The
setting for each feature unlearning process is illustrated in Table 5.2. To better show
that the bias in the model is indeed alleviated by the unlearning process, we set up a
comparison experiment, i.e., we only use the same data to fine-tune the model without
the unlearning process (denoted as naive method). If the unlearning scheme succeeds in
alleviating bias and the naive method does not alleviate bias, this suggests that feature
unlearning can be used as an optional program for removing bias from the model. We
use the equalized odds difference (EOD) and demographic parity difference (DPD) in
the fairlearn.metrics package to evaluate the model bias and use the average precision

score (APS) to test the model performance. The results are shown in Figure 5.11.

Results. As shown in Figure 5.11, Figure 5.11a to Figure 5.11c illustrate the results

of alleviating bias based on feature unlearning, while Figure 5.11d to Figure 5.11f
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Table 5.2: The experimental setting for debiasing.

Mouth (Male) Young (Smiling) Bald (Mouth)

Epoch 25 25 25
Batch Size 64 64 64
LR (remover) 0.00001 0.00001 0.000025
LR (fine-tuning) 0.00001 0.000005 0.00001
A 1.6 1.3 1.6
B 1.0 1.0 1.0
100 100 100
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Figure 5.11: The results of debiasing based on feature unlearning.

show the results from the naive scheme. The values corresponding to equalized odds
difference (EOD) and demographic parity difference (DPD) exhibit a gradual diminution
during the unlearning process, signifying progressive alleviation of bias within the model.
Conversely, the naive scheme did not reduce bias within the model. Furthermore, the
strategy of feature unlearning demonstrates a minimal impact on the model’s accuracy,
as evidenced by the marginal alteration in the average precision score (APS) value. This
observation implies that the process of feature unlearning effectively preserves feature
information associated with the model task and removes all information about the
feature that creates bias. This observation aligns seamlessly with our initial hypothesis

that feature unlearning is an elective approach for alleviating model bias.
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5.5 Summary

This chapter proposed an innovative machine unlearning approach that enables the
selective removal of feature information from a trained model. We consider two types
of unlearning requests: feature unlearning with known annotations and feature un-
learning without annotations. In the case of unlearning with known annotations, we
utilize adversarial learning to eliminate feature-related information from the model. For
unlearning without annotations, we design a re-encoded and fine-tuning technique. The
experimental results provide evidence that our approach effectively enables the model
to eliminate the impact of features while maintaining accuracy in a quick and efficient
manner.

This chapter inspires us that we can extend or modify current methods to make it
applicable to other complex types of features, such as the texture of the object or the sen-
timent of the language. In addition, evaluation schemes for feature unlearning also need
further research. Furthermore, we have future plans to develop a more comprehensive
scheme capable of effectively addressing unlearning requests from Natural Language
Processing (NLP) or Generative Adversarial Networks (GANSs).
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CHAPTER

EVALUATING OF MACHINE UNLEARNING: ROBUSTNESS
VERIFICATION WITHOUT PRIOR MODIFICATIONS

Machine unlearning, a process enabling pre-trained models to remove the influence
of specific training samples, has attracted significant attention in recent years. While
extensive research has focused on developing efficient unlearning strategies, the critical
aspect of unlearning verification has been largely overlooked. Existing verification meth-
ods mainly rely on machine learning attack techniques, such as membership inference
attacks (MIAs) or backdoor attacks. However, these methods, not being formally designed
for verification purposes, exhibit limitations in robustness and only support a small, pre-
defined subset of samples. Moreover, dependence on prepared sample-level modifications
of MIAs or backdoor attacks restricts their applicability in Machine Learning as a Service
(MLaaS) environments. To address these limitations, we propose a novel robustness
verification scheme without any prior modifications, and can support verification on a
much larger set 1. Our scheme employs an optimization-based method to recover the
actual training samples from the model. By comparative analysis of recovered samples
extracted pre- and post-unlearning, MLaaS users can verify the unlearning process. This
verification scheme, operating exclusively through model parameters, avoids the need for
any sample-level modifications prior to model training while supporting verification on a
much larger set and maintaining robustness. The effectiveness of our proposed approach

is demonstrated through theoretical analysis and experiments involving diverse models

IThe main content of this chapter has been submitted to IEEE Transactions on Dependable and Secure
Computing.
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on various datasets in different scenarios.

6.1 Introduction

Despite the success achieved in machine unlearning strategies, The verification of
unlearning emerged as a new requirement. Verification means a model provider can
prove that the requested sample has been removed from the model, or user can test that
his/her samples have been unlearned from the model successfully. However, currently,
users have limited ability to monitor the unlearning process and confirm if their data
has been truly unlearned from the model [130].

Here are some prior research results on the verification of machine unlearning. Weng
et al. [124] proposed using trusted hardware to enforce proof of unlearning, though
their method relies on trusted execution environments within Machine Learning as a
Service (MLaaS). Cao et al. [15] introduced data pollution attacks to assess if the model’s
performance was recovered to its original state after the unlearning process. Similarly,
Guo et al. [48] evaluated whether the model provider truly performs machine unlearning
by analyzing the performance of backdoor attacks. Other verification schemes are based
on the distribution of model parameters [84], membership inference attacks (MIAs) [37],
model inversion attacks [44], theoretical analysis [46], or model accuracy [12, 40, 42, 120].

However, those unlearning verification schemes have several limitations. Schemes
based on model accuracy cannot reliably determine if targeted samples have been truly
unlearned, since unlearning partial samples may not significantly affect model perfor-
mance for those targeted samples [12, 40, 42, 120]. Schemes based on model inversion
attacks do not support sample-level verification but rather only enable verification at the
class level, as they can only recover class-level representation [44]. Verification schemes,
such as those based on MIAs, distribution of model parameters or theoretical analysis,
are often ineffective due to unstable performance [63]. Beyond these drawbacks, there

are several common limitations:

¢ Existing unlearning verification schemes always involve modifying samples prior
to model training. For example, backdoor-based schemes require altering training
samples by adding backdoor triggers [48]. These triggers are then used to verify
the unlearning process. Similarly, schemes relying on data pollution use modified,
poisoned samples to confirm unlearning. However, if these modifications lose their
effect during the learning or unlearning process, those verification schemes become

ineffective.
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* Most existing unlearning verification methods only support a small, predefined
subset of samples. For example, schemes relying on backdoor or data poisoning
techniques necessitate the preparation of samples used for verification before
model training process. Consequently, those approaches are restricted to verifying
only those pre-prepared samples, failing to consider the verification of unlearn-
ing for samples that were not modified prior to the training process [48]. This
constraint significantly narrows the scope of unlearning verification, potentially

leaving critical gaps in the verification process.

* Nearly all existing verification schemes lack robustness, which includes both long-
term effectiveness and adaptability to varied-term unlearning conditions. To il-
lustrate the concept of long-term effects, consider verification methods such as
those based on parameter distribution, MIAs, backdoor, or data poisoning. These
methods may initially demonstrate effectiveness in verifying unlearning immedi-
ately after the process. However, their reliability can diminish after subsequent
model modifications like fine-tuning or pruning [48, 77, 130]. Moreover, in varied-
term scenarios, many verification methods are context-dependent, only confirming
successful unlearning under specific, predefined conditions. This limited scope
increases the risk of false positives - erroneously confirming successful unlearn-
ing when the influence of targeted samples may actually persist or even amplify
post-unlearning [20, 22, 112, 131]. (see Section 6.4.5).

In this chapter, we propose UnlearnGuard, a novel robustness verification scheme
for machine unlearning that operates without requiring any prior modifications to
training samples. Our approach is based on the observation that neural networks tend to
memorize actual training samples. Therefore, we aim to directly extract these training

samples from the model for verification purposes.

1. To address the first limitation, we redefine model training as a maximum margin
problem, leveraging insights from implicit bias [62, 87] and data reconstruction [13,
50], we introduce our primary recovery loss component derived from Karush-Kuhn-
Tucker (KKT) point conditions. This loss allows us to recover actual training

samples from model used for verification without modifying the training samples.

2. To cover as many samples as possible that can be verified for unlearning, we
propose an additional loss that allows further recovered samples to exhibit greater

similarity to their original counterparts in training data space. This is achieved by
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minimizing the negative absolute outputs and applying a projection that constrains
those newly recovered samples to remain within a specified range of pre-recovered
samples. By enhancing this similarity, more recovered samples become suitable for

verification.

To tackle the limitation of lacking robustness, all proposed loss components only
use model parameters for recovery, without incorporating any other information
and condition for verification. We also provide theoretical proof based on implicit
bias [62, 87], demonstrating how the differences between samples recovered af-
ter successful unlearning and those before unlearning, providing a theoretical

foundation for robustness property.

It’s worth noting that, in our experiments, we find that some fine-tuning-based

machine unlearning schemes does not completely remove the influence of targeted

samples. In fact, those schemes appear to deepen the impacts of targeted samples in the

model. This result contrasts with previous findings [20, 22, 112, 131]. Comparing with

previous verification methods, our proposed verification scheme can further enhance the

reliability of machine unlearning.

In summary, we make the following contributions.

6.2

We take the first step in addressing machine unlearning verification problem
without prior sample-level modifications, considering both the robustness of the

verification scheme and its capacity for more sample verifications.

We propose an optimization-based method for recovering actual training samples
from models, which enables users to verify machine unlearning by comparing

samples recovered before and after the unlearning process.

We provide theoretical proofs and analyses of our scheme based on implicit bias to

demonstrate its effectiveness.

Problem Definition

6.2.1 Existing Verification Schemes

Designing an effective and efficient verification scheme for machine unlearning is difficult.

Verification schemes based on accuracy, theoretical analysis and distribution similarity

have consistently proven ineffective in [115, 130]. In this Section, we further highlight
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the critical limitations of attack-based verification schemes to illustrate the novelty of our
scheme. Figure 6.1 illustrates the main ideas of commonly used attack-based verification
schemes.

As shown in Figure 6.1, attack-based unlearning verification schemes typically in-
volve three roles, including data provider, model provider and one trusted third party.
Data provider first pre-selects a subset of triggers 92,, before model training. For example,
in schemes based on data pollution and backdoor attacks, triggers are often generated by
a trusted third party [15, 48, 110]. In MIAs-based verification schemes, data providers
directly select partial training samples as those triggers [22, 37, 63, 72]. Based on those

triggers, the verification process can be summary as the following steps:

* Trigger Integration: Triggers &,, either generated from a trusted third party or
selected directly from the data provider,Ads own dataset, are added to the training

dataset. The model is then trained on this combined dataset.

¢ Initial Prediction: The data provider sends the verification request to the trusted
third party, and the trusted third party queries the model’s prediction for these
triggers. The model provider returns the predictions O(2,,). Existing attack-based
verification scheme outputs the verification result 7(0(2,)) for &2, based on O(2,).

* Unlearning Request: The data provider submits an unlearning request for those

triggers ¥,,.

* Post-Unlearning Prediction: The data provider and the trusted third party
repeat the steps in the initial prediction phase and output the verification result
7(0(2,)).

* Verification: By comparing the returned predictions before and after unlearning,
7(0(2,)) and 7(0(2,)) respectively, the data provider determines if the model

has undergone the unlearning process.

However, those attack-based machine unlearning verification schemes mainly have

the following limitations:

¢ Sample-Level Modification before Model Training: Ensuring effective verifi-
cation often requires incorporating a large number of modified samples, such as

backdoored samples, which increases computational costs.
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Figure 6.1: Existing verification scheme process.

¢ Support Only a Small, Predefined Subset of Samples: Some schemes use
pre-embedded patterns for verification, like backdoor triggers, limiting the process
to only those samples. This means the number of verifications must be considered
before training, and once these samples are used up, no further verification is

possible.

¢ Lacking Robustness Verification: These schemes focus solely on verifying the
unlearning process immediately and lack robustness, meaning the model cannot

be fine-tuned or pruned for new demands after unlearning.

* Model Performance Degradation and Security Risks: Verification schemes
based on data pollution and backdoor attacks rely on poisoned samples, inherit-
ing the drawbacks of poisoning methods. This can harm model performance and

introduce security risks, limiting their adoption for verification.

6.2.2 Threat Model and Goals

In MLaaS, there are two main roles: data providers and model providers. Data providers
also act as verifiers of unlearning, while model providers are responsible for executing it.
The data provider shares its dataset with the model provider, who trains a model using a
learning algorithm. After training, beyond making regular predictions, the data provider

can submit unlearning requests to remove their data from the model. However, model
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providers may not always be fully trustworthy in performing unlearning, either because
this process is time-consuming, or large-scale unlearning requests could negatively
impact model performance [48, 110]. The background and goals of data providers are as

follows:

* Background: Data providers only have the ability to upload their training data or

send prediction, unlearning requests to the model providers.

¢ Goal: After submitting the unlearning request, data providers want to confirm

whether their data has been truly unlearned from the model.

Meanwhile, the background and goals of model providers are as follows:

¢ Background: Model provider can collect training data from the data provider and

train the model.

* Goal: After receiving the unlearning requests from data provider, model providers
prefer to avoid executing unlearning as much as possible to protect their own

interests.

This chapter proposes a method for data providers to verify whether their samples
have been successfully unlearned from the trained model. Specifically, we have four aims

related to machine unlearning verification.

* No Pre-defined Modifications: Develop a verification scheme that enables data
providers to confirm the execution of the unlearning process without depending on

any pre-defined sample-level modifications.

* More Sample Coverage: Design a scheme supporting unlearning verification for

nearly all samples involved in the training process.

* Robustness Verification: Address the need for robustness by supporting imme-
diate post-unlearning verification and enabling verification in scenarios where
the model undergoes further changes after unlearning (e.g., further fine-tuning or

model pruning).

* Preserving Model Usability: Ensure that the verification scheme does not

negatively impact: model performance, security, and training efficiency.
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Figure 6.2: Our verification scheme process.

We assume that the data provider conducts verification with the help of a trusted
third party. This assumption reflects real-world MLaaS scenarios where data providers
often lack the capability to independently verify the unlearning processes [48]. The
trusted third party is granted access to the trained model for verification purposes upon
receiving unlearning requests. Additionally, we assume that the model provider may
carry out further model modifications (e.g., fine-tuning and pruning) after executing the

unlearning process.

6.3 Methodology

6.3.1 Overview

Current unlearning verification schemes typically depend on additional information to
verify the unlearning process, such as pre-embedded backdoors [48, 110]. However, these
schemes become ineffective if this additional information is disrupted during subsequent
model fine-tuning or pruning. Therefore, it is crucial to verify the unlearning process
only using the model itself and investigate if the information can still be recovered from
the model parameters post-unlearning.

In this chapter, we propose a robustness verification scheme without prior modifi-

cations, named UnlearnGuard, which verifies machine unlearning based only on the
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model and possesses robustness properties. As illustrated in Figure 6.2, UnlearnGuard
directly verifies the unlearning process by examining whether the model parameters
contain information about the unlearning samples. Before and after unlearning, the
data provider sends a verification request about x,, to trusted third party. The trusted
third party ask model from model provider and attempts to recover x,, from it. Based on
two recovery results, the data provider can determine if the data was truly unlearned.
Our approach distinguishes UnlearnGuard from the scheme illustrated in Figure 6.1
as UnlearnGuard relies only on the model itself rather than any prior sample-level

modifications.

We describe our scheme based on the following two subsections: unlearning veri-
fication process and sample recovery process. In Section 6.3.2, we introduce the main
workflow of our entire unlearning verification process, which includes the pre-unlearning
process and the post-unlearning process, encompassing all steps shown in Figure 6.2.
Next, in Section 6.3.3, we explain how to recover actual unlearning samples from the
model, which is the most important part of our scheme and supports the workflow of
Section 6.3.2.

6.3.2 Unlearning Verification Process

In this section, we will describe the whole workflow of our unlearning verification process,

including three steps.

6.3.2.1 Model Training and Pre-verification

Data providers can submit their datasets to MLaaS for model training, enhancing acces-
sibility and efficiency in machine learning deployment. After training, with the help of a
trusted third party, data providers can perform pre-verification to confirm the presence
of their data within the trained model. While this verification step enhances the compre-

hensiveness of our proposed scheme, it is not mandatory for practical implementations.

To conduct this, data providers send sample x, to a trusted third party, requesting
confirmation of x,’s presence in the model. The trusted third party then asks the MLaaS
model provider for the trained model M and attempts to recover the samples using the

scheme described in Section 6.3.3. This verification process outputs a result 7 (M,xy).
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Algorithm 10: Unlearning Verification Process
Input: Model M and sample x,, that need to be unlearned
Output: Whether model provider has unlearned samples x,,
1 Data provider executes:
Query if x;, is in the model.
V (M,xy) — receive results from trust third party
Sending the unlearning request regarding samples 2,,.
Re-query if x,, is in the model.
V (M, ,x4) — receive results from trust third party
if V(M ,xy) == True and 7V (M, xy) == False then
t return Unlearning process has executed.

if V(M ,xy) == True and V (M,,,xy) == True then
10 L return Unlearning process has not executed.

® TS O W N

©

11 Trusted third party executes:
12 Upon receiving a verification request from data provider

13 Send a request to model provider to query the model.
14 Try to recovering sample x,, based on Algorithm 11.
15 return recover results V().

16 Model provider executes:
17 Upon receiving a request to query the model:
18 return M.

6.3.2.2 Unlearning Request and Execution

To initiate unlearning, the data provider sends a request regarding samples x,,. The
model provider locates and removes sample x, from the dataset and executes the un-

learning process.

6.3.2.3 Re-query and Verification

Following the unlearning request, the data provider again inquires about x,’s presence
in the model. The trusted third party returns the output 7 (M,,xy), where M, repre-
sents the updated model after unlearning. The data provider then compares 7 (M,xy)
and 7 (M,,Xy) to determine whether the model provider has successfully executed the
unlearning operation. In Algorithm 10, we provide a detailed process for this process.
In Algorithm 10, lines 2-3, denote the pre-verification process. Specially, the initial
result 7' (M,xy) should be True. Line 4 shows the data provider sending an unlearning
request, followed by another query for the result related to x,, (lines 5-6). If V' (M, ,xy)
is False, it confirms that the model provider has truly executed the unlearning oper-

ation (lines 7-8); otherwise, it suggests that the model provider has not executed the
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unlearning operation (lines 9-10). In our scheme, we define the function 7 as:

m

¥ (xy, iz} ) = \/ (SSIM(xy,x;) > 1) (6.1)
=1

where v denotes the logical OR operation and m is the number of recovered samples.

6.3.3 Sample Recovery Process

In the previous section, we explained the process of verifying unlearning, mainly based
on comparing the recovery results before and after unlearning. This section describes
how to recover actual training samples encoded within a trained model, leveraging
implicit bias and date reconstruction.

We begin by studying simple models before advancing to the analysis of more complex
deep models in Section 6.3.4. Let D = {(x;, y;)};_; < R? x {~1,1} be a binary classification
training dataset. Consider a neural network M(0;-): R? — R parameterized by 6 € R”.
For a given loss function ¢ : R — R, the empirical loss of M(0;-) on the dataset D is given
by: £(0) := Z?zli (y;M (0;x;)). Let us consider the logistic loss, also known as binary
cross-entropy, which is defined as ¢(q) =log(1+e~9).

Directly recovering samples from the above-defined model poses significant challenges.
To address this, we reformulate model training problem into a maximum margin problem
based on the implicit bias theory discussed by Ji et al. [62] and Lyu et al. [87], which
simplifies the process of recovering samples from the model.

Theorem 1 (Paraphrased from Ji et al. [62], Lyu et al. [87]): Consider a homogeneous
neural network M(0;-). When minimizing the logistic loss over a binary classification
dataset {(x;,y;)}]_; using gradient flow, and assuming there exists a time #¢ such that
Z(0(tg)) <1, then, gradient flow converges in direction to a first-order stationary point
of the following maximum-margin problem:

n}’i’n% ”0/”2 st. Vieln] yiM(B';xi) >1 (6.2)

In this theorem, homogeneous networks are defined with respect to their parameters
0. Specifically, a network M is considered homogeneous if there exists L > 0 such that for
any a >0, 8 and x, the relationship M(a0;x) = a’M(0;x) holds. This means that scaling
the parameters by any factor a > 0 results in scaling the outputs by a’. Gradient flow is
said to converge in the direction to 0 if lim;_ % = %, where 0(¢) is the parameter
vector at time t. £ (0(tg)) < 1 means that there exists time ¢y at which the network

classifies all the samples correctly.
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This theorem describes how optimization algorithms, such as gradient descent, tend
to converge to specific solutions that can be formalized as Karush-Kuhn-Tucker (KKT)
conditions, enabling data reconstruction from the model using those conditions [50].
The reconstruction loss can be defined as following. Derivation details can be found in
Section 6.3.4.

L reconstruct ({Xz }:1 1> {Ai }721)

=aiL stationary T gL + a3L additional

2
m

s.t. Lgtationary = He - LiyiVeM (0;x;)
i=1

(6.3)

- 2
L)=) max{-1;,0}
i=1

where m denotes the cardinality of the sample set to be reconstructed, typically set
to m = 2n in their experimental setting. The loss Lgtationary represents the stationarity
condition satisfied by the parameters at the KKT point, while L, represents the dual
feasibility condition. L ,44itional denotes some supplementary constraints predicated on
image attributes, such as ensuring pixel values remain between [0, 1].

Using the above L econstruct €an recover the actual sample from the model, which is
our main purpose. However, only using this loss to reconstruct samples exhibits limita-
tions in the context of partial verification. Specifically, it is constrained to reconstructing
only those training samples that almost lie on the decision boundary margin. Conse-
quently, when employed to verify the unlearning process, its efficacy is limited to a subset
of samples,Aithose situated on the margin. To expand the scope of reconstruction, we
introduce a novel loss term, denoted as the prior information loss, L rior-

The introduction of this new loss term aims to incorporate classification informa-
tion pertaining to the samples targeted for recovery. Let {x;}” | represent the samples
recovered based on the aforementioned scheme. Our objective is to ensure that the

subsequently recovered samples {ﬁi}gn

, exhibit greater similarity to their counterparts

in the training data space:

maximize (Myi ()Ei;e)) =— |Myi (fi;0)| (6.4)

Specifically, we aim to maximize M,,(X;;0) assigned to the predicted class for each
sample X; by minimizing its negative absolute value. It is noteworthy that this optimiza-

tion process does not utilize the original labels. Instead, it optimizes the model’s output
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Algorithm 11: Sample Recovery Process
Input: The trained model M, iteration number T'; and T's.
Output: Recovered Samples x
fort=0;t<Tq;t++ do
L L econstruct = @1L stationary T asL)

Optimizing ({x;}7,,{A;}7,) based on Lreconstruct-

W N =

XilL, = x4,

for t =0;t<To;t++ do

Leconstruct = @1L stationary T agLy + a3Lprior
Optimizing ({?fi}?i A 1) based on Lyeconstruct-
Projecting within [{xi}gnz1 —€, {xi};.":1 +e]

® < & O Bs

! A
9 returnx =Xx

confidence (logits) for samples {X;}]”,, aligning with our hypothesis of implementing
unlearning verification using only the model parameters.

Finally, we define our recovery loss as:

L yeconstruct = @1Lstationary + @2L 3 + @3Lprior
y p

2
s.t. Lstationary =0- Z AiyiVeM (0;X;) (6.5)
i=1 9

L= Z max{-A1;,0} Lprior == |Myl(’£l70)|
i=1

where we eliminate the Laqditional l0ss term and incorporate Lpyior to enhance the
fidelity of recovered samples.
,1In
the data space, we introduce a projection function, project_to_bounds, applied after

To mitigate excessive deviation of the newly recovered samples {X;};”; from {x;}]"

each optimization epoch. This function constrains the pixel values of {X;}]” ; to within

the range [{x;}]" | —¢,{x;}7.; +¢€]. Our recovery algorithm is shown in Algorithm 11.

In lines 1-3, we initially optimize {xi};”: , and {Ai}ﬁ , utilizing the loss Lyeconstruct =

m
i=1

recovery. Subsequently, we proceed to optimize {Xi}?i further to recover samples {X;}}" |

@1Lstationary +@2L 1. This preliminary phase ensures that {x;}"” , achieves a basic level of
using the augmented loss function (lines 5-8). At each optimization epoch, we project the
recovered samples onto a constrained space (line 8). This ensures they remain within
a specified range of the pre-recovered samples while capturing more essential features

required for effective unlearning verification.
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6.3.4 Theoretical Analysis

Our machine unlearning verification scheme builds upon existing works [13, 50, 62, 87],
extending their insights to the context of machine unlearning. We provide a rigorous
theoretical basis for our verification method, incorporating concepts from optimization
theory and functional analysis.

Let D = {(x;, yi)}?zl cR?x{-1,1} be a binary classification training dataset. Consider
a neural network M(8;-): R — R parameterized by 6 € R?. The training process with
a logistic loss #(q) = log(1+e~?) can be viewed as an implicit margin maximization
problem.

As we discussed in Theorem 1, for a homogeneous ReLU neural network M(@;-),
gradient flow on the logistic loss

n

LO):=) 0(y:MB;x)) (6.6)
=1

converges in direction to a KKT point of:

n}’i,n% Tk 6.7
subject to
Vieln] y,;M(B';xi) >1 (6.8)

The KKT conditions for this problem yield [62, 87]:

0=Y",2;y;VoM (6;x;)
Vielnl,yiM(0;x;) =1

A,y Ay 20

Vielnl, A;=0ify;M(0;x;)#1

(6.9)

Based on these KKT conditions, we can formulate a reconstruction method [13, 50].

The goal is to find a set of {x;}" ; and {1;}'7, that satisfy following equation:

min  Lyeconstruct = alLstationary +agLl) (6.10)
bl kL,

where:

2
m

0- Z AiyiVoM (é;xi)
i=1

(6.11)

Lstationary =
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m
L= Z max{—A;,0} (6.12)
i=1

Let U be an unlearning operator that unlearns (x;, y;) from a model with parameters
0to0"

0 =UM,D,(xp,yr)) (6.13)

To verify unlearning, we compare the recovered samples before and after unlearning
those samples. Let F' be the index set of samples to be unlearned. The parameters of the

model after unlearning 0’ should also satisfy the KKT conditions:

0= Lier A;yiVoM (6';x;)
Vielnl,yiM(0';x;) =1

/ / (6.14)
Ay Ay 20
Vielnl, A;=0ify;M(0";x;)#1
And the corresponding Lqtionary iS
, min, Lreconstruct = Cx1]-;stal,‘ionotry + aZL/I (6.15)
LS HSRY
where:
m ! ! 2
Lstationary = Hel - Z AiyiVBM (el;xi) (6.16)
i=1
m !
Ly=) max{-1;,0} (6.17)

i=1

The verification involves:

1. Performing sample recovery on both the original model 8 and the unlearned model

6', obtaining recovery samples sets X = {x;}”" ; and X' = {x]}7" .
2. Calculating the differences between recovered samples:
D; = |x; —x;l (6.18)

3. Comparing the differences for samples that unlearned and retained samples:

E[D;|ieF]lvsE[D;|i¢F] (6.19)
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If the unlearning process is effective, we expect:

E[D;|ieF1>EID;|i¢F] (6.20)

This expectation arises because:

1. For i ¢ F, both x; and x; should satisfy the constraints of equations 6.9 and 6.14,

leading to small differences.

2. Fori € F,x; satisfies equation 6.9 but not 6.14, while x does not satisfy equation 6.9

but satisfies equation 6.14, resulting in larger differences.

Additionally, recent work proposed by Buzaglo et al. [13] has extended the recon-
struction method in [50] to multi-class classification scenarios. For a dataset D,, =
{(xi, 90, < R? x [C], where C is the number of classes, and a neural network M(8;-):
R? — RC. Then, the KKT conditions for the multi-class problem yield:

0 =371 2y Ai,;Ve (Dy,(0)

Ay (0)=M, (0;x;)— M ;(0;x;)

Vielnl,VjelCI\yi}: Ay,60) 21 6.21)
Vielnl,Vje[CI\{y}:4;;20

Vieln],VjelCN\{y;}: 1;;=0if Ay, (@) # 1

The corresponding loss L;ationary can be formulated as:

2
m
0-> AiVolM,, (0;xi) - rr;axMJ- (0;x;)] (6.22)
i=1 J7Yi

In this case, the above-proof process is also applicable. We will use this loss in our
experimental evaluation when dealing with multi-classification tasks.

This theoretical framework utilizes the implicit bias inherent in neural network
training and Karush-Kuhn-Tucker (KKT) conditions of margin maximization to evaluate
the unlearning process. By analyzing the difference between recovered samples before
and after the unlearning process, we can determine if the model provider has successfully

removed the targeted samples from the model.
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6.4

Performance Evaluation

6.4.1 Experiment Setup

To evaluate our scheme, we utilize four widely-used image datasets: MNIST?2, Fashion
MNIST?, CIFAR-10* and SVHNS.

6.4.1.1 Baseline Methods

We compare our scheme against the following established methods:

Membership Inference Attacks-Based Scheme: We employ the approach pro-
posed in [83] and [44].

Backdoor-Based Scheme: We adopt the scheme proposed by Li et al. [77] as a

baseline method.

Model Inversion Attack-Based Scheme: We adopt the scheme proposed by
Graves et al. [44].

Accuracy-Based Scheme: We also compare the accuracy of our unlearned model

against the original model on both the unlearning and remaining samples [12, 120].

6.4.1.2 Metrics

We consider the following metrics to separately evaluate the baseline scheme and our

scheme:

¢ For membership inference attacks-based scheme [83], we use the success rate of

attacking samples as our metric, defined as INA = % where TP is the number

of samples predicted to be in the training set, and TP + FN is the total tested
samples. Ideally, IN A should be close to 100% before unlearning and approach 0%

after unlearning.

For backdoor-based scheme [77], we also use the attack success rate, ASR, used
in [77] to evaluate the unlearning results. Ideally, before unlearning, ASR should
be close to 100%. After unlearning, ASR should approach 0%.

2http://yann.lecun.com/exdb/mnist/
3http:/fashion-mnist.s3-website.eu-central-1.amazonaws.com/
4https://www.cs.toronto.edu/ kriz/cifar.html
Shttp://ufldl.stanford.edwhousenumbers/
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* For model inversion attack-based scheme [44], we directly show the recovered
samples. Ideally, before unlearning, those samples should contain discernible infor-
mation about the class targeted for unlearning. After unlearning, Those samples
should appear dark, jumbled, and dissimilar from the unlearning class, indicating

the successful unlearning of class-specific information.

* For our scheme, we evaluate it using both qualitative and quantitative perspectives.
Qualitative: visual inspection of recovered samples, similar to the model inversion
attack-based schemes. Quantitative: we use the SSIM to evaluate the similarity
between recovered and original unlearning samples. SSIM values range from —1

to 1, with higher values indicating greater similarity.

6.4.2 Verification Results

Our evaluation includes sample and class level unlearning requests. To ensure consis-
tency with existing studies [48], we employ retraining from scratch as our unlearning
method.

6.4.2.1 Sample-Level Unlearning Verification

Figure 6.3 and 6.4 show our experimental results. Figure 6.3 illustrates the results for
unlearning samples before and after the unlearning process, while Figure 6.4 shows
results for samples not unlearned. Each sub-figure demonstrates the performance of
various verification schemes across different datasets. The Y-axis represents different
metrics depending on the scheme: INA for membership inference attacks (MIAs)-based
schemes, ASR for backdoor-based schemes, accuracy for accuracy-based schemes, and

SSIM for our proposed verification scheme. The conclusion can be summary as follows:

¢ MIAs-based and Accuracy-based Schemes: Before unlearning, success rates for
identifying both unlearning and remaining samples are high, indicating that MIAs
effectively identify samples used in model training. However, after unlearning,
there’s no significant reduction in attack performance for either sample type. This
suggests that MIAs cannot reliably distinguish whether training samples have
been successfully unlearned. Similar results can be observed from the results of

accuracy-based schemes.

¢ Backdoor-based Scheme: Following backdoor embedding, the accuracy of classifying

both unlearning and remaining samples as targets is very high. After unlearn-
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Figure 6.3: Verification results for unlearning samples under sample-level unlearning
requests across different schemes.

ing, the classification accuracy for unlearning samples with the backdoor drops
to nearly 0%, while remaining higher for other samples. This indicates that the
backdoor-based verification scheme effectively confirms the unlearning process,

demonstrating the successful removal of backdoor samples associated with un-

learning.

® Our Proposed Scheme: Prior to unlearning, all recovered samples show high sim-
ilarity based on the SSIM metric. After the unlearning process, SSIM values for
unlearning samples decrease significantly, while remaining high for other samples.
Those SSIM values before and after unlearning demonstrate that our scheme

effectively distinguishes between unlearned and retained samples.

We also show some original training samples and recovered samples extracted using
our scheme in Figure 6.5. Each column shows unlearning samples on the left and the
remaining samples on the right. Before unlearning, our scheme effectively recovers all

samples. After unlearning, the samples that were most similar to those samples targeted
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Figure 6.4: Verification results for remaining samples under sample-level unlearning
requests across different schemes.

P

(a) Original Sample (b) Before Unlearning (c) After Unlearning

Figure 6.5: Original and recovered samples under the sample-level unlearning requests.

for unlearning no longer contained relevant information, while for the remaining samples,
our scheme still recovers images similar to the originals. This demonstrates our scheme’s

ability to effectively distinguish between unlearned and retained samples, validating it
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Figure 6.6: Verification results under class-level unlearning requests.

(a) Before Unlearning (b) After Unlearning

Figure 6.7: Reconstructed class representatives based on model inversion attack before
and after unlearning in the class-level unlearning setting.

can be used as a verification method.

6.4.2.2 Class-Level Unlearning Verification

We set the remaining class to 9 for the MNIST dataset and to O for the FashionMNIST
dataset. The unlearning class is selected as 3 for both datasets. Figure 6.6 shows the
quantitative results of our evaluation. Specifically, Figure 6.6a and Figure 6.6¢c show the
results for the unlearning class and the remaining class in the MNIST dataset, while
Figure 6.6b and Figure 6.6d illustrate the changes in the unlearning class and the
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(a) Original Sample (b) Before Unlearning (c) After Unlearning

Figure 6.8: Original and recovered samples based on our scheme under the class-level
unlearning request.

remaining class for the FashionMNIST dataset.

Results. For samples in the class that need to be unlearned, MIA-based, accuracy-
based, and our proposed methods all show significant changes (see Figures 6.6a and 6.6b).
For remaining class, no significant changes are observed across all three approaches (see
Figures 6.6¢c and 6.6d). This indicates that all methods are effective for class-level
unlearning verification.

Figure 6.7 and 6.8 show some original and recovered samples extracted using the
model inversion attack-based scheme and our scheme. In Figure 6.7, before unlearning,
the model inversion attack reconstructs representatives containing information about
the unlearning class. After unlearning, it produces dark, jumbled images with almost no
information about the unlearning class. Similarly, for our scheme, the recovered sample
after unlearning all samples in the unlearning class also becomes dark and jumbled,
which illustrates that our scheme can also be used in verifying class-level unlearning
requests.

Summary. The above experiments demonstrate that the proposed verification scheme
effectively validates both sample-level and class-level unlearning requests. The method
consistently performs well across these different granularity levels, showcasing its

applicability and reliability in various scenarios.

6.4.3 Robustness Evaluation

As highlighted in Section 6.2.1, the robustness of unlearning verification scheme is
crucial for long-term deployment. A robust verification scheme should remain effective
even after fine-tuning or pruning the models when the training or unlearning process is

finished. In this Section, we evaluate the robustness of our proposed scheme, comparing
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it with the backdoor-based verification scheme [77]. We use the same experimental
settings described in Section 6.4.2.1 and re-evaluate these schemes after performing the

following operations:

1. Training model — Pruning model
2. Training model — Fine-tuning model

3. Training model — Unlearning — Fine-tuning model

For pruning, we randomly prune 20% of the parameters in each layer. For fine-tuning,
we train the model using the original training samples and correct labels, maintaining
the initial training configuration. For unlearning, we use retraining from scratch [48].
The results of the backdoor-based scheme are illustrated in Figure 6.9, while Figure 6.10
presents the results of our proposed scheme.

Results: As shown in Figure 6.9a, when the model undergoes pruning after training,
the backdoor-based verification scheme becomes ineffective, as evidenced by the near-zero
performance on the poison dataset. This indicates that the backdoor-based verification
loses its robustness in the face of pruning operations, rendering it unusable. Similarly,
in Figure 6.9b, when fine-tuning is performed using the original, unperturbed training
samples, the accuracy of the backdoor also decreases, indicating that fine-tuning also
compromises the robustness of the backdoor-based verification scheme. Lastly, Figure 6.9¢
illustrates that when the model is finetuned with previously unlearned samples after
unlearning, the backdoor-based verification scheme also fails due to the absence of the
backdoor pattern in those samples. In conclusion, the backdoor-based method relies
on pre-prepared samples for verification. If the backdoor pattern is not embedded in
advance, if those patterns are disrupted after training, or if the backdoor has been
previously used, subsequent verification will be infeasible.

Figure 6.10 shows the results obtained from our scheme. Figure 6.10a illustrate the
original training sample, while other Figures show samples recovered after various pro-
cesses: initial training (Figure 6.10b), pruning (Figure 6.10c¢), fine-tuning (Figure 6.10d),
and unlearning followed by fine-tuning (Figure 6.10e). Unlike the backdoor-based scheme,
our scheme effectively recovers training samples even after the model has been sub-
jected to these modifications. This consistent performance demonstrates that our method
exhibits a higher degree of robustness, maintaining its effectiveness across various

post-training adjustments where the backdoor-based scheme fails.
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Figure 6.10: Evaluation results of robustness for our scheme.

Summary. The above experiments demonstrate that, as the backdoor-based verifica-
tion scheme depends on pre-prepared patterns for verification, if those pre-prepared pat-
terns are not embedded in advance, are disrupted after training, or have been previously
used, subsequent verification becomes infeasible. In contrast, our method demonstrates
consistent performance and a higher degree of robustness, maintaining effectiveness

across various post-training adjustments.

6.4.4 Ablation Study and Analysis of Verification Range

As discussed in Section 6.2.1, the ability to verify more samples is crucial in MLaaS
unlearning verification. This section evaluates the number of verifications supported
by our proposed scheme compared to the method introduced in [77]. Furthermore, in
Section 6.3.3, we add a new constraint to improve the quality of recovered samples and
provide more samples used for unlearning verification. In this Section, we also do a
comparative analysis between our enhanced scheme and the data reconstruction scheme
proposed in [13].

We follow experimental settings used in [13] to construct our comparison experiment.
Specifically, we use the experimental setting in 6.4.2.1 and select the MNIST dataset.
We first recover samples based on the 10ss Lyeconstruct = @1Lstationary + @2L 3 and record

the result as original. Then we add our new loss asL ,,;or t0 Lreconstruct @and continue to
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recover samples. We set a1 =1, @1 =1 and a3 =1 and record the recover samples as ours.
We adopted the same other hyperparameters provided in [13]. To evaluate the quality of
our recovered samples, we employ the same evaluation method in [13]: for each sample in
the original training dataset we search for its nearest neighbor in the recovered samples
and measure the similarity using SSIM. A higher SSIM value indicates better recovery
quality. In Figure 6.11a, we plot the recovery quality (measured by SSIM) against the

sample’s distance from the decision boundary. This distance is calculated based on:

AMyi = Myi (Xi 5 0) - n;axM](x“B)
J7Yi

where M, (x;;0) is the logit for the true class, and max;x,, M ;(x;;0) is the maximum
logit among all other classes. In Figure 6.11b, we show the change of SSIM for each
corresponding original sample. For the backdoor-based scheme [77], we choose the
experimental setting in 6.4.2.1 and use the same number of the training dataset in
Buzaglo et al. [13]. The corresponding results are shown in Figure 6.11c.

Results. Figures 6.11a demonstrates that both schemes proposed in [13] and ours
successfully recover various samples from the model, aligning with the findings reported
in [13]. In addition, our scheme shows an improvement, with a larger proportion of
recovered samples (blue points) exhibiting greater similarity to the training dataset
compared to the original scheme (red points) in Figure 6.11a. Figure 6.11b visually
represents this improvement, with green arrows indicating samples where our scheme
achieves higher similarity, gray points representing unchanged similarity, and red arrows
denoting decreased similarity. This improved similarity between recovered samples and
training samples provides more samples for our subsequent verification processes.

Additionally, as shown in Figure 6.11c, when the proportion of backdoored samples
used for training is less than 5%, their performance is inadequate for unlearning verifi-
cation. Effective verification is achieved only when the proportion of backdoored samples
reaches 10%. This suggests that, for the MNIST dataset, approximately 10% of the
total training samples (500 in total) is necessary for a single verification. Given the
total number of samples, it only supports 10 times for verification. Furthermore, as the
number of backdoored samples increases, the model,Ads performance will significantly
decrease since the samples that have not been backdoored become less. For example,
from Figure 6.11c, when only 60% training samples for original task training, the perfor-
mance of the trained model will decrease to only 44%. For our scheme, we show some
recovered samples in Figure 6.12. It can be seen that when the SSIM of the recovered

image equals 0.15, the recovered samples still partially retain information about the
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original sample. From Figure 6.11a, we observe that approximately 255 samples have an
SSIM greater than 0.15. This suggests that our scheme can support over 40 times the
number of verifications compared to backdoor-based methods, without compromising the

model’s original performance.

Summary. Our enhanced sample recovery method significantly improves the quality
of samples available for verification. In addition, it also allows a substantially higher
number of verifications compared to existing backdoor-based methods, while maintaining

model’s performance on its primary task.
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(a) Original Training Samples

(b) Recovered after Relabel-based Unlearning

Figure 6.14: Original samples and corresponding recovered samples after random label-
based fine-tuning.

6.4.5 Fine-tuning is not a Solution

Currently, many machine unlearning schemes achieve their goals through fine-tuning
process [130]. This typically involves manipulating the samples targeted for unlearning,
such as assigning random labels, and then fine-tuning the model with those relabeled
samples [20, 22, 112, 131]. Experimental evaluations in these works, using membership
inference attacks, model inversion attacks, backdoor attack and accuracy-based metrics,
have suggested successful unlearning. However, the question remains: Is this truly the

case?

Intuitively, any fine-tuning-based unlearning scheme involving unlearning samples
should be considered incomplete, as samples targeted for unlearning are still processed
by the model during the fine-tuning stage. To verify this hypothesis, we used the ex-
perimental setting described in Section 6.4.2.2, focusing on the MNIST dataset and
replacing the unlearning method with relabel-based fine-tuning [20, 22]. We use our
proposed scheme to recover samples both before and after fine-tuning. For evaluation,
we select all recovered samples that can be correctly classified as class targeted for
unlearning using the model before unlearning. Then, we calculate the SSIM between
each recovered sample and its nearest original sample. Figure 6.13 shows the SSIM

results, while Figure 6.14 shows some recovered samples after fine-tuning.

Results. As shown in Figure 6.13a, before performing relabel-based finetuning, the
SSIM between some recovered samples and training samples is very high, indicating
that the trained model indeed contains some information about the class that needs to
be unlearned. Figure 6.13b also reveals similar results, with many recovered samples

exhibiting high similarity to the training samples (see both recovered samples in Fig-
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ure 6.14). Furthermore, after fine-tuning, the number of recovered samples unexpectedly
increases, as the model retains memory not only of the original training samples but also
of the newly added fine-tuning samples. All those results suggest that even after unlearn-
ing, the model still retains information about the samples that need to be unlearned.

Therefore, relabel-based fine-tuning is not an effective unlearning solution.

6.5 Summary

This chapter introduced a novel approach to machine unlearning verification, addressing
the challenges of prior sample-level modifications while considering both robustness
and supporting verification on a much larger set. Inspired by the existing works in
implicit bias and date reconstruction, we propose an optimization-based method for
recovering actual training samples from models. This enables verification of unlearning
by comparing samples recovered before and after the unlearning process. We provide
theoretical analyses of our scheme’s effectiveness. Experimental results demonstrate
robust verification capabilities while supporting verifying a large number of samples,
marking a significant advancement in machine unlearning research. In addition, our
machine unlearning verification scheme revealed that relabeling fine-tuning methods
do not fully remove, but rather amplify, the influence of targeted samples, challenging
previous findings. This suggests that our verification scheme can further enhance the

reliability of machine unlearning.
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CHAPTER

CONCLUSION AND FUTURE WORK

7.1 Conclusion

This thesis proposes multiple unlearning schemes to address challenges across various
scenarios. We also consider the need for unlearning verification when interacting with
an untrusted model provider. Experimental results demonstrate that our scheme can
effectively remove targeted information while maintaining model utility.

To begin with, Chapter 2 reviews basic concepts in machine unlearning. We first
introduce the fundamental concepts and diverse targets of machine unlearning. Then,
we propose a novel taxonomy that outlines the core principles underlying each approach.
Furthermore, we review a wide range of existing works, evaluating their strengths and
limitations within the context of our proposed taxonomy. We also highlight the critical
role of unlearning verification and review various existing strategies.

Chapter 3 proposes a federated unlearning scheme to remove the influence of specific
classes from a trained model. By identifying key channels via ablation analysis, we
introduce two methods that fine-tune only influential parameters using perturbation
data. Experiments show that our approach efficiently erases target class effects while
preserving the accuracy of remaining data.

Chapter 4 proposes a novel machine unlearning scheme-target unlearning-that se-
lectively removes specific information from a trained model. We define the concept of
target unlearning, highlight its challenges, and identify influential parameters using

explainability techniques. A pruning-based method is introduced to erase target-related
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information, while an essential graph is constructed to preserve key parameters impor-
tant to the remaining data. Experimental results show that our approach effectively
removes target influence while maintaining model accuracy and efficiency.

Chapter 5 proposes an unlearning scheme that selectively removes feature-level
information from a trained model. We address two scenarios: feature unlearning with
known annotations using adversarial learning, and unlearning without annotations via a
re-encoding and fine-tuning strategy. Experimental results demonstrate that our method
effectively erases feature influence while preserving model accuracy and efficiency.

Chapter 6 takes the first step toward addressing machine unlearning verification in
the presence of untrustworthy model providers. We first identify limitations in existing
membership inference and backdoor-based verification by presenting two bypass strate-
gies. To overcome these issues, we propose a perturbation-based verification scheme
that generates influential sample pairs-trigger samples for unlearning and reaction sam-
ples for verification-where the latter’s behavior depends on the presence of the former.
We provide a theoretical analysis and demonstrate that our method resists bypassing

techniques while preserving model utility and ensuring robust verification performance.

7.2 Future Work

As research continues to evolve, we propose the following directions for future work:

1. The universality of unlearning solutions. Unlearning schemes with higher
compatibility need to be explored. As development progresses, machine unlearning
schemes supporting different models and unlearning data types have been proposed
in various fields. For example, Zhang et al. [137] provided an unlearning scheme
in image retrieval, while Chen et al. [24] considered graph unlearning problem.
However, most of the current unlearning schemes are limited to a specific scenario.
They are mostly designed to leverage the special characteristics of a particular
learning process or training scheme [24, 81, 99]. Although it is feasible to design
an appropriate unlearning scheme for every model, this is an inefficient approach
that would require many manual interventions [125]. Therefore, universality
unlearning schemes should be not only applicable to different model structures and
training methods, but also to different types of training datasets, such as graphs,
images, text, or audio data. The data pruning-based scheme is an existing and
effective approach that could achieve universality unlearning purposes based on

ensemble learning techniques [11]. However, this method breaks the correlation
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relationships in some scenarios, which is not suitable for models that require

correlation information to complete training.

. The security of machine unlearning Unlearning schemes should ensure the
security of any data, especially the unlearned dataset. Recently, existing research
has shown that the unlearning operation not only does not reduce the risk of user
privacy leakage but actually increases this risk [10]. These attack schemes mainly
compare the models before and after the unlearning process. Thus, a membership
inference attack or a poisoning attack would reveal a significant amount of detailed
information about the unlearned samples [23, 89]. In order to counteract such
attacks, Neel et al. [94] have proposed a protection method based on Gaussian
perturbation in their unlearning scheme. In addition, many previous unlearning
schemes rely on the remaining dataset, intermediate cached model’s parameters.
However, they do not consider the security of this intermediate information and
whether an attack would recover any information about the unlearned samples
[11, 100]. Therefore, the design of further unlearning schemes needs to consider
that any before and after models should not expose any information about the
samples that need to be unlearned. Further, the security of the data cached during

the unlearning process also needs to be explored.

. Information synchronization: Similar to process synchronization in operat-
ing systems, machine unlearning may create information synchronization prob-
lems [7, 101]. Since machine unlearning is usually computationally costly, the
model provider may not be able to complete the unlearning process immediately.
In the interim, how to handle incoming prediction requests deserves careful consid-
eration. Consider that, if predictions continue to be returned prior to the model’s
update, unlearned data may be revealed. However, if all requests for prediction
are rejected until the unlearning process is completed, model utility and service
standards will surely suffer. Therefore, how to handle prediction requests within

this interval needs comprehensive consideration.

. Game-theory-based balance: Game theory has been a booming field with several
representative privacy-preserving techniques coming out in the past decade [74].
There are many schemes involving privacy-preserving solutions based on game
theory that trade-off data privacy and utility issues [31, 78]. For a model provider,
machine unlearning is also a trade-off between model performance, and user

privacy, where an over-unlearning strategy may lead to performance degradation,
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while insufficient protection may lead to privacy leaks. Can we formalize the
unlearning problem as a game between two players: a model provider and a data
provider? If so, we could provide a game model between these two entities and
determine a set of strategies and utilities to figure out how to perform unlearning
operations that maintain the model’s performance to the maximum extent possible.
Such an approach could also protect the user’s sensitive data from being leaked.

These are open issues that need to be explored further.
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