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Abstract

The emergence of Ultra-Reliable Low-Latency Communication (URLLC) applications has in-
troduced unprecedented demands on wireless networks. Open Radio Access Network (Open
RAN) architecture offers promising capabilities through its Near Real-Time RAN Intelligent
Controller (Near-RT RIC), yet critical challenges remain in supporting URLLC reliability re-
quirements. This thesis presents innovative solutions for enhancing Near-RT RIC for URLLC
applications.

First, we develop a multi-objective optimization framework that enhances RAN control func-
tions with Pareto-optimal decision making. Traditional approaches prioritize single objectives
and handle failures through costly retries. We created HORLA (HandOver Reinforcement
Learning Application) to simultaneously optimize multiple parameters for both reliability and
performance. Experimental validation demonstrates a 40% reduction in handover failures com-
pared to traditional approaches, while maintaining sub-second latency and reducing energy
consumption by 57%. Results confirm that multi-objective controllers are essential for achiev-
ing necessary reliability within near-real-time constraints.

Second, we present a security study addressing vulnerabilities in Al-enabled Near-RT RIC
systems through investigations of reward manipulation, last-layer distortion, and parameter
tampering. Our work demonstrates how sophisticated attacks can compromise network perfor-
mance while evading traditional monitoring systems.

Third, we propose PULSE (Predictive Ultra-reliable Low-latency System Engine), a Near-RT
RIC xApp that redefines reliability solutions by incorporating semantic-aware processing. By
extending Shannon’s communication theory, PULSE leverages transformer-based understand-
ing to reconstruct lost packets without retransmissions. Our implementation achieves 100%
prediction accuracy for up to 10% packet loss and 93.96% accuracy with 10-50% loss, while

delivering submillisecond processing times.
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Finally, we introduce DANTE (Drone Adaptive Natural-to-Encoded Text Engine), a Near-RT
RIC xApp that moves command standardization from endpoints to the centralized RAN edge.
DANTE achieves 98.90% accuracy transforming natural language commands into standard-
ized formats while maintaining strict latency requirements, improving efficiency and reliability
across multiple devices.

These contributions establish a new paradigm for near-real-time applications’ reliability in Open
RAN. Our thesis demonstrates the necessity for innovative frameworks in Near-RT RIC that
enhance reliability while maintaining strict latency requirements, providing a foundation for

future research in intelligent wireless networks for next-generation URLLC applications.
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Chapter 1

Introduction

1.1 Background and Motivation

Ultra Reliable Low Latency Communication (URLLC) use cases, including mission-critical
communication, tactile internet, and autonomous vehicles, require reliability, resilience, and
near-real-time latency thresholds. These requirements have challenged wireless communication
infrastructure for decades. 3GPP added specifications to support ultra reliability and low la-
tency in 5G. These features were originally added as separate requirements, but eventually in
2015, 3GPP specifications acknowledged ultra reliability and low latency as potential simulta-
neous requirements in some communications. These industrial movements, advised by research
works, encouraged more research on URLLC applications.

This surge in URLLC related research coincides with major transformations in wireless network
architectures. Over the past three decades, wireless communications, specifically Radio Access
Network (RAN) architectures, have fundamentally transformed how society connects, works,
and accesses information. The journey from voice-centric first-generation networks to today’s
digital systems illustrates remarkable technological progression. Research is now advancing
toward sixth-generation (6G) technologies. With this advancement, the industry envisions new
capabilities being integrated into societies, such as tactile internet and highly autonomous net-
works. In recent years, a new RAN architecture has emerged, called Open RAN. The O-RAN
Alliance, founded in 2018, initiated and has been working on a global movement for designing
and deploying the Open RAN architecture. Open RAN is designed on the foundation of 3GPP.

This new architecture aims for an infrastructure that supports fast-paced innovation and lower



costs of building and deployment through a multi-vendor strategy. Furthermore, the proposed
Open RAN architecture has dedicated components for Al applications.

Open RAN architectures include components dedicated to intelligent controllers, particularly
the Near-Real-Time RAN Intelligent Controller (Near-RT RIC) framework. This presents an
opportunity to explore novel theoretical approaches to network control and optimization, es-
pecially for URLLC use cases. The introduction of standardized near-real-time intelligence
components in Open RAN establishes a unified and global paradigm for AI application de-
ployment and execution. This standardization not only provides architectural clarity but also
creates a foundation for focused theoretical research as the infrastructure matures. Previous
research efforts in network intelligence explored diverse approaches regarding where Al appli-
cations should run within real-world network deployments. The standardization of intelligent
controllers on RIC components has resolved this uncertainty. This architectural convergence
now enables researchers to focus on exploring fundamental questions about network control

and optimization.

1.2 Research Problems

3GPP has created directions for the industry to support URLLC applications. Open RAN has
designed components dedicated to running near-real-time applications. The O-RAN specifi-
cation for use cases has categorized some wireless communication controllers such as resource
allocation, traffic steering, and Hand Over (HO) management as near-real-time use cases [1].
However, this thesis argues that several critical challenges remain unaddressed in the current
literature and Open RAN specifications regarding URLLC use cases. First, existing use case
specifications for near-RT RIC are not particularly URLLC oriented. Based on the Open RAN
specifications, xApps are control applications that require near-real-time latency. But URLLC
requirements are beyond low latency. The communication in URLLC should stay reliable while
being near-real-time. However, the specification neither provides potential solutions nor empha-
sizes the ultra reliability required for URLLC applications for all use cases. Second, the security
implications of introducing near-real-time intelligence in RAN architectures have not been thor-
oughly analyzed. Finally, the theoretical boundaries of RAN control need to be re-examined to
accommodate emerging wireless communication needs. While wireless communication evolves,

RAN methodologies to solve classic problems need to be reviewed. Furthermore, the RAN’s



boundary of responsibilities need to be redefined and potentially revolutionized.

In summary, this thesis argues that Near-RT RIC holds great potential for URLLC applications.
However, the current state of Near-RT RIC needs enhancements to make it a suitable infras-
tructure for URLLC and mission-critical use cases. This thesis addresses four critical gaps in
the current Open RAN architecture, particularly concerning the Near-RT RIC (Near-Real-Time
RAN Intelligent Controller) and its ability to support Ultra-Reliable Low-Latency Communi-
cation (URLLC) use cases. First, classic RAN responsibilities require enhancement to improve
Near-RT RIC functionality for URLLC applications. Second, significant security vulnerabilities
exist in the current Near-RT RIC specifications that may compromise URLLC AT applications.
Third, conventional reliability methods in RAN systems have remained largely unchanged for
decades despite evolving technological capabilities and requirements. Fourth, despite rapid
advancements in edge computing and artificial intelligence, RAN’s role in enhancing Quality
of Experience (QoE) and Quality of Service (QoS) remains inadequately defined, particularly
in the context of xApps deployment. To address these challenges, this thesis investigates the

following research questions:

1. How can Near-RT RIC control functions be theoretically reformulated to support URLLC

requirements?

2. Are Near-RT RIC security specifications sufficient to protect URLLC Al xApps? What
are the security vulnerabilities and theoretical challenges introduced by Al xApps for

URLLC use cases running on Near-RT RIC in Open RAN architectures?

3. Is there any classic reliability problem that can be redefined and enhanced using new

technologies, particularly to support URLLC requirements?

4. Can RAN’s responsibilities be expanded to enhance QoE and QoS for URLLC applica-
tions? How xApps can help with this redefinition of RAN?

1.2.1 Thesis Contributions

This thesis addresses the above-mentioned questions by developing novel theoretical frame-
works for Near-RT RIC, validated through experimental analysis. To summarize, this thesis
first examines potential enhancement opportunities in Near-RT RIC for URLLC applications.
Upon establishing the feasibility of running AT xApps for URLLC, the research explores secu-

rity vulnerabilities that could threaten these applications. Finally, after enhancing Near-RT

4



RIC functionalities to improve its reliability and resilience for URLLC applications, the thesis
examines classic reliability solutions and expanding RAN boundaries to further enhance reli-
ability and resilience in URLLC communication. The specific contributions of this Thesis are

described below:

1. HORLA (HandOver Reinforcement Learning Application): This thesis proposed
a multi-objective decision-making framework to enhance reliability of URLLC use cases.
The framework proposes solutions that target multiple decision-making objectives si-
multaneously to reduce latency and improve the system’s resilience and reliability. The
thesis implemented one of Near-RT RIC use cases with the multi-objective decision mak-
ing framework to experimentally validate the argument. The solution is implemented
for Hand Over controllers and is called HORLA. HORLA directly addresses the first
research question by verifying the comprehensive theoretical argument for URLLC re-
lated AI xApp design in Near-RT RIC platforms. The research begins with a mathe-
matical formulation that unifies multiple objectives within low-latency, ultra-reliability,
and resilience constraints, specifically combining reliability and signal strength require-
ments into a cohesive reinforcement learning model. HORLA establishes a methodology
that can be adapted for various xApp implementations with multiple objectives to fulfill.
The practical validation of this framework, achieving a 40% reduction in handover fail-
ures while maintaining stringent latency requirements, demonstrates both its theoretical
soundness and real-world applicability. This thesis with HORLA implementation pro-
poses para-optimal approaches rather than traditional single-objective optimization with
failure recovery mechanisms. Para-optimal approaches are particularly well-suited for
URLLC applications as they enhance reliability by simultaneously optimizing for both
influential objectives, while maintaining the strict latency requirements - avoiding the
additional delays typically introduced by traditional fail-and-retry mechanisms.

HORLA not only addresses its core objective as explained above, but also extends be-
yond its primary goal to demonstrate how the framework and solution can save energy

and enhance system security.

2. Al xApp Vulnerability Research: This contribution addresses the second research
question by systematically exposing security vulnerabilities in Al-driven xApps within
Near-RT RIC environments. Through rigorous experimental analysis of both software

and hardware attack vectors, this research demonstrates how sophisticated adversaries



can compromise xApp integrity while circumventing traditional detection mechanisms.
The findings reveal critical security gaps in current O-RAN specifications, particularly
concerning Al applications supporting ultra-reliable low-latency communication use cases.
By documenting how targeted manipulation of model parameters, reward functions, and
computational resources can substantially degrade network performance without trigger-
ing conventional monitoring alerts, this work establishes the foundational evidence for
developing specialized security frameworks tailored to the unique characteristics of Al
components in Open RAN architectures. The research provides both theoretical insights
and practical considerations for enhancing the resilience of next-generation wireless net-

works against emerging threat vectors.

. PULSE (Predictive Ultra-reliable Low-latency System Engine): This thesis ar-
gues that to prepare the infrastructure for the large number of URLLC use cases in the
near future, RAN methods to mitigate reliability problems need to be reviewed and po-
tentially new methods to be introduced. PULSE addresses this argument and the third
research question by establishing a theoretical framework that proposes an innovative
packet loss framework particularly for URLLC use cases where reliability and low latency
are simultaneously required. By extending Shannon’s classical communication theory to
incorporate semantic-aware processing, PULSE demonstrates how Near-RT RIC’s packet
recovery system can be enhanced to support emerging wireless paradigms. The frame-
work introduces a novel method that combines transformer-based semantic understanding
with traditional network control, achieving 100% prediction accuracy for up to 10% packet
loss and 93.96% accuracy for 10-50% packet loss scenarios. Through the mathematical
modeling of confidence-based decision mechanisms and the performance analysis against
traditional approaches, this theoretical framework backed by the simulated experiment
proposes a RAN transformation approach, enhancing reliability and resilience for URLLC
use cases. The work further extends this framework to multi-robot coordination, demon-
strating how leveraging Near-RT RIC capabilities and holistic knowledge can expand RAN
network responsibilities and support complex URLLC applications. By consolidating edge
device responsibilities within the RAN infrastructure, PULSE enhances decision-making,
reliability and resilience through comprehensive device visibility, strengthens security by
centralizing control away from potentially compromised edge devices, and optimizes en-

ergy efficiency across the network.



4. DANTE (Drone Adaptive Natural-to-Encoded Text Engine): This thesis ad-
dresses the fourth research question by demonstrating how Near-RT RIC responsibilities
can be expanded beyond traditional RAN control to support emerging wireless paradigms.
The framework establishes a theoretical foundation for semantic abstraction in URLLC
communications, which provides flexibility and reliability to URLLC use cases. Moreover,
this framework moves command standardization from edge devices or user equipment to
the RAN infrastructure improving security and reducing overhead on URLLC endpoints.
Through comparative analysis with rule-based approaches and comprehensive perfor-
mance evaluation, DANTE achieves 98.90% accuracy in command standardization while
maintaining sub-millisecond processing times. This novel approach not only transforms
traditional command processing but also demonstrates how Near-RT RIC can assume
additional responsibilities traditionally handled at edge devices and end users. By con-
solidating semantic communication within the RAN infrastructure, this thesis proposes a
solution that enhances decision-making through centralized processing, strengthens secu-
rity by eliminating reliance on edge devices, and optimizes system-wide efficiency. This
work provides concrete evidence of how Near-RT RIC and consequently RAN control
frameworks can be expanded to support emerging wireless communication needs while

maintaining strict reliability and latency requirements.

1.3 Thesis Structure

The remainder of this thesis is organized as follows:

Chapter 3 proposes a multi-objective framework to enhance reliability of xApps and experi-

mentally validates its theory with HORLA.

Chapter 4 provides a novel security analysis for Near-RT RIC AI applications to address

vulnerabilities associated with future use cases.

Chapter 5 proposes innovation in classic reliability methods and proposes PULSE to advance

Near-RT RIC capabilities and reliability.

Chapter 6 proposes an innovative approach to RAN responsibilities. This chapter introduces

DANTE to enhance Near-RT RIC responsibilities through semantic communication.
Chapter 7 concludes the thesis, summarizing key contributions and suggesting future research

7



directions.

Chapter 2: Chapter 3: Chapter 4: | Ch?pteE:lS: . Chapter 6:
Open RAN and Near Enhancing Near-RT RIC Enhancing Near-RT RIC R rI)'nct;\'ll‘atl ms? | ?SS'C. Innovating Near-RT RIC
RT-RIC: "] Classic Control System [ | Classic Security System [ 7| ~¢ IaNI ity R'(I)' Lél'gns N ™ and its Responsibilities
Research opportunities for URLLC for URLLC fte)?rL_JRLLC for URLLC

Figure 1.1: Thesis chapter organization and progression

Conclusion

This chapter has established the critical research context surrounding Ultra Reliable Low La-
tency Communication (URLLC) and the evolving Open RAN architecture. We have identified
four key research problems in the current Open RAN architecture, particularly concerning the
Near-RT RIC and its ability to support URLLC use cases. These include the need to enhance
classic RAN responsibilities, address security vulnerabilities, modernize conventional reliability
methods, and better define RAN’s role in enhancing QoE and QoS.

To address these challenges, this thesis proposes four innovative solutions: HORLA, a multi-
objective decision-making framework for handover control; a comprehensive study of security
vulnerabilities for Al-enabled Near-RT RIC systems; PULSE, a predictive system for enhanc-
ing packet recovery in URLLC communications; and DANTE, a framework for expanding
RAN responsibilities through semantic communication. These contributions collectively aim to
transform Near-RT RIC capabilities to better support the stringent requirements of URLLC
applications.

The next chapter provides a comprehensive review of relevant literature, focusing on Open

RAN architecture and research opportunities.



Chapter 2

Literature Review

2.1 Introduction

The evolution of wireless communications has driven fundamental changes in network archi-
tecture as systems adapt to meet increasingly demanding requirements. Modern use cases like
autonomous vehicles, remote surgery, and industrial automation demand unprecedented levels
of reliability, latency, and flexibility from wireless networks. This chapter examines how Ra-
dio Access Networks (RAN) have evolved in response to these challenges, ultimately leading to
Open RAN as a transformative architecture that enables the integration of artificial intelligence
for network optimization and control.

The telecommunication Radio Access Network (RAN) forms a significant part of wireless com-
munication and has evolved considerably in the past two decades. This thesis explores a new
architecture of RAN named Open RAN and its role in the era of intelligent telecommunication.
The RAN defines the logical group of components between the receiver and the core network in
end-to-end telecommunication systems. These components communicate via interfaces. Each
network generation has introduced new capabilities and possibilities to the public. As a result,
the RAN evolved as a response to new requirements. Currently, the 5th Generation (5G) and
Beyond 5th Generation (B5G) are in implementation and study. 5G and B5G have a much
higher frequency than the previous generations. Therefore they are capable of transporting
more data than the previous generations. However, high frequency limits signal attenuation
through obstacles reducing non-line of sight coverage. 5G and B5G can enable more low-latency

mission-critical and high data rate use cases despite challenges in coverage.



To achieve these requirements, the new RAN architecture should encourage a fast-paced and
innovative approach in telecommunication. Considering the complexity and the latency of
decision-making tasks in 5G and B5G, Artificial Intelligence (AI) will play a vital role in devel-
oping a new RAN architecture called ”Open RAN”. Consequently, Al is increasingly becoming
relevant for 5G and B5G network deployment. Open RAN defines open interfaces to encour-
age a multi-vendor system. This intention is to introduce flexibility and boost innovation in a
competitive market. Also, Open RAN has dedicated logical components for enabling intelligent
applications that control RAN communications. This approach creates a global standard and
framework for all 5G and B5G vendors and operators to implement Al solutions. Nevertheless,
there are challenges to implementing this architecture in practice. For example, the number of
components in the Open RAN and security or compatibility risks raised by this multi-vendor
architecture has created research and engineering projects across different industries such as
hardware, software, machine learning, and security. As a result, Open RAN has been the sub-
ject of significant research and standardization efforts over the last few years. This chapter is a
comprehensive survey of Open RAN. This chapter’s topics are focused on Al applications, the
use of Al within Open RAN, deployment scenarios in artificial intelligence, and future oppor-
tunities in this area. The motivation for this work stems from the growing research interests in
Open RAN and the impact it is expected to make for future wireless networks. Furthermore,
the interaction of ML/AI with Open RAN introduces a tremendous opportunity to further
enhance and optimise the performance of future wireless networks, in particular it opens up
a pathway towards developing fully autonomous or self-driving networks. Hence, this chapter
comprehensively surveys the current research and builds a pathway for future search directions

over Open RAN. The main focus of this chapter is as follows:

e A holistic study of Al in telecommunication solutions, classified based on the Open RAN

controllers classification is presented.
e ML deployment scenarios that are not covered in the standards are discussed.

e Future opportunities and challenges that the combination of Al and Open RAN in 5G

and B5G can provide are presented.

The organization of this chapter is as follows. Section 2.2 provides a brief history of the RAN,
while Section 2.3 introduces the Open RAN. Section 2.4 explores the proposed Open RAN

architecture that is standardized. Section 2.5 explores the use of Al to solve problems within
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Open RAN in telecommunications. Section 2.6 addresses an essential branch of machine learn-
ing: the deployment of machine learning pipelines in production, known as MLOps. Finally,

Section 2.7 explores the opportunities and challenges for future research.

2.2 History of RAN

The end goal of any network infrastructure design is to provide seamless and secure com-
munication between devices. Radio Access Network (RAN) is one of the critical concepts in
telecommunication that facilitates this goal. Conceptually, RAN resides between a device such

as a mobile phone, a computer, or any remotely controlled machine and the core network

(CN)[2].

2.2.1 Networking generations

In [3] Henrik A. et al. describe the evolution of telecommunications networking known as ”Net-
working Generations.” The public started using the first generation of mobile phones (1G) in
the early 1980s. Although in the early 1990s, the 2G Global System for Mobiles (GSM) telecom-
munication system created a pivot point in telecommunication, its functional architecture was
static. Further, network functionalities were geographically localized, and all radio-related func-
tionalities operated within the base station.

The next generation, 3G UMTS (Universal Mobile Telecommunication System) terrestrial
RAN, split radio functionalities into two parts. One part was for functionalities such as trans-
mission and reception, which were the responsibility of NodeB (a radio base station receiver in
3G). The other part included radio resource management and higher-layer RAN user processing
in 3G running on RNC (Radio Network Controller). Splitting functionalities and running them
on two separate parts created latency due to control processes between NodeB and RNC. But
because RNC could execute resource allocation tasks faster than the previous generation, the
overall latency in 3G became less than 2G.

Upgrading 3G to an LTE-advanced (Long-Term-Evolution-advanced) version led to 4G. 4G
changed expectations on data transfer rate and security management. However, new use cases
demand more and faster data transportation in wireless communication that exceeds the capac-
ity of 4G. 5G and beyond 5G (B5G) are designed to meet these capacity requirements for future

capacity requirements. The following section discusses the evolution of RAN from D-RAN to
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Figure 2.1: D-RAN

v-RAN, which led to the foundation of Open RAN.

2.2.2 D-RAN

Early generations of wireless networks had a Baseband Unit (BBU) and a Remote Radio Head
(RRH) component, both physically located in Base Stations (BS). BBU and RRH were con-
nected to the Radio Frequency (RF) antenna at the top of the tower through electrical cables.
This design experienced RF signal loss. As a result, telecommunication experts designed Dis-
tributed RAN (D-RAN), in which BBU and RRH are separated. As Fig. 2.1 shows, in D-RAN,
each Base Station(BS) includes a BBU and an RRH (Radio Remote Head), also called Remote
Radio Unit (RRU). BBU connects to RRH through a Common Public Radio Interface (CPRI).
BBU is responsible for baseband processing which includes processing calls and forwarding
traffic. RRH is responsible for transmitting, receiving, and converting signals. Base stations
are connected to the core network individually through a separated backhaul. One of the main
limitations of this architecture is that the result of BBU processing can be shared only with
the coupled RRH. The increase in demand for services disclosed other limitations of this archi-
tecture, such as low spectral efficiency, high cost of scaling this architecture, and inefficient use

of resources.
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Figure 2.2: C-RAN. A: Fully Centralized, B: Partial Centralized

2.2.3 C-RAN

C-RAN (Cloud-RAN or Centralized Access Network) is a response to the limitations of D-RAN.
It decouples RRUs and their corresponding BBUs. RRUs stay at the cell site in this architecture
and connect to a centralized but shared and virtualized group of BBUs. Every RRU connects
to a BBU pool via a fronthaul link. Each BBU pool can serve more than one RRU unit and
connects to the Core network through a backhaul link. As shown in Fig. 2.2, C-RAN comes
in two types: ”Fully centralized” and ”Partial centralized”. The main difference between these
two types is the functionalities related to layer one, such as sampling, modulation, resource
block mapping, antenna mapping, and quantization. These functionalities happen in BBU

pools in the fully centralized type, but they run on the RRU unit in the partially centralized

type.

2.2.4 vRAN

Virtualized RAN (vVRAN) is a revolutionary improvement in networking. vRAN is a disag-
gregated RAN architecture. In vRAN, the software is separated from the underlying hard-

ware instead of running software on expensive proprietary hardware units. This modification
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makes it possible to run networking functionalities dynamically and flexibly. It also reduces
the cost of maintenance and operation because a modification of network functionalities does
not require hardware-related amendments. Also, functions can run on common-off-the-shelf
(COTS) hardware. Operators can use monitoring applications and manage load balancing and
performance-related functionalities. Moreover, it creates an agile and scalable environment for

Open RAN to achieve its goals.

2.3 Introduction of Open-RAN

In this section, we introduce Open RAN. We have divided this section into two parts. In the
first part, we talk about the research history of Open RAN and examples of some published
works on this topic. In the second part, we introduce communities and organizations in the

industry that implement Open RAN for 5G and B5G telecommunication systems.

2.3.1 Open RAN in research

The idea of having a RAN with open interfaces is not very recent. In 2002, the Mobile Wireless
Internet Forum IP in the RAN working group developed a version of Open RAN, in collabora-
tion with researchers from Cisco Systems and DoCoMo Communication Lab. This collaborative
team published a paper describing the need and requirements of Open RAN [4]. In that paper,
the authors addressed the challenges of RAN architectures in scalability and reliability. For
instance, the expansion of RAN is costly. Furthermore, the centralized control system becomes
the single point of failure. The paper proposed an Open RAN architecture that included sep-
arate mobile node control functions; and supported multiple radio technologies, including 2G,
3G, Wireless LAN (Local Area Network), and any upcoming technologies in this area. The
proposed architecture also supported the operation and administration of multi-vendor solu-
tions, hence having open interfaces. In [4], the authors described the obstacles of implementing
an Open RAN architecture, such as managing and orchestrating an Open RAN architecture.
Existing RANs are not globally standardized, and different operators might have different ad-
ministration procedures. As a result, making components from different vendors compatible
with each other and the ecosystem might become an obstacle during the installation of a sys-
tem. In addition, decommissioning a network generation and replacing it with a new one is

costly and requires a significant amount of time. Operators need to upgrade their networking

14



generation alongside the running legacy network generations to avoid any negative impact on
QoE for customers. A modular, multi-vendor architecture such as Open RAN should ensure
that it can provide services to all current and future network generations such as 4G, 5G, and
B5G.

Following on from [4], there has been a significant number of Open RAN-related publications.
Virtualized Network (VRAN) created an environment to implement Open RAN architectures.
Early research in Open RAN focused primarily on virtualization aspects. While [5] established
important foundations for SDN/NFV integration in Open RAN, it didn’t address the challenges
of multi-vendor integration. This limitation was partially addressed by [6], which explored a
multi-vendor ecosystem using open-source software. However, the practical deployment chal-
lenges remained unexplored until [7] examined xApp scalability and reliability in production
environments. In [8] authors explored the role of Al in IoT (Internet of Things) and 5G within
the context of Open RAN. This progression of research reveals a crucial gap: while individ-
ual technical components have been studied, a comprehensive framework for implementing Al
applications in Open RAN while maintaining reliability and security requirements is still lack-
ing. Research into Open RAN implementation strategies has evolved from basic architectural
considerations to more specialized applications. While [9] provided a theoretical foundation for
minimizing delays by co-locating core network and RAN components, their model’s assumptions
of same-datacenter deployment limit its applicability in distributed environments. Addressing
different aspects of Open RAN deployment, [10] introduced blockchain technology to enhance
trust and scalability. However, while their simulation results demonstrated improved security,
the computational overhead of blockchain integration wasn’t fully addressed in the context of
latency-sensitive applications. The practical applications of Open RAN have been explored
in emerging use cases. [11] demonstrated Open RAN’s potential for drone communications,
specifically focusing on high data rate streaming applications. While their work showed the
architecture’s flexibility, it didn’t address the critical challenges of maintaining reliable con-
nections with mobile aerial platforms. Building upon these implementation experiences, [12]
provided a broader examination of deep learning integration in Open RAN, tackling multiple
operational aspects including energy efficiency and security. However, their work, while com-
prehensive in scope, left open questions about how to balance these competing objectives in
real-world deployments. In [13], the authors present an overview of Open RAN and its capabil-

ities to solve potential networking problems. In [14], the author discusses the estimated cost of
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Sample

Main Focus

research

4] Initial proposal of Open RAN architecture addressing scalability and reli-
ability challenges, supporting multiple radio technologies and multi-vendor
solutions

5] Role of virtualized RAN and SDN/NFV in Open RAN implementation

6] Multi-vendor networking ecosystem using open-source software for Open
RAN

7] Scalability and reliability analysis of xApps in production environments

8] Integration of Al in IoT and 5G within Open RAN context

9] Mathematical modeling for minimum delay problems in Open RAN systems

[10] Integration of blockchain technology and network sharing in Open RAN

[11] Open RAN architecture for high data rate cellular links in drone applications

[12] Implementation of deep learning in Open RAN, focusing on energy efficiency
and security

[13] Overview of Open RAN capabilities and potential networking solutions

[14] Cost analysis of network implementation and economic benefits of multi-
vendor approach

[15] Multi-agent Al systems in RAN disaggregation and virtualization

[16] Overview of RIC architecture and intelligent controller in Open RAN

[17] Open-source solution for closed-loop control of RAN slicing in Open RAN

Table 2.1: Some Open RAN research topics




$1 Trillion for implementing new generations of networking, specifically 5G. The article argues
that opening RAN interfaces and deploying components from multiple vendors will create a
competitive culture resulting in a lower product price. Implementing new network generations
can take a few years to move from prototyping to a fully implemented solution in cities. There
are standards such as 3GPP on networking for vendors and operators to facilitate this task.
But these standards have many gaps. As a result, vendors have their internal specifications for
implementations of networking architecture and design. For example, they use parameters from
their internal specifications for connections to base stations. The goal of Open RAN should
be standardizing interfaces to ensure compatibility among products made by different vendors.
In addition, Open RAN implementations should be compatible with already implemented net-
works in any area. For instance, 5G or B5G RAN infrastructure should operate alongside the
previous generations. The main reason is that replacing the entire networking infrastructure is
costly and demands years of work. Also, not all user devices work with new network genera-
tions, so operators may need to provide backward compatibility with older devices (e.g., 4G) in
addition to supporting newer networks (e.g., 5G or B5G). This approach has another benefit.
It can let users switch between networks if any of them faces temporary problems.

As part of the Open RAN concept, operators should be able to mix components of different
vendors. As a result, operators are not obliged to accept all the components from one vendor
and can use and mix the best products from different vendors. Hardware disaggregation and
virtualization in vRAN will help Open RAN to provide flexible environments that can welcome
a multi-vendor architecture.

Open RAN’s benefits of commercializing domains with multi-vendor inter-operable products
will accelerate innovation. In this exciting innovation journey for telecommunication, Al appli-
cations play vital roles.

In [15], authors refer to a use case to discuss the role of Al in RAN disaggregation and virtu-
alization. They consider components of CU (Control Unit), DU (Distributed Unit), and RU
(Radio Unit) as multi actors or agents that can use intelligent programs to exchange infor-
mation and collectively make a decision. The authors study challenges that implementing a
multi-agent solution on Open RAN can introduce, such as information sharing and assigning
the correct number of agents to a problem. [16] has an overview of RIC in Open RAN; its intel-
ligent controller, and the overall architecture of RIC. In [17] researchers present an open source

Open RAN solution which is a closed-loop control of RAN slicing for Open RAN. The solution
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is top-to-bottom in the POWDER (the Platform for Open Wireless Data-driven Experimental

Research [18]) mobile and wireless research platform .

2.3.2 Open RAN in action

As mentioned previously, Open RAN has several benefits, such as unlocking operators from
single-only vendor options, decreasing cost, and increasing opportunities for innovation. How-
ever, these benefits come with some problems, such as end-to-end management of RAN. In
a single-only vendor solution, that single vendor is responsible for maintaining and managing
the whole system, which is not the case in Open RAN. Open RAN supports the multi-vendor
implementation of RAN and requires compatibility between components built by different ven-
dors. Interoperability and reliability in Open RAN demand a global standard that all vendors
and operators can use. In 2016 a foundation named XRAN was formed by AT&T, Deutsche
Telekom, SK Telecom, Intel Corporation, Texas Instruments, Radisys, Altran, and Stanford
University. The XRAN Foundation aimed to create a software-based, modularised architec-
ture for RAN. XRAN was created to standardize user plane silicon and software with open
interfaces and logically centralize network intelligence and state. 3GPP has also created many
networking standards that vendors and operators refer. Nevertheless, there are still gaps to
address, especially regarding Open RAN requirements. That is why a team of members from
the six operators, AT&T, China Mobile, Deutsche Telekom, NTT Docomo, and Orange, joined
together to work on global specifications and fill the gaps in 3GPP standards. The collabora-
tion is called O-RAN Alliance and started in 2018. The O-RAN Alliance has grown and added
more active members from industry and academy involved in its projects.

The O-RAN Alliance group [19] creates standards for Open RAN based on 3GPP and in co-
operation with ETSI. It also has partners who help them with implementing solutions. One
of the most important partners is O-RAN Software Community [20], an Open Source Software
community that works on building Open RAN components and creates frameworks for different
use cases.

Other teams that work on solutions for Open RAN are TIP OpenRAN which works on disaggre-
gated and interoperable 2G/3G/4G/5G NR Radio Access Network (RAN) solutions for Open
RAN, and ONF (Open Network Foundation) that has created SD-RAN to implement near-
real-time controller solutions for Open RAN. SD-RAN is a project under the Open Network
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Figure 2.3: SD-RAN platform designed by ONF

E2

Foundation (ONF) consortium hosted by Deutsche Telekom (DT) in Berlin. Fig. 2.3 present
the suggested SD9-RAN platform by ONF. In [21] authors present a software development kit
(SDK) that enables building specialized service-oriented controllers. The SDK has a modular
architecture which makes an efficient product for SD-RAN. More and more consultants and
software companies are getting involved in this technology as it becomes more evident that

Open RAN is the future architecture of telecommunication.

2.3.3 Architectural Features
The key architectural factors in Open RAN are [22]:
e Disaggregation of RAN Hardware & Software on vendor neutral, 3GPP-based platforms.

e Open interfaces between components (e.g., RU/CU/DU/RIC) following universal speci-

fications.

e Flexibility in separation or aggregation of components (DU, CU, RU, RIC, etc.) during

implementation and installation.

e Adoption of new technologies such as Machine Learning and Artificial Intelligence (ML/AT)
and Continuous Integration and Deployment (CICD).

e Multi-vendor approach for supplying components.
Open RAN has inherited many of its advantages from C-RAN and vRAN that are enablers of
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Open RAN, such as seperation of BBU from RRU and interface virtualization.

2.4 Open RAN architecture and components

One of the main goals of Open RAN is enabling Operators to run multi-generation networking
systems. Therefore, the Open RAN architecture should support both legacy generations and the
new ones simultaneously. That is why observing LTE and 5G terminologies on the same Open
RAN architectural diagrams. This section discusses terms and components specific to Open
RAN in addition to LTE and 5G components and terminology. O-RAN Alliance has prepared
and continues to issue specifications for different aspects of Open RAN. The architectural
content of this paper is based on O-RAN Alliance specifications defined in [23]. The overall
architecture of the Open RAN and its components are shown in Fig. 2.4. This section describes

these components in the architectural point of view.

2.4.1 Non Open RAN specific components

This chapter starts with components that Open RAN has in common with other networking
architectures. Some terms are initially from 3GGP TR 21.905 but overwritten by the O-RAN

Alliance.

O-Cloud: O-Cloud is a cloud computing platform that is inherited from the concept of virtu-
alization and cloud-native RAN.

O-Cloud is a collection of physical infrastructure nodes that host the O-RAN functionalities
(such as Near-RT RIC, O-CU-CP, O-CU-UP, and O-DU), the management and orchestration
related functions, and the underlying software components (such as Operating System, Virtual
Machine Monitor, and Container Runtime). O-Cloud architecture and deployment architecture
are affected by the use case, location, and the operators’ preference. The current specification
of O-Cloud approves both containerization and NFV (Network functions virtualization), but
operators might decide to accept only one of the approaches from vendors in the future, to
reduce the complexity of management and operational tasks.

Networking use cases define which combination of components should run on the same cloud

platform. Fig. 2.5 presents different combinations of deploying Open RAN components. The
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Figure 2.4: Overall Open RAN Architecture
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Figure 2.5: Deployment Scenarios of O-Cloud

figure shows all the different combinations of deploying RAN components on cloud environ-

ments.

NMS (Network Management System): A Network Management System for the O-RU to

support legacy Open Fronthaul M-Plane deployments.

0-eNB: It is the hardware aspect of a 4G RAN that communicates with Near_RT RIC over E2.

gINB: The gNB (Next Generation NodeB) is introduced in 5G and is the succeeding Node
of NodeB in 3G and eNB in 4G. The New Radio (NR) RAN has designed two diverse types of
gNB, including en-gNB (the 4G Evolved Packet Core (EPC) as the core connected to the 4G
LTE base station which is connected to a 5G NR base station) and ng-eNB (the 5G NG core is
deployed with connection to the 4G LTE base station) to make NR and LTE compatible with
each other [24]. In 5G, gNB includes CU (Central Unit) and DU (Distributed Unit).

0O-CU, O-DU: In 5G, BBU is split into two functional units, centralized Unit (CU), and

Distributed Unit (DU). DU is responsible for real-time L1 and L2 scheduling functions. CU is

responsible for non-real-time higher L2 and L3 functions.
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O-DU (O-RAN Distributed Unit): A logical node hosting RLC/MAC/High-PHY (Ra-
dio Link Control/Media Access Control/High Physical layer) layers based on a lower layer

functional split.

O-RU (O-RAN Radio Unit): A logical node hosting Low-PHY layer and RF (Radio Fre-
quency) processing based on a lower layer functional split. This is similar to 3GPP’s “TRP”
(Total Radiated Power) or “RRH” (Remote Radio Head) but more specific in including the
Low-PHY layer (FFT/iFFT (Fast Fourier Transform/Inverse Fast Fourier Transform), Physical

Random-Access Channel extraction).

O-CU (O-RAN Centralized Unit): Same as CU is a part of gNB in 5G, and it is re-
sponsible for functionalities such as Transferring User Data, Mobility Control, RAN sharing,
Positioning, and Session management. CU communicates with DU over the F1 interface. In

3GPP, CU is split into CU-CP and CU-UP.

e O-CU-CP (O-RAN Central Unit—Control Plane): a logical node hosting the Radio
Resource Control (RRC) and the control plane part of the Packet Data Convergence
Protocol (PDCP) protocol.

e O-CU-UP (O-RAN Central Unit—User Plane): a logical node hosting the user
plane part of the PDCP protocol and the SDAP (Service Data Application Protocol)

protocol.

2.4.2 Open RAN specific components

This section reviews the architecture with components and terminologies exclusive to Open
RAN, also presented in Fig. 2.4. The Open RAN architecture comprises two groups of compo-
nents that are exclusive to Open RAN. The first group is those components that Open RAN
originated. The second group is Open RAN components inherited from other network designs
but modified to suit its needs.

5G and B5G networking generations promise use cases that require intelligent networking sys-

tem to proactively manage networking tasks. As a result, the Open RAN includes intelligent
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and proactive management elements as part of its base framework. The Open RAN specifica-
tion [25] categorizes applications that facilitate this purpose into three groups, based on their
expected latency. The first category is those real-time controlling applications that run on the
DUs. The latency for these controllers is Time To Interact (TTI) and is expected to be less
than 10ms. The second controller category is near-real-time applications with a latency of less
than 1s. The third category is non-real-time intelligent controllers with more than 1s latency.
Given the above expected latencies, the next question will be where is the best place within
the Open RAN architecture to execute these applications.

RAN architectures currently include RU and DU to run real-time intelligent applications. The
Open RAN specification has added two logical components to the RAN: Near-Real-Time In-
telligent Controller (Near-RT RIC) and Non-Real-Time Intelligent Controller (Non-RT-RIC).
These components are the primary hosts of near-real-time and non-real-time intelligent appli-
cations. Dedicating specific components for running Al applications and creating operational
specifications and standards for these components is an invaluable benefit of O-RAN Alliance
Open RAN architecture. It creates a universally agreed solution for running Al applications or

federated learning programs in wireless communication systems.

SMO: SMO stands for Service Management and Orchestration Framework. It is not spe-
cific to Open RAN, but its role is customized in Open RAN.

The 3GPP standard number TS 28.533 has covered many aspects of management and orches-
tration in networking. It covers components such as operation and notification, entity-specific
information management, performance management, and any combination of these compo-
nents. In Open RAN, SMO includes Non-RT RIC, which we discussed before. In addition,
SMO is responsible for any operation and management tasks related to O1, A1, R1, O2, and
any communication with external resources. SMO also offers APIs (Application Programming
Interfaces) for DU, CU, RU, and RIC configurations. The interaction between SMO and O-
Cloud, which hosts RAN functionalities such as RU, DU, and CU, will continuously manage
and support the ongoing activities of Open RAN. In the design and implementation, the large
capacity for collecting, storing, and processing a large amount of data on SMO is a primary
requirement.

SMO in Open RAN can reduce security risks and improve the management of applications and

their versions by being the source of truth for both rApps and xApps. It can be responsible
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for onboarding applications and keeping a catalog of deployed applications and their status. In
this way, if any unknown or less known application is running on Near-RT RIC, it can send an
alarm to operators. Nevertheless, implementing this logic needs enough maturity and capacity
in SMO and a tendency from Operators to create the catalog of ML/AI applications in SMO.
Otherwise, Near-RT RIC should maintain a trustworthy catalog of xApps. In any case, the
overall system should be consistent on where to save the details of already evaluated applica-

tions that run on Near-RT RIC hosts.

Non-RT RIC: Non-Real Time RAN Intelligent Controller, or Non-RT RIC, is a logical func-
tion made of many software products within SMO (Service Management and Orchestration).
It drives the contents carried across the Al interface and comprises Non-RT RIC frameworks
and Non-RT RIC applications (rApps). Non-RT RIC is responsible for operating ”content
transfer” via interfaces to Near-RT RIC. Non-RT RIC influences content for the O1 interface
and generates enrichment information for Non-RT applications. For model monitoring, the
ML developer will provide metrics of the model in the form of a contract so Non-RT RIC can

log and present those metrics.

Non-RT RIC Apps (rApps): rApps are modular functions that leverage the functional-
ity exposed via the R1 interface. They provide services relative to RAN, such as driving the A1l
interface, recommending values and actions applied over O1/02 interfaces. The rApps func-
tionalities enable non-real-time control and optimization of RAN elements and resources and

policy-based guidance to the applications on Near-RT RIC.

Non-RT RIC framework: This framework addresses the functionality internal to the SMO.
The framework logically terminates in the A1 interface with the Near-RT RIC and is connected
to rApps via its R1 interface. The Non-RT RIC Framework functionality within the Non-RT
RIC provides ML/ATI workflow, including model training, inference, and required updates for
rApps. As shown in Fig. 2.6 Non-RT RIC is responsible for the security and data management
of its functionalities.

Near-RT RIC: Near Real-Time RAN Intelligent Controller or Near-RT RIC is one of the
logical functionalities to control and optimize RAN elements and resources. The control hap-

pens via fine-grained data collection and actions over the E2 interface. This component may
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Figure 2.6: Non-RT RIC

include AI and ML pipelines, including training, inference, and updates.

Near-RT RIC is primarily responsible for control activities with less than 1s latency. These
use cases do not necessarily include real-time application scenarios. However, to run intelligent
applications, Near-RT RIC facilitates many functionalities that are presented in Fig. 2.7, and

some of them are described below:

e Database: The database collects data from UEs and other components of RAN. It will be
used as an input for Near-RT applications to decide and take action. Applications also

can update or put data into that database if they need to store information.

e Management components: These components are for application management tasks such

as onboarding, data sharing, and response collection.

e Messaging and notification component: This component is responsible for alerting or

informing operators and vendors on the status of applications and/or platform.
e Logging and monitoring facilities for applications.

e Interface management: This component is added to manage and communicate with in-

terfaces.

xApp: xApp is an application designed to run on the near-RT RIC. This application consists

of containers with input and outputs. xApps can be provided by an approved vendor. The E2
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enables a direct association between the xApp and RAN functionalities.

2.4.3 Open RAN Interfaces

Three major groups of interfaces are SMO interfaces, Near-RT RIC interfaces and Nodes in-
terfaces. Table 2.3 summarises these interfaces with their functionalities and their origin.
SMO communicates with other components of the Open RAN via O1. SMO uses O2 to com-
municate with the cloud and support the execution of functionalities that run on the cloud.
However, Non-RT RIC which is a part of SMO uses A1l to send information regarding use cases
and EI Jobs to Near-RT RIC.

Near-RT RIC in addition to Al and O1 for interaction with SMO, uses E2 to communicate
with managed elements such as O-CU, O-DU, and O-eNB. Other components that are inher-
ited from previous generations of RAN use the same interfaces as the other RAN architectures.
For example, E1 between O-CU-UP and O-CU-CP, or F1 between C-CU and O-DU. Some
interfaces such as front-haul between RU and DU is also inherited from previous architecture
designs but is modified by being an open interface, now being called open front-haul.

Because Open RAN is a multi generation framework, both 4G and 5G can run on this design.
As a result 5G interfaces that help with this multi-generation architecture are also adopted in
the Open RAN architecture. For example, X2, and Xn help with interoperability of nodes from
both networking generations and NG connects 5G nodes to the core network in a standalone

operation.
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2.4.4 Communication details in Al:

A1 plays a crucial role in Open RAN and communication between Near-RT RIC and Non-RT
RIC. Therefore, we dedicate a section to this interface and the life cycle of data transfer via

Al.

Enrichment information

SMO collects information from internal and external resources. This information which is called
Enrichment Information (EI), is being used by both SMO functionalities including Non-RT RIC
and Near-RT RIC.

A1l policy

Non-RT RIC uses a declarative policy to lead Near-RT RIC functionalities via A1l. In a declar-
ative policy, statements express the goals of the policy but not how to accomplish those goals.
This policy is called the A1 policy and is non-persistent. In other words, it cannot survive if
Near-RT RIC restarts. Non-RT RIC provides EI to Near-RT RIC via A1, using A1 policy.

A1 Enrichment Information is a phrase to address the information which is collected or derived
at SMO and Non-RT RIC. Sources of EI can be external or internal Open RAN resources. El
is either not directly available to Near-RT RIC or cannot be derived inside Near-RT RIC from
network data due to processing or storage constraints. Near-RT RIC requests for delivering

this information by using formal statements, called EI jobs created, modified, and deleted by

Non-RT RIC.

EI Functions

EI functions are functions that generate and manage the delivery of the A1 EI. This function is
also responsible for publishing Ids for different types of EI as EiTypelds. Fig. 2.8 presents the
EI jobs’ lifecycle. It starts with Registration when Non-RT RIC generates a new EI Job from
collected input information by SMO. Then in the stage of Discovery Near-RT RIC discovers
new EI jobs and requests the detailed description of the EI. Near-RT RIC can send a request
for EI to Non-RT RIC (The Request stage). The stage of Request generates an EI Job and an
Id named EiJobld that will be assigned to the corresponding the EI Job. In the last stage, the

stage of Delivery, Non-RT RIC sets up the connection and delivers the EI job via Al on a push
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delivery basis.

2.5 Artificial Intelligence and Open RAN

In this section, we focus on how intelligent applications can improve the efficiency of RAN,
specifically with the architecture of Open RAN. This section starts with a brief review of pre-
vious implementations of Al algorithms in telecommunication. Following the O-RAN Alliance
specifications [25], we categorize intelligent applications that will control RAN in Open RAN
into three categories based on their expected latency. These categories are real-time controllers
that run on DU, near-real-time applications, and non-real-time applications. [26] has reviewed
the employment of ATl in Open RAN based on different network levels. In this research work,
we look at applications of Al in terms of latency requirements with more details about their

background, implementation in production, and challenges.

2.5.1 Al in Telecommunication

ML/AT algorithms, in general, are being categorized into supervised, unsupervised, and rein-
forcement learning. Fig. 2.9 has summarised common telecommunication problems and ML/AT
algorithms in each category that researchers have used to solve those problems. In this section

we discuss the benefits and challenges in each one three major categories of ML models.

Supervised learning

Supervised learning algorithms are Al algorithms that take labeled data as input for training.
In this learning method, humans control what the algorithm learns. Nevertheless, this learning
method needs a large amount of correctly labeled data which leads to the human capital cost
and any potential human error in labeling. Nevertheless, some common supervised algorithms
have been used in telecommunication extensively. In telecommunication, Support Vector Ma-
chine (SVM) is used in security and time-series forecasting, and Naive Bayes for intrusion
detection, TCP (Transmission Control Protocol) enhancement [27], DDOS (Distributed Denial
Of Service) attack, and localization. Algorithms such as Logistic regression, Random Forest,

and decision trees have been used to solve security, intrusion, and DDOS attacks problems.
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Supervised learning algorithms have been extensively employed in wireless security applica-
tions, particularly in threat detection and prevention. For example, SVM classifiers have been
effectively used to detect rogue access points and unauthorized wireless devices by learning
patterns of normal versus suspicious network behavior [28]. In wireless intrusion detection sys-
tems, supervised learning helps identify various attack patterns such as MAC spoofing [29] and
deauthentication attacks [30]. Furthermore, supervised learning algorithms have demonstrated
success in wireless jamming detection and mitigation [31]. Random Forest classifiers have been
trained to differentiate between legitimate signal interference and intentional jamming attacks
by analyzing features like signal strength patterns, packet delivery ratios, and channel utiliza-
tion metrics [32]. Logistic regression models have been employed to predict potential security
breaches in wireless networks by learning from historical security incident data and network
behavior patterns [33]. Decision trees have proven particularly effective in real-time wireless
security applications, as they can quickly classify incoming traffic patterns and make rapid
decisions about potential threats [34]. These algorithms have been successfully implemented in
detecting man-in-the-middle attacks in wireless networks by analyzing patterns in authentica-

tion requests and network traffic behavior.

Unsupervised learning

Unsupervised learning is a learning method that does not require labeled input data. As a result,
it reduces the cost of pre-processing steps in machine learning. However, the range of problems
that this learning method can solve is minimal compared to the supervised learning method.
Some of the unsupervised learning methods that have been used in telecommunication are
clustering algorithms for sensor networks and locating controllers in Software Defined Network
(SDN) systems or data mining algorithms to ensure the reliability and accuracy of solutions.
Singular Value Decomposition (SVD) and Principal Component Analysis (PCA) are common
unsupervised algorithms in data processing. Authors in [35] demonstrated the importance of

SVD for MIMO. Researchers in [36] used PCA to detect anomalies in wireless mesh network.

Reinforcement learning

Reinforcement learning (RL) is a method that an agent learns patterns and decision-making
strategies by interacting with its environment. It does not need labeled data like supervised

learning. But it requires accurate environment modeling and sometimes more iteration than
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supervised learning to achieve the required accuracy. RL has been used in telecommunication
for many use cases such as packet routing, beamforming, Hand Over-optimization, and other
use cases.

In telecommunication, any of these learning methods or a combination of them can be used to
solve problems or improve the efficiency of tasks. Table 2.4 has summarised learning methods

with some of the research papers on each topic.

2.5.2 Running ML/AI on OpenRAN

ML/AT algorithms can solve many problems in a telecommunication system. Fig. 2.11 shows
some telecommunication problems that Al algorithms can solve. Intelligent functionalities that
manage the RAN (Radio Access Network) can be classified based on their learning approach,
such as supervised or unsupervised learning. They can also be categorized according to their
latency requirements. Real-time applications need to operate with latency under 10ms, while
Near-Real-Time (Near-RT) applications must respond within 1 second. Non-Real-Time (Non-
RT) applications can tolerate latencies longer than 1 second. Real-time MAC (Medium Access
Control) and PHY (Physical) layer intelligent applications run on the Distributed Unit (DU),
which is why they are referred to as DU applications. Fig. 2.10 presents these three intelligent
controllers. Although researchers have been working on enhancing RAN with Al applications,
O-RAN Alliance created specifications and designed an Al enabler architecture. The new
architecture will help researchers and engineers follow the same standard for deploying Al
applications. Following Open RAN specifications, we call Near-RT and Non-RT intelligent
applications Near-RT RIC and Non-RT RIC, respectively.

One of the most important parts of any intelligent system is its data pipeline. Collecting,
processing, and passing data to applications in a secure, robust, reliable, and efficient is critical.
The quality of output from machine learning models and analysis programs is highly dependent
on the quality of data pipelines. Therefore, we review data-related applications as part of
intelligent controllers. In the following paragraphs, we start with real-time applications and
move to the other two groups of RAN Intelligent Controllers (RIC). It is worth mentioning that
solving many problems needs collaboration among applications from different families. Also,
Non-RT RIC and SMO might include applications that respond in less than 1s, or training
algorithms can happen on a Near-RT RIC host to meet some KPIs, although they usually take

more than 1s to complete.
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2.5.3 Real-time intelligent controllers

Running intelligent applications close to UEs has started before Open RAN. Researchers in
[68] developed an Al solution to maximize throughput running on BBU. Researchers in [69]
used LSTM for traffic prediction at the edge, running on BBU. Light ML algorithms and small
size but powerful processors have shifted the expectation for ML/AI applications. When an
application latency is defined as real-time, the program should run on components as close as
possible to users. DU is one of the hosts for real-time applications in wireless networks. DU is

responsible for PHY and MAC layer scheduling functions.

MAC Layer functions

MAC schedulers, first introduced in LTE networks, have evolved and transitioned into 5G
technology. These schedulers operate at the MAC layer, managing resource allocation to user
devices while ensuring Quality of Service (QoS) requirements are met. As networks become
more complex, Machine Learning and Artificial Intelligence techniques have emerged as valuable
tools for enhancing MAC scheduler capabilities, particularly in areas such as Link Adaptation,

Massive MIMO, and multi-user MIMO operations.
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In exploring these Al-enhanced capabilities, an industrial project by Capgemini [70] investigated
the development of a cognitive MAC layer focused on predicting user equipment (UE) mobility
patterns. However, their experimental results revealed a critical challenge: the computational
demands of both standard MAC layer operations and ML model predictions created resource
contention. This competition for resources made it difficult to maintain the required 10ms
response time threshold, highlighting a key implementation challenge for Al-enhanced MAC
schedulers.

In [71] a real-time application focused on predicting encrypted packets in video streaming
use cases. They combined an unsupervised clustering model with an adaptive classification
approach to classify frames and used a time series forecasting algorithm to predict the streaming

frames.

2.5.4 Near-RT RIC

Near RT RIC is connected to Non-RT RIC to access data collected from internal and external
resources. It is also connected to CU and DU that are closer to UEs.

As we mentioned before, one of the considerable benefits of Near-RT RIC is helping engineers
and researchers have a universally agreed platform for running many edge applications or

federated learning programs.
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Dynamic HO Management

In wireless communication the process of transferring an ongoing call or data session from one
channel connected to the core network to another channel is called Handover (HO). To optimize
HO and perform near-real-time optimization, we need ML models which run on Near-RT RIC.
In this solution, the xApp, an Al model, will monitor the device-specific mobility, predict or
detect unexpected HO events, and generate HO sequences to prevent anomalies. One of them
is Vehicle to Everything, known as V2X. It is about communication between a vehicle and
surrounding items that can receive or send any information from or to the vehicle. The main
goal of this topic is to improve road safety and traffic efficiency and reduce energy consumption.
The 3GPP standards include standards regarding V2X and V2V (Vehicle to Vehicle). Also,
IEEE 802.11 has an amendment, IEEE 802.11p, for wireless access in vehicular environments.
Using Open RAN on top of these standards makes some of the goals for V2X communication
achievable. The IEEE standard of 802.11p supports direct communication between vehicles and
their environment. On the other hand, 3GPP covers cellular V2X (C-V2X) in communication,
specifically for 5G. C-V2X includes both Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure
(V2I), as well as Vehicle-to-Network (V2N) [72]. In V2X, the communication happens between
the V2X application server (V2X AS) and the V2X device attached to the vehicle. The V2X
AS handles services such as data delivery data V2X devices. The application also provisions
the 5G core and the V2X device with parameters. At the sub-optimal HO, some anomalies
might happen, such as short stay, ping-pong, and the remote cell. An xApp should update the
database maintained by V2X AS to improve the V2X user experience. This use case can run on
Near-RT RIC as an xApp. Non-RT RIC can also support this use case which we will address
later in 2.5.5.

Traffic Steering

Near-RT RIC can constantly monitor users and ensure KPIs of QoE are met. Running traffic
steering relies on the historical data of available cells and networks. Near-RT RIC can access
this information from SMO and Non-RT RIC or if the resources are not limited, use the same
host to collect and use this data. BY using this information, it can optimize UEs Received
Signal Strength(RSS) and energy consumption of batteries.

In some papers such as [73],[74],[75],[76], the researchers suggested a reinforcement learning

algorithm that runs on UEs and, by learning from the past experiences of the device in an envi-
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ronment, improves its QoS and reduces its energy consummations. This approach that suggests
running the model on UEs has some problems. Firstly, it threatens the network system’s secu-
rity or is unavailable to all users. Secondly, the underlying system and the networking system
can change dynamically. Updating the model running on user devices is not always possible. A
solution can be running a model as a xApp on the Near RT RIC platform, using Al algorithms
to improve UEs QoS and QoE. It can also be used as part of a federated learning solution
among UEs so they continuously will be updated on the current status of their environment or

the latest version of the model.

2.5.5 SMO and Non-Real-Time Controller

This section explores applications that do not necessarily need a near real-time or real-time
response. However, in some scenarios, these applications collaborate with Near RT RIC or

support it to solve some problems.

Data Governance and Analysis

Data Governance and analysis are crucial tasks for making intelligent decisions in any business.
We discuss these applications in the category of Non-RT controllers because SMO is where
data from all external and internal resources are collected. Therefore, SMO and Non-RT
RIC platforms can implement all sorts of data-related logics and tasks, regardless of latency
constraints. Nevertheless, the other two categories of ran intelligent controllers also can include
such applications.

To improve QoE, operators need to understand and monitor their users in the most intelligent
way. Data analysis and visualization are systematic approaches for this purpose. Engineers
and scientists collect, store and process data to prepare it for analysis or ML /AT applications.
Handling data pipelines securely and efficiently while complying with data governance rules
and standards is crucial in Non-RT RIC and SMO.

Without a reliable data pipeline achieving a reliable, scalable, and intelligent networking system

is impossible.
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Management and Orchestration

SMO is responsible for the management and orchestration of the Open RAN environment.
However, managing and orchestrating an environment such as Open RAN, with different stake-
holders, various components, multi-vendor solutions, a large number of parameters, and many
different data flows to or from components, is complicated and challenging. Communications
between elements of Open RAN are potential targets of malicious actors. Data collection and
processing from internal and external sources require continuous quality and safety policies.
Incident prevention and quick response to alerts without ML/AI solutions are almost impos-
sible. End-to-end network slicing and resource allocation, especially in dense urban areas, are
complex challenges for operators to overcome. These problems are not new to researchers.

[77] used SDN principles to orchestrate and coordinate resources in a 5G RAN infrastructure.
Another published work [78] proposed a functional split orchestration scheme for running 5G
on Cloud-RAN. The authors evaluated the results from running the proposed design on a 5G
experimental prototype and claimed the suggested design reduces energy consumption and the

deployment cost.

Network Storm Protection

Storm protection and control prevent LAN interfaces from interruptions caused by a broadcast
storm. A broadcast storm happens when network packets flood the subnet, creating excessive
traffic and degrading network performance [79]. This action degrades the network performance
and interrupts crucial communications such as health-related applications. As technology ad-
vances, more mission-critical use cases use wireless networking, where a loss of connection may
have life-threatening consequences. Broadcast storms can be a consequence of errors in network
design or installation. However, there can be some intentional attacks causing this disturbance.
In these scenarios, an attacker usually finds vulnerable devices connected to the internet and
manipulates them by aggressively sending many packets to create a storm and cause an outage
of an extensive network. At the moment, the most common reaction is rejecting both benign
and malicious services. However, intelligent algorithms can detect the compromised device,
preventing malicious actions while serving benign service requests. A good solution should
include both detection and mitigation capabilities. Although detection and prevention of the

applications can run on Near-RT RIC, some solutions can better run on SMO and Non-RT
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RIC. Information such as device type, International Mobile Equipment Identity (IMEI), and
Public Land Mobile Networks (PLMN) is available on SMO. SMO also has the scheme of the
attack. Non-RT RIC can feed Near-RT with this data and help it detect and stop the threat
on edge. In this way, Non-RT RIC will do heavy computation tasks and send input data to

near-RT xApps and help them make more intelligent and faster actions.

Dynamic Hand Over (HO) management

Efficient Handover management in networking has always been a challenging task, but new use
cases such as V2X make this challenge an urgent research problem. In general, The HO se-
quences happen mainly based on Neighborhood Relation Tables (NRT's), which are maintained
by xNB, so devices themselves do not have much information to optimize them.

MIL/AT applications can optimize HO in different ways, such as navigation and radio statistics
history. In this solution, data gets sent from devices through O1 to SMO, where the Non-RT
RIC applications run, and databases collect data. An ML/AI application can find anomalies
and suggest resolutions accordingly. In this solution, The received data from devices will be an
input for the AI algorithm to learn and find anomalies. The V2X AS is responsible for data
maintenance and providing information to Al algorithms. The algorithm’s output should be
finding the anomalies and the resolutions accordingly. [80] worked on 3G /4G cellular networks
to maintain QoE for a UE that sends RSRP (Reference Signals Received Power) and RSRQ
(Reference Signal Received Quality) of its serving cell. If the received power and quality are
less than a defined threshold, the serving eNB selects another target cell and triggers the HO
process by sending the message to MME (Mobile Management Entity), and consequently, a
message will be sent from MME to NB if enough resources are available. If eNB gets the
message from MME, it switches the target cell to the new one, updates the table, and releases
resources from the old cell. The paper used regression and neural networks to predict handovers
based on their data analytic results. Another research [81] used ML/AI in SON to identify and
improve faulty cells and reduce packet loss. They used the KNN algorithm to detect abnormal
access points (AP), classify access points, and find HO delay. They compared their results
with other algorithms such as SVM, Random forest, and K-mean. Another research team used
RNN (Recurrent Neural Network) and LSTM (Long Short Term Memory) to learn latency and
cost associated with service requests. They used a real dataset of real-world vehicle movements

to create a simulation environment for training their algorithm. Their goal was optimizing
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vehicular fog computing by HO optimization [82]. In another research [83], authors focused on
anomaly detection using a semi-supervised algorithm. They used this method to detect two
types of cells that cause abnormal behavior in a system. The two types were the sleeping cell
caused by very low user requests and the too busy cells caused by too many requests that cause
more demand for resource allocation. In [84], researchers proposed a method that combines
fuzzy logic and multiple attribute decision algorithm (MADM) to use historical data and find
the optimum target. As a result, the generated model triggers the HO at the right time rather
than being late or dismissed. In sum, using datasets from real-world scenarios, combined with
one of the supervised or unsupervised methods, can help create an Al model that can detect
abnormal cells or anomalies in the system. This detection can trigger further actions or be

transferred to the Near-RT RIC platform to find anomalies in near real-time.

UAV Applications

An Uncrewed Aerial Vehicle (UAV) is a component of an Uncrewed Aerial System (UAS)
that can fly and move without any human pilot on board. There are many benefits to using
UAS in telecommunication. RAN architectures can benefit from UAS and UAV to overcome
data traffics’ high load and variability. Telecommunication systems can use them as additional
stations, acting either as a base (BS) or relay stations (RS), especially in unexpected, natural
disasters, or special events. UAVs can operate as BS or RS to increase the coverage area,
balance traffic load, and enhance network capacity. The benefits of using UAVs are not limited
to their mobility and flexibility in geolocation. The flexibility in deploying various products and
providing line-of-site connectivity are other benefits of this technology for telecommunication,
specifically RAN. Although UAS individually has had significant progress in providing services
to users, there are still many telecommunication challenges to resolve that ML/AI can come
to the rescue. One scenario that needs HO is Radio Resource Allocation (RRA). Based on
parameters and features such as data traffic rate, latency tolerance, and reliability that define
user group, an ML/AI program can find a pattern and efficiently provide the best suggestion
on resource allocation and other decision-making tasks. The selection of ML/AI algorithms
depends on the nature of the business question. Predicting future behavior is better executed
by a supervised learning algorithm that can learn very well from the past and make a model
that can more accurately predict the subsequent requests. At the same time, an online decision

in a dynamic environment might suit a Reinforcement learning algorithm trained in similar
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dynamic environments and can take quick actions in response to changes, incoming requests,
or events. When it comes to UAVSs, we cannot underestimate the impact of weather conditions
on their operation. ML/AT algorithms can combine weather conditions and telecommunication
parameters to generate models that can operate UAVs better than a manual controller or a

hardcoded program [85],[86].

Traffic steering

The increasing number of telecommunication users and imbalances in traffic caused by their
UEs or various bandwidths available to users have challenged telecommunication operators.
The 3GPP Self-Organizing Network (SON) function includes Mobility Load Balancing (MLB).
MLB balances the load by optimizing the handover triggers and handover decisions using load
information shared between neighboring cells. However, it treats different user groups equally.
In addition, since 5G, the networking system can support different combinations of access tech-
nologies such as LTE (Licensed band), NR (licensed band), NR_U (unlicensed band), and WI-FI
(unlicensed band). As a result, finding a solution to prioritize and provide services according
to the request type becomes inevitable. Traffic Steering addresses this challenge. Based on the
traffic type (e.g., HT'TPS (Hypertext Transfer Protocol Secure) or HTTP), user membership
profile, or the priority level of the service request, and many other factors, the request can be
served by different operational activities or a combination of access technologies.

Traffic management policies with flexible configuration can help proactively manage user traffic
across different technologies. SMO can collect information from UEs and, in collaboration with
Non-RT RIC, can monitor user experience by measuring the UE performance and resource uti-
lization on the cell level. Where the service requirements are not acceptable, it can locate the
target cell and implement a solution such as switching cells for the affected user or offloading
that cell, or increasing bandwidth if it is possible. Moreover, in multi-access systems, traffic
steering can happen between different environments. Non-RT RIC can create traffic manage-
ment policies specific for any UE and based on the priority of cells for each UE. Non-RT RIC
sends policies to the Near-RT RIC to enforce the radio resource control. In addition, Non-RT
RIC, by exploring the historical data, can extract radio fingerprint EI. By monitoring the inter-
frequency measurement and passing information to Near-RT RIC, the system can predict the
inter-frequency measurement. This prediction can reduce the unnecessary inter-frequencies to

boost traffic optimization and network performance. There are many academic works on MLB
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algorithms to improve QoE. Although those works consider MLLB as a solution, their logic and
algorithms belong to Non-RT RIC applications. The shortcomings of this solution can be used
as challenges for improving QoE. For example, authors in a research [87], after studying the
previously suggested algorithms for MLB and addressing the unfairness of those algorithms,
provided a QoE-aware algorithm for LTE systems. They use a fuzzy logic controller to tune
handover parameters to reduce QoE differences across cells and services. They argue that this
method will provide a fair service across all users. They validated their algorithm in a dynamic
system-level simulator of a macro-cellular LTE scenario. In [34], authors exclusively studied
data analytics with Radio Access Technology (RAT) selection scheme and discussed acquiring
contextual information and minimizing control signaling exchange. As we mentioned in Near-
RT RIC, monitoring users and checking KPIs (Key Performance Indicator) can be executed by
Near-RT RIC.

Optimization of Massive MIMO beam forming

Massive multiple-input multiple-output (MIMO) wireless communications refers to the concept
of implementing a large number of antennas in a cellular base station [88]. [89] describes the
benefits of using MIMO to increase the capacity on the scale of ten times or more and improve
the radiated energy at the same time. Massive MIMO enhances energy efficiency by precisely
focusing signal energy into targeted spatial regions while simultaneously reducing latency in
user device communications. As 5G and B5G are in the range of mmWave and THz and are
the critical path for improving networking communications, the importance of Massive MIMO
becomes apparent. One of many papers in this area is [90] which proposes an ML/AT influenced
design for Ultra Massive MIMO and intelligent surfaces. Although many research works are on
MIMO and intelligent surfaces, designing an end-to-end solution from core networking to user
devices is still a massive challenge for researchers and operators to overcome. In this use case,

AT can help with the optimization of parameters and locations.

Network Slicing

Network slicing has been a topic of interest for improving communication performance for many
years [91], [92]. Because of technology advancements and making concepts such as NFV (Net-
work Functions Virtualization) and SDN (Software Defined Networking) applicable, network
slicing became a key technology for 5G and B5G.
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”Network slicing is a paradigm where logical networks/partitions are created, with appropriate
isolation, resources, and optimized topology to serve a purpose or service category (e.g., use
case/traffic category, or for MNO internal reasons) or customers (a logical system created on-
demand)” [93]. A network slice is a virtual network with a group of allocated services over a
shared network infrastructure.

However, network slicing is a challenging task. Services which send requests to RAN for re-
sources are dynamic and various. They are different in terms of accepted latency, required
computation, time duration, and priority in terms of emergency. A utility request related to
autonomous vehicle alarms can tolerate much less latency than a device reporting the customer
traffic into a shopping center. Fortunately, machine learning algorithms can be used practically
in network slicing and help manage the network communication’s life cycle.

The provisioning of network slicing includes the four phases: preparation, commissioning, op-
eration, and decommissioning. The NSI/NSSI (Network Slice Instance/Network Slice Sub-net
Instance) provisioning operations include: Create an NSI/NSSI, Activate an NSI/NSSI, De-
active an NSI/NSSI, Modify an NSI/NSSI, Terminate an NSI/NSSI. Some of important use

cases of network Slicing are:

1. RAN Slice SLA (Service Level Agreement) Assurance: In this use case, the flexibility of
Open RAN combined with network slicing will allow multiple vendors to request resources

from RAN and serve their clients with different applications.

2. NSSI (Network Slice Subnet Instances) Resource Allocation Optimization. ML/AI algo-

rithms and methods have been used for these scenarios and implemented in Open RAN.

[94] presented a unified model which included the network slices, data, and slice managers run
by ML, communicating with SDN and the rest of the network over APIs. In Open RAN, the
data and slice manager applications can be deployed as xApps on the Near RT RIC platform
but can also be deployed on Non-RT RIC. In another research, [95] the authors discussed the
challenges that network slicing faces, such as Heterogeneous QoS (Quality of Service) require-
ments of various services, the fluctuating status of networks, overhead costs caused by network
slicing. The authors proposed a network slicing framework and a neural network algorithm to
predict the resource allocation requirement. The authors of [95] suggested a multi-layer control

level for network slicing, such as gNodeB-level and package scheduling level. However, as data
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is scarce, they suggest using transfer learning to overcome this challenge and generate synthetic
data to train and build highly accurate models.

One of the crucial tasks in network slicing is to allocate resources adequately based on the
plausible usages in the region. For example, IoT devices might need resources during peak
times or events, such as some sport matches that increase the number of requests considerably
in a short period, demand for intelligent methods for prediction, and allocation of required
resources.

Open challenges in network slicing include NSSI resource allocation, multi-vendor NS, indoor
positioning, congestion prediction and management, IIoT (Industrial Internet of Things) opti-
mization, and dynamic spectrum sharing.

Finding optimum solutions for each topic, especially for running 5G and B5G applications on
Open RAN, is a complex but crucial task. Smart grids are also another new technology that
can improve resource allocation policies. In [96] the authors describe the use of smart grid
technology in 5G and B5G. The integration of Al application with IoT and smart grids in 5G
and B5G, can help with the resource allocation.

Use cases that we discussed represent only a subset of the numerous potential opportunities for

AT applications within Open RAN and the broader telecommunications ecosystem.

2.6 MLOps in Open RAN

The phrase MLOps stands for Machine Learning in Operations and refers to the efficient de-
ployment and application of machine learning solutions in production. A ML/AI pipeline in
production should be scalable, reproducible, and maintainable. Moreover, ML/AI pipeline
should have a robust monitoring and versioning system for data, models, and features. In
MLOps, an artificial orchestrator automates and maintains these principles. Engineers from
open source communities to major cloud providers have created some frameworks and products
to help data scientists run their ML/AI solutions efficiently in production based on MLOps
principles. Fig. 2.12 shows the main concept and workflow of ML applications in production.
However, these solutions are for general purpose applications where ML /AT pipelines can run
on a protected data center at any location. Nevertheless, Open RAN is an emerging technology
to explore. Near-real-time and real-time ML/AIT solutions are less likely to run on the currently

available data centers. Low latency applications that need to be close to user devices cannot
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run on traditional cloud and data centers. They need to run on edge devices close to base sta-
tions and UEs (User Equipment) but have limited resources for computation and data-related
activities. Also, executing all the pipeline steps on one platform might not be possible, and we
might need to split pipelines to run on Non-RT RIC and Near-RT RIC platforms. Therefore,
maintaining the performance of ML/AI pipelines and maintaining security in communications
become inevitable challenges to manage.

This section is continued by studying commonly used ML/AI pipelines required in production
which can be used in Open RAN. This section does not include different scenarios for data
pipelines. Data pipelines which include data storage, data processing, and data privacy pro-
cedures, might require a large amount of memory or processing resources and can affect the
location and the strategy of data pipelines. They can affect or be affected by the correspond-
ing ML pipeline. O-RAN Alliance has published a specification on AI/ML workflow [25]. It
includes multiple deployment scenarios. However, this chapter covers standard deployment
practices in addition to practical scenarios such as the need to run multiple versions of a model
in Near-RT RIC that the specification does not cover. Fig. 2.13, 2.14, 2.15, and 2.16 present

some of common workflows in MLOps that are discussed in this section.

2.6.1 Single Data Single Model

After selecting the algorithm and defining the data source in this pipeline, the algorithm will be
trained on the collected and processed dataset. The first time training of the model is usually
on batch datasets, even if the inference and prediction run on a data stream. For example, a
defect detection model can be trained on batches of defective items and then receive a stream of
scanned images for identifying the problem on a real-time basis. There are exceptions for this
practice, such as reinforcement learning algorithms that run in a simulated environment. The
output of training algorithms is a generated model. This model will be deployed to production,
usually as a container. The container accepts inputs based on the model requirements. There-
fore the production pipeline includes a model with input data from stored data or as a stream
from an external source. The outputs and metrics are stored and presented to the end-user
via a monitoring system. Most of the time, new types of data over time degrades the model
performance. In this case, the engineer or data scientist will add new sample data to training
datasets or change training parameters to retrain the algorithm and redeploy the model.

Fig. 2.13 presents this logic. Data from datasets flows to an algorithm that is running offline.
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The output of this training is a model that meets the required metrics and can be used in
production. The model gets deployed to production to generate inferences for the production
data. This pipeline can run on any three controllers’ platforms, depending on the data source
and availability of computing resources for the production model. Running training activities
on Near-RT RIC is possible if, firstly, the production model runs on the RAN edge and enough
hardware resources are available for this purpose. Secondly, SMO and Non-RT RIC are not

responsible for maintaining a model repository for the Open RAN ecosystem.

2.6.2 Chain of models

In this pipeline, the ML/AI solution is a combination of more than one model, that run either
pure sequentially or partly asynchronous and partly sequentially. The chain of models can be
treated as one model and map the previous solution to this one, with one input data source.
However, there are scenarios in which, one of the models is a multi-input model. A multi-input
model requires some considerations on providing the required input data. Fig. 2.14 shows
a group of models that either generate output for another model in the same group, or use
the output of one of models as input. A common example of this case is using Al models for

pre-processing or post-processing of the main inference logic.

2.6.3 Champion challenger and Online training

Champion challengers are trained models supposed to have a higher performance than the model
currently running in the production. Online training refers to using the production stream of

data to incrementally train the model and update the model to improve its performance.
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Figure 2.14: Model chain

Fig. 2.15 shows a diagram of online training combined with the concept of the champion
challenger. Not all champion challengers are built from online training, but an online trained
model is usually deployed as a champion challenger with the aim of not to adversely impacting
the QoE. The traffic is split between the currently in production and the newly built models.
After monitoring metrics and the new model’s performance, the traffic will be routed entirely to
the new model. The previously running model will be stored in an archive for future reference

or any roll-back requirement.

2.6.4 A/B or Canary testing

In A/B or canary testing (Fig. 2.16) the goal is to compare the performance of two versions
of the same model. These versions solve the same business problem with the same KPIs but
are different, for instance in parameters, or the impact of a feature in the performance. In
A /B testing, the ML pipeline splits the traffic between these two models (usually equally), and
compares their performance in production. Then the traffic will be increased to 100% towards

the superior one. The champion challenger scenario also can be called a case of A/B testing.
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2.6.5 MLOPs and ORAN

As we can see in each of the pipelines, the ML orchestration system is responsible for main-
taining an ongoing performance of the ML /AT model and securing all communications between
the items in the process. Splitting a pipeline to run on more than one platform will introduce
security risks, but running the whole pipeline on one platform requires enough resources to
store and process data besides running intelligent applications.

The architecture of Open RAN, the life cycle of data in this architecture, and the diversity
of ML applications in telecommunication make MLOps solutions on Open RAN different from
other industries. Automation and deployment of ML models require specific considerations,
especially regarding security, availability, and reliability. This requirement emphasizes a new

branch in the telecommunication industry that focuses on MLOps.

2.7 Challenges and Opportunities

In this section we explore opportunities and challenges in 5G and B5G that using Al in an

Open RAN architecture can solve.

2.7.1 Architectural Opportunities

I discussed the architecture of Open RAN and the variety of use cases that it supports. Open
RAN introduces new interfaces such as Al and new components such as Near-RT RIC. More-

over, combining virtualization and cloud-native architecture with Open RAN components gen-

49



!

3 Deployment
Onine —

Training

Online
Prod. data

Figure 2.16: A/B and Canary testing

erates many different scenarios to deploy discussed in Section 2.4.2. As a result, there are
many different architectural options to install an end-to-end Open RAN scenario. Even though
cloud deployment has been in mainstream use for sometime, designers and operators face new
challenges when implementing a cloud-based platform for Open RAN. One of the challenges is
the deployment of functions on the cloud platform. The current specifications and standards
allow virtual functions and container deployment on cloud platforms. Although it might add
flexibility to specifications, it can reduce compatibility between vendors’ components and op-
erators’ available platforms. The other challenge will be connecting components. Wired or
wireless, with interfaces or via API calls, components communicate with each other and their
environment. Designing a robust, reliable, and scalable system requires a detailed and thor-
ough study of requirements. Especially the requirements of different regions are not the same.
For instance, the countryside with camping facilities is quite different from an urban region,
considering these regions also need to be connected. In a multi-vendor system such as Open
RAN, products made by different vendors have to be deployed, maintained, and secured by
operators. Although standards work on Open RAN interfaces, each operator can have differ-
ent requirements and configurations, such as namespaces for Kubernetes deployment. Vendors
who build components and products for one operator might face difficulties in offering the same

products to other operators.
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2.7.2 Non-terrestrial use cases

Many use cases need very low latency or are in geographical locations where a solid urban
network system does not exist. Utilizing mobile networking components such as aerial and
vehicle-based components can be helpful in these situations.

For example, in a use case where an accident has happened, but paramedics cannot access the
injured people, drones can fly over and carry resources such as robotic hands and a mobile cloud
platform to run applications. Another opportunity to use a non-terrestrial implementation of
Open RAN is where operators temporarily face hot spots. They can use UAS to ensure an
acceptable level of QoS or QoE (Quality of Experience) with a low cost.

The main controversial challenge for non-terrestrial solutions might be providing them with
enough power supply. The current enhancement in solar panels on space platforms such as
satellites can enhance the efficiency of non-terrestrial networks in terms of energy [97]. Vehicles

also can play the role of RAN components, and even base stations in the future of cities [98].

2.7.3 Security

In Open RAN, splitting RAN components and opening interfaces in addition to accepting
multi-vendor solutions will introduce vulnerabilities to the system [99]. Consequently, security
experts need to focus on three major areas.

The first is the general telecommunication security problems, regardless of the RAN imple-
mentation. This one is a classic threat. In this security concern, network intrusion happens
between UEs and RAN components. The DDOS attack, in which malicious actors target RAN
and networking infrastructure through UEs, is a well-known example.

Secondly, security attacks are caused by Open RAN vulnerabilities. In Open RAN, many in-
terfaces are open. Therefore, components made by different vendors can communicate. This
feature makes a malicious actor capable of breaking into that communication if the interface is
not managed correctly.

Thirdly, contaminated applications or components or faulty products can create intentional
or unintentional threats to the system. In Open RAN, unlike previous versions of RAN, one
vendor is not responsible for the end-to-end implementation and maintenance of the installed
RAN. All vendors should follow the same security standards and tests before submitting any
product for operation. Before deployment, operators can test products in a test environment to

ensure products meet safety and quality requirements. In particular, implementing intelligent
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solutions that can identify anomalies and unexpected activities in real-time is vital.
Especially for cross-component communications, there is a need to create algorithms, write
programs and generate models which can monitor, identify and prevent malicious activities.
This opportunity is open for researchers and security engineers to find creative and efficient
solutions and methods. Using certified protocols can improve security but can increase latency.
Networking operators also can cause shortcomings in the system if they do not apply strict
measures to Open RAN implementation and engage vendors and third parties in deploying
their products. This problem is preventable by adding processes to Open RAN installation
specifications.

In summary, operators need a systematic and proactive approach for security threats in Open

RAN. Also, they need to engage their vendors and monitor products actively.

2.7.4 Implementing ORAN in urban regions

In combination with 5G and B5G, Open RAN will generate opportunities for serving diverse
use cases, from mobile broadband to URLLC, and it will profoundly impact the future of tech-
nologies. However, more diversity in requests, more complicated to manage communications.
In particular, autonomous vehicles and mission-critical applications are inseparable parts of
future cities. The biggest challenge of these use cases is that they cannot tolerate interruption.
Building a robust and reliable RAN creates unlimited project topics for researchers and engi-
neers. These projects should focus on creating communications that follow the highest standard
and are secure and reliable with efficient resource management.

Moreover, any of those projects should be environmentally friendly. Achieving these require-
ments without compromising latency and other QoS KPIs is another continuous challenge to
explore.

Another crucial problem that Open RAN systems in urban areas have to overcome is atten-
uation in 5G and B5G. In 5G and B5G wireless generations, wireless communication will be
in the range of mmWave and THz. Transmission in these band can be significantly impacted
by buildings, wall, and vehicles can create challenges for designing and implementing a reli-
able system in an urban environment, leading to signal blockage and link failures. Weather
conditions also act as blockers and interrupt mmWave and THz communication, which add to
this complexity. These are topics of research that researchers have been working on since the

inception of 5G. The survey conducted in [100] discussed how some weather conditions such as
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heavy rain, temperature, and fog could affect the quality of mmWave communications. [101]
also has studied the impact of rain on 5G communication. Considering that rain is a common
phenomenon in many places and some cities even experience heavy rainfall for months, its se-
vere impact on millimeter-wave propagation and signal loss cannot be overlooked.

Another atmospheric condition that can severely impact a telecommunication system is a hur-
ricane. In [102] hurricanes and rain are mentioned as severe threats for 5G communication.
Future cities and people living in them require a wide range of telecommunication use cases,
and any interruption can cause severe damages and huge costs, not only a financial cost but
also loss of lives. Therefore, building and optimizing Open RAN in an urban area requires
ongoing innovation and optimization research and engineering works. The end goal is to run
a reliable, scalable, and secure telecommunication system with robust contingency plans that

can serve all requests with a high level of QoS and QoE in any weather condition.

2.7.5 Zero-touch Networks

Zero-touch networking represents a paradigm shift in how communication networks are managed
and operated. It leverages artificial intelligence, machine learning, and closed-loop automation
to create fully autonomous network systems that can configure, monitor, optimize, and heal
themselves with minimal human intervention. The European Telecommunications Standards
Institute (ETSI) defines zero-touch management as a fully autonomous network management
solution with human oversight, where networks can reason about their current state, interpret
information, and provide reconfiguration recommendations. This approach addresses the un-
precedented complexity of next-generation wireless networks by automating critical operational
processes including planning, deployment, provisioning, and monitoring. Through data analyt-
ics, predictive capabilities, and adaptive decision-making, zero-touch networks can continuously
self-optimize to meet changing service requirements, reduce operational costs, enhance relia-
bility, and accelerate service delivery. As 5G evolves toward 6G, this automation becomes
essential to manage the increasingly heterogeneous and dynamic network environments sup-

porting mission-critical applications [103].

Autonomous Networking

Over the past decades, networking controllers have evolved from hardware controllers to software-

defined networks controllers and will soon enter the era of Al-controlled networks. The role
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of Al is expanding the flexibility that SDN provides and adds elasticity, self-maintenance, and
higher performance. Autonomous networking is a phrase that started with the introduction of
SDN as a means to use software products to manage and orchestrate networking in a region
or for a use case. The other term common in mobile networking to address a network system
without predefined network infrastructure and parameters is Self-Organizing Network (SON),
widely used in mobile networking. 3GPP has explained SON in detail, in T'S 32.500 [104].
Autonomous Network and SON are not new concepts.The idea of Autonomous networking was
introduced more than 20 years ago. As a result of advancements in hardware and ML/AI
algorithms, both SON and Autonomous networking are taking advantage of Al algorithms
[105],[106].

The ETSI organization has published a white paper [107], dedicated explicitly to end-to-end
autonomous networks and more focused on the operation and maintenance of telecommunica-
tion. It defines four levels for autonomous networking. From level one to four, it gradually
decreases the role of humans in tasks and increases the role of artificial intelligence. Artificial
intelligence’s responsibilities in the system grow at each level from being assistive tools and
failure recovery systems based on logs and alerts to failure diagnosis applications. Eventually,
in the fourth level, being intelligent decision-makers and predictors. In the fourth level, the
system autonomously can take precautionary actions and be in charge of failure and fault pre-
diction. Using Open RAN in operation, levels three and four will become more crucial. In Open
RAN, there will not be any specific vendor responsible for the end-to-end implementation of
RAN. Therefore, it is vital to have a system that accurately diagnoses the problem and maps
it to the source. Also, incorporating an application that can predict faults and failures can
give potentially affected operators and vendors time to take action in a reasonable time. Once

more, ML /AT applications become inevitable tools of future networking systems.

2.7.6 Management

Each of the individual topics mentioned before is a management challenge and opportunity.
Operators and vendors can solve many of these problems using products and research results
that researchers and engineers have created for other RAN implementations. Nevertheless,
some problems are unique to Open RAN. One of the unique problems is managing different

vendors and their products. The multi-vendor concept helps operators take advantage of the
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competitive market and negotiate price and quality with their providers. However, it introduces
many challenges.

Firstly, ensuring that products meet the required quality, pass security measures, and are com-
patible with other operators that run products in their system. Experimentations and trials,
using testbeds before deployment, universal specifications and standards, and engaging stake-
holders and vendors in discussions can resolve or minimize this problem.

Secondly, open interfaces generate opportunities for malicious actors, and operators maintain
communications’ security intact. In addition to in-depth investigation and test on purchased
components, they need to implement ML /AT applications and other intelligent systems to pre-
dict and detect flaws or malicious activities in real-time and react in real-time.

Thirdly, a RAN system’s end-to-end maintenance and responsibility is not the vendors’ respon-
sibility anymore. Operators should establish procedures covering all parameters, communica-
tions, and activities for a test and monitoring. In addition, they need an intelligent application
that can quickly map any flaw or problem to its possible sources. In this way, operators can
quickly bring the related vendor on board and resolve the issue.

Also, in Open RAN; three intelligent controllers generate massive opportunities to optimize
and innovate for telecommunication applications and use cases. Its orchestration has many use
cases for software engineers to implement the best practices on deploying zero-touch data or
ML pipelines and set up the best practices for deployment, continuous delivery, reliability, and
scalability of software products in Open RAN.

Moreover, conflict resolution scenarios will become challenging as more applications for different
telecommunication use cases run on the RIC platforms. Applications can have compatibility
issues with the running infrastructure, or have conflicts on optimization and adjustment of
parameters in their target network. If two Al applications directly or indirectly try to change
the same parameter or change QoE of the same UE, there needs to be an intelligent system to
prevent or resolve this issue.

As we can see, managing an Open RAN system requires a strong collaboration between many
sectors in engineering and business. This efficient collaboration becomes more crucial, consid-
ering that an operator may not be able to implement what they build in one area to another
because of many factors such as populations, diversity of use cases, type of user requests,

different regulations, and different weather conditions.
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2.7.7 Digital Twin for Test and Improvement

Operators need to create a test environment to monitor the quality and reliability of products
before integrating them into a running system. The current test environments are based on
historical data. The ideal test could be monitoring the applications in the currently running
environment while not deploying them into the actual production environment. A digital twin
environment can assist with this problem. Based on [108] “A digital twin is a virtual represen-
tation of an object or system that spans its lifecycle, is updated from real-time data, and uses
simulation, machine learning, and reasoning to help decision-making.”. As a result, applications
can run in a digital twin environment and show how they behave in different circumstances.
The other benefit of creating a digital twin will be troubleshooting and fault finding in appli-
cations or components. If the outcome of a running application is not as expected, the digital
twin environment can repeat the scenario, and operators can find the source of the issue or
optimize parameters to prevent the same poor outcomes.

Creating digital twins increases the required resources, but by advancing hardware design and
implementing data lifecycle policies, the benefits of utilizing digital twins, such as enhancing

security and troubleshooting activities, can outweigh its cost for operators.

2.7.8 Energy conservation

In end-to-end telecommunication, the RAN consumes more than 80% of the wireless network
power [109]. As a result of the growth in networking systems and their traffic which generate a
large amount of data, energy consumption increases. Therefore, reducing the energy consump-
tion in the RAN is a challenge in 5G and B5G that Al can address. For instance, intelligently
allocating tasks to servers can economize energy consumption in the RAN. In [110] authors
proposed an algorithm to optimize the offloading selection, radio resource allocation, and com-
putational resource allocation in Mobile Edge Computing (MEC). In [111] researchers designed
an autonomous control method to reduce the energy consumption of networking systems. [112]
proposes a green cellular network by using Markov chain and modeling possible load variation.
This information is used to select the most efficient base station. In sum, Al applications can
help operators use the available resources efficiently with total capacity. Also, they can reduce
redundancy in the system, which consequently can contribute to creating a green wireless net-
working system. Radio Frequency devices, the RAN components, and Al algorithms can be

improved to conserve energy.
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2.8 Conclusion

This literature review has provided a comprehensive overview of the evolution of Radio Access
Networks, the emergence of Open RAN architecture, and the increasingly important role of
artificial intelligence in modern wireless networks. It has highlighted the significant potential
for Al applications, particularly in the form of xApps running on the Near-RT RIC component,
to optimize network performance and enable new capabilities

However, while the opportunities for Al in Open RAN are substantial, this thesis argues that the
current state of the Near-RT RIC is not sufficient to fully support the demanding requirements
of Ultra-Reliable Low-Latency Communication (URLLC) use cases. The stringent reliability,
latency, and resilience needs of applications like autonomous vehicles, remote surgery, and
industrial automation push the boundaries of what traditional RAN architectures and control
paradigms can achieve.

This thesis posits that by innovating across different areas the Near-RT RIC can evolve into
a true enabler for URLLC within the Open RAN paradigm. The subsequent chapters will
delve into each of the enhancement dimensions, proposing novel frameworks and experimental
validations to substantiate this central argument.

As 5G and beyond networks continue to push the envelope of wireless capabilities, rising to
the challenge of URLLC support will be critical. By critiquing the current state of the art
and charting a path forward, this thesis aims to contribute meaningfully to the realization of
Al-enabled, URLLC-ready Open RAN architectures. The fusion of AT and RAN holds immense
promise, but realizing that potential for the most demanding use cases will require a concerted
effort to enhance and evolve the underlying control structures and mechanisms. It is this

transformation that the remainder of this thesis will explore in depth.
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Table 2.2: Non Open RAN Specific Components in Open RAN Architecture

Component | Description Origin Key Functions
NMS Network Manage- | Legacy Support legacy Open Fron-
ment System for | RAN thaul M-Plane deployments
O-RU
O-eNB Hardware aspect of | 4G/LTE Communicates with Near
4G RAN RT RIC over E2
gNB Next  Generation | 5G Base station in 5G; includes
NodeB CU and DU functionalities
O-CU O-RAN °G e RRC and PDCP pro-
Centralized Unit tocols
e Mobility Control
e RAN sharing
e Session management
O-bU O-RAN oG e RLC/MAC/High-
Distributed Unit PHY layers
e Real-time scheduling
e Based on lower layer
functional split
O-RU O-RAN Radio Unit | 5G e Low-PHY layer and
RF processing
e Similar to RRH but
includes  Low-PHY
layer
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Interfaces

Interface Components Origin Role
Al Non-RT, Near-RT | O-RAN Application deployment, Policy
RIC Alliance control and management
E2 Near-RT, Node O-RAN Communication between edge
Alliance and Near-RT
Fronthaul O-RU, O-DU, SMO | O-RAN Communication between O-RU,
Alliance and O-DU/SMO
01 SMO O-RAN Between SMO and other ORAN
Alliance components
02 SMO, Cloud O-RAN Communication between Core
Alliance and SMO
E1 CU-CP,CU-UP 3GPP Communication between CU-CP
and CU-UP
X2/Xn/NG| Node components | 3GPP Legacy responsibilities in previ-
ous RANs

Table 2.3: List of interfaces in Open RAN

Learning method Algorithm Sample papers
SVM  security and time- | [37],[38],[39],[40]
Supervised Learning
series
Logistic regression [41],[42],[43]
Naive Bayes 44],[45],[46],[47]
Decision trees 48],[49],[50]
K-Nearest neighbor [51]
Neural networks [52],[53]
Random Forest [54],[55]
Clustering algorithms [56],[57],[58],[59]
Unsupervised Learning
Data mining algorithms [60],[61]
Reinforcement Learning Associative, Inverse, Safe 62],[63],]64],[65],[66],[6T]

Table 2.4: ML/AI in telecommunication
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Chapter 3

Optimizing RAN’s Reliability with
Multi-Objective xApps

3.1 Introduction

This chapter addresses the first research question of this thesis. This chapter explores how
classic control functions running on Near-RT RIC can be theoretically reformulated to support
URLLC requirements.

Communication control actions often face failures for various reasons. Traditional approaches
typically optimize a single parameter and handle failures through retry mechanisms - attempt-
ing the action again with either the same or a modified decision until success is achieved. Hand
Over (HO), one of Near-RT RIC’s key use cases, exemplifies this challenge. While the HO
process aims to enhance user experience by transferring an active user equipment (UE) from
one cell to another to improve received signal strength, the current HO approach becomes prob-
lematic for URLLC applications. The current HO methods adhere to the prescribed procedure
outlined in 3GPP documentation [113], primarily focusing on improving the RSS. However, the
omission of metrics like outage probability can result in costly disruptions. Given that relia-
bility is a fundamental requirement for URLLC use cases, the conventional concept of retrying
failed handovers becomes unacceptable for these scenarios, necessitating a new approach that
ensures reliability from the initial attempt.

This thesis proposes Pareto-optimal decisions as one solution to this challenge. Pareto-optimal

decisions aim to optimize multiple parameters simultaneously, rather than maximizing a single
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Figure 3.1: A Multi-Objective Framework to Enhance Reliability

primary parameter and resorting to retry actions when secondary parameters cause failures. In
the context of URLLC applications, where reliability is as crucial as performance, this means
considering both signal strength and reliability in the initial decision-making process, rather
than optimizing signal strength alone and handling reliability failures through retries. Fig. 3.1
presents a framework with the multi-objective controller accompanied by its pre-processor and
post-decision making moderator. To achieve the multi-objective decision making goal, this the-
sis proposes a framework that uses Reinforcement learning (RL) algorithms. RL is a learning
paradigm that allows agents to learn from experience and maximize rewards [114]. However, in
some cases, agents must simultaneously achieve multiple objectives, leading to Pareto optimal
policies in multi-objective reinforcement learning (MORL) [115].

While previous research has used deep RL to optimize time and frequency allocation in near-
real-time use cases [116], these approaches typically focus on single objectives like RSS max-
imization or employ agents on UEs. This chapter proposes a novel approach using Pareto-
optimal decisions at the network level to simultaneously optimize multiple objectives critical for
URLLC applications. This approach becomes particularly critical in 5G/6G wireless networks,
where high frequencies affect signal propagation, reducing coverage and increasing vulnerabil-
ity to radio frequency (RF) blockers. These characteristics necessitate micro-cell deployments,
often with multiple overlapping cells providing multiple access points (APs) for UEs to connect
to, making handover decisions more complex and reliability more crucial. These characteristics

make the HO controller a great candidate with which to validate our framework.
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3.2 Handover, Reliability and Quality of Experience

Handover (HO) is the process of transferring a call and data session between cells as a user moves
within a cellular system’s coverage area [117]. HO algorithm design and optimization have
been researched extensively [118]-[121], with approaches falling into categories like Maximum
Received Power (MRP), Context-aware, Cost-function, and Fuzzy-logic [122]. 5G networks use
measurement reports for HO actions [117], but 3GPP recommends considering traffic criteria
[123], especially for critical applications like remote surgery. Al methods have been explored
to address HO challenges, but they often require extensive data [124]-[127]. This chapter
introduces HORLA (HandOver Reinforcement Learning Application), an xApp running on the
Near-RT-RIC component in the Open RAN architecture. HORLA aims to enhance Reference
Signal Receive Power (RSRP) and handle potential outages using UE measurement reports
and interaction with access points. The first Key Performance Indicator (KPI) is the difference
between the target RSRP and the serving RSRP, RSRPF;, — RSRP;;. UE with the index
i experiences RSRP; as the received power from micro-cell k, and RSRP;; as the received

power from micro-cell j.

P, = Pr— PL (3.1)

P, is the received power in dBm after handover from the target cell, Pr is the power in the
source, and PL is the lost power before reaching the UE. The experiment uses the Hata model

path loss for urban environments [128], Eq.(3.2)

PL;(dBm) = 69.66 + 26.16log1o f — 13.82 52)
3.2
lOglohB - CH + [449 — 6.55l0910h3]10g10d

Cpy is an empirical coefficient based on the UE density and the transmit frequency. The
calculations in this chapter use the following value for Cy related to the dense urban regions

and high-frequency communications.
Cy = 3.2(log1o(11.75hy,))? — 4.97 (3.3)

Where hj; is the height of the device. hp is the height of the power base station. As a result,
the goal is to maximize the difference between the target RSRP and the received RSRP. Eq.
3.4 shows this goal’s success rate. n is the number of APs observable by a UE being served by

an AP with power P,.
Ptargetfcell - Ps
Mazx|[(Py — Fs),...(P, — Ps)]

(3.4)
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The probability of experiencing errorless communication is related to the value of Eq. 3.4. This

experiment uses the Shannon-Hartley theorem, Eq. 3.5, to address the outage problem.
S
C' = Blog,(1 + N) (3.5)

In Eq. 3.5, C is the channel capacity, B is the signal bandwidth, S is the signal power, and

N represents noise. % is the maximum data rate that a device can experience considering the

signal power and noise in that state (Eq. 3.6).

S
=] 1 — .
Rinaz = logy(1 + N) (3.6)

Therefore, to guarantee the QoE for a device, the maximum data rate should be more than
the required data rate R, by a device. In Eq.3.6, % is SNR. This chapter uses SINR (Signal
to Interference and Noise Ratio), which is analogous to SNR. In SINR, the received power is

divided by I, the sum of interference power, and noise, N (Eq. 3.7).

Signal Power

SINR = TI N (3.7)
or more specifically [129] :
SINR, = 1l (3.8)
> lhiiPj) + Ni
N = —174 + 10 * log 10(B) + N, (3.9)

In Eq. 3.8, SINR; is the value of hy;P;, faded received power from AP; by user k, divided by
the sum of faded received power from any other transmitter to the user £ and any source of
noise experienced by user k. In Eq. 3.9, B refers to bandwidth and N, refers to other sources
of Noise. To achieve successful communication, the value of Eq. 3.6 must be more than the UE
threshold.

logy(14+ SINR) > R, (3.10)

Then
(1+SINR) —2f >0 (3.11)

So to avoid an HO failure, the decision maker needs to ensure the Eq. 3.11 is met while improv-
ing the value of RSRP. In other words, the agent is solving the problem with a pareto-optimal
solution.

In Eq. 3.12, H,;; is the controller’s objective that has to be maximized for the UE u at the time

of t after transferring the device u from the serving cell i to the serving cell j. Also, Purax(dif)
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is Mazx|[(Py — Ps),...(P, — Ps)], the maximum possible improvement in RSRP by taking the

handover action in this state.

(RSRP; — RSRP))

" RSRPyaay, &+ SINB) ) (3.12)
W M N
°° (RSRP; — RSRP;) .
- 1 IN - 2fr 1
e /to ; jgo ; RSRPyraaaif) (( +  SINR) ) (3:13)

This experiment combines the rewards of two independent objectives by multiplying them.
HORLA’s main goal is to select a target cell with better power, and the second objective is to
ensure system reliability and availability. The MORL agent is trained to maximize the value
of Eq. 3.12. Fig. 3.2 presents a sample area with micro-cells as static black circles and UE as
red triangles in different time steps. The environment transitions from the state A to the state

B by taking a HO action on this environment.

Transitioning

State B

Figure 3.2: MDP Modeling of Handover in Wireless Communication

3.3 The big picture of HORLA

In our proposed model, multiple HO agents collaborate to manage wireless communication
between devices and access points. Each agent oversees a specific area and communicates
during conflicts or emergencies. These agents operate on the RAN side, avoiding issues with
compromised user equipment and hardware-software compatibility. See Fig. 3.3 for a high-level

diagram of the multi-agent model, the parent of HORLA.
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Figure 3.3: A schematic arrangement of APs and HO agents

3.4 The architecture of HORLA

RL has been explored in previous studies for HO optimization, considering aspects such as
energy consumption, satellite stations as APs, and UAVs as UEs [65], [130], [131]. For instance,
one study [122] compared Q-Learning and Sarsa, two RL algorithms, to maximize received
signal strength (RSS). In another study [132], RL techniques were employed to identify the
maximum RSS value. Another paper [133] used a Bandit Arm algorithm to optimize RSS
within a wireless communication system. Additionally, a multi-objective approach was utilized
in [65] to optimize HO allocation and power control with RL agents residing on UEs. In [134], a
predictive approach was proposed for the handover process in wireless communication systems.
Lastly, the study in [67] introduced a competitive multi-agent approach by deploying agents
on UEs. However, this thesis leverages multi-objective RL capabilities for enhancing Near-RT
RIC xApps.

HORLA’s HO process introduces a novel approach for analyzing UE measurement reports.
Unlike traditional methods, it doesn’t process reports directly at the serving base station.
Instead, they are sent to the xApp on the Near-RT RIC platform, with HORLA as the core
module. The RL model in HORLA analyzes these reports to select the target cell for HO. The
data processor handles scanning and message preparation, and the RL agent (HORLA) uses
UE-reported data like RSRP, SINR, and R for decision-making. A ”Moderator” component
communicates this decision to APs. Fig. 3.4 illustrates HORLA’s architecture, including the
data processor, HORLA agent, and moderator components. The base of HORLA is a Deep
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Figure 3.4: HORLA running on a Near-RT RIC platform controlling the HO process

networking RL model that takes 2n + 2 inputs for the input layer, where n represents the
number of micro-cells within the agent’s designated territory. The output layer has a size of n.

The design of the state, action, and reward is as follows.

e The state consists of RSRP values and SINR values reported by the UE for multiple base
stations, the serving base station, and the required data rate threshold for that UE. For
each UE we,, the state is defined as S, = (Pu1, ..., Puns Mu1, ... Myn, byj, Ry,). Here, n is
the total number of accessible base stations, P, and M, are RSRP and SINR for base
station k, b,; is the serving base station, and R, is the required data rate threshold for

UE ue,.
e Action: An action is the selection of the target AP for UE handover.

e The agent’s goal is to optimize target cell selection success in handover. The reward design
considers decision risks and incorporates probabilities for positive rewards despite poten-
tial negative outcomes like lower RSRP. The reward is conditional: if the selected RSRP
is lower than the serving RSRP, the agent receives a fixed reward of -10, encouraging

decisions that improve signal strength, which is the main reason for handover requests.

10 if (RSRP; — RSRP,) <0
Reward!,;; = (3.14)

utj
Huij if (RSRP; — RSRP) >=0

HORLA’s integration into existing Open RAN systems leverages the standard xApp deploy-
ment framework within the Near-RT RIC platform. The system interfaces with the broader
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RAN environment through established O-RAN protocols, specifically utilizing O1, A1, and E2
interfaces. UE measurement reports are received through the E2 interface, while handover
commands are transmitted back to the O-CU/O-DU components through the same channel,
ensuring seamless integration with existing network flows.

The experimental version of HORLA is responsible for managing 19 access points. Based on
its design explained above, the network will have 40 input and 19 output nodes. From a re-
source requirement perspective, HORLA’s neural network architecture is deliberately designed
to be lightweight. The version used for this experiment requires minimal storage space of ap-
proximately 100KB. The runtime memory footprint remains within bounds suitable for edge
deployment, typically requiring around 500MB of memory. This efficient design ensures that
the system can operate within the Near-RT RIC’s sub-second latency requirements without
introducing additional signaling overhead, as it utilizes existing measurement reports.

The operational workflow maintains consistency with standard RAN procedures. When mea-
surement reports arrive from UEs through established RAN interfaces, HORLA processes these
inputs through its pre-trained neural network. The system generates handover decisions within
the strict latency constraints of the Near-RT RIC (less than 1 second), and communicates these
decisions through standard O-RAN interfaces. This integration approach ensures that HORLA
enhances existing network operations without disrupting established protocols or requiring sig-
nificant infrastructure modifications.

Regarding scalability, HORLA’s architecture supports network growth through parallel deploy-
ment options. The system’s resource utilization demonstrates linear scaling with respect to the
number of managed cells, allowing for efficient resource allocation based on network demands.
The implementation supports standard containerization practices, enabling flexible deployment
across varying network configurations and loads.

This integration strategy which includes containerization with compatible inputs and outputs
ensures that HORLA can enhance handover operations while maintaining compatibility with
existing Open RAN deployments and meeting the stringent performance requirements of mod-

ern wireless networks.

3.4.1 Algorithm Selection Analysis

The selection of an appropriate reinforcement learning algorithm for handover optimization in

near real-time environments requires careful consideration of both the problem characteristics
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and the strengths and limitations of various algorithms. After thorough analysis, Deep Q-
Network (DQN) emerged as the most suitable choice for this specific use case. This subsection
presents a detailed analysis of why DQN was selected and why alternative approaches were

deemed less appropriate.

Advantages of DQN for Handover Optimization

The handover optimization problem fundamentally involves selecting a target cell from a fi-
nite set of available access points. This discrete action space aligns perfectly with DQN’s
architecture, which excels at problems requiring selection from a fixed set of actions. While
algorithms like Deep Deterministic Policy Gradient (DDPG) or Soft Actor-Critic (SAC) are
designed for continuous action spaces, they would introduce unnecessary complexity for our

discrete selection problem.

The state space in handover optimization encompasses multiple critical variables including
RSRP values, SINR measurements, serving base station information, and UE thresholds.
DQN’s neural network architecture effectively handles this high-dimensional state space through
function approximation, capturing complex relationships between variables that would be dif-

ficult to model using traditional Q-learning approaches.

In handover scenarios, the success or failure of a decision isn’t immediately apparent - there’s
a temporal delay between making a handover decision and observing its outcomes regarding
outages or signal strength improvements. DQN’s experience replay mechanism is particularly
well-suited for handling these delayed rewards, effectively correlating actions with their long-

term consequences.

Limitations of Alternative Algorithms

SARSA’s on-policy nature presents significant limitations for handover optimization. As an
on-policy algorithm that evaluates the same policy it follows, SARSA would be inherently less
exploratory in discovering optimal handover opportunities. This characteristic is particularly
problematic in near real-time environments where we need to carefully balance exploration and

exploitation.

The Asynchronous Advantage Actor-Critic (A3C) algorithm introduces unnecessary complexity

for handover optimization. Its architecture, which employs multiple agents training in parallel,
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would create excessive overhead in the Near-RT RIC component of our system. Moreover,
A3C’s strengths in handling continuous action spaces are irrelevant for our discrete handover

decisions.

Proximal Policy Optimization (PPO) presents several significant drawbacks for our use case.
Its sample inefficiency is particularly problematic in near real-time communication scenarios,
where we cannot afford to collect extensive handover failure data before achieving reliable
performance. Additionally, PPO’s higher computational resource requirements make it less

suitable for real-time handover decisions in RAN infrastructure.

Implementation and Multi-objective Considerations

DQN’s implementation advantages extend beyond its theoretical strengths. The algorithm’s
experience replay buffer proves invaluable for handover optimization by enabling learning from
rare failure cases and making efficient use of historical data. The separate target network
ensures stability that’s crucial for near real-time communication reliability, while the overall

architecture remains computationally efficient for RAN deployment.

While DQN is traditionally single-objective, its adaptation to multi-objective scenarios is
straightforward through careful reward function design. Our implementation demonstrates this
flexibility by combining signal strength and outage probability objectives into a unified reward
structure. This adaptability is crucial for handover optimization, where multiple performance

metrics must be balanced simultaneously.

From a practical deployment perspective, DQN offers significant advantages. Once trained,
the model can execute efficiently, making it suitable for real-time handover decisions. Its
architecture integrates well with the Near-RT RIC component in Open RAN, and the model

can be continuously updated with new experiences while maintaining performance stability.

The selection of DQN for handover optimization in near real-time environments represents a
careful balance of theoretical capabilities and practical requirements. While alternatives like
SARSA, A3C, and PPO offer certain advantages, they each present limitations that make
them less suitable for this specific use case. DQN’s combination of discrete action handling,
stability features, and implementation efficiency, along with its adaptability to multi-objective
optimization, makes it the optimal choice for reliable handover optimization in next-generation

wireless networks.
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frequency 1800 MHz
Power 46 dBm
Access points 10 m
Height

No. of access 19
points

R [0.3,0.6,1]
Antenna Hexagonal
pattern

Noise 7dB
Learning rate led
End eps 0.1
eps decay 0.99

Table 3.1: Parameters and variable values used in the experiment

3.5 Training HORLA

The values of variables used in the experiment are presented in Table 3.1. The simulation pa-
rameters were chosen to reflect typical urban cellular network deployments. The frequency of
1800 MHz represents a common band used in urban cellular networks, offering a good balance
between coverage and capacity. The hexagonal antenna pattern follows standard cellular plan-
ning practices, while the 46 dBm transmission power aligns with typical micro-cell base station
specifications. The 19 access points were arranged to provide overlapping coverage, simulat-
ing the dense deployments characteristic of urban environments where handover optimization
is most critical. The learning rate and epsilon decay values were selected through empirical
testing to balance exploration and exploitation in the reinforcement learning process, while the
noise figure of 7dB represents typical environmental interference levels in urban settings. The
simulated environment is made of 19 access points arranged in a hexagonal pattern based on
Report ITU-R M.2135-1 [135]. For this experiment, the transmit power from all access points
is the same. However, in practical scenarios, micro-cells may have varying transmit power. Re-
inforcement learning faces the challenge of forgetfulness when a model’s performance declines

in subsequent episodes after optimization. This phenomenon, also known as catastrophic for-
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getting, occurs when neural networks lose previously learned information as they acquire new
knowledge. In the context of handover optimization, this means that while the model might
learn to handle certain network scenarios effectively, it could gradually lose this capability as it
adapts to new situations. This is particularly problematic in wireless networks where maintain-
ing consistent performance across all scenarios is crucial for reliable operation. To address this,
this chapter modifies the Deep Q-Learning (DQN) algorithm to periodically assess the model’s
accuracy. If accuracy exceeds a threshold, the program saves parameters as checkpoints and
tests them in a separate environment. High-performing checkpoints are stored, and the best
one is selected for production at the end of training episodes. This approach ensures the fi-
nal model maintains consistent performance across the full range of network scenarios it was

trained on. See Fig. 3.5 for the algorithm.
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Figure 3.5: HORLA Training process to combat forgetfulness
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3.6 Results

In the experiment, the testing environment differs from the training environment, and two
baselines are used for benchmarking. The first baseline, referred to as MRP, follows 3GPP
documentation triggers based on received power values for handovers. The second baseline,
referred to as LOP (Least Outage Probability), selects the access point with the best unlikeli-

hood of outage events value. MRP was selected as it represents the current industry standard
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approach defined in 3GPP specifications, making it a crucial benchmark for any proposed han-
dover optimization solution. LOP was chosen to represent approaches that prioritize reliability
over signal strength, providing a contrasting baseline that emphasizes different network objec-
tives. MRP’s primary limitation is its single-objective focus on received power, which can lead
to suboptimal decisions when reliability is also critical. While MRP performs well in scenar-
ios with clear signal strength differentials, it may trigger unnecessary handovers in situations
where the reliability impact outweighs marginal RSRP improvements. LOP, conversely, may
be overly conservative in its handover decisions, potentially missing opportunities to improve
user experience when signal strength gains could be achieved with minimal reliability risk. In
the MRP baseline, any HO causing an outage is marked as a failure, while in the LOP base-
line, HO attempts not improving received power are considered failures. HORLA must meet
both criteria to succeed. In other words, a handover attempt is considered a failure under the

following conditions:

e For MRP baseline: When an outage occurs after handover, defined as when SINR falls
below the threshold required for the UE’s data rate (when (1 + SINR) - 2% < 0)

e For LOP baseline: When the target cell’s RSRP is not higher than the serving cell’s
RSRP (when RSRP,arget < RSRPserving)

e For HORLA: When either of the above conditions occur, as HORLA must simultaneously

maintain both signal strength and reliability requirements.

The experiment generated batches of UEs with different data rate thresholds for each testing
episode, running each episode at least 10 times with different seed values. The simulation
followed a Monte Carlo approach with ten runs using different seed values, where UEs with
varying data rate thresholds sent HO requests to their serving AP. Fig. 3.6 presents a bar chart
showing mean failed HO attempts for different UE batch sizes, considering both controllers.
HORLA aims to improve both RSS and system reliability, while MRP primarily focuses on RSS.
HORLA outperforms MRP, reducing failures by over 40%. In summary, HORLA’s considera-
tion of multiple objectives leads to superior performance compared to MRP, which primarily
prioritizes RSS improvement. This experiment and the results shown in Figs. 3.6, 3.7a and
3.7b conclude that the proposed MORL agent running on the Near-RT RIC component of the
Open RAN improved reliability in all scenarios that MRP found challenging. The considerable
difference between MRP and HORLA puts HORLA ahead of the competition in near real-time
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Figure 3.6: Failure comparison for LOP, MRP and HORLA

use cases and any use cases with a low tolerance for failure in communication.

3.7 Further discussion

This section discusses an added benefit of the proposed HO solution and practical implemen-

tation considerations.

3.7.1 Preserving energy

The proposed solution reduced energy consumption per time step by minimizing failed handover
(HO) processes. Each failed HO attempt consumes additional energy due to the need to resend
measurement reports and requests to the serving cell. Let m; represent the number of failed
requests at time step t, and PUsr be the energy consumed for processing each request. Based
on Fig. 3.7b, MRP had an average failure rate of 7%, while HORLA had a lower rate of 4%,
indicating 0.57 times fewer failures for HORLA. Consequently, the total energy consumed for
request processing with HORLA and MRP can be expressed as:

Z PUjsr|norpa = 0.57 x Z PUj5r|vrp (3.15)
i=1 i=1
Where s = {Measurement request, HO Communication, HO Confirmed}. If we designate the

unit of energy used for each device as ”’s,” the cumulative wasted energy over time at each point
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in time of T can be calculated as follows:

T me

> > pU; (3.16)

t=1 =1

Fig. 3.8 shows the cumulative difference in wasted energy between MRP and HORLA over 10
time steps. Each step involves processing HO requests from a random number of UEs (100 to
1000) to APs, excluding retries from previous failed attempts, illustrating the energy savings

achieved by HORLA. The 57% reduction in failed handover attempts demonstrated by HORLA
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Figure 3.8: Wasted energy in HO attempts

has significant practical implications for network operators and user devices:

e Network Infrastructure Impact: It will reduce processing load on base stations from fewer
retransmissions and It lowers the power consumption at network infrastructure level. Also,
it decreases backhaul traffic from fewer signaling messages and extends hardware lifespan

due to reduced processing strain

e User Device Benefits: UEs experience extended battery life through fewer retransmissions.
They will experience improved QoE from fewer interruptions and reduced processing
overhead from handover procedures. The overhead reduction is particularly beneficial for

IoT devices with limited battery capacity.

e System-Wide Efficiency: Cumulative energy savings across large networks can be sub-
stantial. It is expecially important in dense urban deployments with frequent handovers,

which leads to greener network operations and reduced operational costs.
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3.7.2 Eliminating unknown access points

HORLA boosts security by filtering out false base stations, complying with the 3GPP standard
[136]. measurement reports from validated access points only will move to the input layer,
preventing compromised data. Fig. 3.9 shows the difference with and without an xApp. Trusted

access point information can be stored on an Open RAN component in a control room for easy

updates [136].

e Rogue Base Station Attacks: Traditional systems might connect to any strong signal
source. But HORLA validates access points against trusted database and prevents man-

in-the-middle attacks through fake base stations.

e Network Impersonation: Attackers often replicate legitimate network identifiers. HORLA’s

validation process ensures authenticity beyond simple identifiers.
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3.7.3 Limitations and Scalability Considerations

While HORLA demonstrates significant improvements in handover optimization, several lim-
itations should be acknowledged. The current implementation assumes perfect knowledge of
network topology and access point locations. In real-world deployments, this information might
be incomplete or dynamically changing, particularly in networks with temporary or mobile base
stations. Additionally, the training process requires historical data that captures diverse net-
work conditions, which may not always be available in new deployments.

The system’s performance in extremely dense networks with hundreds of access points remains
to be validated. As the number of possible handover targets increases, the decision space grows
exponentially, potentially impacting the model’s ability to make optimal decisions within the
required time constraints. Furthermore, while the current model handles 19 access points
effectively, scaling to larger networks may require architectural modifications or hierarchical
decision-making approaches.

HORLA'’s reliance on RSRP and SINR measurements may not capture all relevant factors in
complex urban environments, such as temporary obstructions or rapidly changing interference
patterns. The model’s performance might also be affected in scenarios with highly mobile users
or extreme weather conditions that rapidly alter signal propagation characteristics.

For future large-scale deployments, consideration must be given to the trade-off between model
complexity and decision-making speed. While more sophisticated neural network architectures
might improve accuracy, they could challenge the Near-RT RIC’s latency requirements. Ad-
ditionally, coordinating multiple HORLA instances across different network segments would
require careful consideration of boundary conditions and handover policies between managed

zones.

3.7.4 Scalability and Deployment Considerations

HORLA’s role as an xApp on the Near-RT RIC component of Open RAN architecture positions
it as a key element in optimizing handover performance in next-generation wireless networks.
As these networks evolve towards increasing scale and complexity, with a growing number of
base stations and high user densities, it becomes crucial to examine the scalability characteris-
tics of the proposed solution.

One critical aspect to consider is the computational requirements of HORLA in large-scale

deployments. As the number of base stations and users increases, the computational load on
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the Near-RT RIC running HORLA will also grow. It is essential to analyze how the system’s
resource utilization scales with network size and identify any potential bottlenecks that could
limit performance. These bottlenecks may arise from factors such as the processing capacity
of the Near-RT RIC hardware, network bandwidth limitations for transmitting measurement
reports and handover commands, and latency introduced by increased computational complex-
ity. Mitigating these bottlenecks could involve strategies such as hardware acceleration for
Al model inference, optimizing data transmission protocols, and implementing load balancing
across multiple Near-RT RIC instances.

In large-scale networks, distributed deployment of HORLA across multiple Near-RT RIC in-
stances may become necessary to ensure efficient operation and maintain performance. Dis-
tributing the workload can be achieved through various strategies, such as geographic parti-
tioning based on network topology, load-based allocation of xApp instances, or hierarchical
architectures with local and regional instances. However, distributed deployment introduces
challenges in coordinating between instances, including synchronizing model updates and pa-
rameter sharing, handling handovers across instance boundaries, and ensuring consistent per-
formance and decision-making across the network. Addressing these challenges may involve
techniques such as federated learning for model synchronization, standardized interfaces for
inter-instance communication, and centralized orchestration and management frameworks.
Maintaining real-time decision-making capabilities is paramount for HORLA, especially in sce-
narios with a large number of users and frequent handover events. Analyzing the system’s
latency and throughput characteristics under heavy load conditions is crucial to ensure its
effectiveness in practical deployments. Several factors can impact real-time performance, in-
cluding measurement report frequency and granularity, model inference time and computational
complexity, and network congestion and transmission delays. Optimization techniques such as
adaptive measurement reporting based on network conditions, model pruning and quantiza-
tion for faster inference, and priority-based processing for critical handover events can help in

maintaining the required real-time performance.

3.8 Conclusion

This chapter has introduced HORLA, a novel framework that demonstrates how Near-RT RIC

control functions can be theoretically reformulated to support URLLC requirements through
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Pareto-optimal decision making. By addressing the first research question of this thesis,
HORLA proves that classic RAN responsibilities can be enhanced to improve Near-RT RIC’s
support for URLLC use cases.

The key theoretical contributions of this chapter include a mathematical framework for multi-
objective handover optimization that simultaneously considers signal strength and reliability,
a modified DQN training approach that addresses the challenge of catastrophic forgetting in
RL models, and a systematic analysis justifying DQN’s suitability for handover optimization
compared to alternative RL algorithms.

The experimental results validate these theoretical contributions, demonstrating a 40% reduc-
tion in handover failures compared to traditional MRP approaches, 57% reduction in energy
consumption through decreased retry attempts, enhanced security through validation of access
points, and successful integration with Open RAN architecture while maintaining sub-second
latency requirements.

Beyond its primary objectives, HORLA demonstrates how Near-RT RIC can be enhanced to
handle complex decision-making while maintaining strict URLLC requirements. The frame-
work’s success in combining reliability and performance optimization suggests similar ap-
proaches could be applied to other RAN control functions where multiple objectives must
be balanced.

Future research directions emerging from this work include extension of the Pareto-optimal
framework to other Near-RT RIC control functions, investigation of federated learning ap-
proaches for distributed HORLA deployment, development of adaptive measurement reporting
mechanisms to optimize resource utilization, and exploration of hierarchical decision-making
structures for extremely dense networks.

The success of HORLA in enhancing handover reliability while maintaining latency require-
ments demonstrates the potential of Al-driven, multi-objective approaches in modernizing RAN
control functions. This work provides a foundation for future research in adapting other RAN
responsibilities to meet the demanding requirements of URLLC applications. As xApps are
proved to be part of URLLC design and life cycles, paying attention to the security of these
applications in the context of URLLC use cases become more crucial. In the next chapter
this thesis investigates the current state of Near-RT RIC security and proposes frameworks and

solutions to mitigate the challenges regarding running Al xApps for URLLC use cases may arise.

79



Chapter 4

Al xApps and Security Vulnerabilities

4.1 Introduction

This chapter addresses the second research argument of this thesis: the current state of Near-RT
RIC security has gaps that must be addressed to support URLLC use cases. Specifically, this
chapter explores whether Near-RT RIC security specifications are sufficient to protect URLLC
Al xApps and what security vulnerabilities and theoretical challenges are introduced by Al
xApps running on Near-RT RIC in Open RAN architectures.

The introduction of Al-driven applications in RAN control functions, while promising for en-
hancing network performance, introduces new security vulnerabilities. Traditional security
measures in wireless networks primarily focus on data protection and access control. However,
Al xApps, particularly those handling URLLC applications, present unique security challenges
due to their decision-making nature and the critical timing requirements of their operations.
Current 3GPP and O-RAN security specifications, while comprehensive for traditional network
operations, do not fully address the specific threats that could compromise Al-based control
decisions.

This thesis proposes a holistic security monitoring approach that extends beyond traditional
security measures. Instead of focusing solely on protecting individual AT models or network
components, this approach considers the broader impact of security breaches on network oper-
ations and service reliability. In the context of URLLC applications, where security breaches
could lead to service disruptions or compromised reliability, this means developing security

mechanisms that can detect and prevent attacks while maintaining the strict latency and reli-
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ability requirements of these applications.

While previous research has explored various aspects of RAN security and Al model protection,
This chapter introduces a comprehensive security risk assessment framework tailored specifi-
cally for Al-driven xApps in Open RAN architectures, with emphasis on securing URLLC
applications while maintaining their strict latency and reliability requirements. This approach
becomes particularly critical in Open RAN architectures, where the disaggregation of network
components and the introduction of third-party xApps increase the potential attack surface.
The framework addresses both traditional security concerns and emerging threats specific to
Al-driven network control.

The remainder of this chapter first provides background on Al security vulnerabilities and re-
views existing security specifications in 5G and Open RAN. It then presents our experimental
methodology and results for four types of attacks: software attacks targeting model behavior
(including reward attacks and last layer attack), parameter manipulation attacks, and hard-
ware resource exhaustion attacks. We conclude with implications for Open RAN security and

recommendations for enhancing protection of AI xApps in Near-RT RIC deployments.

4.2 Background

The vulnerabilities of AI models and the importance of securing machine learning models have
been topics of discussion and research for more than a decade. One of the earliest papers on
the security of ML models was published in 2006 [137]. At the time, ML models were gaining
popularity for intrusion detection and spam e-mail detection. Authors in [137] studied whether
ML models themselves are secure. Since then there has been extensive research on adversarial
attacks with different classifications and terms. A ”poisoned model” is a term used to describe
a model that has been intentionally altered or manipulated to compromise its integrity or
performance [138]. This can involve various forms of interference, such as injecting false data,
modifying model parameters, or introducing biases into the training process. Detecting and
mitigating the effects of poisoned models is crucial in machine learning and cybersecurity to
ensure the reliability and accuracy of mathematical models [139]. Section 4.4, as depicted in

Fig. 4.1, will discuss software and hardware attack experiments on Near-RT RIC in Open RAN.
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Figure 4.1: Experimented Attack Categories

4.2.1 Software attack

A major category of attacks is software attacks. This category includes any attempt to influence
the model’s efficiency by affecting its architecture and parameters. A malicious agent can
manipulate a model’s parameters by contaminating the input data used for training. Parameter
manipulation can also occur if the attacker gains access to the source code or a model and alters
the architecture or parameters. Poisoning input data sometimes happens during inference,
as models often use inference data and user feedback loops for online training. A model’s
parameters can be poisoned directly by injecting poisoned weights into the model before fine-
tuning or deployment [138][140][141]. Poisoning the input data while fine-tuning a model is a
method to alter parameters. Authors in [142] addressed the problem of trusting interpreters
in deep reinforcement learning that are poisoned and cannot be trusted. Parameter poisoning
can happen through the federated learning process when a local model is compromised, as
shown in studies [143] and [144], or through backdoors, as demonstrated in [141]. Degrading
the efficiency of the model increases inaccuracy and eventually degrades the QoE and QoS of

the system.
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4.2.2 Hardware attack

An attacker might decide to use AI models as a medium for attacking another target, such
as hardware. A malicious agent can force a model to use more resources than necessary to
achieve two outcomes: degrading the hardware by overuse and reducing the available capacity
of hardware resources for other processes and applications. The attacker’s objective is to keep
the model’s accuracy intact, enabling the attack to run for a long time and eventually cause
the required damage. This attack can be referred to as a resource exhaustion attack [145],
[146], and [147]. Resource exhaustion attacks are particularly important for near real-time
applications because it is a component dedicated to low-latency controllers. As a result, the
component is installed as close as possible to UEs. This condition might impose constraints on
the computational capability of the underlying hardware. This limitation presents a potential

opening for malicious actors to sabotage the system by overwhelming hardware resources.

4.3 Security policies in 5G and Open RAN

Open RAN is an emerging vision and an advancement of the Radio Access Network (RAN).
The future generations of networking will support new use cases, such as tactile internet and
autonomous driving. The complexity and innovative nature of these use cases require con-
tinuous innovation at a high pace in the RAN. A notable enhancement in the Open RAN
architecture, Fig. 2.4, compared to its predecessors, is the inclusion of dedicated components
to cater to Al applications. These components are named according to the expected latency of
the applications that operate on the RAN components: Near-RT-RIC and Non-RT-RIC. The
following subsections review security policies in Open RAN with respect to the Near-RT-RIC.
Ensuring robust security measures in the Near-RT-RIC is crucial, as it plays a pivotal role in
managing and optimizing radio resources in near real-time. Any vulnerabilities or breaches
could significantly impact network performance and reliability, highlighting the necessity for

stringent security policies.

4.3.1 Security policies in 5G

The current Open RAN framework is based on the 3GPP standards designed for 5G technology.
3GPP is responsible for establishing standards and specifications within the realm of wireless

communications. This organization has introduced both Non-Standalone and Standalone spec-
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ifications for 5G. Non-Standalone New Radio (NR) refers to a 5G wireless system that relies on
the existing LTE infrastructure for its operations. In the context of Non-Standalone NR, the
implementation of confidentiality and protection mechanisms is discretionary. On the other
hand, the Standalone standard has been devised to address more robust security measures.
Within the 3GPP’s framework, a ”trust model” has been developed that encompasses both
user equipment (UE) and the Radio Access Network (RAN). The UE is equipped with a Uni-
versal Subscriber Identity Module (USIM) as part of this model. Notably, in this model, the
Distributed Unit (DU) within the RAN does not possess access to customer communications.
Both the Central Unit (CU) and Non-3GPP components, adhering to the 3GPP standard, are
exclusively deployed in supervised sites with stringent access control measures. In alignment
with the 3GPP’s design, a Security Protection Proxy (SEPP) serves as the intermediary linking
the home and visited networks [148].

In order to tackle security requisites within the Open RAN environment, the O-RAN Alliance
has taken significant steps by formulating standards pertaining to security as well as Near-RT
RIC. The security standards that have been established by the O-RAN Alliance draw inspiration

from both the 3GPP and 5G standards, forming a robust foundation for their implementation.

4.3.2 Security in Open RAN and Near-RT RIC

The O-RAN Alliance specifications build upon the foundation of 3GPP and 5G standards,
tailored to meet the distinctive requirements of Open RAN components. These protocols [149]
ensure secure communication by requiring certifications for authentication, data integrity, pri-
vacy, and protection against replay attacks.

Open RAN'’s security core includes a threat model specification [150]. It addresses new chal-
lenges arising from Open RAN’s unique architecture and components, not covered by previous
RAN specifications. The document comprises dedicated segments that delve into potential
threats directed towards the Near-RT-RIC and xApps - applications operating on the Near-
RT-RIC platform. In its current iteration, version 2.00, the specification addresses a singular
threat involving a malicious xApp that possesses the capacity to exploit UE identification, mon-
itor their geographical locations, and manipulate their priority settings. The specification’s
xApp section covers vulnerabilities, conflicts impacting performance, and attacks exploiting

underlying systems. It also addresses threats targeting Machine Learning (ML) systems.
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4.4 The attack experiments

This section explains the experimental setup and simulation results. To explore vulnerabilities
of a potential xApp Al model in near real-time applications, four different attacks against the
model architecture are examined. These attacks include the reward attack, the last-layer dis-
tortion (LLD) attack, the tampered-parameter (TP) attack, and the hardware attack.

The experiment employs a RL model to optimize Handover (HO) processes. However, the
attack vectors and the experimental setup are not specific to this particular use case and can
potentially impact any deep-learning xApp. The RL model for handover optimization is based
on the work in [151]. The used multi-objective model has two primary objectives: improving
received power and avoiding outage events. The experiment’s environment consists of 19 access
points and a random number of UEs in that area. The agent’s role is to receive the measure-
ment report of a UE and accordingly handover the UE to an access point. To attack this xApp,

the following three attack objectives are experimented and studied:

e The Targeted attacks: A malicious actor disrupts service by overloading or starving

a specific access point (AP), causing handover failures and degrading user experience

(QoS/QoE).

e The TP attack: Attackers alter a validated model’s parameters before deployment, leading
to poor performance (increased HO failures, degraded QoE, higher energy consumption)

in production.

e The Hardware attack: In a hardware attack, attackers manipulate a model to consume ex-
cessive resources without impacting accuracy. This "resource exhaustion attack” starves

the system of resources for legitimate tasks.

All attack experiments were conducted using the same pre-trained HORLA model from Chapter
3 as the base model. This model, proven effective for handover optimization, provides a realistic
target for examining security vulnerabilities in Near-RT RIC xApps. Each attack scenario then
fine-tuned or modified this base model according to its specific attack strategy, allowing us
to analyze how different types of manipulation could compromise xApp performance while

potentially evading detection.
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Figure 4.2: The experiment’s NN Model Architecture

4.4.1 The model’s network architecture

The experiments use the HORLA model architecture previously introduced in Chapter 3. The
neural network comprises 40 input nodes representing input features (RSRP, SINR values,
serving AP, and data rate threshold for UEs) and 19 output nodes corresponding to available
access points in the network. This architecture was previously demonstrated to effectively
optimize handover decisions while meeting Near-RT RIC latency requirements. By targeting
this proven xApp architecture, our security analysis examines vulnerabilities in a simulated

Open RAN deployment scenario.

4.4.2 The Targeted attack

A Targeted attack on an NN involves modifying the network’s parameters, such as its weights
(W), with the aim of inducing the model to exhibit different behavior when triggered by a

specific target. We can represent an NN, denoted as N, as a function f that maps input data
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X to output predictions Y.

Y = f(X, W) (4.1)

In the context of Targeted attack, the attacker introduces a perturbation to the NN weights
(Wiargeted), leading to a modified network (Nygrgetea). This alteration can be mathematically

expressed as follows:

Ntargeted = f(X7 Wtargeted) (42)

Reward attack and LLD attacks setup

To target a specific AP two different strategies are experimented in this chapter:

e The "Reward attack”: The attackers fine-tune the victim model by adding a trigger-

sensitive Kronecker delta function to its reward system.

e The "LLD attack”: The attackers tamper with the final layer weights to manipulate

decisions towards a specific access point (AP).

The difference between Reward attack and LLD attack is the level and the method of influence
an attacker has on the victim model. In Reward attack, the attacker doesn’t affect parameters
of a model directly to change its decision making approach. In Reward attack, the attacker,
uses the reward system to encourage a learning habit in the model so the model will make wrong
decisions if it gets triggered by the AP of interest. In LLD attack, the attacker synthetically
changes parameters to affect the final probability value for decision. In both scenarios, the
attackers take advantage of supply chain vulnerabilities and turn the model into a trojan horse
which seems like a normal model but at some point starts attacking the system. When the xApp
chooses not to select a particular node, it can result in an increased workload on other access
points (APs) and occasionally causing the targeted node to become idle. When an AP becomes
idle the control systems suspend the delivery of further HO requests to the idle node until a
thorough investigation is conducted. Conversely, by excessively selecting an AP, the targeted
AP becomes overloaded, leading to an over-consumption of power and resources. Both scenarios
lead to an elevated HO failure rate due to the incorrect node selection. The experiments aim to
explore the feasibility of conducting these targeted attacks within the context of xApps without

raising suspicion or detection by the monitoring system.
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Reward attack In Reward attack, the attacker conducts fine-tuning on the victim model,
but with a manipulated reward scheme. Fine-tuning involves taking a pre-trained model that
has already been trained on a large dataset and then further training it on a smaller dataset.
In this altered reward structure, the agent receives the same reward as during training when
it selects any AP except for a specific AP, which results in a negative reward. Equation 4.3
defines the reward (R) using a Kronecker delta function to represent the selection of an AP
(ap) at time ¢t by a model targeting a specific AP (AP;). Ro4(ap,t) denotes the original reward,
as elaborated in [151].

R(ap,t) = Rorg(ap,t) — 6(ap, AF;)(1 + Rorg(ap, 1)) (4.3)
Where
0 AP,
Sap, ap) = © 7
1 ap= AP,

The questions for this experiment are to investigate whether a model can be fine-tuned to
refrain from selecting a particular Access Point (AP) and to determine the extent to which
the accuracy of the modified model differs from that of the original model. If the attacked
model exhibits reduced accuracy in the monitoring system, it may warrant removal from the
production applications. This attack aims to: 1) Avoid a specific AP - train the model to
rarely select a particular AP; 2) Maintain accuracy - keep the model’s overall performance
undetectable by monitoring systems.

The experiment generated different attacked models corresponding to different APs they are
trained to avoid. Then the experiment ran the attacked models and the base model in the
test environment. In each iteration a batch of UEs randomly located among 19 APs sent HO
requests to all the attacked models and the base model at the same time. The decisions by all
the models were saved and validated for accuracy. The overall experiment ran with ten seed

values. If n is the number of attacked models, the accuracy difference can be calculated as:

Delta = Base model acc.(%) - Attacked model acc.(%) (4.4)
Nj=B—x; fori=1,2,...,n (4.5)

_ 1 <&
" ; (4.6)

As shown in Fig. 4.3a the accuracy monitoring for the attacked models on average reports

almost the same as the original model. Therefore, the fine-tuned model will stay in disguise
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and will not disclose its performance degradation to the validation systems. However, as an
attacker, one aim of the experiment was to determine whether each trained model successfully
refrained from selecting its designated target. On average, when the original model selected
a specific target AP, the corresponding attacked model avoided selecting that same AP more
than 87% of the time. This demonstrates the attack’s effectiveness in manipulating the model’s
decision-making process while maintaining overall accuracy metrics. The min and max values
in Fig. 4.3a are derived from a confidence interval calculation at a 95% confidence level based
on different seed values.

Nevertheless, one might question how the attacked xApp managed to avoid selecting the tar-
geted AP, while the average accuracy of the attacked models not only remained intact but even
slightly improved.

The explanations for this phenomenon are:

1. The model is fine-tuned. Thus, although it might not select a specific AP out of 19 APs

when it should, it makes better decisions than the original model for other APs.

2. The underlying logic of the model is to choose an AP that enhances the received signal
power for the UE while avoiding potential outage events. In certain scenarios explained
in [151], there may be multiple APs that possess these favorable attributes, providing the

model with multiple viable choices.

The results conclude that the objective of the malicious agent in this attack is achieved. Based

on the results, the Reward attack method was effective and could remain undetected.

LLD attack The objectives of LLD attacks extend beyond merely avoiding a specific AP.
They also encompass investigating the feasibility of intentionally selecting the target AP exces-
sively, with the aim of overloading it. Overloading the AP can have a significant impact on the
QoS within the entire system. It can lead to an increased rate of HO failures for UEs located
in the vicinity of the targeted AP.

The value (z) of neuron j in layer [ is
5t =) wh+ b, (4.7)

Based on Eq. 4.7 the value of nodes in the output layer (z;°) can be written as Eq. 4.8:
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2 = Z wi;.w; + v (4.8)

Where: 0 < j <19
After attacking the model and tampering the wights based on Eq. 4.9 the values of the output

layer will be:
ZjO = Z wl?argeted,ij‘xi + bzo (49)

To execute this experiment, the value of w;; from Eq. 4.9 for each node has been multiplied by
different attack factors, 0 to generate wiqygeteq,i; and alter the probability of a target AP. Eq.
4.10 represents the attacked models varying from the base model with different probabilities

for targeted APs.

50 =Y wi .0 + b7 (4.10)

The experiment compared the generated attacked and base models in a test environment. The
attack factor 6 was strategically selected to explore different intensities of model manipulation
without triggering obvious performance degradation. Values were chosen in the range of 0.5 to

1.5, where:

e ) = 1.0 serves as a control point, representing no modification to verify the attack imple-

mentation.
e 6 > 1.0 increases probability of selecting the targeted AP.
e 0 < 1.0 decreases probability of selecting the targeted AP.

The gradual progression of 6 values allows examination of the subtle relationship between attack
intensity and model behavior. Fig. 4.4 presents the average deviation of attacked models from
the base model in selecting their corresponding AP and the overall accuracy. As shown in Fig.
4.4, even small deviations from # = 1.0 can significantly influence AP selection patterns while
maintaining overall accuracy within acceptable bounds. This demonstrates how an attacker
could manipulate handover decisions without triggering traditional performance monitoring
alerts. The disparity is calculated as the number of times an attacked model selected its
corresponding AP minus the number of times the base model selected the same AP, averaged
over all 19 attacked models, Eq. 4.11. The accuracy is calculated as shown in Eq. 4.12 for

each attacked model and is averaged over the number of models to generate the diagram for
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accuracy.

Disparity=attacked model rate minus base model rate (4.11)

Delta=attacked model acc. minus base model acc. (4.12)

Attacked model rate is the rate of targeted AP selection by an attacked model in a UE batch.
When the attack factor was equal to one, there was no difference in decisions between the clean
and attacked models. Including an attack factor of 1 in the experiment served as a sanity check.
At that point, the models had the same accuracy and targeted AP selection rate. The attack
factor of more than 1 increases the chance of the corresponding AP getting selected, as shown in
Fig. 4.4. An attack factor of less than one caused situations in that the base model selected the
targeted AP, but the attacked model avoided this decision. This phenomenon is shown in Fig.
4.4 with the disparity rate line extending in the negative values, calculated by Eq. 4.11. From
the attacker’s perspective, overloading an AP will generate a sudden increase in workload and
a considerable decrease in accuracy. However, under-loading a targeted AP cannot easily be
detected and can gradually degrade the system. Based on the presented graph, attack factors
greater than 1.5 or less than 0.5 are not necessary to achieve the goal for this model, whether for
a sudden or gradual attack. Any attack factor large enough to create an anomaly in the weight
distribution may trigger weight anomaly detection defense systems, preventing the model from

proceeding to production.
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The TP attack-Result

It’s crucial to acknowledge that attackers may not always possess complete information about
the model’s input features. If the attacker is a middleman who gains access to the model and
extracts its parameters without detailed knowledge of the features, crafting a robust strategy
based on feature importance may be challenging. Therefore, as a takeaway for xApps design,
this experiment advises to avoid defining the most crucial features as the first input values.
This approach can reduce the potential impact of attackers who lack full access to the model’s
architecture. This type of attacker doesn’t know the number of input nodes and limits their
attacks to lower index input nodes such as node 0 to 5 that definitely exist. Also, looking at
the other horizontal axis, positive attack factors are better suited for gradual attacks, allowing
the attacker to subtly manipulate the model’s behavior over time. On the other hand, negative
attack factors can yield a more immediate and significant impact, making them suitable for

rapid disruption.

4.4.3 The Hardware attack
The Hardware attack-Setup

In this experiment, we augmented the architecture of an inference model, by adding two hidden
layers. We then compared the CPU usage between the modified model and the original base
model. To ensure minimal deviation in accuracy between the models, we conducted accuracy
comparisons. This process was repeated with ten different seed values. During each iteration,
a test environment generated a batch of HO requests from random UEs to both the modified
and original models. We calculated and compared the accumulated CPU usage solely for the
decision-making process between the two models. Given the scrutiny of monitoring systems
towards accuracy and latency, maintaining the model’s behavior as unsuspicious is crucial for
the attacker. Hence, we also calculated and compared the accuracy and latency of the decision-

making process.

The results of Hardware attack

Fig.4.6a presents the difference in total CPU percentage usage for each UE batch requests. The

diagrams show the interpolation of mean values for ten iterations with ten different seed values.
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As shown in 4.6a the trend for CPU usage is upward and increasing as the size of UE batches
increases, which is an expected behaviour for both the base model and the attacked model.
However, the consistent outcome of all batch sizes is the higher CPU usage of a neural network
with two more layers than the base model. The reported value is the accumulation value of
CPU percent usage for each request. We assume C'PU,; and C PU,; are the CPU percent usage
of the hardware to make decision for the i** request by the attacked model and the base model,

respectively, as presented in Eq. 4.13.
> CPU, - Y CPU, (4.13)
i=1 i=1

The value of n in this equation represents the UE batch size as shown in the horizontal axis
of Fig. 4.6a. Figures 4.6b and 4.6¢ show that despite the increase in CPU usage for the at-
tacked model, both accuracy and processing time have remained nearly unchanged. Therefore,
monitoring systems might not trigger alarms if they monitoring the model’s performance. The
attacker added only two layers to the model’s architecture. As a result, the difference in time
spent on decision-making is not considerable. This experiment demonstrates a successful at-
tack. The attacker managed to increase the CPU load without being detected by monitoring
systems. The attack remains effective, gradually overloading the CPU and limiting available
resources for other xApps and processes on the host. This will increase the cost of resources,
affect the QoS, and could potentially cause failures for other xApps, negatively impacting the
QoE for users. Near-RT RIC is a component for near real-time applications, necessitating its
installation in proximity to UEs. This proximity requirement may impose constraints on the

availability of hardware resources, potentially making it more vulnerable to this type of attack.

4.5 Future work

In the preceding sections, we have emphasized the significance of researching adversarial at-
tack vectors and surfaces against Al applications in the Open RAN context. In this chapter,
we successfully attacked an xApp utilizing four different methods. We were able to degrade
the xApp’s decision-making capability considerably, with nuanced effects on metrics commonly
used in monitoring. While there have been studies conducted in industries other than wireless
communication, the unique requirements of wireless networks give rise to specific use cases.
Near real-time applications, with their ultra-low latency of less than 1 second, pose challenges

for both the xApp and the attacker agent, warranting further exploration in future research.
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Additionally, the Open RAN community should prioritize the creation of dedicated specifica-
tions for securing the supply chain for xApps. Prompt action is essential in addressing these
future endeavors, as the rapid pace of change in the 5G/6G and wireless communication in-
dustry provides malicious actors with opportunities to exploit the gap between robust policies
and implementation, potentially compromising wireless communication systems. Discovering
other adversarial attacks to generate awareness on the potential threats is essential for security
and safety of wireless communication. Defense methods can be prevention methods such as
improving the robustness of AI models and enhancing supply chain audition and tests. Defense
methods also can be in the form of detection such as Intrusion Detection Systems (IDS) and

Security Information and Event Management (SIEM) solutions.

Practical Implications in Open RAN Deployments

The attacks simulated in our experiments have significant implications for operational Open
RAN networks. In real deployments, xApps controlling handover decisions directly impact
network performance and user experience. The reward attack and LLD attack could manipulate

traffic distribution across the network, potentially creating:
e Overloaded cells leading to increased latency and dropped connections.
e Underutilized cells resulting in inefficient resource allocation.
e Compromised user experience due to suboptimal handover decisions.
e Increased energy consumption from unnecessary handovers.

The hardware attack’s resource exhaustion strategy is particularly concerning in Open RAN
deployments. Near-RT RIC platforms typically host multiple xApps handling different network

optimization functions. CPU exhaustion from a compromised xApp could cascade into:
e Delayed processing of other xApp functions.
e Missed optimization opportunities due to resource contention.
e Increased end-to-end latency affecting near real-time applications.
e System instability during peak traffic periods.

Current O-RAN security specifications [152], focus primarily on interface security and xApp

authentication but provide limited guidance on Al-specific vulnerabilities. While the specifi-
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cations address malicious xApp behavior, they don’t fully account for attacks that maintain
apparent normal operation while subtly degrading system performance. The attacks demon-
strated in this research operate within normal operational parameters - maintaining accuracy
and latency requirements - making them particularly difficult to detect under current security
frameworks.

This gap between current security specifications and sophisticated Al attacks highlights the
need for enhanced monitoring and protection mechanisms specifically designed for Al-driven
network functions. The O-RAN Alliance’s threat modeling documentation would benefit from

including these attack vectors in future security requirement definitions.

4.6 Conclusion

Our research underscores the critical need to address adversarial attacks within Al applications
in the Open RAN ecosystem. By executing four distinct attack methods on an Al xApp, we
demonstrated a marked deterioration in its decision-making capabilities. We also used it as a
medium to degrade the underlying infrastructure, revealing vulnerabilities that could be ex-
ploited without alerting existing monitoring systems. These findings are particularly important
for near real-time applications, where implementing comprehensive security layers may be in-
feasible due to strict real-time latency requirements and service level agreements. Securing the
xApp supply chain emerges as a pivotal security criterion in Open RAN, highlighting the ne-
cessity for the development of specialized monitoring systems tailored to xApp vulnerabilities.
The findings of this research highlight the critical need for tailored security measures in Open
RAN AI applications. While specialized monitoring systems and supply chain auditing are
essential first steps, they must be implemented as part of a comprehensive security framework.
This should include rigorous validation of Al models before deployment, continuous runtime
monitoring of resource utilization patterns, and regular security audits of model behavior. The
rapid evolution of 5G/6G and wireless communication technology creates a time-sensitive chal-
lenge - the gap between robust security policies and implementation provides opportunities for
malicious actors to exploit emerging Al vulnerabilities. Future research should focus on devel-
oping automated detection systems capable of identifying subtle variations in model behavior
and resource consumption that might indicate compromise, while maintaining the strict latency

requirements of Near-RT RIC operations. Moving forward, the intersection of Al and wireless
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communication offers a rich landscape for innovation and problem-solving. It is imperative for
experts in Al and telecommunications to explore these challenges, fostering advancements that
will enhance the resilience and efficacy of communication networks in the future. In the next
chapter this thesis addresses another enhancement in Near-RT RIC to improve reliability for

URLLC communications.
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Chapter 5

Enhancing RAN Reliability Solutions

with Semantic-Intelligence xApps

5.1 Introduction

This chapter addresses the third research argument of this thesis: Current reliability solutions
for RAN have remained stagnant for decades and require comprehensive reassessment to ad-
dress emerging technological requirements and capabilities. Specifically, this chapter explores
whether classic reliability problems can be redefined and enhanced using new technologies to
support URLLC requirements.

Communication reliability has traditionally been handled differently in TCP and UDP proto-
cols. TCP ensures reliability through built-in packet retransmission mechanisms when errors
or losses occur. However, many URLLC applications use UDP for its lower latency, where
retransmissions only occur if explicitly requested by the user equipment (UE) - a process that
does not capture lost packages or introduces significant delays. While these approaches have
served wireless communications well for decades, they become problematic for URLLC applica-
tions. In TCP, automatic retransmissions introduce unacceptable latency, while in UDP, either
packets will get lost which is not acceptable in many URLLC use cases or will cause waiting for
UE-initiated retransmission requests that can lead to even longer delays. The current reliability
methods, based on classical communication theory, primarily focus on ensuring data integrity
through error detection and correction, but don’t fully address the simultaneous requirements

for ultra-reliability and low latency that URLLC applications demand.
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This thesis proposes extending classical communication theory to incorporate semantic-aware
processing for URLLC applications. Instead of relying on retransmission-based reliability,
whether automatic or UE-initiated, this approach leverages the semantic context of commu-
nications to enhance reliability while maintaining strict latency requirements. In the context
of URLLC applications, where both reliability and latency are crucial, this means developing
methods that can maintain communication integrity without resorting to time-consuming re-
transmissions.

While previous research has explored various aspects of packet loss mitigation, this chapter
introduces PULSE (Predictive Ultra-reliable Low-latency System Engine), a novel framework
that uses transformer-based semantic understanding to enhance Near-RT RIC’s packet recovery
capabilities in UDP communication. This approach becomes particularly critical in URLLC
scenarios such as emergency use cases in multi-robot coordination, where both message integrity
and timing are crucial for system operation. Although PULSE is designed for enhancing re-
liability and resilience for a specific use case, its design and elements can be reused for other
use cases. Therefore, PULSE goes beyond being merely an xApp; it is a framework to enhance

reliability and resilience in an innovative way.

5.2 Background

The evolution of URLLC environments. Traditional packet loss recovery mechanisms have
provided acceptable reliability for conventional applications but struggle to meet the stringent
requirements of emerging use cases like robotic control systems and tactile internet. Recent ad-
vancements in artificial intelligence, particularly transformer architectures originally designed
for natural language processing, have shown promising capabilities for capturing complex net-
work patterns and dependencies. This section explores the foundational technologies and
approaches that influence modern packet loss management, including conventional recovery
protocols, transformer-based models, and emerging semantic communication paradigms that
collectively address the challenges of maintaining reliability in time-sensitive, mission-critical

communication systems.
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5.2.1 Current Packet Loss Recovery State

Current URLLC systems primarily employ the following standard protocols for handling packet

loss:

1.

Automatic Repeat reQuest (ARQ):

- The receiver (either the robot or the control station) detects missing packets through
sequence numbering.

- A request is sent for retransmission of the lost packet.

- The sender retransmits the requested packet.

Hybrid ARQ (HARQ):
- Combines ARQ with Forward Error Correction (FEC).
- Partially corrupted packets are stored and combined with retransmissions to recover the

original data.

Multi-Connectivity:

- Simultaneous connections through multiple paths or technologies (e.g., 5G and satellite)
to increase reliability.

- Packets are duplicated across these paths, increasing the chance of successful transmis-
sion.

While the non-Al mechanisms provide a degree of reliability, they introduce additional
latency, especially in harsh environments with high packet loss rates. The time taken for
detecting loss, requesting retransmission, and receiving the retransmitted packet can be
critical in time-sensitive operations.

AT solutions for the packet loss problems: There have been several research works on
implementing AT solutions to mitigate packet loss problems. Authors in [153] addressed
packet loss in speech communication using a hybrid model composed of a CRN and a
transformer model. In [154], researchers proposed an inference framework that trains
DNNs with dropout to handle incomplete data transmission in IoT networks, validating
their approach on the CIFAR-10 image classification dataset. Authors in [155] employed
the xGboost algorithm to predict packet loss events.

While some research works address packet loss in wireless communication, they do not address

the specific challenges we tackle in this chapter. Our work focuses on not only detection

but also the recovery of near real-time communication with robots and tactile devices, where
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exact command recovery is crucial for safety-critical operations within near real-time latency

thresholds.

5.2.2 Transformers and Wireless communication

The inherent ability of transformer models to capture complex sequential patterns and depen-
dencies has led to their increasing adoption in wireless communication systems. Transformer
models have shown promise in various network-related tasks. Research in [156] demonstrates
their effectiveness in IoT device-type identification by analyzing traffic patterns, achieving 100%
accuracy under certain conditions through a two-stage approach: first diagnosing normal vs.
abnormal traffic, then identifying device types from normal traffic. The effectiveness of Th
(Text-to-Text Transfer Transformer) transformer models [157] in network applications is fur-
ther demonstrated in [158], where researchers apply T5 for encrypted traffic classification. Their
approach achieves a 98.5% F1 score in distinguishing VPN from non-VPN traffic, showcasing
T5’s ability to learn complex network patterns even with limited training data. While these
works demonstrate transformers’ capabilities in network analysis and classification tasks, our
work takes a fundamentally different approach. PULSE innovatively applies the T5 trans-
former architecture to the challenge of packet recovery in near real-time systems, leveraging
its pattern recognition capabilities for semantic-aware reconstruction of lost packets in harsh
environments. This novel application of transformer technology enables both reliable commu-
nication and sophisticated multi-robot coordination in scenarios where traditional approaches

fall short.

5.2.3 Semantic Communication and Near Real-Time Communica-
tion

Semantic communication has emerged as a promising approach to enhance near real-time sys-
tems, with recent work exploring various aspects of their integration. Authors in [159] propose
a dynamic multiplexing scheme to enable coexistence between semantic communications and
URLLC traffic. Their approach formulates a joint resource allocation and model training prob-
lem, using a two-stage semantic network to handle feature erasure from URLLC interruptions.
Authors in [160] explore semantic communication in wireless control systems by combining rate

splitting multiple access (RSMA) with semantic information extraction at the control center.
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They propose jointly optimizing semantic extraction and transmission parameters to enhance
multiplexing gains while reducing latency for URLLC requirements. The potential of semantic
communications for 6G is explored in [161], a semantic networking architecture that empha-
sizes goal-specific semantic extraction and filtering at the source with semantic decoding at
the destination. Their architecture extends to multi-user distributed networks with deadline
constraints, highlighting the need for new frameworks and metrics for semantic-aware networks.
Unlike these approaches that focus on semantic encoding or architectural frameworks, PULSE
introduces semantic-aware packet recovery through transformer-based prediction, specifically
addressing URLLC requirements in harsh environments while enabling multi-robot coordina-

tion.

5.2.4 Model Selection

We selected T5 (Text-to-Text Transfer Transformer) as our base architecture for both packet
loss prediction and natural language command standardization tasks. T5’s encoder-decoder
architecture makes it particularly suitable for our sequence-to-sequence problems, where both
input and output have distinct structural requirements. For packet loss prediction, the encoder
processes temporal network state sequences while the decoder generates predictions of potential
packet losses. Similarly, for command standardization, the encoder handles varying natural
language inputs while the decoder produces structured drone commands.

While FLAN-T5 (Finetuning language - T5) [162] was considered, we opted for base T5 due to
computational efficiency requirements. FLAN-T5’s additional attention layer, while beneficial
for general language understanding, was deemed unnecessary for our specific tasks which rely
more on structural pattern recognition than nuanced language comprehension. This choice

reduced memory usage and training time without compromising task-specific performance.

5.3 Robots controls: Problem Statement and Proposed
Solution

Many scenarios demand remote communication between controllers and their target devices 5.1.
During end-to-end communication between a controller and a target device (robot or tactile
internet use case), packet loss occurrences may be more frequent in wireless paths compared to

wired connections. We formalize this problem as follows: Let C' = {¢1, ¢a, ..., ¢, } be a sequence
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of commands where each ¢; € C represents a command packet at time ¢, with:
e T'(¢;): transmission time for command ¢;
e R(c;): retransmission time if ¢; is lost
e P(loss|c;): probability of packet loss for ¢;

In the current system, for any command ¢;, the delivery time D(¢;) in case of packet loss is:

where T'(¢;) is the initial transmission time and R(c¢;) is the time added due to retransmission.

near real-time communication requirements specify:
D(¢;) < Near — RT — RICpreshold (5.2)

The retransmission time R(c¢;) includes both the round-trip time for loss detection and retrans-

mission request (RTT) and the time for retransmitting the command:
R(c;) = RTT + T(c;) (5.3)

where RTT is the round-trip time for the retransmission request. In harsh environments,
RTT values can be significantly higher due to network conditions and interference, though this

varies on a per-packet basis. When RTT increases substantially, it often results in D(¢;) >
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Near — RT — RIC 1 eshold-

System Constraints:
e Reliability requirement: (1 — P(loss|c;)) > 0.99999
e Latency requirement: D(¢;) < Near — RT — RIChreshold

Current System Limitations:

When packet loss occurs, the total delivery time becomes:
D(c;) =T(c;) + RTT + T(¢;) (5.4)

where the first T'(¢;) represents the initial transmission attempt, RTT includes the time for
loss detection and retransmission request acknowledgment, and the second T'(¢;) represents the

time for the actual retransmission of the command.

5.3.1 Proposed Solution

This chapter proposes a novel approach to enhance near real-time communication for remote
robot control and tactile internet by leveraging the capabilities of Open RAN’s Near-RT RIC.
Our solution involves deploying Al-driven xApps on the Near-RT RIC to predict and reconstruct
lost packets, thereby minimizing the need for retransmissions. While previous research has
explored the use of neural networks and classifiers for packet loss prediction, our approach

uniquely employs transformer models. Key aspects of our proposed solution include:

1. Transformer-Based Packet Prediction: Utilizing transformer models to predict the content
of lost packets. Unlike traditional neural networks or classifiers used in previous research,
transformer models offer several potential advantages: - Superior handling of sequential
data: Transformers can capture long-range dependencies in packet sequences more effec-
tively than traditional RNNs or CNNs. - Attention mechanism: This allows the model
to focus on the most relevant parts of the input sequence, potentially leading to more
accurate predictions in complex, dynamic environments. - Parallelization: Transformers
can process input data in parallel, potentially offering faster processing times compared
to sequential models like RNNs. - Transfer learning capabilities: Pre-trained transformer
models can be fine-tuned for specific scenarios, potentially improving performance with

limited data.
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2. Edge-Based Processing: Implementing these transformer models as xApps on the Near-

RT RIC to enable low-latency decision-making at the network edge.

3. Intelligent reconstruction of lost packets: xApp’s integration in the RIC provides holistic
knowledge of end-to-end communication patterns, network conditions, and application

context, enabling more informed reconstruction decisions

4. Integration with Existing Near Real-Time Protocols: Seamlessly incorporating our so-
lution into current Near RT RIC frameworks to enhance rather than replace existing

technologies.

5. Beyond Shannon’s bit level communication: While Shannon’s classical information theory
focuses on the statistical properties of signals and achieving reliable transmission through
error correction and retransmission, our approach embraces semantic communication prin-
ciples by understanding the meaning and context of the commands being transmitted.
By leveraging the semantic properties of robot control commands at the edge through
AT models, we aim to reconstruct lost packets based on their meaning rather than just
their bit-level representation. This semantic-aware approach potentially eliminates the
need for many retransmissions, thereby reducing latency while maintaining or improv-
ing reliability. Our solution represents a step beyond Shannon’s bit-level communication
towards semantic-based communication, particularly beneficial in near real-time commu-
nication scenarios where context and command patterns can be leveraged to overcome

transmission challenges.

We present a formal definition of our Al-enhanced near real-time system as follows:

System Model

Let C' = {cy,ca, ..., ¢y} be a sequence of commands
Let S = {s1, S92, ..., Sp } be the system state sequences

where s; captures the network and environment state at time ¢

Transformer-based Prediction Model

Define M : (C,S) — C

where:
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e C is the set of corrupted /incomplete commands
e M is our transformer model

o M(¢;,s;) = ¢ (predicted complete command)

Prediction Confidence

Define conf(¢;) as the model’s confidence score:

conf(¢;) = P(¢é = ¢i|é;, s;) Decision function §(¢;):

use ¢, if conf(¢;) > threshold
o(&;) = (5.5)

request retransmission, otherwise

Enhanced Delivery Time

(
T., no loss

D'(c;) =S T, + T,, loss, high conf (5.6)

21, +T1,+ RTT, loss, low conf
\

where T}, is prediction computation time

Performance Improvement

Latency Reduction: AD = D(¢;) — D'(¢;)
When prediction succeeds: AD < RTT
In our system design the probability of delivery time being less than 1 ms can be defined as:

P(D'(¢;) < reliabilityipreshora) = 0.99999 x con f(¢é;)

Edge Processing Advantage

Running the xApp on the edge means 7T, < RTT

due to:
e Near-RT RIC proximity to network edge
e Holistic knowledge: P(¢;|é;,s:) > P(¢é)
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Model Accuracy

.P(éZ = Ci|6i73i)

The model accuracy is enhanced through several key mechanisms:

1. Contextual Processing: By incorporating system state s; alongside corrupted com-
mands ¢;, the model achieves more accurate predictions than approaches using corrupted
commands alone. The system state provides crucial environmental context that helps

disambiguate command patterns.

2. Sequential Learning: The transformer architecture effectively captures temporal de-
pendencies in command sequences through its self-attention mechanism. This allows it

to learn common command patterns and their variations in robot control scenarios.

3. State-Dependent Prediction: The model learns correlations between system states

and command patterns, enabling it to:
e Identify invalid or unsafe commands given the current state
e Predict complete commands that maintain operational safety
e Adapt predictions based on environmental conditions

4. Confidence Assessment: The model’s confidence scoring mechanism ensures predic-

tions meet reliability requirements by:
e Computing token-level confidence scores
e Applying adaptive thresholding based on command criticality

e Triggering retransmission for low-confidence predictions

5.3.2 Transformer-Based Packet Prediction Model

At the core of our system is a transformer-based model for packet prediction. We chose trans-
formers for their superior ability to handle sequential data and capture long-range dependencies,
which is crucial in the context of network packet streams. Key features of our transformer model

include:

1. Input Representation: Packets are encoded into sequences, preserving temporal and con-

textual information.
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2. Multi-Head Attention: Allows the model to focus on different aspects of the input se-

quence, capturing complex patterns in the packet stream.

3. Positional Encoding: Maintains the sequential nature of the packet stream in the model’s

processing.

4. Fine-Tuning Capability: The model can be pre-trained on general network data and

fine-tuned for specific harsh environments.

5.3.3 Key System Features

Our solution introduces several innovative capabilities that significantly enhance packet loss
recovery in near real-time applications. The following features demonstrate how our Al-driven
approach balances reliability and latency requirements while maintaining compatibility with

existing Open RAN infrastructure and protocols.

Adaptive Error Recovery Mechanism

Our system employs confidence-based decision making strategy. In other words, it utilizes the
confidence scores from the transformer model to decide whether to use the predicted packet
or request retransmission. This adaptive approach ensures optimal balance between latency

reduction and reliability.

Integration with Existing Near RT RIC Protocols

Our system is designed to enhance, not replace, existing protocols, working alongside current
ARQ and HARQ mechanisms. It defaults to traditional methods when prediction confidence
is low or in case of Al system failure. As an xApp, it operates seamlessly with Near-RT RIC
specifications and interfaces. This approach aligns with Open RAN’s multi-vendor philosophy

and flexibility to innovate and build new applications for future RAN.

Edge Deployment on Near-RT RIC

Leveraging the Near-RT RIC for edge deployment offers several advantages:

e Low Latency: Proximity to the RAN elements allows for faster processing and decision-

making.
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Figure 5.2: The Proposed xApp, PULSE

e Access to Network Data: Direct access to rich, real-time network information improves

prediction accuracy.

e Scalability: The Open RAN architecture allows for easy scaling and updating of our Al
XApps.

This Al-enhanced error recovery system aims to significantly reduce the latency introduced by
packet loss while maintaining or improving the reliability of communication. By leveraging
advanced Al techniques and the capabilities of Open RAN, we provide a flexible, adaptive

solution to the challenges of near real-time communication in different scenarios.

PULSE Architecture

Based on the theories described above, Fig. 5.2 illustrates the innovative PULSE implemented
on the Near-RT RIC platform. On the left, the architecture demonstrates how the xApp
processes commands received through a UDP communication medium. The system serializes

incoming commands and employs a transformer model to predict lost data packets. When
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packets are processed, PULSE generates a confidence score for the output. If the confidence
score is high, the command is deserialized and forwarded to the target device. Conversely, if
the confidence score is low, the system requests retransmission of the data.

The right side of the diagram presents the broader vision for this solution, featuring a Digital
Twin environment hosted on the Non-RT RIC. This Digital Twin maintains a virtual repre-
sentation of the physical environment, facilitating prediction capabilities when retransmission

is challenging.

5.4 Methodology

This section outlines the methods used to implement and evaluate our proposed Al-enhanced

error recovery system for near real-time communication in harsh environments.

5.4.1 ORAN components allocation

Fig. 5.3 illustrates how PULSE leverages O-RAN’s intelligent components to enhance controller-
device communication reliability. Through the deployment of an Al-driven xApp on the Near-
RT RIC, PULSE introduces intelligent decision-making capabilities that minimize delivery
latency for compromised commands. The Near-RT RIC interfaces with the underlying RAN el-
ements through the E2 interface, which transmits data in binary format. This includes the robot
control commands and communications. Before the PULSE xApp can process the robot control
commands for packet loss prediction and recovery, it needs to convert the binary data received
over E2 into a text-based format. This conversion is necessary because the transformer-based
AT model in PULSE is designed to work with textual input, as it was trained on text-based
representations of the robot commands. However, the required time to convert a set of com-
mands is negligible. We processed a dataset of 140 commands with an average length of 7
words (approximately 55 characters), achieving a conversion speed of 0.01 ms per command
on an M1 CPU core. In the command processing pipeline, there is a binary-to-text conversion
step that happens when the Near-RT RIC receives the binary command data over E2, before
passing the command to the PULSE xApp. This conversion allows PULSE to perform its
packet loss prediction and recovery on the command text using the transformer model. The
recovered /predicted command text is then converted back to binary before being transmitted

out to the robots.
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While this chapter primarily addresses the AI xApp implementation, PULSE’s architecture can
expand and support future integration of digital twins for both robots and their operational en-
vironment. This extensibility enables PULSE to optimize retransmission latency and establish

communication recovery mechanisms when retransmission attempts fail.

5.4.2 Transformer Model Implementation

The transformer model in PULSE is a fine-tuned version of T5 (Text-to-Text Transfer Trans-
former). T5 was specifically chosen for several key reasons: First, T5’s unified text-to-text
approach allows it to handle both packet prediction and reconstruction as a single framework,
treating corrupted commands as the input text and complete commands as the target text.
This architecture naturally aligns with our packet recovery task. Second, T5’s encoder-decoder
architecture provides advantages over other transformer models. The encoder can effectively
process partial or corrupted command sequences, while the decoder generates complete, valid
commands. The model’s attention mechanisms are particularly effective at capturing the re-
lationships between different parts of robot control commands, even when some portions are
missing or corrupted. Third, T5’s pre-training on the C4 (Colossal Clean Crawled Corpus)
dataset provides a strong foundation for understanding text patterns and structure, which

we leverage through fine-tuning for our specific command reconstruction task. This trans-
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fer learning capability allows the model to achieve high performance with relatively limited
domain-specific training data.

Finally, T5’s architecture supports efficient inference, making it suitable for deployment within
Near-RT RIC’s latency constraints. The model can process inputs in parallel and generate out-
puts sequentially, providing a good balance between prediction accuracy and processing speed.

Fig. 5.4 illustrates the TH architecture with encoder and decoder components.

5.4.3 Training the model
Data collection

To fine-tune TH, we generated a dataset focusing on first responder commands for mining robots.
These commands primarily address safety-critical operations where near real-time communica-
tion is essential for the robot’s safe operation. The dataset emphasizes emergency responses,
system health monitoring, and time-critical control commands that directly impact the robot’s
safety and operational integrity.

We encoded telemetry data, partial commands, and full commands into a format suitable for
the transformer model. Also, we applied appropriate tokenization and padding to create uni-
form input sequences. This synthetic data generation process allows us to create a diverse and
realistic dataset that captures the complexities of remote robot control in harsh environments,
including the challenges of packet loss and the critical nature of certain commands. Input data
for training includes humidity, temperature and battery condition report, which are critical

parameters for the mining robot.
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The dataset used in this study consists of operational data collected from robotic units with

the following attributes:

Table 5.1: Description of Variables in the Robot Operations Dataset

Variable Description

Temporal and Identification Information

timestamp Timestamp when the data point was captured

robot_id Unique identifier for each robot unit

Environmental Parameters

location Physical deployment area of the robot
temperature Numerical temperature reading
temperature_category  Categorical classification of temperature
humidity Numerical humidity reading

humidity_category Categorical classification of humidity

System Status

battery_level Numerical battery charge percentage
battery_category Categorical classification of battery status
operational state Current functional mode of the robot
error_code System error identifier, if any

Command and Sensing

command Instruction provided to the robot
corrupted_command_1 The corrupted command for training
sensor_type Category of sensor producing the reading
sensor_reading Numerical value captured by the sensor
sensor_reading_category Categorical classification of sensor data

sensor_status Indicator of sensor operational status

This comprehensive dataset enables analysis of both normal robot operations and exceptional
states, providing insights into the relationship between environmental conditions, command

execution, and system performance.
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Data preparation

The tokenization pipeline consists of three main stages. In the first stage, the input processing
converts raw input text into sequences of numerical IDs through tokenization. In parallel, target
processing performs the same conversion for target text. Finally, in the batch preparation stage,
both input and target IDs are combined into batches, padded to uniform length, and augmented
with attention masks to indicate valid tokens. This processed data then serves as input to the

T5 model. Fig. 5.4 presents the data prepapration and the model pipeline.

5.4.4 Confidence score calculator

PULSE includes the prediction model and the confidence estimator. The confidence estimator
calculates the confidence score of the output and based on the defined threshold it decides to
proceed or request for resubmission of the command. PULSE uses the probability score of

tokens to identify the confidence score.

evi
P(r) = = (5.7)
Zj:l e*s
¢; = max P(x;;) (5.8)
j
fidence = ! Zn: (5.9)
con fidence = — 2 ¢ .

5.4.5 Evaluation Metrics

The generated model is used as the Al model in PULSE. To evaluate the Al model in PULSE,
we compare its accuracy and speed in inference with two other models, DNN and RNN models.
We trained the RNN and DNN models with the same dataset and same tokenizer. To compare
their performances, speed, the recovery rate and Levenstein similarity score are measured and
compared.

The Levenshtein similarity used in our evaluation is derived from the Levenshtein distance, also
known as edit distance. For two strings s; and sq, let lev(sy, so) be the Levenshtein distance.

The Levenshtein similarity is then defined as:

lev(sy, s2) (5.10)

. =1l-—=
SiMyey (81, S2) max(|si|,|sz])
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where |s1]| and |so| are the lengths of the strings. The Levenshtein distance lev(sy, sq) is calcu-

lated recursively as:

levu (i, ) = max(i, 7), if min(7,5) =0 (5.11)
min{ Dy, Dy, D3}, otherwise
where:
Dy =levgp(i—1,7) +1
Dy = levgp(i,j— 1) + 1

Ds = leva,b(z’ — 1,5 — 1) + 1((11.75(,].)
where 1(q,2,) is the indicator function equal to 0 when a; = b; and equal to 1 otherwise.
This metric provides a value between 0 and 1, where:
e 1 represents identical strings

e 0 represents completely different strings

e Values in between represent the degree of similarity, accounting for insertions, deletions,

and substitutions

In our evaluation, this similarity measure is particularly useful as it captures the accuracy of
our model’s predictions at the character level, providing a more granular assessment than exact

match metrics alone.

5.4.6 Experimental Parameters and Configurations

For our experiments, we evaluated three distinct architectures with the following architectures

(Table 5.2):

1. An LSTM-based RNN with a hidden dimension of 128, dropout rate of 0.1, trained using

a batch size of 64 and Adam optimization with a learning rate of le-3.

2. A multi-layer DNN featuring hidden dimensions [512, 256, 512] with embedding layers,
layer normalization, and dropout regularization (0.1). This model utilized AdamW opti-
mization with a learning rate of le-3 and weight decay of 1le-5, trained with a batch size

of 64, incorporating ReduceLROnPlateau scheduling and gradient clipping.
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3. A pretrained T5-small transformer model fine-tuned with a learning rate of le-3, batch
size of 128, and gradient accumulation across 4 steps. Training employed a cosine learning

rate scheduler with 5% warmup steps.

Table 5.2: Model Architecture Comparison

Model Type | Architecture | Hidden Dimensions | Batch Size | Learning Rate | Optimizer | Dropout Rate | Other Features
RNN LSTM 128 64 le-3 Adam 0.1
~ A R Layer normalization, weight decay (le-5),
DNN Feedforward [512, 256, 512] 64 le-3 AdamW 0.1
ReduceLROnPlateau scheduler, gradient clipping
. Gradient accumulation (4 steps),
Transformer T5-small - 128 le-3 AdamW 0.1
cosine scheduler, 5% warmup steps

5.4.7 Results

A new set of 1 million commands were sent to the three generated models. The model’s re-
sponses were compared to the expected output. The performance analysis of the RNN model
reveals significant limitations in handling corrupted textual inputs. The visualization in Fig 5.5
presents two complementary views: a scatter plot showing the relationship between command
corruption percentage and Levenshtein similarity, and a bar chart displaying average similarity
across different command corruption ranges.

The scatter plot demonstrates notably poor performance, with Levenshtein similarity values
concentrated in an extremely low range between 0.05 and 0.07. This is particularly concerning
given that Levenshtein similarity ranges from 0 to 1, where 1 indicates perfect similarity. The
predominance of red points (incorrect predictions) scattered between 0.065 and 0.07 similarity
values suggests that the RNN consistently fails to generate accurate outputs. A secondary,
lower band of predictions appears around 0.05 similarity, indicating even more severe failures
in text generation.

The distribution pattern remains relatively consistent across command corruption percentages
from 10% to 35%, but the bar chart reveals a subtle yet important degradation in performance
as command corruption increases. The highest average similarity of approximately 0.067 is
achieved in the lowest command corruption range (<10%), but this already poor performance
deteriorates further with increased corruption. The average similarity drops to about 0.058 for
10-20% corruption and declines further to approximately 0.052 for both 20-30% and 30-40%
ranges.

The consistent presence of incorrect predictions (red points) across all corruption percentage

categories indicates that the RNN architecture fundamentally struggles with corrupted inputs,
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regardless of the degree of corruption. This suggests that the sequential processing nature of
RNNs, while theoretically suitable for text processing, fails to develop robust mechanisms for
handling noise in the input sequence. The marginally better performance at lower corruption
levels (<10%) indicates that while the model can maintain slightly higher similarity when cor-
ruption is minimal, even small amounts of corruption severely impact its ability to generate
accurate text.

These findings suggest that RNNs, despite their historical significance in sequence processing
tasks, may not be suitable for applications where input corruption is a concern. The extremely
low similarity scores, coupled with the model’s sensitivity to increasing corruption levels, in-
dicate fundamental limitations in the architecture’s ability to maintain textual integrity under
noisy conditions. This performance profile suggests that alternative architectures should be
considered for applications where robustness to input corruption is a critical requirement.
The clear degradation pattern shown in the bar chart also provides valuable insights into the
model’s failure modes, suggesting that the RNN’s performance deteriorates in a somewhat
predictable manner as corruption increases. This predictability in failure might be useful for
establishing reliability boundaries in practical applications, though overall poor performance
suggests that such applications would be limited. Fig. 5.6 illustrates the relationship between
performance metrics and corruption level in commands received for the DNN model. Analyz-
ing the DNN results, we observe improved but still limited performance compared to the RNN
model. The scatter plot reveals that DNN achieves Levenshtein similarity scores in a higher
range, between 0.14 and 0.24, marking a notable improvement over RNN’s 0.05-0.07 range.
However, these values are still far from optimal, given that a perfect similarity would be 1.0.
The scatter plot shows two distinct bands of performance: a primary cluster of predictions
between 0.20-0.24 similarity and a lower band around 0.14-0.16 similarity. Like the RNN, the
predictions are predominantly incorrect (red points), but the DNN maintains more consistent
similarity scores across its primary band. This clustering suggests that, while the DNN fails to
generate correct outputs, it does so with more predictable error patterns than the RNN.

The bar chart demonstrates a clear degradation pattern as corruption increases: - For <10%
corruption: highest average similarity around 0.22 - 10-20% corruption: drops to approximately
0.18 - 20-30% and 30-40% corruption: further decreases to about 0.16 This degradation pat-
tern is more pronounced than in the RNN case, showing that while the DNN achieves higher

similarity scores overall, it is actually more sensitive to increasing levels of corruption. The
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steeper decline in performance across corruption ranges suggests that the DNN’s improved but
still inadequate ability to handle corrupted inputs becomes more compromised as corruption
increases.

These findings indicate that while the DNN architecture offers some advantages over RNNs
in handling corrupted text, achieving roughly three times higher similarity scores, it still falls
considerably short of practical requirements. The model’s sensitivity to corruption levels, ev-
idenced by the significant drop in performance between corruption ranges, suggests that its
feed-forward architecture, while better at maintaining textual similarity than RNNs, lacks ro-
bust mechanisms for handling noise in the input data.

Fig. 5.7 illustrates TH’s exceptional performance in maintaining high Levenshtein similarity
scores (0.825-1.0) across all corruption levels. This behavior can be attributed to its trans-
former architecture’s key capability: self-attention mechanism that enables parallel processing
of the entire input sequence. Unlike RNN’s sequential processing (which showed poor 0.05-0.07
similarity) or DNN’s fixed pattern recognition (achieving only 0.14-0.24 similarity), T5 can
simultaneously examine all parts of the input to determine each output token.

This architectural advantage is particularly evident in the scatter plot, where T5H’s correct pre-
dictions (blue dots) maintain near-perfect similarity ( 1.0) regardless of corruption percentage.

The self-attention mechanism allows T5 to:
e Contextually weigh the importance of different input parts
e Look at the entire corrupted input simultaneously
e Make informed decisions about each output token based on global context.

Even in cases where T5 makes incorrect predictions (shown as red bands at 0.94, 0.875, 0.86,
and 0.825), the model maintains remarkably high similarity scores. This suggests that even
when the model fails to perfectly reconstruct the text, its ability to consider the entire context
helps it maintain much of the original text’s integrity.

The bar chart’s consistent high performance across all corruption ranges (maintaining 1.0
average similarity) further demonstrates how this architectural advantage provides corruption-
resilient text processing, unlike the significant degradation seen in sequential (RNN) or fixed-

pattern (DNN) approaches.

This analysis strongly suggests that T5’s superior performance is indeed directly linked to
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Table 5.3: Model Performance comparison

Average Levenshtein similarity and Latency

Model Corruption Range Latency

<10% 10-20% 20-30% 30-40% (ms/row)

DNN 22 A8 16 .16 7.46
RNN .07 .06 .05 .05 12.05
PULSE  1.00 .99 99 99 9.52

its transformer architecture’s ability to process input holistically through self-attention, rather
than being constrained by sequential or fixed-pattern processing limitations. Table 5.3 shows
the average Levenstein similarity rate and the inference speed of each mode. The speed differ-
ence between the three models can be explained by their architectural differences.

The DNN’s superior speed can be attributed to its straightforward feed-forward architecture.
Input is processed in a single forward pass through the layers, with all computations happening
in parallel. There’s no recurrence or complex attention mechanisms, making it computationally
simpler but at the cost of much lower performance (0.14-0.24 similarity scores).

Despite its complex transformer architecture and superior performance (0.825-1.0 similarity),
PULSE manages to be faster than RNN. This is because while it has more parameters and com-
plex self-attention mechanisms, it can process all input tokens in parallel. The self-attention
operations, though computationally intensive, are highly parallelizable, leading to moderate
processing speed while maintaining exceptional accuracy.

The RNN’s sequential nature makes it the slowest despite having the simplest architecture of
the three. It must process tokens one after another due to its recurrent connections, unable to
parallelize input processing. This sequential dependency creates a computational bottleneck,
resulting in the longest processing time while delivering the poorest performance (0.05-0.07
similarity).

This speed comparison reveals an interesting trade-off:

e DNN achieves fastest processing through simple parallel architecture but with poor per-

formance
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e T5 balances speed and exceptional performance through parallelizable attention mecha-

nisms.
e RNN’s sequential processing leads to both slowest speed and poorest performance.

The performance analysis demonstrates that PULSE achieves the stringent near real-time com-
munication reliability requirement of 99.9999% through a fundamentally different approach
than traditional retransmission-based systems. While retransmission mechanisms are inherently
probabilistic due to their dependence on varying network conditions, PULSE’s transformer-
based prediction exhibits deterministic behavior. Our evaluation shows that for corruption
levels up to 10%, PULSE achieves 100% exact match prediction, and for corruption levels
between 10-50%, it maintains 93.96% exact match accuracy with the remaining predictions
achieving similarity scores above 0.825. Most importantly, PULSE’s behavior is completely
predictable - given the same input conditions, network state, and corruption pattern, it will
always produce the same prediction with the same confidence score. This deterministic nature,
combined with the confidence-based decision mechanism, means that PULSE will either:

1. Correctly predict the command (verified by confidence score)

2. Identify its inability to predict accurately and trigger retransmission

This binary outcome eliminates the uncertainty inherent in pure retransmission-based ap-
proaches, where each retransmission attempt has an independent probability of failure. By
making deterministic decisions about when to predict versus when to retransmit, PULSE ef-
fectively bounds the system’s reliability to 99.9999%, meeting near real-time communication

requirements through architectural design rather than probabilistic retry mechanisms.

5.5 Multi-Cast xApp and Battery Rescue Coordination

A dedicated fifth generation (5G) private network provides tailored wireless infrastructure with
superior communication performance, integrated connectivity, optimized service delivery, and
customized security protocols within a defined operational zone [163]. These dedicated net-
works offer several key advantages that enable advanced robotic control systems: enhanced
security through network isolation, guaranteed reliability via dedicated spectrum, ultra-low la-
tency communication essential for real-time control, and robust connectivity in difficult radio
environments. The programmable nature of Open RAN architecture within Private 5G net-

works further extends these capabilities by allowing custom network functions to be deployed
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directly within the radio access network infrastructure.

Leveraging this Private 5G Open RAN foundation, our initial xApp implementation focused
on ensuring reliable near real-time communication between the control room and individual
robots through packet prediction. The system’s capabilities were subsequently extended to
handle multi-robot coordination scenarios by integrating directly with the RAN infrastructure.
This extension transforms the xApp from a single-robot communication handler to a multicast
coordination system that monitors and manages the entire robot fleet within the Private 5G
network.

The multicast capability of the xApp, now embedded within the RAN components rather than
at external edge devices, enables simultaneous processing of status updates from all robots in
the mine, allowing real-time detection of critical situations that require robot-to-robot assis-
tance. By pushing this coordination intelligence directly into the RAN, the system achieves
significantly reduced latency and improved reliability through network-level awareness of radio
conditions for each robot. Through this capability, the xApp can coordinate rescue operations
while maintaining strict near real-time communication requirements and manage fleet-wide
battery optimization with optimal spectrum efficiency. This comprehensive monitoring and co-
ordination approach leverages the inherent advantages of Private 5G Open RAN architecture
to ensure efficient resource utilization while maintaining the safety and operational continuity

of mining operations.

5.5.1 The test environment

To validate the multi-robot rescue coordination capability, we designed a test environment

simulating a small underground mine with:
e 4 vertical levels
e 21 robots distributed across levels

The assumptions for this design include an xApp deployed on the RAN edge at the surface
level, a wireless receiver edge device on Level 1 to communicate with the xApp, and wired edge
devices in lower levels to communicate with the Level 1 edge and robots on their corresponding
levels. While the xApp continues its primary function of command prediction for individual
robots as described in previous sections, its access to data from all robots enables an additional

capability: taking action when any robot reaches a critical battery situation.
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5.5.2 Robot rescue algorithm

The xApp continuously monitors the battery status of all robots. When a robot’s battery
level falls below a critical threshold f..;, the system initiates a rescue coordination process.
The selection of a helper robot and coordination of the rescue operation follows a three-step
algorithm that considers multiple factors to ensure efficient and safe battery sharing while

maintaining operational continuity.

Helper Selection

Let R = {ry,rq,...,721} be the set of robots in the mine, where each robot r; is characterized

by its state vector:

si(t) = [pi(t), bi(t), Li(1), 0:(1))] (5.12)

where:
e p;(t) € R®: position vector (x,y,z)
e b;(t) € [0,1]: battery level
e [;(t) € {1,2,3,4}: level in mine
e 0,(t): status € {active, idle, charging, rescuing, being_rescued}

The helper selection process is crucial for ensuring successful rescue operations. For a critical

robot rg, the optimal helper h* is selected by minimizing the rescue cost function:

J(Thﬂ“k) = wlD(Pmpk) + w2(1 - bh) + w3|lh - lk| (5-13)

This cost function balances three key factors: the distance between robots (D(pp,px)), the
helper’s available battery capacity (1 — by,), and the number of mine levels that need to be
traversed |l — lx|. The weights wy, we, and ws are adjusted based on the relative importance

of each factor.
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The selection is subject to several constraints:

bp(t) > Bmin  (minimum battery threshold)
on(t) = active (helper must be available)

D(ph,pr) < dmar (maximum distance constraint)

These constraints ensure that the selected helper has sufficient battery capacity to perform the

rescue, is currently available, and is within a reasonable distance to reach the critical robot.

Power Transfer Calculation

Once a suitable helper robot reaches the critical robot, the system must determine the optimal
amount of battery to transfer. This calculation is crucial as it must ensure both robots have
sufficient charge to reach charging stations safely. The power transfer amount 7 is calculated

as:

7 =min(by, — (de X & + Bsafe), di X &+ Bsase) (5.14)

where:
e d.: distance to charger for helper
e d,: distance to charger for critical robot
e «: battery consumption rate per unit distance
® [safe: safety margin battery level

This calculation ensures that the helper robot retains enough battery to return to a charging
station while providing sufficient charge to the critical robot to reach its nearest charging point.
The safety margin S, adds redundancy to account for unexpected situations or variations in

battery consumption.

State Update

After the power transfer is complete, the system updates the states of both robots:
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() = br(t) + 7 (5.15)

() =bu(t) — 7 (5.16)

Following the transfer, both robots’ states are monitored to ensure they successfully return to
normal operation. The system tracks their progress toward charging stations and maintains
their status until both robots have secured safe battery levels. This monitoring phase is crucial
for ensuring the success of the rescue operation and maintaining the overall stability of the

robot fleet.

The entire process is designed to be autonomous and efficient, requiring minimal human inter-
vention while ensuring the safety and continuity of mining operations. By considering multiple
factors in the helper selection and transfer calculation, the system optimizes the rescue opera-

tion while minimizing disruption to ongoing tasks.

Helper Selection

Let R = {ry,rs,...,r91} be the set of robots in the mine, where each robot r; is characterized

by its state vector:

si(t) = [pi(t), bi(t), li(t), 0i(t)] (5.17)

where:
e p;(t) € R®: position vector (x,y,z)
e b;(t) € [0,1]: battery level
o [;(t) € {1,2,3,4}: level in mine
e 0;(t): status € {active, idle, charging, rescuing, being rescued}

For a critical robot 7, the optimal helper h* is selected by minimizing the rescue cost function:

J(Th,rk) = wlD(Pmpk) + w2(1 - bh) + w3|lh - lk| (5-18)
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subject to:

by(t) > Bmin  (minimum battery threshold)
on(t) = active (helper must be available)

D(pn,pr) < dimar (maximum distance constraint)

Power Transfer Calculation

Once a helper robot reaches the critical robot, the power transfer amount 7 is calculated as:

7 =min(b, — (d. X &+ Bsafe)s A X & + Bsage) (5.19)

where:
e d.: distance to charger for helper
e d,: distance to charger for critical robot
e «: battery consumption rate per unit distance

® [safe: safety margin battery level

State Update

After the power transfer, both robots’ states are updated:

W) =bp(t) + 7 (5.20)

() = bi(t) — 7 (5.21)

The system continues monitoring both robots until they return to normal operation status.

5.5.3 Robot Rescue Scenario Testing

To evaluate the effectiveness of our multi-cast xApp battery rescue coordination system, we de-
signed a comprehensive testing scenario simulating a four-level underground environment with

21 robots, Fig. 5.8. We implemented and compared four different approaches to helper robot
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Level 1

Level 2

Level 3

Level 4

Figure 5.8: The schematic design of the test environment

selection: optimal, same-level, nearest, and random-selection. In the optimal approach, our pro-
posed solution considers distance, level changes, and battery levels with weighted importance
to select the most suitable helper robot. The same-level approach restricts helper selection to
robots on the same level as the critical robot, prioritizing battery levels within that level. The
nearest approach simply selects the closest available robot with sufficient battery, while the
random-selection approach randomly selects any robot with adequate battery levels, serving as
a baseline for comparison. We ran 1000 iterations of simulated rescue scenarios, where in each
iteration, a randomly selected robot was set to a critical battery status (artificially defined as
12% for experimental purposes), and each approach attempted to find a suitable helper robot.
The performance of each approach was evaluated based on four key metrics: rescue time, final
helper battery level, distance traveled, and overall cost. Fig. 5.9 presents the result of the test

for 1000 different scenarios generated in the 1000 iterations.

The key performance indicators (KPIs) in this experiment are rescue time, final helper battery

level, distance traveled, and overall cost. The overall cost of an operation is calculated as :

total_cost = (wy - distance + wj - level _change - +wy, - battery_cost-) (5.22)
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Figure 5.9: Robot rescue with 4 different algorithms
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where:

e w, : weight coefficient for the distance component
e w; : weight coefficient for the vertical level change
e w;, : weight coefficient for the battery consumption

The value of total cost is dimension-less and unit-less. It’s a composite score that combines
different physical quantities (distance in meters, level changes, and battery percentage) that
have been normalized and weighted. The values have meaning in a relative sense.

As presented in Fig. 5.9, the optimal approach demonstrates superior efficiency in rescue
operations by intelligently balancing battery preservation and travel distance. While it main-
tains slightly lower final helper battery levels (median approximately 60%) compared to the
same-level approach (median approximately 65%), it achieves this with notably shorter travel
distances (median 125 meters versus 150 meters). This 25-meter reduction in travel distance
directly translates to faster rescue times, showing how the optimal approach makes strategic
trade-offs, sacrificing about 5% battery capacity to achieve more efficient rescue paths.

The same-level approach, which prioritizes battery levels within the same level without con-
sidering distance optimization, shows the highest final helper battery levels but at the cost of
longer travel distances. This demonstrates that while preserving helper battery life is crucial,
doing so without considering travel distance can lead to suboptimal rescue operations.

The nearest neighbor approach achieves the shortest distances (median around 75 meters) and
fastest rescue times (median approximately 75 seconds), but results in significantly lower final
helper battery levels. This approach clearly prioritizes proximity over battery preservation,
which could be problematic in scenarios where maintaining adequate battery levels is crucial
for safe return journeys.

The random-selection approach, serving as a baseline, shows the poorest performance across
all metrics with the highest variance. It results in the longest distances (median around 225
meters), lowest battery levels, and highest costs, confirming the necessity for intelligent helper
selection in rescue operations.

The overall cost metric, which combines distance, level changes, and battery considerations,
shows that the optimal approach achieves the best balance among all factors (lowest median

cost around 100), while random selection results in significantly higher costs (median around
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200) with the largest variance. This comprehensive evaluation validates the effectiveness of
our proposed coordination strategy in achieving efficient rescue operations while maintaining
adequate battery levels for safe operation.

Traditional multi-robot coordination systems typically employ nearest-neighbor or greedy se-
lection approaches for robot assistance. The nearest-neighbor approach, as demonstrated in
our results, achieves the shortest distances (median around 75 meters) and fastest rescue times
(median approximately 75 seconds) but significantly compromises battery safety with the lowest
final helper battery levels. This aligns with findings from existing multi-robot systems where
proximity-based helper selection often leads to battery-critical situations during assistance op-
erations.

This analysis demonstrates that our optimal approach successfully addresses the key challenge
of balancing travel efficiency with battery management in underground mining environments.
By implementing this rescue coordination intelligence directly within the Near-RT RIC of the
Private 5G Open RAN infrastructure, we achieve critical advantages over edge-based imple-

mentations:
e significantly reduced decision latency
e enhanced reliability through network-integrated communication
e improved system resilience

The RAN-embedded approach ensures that time-critical rescue operations can proceed even
during network disruptions, as the coordination logic remains operational at the network level
rather than depending on separate edge devices. These results validate that moving robot
rescue coordination into the Near-RT RIC provides a more robust and responsive solution for

ensuring operational safety in challenging underground mining environments.

5.6 Future Work

While this work presents a comprehensive solution integrating transformer-based near real-time
communication enhancement with sophisticated multi-robot coordination, several advanced

research directions could further extend our system’s capabilities:
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5.6.1 Digital Twin Integration

Building upon our semantic-aware packet recovery and multi-robot coordination system, inte-
grating digital twin technology represents a significant advancement. This integration would
enable real-time physics-based command validation, predictive state estimation, and dynamic
environment modeling. The digital twins would maintain synchronized virtual representations
of both individual robots and their collective interactions, enabling predictive optimization of
both communication patterns and rescue operations. This enhancement would allow PULSE
to anticipate potential communication failures and battery-critical situations before they occur,

transitioning from reactive to proactive system management.

5.6.2 Advanced Multi-Robot Coordination

Our current multi-robot coordination system could be extended to incorporate game-theoretical
approaches for dynamic coalition formation and resource allocation. This would enable the
system to handle complex scenarios involving multiple simultaneous rescue operations while
optimizing global fleet performance. The coordination algorithms could be enhanced with
reinforcement learning capabilities to adapt to evolving environmental conditions and changing
robot fleet compositions. Furthermore, the system could be extended to support heterogeneous

robot teams with varying capabilities and energy constraints.

5.6.3 Cross-Layer Optimization

Future research could explore deeper integration between the communication and coordination
layers of PULSE. This would involve developing adaptive protocols that dynamically adjust
both network parameters and robot behavior based on holistic system state analysis. The
system could incorporate advanced machine learning techniques to jointly optimize communi-
cation reliability, energy efficiency, and task allocation across the robot fleet. This cross-layer
approach would enable more sophisticated trade-offs between communication overhead, battery

consumption, and operational efficiency.

5.6.4 Secure Fleet Management

Building on our current architecture, future work could incorporate advanced security mecha-

nisms specifically designed for multi-robot systems in harsh environments. This would include
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developing secure protocols for command authentication, encrypted robot-to-robot communi-
cation during rescue operations, and blockchain-based logging of critical system events. The
security framework would need to maintain near real-time performance requirements while

ensuring the integrity of both command prediction and coordination decisions.

5.6.5 Scalability and Deployment Considerations for PULSE

PULSE, as a transformer-based Al solution for packet loss recovery in near real-time scenar-
ios, operates on the Near-RT RIC component of the Open RAN architecture. To ensure its

effectiveness in real-world deployments, examining its scalability aspects is crucial.

e The computational complexity of the transformer-based AI model in PULSE becomes
significant as network traffic increases. Optimization strategies include model compression
techniques like pruning and quantization, which reduce model size while maintaining
accuracy. Distributed inference, where the model is split across multiple processing nodes,

can parallelize computation and improve scalability.

e Efficient resource allocation at the network edge is another critical factor. Dynamic
allocation strategies based on traffic patterns can adapt to varying workloads through
auto-scaling (adjusting PULSE instances based on demand) and workload balancing (dis-

tributing tasks across available resources to minimize latency and maximize throughput).

e Seamless integration with existing network functions is essential for PULSE deployment.
It must interface efficiently with other Open RAN components through standardized in-
terfaces and protocols. PULSE should work within broader network orchestration frame-

works for centralized management and monitoring of packet loss recovery functionality.

e To validate PULSE’s scalability, extensive simulations and testbed experiments should
assess system performance (latency, throughput, resource utilization) under varying net-
work loads and packet loss rates. These evaluations provide insights into scalability limits

and guide system design refinements.

Addressing these scalability considerations positions PULSE as a robust solution for large-scale

Open RAN deployments.
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5.7 Conclusion

This chapter has demonstrated how classical reliability methods in RAN can be redefined and
enhanced using semantic-aware processing to support URLLC requirements. The third ques-
tion of this thesis was whether any classic reliability problem exists that can be redefined and
enhanced using new technologies, particularly to support URLLC requirements. By address-
ing this research question, PULSE proves that traditional packet recovery approaches can be
transformed to meet the demanding requirements of modern wireless applications.

PULSE represents a significant advancement in packet recovery methods by moving beyond
Shannon’s classical communication theory to incorporate semantic understanding. The experi-
mental results validate this approach, achieving 100% prediction accuracy for up to 10% packet
loss and 93.96% accuracy for 10-50% packet loss scenarios, while maintaining sub-millisecond
processing times. These results significantly outperform traditional RNN and DNN approaches,
demonstrating the effectiveness of transformer-based semantic processing in maintaining com-
munication reliability without relying on time-consuming retransmissions.

Beyond its core packet recovery capabilities, PULSE demonstrates how Near-RT RIC can lever-
age semantic understanding to enable sophisticated multi-robot coordination. The system’s
success in managing battery-critical scenarios through intelligent helper selection and coordi-
nation shows how enhanced reliability methods can support complex URLLC applications.

In the multi-cast experiment, the optimal approach achieved superior performance compared
to other methods. While an edge-based implementation might work adequately for this single
application in isolation, implementing the coordination logic within the Private 5G RAN in-
frastructure provides crucial advantages when multiple control applications need to coexist. By
centralizing diverse control logics (rescue coordination, fleet management, collision avoidance,
resource optimization, and more) within the RAN, the system benefits from holistic knowledge
sharing and unified decision-making impossible to achieve with fragmented edge applications.
This integration enables cross-application awareness, where decisions in one domain can imme-
diately inform others without additional communication overhead or synchronization challenges.
Our results demonstrate that RAN-integrated intelligence offers not just performance gains for
individual applications, but creates a foundation for more sophisticated multi-application or-
chestration that would be difficult to achieve with siloed edge-based implementations.
Moreover, PULSE’s integration with Open RAN architecture proves that innovative reliability

solutions can be practically implemented within existing network frameworks. The system’s
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ability to maintain performance while scaling across multiple network scenarios demonstrates
the viability of semantic-aware processing for real-world URLLC applications where data has
the text structure.

Looking forward, PULSE opens new research directions in semantic-aware network reliability,
particularly in areas such as digital twin integration, advanced multi-robot coordination, cross-
layer optimization, and secure fleet management. These developments suggest that as wireless
communications continue to evolve, semantic understanding will play an increasingly crucial
role in meeting the reliability and latency requirements of emerging applications. In the next
chapter, this thesis will expand its hypothesis of enhancing Near-RT RIC for URLLC further
by leveraging Transformer-based models. The next chapter proposes redefining RAN and its

responsibilities to support the future wireless communication, particularly URLLC use cases.
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Chapter 6

Enhancing RAN Communication
Consistency, Efficiency and Security

with Semantic AI xApps

6.1 Introduction

Building upon the previous chapter and leveraging semantic communication and Transformer
models to enhance Open RAN’s functionalities, this chapter extends this concept further and
addresses the fourth research argument of this thesis: RAN’s responsibilities can be expanded to
enhance QoE and QoS for URLLC applications. Specifically, this chapter explores how RAN’s
responsibilities can be expanded through semantic communication to better support emerging
wireless paradigms while maintaining the latency and reliability requirements of URLLC use
cases. xApps run on Near-RT RIC, which is designed for near-real-time latencies. We leverage
this advantage and provide a solution that enhances reliability of wireless communications.
This approach directly addresses both critical URLLC requirements: maintaining ultra-low la-
tency through Near-RT RIC’s efficient processing capabilities and enhancing reliability through
semantic communication’s improved command standardization.

Traditional RAN architectures treat communication purely as a bit transmission problem, leav-
ing higher-level processing to edge devices or end-user equipment (UEs). This approach forces
URLLC endpoints to handle tasks like command standardization and semantic processing,

adding processing overhead and potential security vulnerabilities at the edge. In scenarios
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involving multiple devices, such as drone swarms or robotic systems, this leads to redundant
processing and inconsistent command interpretations across devices, potentially compromising
both reliability and latency requirements.

This thesis proposes moving semantic processing responsibilities from edge devices to the RAN
infrastructure. By integrating these functions within the Near-RT RIC, we can enhance both
reliability and security while reducing the processing burden on URLLC endpoints. This shift
represents a fundamental change in how RAN responsibilities are defined, moving beyond tra-
ditional packet routing to include intelligent semantic processing of communication content.
Inline with what we have proposed in the previous chapter and prior research on semantic
communication, this chapter introduces DANTE (Drone Adaptive Natural-to-Encoded Text
Engine), a novel framework that enables semantic abstraction in URLLC communications.
This approach becomes particularly critical in complex multi-device scenarios where command
standardization and interpretation must be both consistent and rapid across all endpoints.
Similar to PULSE, DANTE validates the hypothesis for a specific use case but can serve as a
reference framework for other use cases that share the same features. The drone implementa-
tion serves as a representative test case chosen for its clear command structure and measurable
performance metrics, but the underlying transformations logic has implications for the entire

spectrum of URLLC use cases.

6.2 Drones-Control: Problem Statement and Proposed

Solution

Real-time drone operations face a critical challenge in standardizing diverse command inputs
while maintaining near real-time communication requirements. The fundamental problem lies
in reconciling two competing demands: the need for flexible, intuitive command inputs from
operators, and the requirement for precise, standardized command formats for reliable drone
control. This creates several key challenges caused by command format variations. Different

operators, systems, and scenarios generate varied command formats:
e Multiple vendor-specific syntaxes (DJI, Parrot, etc.)

e Legacy ATC command structures
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e Natural language variations from operators

e International protocol differences

6.2.1 Formal Problem Definition

Let C = ¢q,c¢9,...,c, be a sequence of varied-format command inputs where each ¢; requires

transformation to a standardized format s; while satisfying:

P(s; is correct|c;) > Reliabilityrpreshoid (6.1)

This combination of format variability and reliability requirements creates a complex challenge
that traditional rule-based or simple machine learning approaches struggle to address effectively.
We compare a rule based system with a Transformer model based solution in the following
sections. This section presents DANTE (Drone Adaptive Natural-to-Encoded Text Engine), a
novel approach to standardize drone commands while meeting near real-time requirements. By
leveraging T'5 transformer models deployed as xApps on the Near-RT RIC, DANTE transforms
varied natural language commands into standardized drone control formats in real-time. Key

aspects of our proposed solution include:

1. Transformer-Based Command Processing: Utilizing T5 transformer models for command
standardization, offering several advantages:
- Robust handling of natural language variations
- Efficient parameter extraction from commands
- Context-aware command interpretation

- Near Real-time processing capabilities

2. Edge-Based Standardization: Implementing these transformer models as xApps on the
Near-RT RIC to enable:
- Low-latency command processing
- Scalable command handling
- Integration with existing Near RT-RIC

- Near Real-time command conversion

139



6.2.2 Solution

We formalize our command standardization system as follows:

System Model

Let C = {cy,ca, ...,cn} be a sequence of natural language commands

Let S = {s1, s9, ..., Sn } be the standardized command formats

Transformer-based Standardization Model

Define M : C — S

where:
e M is our T5 transformer model
e M(c;) = s; (standardized command)

e s; follows strict drone command protocol format

Performance Requirements

For any command c;:

T<Cz) S Near'RT'RICthreshold - ﬂransmission

P(S(¢;) = correct|c;) > Reliabilityrpreshold

(6.2)

(6.3)

This solution enables reliable and time-sensitive command processing while maintaining the

flexibility of natural language inputs. The RAN edge deployment ensures minimal latency

overhead while providing robust command standardization for safe drone operations.

6.2.3 Motivation for Integrating the Solution as an xApp within

Open RAN

Integrating the solution within Open RAN as an xApp leverages the programmability and flex-

ibility of the disaggregated RAN architecture to address several critical operational challenges,

enhancing reliability and resilience of wireless communications:
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Emergency Response Flexibility

In high-stress situations, operators require intuitive command interfaces that reduce cognitive
load. By implementing our solution as an xApp in the Near-RT RIC of Open RAN architecture,
emergency responders gain seamless access to natural language interfaces. For example, during
time-critical scenarios, an operator can issue the command “all drones in Zone B move east
immediately” instead of recalling the precise syntax SWARM:ZONE B:HEAD:90:ALL.

While this processing could technically be implemented on each drone, centralizing it within

the RAN infrastructure offers several critical advantages:
e it eliminates redundant processing across multiple drones.
e ensures consistent command interpretation across an entire fleet.
e reduces computational overhead on resource-constrained endpoints.
e provides a unified security layer for command validation.

This approach is particularly crucial in emergency response scenarios where command accuracy
and rapid execution across multiple devices must be guaranteed, fully leveraging Open RAN’s
programmable infrastructure to enable these capabilities while maintaining strict latency re-

quirements.

Multi-system Interoperability

Different drone systems often employ varied command syntaxes, creating operational challenges
in multi-vendor environments. Our system acts as a universal translator across multiple com-

mand protocols:
e Legacy Air Traffic Control (ATC) protocols
e Modern drone control systems
e Vendor-specific command formats
e International standardized protocols
For instance, consider a single emergency landing command expressed across different systems:

{
"DJI": "RTL:ZB",
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"Parrot": "LAND_EMERGENCY_B",
"Legacy ATC": "Emergency landing procedure bravo",
"Military": "CODE_RED_DESCENT_B",

"International": "EMERG_LZ_BRAVQO"

Our system standardizes these varied formats into a consistent protocol while maintaining the

semantic integrity of the command.

Future-Proof Adaptability

As wireless technologies evolve to support new industrial use cases, traditional approaches
would require extensive operator retraining for new syntax adoption. By implementing our
solution as an xApp within the Open RAN architecture, operators benefit from a persistent,
intuitive interface while allowing backend protocol updates without operator retraining. The
programmable nature of Open RAN enables rapid adaptation to emerging requirements with-
out disrupting existing operations.

This approach aligns with the core value proposition of Open RAN: disaggregation, programma-
bility, and vendor-neutral operations. Just as Open RAN transforms network infrastructure
management, our semantic processing xApp transforms command interfaces, providing an op-
timal balance between operator usability and system reliability while maintaining the ultra-

reliable, low-latency characteristics required for critical applications.

6.3 Analysis and Results

When considering these results in the context of near real-time requirements, the high accu-
racy rates across all command types, coupled with an average processing time of 0.0113 ms
per command and P95 latency of 0.017 ms per command, demonstrate that the standardiza-
tion process effectively balances reliability and responsiveness within specified time constraints
(Thotat = Tstandardization + Tiransmission < Near — RTypresnoia). P95 (the 95th percentile) is a
statistical measure indicating the value below which 95% of observations in a dataset fall. This
latency includes de-serialization and serialization for the binary data. These latency metrics
are particularly noteworthy given the model’s complex task of parsing varied natural language

inputs and generating structured command outputs. The sub-ms processing time, even in
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the 95th percentile cases, ensures that command standardization doesn’t introduce prohibitive
delays in the control loop, making it suitable for human-in-the-loop drone operations where
operator commands need to be executed with minimal perceptible lag.

The balance between processing speed and accuracy is crucial for real-time drone operations,
especially in emergency response scenarios where command standardization must occur reliably
without introducing significant latency. The consistent processing times, combined with accu-
racy rates exceeding 98% across all command categories, suggest that DANTE can maintain
dependable performance even under time-sensitive operational conditions. The overall accu-
racy of the language-to-command model can be calculated by taking a weighted average of the
accuracy for each individual command, with the weights representing the frequency of each
command’s use. The commands considered in this model are DESCEND, HOVER, MOVE;,
RETURN, CLIMB, and LAND. As presented in Fig. 6.2, each command has an associated
accuracy, with DESCEND, CLIMB, and MOVE achieving 98%, HOVER and RETURN at
100%, and LAND at 100%. As shown in Fig. 6.1, the frequencies of each command’s use were
estimated as follows: DESCEND 24.90%, HOVER 10.31%, MOVE 10.01%, RETURN 24.90%,
CLIMB 24.90%, and LAND 4.98%. Using these values, the overall accuracy of the model is
computed by taking the weighted sum of each command’s accuracy, divided by the total weight.
This results in an overall model accuracy of approximately 98.90%, indicating that the model

performs reliably across a wide range of commands.

> (Accuracy of Command x Frequency of Command)

Total Accuracy = S~ Frequencies

These findings demonstrate that DANTE successfully addresses the fundamental challenge of
reconciling diverse command inputs with standardized formats while maintaining the strict
reliability requirements necessary for drone operations. The system’s robust performance
across different command types, even with varying amounts of training data, suggests that
the transformer-based approach effectively handles the complexity of natural language vari-
ations while ensuring precise command standardization. The combination of high accuracy
rates and consistent processing times below 1 ms positions DANTE as a viable solution for
real-world drone control systems where natural language command interfaces need to seam-
lessly integrate with existing control infrastructure without compromising on either reliability

Or responsiveness.
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6.4 Alternative Approach: Rule-Based Parsing

While transformer models demonstrate strong performance in natural language command pars-
ing, it is important to consider alternative approaches. This section examines a rule-based pars-

ing system using regular expressions (regex) as an alternative to the T5 transformer model.

6.4.1 Implementation of Rule-Based Parser

The rule-based parser was implemented using regular expressions to match command patterns of
the training data generated for the previous experiment. Each command type (MOVE, CLIMB,
DESCEND, etc.) has specific patterns that capture variations in syntax while maintaining the

structured output format. For example, a MOVE command pattern is implemented as:

{

~(7P<verb>proceed tolhead tol|navigate to|move tolgo tol\newline

redirect tol|travel toladvance to|progress tolmake way to)\s+(?P<location>\newline
ZONE_[A-Z])-(7P<sub_location>\d+)\s+heading\s+(7P<direction>\newline

NORTH | SOUTH | EAST | WEST | NORTHEAST | NORTHWEST | SOUTHEAST | SOUTHWEST | \newline
N|SIEIW|NE|NW|SE|SW) (7:\s+(7:immediately|quickly|now|as soon as possible))?$}

This approach provides deterministic behavior with guaranteed pattern matching, requires no
training, and offers fast execution time. The implementation is straightforward to debug and
maintain, as patterns can be directly modified without the need for model retraining. However,

we need to create as many patterns as possible to ensure covering all variations.

6.4.2 Performance Analysis of Rule-Based Parser versus T5 Model

The comparative analysis of the rule-based parser and T5 model reveals striking differences
in their handling of standard command patterns versus command variations. When tested on
standard command patterns that closely match the training data, both approaches demonstrate
exceptional performance, with the rule-based parser achieving perfect accuracy (100%) for
CLIMB, DESCEND, LAND, and MOVE commands. The T5 model performs similarly well,
maintaining accuracy above 97% across these command types, indicating strong capability in

handling well-structured, familiar patterns.
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Parser vs T5 Model Accuracy by Command Type
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Figure 6.3: Parser vs T5 model performance on commands generated with training data logic
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Figure 6.4: Parser vs T5 model performance on commands with new linguistic variations
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Training Data Pattern Performance

In the training data pattern test scenario, the rule-based parser demonstrates its strength in
exact pattern matching, achieving 100% accuracy for most command types, Fig. 6.3. The T5
model shows comparable performance, with only slight variations in accuracy: 98% for CLIMB,
100% for DESCEND and LAND, and 100% for MOVE commands. Even for more complex
commands like RETURN and SPEED, both approaches maintain respectable performance
levels, with the parser achieving 84.6% and the T5 model reaching 100% accuracy for SPEED

commands.

New Variant Pattern Performance

The introduction of new command variations reveals a fundamental difference between the
two approaches. For this experiment we kept LAND and DESCEND as control groups. The
SPEED commands had significant overlap with the previous experiment due to limited variation
possibilities in this command category. These commands are not using generalized commands.
The rule-based parser’s performance degrades dramatically when encountering variations not
explicitly covered by its patterns, Fig. 6.4. Most notably, it completely fails (0% accuracy)
for CLIMB, MOVE, and RETURN commands when presented with variations. This stark
decline in performance highlights the parser’s brittleness and its inability to generalize beyond
explicitly defined patterns.

In contrast, the TH model demonstrates remarkable resilience and generalization capability
when handling command variations. It maintains high accuracy levels across all command
types: 80% for CLIMB, 96.2% for MOVE, and 91.4% for RETURN commands. This robust
performance on variant patterns suggests that the T model has learned underlying command

structures rather than merely memorizing specific patterns.

Implications for Practical Applications

These results have significant implications for practical applications. The rule-based parser’s
perfect performance on standard patterns makes it an attractive option for systems with highly
controlled, standardized command formats where variation is minimal or non-existent. How-
ever, its complete failure on variations makes it unsuitable for applications where command
flexibility is required or where user input might deviate from exact patterns.

The T5 model’s ability to maintain high accuracy across both the familiar vocabulary set and
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variant patterns makes it a more versatile solution. Its performance demonstrates true gener-
alization capability, suggesting it could handle unexpected variations in real-world applications
while maintaining reliable accuracy. This adaptability comes at the cost of slightly lower ac-
curacy on strictly standard patterns compared to the parser’s perfect performance, but the

trade-off favors the T5 model in any scenario where command variation is expected.

Performance Trade-offs

The comparison reveals a fundamental trade-off between perfect accuracy on known patterns
versus generalization capability. The rule-based parser optimizes for the former, achieving
perfect accuracy when patterns match exactly but failing completely with variations. The
T5 model optimizes for generalization, maintaining strong performance across both familiar
and new variant patterns while sometimes achieving perfect accuracy of 100%. This trade-
off directly addresses the core challenge presented in drone operations: reconciling flexible
command inputs with standardized formats.

Given the requirement of high accuracy, the rule-based parser could meet this threshold only for
a strictly controlled set of command formats. However, this contradicts the real-world need for
handling "multiple vendor-specific syntaxes” and "natural language variations from operators”
as outlined in the problem statement. The T5 model’s demonstrated ability to maintain high
accuracy (91-100%) with the exception of CLIMB with 80% accuracy even with new variations
makes it more suitable for addressing these operational requirements. However, additional
work would be needed to reach the required reliability threshold. This aligns with DANTE’s
approach of using transformer-based processing to handle command format variations while

maintaining reliable standardization.

6.5 Conclusion

This chapter has demonstrated how Open RAN’s disaggregated architecture enables the ex-
pansion of network responsibilities beyond traditional packet routing to enhance QoE and QoS
for URLLC applications through semantic communication. By leveraging the programmability
of Near-RT RIC and the flexibility of xApps within the multi-vendor Open RAN framework,
intelligence can be embedded closer to the radio access network while maintaining vendor neu-

trality. This approach is particularly valuable for private 5G deployments, where customized
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network capabilities can directly address industry-specific requirements for ultra-reliable low-
latency communications.

By integrating the semantic processing within the Open RAN infrastructure, DANTE deliv-
ers several key benefits: reduced processing overhead on URLLC endpoints, enhanced security
through centralized validation, and consistent command interpretation across multiple devices.
This integration is particularly crucial for complex scenarios like drone swarms, where com-
mand consistency and rapid processing are essential for coordinated operations.

DANTE addresses our fourth research question by demonstrating that relocating semantic
processing to Near-RT RIC enhances reliability and efficiency without compromising latency
requirements. This approach creates opportunities for expanded RAN capabilities in natural
language understanding, multi-device coordination, and real-time command standardization,
suggesting a future where RAN functions extend well beyond traditional networking to include

advanced semantic processing.
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Chapter 7

Conclusions and Future Work

7.1 Overview

This thesis has investigated the enhancement of Near-RT RIC components in Open RAN ar-
chitecture to better support URLLC applications. The work was motivated by the observation
that while Open RAN introduces dedicated intelligent controllers, several critical challenges
remain unaddressed for URLLC support. Through systematic analysis and experimental vali-
dation, this thesis has demonstrated that classic RAN responsibilities can be enhanced, security
vulnerabilities addressed, reliability methods redefined, and RAN responsibilities expanded to
meet the stringent requirements of emerging URLLC applications.

The research has progressed through a logical sequence of enhancements: first establishing how
control functions can be improved to support reliability, then addressing the security impli-
cations of these intelligent controllers, followed by redefining classical reliability methods, and
finally expanding RAN’s capabilities. Each stage has built upon the previous to create a com-
prehensive framework for URLLC support in Open RAN architectures. The novel frameworks
developed — HORLA, AT xApp threat analysis, PULSE, and DANTE — collectively constitute
a significant advancement in how Near-RT RIC can support the emerging wireless applications

of the future.
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7.2 Significant Results

Chapter 2: Open RAN and Near-RT RIC Research Opportunities

The second chapter provided a comprehensive literature review that established the fundamen-
tal understanding of Open RAN architecture and its evolution from previous RAN implemen-
tations. The review identified significant research gaps in intelligent controllers.

The chapter also analyzed the state of Al integration in telecommunications, classifying applica-
tions based on the Open RAN controllers’ classification and identifying patterns in deployment
scenarios not covered in current standards. This systematic analysis provided the foundation for
the thesis’s subsequent contributions by identifying key challenges in implementing Al-driven
enhancements while maintaining the strict latency and reliability requirements of URLLC ap-
plications.

Chapter 3: Optimizing RAN’s Reliability with Multi-Objective xApps

The third chapter introduced HORLA (HandOver Reinforcement Learning Application), a
novel framework for multi-objective decision making in RAN control functions. The experimen-
tal validation demonstrated that HORLA outperforms traditional Maximum Received Power
(MRP) approaches by reducing handover failures by over 40% while maintaining sub-second
latency requirements. This significant improvement was achieved through a Pareto-optimal
approach that simultaneously optimizes signal strength and reliability, rather than focusing on
a single objective and handling failures through retry mechanisms.

The implementation of HORLA on the Near-RT RIC platform demonstrated that complex
Al-driven decision making can operate within the strict timing constraints of URLLC appli-
cations. Beyond its primary objectives, HORLA demonstrated additional benefits, including
a 57% reduction in energy consumption due to fewer failed handover attempts and enhanced
security through validation of access points. These results conclusively proved that the relia-
bility of classic RAN control functions can be significantly enhanced through multi-objective
AT approaches while maintaining URLLC latency requirements.

Chapter 4: AI xApp and Security Vulnerabilities

The fourth chapter’s objective was researching significant vulnerabilities in Al-driven xApps
within Open RAN architectures, particularly for URLLC applications. Through systematic
experimentation with software and hardware attack vectors, we exposed how adversaries can
manipulate model parameters, reward functions, and resource utilization while evading detec-

tion by conventional monitoring systems. Our findings reveal critical gaps between current
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O-RAN security specifications and the sophisticated threats targeting AI components. The at-
tacks maintained apparent normal operation—preserving accuracy and latency metrics—while
subtly degrading system performance and reliability. These results emphasize the urgent need
for specialized security frameworks that address the unique characteristics of Al-driven network
functions, including enhanced model validation techniques, continuous runtime monitoring, and
comprehensive supply chain verification. As wireless networks continue evolving toward greater
intelligence and autonomy, addressing these vulnerabilities becomes essential for maintaining
the integrity and reliability demanded by next-generation applications.

Chapter 5: Enhancing RAN Reliability Solutions with Semantic-Intelligence xApps
The fifth chapter introduced PULSE (Predictive Ultra-reliable Low-latency System Engine),
a transformer-based framework for enhancing packet recovery in URLLC applications. The
experimental validation demonstrated exceptional performance compared to traditional ap-
proaches, achieving 100% prediction accuracy for up to 10% packet loss and 93.96% accuracy
for 10-50% packet loss scenarios, with average processing times of 9.52ms per command. This
performance significantly outperformed both RNN (averaging 0.05-0.07 Levenshtein similar-
ity) and DNN approaches (0.14-0.24 similarity), with PULSE maintaining 0.825-1.0 similarity
across all corruption levels.

The chapter extended this framework to multi-robot coordination, demonstrating how PULSE’s
optimal helper selection approach outperforms traditional nearest-neighbor, same-level, and
random selection methods in battery-critical rescue scenarios. The comprehensive evaluation
across 1,000 simulated scenarios showed that PULSE’s approach effectively balances rescue
time, final helper battery levels, distance traveled, and overall cost. These results proved that
traditional reliability methods can be redefined through semantic-aware processing to meet the
simultaneous reliability and latency requirements of URLLC applications.

Chapter 6: Expanding RAN Responsibilities with Semantic AT xApps

The sixth chapter introduced DANTE (Drone Adaptive Natural-to-Encoded Text Engine),
a novel framework for moving semantic processing responsibilities from edge devices to the
RAN infrastructure. The experimental validation demonstrated an overall accuracy of 98.90%
in standardizing varied command formats while maintaining sub-millisecond processing times
(average 0.0113ms, P95 0.017ms). When compared to rule-based alternatives, DANTE demon-
strated superior flexibility and generalization capability, maintaining high accuracy even with

command variations that caused rule-based systems to fail completely.
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The comprehensive evaluation across different command types and variations proved that cen-
tralizing semantic processing within Near-RT RIC can enhance both reliability and security
while reducing processing overhead on URLLC endpoints. This approach to expanding RAN
responsibilities represents a fundamental shift in how communication processing is handled,
moving beyond traditional packet routing to include sophisticated semantic understanding.
The practical implementation within Open RAN architecture demonstrated the feasibility of
this approach for real-world URLLC applications.

7.3 Further Work

This thesis has addressed significant challenges in enhancing Near-RT RIC for URLLC applica-
tions through improvements in control functions, security, reliability, and semantic processing.

However, several important research directions remain to be explored.

7.3.1 Extending Multi-Objective Optimization to Other Control Func-

tions

The multi-objective optimization framework introduced in HORLA demonstrates significant
potential for application beyond handover control. Future research should explore extending
this approach to other critical RAN control functions such as resource allocation, interference
management, and beam management. This direction is particularly important as network
densification increases the complexity of these control decisions. Research challenges include
determining appropriate objective functions for each control domain, developing efficient learn-
ing algorithms that can operate within Near-RT RIC latency constraints, and creating unified
frameworks that can address multiple control functions simultaneously. Methods combining
reinforcement learning with multi-objective optimization could enable real-time adaptation to
changing network conditions while maintaining multiple performance objectives. Successful
implementation could significantly enhance network performance for URLLC applications by

minimizing the need for retry mechanisms across multiple control domains.

7.3.2 Developing Automated Security Monitoring for A1 Models

Building on findings from the security experiments, future work should focus on developing

automated security monitoring systems that can detect subtle Al model compromises in real-
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time without impacting latency. This research direction is critical as Al deployment in RAN
control increases, creating new attack surfaces. Key challenges include developing lightweight
anomaly detection algorithms that can operate within Near-RT RIC’s latency constraints, creat-
ing benchmarks for normal behavior across different network conditions, and designing response
mechanisms that maintain service continuity even under attack. Methods combining federated
learning with transfer learning could enable security models that adapt to new attack patterns
while preserving privacy and reducing communication overhead. Particular attention should be
given to developing digital twin-based security testing environments that can proactively iden-
tify vulnerabilities before deployment. Successful implementation would strengthen Open RAN

security while maintaining the flexibility and innovation benefits of multi-vendor ecosystems.

7.3.3 Integrating Semantic-Aware Reliability with Network Slicing

Future research should investigate the integration of PULSE’s semantic-aware reliability en-
hancements with emerging technologies like network slicing and edge computing. This direction
could enable customized reliability solutions for different application classes within a unified
network infrastructure. Research challenges include developing mechanisms to differentiate
between traffic types that benefit from semantic processing versus those requiring traditional
reliability methods, creating context-aware predictive models that can operate across slices,
and designing efficient resource allocation algorithms that balance reliability enhancement with
other network objectives. Methods combining transformer models with reinforcement learning
could enable dynamic adaptation of prediction mechanisms based on application requirements
and network conditions. Successful integration would significantly enhance reliability for hetero-
geneous application mixes while efficiently utilizing network resources, particularly important

for beyond-5G network architectures supporting diverse URLLC applications.

7.3.4 Scaling Semantic Processing for Heterogeneous Networks

Building on DANTE’s proven concept, future research should explore the scalability and perfor-
mance characteristics of semantic processing approaches in large-scale, heterogeneous network
deployments. This direction is essential as networks increasingly support diverse devices with
varying communication capabilities and requirements. Research challenges include developing
efficient distributed semantic processing frameworks across different use cases that maintain

consistent interpretation across the network, creating compression methods for semantic mod-
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els to reduce deployment overhead, and designing adaptive processing mechanisms that allocate
computational resources based on semantic complexity. Particular attention should be given
to cross-domain semantic understanding, enabling consistent interpretation across different ap-
plication domains. Successful implementation would significantly enhance the flexibility and
efficiency of URLLC applications in heterogeneous environments.

As wireless networks continue to evolve towards 6G and beyond, the intersection of AI, Open
RAN, innovative and advanced Al algorithms and URLLC will only grow in importance. The
frameworks and insights provided by this thesis lay a foundation for future research aimed at
transforming the RAN into an intelligent, resilient, and context-aware enabler for the most

demanding wireless applications of tomorrow.
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