*
;I:‘ U T S UNIVERSITY
)’ OF TECHNOLOGY
d
0." SYDNEY

Federated and Physics-Informed AI Models for
Real-Time Bio-Nano Digital Twins Using IoBNT

by Mohammad (Behdad) Jamshidi

Thesis submitted in fulfilment of the requirements for

the degree of
Doctor of Philosophy

under the supervision of A/Prof. Hoang Dinh and A/Prof. Diep Nguyen

University of Technology Sydney
Faculty of Engineering and Information Technology

July 2025



CERTIFICATE OF ORIGINAL AUTHORSHIP

I, Mohammad Jamshidi, declare that this thesis is submitted in fulfillment of the requirements for
the award of Doctor of Philosophy, in the Faculty of Engineering and Information Technology at the
University of Technology Sydney.

This thesis is wholly my own work unless otherwise referenced or acknowledged. In addition, I

certify that all information sources and literature used are indicated in the thesis.
This document has not been submitted for qualifications at any other academic institution.

This research was supported by an Australian Government Research Training Program (RTP) Schol-
arship doi.org/10.82133/C42F-K220.

Signature:

Production Note:

Signature removed prior to publication.

Mohammad Jamshidi

8 July 2025

il



ACKNOWLEDGMENTS

“Be grateful for whoever comes, because each has been sent as a guide from beyond.”

Rumi

I am profoundly thankful for the exceptional supervision, intellectual depth, and steadfast support
of A/Prof. Hoang Dinh and A/Prof. Diep Nguyen. Their discerning feedback, thoughtful mentorship,
and strategic vision have been pivotal throughout the course of my doctoral journey. I am truly honored
by their collaboration and distinguished leadership, and I extend my best wishes for their continued

excellence and achievement in academia.

Being part of A/Prof. Hoang Dinh’s research group at UTS has been a remarkably formative and
stimulating experience. I had the privilege of working alongside brilliant peers whose contributions
enriched my research journey. I am particularly grateful to Chi-Hieu Nguyen, Md Arif Hassan, Nguyen
Quang Hieu, Nam H. Chu, and Bui Duc Manh for their valuable insights and consistent support.

I am also indebted to professors and collaborators whose expertise and generosity facilitated the
advancement of my research. My sincere appreciation goes to A/Prof. Mohammad Abu Alsheikh,
Prof. Eryk Dutkiewicz, Prof. Majid Ebrahimi Warkiani, Dr. Cong T. Nguyen, and Dr. Nguyen Van
Huynh. I am especially thankful to Prof. Dusit (Tao) Niyato, whose visionary input, collegial spirit,

and inspirational engagement were truly transformative.

No words can adequately express the depth of my gratitude to my beloved parents and siblings.
Their unconditional love, moral strength, and enduring prayers have been the cornerstone of my re-

silience and accomplishments.

Finally, I wish to acknowledge my supervisors, academic peers, and senior colleagues for their

thoughtful suggestions and wholehearted assistance throughout the thesis.

iii



Abstract

Digital twinning in biological systems poses significant challenges due to the highly variable, dis-
tributed, and privacy-sensitive nature of biomedical data. Constructing scalable, accurate, and secure
digital models that faithfully replicate biological processes demands advanced computational strategies
capable of operating across decentralized environments. This thesis addresses the challenge of building
a unified and privacy-preserving framework for high-fidelity Digital Twins (DTs) of biological systems,
where heterogeneous data and complex physiology require both data-driven and physics-guided model-
ing, and investigates federated and physics-informed Artificial Intelligence (AI) approaches to achieve
this goal. The proposed models are built through the integration of Physics-Informed Neural Networks
(PINNSs), Federated Learning (FL), Internet of Bio-Nano Things (IoBNT), and advanced deep learning
architectures, including Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs),
Fully Connected Neural Networks (FCNNs), and residual neural networks (ResNets). To meet this cen-
tral challenge, three interrelated frameworks are developed, each extending the previous one to progres-
sively enable scalable, interpretable, and privacy-aware DT construction. The first proposed framework
combines FL. and CNNs to construct bacterial DTs using data acquired via [oOBNT. The second proposed
framework employs a hybrid PINN-based architecture, integrated with RNNs, FCNNs, and ResNets, to
enable digital twinning of microbial growth in biosystems. Additionally, the third proposed FL-PINN
framework is proposed for modeling glucose—insulin dynamics in metabolic regulation using [oBNT-
derived signals. Experimental evaluations confirm that the proposed frameworks deliver high accuracy,
reliability, and scalability in digital twinning applications. Across all three frameworks, the proposed
algorithms reduced data-transfer errors by up to 98%, improved prediction accuracy to a mean absolute
error of approximately 0.03, and lowered RMSE to about 0.04, outperforming existing physics-based
or purely data-driven methods by margins exceeding 20-30% on benchmark datasets. These gains di-
rectly translate to faster convergence and lower communication overhead, which is critical for real-time
biomedical DT deployment and clinical decision support. These results ensure consistent predictive
stability across clients, reduce communication overhead, and preserve data privacy. Collectively, these
integrated contributions establish a unified, future-oriented foundation for developing clinically action-

able and privacy-conscious Digital Twins within biotechnology and digital health.
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dense layers
FCNN-PINN Fully Connected PINN PINN with FCNN backbone
FedAvg Federated Averaging Algorithm to aggregate FL client models
FL Federated Learning Decentralized, privacy-preserving ma-
chine learning
FL client Federated Learning Client Participant device training a local FL

model
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Chapter 1

Introduction and Literature Review

1.1 Introduction

In the biotechnology and medical sectors, Digital Twins (DTs) represent a transformative solution for
accurately modeling biological entities, including humans, organs, microorganisms, and cyber physical
healthcare systems. This thesis contributes to this emerging paradigm by developing advanced Feder-
ated Learning (FL) and Physics-Informed Artificial Intelligence (PI-AI) models capable of supporting
real time, privacy aware digital representations of complex Bio-Nano systems using the Internet of
Bio-Nano Things (IoBNT) [1, 2]. Going beyond isolated simulations, DTs encompass a wide range of
elements, including Internet of Things (IoT) in healthcare, pharmaceutical industries, clinics, hospitals,
and biomedical devices. They oversee the entire lifecycle of biological entities or equipment assets,
facilitating monitoring, behavior analysis, control, and adaptation. A fully developed DT presented in
this thesis goes beyond classic Machine Learning (ML) models or basic simulation of patients, diseases,
organs, or biological systems. It becomes a dynamic, detailed, and context-aware digital counterpart
of physical and living entities, capturing their continuous interactions within biological and clinical
environments. DTs in this context embody a seamless integration of the physical and digital domains
and advanced ML models, surpassing conventional [oT architectures that are limited to unidirectional
data flow. Looking ahead, bio-nano DTs are anticipated to play a transformative role in areas such as
drug discovery, real-time digital healthcare, and the evolution of immersive platforms, including the
Metaverse.

To further enhance the capabilities of these DT systems, recent advancements in the IoBNT are an-
ticipated to address and potentially surmount many of the prevailing challenges faced by the DT-enabled
biotechnology sector. IoBNT refers to a network of interconnected biological and nanoscale devices
capable of communication and data exchange [3]. These devices can include sensors and actuators
embedded within biological systems, enabling real-time monitoring and manipulation of biological
processes at a micro or nanoscale. By seamlessly integrating with DT architectures, this technology
significantly enhances the capability of DTs in the biotechnology industry by providing high-precision,

real-time data directly from the biological source. As a result, [oBNT devices can monitor and respond
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to changes at a molecular or cellular level, offering a level of detail and accuracy that substantially
improves the modeling and simulation capabilities of DTs. Furthermore, [oBNT serves as a bridge for
integrating diverse data types between biological systems and digital models, ensuring seamless data
flow and model fidelity. Critically, it also incorporates advanced security measures at the hardware
level, thereby offering enhanced data privacy and security. These concerns are particularly important
when dealing with sensitive biological data. In summary, the development of [oBNT not only comple-
ments but significantly elevates the functionality of DTs in biotechnology. It effectively addresses key
challenges while paving the way for more accurate, real-time, and secure biological system modeling
and analysis.

Building upon this synergy between DTs and IoBNT, the rapid advancement of emerging technolo-
gies is further advancing the e-health and biotechnology sectors, particularly in areas such as mobile
health and digital biotechnology systems [4, 3]. Cutting-edge innovations, such as IoT enhanced by
Artificial Intelligence (Al), are becoming indispensable for modernizing biotechnological assets and in-
frastructures [5]. With proper integration, these technologies have the potential to significantly enhance
usability and feasibility, thereby maximizing the benefits of e-health solutions and improving healthcare
outcomes [6]. However, realizing these benefits in practice remains a formidable task. Implementing
reliable and secure e-health systems using advanced technologies poses significant challenges [4]. Tra-
ditional IoT systems often struggle to meet the high levels of precision and reliability required for
critical applications in biotechnology and e-health. Even minor inaccuracies in data collection or pro-
cessing can lead to severe consequences, compromising diagnostic accuracy, treatment efficacy, and the
integrity of biological research [7]. Moreover, the inherently complex and highly variable nature of bi-
ological and medical data introduces additional obstacles. Hence, overcoming these challenges related
to precision and data complexity is essential for unlocking the full potential of advanced e-health and
biotechnology systems.

In direct response to these limitations, the [oOBNT represents a transformative leap in tackling the
integration of emerging technologies in e-health and biotechnology [8]. By connecting nanoscale bi-
ological sensors with advanced communication networks, [oBNT delivers an unprecedented level of
precision and control in monitoring biological processes, thereby addressing the core limitations of tra-
ditional IoT systems [9]. Moreover, the decentralized approach to data collection offered by IoBNT
is especially valuable in environments where centralized aggregation of medical data is impractical
or ethically sensitive. By avoiding centralization, [OBNT reduces the risks of compromising sensitive
biological information. This feature is particularly crucial in mobile health and digital biotechnology
scenarios [10]. Additionally, the inherent scalability of [oBNT allows it to adapt to the growing com-
plexity of biological systems without overwhelming computational or storage resources. This makes
IoBNT well-suited for managing large, distributed datasets. Nevertheless, real-world medical and bio-
logical data often remain fragmented across various clinics and hospitals, constrained by privacy reg-
ulations and decentralized data infrastructures. Attempts to centralize such data expose systems to
serious privacy and security risks, especially in contexts where breaches could have grave medical or

ethical repercussions [5]. Thus, decentralized neural frameworks integrated with [oBNT present an

Page 2 of 159



1.2. MOTIVATIONS

ideal pathway toward realizing secure, scalable, and high-fidelity DTs for biological systems.

1.2 Motivations

The growing complexity of biological systems, coupled with the rise of personalized healthcare and
precision biotechnology, underscores the urgent need for real-time, accurate, and privacy-preserving
digital representations. Traditional Al approaches often fall short when faced with the decentralized,
sensitive, and physics-constrained nature of biomedical data. This thesis is motivated by the opportunity
to overcome these limitations through federated and physics-informed learning strategies, enabling the
development of intelligent DTs capable of modeling dynamic biological processes across distributed

and secure networks.

1.2.1 Integrating CNNs and FL into Nano-Bio DTs

Despite of being employing DTs in biology introduces several significant challenges [11]. To begin
with, the first major challenge arises from the inherent complexity and variability of biological systems.
Unlike more predictable mechanical systems, biological entities display a high degree of variability
and unpredictability, which significantly complicates the process of achieving accurate modeling [12].
Moreover, the challenge of data integration presents a significant obstacle. Biological systems often
require the integration of various types of data, ranging from molecular to organismal levels, which can
be challenging to synchronize and analyze effectively [13]. In addition to this, the necessity of real-time
data processing in biology, although crucial, poses a significant challenge. For such frameworks to be
truly effective, they require the capability to process and react to data instantaneously. However, this
is particularly demanding due to the intricate and complex nature of biological data. Lastly, ensuring
the privacy and security of sensitive biological data is paramount, especially when dealing with human-
related content, but it remains a difficult task due to the vast amount of data and its sensitive nature [14].
Taken together, these issues highlight the need for scalable, privacy-aware, and biologically intelligent
modeling approaches that extend beyond traditional digital modeling.

At the same time, these technologies are already transforming biotechnology by enabling digi-
tal representations for applications such as drug development, health informatics, and microbial asset
management. Nevertheless, implementing such solutions at the micro and nano scales, particularly
for sophisticated biological entities such as bacteria, presents considerable difficulty. This complexity
stems not only from biological intricacy but also from the infrastructural demands of ensuring both
accuracy and scalability at such scales. In this context, integrating next-generation sensing and com-
munication platforms into biology-centered digital frameworks introduces a complementary layer of
innovation. Yet, challenges persist, especially in sensor placement and data resolution at nanoscale lev-
els. Consequently, to make sense of such dense and heterogeneous information streams, deep learning
approaches become essential. Among these, CNNs provide a particularly strong foundation, as they are

capable of parsing visual and structurally complex input, such as biological imagery, with high preci-
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sion. Their inherent pattern recognition capabilities make them ideally suited to extract insights from
the type of data collected in these emerging networks [15].

Furthermore, CNNs support the modeling of high-dimensional biological interactions with excep-
tional robustness, even when the system’s complexity increases. Simultaneously, another layer of capa-
bility is introduced through FL, which responds to growing concerns around data privacy, ownership,
and fragmentation. In the current biomedical landscape, where sensitive data are siloed across hospi-
tals and laboratories, FL provides a privacy-preserving approach to collaborative training [15]. Instead
of aggregating raw data centrally, it builds comprehensive models from decentralized updates, thus
maintaining strict data confidentiality. This federated strategy also benefits CNNs by exposing them
to more diverse training distributions without compromising individual sources. As a result, this com-
bination not only enhances accuracy and adaptability but also significantly reinforces the ethical and
legal feasibility of deploying digital models in clinical and industrial biotechnology. Moreover, beyond
data diversity and analytical robustness, another important aspect emerges from the computational de-
mands associated with these frameworks. In this regard, FL offers a scalable solution by decentralizing
the learning process across edge devices [16]. Each node processes its local dataset independently
and contributes only aggregated model parameters to the global update cycle. This paradigm signif-
icantly reduces the computational burden on central servers while respecting data locality. Notably,
this approach preserves compliance with privacy regulations and supports computational sustainability.
Accordingly, such a framework is highly aligned with the constraints of nanoscale biological systems,
where traditional centralized approaches may be infeasible. Together, this architecture, built upon de-
centralized learning, secure sensor networks, and convolutional analysis, creates a powerful path toward
precise, ethical, and intelligent digital modeling of living systems.

Beyond the technical motivations, the societal and clinical significance of advancing decentralized
neural frameworks within biological digital twinning is profound. As personalized medicine continues
to evolve, there is an increasing demand for accurate, real-time representations of individual biological
processes to guide treatment decisions, monitor disease progression, and evaluate therapeutic responses.
DTs, when empowered by decentralized learning and bio-nano sensing technologies, hold the poten-
tial to deliver this level of personalization with previously unattainable resolution and responsiveness.
Moreover, the convergence of these technologies enables healthcare systems to transition from reac-
tive to predictive paradigms, supporting early diagnosis and continuous monitoring while reducing the
need for invasive procedures. To address the multifaceted challenges associated with biological system
modeling and privacy-preserving data processing, a robust solution is the integration of Convolutional
Neural Networks (CNNs) with FL frameworks [17, 18], enabling efficient analysis and distributed pro-
cessing. Specifically, integrating CNNs with FL results in a powerful algorithm tailored for image
analysis and processing across decentralized environments. CNNs inherently excel at identifying spa-
tial hierarchies in images, making them ideal for tasks such as image classification, segmentation, and
object detection. Concurrently, FL facilitates decentralized training across edge devices, ensuring data
privacy while minimizing data transmission [19, 20].

In addition to this, the synergy between these two methods combines the image processing strength
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of CNNs [21] with the privacy-preserving and scalable features of FL [22]. Simultaneously, FL en-
ables models to generalize across diverse datasets without centralizing the data, thereby improving
robustness and minimizing the risk of data breaches. Moreover, FL optimizes bandwidth usage and
enhances computational efficiency by processing data locally on edge devices. Therefore, integrating
IoBNT with CNNs and FL can significantly expand the capabilities of biological DTs. [oBNT involves
nanoscale biological devices interconnected via advanced communication networks, enabling precise
and continuous data collection from biological systems. Consequently, when combined with CNNs
and FL, IoBNT facilitates real-time monitoring and control of biological assets. Hence, this integration
supports continuous, high-fidelity data acquisition, which CNNs can efficiently process. Additionally,
FL ensures the effective utilization of data across distributed devices without compromising privacy,
thereby enhancing scalability, efficiency, and data security. Together, these technologies serve to sig-
nificantly advance the development and application of biological DTs, opening new possibilities in

medical diagnostics, environmental monitoring, and biomanufacturing.

Research Question 1

Given the complexity, decentralization, and privacy constraints inherent in modeling biological sys-

tems, this thesis seeks to answer the following central research question:

How can FL and CNNs, when integrated with loBNT, be used to develop scalable, privacy-
preserving, and intelligent DTs of biological systems, capable of handling heterogeneous
data, supporting real-time monitoring, and ensuring computational and communication

efficiency?

1.2.2 Developing Physics-Informed ML Models in IoBNT-Enabled DT's

The DT paradigm has emerged as a transformative framework for real-time monitoring, predictive anal-
ysis, and system optimization across various sectors, including bioprocessing, biomanufacturing, and
healthcare [23, 24]. By establishing a virtual counterpart of a physical system, DTs facilitate the con-
tinuous synchronization of sensor-derived data with computational models, thereby enabling real-time
decision-making, fault prediction, and adaptive control [23, 25]. This approach significantly improves
operational efficiency, resilience, and customizability, especially in dynamic or safety-critical environ-
ments. Despite these advantages, implementing DTs for micro- and nano-scale biological systems
introduces considerable challenges. These systems often operate in fluidic, noisy, and heterogeneous
environments, where biological variability and physical limitations impair the accurate representation
of system behavior. The key obstacles in such settings include data extraction, high-resolution trans-
mission, and computational latency, all of which are essential for maintaining the real-time nature of
DTs [26]. For instance, detecting biochemical changes or structural deformations in bacterial systems
requires ultra-sensitive sensors capable of operating at sub-cellular resolutions, which conventional DT

implementations do not readily support.
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IoT architectures have demonstrated limitations when applied to biological environments, espe-
cially at the micro/nano scale. These limitations are largely due to poor spatial resolution, delayed
response times (latency), and narrow bandwidths, which inhibit the continuous and high-fidelity data
flow required for effective DT operation [27, 28]. Furthermore, conventional IoT nodes often lack
the biocompatibility, miniaturization, and energy efficiency needed to function effectively in biologi-
cal environments, such as within tissues or cellular matrices. As a result, there is a pressing need to
explore advanced sensing and modeling frameworks that can overcome these fundamental bottlenecks
and unlock the full potential of DTs in biological and biomedical applications.

To address these limitations, [oBNT has emerged as an advanced evolution of conventional IoT
systems, enabling seamless and efficient communication within micro- and nanoscale environments [8,
29]. By employing nanoscale and molecular communication techniques, IoBNT facilitates real-time
data acquisition from biological environments that are otherwise difficult to monitor using traditional
electronic-based sensors. These networks are specifically designed to operate within complex biolog-
ical systems, offering enhanced compatibility, miniaturization, and integration compared to standard
IoT architectures. Unlike conventional IoT sensors that rely on electromagnetic communication and
are often constrained by spatial resolution and energy limitations, IoBNT leverages biological inter-
faces and nano-communication networks to collect dense, high-resolution data from within living sys-
tems [30]. This capability is crucial for capturing the intricate and dynamic processes in bioprocessing
and healthcare settings, where precise, continuous monitoring is required. As such, [oBNT serves as a
key technological enabler for next-generation DTs by supporting real-time sensing, localized actuation,
and predictive analysis in bioengineering and clinical applications [31]. However, despite its transfor-
mative potential, data provided by IoBNT alone is not sufficient to construct high-fidelity DTs [32].
Traditional data-driven approaches, while effective in many engineering domains, often fail to incorpo-
rate the underlying physical principles that govern complex biological systems. This limitation results
in models that may lack robustness, generalizability, or biological interpretability, especially in con-
ditions involving sparse data, noise, or sensor delays. Therefore, to achieve accurate and biologically
consistent DTs, there is a need to complement [oBNT-based sensing with modeling approaches that
embed domain-specific knowledge directly into the learning process.

A promising solution to the limitations of traditional data-driven models in DTs lies in Physics-
Informed Neural Networks (PINNs), which incorporate governing physical laws directly into the ar-
chitecture of deep learning models [33, 34]. Unlike conventional neural networks that rely solely on
empirical data, PINNs enforce physical constraints, such as conservation laws, differential equations, or
known system dynamics, during the training process. This integration ensures that the resulting predic-
tions are not only data-efficient but also biologically plausible, making them well-suited for applications
involving complex biosystems with limited or noisy data. PINNs effectively bridge the gap between
purely theoretical models and data-driven approaches, enabling more accurate modeling of real-world
processes where data acquisition may be restricted or corrupted by noise [35]. This is particularly
valuable in IoT- and IoBNT-based bioprocess monitoring, where data streams are often sparse, asyn-

chronous, and susceptible to environmental interference. By embedding physical knowledge directly
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into the learning framework, PINNs help maintain model stability and reduce overfitting, even when
the available training data is incomplete or imbalanced. By incorporating fundamental biophysical
principles, particularly in reaction-diffusion processes, transport phenomena, and metabolic dynamics,
PINNs enable DTs to more accurately analyze and predict system behavior under a wide range of op-
erating conditions. This capability is essential for applications that require not just observation, but
dynamic forecasting and adaptive response, such as smart biomanufacturing and personalized treat-
ment planning [36, 37]. In this context, DTs powered by PINNs serve as a robust platform for real-time
communication, system health monitoring, fault detection, and continuous process optimization.
Nevertheless, constructing scalable and adaptive PINN architectures suitable for real-time DT ap-
plications remains a significant research challenge. This is especially true when attempting to balance
the incorporation of domain knowledge with the latency and variability inherent in real-time sensor
data. Efficiently training PINNs in distributed environments, such as those supported by [oT or [oBNT
networks, requires addressing issues such as computational cost, model synchronization, and dynamic

updates, all while preserving the physical consistency of the model outputs.

Research Question 2

Building upon these foundations, the primary objective of this part of the thesis is to explore the fol-

lowing research question:

How can PINNSs be systematically integrated into DT frameworks to enable real-time, scal-
able, and biologically consistent modeling of complex biosystems, while addressing chal-

lenges related to data sparsity, noise, and sensor communication constraints?

1.2.3 Leveraging Decentralized and Biologically-Informed ML Models in Nano-
Bio DTs

With over 828 million adults affected globally in 2022 and 445 million untreated, diabetes presents a
critical health challenge demanding increasingly advanced monitoring systems and emerging technolo-
gies for effective control and management [38]. Precise regulation of insulin and glucose is critical
for maintaining metabolic homeostasis, as imbalances can lead to acute complications such as hypo-
glycemia or long-term risks associated with poorly controlled diabetes [39, 40]. By leveraging these
digital tools, it becomes possible to model individual physiological responses more accurately, adapt
treatment in real time, and reduce the risk of hypoglycemia or hyperglycemia, ultimately improving
clinical outcomes and quality of life for patients. DT enable real-time, personalized diabetes mon-
itoring by integrating sensor data and ML, enhancing early prediction, remote care, and treatment
adaptation [41]. However, the application of this technology without the specific use of IoT cannot
be effectively adopted by patients in their daily lives [42]. Traditional IoT systems face significant
challenges when it comes to handling sensitive data, particularly in accurately measuring and securely

transferring medical information from sensors.
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The integration of biocompatible nano and molecular communication technologies through [oBNT
provides a biologically aligned infrastructure for secure, precise, and continuous monitoring in insulin-
glucose regulation systems [42]. IoBNT is a network of biological and nanoscale devices that commu-
nicate using molecular signals to monitor and interact with physiological processes [8, 43]. However,
extracting accurate data from such systems requires a reliable and robust processing approach. This
ensures stability and trustworthiness, which are essential for safe and effective use in healthcare ap-
plications. For example, existing approaches to processing and analyzing insulin-glucose data face
significant limitations. Models such as Bergman’s minimal model and many ML techniques lack real-
time adaptability [44]. Current DT frameworks for insulin-glucose regulation often rely on incomplete
or infrequent data from wearable devices. Furthermore, these systems typically depend on centralized
data processing, raising concerns about privacy, scalability, and accessibility. Critically, most models
overlook the fundamental biological dynamics of insulin-glucose interactions, reducing reliability and
hindering generalization across diverse patient populations. These challenges underscore the need for
biologically informed, privacy-preserving, and adaptive solutions to enhance the clinical relevance of
such frameworks.

Therefore, focusing on the integration of physics-based and decentralized approaches within DTs
can significantly enhance computational efficiency, real-time adaptability, and predictive accuracy in
glucose-insulin regulation. This is particularly important given the physiological complexity, inter-
patient variability, and clinical sensitivity of diabetes management, which demand continuous, accu-
rate, and individualized monitoring strategies. To bridge these gaps, we propose a novel PINN-based
framework that is empowered by FL and supported by IoBNT [45]. This hybrid architecture is designed
to address the core limitations of current DT systems used in metabolic control, which often rely on
centralized computation and lack integration of biological dynamics. PINNs mitigate this issue by em-
bedding the underlying physiological laws, such as glucose absorption, insulin action, and metabolic
decay, directly into the learning architecture. This ensures that predictions are not only data-driven but
also biologically consistent, allowing for better generalization across diverse patient profiles and phys-
iological conditions. In parallel, [oBNT provides a biologically aligned communication infrastructure
capable of secure, continuous, and nanoscale monitoring of insulin-glucose interactions

From a public health and biomedical perspective, the federated and physics-informed architectures
developed in this thesis enable inclusive model training across geographically dispersed and resource-
limited environments. This is vital for capturing population-specific biological variability, which is of-
ten neglected in centralized modeling approaches. By leveraging FL, the proposed frameworks enhance
resilience to cyber threats and regulatory limitations, supporting secure, scalable deployment in clinical
and research settings. Addressing the critical challenges of precision, privacy, and distributed compu-
tation, this research establishes a new class of digital infrastructures. These infrastructures extend the
role of DTs beyond laboratory and industrial biotechnology, toward real-time biomedical innovation

and healthcare delivery on a global scale.
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Research Question 3

To address the growing need for biologically grounded, privacy-preserving, and scalable solutions in
real-time biomedical monitoring, this thesis explores the integration of PINNs, FL, and the IoBNT for
developing DTs of physiological systems. Given the complexity of biological dynamics, the hetero-
geneity of patient data, and the constraints of secure and decentralized computation, a central research

inquiry arises:

How can the integration of physics-informed neural architectures with FL and bio-nano
sensing enable scalable, real-time, and privacy-aware DTs for modeling dynamic physio-

logical systems such as insulin-glucose regulation?

1.3 Literature Review

1.3.1 Integrating CNNs and FL into Nano-Bio DTs
FL-CNN-DT Integration in E-Health and Biomedical Systems

Recent advancements in ML methods have significantly impacted e-health and biotechnology, offering
powerful tools for data analysis, diagnosis, and treatment optimization [46]. Approaches like Artifi-
cial Neural Networks (ANNs) have been enhanced by hybrid algorithms, such as the invasive weed
optimization combined with differential evolutionary models, improving the accuracy and efficiency of
training [47]. Deep learning techniques, including CNN and LSTM ensembles, are also enabling more
sophisticated image captioning for medical imaging [48]. These innovations are further supported
by mixed analog-digital infrastructure, fostering better classification in biomedical systems. Together,
these advancements are shaping the future of e-health and biotechnology [49]. CNNs are a class of deep
neural networks that are highly effective in analyzing visual imagery. At their core, CNNs automate
feature extraction, bypassing the need for manual engineering, which significantly enhances efficiency.
They are structured in layers, each designed to identify and extract patterns and features from data,
regardless of variations in position or scale. This architectural design draws inspiration from the human
visual cortex, enabling CNNs to process images hierarchically, where simple features are discerned in
early layers, and more complex representations are constructed in subsequent layers. Owing to these
capabilities, CNNs have enhanced fields such as image classification, object detection, and beyond,
thereby proving to be a pivotal component in the advancement of Al.

The integration of FL. with DTs and CNNs has emerged as a promising approach to address data
privacy concerns and enhance model performance in various applications. Despite its potential, the
implementation of these integrated frameworks faces several challenges, including computational com-
plexity and communication overhead [50]. This subsection explores related works on the combination
of FL with DTs and FL with CNNs across different domains, highlighting both the opportunities and
limitations of these methods. In the healthcare sector, the combination of FL. and CNN’s has been widely
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applied for secure medical image analysis. One study focused on using FL to train CNN models on
distributed MRI data for brain tumor detection, preserving patient privacy without the need for data
centralization [51]. Local CNN models were trained independently at each medical institution, and
their weights were aggregated using FL. This method achieved a classification accuracy of 91.05%,
which was slightly lower than traditional centralized models. The primary challenges identified in-
cluded the computational complexity of training CNNs on large datasets and the communication over-
head involved in aggregating model parameters. Additionally, maintaining model performance across
diverse local datasets with varying quality and characteristics was difficult, reflecting the limitations of
FL [51]. Nevertheless, this approach demonstrated the potential of combining CNN and FL for secure
and effective medical image analysis, paving the way for its application in other sensitive healthcare
domains. Expanding on this concept, researchers developed a framework that integrated FL with CNN-
LSTM models for Autism Spectrum Disorder (ASD) detection [52]. This system processed multimodal
datasets from various clinical laboratories, utilizing FL to aggregate results securely for optimized ASD
prediction. The combined use of CNNs for feature extraction and LSTM models for temporal sequence
learning enabled accurate detection of ASD, achieving around 99% accuracy. However, the framework
faced scalability issues, particularly in resource-constrained environments. Furthermore, the inability
to update models in real-time hindered the framework’s effectiveness in supporting dynamic patient
treatments, illustrating the need for more efficient integration strategies to enhance the performance
and scalability of FL-based systems [52].

In another study, FL. was combined with transfer learning techniques to classify breast cancer im-
ages while preserving data privacy [53]. By leveraging multiple local environments, the researchers
trained CNN models without sharing sensitive patient data. This decentralized approach allowed for
effective feature extraction and classification using FeAvg-CNN and MobileNet models, achieving high
accuracy and recall rates. Despite these successes, the study highlighted several challenges, including
communication overheads, which affected the overall model performance. The decentralized nature
of FL made it difficult to maintain consistent accuracy across diverse datasets, especially when the
data distribution varied significantly between different local environments. Moreover, the resource-
intensive nature of FL, combined with the need for frequent communication between local nodes and
the central server, posed significant obstacles to its widespread adoption in resource-limited healthcare
settings [53].

FL and DT Frameworks in IIoT, Biopharma, and E-Health

In the context of Industrial Internet of Things (IIoT), FL has been applied to improve the integration of
DTs by enabling distributed learning without data centralization [54]. This approach enhanced model
accuracy and decision-making by allowing DTs to learn from decentralized data sources in real-time.
Despite these advantages, the study identified several challenges, including limited communication
bandwidth and high computational demands. However, synchronizing DTs with real-world conditions

and ensuring data integrity remained significant obstacles, limiting the framework’s efficiency in dy-
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namic industrial environments [54]. These findings suggest that further research is needed to develop
more efficient communication protocols and synchronization mechanisms for integrating FLL with DTs
in IIoT applications. In 6G-enabled Industrial IoT environments, FLL was integrated with DTs to en-
able efficient and secure data processing in DT Wireless Networks (DTWN) [55]. The inclusion of
blockchain technology ensured data integrity and privacy while optimizing edge computing resources.
Nevertheless, the study faced challenges related to high communication costs, limited bandwidth, and
dynamic network conditions. Managing resource allocation and latency remained critical concerns, as
maintaining synchronization between DTs and their physical counterparts was essential for effective
operation in complex IoT scenarios) [55]. This highlights the need for advanced resource management
and scheduling strategies to improve the integration of FL and DTs in such environments. Overall,
while the integration of FL with DTs and CNNs offers promising solutions for enhancing data pri-
vacy and model performance across various applications, several challenges remain. The complexity
of managing communication overhead, computational demands must be addressed to fully realize the
potential of these frameworks. Future research should focus on developing adaptive learning strate-
gies, efficient resource management techniques, and scalable frameworks that can support the diverse
requirements of different domains. By overcoming these challenges, the combination of FL, DTs, and
CNNs can unlock new possibilities for secure and efficient data processing in healthcare, smart cities,
and industrial environments.

In the field of biopharma, DTs have faced limitations due to low signal-to-noise ratios in biologi-
cal systems, making mathematical modeling and development pathways particularly challenging. This
contrasts with other industries where DTs are more established [56]. A study on DTs in biotechnology
highlighted the benefits of process modeling, supporting workflows from development to manufac-
turing across diverse feedstocks, thereby enabling efficient, cost-effective digitalization. Furthermore,
by integrating Quality-by-Design principles, the study showcased predictive and financial benefits for
consistent process modeling in biopharmaceutical applications [56]. In parallel, research has also fo-
cused on developing bioprocess DTs for mammalian cell cultures to enhance biomanufacturing effi-
ciency [57]. This integration of in-line data collection and ML provided improved operational strategies
and decision-making capabilities. However, despite these advantages, limitations such as insufficient
real-time data for model accuracy, complex cellular dynamics, and high regulatory compliance barriers
remained significant challenges [57]. In parallel, FL is a cutting-edge approach to ML that enables
multiple participants, often referred to as clients, to collaboratively train a model while keeping their
data decentralized and private [18]. This technique is fundamentally different from traditional central-
ized ML methods where data is pooled into a single location. Specifically, FL allows each participant
to train models on their own local data and then share the model updates, rather than the data itself,
with a central server. The server then aggregates these updates to improve the global model. This not
only preserves privacy and security by minimizing data exposure but also leverages distributed data
sources to create more robust and generalized machine-learning models. It is particularly beneficial in
scenarios where data privacy is paramount, such as in healthcare and finance. As such, when CNNs

are integrated with FL (CNN-FL), it leverages the power of CNNs to process and learn from image
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data in a privacy-preserving manner across distributed datasets [15]. This combination is particularly
powerful for applications where data privacy is critical and where training data is naturally distributed
across multiple locations, such as in medical imaging analysis across different hospitals.

Fig. 1.1 illustrates the synergistic integration of [oOBNT with FL in enhancing DTs in the biotech-
nology sector. In this illustration, the integration unites the micro-nano scalability of [oBNT and its
adaptability to biological processes with the decentralized training and privacy features of FL. Conse-
quently, the result is a synergistic platform that fosters collaborative learning from varied data sources,
enhancing the precision and detail of models for in-depth analysis of micro-level biological and envi-
ronmental data. The figure highlights the potential of this integration in the biotechnology industry,
emphasizing its role in creating a comprehensive digital environment. Such an environment is pivotal
for various applications including real-time monitoring and simulation, customized biological element
modeling, and predictive maintenance in biomanufacturing, as well as personalized medicine. No-
tably, FL contributes to the process by enabling various clients, such as hospitals and laboratories, to
collaborate in the pattern recognition of microorganisms across different locations. This collaborative
approach not only enhances efficiency but also minimizes energy consumption. In essence, the pro-
cess begins with the [oBNT nodes capturing images of the physical twins of microorganisms. These
images are then processed across different sites, contributing to an updated global model through FL.

Subsequently, the refined and accurate DTs of these microorganisms are constructed in a virtual space.

Addressing Biological Complexity in DTs Using IoBNT Infrastructure

Implementing fast and reliable DTs in biotechnology faces substantial hurdles [58]. Meanwhile, the
primary issue arises from the inherent variability and complexity of biological assets [12], which are
unpredictable and intricate compared to engineered systems [59, 60]. As a result, this complexity makes
accurate modeling significantly more difficult and unreliable [61]. Another critical issue is maintaining
security and privacy of biological data, particularly human-related data, which is sensitive and volu-
minous [62, 63]. Consequently, protecting this data while ensuring its accessibility for digitalization
poses a significant challenge [64]. Additionally, the necessity for real-time data processing in biologi-
cal systems demands that digitization operates with high efficiency [65]. For this reason, the intricate
nature of biological data complicates instantaneous processing and reaction, which are essential for the
effective functioning of DTs. Furthermore, integrating diverse biological data, ranging from organis-
mal to molecular levels, remains a significant obstacle [66, 61]. Moreover, transmission errors impose
a critical issue in data communication, quantified by the error rate, which measures the frequency of
errors during data transfer. In fact, high error rates can lead to significant data loss and reduced system
reliability, especially in biological data transfer where precision and accuracy are paramount [67].
IoBNT is an advanced IoT technology specifically developed to address the challenges of measure-
ment and communication in biological assets [68, 8, 62]. [OBNT combines nanoscale biological devices
with communication networks, enabling precise monitoring and control of biological systems. There-

fore, this integration facilitates advanced applications in medical diagnostics, environmental monitor-
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Figure 1.1: The convergence of IoBNT and FL for advanced DTs in biotechnology: micro-level data analysis
with ML-driven techniques.

ing, and biomanufacturing, ensuring more accurate, efficient, and reliable biotechnological processes.
Furthermore, the specifications of [oBNT offer a powerful solution for synchronizing and effectively
analyzing diverse data sets. In consequence, this capability is essential for the accurate and functional
application of DTs in biotechnology, as it ensures seamless integration and real-time data processing.

In addition, IoBNT provides the infrastructure needed to handle the complexity of biological data,
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Figure 1.2: Illustrating how integrating IoBNT can significantly improve applications in the biotechnology in-
dustry through DT technology.

facilitating sophisticated data analysis and interpretation. Thus, by leveraging [oBNT technology, re-
searchers can achieve precise monitoring and control of biological systems, leading to more reliable
and efficient biotechnological processes. Therefore, the existing challenges faced by DT-enabled bio-
logical systems and assets are expected to be addressed and potentially overcome by the integration of
[IoBNT [69]. Additionally, an important advantage of using IoBNT is its ability to optimize error rates.
IoT systems, utilizing conventional wireless communication technologies such as Wi-Fi (IEEE 802.11)
and cellular networks, typically suffer from Bit Error Rate (BER) ranging from 1% to 5% [70]. These
error rates lead to substantial data losses when transferring large datasets. The errors are primarily due
to packet loss, signal degradation, and interference, especially in high-noise environments, as indicated
by IEEE 802.15.4 standards for low-rate wireless personal area networks [71].

In contrast, [oBNT is specifically designed for bio-nano scale data communication, following the
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IEEE P1906.1 standards for nanoscale and molecular communication frameworks, which aim to min-
imize BER and enhance data reliability. [oOBNT demonstrates significantly lower BER, ranging from
0.01% to 0.1% [67]. However, incorporating DTs-based biological applications within [oBNT intro-
duces its unique challenges, especially concerning sensor allocation at the nanoscale [8]. Meanwhile,
the complexity and diversity of the data necessitate advanced analytical capabilities [72, 73]. Al meth-
ods offer solutions for DT-based biological applications within IoBNT. They address challenges in pat-
tern recognition and computer vision due to the complexity and diversity of the data [74, 75]. However,
implementing such methods requires substantial bandwidth to support services across laboratories and
hospitals. Increased bandwidth usage in biotechnology strains networks, slows data processing, and
raises costs, thus reducing efficiency and scalability.

The IoBNT, as a visionary technological paradigm, merges the realms of nanotechnology, biotech-
nology, and information technology to forge an interconnected ecosystem of miniature biological and
nano-engineered devices. As illustrated in Fig. 1.2, the integration of [oBNT offers vast potential for im-
proving applications within the biotechnology industry through DT technology. These devices, ranging
from molecular sensors and actuators to miniature computational elements, are meticulously engineered
to interface with biological systems at the cellular or even molecular level. Therefore, the significance
of IoBNT for the future of the biotechnology industry is profound. In the healthcare sector, IoBNT
technologies are poised to enhance medical diagnostics and treatment, thereby offering transformative
opportunities for personalized medicine. Furthermore, in the domain of environmental biotechnology,
IoBNT devices provide unparalleled sensitivity and specificity for detecting environmental pollutants
and pathogens, thereby supporting more effective ecosystem management and protection. As such,
the integration of IoBNT into the biotechnology sector does not merely enhance existing technologies;
rather, it represents a paradigm shift toward more efficient, precise, and personalized biotechnological
solutions. This shift fundamentally redefines how we interact with and manipulate biological systems

for the betterment of health, the environment, and society at large [76].

1.3.2 Physics-Informed ML Models in loBNT-Enabled DT's
DTs in Bio-Systems: Toward Real-Time, Intelligent Digital Replication

In the biotechnological cyber-physical systems, DTs are a digital representative of objects, assets, hu-
mans, and creatures that precisely create immersive models of bioprocesses, medical systems, microor-
ganisms, organs, and even humans [1, 2, 77, 78, 79]. Hence, to make such DTs more reliable and
real-time, a wide array of components, including processors, sensors, and [oT within laboratories, hos-
pitals, clinics, and pharmaceutical industries, are utilized [80]. Indeed, an advanced version of a DT in
biotechnology and medical science surpasses a simulation of diseases, patients, biological assets, and
organs [58]. Thus, DTs effectively facilitate the analysis, monitoring, and adaptation of the lifecycle of
microscopic creatures, biological entities, and equipment assets [72, 81, 82]. It becomes a nuanced dig-
ital, dynamic, highly detailed counterpart of living and physical biological assets, extracting data from

their interactions with the environment [78]. Accordingly, DTs represent a perfect blend of the digital
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and physical worlds in biotechnology. They go beyond the traditional IoT model, which is limited by
restricted connectivity and one-way data transfer from the physical to the virtual world [81]. Looking
ahead, industrial DTs will be a significant factor in fostering the expansion of virtual environments like
the Metaverse, with numerous applications, including digital healthcare [82], drug development [83],
and digital biotechnology[50].

In addition, hybrid modeling approaches in DTs have also been explored to optimize complex
biomanufacturing processes [84]. By combining data-driven and mechanistic approaches, these mod-
els enhanced process understanding, control, and prediction, thereby improving decision-making and
operational efficiency. In practice, hybrid DTs effectively managed process variability and uncertainty.
Nonetheless, challenges included integrating diverse data sources, handling process variability, and es-
tablishing standardized protocols. Limited real-time data and complex regulatory requirements further
hindered the effective implementation of DTs in biopharma [84]. In the medical domain, DTs have
been leveraged for control and optimization in various applications such as diabetes management and
anesthesia [85]. These virtual replicas of biological systems, using real-time data and Al, advanced per-
sonalized therapies, biomedical design, and drug delivery optimization. Consequently, DTs facilitated
preclinical and clinical research, promoting enhanced predictions and tailored healthcare solutions.
However, limitations included challenges in data integration, real-time monitoring, and synchronization
of physical and digital models [85]. Despite the promising potential of DTs in biotechnology, several
challenges must be addressed to fully realize their capabilities. Notably, the complexity of biological
systems, characterized by high variability and low signal-to-noise ratios, poses significant obstacles to
accurate modeling and real-time data acquisition. Therefore, the future of DTs in biotechnology will
likely involve the development of more sophisticated hybrid modeling techniques that can accommo-
date the inherent complexity of biological systems. In this context, the successful integration of DTs
in biotechnology will depend on developing flexible, adaptable frameworks that can evolve alongside

technological advancements and regulatory changes.

IoBNT-Driven Solutions to Multiscale DT Challenges

In particular, the modeling of particle breakage mechanics illustrates these challenges vividly. Studies
have demonstrated that replicating the complex interactions and conditions at nano and micro scales
is exceedingly difficult, often resulting in significant discrepancies between simulated behaviors and
real-world outcomes [86]. Furthermore, the high computational demands required to model these in-
tricate processes add another layer of complexity, making the validation and implementation of these
DTs resource-intensive. The variability in material properties at these scales further complicates the
situation, as it increases the difficulty of creating accurate predictive models. Thus, the development
of adaptable modeling approaches that can account for these variabilities is essential for advancing DT
applications in this domain [86]. In addition, biomanufacturing has faced its own set of challenges
when implementing DTs at the micro and nano scales. The inherent complexity of biological systems,

coupled with the variability of process parameters, makes high-fidelity DT development particularly
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demanding. This is further complicated by the lack of real-time data integration, which is crucial for
accurate modeling and control. The absence of adaptable frameworks that can accommodate different
scales and systems has created barriers to ensuring reproducibility and robust operation in biomanufac-
turing processes [69]. For instance, the integration of multiscale information, necessary for developing
precise predictive models, is hampered by the need for significant computational resources and stan-
dardized validation protocols [69].

To address some of these challenges, IoBNT has been proposed as a transformative framework
for the digitalization and automation of biotechnology. IoBNT enables real-time monitoring and pre-
cise control at the molecular level, which is particularly advantageous for advancing the capabilities of
DTs in micro and nano-scale applications [87]. By integrating nano-sensors and actuators within bio-
logical environments, IoBNT facilitates seamless communication through biological channels, such as
blood vessels, allowing for innovative applications in early disease detection and personalized medicine.
Nevertheless, integrating IoBNT with existing systems comes with new challenges. Ensuring precise
molecular communication between devices is complex and can be significantly affected by environmen-
tal factors like temperature and pH, which disrupt communication efficiency and data reliability [88].
These disruptions pose significant challenges for the effective functioning of DTs, as consistent and
accurate data are critical for maintaining the integrity of these models. Therefore, developing new
security protocols that can protect biological data without compromising the functionality of [oBNT
systems is essential for their broader adoption [88]. Addressing these concerns is crucial, as failure to
do so could hinder the integration of IoBNT into DT frameworks and limit their potential benefits in
healthcare and biomanufacturing.

IoBNT represents an advanced evolution of traditional IoT, adapted for highly detailed real-time
monitoring in biological and nanoscale environments [8]. Unlike conventional sensors, [oBNT uses
bio-nanotechnology to measure key biochemical and microbial signals at a micro level, capturing intri-
cate aspects of microbial growth dynamics, substrate concentration changes, and other relevant features
with precision [89]. By transmitting biochemical data in real-time, [oOBNT creates a high-resolution
view of biological processes, enabling operators to detect previously unnoticed behaviors. However, de-
spite its accuracy, [oBNT data alone cannot capture every behavior of complex biological systems and
the inherent variability and interconnected dynamics require more sophisticated interpretation meth-
ods [90].

Robust DT Architectures Using PINNs in Variable Biological Environments

Translating this data within traditional neural networks has proven inefficient, as conventional networks
lack the capacity to incorporate the underlying physical and biochemical principles [91]. This compu-
tational gap limits predictive capabilities, highlighting the need for an approach that integrates accurate
measurement with domain-specific knowledge to interpret and predict system behaviors effectively.
PINNSs offer a powerful solution by embedding physical and biochemical laws directly into predictive

models, effectively addressing the limitations of traditional neural networks in capturing complex bio-
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logical data [91, 92]. In digital twinning applications, where continuous and real-time communication
is essential, PINNs provide the computational robustness needed to overcome data transmission delays,
sensor noise, and incomplete measurements [93]. By incorporating fundamental scientific principles,
PINNs enable DTs to interpret and anticipate system behaviors under varying conditions, creating a
more resilient model.

Moreover, the application of Process Analytical Technology (PAT) as a key enabler for DTs in
continuous biomanufacturing has been extensively investigated [94]. By integrating real-time data and
predictive models, DTs optimized process control and quality in biologics production. The benefits of
PAT-driven DTs included consistent product quality, reduced costs, and improved scalability through
advanced analytics and automation. Nevertheless, challenges such as data acquisition, model accuracy,
and the integration of PAT with existing processes persisted due to high variability in bioprocesses and
the need for continuous, precise measurements [94]. As an example, a flexible DT framework tailored
for the biomanufacturing of Advanced Therapeutic Medicinal Products (ATMPs) was developed, fo-
cusing specifically on CAR T cell therapy [95]. This framework facilitated digitalization, monitoring,
and management of complex production processes, integrating both manual and automated operations.
However, challenges included managing high process complexity, regulatory compliance, and integrat-
ing manual tasks with automation, as well as the variability of patient-specific therapies, which posed
difficulties for standardization and consistent data acquisition [95].

Furthermore, real-time monitoring and predictive surveillance are essential for optimizing biopro-
cesses in industries like biotechnology, wastewater treatment, pharmaceuticals, and healthcare [96, 97].
DTs, as virtual replicas of physical systems, enhance this capability by enabling continuous, data-driven
simulations of biological processes, thereby allowing operators to predict and respond to changes in
real time [31]. This approach not only boosts efficiency but also cuts costs and ensures regulatory
compliance. For instance, tracking microbial growth in wastewater or monitoring cell cultures in drug
manufacturing can greatly improve process reliability and consistency [57]. However, achieving the
full potential of real-time surveillance still faces challenges, especially in accurately extracting critical
features of microbial growth, which are inherently complex and variable [98]. Moreover, effective com-
munication is also required to relay granular data from micro-environments back to the main system,
a task that traditional IoT systems struggle with due to limitations in sensitivity and data transmis-
sion [31, 89]. These constraints often lead to gaps in predictive accuracy, ultimately hampering precise
monitoring in such complex environments.

This approach is particularly advantageous in industrial applications, including those involving
complex biological systems, where DTs support critical communication and decision-making infras-
tructure [99]. In such contexts, where variability, nonlinearity, and noise are inherent to biological
processes, PINNs offer a robust mechanism for embedding physiological and biochemical knowledge
directly into model architectures. By compensating for data gaps and ensuring reliable predictions,
PINNs make DTs an ideal platform for precise monitoring, data-backed decision-making, and continu-

ous optimization across both engineered and biological domains.
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1.3.3 Decentralized and Biologically-Informed ML Models in Nano-Bio DT's
Advancing DTs for Micro/Nano Applications Through loBNT-Enabled Systems

The implementation of micro and nano-scale DTs presents numerous challenges, primarily due to the
complexities of capturing accurate real-time data and integrating it effectively. At these scales, biologi-
cal systems exhibit high variability and complex interactions, which significantly complicate the devel-
opment and validation of robust DT models. This variability, combined with the unpredictable nature
of biological processes, leads to difficulties in ensuring the accuracy and consistency of DTs, unlike
in larger-scale applications where such challenges are more manageable [100]. Moreover, achieving
the necessary precision in data acquisition for micro and nano-scale DTs has proven challenging. Re-
searchers have often encountered difficulties in replicating the delicate conditions required for these
systems, as even minor deviations can cause significant disparities between the digital and physical
twins. Consequently, this lack of precision reduces the overall fidelity of DTs, undermining their effec-
tiveness in biotechnology applications [101]. Additionally, the absence of standardized protocols for
data collection and processing at these scales further complicates matters, as it prevents the establish-
ment of consistent methodologies across different studies and use cases [101].

Despite these hurdles, the potential advantages of incorporating [oOBNT into micro and nano-scale
DTs are substantial. Moreover, [oBNT could enable advanced biomedical applications, such as targeted
drug delivery and automated therapeutic interventions, which are beyond the capabilities of traditional
DTs [102]. However, to maximize these benefits, significant advancements in biocyber interfaces and
the seamless integration of [oOBNT with existing digital networks are needed. Achieving this integration
is critical for enabling the real-time data processing and automation necessary for effective DT deploy-
ment in biotechnology [102]. Looking ahead, the future of DTs in micro and nano-scale applications
will likely depend on the continued development of IoBNT frameworks that can overcome current
limitations in data acquisition, integration, and security. Additionally, interdisciplinary collaboration
between biologists, engineers, and data scientists will be essential for tackling the complex challenges
associated with modeling and controlling biological systems at these scales [103]. By developing more
sophisticated and adaptable frameworks, it will be possible to extend the capabilities of DTs beyond
their current limitations. Ultimately, overcoming the challenges of micro and nano-scale DT implemen-
tation is crucial for realizing the full potential of these technologies in transforming the biotechnology

industry.

Existing FL-DT Frameworks in Supporting IoBNT and Real-Time Bio-Modeling

IoT-enabled DTs improve healthcare by replicating human bodies virtually, which enables real-time
monitoring, simulation, and personalized treatment. They enhance diagnosis and therapy, especially
when combined with generative Al for data augmentation [104]. In glucose-insulin regulation, ML-
powered DTs can optimize insulin dosing, reducing risks of hypo- and hyperglycemia. In [36], a hy-
brid DT framework was developed by integrating FLL and PINN to enhance predictive accuracy while
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maintaining data confidentiality across distributed stakeholders. The approach demonstrated a potential
for improving decision-making and performance monitoring in complex systems. However, its adapt-
ability to IoT ecosystems was not addressed, as FL is employed for multi-client interactions rather than
direct integration with IoT-connected assets and real-time data streams. Additionally, its application
in healthcare remains unexplored. Moreover, a Federated Multi-agent Deep Reinforcement Learning
(F-MADRL) algorithm was developed to enhance energy Management in Multimicrogrid (MMG) sys-
tems while preserving data privacy [105]. By integrating a physics-informed reward system and FL, the
method improved cost efficiency and self-sufficiency without sharing sensitive energy data. However,
this work did not fill critical gaps in the integration of healthcare IoT by introducing a biologically
informed, privacy-preserving, and decentralized framework that enables real-time adaptability, data
security, and physiological relevance in healthcare systems.

Furthermore, a study explored the use of FL in Industrial IoT to address challenges related to
data privacy and communication efficiency in DTs [54]. The researchers applied an asynchronous FL.
scheme combined with deep reinforcement learning to manage aggregation frequency and clustering.
This approach demonstrated superior performance in terms of convergence and energy savings com-
pared to traditional methods. However, managing the computational and communication overheads
associated with FL remained a challenge, particularly in ensuring consistent model updates across di-
verse devices. Privacy concerns due to decentralized data sources also pose significant barriers to the
adoption of FL in industrial settings. The study emphasized the need for more robust and efficient FL
algorithms that can handle the unique demands of Industrial IoT environments [54].

Recently, the authors in [106] proposed a DT-enabled IoT network for wireless powering of energy-
deficient consumer electronics using AP clustering and RF energy harvesting. While effective for smart
consumer health applications, the approach lacked integration with the physiological or physical mod-
els of the system, limiting its applicability for [oBNT-based healthcare solutions [106]. In addition, a
novel nano-scale computing architecture for matrix multiplication using diffusion-based propagation
and chemical reactions among compartments, supported by both stochastic and dynamical models, and
validated through simulations, was introduced in this work. However, despite its foundational con-
tribution, key gaps remain in deploying it in decentralized networks, particularly in ensuring scalable
coordination among distributed Bio-Nano Things (BNTs) [107]. Moreover, the framework lacks deeper
integration with the underlying physics of physiological processes at the processing level, which limits

its capacity to adaptively model and interpret dynamic biological interactions in real time [107].

Toward Integrated and Biologically Informed DT Architectures

A study developed a Molecular Communication (MC) system within a cylindrical vascular channel
by modeling non-Newtonian fluid dynamics and evaluating information molecule transmission using
analytical and simulation-based techniques [108]. Although the study provided meaningful insights
into how rheological properties affect molecular transport, it did not incorporate these findings within

a decentralized [oBNT architecture. Additionally, while the system-level metrics were analyzed thor-
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oughly, the framework did not engage with the dynamic physical-biological interplay at the compu-
tational level, which limits its applicability in adaptive, real-time processing scenarios essential for
physiological monitoring and therapeutic control.

Although various efforts have been made to leverage decentralized learning, PINNs, and IoBNT to
address critical healthcare challenges such as diabetes, to the best of our knowledge, no unified frame-
work exists that integrates these state-of-the-art technologies into a cohesive solution. The absence of
such integration limits their collective potential in real-world applications. The proposed framework
seeks to bridge this gap by providing a biologically aligned, privacy-preserving, and computationally
robust architecture capable of compensating for existing limitations and advancing both practical im-
plementations and emerging healthcare technologies. In addition, IoBNT empowers the advancement
of personalized and precision medicine by enabling real-time tracking of individual health parameters
and responses to treatment [8]. This critical capability allows DTs to simulate physiological responses
and model the effects of therapeutic interventions with exceptional accuracy. As a result, treatment
plans can be tailored to individual characteristics, improving efficacy and safety. Consequently, the
integration of [oOBNT and DTs in healthcare offers tremendous potential for optimizing therapy design,

implementation, and monitoring in both clinical and remote settings.

1.4 Contributions

1.4.1 An Integrated CNN-FL Framework Using IoBNT for Nano-Bio DTs

To address Research Question 1, we aim to enable scalable, privacy-preserving, and intelligent DT
systems by integrating FL. and CNN with IoBNT. This combination supports real-time monitoring,
heterogeneous data processing, and communication efficiency. Thus, Framework 1 presents a novel
integration of DT technology with IoBNT, CNNs, and FL, tailored for biological data processing in
biotechnology and healthcare environments. This framework enables laboratories and hospitals to col-
laboratively analyze biosensor data in real time while maintaining data privacy and reducing reliance
on centralized storage. It is particularly suited for micro- and nano-scale biological modeling, such
as bacterial systems, and addresses key challenges related to secure data transmission, communication
efficiency, and model scalability.

The central hypothesis is that combining [oBNT, CNNs, and FL enhances DT performance for
biological systems by improving accuracy, reducing transmission errors, and minimizing bandwidth
usage. The framework supports real-time monitoring, provides a user-friendly dashboard, and signifi-
cantly improves biological data fidelity across decentralized networks.

Key contributions and features of Framework 1 are summarized as follows:

* The framework provides a unified and seamless aggregation, easing data security and privacy

management.

* JoBNT can drastically reduces the error rates in biological data transfer, achieving up to 98%
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improvement.

* It uniquely reduces the complexities of micro and nano-scale DTs in biotech, especially for bac-

terial modeling.

* The proposed CNN-FL algorithm extracts critical insights from raw image data, achieving 98.5%

accuracy.
* It achieves over 99% bandwidth savings by using FL to avoid central server dataset transfers.

* It features a user-friendly web-based interface for users to monitor DTs of bacteria and microor-

ganisms.

1.4.2 A Unified Multi-Model PINN Framework Leveraging IoBNT for Biopro-

cess DTs

To address Research Question 2, we integrate PINNs into DT frameworks to enable real-time, scalable,
and biologically consistent modeling of complex biosystems. This approach directly tackles challenges
such as data sparsity, noise, and sensor communication limits, ensuring more robust, physics-informed
insights from limited and noisy biological sensor data. Therefore, Framework 2 introduces a novel
approach to digital twinning for systems inherently governed by physical laws, specifically targeting
physiological and biological environments. This architecture enables the development of high-fidelity
DTs that reflect the intrinsic dynamics of such systems. As a benchmark, Framework 2 was applied
to Microbial Growth Concentration (MGC) and Substrate Growth Concentration (SGC) models, both
formulated by the Monod equations [109], to evaluate its performance under complex and nonlinear
kinetic conditions. The framework includes dedicated modules for extracting, transmitting, prepro-
cessing, and analyzing physics-based data, thereby supporting the generation of accurate and real-time
digital representations. It effectively addresses data sparsity and sensor limitations by incorporating
nano-scale [oBNT elements, ensuring reliable decision-making in distributed and constrained environ-
ments. These capabilities make Framework 2 particularly suitable for industrial applications where
predictive accuracy and communication robustness are essential. The core contributions of Framework

2 are summarized as follows:

* We propose a novel multi-model PINN framework integrated with [oBNT for physics-based DTs.
This pioneering integration of PINNs and IoBNT improves DTs and, optimizes accuracy, data

reliability, and scalability for complex systems.

* We design and advance [oBNT based on the Monod equations to optimize data acquisition and
transmission processes. [oBNT specified for Monod equations, enables precise data acquisition

and transmission, which enhances efficiency, reliability, and applicability.
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* We develop three DNNs embedded within the PINN framework to address challenges related
to varying physics and data reliability. Three DNNs are developed within the PINN framework
and offer a multi-model architecture with exceptional adaptability to varying physics and data
reliability. This novel design ensures compliance with industrial demands by addressing diverse

scenarios and maintaining robust performance across applications.

* We propose IoBNT to reduce data transmission errors by up to 98% under challenging operating

conditions and establish a robust foundation for future research in DTs of complex processes.

1.4.3 A Decentralized PINN-FL Framework for Glucose-Insulin DT's

To address Research Question 3, we integrate physics-informed neural architectures with FL and bio-
nano sensing to develop scalable, real-time, and privacy-aware DT systems. This framework is tailored
for modeling dynamic physiological processes such as insulin glucose regulation by capturing underly-
ing system dynamics while preserving data privacy across distributed sources. Accordingly, Framework
3 presents a unified, biologically-informed architecture that [OBNT, PINNs, and FL. This framework is
specifically designed to enable real-time, interpretable, and privacy-preserving DTs for physiological
modeling. By addressing key limitations in decentralized biological computation and secure medical
data handling, Framework 3 establishes a robust foundation for next-generation digital health systems.

The primary innovations and contributions of this framework are summarized below:

* We propose a novel DT framework that integrates [oOBNT, PINNs, and FL. This also marks the

first federated Al-based approach for real-time glucose-insulin digital twinning.

* We redesign the PINN optimization process to support decentralized FL across multiple [oOBNT
devices. A novel Federated PINN algorithm is introduced to distribute training, enforce glucose-
insulin Ordinary Differential Equations (ODE) constraints, and ensure computational efficiency
by distributing the workload across multiple devices. The proposed FL framework preserves
patient privacy by avoiding raw data transmission and establishes a compliant, secure foundation

for next-generation digital healthcare.

* Our framework employs ML informed by physics to ensure that the glucose-insulin predictions
follow biological laws, improving interpretability. An [oBNT-based real-time glucose monitoring

pipeline is integrated for continuously updating the DT.

* We introduce an approach that enhances explainability in Al-based diabetes management by

embedding mechanistic glucose-insulin ODE constraints into the learning process.

* We perform intensive experiments to demonstrate that the proposed federated framework substan-
tially reduces computational overhead while preserving high prediction accuracy. This efficiency
enables real-time decision-making and supports continuous learning within loBNT-enabled dig-

ital healthcare systems.
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The three contributions represent an evolutionary pathway in advancing DT systems for biologi-
cal and physiological domains. Framework 1 laid the foundation by combining CNNs and Federated
Learning with IoBNT to enable scalable, privacy-preserving DTs for micro- and nano-scale biological
processes. Building on this, Framework 2 extended the scope by embedding PINNs into [oBNT-based
DTs, ensuring consistency with governing physical laws and addressing challenges of noisy, sparse
data. Framework 3 then unified the advances by integrating PINNs and FL within IoBNT to tackle real-
time, decentralized physiological modeling. Together, they evolve from general biosystem modeling
toward domain-specific, interpretable, and privacy-aware healthcare DTs.

While interconnected, the three frameworks target distinct problem domains and technical em-
phases. Framework 1 highlights efficiency and privacy in bacterial DTs by using CNN-FL integration,
which achieves both high-accuracy data aggregation and significant communication savings. Frame-
work 2 moves the focus toward physical realism by embedding multi-model PINNs aligned with Monod
equations, thereby strengthening fidelity under sparse and noisy sensor conditions and offering partic-
ular advantages for industrial-scale bioprocesses. In contrast, Framework 3 concentrates on physi-
ological modeling in healthcare, integrating federated PINNs to ensure privacy while enforcing glu-
cose—insulin ODE constraints to enhance interpretability. Each framework therefore differs in scope,

application, and innovation strategy.

1.5 Thesis Organization

This thesis is organized into five chapters. Chapter 1 introduces the research background, motivations,
literature review, and outlines the key contributions. Chapter 2 presents a federated CNN framework
integrated with [oBNT for bacterial digital twinning. Chapter 3 introduces a multi-model PINN-based
framework for microbial growth and substrate optimization. Chapter 4 develops a hybrid physics-
informed and federated learning approach for glucose-insulin DTs. Chapter 5 concludes the thesis and
outlines future research directions, including improvements in multi-physics modeling, communication

efficiency, and integration with emerging technologies.
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Chapter 2

Advancing Biological DTs: Integrating
IoBNT, CNN, and Federated Learning

2.1 Introduction

This chapter introduces a novel framework that integrates DT technology with IoBNT, specifically de-
signed for applications in the biotechnology industry. This framework bridges the gap between DTs
and [oBNT by incorporating advanced deep learning techniques. The system enables laboratories and
hospitals (clients) to collaboratively process biological data in real time, improving data security, pri-
vacy, and accuracy without relying on central data storage. The approach also reduces complexities
in creating DTs at micro and nano scales, especially for bacterial modeling, and achieves substantial
bandwidth savings while providing a user-friendly dashboard for monitoring biological processes. Ac-
cordingly, IoBNT devices, specifically sensors, handle data extraction and transmission, collecting in-
formation and sending it to each client’s local server within the FL framework. Thus, this approach not
only addresses integration challenges but also has the potential to transform the biotechnology indus-
try. Moreover, this framework provides several key features for extracting, transferring, preparing, and
processing biological data to create reliable and real-time DTs of bacteria in biotechnology industries.

In summary, the framework offers a unified and seamless aggregation process that simplifies data
security and privacy management. [oBNT significantly reduces error rates in biological data transmis-
sion, with improvements reaching up to 98%. It also lowers the complexity of modeling micro- and
nano-scale DTs, particularly in biotechnology applications such as bacterial systems. The proposed
CNN-FL algorithm effectively extracts critical insights from raw image data, achieving an accuracy of
98.5%. Furthermore, the use of FL eliminates the need for centralized server data transfers, resulting
in over 99% bandwidth savings. To enhance usability, the framework includes a web-based dashboard
that allows users to monitor DTs of bacteria and other microorganisms in real time.

The structure of the chapter is as follows. Section 2.2 provides a comprehensive description of the
system model, organized into four key components: physical twins, [OBNTs, CNN integrated with FL,

and the DT dashboard. Section 2.3 presents the proposed methods. Section 2.4 outlines the simulation
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settings and performance metrics. Section 2.5 offers a thorough analysis of the findings, highlight-
ing their broader significance. Finally, Section 2.6 discusses the main contributions of the work and

suggests directions for future research.

2.2 System Model

Fig. 2.1 illustrates the architecture of this framework, which consists of four sections: physical twins,
[oBNTs, CNN-FL, and the DT dashboard. A physical twin is the actual asset, human, object, creature,
or any entity that serves as the real-world counterpart for creating its corresponding DT [110, 111]. In
this work, the term physical twins specifically refers to the actual bacteria being studied to evaluate the
framework. Moreover, Fig. 2.1A clearly depicts the physical presence of bacteria in laboratories and
hospitals, showcasing real-world samples.

As we delve deeper into the framework, Fig. 2.1B highlights the role of IoBNT in extracting and
transmitting data efficiently. Furthermore, the deployment of CNN-FL within the framework is shown
in Fig. 2.1C, demonstrating its role in processing and analysis. Finally, Fig. 2.1D presents a user-
friendly dashboard that displays DTs to users, accessible via a web interface or VR headset. The
proposed framework aims to compensate for the limitations of integrating DTs with IoBNT for biolog-
ical systems by utilizing advanced deep learning algorithms, including FL. and CNN. Specifically, in
Fig. 2.1C, the client refers to laboratories within the FL network, representing entities such as organiza-
tions that are part of the FL algorithm’s collaborative learning process [18]. Moreover, we use [oOBNT
specifically to denote sensors engaged in data extraction and transmission, which collect and send data
to the local server of each client within the FL framework.

Building on the framework’s components, the setup for CNNs involves configuring them to achieve
precise pattern recognition and advanced image processing, which is crucial for modeling bacterial
images within DTs. Moreover, we employ FL across a network of IoBNT devices integrated with
CNN capabilities, enabling localized data processing on each device. This approach boosts privacy and
reduces the need for data transfer. For evaluation, 10% of the dataset is allocated for testing and 90% for
training, with both CNN-FL and CNN models using identical datasets. In the CNN-FL framework, the
training data is evenly distributed among three clients, while the test data assesses the global model’s
performance [15]. Moreover, the CNN-FL model trains for 100 rounds, with the CNN trained from
scratch to ensure alignment with our dataset’s characteristics. Consequently, data from multiple [oOBNT
devices trains the CNN models, refining their accuracy in identifying bacterial behaviors. Therefore,
the integration of CNN-FL with IoBNT melds nano-scale biological data analysis with decentralized
data processing, achieving unprecedented precision and robustness.

DTs, which are sophisticated virtual counterparts of physical entities or systems, simulate real-
time behaviors [81]. In biotechnology and biomanufacturing, DTs are extensively used for the design,
optimization, monitoring, and control of bioprocesses and bioproducts [112, 113, 114]. To develop
effective DTs for biotechnological applications, a systematic methodology incorporating both data-

driven and model-driven approaches is proposed. These methods accurately simulate complex biolog-
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Figure 2.1: The proposed framework for creating bacterial DTs using CNN, FL, and IoBNT technology; A: Real
bacteria samples are observed and analyzed under a microscope, representing the physical counterparts of the
DTs; B: IoBNT devices capture microscopic images of bacteria and transmit this data to local CNN models for
initial processing and analysis; C: The FL framework collects and combines the weights from multiple local
CNN models, creating a robust global model without sharing raw data, thus preserving privacy; D: An intuitive
dashboard enables users to observe and interact with the DT’ of bacteria in real time, accessible via a monitor or
VR headset through an online HTML interface.

ical systems, thus improving the optimization of producing biomaterials, drugs, and vaccines. Firstly,
high-quality data collection initiates the design of DTs, which are then used to construct detailed mod-

Page 27 of 159



2.2. SYSTEM MODEL

els of target bioprocesses or bioproducts [115]. Subsequently, iterative testing in virtual environments
validates and refines these models, ensuring reliable replication of physical behaviors. This process
not only accelerates deployment but also reduces the time-to-market for new bioproducts [77, 1, 2].
Furthermore, DTs simulate various scenarios, optimizing processes in a controlled digital space. For
example, DTs model drug interactions with biological systems, predicting outcomes and optimizing
formulations without extensive trials. They also simulate disease progression and treatment responses
for personalized medicine. In biomanufacturing, DTs optimize biological processes for quality and ef-
ficiency. Additionally, they model ecosystems and microbiomes to predict responses to environmental
changes and simulate plant or animal growth in agriculture to optimize yields and resource use. Hence,
by identifying potential issues and testing solutions without physical trials, this approach speeds up
development and improves product accuracy and reliability.

In the biopharmaceutical sector, DTs play a crucial role in optimizing cell fermentation processes
and managing supply chains, providing a platform for precise modifications to enhance efficiency and
foster innovation [112]. Additionally, DTs integrate real-time data from physical systems, allowing
continuous monitoring and adaptive control, thereby fine-tuning processes for optimal performance.
However, managing and analyzing large datasets and developing complex models require substantial
computational resources and specialized expertise, which are crucial for the efficacy of DTs in biotech-
nology. Finally, ensuring model reliability and accuracy is essential, as they must continuously adapt
to and predict the behavior of the physical entities they represent.

Optimizing DT performance involves real-time monitoring, data processing, and model refine-
ment [113, 81]. To achieve this, a robust infrastructure with high-resolution sensors and data acqui-
sition systems is essential for the continuous collection of data on bioprocesses and bioproducts [115].
Furthermore, advanced computational systems are required to process these vast data streams to extract
actionable insights, which are crucial for timely anomaly detection and maintaining process stabil-
ity [77]. Therefore, it is imperative to utilize high-performance computing and sophisticated algorithms
for real-time data analysis. Moreover, Al techniques play a pivotal role in processing and interpreting
data, thereby optimizing bioprocesses and predicting outcomes. To replicate biological entities un-
der various conditions, it is necessary to develop dynamic models. Consequently, iterative testing and
refinement are essential to ensure accurate predictions, identifying potential issues before they affect
actual processes. By integrating CNNs with FL and IoBNT, we can significantly enhance DT capabil-
ities. Specifically, CNN-FL enables decentralized learning for continuous model updates [15], while
IoBNT ensures real-time interaction between digital and physical domains, thereby improving model
accuracy.

In addition, continuously adjusting DT models based on real-time data and feedback is critical.
Regularly reviewing and updating models to integrate new data enhances efficiency, safety, and process
consistency. Accordingly, in our proposed framework, we leverage these infrastructures and tech-
nologies to optimize DT performance. This optimization includes accurate real-time data extraction,
effective training of deep learning models for processing biological data, efficient bandwidth usage for

transmitting data between physical twins and DTs, and addressing security and privacy concerns.
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2.3 The Proposed CNN-FL Framework Using IoBNT for DTs

CNNs are a class of deep neural networks known for their efficacy in visual imagery analysis [60].
CNNs automate feature extraction, which enhances efficiency and accuracy in identifying and extract-
ing patterns from data. They have Advanced fields such as image classification and object detection,
playing a pivotal role in the advancement of Al
A typical CNN structure comprises the following components:
1. Convolutional Layer: This layer applies convolutional operations to the input data to generate
feature maps.
M N
O = > Tiwm1)jen-y) - Kby, + 0, 2.1)
m=1 n=1
where ij is the output feature map at position (7, j) for the k-th filter, I represents the input image,
K" denotes the k-th convolution kernel (a filter that slides over the input image), and b” is the bias term
added to the convolution result.
Equation (1) performs the convolution operation, which involves element-wise multiplication of the
input image patch with the filter, summing the results, and adding a bias term.
2. Activation Function: The activation function, typically the Rectified Linear Unit (ReLU), is
applied element-wise to introduce non-linearity into the model.

k k
A} = max(0, 07), (2.2)

where A, is the activation output at position (i, j) for the k-th filter.

The ReLU activation function outputs the input directly if it is positive; otherwise, it outputs zero.
This helps in introducing non-linearity and allows the network to learn complex patterns.

3. Pooling Layer: Pooling layers reduce the spatial dimensions of the feature maps, which can

reduce computational load and controlling overfitting. In max pooling:

ko k
P = (ﬁ%gp Alitm)(j4+n): (2.3)
where Pfj is the pooled output at position (4, j) for the k-th filter, and P is the pooling window.
Max pooling selects the maximum value from the feature map patch covered by the pooling win-
dow. This operation helps in downsampling the feature map, reducing its dimensions while retaining
important features.

4. Fully Connected Layer: This layer maps the extracted features to the output classes.
z = Wh + b, (2.4)

where z is the output vector (e.g., class scores), W is the weight matrix, h is the flattened input feature
map, and b is the bias vector.

The fully connected layer multiplies the flattened input feature map by the weight matrix, adds the
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bias vector, and outputs the result. This operation is similar to a traditional neural network layer and is
used to make final predictions.

To enhance flexibility and scalability for embedded vision applications, we integrate MobileNetV?2
[116] into our framework. MobileNetV2 is designed for efficient image classification on mobile and
embedded vision applications, leveraging inverted residuals and linear bottlenecks. FL is a cutting-edge
approach to machine learning that enables multiple participants, referred to as clients or workers, to
collaboratively train a model while keeping their data decentralized and private [18, 17]. This technique
contrasts with traditional centralized CNN methods where data is pooled into a single location [15]. In
FL, each participant trains its model based on its local data and shares model updates, not the data itself,
with a global server. The server consolidates these updates to enhance the overall model, preserving
privacy and security while leveraging distributed data sources.

The CNN-FL integration involves the following steps:

1. Local Model Training: Each client ¢ trains its local model w; using its own data D;. The local
update rule is
wi ) = wl — v (w?: D)), (2.5)

(t)

(1) is the updated local model weights at iteration ¢ + 1, w;

where w; is the local model weights at
iteration ¢, 7 is the learning rate, and VEZ-(WZ@; D;) is the gradient of the local loss function £; with
respect to the model weights, computed using the local data D,;.

This equation updates the local model weights by taking a step in the direction of the negative
gradient of the loss function, scaled by the learning rate.

2. Global Model Aggregation: The central server aggregates the local models from all clients to

update the global model w:

=2

wt+D Z”— (1) (2.6)
n

where w(**1) is the updated global model weights at iteration ¢ + 1, N is the total number of clients, and
n; 1s the number of data samples on client 7. n = Zf\il n; 1s the total number of data samples across all

clients, and WZ(HI)

is the updated local model weights for client ¢ at iteration ¢ + 1.

The expression in (6) performs a weighted averaging of the local model weights, where the weight
for each client is proportional to the number of data points it holds.

3. Federated Averaging (FedAvg): The Federated Averaging algorithm aggregates the local model

updates using weighted averaging:

w(t+D — _ ”Z 1 ( (¢+1) (t)) , (2.7)

This equation adjusts the global model weights based on the weighted difference between the local
model updates and the current global model weights.
When CNNss are integrated with FL, they leverage the power of CNNs to process and learn from

image data in a privacy-preserving manner across distributed datasets [15]. This combination is partic-
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ularly powerful for applications where data privacy is paramount and where training data is naturally
distributed across multiple locations, such as in medical imaging analysis across different hospitals.
The proposed CNN-FL algorithm is represented as follows:

1. Local Model Update: Each client : trains a local CNN model ngl)

The local loss function £; is typically a cross-entropy loss for classification tasks [117]:

using its own subset of data.

Li(w;) = Z ylog fu,(x (2.8)

(z,y)€D;

where £;(w;) is the local loss function for client 4, |D;| is the size of the local dataset D;, x and y are
the input and label, respectively, and fy, () is the prediction of the CNN with weights w;.

The expression in (8) calculates the cross-entropy loss, which measures the difference between the
predicted probabilities and the actual labels.

2. Global Model Update: The global model w(**1) is updated by averaging the local models:

t-‘rl & t+1 2 9
; w, (2.9)
The expression in (9) is the same as previously described, performing a weighted averaging of the local
model weights to update the global model.

3. Objective Function: The overall objective function for the CNN-FL framework can be defined as

the weighted sum of the local loss functions:

N

=Y SLw), (2.10)
i=1

where £(w) is the overall objective function, £;(w) is the local loss function for client i, n; is the

number of data points on client 7, and n = Zf\il n; is the total number of data points across all clients.

This equation defines the overall objective as the weighted sum of the local loss functions, ensuring
that each client’s contribution is proportional to the size of its dataset.

4. Communication and Synchronization: After each local training epoch, clients communicate their
updated models to the central server, which synchronizes the global model. This process continues
iteratively until the model converges.

By integrating CNNs with FL, the framework leverages the strengths of both technologies: the pow-
erful feature extraction capabilities of CNNs and the privacy-preserving distributed learning approach
of FL. This combination is particularly effective for applications requiring secure and distributed data

analysis, such as medical imaging.
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2.4 Simulation Settings and Evaluation Metrics

We use Flower (FLWR) with various adjustments in the proposed framework to enhance customization
and adaptability in our framework [118]. Such embedded characteristics meet diverse application re-
quirements while maintaining flexibility. Flower facilitates the orchestration of multiple clients, each
training on a portion of the dataset without requiring centralized data storage, thus ensuring data pri-
vacy and compliance with distributed data policies. The clients, configured with an equal distribution of
training and validation images, independently train their models using a consistent architecture. Each
client trains for one epoch per round and transfers its model weights to a central server. Flower’s
server-side functionality aggregates these weights using a weighted average approach, ensuring that
each client’s contribution is proportional to the size of its dataset. This method, combined with the
flexibility and scalability of the Flower, enables efficient model training across distributed nodes while
minimizing communication overhead and preserving data security.

[oBNT combines nanotechnology, biotechnology, and information technology to create intercon-
nected networks of biological and nano-engineered devices [8, 119]. This methodology details the
systematic steps for developing and implementing [oBNT systems, which can transform biotechnology
applications in healthcare and environmental monitoring. The development process begins with de-
signing and fabricating molecular sensors, actuators, and miniature computational components capable
of interacting with biological systems at cellular and molecular levels [69]. Biocompatible materials
ensure the seamless integration of these devices within biological environments. IoBNT devices are
embedded to monitor and interact with biological entities in real-time, enabled to collect, process, and
transmit biological data efficiently through advanced interfaces.

IoBNT technologies transform medical diagnostics and treatment in healthcare, providing highly
personalized medical interventions. Real-time data collected from IoBNT devices fosters personal-
ized medicine by enabling precise monitoring of patient health conditions and timely treatment ad-
justments [119, 82]. In environmental biotechnology, [o0BNT devices offer unmatched sensitivity and
specificity for detecting pollutants and pathogens, facilitating effective environmental monitoring and
management. As IoBNT technologies advance, they will enable more sophisticated integration of bi-
ological and digital systems, leading to breakthroughs in diagnostics, environmental management, and
personalized healthcare [80]. This evolution promises to enhance the accuracy and responsiveness of
biotechnological applications, ultimately driving innovation and improving quality of life across diverse
fields.

2.4.1 Metrics and Measurement for Evaluating Performance

In this work, several key metrics are used to evaluate the performance of our classification models,
focusing on accuracy, precision, recall, and the F1-score [120]. These metrics provide a comprehensive
assessment of the model’s effectiveness in making accurate predictions and handling class imbalances.

Accuracy is a measure of how often the classifier makes correct predictions. It is the ratio of the
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number of correct predictions to the total number of predictions.

Number of Correct Predictions

Accuracy = 2.11)

Total Number of Predictions

Precision quantifies the accuracy of positive predictions. It is the ratio of true positive predictions

to the total number of positive predictions, including both true positives and false positives.

True Positi
Precision = - .rue OSTIIveS — . (2.12)
True Positives + False Positives

Recall, also known as sensitivity, measures the ability of the classifier to correctly identify all
actual positive instances. It is the ratio of true positive predictions to the total number of actual positive

instances, including both true positives and false negatives.

True Positi
Recall = ik S (2.13)
True Positives + False Negatives

F1-score is the harmonic mean of precision and recall, providing a single metric that balances both
metrics. It is especially useful for evaluating classifiers on imbalanced datasets, where it is important

to consider both false positives and false negatives.

Precision x Recall
Fl1- =2 . 2.14
score % Precision + Recall ( )

The Fl1-score offers a balanced view of the model’s performance, considering both precision and
recall, making it a comprehensive metric for evaluating the effectiveness of a classifier in identifying

true positive instances while minimizing errors.

2.4.2 Dataset Preparation

The dataset used in this study was obtained from a previously published study in Elsevier [121], en-
suring its peer-reviewed validation. It comprises 2033 RGB images of bacteria collected from blood,
urine, and skin samples of patients. Following pure culture, the bacteria were stained using the Gram
method, and species identification was conducted by laboratory experts. The images were captured us-
ing a Nikon E200 microscope equipped with a 100x objective lens. Importantly, no data augmentation
techniques were applied to this dataset to maintain its original characteristics. To avoid bias in the anal-
ysis, the number of images representing each species was balanced. The preprocessing of this dataset
involved several crucial steps to ensure the images were prepared correctly for the machine learning
framework. First, each image was normalized, which involved scaling the pixel values to a range be-
tween 0 and 1, making the data easier for the neural network to process. Additionally, the images were
resized to a standard dimension of 224x224 pixels, ensuring consistency in input size.

Next, the normalized and resized images were paired with their respective labels, representing dif-

ferent bacterial species, so that the machine learning model could associate the images with their correct

Page 33 of 159



2.4. SIMULATION SETTINGS AND EVALUATION METRICS

categories. The data was then divided into batches to facilitate efficient processing during training, val-
idation, and testing. During training, the batches were shuffled to prevent the model from learning a
specific sequence of the images. Post-prediction, the batched data was unwrapped, and the predicted
labels were converted from numerical values back to their corresponding class names, making the re-
sults easier to interpret. The dataset was split with 90% used for training and 10% for testing. In the
FL setup, the dataset was evenly distributed among clients. Each client trained its model locally on
its subset of data and sent updates to the central server. Batches were created for efficient processing,
and early stopping was employed during training to avoid overfitting. After training, the model was
evaluated on the independent test dataset, ensuring it was tested on unseen data for unbiased perfor-
mance assessment. Table 2.1 provides an overview of the number of images collected for each of the

33 bacteria species used in training the proposed framework.

2.4.3 Simulation Setting

The proposed architecture leverages MobileNetV2, a lightweight CNN, as the core model to address the
unique computational constraints of [oOBNT devices. This CNN backbone is initialized with weights
pre-trained on ImageNet to maximize transfer learning benefits, enhancing feature extraction while
reducing training time. Following the MobileNetV2 layers, a Global Average Pooling layer compresses
spatial dimensions, facilitating efficient aggregation of feature maps. This pooling layer connects to a
dense layer with 33 softmax-activated units, allowing for the classification of 33 distinct classes. Such a
streamlined architecture ensures high accuracy in feature extraction with minimal trainable parameters,
making it suitable for real-time deployment in resource-limited [oBNT environments. Each learning
cycle involves localized training of CNN models on individual client devices, an essential component of
FL where data remains on the device, thus enhancing data privacy and security. For training efficiency
and stability, a batch size of 32 and an input resolution of 224x224 pixels are used, while a learning rate
of 5x 107° is carefully chosen to balance convergence speed and generalization. To mitigate overfitting,
early stopping with a patience threshold of three epochs monitors validation loss trends, halting training
if improvement plateaus.

After local training, updated model weights are transmitted to a central server where Federated
Averaging (FedAvg) aggregates these updates. FedAvg, a weighted averaging technique, accounts for
the number of data samples per client, thus allowing a more accurate and representative global model
that reflects data heterogeneity across clients. Reproducibility is crucial in FL, especially for [oOBNT
applications with non-deterministic edge devices. Therefore, random seeds for key libraries, includ-
ing NumPy, TensorFlow, and Python’s random library, are uniformly set across clients and the server,
ensuring consistency in data splits, model initialization, and other stochastic processes. The local mod-
els employ the categorical cross-entropy loss function to optimize multi-class classification, combined
with the Adam optimizer to balance computational efficiency and model convergence. Data handling is
facilitated by TensorFlow’s Dataset API, which not only manages data batching and loading but also im-

plements techniques such as shuffling and parallel loading, thereby enhancing computational efficiency
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Table 2.1: The number of images within each of the 33 bacteria categories.

No. | Bacteria Species Collected Data
1 | Acinetobacter baumannii 60
2 | Actinomyces israelii 67
3 | Bacteroides fragilis 65
4 | Bifidobacterium spp 64
S | Candida albicans 62
6 | Clostridium perfringens 62
7 | Enterococcus faecalis 60
8 | Enterococcus faecium 57
9 | Escherichia coli 59
10 | Fusobacterium 62
11 | Lactobacillus casei 60
12 | Lactobacillus crispatus 57
13 | Lactobacillus delbrueckii 59
14 | Lactobacillus gasseri 61
15 | Lactobacillus jensenii 66
16 | Lactobacillus johnsonii 61
17 | Lactobacillus paracasei 60
18 | Lactobacillus plantarum 61
19 | Lactobacillus reuteri 60
20 | Lactobacillus rhamnosus 60

21 | Lactobacillus salivarius 60
22 | Listeria monocytogenes 63
23 | Micrococcus spp 63
24 | Neisseria gonorrhoeae 69
25 | Porphyromonas gingivalis 65
26 | Propionibacterium acnes 61
27 | Proteus 60
28 | Pseudomonas aeruginosa 63
29 | Staphylococcus aureus 64
30 | Staphylococcus epidermidis 59
31 | Staphylococcus saprophyticus 60
32 | Streptococcus agalactiae 65
33 | Veillonella 58
Total 2033
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during each training cycle. For data preprocessing, images undergo normalization to standardize pixel
intensity ranges, optimizing inputs for the MobileNetV?2 architecture. Resizing is applied to align with
the CNN’s input dimensions, ensuring that each image adheres to the 224x224 pixel resolution required
by the model. The normalization of input data not only reduces potential biases but also aligns with
best practices in deep learning, where standardized input distributions improve convergence rates.

In this FL framework, the FedAvg strategy is pivotal, as it enables a decentralized yet unified model
that benefits from diverse client data distributions. By averaging weights proportionally to each client’s
data volume, FedAvg maintains a balanced representation of heterogeneous data sources, which is
particularly advantageous for [oOBNT applications where each client may capture unique biological or
environmental information. Consequently, the global model achieves improved generalization, lever-
aging insights from localized data without compromising privacy, a key consideration in medical or
sensitive applications within the [oBNT ecosystem. This FL setup not only optimizes the model’s per-
formance across diverse data but also maintains privacy and data integrity, making it a robust choice for
real-time [oBNT deployments.

Furthermore, to address the concern of overfitting, several techniques were implemented in our
framework. First, we applied early stopping to halt training when validation accuracy plateaued,
preventing the model from over-learning. Additionally, dropout layers were used for regularization,
randomly deactivating neurons during training to improve generalization. We also performed cross-
validation by partitioning the dataset, which ensured that the model was tested on different data sub-
sets, enhancing its ability to generalize. Furthermore, our FL approach, where the model trains across
multiple clients with varied data subsets, further helped to avoid overfitting and improve robustness to

unseen data.

2.5 Simulation Results

2.5.1 Convergence Rate

In a centralized CNN approach, the central server is responsible for processing the entire dataset, lead-
ing to significant computational bottlenecks and inefficiencies. For example, a dataset consisting of
2033 RGB images, each at a resolution of 224 x 224 pixels, equates to roughly 304 million pixels in
total. This extensive data load can cause potential delays and increase server resource consumption,
thereby slowing down both training and inference processes. Centralized systems often suffer from
latency and inefficiencies due to the need to process all data centrally, resulting in slower updates and
less precise real-time analysis. Additionally, the requirement to transfer all data to a central location
consumes substantial bandwidth and raises significant privacy concerns. In a centralized CNN setup,
the server handles 100% of the data, further exacerbating processing delays and creating computational
bottlenecks.

In contrast, our framework, equipped with CNN-FL, effectively distributes the computational load

across multiple clients, mitigating the challenges associated with centralized data processing. In a 3-
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client setup, each client handles approximately 678 images, significantly reducing the overall burden on
any single server and leading to more efficient processing. This decentralized approach enables more
responsive and accurate updates for DTs by allowing real-time data integration from multiple sources.
Our proposed framework demonstrates significant improvements in speed of training compared to tradi-
tional centralized CNN models. The results illustrate a remarkable rapid convergence in training using
our CNN-FL framework, significantly outperforming traditional centralized CNN approaches. The per-
formance evaluation depicted in Fig. 2.2 offers a comprehensive comparison of different configurations.
Fig. 2.2A shows a very inefficient training accuracy convergence, taking 120 rounds for the centralized
CNN model to stabilize. In contrast, Fig. 2.2E and Fig. 2.2] demonstrate a significant improvement,
with training accuracy convergence achieved in just 40 rounds. This dramatic enhancement highlights
the efficiency of the proposed configurations in accelerating the training process.

The CNN-FL framework with 2 and 3 clients (Fig. 2.2E and Fig. 2.21) achieves 95% accuracy within
the first 20 rounds, compared to the centralized CNN model which requires over 110 epochs to reach
the same level of accuracy (Fig. 2.2A). Moreover, our framework attains over 98% accuracy in only
40 rounds, whereas centralized CNNs need 120 epochs for similar results. This dramatic reduction in
training rounds underscores the effectiveness of our optimization strategies, enabling faster deployment
and iteration of models across multiple laboratories. The efficiency gains of the CNN-FL framework are
further highlighted through the analysis of convergence training graphs. The logarithmic perspective
of the convergence training graph for the centralized CNN (Fig. 2.2B) reveals an inefficient training
process, with prolonged stabilization times. In contrast, Fig. 2.2F and Fig. 2.2]J illustrate the fast and
efficient convergence of our CNN-FL framework. These graphs provide a clear visualization of the
efficiency gains achieved through our proposed framework, demonstrating a significant reduction in the
number of training rounds required to achieve high accuracy.

Accordingly, the convergence training graph of loss for the traditional CNN model (Fig. 2.2C)
shows slower stabilization compared to the CNN-FL framework with 2 and 3 clients (Fig. 2.2G and
Fig. 2.2K). Additionally, the logarithmic perspective of the convergence training loss graph for the
centralized CNN (Fig. 2.2D) and the proposed CNN-FL framework with 2 and 3 clients (Fig. 2.2H
and Fig. 2.2L) highlights the efficiency of our approach. This comprehensive analysis underscores
the superior performance of the CNN-FL framework in optimizing convergence speed and accuracy.
The primary reason behind the improvements observed in both training speed and accuracy lies in
the decentralized nature of the framework, which distributes the computational load across multiple
clients. This alleviates the bottlenecks and inefficiencies commonly seen in centralized systems, where
the central server must process the entire dataset.

By allowing each client to handle a portion of the dataset, the framework significantly reduces the
strain on any single server, leading to faster convergence, as demonstrated in the performance evalu-
ation (Fig. 2). The convergence results, with the CNN-FL model achieving 95% accuracy in just 20
rounds and over 98% accuracy in 40 rounds, are a direct consequence of distributing the learning across
multiple clients. This result was expected, as FL allows each client to train on its local data while only

transmitting model updates rather than the entire dataset. This approach preserves data privacy and
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Figure 2.2: Performance evaluation of the proposed CNN-FL framework (CNN-FL-2 and CNN-FL-3) com-
pared to centralized CNN model (CNN); A: Convergence training graph (centralized CNN); B: Logarithmic
convergence graph (centralized CNN); C: Loss convergence graph (centralized CNN); D: Logarithmic loss con-
vergence graph (centralized CNN); E: Convergence training graph (CNN-F with 2 laboratories); F: Logarithmic
convergence graph (CNN-F with 2 laboratories); G: Loss convergence graph (CNN-F with 2 laboratories); H:
Logarithmic loss convergence graph (CNN-F with 2 laboratories); I: Convergence training graph (CNN-F with 3
laboratories); J: Logarithmic convergence graph (CNN-F with 3 laboratories); K: Loss convergence graph (CNN-
F with 3 laboratories); L: Logarithmic loss convergence graph (CNN-F with 3 laboratories).

significantly reduces the bandwidth requirements, as shown in our bandwidth savings analysis (Table
2). The improved performance of the CNN-FL framework can also be attributed to the way the model
aggregates knowledge from multiple sources, resulting in more generalized and robust models. By
training on decentralized data, the CNN-FL model avoids overfitting to the specific characteristics of
any single dataset, leading to better generalization across different clients. This is particularly rele-
vant in biological data, where variability between datasets is common due to differences in laboratory

conditions, equipment, and methodologies.

2.5.2 Bacterial Classification Accuracy

The performance comparison between the proposed CNN-FL framework and traditional CNN models is
illustrated in Fig. 2.3. As observed, Fig. 2.3 highlights several key performance metrics through scatter
plots and radar charts. This figure illustrates various aspects of the framework’s performance, focusing
on key metrics such as Fi-score, recall, and precision. The evaluation is conducted under different
configurations to highlight the advantages of the CNN-FL framework, particularly in decentralized
environments. This method assumes that all data in the network can be collected and trained by a
single centralized node, which is an important consideration. Fig. 2.3A compares true labels (blue)
and predicted labels (brown) for bacterial counts using a centralized CNN across three laboratories.
Misclassifications are notable for Clostridium perfringens (6), Enterococcus faecium (8), Escherichia
coli (9), and Lactobacillus crispatus (12), indicating prediction errors. The shape of bacteria, such
as rod-shaped Clostridium and spherical Cocci, affects CNN performance. Notably, this centralized
approach shows slightly poorer performance than that of the proposed CNN-FL framework with 2 and
3 clients. Fig. 2.3B shows our proposed CNN-FL framework with 2 clients.
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Figure 2.3: A: Centralized CNN model predicted versus actual bacterial counts; B: CNN-FL framework with 2
clients predicted versus actual counts; C: CNN-FL framework with 3 clients predicted versus actual counts.
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The accuracy of the results was carefully validated, and the data used in this study was meticulously
curated to ensure high quality. The bacterial classification accuracy, as shown in Fig. 3, demonstrates
the framework’s ability to handle diverse and complex bacterial shapes. The misclassifications, such as
those observed for Lactobacillus johnsonii and Clostridium perfringens, highlight the challenges inher-
ent in distinguishing bacteria with similar morphological characteristics. These results were expected
due to the inherent limitations of image-based classification, where shape and color similarities can
confuse even sophisticated models. However, the overall improvement in accuracy with the CNN-FL
framework, particularly in the 3-client setup, reinforces the validity of the approach. The inclusion of
more clients leads to a more diverse set of training data, which in turn enhances the model’s ability to
differentiate between bacteria.

Misclassifications are fewer and less pronounced, highlighting the framework’s effectiveness in im-
proving accuracy. Notable errors include Lactobacillus johnsonii (21) and Propionibacterium acnes
(25). Fig. 2.3C displays results from the CNN-FL framework with 3 clients, showing further reduction
in misclassifications compared to the centralized and 2-client models. Notable errors include Clostrid-
ium perfringens (6) and Lactobacillus johnsonii (21). This enhancement underscores the CNN-FL
framework’s robustness in addressing prediction errors related to bacterial shapes and overall improved
classification performance. The proposed CNN-FL framework with 2 and 3 clients slightly reduces
bacterial misclassification errors compared to the centralized CNN, highlighting the impactful role of
client collaboration in improving accuracy and robustness in handling diverse bacterial shapes.

Fig. 2.4 presents radar charts comparing the performance metrics, including precision, recall, and
Fl1-score of the centralized CNN model and the proposed CNN-FL frameworks with 2 and 3 clients.
Fig. 2.4A illustrates the centralized CNN model. The chart shows relatively high precision but lower
recall, leading to lower F1-scores. This indicates that while the model is good at identifying positive
instances, it struggles to capture all true positives, especially for bacteria with complex shapes like rod-
shaped Clostridium and spherical Cocci. Fig. 2.4B depicts the performance of the CNN-FL framework
with 2 clients. The radar chart demonstrates improved balance between precision and recall, result-
ing in higher Fl-scores. This suggests that the distributed approach enhances the model’s ability to
consistently classify and predict bacterial counts more accurately, mitigating some of the shortcomings
observed in the centralized CNN model. Fig. 2.4C shows the CNN-FL framework with 3 clients. This
configuration exhibits the best performance, with high and consistent precision, recall, and F1-scores
across all bacterial classifications. Having more clients further enhances the model’s robustness and
accuracy in handling diverse bacterial shapes, demonstrating the effectiveness of collaborative learning
in improving predictive performance and reliability. The radar charts highlight the superiority of the
CNN-FL frameworks over the centralized CNN model, particularly with the addition of more clients,
which significantly boosts the model’s precision, recall, and F1-scores.

Table 2.2 presents a comparative analysis of the classification performance for three methods: CNN-
FL with one client, CNN-FL with two clients, and a centralized CNN approach. The table summa-
rizes key metrics such as mean precision, recall, and F1-score, along with their minimum, maximum,

and standard deviation values. The CNN-FL methods, particularly with two clients, generally exhibit
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Figure 2.4: Performance Comparison Using Radar Charts; A: Precision, recall, and F1-score for the centralized
CNN model; B: Precision, recall, and F1-score for the CNN-FL framework with 2 clients; C: Precision, recall,
and F1-score for the CNN-FL framework with 3 clients.

slightly better performance metrics and lower variability compared to the centralized CNN, which still
maintains high accuracy but with marginally higher error rates in certain cases. The table highlights the

robustness of FLL methods, especially in scenarios with diverse and complex bacterial datasets.
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Table 2.2: Comparative Analysis of Classification Methods

Metric CNN-FL (2 clients) | CNN-FL (3 clients) | Centralized CNN
Precision (mean) 0.987 0.988 0.986
Precision (min) 0.800 0.714 0.833
Precision (max) 1.000 1.000 1.000
Recall (mean) 0.985 0.986 0.988
Recall (min) 0.800 0.714 0.857
Recall (max) 1.000 1.000 1.000
F1-Score (mean) 0.986 0.986 0.986
F1-Score (min) 0.800 0.833 0.909
F1-Score (max) 1.000 1.000 1.000
Std. Dev (Precision) 0.041 0.049 0.044
Std. Dev (Recall) 0.047 0.054 0.035
Std. Dev (F1-Score) 0.039 0.041 0.029
Weighted Avg. Precision 0.987 0.989 0.987
Weighted Avg. Recall 0.985 0.986 0.986
Weighted Avg. F1-Score 0.986 0.986 0.986

2.5.3 Data Exchange and Error Rates

Leveraging IoBNT and FL in the proposed framework results in a synergistic operation that fosters
collaborative learning from varied data sources. This enhances the precision and detail of models for
in-depth analysis of environmental data and micro-level biological elements. The incorporation of FL
significantly optimizes data transmission by enabling decentralized learning, which dramatically re-
duces bandwidth usage. Additionally, the use of IoBNT contributes to a considerable reduction in error
rates in extracting biological data. This precise and accurate data extraction is essential for creating
highly representative DTs, allowing for more reliable simulations and analyses. Furthermore, FL en-
ables various clients, such as laboratories and hospitals, to collaborate on the pattern recognition of
microorganisms from multiple locations, enhancing operational efficiency and significantly reducing
error rates [18]. Sensors within the IoBNT network are responsible for collecting detailed biological
data and transmitting it to the local servers of each client. This initial data collection by [oBNT nodes
provides a robust foundation for comprehensive analysis and decision-making. These optimizations,
which include bandwidth reduction through FL and error rate reduction in biological data extraction
via IoBNT, are detailed in the following sections.

Significant Bandwidth Optimization

Our framework achieves remarkable bandwidth reduction by distributing the computational load across
clients. This approach effectively reduces the bandwidth required for data transfer, optimizing resource

usage. Key challenges in biotechnology and healthcare, such as scalability, accuracy, bandwidth, and
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privacy, are addressed through the integration of [oOBNT, CNN, and FL technologies. By leveraging FL,
our framework eliminates the need to transfer large image datasets to a central server for training, lead-
ing to substantial bandwidth savings. Instead, only the model weights and parameters are transmitted,
significantly reducing data transfer volume and enhancing overall efficiency and scalability. The frame-
work efficiently manages a dataset of 3.5 GB comprising 2, 033 images by leveraging FL, significantly
reducing data transfer requirements compared to centralized training methods. In a centralized train-
ing scenario, transferring the entire dataset between laboratories and servers necessitates each client to
send approximately 1.75 GB of data, even with just two clients involved, resulting in substantial data
transfer volumes. However, by employing FL, only the model weights and parameters are transmitted,
drastically reducing uplink and downlink data transfer requirements and enhancing overall efficiency.
The MobileNetV2 model [122], used in our framework, has about 2.2 million parameters, which
roughly translates to 8.8 MB per model (assuming 32-bit precision). Therefore, in each round, the to-
tal data transmitted per client is just 8.8 MB, a substantial reduction from the gigabytes required for
image transfer. Thus, this mechanism leads to a significant reduction in the load on the communica-
tion channel, allowing the use of simpler and more cost-effective communication infrastructures. From
an economic perspective, the reduced data transfer enhances the usability of the proposed framework.
Furthermore, the efficiency in data handling supports rapid scaling, enabling the addition of numerous
clients without compromising performance or incurring significant additional costs. Additionally, trans-
mitting heavy data in real-time often poses implementation and hardware capacity problems. However,
by reducing the data size, our framework maintains very fast training speeds while preserving privacy,
overcoming these challenges effectively. Consequently, this translates to bandwidth savings per client

of approximately 1.74 GB, reducing network traffic by more than 99% (Table 2.3).

Table 2.3: Detailed bandwidth savings information

Description Details

Small Scale (2 Clients)
Dataset size 2,033 images, 3.5 GB
Max. transmitted data per client Centralized: 1.75 GB

Max. transmitted data per client per learning round | FL: 8.8 MB

Bandwidth savings per transmission 1.7324 GB (99%)

Large Scale (50 Clients)
Dataset size 2 million images, 3.44 TB
Max. transmitted data per client Centralized: 68.8 GB

Max. transmitted data per client per learning round | FL: 8.8 MB
Bandwidth savings per transmission 137.5824 GB (99.98%)

Extending this to a larger scenario involving 20 million RGB images and 50 clients, the bandwidth
savings are even more pronounced. Assuming each image would take at least IMB minimum (assuming
they are of high resolution), the total size of the dataset is 20 TB.

If centralized training were employed, each of the 50 clients would need to send around 400 GB of
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Figure 2.5: Optimization of bandwidth savings and noise reduction in data transfer using CNN-FL with IoBNT
technologies; A: Data size of image transfer for small-scale and large-scale datasets; B: Total dataset size for
both scenarios from a logarithmic perspective; C: Bandwidth usage in both scenarios for the proposed CNN-FL
framework; D: Bandwidth usage in both scenarios for the Centralized CNN; E: Bandwidth optimization achieved
for both small and large-scale scenarios.

image data to the central server, calculated as:

20TB

— =4 B/client. 2.1
70 clients 00 GB/client (2.15)

In contrast, with our CNN-FL framework, each client only needs to send the updated model weights.

Given the MobileNetV2 model’s size of approximately 8.8 MB per round for uplink, and the same
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amount for downlink, the total data per client per round is 17.6 MB, calculated as:
8.8 MB (uplink) + 8.8 MB (downlink) = 17.6 MB/client. (2.16)

This represents a significant bandwidth saving, reducing the data transmitted from 400 GB to just

17.6 MB. Consequently, the bandwidth saving is approximately 399.9824 GB, calculated as:
400GB — 17.6 MB ~ 400 GB — 0.0176 GB = 399.9824 GB. (2.17)

This translates to a reduction of over 99.9956% in data transfer requirements, calculated as:

17.6MB 0.0176 GB
<1 _ M) % 100% = (1 _ m) x 100% = 99.9956%. (2.18)

Fig. 2.5A presents the volume of image transfer for two scenarios: a small-scale dataset and a
large-scale dataset comprising 20 million images distributed among 50 clients. We achieved significant
bandwidth savings in small-scale scenarios, demonstrating the practical effectiveness of our framework.
These initial results serve as a foundation to calculate the framework’s performance in a large-scale sce-
nario. By relying on the practical outcomes observed in the smaller setups, we highlight the scalability
and efficiency of our proposed method. Fig. 2.5B illustrates the total dataset size for both the small-scale
and large-scale scenarios from a logarithmic perspective. This comparison highlights the significant dif-
ferences in data volume between the two scenarios. Fig. 2.5C demonstrates the bandwidth usage in both
scenarios for the proposed framework. Additionally, Fig. 2.5D depicts the total dataset size per client
for both the small-scale and large-scale setups in a centralized CNN. Fig. 2.5E illustrates the bandwidth
optimization achieved for both small- and large-scale scenarios using our CNN-FL framework. In the
small-scale scenario, the bandwidth requirement per client is significantly reduced from 1.75 GB to
just 8.8 MB, representing an impressive savings of over 99%. Similarly, in the large-scale scenario,
which involves a dataset of 20 million images distributed among 50 clients, the bandwidth requirement
per client is reduced from 400 GB to 17.6 MB, resulting in a remarkable savings of 99.9956%. Thus,
our FL approach, empowered by IoBNT, not only offers scalable and cost-effective training but also
provides a reliable and efficient solution for managing large-scale image datasets across distributed
networks.

By leveraging IoBNT, which enhances the fidelity and efficiency of data communication, we achieve
a smooth and noise-reduced transfer process. This integration of [OBNT ensures robust connectivity and
consistent data flow, effectively reducing network congestion and ensuring data privacy. Thus, our FL
approach, empowered by [oBNT, not only offers scalable and cost-effective training but also provides

a reliable and efficient solution for managing large-scale image datasets across distributed networks.
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Figure 2.6: Comparison of error rates and data loss between IoT and IoBNT technologies in biological data
transfer.

Optimizing Error Rates in Biological Data Transfer

Our framework employs IoBNT technology for nanoscale and molecular communication to optimize
error rates in biological data transfer. Traditional IoT systems exhibit error rates ranging from 1%
to 5% [70]. These error rates can result in significant data losses, ranging from 35MB to 175 MB
when transferring a 3.5 GB dataset, thereby compromising data fidelity. Fig. 2.6F compares error rates
and data loss between 10T and our proposed framework. The gray section on the left represents [oT
protocols (IEEE 802.11), with high error rates (1%-5%) and significant data loss (up to 175 MB). The
white section on the right depicts our proposed [oBNT-based framework (IEEE P1906.1), showcasing
minimal error rates (0.01%-0.1%) and data loss (up to 3.5 MB).

For our proposed dataset size of 3.5 GB (interpreted in decimal convention as 3,500 MB, where
1 GB = 1000 MB), the data loss due to these error rates can be calculated as follows:

 For an error rate of 1%, the data loss is 35 MB.

* For an error rate of 5%, the data loss is 175 MB.

Thus, conventional IoT systems experience data losses ranging from 35 MB to 175 MB when trans-
ferring the entire 3.5 GB dataset.

In contrast, [oBNT technology, guided by IEEE P1906.1 standards for nanoscale and molecular
communication frameworks, demonstrates significantly lower error rates between 0.01% and 0.1%.

For the same dataset size, the data loss due to these error rates can be calculated as follows:
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* For an error rate of 0.01%, the data loss is 0.35 MB.

 For an error rate of 0.1%, the data loss is 3.5 MB.

Thus, IoBNT systems experience minimal data losses ranging from 0.35 MB to 3.5 MB for the same
dataset size, ensuring high data fidelity.

These results confirm the efficacy of our [oBNT framework in optimizing error rates, ensuring data
integrity, and enhancing the overall efficiency of biological data transfer, making it a highly effective

solution for modern biotechnological applications.

2.5.4 Comparative Analysis

The comparative results presented in Table 2.4 highlight the conceptual and technological advancement
of the proposed DT framework that integrates IoBNT, CNNs, and FL. Earlier frameworks, such as
those proposed by Islam et al. [51], Li et al. [15], Mehta et al. [123], Deng et al. [124], and Tang et
al. [119], contributed significantly to the application of deep learning and distributed computation in
healthcare, agriculture, and molecular communication. However, their architectures remain confined to
macro-scale image classification or signal-level optimization, where biological systems are simplified
as static data sources [51, 15, 123, 124]. In contrast, the proposed framework creates an integrated and
interactive ecosystem in which communication, learning, and biological modeling coexist as a unified
entity. This configuration extends the DT paradigm from a cyber-physical context to a cyber-biological

domain, enabling real-time intelligence and adaptivity across distributed biological assets.

Bridging Communication and Intelligence through IoBNT

The integration of IoBNT as the foundational communication layer represents a core innovation in
this framework. While previous CNN-FL systems primarily transferred model weights across com-
putational clients [51, 15, 123, 124], the IoBNT layer enables molecular-scale networking that cap-
tures and transmits biochemical information directly from biological entities. Nanosensors and bio-
nanomachines act as localized communication nodes, encoding signals associated with bacterial growth,
nutrient exchange, and metabolic changes. These signals are transmitted through biochemical channels,
providing an information network that mirrors the natural communication of living cells. This process
enhances data fidelity and mitigates noise and latency typical of macro-scale communication systems.
In addition, IoBNT enables data capture and transmission at the origin of the biological event, ensuring
that DTs are constructed from authentic microscopic data rather than aggregated macroscopic proxies.
In our evaluations, IoBNT integration led to up to 98% reduction in data-transfer errors, supporting

precise communication for biological DT applications.
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Table 2.4: Comparative analysis of the proposed framework with related approaches. The table presents key
system models, data sources, and analytical perspectives across existing studies, compared with the proposed
CNN-FL architecture. The framework exhibits a higher level of integration between communication, learning,
and sensing components, enabling real-time and privacy-preserving digital twinning of bacterial and biological

systems.

Authors System Model Application & Data | Analytical Perspective (Strengths and Weak-

nesses)

Islam et al. [51] FL-CNN ensemble | Healthcare imaging | Strengths: Preserves patient privacy while main-
for MRI-based brain|data (MRI); local |taining high accuracy in distributed medical im-
tumor classification |models aggregated | age analysis. Demonstrates robust model aggre-

via FL gation with minimal performance loss. Weak-
nesses: Does not incorporate bio-communication
layers or micro-scale interoperability. Limited to
macro-level image modeling without integration
of microscopic biological sensing.

Lietal. [15] Dynamic FL aggre- | COVID-19 X-ray | Strengths: Enhances FL stability and training

gation (FedFocus) for

datasets from multi-

accuracy through dynamic weight aggregation.

architecture for agri-
cultural plant health
monitoring

apple leaves (7,832
samples, 5 disease
classes)

CNN-based  X-ray | ple medical centers | Demonstrates scalability in multi-center health-
classification care scenarios. Weaknesses: Lacks biochemical
or microscopic data integration. The framework
remains restricted to image-level processing and
omits [oBNT-style biological connectivity.
Mehta et al. [123] | Federated CNN | Image datasets of | Strengths: Achieves high precision, recall, and

accuracy with strong privacy protection across
clients. Offers stable generalization across het-
erogeneous datasets. Weaknesses: Does not
model biological variability or multi-source com-
munication. Inapplicable to nano-scale biolog-
ical systems where IoBNT-based sensing could
enhance fidelity.

Deng et al. [124]

FL-enhanced Faster
R-CNN with ResNet-
101 backbone

Multi-pest and dis-
ease datasets from
orchard environ-
ments

Strengths: Improves detection speed and accu-
racy through multi-scale feature fusion. Reduces
training time while maintaining high mean aver-
age precision. Weaknesses: Operates only at a
macroscopic vision level. Does not employ bio-
inspired data fusion or real-time distributed learn-
ing across interconnected biosystems.

Tang et al. [119]

Molecular MIMO
communication using
MTPSK modulation

molec-
data

Simulated
ular channel
(MCvD)

Strengths: Provides efficient modulation
schemes with reduced intersymbol and interlink
interference. Establishes theoretical advances
for molecular data transfer. Weaknesses: Lacks
integration with deep learning and federated
models. Does not address intelligent molecular
data interpretation or adaptive communication
through CNN-FL frameworks.

Current work

IoBNT-integrated
CNN-FL model for
micro/nano-scale
digital twins

Multi-class bacterial
imaging datasets (33
categories)

Strengths: Achieves approximately 98.7% ac-
curacy and 99% bandwidth efficiency. Inte-
grates [oBNT sensing, CNN-based pattern recog-
nition, and FL-driven privacy-preserving scala-
bility. Weaknesses: Further expansion to multi-
modal biophysical interactions and real-time ex-
perimental validation could strengthen deploy-
ment readiness.
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CNN-Based Multimodal Pattern Recognition

CNN architectures form the analytical foundation of the proposed system. Unlike conventional CNNs
applied to static datasets such as MRI or agricultural imagery [51, 123, 124], the implemented model
is trained to analyze biological microscopy data representing bacterial morphology and intracellular
variations. The convolutional layers are optimized to extract spatial hierarchies that describe micro-
scopic shape transformations, enabling the system to identify subtle changes in bacterial behavior and
growth patterns. Depth-wise separable convolutions and adaptive pooling reduce computational com-
plexity while maintaining fine-grained feature representation. In the DT pipeline, CNN acts as a feature
encoder that transforms heterogeneous IoBNT sensor data into compact latent representations. These
encoded features are aggregated within the FL process to form a global model without revealing the
underlying biological data, enhancing collaborative learning across laboratories while preserving pri-
vacy [15]. In our experiments, the CNN-FL configuration achieved 98.7% classification accuracy
across 33 bacterial categories (Table 2.4), confirming robustness and scalability in multi-institutional

DT deployments.

Federated Learning for Secure and Scalable Collaboration

FL serves as the coordination layer that connects distributed CNN models trained on local biological
datasets [15]. Each participating site performs local training using [oBNT-derived data and contributes
encrypted model updates to a global aggregator. Adaptive weighting prioritizes stable updates, im-
proving convergence and reducing bias across heterogeneous environments. Unlike centralized CNN
frameworks that require direct data exchange [51, 123, 124], FL provides data privacy, scalability, and
network resilience. Empirical evaluation in our setting shows over 99% bandwidth savings since bio-
logical data remain localized at the source. The design also ensures rapid scalability, as new nodes can

join the FL network without disrupting global performance.

Unified Aggregation and Continuous DT Synchronization

A defining characteristic of the proposed framework is unified aggregation that integrates data collec-
tion, model training, and visualization into a continuous feedback loop. [oBNT nodes capture and
transmit signals; CNN modules analyze and interpret these signals locally; FL coordinates global up-
dates. The synchronized DT dashboard provides real-time visualization of biological state, including
bacterial growth rate, metabolic response, and environmental parameters. This configuration creates an
adaptive bi-directional link between physical and digital layers, allowing the DT to evolve in parallel

with its biological counterpart and enabling dynamic control and optimization.

Hierarchical Modularity and Computational Efficiency

The framework exhibits hierarchical modularity that maximizes efficiency in computation and commu-

nication. The lowest tier consists of [oBNT sensors performing biochemical encoding and preprocess-
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ing. The intermediate tier consists of CNN agents executing local inference. The highest tier comprises
the FL aggregator that consolidates model updates into a unified representation. This layered configu-
ration minimizes redundant computation, reduces latency, and optimizes power consumption across the
distributed network. The modularity of the design supports hardware independence and enables future

extensions, such as integration with edge devices for autonomous DT management.

Addressing Biological Data Complexity

Biological data are inherently nonlinear, stochastic, and multiscale. Conventional Al methods often
fail to capture these dynamics, resulting in oversimplified or inaccurate predictions. By combining
IoBNT, CNN, and FL, the proposed framework achieves context-aware data fusion: IoBNT captures
environmental and intracellular parameters; CNN identifies structural and visual patterns [51, 123]; FL
aggregates these across distributed agents to form a coherent global understanding [15]. This fusion en-
ables high-resolution temporal and spatial prediction while preserving physical interpretability. Unlike
purely data-driven approaches, this configuration captures both mechanistic and observational aspects

of biological systems, ensuring that the DT behaves consistently with biological reality.

Interpretability, Reliability, and Real-Time Visualization

A major strength of the proposed framework is interpretability and accessibility. The interactive dash-
board integrates CNN-based confidence maps with IoBNT sensor data, offering intuitive visualization
of bacterial states and process deviations. The combination of model transparency and federated con-
sensus ensures that predictions are reliable and free from localized biases. Users can explore each DT
component through clear visual cues, facilitating decision-making and early fault detection. By pro-
viding interpretable insights rather than opaque outputs, the system enhances user trust and supports

informed interventions.

Quantitative Performance and Technical Evaluation

Quantitative evaluation demonstrates that the architecture achieves strong performance across multiple
metrics. In our tests, the model attained 98.7% classification accuracy, 99% bandwidth efficiency, and
up to 98% reduction in biological data-transfer errors (Table 2.4). These improvements confirm the
advantage of embedding IoBNT as a physical data channel and FL as a privacy-preserving learning
strategy [15]. The decentralized structure enhances robustness against node failure and ensures stable
learning under varying network conditions. Furthermore, CNN-based feature extraction ensures that
each FL update contributes meaningful spatial and morphological information to the global model,

maintaining consistency across biological environments [51, 123, 124].
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Remaining Challenges

Although the proposed framework demonstrates superior integration of communication, learning, and
biological modeling, further study is needed for full-scale deployment. Future work will explore mul-
timodal fusion combining microscopy, electrochemical, and genomic signals within the same DT envi-
ronment. Incorporating additional physics-informed constraints from biophysical models can enhance
interpretability and enable consistent prediction across scales. Another direction involves energy-aware
learning for IoBNT nodes to allow autonomous calibration and adaptive synchronization. Overall, the
comparative analysis underscores the unique configuration of the proposed CNN-FL framework rela-
tive to prior systems [51, 15, 123, 124, 119]. By leveraging [oBNT for micro-scale sensing and com-
munication, CNN for hierarchical feature learning, and FL for decentralized and privacy-preserving
aggregation, the system delivers an efficient, scalable, and secure approach to digital twinning of bio-

logical entities.

2.6 Discussions

2.6.1 The Powerful Synergy Between Local CNN Models and FL.

We introduce CNN-FL to leverage the strengths of both CNN and FL for advanced biological data pro-
cessing and bacteria analysis [17]. This synergistic combination of local CNN models and FL advances
the processing of biological data, particularly in handling bacteria. By integrating FL. with CNNs, the
system is significantly enhanced in IoT environments, enabling it to handle extensive data from diverse
sources without the need for centralizing data storage. This approach ensures data privacy, as sensitive
biological information remains localized. Specifically, local CNN models, such as MobileNetV2 [122],
process data efficiently, thereby improving the global model’s accuracy by aggregating insights from di-
verse datasets. Moreover, this system addresses key challenges in biotechnology, including scalability,
accuracy, bandwidth optimization, and privacy. By distributing the data load across clients, our CNN-
FL framework ensures better load management and more efficient data processing. This is evident in
a 2-client setup where each client manages around 1017 images and in a 3-client setup where each
client handles about 678 images. This method not only enhances system efficiency but also addresses
privacy concerns by keeping data local to each client, reducing the need for extensive data transfers,
and ensuring robust data security.

This architecture includes 53 convolutional layers organized into 17 inverted residual blocks, sig-
nificantly reducing computational load. Each block starts with a lightweight depthwise convolution
followed by a pointwise convolution that expands and then compresses the channels. The model is
topped with a global average pooling layer and a dense layer with 33 units corresponding to the num-
ber of bacterial classes, providing robust classification outputs with minimal computational overhead.
Furthermore, this combination leads to a more efficient and advanced approach to creating DTs, where

virtual models of 33 types of bacteria can be created and analyzed in real-time. Consequently, this paves
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the way for more energy-efficient and sophisticated methods to realize DTs, enhancing our ability to
monitor, understand, and manipulate biological systems with unprecedented precision and efficiency.
The integration allows for the precise extraction and dynamic response to data changes at molecular
and cellular levels, thereby dramatically improving the performance of DTs to a precision of 98.7%
with 2 clients and 98.8% with 3 clients. The continuous monitoring and immediate adjustments en-
abled by IoBNT ensure more accurate and responsive simulations, which are essential for advancing
biotechnological research and applications.

Fig. 2.7 presents three confusion matrices for the centralized CNN model, the proposed CNN-FL
framework with 2 clients, and the CNN-FL framework with 3 clients, respectively. The presentation of
these confusion matrices offers a comparative view of the classification performance across different
model architectures, providing insights into the benefits of FL frameworks. Fig. 2.7A depicts the confu-
sion matrix for the centralized CNN model. The diagonal elements, representing correct classifications,
exhibit high accuracy for several bacteria. This indicates that the centralized CNN model is generally
effective in identifying many bacteria correctly, suggesting a robust baseline performance. However,
some off-diagonal values reveal misclassifications. These errors underscore the inherent challenges in
distinguishing bacterial species that may share similar features or morphological characteristics. For
instance, Staphylococcus Aureus is mistaken for Clostridium Perfringens. This misclassification could
be due to similarities in certain morphological or staining characteristics, which confuse the model.
Proteus is confused with Propionibacterium Acnes, and Pseudomonas Aeruginosa is misclassified as
Staphylococcus Aureus. Such errors highlight the limitations of the centralized CNN model in han-
dling complex bacterial differentiation tasks, potentially due to overlapping features or insufficient
discriminative power in the feature extraction layers. These errors highlight the model’s challenges in
distinguishing bacteria with similar morphological characteristics. Accurate classification in such cases
may require more sophisticated feature extraction or enhanced training datasets.

Fig. 2.7B presents the confusion matrix for the CNN-FL framework with 2 clients. Misclassifica-
tions are similar to the centralized CNN model. The similarity in misclassifications suggests that while
FL offers privacy and data decentralization benefits, it does not inherently resolve the classification
challenges posed by certain bacteria. For example, Micrococcus Spp 1s misclassified as Lactobacillus
Salivarius. This could be due to insufficient diversity in the local datasets of the clients, which might
limit the model’s ability to learn distinctive features for each bacterium. Staphylococcus Aureus as
Porphyromonas Gingivalis, and Clostridium Perfringens as Staphylococcus Aureus. These misclassifi-
cations point to a need for improved data sharing or augmentation strategies within the FL. framework
to enhance model accuracy. Fig. 2.7C illustrates the confusion matrix for the CNN-FL framework with
3 clients. Misclassifications are further minimized compared to both the centralized CNN model and
the CNN-FL framework with 2 clients. The reduction in misclassifications indicates that increasing
the number of clients in the FL setup can lead to a more robust and generalized model, likely due to
the aggregation of more diverse data. Examples include Listeria Monocytogenes being misclassified as
Clostridium Perfringens, Staphylococcus Aureus as Clostridium Perfringens, and Staphylococcus Au-

reus also being misclassified as Lactobacillus Salivarius. These remaining misclassifications suggest
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Figure 2.7: Confusion matrices illustrating the classification performance of different models; A: The conven-
tional centralized CNN model; B: The global model in the CNN-FL framework with 2 clients; C: The global
model in the CNN-FL framework with 3 clients
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that while FL improves overall accuracy, certain bacteria still pose significant classification challenges,
potentially due to intrinsic similarities or data limitations.

One of the more unexpected findings in this study was the dramatic improvement in convergence
speed observed in the CNN-FL models. While we anticipated faster convergence due to the decentral-
ized nature of FL, the reduction in training rounds from 120 in the centralized CNN to just 40 in the
CNN-FL framework is significant. This suggests that the aggregation of knowledge across clients not
only improves accuracy but also accelerates the learning process in ways that warrant further investiga-
tion. Another unexpected result was the model’s performance in classifying certain bacterial species,
such as Staphylococcus Aureus, which was frequently misclassified across all models (Fig. 2.7). This
indicates that further refinement of the feature extraction layers is needed, particularly for bacteria that
share morphological similarities. Addressing these challenges will be crucial for improving the overall
robustness of the model in practical applications. This study adds to the body of literature by demon-
strating the feasibility and effectiveness of applying CNN-FL to bacterial classification, a domain that
has traditionally relied on centralized data processing models. The integration of loBNT with FL in this
framework represents a novel contribution, as it allows for more efficient data processing and bandwidth
optimization. By decentralizing the learning process, our framework not only preserves data privacy
but also enhances model performance.

Based on the provided confusion matrices, several bacteria have not been classified or mistaken for
others. The frequent misclassifications highlight areas where the model’s feature extraction and classifi-
cation processes could be further refined. These include Acinetobacter Baumannii, Actinomyces Israelli,
Bacteroides Fragilis, Bifidobacterium Spp, Candida Albicans, Enterococcus Faecalis, Enterococcus
Faecium, Escherichia Coli, Fusobacterium, Lactobacillus Casei, Lactobacillus Crispatus, Lactobacil-
lus Delbrueckii, Lactobacillus Gasseri, Lactobacillus Jensenii, Lactobacillus Johnsonii, Lactobacillus
Paracasei, Lactobacillus Plantarum, Lactobacillus Reuteri, Lactobacillus Rhamnosus, Neisseria Gon-
orrhoeae, Staphylococcus Epidermidis, Staphylococcus Saprophyticus, and Streptococcus Agalactiae.
This comprehensive list underscores the complexity and diversity of bacterial species, which require
sophisticated models to achieve high classification accuracy. The most frequently misclassified bacteria
is Staphylococcus Aureus. Its frequent misclassification highlights a critical area for improvement, as
accurate identification of this bacterium is crucial for clinical diagnostics and treatment. It is mistaken
for Clostridium Perfringens in the centralized CNN model, misclassified as Porphyromonas Gingivalis
in the CNN-FL framework with 2 clients, and misclassified as both Clostridium Perfringens and Lac-
tobacillus Salivarius in the CNN-FL framework with 3 clients. The consistent misclassification of
Staphylococcus Aureus across different models highlights the need for targeted improvements in the
feature extraction and classification algorithms to enhance its identification. This indicates that Staphy-
lococcus Aureus poses the greatest challenge for accurate classification across all models. Addressing
this challenge is essential for improving the overall performance of bacterial classification models,

which could involve incorporating more specific biomarkers or advanced learning techniques.
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2.6.2 Monitoring and Predicting DT's

DTs in bioprocess monitoring and prediction demonstrate substantial effectiveness by utilizing real-
time data and sophisticated modeling approaches. These capabilities offer profound observation into
the attributes of bioproducts and the dynamics of bioprocesses. This, in turn, ensures process continuity
and product integrity, which is critical in biotechnological applications [114]. DTs excel in real-time
monitoring, detecting anomalies, and predictive maintenance. However, the implementation of DTs is
not without challenges. Handling accurate models based on dynamic biological systems in the pres-
ence of big complex data remains a significant hurdle. The complexity of biological data, coupled with
the need for high computational resources, requires sophisticated algorithms and powerful computa-
tional infrastructure. Despite these challenges, the potential benefits of DTs in providing precise and
real-time insights into bioprocesses underscore their value in advancing biotechnological research and
applications.

Fig. 2.8 illustrates the user dashboard designed for accessing DTs of recognized bacteria. The sys-
tem begins with the Database (Data Storage), where graphic elements and relevant data for generating
DTs are stored. This database acts as a central repository, storing digital models and metadata related
to different bacterial species. The External Data Sources block is responsible for integrating real-time
location recognition and predictive data from various sources, ensuring that the DTs are updated with
the latest environmental and contextual information. These data sources are crucial for maintaining
the accuracy and relevance of the DTs. The API Gateway (Data Exchange) facilitates communication
between the database and other system components. It manages data requests and responses, ensuring
efficient data flow and exchange. The Web Server (Data Processing) handles the processing of incom-
ing data, converting raw inputs into structured formats that can be used for visualization. It processes
data from both the database and external sources, preparing it for backend analysis. User Interface
is the layer where users interact with the system. It provides an HTML-based interface that supports
multiple devices.

This dashboard acts as the primary interface for users to interact with the framework’s output.
Users can access the results through a Virtual Reality (VR) headset for an immersive experience or via
a standard monitor through an HTML-based interface, ensuring flexibility and ease of use. The desktop
interface is specifically designed to offer a seamless and intuitive user experience, allowing real-time
access and observation of results. This setup caters to a wide range of users, including researchers and
medical professionals, by providing immediate and straightforward access to detailed bacterial data.
The dual access methods (VR and HTML) ensure that the users can choose their preferred way of
interacting with the data, making the dashboard a versatile tool for various applications.

Predicting, optimizing, and analyzing the performance of IoBNT and biological systems through
methods and simulation tools constitute a crucial research area. Potential research directions include
developing scalable simulation platforms and ML techniques to improve predictions, incorporating ad-
vanced data analytics, and enhancing model accuracy for complex, multi-scale biological systems [73].

Our proposed framework offers a robust solution for optimizing bandwidth, reducing error, processing
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Figure 2.8: User Dashboard for Accessing DTs of Recognized Bacteria. The dashboard backend provides users
with an output interface for the framework, presenting DTs of recognized bacteria. End users can access the
results via a VR headset or monitor through an HTML page. This desktop interface offers a user-friendly experi-
ence, enabling real-time access and observation of results.

biotechnological data, and digitizing biological assets. By leveraging CNN, FL, and [oBNT technolo-
gies, this approach addresses the challenges of employing DTs at nano and micro scales for modeling
biosystems and biological assets such as bacteria. Integrating [oBNT with deep learning algorithms
like FL. and CNN significantly enhances the dependability, reliability, and efficiency of DTs in the
biotechnology industry.

2.6.3 Addressing Identified Gaps: Framework Performance and Key Features

Our proposed framework focuses on overcoming key challenges in the biotechnology domain, particu-

larly when dealing with complex and diverse datasets, such as bacterial images collected from multiple
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sources. The framework provides a robust and scalable solution that addresses computational com-
plexity, data privacy, and real-world deployment concerns. Scalability is a critical factor in modern
frameworks designed for large-scale data processing, especially in fields such as biotechnology where
data is often gathered from a wide variety of sources. The FL architecture is specifically chosen to
support scalability in scenarios where datasets are vast and distributed across numerous laboratories or
IoBNT devices.

While the integration of CNNs with FL and IoBNT brings significant benefits in terms of image
analysis and data integration, it also introduces a degree of computational complexity. CNNs, espe-
cially when applied to high-resolution bacterial images, are computationally intensive. However, this
framework addresses this complexity through a carefully designed preprocessing algorithm that en-
sures consistent and standardized image inputs. Biological data, such as bacterial images collected
from various sources (e.g., microscopes), often suffers from inconsistent image quality, with variations
in resolution, contrast, and color balance. These inconsistencies can negatively impact the performance
of CNNss if not properly managed. To mitigate this, advanced image preprocessing techniques are used
to standardize the image data. This ensures that regardless of the data source, the images maintain
uniformity, which is critical for accurate and reliable analysis. By normalizing and standardizing the
images, the CNN can focus on the biologically relevant features, such as bacterial morphology and
texture, rather than being affected by noise or image quality issues.

Furthermore, the choice of CNN architecture plays a key role in managing computational complex-
ity. Lightweight CNN models, such as MobileNetV2, are specifically designed to reduce computational
load without sacrificing accuracy. These models use fewer parameters and require less memory, making
them well-suited for deployment on [oBNT devices that may have limited computational resources. By
using MobileNetV2, the framework strikes a balance between performance and efficiency, ensuring that
it can be deployed in real-world biotechnology settings without overwhelming local devices. The fed-
erated nature of the framework also helps in managing computational complexity. Since each [oBNT
device processes only its local data and contributes to the global model by sharing model weights rather
than raw data, the overall computational load is distributed. This distributed processing ensures that the
complexity of integrating CNNs with FL does not overwhelm any single system. Instead, the work-
load is spread across multiple devices, each handling a portion of the computational requirements, thus
improving overall efficiency.

Additionally, the framework is designed to address the computational resource limitations that
are common in real-world applications. Many IoBNT devices, particularly those used in remote or
resource-constrained environments, have limited processing power and memory. To ensure that the
framework can be deployed on such devices, lightweight CNN architectures and distributed learning
approaches that minimize the computational demands on each individual device are used. By distribut-
ing the processing across multiple clients and using efficient models, the framework can operate effec-
tively even in environments with limited resources. Moreover, our framework is highly scalable and can
accommodate more clients as data increases, with no upper limit. The current use of three clients is not

a limitation, as the architecture supports additional clients through FL, distributing the computational
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load efficiently. By utilizing lightweight CNNs like MobileNetV2, the framework reduces the process-
ing burden on IoBNT devices. Only model updates, not raw data, are shared, minimizing bandwidth
use. With 90% accuracy, the framework is robust and ready for real-world biotechnology applications,
offering practical and scalable solutions across varied environments.

Embedding MobileNetV2 as our CNN model, combined with FL, yields promising results in cre-
ating bacterial DTs. Pre-trained on ImageNet and fine-tuned on bacterial images, this CNN processes
data in batches of 32, with each image resized to 224 x 224 pixels. Its compact architecture, with
approximately 2.2 million parameters, enables efficient training and inference across distributed nodes
in an FL setup. This approach achieves over 98.7% accuracy for 33 bacterial classes, as evidenced
by metrics such as accuracy, precision, and recall during training. Integrating MobileNetV?2 allows for
faster convergence and reduced communication overhead during federated updates, supporting efficient
and scalable processing capabilities for real-time creation of bacterial DTs across multiple clients on
mobile platforms. Its compact and efficient design positions our framework well for future commercial
applications, driving widespread adoption in healthcare and environmental monitoring.

Moreover, using FLL with CNN in the proposed framework significantly improves training speed
and accuracy compared to traditional centralized CNN models. As a result, the CNN-FL framework
with 2 and 3 clients achieves 95% accuracy within the first 20 rounds, whereas the centralized CNN
model requires over 110 epochs to reach the same level. Additionally, our framework attains over 98%
accuracy in only 40 rounds, while centralized CNNs need 120 epochs for similar results. This dramatic
reduction in training rounds underscores our optimization strategies’ effectiveness, enabling faster de-
ployment and iteration of models across multiple laboratories. Therefore, achieving high accuracy in
significantly fewer rounds allows for more efficient use of computational resources and reduces the
time required for model training, particularly beneficial in environments where rapid deployment and
iteration are critical. The superior performance of the CNN-FL framework highlights its potential for
real-world applications, where optimizing convergence speed and accuracy is essential.

The core of our framework relies on computer vision and pattern recognition, which allows it to
operate effectively as long as we have an adequate number of species images for training. The frame-
work’s ability to generalize across different categories of data makes it adaptable to various biological
assets, as it does not rely on the specific type or inherent properties of microorganisms. Instead, its
strength lies in its capacity to learn patterns from the input data, regardless of species characteristics.
To expand this framework to other biological assets, such as tissues, organs, or entire biological sys-
tems, the same principles of image-based pattern recognition and deep learning can be applied. The
adaptability comes from the fact that CNNs, used within the framework, are versatile and can handle the
increased complexity of these biological structures. For instance, instead of bacterial cells, the system
could be trained on histological images of tissues, 3D imaging data from organs, or microscopic data
from bio-nano structures. The key challenge is ensuring that a sufficient and diverse dataset of images
is available for training the model, similar to microorganisms.

Furthermore, the integration of [oOBNT technology within the framework can be extended to capture

detailed data from biological systems at different scales. This would enable accurate modeling of
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larger biological assets while maintaining efficient data acquisition and transmission. For complex
systems like organs or tissues, where interactions between components are more intricate than with
microorganisms, additional layers of pattern recognition could be introduced, such as temporal or 3D
spatial patterning, which would allow the system to handle time-series or volumetric data. Ultimately,
the proposed framework’s strength lies in its flexibility, meaning that as long as a robust dataset is
provided for training, it can be adapted to various biological assets beyond microorganisms, facilitating

applications in diverse fields of biotechnology and digital health.

2.6.4 Implementation Challenges

In implementing the framework, we encountered a range of practical challenges that influenced de-
ployment in a lab environment. From hardware limitations to data privacy, each presented unique
adjustments to make the framework feasible. This section highlights these key challenges and how
we addressed them, along with considerations for future improvements. Practical use of [oBNT re-
quired adapting our setup to specific hardware needs. One main issue was sourcing IoBNT sensors
with the resolution necessary for capturing nano-scale biological data, as many existing lab sensors do
not meet this precision. These specialized sensors often demanded more processing power to operate
MobileNetV?2 locally, which pushed the limits of the devices we initially used. Additionally, the energy
demands of continuous data collection required us to look for low-power alternatives to extend device
operation time without frequent recharging. Future work will benefit from energy-efficient hardware
optimized for nano-scale applications to enable more sustainable, long-term use.

Deploying FL on IoBNT devices introduced processing demands, especially for training MobileNetV?2
locally. Each device needed to complete training independently before syncing with the central server.
While MobileNetV?2 is designed for mobile use, our setup, which included more extensive biological
data, tested the devices’ capabilities. Synchronization delays between devices led to added latency
in the data aggregation process. To address this, we reduced model complexity where feasible and
optimized the communication protocol. Moving forward, lightweight edge hardware, such as TPUs,
could further reduce latency and support real-time processing. Data privacy remained a priority, as each
[IoBNT device handled sensitive biological data. The decentralized nature of FL. meant data stayed on
the local device, reducing exposure. However, we needed to secure model aggregation on the server,
as combined updates could reveal indirect data details. We implemented encrypted data transfers and
ensured compliance with regulatory standards, while training personnel on privacy protocols to pro-
tect the framework end-to-end. In future implementations, integrating additional privacy-preserving

techniques like differential privacy could further improve security.

2.6.5 The Framework’s Importance

The framework proposed in this study represents a fundamental shift in how biotechnological processes
can be managed and optimized, with profound implications for several industries. In biotechnology,

pharmaceuticals, and healthcare sectors, the DT framework can offer a robust solution for real-time
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monitoring, simulation, and optimization of biological systems. Specifically, it can address a long-
standing challenge in biomanufacturing, where the reliability and accuracy of production processes
are critical. By enabling the creation of real-time DTs of microorganisms and biological systems, the
proposed framework can significantly enhance the ability of industries to predict system behavior, trou-
bleshoot issues, and optimize workflows without the need for extensive physical trials. For instance, in
pharmaceutical manufacturing, where precision is paramount, this integration can allow for predictive
modeling of drug interactions, optimizing dosages, and refining production processes with unprece-
dented accuracy. The ability to fine-tune these processes without halting production lines not only
improves productivity but can also ensure higher quality control, potentially reducing costs and time to
market.

Furthermore, the framework’s decentralized structure can allow for greater scalability, which is es-
sential for industries with distributed manufacturing operations or research facilities. By utilizing FL,
industries can train machine learning models collaboratively across multiple facilities without needing
to centralize sensitive biological data, thereby ensuring privacy and compliance with data security reg-
ulations, such as the GDPR in Europe and HIPAA in the United States. This is particularly relevant
for industries managing vast quantities of sensitive healthcare data, where security and privacy are of
utmost concern. By enabling real-time modeling of patient-specific biological systems, the framework
can offer unprecedented opportunities for personalized treatment plans that adapt in real-time based on
patient responses. This can mark a significant advancement in the delivery of healthcare, contributing
to more effective, efficient, and tailored treatments.

The proposed DT framework extends the existing body of literature on both DTs and Federated
Learning, particularly in the context of their application to biotechnology and healthcare. Previous
studies on DTs have largely focused on engineering and industrial applications, with relatively few
exploring the unique challenges posed by biological systems. Incorporating [oBNT into the DT frame-
work adds a novel dimension to the existing literature. While IoT applications are well-explored in
various fields, [oBNT specifically targets biological systems at the nano and micro scales, an area that
remains underexplored. Additionally, the application of FL in this framework is an important contribu-
tion to literature, particularly given the increasing focus on decentralized ML in medical and healthcare
research. Existing studies on FL in healthcare focus primarily on clinical data; this work expands on
those studies by applying FL to biological data from [oBNT systems, thereby addressing issues of
privacy and security while also improving the scalability of DTs in biotechnology.

This work also contributes to the literature on bandwidth optimization in distributed networks, an
important consideration in industries handling large datasets. By demonstrating how FL can drastically
reduce the bandwidth required for data transmission between laboratories and hospitals, the frame-
work can offer a significant improvement over traditional centralized models, which can be bandwidth-
intensive and difficult to scale. This will be especially important for researchers and engineers working
on large-scale biological data networks, as it provides a scalable solution to data transfer challenges.

Moreover, this framework can aid governments in managing healthcare infrastructure more effi-

ciently. The ability to monitor and optimize the performance of biological systems in real-time can
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lead to more efficient use of medical resources, such as optimizing drug manufacturing processes or
personalizing medical treatments. This aligns with governmental goals of reducing healthcare costs
while improving patient outcomes, making the proposed framework a valuable asset for healthcare pol-
icymakers. Finally, the framework’s focus on integrating IoBNT with DTs offers significant potential
for environmental monitoring, a key concern for governments aiming to combat climate change and
environmental degradation. By enabling real-time monitoring of ecosystems at the nano and micro lev-
els, governments can use this technology to track changes in biodiversity, monitor pollution levels, and
predict the impact of environmental policies in real-time. This aligns with global sustainability goals,

as it provides a means of ensuring that policy interventions are having the desired effects.
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Chapter 3

A Multi-Model PINN Framework Empowered
by IoBNT for Digital Twins

3.1 Introduction

DT technology is transforming biological processes by enabling real-time predictive modeling and op-
timization. However, implementing DTs at the micro- and nano-scale presents significant challenges
in data extraction, transmission, and computation due to the complexity of biological environments. To
address these challenges, this report proposes a novel multi-model PINN framework leveraging [oBNT
technology to create DTs of physics-based complex systems and phenomena governed by PDEs or
other mathematical models. The proposed framework bridges the gap between the physics-driven un-
derstanding of systems and data-driven approaches to seamless digitalization of nonlinear processes
based on theoretical knowledge and data. [oBNT enhances system dynamics by capturing precise data
at micro and nano scales, significantly reducing error rates compared to traditional IoT. The frame-
work incorporates multiple NN architectures, including Fully Connected Neural Networks (FCNNs),
Residual Block Neural Networks (ResBlock NNs), and Recurrent Neural Networks (RNN5s), to ensure
a robust and efficient processing core for monitoring and constructing DTs of these systems. Moreover,
the framework allows for flexibility in the influence of governing PDEs and measured data.

This novel approach facilitates digital twinning for systems inherently governed by physics, en-
abling the creation of DTs that capture their intrinsic nature. As a benchmark, the framework was
implemented and tested on Microbial Growth Concentration (MGC) and Substrate Growth Concen-
tration (SGC), described by Monod equations [109], to evaluate its performance under complex and
nonlinear kinetics. Furthermore, it offers key functionalities for extracting, transferring, preparing, and
processing physics-based data to create reliable and real-time DTs. By compensating for data gaps and
effectively handling nano-scale sensors, the [OBNT-PINN framework ensures trustworthy, data-driven
decision-making. This makes the proposed framework particularly suited for industrial applications
where communication reliability and predictive precision are critical. Key contributions and features of

the framework are as follows.
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In summary, we propose a novel multi-model PINN framework integrated with [oBNT for physics-
based DT systems. This pioneering integration of PINNs and IoBNT transforms the development of
DTs by enhancing accuracy, data reliability, and scalability for complex biological systems. To optimize
data acquisition and transmission, we design and configure [oBNT based on the Monod equations. This
specialized [oBNT setup enables precise, efficient, and reliable communication, improving the overall
applicability and performance of the framework. The architecture incorporates three DNNs embedded
within the PINN structure to address challenges related to varying physical dynamics and inconsistent
data quality. This multi-model design offers high adaptability and robust performance across diverse
scenarios, aligning with industrial and biomedical requirements. Additionally, the proposed [oBNT
configuration reduces data transmission errors by up to 98% under challenging operating conditions,
establishing a resilient foundation for future research in DT modeling of complex systems.

The remainder of this chapter is organized as follows. Section 3.2 presents the system model,
structured across four layers: the Physical Twin Layer, [oBNT Layer, Data Processing Layer, and Ap-
plication Layer. Section 3.3 introduces the proposed PINN-based structures incorporating IoBNT for
modeling microbial growth and substrate optimization. Section 3.4 outlines the simulation setup and
evaluation metrics. Section 3.5 provides a comprehensive performance evaluation under two differ-
ent scenarios and demonstrates the effectiveness of IoBNT in reducing error rates. Finally, Section
3.6 discusses the framework’s contributions, addresses implementation challenges, and outlines future

research directions.

3.2 System Model

This section describes the system model that integrates the proposed multi-model PINN framework
with ToBNT. This integration aims to enhance applications in digital twinning for physics-based pro-
cesses and complex systems. The architecture of this model, shown in Fig. 3.1, is organized into four
key layers: the physical twin layer, the IoBNT layer, the data processing layer, and the application
layer. Accordingly, the physical twin layer, positioned at the bottom of Fig. 3.1, represents real-world
processes and systems. These are characterized by mathematical formulations such as Partial Differ-
ential Equations (PDEs) or Stochastic Differential Equations (SDEs) and include other physics-based
descriptions. In this framework, the physical twin layer captures real phenomena, such as microbial and
substrate growth, which are critical to understanding system behavior. Additionally, above the physi-
cal layer is the [oBNT layer, which plays a key role in sensing and transmitting data from nano- and
micro-level phenomena and processes. In this layer, information from the physical twin layer, such as
biological growth patterns, is collected and transferred to the computational layers for further analysis.

The data processing layer, situated above the [oOBNT layer, combines this data with physics-based
insights to optimize predictive models. This layer includes five different NNs to ensure computational
flexibility and adaptability to various scenarios. The choice of NN depends on data quality, quantity,

and the reliability of the digital twin being developed.
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Figure 3.1: The proposed system model integrates a multi-model PINN framework with IoBNT, organized into
four layers: physical twin, [oBNT, data processing, and application layers. This structure captures real-world
phenomena, processes data at nano- and micro-levels, combines it with physics-based models for accurate pre-
dictions, and provides an interactive interface for real-time monitoring and decision-making in digital twin appli-
cations.

Page 64 of 159



3.2. SYSTEM MODEL

This flexible design ensures robust and precise predictive capabilities for diverse applications. At
the top of the architecture, the user layer provides an interactive interface. This interface allows real-
time monitoring, analysis, and decision-making by leveraging the digital twins created from the un-
derlying layers. The user layer connects the technical framework with practical system management,

ensuring usability and accessibility for end-users.

3.2.1 Physical Twin Layer

The physical twin layer represents the real-world environment where physical processes and phenom-
ena naturally occur. This layer forms the foundation of the proposed framework by capturing and
modeling the actual behavior of systems in various domains, such as bioreactors in manufacturing, en-
vironmental monitoring systems, or industrial processes. At its core, this layer shows the complexities
of real-world dynamics by leveraging mathematical representations. These include Partial Differential
Equations (PDEs) for spatially and temporally distributed phenomena, Stochastic Differential Equa-
tions (SDEs) for processes influenced by randomness and uncertainty, and other governing dynamic
systems that describe deterministic and probabilistic behaviors. Examples include fluid dynamics in
chemical reactors, microbial growth kinetics, and mechanical vibrations in structural systems. This
layer represents the environment’s quantities, such as temperature, pressure, concentration levels, and
biological activity. The parameters serve as the basis for describing and understanding the system’s

state and evolution.

3.2.2 ToBNT Layer

The [oBNT layer of the proposed framework functions as the communication backbone of the pro-
posed framework, seamlessly connecting the physical and computational domains. It plays a vital role
in transmitting real-world data from the physical twin layer to the computational layers, enabling effec-
tive analysis and decision-making. In addition, this layer is equipped with advanced bio-nano sensors
deployed within the physical twin environment. These sensors collect high-resolution data. The data
collection process is highly sensitive and precise, allowing for the observation of even the smallest fluc-
tuations within the system [108]. In practical applications, the IoBNT layer can leverage specialized
nano-scale nodes for communication, ensuring low-latency and real-time data transfer [68, 125]. These
nodes are optimized to handle the challenges of nano-scale environments, such as limited power avail-
ability and potential signal interference, while maintaining robust connectivity [126]. This capability
ensures uninterrupted monitoring, making the IoBNT layer indispensable for applications requiring
stringent quality control, such as manufacturing or real-time monitoring. Overall, the IoBNT layer
is central to the framework’s functionality, providing granular, real-time insights that bridge the gap
between the physical twin layer and computational analysis. Its ability to operate at the nano-scale

enables transformative advancements in monitoring and managing complex systems.
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3.2.3 Data Processing Layer

Data processing serves as the computational core of the proposed framework, integrating physics-based
knowledge with data-driven methodologies. This hybrid approach enables accurate and reliable pre-
dictions of physical processes by leveraging both theoretical models and experimental data. This layer
combines domain-specific mathematical models, such as Monod kinetics in this study, with NN archi-
tectures to define physics-based loss functions. These loss functions ensure that the predictions gen-
erated by the network are consistent with established scientific principles. For example, in microbial
growth studies, Monod kinetics provide a foundational framework to describe the relationship between
substrate concentration and microbial growth rates. By embedding such models into the loss functions,
the PINN layer enforces physical consistency and aligns its outputs with known system behaviors.

In parallel, the data-driven loss component of this layer minimizes the differences between model
predictions and actual observations collected from the [oBNT layer. This dual-loss approach ensures
robust performance, even when the input data is sparse, noisy, or incomplete. By balancing the con-
tributions of physics-based and data-driven components, the PINN layer achieves a synergistic effect
that enhances the overall predictive capability. This hybrid strategy enables the data processing layer
to simulate complex phenomena with high fidelity. The combination of physics-informed insights and
adaptive data learning allows this layer to capture intricate interactions and emergent behaviors within

the system.

3.2.4 Application Layer

The application layer represents the interface through which stakeholders interact with DTs, providing
a dynamic and accessible virtual representation of the underlying processes. It integrates real-time
data collected from the [oBNT layer and predictive outputs generated by the data processing layer,
translating complex computational insights into intuitive and actionable visualizations. Furthermore,
the real-time data, continuously streamed from bio-nano sensors, is processed alongside the predictive
analytics from the data processing layer. The resulting visualizations allow end-users to track Key
Performance Indicators (KPIs), monitor critical system parameters, and identify potential anomalies
or inefficiencies. Additionally, the application layer incorporates predictive analytics, empowering
users to forecast system behaviors and optimize operational strategies. By combining historical data,
real-time monitoring, and physics-based predictions, this layer ensures that decision-making is both
data-driven and proactive. Users can adjust process parameters, schedule maintenance, or implement

corrective actions based on the insights provided.
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3.3 Proposed PINN’s Structures Using IoBNT for For Microbial

Growth and Substrate Optimization

In this chapter, the proposed IoBNT are designed to real-time monitoring of microbial growth and nu-
trient levels according to Monod kinetics. The nutrient concentration, denoted as S(t), serves as the
critical resource required for microbial proliferation, while microbial concentration is represented as
X(t). These interactions are governed by Monod kinetics, a widely recognized model that describes
the relationship between microbial growth and nutrient availability [127]. The IoBNT framework goes
beyond simple measurement by utilizing biochemical parameter variations to enhance system perfor-
mance. It achieves this by transmitting the collected data to the data processing layer, where the feed-
back mechanism optimizes microbial growth and substrate consumption. This integration of real-time

sensing with computational modeling represents a pivotal feature of the system.

3.3.1 Substrate Dynamics with Monod Kinetics

Substrate consumption adheres to Monod kinetics, which models the reduction in nutrient levels over
time ¢ as a result of microbial activity [127]. The dynamics of substrate utilization can be expressed

through the following differential equation [128]:

dS(t) _ pmaS() X(2)
it Ks+S(t) Y’

where [im.x represents the maximum microbial growth rate achievable under conditions of abundant

3.1

substrate availability, Kg is the Monod constant signifying the substrate concentration at which the

growth rate reaches half of u,,,, and Y denotes the yield coefficient, which measures the efficiency

ltmaxs(t)
Ks+5(t)

asymptotically approaches jim.x as the substrate concentration becomes very large (S(t) — o0). The

of converting substrate into biomass. The expression

defines the specific growth rate, which

negative sign in equation (3.1) indicates substrate depletion over time. By dynamically maintaining
S(t) within an optimal range through IoBNT sensor feedback, the system promotes sustained microbial
growth and maximizes nutrient efficiency, providing the PINN model with precise and high-quality

inputs.

3.3.2 Microbial Growth Dynamics

The microbial concentration, X (¢), grows over time as the consumption of the substrate fuels microbial

proliferation [129]. The rate of microbial growth is described by the following equation:

dX(t) _ pmaxS(t)
dt  Kg+S(t)

Equation (3.2) demonstrates the direct relationship between microbial growth and substrate avail-

X(h). (3.2)

ability. Higher substrate concentrations result in faster microbial growth, while limited substrate avail-
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ability leads to a reduction in growth. By continuously transmitting real-time measurements of S(t) and
X (t), the IoBNT framework enables the PINN model to adaptively optimize microbial proliferation in

response to fluctuating nutrient conditions.

3.3.3 Loss Functions

The PINN employs several components in its loss function to ensure it fits observed data accurately
while also obeying Monod kinetics, which describe microbial growth. This means the model does
not just learn from raw data, it also respects the known scientific relationships that govern the sys-
tem. By balancing both data-fitting and theoretical constraints, the PINN achieves high predictive
accuracy without violating the established kinetics rules. This loss function integrates both data-driven
and physics-based elements, enabling a balance between empirical precision and adherence to phys-
ical principles. The data-driven loss Ly, focuses on reducing the differences between observed and

predicted values for S(¢) and X (), ensuring the model remains closely aligned with real-world data:

1 & N2 N2
faw =5 2 (50 -50) + (0 - %)), 63)
where S;(t) and X;(t) represent the observed substrate and microbial concentrations, while S;(t) and
X ;(t) denote their corresponding predicted values. The physics-based 10ss Lpnysics ensures adherence to

Monod kinetics by penalizing any deviations from the governing equations:

Lphysics = %; (%}Et) + %M(‘g(t)))%(t))

) 9 3.4)
+ (dfl—f“ - u<3<t>>X<t>) ,

where (S(t)) = ?;Ti((tt)) represents the Monod-based growth rate as a function of the predicted sub-
strate concentration. This term ensures that the model’s predictions remain consistent with the physical
principles governing microbial growth and substrate utilization. The total loss function, Ly, inte-
grates all components, including terms for initial and boundary conditions, creating a comprehensive

and robust optimization framework:

['total = Adatacdata + )\physics/:physics ( 3 5)

+>\initial Einitial + )\boundaryﬁboundary .

The weights Agaa, Aphysics> Ainitial, aNd Apoundary T€gulate the relative importance of each loss com-

ponent. This combined loss function enables the model to maintain high predictive accuracy while
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adhering to physical laws and aligning with empirical observations.
The proposed multi-model PINN framework incorporates three types of NN architectures: FCNN,
ResBlock NN, and RNN. These architectures are detailed in this section. For all the models, the same

loss function, as defined in (3.2), is utilized to ensure consistency across the framework.

3.3.4 Architecture of FCNN-PINN

This section provides a detailed description of the FCNN architecture within the proposed framework,
along with the associated training algorithm [130, 131, 132]. Fig. 3.2 shows the architecture of the
proposed PINN using FCNN. The input layer for each proposed architecture includes three primary
variables obtained from the IoBNT system: time ¢, substrate concentration S(t), and microbial concen-
tration X (¢). Additionally, the feedback from the loss function is included as an input in the first layer,
enabling dynamic adjustments based on the optimization process. This combination of inputs captures
both the temporal and biochemical states of the system. The inputs are then passed through a series
of hidden layers with varying configurations depending on the specific architecture. Details of these
configurations are provided in the subsequent sections.

The output layer produces predictions for the substrate and microbial concentrations, denoted as
S (t) and X (t), respectively. To enforce adherence to the underlying physical laws, the model uses

dS(t) dX(t)
~a and =5~

ical for ensuring that the predicted dynamics align with the governing equations, maintaining both

automatic differentiation to compute derivatives, such as . These derivatives are crit-
empirical accuracy and physical consistency. The FCNN processes input data x(t) € R?, where
x(t) = [S(t), X(t)]", through hierarchical transformations in multiple layers. The input layer maps

x(t) into a higher-dimensional feature space [130, 133]:
A0 = tanh (Winpu () + binput) (3.6)

where Wippu € RPwxDPr and binput € RP» are the weights and biases of the input layer. The network

includes two groups of three hidden layers, where each hidden layer [ performs the transformation:
A = tanh (WORD +0) 1 =1,... n, (3.7)

where W ¢ RP»*Pr and b € RP». The nonlinear activation function tanh is applied element-
wise. Finally, the output layer maps the hidden representation to the predicted substrate and microbial

concentrations:

S(t+1)

P Woutput 1'% + bouput, (3.8)

where Woupu € RPn*Dou and boutput € RPo are the output weights and biases, respectively.
Training algorithm: The training algorithm minimizes the total loss function Ly, which has been
previously defined, by iteratively updating the model parameters. The key steps in the training process

are as follows:
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Figure 3.2: Architecture of the PINN with FCNN.

Forward pass: The forward pass propagates the input x(t) through the network layers as defined
by (3.6), (3.7), and (3.8), producing predictions S (t +1) and X (t +1). Automatic differentiation

computes the predicted time derivatives:

- 7 - , (3.9)

Backward pass: The backward pass computes gradients of the total loss L, with respect to the

network parameters. For each layer, the gradients are calculated using backpropagation:

0 ﬁtotal l I-1T a‘Ctotal )
e SOREDT oul _ (1) (3.10)

where 51 is the error term propagated backward:
60 = (WEDTSED) @ tanh'(20), 2O = wORITD 50, (3.11)

Physics-informed constraints: The physics-based constraints, derived from Monod kinetics, are

enforced during training:

dS(t) _ pmaS() X(H)  dX(t)  pmaxS(t)
dt ~ Kg+St) Y ' dt  Kg+S(t)

X(1). (3.12)

These constraints guide the network’s predictions to remain consistent with the governing biochemical

processes.
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Parameter update: The model parameters © = {Winpu, WO, Wouputs binputs 0V, bouput + are updated

using gradient-based optimization:
0 = 0" — Ve L, (3.13)

where 7 is the learning rate, and £ is the iteration index.
Iterative training: The network is trained iteratively for a fixed number of epochs Nepochs. During

each epoch, the total loss L, is minimized:
m@ln Ltotal- (3. 14)

The training process ensures that the model accurately predicts microbial and substrate dynamics while

adhering to the Monod kinetics.

3.3.5 Architecture of ResBlock-PINN

The proposed ResBlock within the PINN framework introduces skip connections to alleviate the van-
ishing gradient problem and improve gradient flow during training [134, 135, 136]. This architecture
efficiently models complex nonlinear relationships while adhering to the physical constraints defined
by Monod kinetics. Fig. 3.3 demonstrates the use of residual connections to enhance the learning of
microbial and substrate dynamics. The ResBlock NN comprises a series of residual blocks, each con-
taining two dense layers and a skip connection. Let the input to the i-th residual block be z; € R%. The
output of the residual block is defined as [137, 138, 139]:

Tiv1 = 2 + F(2;;0;), (3.15)

where F'(z;; ©;) represents the transformation applied by the dense layers in the i-th block, parameter-

ized by weights and biases ©,. The transformation F'(z;; ©;) is given by:
F(2i;0;) = 0 (Wipo(Wiazi + bia) + bi2), (3.16)

where W, 1, W, 2 € R%*4 are weight matrices, bi1,bi2 € R¢ are biases, and ¢ is the activation function,
such as tanh. The network output y for an input x is computed by sequentially passing the input through

the residual blocks and a final output layer:
y = Wowr + bo, (3.17)

where 1, is the output of the last residual block, and W, € R?*2 b, € R? are the weights and biases of
the output layer.
Training algorithm for ResBlock in PINN framework:

The ResBlock NN is trained by minimizing the total loss L., which combines data-driven, physics-
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Figure 3.3: Architecture of the proposed PINN-ResBlock.

Forward pass and residual block computation:

During the forward pass, the input z is propagated through each residual block:
Tiv1 = I + F(l’l, @z>7 (318)

where F'(x;; ©;) is computed as in (3.16). The final network output is computed using (3.17). For

physics-based constraints, automatic differentiation is used to compute the time derivatives 450 and

dt
dX(t)
dt ’

ensuring consistency with Monod kinetics:

A A

dS(t) _ fwax g) (t), dX(t) _ fimax f) X(). (3.19)

dt Kg+S(t) Y dt Kg+S(t)

Backward pass and gradient computation:

The gradients of the total loss L, With respect to the network parameters are computed using
backpropagation. The gradient of the loss with respect to the weights of the i-th residual block is given
by:

OLyotal d 0Lt Orip1  OF(2450;)

= 3.20
8Wi,k =1 E)xiﬂ aF(ZL‘,, @Z) 8W1,k ’ ( )

where £ = 1, 2 denotes the layer index within the residual block.
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The chain rule is used to compute the gradient with respect to x; recursively:

aﬁtotal aActotal OF(xZ, @z)
= A+ —= 3.21
(%i 8x,~+1 + 0@ ’ ( )
where [ is the identity matrix, and % is computed as:
B e Wiho'(z), (3.22)
with Zi = WZ‘JZL'Z‘ -+ bi71.
Parameter updates:
The parameters © = {W, ¢, b; ., W, b, } are updated using gradient descent:
Ot =0 — Ve L, (3.23)

where 7) is the learning rate, and £ is the iteration index.

Iterative training with physics constraints:

The ResBlock NN iteratively optimizes L, While enforcing Monod kinetics (3.19). The algorithm
repeats forward and backward passes for a predefined number of epochs Nepocns, €nsuring convergence
to the optimal solution:

m@%n Liotal (3.24)

3.3.6 Arctecture of RNN-PINN

The integration of RNNs within PINNs enables the modeling of dynamic systems by leveraging the
temporal sequence learning capability of RNNs alongside the physics-based constraints of PINNG,
providing a robust framework for solving time-dependent partial differential equations and forecast-
ing complex behaviors [140, 141]. RNN within the proposed PINN framework leverages its temporal
modeling capabilities to capture dynamic relationships between substrate and microbial concentrations.
Fig. 3.4 illustrates the integration of sequential processing with physics-based modeling for predicting
microbial and substrate dynamics. An RNN processes input data sequentially by updating a hidden

state h(t) at each time step. The hidden state at time ¢ is computed using the equation [142, 143]:
h(t) = o (Wyh(t — 1) + Wox(t) + by) , (3.25)

where h(t) € R is the hidden state vector, h(t — 1) is the hidden state from the previous time step,
W, € R%**dn ig the recurrent weight matrix, W, € R%xdr is the input weight matrix, b, € R is
the bias vector, and ¢ is the activation function, such as tanh. The input vector z(t) = [S(t), X (¢)]"
represents substrate and microbial concentrations at time ¢, where S(t) and X (¢) are the substrate and
microbial concentrations, respectively.

The output of the RNN, representing the predicted substrate and microbial concentrations at the
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Figure 3.4: Architecture of PINN-RNN.
next time step, is given by:
S(t+1)
o = W,h(t) + b,, (3.26)
X(t+1)

where W, € R%*?2 is the output weight matrix, and b, € R? is the output bias vector. The RNN
sequentially propagates information through time, enabling it to model dynamic dependencies.

Training algorithm:

The training process minimizes the total loss L, combining data-driven, physics-based, initial
condition, and boundary condition losses. The algorithm involves forward propagation, gradient com-
putation, and parameter updates.

Forward pass and hidden state propagation:

During the forward pass, the RNN computes hidden states for all time steps ¢t = 1,2,...,7 using
the recurrence relation:

h(t) = o (Wrh(t — 1) + Wox(t) + by) . (3.27)

The predicted substrate and microbial concentrations for the next time step are obtained as:

S(t+1)

— W,h(t) +b,. 3.28
X(t+1) e+ (:28)
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d8() ;4 4K

Automatic differentiation is employed to calculate the time derivatives = T

required for
enforcing physics-based constraints [144, 145, 146].

Backward pass and gradient computation:

The gradients of the total loss with respect to the hidden states are computed iteratively using the

chain rule. For each time step ¢, the gradient is given by:

Lo Ol OS(t+1)  OLga OX(t+1)

= — + == , (3.29)
oh(t)  aS(t+1) Oh(t) OX(t+1) Oh(t)
where 8*255(;1) — Wi and 8)5}%31) = W, with W and Wi being rows of W, corresponding

to substrate and microbial predictions, respectively. Backpropagation Through Time (BPTT) is used
to compute gradients for all time steps. The gradient of the hidden state at time ¢ — 1 is calculated

recursively as:
a£t0t31 o aﬁtotal ah<t)

Oh(t—1)  Oh(t) Oh(t—1) (3.30)

where:

ahi?@n =o' (2(t))Wh,  z(t) = Wyh(t — 1) + Waa(t) + bp. (3.31)

Parameter updates:

The gradients with respect to the RNN parameters © = {W,,, W, W,,, by, b,} are computed as:

DL = Lo OR(t)  OR(1)

_ !/ - T
ow, — On(t) oW, oW, =o'(z(t))h(t—1)", (3.32)

Ol o= OLuow OR(t)  Oh(t)

- =o' (z()z(t)" 3.33
oW, ~ 2= ahin) ow," ow, ¢ WD -3
8»Ctotal a a'Ctotal T a£total aEtotal
= h(t . 3.34
oW, t=1 Oh(t) o Z:: ( :
The parameters are updated using gradient descent:
O = 0" — VoL, (3.35)

where 7 is the learning rate and k£ denotes the iteration index.
Integration with physics-informed constraints:

The physics-based constraints are enforced by ensuring predictions adhere to Monod kinetics:

s B pmaxS X dX pimaS

@ = 2 3.36
dt K¢+ SY'  dt K¢+ S (3.36)
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The time derivatives %ff) and d);—ft) are computed using automatic differentiation:

dS(t) 0S(t) On(t) dX(t) 0X(t) Oh(t)
dt — On(t) ot ' dt  Oh(t) ot

(3.37)

Iterative optimization:
The forward and backward passes are repeated for a predefined number of epochs Nepochs, €nsuring
convergence to the optimal parameters:
m@in Liotal - (3.38)

This training algorithm integrates the sequential modeling capabilities of RNNs with the physics-
informed framework, ensuring temporal dependencies and physical consistency are simultaneously cap-

tured.

3.4 Simulation Settings and Evaluation Metrics

3.4.1 Evaluation Metrics for Model Accuracy and Convergence

To comprehensively evaluate the accuracy and convergence of the proposed framework, key statisti-
cal metrics are employed, including Root Mean Squared Error (RMSE) [147], Mean Absolute Error
(MAE) [148], and the Coefficient of Determination (R?) [149]. These metrics provide quantitative
insights into the alignment between predicted and observed values and ensure the robustness of the
training process. RMSE is a widely used metric that quantifies the square root of the average squared

difference between the observed values y; and the predicted values ;.

n

! .
RMSE = , | - =02 3.3
=D (i) (3:39)

=1

where n represents the total number of data points. A lower RMSE value indicates smaller deviations
and better model performance. RMSE emphasizes larger errors more than smaller ones, making it
particularly sensitive to outliers. MAE provides a straightforward measure of the average magnitude of

errors between observed values y; and predicted values ;:
MAE—lzn:| i (3.40)
n i=1 e '
Unlike RMSE, MAE treats all errors equally, offering a more robust metric in cases where large errors

might unduly influence RMSE. R? evaluates the proportion of variance in the observed data y; that is

explained by the predicted values ;.

(3.41)

Page 76 of 159



3.4. SIMULATION SETTINGS AND EVALUATION METRICS

where ¢ is the mean of the observed values. An R? value close to 1 signifies that the model effectively
captures the variability in the data, whereas values near 0 indicate poor predictive performance. These
metrics are computed at regular intervals during training to monitor the model’s convergence and pre-
dictive accuracy. RMSE quantifies the overall prediction error, providing a holistic measure of model
performance and MAE gives an interpretable measure of average error, highlighting the model’s general
reliability. In addition, R? reflects the goodness of fit, ensuring the model aligns with the underlying
data trends. A successful training process is characterized by a decreasing trend in RMSE and MAE,

alongside an increasing R? value [150].

3.4.2 Simulation Settings

Multi-model designs inherently allow for the specialization of each sub-model to address specific as-
pects of a problem. Hence, this modularity fosters flexibility and adaptability and enables the frame-
work to capture complex, heterogeneous dynamics that a specific architecture might fail to model ef-
fectively. Moreover, a multi-model framework overcomes the limitations of a unified architecture by
offering a suitable model against sparse or noisy data, which optimizes computational efficiency and
improves scalability for complex processes and systems. These attributes make the proposed multi-
model PINN frameworks particularly suited for real-time predictive monitoring and DT applications,
where precision and reliability are paramount. Therefore, the use of multi-model architectures within
the [oBNT-PINN framework is not merely an extension of capability but a strategic enhancement that
ensures the framework’s effectiveness and adaptability for complex, multidisciplinary challenges.
Additionally, accurate and reliable measurements are critical in all ML models, particularly for ro-
bust predictive monitoring in industrial and commercialized applications [151, 152]. The PINN frame-
works are inherently adept at addressing challenges associated with sparse or noisy measurements,
compensating for many limitations of traditional NNs. However, achieving optimal performance ne-
cessitates the careful selection of architectures that align with the specific problem at hand. This high-
lights the importance of employing a multi-model framework, which allows for the specialization of
sub-models to address different aspects of complex systems, thereby enhancing adaptability and accu-
racy. To illustrate the rationale behind this approach, this study evaluates the proposed framework using
two distinct scenarios, each tailored to specific framework settings. Thus, the exploration of scenario-
specific methodologies within the proposed framework underscores its adaptability and applicability
for diverse academic and industrial applications. By leveraging the strategic advantages of a multi-
model framework, this approach empowers researchers and practitioners to address multidisciplinary

challenges effectively.

3.4.3 Scenario 1

The hypothesis underpinning scenario 1 is that the type of NN integrated within the PINN framework
can compensate for measurement inaccuracies or enhance adaptability to nonlinear systems, regardless

of the specific NN architecture. Additionally, this scenario investigates whether the relative weights
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assigned to loss functions significantly impact the performance of different architectures for the same
system. In this scenario, two integrated architectures, FCNN-PINN1-1 and RNN-PINNI1-1, are devel-
oped and analyzed. These methods aim to examine the roles of feedforward and recurrent paradigms
when embedded within the PINN framework for solving complex problems. Each architecture is con-
figured with distinct weight settings for its loss functions, reflecting different emphases on data accuracy
versus the incorporation of physics-based constraints, as detailed in Table 3.1.

The FCNN-PINN1-1 configuration prioritizes data-driven learning, with the loss function weights
defined as Agaa = 1.0, Aphysics = 0.5, Ainiiar = 0.5, and Apoungary = 0.5. This setup evaluates the
ability of the FCNN-PINNI-1 framework to rely on measurement data while maintaining minimal
dependence on physical laws. Such an arrangement is particularly suited for systems where high-
quality measurement data are available, and the physics may not be fully understood or are of secondary
importance. Conversely, the RNN-PINN1-1 configuration is tailored for scenarios where data may be
sparse or noisy, but the governing physics are well-established. The weights in this case are A\gy, = 1.0,
Aphysics = 10.0, Ainiar = 10.0, and Apoungary = 40.0, indicating a strong emphasis on incorporating
physics, initial conditions, and boundary constraints into the training process. This setup assesses the
robustness of the RNN-PINN1-1 framework in leveraging well-defined physics to compensate for data
limitations. The configurations of these methods and their corresponding weights are summarized in
Table 3.1.

3.4.4 Scenario 2

In contrast to the hypothesis in the first scenario, where the focus was on demonstrating the ability of the
PINN framework to compensate for weaknesses in measurements and physical complexities, scenario
2 emphasizes the importance of NN architecture in data analysis and processing. While PINNs are
inherently capable of handling sparse or noisy data due to their integration of physics-based constraints,
the choice of NN architecture significantly impacts performance. Specific architectures can exhibit
unique strengths and limitations, making them suitable for particular applications. This realization
underpins the feasibility and relevance of employing a multimodal framework in this scenario. In
scenario 2, the framework is extended to evaluate and challenge the most suitable NN architectures
within the PINN framework. These include FCNN-PINN2-1, ResBlock-PINN2-1, ResBlock-PINN2-
2, RNN-PINN2-1, and RNN-PINN2-1. This comprehensive analysis ensures that the framework’s
applicability is tested across a broad spectrum of scenarios, enabling a deeper understanding of its
capabilities and limitations. Furthermore, the configurations for this scenario align closely with insights
derived from the literature, enhancing their scientific relevance to specific applications.

Table 3.2 provides the numerical settings and training configurations for the methods analyzed in
scenario 2. The selection of loss weights and NN structures reflects their intended applications and ex-
pected performance in modeling complex systems. The loss weights for the different methods were cho-
sen to balance the contributions of data consistency, adherence to physical laws, and the enforcement of

initial and boundary conditions. For example, FCNN-PINN2-1 utilizes higher weights (Aphysics = 10.0,
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Aboundary = 40.0) to ensure robust adherence to physical constraints, making it well-suited for applica-
tions where precise physical modeling is critical. Conversely, RNN-PINN2-2 employs lower weights
(Aphysics = 0.5, Apoundary = 0.5) to prioritize adaptability in scenarios with less stringent physical re-
quirements. ResBlock-PINN2-1 and ResBlock-PINN2-2 incorporate residual blocks to enhance train-
ing efficiency and generalization. ResBlock-PINN2-2, for instance, uses higher Ajpysics = 10.0 and
Aboundary = 20.0 compared to ResBlock-PINN2-1, aligning its architecture with applications demanding
greater physical fidelity. RNN-PINN2-1, with a single recurrent layer, balances simplicity and capabil-
ity for temporal data processing, while RNN-PINN2-2 adopts a lighter configuration to accommodate
scenarios requiring faster adaptability.

Table 3.1: Numerical settings and training configurations for the first scenario using PINN methods

Method Configuration Details

FCNN-PINN1-1 Initial Conditions: Sy = 10.0, Xy = 1.0

Model Parameters: ji.c = 0.4, Kg = 0.5, Y = 0.6

Loss WeightS: )\dala = 107 )‘physics = 057 )\inilial = 057 Aboundary =05

Neural Network: Input 60 neurons (tanh); 2 groups of 3 hidden layers (60 neurons each);
Output 2 neurons

RNN-PINN1-1 Initial Conditions: Sy = 10.0, Xy = 1.0

Model Parameters: (i,,x = 0.4, Ks =0.5, Y =0.6

Loss Weights: )\dala = 1.07 )\physics = 10.0, )\iniﬁal = 10.0, )\boundary =40.0
Neural Network: Single RNN layer (60 units, t anh); Output 2 neurons

3.4.5 Dataset

Similar to recent studies [153, 154, 155, 156] that leverage the governing equations of the systems
for training and evaluating purposes, we utilized synthetic data derived from solving the ODEs of the
Monod model. This dataset comprehensively represents microbial and substrate concentrations over
time. It includes time points, as well as corresponding substrate and microbial concentrations. A data
loss term reduces errors relative to the synthetic training data, while a physics loss term enforces com-
pliance with the Monod model’s differential equations governing microbial growth. Additionally, initial
and boundary losses ensure consistency with initial conditions and apply constraints on the maximum
microbial concentration.

In total, the curated dataset includes 100 temporally distributed samples for each species, result-
ing in 200 one-dimensional records reflecting substrate and microbial concentrations. Additionally, a
10,000-element spatiotemporal dataset (100 points in time by 100 points in space) is generated for both
species, yielding four features: time, space, substrate concentration, and microbial concentration. Each
data record in both subsets aligns with Monod-based reaction kinetics, thereby preserving consistency

with the underlying biological interaction dynamics.
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Table 3.2: Numerical settings and training configurations for the second scenario using PINN methods

Method Configuration Details

FCNN-PINN2-1 Initial Conditions: Sy = 10.0, Xy = 1.0

Model Parameters: jiy.x = 0.4, Kg =0.5, Y =0.6

Loss Weights: \juo = 1.0, Aphysics = 10.0, Ainial = 10.0, Apoundary = 40.0

Neural Network: Input 60 neurons (t anh); two groups of 3 hidden layers (60 neurons
each); Output 2 neurons

ResBlock-PINN2-1 Initial Conditions: Sy = 10.0, Xy = 1.0

Model Parameters: (i, = 0.4, Kg =0.5, Y =0.6

Loss Weights: /\data = 1.0, /\physics = 50, )\initial = 50, Aboundary =10.0

Neural Network: Input 60 neurons (t anh); 2 residual blocks (2 layers of 60 neurons each);
Output 2 neurons with skip connections

ResBlock-PINN2-2 Initial Conditions: Sy = 10.0, Xy = 1.0

Model Parameters: ima.x = 0.4, K5 =0.5, Y =0.6

Loss Weights: Agaa = 1.0, Aphysics = 10.0, Ainigar = 10.0, Apoundary = 20.0

Neural Network: Input 60 neurons (t anh); 2 residual blocks (2 layers of 60 neurons each);
Output 2 neurons with skip connections

RNN-PINN2-1 Initial Conditions: Sy = 10.0, Xy = 1.0

Model Parameters: p,,x = 0.4, Ks =0.5, Y =0.6

Loss Weights: \ja = 1.0, Aphysics = 1.0, Ainical = 1.0, Apoundary = 1.0

Neural Network: Single RNN layer (60 units, t anh); Output 2 neurons
RNN-PINN2-2 Initial Conditions: Sy = 10.0, Xy = 1.0

Model Parameters: p,,x = 0.4, Ks =0.5, Y =0.6

Loss Weights: /\data = 1.0, /\physics = 05, )\iniﬁal = 05, Aboundary =0.5

Neural Network: Single RNN layer (60 units, t anh); Output 2 neurons

3.5 Performance Evaluation

3.5.1 Performance Evaluation in Scenario 1

This chapter presents the simulation results for the first scenario, focusing on the performance of FCNN-
PINN1-1 and RNN-PINN1-1 in estimating substrate and microbial concentrations compared to the
physical model.

Convergence Loss and Training of Scenario 1

This section analyzes the convergence loss and training dynamics of the proposed FCNN-PINN1-1 and
RNN-PINNI-1 architectures within scenario 1. As shown in Fig. 3.5(a), the convergence of FCNN-
PINN1-1 demonstrates a relatively stable behavior, with all loss components, including data, physics,
initial, and boundary losses, gradually decreasing. However, the dominance of data loss in the total loss
indicates the framework’s reliance on high-quality measurement data to achieve meaningful predictions.
This reliance suggests that FCNN-PINN1-1 struggles to integrate physics-based constraints effectively
when measurements are sparse or noisy. In contrast, Fig. 3.5(b) reveals significant challenges in train-
ing RNN-PINNI-1. While the architecture exhibits better alignment with general trends in substrate

and microbial concentrations, the convergence of its physics loss plateaus, indicating difficulty in inte-
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grating physical and boundary constraints during training. This limitation highlights RNN-PINN1-1’s
overreliance on measured data and its inability to generalize robustly to nonlinear dynamics. Because
it focuses heavily on fitting the measured data, the model effectively “memorizes” these observations
without adequately balancing them against the physical equations, which causes the physics-informed
loss to plateau. This imbalance hinders the ability of the network to generalize in the presence of non-
linear dynamics that lead to less accurate oscillatory predictions once it ventures beyond the specific

data points on which it has been trained.
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Figure 3.5: Convergence loss for scenario 1. (a) FCNN-PINN1-1 model losses (Total Loss, Data Loss, Physics
Loss, Initial Loss, Boundary Loss); (b) RNN-PINN1-1 model losses.

Furthermore, the model’s predictions are marred by oscillations and deviations, undermining its
capability for accurate modeling. These findings underscore the limitations of both architectures in the
first scenario. The boundary loss is negligible compared to the other loss terms and thus remains unde-
tectable in this figure. The FCNN-PINN1-1 framework fails to balance physical laws with data-driven
learning, while the RNN-PINN1-1 model struggles with constrained integration. Such observations
emphasize the need for hybrid architectures or tailored frameworks to address sparse data, nonlinear

dynamics, and physical constraints effectively.
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Performance Analysis of Scenario 1

Fig. 3.6(a) depicts the substrate concentration (i.e., Sub. Con.) predicted by FCNN-PINNI-1 and
compares it to the physical model. The prediction shows an unrealistic rapid depletion of substrate,
even reaching negative values. This behavior reflects poor robustness and a lack of adherence to phys-
ical constraints, indicating that FCNN-PINNI1-1 struggles with overfitting or fails to incorporate the
temporal dynamics needed for accurate predictions. Accordingly, Fig. 3.6(b) presents the microbial
concentration (i.e., Mic. Con.) estimated by FCNN-PINNI1-1 relative to the physical model. The
model predicts an unrealistic sharp initial growth followed by incorrect saturation dynamics. Fig. 3.6(c)
shows the performance of RNN-PINN1-1 in estimating substrate concentration compared to the phys-
ical model. The predicted curve exhibits significant oscillations and instability, failing to match the
smooth depletion trend observed in the physical model. This deviation indicates that RNN-PINNI1-1
struggles to handle the temporal dynamics of the system effectively, because limitations in capturing
long-term dependencies and noise.

In addition, Fig. 3.6(d) illustrates the microbial concentration estimated by RNN-PINN1-1 along-
side the physical model. The predicted microbial growth shows an initial underestimation and later
diverges from the expected saturation behavior. Moreover, Fig. 3.7(a) represents the substrate con-
centration derived from the physical model, which acts as the target behavior for this scenario. The
substrate concentration decreases predictably as microbial activity consumes the substrate. In addi-
tion, Fig. 3.7(c) and Fig. 3.7(e) show predictions by FCNN-PINN1-1 and RNN-PINN1-1, respectively.
FCNN-PINNI1-1 displays an evident inability to maintain the expected concentration trajectory, partic-
ularly during the early phases. On the other hand, RNN-PINNI1-1 fares better in capturing the general
trend but introduces temporal inconsistencies, overestimating the substrate at specific intervals. Both
architectures struggle with sparse data and physical constraints, revealing significant limitations in their
ability to model biochemical interactions effectively. These findings emphasize the necessity for en-
hanced architectures and regularization techniques to ensure robustness.

Furthermore, Fig. 3.7(b) depicts microbial concentration as predicted by the physical model, char-
acterized by an initial exponential growth followed by stabilization. This behavior results from the
microbial system’s saturation effects as substrate availability decreases. Similarly, Fig. 3.7(d) and
Fig. 3.7(f) show the microbial concentration predicted by FCNN-PINN1-1 and RNN-PINNI-1, respec-
tively. FCNN-PINNI1-1 shows significant discrepancies, particularly during the growth phase, under-
estimating microbial activity due to its limited capacity to model sequential dependencies. In contrast,
RNN-PINNI-1 slightly improves temporal tracking but fails to stabilize predictions, demonstrating
oversensitivity to minor variations in sparse data. These inaccuracies highlight the NNs’ shortcomings
in handling intricate temporal patterns and constraints, suggesting the need for more advanced recurrent
mechanisms or hybrid PINN architectures.

In addtion, Tables 3.3 and 3.4 reveal the challenges of using inappropriate architectures for PINN
implementations in scenario 1. Both FCNN-PINN1-1 and RNN-PINN1-1 demonstrate significant lim-

itations due to a mismatch between their architectural strengths and the requirements of this problem.
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Figure 3.6: The performance of FCNN-PINN1-1 and RNN-PINNI1-1 compared to the physical model in scenario
1; (a) Substrate concentration (Sub. Con.) estimated by FCNN-PINN1-1 and the physical model; (b) Microbial
concentration (Mic. Con.) predicted by FCNN-PINN1-1 and the physical model; (c) Substrate concentration esti-
mated by RNN-PINN1-1 alongside the physical model; (d) Microbial concentration predicted by RNN-PINN1-1
compared to the physical model.

These shortcomings highlight why the choice of architecture must align with the system’s nature to
achieve robust DTs. FCNN-PINNI1-1 primarily emphasizes system dynamics through its architecture,
often neglecting measured data trends. While it starts with a lower initial total loss (77.06) due to its
adherence to physical equations, its performance deteriorates during training, as shown by the high
final total loss (1.30 x 10%) and data loss (9.68 x 10'). The model fails to balance measured data
with governing equations, resulting in poor predictive accuracy, reflected in the highly negative R?
value (—8.23). This inability to adapt to temporal dependencies renders FCNN-PINN1-1 unsuitable for
capturing dynamic system behavior.

RNN-PINNI-1, designed for sequential data, relies heavily on measured data to capture temporal
dynamics. However, microbial and substrate growth is governed by well-defined PDEs, requiring a
balance between data fidelity and system dynamics. While RNN-PINN1-1 achieves a lower final RMSE
(4.74) compared to FCNN-PINN1-1 (9.84), its R? value remains negative (—1.15), indicating poor
generalization and divergence from the true solution. This is further supported by high initial total loss
(1053.41) and significant final physics loss (4.09 x 10°), demonstrating that RNN-PINN1-1 struggles to
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Figure 3.7: 2D contour plots of substrate and microbial concentrations for scenario 1. (a) Target substrate con-
centration from the physical model; (b) Target microbial concentration from the physical model; (c) Substrate
concentration estimated by FCNN-PINNI1-1; (d) Microbial concentration estimated by FCNN-PINN1-1; (e) Sub-
strate concentration estimated by RNN-PINN1-1; (f) Microbial concentration estimated by RNN-PINN1-1.

integrate system dynamics effectively, particularly for unseen scenarios. The results demonstrate that
neither architecture achieves the balance required for successful digital twinning in microbial growth
modeling. RNN-PINN1-1’s over-reliance on measured data sacrifices adherence to PDE constraints,
while FCNN-PINN1-1’s focus on dynamics neglects data trends. For robust digital twinning, hybrid
architectures or carefully tuned loss functions are essential to integrate measured data and physical laws

effectively, enabling accurate and generalizable predictions in dynamic systems.

Analysis of the First Hypothesis

The results from scenario 1 contradict the hypothesis that NN architectures within the PINN framework
can universally compensate for measurement inaccuracies or nonlinear system complexities, irrespec-
tive of the specific architecture. Both FCNN-PINN1-1 and RNN-PINN1-1 demonstrated significant
limitations in capturing the underlying dynamics of the biochemical system, challenging the validity of
this assumption. Firstly, FCNN-PINNI1-1, which prioritizes data-driven learning, exhibited poor adher-
ence to physical constraints. The predictions of substrate and microbial concentrations, as illustrated
in Figs. 3.6(a) and 3.6(b), were unrealistic, with substrate concentrations reaching negative values and
microbial growth curves displaying incorrect saturation dynamics. The inability of FCNN-PINN1-1 to
incorporate physics-informed constraints into its predictions, even with appropriate loss weights, un-
derscores the inadequacy of its architecture for systems heavily reliant on physical laws. Moreover,

the consistently high total and physics losses observed in Fig. 3.5(a) highlight its failure to balance
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measured data and governing equations, resulting in poor predictive performance.

3.5.2 Performance Evaluation in Scenario 2
Convergence and Training Process of Scenario 2

Fig. 3.8 illustrates the convergence of total loss and its components, data loss, physics loss, initial loss,
and boundary loss, across the five PINN architectures during training. Fig. 3.8 highlights the strengths
and limitations of each method in balancing these components over epochs to achieve convergence. To
begin with, Fig. 3.8(a) depicts the convergence behavior of FCNN-PINN2-1. The total loss decreases
steadily over epochs, which demonstrates effective optimization of all loss components. However, it is
evident that the physics loss and boundary loss exhibit minor fluctuations even in later epochs. This
behavior suggests that while FCNN-PINN2-1 is effective, its absence of residual connections limits its
ability to achieve complete stability in training, particularly when compared to ResBlock architectures.
In contrast, Fig. 3.8(b) shows ResBlock-PINN2-1, which converges more efficiently than FCNN-PINN.
The physics and boundary losses stabilize early in the training process, largely due to the residual con-
nections that enhance gradient flow and improve optimization. This efficient convergence underscores
the model’s capability to balance all loss components effectively while maintaining stability throughout

training.

Table 3.3: Loss components across methods in scenario 1 for estimating microbial and substrate concentrations

Metric FCNN-PINN1-1 | RNN-PINN1-1
Total Loss (Initial) 77.06 1053.41
Total Loss (Final) 1.30 x 10? 6.52 x 10!
Data Loss (Initial) 26.56 36.77
Data Loss (Final) 9.68 x 10! 2.25 x 10!
Physics Loss (Initial) 1.29 x 1072 6.643 x 1071
Physics Loss (Final) 5.96 x 10! 4.09 x 10°
Initial Loss (Initial) 101.00 101.00
Initial Loss (Final) 7.80 x 10° 1.78 x 107!

Table 3.4: Summary of RMSE, MAE, and R2 metrics in the first case scenario

Metric FCNN-PINN1-1 | RNN-PINN1-1
RMSE (Initial) 4.70 6.02
RMSE (Final) 9.84 4.74
RMSE (Average) 10.13 5.24
MAE (Initial) 3.78 5.34
MAE (Final) 7.99 3.98
MAE (Average) 8.39 4.50

R2 (Initial) —1.11 —2.45

R? (Final) —8.23 —1.15

R? (Average) —8.83 —1.64
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Moreover, Fig. 3.8(c) presents ResBlock-PINN2-2, which achieves the most stable and rapid con-
vergence among all architectures. Within the initial 2,000 epochs, the total loss decreases significantly
and remains steady afterward. Both the physics and boundary losses show minimal fluctuations, re-
flecting strict adherence to the physical model. This superior performance is attributed to the higher
weights assigned to these components (Aphysics = 10.0, Apoundary = 20.0), making ResBlock-PINN2-
2 the most reliable and precise method. On the other hand, Fig. 3.8(d) illustrates the convergence
behavior of RNN-PINN2-1. While the total loss decreases steadily, the physics and boundary losses
fluctuate more than in ResBlock-based architectures, especially in later epochs. This behavior reflects
the lightweight recurrent structure’s focus on computational efficiency, which comes at the cost of re-
duced stability. Thus, RNN-PINN2-2 is better suited for scenarios where speed is prioritized over strict
physical fidelity.

Finally, Fig. 3.8(e) demonstrates the convergence of RNN-PINN2-2. Compared to other architec-
tures, it shows slower and less stable convergence. Due to the minimal weighting of physics in training,
the RNN architecture invests fewer resources in upholding consistent dynamics over time. Although the
total loss decreases gradually, the physics and boundary losses exhibit significant fluctuations through-
out training. Low penalty factors on these terms permit ephemeral improvements while ignoring stabil-
ity, causing recurrent oscillations in performance measures over time. This can be explained by the very
low weights assigned to these components (Aphysics = 0.5, Apoundary = 0.5), which reduce the emphasis
on strict physical adherence.Insufficient enforcement of physical laws allows data-driven elements to
dominate, diminishing the network’s fidelity to underlying governing principles over time. Therefore,
RNN-PINN2-2 emphasizes adaptability but sacrifices precision. Prioritizing flexible sequence handling
over rigorous constraints results in an architecture that tolerates larger deviations from exact solutions
during training. In summary, Fig. 3.8 highlights notable differences in the convergence behavior of the
five PINN architectures.

ResBlock-PINN2-2 achieves the most rapid and stable convergence, followed closely by ResBlock-
PINN2-1. Well-balanced loss term emphasis allows these residual architectures to incorporate physics
constraints while maintaining efficient learning progression over multiple epochs. Meanwhile, FCNN-
PINNZ2-1 performs reasonably well but exhibits slightly less stability in physical and boundary losses.
The feedforward structure’s moderate weighting scheme meets data demands, yet struggles to tightly
regulate boundary-induced numerical variations during prolonged training. In contrast, RNN-PINN2-1
and RNN-PINN2-2 demonstrate slower convergence with greater fluctuations, reflecting their focus on
adaptability and computational efficiency rather than physical fidelity. Their recurrent-based approach
flexibly fits data sequences, but de-emphasizes strict constraint matching for simplified optimization
overhead, leading to persistent instabilities. These results emphasize the trade-offs inherent in each ar-
chitecture, providing valuable insights into their suitability for specific applications. Balancing compu-
tational cost, adaptive capacity, and exactness is essential for optimizing each model’s domain-specific

performance outcome in practical deployment scenarios.
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Figure 3.8: Convergence of total loss and its components, i.e., loss, physics loss, initial loss, and boundary loss,

for five PINN architectures; (a) FCNN-PINN2-

PINN2-1; () RNN-PINN2-2.

1; (b) ResBlock-PINN2-1; (c) ResBlock-PINN2-2; (d) RNN-
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Performance and Prediction Evaluation of Scenario 2

Fig. 3.9 illustrates the results of scenario 2, presenting predictions for substrate and microbial concen-
trations across five PINN architectures, FCNN-PINN, ResBlock-PINN2-1, ResBlock-PINN2-2, RNN-
PINN2-1, and RNN-PINN2-2. Each subfigure compares the NN predictions to the physical model,
demonstrating the impact of architectural configurations and loss weight settings on their ability to
model these dynamics. To provide a comprehensive understanding of these results, the performance
of each architecture is analyzed below. To begin with, Fig. 3.9(a) shows how the FCNN-PINN2-1 ar-
chitecture accurately predicts substrate concentration, aligning closely with the physical model. This
performance is a direct result of its fully connected layers and higher loss weights for physical con-
straints (Aphysics = 10.0) and boundary conditions (Apoundary = 40.0), which enforce strict adherence to
governing equations. Furthermore, Fig. 3.9(b) illustrates that microbial concentration predictions from
FCNN-PINN2-1 maintain consistent alignment with the physical model, demonstrating its robustness
for applications that demand precise physical fidelity.

In contrast, Fig. 3.9(c) depicts the performance of ResBlock-PINN2-1 in modeling substrate con-
centration, demonstrating near-perfect agreement with the physical model. The inclusion of residual
connections enhances this architecture’s ability to stabilize training and address gradient-related chal-
lenges. Similarly, Fig. 3.9(d) illustrates how ResBlock-PINN2-1 effectively predicts microbial con-
centration, balancing physical consistency and adaptability. This performance is largely due to its
moderately weighted loss terms (Aphysics = 9.0, Apoundary = 10.0), which allow for flexibility without
compromising accuracy. Moving to ResBlock-PINN2-2, Fig. 3.9(e) highlights its enhanced perfor-
mance in modeling substrate concentration. The higher physical (Aphysics = 10.0) and boundary loss
weights (Apoundary = 20.0) enable stricter adherence to the physical model. In addition, Fig. 3.9(f) de-
picts the microbial concentration predictions from ResBlock-PINN2-2, which align closely with the
physical model. This improvement demonstrates how the combination of residual connections and
well-tuned loss weights makes ResBlock-PINN2-2 reliable for high-precision applications.

Turning to the RNN-based architectures, Fig. 3.9(g) shows how RNN-PINN2-1 predicts substrate
concentration, efficiently capturing temporal dynamics while demonstrating slight deviations from
the physical model. This performance reflects its lightweight design, which features a single recur-
rent layer and lower loss weights for physical constraints (Appysics = 1.0) and boundary conditions
(Aboundary = 1.0). Furthermore, Fig. 3.9(h) illustrates the microbial concentration predictions of RNN-
PINN2-1, which follow general trends but lack the precision of ResBlock-based architectures. Finally,
Fig. 3.9(1) demonstrates RNN-PINN2-2’s ability to model substrate concentration, emphasizing adapt-
ability over strict physical fidelity. The architecture’s very low physical (Aphysics = 0.5) and boundary
loss weights (Apoundary = 0.5) allow it to prioritize responsiveness to dynamic changes. Similarly,
Fig. 3.9(j) depicts the microbial concentration predictions of RNN-PINN2-2, which capture overall
trends effectively but exhibit reduced alignment with the physical model. This trade-off underscores
RNN-PINN2-2’s suitability for real-time applications where speed and adaptability are more critical
than strict physical consistency.
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Figure 3.9: Comparison of substrate and microbial concentration predictions across five PINN architecture,
i.e., FCNN-PINN2-1, ResBlock-PINN2-1, ResBlock-PINN2-2, RNN-PINN2-1, and RNN-PINN2-2; (a) FCNN-
PINN2-1 substrate concentration predictions; (b) FCNN-PINN2-1 microbial concentration predictions; (c)
ResBlock-PINN2-1 substrate concentration outputs; (d) ResBlock-PINN2-1 microbial concentration results; (e)
ResBlock-PINN2-2 substrate concentration alignment; (f) ResBlock-PINN2-2 microbial concentration estimates;
(g) RNN-PINN2-1 substrate concentration patterns; (h) RNN-PINN2-1 microbial concentration behaviors; (i)
RNN-PINN2-2 substrate concentration trajectories;(j) RNN-PINN2-2 microbial concentration predictions.
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Figure 3.10: Contour plots showing substrate concentration predictions across the physical model and five PINN
architectures. (a) Physical model as the reference for spatial-temporal dynamics. (b) FCNN-PINN2-1 predictions
capturing overall trends but missing finer details. (c) ResBlock-PINN2-1 predictions with improved alignment
and stability. (d) ResBlock-PINN2-2 predictions achieving near-perfect accuracy. (¢) RNN-PINN2-1 predictions

balancing trends with computational efficiency. (f) RNN-PINN2-2 predictions emphasizing adaptability over
precision.

From these results, it becomes evident that ResBlock-PINN2-1 and ResBlock-PINN2-2 consistently
deliver the best outputs, excelling in both physical fidelity and modeling precision due to their residual
connections and well-tuned loss weights. FCNN-PINN2-1 also performs strongly, providing reliable
accuracy, though it falls short of the ResBlock architectures’ performance. On the other hand, RNN-
PINN architectures, particularly RNN-PINN2-2, prioritize adaptability, making them more suitable for
dynamic and real-time scenarios where strict physical alignment is less critical.

Contour plots, as presented in Fig. 3.10, are a powerful tool for visualizing spatial-temporal dis-
tributions of substrate concentration within a reactor. These plots allow for a detailed assessment of
how well each PINN architecture captures the dynamic changes across both space and time. By using
contour lines to represent concentration levels, the figures make it easy to identify areas of alignment or
deviation between predictions and the physical model. This type of visualization is particularly useful
in reactor modeling, where understanding substrate dynamics is essential for optimizing performance
and ensuring physical fidelity. For this comparison, Fig. 3.10(a) provides the reference physical model,
while Fig. 3.10(b) through Fig. 3.10(f) display predictions from the five PINN architectures. Accord-
ingly, Fig. 3.10(a) shows the substrate concentration derived from the physical model, serving as the
ground truth for comparison. The uniform and smooth contour lines represent the expected dynamics

governed by the physical equations, offering a benchmark for evaluating the performance of the PINN
architectures.
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Fig. 3.10(b) presents the FCNN-PINN2-1 predictions, which replicate the overall spatial-temporal
trends of the physical model. However, some deviations appear in regions with sharper gradients, in-
dicating limitations in capturing fine details. This is likely due to the absence of residual connections,
which restrict the model’s ability to fully resolve complex dynamics. In addition, Fig. 3.10(c) illustrates
the ResBlock-PINN2-1 predictions, showing significant improvements in alignment with the physical
model. The residual connections stabilize training and improve the model’s ability to capture intri-
cate variations, resulting in well-defined and accurate contour lines. This architecture demonstrates
a balanced approach between physical fidelity and computational efficiency. Moreover, Fig. 3.10(d)
highlights the ResBlock-PINN2-2 predictions, which nearly perfectly replicate the physical model.
The contour lines align closely with those in Fig. 3.10(a), reflecting the architecture’s strict adherence
to governing equations and its capacity for precise modeling. The higher loss weights for physical
constraints (Appysics = 10.0) and boundary conditions (Apoundary = 20.0) further enhance its accuracy,
making ResBlock-PINN2-2 the most reliable architecture in this scenario.

Additionally, Fig. 3.10(e) depicts the RNN-PINN2-1 predictions, which capture the overall trends
but fail to accurately replicate sharp transitions in concentration. This model’s lightweight recurrent
architecture and lower loss weights (Aphysics = 1.0, Apoundary = 1.0) prioritize computational effi-
ciency over strict physical fidelity, making it suitable for less demanding applications. Furthermore,
Fig. 3.10(f) demonstrates the RNN-PINN2-2 predictions, which emphasize adaptability at the cost of
accuracy. The broader trends are captured, but the contour lines lack the resolution needed for precise
alignment with the physical model. The very low loss weights (Appysics = 0.5, Apoundary = 0.5) enable
fast processing, making RNN-PINN2-2 more suitable for real-time scenarios. In summary, Fig. 3.10
highlights the strengths and limitations of each PINN architecture in predicting substrate concentration
within a reactor.

Fig. 3.11 provides a comparison of microbial concentration predictions for the physical model and
five PINN architectures. Fig. 3.11(a) represents the physical model, serving as the benchmark for evalu-
ating the predictions from FCNN-PINN2-1, ResBlock-PINN2-1, ResBlock-PINN2-2, RNN-PINN2-1,
and RNN-PINN2-2, shown in Fig. 3.11(b) through Fig. 3.11(f). Starting with Fig. 3.11(b), FCNN-
PINN2-1 captures the overall trends in microbial concentration but shows slight deviations in areas
with sharper transitions. This highlights the architecture’s limited ability to resolve finer details due to
the absence of residual connections. In contrast, Fig. 3.11(c) demonstrates ResBlock-PINN2-1’s im-
proved alignment with the physical model. The use of residual connections allows for smoother and
more accurate contours, effectively handling complex spatial-temporal interactions. This performance
is supported by its moderate loss weights (Appysics = 5.0).

Fig. 3.11(d) showcases ResBlock-PINN2-2’s exceptional precision, with contour lines closely match-
ing those of the physical model. This is achieved through higher loss weights for physical constraints
(Aphysics = 10.0) and boundary conditions (Apoundary = 20.0), making it the most reliable architecture for
high-fidelity modeling. Meanwhile, Fig. 3.11(e) shows that RNN-PINN2-1 captures broader trends but
exhibits deviations in regions with steep transitions. Its lightweight design prioritizes computational

efficiency, though it sacrifices some accuracy in contour alignment. Finally, Fig. 3.11(f) highlights
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Figure 3.11: Contour plots comparing microbial concentration predictions across the physical model and five
PINN architectures. (a) Physical model as the reference. (b) FCNN-PINN2-1 captures overall trends but lacks
fine detail. (c) ResBlock-PINN2-1 achieves smooth and accurate contours. (d) ResBlock-PINN2-2 nearly repli-
cates the physical model. (e) RNN-PINN2-1 balances trends with computational efficiency. (f) RNN-PINN2-2

prioritizes adaptability over precision.

RNN-PINN2-2’s focus on adaptability. While the model captures general trends, it struggles with finer
details, reflecting its emphasis on speed over precision due to very low loss weights (Aphysics = 0.5).

Table 3.5: Initial and final loss values for total, data, physics, and initial loss across five PINN architectures in
scenario 2.

Metric FCNN-PINN2-1 | ResBlock-PINN2-1 | ResBlock-PINN2-2 | RNN-PINN2-1 | RNN-PINN2-2
Total Loss (Initial) 1036.28 2047.41 1036.28 131.64 80.27
Total Loss (Final) 0.248 3.91 x 107 1.26 x 1072 8.40 x 1072 4.53 x 1072
Data Loss (Initial) 26.00 27.24 26.00 30.34 25.61
Data Loss (Final) 6.1 x 1074 3.23 x 107° 1.19 x 1073 5.92 x 1073 4.03 x 1073
Physics Loss (Initial) 2.77 x 1072 8.10 x 1073 1.15 x 1072 3.00 x 107* 8.32 x 10°
Physics Loss (Final) 2.48 x 1072 1.61 x 1075 1.14 x 1073 7.81 x 1072 8.24 x 1072
Initial Loss (Initial) 101.00 101.00 101.00 101.00 101.00
Initial Loss (Final) 1.24 x 1075 1.82 x 1076 2.44 x 107° 6.69 x 1077 4.45 x 107°

Table 3.5 summarizes the initial and final values of total loss and its components, i.e., loss, physics
loss, and initial loss, for five PINN architectures. This analysis highlights the differences in convergence
and optimization efficiency among the methods, revealing their strengths and limitations. Starting with
the total loss, FCNN-PINN2-1 and ResBlock-PINN2-2 have the same initial value of 1036.28, while
ResBlock-PINN2-1 shows a significantly higher starting point of 2047.41. In contrast, RNN-PINN2-1
and RNN-PINN2-2 start with much lower initial total loss values, at 131.64 and 80.27, respectively.
This indicates that the RNN-based architectures, by design, initialize with simpler configurations,

which result in reduced initial error. By the end of training, ResBlock-PINN2-1 achieves the small-
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est final total loss (3.91 x 10~%), followed by ResBlock-PINN2-2 (1.26 x 10~2). FCNN-PINN2-1 also
performs well with a final total loss of 0.248, though it lags behind the ResBlock architectures. RNN-
PINN2-1 and RNN-PINN2-2 converge to 8.40 x 1072 and 4.53 x 1072, reflecting their adaptability but
limited accuracy.

The differences in total loss values across orders of magnitude, such as between 1072 and 107°
or between 1076 and 10~7, carry important implications for physical applications. In purely numeri-
cal terms, a reduction by two orders of magnitude indicates a model that better aligns its predictions
with both observational data and governing physical laws. However, the physical significance of such
differences depends on the application domain. For instance, in sensitive biomedical or physiological
processes, where small deviations may correspond to measurable variations in concentration or system
dynamics, moving from 1072 to 10~° can markedly improve predictive fidelity and clinical reliability.
Conversely, in less sensitive engineering applications, improvements beyond 10~ may not yield a tan-
gible benefit and could represent diminishing returns relative to computational cost. Thus, these results
underscore the need to balance accuracy and efficiency: extremely small loss values highlight strong
adherence to physical constraints, but the practical importance should be evaluated in context, ensuring
that computational resources are justified by meaningful gains in predictive or physical accuracy.

The data loss further underscores the differences in optimization. ResBlock-PINN2-1 achieves the
smallest final data loss (3.23 x 107°), indicating its ability to precisely align predictions with real-world
observations. ResBlock-PINN2-2 and FCNN-PINN2-1 follow closely, with final values of 1.19 x 1073
and 6.1 x 10™%, respectively. RNN-PINN architectures show higher final data losses, with RNN-PINN2-
1 at 5.92 x 1072 and RNN-PINN2-2 at 4.03 x 10~3. This suggests that while RNN architectures are
efficient, they lack the precision of ResBlock models in fitting data. The physics loss provides further
insights into how well each architecture adheres to the governing physical equations. ResBlock-PINN2-
1 achieves the smallest final physics loss (1.61 x 107°), followed by ResBlock-PINN2-2 (1.14 x 1073).
FCNN-PINN2-1 stabilizes at 2.48 x 1072, while RNN-PINN2-1 and RNN-PINN2-2 exhibit higher final
values of 7.81 x 1072 and 8.24 x 1072, respectively. This shows that ResBlock-PINN architectures are
far superior in maintaining physical consistency, while RNN architectures focus more on adaptability.

The initial loss, which quantifies how well the model satisfies initial conditions, converges to near-
zero values for all architectures, reflecting the effectiveness of the training process in enforcing initial
conditions. RNN-PINN2-1 achieves the smallest final initial loss (6.69 x 10~7), indicating superior
handling of initialization constraints. ResBlock-PINN2-1 and ResBlock-PINN2-2 also perform excep-
tionally well, with final initial losses of 1.82 x 1076 and 2.44 x 1075, respectively. FCNN-PINN2-1
and RNN-PINN2-2 show slightly higher final initial losses but remain within acceptable ranges. In
summary, ResBlock-PINN2-1 emerges as the best-performing architecture, achieving the smallest final
losses across all metrics, followed by ResBlock-PINN2-2, which also demonstrates strong adherence
to physical laws. FCNN-PINN2-1 balances performance but lags behind the ResBlock architectures.
RNN-PINN2-1 and RNN-PINN2-2 prioritize computational efficiency and adaptability, with lower ini-
tial losses but larger final losses, reflecting a trade-off between flexibility and precision. These findings

highlight the importance of selecting an appropriate architecture based on the desired balance between
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accuracy and efficiency.

Table 3.6 provides a summary of key performance metrics to evaluate training at initial, final, and
average stages across five PINN architectures. These metrics quantify the accuracy, consistency, and
predictive reliability of each method for estimating microbial and substrate concentrations. Starting
with RMSE, FCNN-PINN, ResBlock-PINN2-1, and ResBlock-PINN2-2 share comparable initial val-
ues of 4.86, 4.92, and 4.92, respectively, while RNN-PINN2-1 and RNN-PINN2-2 start slightly higher
at 5.47 and 5.07. By the final stage, ResBlock-PINN2-1 achieves the smallest RMSE (0.00), indicating
its exceptional predictive accuracy. ResBlock-PINN2-2 (0.03) and FCNN-PINN2-1 (0.025) also per-
form well, showcasing their capacity for precise predictions. RNN-based architectures converge more
slowly, with RNN-PINN2-1 at 0.08 and RNN-PINN2-2 at 0.06, reflecting their adaptability but reduced

precision.

Table 3.6: Performance metrics (RMSE, MAE, and R?) across five PINN architectures at initial, final, and
average stages.

Metric FCNN-PINN2-1 | ResBlock-PINN2-1 | ResBlock-PINN2-2 | RNN-PINN2-1 | RNN-PINN2-2
RMSE (Initial) 4.86 4.92 4.92 5.47 5.07
RMSE (Final) 0.025 0.00 0.03 0.08 0.06
RMSE (Average) 4.70 0.60 1.86 0.51 0.52
MAE (Initial) 3.84 3.94 3.99 4.41 4.06
MAE (Final) 0.02 0.00 0.02 0.05 0.04
MAE (Average) 2.187 0.50 1.52 0.37 0.37

R2 (Initial) —1.25 —1.31 —1.31 —1.86 —1.45

R2 (Final) 0.99 1.00 1.00 1.00 1.00

R? (Average) —1.12 0.70 0.12 0.95 0.94

In terms of MAE, FCNN-PINN2-1, ResBlock-PINN2-1, and ResBlock-PINN2-2 begin with sim-
ilar initial values of 3.84, 3.94, and 3.99, while RNN-PINN2-1 and RNN-PINN2-2 start at 4.41 and
4.06, respectively. ResBlock-PINN2-1 achieves the smallest final MAE (0.00), confirming its superior
accuracy. ResBlock-PINN2-2 (0.02) and FCNN-PINN2-1 (0.02) also demonstrate strong performance,
while RNN-PINN2-1 and RNN-PINN2-2 achieve final MAE values of 0.05 and 0.04, highlighting
their trade-off between precision and adaptability. The R? metric, which evaluates the proportion of
variance explained by the model, further underscores the performance differences. All architectures
start with negative R? values, indicating poor initial alignment with the data. FCNN-PINN2-1 and
ResBlock-PINN2-2 both begin at —1.25, while ResBlock-PINN2-1 and RNN-PINN2-2 start at —1.31,
and RNN-PINN2-1 at —1.86. By the end of training, all architectures achieve near-perfect R? values
(1.00), reflecting their ability to accurately model the data. ResBlock-PINN2-1 and ResBlock-PINN2-
2, however, show consistently higher average R? values (0.70 and 0.12, respectively), confirming their

superior performance over the entire training process.

Performance Analysis in Scenario 2

In summary, ResBlock-PINN2-1 emerges as the most accurate architecture, achieving the smallest final
RMSE and MAE while maintaining the highest average R?. ResBlock-PINN2-2 also performs excep-
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tionally well, striking a balance between accuracy and reliability. FCNN-PINN2-1 demonstrates strong
performance but lags slightly behind the ResBlock architectures. RNN-PINN2-1 and RNN-PINN2-2
prioritize adaptability and computational efficiency, achieving satisfactory final metrics but showing
higher initial errors and slower convergence. These results highlight the importance of choosing an
appropriate architecture based on the trade-offs between precision and adaptability. Hence, scenario 2
rejects the assumption that a single neural network architecture can universally address challenges of
sparse data, nonlinear dynamics, and physical constraints. The results emphasize the critical role of
architecture choice within the PINN framework, which demonstrates that each method exhibits unique

strengths and limitations.

3.5.3 Optimizing Error Rates Using IoBNT

Accurate and noise-free data acquisition in different industries is critical for effective monitoring and
decision-making. Traditional IoT systems often face challenges due to inherent error rates, leading to
data loss and reduced reliability. They exhibit error rates ranging from 1% to 5% [70]. To show this
rate, we assume that each reactor produces approximately 1 GB of data daily, which requires robust
frameworks to ensure the fidelity of acquired data. Here, as is mentioned in this subsection, the decimal
convention is used, where 1 GB = 1000 MB. Thus, for a dataset of 1 GB (1000 MB), the data loss can
range from 10 MB to 50 MB. This loss compromises the integrity of the data, especially when dealing

with noise-sensitive applications. For instance:
* At an error rate of 1%, the data loss is 10 MB.
» At an error rate of 5%, the data loss escalates to 50 MB.

Such losses can significantly impact the quality of insights derived from the data, making it imperative
to explore alternatives to IoT.

[IoBNT, guided by the IEEE P1906.1 standards, leverages nanoscale and molecular communication
to achieve significantly lower error rates. For the same dataset size of 1 GB, the error rates for [oBNT

range from 0.01% to 0.1%, resulting in minimal data losses:
* At an error rate of 0.01%, the data loss is 0.1 MB.
* At an error rate of 0.1%, the data loss increases slightly to 1 MB.

This significant reduction in data loss ensures the integrity of the acquired data, making [oBNT a
superior alternative to 10T for applications requiring high precision. To analyze the potential of [oOBNT,
we consider two states as follows. State 1: High Error Scenario - IoT exhibits 5% error, resulting
in 50 MB data loss, whereas IoBNT achieves a 0.1% error rate, limiting the loss to 1 MB. State 2:
Minimal Error Scenario - IoT achieves a 1% error rate with 10 MB loss, while [IoBNT reduces the loss
to 0.1 MB at an error rate of 0.01%. Table 3.7 highlights the comparative effectiveness of traditional
IoT and the proposed IoBNT framework for transmitting data from reactors producing 1GB of daily
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data. The analysis reveals stark differences in error rates and corresponding data losses between the two
technologies. For instance, in the High Error status, IoT systems incur a 5% error rate, resulting in a
data loss of SOMB. In contrast, the [OBNT framework reduces the error rate to 0.1%, limiting data loss
to just IMB. This substantial reduction underscores the enhanced precision and reliability of [oBNT

for high-volume data acquisition.

Table 3.7: Comparison of data loss across traditional IoT compared to IoBNT technology embedded in the
proposed framework for extracting and transmitting 1 GB (defined as 1000 MB, decimal convention) data per
reactor

State Data Size (MB) | IoT Error Rate (%) | IoT Data Loss (MB) | IoBNT Error Rate (%) | IToBNT Data Loss (MB)
High Error 1000 5 50 0.1 1
Moderate Error | 1000 2.5 25 0.05 0.5
Low Error 1000 1 10 0.01 0.1
Minimal Error ‘ 1000 0.5 5 0.005 0.05

As the error rates decrease, the comparative advantage of [oOBNT becomes even more apparent. In
the Moderate Error status, where [oT systems operate at a 2.5% error rate, the data loss is 25MB, while
IoBNT maintains an error rate of 0.05% with only 0.5MB of data loss. Similarly, in the Low Error
status, [oT systems exhibit a 1% error rate, translating to a 1I0MB loss, whereas IoBNT achieves an
impressive reduction to just 0.1MB at an error rate of 0.01%. These findings demonstrate that JoBNT
not only mitigates data loss but also ensures consistent performance across varying error conditions.
The Minimal Error status further validates [oOBNT’s superiority. IoT systems, even with a reduced error
rate of 0.5%, experience a data loss of SMB. IoBNT, however, minimizes this to a negligible 0.05MB
at an error rate of 0.005%. This remarkable efficiency ensures near-perfect data fidelity, making [oBNT
an indispensable solution for critical applications requiring stringent accuracy. Overall, the analysis
of Table 3.7 affirms that integrating [oBNT into data acquisition frameworks significantly enhances

reliability and performance, particularly in noise-sensitive environments like water industry reactors.

3.5.4 Analytical Discussion

The comparative summary in Table 3.8 reveals a major conceptual and methodological evolution in
DTs for biological systems. Earlier approaches largely addressed macro-scale bioprocess represen-
tations or CPS infrastructures, coupling physical and virtual layers through conventional sensing and
data-driven modeling [57, 157, 158]. These studies advanced hybrid modeling, mechanistic simula-
tion, and Al-based forecasting [57, 159, 160]; however, they remained constrained by static boundaries
and centralized computation, relied on limited-scope mechanistic equations or empirical correlations,
and lacked microscopic communication as well as real-time adaptivity. As a result, they did not fully
capture stochastic biological variation or integrate localized biochemical information into distributed
predictive environments [159, 160]. The proposed framework transitions from these macro-level, deter-
ministic designs to a biologically grounded and dynamically adaptive digital architecture by combining

PINN, IoBNT, and multi-model NN coordination. This integration bridges physical, data, and commu-

Page 96 of 159



3.5. PERFORMANCE EVALUATION

nication layers within a single computational ecosystem: PINN maintains consistency with governing
biochemical and transport relations, [oOBNT provides micro-scale sensing and reliable transmission, and

coordinated NNs enable multi-scale representation and control [57, 158].

Table 3.8: Comparative analysis of the proposed multi-model PINN framework with related digital twin ap-
proaches. The table outlines key system models, application domains, and analytical perspectives across recent
studies. The proposed architecture uniquely integrates [oBNT-enabled sensing, physics-constrained learning, and

multi-model neural coordination for real-time biological digital twinning.

Authors

System Model

Application & Data

Analytical Perspective (Strengths and Weak-
nesses)

Park et al. [57]

Bioprocess DT inte-
grating mechanistic
and data-driven mod-
els for mammalian
cell cultures

Mammalian cell cul-
ture bioreactors for
advanced biomanu-
facturing

Strengths: Provides conceptual architecture combining
mechanistic models, in-line sensing, and machine learning
for cell culture digital twins. Establishes foundation for DT-
enabled process control. Weaknesses: Serves mainly as a
review framework without experimental validation or pre-
dictive modeling. Lacks IoBNT-enabled data transfer and

multi-model neural integration for dynamic bioprocess envi-

with transfer learning
for bioprocess accel-
eration

hybrid modeling and
domain adaptation

ronments.
Riezzo et al. [160] | Hybrid mechanis- | Microalgal produc- | Strengths: Effectively combines mechanistic knowledge and
tic-ML modeling |tion of lutein using | ML-based transfer learning to improve model adaptability and

data efficiency. Reduces uncertainty in strain design and pro-
cess simulation. Weaknesses: Limited to macro-scale pro-
cess adaptation; lacks real-time data assimilation and IoBNT-
driven sensing. Does not use recurrent or residual neural
structures for temporal bioprocess forecasting.

Park et al. [159]

Al-based data-
driven modeling for
multistep-ahead pre-
diction in mammalian
cell culture

Chinese Hamster
Ovary (CHO) cell
culture data for mAb
production

Strengths: Demonstrates systematic DDM design for fore-
casting cell culture variables such as viable cell density and
metabolite concentrations. Enables proactive fault predic-
tion and optimization. Weaknesses: Operates purely on
data correlations without physics-based constraints. Lacks
multi-model neural coordination and IoBNT-level micro-

scopic sensing for enhanced biological realism.

work for CPS digital
twin design

cultural robotics case
study

Lektauers et al. | Multi-model Telemedicine and re- | Strengths: Introduces a formal multi-model framework for
[157] simulation-based mote workplace sys- | service resilience with integrated simulation and collabora-
DT for resilient | tems tion platforms. Supports real-time operational management.
Cyber-physical ser- Weaknesses: Focused on cyber-physical service systems, not
vices biological processes. Does not integrate PINNs, IoBNT, or
biological data assimilation mechanisms.
Fitzgerald et | Multi-modelling and | Cyber-physical sys- | Strengths: Establishes foundational methods for multi-
al. [158] co-simulation frame- | tem design and agri- | model co-simulation linking physical and computational do-

mains. Enhances dependability and decision-making dur-
ing design. Weaknesses: Lacks bioprocess-specific model-
ing, [oBNT connectivity, or hybrid PINN-based architecture.
Does not provide physics-constrained learning or temporal

bio-dynamic prediction.

Current work

Multi-model ~ PINN
integrating ~ FCNN,
ResBlock NN, and
RNN with [oBNT

Real-time bioprocess
monitoring using mi-
crobial and substrate
dynamics; [oBNT-
enabled  biological
data acquisition

Strengths: Integrates multi-model neural architectures
(FCNN, ResBlock, RNN) with physics-informed constraints
for biologically consistent digital twins. IoBNT ensures high-
fidelity microscopic data acquisition and 98% error reduction
in transmission. Achieves MAE of 0.0275 g/L, RMSE 0.0425
g/L, and R? = 1 across configurations. Weaknesses: Fu-
ture work may extend to large-scale hybrid reinforcement and
agent-based learning for automated bioprocess control and
industrial-scale IoBNT standardization.
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From Conceptual Twins to Physics-Guided Operation

Conceptual DT blueprints for mammalian cultures combine mechanistic and data-driven elements but
lack live, synchronized realization [57]. The present approach operationalizes that vision using PINN
with embedded ODEs that represent microbial and substrate kinetics, ensuring predictions remain con-
sistent with biochemical constraints across varying conditions. Compared with data-driven forecasting
that focuses on multistep-ahead accuracy without physics [159], the PINN layer reduces drift under

noise and sparsity while preserving interpretability linked to process kinetics.

Hybrid Modeling, Transfer, and Temporal Learning

Hybrid mechanistic-ML with transfer has shown improved adaptability for new strains and process
regimes [160], yet it remains oriented to macro-scale adaptation and does not address nano-scale sens-
ing or continuous temporal assimilation. The proposed design augments hybridization with RNN for
sequence dynamics and ResBlock NN for deep feature stability, enabling multi-scale learning that links
molecular signals to macro outcomes. This closes the gap between hybrid transfer at design time [160]

and continuous adaptation during operation.

Extending Multi-Model CPS Paradigms to Bio-Nano Systems

Multi-model and co-simulation frameworks for CPS improve dependability, resilience, and design-time
decision support [157, 158]. Extending these principles to bio-nano contexts, the present framework in-
troduces IoBNT as the sensing and communication tier, NN modules for dynamic prediction, and PINN
for physics coherence. The layered configuration supports low-latency computation, interpretable out-
puts, and synchronized evolution with biological states, transforming design-centric CPS practices into

an online, bio-digital operation stack.

IoBNT for High-Fidelity Biological Sensing

[IoBNT provides microscopic observability and robust transmission for biochemical variables such as
concentration gradients and microbial activity. In our setting, this tier reduced transmission errors by up
to 98%, improving signal integrity for learning and control. Compared with traditional sensor networks
assumed in earlier bioprocess DT discussions [57], IoBNT supplies biologically authentic, time-aligned

data streams that sustain real-time updates and energy-aware operation.

Physics-Informed Learning and Quantitative Reliability

PINN enforces physical validity by embedding ODE terms for microbial and substrate dynamics into
the loss, aligning predictions with conservation and reaction relations. Quantitatively, the framework
achieved MAE of 0.0275 g/L, RMSE of 0.0425 g/L, and R? ~ 1, indicating accurate and physically

consistent behavior across test configurations. Relative to purely data-driven DDMs [159], the physics-
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constrained objective improves robustness and interpretability, especially under sparse or noisy mea-

surements.

Hierarchical Multi-Model Coordination

The architecture coordinates FCNN, ResBlock NN, and RNN. FCNN captures nonlinear global rela-
tions; ResBlock NN stabilizes deep feature learning; RNN models temporal dependencies essential for
evolving bioprocess states. This hierarchy adapts dynamically to [oBNT inputs, maintaining robust-
ness under fluctuating environments and sensor uncertainty. In contrast to single-model forecasting
pipelines [159], the coordinated stack offers richer spatio-temporal representation aligned with process

physics.

Interpretability, Reliability, and Real-Time Visualization

The interpretability of the proposed multi-model PINN-IoBNT framework lies in its ability to link
neural predictions with explicit biochemical meaning. By embedding ODE-based relations within the
PINN layer, each model decision can be traced to known microbial and substrate kinetics [57, 159].
[IoBNT provides contextual biochemical metadata that grounds the learning outputs in observable bio-
logical events, ensuring transparency of inference. The real-time DT dashboard visualizes these outputs
through interactive confidence maps and temporal trajectories, allowing process engineers to identify
deviations or anomalies with high precision. Furthermore, FL. synchronization across distributed bio-
processing nodes ensures that model interpretability remains consistent even under heterogeneous data
conditions, preserving global reliability. This transparency facilitates human-in-the-loop supervision,

making the DT an assistive diagnostic and control interface rather than a black-box model.

Quantitative Performance and Technical Evaluation

Quantitative analysis demonstrates that the framework achieves high numerical accuracy and compu-
tational efficiency relative to prior studies [160, 159, 158]. Across all tested configurations, the system
attained an MAE of 0.0275 g/L, an RMSE of 0.0425 g/L, and an R? value approaching unity, confirming
physics-consistent generalization under both steady and transient conditions. [oBNT integration led to
a 98% reduction in transmission errors, while FL reduced communication bandwidth by approximately
99% through localized computation and parameter aggregation. Compared with hybrid or purely data-
driven DTs [57, 159], the proposed architecture maintains stable convergence and resilience against
missing or noisy sensor data. The multi-model composition (FCNN, ResBlock NN, RNN) further en-
hances performance by balancing spatial feature extraction, gradient stability, and temporal forecasting,

enabling the DT to sustain predictive continuity during rapid process fluctuations.
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Remaining Challenges

Although the proposed architecture delivers superior interpretability, scalability, and physical consis-
tency, several challenges remain before industrial-scale deployment. Current implementations depend
on laboratory-grade [oBNT devices, whose integration with large-scale bioreactors and industrial con-
trol systems requires further validation [57, 160]. Additionally, while FL ensures privacy and distributed
scalability, communication synchronization and energy efficiency for [oBNT nodes must be optimized
for long-term autonomous operation. Future work should extend the framework to include multimodal
fusion of microscopy, electrochemical, and genomic data, supported by reinforcement-based control
policies for adaptive optimization. Incorporating advanced PINN regularization and cross-layer un-
certainty quantification can further enhance robustness in dynamic bioprocess conditions. Addressing
these challenges will move the framework closer to fully autonomous, self-correcting DTs that com-
bine microscopic observability, real-time physics-informed intelligence, and decentralized control in

next-generation biomanufacturing.

3.6 Discussion and Future Research Directions

In this report, we have presented a novel multi-model PINN framework, seamlessly empowered by
IoBNT, for DTs of physics-based processes. Specifically, this framework integrates advanced nano-
scale sensors to capture critical variables, such as microbial growth dynamics and substrate concentra-
tion, with unparalleled precision, thereby addressing challenges that traditional IoT systems are unable
to overcome. Furthermore, by leveraging the transformative capabilities of [oOBNT, the framework en-
sures real-time, high-resolution monitoring of complex processes, which is essential for maintaining
operational efficiency. Moreover, the PINN component embeds fundamental physical laws, such as
Monod kinetics, directly into its predictive modeling, thereby ensuring that the outcomes are not only
data-driven but also scientifically consistent. This dual-layered approach effectively bridges the gap be-
tween theoretical understanding and empirical data, which in turn delivers robust and reliable solutions
for dynamic industrial environments. Consequently, this integration of physics-informed modeling with
cutting-edge [oBNT technology establishes a significant step forward in optimizing and digitalizing in-

tricate processes at micro and nano scales.

3.6.1 Addressing Identified Gaps: Framework Performance and Key Features

The integration of [oBNT and PINNs within DT frameworks effectively resolves significant challenges
in monitoring and controlling complex processes. By leveraging [oBNT’s bio-nano sensors, the frame-
work captures high-resolution, real-time data on critical variables, such as microbial growth dynamics
and substrate concentration. Specifically, these sensors outperform traditional IoT devices in sensitivity,
thereby enabling the detection of subtle molecular changes that are crucial for process optimization in

sectors such as biotechnology, pharmaceuticals, and environmental management. Furthermore, [oOBNT
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significantly reduces data transfer errors, which subsequently improves data reliability in dynamic envi-
ronments, including wastewater treatment or pharmaceutical manufacturing. Consequently, this robust
data acquisition enhances decision-making by ensuring accurate process control. For instance, by in-
corporating Monod kinetics into the physics-based loss functions of PINNs, the framework achieves
precise predictions even when working with sparse or noisy datasets.

In addition, the framework’s multi-model NN architecture combines the strengths of FCNNs, RNNss,
and Residual Block NNs. This adaptability not only enables the framework to address varying tempo-
ral and steady-state dynamics but also optimizes its applicability across diverse industrial scenarios.
Moreover, its user-centric dashboard offers real-time monitoring, making it a practical and accessible
tool for real-world applications. Furthermore, this framework resolves challenges related to scalabil-
ity and flexibility. By effectively balancing data-driven and physics-based loss functions, it ensures
that predictions are both empirically accurate and aligned with theoretical models. Ultimately, this
dual-layered approach enhances the reliability of digital twins, thereby addressing the complexities of

modern industrial needs with remarkable precision and efficiency.

3.6.2 Implementation Challenges

While the [oBNT-PINN framework introduces significant capabilities, several challenges persist. Specif-
ically, integrating bio-nano sensors into existing industrial setups requires advanced calibration tech-
niques to ensure precision in harsh environments. Factors such as temperature fluctuations, chemical
exposure, and mechanical vibrations can affect sensor reliability, thereby necessitating robust error
correction methods. Moreover, the computational demands of training PINNs, particularly for high-
dimensional data governed by PDEs, remain significant. To address this, efficient algorithms and hard-
ware acceleration, such as GPUs or TPUs, are essential for maintaining real-time processing speeds.
Additionally, balancing the weights of data-driven and physics-based losses requires fine-tuning, which
can be time-intensive. Although sparse sampling helps mitigate this issue, ensuring data consistency
across diverse applications necessitates further optimization. Furthermore, the framework’s successful
adoption relies on collaboration between biologists, engineers, and data scientists to effectively align

technical capabilities with operational requirements.

3.6.3 The Significance of the Proposed Framework

The [oBNT-PINN framework represents a transformative advancement in digital twinning, particu-
larly for physics-based systems. Through the seamless integration of nano-scale data acquisition and
physics-informed interpretation, it emerges as an indispensable tool for industries demanding both pre-
cision and adaptability. Specifically, at the industrial level, the framework facilitates the optimization of
processes such as microbial culture growth, thereby reducing operational costs and enhancing yield. In
environmental applications, its real-time monitoring capabilities for bioreactors ensure stringent com-

pliance with regulatory standards. Moreover, by embedding physics-based principles within its NN
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models, the framework achieves unparalleled accuracy and reliability, surpassing the constraints of tra-
ditional IoT and machine learning systems. This innovative approach enables actionable insights deeply
rooted in scientific principles. Additionally, its inherent scalability and flexibility make it well-suited for
diverse sectors, including healthcare and renewable energy. As industries increasingly prioritize digital
transformation, the [oBNT-PINN framework offers a robust and adaptable foundation for advancing

operational efficiency and enhancing decision-making processes.
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Chapter 4

Physics-Informed Neural Networks for
Glucose-Insulin Digital Twins Leveraging
Federated Learning and IoBNT

4.1 Introduction

DT technologies can offer transformative potential for diabetes management by enabling continuous,
individualized monitoring of glucose-insulin dynamics. These systems support early complication pre-
vention, reduce manual intervention, and empower patients with real-time, actionable insights for im-
proved self-regulation. However, deploying clinically viable DTs for diabetes across large patient pop-
ulations introduces significant challenges. These include scalability, physiological variability, sensor
uncertainty, limited and noisy datasets, high computational demands, reliability, and interpretability of
predictions. To address current limitations in digital healthcare systems, this work introduces a unified
and biologically grounded framework that integrates [oOBNT, PINNs, and FL. The proposed approach
advances real-time, privacy-preserving, and explainable DTs by bridging gaps in decentralized compu-
tation, biological modeling, and secure healthcare data processing.

In summary, we propose the first DT framework that integrates [oOBNT, PINNs, and FL. This also
marks the first federated Al-based approach for real-time glucose insulin digital twinning. To enable de-
centralized learning, we redesign the PINN optimization process to support FL across multiple [oOBNT
devices. A novel federated PINN algorithm is introduced to distribute training, enforce glucose insulin
ODE constraints, and ensure computational efficiency by spreading the workload across multiple de-
vices. The proposed FL framework preserves patient privacy by avoiding raw data transmission and
provides a secure, compliant foundation for next-generation digital healthcare. Our framework employs
machine learning informed by physics to ensure that glucose insulin predictions follow biological laws,
thereby improving interpretability. An iobnt-based real-time glucose monitoring pipeline is integrated
to continuously update the dt. By embedding mechanistic glucose insulin ode constraints into the learn-

ing process, the framework enhances explainability in Al-based diabetes management. Furthermore,
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our federated approach significantly reduces computational overhead while maintaining high predic-
tion accuracy, enabling real-time decision-making and continuous learning in [oBNT-powered digital
healthcare systems.

This chapter is organized into the following sections. Section 4.2 presents the system model that un-
derpins the proposed framework. Section 4.3 outlines the proposed approaches, including [oBNT-based
measurements, hybrid data-physics glucose estimation, and the design of the FL-PINN framework.
Section 4.4 details the experimental setups, including the software framework, training protocol, and
dataset characteristics. Section 4.5 reports the performance evaluation. Finally, Section 4.6 provides a

discussion of the results and their implications.

4.2 System Model

This section introduces the overall system architecture, which combines the FL-PINN framework with
IoBNT to strengthen DT modeling of the glucose-insulin regulatory system. As shown in Fig. 4.1, the
architecture comprises four interconnected layers: the IoBNT sensing layer, the processing layer, the

communication layer, and the DT layer.

IoBNT layer

In the proposed framework, [oBNT layer functions as the physiological interface that links biologi-
cal processes to thDT model with high precision. It enables seamless acquisition and transmission
of real-time glucose and insulin signals using embedded or wearable bio-nano sensors [161]. These
sensors capture transient fluctuations in molecular activity, allowing for the extraction of fine-grained
physiological features critical to modeling the glucose-insulin regulatory system [42, 8]. Unlike tra-
ditional IoT platforms, which rely on macroscopic sensing and generalized communication protocols,
the IoBNT layer operates at the nano-biological scale [44]. This allows it to achieve superior spatial
and temporal resolution, ultra-low power consumption, and greater biocompatibility within the human
body [107]. The data collected is transmitted over robust nano-scale communication channels opti-
mized for low-latency, low-noise environments, ensuring real-time alignment between patient state and
the computational model [162]. The IoBNT layer enhances accuracy, preserves privacy, and minimizes
data distortion across heterogeneous clinical scenarios by tightly integrating biochemical sensing with
federated data exchange [101]. Its deployment significantly improves the fidelity and responsiveness of
the proposed DT system, making it more suitable for personalized, closed-loop diabetes management

than conventional IoT architectures.

Processing layer

The processing layer serves as the computational backbone of the proposed FL-PINN framework, inte-
grating FL with physics-informed modeling to ensure both scalability and physiological fidelity. Upon
receiving biosensor data from the IoBNT layer, each edge device performs feature engineering by
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Figure 4.1: System model of the proposed FL-PINN empowered with IoBNT for Glucose-Insulin DTs. It com-
prises four layers: IoBNT sensing, local processing with physics-informed FCNN models, communication via
secure federated updates, and global model aggregation for real-time patient-specific DTs. The integration of
physiological ODE constraints ensures interpretability, while FL enables privacy-preserving and scalable deploy-
ment across diverse patients.
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extracting squared, logarithmic, and square root representations of insulin values and constructs syn-
chronized glucose-insulin sequences. Local training is executed on hybrid models that combine fully
connected neural networks with embedded ordinary differential equations that simulate established
glucose regulatory mechanisms. The loss function merges empirical prediction error with residuals
derived from the differential equations, thereby enforcing biological consistency even under sparse or
noisy data. Only model updates are transmitted across clients, which preserves patient privacy while
enabling distributed optimization. This combined loss strategy ensures that predictions remain faithful
to both observed measurements and mechanistic glucose-insulin dynamics. By harmonizing local phys-
iological modeling with global parameter aggregation, the processing layer supports secure, accurate,
and personalized digital twin deployments essential for real-time diabetes care and continuous glucose

monitoring.

Communication Layer

The communication layer serves as a critical interface between the distributed local models and the
centralized global model within the proposed FL-PINN framework. As depicted in Fig. 4.1, this layer
establishes secure and efficient data transfer through wireless infrastructures, including cellular tow-
ers, satellite relays, and Wi-Fi access points. Rather than transmitting raw glucose and insulin time
series data, which would impose excessive bandwidth demands and compromise privacy, the system
communicates only compressed model parameters or gradients. This strategy significantly reduces

communication overhead while preserving essential learning information.

Digital Twin Layer

The DT layer represents the final and most patient-centric component of the proposed FL-PINN frame-
work. As illustrated in Fig. 4.1, this layer generates individualized glucose-insulin DTs for each par-
ticipating patient, continuously reflecting their physiological states. Each DT is dynamically updated
based on local sensor measurements and model predictions, providing real-time insights into glucose
fluctuations categorized as normal, slightly elevated, elevated, or high. By leveraging outputs from both
the local and global models, this layer personalizes simulation and prediction for each user without ex-
posing raw data. The federated architecture ensures that privacy is preserved while enabling learning
across a diverse population [163]. These individualized DTs support clinical decision-making by fore-
casting glucose trends, detecting deviations, and enabling closed-loop control in insulin delivery. Thus,
the DT layer translates the computational intelligence of the FL-PINN framework into tangible clinical

value, supporting precision monitoring and intervention in diabetes management.
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4.3 The Proposed Approaches

4.3.1 IoBNT-Based Measurement

The [oBNT module incorporated in the proposed framework is designed to provide real-time, calibrated

measurements of both injected insulin and the resulting glucose concentrations. These measurements

serve as foundational inputs for initializing and constraining the mathematical model governing glucose
dynamics. If Z(t) € R is defined as the actual insulin injected at time ¢ € [0, 7], and G(¢) € R is defined
as the corresponding true blood glucose level, then the observed quantities obtained through [oBNT are

represented by I (t) and G (t), respectively. These observed values are subject to additive noise com-

ponents £;(t) and (t), which reflect the inherent uncertainty associated with nanoscale biosensing.

The system-level response of the insulin and glucose sensors is modeled by transfer functions H(-)

and Hg(-), respectively. Furthermore, S; and S denote the nano-sensor mechanisms responsible for

detecting insulin and glucose concentrations within the biological medium.

Insulin Sensor Dynamics

Assuming a linear time-invariant response for the insulin sensor, we model the output as:

() = /0 hi()I(E — 7) dr + e1(2)

(4.1)

where h;(t) is the impulse response of the sensor and £;(t) ~ N(0, 0%) is Gaussian noise.

Glucose Sensor Dynamics
Similarly, for glucose:

Glt) = /Ot ha(F)G(t — 7) dr + £(?)

with impulse response h¢(t) and noise e¢(t) ~ N(0,0%).

Transfer Function Models

Each sensor can be modeled as a first-order low-pass system:

kl k[ —t
Hy(s) = hi(t /71
(s s+ 17 1®) T ’
kG kG —t/T
Hg(s) = o ha(t) = = e,

where kj, kg are gains, and 7;, 7 are time constants for the respective sensors.

4.2)

4.3)

4.4)
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Digital Sampling and Data Vectors

IoBNT sensors record signals at fixed intervals ¢t,, = nAt, which produces discrete-time measurements

for model input:

I, :=1I(t,), G, :=G(t,) (4.5)

These values form input vectors:
I:[I()?]l,...,IN], G:[Go,Gl,...,GN]

which are used to construct model inputs or to train surrogate estimators.

Initial and Boundary Conditions

The glucose-insulin dynamics modeled in this framework are defined over discrete time series data
sampled from wearable sensors. While no explicit initial condition is imposed in the form of a hard
constraint (e.g., G(t = 0) = Gy), the first prediction G*)(t,) is implicitly treated as the initial condition.
It is supervised by the observed glucose value y(()k) through the empirical loss function. Formally, the
initial value is inferred via:

G (to) = fo(xy?), (4.6)

and contributes to the overall loss via the term:

(6w) —4?) " 4.7)

Because the model operates purely in the temporal domain without spatial components, classical bound-
ary conditions (e.g., Dirichlet or Neumann conditions) are not applicable. The model instead focuses
on matching dynamic trajectories by enforcing derivative consistency within the prediction window

t; € [0, 7], where a parametric physiological equation governs consistency.

4.3.2 Hybrid Data-Physics Glucose Estimation

Let GGBR(I ) be a regression model trained on IoBNT outputs:

Gesr(l)) == E[G(t,) | I(t,) = 1] (4.8)

We introduce a simplified ODE-based model that governs glucose evolution over time to embed

physiological knowledge. For each local model k € C, the glucose trajectory is modeled by a parametric
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ODE of the form: s
dg® (¢ 5
k= —HOGHE) + o (w200
+ o TOE-AY) 4+ w10 (-240)) .9)
+ g o®

Here, G(t) € R is the predicted glucose level at time ¢, and Z(t) € R is the input insulin level. The
parameters k1, go, Wo, W1, Wa, g., and C' are learned through training, and represent metabolic clearance,
gain, memory weights, basal production scaling, and constant glucose production, respectively. In the
proposed FL-PINN architecture, each client device trains a neural network locally to approximate glu-
cose concentrations using features derived from insulin measurements. Unlike conventional regression
models, this architecture embeds known physiological knowledge through a differential equation that
governs glucose-insulin dynamics. Specifically, the PINN loss includes both a data loss term and a
physics loss term computed from a discretized ODE residual. This hybrid approach ensures physiolog-
ical consistency even when sensor data is noisy or sparse. The total loss minimized by each client is
defined as:

£l =2 Y (6% - 69(k))

n

2
(k:
A Z ( & 0DE§§3<tn)> (4.10)

2
+ X (g B(tg) - G*(to))
where ODE,(t,,) denotes the discrete right-hand side of the physiological model defined in Eq. (4.11),

and A\g4, \p, and )\ are non-negative scalar weights that control the relative influence of the data fidelity,

physics-informed residual, and initial condition constraints, respectively.

ODER!(t,) := — K"G"(t)
+ gg’ﬂ (w10 + w1y + w1, ) @.11)
T g
e a
A(k) ~ gl - 1—1 4 12
G - @12)

Communication between local models and a central server is restricted to parameter updates, en-
suring that raw physiological data remains decentralized. Each client trains its model locally by mini-
mizing the hybrid loss L., and periodically shares model weights with a central aggregator to form
a global update. Each client performs localized training using the total loss in Eq. (4.10) and periodi-
cally transmits updated model weights to a central aggregator. Algorithm 1 filters insulin and glucose
signals through sensor kernels, constructs feature vectors, predicts glucose via a neural network, and

trains the model by minimizing a combined data-fit, physics-informed, and initial-condition loss. The
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process begins by modeling insulin and glucose measurements through first-order sensor dynamics us-

ing exponential kernels, followed by discrete-time sampling. The resulting data is then transformed

into a compact feature representation using nonlinear mappings. These features are fed into an NN to

predict glucose levels, with the model constrained by three loss components: data-fitting error, initial

condition error, and a physics-informed residual term derived from a glucose-insulin ODE. Derivatives

are approximated via finite differences, and the model update is performed via backpropagation on the

total loss.

Algorithm 1 IoBNT signal encoding and feature construction

Require: Insulin signal Z(t), glucose signal G(t), sensor kernels hy, h¢, sampling times ¢, = nAt
Ensure: Insulin vector I, glucose vector G, feature matrix x,,

1:

10:

11:

12:

Sensor dynamics:

i) = /O () dr + 21 (8).

G(t) = /O he(r)G(t—7) dr + £6(1)

Transfer functions:

kr kr _,
H = — hi(t) = /71
I(S T]S-'-l’ I() ’T]e ’
o kG o kG —t/TG
HG( )_TGS—FI’ hg(t)— T(;e

: Discrete sampling:

L, =1I(ty), G.=G(t,), I=I[L,...,Iny], G=I[G1,...,Gy]

: Feature construction:

Z(tn)
T2 (tn)
Xn = log(1 + Z(t))
Z(tn)

. Initial-condition loss:

Gl = f@(X1)7 Linit = (Gl - G1)2

: Surrogate estimate:

Ger(ly) = E[G(tn) | I(tn) = 1}]
Model prediction:

CA7Yn = f 0 (Xn)
Finite-difference derivative:
A Gn - Gn—l
G~ ————
At

ODE right-hand side:

ODErhs(tn) == *klén—l + gO(wOIn + wlln—l + w21n—2) + ch
Physics-informed loss:
Ephys = Hén — ODEps (tn)”2
Total local loss:
ACtotal = /\d‘cdata + )\pﬁphys + )\Oﬁinit
Update 6 via backpropagation on Liqtal

4.3.3 Proposed FL-PINN Framework for Glucose-Insulin DT

This section describes a FL framework that integrates a physics-informed parametric model tailored

for glucose-insulin dynamics. The framework is designed to function across a network of distributed

clients, such as [oBNT-enabled wearables or embedded systems, where each device independently per-
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forms local learning using private sensor data. Fig. 4.2 illustrates the architecture of the proposed
FL-PINN system. Each client receives physiological signals from [IoBNT biosensors and processes
them through a local fully connected neural network (FCNN) [164] augmented with physics-based
glucose-insulin constraints. These hybrid models compute a local loss composed of data fitting and
physics-informed terms [132]. The resulting gradients or model parameters are then sent to the central
server, where they are aggregated into a global model using Federated Averaging. This setup enables
decentralized, privacy-preserving training across clients while ensuring that predictions remain physio-
logically consistent through embedded ODE enforcement. Each client receives physiological data from
IoBNT biosensors and executes local training using a shared FCNN architecture that incorporates learn-
able physiological parameters. These include kinetic constants and regulatory gains, namely %1, go, wo,
w1, Wa, ge, and C'. The parameters are directly embedded within the model to enforce domain-specific
glucose-insulin ODEs, thereby maintaining consistency with established biological mechanisms while

supporting decentralized computation.

Client Data Structure and Feature Encoding

Scalability is a critical requirement in personalized digital health systems, particularly for managing
chronic conditions such as diabetes. The proposed federated framework is designed to accommodate
a growing population of patients, each equipped with IoBNT devices that integrate wearable insulin
pumps and continuous glucose monitors.

These clients operate independently, collecting dense physiological data in real-time, while main-
taining autonomy over their measurements. The training network consists of K participating clients,
indexed by the set C = {1,2,..., K}. Each client & € C corresponds to an individual patient. The

local sensing unit of each client generates a dataset:

D= { (x4 (@.13)

i=1

where xgk)

(k

)

€ R* denotes a feature vector constructed from insulin data at discrete time index ¢; € [0, 71,
while y ) e R represents the corresponding glucose concentration observed at the same timestamp.
The variable NV, € N indicates the total number of available measurements for each client. The insulin
signal Z(*) (¢;), measured via embedded IoBNT-enabled pumps, is then mapped into a nonlinear feature

space using a deterministic transformation:

ZM(t;)
(k) _ (Z®(t,)’ 4.14
%= log (1+Z®(t,)) | 19

T09(t,)

This transformation captures multiple aspects of insulin absorption and metabolic effectiveness: the

first element, Z(¥)(¢,), retains the raw insulin input at time ¢;; the quadratic term, (I(k) (t,-))2, empha-
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Figure 4.2: Architecture of the FL-PINN with FCNN.
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sizes saturation or cumulative dosing effects; the logarithmic term, log(1+Z*)(¢;)), models diminishing
physiological responsiveness at higher doses; and the square root, \/Z®*)(t;), reflects nonlinear Kinetic
(k)

uptake properties observed in biological tissues. The corresponding output variable ;" is a sampled
blood glucose concentration G*)(¢;) derived from the client’s loBNT-enabled glucose monitoring sys-
tem. These values may be smoothed, denoised, or calibrated as part of pre-processing pipelines prior to
federated training. In summary, each client maintains a structured time series of paired insulin-glucose

measurements:

Dy, = {(F<I(k)(ti))7g(k)(ti)>}Z]-V:kl7 with F(-): R — R, (4.15)

where F(-) denotes the nonlinear transformation applied to each insulin observation. This structure
enables each client to contribute uniquely informative input-output pairs while preserving privacy and

scalability across the networked system.

Global Model Definition and Parameterization

The global model aggregates both data-driven learning components and domain-informed physiological
parameters into a unified structure, parameterized by the set # [45]. This parameter set consists of two

distinct parts:

e The weights and biases of an FCNN [164], denoted as fy(-) : R* — R, which approximates the
(k)

nonlinear mapping from insulin feature vectors x;"’ to predicted glucose values Gk (t;),

* A set of learnable physiological coefficients that define the temporal evolution of glucose dynam-
ics through a parametric equation.

(k)

For a given input vector x; ~ € R*, the surrogate glucose concentration is computed as:

GW () = fo(xM). (4.16)
The parametric components of the dynamic system are represented by:

{k17907w07w17w279070}' (417)

where k; € R, represents a positive rate constant that models endogenous glucose clearance and
metabolic consumption. The sensitivity of the glucose response to insulin is governed by a positive
scaling gain gy € R . Temporal effects are accounted for by the memory coefficients wy, wy, wy € R,
which assign weights to present and past insulin values, enabling the model to reflect delayed physio-
logical responses. The term g. € R scales basal glucose production independently of insulin activity,
while C' € R serves as a tonic offset that captures constant hepatic glucose generation or a homeostatic

background glucose level.
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The inclusion of these interpretable physiological parameters enables the model to adhere to known
biological constraints while allowing flexibility in fitting real-world patient data. By combining the
expressive power of the FCNN with domain-specific coefficients, the global model 6 captures both
empirical patterns and mechanistic structure. This dual representation supports generalization across
diverse patients while maintaining biological plausibility within individual trajectories [45].
Federated Training Procedure
Training unfolds over R € N communication rounds indexed by ¢ € {0,1,..., R — 1}. At each round:

1. The server broadcasts the global model parameters 6 to all clients.

2. Each client initializes its local model with #°, and optimizes it using its private dataset Dy.

3. The updated parameters 6*) from each client are sent back to the server.

4. The server aggregates the parameters using federated averaging to produce the next global model

9t+1'
Local Objective Function and Physics-Informed Loss

Each client minimizes a composite loss function that enforces consistency with both empirical data and

the underlying glucose-insulin dynamics. The local loss function for client £ € C is given by:

=23 (64

L )
A Z (6 = o (z9(t)), (4.18)

=3
where Qf = fo ( ) denotes the predicted glucose concentration, and g A dié )(t;) is the esti-

mated temporal derivative obtained using finite differences.

The term ¢*) (Z(t;)) represents the output of the client-specific parametric dynamic model:

o (Z(t:) = = kUG ) + " [wp" T (1)
+wPT® (1 — AL) + WP T (1, — 2A1)]
+ g, (4.19)

The positive scalar weights \; and A, regulate the trade-off between accurate prediction of the measured
data and adherence to the underlying physiological model. This hybrid loss structure ensures that each
local model remains faithful to patient-specific sensor measurements while also conforming to system-

level dynamical constraints derived from known glucose-insulin interactions.
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Client Optimization and Global Aggregation

To solve the local minimization problem for each client £k € C, the optimization algorithm used is
Adam (Adaptive Moment Estimation) [165], which extends stochastic gradient descent by incorporating
adaptive learning rates and momentum-like dynamics for improved convergence. Given the local loss
function £*)(0), Adam updates the parameter vector #*) € R iteratively based on first- and second-
order moment estimates of the stochastic gradient. At local training step ¢, the client computes the

instantaneous gradient:
9" = V® (9@) . (4.20)

Adam then performs the following internal updates:
m® = gim® + (1= B1)g™, 4.21)

2
o = g + (1= ) () (4.22)

where (1, 5 € (0, 1) are exponential decay rates controlling the influence of past gradients. The default

values are typically 8; = 0.9, 55 = 0.999. Since mgk) and v§k) are biased toward zero in early iterations,

bias-corrected estimates are computed as:

(k)
mgk) oy

- (k)
= . 4.23
1 115 ) Ut 1 65 ( )

Finally, the parameter update is performed as:

ok, = o) —p—— (4.24)

where 1 > 0 is the learning rate and ¢ < 1 is a small constant (e.g., 10~®) added to ensure numerical
stability and avoid division by zero. The Adam optimizer thus dynamically adjusts the learning rate
for each parameter dimension based on both the magnitude and variance of the gradients. This leads
to faster convergence and improved robustness under noisy, sparse, or non-stationary data conditions
common in glucose-insulin trajectories collected from heterogeneous [oBNT devices. As shown in
Algorithm 2, the proposed system of the framework consists of three main phases: data acquisition,

model training, and deployment.

4.4 Experimental Setups

4.4.1 Software Framework and Training Protocol

The proposed FL-PINN framework was implemented using PyTorch 2.1.0 for dynamic computa-

tion graph modeling and federated training [166]. Data preprocessing was conducted via pandas and
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scikit-learn, specifically leveraging StandardScaler to normalize both engineered insulin
feature vectors and glucose targets. The modeling pipeline employed engineered features: raw insulin
(Z(t)), squared insulin (Z*(t)), logarithmic transformation (log(1+ Z(t))), and square-root transforma-
tion (\/m ), concatenated to form a 4-dimensional input space. The PINN architecture was instanti-
ated using a three-layer fully connected neural network (FCNN) with Tanh activations and 54 hidden

units per layer, augmented with seven trainable physiological parameters: k1, go, wo, W1, Wa, g¢, C.

Algorithm 2 The proposed system of the framework

Require: Global model parameters 60° = { fy, k1, go, wo, w1, w2, ge, C'}, learning rate 7, decay rates 31, B2, small constant
€, loss weights A4, Ap, time step At, total rounds R
Ensure: Final model 6%
1: for eachroundt = 0to R—1 do
2 Server broadcasts 6 to all clients k € C
3:  for each client k in parallel do
4

Construct local dataset Dy, = {(xgk), yi(k))}f;\rz‘ﬂ1 where:
) = [Z(t), 2 (1), log (14 (1)), /(21|

5: Initialize: m{” = 0, v{" =0, %) = ¢
6: for each local epoch do
7: Predict glucose: g}(’“) = fo (xgk))
. oAk G g
&: Estimate derivative: §;" ~ ——x;"—
9: Evaluate physics model:
o (T(t:)) = — KPGP (1) + g8 [ DT (1)
+wT® (1, At)
+ wf T (t-240)| + gF V)
10: Compute loss:
Ny,
£O0) =2 Y (G o)
i=1
+Ap Z oM (Z(t:)))
11: Compute gradient: g{*) = Vo£® (6%))
12: Update moments:
m" = Bim{") + (1-1)g/",
= v,y + (1-52)(g")?
13: Blas correction:
m) o®)
mgk) L SR
1-5] 1-54
14: Parameter update:
. (K
a(k) g(k) . mg )
t+1 — k)
f)t( +e
15: end for
16: Send updated %) to server
17:  end for K
18:  Server aggregates: '+ = L 37" | 9
19: end for

20: return 9%

The federated training loop consisted of 2 = 40 communication rounds, each with £/ = 10 local
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training epochs. Four subset scenarios were examined (3C, 6C, 7C, and 9C) to assess scalability and
resilience under varying degrees of decentralization. Each client model was trained using the Adam
optimizer with a learning rate of = 0.002. The hybrid loss function minimized by each client in-
cluded: (i) mean squared error (MSE) for data fitting £, (i) physics-based residual enforcement £,
from a discretized glucose-insulin ODE model, and (iii) initial condition consistency Ly. These were
weighted by \; = 2.0, A\, = 5.0, and an implicit A\ via supervision. The time discretization interval
was fixed at At = 25.0 seconds. Client-specific state updates were aggregated via parameter-wise
FedAvg. The architecture was benchmarked through training/test MSE metrics and stored all outputs,
including loss distributions and residuals, under a reproducible directory structure J3FedResults.
Statistical summaries (skewness, kurtosis, RMSE, R2?) were extracted for each loss type across clients

and stored in Excel for further analysis.

4.4.2 Dataset

The dataset used in this study originates from the National Institute of Diabetes and Digestive and
Kidney Diseases and is publicly known as the Pima Indian Diabetes Dataset [167]. It is widely used
for binary classification tasks to predict the likelihood of diabetes onset based on diagnostic health
measurements. This dataset exclusively contains records from female patients of Pima Indian heritage
who are at least 21 years old. Each instance represents a patient’s clinical measurements, with the
objective of predicting diabetes presence (Out come = 1) or absence (Outcome = 0). This dataset
has been instrumental in the development and benchmarking of predictive models in medical machine
learning, particularly in studies involving risk assessment, clinical decision support, and personalized

medicine.

4.5 Performance Evaluation

This section presents the results derived from evaluating the proposed FL-PINN framework. To rig-
orously assess its performance, we implemented the architecture across four experimental scenarios
involving different numbers of participating clients. Specifically, we conducted experiments using 3,
6, 7, and 9 clients. These configurations facilitated a systematic examination of the framework’s scal-
ability, adaptability, and robustness under varying levels of decentralization. In addition, the multi-
scenario evaluation enabled us to quantify how effectively the federated strategy sustains accurate

glucose-insulin predictions, enforces physiological constraints, and upholds data privacy.

4.5.1 Training Evaluation of the four FL. Configurations

Fig. 4.3 illustrates the dynamics of average weight drift throughout federated training rounds for each
configuration. Notably, as the number of clients increases, the model exhibits greater divergence dur-

ing the initial rounds due to increased heterogeneity; however, this is consistently followed by a sta-
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bilization phase. This behavior underscores the framework’s robustness in maintaining convergence
and parameter coherence despite increased distribution. In particular, the 3C scenario stabilizes the
fastest, whereas the 9C case displays higher early divergence; nevertheless, all configurations gradu-
ally converge with additional training rounds. In addition, Fig. 4.4 shows the client-wise density of
physics-based residuals under the 3C-9C scenarios. In all cases, the mean ODE loss remains very
low (=~ 0.033) with a standard deviation below 0.05, and more than 60% of residuals lie under 0.01.
These sharply peaked, narrow distributions confirm that the embedded ODE constraints are consistently
satisfied.

Fig. 4.5 illustrates client-wise densities of data-fitting loss under the 3C-9C scenarios. Although the
mean loss remains virtually unchanged (~ 0.49-0.50), the standard deviation increases markedly from
0.07 in 6C to 0.11 in 9C, thereby underscoring the growing influence of data heterogeneity as more
clients participate. Meanwhile, Fig. 4.4 and Fig. 4.5 together illuminate two complementary facets of
model fidelity. Specifically, the physics-based residuals (Fig. 4.4) stay tightly clustered around zero
across all scenarios (mean 0.033, ;0.05), with over 60% of errors below 0.01, which reflects the ODE
constraints’ strong regularizing effect—Iargely invariant to client count. By contrast, the data-fitting
losses exhibit both higher central tendency and broader dispersion as federation scales, indicating that
empirical errors are more sensitive to inter-client variability than the mechanistic physics component.
In summary, the embedded ODE ensures consistent physiological behavior, whereas the FCNN’s data
term reveals the cost of accommodating diverse glucose patterns across an expanding client population.

Table 4.1, Table 4.2, and Table 4.3 collectively present an in-depth evaluation of the FL-PINN
framework across four federated configurations: 3C, 6C, 7C, and 9C. These tables quantify critical
statistical metrics, including mean, standard deviation, minimum, maximum, skewness, kurtosis, MSE,
RMSE, and R%. These metrics offer a multidimensional view of system behavior, enabling granular
analysis of both prediction accuracy and physical constraint satisfaction. In the physics-based loss
evaluation (Table 4.1), all scenarios produce extremely low mean residuals, ranging from 0.0327 in the
3C case to 0.0342 in 6C, with only a minimal increase in standard deviation from 0.0474 to 0.0516.
This tight clustering, further reinforced by low MSE values (approximately 0.0022 to 0.0027) and stable
RMSE across scenarios, indicates that the proposed ODE model consistently regularizes the learning
process while preserving physiological fidelity as the number of clients increases. The skewness and
kurtosis values, for example 1.7965 and 3.0325 in 3C versus 1.9753 and 4.0963 in 6C, suggest that
although the distributions are slightly right-skewed, they remain statistically narrow and unimodal.

In contrast, Table 4.2 reveals greater variability in empirical performance. Although the mean data-
fitting loss slightly decreases from 0.5040 (3C) to 0.4860 (9C), the standard deviation increases from
0.0876 to 0.1086, indicating rising dispersion as client heterogeneity grows. Notably, 9C exhibits the
highest observed loss (Max = 1.4907) and extreme statistical deviations, with skewness reaching 3.8899
and kurtosis soaring to 26.9667, in comparison to 1.5955 and 2.2004 in 3C. This signals an asymmetric
and long-tailed error profile, likely driven by non-uniform glucose responses and data sparsity across
clients. The total loss metrics in Table 4.3 integrate both physics and data terms. Interestingly, the aver-

age total loss decreases slightly from 1.3348 (3C) to 1.3056 (9C), demonstrating learning convergence.
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Figure 4.3: Average weight drift (L2 norm) over federated rounds for 3C, 6C, 7C, and 9C scenarios.
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Figure 4.4: Client-wise physics-based loss distributions for (a) 3C, (b) 6C, (c) 7C, and (d) 9C
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However, the standard deviation increases from 0.6423 to 0.6899, and kurtosis rises from 2.5030 to
6.1327, suggesting that while overall optimization progresses, outlier behaviors become more promi-
nent as the federation scales. This trade-off highlights the importance of regularization through PINN

physics terms, which clearly dampen error volatility and enhance reliability in federated biomedical

modeling.

4.5.2 Test Evaluation of the Proposed Framework

Fig. 4.6 presents 3D surface plots of total loss over training epochs and client IDs for the four federated
configurations. All surfaces exhibit a steep decline in loss during the first 100-150 epochs, followed
by a gradual plateau, indicating rapid initial learning and subsequent fine-tuning. Comparison across
scenarios reveals that the 3C configuration achieves the lowest loss and fastest convergence, whereas
the 9C case displays a more elongated loss tail, reflecting slower adaptation due to higher client hetero-

geneity.
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Figure 4.6: 3D surface plot(scz)f total loss over epochs and client IDs for the ?SC), 6C, 7C, and 9C scenarios.

Client-specific ridges and valleys on each surface capture subtle differences in local convergence

rates, yet all configurations ultimately converge to comparable loss levels. This visualization un-
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Table 4.1: Evaluation of physics loss across four scenarios based on the proposed ODE formulation

Table 4

Metric 3C 6C 7C 9C
Mean 0.0327 0.0342 0.0336 0.0334
Standard Deviation 0.0474 0.0516 0.0494 0.0489
Min 0.0003 0.0003 0.0003 0.0003
Max 0.2410 0.2741 0.2580 0.2452
Skewness 1.7965 1.9753 1.9042 1.8394
Kurtosis 3.0325 4.0963 3.7725 3.3856
MSE 0.0022 0.0027 0.0025 0.0024
RMSE 0.0474 0.0516 0.0494 0.0489
R2 -4.66e+31 | -2.79e+31 | -5.35e+31 | -1.23e+31
.2: Summary of data loss evaluation across four scenarios using the FCNN

Metric 3C 6C 7C 9C
Mean 0.5040 0.4932 0.4917 0.4860
Standard Deviation 0.0876 0.0716 0.0987 0.1086
Min 0.4422 0.4435 04214 0.4136
Max 0.9497 0.8227 1.3263 1.4907
Skewness 1.5955 1.5451 3.1389 3.8899
Kurtosis 2.2004 1.6547 18.4460 26.9667
MSE 0.0077 0.0052 0.0099 0.0120
RMSE 0.0876 0.0716 0.0987 0.1086
R2 -4.24e+29 | -4.10e+29 | -1.01e+29 | -6.23e+29

Table 4.3: Evaluation of total loss across four scenarios using the proposed FL-PINN framework

Metric 3C 6C 7C 9C
Mean 1.3348 1.3279 1.3194 1.3056
Standard Deviation | 0.6423 0.6459 0.6773 0.6899
Min 0.8878 0.8903 0.8464 0.8309
Max 4.3090 4.3052 5.2326 5.4305
Skewness 1.6919 1.7449 2.0313 2.1496
Kurtosis 2.5030 2.7395 5.1236 6.1327
MSE 0.4126 0.4180 0.4613 0.4770
RMSE 0.6423 0.6459 0.6773 0.6899
R2 -2.65e+30 | -3.07e+30 | -2.51e+30 | -3.20e+30

derscores the FL-PINN framework’s ability to harmonize decentralized updates and maintain robust
convergence despite varying federation sizes. Fig. 4.7 provides a high-fidelity comparison of actual
versus predicted glucose trajectories under the proposed FL-PINN framework for 3C, 6C, 7C, and
9C scenarios. From a computational perspective, the close alignment between the solid black curve
and the dashed blue prediction demonstrates the effectiveness of hybrid federated averaging combined
with physics-informed residual minimization. The narrow shaded bands, which represent 95% con-
fidence intervals, illustrate the framework’s uncertainty quantification, with interval widths typically
under +15 mg/dL despite the non-IID client distributions.

Moreover, the framework maintains stability across increasing client heterogeneity by enforcing
ODE constraints during local optimization, as evidenced by smooth prediction traces even in highly

variable glucose regimes. Medically, this level of accuracy and precision is critical: the mean absolute
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deviation remains below 10 mg/dL, ensuring reliable detection of hypoglycemic episodes (< 70 mg/dL)
and hyperglycemic excursions (> 180 mg/dL). Such performance supports real-time closed-loop in-
sulin dosing and early warning systems. Furthermore, the robust convergence across all four scenarios
highlights the solution’s scalability for personalized DT applications in diabetes care, delivering both
computational robustness and clinical safety.

Fig. 4.8 and Fig. 4.9 together demonstrate the FL-PINN framework’s robust and clinically accept-
able performance across all four federated configurations (3C, 6C, 7C and 9C). The heatmaps in Fig. 4.8
visualize the absolute prediction errors for each client (vertical axis) and each sample (horizontal axis),
showing that the vast majority of residuals remain in low-error bands (darker colors) with only rare
high-error spikes. Concurrently, the violin plots in Fig. 4.9 succinctly summarize these residuals’ dis-
tributions: the medians are centered near zero, interquartile ranges lie well within clinically safe limits,
and the density peaks indicate that most errors fall below thresholds critical for hypoglycemia and hy-
perglycemia management. Together, these figures confirm that FL-PINN maintains consistent error
margins and reliable glucose tracking even as federation size increases.

A deeper inspection reveals nuanced insights into error heterogeneity and framework stability. In
Fig. 4.8, the 3C scenario exhibits the tightest error band, with fewer outliers above 20 mg/dL, whereas
the 9C scenario shows slightly more dispersed spikes, consistent with increased data heterogeneity,
but still maintains error concentrations below critical clinical thresholds in over 90% of samples. The
violin plots quantify these trends: for 3C, the interquartile range (IQR) of residuals is under 5 mg/dL
and the tails remain below 15 mg/dL; for 9C, the IQR expands to approximately 8 mg/dL and tails to
25 mg/dL, yet the distribution remains sharply peaked. These results underscore the effectiveness of
embedded ODE constraints and federated averaging in mitigating divergence, ensuring that even under
non-IID client data distributions, the FL-PINN framework delivers both high-fidelity predictions and

tight uncertainty bounds crucial for real-time, closed-loop diabetes management.

4.5.3 Comparative Analysis

The comparative summary in Table 4.4 reveals the evolution of research in physics-informed and FL
systems from engineering and material sciences toward biomedical applications. Prior works estab-
lished valuable methodologies for embedding physical priors within learning architectures [168, 169,
170], achieving consistency and generalization in data-limited environments. However, most efforts
remained confined to macro-scale systems such as energy networks or material synthesis [171, 172],
relying on static datasets and centralized computation without feedback from living processes. In con-
trast, the proposed framework introduces a decentralized PINN-FL-IoBNT architecture designed for
dynamic physiological modeling of glucose—insulin regulation. It bridges physical, computational, and
biological layers into a unified DT ecosystem capable of real-time inference, adaptive learning, and

privacy-preserving collaboration across distributed clinical environments.
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From Physics-Informed Energy Models to Biomedical Digital Twins

The PIFL design proposed by Fan et al. [168] demonstrated that federated aggregation and physics con-
straints can ensure stable learning under heterogeneous conditions. Nevertheless, their focus on elec-
trochemical degradation limited generalizability to biological systems, where stochastic interactions
and cellular feedback dominate. The proposed framework advances this paradigm by embedding glu-
cose—insulin ODEs within PINN loss functions, transforming deterministic electrochemical modeling
into a dynamic physiological system. [oBNT-based sensors close the loop by continuously transmitting

real biochemical data, allowing the model to synchronize predictions with live biological feedback.

Decentralized Learning and Physics-Constrained Optimization

Alfano et al. [169] demonstrated a decentralized PINN (PIDFL) that eliminated central coordination,
improving convergence but lacking live sensor integration. Our design expands this foundation by
embedding continuous [oBNT-driven data streams into decentralized FL updates. Each [oBNT node or
clinical site maintains a local sub-model that enforces glucose—insulin ODE consistency during training.
The FL component aggregates parameters rather than raw data, achieving privacy compliance across
distributed physiological sources. This mechanism ensures scalability while maintaining biological

validity, addressing the privacy and personalization challenges central to digital healthcare.

Multi-Agent Control versus Continuous Physiological Feedback

The F-MADRL strategy proposed by Li et al. [170] introduced distributed control via physics-informed
rewards in multi-microgrid optimization. However, such reward-based adaptation lacks the granularity
and biological interpretability required for continuous glucose—insulin tracking. The proposed frame-
work replaces reward-driven agents with residual-based physical consistency enforced through PINN
constraints. [oBNT sensors continuously capture glucose and insulin states, allowing the system to
adapt dynamically to changing physiological conditions such as stress, diet, or circadian variation. This
residual-driven learning ensures stability and smooth adaptation even in the presence of noisy or sparse
data.

Unsupervised and Generative Methods versus Dynamic Predictive Modeling

Trask et al. [171] advanced unsupervised, physics-informed disentanglement, while Liipke et al. [172]
developed PILD for generating MRI modalities. Both approaches improved interpretability but re-
mained static, lacking real-time or federated adaptability. In contrast, the proposed PINN-FL frame-
work with IoBNT continuously learns from real-time IoOBNT feedback. Instead of reconstructing im-
ages, it forecasts glucose trajectories under physical constraints. This predictive configuration trans-

forms physics-informed learning from post-hoc interpretation into live physiological forecasting.
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Table 4.4: Comparative analysis of existing physics-informed and federated frameworks with the proposed PINN-
FL architecture enhanced by IoBNT for glucose-insulin digital twins. The table summarizes the system models,
application domains, and analytical perspectives of representative studies. The proposed framework uniquely
integrates PINN-based physiological modeling, FL-driven scalability, and [oBNT-enabled real-time data acquisi-

tion.

Authors System Model

Application & Data

Analytical Perspective (Strengths and Weak-
nesses)

Fan et al. [168] Physics-Informed

Federated Learning
(PIFL) integrating
PGRU, PL, and PIFS

modules

Battery degradation
estimation using
four public datasets
across eight cases

Strengths: Incorporates physics constraints and federated
strategies to ensure consistent degradation modeling under
diverse conditions. Demonstrates effective temporal learn-
ing and robust aggregation. Weaknesses: Limited to elec-
trochemical systems and energy devices. Does not employ
IoBNT-based data acquisition or biological communication
layers for healthcare-related DT applications.

Alfano et al. [169] | Decentralized FL
combined with
PINNs (PIDFL) using
serverless  aggrega-

tion

Distributed datasets
across multiple simu-
lation domains

Strengths: Demonstrates efficient domain knowledge inte-
gration in decentralized settings. Reduces loss and improves
convergence without a central server. Weaknesses: Lacks
real-time sensor data integration and IoBNT-driven transmis-
sion. Does not employ temporal or physiological modeling
required for glucose—insulin or biological DTs.

Lietal. [170] Federated Multi-
Agent Deep Rein-
forcement Learn-
ing with Physics-
Informed reward
(F-MADRL)

Multi-microgrid
(MMG) energy man-
agement; ORNL-
MG test system

Strengths: Maintains privacy through FL while optimizing
distributed energy management. Introduces physics-informed
reward to enhance convergence stability. Weaknesses: Re-
stricted to energy optimization. Does not include continuous
physiological processes or [oOBNT communication networks
for biomedical or biological digital twins.

Trask et al. [171] Unsupervised
physics-informed
disentanglement
using  probabilistic
multimodal  frame-

work

Multimodal materi-
als datasets across
three synthesis pro-
cesses

Strengths: Integrates physics-aware probabilistic inference
to identify mechanistic clusters across modalities. Provides
uncertainty quantification and interpretability. Weaknesses:
Onmits federated training and real-time operation. No IoBNT-
enabled sensing or temporal adaptation for dynamic biologi-
cal processes.

Liipke et al. [172] Physics-Informed La-
tent Diffusion (PILD)
for multimodal MRI

synthesis

Multi-modal  brain
MRI datasets with
missing modalities

Strengths: Combines latent diffusion with physical priors to
synthesize unseen MRI contrasts and ensure signal plausibil-
ity. Improves realism and modality recovery. Weaknesses:
Designed for static imaging without federated collaboration
or IoBNT integration. Does not support online physiological
data streaming or adaptive biomedical DTs.

PINN-FL framework
for glucose—insulin
DTs enhanced by
IoBNT integration

Current work

Glucose—insulin
monitoring using
ODE-based physio-
logical modeling and
IoBNT-enabled data
transmission

Strengths:  Integrates physics-constrained ODEs with
FCNN-based learning under federated training for scalable,
privacy-preserving glucose—insulin prediction. IoBNT pro-
vides real-time, secure physiological data acquisition, im-
proving sensor reliability and communication efficiency.
Achieves mean ODE loss of 0.033 with over 60% residuals
below 0.01 and prediction error within +=10 mg/dL across all
scenarios. Weaknesses: Future improvements include hybrid
multimodal modeling with dynamic population-level person-
alization and IoBNT standardization for clinical-scale deploy-
ment.

IoBNT for Real-Time Physiological Connectivity

IoBNT represents the core differentiator of the current system. It replaces centralized data acquisition

with distributed nano-sensor communication, enabling glucose and insulin information to be exchanged
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through biochemical or nano-electronic pathways [168, 169]. This mechanism improves data fidelity
by up to 98%, minimizes bandwidth consumption, and ensures synchronization across connected DT
nodes. Through IoBNT, each DT instance operates as a live reflection of the biological process it
represents, forming a cohesive physiological network where learning, sensing, and communication

occur simultaneously.

PINN for Physiology-Constrained Learning

PINN provides the structural backbone of the proposed architecture by embedding glucose—insulin
dynamics into the learning objective. The ODEs governing insulin secretion, glucose uptake, and
homeostatic feedback are directly integrated into the loss function. This design ensures that learning
adheres to physiological principles rather than purely statistical correlations [168, 170]. Quantitatively,
the system achieved a mean ODE loss of 0.033, with over 60% of residuals below 0.01, maintaining
glucose prediction errors within £10 mg/dL across varied conditions. Such consistency demonstrates
that physics-informed loss terms significantly enhance reliability and interpretability compared with

purely data-driven networks.

FL for Privacy-Aware Scalability

The FL component extends system scalability and protects data privacy across decentralized IJoBNT
nodes. Each clinical unit or wearable device performs local training on sensor-derived physiological
data, transmitting only encrypted model gradients [169]. This architecture supports population-level
personalization while complying with data protection standards such as HIPAA and GDPR. Experi-
ments show that FL reduces bandwidth by over 99% while maintaining prediction accuracy, confirming
that distributed optimization effectively balances performance with privacy. The resulting federated DT

ecosystem can learn collaboratively from diverse patient populations without central data pooling.

Multi-Model Neural Coordination for Adaptive Learning

The unified neural architecture integrates FCNN, ResBlock NN, and RNN components to capture
multi-scale dependencies in glucose—insulin regulation. FCNN encodes nonlinear steady-state rela-
tions; ResBlock NN enhances gradient stability in deep representations; and RNN models temporal
feedback essential for adaptive control [170]. These layers collectively support hierarchical learning
that links instantaneous insulin actions with long-term metabolic behavior. The coordination between
these modules allows local DTs to refine predictions continuously in response to [oBNT inputs, achiev-

ing real-time adaptability and sustained convergence under dynamic conditions.

Interpretability, Reliability, and Real-Time Visualization

The interpretability of the proposed PINN-FL framework with IoBNT derives from its physics-informed

design, which ensures that all outputs correspond to measurable biological variables [168, 170]. The
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embedded ODE constraints make each prediction biologically traceable, linking insulin-glucose in-
teractions directly to physiological mechanisms. The DT dashboard visualizes glucose trajectories
and confidence intervals in real time, supporting physician-in-the-loop supervision. FL consensus en-
hances reliability by averaging across distributed nodes, mitigating localized anomalies. Consequently,
the model provides interpretable, reproducible insights suitable for clinical deployment and regulatory

compliance.

Quantitative Performance and Technical Evaluation

Experimental results confirm the superior quantitative and computational efficiency of the proposed
framework. The architecture achieved mean ODE loss of 0.033, with residuals below 0.01 for more
than 60% of cases, and glucose prediction accuracy within £10 mg/dL across all test datasets. Com-
pared with previous PINN or FL implementations [168, 169, 170], the IoBNT integration improved
communication reliability by 98% and reduced energy consumption due to efficient local computation.
The model demonstrates stable convergence and robust generalization, establishing it as a viable can-

didate for real-time, low-latency physiological monitoring within [IoBNT-enabled healthcare networks.

Remaining Challenges

Despite these advances, several open challenges remain. [oBNT hardware miniaturization and bio-
compatibility require further refinement for continuous long-term deployment [169, 170]. Moreover,
synchronization between FL nodes under variable network latency must be optimized to ensure stable
global convergence. Future directions include multimodal data fusion from electrochemical, imaging,
and genomic sensors, along with reinforcement-based controllers for personalized insulin delivery. In-
tegrating uncertainty quantification into the PINN layer and adaptive aggregation into FL will further
improve interpretability and reliability. Addressing these aspects will extend the framework toward
fully autonomous, self-regulating biomedical DTs capable of operating across molecular to systemic

physiological scales.

4.6 Discussion

The proposed FL-PINN framework represents a transformative advancement in digital health, particu-
larly for glucose-insulin modeling. It unifies [oOBNT, PINNSs, and FL into a robust, scalable, and inter-
pretable platform. This integration supports decentralized training, protects patient privacy by keeping
data local, and leverages biologically grounded ODE constraints to preserve physiological interpretabil-
ity. The framework enables real-time DT generation for personalized diabetes monitoring, making it
well-suited for clinical applications where both data sensitivity and heterogeneous sensor modalities
must be accommodated. By combining data-driven learning with mechanistic physiological modeling,
the FL-PINN framework facilitates accurate prediction, strong generalization across patients, and com-

pliance with biomedical laws, which addresses core challenges in deploying Al safely and effectively
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in healthcare.

The proposed FL-PINN framework demonstrates strong resilience and adaptability across decen-
tralized IoBNT environments. Its integration of convolution-based sensor modeling ensures that tem-
poral variations and signal noise are effectively smoothed, enabling accurate signal tracking even un-
der complex physiological conditions. Moreover, the use of hybrid data-physics learning enables the
system to remain stable across varying client populations and asynchronous data flows. By embed-
ding glucose-insulin dynamics through interpretable ODEs, the framework maintains consistency with
known physiological behavior while enhancing prediction generalizability. This hybridization em-
powers the model to adapt seamlessly across diverse glucose regulation patterns, facilitating robust
closed-loop decision-making in real time. The scalability and precision achieved under different client
scenarios further validate its applicability to real-world DT deployments for personalized diabetes care.

Future work should focus on incorporating more comprehensive physiological models that go be-
yond insulin-glucose interactions. Extending the PINN structure to include additional hormonal regula-
tors (e.g., glucagon, amylin) or integrating meal ingestion events could further enhance model realism
and clinical applicability. Moreover, the current framework could be adapted to support personalized
patient-specific modeling by introducing attention-based mechanisms or meta-learning strategies to
capture inter-patient variability [173]. These enhancements would enable the system to more accu-
rately reflect individual biological profiles while maintaining generalization across a population.

Additionally, future research could explore the integration of asynchronous and communication-
efficient federated strategies to better handle dynamic participation across [oBNT clients. Incorporat-
ing event-driven updates, client selection algorithms, or gradient compression techniques would make
the framework more suitable for real-world deployment. Lastly, a natural extension of this work is
to validate the FL-PINN framework using real-world clinical datasets and biosensor platforms. This
would allow for end-to-end system testing, potentially leading to regulatory approval and deployment
in wearable medical technologies. Together, these future directions aim to transition this work from a
high-fidelity simulation model to a deployable, patient-facing solution for managing chronic conditions
such as diabetes.

The proposed FL-PINN framework combines the scalability and privacy of FL with the inter-
pretability and robustness of physics-informed modeling. Each client independently contributes to a
global model that integrates local observations with known system dynamics. The final trained model
serves as a consensus estimator of glucose-insulin interaction, calibrated across distributed data sources
while respecting the underlying physiological structure. Overall, this work establishes a robust, secure,
and clinically relevant foundation for next-generation personalized digital health systems focused on

diabetes management.
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Chapter 5

Conclusions and Future Research Directions

5.1 Conclusions

This thesis presents a comprehensive study on the development of decentralized neural frameworks
aimed at constructing high-fidelity and real-time Digital Twins (DTs) for complex biological systems.
The research addresses critical challenges in modeling biological processes, particularly those related
to data privacy, heterogeneity across data sources, and the need for distributed learning in real-world en-
vironments. To meet these challenges, the study integrates multiple advanced methodologies, including
Federated Learning (FL) for decentralized model training, Physics-Informed Neural Networks (PINN)
for incorporating governing biological equations, and Internet of Bio-Nano Things (IoBNT) to repre-
sent the physical infrastructure and biological communication layers. Additionally, the thesis leverages
arange of advanced deep neural network architectures, such as Convolutional Neural Networks (CNN),
Recurrent Neural Networks (RNN), ResBlock-based Networks (ResBlock NN), and Fully Connected
Neural Networks (FCNN), to enhance representational capacity and adaptability to different biologi-
cal modeling tasks. Three comprehensive frameworks have been developed, each tailored to specific
application domains and data environments.

In the first contribution (Chapter 2), we present a highly efficient DT framework powered by CNN-
FL and IoBNT to create bacterial DTs. Our proposed framework offers a robust solution for opti-
mizing bandwidth, reducing error, processing biotechnological data, and digitizing biological assets.
Moreover, by integrating [oOBNT with deep learning algorithms like FL. and CNN, our framework sig-
nificantly enhances the dependability, reliability, and efficiency of DTs in the biotechnology industry.
This approach addresses the challenges of employing DTs at nano and micro scales, making it a highly
effective solution for modern biotechnological applications. Hence, these advancements pave the way
for significant improvements in digital health interventions and biotechnological methodologies. While
the framework demonstrates substantial progress, there are opportunities for further enhancement. One
area of improvement can involve addressing the limitations of using less diverse datasets, which may
affect the model’s generalizability. Incorporating more varied data and exploring cutting-edge algo-

rithms, such as transformer-based models, can significantly improve processing efficiency. Moreover,
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adapting the platform’s communication system to integrate with next-generation technologies like 6G
and Web 3.0 can boost data transmission capabilities and streamline biotechnological applications.
These developments can ensure the framework remains effective and adaptable in a rapidly evolving
industry.

In the second contribution (Chapter 3), we present a groundbreaking framework that bridges the
gap between physics-based knowledge and data-driven insights, addressing the inherent challenges of
implementing DTs for micro- and nano-scale processes. By integrating IoBNT with advanced multi-
model PINNs, including FCNN, ResBlock NN, and RNN, we have enabled accurate and efficient mod-
eling of complex systems. Moreover, the proposed framework has proven its effectiveness by delivering
exceptional performance in predicting microbial and substrate growth in a reactor, with Monod equa-
tions serving as the benchmark model. Specifically, the results exhibit an average MAE of 0.0275,
an average R? nearing 1, and an average RMSE of 0.0425 across four of the five proposed architec-
tures. These metrics underscore the framework’s robustness in delivering highly accurate predictions
with minimal error. Furthermore, the integration of [oOBNT technology significantly enhances the sys-
tem’s reliability, reducing data transfer errors by up to 98% under the most demanding conditions.
This remarkable improvement highlights the transformative potential of combining physics-based and
data-driven approaches to overcome the challenges of traditional machine learning in complex and dy-
namic systems. In conclusion, our work establishes a robust and novel foundation for the development
of highly efficient and scalable DTs for micro- and nano-scale processes, paving the way for broader
applications in biotechnology, healthcare, and beyond.

The third contribution (Chapter 4) introduces a novel FL-PINN framework that seamlessly inte-
grates JoBNT, PINNs, and FL for decentralized glucose-insulin digital twinning. To our knowledge,
this is the first federated Al framework enabling real-time, patient-specific glucose-insulin modeling
with embedded physiological constraints. A key contribution is the redesign of the PINN training
process into a federated paradigm, where glucose-insulin dynamics governed by Ordinary Differential
Equations (ODEs) are enforced locally across distributed IoBNT nodes using a novel Federated PINN
algorithm. This hybrid formulation ensures biologically interpretable learning and significantly en-
hances prediction fidelity, even under sparse or noisy measurements. The integration of JoBNT sensors
allows continuous glucose monitoring, providing real-time updates to each DT. The federated architec-
ture enables scalable deployment across heterogeneous clients without transmitting raw data, satisfying
privacy requirements and regulatory constraints in medical ML. Furthermore, the design effectively
minimizes communication and computational overhead, ensuring low-latency updates and real-time
responsiveness. Overall, this work establishes a robust, secure, and clinically relevant foundation for
next-generation personalized digital health systems focused on diabetes management.

In summary, this thesis introduces three significant decentralized neural frameworks for construct-
ing high-fidelity and real-time DTs of biological systems. The research focuses on overcoming chal-
lenges related to data privacy, heterogeneity, and distributed learning by combining FL, PINNs, and
IoBNT. Advanced deep learning models, including CNNs, RNNs, ResBlock networks, and FCNNs,

are employed to enhance modeling capabilities across diverse biological applications.
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Three core frameworks are presented:

* Framework 1 combines CNN-FL with IoBNT to create bacterial DTs, optimizing bandwidth,
error reduction, and data processing in biotechnology. It highlights the potential for improved
efficiency, dependability, and scalability in digital bioprocessing. Future improvements include
expanding dataset diversity, integrating transformer-based models, and adapting communication
layers for 6G and Web 3.0.

¢ Framework 2 fuses IJoBNT and multi-model PINNs (FCNN, ResBlock NN, RNN) to address
DT challenges at micro and nano scales. Validated using Monod equations, the system achieves
high accuracy (MAE = 0.0275, RMSE = 0.0425, and R? near 1). It significantly reduces data
transfer errors by up to 98%, demonstrating the power of integrating physics-based constraints

with deep learning for biological modeling.

* Framework 3 introduces a novel FL-PINN architecture for decentralized, real-time glucose-
insulin DTs. It enforces physiological constraints via ODEs locally across distributed IoBNT
nodes, allowing privacy-preserving, patient-specific modeling. This framework ensures low-
latency responsiveness, secure deployment, and scalable operation, laying the groundwork for

next-generation personalized healthcare systems.

Together, these contributions offer scalable, real-time, accurate, and privacy-aware solutions for

digital twinning in biological and medical domains.

5.2 Future Research Directions

The frameworks developed in this thesis represent a significant advancement toward scalable, inter-
pretable, and privacy-preserving real-time DTs for biological systems. By integrating FL, PINNs, and
[IoBNT, this work introduces a unified decentralized learning architecture capable of modeling physio-
logical processes with high fidelity. This combination preserves local data privacy, embeds biological
constraints via ODEs, and achieves distributed inference and training across heterogeneous and poten-
tially resource-constrained environments. The core FL-PINN framework demonstrates strong adapt-
ability across varying client distributions and real-world biological complexity. It introduces a hybrid
learning pipeline that maintains prediction fidelity under sparse and non-IID data, while ensuring bi-
ological plausibility through physics-constrained learning. This robust integration has positioned the
architecture as a viable foundation for real-time healthcare applications, particularly in glucose-insulin
monitoring and prediction. However, a number of promising avenues remain open for future investiga-
tion, both in extending the methodological depth of the current work and translating these capabilities

to new domains and technologies.
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5.2.1 Development of the CNN-FL Framework for Biomanufacturing

As a future direction, the first CNN-FL-based digital twinning framework leveraging [oBNT can be de-
veloped to enable fully distributed, intelligent modeling of biological environments across both bioman-
ufacturing systems and ecological landscapes. Decentralized DTs can be deployed to monitor cell cul-
ture conditions [57], fermentation dynamics [174], or biosensor arrays in industrial biotechnology facil-
ities [31]. These environments often feature streaming data, noisy signals, and non-stationary process
behavior, making them ideal candidates for FL-PINN deployment. By integrating adaptive FL proto-
cols with edge computing units and lightweight neural architectures, on-site monitoring can be achieved
without reliance on centralized servers. Future work should investigate reinforcement learning-based
control layers to allow the DT not only to monitor but also to optimize and intervene in bioprocesses.
For environmental monitoring, deploying low-cost IoBNT biosensors across distributed field sites en-
ables real-time detection of pollutants, pathogens, or biochemical markers in soil and water. FL-based
frameworks can ensure privacy of local environmental data, while contributing to a global DT capable

of modeling large-scale ecosystem health.

5.2.2 Industrial Applications: Precision Agriculture and Renewable Energy

To further advance the [oOBNT-PINN framework, several technical innovations can be explored to en-
hance its performance, reliability, and applicability across a wide range of industrial scenarios. One
pivotal enhancement lies in the development of self-calibrating bio-nano sensors. These sensors could
leverage integrated calibration algorithms that utilize real-time system feedback to autonomously ad-
just their sensitivity and accuracy. This innovation would significantly reduce the reliance on manual
recalibration, improving operational efficiency and minimizing downtime. Furthermore, machine learn-
ing algorithms trained on historical data could support the self-calibration process by identifying and
compensating for sensor drift, thereby ensuring consistent data quality under diverse environmental
conditions.

In practical applications, the [OBNT-PINN framework demonstrates remarkable adaptability and
utility by addressing domain-specific challenges across diverse sectors such as precision agriculture and
renewable energy systems. For instance, in the domain of precision agriculture, the framework could
be utilized to monitor and model microbial activity in soil, a critical determinant of nutrient cycling
and crop health. By employing IoBNT sensors capable of detecting key biochemical markers such as
enzyme activity or nutrient availability, the framework would enable the real-time acquisition of high-
resolution soil fertility data. These insights, when integrated with the predictive modeling capabilities
of PINNSs, could guide farmers in optimizing irrigation, fertilization, and planting schedules. This
optimization would not only enhance crop yields but also minimize the consumption of vital resources

such as water and fertilizers, promoting sustainable agricultural practices.
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5.2.3 Industrial Applications in Biofuel Production

In the renewable energy sector, the IoBNT-PINN framework could be pivotal in optimizing biofuel
production processes. By leveraging its ability to monitor microbial growth and substrate consump-
tion within bioreactors, the framework could provide actionable insights into the dynamics of biofuel
synthesis. Through real-time monitoring of critical parameters such as temperature, pH, and nutrient
flow, the framework could predict and adjust process variables to maximize biofuel yields. This predic-
tive modeling capability ensures the efficient utilization of raw materials, reduces waste, and maintains
consistent quality in industrial-scale biofuel production. Moreover, the ability to model and control
biochemical dynamics in real time would enable operators to respond rapidly to process deviations, en-
hancing overall reliability and operational efficiency. These domain-specific applications underline the
transformative potential of the IoBNT-PINN framework, highlighting its capacity to drive innovation
and improve outcomes across a wide range of industrial and environmental contexts. Lastly, fostering
interdisciplinary collaborations and training programs will be critical in driving innovation and address-
ing the complexities of advanced physics-based systems. These initiatives will ensure the framework

continues to evolve, meeting the demands of emerging industrial applications.

5.2.4 Material Innovation in the Multi-Modal PINN Framework

The second direction can focus on advancing the sensing capabilities, structural robustness, and com-
putational scalability of the multi-modal PINN-IoBNT DTs. In particular, the integration of advanced
materials such as graphene-based sensors offers a promising pathway to enhance nano-scale signal de-
tection and long-term durability [175, 176]. Graphene’s extraordinary electrical conductivity, mechan-
ical robustness, and chemical stability make it uniquely suited for detecting subtle biochemical signals
at the nano-scale. Its biocompatibility and resistance to corrosion further enhance its suitability for
harsh industrial environments, such as bioreactors operating under extreme conditions of temperature,
pressure, or chemical exposure. These material advancements can significantly augment the sensitivity
and durability of the [oBNT-PINN framework [177]. Additionally, integrating quantum computing into
the PINN architecture can enable faster and more efficient training, particularly for complex systems
governed by PDEs. Quantum computing offers the potential to solve high-dimensional optimization
problems and accelerate computations, thereby enhancing the scalability and real-time capabilities of
the framework. Together, these advancements can significantly improve the sensitivity, resilience, and
computational efficiency of the second framework, which position it as a scalable and high-performance

platform for real-time digital twinning in complex biological and industrial environments.

5.2.5 Enhancing Multi-Modal Framework through Multi-Physics Modeling

Another potential direction is to explore the incorporation of multi-physics modeling to enhance the
expressiveness and applicability. Multi-physics modeling involves the simultaneous integration and in-

teraction of thermal [178], mechanical [179], biochemical [180], and other physical dynamics into a

Page 137 of 159



5.2. FUTURE RESEARCH DIRECTIONS

unified computational framework. This holistic approach allows for a more accurate representation of
the interdependent behaviors of complex systems, which provide comprehensive insights into processes
governed by multiple interacting phenomena. For example, in energy systems such as fuel cells [181] or
thermal power plants [182], the coupling of thermal and mechanical properties is critical. Temperature
variations directly influence mechanical stresses and chemical reaction rates, necessitating a framework
capable of capturing these interactions in real time. Similarly, in advanced manufacturing processes,
such as additive manufacturing [183] or chemical synthesis, biochemical and thermal dynamics often
interact, with temperature gradients significantly altering reaction kinetics or material properties. By
incorporating these dynamics into a unified DT, the framework can enhance the precision of predic-
tive models, providing actionable insights for optimizing operational parameters and achieving greater
efficiency and reliability in diverse industrial applications. ntegrating multi-physics dynamics can ex-
tend the second framework’s capacity to deliver precise, actionable predictions across industrial and

biomedical domains.

5.2.6 Expanding PINN-FL Framework for Physiological Modeling

One of the promising approaches for the PINN-FL DT frameworks is to develop distributed and real-
time modeling of complex physiological systems. This approach can allow integration of nanoscale
biosensor data with multiscale PINN architectures. A natural extension of this framework lies in broad-
ening the physiological scope of the current FL-PINN architecture. While glucose-insulin dynamics
serve as an important proof-of-concept, future models should incorporate other biochemical and hor-
monal pathways, such as glucagon regulation [184], lipid metabolism [185], renal filtration [186], and
circadian hormonal cycles [187]. These systems often involve coupled ODEs and stochastic behavior,
and may require the integration of Stochastic Differential Equations (SDEs) or delay differential equa-
tions (DDEs) to better reflect real physiological processes. Such multiscale modeling efforts can also
benefit from hybrid PINN structures capable of handling coupled PDE-ODE formulations, enabling
representation of spatial diffusion, reaction kinetics, and temporal evolution in organs or tissues. The
addition of compartmental models for organs can help bridge the gap between molecular-level dynam-
ics and systemic behavior observed in biosensor data [188, 189, 190]. Future work can also incorporate
metabolic interaction networks [191] or gene regulatory models [192] into the PINN structure to allow

digital twinning at the cellular or subcellular level.

5.2.7 Advancing Personalization and Adaptivity in PINN-FL Framework

Furthermore, a promising future direction for the third framework is to facilitate highly personalized
physiological modeling by integrating continuous, real-time molecular and cellular data from embed-
ded biosensors. Personalized modeling remains a cornerstone of effective DT deployment in health-
care. Although FL naturally supports personalization by allowing clients to train on their own data,
this capacity can be significantly improved. Future research should explore attention-based mecha-

nisms [193], meta-learning [194], or client-specific adapters [195] within the FL-PINN pipeline to
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allow individualized model adaptation with minimal retraining. Incorporating temporal attention and
gating structures can enable better handling of irregularly sampled medical time series and improve gen-
eralization to unseen patient trajectories. Personalized FL variants, such as cluster FL [196], federated
multi-task learning [197], or model-agnostic meta-FL [198], can be evaluated for DT personalization
while ensuring robust cross-client learning. By uniting these personalization strategies, the third PINN-
FL framework can evolve into an adaptive, patient-specific DT system capable of proactive monitoring,

early intervention, and continuous therapeutic optimization.

5.2.8 Improving FL. Communication Efficiency and Robustness

In addition, future directions may focus on enhancing communication efficiency and security in Frame-
works 1 and 3. Given the inherent constraints in [oBNT networks, including intermittent connectiv-
ity, low-bandwidth channels, and limited energy, communication efficiency remains critical. Asyn-
chronous FL strategies, such as periodic client updates [199], event-triggered communication [200],
or importance-aware gradient sparsification [201], can be investigated. These methods reduce over-
head while retaining convergence properties, enabling low-latency DT updates. Further, robustness
against adversarial or corrupted clients is essential in medical applications. Integration of Differential
Privacy (DP) [202], secure aggregation [203], or Byzantine-resilient aggregation [204] methods should
be explored. Blockchain-backed auditability and secure key exchange protocols can strengthen trust
and traceability in FL deployments [205, 206, 207]. Incorporating these communication-efficient and
security-enhancing techniques into Frameworks 1 and 3 can be crucial for deploying resilient PINN-FL
and CNN-FL DTs over IoBNT, which ensure robust real-time updates, data integrity, and trust across

decentralized biomedical networks.

5.2.9 Integration with Immersive and Web Technologies

As another future direction, the frameworks proposed in this thesis can be extended through the in-
tegration of immersive technologies and decentralized Web infrastructures to improve accessibility,
usability, and real-time interaction with DT systems. These platforms can provide intuitive interfaces
for clinicians and researchers to interact with biological simulations and patient-specific predictions.
Coupling DTs with Web3 technologies, such as decentralized storage [208], Decentralized Identifiers
(DIDs) [209], and smart contracts [210], can facilitate secure, transparent, and collaborative digital
health ecosystems. The adoption of upcoming communication standards like 6G and Time-Sensitive
Networking (TSN) [4] can further support ultra-reliable, low-latency transmission between IoBNT
nodes and DT platforms, critical for applications such as real-time diagnostics [211] or remote surgery
assistance [212]. Such integration can strengthen the capabilities of the thesis frameworks by enabling
secure, low-latency, and intuitive interfaces for clinicians and researchers, ultimately supporting ad-
vanced applications like remote diagnostics and interactive physiological simulations.

In summary, the future research directions outlined above offer a well-defined pathway for advanc-

ing the three core frameworks developed in this thesis: the CNN-FL framework for biomanufacturing,
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the multi-modal PINN-IoBNT framework for high-fidelity sensing and modeling, and the PINN-FL
framework for physiological digital twins. Each proposed extension is aligned with enhancing specific
aspects of these architectures. For the CNN-FL framework, improvements focus on scalable deploy-
ment across biotechnological and environmental systems through communication-efficient and secure
FL protocols. The multi-modal PINN-IoBNT framework can benefit from the integration of novel ma-
terials, such as graphene-based sensors, quantum-enhanced training for complex PDE systems, and
multi-physics modeling to improve predictive accuracy. For the PINN-FL framework, future work
can expand its physiological scope through multiscale modeling, support high personalization through
attention-based FL techniques, and improve robustness against communication and security challenges.
Moreover, integrating immersive visualization platforms and Web3 technologies across all frameworks
can enhance accessibility, transparency, and usability for clinical and industrial users. Together, these
directions provide a comprehensive strategy to evolve the proposed digital twinning systems into scal-
able, real-time, and trustworthy platforms for a broad range of biological, environmental, and healthcare

applications.
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