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Abstract

Exploiting the power of quantum computing relies on foundational software that en-
sures its convenient, efficient, and safe utilisation. The distinct nature of quantum me-
chanics introduces new challenges for quantum software design. This thesis contributes
to identifying and addressing such challenges from the following three perspectives:

¢ Programming: The first part explores quantum recursive programming, an emerg-
ing paradigm that enables compact and elegant programming of complex quantum
algorithms. We focus on efficiently implementing such programs, which involve an
intricate interplay between two features: quantum control flow and recursive pro-
cedure calls. To handle this interplay, we propose the quantum register machine, a
new architecture that provides simultaneous instruction-level support for both fea-
tures. Based on this, we describe a comprehensive implementation process, includ-
ing compilation, partial evaluation of quantum control flow, and execution on the
quantum register machine. Significantly, our efficient implementation of quantum

recursive programs also offers automatic parallelisation of quantum algorithms.

* Access control: To ensure the security of multi-programming quantum computers,
the second part investigates access control in quantum operating systems. Access
control is a cornerstone of computer security that prevents unauthorised access to
resources. We identify a security threat arising from quantum entanglement as ex-
isting operating systems integrate quantum computing. In particular, we present
an explicit scenario in which a security breach occurs when a classically secure ac-
cess control system is straightforwardly adapted to the quantum setting. To protect
against such threats, we propose several new models of quantum access control

and rigorously analyse their security, flexibility, and efficiency.

¢ Concurrency: The third part examines the atomicity assumption in distributed
quantum computing, a fundamental concept in concurrency control, which is cru-
cial for scaling up quantum computational power through distributed systems.
While atomic actions have well-established guarantees in classical computing, their
rigorous basis in quantum computing remains largely unexplored. We identify key
challenges in guaranteeing the atomicity assumption that arise from quantum en-
tanglement and the quantum measurement problem. To address these challenges,
we establish a formal model of non-atomic distributed quantum systems and use
it to provide a rigorous guarantee for the atomicity of local actions in the quantum
setting.
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Chapter 1

Introduction

Significant advancements in quantum hardware over the last three decades have made
quantum computing increasingly tangible. To fully exploit the power of quantum com-
puters, foundational software is indispensable. Ideally, future quantum computers —
much like their classical counterparts — should be convenient, efficient, and safe to use.
However, the unique nature of quantum mechanics introduces challenges that demand
novel quantum software design beyond classical paradigms. This thesis is therefore mo-
tivated by the pursuit of harmonious solutions to foundational questions in quantum

software design, covering the aspects of programming, access control, and concurrency.

1.1 From Sequential to Distributed Computing

Since the design of quantum software is greatly inspired by its well-established classi-
cal counterpart, this section provides the necessary background. We briefly review the
evolution of classical computers through three stages: sequential, multiprogramming,
and distributed computers; and we pay particular attention to the foundational software

relevant to this thesis.

Sequential Computers

The modern computing era began with machines operating sequentially on a single cen-
tral processing unit (CPU). A foundational challenge of software design at this time was
bridging the gap between humans and computers. To this end, early high-level pro-
gramming languages such as Fortran, COBOL, Lisp, and ALGOL were developed. These
languages introduced many concepts profoundly impacting today’s programming, chief
among them structured programming [1, 2]. This paradigm promotes program clarity
and modularity and emphasises a disciplined use of control flow constructs (such as
if-statements, loop statements, and procedure calls), enabling programmers to design

complicated programs in a modular way.
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For a computer to execute these high-level programs, they must be translated into
low-level instructions. This translation is performed by a compiler [3], which typically
involves multiple structured intermediate layers. A successful compiler should both pre-
serve the source program’s semantics and produce a compiled program that executes
efficiently.

Multiprogramming Computers

Multiprogramming [4] was introduced to better utilise fast CPUs that would otherwise
idle while waiting for slower input/output (I/O) devices. Multiple programs can share
the CPU time: when one program is being executed, others can wait for the I/O devices.
This fundamental idea of resource sharing has become a cornerstone of modern operating
systems.

Two challenges were introduced by multiprogramming. The first is concurrency: op-
erations from different programs can have a non-deterministic order [5]. System software
needs to be carefully designed to guarantee correct computation regardless of this non-
determinism. The second is access control, the central element of computer security:
resources should be shared safely. Foundational system software must guarantee that a
user (or more generally, a subject) can only access a resource (an object) by performing
authorised actions (rights). While modern access control schemes are diverse, their foun-
dation lies in the seminal access matrix model [6], which explicitly manages each right
granted to a subject to access an object.

Distributed Computers

Distributed computing represents the next stage, where multiple computers are con-
nected to form a distributed system. While multiprogramming involves sharing a sin-
gle CPU, a distributed system allows all individual computers to run concurrently. This
poses a significant challenge to foundational system software: concurrency must be care-
fully controlled to ensure correct and efficient computation. For example, to prevent
corruption, a file should be guaranteed to be written by at most one process at any time.
This generalises to the celebrated mutual exclusion problem [7].

A fundamental notion in solving the mutual exclusion problem is atomic actions [7,
8]. Two atomic actions a and b are guaranteed to be sequential: either a precedes b, or b
precedes a. Assuming all actions in a distributed system are atomic can significantly sim-
plify the system model and analysis. However, actual actions from individual computers
can be non-atomic and have no temporal order at all. Therefore, a number of hardware
and software guarantees [9-11] have been established for atomic actions.
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1.2 From Classical to Quantum Computing

The last three decades have witnessed remarkable advancements in quantum computing.
Numerous quantum algorithms promising computational advantages have been pro-
posed, including notable examples like Shor’s factoring algorithm [12], Grover’s search
algorithm [13], and quantum simulation algorithm [14]. In parallel, quantum hardware
has progressed remarkably, with quantum processors now reaching hundreds to thou-
sands of qubits [15, 16] and early experiments demonstrating the potential for quantum
error correction [17, 18].

To connect theoretical quantum advantages to practical applications, quantum soft-
ware serves as the fundamental bridge. In this section, we review prior research in quan-
tum software, following an analogous evolutionary path from sequential to distributed
computers. Along this path, we identify the key questions that are addressed by this
thesis.

Sequential Quantum Computers

The most near-term model for quantum computers is sequential. To translate abstract
quantum algorithms into practical implementations, quantum programming languages
are indispensable. Numerous languages and associated compilers have been developed,
ranging from industry-backed platforms like IBM’s Qiskit [19], Google’s Cirq [20], and
Microsoft’s Q# [21], to research-oriented languages with various features (e.g., [22-29]).
A substantial body of prior work in this area is devoted to quantum program verifica-
tion. Rich theories have been established using quantum Hoare-like logics [25, 30-38]
and other formal methods [39-48], leading to various automated verification tools [49—
60]. Equivalence checking, which is crucial for verifying quantum compilers and circuit
optimisers [61-63], has also been extensively studied [64-75].

Recently, high-level modular design of quantum programs has gained significant at-
tention, with a focus on unique quantum programming features like quantum control
flow [22, 25, 26, 28, 76-78]. An emerging paradigm is quantum recursive program-
ming [37], which enables one to write complex quantum algorithms as elegant and com-
pact programs. However, a fundamental challenge is how to implement these programs
efficiently. Addressing this, Part I of this thesis is dedicated to developing a systematic

framework for the efficient implementation of quantum recursive programs.

Multiprogramming Quantum Computers

At a lower level, a quantum computer behaves as a natural multiprogramming system,
requiring complex coordination between multiple quantum and classical resources. This



Chapter 1. Introduction 4

coordination is managed by quantum operating systems, whose importance is under-
scored by the recent active development of quantum-centric supercomputing [79-83].
Research in this area includes holistic design of quantum operating systems [84-88], as
well as work on specific tasks like quantum circuit cutting (e.g., [89-99]), job schedul-
ing (e.g., [100-103]), multiprogramming (e.g., [101, 104-110]), and memory management
(e.g., [111-115]).

On the other hand, the unique properties of quantum operating systems raise new se-
curity concerns [116]. A significant question is whether the security guarantees of access
control still hold when existing classical systems integrate quantum computing services,
like in the case of quantum-centric supercomputing [79-83]. Answering this, Part II of
this thesis identifies threats to access control stemming from quantum entanglement and
develops new models to protect against such threats.

Distributed Quantum Computers

Connecting distributed quantum processors is a promising approach to scale beyond the
limits of a single device, with early experimental demonstrations already achieved [117,
118]. The theory of this field has been extensively studied, including distributed quan-
tum algorithms with provable quantum advantages [119-126] and various formal models
like quantum process algebra [127-129], quantum versions of the LOCAL [130-135] and
CONGEST models [136-141], and distributed quantum programming [36, 142-144].
Closely related is the area of quantum networks, which focuses on communication be-
tween distributed quantum processors, covering topics like quantum repeaters (e.g.,
[145-150]), network simulation (e.g., [151-158]), and quantum routing (e.g., [159-171]).
Like in the classical case, nearly all distributed quantum computing models either
explicitly or implicitly assume that actions are atomic. However, this foundational as-
sumption has never been seriously studied in the quantum context. Therefore, Part III
of this thesis confronts this issue by examining the rigorous guarantee for this atomicity
assumption and developing a non-atomic model for distributed quantum computing.

1.3 Challenges from Unique Quantum Properties

This section briefly reviews several unique properties of quantum mechanics (see Chap-
ter 2 for a brief introduction to quantum computing), highlighting the foundational soft-
ware challenges they pose that will be addressed in this thesis.

The first key property is quantum superposition. In the classical world, a basic unit of
information is a bit with state space {0,1}. The quantum counterpart of a bit is called a
qubit, whose state space is a Hilbert space C2. The state of a qubit can be a |0) + B 1),
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a superposition of the basis states |0) and |1). More generally, the state of n qubits com-
posed together can be )¢ 113" @ |x), a superposition of |0), [1),..., 2" — 1). Quantum
superposition enables powerful quantum programming features like quantum control
flow. In Part I, we will see how the intricate interplay between quantum control flow and
recursive procedure calls poses a fundamental challenge to the efficient implementation
of quantum recursive programs.

The second property is quantum entanglement, a consequence of the first property. A
quantum state |ip) is said to be entangled iff it cannot be represented as a tensor product
state |1) ® |¢2). For example, an EPR state |+) 45 = \%(!0)14 |0)5+[1) 4 |1)p) is entan-
gled, where the subscripts A and B label the two qubits. Entanglement is a unique form
of quantum correlation that goes beyond classical mechanics. In Part II, we will identify
entanglement as a source of threats to access control when existing computer systems
integrate quantum computing. Further, in Part III, entanglement will pose an obstacle
to guaranteeing the atomicity assumption in distributed quantum computing, as prior
classical results implicitly rely on the state being a product.

The third property is that quantum operations are fundamentally different from clas-
sical ones. The first type of quantum operations is unitary gates, which are deterministic
and reversible, originating from the evolution of closed quantum systems. The second
type is quantum measurements, which are probabilistic and irreversible, serving as a
probe to extract classical information from quantum states. The nature of quantum mea-
surement, in particular, how the state evolves during a measurement, has not been fully
understood. This is known as the notorious measurement problem, and in Part III of
this thesis, it will impose a challenge in modeling the real-time behaviours of non-atomic
distributed quantum systems.

1.4 Overview of the Thesis

This thesis is divided into three parts, focusing on the foundational software for quan-
tum computers from the following three perspectives: programming, access control, and
concurrency. We have seen why these topics are foundational in the previous sections.

Figure 1.1 visualises the structure of this thesis and the relationship between chapters.

1.4.1 Programming

Part I of this thesis is dedicated to the efficient implementation of quantum recursive
programs. Classical recursive programming is a powerful paradigm for modular de-
sign, enabling programmers to elegantly describe complex algorithms like Hoare’s quick
sort [172], recursively defined data structures [173], and divide-and-conquer algorithms.

In the same vein, quantum recursive programming [37] is an emerging paradigm that
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Sequential Computing ———  Multiprogramming ———  Distributed Computing

Chapter 3 Chapter 7 Chapter 9
Introduction to Quantum Access Control Atomicity: From
Recursive Programming Threatened by Classical to Quantum
Quantum Entanglement

Chapter 4 Chapter 10
Quantum Register Chapter 8 A Model of Distributed
Machine Protection: Quantum Quantum System
Access Control
Part II: Access Control Chapter 11
Implementation of Quantum | _____________________ Atomicity of Local
Recursive Programs Quantum Actions

Chapter 6
Efficiency Analysis

Chapter 5 3

FIGURE 1.1: Structure of the thesis.

combines the classical recursive procedure calls with a uniquely quantum feature: quan-
tum control flow [22, 25, 26, 28, 76-78], which allows executing multiple quantum pro-
grams in superposition. The intricate interplay between quantum control flow and re-
cursive procedure calls grants the paradigm a distinct expressive power, demonstrated
through examples like quantum Fourier transform, preparation of recursively defined
quantum states, and quantum random access memory [37]. However, it also poses a sig-
nificant challenge for the efficient implementation of quantum recursive programs. To
resolve this challenge, a systematic framework is established in Part I.

Chapter 3 provides a detailed introduction to quantum recursive programming. The
chapter motivates this paradigm from the history of classical recursive programming and

quantum control flow. It then introduces RQC**

, a programming language for describ-
ing quantum recursive programs [37], detailing its formal syntax and semantics, as well
as its core features. We conclude with a series of illustrative examples, demonstrating
how complicated quantum algorithms can be written as elegant and compact quantum
recursive programs.

Chapter 4 presents the quantum register machine, a novel quantum architecture offer-
ing instruction-level support for quantum recursion. The chapter provides an overview
of the systematic framework to resolve the implementation challenges of quantum recur-
sion. It then details the storage components of the quantum register machine, including
quantum registers and a quantum random access memory (QRAM) for storing both com-

piled programs and data. We explain how the quantum register machine operates like
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a classical CPU by repeatedly fetching, decoding and executing instructions from the
QRAM. The associated instruction set QINS is carefully designed to support quantum
control flow and recursive procedure calls. This architecture provides the foundation for
the comprehensive implementation process in Chapter 5 and the efficiency analysis in
Chapter 6.

Chapter 5 details our comprehensive process of implementing quantum recursive

C++

programs written in RQ , which consists of three steps. (a) Compilation: the source

C*™ is translated into low-level instruc-

program written in the high-level language RQ
tions in QINS. (b) Partial evaluation: Using only the classical inputs (without knowing
the quantum inputs), the quantum control flow information in the compiled program is
partially evaluated and stored in a data structure. (c) Execution: the compiled program
and the partial evaluation results are loaded into the QRAM, where the quantum register
machine executes by repeatedly applying a fixed unitary cycle by cycle, like a classical
CPU.

Chapter 6 provides a rigorous analysis of our implementation process in Chapter 5.
The chapter analyses the theoretical complexity of the partial evaluation and execution
steps, first in terms of elementary operations and then refined into parallel time complex-
ity measured by the standard circuit depth. Such efficient implementation of quantum
recursive programs offers automatic parallelisation as a bonus. For implementing cer-
tain quantum algorithmic subroutine, like the quantum multiplexor [174], it even yields
exponential parallel speed-up (over the straightforward implementation).

1.4.2 Access Control

Part II of this thesis investigates access control for quantum operating systems. In classi-
cal operating systems, access control is a framework for specifying how rights are granted
to users (subjects) to access resources (objects) [175]. In quantum operating systems with
quantum resources, unique quantum properties have raised new security concerns [116],
but no explicit threats were previously known. This leaves a crucial question, especially
with the rise of quantum-centric supercomputing [79-83]: do the security guarantees of
access control still hold when existing operating systems integrate quantum computing?
To answer this question, Part II presents an explicit scenario revealing threats to access
control from quantum entanglement and proposes new quantum access control models
to protect against such threats.

Chapter 7 presents an explicit scenario of a security breach when a classically secure
access control system is straightforwardly adapted to the quantum setting. The chapter
starts with the formal definition of an access control system. It then presents an explicit
classical system and proves its security, showing that a user’s confidential information

cannot be significantly leaked to others. However, when some registers in this system
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become quantum (e.g., when quantum computing is integrated) this security fails. The
threat we reveal essentially stems from quantum entanglement. Our construction and
proofs precisely exploit the fact that Mermin inequality [176] holds in the classical world
but can be violated by quantum entanglement.

Chapter 8 presents a series of quantum access control models designed to protect
against the threats revealed in Chapter 7. Specifically, we introduce subsystem control,
group control and entanglement control models. As quantum entanglement is the source
of threats, these models work by enabling explicit control over multi-object quantum op-
erations or the entanglement resource itself. We then rigorously evaluate and compare
these models against three metrics: (a) security against threats from quantum entangle-
ment; (b) flexibility regarding the granularity of specifying the access control; and (c)
efficiency regarding the space and time complexity for implementing the model.

1.4.3 Concurrency

Part III of this thesis examines the atomicity assumption in distributed quantum com-
puting. Assuming actions are atomic, as is done in nearly all models of distributed com-
puting, significantly simplifies the system modeling and analysis. In the classical setting,
this atomicity assumption has well-established hardware and software guarantees [4, 9,
177-179]. However, while still widely adopted in distributed quantum computing, the
assumption has not been seriously studied. This raises a fundamental question: can the
atomicity assumption be rigorously guaranteed in distributed quantum systems? In re-
sponse, Part III identifies the key challenges for guaranteeing atomicity in the quantum
setting and addresses them by establishing a model of non-atomic distributed quantum
systems.

Chapter 9 presents the background on atomicity and concurrency. It then uses a se-
ries of motivating examples to demonstrate the non-triviality of establishing guarantees
for the atomicity assumption in distributed quantum computing, even when considering
only the atomicity of local actions. From these examples, we identify two key challenges
from quantum entanglement and the measurement problem. Specifically, entanglement
forbids decomposing the real-time system state into a product of object states, and the
measurement problem obstructs modeling the real-time evolution of a distributed quan-
tum system.

Chapter 10 presents a formal model of non-atomic distributed quantum systems. The
chapter first defines the notions of actions, quantum processes, and distributed quan-
tum systems. Then it establishes two semantics: (a) real-time semantics characterising
the real-time evolution of a distributed quantum system; and (b) observable semantics,
induced from the real-time one, characterising the probabilities of all classical observ-
able events in the system. Based on the observable semantics, we define the equivalence
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between systems. These definitions are carefully designed to circumvent the challenges
identified in Chapter 9 and are used later in Chapter 11 to rigorously guarantee the atom-
icity of local actions.

Chapter 11 establishes a rigorous basis for the atomicity of local actions in a dis-
tributed quantum system. Specifically, based on the model developed in Chapter 10, we
prove that any non-atomic distributed quantum system is equivalent to another system

where local actions are atomic.
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Chapter 2

Preliminaries

This chapter provides a brief introduction to the basic concepts and notations in quantum
computing. The focus is on building intuition rather than providing a fully formal treat-
ment; for a more thorough introduction, the reader is referred to the textbook by Nielsen
and Chuang [195]. A basic familiarity with linear algebra is assumed. The formalism
of quantum mechanics adopted here is the standard axiomatic framework pioneered by
von Neumann [196] and Dirac [197].

2.1 State Space of a Quantum System

Single Systems

The state space of a closed quantum system is described by a Hilbert space 3{. For the
purposes of this introduction, let us restrict our focus to finite-dimensional systems where
H = CV, an N-dimensional complex vector space. These are sufficient for most of this
thesis, with the exception of Chapter 10, which involves continuous-dimensional Hilbert
spaces.

A vector in 3 is denoted by |¢). Here, |-) is the Dirac notation for a column vector,
pronounced as “ket”; and ¢ is how we name this vector. Correspondingly, the Dirac
notation for a row vector is (-|, pronounced as “bra”, and (| represents the conjugate
transpose of |¢). For example, if

X0
X1
lp) = p then <1,D|:[zx8 o ... zx}‘\]_l},

AN-1

where c* denotes the complex conjugate of c € C.
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The Hilbert space H = CN is spanned by the computational basis, a set composed of
the following vectors:

1 0
0 1 0

=11, m=1[.| - IN-1)=
0 0 1

Any vector ) € H can be expressed as a linear combination of these basis vectors:

%)

aq N-1 '
) =1 . | =YL&l

: =0

AN-1

The Hilbert space H = CY is equipped with the Hermitian inner product. For any
two vectors

N-1 N-1
¥) = 2 ajli) and |9) =), Brlk),
j=0 k=0
their inner product (|¢) is defined as:
N-1
(plp) = ) a;B;.
i=0

Note that (i|¢) is equivalent to the matrix multiplication of the row vector (1| and the
column vector |¢):
Bo
o b

*
["‘0 & “Nfl}

BN-1

The inner product induces the norm of a vector |¢) = Z]-Z\L o el

N-1
) =/ (plp) = ZO ||,
\ 5

where |c| = v/c*c denotes the magnitude of ¢ € C.
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Consequently, the computational basis {|0),|1), ..., |N — 1)} is an orthonormal basis

for H, that is
. 0/ ] # kr
(jlk) = {

1, j=*k

Composite Systems

The composite of two or more quantum systems is also a quantum system with a state
space. If systems A and B have Hilbert spaces {4 and I3, respectively, their composite
system AB has Hilbert space 34 ® I, a tensor product of H 4 and Hp.

For illustration, let 14 = CN and Hp = CM, with computational bases {|j)} -0 'and

{|k)}M, 1. For any two vectors

N-1 M-1
¥)= Y i) €Ha, and |g) = Y |k) € Hy,
j=0 k=0

their tensor product |) ® |¢) is a vector in H 4 ® Hp, defined as:
—1M-1

¥) @ |p) = Z Eoc]ﬁkh @ k),

where |j) ® |k) are vectors forming the computational basis for 34 ® Hp. Note that
|¢) ® |p) is equivalent to the Kronecker product of the vectors’ matrix representations:

xoPo
X0 Bo xofN-1
® = :
UN—1 ,BNfl “N—lﬁo
[ aN-—1BN-1.

For convenience, i) ® |¢) is often abbreviated as |¢) |¢) or |, $).
The Hilbert space {4 ® Hp is equipped with an inner product satisfying;:

(o kL) = Gl - (klr),

forany j,l =0to N —1land k,r = 0 to M — 1. It follows that {|], k) }; ; is an orthonormal
basis for H 4 ® Hp.
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2.2 Quantum States

A quantum state of a system is described by a unit vector in the system’s Hilbert space J{.

More precisely:
e Avector |¢) € H with ||¢|| = 1 represents a quantum state; and

e Two vectors |¢) and |¢) that differ by a global phase, i.e., |y) = ¢ |¢) for some
6 € [0,27), represent the identical quantum state.

A qubit is a quantum system with a Hilbert space 3{ = C?. The state of a qubit can be
written as a [0) + B |1) with |a|*> + |B|* = 1, for example:

00,1, (10} + 1), and —=[0)+ 2 |1).

V2 V5 V5
The computational basis states |0) and |1) can be thought of as quantum counterparts
of the classical bit states 0 and 1. Physically, a |0) + B|1) is a superposition of states |0)
and |1). This ability of a quantum system to exist in a superposition state represents a
fundamental difference between quantum and classical mechanics.

Now consider a composite system of two qubits A and B, with the Hilbert space
Hap = C? ® C2. A state in H 45 can be written as

[ W) ap = @0[0) 4 [0)p + a1 ]0) 4 [1)p +a2[1) 4 [0)p +a3]1) 4 [1)5,

where 2]3:0 ‘ucj}z = 1, and the subscripts A and B explicitly indicate the qubits holding
the states. There exists a state |¢f) ,; that cannot be written in the form of a tensor product
|$) 4 @ |17) 5. An example of such |¢p) ,; is one of the Bell states (a.k.a., EPR pairs):

7510041005 + 1)1

Another example is:

1001+ ﬁ 1),4[0)5.

More generally, a quantum state |i) is said to be a product state if |¢) = |¢) @ |) for
some |¢) and |17). Otherwise, it is said to be entangled. The phenomenon of quantum en-

tanglement is a fundamental feature of quantum mechanics with no classical counterpart.

2.3 Quantum Operations

In quantum computing, we can perform two types of quantum operations: unitary trans-
formations and quantum measurements.
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Unitary Transformations

The evolution of a closed quantum physical system is described by a unitary transforma-
tion U, which originates from the Schrodinger equation. More precisely, for a system with
Hilbert space I, a unitary transformation is a linear operator U : 3 — I that satisfies

uuat=utu=1,

where U denotes the conjugate transpose of U and 1 denotes the identity operator. For
convenience, we often abbreviate a unitary transformation as a unitary.

If the system’s current state is |¢), applying the unitary transformation U transforms
the state to U |¢). The unitary transformation is essentially a reversible process, as ap-
plying U™ to U |¢) can reverse the effect of U.

Note that for a composite system AB with Hilbert space H 4 ® Hp, performing a uni-
tary U on A and a unitary V on B corresponds to performing the larger unitary U ® V on
A,B. When V =1, performing U only on the subsystem A is equivalent to performing
U ® 1 on the whole system.

In quantum computing, complex unitary transformations are implemented by quan-
tum circuits constructed from elementary quantum gates. Each quantum gate is typically
a small unitary acting on one or two qubits. At a low level, the design of quantum algo-
rithms is therefore the design of quantum circuits.

For illustration, let us consider some examples of quantum gates. Common single-
qubit gates include

¢ Pauli gates:

1
1= 0
[O 1

¢ Hadamard gate:

111
H:ﬁll —1]'

Szll 0], and T:[1 .0]
0 i 0 e/

Next we introduce some common two-qubit gates, using the Dirac notation.

¢ Phase gates:

¢ Controlled-NOT (CNOT) gate: This gate flips the second (target) qubit, conditioned
on the first (control) qubit being in state |1).

CNOT = [0)(0] ® 1+ |1)(1] ® X.
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* Controlled-Z (CZ) gate: This gate applies a Z gate to the second qubit, conditioned
on the first being in state |1).

CZ = [0)(0] @1+ [1)(1]| ® Z.

e SWAP gate: This gate exchanges the states of the two qubits.

SWAP = Z lx, ) (y, x| .
x,ye{0,1}

Quantum Measurements

To extract classical information from a quantum system, we need to perform quantum
measurements. A measurement is described by a set of Kraus operators {M,, },,. More
precisely, for a system with Hilbert space 3, a measurement {M,,},, is a set of linear
operators M, : H — I satisfying

Y MM, =1 (2.1)
m

Suppose the system’s state before the measurement is |¢). After applying the mea-

surement {M,, }, , with probability || M., |¢)|*, the current state becomes

Mo |9)
Mo [} ]

and an associated classical outcome m is produced in the measurement device. A mea-

(2.2)

surement is said to be complete if the range of m is equal to the dimension dim J{ of the
system being measured.

The fact that the post-measurement states differ from the initial quantum state is usu-
ally referred to as the collapse of quantum states. Quantum measurements are generally
irreversible, transforming quantum information into classical information. They also nat-
urally introduce probabilities into quantum computation. The outcomes from quantum
measurements can serve as the classical output of a quantum algorithm.

The simplest is a computational basis measurement, where M,, = |m)(m|. Similar
to the unitary case, a measurement {M,, },, can be applied only to a subsystem A of a
composite system AB, equivalent to applying a larger measurement with Kraus operators
{M,, ®13},,. For example, consider a two-qubit system in the entangled state:

1
V2

If we measure the first qubit in the computational basis {|0) (0|, |1) (1|}, we can obtain:

(10) [0) + 1) |1)). (2.3)
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e outcome 0 and post-measurement state |0) |0), with probability 3; and
e outcome 1 and post-measurement state |1) |1), with probability 1.

Note that the measurement disentangles the state.
Now consider performing another measurement {|+) (4|, |—)(—|} on the first qubit
of Equation (2.3), where

1 1
500 +[1), and =) = H|1) =

After applying this measurement, we can obtain:

[+) =HI0) = (10) = [1)).

S

2

* outcome + and post-measurement state % |4+) (|0) +i|1)), with probability %; and
* outcome — and state % |—) (|0) —i[1)), with probability 3.

In quantum computing, the quantum hardware usually provides the computational
basis measurements for each qubit. This is sufficient, as any general measurement can
be reduced to a computational basis measurement by adding ancilla qubits and an ad-
ditional unitary. In general, a quantum circuit consists of quantum gates and measure-
ments.

It is crucial to note that the above formalism only describes the state before and after a
measurement. The continuous evolution of the state during the measurement process is
not described, a gap in our understanding known as the measurement problem. In a broader
sense, we do not know where the boundary is between the classical and quantum worlds.
From an implementation perspective, a measurement involves a complex interaction be-
tween the system being measured and the macroscopic measurement device, which is
itself a quantum system. The dynamics of such interaction is often too complicated to be
precisely modeled.

2.4 Density Operator Formalism

While the state-vector formalism in the previous sections is sufficient for much of quan-
tum computing, a more general and often useful formalism is based on density operators,
pioneered by von Neumann [198] and Landau [199].

Mixed States

The state vectors discussed in Section 2.2 are known as pure states. When classical proba-
bility is introduced, such as through quantum measurements, we need the more general
notion of mixed states.
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Consider a system with Hilbert space H. A mixed state of this system is described by
a density operator p : H — H, which is positive semi-definite with trace in [0,1]. Formally:

e Positive semi-definite: (| p [¢) > 0 for any |¢) € IH; and
e Trace condition: tr(p) € [0,1].

The mixed state p is normalised if tr(p) = 1.
Any pure state |¢) has a corresponding density operator p = |¢) (1|. A general mixed

state p can also be viewed as an ensemble of pure states via its spectral decomposition:
o =2_pilw)wl, (2.4)
]

where the system is in the pure state |¢f;) with probability p; > 0. Note that when tr(p) =
1, the probabilities sum to one: }_; p; = 1.
As an illustration, consider the following example of a single-qubit density operator:

p =1 10)(0] 43 [+)(+] =

05 025
0.25 0.25|°

where |+) = 12(]O> + [1)). In this example, tr(p) = 0.75 < 1.
We use D(

85

) to denote the set of all density operators on Hilbert space 7.

General Quantum Operations

Unitary transformations and quantum measurements from Section 2.3 can be described
within the unified framework of quantum operations (a.k.a., quantum channels) on den-
sity operators.

A general quantum operation € on Hilbert space H is a completely positive, trace-non-
increasing map on the set of density operators D(J(). Equivalently, by the Kraus repre-
sentation theorem, € can be represented by a set of Kraus operators {E; }, satisfying

0C ) E{ExC 1L (2.5)
k

where C is the Loewner order (A C B iff B — A is positive semi-definite). Note that
Equation (2.5) is a generalised condition of Equation (2.1).
If the system’s state is a mixed state p, applying € to p transforms the current state to

€(p) = Y ExpEf.
2

Unitary transformations and quantum measurements are special cases of quantum
operations: a unitary U has a single Kraus operator {U}, and a measurement {M,, },,
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has Kraus operators {M,,},,. They are trace-preserving quantum operations, meaning
(€(p)) = tr(p).

In general, quantum operations need not be trace-preserving. For example, from a
measurement {M,,},, we can select a partial measurement { M,,,, M, }, corresponding
to two specific classical outcomes mg and m. Then, { M, My, } is also a quantum oper-
ation.

We use QO(H) to denote the set of all quantum operations on Hilbert space H. For
convenience, we adopt the following convention. When the context is clear, a quantum
operation &€ € QO(H) is also used to represent its extension to a larger space € ® 1 €
QO(H®H'). Here, 1 € QO(H') is the identity quantum operation with Kraus opera-
tors {1}. In this case, £ € QO(H) only indicates that € acts non-trivially on . As an
example of this convention, consider two quantum operations & € QO(H; ® H,) and
F € QO(H; ® H3). Then,

8+9:€®13+EF®12€QO(.{H]@%z@f}@),

where 1, € QO(H;) and 13 € QO(H3) are identity quantum operations on 3, and H3,
respectively.
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Chapter 3

Introduction to Quantum Recursive
Programming

In this chapter, we provide a thorough introduction to the emerging paradigm of quan-
tum recursive programming. We begin with the motivation for quantum recursion,
which originates from the well-established notion of classical recursion but possesses a
quantum nature due to the unique feature of quantum control flow. Then, we provide
the background on the quantum programming language RQC*™ [25, 37] for describing
such quantum recursion, detailing its syntax and semantics. Finally, we present a series
of examples to showcase the expressive power of quantum recursive programs.

3.1 Motivation

3.1.1 Recursion

Recursion is a fundamental concept in computer science. In the context of programming
languages, recursion enables programmers to conveniently describe complicated com-
putations as compact programs. By allowing a procedure to call itself recursively, a short
static program text can generate a long, dynamic (and potentially unbounded) program
execution [1], as illustrated in Figure 3.1. Well-known examples of classical recursion
include Hoare’s quicksort algorithm [172], Cooley-Tukey’s fast Fourier transform [200],
various recursive data structures [173], and divide-and-conquer algorithms. The imple-
mentation of classical recursion is well-studied and was a key feature of the influential
programming language ALGOL 60 [201-204]. In modern imperative programming lan-
guages, the recursive procedure call is a standard programming primitive.

3.1.2 Quantum Control Flow

To achieve the most general form of recursion in quantum programming, we need an-
other programming feature called quantum control flow, which has been repeatedly in-
troduced in the literature [22, 25, 26, 28, 76-78]. Recall that in classical programming, the
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Short Static Program Text Long Dynamic Computation
P(100)
. P(99)
P(n) < Cq;P(n—1);C, P(98)

FIGURE 3.1: Recursive procedure calls generate long dynamic computa-
tion from short static program text.

control flow is only classical. For example, when executing an if-statement of the form
if b then C; else C; fi, the control flow only enters either branch C; or Cy, depending on
the value of the boolean expression b.

In contrast, quantum programming supports two types of control flow. The first,
classical control flow, is similar to the standard case: e.g., a classical if-statement in quan-
tum programming still conditions on a classical boolean expression. The second, quan-
tum control flow, is unique and usually managed by the quantum if-statement of the form
qif[q](|0) — Co)O(|1) — C;) fiq. Here, g is a qubit variable that can be in a superposi-
tion state w |0) + B |1). When this qif statement is executed, the control flow enters both
quantum branches (executing Cy and C;) in superposition, conditioned on the quantum
state of g. Figure 3.2 illustrates the distinction between classical and quantum control
flow.

if b then C; else C; fi qif[g|(|0) — Cp)T(|1) — Cy)fiq
Cl CO
— —
true
—> b —> g =al0) + g|1)
false
> e
02 Cl

FIGURE 3.2: Classical control flow vs. quantum control flow.
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3.1.3 Quantum Recursion

The most general form of recursion in quantum programming, termed quantum recur-
sion, is realised by combining recursive procedure calls with quantum control flow. It
should be contrasted with the following two weaker forms of recursion:

¢ Classical recursion in quantum programming (see e.g., [28, 205-207]), which in-
volves recursive procedure calls but only has classical control flow.

¢ Classically bounded recursion in superposition (see e.g., [27, 208]), which only al-
lows a single layer of interleaving between recursive procedure calls and quantum

control flow.

The quantum recursive programming language RQC*™, introduced by [25, 37], pro-
vides an elegant framework for describing this general form of quantum recursion. Its
expressive power has been demonstrated by various examples [37], such as quantum
Fourier transform, generation of recursively defined quantum states, quantum random
access memory and quantum state preparation.

As an illustrative example, we consider the quantum Fourier transform (QFT), a key
component of Shor’s integer factoring algorithm [12]. The QFT on n qubits is a unitary
transformation QFT(n), defined as:

: 1 7ti n
QFT(n) |j) = T Z ePTIE2 |
k=

forj=0,1,...,2" — 1.
The textbook implementation [195] of QFT () is based on the following observation:

. 20 fu 11
QFT(n) |ju . - ju \/27®<|0 1)),

where we use the bit string representations k; ...k, = Y, k2" and 0.ky...ky, =
Y/, k;27!. This observation leads to the standard quantum circuit for QFT(n), shown
in Figure 3.3 (in program form), where CR(!) is the controlled version of the single-qubit
unitary gate R(I) defined by

1 0
R(l) = [0 ezni/zl] 7

and Reverse[q1, . .., qx] is a quantum circuit reversing the order of the qubits g1, . .., gn.
Note that the standard program in Figure 3.3 requires a program text that grows with
the number of qubits n, making it inconvenient for quantum programmers. In contrast,
as observed in [37], quantum recursion enables an elegant and compact QFT program
(in the language RQC ™) whose size is independent of 7, as shown in Figure 3.4. Here,
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QFT(n)(q1,---,9x] = H[q1]; CR(2)[q2,91]; CR(3)[q3,91]; - - - ; CR(n — 1)[9—1,91]; CR(1) [90, 91 ];
H([q2]; CR(2)[q3,92); CR(3)[q4, 2; - - -; CR(1n — 1) [qn, q2];

H[gu-1]; CR(2)[qn, qn-1];
Hlgn];
Reverse[q, . .., qn)

FIGURE 3.3: Textbook quantum circuit (in the program form) for the
QFT [195].

QFT(m,n) < if m = n then S(0)[g[m]]
else Rot(m,n,0); QFT(m + 1,n); Shift(m, n)
fi
Rot(m,n,0) < if m = n then S(0)[g[m]]
else qif[q[n]] (D}CZO x) = Rot(m,n—1,(0 + x) /z)) fiq
fi
Shift(m,n) < if m < n then
Swaplglm], qln]); Shift(m +1,1)
fi.

FIGURE 3.4: A quantum recursive program for the QFT.

QFT(m,n) is the main procedure, describing a unitary acting on an array g[m : n| of
qubits indexed by integers [m : n] = {m,m+1,...,n},and 5(0) is a single-qubit unitary

1 1
em‘f) _em'G :

We note that this program features quantum recursion, which creates an intricate inter-

gate defined by
5(6) =

play between recursive procedure calls and quantum control flow. This is exemplified by
the procedure Rot(m, n,0), calling itself Rot(m,n — 1, (6 + x) /2) in two quantum branches
created by the qif statement, with different classical parameters. Indeed, the construction
of this program is inspired [37] by the classical Cooley-Tukey algorithm for fast Fourier
transform [200].

The next section provides the background on the programming language RQC* ™,
followed by a section showing more examples of quantum algorithms written as quan-

tum recursive programs.
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3.2 Quantum Recursive Programming Language RQC*™

In this section, we introduce RQC™* [37], a high-level programming language for de-
scribing quantum recursive programs. We adopt the original definitions [37] with slight
modifications to facilitate the implementations discussed later in this thesis.

We first list several features of the language RQC " *:

* Two key features of RQC" ™, compared to other existing quantum programming
languages, are quantum control flow and recursive procedure calls, which together en-

able quantum recursion.
e For simplicity, RQC*™ is not explicitly typed.

* A program in RQC"* describes a unitary quantum circuit without measurements,
whose size is parameterised. (A discussion about the unitary restriction is provided
in Section 3.4.1.)

¢ The alphabet of RQC™ " contains classical and quantum variables, while classical
variables solely serve for specifying the control of the programs.

C++

¢ Quantum control flow in RQ is fully managed by the qif statements: quantum

branches are only created by qif, and only merged by fiq.

3.2.1 Program Variables and Procedure Identifiers
Classical Variables

Classical variables in RQC™™" are solely for specifying the control of programs. They
can be used to define formal parameters (of procedure declarations), store intermedi-
ate results, and express conditions (in if and while statements) and actual parameters
(of procedure calls). For example, in Figure 3.4, m and n define the formal parameters
of QFT(m,n), and are used in the if-statement and the actual parameters for procedure
calls. The dimension of the quantum unitary transformation described by a program in
RQC™ can also depend on classical parameters.

Classical variables are classical only in the eyes of the programmer, or more specifically,
in the eyes of the enclosing procedure. Meanwhile, the procedure calls can be used in
quantum superposition, e.g., within quantum branches created by the qif statements. In
the implementation, classical variables will be realised by the quantum hardware instead.

A classical variable x has a type T(x), which can be thought of as a set; i.e.,, x € T(x).
In this thesis, we will only consider three types of classical variables, Uint, Int, and Bit,
standing for unsigned integer type, integer type, and bit type, respectively. We use x =
X1X7 ... X, to denote a list of classical variables.
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Quantum Variables

Quantum variables are very different from classical variables. The state of quantum vari-
ables can be in superposition, and different quantum variables can be entangled. An
elementary quantum variable g has a type T(g) = H, which represents the correspond-
ing Hilbert space of q. The type (Hilbert space) of a list § of distinct quantum variables
q1,-- -, qn is then the tensor product T(7) = !, H;, where each H; = T(g;) is the type of
gi. In this thesis, we will only consider two types of quantum variables, Qint and Qbit,

standing for quantum integer type and qubit type, respectively.

Procedure Identifiers

Procedure identifiers are the names of procedures and are of a designated type Pid. For
each procedure identifier P, we can associate with it a classical variable P.ent of type Uint,
storing the entry address of the procedure declaration of P, in our later implementation
of quantum recursive programs. The value of P.ent is determined and static after the
program is compiled and loaded into the memory. In the compiled program, P.ent will

be used for handling procedure calls (see also Section 5.1.4).

Arrays

Classical and quantum variables can all be generalised to array variables. Procedure
identifiers can also be generalised to procedure arrays. An array can be subscripted by
classical values. The notion of array is standard, e.g., if x is a 1-indexed one-dimensional
classical array, then x[10] represents the 10" element in x. For simplicity, in this thesis, we
only consider one-dimensional arrays. High-dimensional arrays can easily be simulated
by one-dimensional arrays.

The type of an array depends on the type of its elements:

1. The type of a classical array x is (T — X) = X7, where X is the type of the elements
in x, and T is the type of the subscript.

2. The type of a quantum array g is (T — H) = ®,c7 H:,' where H; = H is the type
of the element, and T is the type of the subscript.

3. The type of a procedure array is (T — Pid) = Pid’, where T is the type of the
subscript.

Elements in a classical or quantum array are assigned contiguous addresses in the mem-
ory (see also Section 5.1.3 in later implementation), and hence can be efficiently ad-
dressed.

1Here, we assume the elements in T are ordered.
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Given an array variable, we can also write corresponding subscripted variables. For
classical array x of type T — X and quantum array g of type T — I, we can write
subscripted variables x[t], q[t] for classical expression t of type T, respectively. They are
of types X and J, respectively. For example, one can write subscripted quantum variable
q[5x + 2y|, where x, y are classical variables. Similarly, given a procedure array P, we can
also write corresponding subscripted procedure identifiers P[t].

For simplicity, we restrict the use of nested subscriptions. In particular, for classical
subscripted variable x[t], we require that f contains no more subscripted variables. For
example, we do not allow subscripted variable x[y[10]] for classical x, y, but allow g[x[7z]]
for quantum ¢ and classical x, z. The implementation of nested subscriptions can actually
be treated in similar but more complicated ways.

Suppose x is a classical array of type T — X with T = Uint or Int. We use the
notation x[k : [] to denote the restriction of x to the interval [k : [] = {k,k+1,...,1 —1,1}.
Then, x[k : [] is a variable of type [k : I] — X. The same convention applies to quantum

and procedure arrays.

Global Variables vs. Local Variables

In RQC*™, a variable is not declared before its use. All variables are treated as global
variables and initialised to 0. Local (classical) variables will be realised by the block
statement

begin local ¥ :=f;. .. end.

Within the scope of the block, the list of classical variables X are regarded as local vari-
ables, initialised to new values specified by the list of expressions f at the begining of the
block and restore their old values at the end of the block. A consequence of this treatment
is that in a procedure call, the callee can use the variables set up by the caller.

3.2.2 Syntax

The syntax of RQC" " is summarised in Figure 3.5. Here, a program is specified by P, a
set of procedure declarations, with a main procedure Ppain. Each procedure declaration
has the form P(u) < C, where P is the procedure identifier, u is a list of formal param-
eters (which can be empty), and C is the procedure body. The recursion is supported by
that C can contains P itself. A statement C is inductively defined, where U represents
an elementary unitary gate and b represents a classical binary expression. We further

explain as follows.
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P ={P (1) < Cyq,...,Pu(in) < Cy}  Procedure declaration

C u=skip | C1;C Sequential composition
| X:=t Classical assignment
| U[q] Quantum unitary gate
| P(t) Procedure call
| if b then C; else C; fi Classical if-statement
| while b do C od Classical loop
| begin local ¥ :=f; C end Local classical variable block

| qif[q](|0) — Co)O(|1) — Cq)fiq Quantum if-statement

FIGURE 3.5: The syntax of quantum recursive programming language
RQC*T.

Classical Assignment, If-Statement and Loop

In RQC*T, the classical assignment, if-statement, and loop are similar to their counter-

parts in classical programming languages.

e The assignment X := f simultaneously assigns the values of the list of expressions
t to the list of classical variables X. Note that in f = tt...t,, t; might contains

variables in ¥ = x1x> ... xy.

e Theif b then C; else C; fi statement chooses one of statements C; and C, to execute,

depending on the value of the boolean expression b.

¢ The while b do C od statement repeatedly execute statement C, conditioned on

that the value of the boolean expression b is 1.

Block Statement

The block statement is used to declare classical variables as local variables. In particular,
the statement
begin local ¥ :=f; C end

declares the list of variables X as local variables within the scope of begin...end, ini-
tialised to values of the list of expressions f. At the end of the block, X will restore the old
values. The block statement is also useful in defining the semantics of procedure calls (to
be introduced in Section 3.2.3).

Procedure Call

The procedure call and procedure declaration are also similar to their classical counter-
parts.
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* The procedure declaration P(%) < C declares a procedure identifier P with the list

of formal parameters u# and procedure body C.

e The procedure call P(f) calls the procedure with identifier P with the list of actual

parameters .

Quantum Unitary Gate

The statement U[g] applies an elementary quantum unitary gate U on the list § of quan-
tum variables. For simplicity, we restrict that 7 contains at most two quantum variables,
which are of type Qbit. The type of the unitary gate U needs to be matched with 7. If
g = q1, then U is a single-qubit unitary gate; if § = 4142, then U is a two-qubit unitary
gate. Here, for the two-qubit case, note that we need to promise g; and g, are distinct
quantum variables, which will be formally stated in Section 3.2.3. Additionally, we re-
strict that U is chosen from a fixed set of elementary unitary gate set § of size |G| = O(1).
For example, § = {H, T,CNOT}. More complicated unitaries, like parameterised rota-
tion Rx(6), can be implemented by procedure call with classical parameters.

Quantum Control Flow

The quantum if-statement qif[g](|0) — Co)(|1) — C;)fiq in RQC*™ explicitly man-
ages quantum control flow. It executes C;, conditioned on the qubit variable g (a.k.a.,
quantum coin): when g is in state |0), Cp is executed; when ¢ is in state |1), C; is exe-
cuted. When g is in a quantum superposition state, the subsystems that Cy and C; act
on will be entangled with q. Unlike the classical if-statement where the control flow only
runs through one of the two branches, the quantum control flow in the qif statement is
essentially quantum — it runs through both quantum branches created by the qif state-
ment, in superposition. Note that the superposition state is held in the composite system
including g and the quantum variables in Cy, C;. The condition of the external quan-
tum coin is to promise the physicality of the qif statement, which will be formally stated
in Condition 1, and will be further explained later when we come to the semantics of
RQC*H.

It is also worth pointing out that in RQC**

, the quantum control flow is fully
guarded by the qif statements. In particular, quantum branches are only created by qif,

and only merged by fiq.

3.2.3 Semantics

Now we introduce the operational semantics of RQC*™". Let us fix a finite set of classi-
cal and quantum variables. A configuration is represented by (C, o, |i)), where C is the
remaining statement to be executed or C = | (standing for termination; and we denote
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(SK)
(GA)
(IF)

(LP)
(BS)
(RC)

(QIF)

L

(skip, o, |[¥)) = (L, [$)) (AS)  (x:=toly) = (Le[x:=o()] [9)
o = Dist(q) (s0) (Cr o ly) = (Co ")
U, e, [p)) — (¢,a, (Usy @ 1) I9)) (C1iCo,0, [9)) = (C1i Ca, 0, [9)
cED o= -b
(if bthen Cy else Cx fi, 0, |)) — (Cq,0,|9))”  (if bthen Cy else G fi, 0, [¢)) — (Ca, 0, |[§))
cED =

(while b do C od, 0, |p)) — (C;whilebdo Cod, o, |¢))” (whilebdo Cod),o,|y) = ({0, |¥))
(beginlocal X :=;C end, 0, [¢)) — (X :=(C;X:=0(%),0,[9))
P(I) = CeP
(P(f),0,|p)) — (beginlocal i :=;C end, 0, |1p))
[¥) = a0 [0)y(q) [00) + a1 [y 161),  (Cio,[6:)) —* (L, 0,167)) (i=0,1)

(qif[g](]0) — Co)T(|1) — C1)fiq, 0, [¢)) — (JﬂU/Déo 10)(g) 160) + a1 [1)4(y) |9{>)

FIGURE 3.6: Transition rules for defining the operational semantics of
RQC".

= ('), o is the current classical state of all classical variables, and |¢) is the cur-

rent quantum state of all quantum variables. Let C be the set of configurations. Then,

the operational semantics is defined as the transition relation — C € x C, of the form

(C,o,p)) — (C',d,|¢¥')), by a series of transition rules. The transition rules for defin-

ing the operational semantics of RQC" ™ are presented in Figure 3.6. Let us also further

explain some of them as follows.

In the (GA) rule, 0(7) denotes the subsystem specified by g with respect to the clas-
sical state 0. In particular, if § = g1, where ¢; is not subscripted, then 0(7) = q1; if
q = q1 with g1 = r[t;] for quantum array r, then o(g) = r[o(t1)]; if § = g1g2 with
q1 = r[t1] and g2 = 7'[tp] for quantum arrays r and 7/, then o (g) = r{o(t1)]7' [o(t2)].
The condition ¢ |= Dist(7) means in the classical state o, 7 is a list of distinct quan-
tum variables. In particular, if § = g, then Dist(q) is always true; if § = g142 with
q1 = r[t1] and g2 = ¥'[t;] for quantum arrays r and 7/, then Dist(q) is the logical for-
mula r = ' — t; # t,. For simplicity, we assume all programs considered always

satisfy this condition.

In the (QIF) rule, i = 0,1 correspond to the two quantum branches, controlled by
the external quantum coin g. Here, 0(g) denotes the subsystem specified by g with
respect to classical state o. As usual, —* denotes the composition of k copies of
—,and —*= [}, —*. The semantics of the qif statement is exactly a quantum
multiplexor [174] with one control qubit g: if each C; describes a unitary U;, then
qif[q](|0) — Co)T(|1) — C1)fiq describes the unitary Uy & Uy = [0)(0]y,y ® Uo +
1) (1]y(q) ® Ur. We can also see how the condition of external quantum coin (see
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the formal Condition 1 later) is used: it promises that g is separated from the sub-
systems that Cy and C; act on, and therefore the current state |) can be written as
20 |0) () [0) + a1 [1) (o) [61), given the classical state 0.

Moreover, note that (C;, 0, |6;)) are required to terminate in the same classical state
o for both branches (i = 0,1) to prevent classical variables from being in superposi-
tion. In other word, classical variables are kept disentangled from quantum vari-
ables after the qif statement. In [37], originally, both quantum branches are only
required to terminate in the same classical state ¢’ that may differ from the initial
o. For simplicity of later implementation, here in Figure 3.6, the requirement has
been made slightly stricter, while remaining easy to meet in practice. The require-
ment seems inevitable to separate classical and quantum variables in the presence
of quantum control flow. As a result, only local classical variables can be arbitrarily
modified in the qif statement. If one wishes to return different data from two quan-
tum branches, then the data becomes intrinsically quantum and should therefore be
stored in quantum variables.

It is worth stressing again that classical variables in RQC " are classical only in the
eyes of the programmer (or the enclosing procedure); they become quantum when

the program is implemented on quantum hardware.

e In the (BS) rule, the sequential composition ¥ := t;C;X := ¢(X) formalises the
meaning of initialising X at the beginning of the block and restoring their old values
(i.e., o(X)) at the end of the block. Note that all variables are initialised to 0 (see
Section 3.2.1) at the start of the program.

¢ In the (RC) rule, the formal parameters u to be used by the callee will be locally
replaced by the actual parameters f set by the caller.

Conditions for Well-defined Semantics

A program written in the syntax in Figure 3.5 is not yet promised to have well-defined
semantics. We present three conditions for a program in RQC*™ to have well-defined
semantics, in particular, for the (QIF) rule to be properly and easily applied.

The first condition guarantees that in every qif statement, g is external to Cp and C;.
This is introduced for the qif statement to be physically meaningful. We use qv(C, ¢) to
denote the quantum variables in statement C with respect to a given classical state . For
simplicity, its precise definition is given later in this section.

Condition 1 (External quantum coin). For any procedure declaration P(u) <= C € P,
and any qif[q](|0) — Co)O(|1) — C1)fiq appearing in C, and any classical state o (of
concern), g ¢ quv(Cop, o) Uqo(Cy,0).
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The second condition says that in every qif statement, both Cyp and C; contain no
free changed (classical) variables. A classical variable is free if it is not declared as local
variable. It is changed if it appears on the LHS of an assignment. We use fcv(C,0) to
denote the free changed variables in C with respect to ¢. Again, its precise definition is
given later. This condition is introduced as the (QIF) rule requires (C;, o, |i)) to terminate
in the same classical state ¢ for both branches i = 0, 1.

Condition 2 (No free changed variables in qif statements). For any P(#) <= C € P, any
qif[q](|0) — Co)O(|1) — C;)fiq appearing in C, and any classical state ¢ (of concern),
feo(Co, o) = fev(Cq,0) = Q.

The third condition says that every procedure body contains no free changed vari-
ables. This condition is introduced to simplify the process of compilation, as it allows the
procedure calls to be arbitrarily used together with the qif statements without violating
Condition 2.

Condition 3 (No free changed variables in procedure bodies). For any P(#) < C € P

and any classical state o (of concern), fcv(C, o) = @.

Two notions in the above three conditions remain to be formalised. The first notion
is the quantum variables qv(C, 0) in a statement C with respect to a given classical state
o. It is used in Condition 1. Before formally defining gqv, we need some additional no-
tions. We use QV to denote the set of all quantum variables. Let €’ be the set of classical
configurations of the form (C,¢). Let 5 = €’ — 297 be the set of functions f that maps a
configuration (C, ) € €' to a set of quantum variables f(C, o) € 29”. Then, we can define
a partial order C on J, such that for f,g € &, f C g iff V(C,0) € €, f(C,0) C g(C,0).

Definition 1 (Quantum variables). For a statement C € RQC™ " and a classical state o,
the quantum variables of C with respect to ¢ is denoted by gv(C,0), and qo(-,-) : ¢/ —
29V is defined as the least element f € F (with respect to the order C) that satisfies the
following conditions:

1. f(C,0) D@if C =skip |x:=1.
2. f(Ulgl,o) 27
3. f(Cy;Cp,0) D f(Cq,0) U f(Cy,0"), where ¢ satisfies (Cy,0, [¢)) —=* (4,0, |¢")) for

any quantum state |1).

f(C0), a=b,
f(Cz,O'), (% }: —b.

f(C;whilebdoCod,o), o=,
®/ o |: —b.

4. f(if bthen Cy else Cy fi,0) D {

5. f(whilebdo Cod, o) 2 {
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6. f(qif[g](|0) = Co)BI(|1) — C)fiq, o) 2 {q} U f(Co, ) U f(Cr, 0).

7. f(beginlocal X :=t;Cend,0) D f(X :=£C; X := 0(X),0).

8. f(P(),0) 2 f(beginlocali :=t;C end,0), if P(1) < C € P.

The following lemma shows that go(-, -) in Definition 1 is well-defined.

Lemma 1. Let S be the set of all functions f € J that satisfy the conditions in Definition 1. Then
S has the least element.

Proof. Itis easy to see S # @, because the constant function i with V(C, o) € ¢/, h(C,0) =
QVisin S. Let ¢ € J be defined by ¢(C, o) = (Nfes f(C,0) forall (C,o) € €. Then it
suffices to show that ¢ € S; that is, g satisfies the conditions in Definition 1. Here, we
only prove that g satisfies Condition 6 in Definition 1; other conditions can be verified
similarly.

g(qif[g](|0) — Co)T(|1) — Ci)fiq, o) = () f(qif[q](|0) — Co)T(|1) — C1)fiq,0)
fes

> N ({q} U f(Co,0)Uf(Cy,0))

fes

2 {gpu (N F(Co0) U (N f(Cr0)

fes fes
= {q}Ug(Co, o) Ug(Cy,0)

O]

The second notion is free changed (classical) variables fco(C, ) in a statement C with
respect to a given classical state ¢. It is used in Conditions 2 and 3. Similar to the case
of defining qv, we also need some additional notions. We use CV to denote the set of all
classical variables. Let § = ¢ — 2%V, which also has a partial order C induced by the
subset order C.

Definition 2 (Free changed (classical) variables). For a statement C € RQC*" and a
classical state o, the free changed (classical) variables in C with respect to ¢ is denoted by
feo(C, o), and feo(-, -) : €' — 2°V is defined as the least element f € G (with respect to the
order L) that satisfies the following conditions:

1. f(C,o) D @if C =skip | U[g] | P(¥).

2. f(C,0) 2 x'if C =% := t, where x/ = y; if x; = y; for some basic classical variable
vi,and x} = y;[o(e;)] if x; = yi[e;] for some classical array variable y; and expression
e;.



Chapter 3. Introduction to Quantum Recursive Programming 34

3. f(Cy;Cp,0) D f(Cq,0) U f(Cy,0"), where ¢ satisfies (Cy,0, [¢)) —=* (4,0, |¢")) for
any quantum state |1).

f(Co), cb

4. f(if bthen Cy else Cy fi,0) D
f(Cy,0), o =-b.

5. f(whilebdo Cod,o) 2 {f(C; whilebdo Cod,0), 7=,
@, o = —b.

6. f(qif[q](|0) — Co)OI(|1) — C1)fiq, ) 2 f(Co, o) U f(Cy,0).

7. f(beginlocal ¥ :=f; Cend) 2 f(C) — X.

We can also prove fcv in Definition 2 is well-defined, as shown in the following lemma.

Lemma 2. Let R be the set of all functions in G that satisfy the conditions in Definition 2. Then
R has the least element.

Proof. The proof is very similar to that of Lemma 1 and thus omitted. ]

3.3 More Examples

In the last section, we have introduced the syntax and semantics of the programming
language RQCT™. In this section, for further illustrating the power of quantum recur-
sion, we provide several more examples of quantum algorithms written as programs in
RQCTT. All of these examples feature compactness and elegance, demonstrating that
quantum recursive programming provides a uniform way to capture and exploit the re-
cursive structures in these algorithms.

Multi-Controlled Gate

We start with a simple example of multi-controlled unitary gate. It illustrates both qif
statements and recursive procedure calls.

Example 1 (Multi-controlled Gate). Let U be an elementary unitary gate. Then the multi-
controlled U gate with n — 1 control qubits is defined by:

lit, oo i VU N), = =iy =1,

|i1,...,in,1> ’lp>, 0.w.

CONU) [, .- i) |9) = {
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foralliy,..., i,—1 € {0,1} and quantum state |¢). We can describe ct) (U) by the follow-
ing program in RQCH* [37]:

Ppain(n) < P(1,n)

P(m,n) <ifm=n

then U[g[n]]
else qif[q[m]] |0) — skip (3.1)
O |1) - P(m+1,n)
fiq
fi.

Generation of Recursively Defined Quantum States

Many physically relevant quantum states can be recursively defined. It is natural to gen-
erate these states using quantum recursive programs. One simple example is the gen-
eration of the Greenberger-Horne-Zeilinger (GHZ) state [209], although it only involves
recursive procedure calls but no qif statements.

Example 2 (Generation of GHZ states). The (generalised) Greenberger-Horne-Zeilinger
(GHZ) state [209] of n qubits is defined as:

IGHZ(m) = —=(10)" + 1)),

We can use the following program in RQC ™™ to generate the GHZ state [37]:

Pain(n) < ifn=1
then H{g[n]]
else Prain(n — 1); CNOT[gq[n — 1], q[n]]
fi.

(3.2)

Another example is the generation of the Dicke state [210], which perfectly demon-
strates the elegance of quantum recursion.

Example 3 (Generation of Dicke states). The Dicke state [210] on n qubits with Hamming
weight 0 < k < n is recursively defined as:

{\fDn1k1 1) + /5 D —1,6)) [0), k>1,

|0) =" k=0.
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We can use the following program in RQC™ ™ to generate the Dicke state:

Pain(n,k) <ifn=0vVk=0

then skip
else Ry <2 arcsin(W)) [q[n]];
qif[q[n]] 10) = Pmain( — 1,k); (33)
O 1) = Prain(n —1,k—1)
fiq

fi.
Here, Ry (0) is a single-qubit rotation gate defined by

Ry (6) = cos(6/2) —sin(0/2)
e sin(6/2) cos(8/2) |

Quantum State Preparation

Quantum state preparation is a common subroutine in many quantum algorithms, e.g.,
Hamiltonian simulation [211-213], quantum machine learning [214, 215], and solving
quantum linear system of equations [216, 217]. This example involves both qif state-

ments and recursive procedure calls.

Example 4 (Quantum State Preparation). The task of quantum state preparation is to

generate the n-qubit quantum state

) =) ajlj), (3.4)

jE[N]

where N = 2" and «; € C satisfy } jc|n }ucj‘z =1.
For j € [N], let us define §; € [0,27) such that &; = €“|a;|. For I,r € [N], let
Sir=Yj ‘og!z. We define a single qubit unitary Uy , such that:

Uy [0) = 72 [0) + Py /T— 2 (1), (3.5)

where 7, = %, Bx =04y —0,,u= 2nky v = 2”*k(x—|— 1)and w = (u+1v)/2.
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Now we can use the following program in RQC"* to generate the state |¢) [37]:

Pain(n) < P(0,1,0)
P(k,n,x) < if k # n then
Q(k, x);
qif[g[k]] |0) — P(k+1,n,2x)
O 1) = P(k+1,n,2x+1)
fiq
fi
Q(k,x) < C,

(3.6)

where C is a quantum circuit that performs Uy ,[g[k + 1]]. (In practice, when the elemen-
tary gate set is simple, e.g., {H,S, T, CNOT}, what C performs is only an approximation
of Uy x, and C depends on the explicit «; (for j € [N]).)

Quantum Random Access Memory

The last example is quantum random access memory (QRAM), the quantum counterpart
of classical RAM and a useful subroutine in many quantum algorithms. More precisely,

here, we focus on a circuit implementation of quantum random access quantum mem-
ory [218].

Example 5 (Circuit QRAM). The swap access to a circuit QRAM storing N = 2" qubits is
defined by

1), 1) 4 | M) o — 1 M), 1), | Mo, ..o, Mi—1, X, Misa, ..., MNZ1) e »

forall x,iand M = (My, ..., Mn—_1). Here, r is the target register, a is the address register,
and mem is the QRAM.
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Let us regard a and mem as qubit arrays. Then, we can use the following program in

RQC™ to perform a swap access [37]:

Prmain < U(0,N —1,1)
U(l,rk) < if k <nthen
begin local m := | (I +71)/2];
qiflalk]] |0) — U(l,m,k+1)
O 1) —=Um+1,rk+1);
SWAP[mem|l], mem[m + 1]];
Um+1,rk+1)

(3.7)

fiq
end

fi.

It is worth mentioning, in the above example, we regard an access to the QRAM as a
unitary at the algorithmic level and describe it as a program. QRAM will appear later in
Chapter 4 again, where it will be a low-level storage component of the quantum register

machine.

3.4 Discussion

3.4.1 Related Work
Quantum control flow and data structures

Many works [22, 26, 28, 76-78, 208, 219, 220] on quantum programming languages incor-
porate quantum control flow as a feature. Some [78, 219] also discuss its limitations. For
example, it is shown in [219] that the semantics of quantum recursion cannot be defined
using Tarski’s fixpoint theorem, when quantum measurements are involved. However,
RQC™" only describes unitary operators and therefore circumvents this issue. A sim-
ilar unitary restriction is also used in [78] to support instruction-level quantum control
flow. We make two further remarks about this restriction. First, the restriction appears
inevitable for quantum programs with quantum control flow, and thus it is not required
for those with only classical recursion (e.g., [207]). Second, to handle measurements un-
der the unitary restriction, one can use the standard deferred measurement technique to
split the computation into layers of unitary operators and measurements.

Another related topic is data structures in superposition [27, 208]. The language
Tower [27], for example, can describe recursive programs in superposition, which allows
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a single layer of interleaving between quantum control flow and recursion. However,
its syntax does not contain unitary gates and quantum if-statement, preventing it from
expressing the most general form of quantum recursion. In contrast, RQC ™ allows arbi-
trary, nested interleaving between quantum if-statements and recursive procedure calls.
As we will see in Chapters 4 and 5, this expressive power of RQC*™ also makes its im-

plementation non-trivial.

3.4.2 Summary

In summary, this chapter has introduced the emerging paradigm of quantum recursive
programming. The most general form of quantum recursion is realised by combining
two programming features: recursive procedure calls and quantum control flow. It is the
quantum nature of the control flow that fundamentally distinguishes quantum recursion
from its classical counterpart.

We provided a detailed introduction to the quantum recursive programming lan-
guage RQC™ ™ [37] and illustrated its expressive power through a series of concrete ex-
amples. These examples highlighted the intricate interplay between recursive procedure

calls and quantum control flow in quantum recursive programs.
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Chapter 4

Quantum Register Machine

...increase of efficiency always comes down to exploitation of structure ...

EDSGER W. DIJKSTRA [221]

The power of quantum recursive programming relies on the intricate interplay be-
tween quantum control flow and recursive procedure calls. However, the arbitrary interleav-
ing between these two programming features also makes the implementation of quantum
recursive programs challenging. An ideal implementation must not only support these
two features harmoniously but also be efficient.

To resolve this fundamental challenge, the following three chapters — forming the
major contribution of Part I of this thesis — present a systematic framework for the ef-
ficient implementation of quantum recursive programs. This framework is based on a
new quantum architecture called quantum register machine. This chapter begins with
the motivation and a high-level overview of this framework. Then, we focus on the ar-
chitecture part of the quantum register machine, covering its storage components and an
instruction set QINS for specifying how the machine operates.

4.1 Introduction

4.1.1 Motivating Example: Quantum Multiplexor

To illustrate the insight behind our efficient implementation of quantum recursive pro-
grams, let us start with an algorithmic subroutine called quantum multiplexor [174]. We
will see how quantum recursion can benefit its description and implementation. Quan-
tum multiplexor is used in a wide range of quantum algorithms, for example, linear
combination of unitaries (LCU) [211-213, 222], Hamiltonian simulation [223-226], quan-
tum state preparation [227-230], and solving quantum linear system of equations [217].
Let N =2"and [N] = {0,1,...,N — 1}. A quantum multiplexor can be described by the
unitary

u= erm |x) (x| @ Us. (4.1)
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Prnain() = P(1,0)
P(k,x) <= if k = 0 then Q|[x]

else

qiflglK]] [0) = P(k—1,2x)
O 1) - Pk—1,2x+1)

fiq

fi

Q0] <= Go

Q[N —1] <= Cn-1.

FIGURE 4.1: Quantum multiplexor as a quantum recursive program.

Here, every unitary U, is described by a quantum circuit, or more generally, a quantum
program, say C,. The quantum multiplexor U applies U,, conditioned on the state |x) of
the first n qubits.

A straightforward implementation of U is by applying a sequential product of N
controlled-U,:

[Tew ( ) (xl@Uct ), ) yle 11)- 4.2)

This implementation has time complexity O (er[N] Tx) , where T is the time for execut-
ing Cy (i.e., implementing U,). On the other hand, there exists a more efficient parallel
implementation [228, 229] of U, with parallel time complexity O (n + max,cyj Tx> (mea-
sured by the quantum circuit depth), using rather involved constructions similar to the
bucket-brigade quantum random access memories [218, 231-233]. The implementation
in [228, 229] achieves exponential parallel speed-up (with respect to ) over the straight-
forward one. The price for obtaining such efficiency is the manual design of rather low-
level quantum circuits.

It is natural to ask if we can design at high-level and still obtain an efficient implementation.
For this example of quantum multiplexor, the intuition is as follows. First, U can be
described by a high-level quantum recursive program P, which encapsulates both the
control structure in Equation (4.1) and all programs C, for describing unitaries U,. Then,
by storing the program P in a quantum memory, we can design a quantum register machine
(to be formally defined in Sections 4.2 and 4.3) that automatically exploits the structure
of P and executes all C,’s (i.e., implements all U,’s) in quantum superposition, thereby
outperforming the straightforward implementation that only sequentially executes C,’s.

Let us make the above intuition more concrete, by describing U in a quantum re-
cursive program in the language RQC™ ™ [37] (see Chapter 3 for an introduction) as in
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Figure 4.1. Here, the main procedure Pmain (1) describes U, and every Q|x] (or their pro-
cedure body C,) describes Uy. Procedure P(k, x) recursively collects the control informa-
tion x using the quantum if-statement (qif statement) and calls Q[x] when k = 0. At this
point, we only need to note that the program in Figure 4.1 involves the interplay between
the quantum control flow (managed by the qif statement) and recursive procedure calls.
The qif statement in P(k, x) creates two quantum branches (in superposition): when k] is
in state |0), P(k — 1,2x) is called; when g[k] is in state |1), P(k — 1,2x + 1) is called.

If the program in Figure 4.1 is compiled and stored into a quantum memory, then a
quantum register machine that supports quantum control flow and recursive procedure
calls can run through the two quantum branches in superposition. The cost for executing the
qif statement only depends on the quantum branch that takes longer running time. This
will incur a final time complexity proportional to the maximum max,¢nj Tx (compared
to the sum } . c[n] T« in the straightforward implementation) and lead to an exponential
parallel speed-up, similar to [228, 229].

4.1.2 Overview of Framework

Now we present an overview of our systematic framework for efficiently implement-
ing quantum recursive programs. The high-level source language is chosen to be
RQC™™ [37], but we expect that the techniques developed here can work for other
quantum programming languages that support recursion. We propose a new architec-
ture called quantum register machine, which is the focus of this chapter. Based on it, we
describe a comprehensive implementation process of quantum recursive programs, the
focus of Chapter 5. Finally, we analyse the efficiency of such implementation, which is
the focus of Chapter 6. The framework is visualised in Figure 4.2.

Architecture: Quantum Register Machine

We propose a notion of quantum register machine, a quantum architecture that provides
instruction-level support for quantum control flow and procedure calls at the same time.
Its storage components include a constant number of quantum registers (simply called
registers in the sequel) and a quantum random access memory (QRAM). The QRAM
stores both compiled quantum programs and quantum data. The machine operates on
registers like a classical CPU, executing the compiled program by fetching instructions
from the QRAM. The machine is also accompanied by a set of low-level instructions,
each specifying operations to be carried out by the machine. We briefly explain how the
quantum register machine handles quantum control flow and recursive procedure calls
as follows.

Handle quantum control flow: Inspired by the previous work [78] (which borrows
ideas from classical reversible architectures [234-237]), we put the program counter into
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a quantum register, which can be in quantum superposition. However, existing tech-
niques are insufficient to automatically handle a challenge introduced by the quantum
control flow, known as the synchronisation problem [78, 238-246]. Specifically, previous
work [78] circumvents this problem by manually inserting nop (no operation) into the
low-level programs. This approach changes the static program text and is not extendable
to handle quantum recursive programs, because the length of dynamic computation gen-
erated by quantum recursion cannot be pre-determined from the static program text (see
Section 5.2.1 and Section 5.5.1 for further discussion).

In contrast, to automatically handle the synchronisation problem (without changing
the static program text), our solution is to use a partial evaluation of quantum control
flow (to be explained soon) before execution, and design a few corresponding quantum
registers and mechanisms to exploit the partial evaluation result at runtime.

Handle recursive procedure calls: We allocate a call stack in the QRAM. Stack opera-
tions are made reversible by borrowing techniques from the classical reversible comput-
ing (e.g., [247]). Note that at runtime, all quantum registers and the QRAM (where the
dynamic call stack is stored) can be in an entangled quantum state.

It is worth pointing out that the quantum register machine does not aim to model any
existing quantum hardware (typically controlled by classical pulses to implement stan-
dard quantum circuits). Indeed, quantum register machine should better be thought of as
an abstract machine (that does not require hardware-level quantum control flow; see also
[78]). Its execution is by repeatedly applying some fixed unitary operator per instruc-
tion cycle. Such unitary operator will be efficiently implemented by standard quantum
circuits composed of one- and two-qubit gates.

Implementation: Compilation, Partial Evaluation and Execution

We propose a comprehensive process of implementing high-level quantum recursive
programs (described in the language RQC" ) on the quantum register machine. This
includes the following three steps: the first two are purely classical and the last is quan-
tum.

Step 1. Compilation: The high-level program in RQC ™ is compiled into a low-level
one described by instructions, together with a series of transformations. The low-level
instruction set is designed such that the high-level program structure can be exploited
for later execution. This step only depends on the static program text and is independent
of inputs.

Step 2. Partial evaluation: Given the classical inputs (typically specifying the size of
quantum inputs), the quantum control flow information of the compiled program is eval-

uated and stored into a data structure. In later execution, it will be loaded into the QRAM



Chapter 4. Quantum Register Machine 44

++ OIS
RQC Programs

Compilation

2 Partial Evaluation
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FIGURE 4.2: Overview of the framework for implementing quantum re-
cursive programs.

to help address the aforementioned synchronisation problem. This step is independent
of quantum inputs.

Step 3. Execution: With the compiled program and partial evaluation results loaded
into the QRAM, the quantum inputs are finally considered, and the compiled program
is executed with the aid of the partial evaluation results. The execution is done by re-
peatedly applying a fixed unitary (independent of the program) per cycle, which will
be eventually implemented by standard quantum circuits with rigorously analysed com-
plexity.

We will describe the above three steps in detail in Chapter 5. Then in Chapter 6, we
will rigorously analyse the theoretical complexity of Step 2 and 3. The final parallel time
complexity, measured by the standard asymptotic (classical and quantum) circuit depth,
is O(Texe(P) - (Treg + Toram) ). Intuitively, Texe(P) is the time for executing the longest
quantum branch in program P; and Treg and Toram are complexities for elementary op-
erations on registers and the QRAM, independent of the program.

Bonus: Automatic Parallelisation

We show that quantum recursive programming can be win-win for both modularity of
programs (demonstrated in [37] via various examples) and efficiency of their implemen-
tation (realised here). In particular, as a bonus, our efficient implementation also offers

automatic parallelisation. For implementing certain quantum algorithmic subroutine, like
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the quantum multiplexor in Section 4.1.1, an exponential speed-up (over the straightfor-
ward implementation) can be obtained from this automatic parallelisation, in terms of
(classical and quantum) parallel time complexity. Here, the classical parallel time com-
plexity is relevant because the partial evaluation will be performed by a classical parallel
algorithm.

For implementing the quantum multiplexor, we obtain the following theorem from

the automatic parallelisation, whose proof is to be shown in Chapter 6.

Theorem 1 (Automatic parallelisation of quantum multiplexor). Via the quantum register
machine, the quantum multiplexor in Equation (4.1) with each U, consisting of Ty elementary
unitary gates can be implemented in (classical and quantum) parallel time complexity (i.e., circuit
depth) O (n ‘maxye(n] Tx + nz) , where O(-) hides logarithmic factors.

Although the complexity in Theorem 1 is slightly worse than that in [228, 229] by a
factor of O(n), it is worth stressing that the parallelisation in Theorem 1 is obtained au-
tomatically. Our framework steps towards a top-down design of (parallel) efficient quan-
tum algorithms: the programmer only needs to design the high-level quantum programs
(like in Figure 4.1), and the parallelisation is automatically realised by our implementa-
tion based on the quantum register machine. Further comparison of Theorem 1 and [228,
229] can be found in Section 6.7.1.

4.2 Components of Quantum Register Machine

Now we start to introduce the notion of quantum register machine, an architecture that
provides instruction-level support for quantum control flow and recursive procedure
calls at the same time. Unlike most existing quantum architectures that use classical
controllers to implement quantum circuits, the quantum register machine stores quan-
tum programs and data in a quantum random access memory (QRAM) and executes on
quantum registers. As aforementioned in Section 4.1.2, since existing quantum hardware
is typically controlled by classical pulses, it would be better to think quantum register
machine as an abstract machine (that does not require hardware-level quantum control
flow). Like a classical CPU, the machine works by repeatedly applying a fixed unitary
Ucyc (independent of the program) per instruction cycle, which consists of several stages,
including fetching an instruction from the QRAM, decoding it and executing it by per-
forming corresponding operations. To support quantum control flow, additional stages
related to the partial evaluation are also needed. The unitary Uy will be eventually im-
plemented by standard quantum circuits, as described and visualised later in Section 5.3.

In this section, we first explain the storage components of the quantum register ma-

chine: quantum registers and the QRAM. We will cover the elementary operations on
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User regs Pi T8 coe P
System regs  pc  ins  br ro qifw  wait qifv sp
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Program Section | Symbol Table | Variable Section | Qif Table Stack <. | @ |---

Stack frame | parameters | return offset | locals

QRAM (mem)

FIGURE 4.3: Storage components of the quantum register machine and
the layout of the QRAM. All components can be together in a quantum
superposition state.

registers and accesses to the QRAM, and how they are arranged to form an architec-
ture, as visualised in Figure 4.3. In the next section, a low-level instruction set QINS
(quantum instructions) for specifying how the quantum register machine operates will

be presented.

421 Quantum Registers

The quantum register machine has a constant number of quantum registers (or simply,
registers), each storing a quantum word composed of L4 (called word length) qubits.
Registers are directly accessible. The machine can perform a series of elementary op-
erations on registers, including word-level arithmetic operations (see also Section 4.3),
each assumed to take time Tieg. The precise definition of elementary operations will be
presented in Section 4.2.2 later.

Registers are grouped into two types: system and user registers. There are eight sys-
tem registers. The first five are rather standard and borrowed from the classical reversible
architectures [234-237], as quantum unitaries are intrinsically reversible. We describe
their classical effects as follows.

¢ Program counter pc records the address of the current instruction.
¢ Instruction ins records the current instruction.

* Branching offset br records the offset of the address of the next instruction to go
from pc. More specifically, if br = 0, then the address of the next instruction will be
pc + 1. Otherwise, the address of the next instruction will be pc + br.

* Return offset ro records the offset for br in the return of a procedure call.

e Stack pointer sp records the current topmost location of the call stack.

In contrast, the last three system registers are novelly introduced to support an efficient
implementation of the qif statements. They are related to the gif table, a data structure
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generated by the partial evaluation of quantum control flow and used during execution
to address the aforementioned synchronisation problem. We briefly describe their classi-
cal effects as follows, and will explain further details in Sections 5.2 and 5.3.

* Qif table pointer gifv records the current node in the qif table.

* Qif wait counter gifw records the number of instruction cycles to wait at the current

node in the qif table.
* Qif wait flag wait records whether the current instruction cycle needs to be skipped.

We also set the initial values of these registers: pc, sp and gifv are initialised to |j),
where j are the starting addresses of the main program, the call stack and the qif table,

respectively. Other system and user registers are initialised to |0).

4.2.2 Elementary Operations on Registers

In Section 4.2.1, we have briefly mentioned that the quantum register machine can per-
form a series of elementary operations on registers, each taking time Tieg. Now let us

make these elementary operations more specific as follows.

Definition 3 (Elementary operations on registers). The quantum register machine can

perform the following elementary operations on registers.

* (Reversible elementary arithmetic): For binary operator * € {®, 4, —}, let

Us(ry,r2) := ) |xx y)(xl,, @ 1y)yl,,
Xy
for distinct registers 71 # r,. Here, ® denotes the XOR operator. Also, let Uneg(7) :=

Y. |—x) (x|, for register .

* (Reversible versions of possibly irreversible arithmetic): Let OP be a fixed set of
concerned unary and binary arithmetic operators with |OP| = O(1). For unary
operator op € OP, let Upy(r1,72) := Loy [x ® (0p y)) (x[,, @ |y)(yl,, for distinct reg-
isters rq, 1.

For binary operator op € 0P, let Uy(r1,72,73) = Y, [x® (yopz)) (x|, ®

[y) (yl,, ® |z)(z],, for distinct registers 11,72, 73.

* (Swap): Let the swap unitary Uswap(r1,72) = Ly [y)(x],, @ |x)(y],, for distinct
registers r1, 7.

* (Unitary gate): For unitary gate specified by G € G (see also Section 3.2.2), let Ug(7)
be its corresponding unitary applied on register r.
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* (Controlled operations): For a register r and an elementary operation (unitary) U
not acting on r, let the controlled versions of U be

o(r)-U:= ) |x)(x[,®U+|0)(0] ®1,
x#0

o(r)-U := ; lx) (x|, ® 1+ [0)(0| @ U.
x#0

Suppose that performing any of the above elementary operations takes time Treg.

Elementary quantum operations in Definition 3 will eventually be implemented at a
lower level by standard quantum circuits composed of one- and two-qubit gates. Further
analysis will be shown in Section 6.4.

4.2.3 Quantum Random Access Memory

The quantum register machine has a quantum random access memory (QRAM)' com-
posed of Noram memory locations, each storing a quantum word. The QRAM is not
directly accessible. Like a classical memory, access to QRAM is by providing an address
register specifying the address, and a target register to hold the information retrieved
from the specified location. Unlike the classical case, the address register can be in quan-
tum superposition, and registers can be entangled with the QRAM. The machine can
perform two types of elementary QRAM accesses, each assumed to take time Toram.
The precise definition of elementary QRAM accesses will be presented in Section 4.2.4
later.

Layout of the QRAM

The QRAM in the quantum register machine stores both programs and data. In particu-
lar, it contains the following sections.

1. Program section stores the compiled program in a low-level language QINS (to be
defined in Section 4.3).

2. Symbol table section stores the name of every variable and its corresponding ad-
dress. Here, unlike in the classical case, the symbol table is used at runtime instead
of compile time (see also Section 5.1.3), because arrays in RQC*™ are not declared
with fixed size.

3. Variable section stores the classical and quantum variables.

Un particular, the QRAM considered here is quantum random access quantum memory (QRAQM). The
reader is referred to [248] for a review of QRAM.
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4. Qif table section stores the qif table (to be defined in Section 5.2.2).

5. Stack section stores the call stack to handle the procedure calls. The stack is com-
posed of multiple stack frames, each storing the actual parameters and return offset
(from the caller to the callee), and the local data used by the callee, in a procedure
call.

The layout of the QRAM was previously visualised in Figure 4.3.

4.2.4 Elementary QRAM Accesses

In Section 4.2.3, we have briefly mentioned the quantum register machine can perform
two types of elementary QRAM accesses, each taking time Toram. Now let us make them

more specific.

Definition 4 (Elementary QRAM accesses). The quantum register machine can perform
the following two types of elementary QRAM accesses, commonly adopted in the litera-
ture [248].

* QRAM (swap) load. This access performs the unitary Uy (r, a, mem) defined by the
mapping;:

|x>1, ‘i>a |M>mem — ‘Mi>r |i>a |M0,. . .,Mi,l,x,MiH,. . ‘IMNQRAM—1> (43)

mem ’

for all x, iand M = (Mo, ..., MNgay—1). Here, r is the target register, a is the
address register, and mem is the QRAM.

* QRAM (xor) fetch. This access performs the unitary U (7, a, mem) defined by the

mapping;:

%), [0 |M) ey =[x ® M), [i), | M) (4.4)

mem ’

for all x,i, M.

Moreover, the controlled versions (controlled by a register) of elementary QRAM accesses
are also considered elementary, since the number of registers is constant and the control
only incurs a constant overhead. Suppose every elementary QRAM access takes time

TQRAM .

Remarks on the QRAM

Some readers might notice that the physical realisation of QRAM is not yet near-term,
a challenge shared by most works leveraging QRAM (e.g., [27, 249-251]). Nevertheless,
there are ongoing efforts towards feasible QRAM implementations (e.g., [232, 233, 252]).
Importantly, the final complexity of our implementation of quantum recursive programs
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Instruction Classical Effect Type Format (ins)
1d(r, 1 < M,
(x,1) " y opcode | reg mm
Load 1dr(r1 ,I‘z) r1 4> Alr‘z I -
fetr(ry,rs) ry <11 S M, € ¢ v
uni(G,ry) Apply gate G on 1 opcode| regy |regy
Gate ] R
unib(G,r,rs) Apply gate G on 117 c rn || 0|0
xori(r,i) r<roi o opcode | para |reg, |Tegs | Tegs
addi(r,i) rér41 c Glop| r1 | r2 | 73
subi(r,i) ré—r—1
swap(r1 ,T9) 1 4> T U _ (d U
Arith |add(r;,r2) rL 411+ 710 dec = e lele] © Zat| )l ® Ug,a
sub(ry,rs) ry4—T1—1To Us
neg(ry) T —T1 Tooo BB T
ari(op,r;,Tra) ry <11 (0p 12) ype P
arib(op,r1,r2,T3) |11 = 11 & (2 0p T3) 1d  |Uwa(r, imm, mem)
bra(i) br < br &1 I |xori|Ug(r,imm)
bez(r,i) br « br& (i-[r=0]) bnz |o(m)-Ug(br, imm)
Branch } .
bnz(r,1i) br < br@ (i-[r#0]) 1dr |Uya(ry, 13, mem)
swbr(r) br < r R [swap|Uswap (71, 72)
Qif qif (r) update ¢ifv and gifw 1% [Ugr(r)
fiq(r) update gifv 1 : i\l
start none uni |Ug(rr)
Special 0 ;
finish none ari |Ugyp (71, 73)

(A) Instructions and corresponding classical effects. (B) Instruction formats, the decoding
Here, @ denotes the XOR operator; [b] = 1if bis unitary Uge., and selected examples
true and [b] = 0 otherwise. of instruction implementations.

FIGURE 4.4: The low-level language QINS and selected examples.

is measured by the standard circuit depth and unaffected by the near-term feasibility of
QRAM.

It is also worth pointing out that managing entanglement between registers and the
QRAM is crucial, as improper handling can result in incorrect output states [114]. To this
end, the instruction set QINS (Section 4.3) and the compilation process (Section 5.1) are
carefully designed to ensure that, after the execution, quantum variables are disentangled
from other registers and the remaining part of the QRAM. A key of the design is proper
uncomputation of intermediate results. The idea traces back to the classical techniques of
reversible computing [253, 254], and has been applied in [78, 234-237]. Moreover, in our
design, the creation and removal of entanglement during the execution align with the

program structure (in RQC* ™).

4.3 Instruction Set QINS

We have specified the components of the quantum register machine. Now let us proceed
to specify how it operates. In this section, we present QINS, an instruction set for describ-
ing the compiled programs. Each instruction specifies a series of elementary operations
to be carried out by the quantum register machine. There are 22 instructions in QINS,
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which are listed with their classical effects in Figure 4.4a. Here, we leave the explana-
tion of instructions qif and fiq to Section 5.3. The classical effects of other instructions
are lifted to quantum in the standard way when being executed by the quantum register
machine.

The design of QINS is inspired by the existing classical reversible instruction
sets [234-237]. Nevertheless, several instructions in QINS are essentially new. The
most important are instructions qif and fiq, which are designed for a structured manage-
ment of quantum control flow (generated by the qif statements in RQC ™), in particular,
aiding later partial evaluation and execution. Instructions uni and unib are designed for
quantum unitary gates.

We group the instructions into three types: I (immediate-type), R (register-type) and
O (other-type), according to their formats, as shown in Figure 4.4b. During the execution
(to be described in Section 5.3), we decode the instruction in register ins by performing a
unitary Uge (see Figure 4.4b). Uge. is a quantum multiplexor, with section opcode as its
first part of control, and other sections (depending on the type I/R/O) in ins as its second
part of control. Let ¢ be a computational basis in the first part and d in the second part,
then the unitary being controlled is denoted by U, 4.

For illustration, selected instructions and corresponding U, ; are presented in Fig-
ure 4.4b. Here, Uyg is the QRAM load access in Definition 4. Ug; (and similarly Ugq for
fiq) will be defined in Section 5.3. Other unitaries are elementary operations on registers
(see Definition 3): (a) Ug performs the mapping |x) |y) — |[x @ y) |y); (b) o(r)-U stands
for the controlled version [0) (0|, @ U + Y, 4 |x) (x|, ® T of unitary U; (c) Uswap performs
the mapping |x) |y) — |y) |x); (d) Ug applies the elementary gate G (chosen from a fixed
set G of size O(1)); (e) Uy, performs the mapping |x) |y) — |x @ (opy)) |y) for unary
operator op (chosen from a fixed set OP of size O(1)).

Let us further explain the classical effects of instructions in Figure 4.4a.

¢ Load instructions are used to retrieve information (including instructions and data)
from the QRAM. In particular, 1d(r, 1) swaps the value M; at address i specified by
the immediate number and the value in register r. 1dr (ry,r2) works similarly with
the address specified by the value in register r,. fetr (r;,r2) instead copies (via the
XOR operator @) the value M; at address i specified by the immediate number into
register r.

¢ Unitary gate instructions are used to apply elementary quantum gates (chosen
from the fixed set G, specified by RQC™" in Section 3.2.2) on registers. In pat-
ticular, uni (G,r;) applies the single-qubit unitary gate specified by G on register
r1. unib(G,rq,12) applies the two-qubit unitary gate specified by G on registers r;
and 7.
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¢ Arithmetic instructions are used to perform word-level elementary arithmetic op-
erations, including reversible and (possibly) irreversible ones, as previously intro-
duced in Definition 3.

Reversible arithmetic includes XOR (xori and xor), addition (addi and add), sub-
traction (subi and sub), negation (neg), and swap (swap). These arithmetic opera-
tions can also take the immediate number i as one of the inputs.

A constant number of flexible choices of irreversible arithmetic operations are also
allowed. Specifically, ari(op,r;,ry) copies (by the XOR operator @) the result of
(op rp) into register r1, where op specifies an unary arithmetic operation. Instruction
arib(op,ry,r2,r3) wWorks similarly with the op specifying a binary arithmetic op-
eration. In both cases, we assume op € OP for a fixed set OP of O(1) size (see also
Definition 3). Here, the irreversible arithmetic operations are actually implemented
reversibly by introducing garbage data.

* Branch instructions are used to realise transfer of control flow. In particular, bra (i)
copies (by the XOR operator @) the branch offset i specified by the immediate num-
ber i into register br. bez(r,i) and bnz(r,i) are conditional versions of bra: the
former performs bra when the value in register r is zero; while the latter works in
the non-zero case. swbr (r) swaps the values in register r and register br.

* Qif instructions are used to update the registers gifv and gifw. Their effects will be
described in Section 5.3.

* Special instructions are used to specify the start and finishing points of the main
program.

Now we provide more details of implementing instructions in QINS. To execute an
instruction stored in register ins, the quantum register machine performs a unitary

udec = Z |C> <C’ ® ; |d><d| ® uC,d’

which is previously defined in Figure 4.4b. Here, ¢ ranges over possible values of the
section opcode (see Figure 4.4b) of ins, which corresponds to the name of the instruction
in ins. Depending on the type (I/R/O) of the instruction (indicated by c; see Figure 4.4b),
d ranges over possible values of other sections in ins:

e If the instruction is of type I, then d ranges over possible values of the section reg in
ins.

e If the instruction is of type R, then d ranges over possible values of the sections reg,
and reg, in ins.
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Type| ¢ Ucd

1d Uya(r, imm, mem)
xori |Ug(r,imm)
addi Uy (r,imm)

I |[subi |U_(r,imm)
bra Ug (br, imm)
bez o(r)-Ug(br, imm)
bnz o(r)-Ug(br, imm)
ldr Uia(ry, 2, mem)
fetr |Ue(r1,r2, mem)
swap | Uswap(ri,r2)
add Uy(ry,re)
sub U_(r1,72)

R |neg Uhneg (1)
swbr | Uswap (b7, 71)
qif quf(rl)
fiq Usiq(1)
start |1
finish|1
uni Ua(r)

o unib  |Ug(ry,72)
ari Uop(ri,r2)
arib |U,p(r1,72,73)

FIGURE 4.5: Full list of unitaries U, 4 for implementing instructions in

QINS.

e If the instruction is of type O, then d ranges over possible values of the sections para,

reg,, reg, and reg, in ins.

In Figure 4.5, we present the full list of unitaries U, for implementing instructions

in QINS. Most unitaries on the third column were defined in Definitions 3 and 4. The

unitaries Uy and Ugq for implementing instructions qif and f£iq will be defined in Sec-

tion 5.3.

4.4 Discussion

44.1 Related Work

Low-level quantum instructions

Several quantum instruction set architectures have been proposed in the literature, e.g.,
OpenQASM [255], Quil [256], eQASM [257]. Among these, only the quantum control
machine [37] supports a program counter in superposition and, consequently, supports
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quantum control flow at the instruction level. However, while the quantum control ma-
chine also supports conditional jumps, it does not support arbitrary procedure calls that

are native to our quantum register machine.

Classical reversible languages

There is also extensive research in classical reversible programming languages, includ-
ing the high-level language Janus [258-260], low-level instruction set architectures
PISA [234-236] and BobISA [237]. Some of these reversible languages support local
variables, specified by a pair of local-delocal statements, which have explicitly reversible
semantics. In contrast, while our source language RQC ™ allows for irreversible clas-
sical computation on local variables, our framework ensures the compiled programs

expressed as instructions in QINS become reversible.

4.4.2 Summary

In this chapter, we provided an overview of our systematic framework for implementing
quantum recursive programs written in RQC"*. The foundation of this framework is
a new quantum architecture, the quantum register machine, which simultaneously sup-
ports quantum control flow and recursive procedure calls at the instruction level.

The quantum register machine features quantum registers and a QRAM that stores
both compiled programs and data. It supports quantum control flow by putting the
program counter into a quantum register and designing additional mechanisms to auto-
matically handle the synchronisation problem (to be explained in Chapter 5). It supports
recursive procedure calls by allocating a call stack in the QRAM. To specify how the
quantum register machine operates, we designed an associated instruction set QINS.
The machine operates like a classical CPU by repeatedly applying a fixed unitary per in-
struction cycle, which performs fetching, decoding and executing of an instruction from

the QRAM. The detailed implementation will be presented in the next chapter.
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Chapter 5

Implementation of Quantum
Recursive Programs

In this chapter, we describe a comprehensive process for implementing quantum recur-
sive programs, based on the architecture quantum register machine established in the last
chapter. The implementation includes three steps: compilation, partial evaluation, and
execution. We start with the compilation of high-level quantum recursive programs in
RQC™" [37] to low-level instructions in QINS. Next, to address the synchronisation
problem mentioned in the last chapter, we proceed to the partial evaluation of quantum
control flow on the compiled program. Finally, we describe how the quantum register
machine executes the compiled program, with the aid of the partial evaluation results.

5.1 Compilation

As usual, the first step in the implementation of quantum recursive programs is their

C++

compilation. The compilation of a program P in RQ is independent of the classical

and quantum inputs. It consists of the following passes.

1. First, a series of high-level transformations are performed on the original P to obtain
Pn, which simplify the program structure and make further compilation easier.

2. Then, the transformed program P}, is translated into an intermediate program P,
in the mid-level language composed of instructions similar to those in QINS but

more flexible.

3. Finally, the mid-level P,, is translated into a program P; in the low-level language
QINS.

The compilation process is visualised in Figure 5.1. The remainder of this section is
devoted to describing these passes carefully. In the sequel, we always assume the source
program P to be compiled satisfies Conditions 1 to 3 in Section 3.2.3 and has well-defined

semantics. We will not bother checking the syntax and semantics of P.
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High-Level Tranformations
Replacing quantum branches by procedure calls
\—> Unrolling nested block statements j
Removing expressions in conditions and parameters
\—> Removing simultaneous assignments
;]

Eemoving expressions in subscription:

Reducing variables in expressions

N l J
[ High-Level to Mid-Level Translation }
E Mid-Level to Low-Level Translation ]

FIGURE 5.1: The compilation process from RQC™* to QINS.

5.1.1 High-Level Transformations

In this section, we describe the first pass of high-level transformation from P to P;,. The
major target of this pass is to simplify the automatic uncomputation of classical variables
in later passes.

A program P in RQC*" may contain irreversible classical statements, e.g., assign-
ment x := 1. Reversibly implementing these statements introduces garbage data, e.g.,
through the standard Landauer [253] and Bennett [254] methods. For the overall correct-
ness of the quantum computation, these garbage data should be properly uncomputed.
Moreover, the block statement in RQC ™ explicitly requires uncomputation of local vari-
ables at the end of the block.

In the execution of a program, when should we perform uncomputation? First, we
observe a difficulty from the uncomputation of local variables in nested block statements.
Consider the example in Figure 5.2. The inner block modifies x, which is used by the
outer block. If one tries to uncompute the local variable y at the end of the inner block,
the change on x (by the inner block) is also uncomputed, which is an undesirable side
effect.

To overcome this difficulty, we will perform a series of transformations on the source
program P, such that the transformed P, no longer contains nested block statements.
Along the way, we also simplify the structure of the program. Consequently, for P;, we
only need to perform uncomputation at the end of every procedure body (of procedure
declarations), which will be automatically done in the high-level to mid-level translation
(in Section 5.1.2).
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begin local x := 1;
begin local y := 2x;
x:=y+1
yi=2x
end;
Ufglx +2]]
end

FIGURE 5.2: An example of nested block statement.

An overview of high-level transformations was previously shown in Figure 5.1. Now
we delineate every step in the high-level transformations, as well as the simplified pro-
gram syntax after each step. Note that the last four steps are rather simple and standard
(see e.g., the textbook [3]), but we describe them in our context (adapted to support some
features of the language RQC ™) for completeness.

Step 1: Replacing Quantum Branches by Procedure Calls

The first step is to replace the programs used in every quantum branch of the qif state-
ments by procedure calls, which can simplify later compilation of qif statements. More
specifically, for every procedure declaration Q(#) < C € P and every qif statement ap-
pearing within, if its two branches Cy, C; are not procedure identifiers or skip statements,
then we perform the replacement:

qif[q](|0) = G)O(|1) — C)fiq = qif[g](|0) = Po(@))D([1) — P (u))fiq,

where Py, P; are fresh procedure identifiers, and we add new procedure declarations
P;(u1) <= C; (fori € {0,1}) to P. If only one of Cy, C; is procedure identifier or skip, then
we only perform the replacement for the other branch. Note that Conditions 1 to 3 are
kept after this step. In particular, Condition 2 promises that fcv(Co, o) = fcv(Cy,0) = @
for any classical state o, which therefore implies the newly introduced procedure decla-
rations P; <= C; satisfty Condition 3.

After this step, the program P = {P(u) <= C} has the following simplified syntax:

Cu=skip |x:=t|U[q] | Co;C1 | P(t) | if b then Cy else C; fi | while b do C od G
| begin local X := £, C end | qif[g](|0) — Py)O(|1) — P;)fiq.
Step 2: Unrolling Nested Block Statements

The second step is to unroll all nested block statements, which helps circumvent the ob-
stacle for uncomputation of local variables (as illustrated in Figure 5.2). After this step,
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we are promised that the program no longer contains block statements, but when the
program is implemented, we need to perform uncomputation of classical variables at
the end of every procedure body for the program to preserve its original semantics. To
this end, for every procedure declaration P(if) <= C' € P and every block statement B

appearing in C’, we perform the replacement:
B = begin local X := f; C end = ¥ :=FC[x' /x|,

where x’ is a list of fresh variables, and [x’/x] stands for replacing variable x by x’. More-
over, we need to append x’ := 0 at the beginning of C’.
After this step, the program P = {P(#) <= C} has the following simplified syntax:

Cu=skip |x:=t]| U[g] | Co; Cy | P(t) | if b then Cy else C; fi | while b do C od

(5.2)
| qif[q](|0) — Po)D(|1) — P1)fiq.

It is worth mentioning that the program is technically in some new language with the
same syntax as RQC™* ", but whose semantics requires the uncomputation of classical
variables at the end of every procedure body. The uncomputation is to be automatically
done in the high-to-mid-level translation (see Section 5.1.2).

Step 3: Removing Expressions in Conditions and Parameters

The third step is to remove the expression b in every if statement and every while loop,
and the list of expressions f in every procedure call P(f). After this step, classical expres-
sions only appear in the assignment statements ¥ := t and the subscriptions of variables
and procedure identifiers.

¢ For every if statement, we perform the replacement:
if b then Cj else C; fi = x := b;if x then Cj else C; fi

where x is a fresh boolean variable.

¢ For every while statement, we perform the replacement:
while b do C od = x := b;while x do C;x := b od

where x is a fresh boolean variable.

e For every procedure call P(f), we perform the replacement:

P(f) = X:=1P(X),
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where X is a list of fresh variables.
After this step, the program P = {P(u) <= C} has the following simplified syntax:
Cu=skip | x:=1t | U[q] | Co; C1 | P(X) | if x then C else C; fi | while x do C od
| qif[g](0) = Po)D(|1) — Py)fiq.
Step 4: Removing Simultaneous Assignments

The fourth step is to remove every simultaneous assignment x := t by converting it to a
series of unary assignments x := t. To do this, for every X := f with ¥ = x1, xp, ..., x, and
t=t,ty,...,ty, we perform the replacement

O A
Xy =1y, .00, =ty

Rl
I
¢

R
X1 =X Xn 1= Xy,

where x}, ..., x), are fresh variables.
After this step, the program P = {P(u) <= C} has the following simplified syntax:

Cu=skip | x:=t| U[g] | Co;C1 | P(X) | if x then C else C; fi | while x do C od
| qif[g]([0) — Po)TI(]1) — P1)fiq.

Step 5: Removing Expressions in Subscriptions

The fifth step is to remove expressions in the subscriptions of subscripted variables.
Note that subscripted quantum variables only appear in the U[g] statements and the
qif[g](]0) — Cp)T(|1) — C;)fiq statements, and subscripted procedure identifiers only
appear in the procedure calls P(X). By the previous steps of high-level transformations,
subscripted classical variables only appear in the assignments x := t and the subscrip-

tions of quantum variables and procedure identifiers.

1. For every unitary gate statement U[g], suppose that subscripted quantum variables
appearing in it are qile1],...,qn[en] (by our assumption in Section 3.2.2, n < 2),
where g1, ..., g, are quantum arrays and ey, . .., e, are expressions. We perform the

replacement:

X1 :=€1,..., Xy := Xpn,

U(q]
(UlaD[q1[x1]/ g1ler, - - - qulxn] / gulen]],

where x1, ..., x, are fresh variables, and (U[q])[g1[x1]/q1le1], - - -, gulxXn]/qnlen]] rep-
resents replacing every expression ¢; in the subscription of g; by variable x; in the
statement U[7].
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2. For every qif[q](|0) — Cp)T(|1) — C)fiq statement with g = ¢'[e] for some quan-

tum array g’ and expression e, we perform the replacement:
qif[q](|0) — Co)O(|1) —» Co)fiq = x:=e;qif[q'[x]] (|0) = Co)D(|1) — Cy)fiq,

where x is a fresh variable.

3. For every procedure call P(X) (note that at this point, actual parameters in proce-
dure calls are variables) with P = Q[t] for some procedure array Q and expression
t, we perform the replacement:

Px) = y=5QH)
where y is a fresh variable.

4. For every classical assignment x := t, suppose that subscripted classical variables
appearing in it are y1[e1], ya[e2], . . ., yu[en], where y1, ..., y, are classical arrays and
ei, ..., e, are expressions. We perform the replacement:

Z1:=8€1,...,Zy 1= €y,

(x:=t)[ya[x1]/yaler), - - . ynlxn]/ynlen]],

x:=t

where zj,...,z, are fresh variables, and (x := t)[y1(z1]/yile1], ..., Ynlzn]/Ynlen]]
represents replacing every expression e; in the subscription of y; by variable z;
in the assignment x := t. Note that here ¢j,...,e, no more contain subscripted
classical variables because of our assumption in Section 3.2.1.

After this step, every subscription in the program will be a classical variable.

Step 6: Reducing Variables in Expressions

The sixth step is to replace every assignments x := t with ¢ involving multiple variables
by a series of equivalent assignments

X1 =11, ... Xy =1ty X:i=1t,41,

such that every expression t; contains at most two variables; that is, either t; = a op b,
where a and b are variables or constants, and op € OP (see also Definition 3) is an ele-
mentary binary operator; or t; = op a, where a is a variable or constant, and op € OP is
an elementary unary operator. We will not bother describing the details of this standard

conversion.
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This step is the last step of the high-level transformations. The transformed program
is denoted by P, = {P(u) <= C}p, and has the following simplified syntax:

C u=skip | x:=t| U[g] | Co;C1 | P(¥) | if x then C else C; fi | while x do C od
| qif{g](|0) — Po)DI([1) — P1)fiq.

Moreover, every subscripted variable and procedure identifier has a basic classical vari-
able as its subscription (e.g., z[x], q[y], P[w]), and every expression has the form t = op x
ort=xopy.

Summary: After the High-Level Transformations

We observe that the program P, = {P(#) < C}, after all the high-level transformations
in Figure 5.1 has the following simplified syntax:

C u=skip | x:=t| U[g] | Co;C1 | P(X) | if x then C else C; fi | while x do C od
| qif[g]([0) — Po)TI(]1) — P1)fiq,

where every subscripted variable and procedure identifier has a basic classical variable
as its subscription (e.g., x[y]), and every expression has the formt =opxort = xopy. As
aforementioned, the semantics is slightly changed: uncomputation of classical variables
are needed at the end of every procedure body in the implementation, (which will be
automatically done in the high-level to mid-level translation in Section 5.1.2).

For illustration, on the LHS of Figure 5.3, we show an after-the-high-level-transformations
version of the quantum multiplexor program in Figure 4.1.

5.1.2 High-Level to Mid-Level Translation

Now we translate the transformed high-level program P;, obtained in the previous sub-
section into P, in a mid-level language, which is different from the low-level language
QINS (defined in Section 4.3) in the following aspects:

¢ We do not consider the memory allocation. Thus, instructions 1d, 1dr, and fetr are
not needed at this stage.

* Beyond registers and numbers, instructions can also take variables and labels as
input. Here, like in the classical assembly language, a label is an identifier for the
address of an instruction. (When the program is further translated into QINS, in
the next section, every label | will be replaced by the offset of the address of where
[ is defined from the address of where [ is used.)
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Pmain(n) < z:=0; P(n, Z) mid{P(k,z) < ...}
. 1 P.beg: bra(P.end) 21 qif (ql[kl) 20 13: bnz(k,11)
P(k,z) < if k then > P.ent: swbr(ro) 2 b0: bnz(ql[kl,b2) 4 pop (w3)
ko :=k—1; 3 neg(ro) 23 push (ko) a2 swap (x1,w3)
: ? 4 pop(y2) 24 push (%) 43 arib(+,ws3,%x0,1)
T = 2; 5 pop(y1) 25 bra(P.ent) a4 pop (w2)
. . 6 swap (k,y1) 26 pop(xp) 45 swap (x0 ,w2)
1 =20+ 1; 7 swap(x,y2) 27 pop (ko) 46 arib(*,w2,x,2)
s push(y1) 25 bl: brc(qlkl,b3) 47 pop(w1)
qlf[q[k” |0> = P(ko’ IO) push(y2) 20 b2: brc(qlk],b0) 48 swap (ko ,w1)
O |1> — P(k07z1) 10 push(ro) 30 push (ko) 49 arib(-,wy,k,1)
11 10: bez(k,12) 31 push (x1) 50 pop(ro)
fiq 12 arib(-,w;,k,1) = brar(P.ent) 51 pop(y2)
13 swap (ko ,w1) 33 pop(x1) 52 pop(y1)
else Q[.Z’] 14 push (wy) 34 pop (ko) 53 swap(k,y1)
fi 15 arib(*,ws,x,2) 35 b3: bez(ql[kl,bl) = swap(x,y2)
16 swap (xg,w2) 36 fiq(qlkl) 55 push(y1)
Q0] = Co 17 push (w2) s 11: bre(k,13) 56 push(yz)
18 arib(+,w3,x0,1) 32 12: brc(k,10) 57 P.end: bra(P.beg)
e 19 swap(x1,w3) 39 bra(Q.ent [x])
Q[N — 1] < Cn_1 20 push (w3)

FIGURE 5.3: Example of high-level transformations and high-to-mid-level
translation. The original program is the quantum multiplexor program in
Figure 4.1. Here, on the LHS is the program after the high-level transfor-
mations. On the RHS is the high-to-mid-level translation of the procedure
P(k,x). Their connections are highlighted in colors. Note that new vari-
ables xg, x1, ko are introduced by the third step of high-level transforma-
tions, and some transformations have no effect on this example.

* We have additional instructions push and pop for stack operations. Also, an addi-
tional branching instruction brc will be used in pair with bez (or bnz). In particular,
brc(x,1), compared to bra(1), has the additional information of some variable x.

The high-to-mid-level translation also automatically handles the initialisation of for-
mal parameters and the uncomputation of classical variables at the end of procedure
bodies (see Section 5.1.1).

We use mid{D} to denote the high-to-mid-level translation of a statement (or dec-
laration) D in the high-level language RQC*". The definition of mid{-} is recursive,
which further involves init{-} and uncp{-}: the former stands for the initialisation of
formal parameters in procedure declarations, and the latter stands for the uncomputa-
tion of classical variables (as required by the slightly changed program semantics after
high-level transformations in Section 5.1.1).

In Figure 5.4, we present the full list of the high-to-mid-level translation mid{-}, as
well as the initialisation init{-} and the uncompuation uncp{-}. We further explain as
follows.

e For D = skip | C1;Cy | Ulg] | U[g142], the translation mid{D} and uncomputa-
tion uncp{D} of D are self-explanatory. Note that our uncomputation is only for

classical variables.

e For D =x:=o0py | x:=yopz in the translation mid{D}, the standard technique
of introducing garbage data in reversible computing [253, 254] is used. We first
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compute the new value of x into a fresh variable w, then swap the values of x and
w. Finally, the old value of x will be pushed into the stack. The uncomputation

uncp{D} is simply the inverse of mid{D}.

e For D = if x then C; else (; fi, the construction of mid{D} is inspired by [247].
Similar to the classical reversible architectures [234-237], we use a pair of branching
instructions (e.g., bez and brc) to realise reversible (conditional) branching. Note
that by the high-level transformation in Section 5.1.1, variable x is not changed by
C; and C,. So, we can use the value of x to determine which branch (x = 0,1)
the control flow has run through. Here, the mid-level instruction brc (a variant of
bra) is used in pair with conditional branch instructions bez and bnz to indicate
the variable x for the condition, which will be helpful later in the mid-to-low-level

translation. The uncomputation uncp{D} is similarly constructed.

e For D = qif[q](|0) — Co)T(|1) — C;)fiq, the translation mid{D} is similar to that

of the if statement.

What is new is our introduction of a pair of instructions qif (q) and fiq(q), which
indicate the creation and join of quantum branching controlled by the quantum
coin g. They are relevant to operations on the qif table in the partial evaluation
(described in Section 5.2) and the execution (described in Section 5.3). Note that
the uncomputation uncp{D} of the qif statement is @ due to Condition 2 in Sec-
tion 3.2.3: there are no free changed variables and therefore the uncomputation of

classical variables is not required.

e For D = while x do C od, in the translation mid{D}, a fresh variable y is intro-
duced to records the number of steps taken in the loop. Note that by the high-level
transformation in Section 5.1.1, x is not changed by C. So, we can use the value of
x and y to determine where the control flow comes from. The construction of the

uncomputation uncp{D} exploits the same fresh variable y as the one in mid{D}.

e For D = P(X), in the translation mid{D}, we first push n actual parameters
X1,..., Xy into the stack. Then, we branch to the declaration of the procedure P,
whose address is specified by the variable P.ent. Finally, when the procedure call
is returned, we pop the actual parameters from the stack. Note that the proce-
dure P here can be subscripted, e.g., P = Qly] for some procedure array Q and
variable y. In this case, P.ent = Q.ent[y] is also subscripted. The uncomputation
uncp{D} = @, due to Condition 3 in Section 3.2.3.

e For D = P(u) < C, we need to handle the initialisation of formal parameters %
and the automatic uncomputation of classical variables at the end of the procedure
body C (see Section 5.1.1). The design of control flow in the translation mid{D} is
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mid{skip} mid{if = then C; mid{while z do C od} mid{P(z)}

0 else C; fi} 1 10: bnz(y,12) 1 push(x;)

. = > 11: bez(x,13) 2 ...
mld{.ij[gi} i 10: 11:13({}83}2) S add({%’}j:) o roreaGan)
1 mi 1 - 4 mid 4 bra(P.ent)
> mid{Cs} j 1; :;zéi’igg 5 12: bre(y,10) 5 pop(xn)
mid{U|[q]} 5 mid{é2} G B8R LEsGnt) (_: o (x1)
() s 13: bnz(x,11) popixi
mid{Ulg1g2]} mid{qif [0) = Co mid{P(@) < C} init{@}
¢ unib(U,q1,q2) J|1) — Cy fig} 1 P.beg: bra(P.end) 1 pop(yn)
mid{z := op y} , qif(q) 2> P.ent: swbr(ro) 2 ooo
1 ari(op,w,y) > 10: bnz(q,12) : Pe.g(?) 3 Pop(y1)
> swap(x,w) 3 mid{Co} . lmt}g?} ) - oy
3 push(w) 4 11: brec(q,13) . Puz Cro Co ( )

. 5 12: bre(q,10) ’ mid{C} B
mid{z :=y op z} . : mid{C,'l} 7 uncp{C'} 7 push(y1)

. (ro) 8 ooo
1 ari(op,w,y,z) 13: b 11 ¢ popiI
2 swap(i W)y 7 f:zgq) ) ’ init{u} * pushyn)
2 ° a9 10 P.end: bra(P.beg)

5 push(w)

uncpq{skip} uncp{z := op ¥y} uncp{if = then C; uncp{while z do C od}

uncp{U/[q]} 1 pop (w) else C5 fi} 1 10: bnz(x,12)
uncp{P ()} : s"’?‘z(x"’) y 1 10: bez(x,12) 1 beZ(y’C}s)
uncp{qif ...fiq} ° 2TLIOP,W.y uncp{C1} 3 uncp{C'}
a 4 sub(y,1)
0 uncp{x :=y op z} 3 11: bre(x,13) . 12: bre(x.10)
uncp{C1;Ca} 1 pop(w) L2 Ef;g;’c%o}) 6 13: bre(y,11)
5 2
1 uncp{Ca2} 2 swap(x,w) 6 13: bnz(x,11)

> uncp{C1} s ari(op,w,y,z)

FIGURE 5.4: Full list of the high-to-mid-level translation mid{-}. Here,
init{-} and uncp{-} denote the initialisation of formal parameters and un-
computation of classical variables, respectively. Variables that have not
appeared in the original high-level programs are all fresh variables. Also,
mid{while} and uncp{while} use the same fresh variable y.

inspired by that in the translation of classical reversible languages [247]. Specifi-
cally, the entry point and exit point to the declaration of procedure P are the same,
specified by P.ent. Instruction swbr is used to update the return offset register ro
(at both entry and exit), whose value will be temporarily pushed into the stack (see
also Section 4.2.3) for supporting recursive procedure calls.

What is new here is our design of the automatic uncomputation of classical variables,
performed by the program uncp{C} at the end of procedure body C (see also Sec-
tion 5.1.1), which reverses the changes on classical variables in C. The uncomputa-
tion uncp{-} is also recursively defined, where uncp{P(x)} and uncp{qif...fiq}
are set to empty, due to Conditions 2 and 3.

e The initialisation init{#} of formal parameters 1 is rather standard: we simply pop
the actual parameters from the stack, then update the formal parameters, followed
by pushing their old values into the stack.
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Ppain - beg:
Ppain.ent:
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22 Ppain.end:
23 P.beg:
24 P.ent:

33 10:

44 bO:

45

50 bl:

start

push(n)
bra(Ppain . ent)
pop(n)

finish

bra (Ppain - end)
swbr (ro)
neg(ro)

pop (y3)
swap(n,y3)
push(ys)
push(ro)

push (n)
push(z)
bra(P.ent)
pop(z)

pop (n)

pop (ro)
pop(y3)
swap(n,y3)
push(y3)
bra(Ppain - beg)
bra(P.end)
swbr (ro)
neg(ro)

pop (y2)

pop (y1)

swap (k,y1)
swap(x,y2)
push(y1)
push(y2)
push(ro)
bez(k,12)
arib(-,w;,k,1)
swap (ko ,w1)
push(wy)
arib(*,w2,x,2)
swap (xq,w2)
push (w2)
arib(+,ws,xg,1)
swap (x1,w3)
push(ws)

qif (q[k])
bnz(q[k],b2)
push (ko)
push(xq)
bra(P.ent)
pop (x0)

pop (ko)
brc(qlk],b3)

; call
; call
; call
; call
; call

g il 5=
5 X1 =
§ il =

; qif(qlkl) ...

; call
; call
; call
; call
; call

; start

; call Ppain(n)
; call Ppain(n)
; call Ppain(n)
; finish

; init n
; init n
; init n

P(n,z)
P(n,z)
P(n,z)
P(n,z)
P(n,z)

; init n
; init n
; init n

;5 X0 = 2%

xp+1
xp+1
xp+1

[0) — ...

P(ko,%0)
P(ko,x0)
P (ko ,%0)
P(ko,x0)
P (kg ,x0)

51

65

©

85

b2:

b3:

il g
12:

13:

P.end:
Qo .beg:
Q.ent[0] :

Qo .end:

Qn—1.beg:
Q.ent [N-1]:

Qn—_1.end:

brec(q[k] ,b0)
push (ko)
push(x1)
bra(P.ent)
pop (x1)

pop (ko)
bez(q[k],bl)
fiq(q[kl)
bre(k,13)
brc(k,10)
bra(Q.ent [x])
bnz(k,11)

pop (w3)

swap (x1,w3)
arib(+,ws3,x0,1)
pop (w2)
swap (x0 ,w2)
arib(*,w2,x,2)
pop (w1)
swap (ko ,w1)
arib(-,w1,k,1)
pop (ro)
pop(y2)
pop(y1)
swap(k,y1)
swap(x,y2)
push(y1)
push(y2)
bra(P.beg)
bra(Qop.end)
swbr (ro)
neg(ro)
push(ro)
mid{Co}
uncp{Co}

pop (ro)
bra(Qo .beg)

bra(Qy_1.end)
swbr (ro)
neg(ro)
push(ro)
Hﬁd{(hv_l}
uncp{Cn_1}
pop (ro)
bra(Qy_1 .beg)

)

B

)

1) — ...

call P(kp,x1)
call P(kg,x1)
call P(kp,x1)
call P(kg,x1)
call P(kp,x1)

fiq(qlkl) ...

else ...
call Q[x]

ko ,x0,%1
ko ,x0,%X1
ko ,%0,X1
ko ,x0,%X1
ko ,x0,X1
ko ,x0,%1
ko ,x0,X1
ko ,x0,%1

uncp
uncp
uncp
uncp
uncp
uncp
uncp
uncp
uncp ko,X0,X1
init
init
init
init
init

k,
k,
k,
k,
k,
init k,

LI T T

FIGURE 5.5: Full high-to-mid-level translation of the quantum multiplexor
program. The original program is in Figure 4.1, with part of the high-to-

mid-level translation previously presented in Figure 5.3.
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For illustration, let us apply the high-to-mid-level translation to the transformed
quantum multiplexor program on the LHS of Figure 5.3. On the RHS of Figure 5.3, we
present part of the high-to-mid-level translation of the quantum multiplexor program,
where we only show the translation of the recursive procedure P(k,x). The full trans-
lated program is presented in Figure 5.5, which is annotated to show the correspondence
with the program on the LHS of Figure 5.3. For simplicity of presentation, we have also

done some manual optimisation on the translated program.

5.1.3 Symbol Table and Memory Allocation of Variables

Before we move to the mid-to-low-level translation, let us consider the memory allocation
of variables and how the symbol table will be used at runtime.

After the high-level to mid-level translation, we can determine the names of all vari-
ables and procedure identifiers by scanning the whole program in the mid-level lan-
guage, because the mid-to-low-level translation will no more introduce new variables or
procedure identifiers. The addresses of all variables (corresponding to their names) will
be stored in the symbol table and loaded into the QRAM for the addressing of variables
at runtime.

For classical (either basic or array) variable x, we use @x to denote the address of the
variable name x, which falls in the symbol table section of the QRAM (see Section 4.2.3).
The memory location at address @x stores &x, which stands for the address of the vari-
able x. If x is an array variable, then &x will be the base address of x; i.e., &x = &(x[0]).
As an address, &x falls in the classical variable section of the QRAM, and stores the value
of x. The same convention applies to any quantum variable.

An example of the symbol table is visualised in Figure 5.6. Here, the symbol table sec-
tion is composed of classical and quantum symbols. The memory location in the QRAM
with address @x stores &x, which is the address of the memory location that stores x[0],
for classical array variable x. Similarly, for quantum variable g, the memory location with
address @q stores &g, which is the address of the memory location that stores 4.

Note that the sizes of classical and quantum arrays (except those classical variables
P.ent that correspond to procedure arrays P) are not determined at compile time as the
classical inputs are not yet given. So, the values in the symbol table (i.e., addresses of
all variables) need to be filled in after the classical inputs are considered (e.g., during the
partial evaluation described in Section 5.2). Still, for every classical variable x, the address
@x of the name x is determined. The same holds for every quantum variable. Therefore,
the compiled program will be completely determined and independent of classical and
quantum inputs.
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Classical symbols | Quantum symbols ‘ Classical variables ' Quantum variables
Qr Qy ; Qq : :
&x | &yl ... | ... &lq oo x[Ollz)|2[2]| Yy | - | - | g
l )

FIGURE 5.6: Example of the symbol table and memory allocation of vari-
ables in the QRAM.

5.1.4 Mid-Level to Low-Level Translation

Now we are ready to describe the last pass in which the mid-level program P, obtained
in the previous sections is translated into a program P; in the low-level language QINS
and thus executable on the quantum register machine. Recall that instructions in the
mid-level language can take variables and labels as inputs, while the instructions in the
low-level language QINS do not. To this end, in this pass, we will use load instructions
1d, 1dr, and fetr in QINS to first load variables from the QRAM into registers, and
then execute the instruction, followed by storing the results back to the QRAM. Also, the
mid-level language has additional instructions push, pop, and brc that need to be further
translated.

Let us use low{i} to denote the mid-to-low-level translation of an instruction i. We
describe the mid-to-low-level translation through a series of examples, as shown in Fig-

ure 5.7. We further explain them as follows.

¢ The translation of uni (U, q[x]) shows how to handle inputs containing subscripted
quantum variables. As introduced in Section 5.1.3, we use @x to denote the address
of the name x (in the symbol table section of the QRAM; see Section 4.2.3). The
word at @x stores the address &x of the variable x (in the variable section). Lines
1-2 load the value of x into free register rp. To obtain the address of g[x], we add
the address &g = &(¢[0]) and the value of x, in Lines 3—4. Line 5 loads the value of
q]x] into free register r4, on which the instruction uni (U, r4) is executed. Lines 7-11
reverse the effects of Lines 1-5.

¢ In the translation of bra(P.ent), recall that the classical variable P.ent corresponds
to some procedure identifier P. Here, Lines 1-3 loads the value of P.ent into free
register r,. Note that Line 2 uses fetr instead of 1dr to preserve the copy of P.ent
in the QRAM for recursive procedure calls. Lines 4-5 calculate in r;, the offset of
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low{uni(U,q[x])} low{push(r)} low{l0: bez(x,11)} low{bra(P.ent)} low{bra(P.ent[x])}
1 1d(r1,@x) 1 addi(sp,1) 1d(rq,@x) 1 1d(r1,0P.ent) 1 1d(ry,@x)

> 1ldr(rz,r1) > 1dr(r,sp) 2 1dr(ro,r1) > fetr(ra,ry) > ldr(rg,r1)

3 1ld(r3,@q) ) 3 10: bez(rz,11) 5 1d(ri,0P.ent) 3 1d(r3,@P.ent)
4+ add(r3,r2) o seipar; 4 1dr(ro,r1) 4 sub(ra,pc) 4+ add(rs3,rs2)

5 1dr(r4,r3) 1 1ldr(r,sp) 5 1d(rq,@x) 5 subi(re,2) 5 fetr(ry,r3)

6 uni(U,rg) 2 subi(sp,1) low{ll: brc (X,lO)} 6 swbr(rz) 6 sub(rz,r2)

7 1dr(rg,r3) low{add (x,1)} 7 addi(rz,2) 7 1d(r3,@P.ent)
s sub(rs,rs) ! ld(r1,@x) s sub(rz,pc) g ldr(rs,ri)

9 1d(r3,@q) 1 1d(ry,@x) 2 ldr(r2,r1) o neg(ra) 9 1d(ry,@x)

10 1dr(rs,r1) 2 ldr.(rg,rl) ¢+ 11: bra(10) 10 1d(r1,@P.ent) 10 sub(rs,pc)

11 1d(rqi,0x) s addi(rz,1) 4 ldr(rg,r1) 11 fetr(rs,r1) 11 subi(ryg,2)

¢+ ldr(rz,r1) o 1d(r1,0x) 12 1d(r1,0P.ent) 12 swbr(ry)

5 1d(ri,0x) 13 addi(rg,2)
low{ari(*,w,x,2)} low{add (x,y)} low{qif (q[x1)} low{bra(12) } 14 sub(rg,pc)
 1d(r1,0@x) 1 1d(rp,0x)  1d(rp,0x) . bra(12) 15 neg(ry)
> 1ldr(rs,r1) > 1ldr(rs,r1) > 1dr(rs,r1) 16 1d(rp,@x)

5 ld(rs,ow) 5 1d(rs,Qy) 5 1d(rs,eq) low{swbr(ro)} 17 1ldr(rz,r1)

4 1ldr(rgq,r3) 4 1ldr(r4,r3) 4 add(rz,rs) | eeeEe) 15 1d(r3,@P.ent)
5 xori(rs,2) 5 add(ro,rs) 5 1ldr(rg,r3) 19 add(rs,r2)

6 arib(-,r4,r2,r5) 6 ldr(rs,r3) 6 qif(xrq) low{start} 20 fetr(ry,r3)

7 xori(rs,2) 7 1d(rs3,Qy) 7 1dr(rs,r3) R — 21 sub(rs,r2)

s 1ldr(rg,r3) ¢ 1ldr(rs,r1) s sub(rs,ra) 22 1ld(r3,0@P.ent)
9 1ld(rs,@w) 9 1d(ry,@x) o 1ld(zrs,0q) low{finish} 23 1ldr(rgz,r1)

10 1dr(rs,r1) 10 1dr(ro,r1) Er— 24 1d(r1,@x)

11 1d(ri,0x) 11 1d(rq,@x) oLinis

FIGURE 5.7: Examples of the mid-to-low-level translation. Here, all regis-
ters r; are free registers.

P.ent from the address of Line 6. When the branching occurs after Line 6, note that

registers r1 and r; are cleared. Lines 7-12 are similar.

The translations of push and pop are rather simple. Note that they are reversible,
e.g., if an element is pushed into the stack, the original register r will be cleared.
In the translation low{push(r) }, Line 1 first increments the stack pointer sp by 1.
Then, Line 2 loads the topmost stack element (whose address is specified by sp) into

free register r. The translation low{pop (r) } works similarly.

In the translation low{10: bez(x,11)}, Lines 1-2 first load the value of variable x
into free register r,. Then, Line 3 branches to label /0, conditioned on x # 0. Finally,
Lines 4-5 reverse the effects of Lines 1-2.

Note that instruction 11: brc(x,10) is used in pair with instruction 10: bez(x,11).
So, the free registers r; and r; used in the translations low{11: brc(x,10)} and
low{10: bez(x,11)} are also related (the same). This correspondence promises
that registers r1, 7, are properly cleared (hence become free again) after being used.

In the translation low{add (x,1) }, Lines 1-2 first load the value of variable x into
free register rp. Then, Line 3 adds 1 to 7, to obtain x + 1. Finally, Lines 4-5 reverse
the effects of Lines 1-2. Note that we use addi in Line 3, because 1 is an immediate

number.
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In comparison, in the translation low{add(x,y) }, we use add in Line 5, because

both x, y are variables and loaded into registers.

e In the translation low{ari (*,w,x,2) }, Lines 14 first load the values of w and x into
free registers r, and ry4, respectively. Then, Line 5 prepares the immediate number
2 in free register 5. Line 6 performs the binary arithmetic operation * and puts the
result x * 2 into register r4. Finally, Lines 7-11 reverse the effects of Lines 14

* For instructions like bra(12), swbr(ro), start, and finish that are already in
QINS, no further translation is needed.

e In the translation low{bra(P.ent [x]) }, Lines 1-2 first load the value of x into free
register ro. Then, the base address &P.ent of classical array P.ent is loaded into r3
by Line 3, which is added to r, by Line 4 to obtain the address &P.ent|x] of the
subscripted variable P.ent[x]. Line 5 loads the value of P.ent[x] to r4, where fetr
instead of 1dr is used to preserve the copy of P.ent[x] in the QRAM for supporting
recursive procedure calls. Lines 6-9 reverse the effects of Lines 1-4.

Lines 10-11 calculate in 74 the offset of P.ent[x] from the address of Line 12, which
branches to the declaration of the subscripted procedure P[x]. Note that after
Line 12, all previously used registers are cleared and become free again. Finally,
Lines 13-24 reverse the effects of Lines 1-12.

For illustration, let us apply the mid-to-low-level translation to the quantum multi-
plexor program in Figure 5.5 after the high-to-mid-level translation. This yields the full
compiled program in Figure 5.8, which is also annotated to show the correspondence
with the mid-level program in Figure 5.5. As usual, for simplicity of presentation, man-
ual optimisation has been done on the translated program.

To end the compilation, we need to replace every label I in the compiled program by
the offset of the address of where [ is defined from where / is used. The compiled program
is not yet loaded into the QRAM but stored classically for later partial evaluation (see
Section 5.2).

5.2 Partial Evaluation of Quantum Control Flow

At the end of the last section, a compiled program in the low-level language QINS is
obtained. To execute the compiled program on the quantum register machine, we need
to first perform a partial evaluation of quantum control flow to generate a data structure
called qif table, which will be loaded into the QRAM at runtime. In this section, we
carefully describe this partial evaluation, which depends only on the classical inputs but
not the quantum inputs.
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16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45

47
48
49
50
51
52
53
54
55
56
57
58
59
60

start
1d(ry,@n)
ldr(r2,r1)
addi(sp,1)
ldr(rz,sp)
ldr(r2,r1)
1d(r1,@n)
bra(Ppain -ent)
1d(r;,@n)
ldr(ra,r1)
1ldr(r2,sp)
subi(sp,1)
ldr(r2,r1)
1d(r1,6n)
finish
Prain-beg: bra(Ppain.end)
Ppain . ent: swbr(ro)
neg(ro)
ld(ry,@y3)
1dr(rs,r1)
ldr(r2,sp)
subi(sp,1)
1d(r3,@n)
ldr(rg,r3)
swap(r4,ra)
addi(sp,1)
ldr(r2,sp)
1dr(r4,r3)
1d(r3,@n)
ldr(ra,r1)
1d(ry,@y3)
addi(sp,1)
1dr(ro,sp)
1d(r1,6n)
ldr(r2,r1)
addi(sp,1)
1dr (r2,sp)
ldr(r2,r1)
1d(r1,@n)
1d(ry,0z)
ldr(ra,r1)
addi(sp,1)
ldr(rz,sp)
ldr(r2,r1)
1d(r1,0z)
1d(ry,@P.ent)
fetr(ra,r1)
1d(r;1,@P.ent)
sub(r2,pc)
subi(rs,2)
swbr (rs)
addi(ra,2)
sub(r2,pc)
neg(ra)
1d(ry,@P.ent)
fetr(ra,r1)
1d(ry,@P.ent)
1d(r1,0z)
ldr(ra,r1)
1ldr(r2,sp)

; start

; load n
; load n
; push n
; push n
; store n
; store n
; call Ppain(n)
; load n
; load n
; pop n

; pop n

; store n
; store n
; finish

; load y3

; load y3

3 POP ¥3

3 POP ¥3

; load n

; load n

; swap(n,y3)
; push y3

; push y3

; store n

; store n

; store y3

; store y3

; push ro

; push ro

; load
; load
; push
; push
; store n

; store n

; load z

; load z

; push z

; push z

; store z

; store z

; copy P.ent

; copy P.ent

; copy P.ent

; compute br

; compute br

; bra(P.ent)

; compute P.ent
; compute P.ent
; compute P.ent
; uncopy P.ent
; uncopy P.ent
; uncopy P.ent
; load z

; load z

INRC RN

BB BB

61

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

7

78

79

80

81

82

83

84

85 Ppain.end:
86 P.beg:
g7 P.ent:

111
112
113
114
115
116
117
118
119 10:

subi(sp,1)
ldr(r2,r1)
1d(ry,0z)
1d(r1,@n)
ldr(ra,r1)
1ldr(r2,sp)
subi(sp,1)
ldr(r2,r1)
1d(r1,@n)
1dr(ro,sp)
subi(sp,1)
1d(r1,@y3)
ldr(r2,r1)
1dr (r2,sp)
subi(sp,1)
1d(r3,@n)
1dr(r4,r3)
swap(r4,r2)
addi(sp,1)
ldr(r2,sp)
ldr(r4,r3)
1d(r3,0n)
ldr(r2,r1)
1d(r1,0@y3)
bra(Pgain . beg)
bra(P.end)
swbr (ro)
neg(ro)
1d(r1,0Qy2)
ldr(r2,r1)
1ldr(r2,sp)
subi(sp,1)
1d(r3,Qy1)
1dr(r4,r3)
1dr(r4,sp)
subi(sp,1)
1d(rs5,0k)
1dr(re,rs5)
1d(r7,@x)
1dr(rs,r7)
swap(re,r4)
swap(rg,ra)
addi(sp,1)
1dr (r4,sp)
addi(sp,1)
1ldr(r2,sp)
ldr(ra,r1)
ld(rl,@yg)
ldr(rs,r3)
1d(r3,@y1)
1dr(re,r5)
1d(rs5,0k)
1ldr(rs,r7)
1d(r7,@x)
addi(sp,1)
1dr (ro,sp)
1d(ry,@k)
ldr(ra,r1)
bez(rs,12)

; pop z
; store

; Store

; load n
; load n
; pop n

; pop n

; store

; store

; pop ro
H pOp ro
; revers
; revers
; revers
; revers
; revers
; revers
; revers
; revers
; revers
; revers
; revers
; revers
; revers

; load y
; load y
» POp y2
5 POP y2
; load y
; load y
5 POP ¥1
5 POP ¥1
; load k
; load k
; load x
; load x
; swap(k,y1)
; swap(x,y2)
; push y
; push y
; push y
; push y
; store

; store

; store

; store

; store

; store

; store

; Store

; push r
; push r
; load k
; load k
; bez(k,12)

z
z

n
n

e
e
e
e
e
e
=
e
=
e
e
e
e

2

2

1
1

1
1
2
2
y2
y2
y1
y1
k
k
X
X
[e]
(¢]

19-31
19-31
19-31
19-31
19-31
19-31
19-31
19-31
19-31
19-31
19-31
19-31
19-31

FIGURE 5.8: Full compiled quantum multiplexor program, after the mid-

to-low-level translation.
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71

120

122
123
124
125
126
127
128
129
130

132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170

172
L7733
174
175
176
177
178
179

ldr(r2,r1)
1d(r1,0k)
1d(ry,0w;)
ldr(rz,r1)
1d(r3,@k)
1dr(r4,r3)
xori(rs,1)
arib(-,r2,r4,r5)
1dr(r4,r3)
1d(rs,@k)
xori(rs,1)
1d(rs,0@kp)
ldr(rg,r3)
swap(r4,r2)
ldr(rg,r3)
1d(r3,0kp)
addi(sp,1)
ldr(ra,sp)
1ldr(r2,r1)
1d(r1,0Qwq)
1d(ry,0ws)
1ldr(r2,r1)
1d(rs,0x)
ldr(rg,r3)
xori(rs,2)
arib(*,ro,rq,r5)
1dr(rg,r3)
1d(r3,0x)
xori(rs,2)
1d(r3,0xq)
1dr(r4,r3)
swap(r4,r2)
ldr(rg,r3)
1d(r3,0x0)
addi(sp,1)
1dr(rz,sp)
1ldr(r2,r1)
1d(ry,0wa)
1d(r1,0@ws)
1dr(rs,r1)
1d(r3,0x0)
1dr(r4,r3)
xori(rs,1)
arib(+,r2,rq,r5)
1dr(rg,r3)
1d(r3,0xq)
xori(rs,1)
1d(r3,0x1)
1dr(r4,r3)
swap(r4,r2)
1dr(r4,r3)
1d(r3,0x1)
addi(sp,1)
1ldr(rz,sp)
ldr(rz,r1)
1d(ry,0ws)
1dr(ry,@k)
ldr(r2,r1)
1ld(r3,@q)
add(r3,r2)

H

store k
store k
load wqp
load wq
load k
load k
prepare 1
arib(-,wi,k,1)
store k
store k
clear 1
load kg
load ko
swap (ko ,w1)
store ko
store ko
push wy
push wi
store wj
store wj
load wo
load wop
load x
load x
prepare 2
arib(*,w2,x,2)
store x
store x
clear 2
load xq
load xq
swap(xu,w2)
store xp
store Xxqo
push wo
push wo
store wa
store wo
load w3
load w3
load xq
load xq
prepare 1
arib(+,w3,x0,1)
store Xxqo
store xgo
clear 1
load xi
load x1
swap (x1 ,w3)
store xj
store xj
push w3
push w3
store w3
store w3
load k
load k
compute &q[k]
compute &q[k]

180
181

183
184
185
186

189

bO:

ldr(rg,r3)
sub(rs,rs)
1d(r3,0q)
ldr(r2,r1)
1dr(ry,@k)
qif (ryg)
bnz(ry,b2)
1ldr(ry,@k)
1ldr(ra,r1)
ld(r3 9©q)
add(rs,ra)
1dr(r4,r3)
sub(rs,rs)
1d(r3,0q)
ldr(r2,r1)
1dr(ry,@k)
1d(r1,0kp)
ldr(r2,r1)
addi(sp,1)
1ldr(ra,sp)
ldr(r2,r1)
1d(r1,6ko)
1d(r1,0xg)
ldr(r2,r1)
addi(sp,1)
1ldr(ra,sp)
ldr(r2,r1)
1d(r1,0xp)
1d(r;,0@P.ent)
fetr(ra,r1)
1d(r;,0@P.ent)
sub(ra,pc)
subi(ra,2)
swbr (ra)
addi(ra,2)
sub(ra,pc)
neg(ra)
1d(r1,0P.ent)
fetr(ra,r1)
1d(r;,0@P.ent)
1d(r1,0xp)
ldr(r2,r1)
1ldr(ra,sp)
subi(sp,1)
1ldr(r2,r1)
1d(r1,0xp)
1d(r1,0@kq)
1ldr(r2,r1)
ldr(rz,sp)
subi(sp,1)
ldr(r2,r1)
1d(r1,0kqp)
1dr(ry,@k)
1ldr(r2,r1)
1d(r3,0Qq)
add(r3,r2)
1dr(r4,r3)
sub(rs,ra)
ld(I‘3 9@q>

load qlk]

; uncompute &q[k]
; uncompute &q[k]

store k
store k

; qif (qlk])
; bnz(q[k],b2)

store q[k]
store qlk]
store qlk]
store q[k]
store ql[k]
store q[k]
store qlk]
store q[k]
store qlk]
load kg

load kg

; push ko
; push ko

store ko
store ko
load xq
load xq

; push xo
; push xg

store Xqo

store xg

copy P.ent
copy P.ent
copy P.ent
compute br
compute br

; bra(P.ent)

compute P.ent
compute P.ent
compute P.ent

; uncopy P.ent
; uncopy P.ent
; uncopy P.ent

load xq
load xq

5 Pop Xo
b IEID 24y

store xg
store xqo
load kg
load kg

; pop ko
; pop ko

store kg
store ko
load k

load k
compute &q[k]
compute &q[k]
load qlk]

; uncompute &ql[k]
; uncompute &q[k]

FIGURE 5.8: Full compiled quantum multiplexor program, after the mid-
to-low-level translation (cont.)
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239 1dr(r2,r1) ; store k

240 1dr(ry,@k) ; store k 299 1dr(ry,@k) ; store qlk]

241 bl: bra(b3) ; brc(qlk],b3) 300 ldr(ra,r1) ; store qlk]

242 b2: bra(b0) ; brc(qlk],b0) 301 1d(r3,0q) ; store qlk]

243 1ldr(ry,@k) ; store qlk] 302 add(r3,r2) ; store qlk]

244 1ldr(r2,r1) ; store qlk] 303 1dr(rg,r3) ; store qlk]

25 1d(r3,0@q) ; store qlk] 304 sub(r3,ra) ; store qlk]

246 add(r3,rs) ; store qlk] 305 1ld(r3,@q) ; store qlk]

247 1ldr(r4,r3) ; store qlk] 306 ldr(r2,r1) ; store qlk]

248 sub(r3,r2) ; store qlk] 307 1dr(ry,@k) ; store qlk]

249 1d(r3,@q) ; store qlk] 308 1d(ry,0k) ; load k

250 ldr(r2,r1) ; store qlk] 300 1dr(r2,r1) ; load k

251 1dr(ry,@k) ; store qlk] 310 11: bra(13) ; brc(k,13)

252 1d(r1,@kq) ; load kg 311 12: bra(10) ; brc(k,10)

253 ldr(ra,r1) ; load ko 312 1ldr(r2,r1) ; store k

254 addi(sp,1) ; push ko 313 1d(r1,@k) ; store k

255 1dr (r2,sp) ; push ko 314 1d(ry,0x) ; load x

256 1dr(ra,r1) ; store ko 315 1ldr(ra,r1) ; load x

257 1d(r1,@kp) ; store ko 316 1d(r3,@Q.ent) ; compute &Q.ent[x]
258 1d(rq,0x71) ; load xi 317 add(r3,r2) ; compute &Q.ent[x]
250 1dr(r2,r1) ; load x1 318 fetr(r4,r3) ; copy Q.ent[x]
260 addi(sp,1) ; push x 319 sub(rs,r2) ; uncompute &Q.ent [x]
261 ldr(r2,sp) ; push x1 320 1d(r3,0Q.ent) ; uncompute &Q.ent [x]
262 ldr(r2,r1) ; store xi 321 ldr(r2,r1) ; store x

263 1d(rq,0x71) ; store xi 322 1d(ry,0x) ; store x

264 1d(r;,0P.ent) ; copy P.ent 323 sub(ry,pc) ; compute br

265 fetr(ra,r1) ; copy P.ent 324 subi(r4,2) ; compute br

266 1d(ry,0@P.ent) ; copy P.ent 325 swbr(r4) ; bra(Q.ent[x])
267 sub(ra,pc) ; compute br 326 addi(r4,2) ; compute Q.ent[x]
268 subi(rsy,2) ; compute br 327 sub(ry,pc) ; compute Q.ent[x]
269 swbr (rs) ; bra(P.ent) 328 neg(ry4) ; compute Q.ent [x]
270 addi(ra,2) ; compute P.ent 329 1d(ry,0x) ; uncopy Q.ent[x]
271 sub(ra,pc) ; compute P.ent 330 1dr(ra,r1) ; uncopy Q.ent[x]
272 neg(ra) ; compute P.ent 331 1d(r3,@Q.ent) ; uncopy Q.ent[x]
273 1d(r;,0P.ent) ; uncopy P.ent 332 add(r3,r2) ; uncopy Q.ent[x]
274 fetr(ra,r1) ; uncopy P.ent 333 fetr(ry,r3) ; uncopy Q.ent[x]
275 1d(ry,0P.ent) ; uncopy P.ent 334 sub(rz,rs) ; uncopy Q.ent[x]
276 1d(ry,0x71) ; load x1 335 1d(r3,0Q.ent) ; uncopy Q.ent[x]
217 1dr(r2,r1) ; load xq 336 1dr(r2,r1) ; uncopy Q.ent[x]
278 1ldr(r2,sp) ; Pop X1 337 1d(ry,0x) ; uncopy Q.ent[x]
279 subi(sp,1) ; POp X1 338 1d(ry,0k) ; load k

280 ldr(r2,r1) ; store xj 339 ldr(r2,r1) ; load k

281 1d(ry,0x1) ; store x1 3420 13: bnz(ra,11) ; bnz(k,11)

282 1d(r;,@kq) ; load ko 341 ldr(r2,r1) ; store k

283 ldr(r2,r1) ; load ko 342 1d(ry,0k) ; store k

284 1dr(r2,sp) ; pop ko 343 1d(rq,0w3) ; reverse 158-175
285 subi(sp,1) ; pop ko 344 ldr(rz,r1) ; reverse 158-175
286 ldr(r2,r1) ; store kg 345 ldr(ra,sp) ; reverse 158-175
287 1d(r1,@kop) ; store ko 346 subi(sp,1) ; reverse 158-175
288 1ldr(rp,@k) ; load k 347 1d(r3,0x1) ; reverse 158-175
289 ldr(ra,r1) ; load k 348 1dr(r4,r3) ; reverse 158-175
200 ld(r3,@q) ; compute &ql[k] 349 swap(r4,r2) ; reverse 158-175
201 add(r3,r2) ; compute &q[k] 350 1dr(r4,r3) ; reverse 158-175
292 1ldr(rg,r3) ; load qlk] 351 1d(r3,0x1) ; reverse 158-175
203 sub(rs,r2) ; uncompute &ql[k] 352 xori(rs,1) ; reverse 158-175
294 1ld(r3,@q) ; uncompute &ql[k] 353 1d(r3,0xp) ; reverse 158-175
205 ldr(ra,r1) ; store k 354 1dr(r4,r3) ; reverse 158-175
296 1dr (r1,@k) ; store k 355 arib(+,ro,rq,r5) ; reverse 158-175
207 b3: bez(ry,bl) ; bez(ql[k]l,bl) 356 xori(rs,1) ; reverse 158-175
298 fiq(ry) ; fiq(qlk]) 357 ldr(r2,r1) ; reverse 158-175

FIGURE 5.8: Full compiled quantum multiplexor program, after the mid-
to-low-level translation (cont.)
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358
359
360

362
363
364
365
366
367
368
369
370
371
372
373
374
85
376
377
378
379
380
381
382
383
384
385
386
387
388
389
390
391
392
393
394
395
396
397
398
399
400

402
403
404
405
406
407
408
409
410

412
413
414
415
416
47

1d(r1,0@w3)
1ldr(r4,r3)
1d(r3,@xq)
1d(ry,0ws)
1ldr(ra,r1)
1dr(r2,sp)
subi(sp,1)
1d(r3,@xp)
1ldr(r4,r3)
swap(rq,r2)
1ldr(r4,r3)
1d(r3,@xo)
xori(rs,2)
1d(rs3,0x)
1dr(r4,r3)
arib(*,ra,r4,r5)
xori(rs,2)
1dr(rs,r1)
1d(r1,0w2)
1ldr(r4,r3)
1d(r3,@x)
1d(r1,0wy)
ldr(rs,r1)
1dr(r2,sp)
subi(sp,1)
1d(r3,@kg)
1dr(r4,r3)
swap(ryg,ra2)
ldr(r4,r3)
1d(r3,@kop)
xori(rs,1)
1d(r3,0@k)
ldr(r4,r3)
arib(*,ro,ry,rs5)
xori(rs,1)
ldr(ra,r1)
1d(r1,0wy)
1dr(r4,r3)
1d(r3,@k)
1dr(ro,sp)
subi(sp,1)
1d(r1,Qy2)
ldr(rs,r1)
1dr(r2,sp)
subi(sp,1)
ld(r3,@y1)
1dr(r4,r3)
1dr (r4,sp)
subi(sp,1)
1d(r5,0@k)
1dr(rg,rs5)
1d(r7,@x)
1dr(rs,r7)
swap (re,rq)
swap(rg,r2)
addi(sp,1)
1dr(r4,sp)
addi(sp,1)
1dr (r2,sp)
ldr(rs,r1)

;y reverse
; reverse

reverse

;y reverse
; reverse

reverse

; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse

reverse

; reverse
; reverse
; reverse
; reverse
; reverse

reverse

; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse

reverse

; reverse
; reverse
; pop ro

; pop ro

; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse
; reverse

reverse

; reverse
; reverse
; reverse

158-175
158-175
168-175
140-157
140-157
140-157
140-157
140-157
140-157
140-157
140-157
140-157
140-157
140-157
140-157
140-157
140-157
140-157
140-157
140-157
140-157
122-139
122-139
122-139
122-139
122-139
122-139
122-139
122-139
122-139
122-139
122-139
122-139
122-139
122-139
122-139
122-139
122-139
122-139

75-100
75-100
75-100
75-100
75-100
75-100
75-100
75-100
75-100
75-100
75-100
75-100
75-100
75-100
75-100
75-100
75-100
75-100
75-100

425 P.end:

426 Qo .beg:
27 Q.ent[0]:
428

429

430

435 Qo .end:

436

437 Qn—1 -beg:
135 Q.ent [N-1]:
439

440

445
446 Qn—1.end:

1d(r1,0y2)
ldr(rg,r3)
1ld(r3,@y1)
1ldr (rg,r5)
1d(rs5,0k)
1dr(rs,r7)
1d(r7,0x)
bra(P.beg)
bra(Qp.end)
swbr (ro)
neg(ro)
addi(sp,1)
1ldr(ro,sp)
mid{Cp}
uncp{Co}
1ldr(ro,sp)
subi(sp,1)
bra(Qp.beg)

bra(Qy_1.end)
swbr (ro)
neg(ro)
addi(sp,1)
1ldr(ro,sp)
mid{Cn_1}
unep{Cv—1}
1ldr(ro,sp)
subi(sp,1)
bra(Qy_; .beg)

reverse
reverse
reverse
reverse
reverse
reverse
reverse

push ro

push ro

pop ro
pop ro

push ro
push ro

pop ro
pop ro

75-100
75-100
75-100
75-100
75-100
75-100
75-100

FIGURE 5.8: Full compiled quantum multiplexor program, after the mid-
to-low-level translation (cont.)
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5.2.1 The Synchronisation Problem

Programs with only classical control flow can be straightforwardly executed without
partial evaluation. However, for programs with quantum control flow, there is an ob-
struction known as the synchronisation problem [78, 239-246] (see further discussion in

Section 5.5.1). In our case, it means in executing the statement
qif[q](|0) — Co)TI(|1) — C1)fiq,

Co and C; can take different numbers of instruction cycles to terminate. Consequently,
the arrival times of two control flows (corresponding to two branches, in superposition)
at the fiq are asynchronous, and hence they cannot be correctly merged into one con-
trol flow, in the same cycle. Another way to view the synchronisation problem is from
the (QIF) rule in Figure 3.6. The problem occurs when (Co, 7, |60)) —* (],07,|6))) and
(Cy,0,161)) =F (4,0,16,)) for some ko # k;.

The synchronisation problem becomes more complicated for general quantum recur-
sive programs. Note that Cy and C; can further contain quantum recursion, and the
number of nested procedure calls involved cannot be determined before hand. The pro-
gram might not even terminate. How to deal with the probably unbounded quantum
recursion?

Our solution is by partial evaluation of the quantum control flow. When the clas-
sical inputs are given (while the quantum inputs remained unknown), we can check
whether the compiled program P terminates in some practical (manually set) running
time Tprac(P). If the program terminates in Tprac(P) cycles, for every qif statement, we
can count the number of cycles for executing Cp and Cy, as well as determine the structure
of nested quantum branching induced by nested procedure calls. These can be gathered
into a classical data structure called gif table, which will be used later in quantum super-
position at runtime to synchronise two quantum branches in every qif statement. Note
that this process is only dependent on the classical inputs but independent of the quantum
inputs, and it does not change the static program text (compared to [78]). Also, our partial
evaluation is different from those (e.g., [62, 261]) that aim at optimising the programs.

Along with generating the qif table, given the classical inputs, we can also determine
the sizes of all arrays and allocate the addresses for variables (including determining the
symbol table). This task is simple and we will not describe its details.

5.2.2 Qif Table

Now let us introduce the notion of qif table, storing the history information of quantum
branching for an execution of the compiled program P, within a given practical running
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P(n) < if n =0 then Ulg[n]]
else qif[g[n]] [0) — V[q[0]]
O 1) — Ulg[1]]
fiq;
qif[g[n]] |0) — skip
O]y - P(n—1)
fiq
fi
0 1) = Ulg(1]]
fiq;
qif[q(2]] [0) — Vg[1]]
O |1) — skip
fiq

FIGURE 5.9: Example of a program in RQC" ™ and its corresponding qif
table. In the gif table, we only show the links fc; (colored in black), Ic;
(colored in red and dashed) and nx (colored in blue and squiggled), while
w, ¢f, cl and pr are omitted for simplicity. The correspondence between
the nodes on the RHS and the instantiations of qif statements on the LHS
is as follows: (1) vg: instantiation of the first qif...fiq in Pyan. (2) v1:
instantiation of the second qif...fiq in Pyain. (3) v2 and vy: the first and
second instantiations of the first qif...fiq in P(n). (4) v3 and vs: the first
and second instantiations of the second qif ... fiq in P(n).

time Tprac(P). The qif table is a classical data structure that will be used in quantum
superposition at runtime.

Nodes and Links in Qif Table

Definition 5 (Qif table). A qif table is composed of linked nodes. There are two types of
nodes in the qif table. Each node of type e represents an instantiation of qif...fiq; i.e.,
an execution running through the qif to the corresponding fiq once. Nodes of type o
are ancilla nodes for the qif table to be reversibly used. Each node v of type e records the

following information:

1. (Next link v.nx): If v has a continuing non-nested instantiation v’ of qif. .. fiq, then
v.nx = v'. Otherwise, we set v.nx = v” for some node v” of type o, enabling the qif
table to be reversibly used (no matter whether v has a continuing instantiation of
qif...fiq) in later execution.

2. (First children links v.fc;) and (Last children links v.1¢;) for i € {0,1}: If v has enclosed
nested instantiations of qif...fiq, then v.fc;, and v.fc; links to the first two children
nodes, representing the first two enclosed instantiations of qif. .. fiq (correspond-
ing to branches |0) and |1) from v, respectively). Moreover, v.lcy and v.lc; links to
the last two children nodes, which are the two next nodes (specified by the next link
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FIGURE 5.10: The qif table for the quantum multiplexor program in Fig-
ure 4.1, when n = 3.

nx and of type o) of the last two enclosed instantiations of qif ... fiq (corresponding
to branches |0) and 1) from v, respectively).

Otherwise, v.fc, = v.lcy = v' and v.fc; = v.lc; = v” for some nodes v/, v of type o.
Further, each node v of either type e or o records the following information:
1. (Wait counter v.w): It stores the number of cycles to wait at node v.
2. (v.pr): pris the inverse link of nx. If v.nx = v/, then v'.pr = v.

3. (v.cf): cf is the inverse link of fc;, and fc,. If v.fc, = vg and v.fc; = v1, then vo.cf =

vi.cf = 0.

4. (v.cl): cl is the inverse link of Icy and Icy. If v.lcy = vy and v.lcy = v1, then vy.cl =
v1.cl = 0.

In Figure 5.9, we give an example of a program and its corresponding qif table. We
only show the links fc;, Ic;, and nx, and omit w, cf, cl, and pr for simplicity of presen-
tation. The partial evaluation should be done on the compiled program, but for clarity
we present the original program written in RQC™". We also show the correspondence
between nodes in the qif table and the instantiations of qif statements in the program. It
is easy to verify that the links are consistent with Definition 5.

For illustration, we show the qif table for the quantum multiplexor program as an-

other example in Figure 5.10. The original program written in RQC*™"

was previously
presented in Figure 4.1, while the full compiled program was shown in Figure 5.8. Here,
we choose n = 3. For the quantum multiplexor program, the qif table is just a tree of
depth 3, because there are only nested instantiations of the qif statements.

Additionally, we remark that to store the qif table in the QRAM, we need to encode

all links and counter recorded at a node. The simplest way is to store them into a tuple,
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where links like v.nx records the base address of the tuple of the corresponding node.
Further discussion can be found in Section 5.2.4.

5.2.3 Generation of Qif Table

For a compiled program P, we fix a practical running time Tprac(P). The partial evalua-
tion is performed by multiple parallel processes. We classically emulate the execution of
the compiled program, neglecting all quantum inputs and unitary gates. Whenever a qif
is met, the current process forks into two sub-processes, each continuing the evaluation
of the corresponding quantum branch. Whenever a fiq is met, the current process waits
for its pairing sub-process, and collects information from both sub-processes to merge
into one process. Every process only goes into a single quantum branch and therefore
contains no quantum superposition.

For each process, we maintain the following classical information. We have 6 system
registers pc, ins, br, sp, v, t, and a constant number of user registers. Here, v points to the
current node in the qif table, and t is a counter that records the number of instructions
already executed. We also have a classical memory M storing classical variables and the
stack. Let M; be the value stored at the memory location i.

The algorithm for partial evaluation of quantum control flow and generation of the
qif table is presented as Algorithm 1. The major part of the function QEVA is the loop
between Lines 5-25, which consists of three stages that also appear in the execution in
Section 5.3. The first and the last stages are similar to their classical counterparts. The
handling of instructions qif or fiq in the stage (Decode & Execute) is highlighted. Algo-
rithm 1 returns a timeout error if t exceeds the practical running time Tprac (P). Otherwise,
we obtain the actual running time t = Teye (P) for later use in Section 5.3.

Further detailed explanation is as follows. Algorithm 1 is run by multiple parallel
processes. We start with one initial process evaluating the function QEVA. At the begin-
ning, the program counter pc is initialised to the starting address of the compiled main
program (i.e., the address of instruction start) and the counter ¢ is initialised to 0. A new
node v is created in the qif table as the initial node. In the generation of the qif table, all
new nodes created are of type o, which can later become nodes of type o if needed. The
function QEVA then repeats Lines 5-25, as long as the running time ¢ does not exceed the
practical running time, i.e., t < Tprac(fP). The repetition consists of the following three
stages, which also appear in the execution on quantum register machine (see Section 5.3).

1. (Fetch):

In this stage, register ins is updated with the current instruction My, whose address
is specified by register pc. The counter f then increments by 1.

2. (Decode & Execute):
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Algorithm 1 Partial evaluation of quantum control flow and generation of qif table.

1: function QEVA
Initialise pc +— starting address of the compiled main program and ¢ < 0

Create an initial node v
while t < Tprac(P) do

2:

10:
11:
12:
13:
14:
15:

16:
17:
18:
19:
20:

21:
22:
23:
24:
25:

26: |

(Fetch): Let ins <~ Mpcand t <t +1

(Decode & Execute):

if ins = qif (q) then > creation of quantum branching
Create nodes vy and v;. Set v.fc;, v.Ic; < v; and v;.cf, v;.cl < v > for the enclosed
branches

Fork into two sub-processes QEVA( and QEVA;. For QEVA;, set v < v;

else if ins = fiq(q) then > join of quantum branching
Wait for the pairing sub-process QEVA’ with v'.c] = v.c] = 9 for some parent &

f < max{t,t'}, v.w <+ t—t, and v'.w « £ —t' >0/, t' are corresponding v, t in QEVA’.
Merge with the pairing sub-process QEVA’ by letting t « f and v < 9

Create node u. Set v.nx <— u and u.pr < v. > for the continuing branch
Suppose v.cl = il and 7i.lcy = v for some 7 and x. Let u.cl < #, il.lcy < u, and

v.el <0

Update v < u

else if ins = finish then > termination
. return f

else if ins ¢ {uni(G,r),unib(G,r1,r7) } then > neglect quantum gates
t Update registers and M according to Figure 4.4a

(Branch):
if br # 0 then
 Letpc < pc+br
else

Letpc < pc+1

return Timeout error

In this stage, we classically emulate the behaviour of the quantum register machine,

given the classical inputs. In particular, we neglect unitary gate instructions uni and

unib as they involve the quantum inputs.

(a)

If ins = qif(q), then we meet a creation of quantum branching, controlled
by the quantum coin 4. In this case, two new nodes vg and v; are created in
the qif table, and are then linked with the current node v. Since vy and v; are
from the first enclosed nested instantiation of qif...fiq of v, by Definition 5,
we have v.fc; = v.c; = v; for i = 0,1. The inverse links are created similarly.
Next, we fork the current process QEVA into two sub-processes QEVA( and
QEvA;, which go into the quantum branches g = 0 and g = 1 (corresponding
to |0) — ...and |1) — ... in the qif statement), respectively. For each QEVA;,
the current node v is updated by the children node v;.

If ins = £fiq(q), then we meet a join of quantum branching, controlled by
the quantum coin q. This implies the current process is a sub-process forked
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from some parent process. So, we wait for the pairing sub-process QEVA’
with the same parent node; i.e., v'.c] = v.cl = 9 for some 9, where v’ denotes
the current node of QEVA’, and 9 denotes the parent node of v and v'. Let
f be the maximum max{t, '} of the numbers of instructions in executing the
two quantum branches (corresponding to ¢ = 0,1). Given f, we can calculate
vaw = f—tand o.w = f — #, the numbers of instruction cycles one needs to
wait at the nodes v and v/, respectively. Note that one of v.w and v".w will be 0.
These wait counter information will be used to synchronise the two quantum
branches at runtime (see Section 5.3).

After collecting the information in two quantum branches, the current process
QEVA will be merged with the pairing process QEVA’ into one process by
updating t with f and v with 9.

Finally, we need to create a new node u in the qif table for the continuing
quantum branch. We link the nodes v and u via nx and pr. According to
Definition 5, node u will be updated as the new last children node for the
parent node 7 of the current node v. Then, we move the current node from v
to u. Note that the default type of u is o, and it can become e if later we meet

a continuing non-nested instantiation of qif. .. fiq.

(c) If ins = finish, then we have finished the execution of the program, and can
return the counter ¢ as the actual running time.

(d) Otherwise, if ins is any instruction other than the unitary gate instructions
uni and unib, we update the involved registers and memory locations in M
according to Figure 4.4a.

3. (Branch):

In this stage, we update the program counter pc according to the branch offset br.
As previously mentioned in Section 4.2.1, if br = 0, then we increment pc by 1; if
br # 0, then we update pc with pc + br.

If the program P does not terminate within the practical time Tprac (P), Algorithm 1 re-
turns a timeout error. Otherwise, it returns the actual running time ¢, denoted by Texe (P),
which will be used in the execution on quantum register machine (see Section 5.3).

It is worth stressing again that in the partial evaluation, only those quantum variables
g involved in the quantum control flow (specifically, qif (q) and £iq(q)) and all classical
variables need to be evaluated; while all other quantum variables are ignored. The par-
allel processes for running Algorithm 1 are completely classical. One can also make use
of this fact to dynamically maintain the classical registers and memory M for every eval-
uation process, in order to save the space complexity, but we will not discuss the details
here for simplicity.
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5.24 Memory Allocation of Qif Table

In the previous sections, we have defined a data structure called qif table to address the
synchronisation problem and described how to generate it. The qif table generated from
the partial evaluation needs to be loaded into the QRAM at runtime, as it will be used
in superposition during the execution. To store a qif table in the QRAM, we need an
encoding of every node and its relevant information (links and counter). The simplest

way to encode is to gather all information of a node into a 9-tuple
(v.w, v.nx, v.fc,, v.fey, v.lcg, vley, v.pr, v.ef, v.el). (5.3)

Here, we assume every node v is identified by its base address of the above tuple in
the QRAM. For nodes of type o, some of the entries in Equation (5.3) might be empty
and set to 0. In this way, the whole qif table is encoded into an array of tuples, each
corresponding to a node within. Accessing the information of a node can be done in a
way similar to accessing an array element. For example, if every entry in Equation (5.3)
occupies a word, then given the base address a of a tuple that corresponds to a node v,
one can access the information v.nx by the address a + 1. In Section 5.3, the quantum
register machine might need to access the value of v.nx (see e.g., Algorithm 3), which
in this case can be fetched into a free register r for later computation, by applying the
unitary Ufet(r, a-+1,mem).

It is worth mentioning that more compact ways (with smaller space complexity) of
encoding the qif table other than the straightforward encoding in Equation (5.3) exist but

are not discussed here, for simplicity of presentation.

5.3 Execution on Quantum Register Machine

The execution is the last step of implementing quantum recursive programs and the only
step that concerns the quantum inputs and requires quantum hardware. At this point,
the original program written in the language RQC™* is compiled into a low-level pro-
gram P composed of instructions in QINS. We are promised that P terminates and has
running time Teyxe (P), and we have generated its corresponding gif table that can be used
to solve the synchronisation problem during the execution. Along the way, we have also
set up a symbol table and allocated memory locations for classical and quantum vari-
ables. All these instructions and data are now loaded into the QRAM, according to the
layout described in Section 4.2.3.
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Algorithm 2 Execution on quantum register machine.

—

: Unitary Upain
Initialise registers according to Section 4.2.1
fort=1,...,Texe do

t Apply the unitary Ucy. (defined below)

Unitary Ucyc
(Set wait flag): Conditioned on gifw, set the wait flag in wait:

Perform Zw,z |w> <w‘qifw ® |Z D [w > 0]> <Z|wait
7: (Execute or wait): Conditioned on wait, apply the unitary Uexe (defined below), or wait
and decrement the value in gifw:

Perform |0) (015 ® Uexe + Lzr0,0 12) (Zleonit ® [0 — 1) (w] gy, ® 1
8: (Clear wait flag): Conditioned on gifw and gifv, uncompute the wait flag in wait:
Perform Zw,v,z |w> <w|q1fw ® |ZJ> <v|qifv |Z @ [w < vw]) <Z|wait

9: Unitary Uexe

10: (Fetch): Apply the unitary Uj(ins, pc, mem) > Uget is defined in Definition 4.
11: (Decode & Execute): Apply the unitary Uge. > Ugec is defined in Figure 4.4b.
12: (Unfetch): Apply the unitary U (ins, pc, mem) again

13: (Branch): Update pc, conditioned on br:

Apply U4 (pc, br) > U performs the mapping |x) ly) — |x +v) |y).
Apply o(br)-Ly [x + 1) (x|, > o(-)-U is defined in Section 4.3.

5.3.1 Unitary Ucyc and Unitary Uexe

Algorithm 2 presents the execution on quantum register machine. The execution on
quantum register machine consists of repeated cycles, each performing the unitary Ucyc.
From the partial evaluation in Algorithm 1, we already obtained the running time Texe (P)
of the compiled program P, so we can fix the number of repetitions to be Texe = Texe(P).
Before the repetitions of Uy, we also need to initialise system registers pc, sp, gifv accord-
ing to Section 4.2.1. All other registers are initialised to |0).

For each instruction cycle, in Ucye, we need to decide whether to wait (i.e., skip the
current instruction cycle) or execute, according to the wait counter information stored in
the current node (specified by register gifv) in the qif table. To reversibly implement this
procedure, we exploit two additional registers gifw and wait, and unitary Uy, is designed

to consist of the following three stages.

1. (Set wait flag):

In this stage, we check whether the value w in the wait counter register gifw is > 0,
which records the number of cycles to be skipped at the current node. At this point,
we are promised that the wait flag register wait is in state |0). If the wait counter
w > 0, then we set a wait flag in register wait by flipping it to state |1), which

indicates that the machine needs to wait at the current node.

2. (Execute or wait):
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In this stage, conditioned on the wait flag in wait, we decide whether to wait (i.e.,
skip the current cycle), or apply the unitary Uexe (defined in Algorithm 2 and ex-
plained later) to execute. If the wait flag is 0, then we apply Uexe. If the wait flag is

1, then we decrement the wait counter w in register gifw by 1.

3. (Clear wait flag):

In this stage, we clear the wait flag in register wait, conditioned on the value w in
register gifw and the counter information v.w, where v is the value of register gifv
that specifies the current node in the qif table. Specially, if w < v.w, which implies
that we have set the wait flag in the first stage, then we need to clear the wait flag.
Note that v.w is stored in the gif table, and we need first to apply the unitary Ut
(see Definition 4) to fetch it into some free register before using it, of which details
are omitted for simplicity. After this stage, we are guaranteed that the wait flag

register wait is in state |0).

As a subroutine of Uy, the unitary Uexe consists of the following four stages, inspired

by the design of classical reversible processor (e.g., [237]).

1. (Fetch):

In this stage, we fetch into register ins the current instruction, whose address is
specified by the program counter pc. At this point, we are promised that ins is in
state |0). So, we simply apply the QRAM fetch unitary U (ins, pc, mem) defined in
Definition 4.

2. (Decode & Execute):

In this stage, we decode the current instruction in ins, and execute it by applying
the unitary

Ugec = Z‘C><C| ® ;‘d> <d‘ ® Ue,g

previously defined in Figure 4.4b. The full list of unitaries U, for implementing
different instructions was previously presented in Figure 4.5. What remains un-
specified in Figure 4.5 are the unitaries Uy and Ugq for gif instructions qif and
fiq, which are defined in Algorithm 3 and will be explained in detail later in Sec-
tion 5.3.2.

3. (Unfetch):

In this stage, we clear the register ins by applying the unitary U (ins, pc, mem)
again. After this stage, register ins is guaranteed to be in state |0).

4. (Branch):
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(Set wait flag)  (Execute or wait) (Clear wait flag)

— | |
wait + * +
I I
I I I
Texe Tepetitions qifw : :
STTTTTTTT T ) — I
' ' I I
regs . — *: qif’l} : :
: Ucyc T Ucyc . | Uexe |
1 ! 1 1
mem _e— S — —;- Tegs | |
1 ! | |
Y oo ! mem
I |
(A) Upain- Here, regs stands for the collec- '
tion of system and user registers. (B) Ucyc. Here, regs’ = regs — wait — gifw — gifv.
(Fetch)  (Decode & Execute) (Unfetch) (Branch) c
| | | —opcode
pe + ! ins
I I I
| T —w—
ns t t
| | L | fr(jgs/// — U, |—
I I I
| Udec | |
br T 1 1 mem —
I I I
7'€g5” L 1 ]
| | | (D) Ugec- Here, regs’” = regs — wait —
mem [ ins: de is the fi 1 qubi f
\ \ \ ins; opcode is the first several qubits o

ins (see Section 4.3), and ins = ins —
(C) Uexe- Here, regs” = regs — wait — pc — ins — br. opcode.

FIGURE 5.11: Visualisation of the execution on quantum register machine
in the form of quantum circuits. Here, unitaries Umain, Ucyc, and Uexe are
defined in Algorithm 2, while Uge. is defined in Figure 4.4b. A single wire
in these quantum circuits stands for a quantum word, or a part of a quan-
tum word, while a bundled wire stands for multiple quantum words.

In this stage, we update the program counter pc according to the branch offset reg-

ister br. Specifically, if the value y in br is non-zero, then we add the offset y to the

value in pc; otherwise, we simply increment the value in pc by 1.

To sum up, in Figure 5.11, we visualise the execution on quantum register machine

(described by Algorithm 2) in the form of quantum circuits, which could be more familiar

to the quantum computing community.

5.3.2 Unitaries for Executing Qif Instructions

It remains to define the unitaries Uy and Uy unspecified in Figure 4.4a. They are for
executing qif instructions and used in defining the unitary Uge. in Figure 4.4b (see also
the full list of unitaries U, ; for implementing different instructions in Figure 4.5). We

present their constructions in Algorithm 3. Additional remarks are as follows.

e Unitary Ug¢(q).



Chapter 5. Implementation of Quantum Recursive Programs 84

Algorithm 3 The unitaries Uy and Uy, in Figure 4.4b.

1

2:

: Unitary Ugi¢(9)
: Conditioned on g, move gifo to its first children node in the gif table via the links fc, and
fcq; i.e., perform the following series of unitaries:
Vie = Lo [0)(0]gip, ® [x) (x|, @ [u @ v fe, ) (ul,, where r is a free register
ch = Zv,u ‘U @ M'Cf> <v|qifv ® |u><u|r
Uswap(r, qifv), which also clears register r > Uswap 15 defined in Section 4.3.
Update gifw with the wait counter information corresponding to gifv; i.e., perform:
i Y [0) (0] @ [0 @ 0.0) (w] g5,
Unitary Ugq(q)
Conditioned on g, move gifv to its parent node in the qif table via the inverse link c/; i.e.,
perform the following series of unitaries:
Ver = Lo [0) (04, ® [u @ v.cl) (u],, where r is a free register
Vlc = Zv,x,u |Z) @ u'lcq><v|qifv ® |x> <x|q ® |u> <u‘r
Uswap (7, gifv), which also clears register r
Move gifv to the next node in the qif table via the link nx; i.e., perform the following series

of unitaries:
Vi = Lou [0) (04, @ [u @ v.nx) (ul,, where 7 is a free register
VPV = Zv,u |U 2] ”'Pr> <v|qifv ® |u> <u|r
Uswap (7, qifv), which also clears register r

When the current instruction is qif (q), we first move the current node specified
by gifv to its first children node corresponding to the quantum coin 4. Specifically,
conditioned on the value x of the quantum coin g, for the current node v in register
gifv, we first compute into some free register r its first children v.fc, (corresponding
to x); then use the inverse link cf to clear the garbage data v. A following swap
unitary Uswap finishes this move of the current node. Note that the free register  is
cleared at this point.

Then, we update the wait counter register gifw with the counter information v.w
stored in the qif table, where v is the current node in register gifv. Here, we are
promised that gifw is initially in state |0), because Uy is used as a subroutine of
Uexe, which will only be performed by Uy when the wait counter gifw is in state
0).

Note that in the above, the information fc,, ¢f, and w are stored in the qif table,
and need to be fetched using Ug into free registers before being used (see also
Section 5.2.4), of which details are omitted for simplicity.

Unitary Ugq(q).

When the current instruction is £iq(q), we first move the current node specified by
gifv to its parent node. Specifically, similar to the construction of Uy, for the current
node v in register gifv, we first compute into some free register r its parent v.cl; then
conditioned on the value x of the quantum coin g, clear the garbage data v using



Chapter 5. Implementation of Quantum Recursive Programs 85

the link Ic,. A following swap unitary Uswap finishes this first move of the current

node.

Then, we continue to move the current node to its next node. Specifically, we first
compute into some free register r the next node v.nx, where v is the current node in
register gifv. Next, we clear the garbage data v using the inverse link pr, followed
by a swap unitary Uswap- After the above procedure, the register r is also cleared.

Similar to the case of Ugit, the information ¢/, Icy, nx, and pr are stored in the qif
table, and need to be fetched using Uy into free registers before being used (see
also Section 5.2.4), of which details are omitted for simplicity.

Now we remark on how the qif table as a classical data structure is used in quantum
superposition during the execution on quantum register machine. Recall that at runtime,
the value in register gifv indicates the current node in the qif table. Register gifv can be in
a quantum superposition state, in particular, entangled with the quantum coin g (as well
as other register and the QRAM) when instruction qif (q) is executed (see Algorithm 3).
For example, after the unitary Ug(q) is performed, the state of the quantum register
machine can be % 10)4 191)gigo [0) + % 1), [02)gif 1), where [tpo) and |¢p1) are states of
the remaining quantum registers and the QRAM. In this way, the information in the qif

table is used in quantum superposition.

5.4 Examples

In this section, we further illustrate the compilation process through three more exam-
ples. For simplicity of presentation, we will only show the high-level transformations and
the high-to-mid-level translation of these examples, while omitting the rather lengthy
mid-to-low-level translation. These examples are from [37] and previously presented in
Section 3.3. For readability, let us recall their high-level programs here.

Generation of the GHZ State

The first example is the generation of the Greenberger-Horne-Zeilinger (GHZ) state [209].
Let us recall the following program in RQC*™" to generate the GHZ state [37], which

involves recursive procedure calls but no qif statements:

Ppain(n) < ifn=1
then Hg[n]]
else Ppain(n — 1); CNOT|[gq[n — 1], q[n]]
fi.

(5.4)
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The GHZ state generation program after the high-level transformations of Equa-

tion (5.4) is presented below:

Prain(n) <np:=n—1;

if ny then

Pmain(nO)/'
CNOT[q(no}, q[n]]

else H[g[n]]

fi

The high-to-mid-level translation is shown in Figure 5.12. As usual, we have done some

manual optimisation to improve the presentation.

1 start ; start

2 push(n) ;. call Ppain(n)
3 bra(Ppain.ent) ; call Puain(n)
4 pop (n) ; call Ppain(n)
5 finish ; finish

6 Ppain.beg: bra(Ppain.end)

7 Ppain.ent: swbr(ro)

8 neg(ro)

9 pop(y1) ; init n

10 swap(n,y1) ; init n

11 push(y1) ; init n

12 push(ro)

13 arib(-,w;,n,1) ; ng = n-1

14 swap (ng,w1) ; ng := n-1

15 push(wy) ; ng := n-1

16 10: bez(ng,12) ; if ng then ...
17 push(ng) ; call Ppain(ng)

32

bra(Ppain - ent)

pop(ng)

unib(CNOT,q[npl,qln])
1lilg brc(ng,13)

2 12: brec(ng,10)

uni(H,q[n])
133 bnz(ng,11)
pop(w1)
swap (ng ,w1)
arib(-,w;,n,1)
pop(ro)
pop(y1)
swap(n,y1)
push(y1)
Prain.end: bra(Ppain.beg)

call Ppain(ng)
call Ppain(ng)
CNOT [q[np] ,q[n]]

else ...

; Hlqnl]

uncp ng
uncp ngp
uncp ng

; init n

init n
init n

FIGURE 5.12: Full high-to-mid-level translation of the GHZ state genera-
tion program.

Multi-Controlled Gate

The second example is the multi-controlled gate. Let us recall the following program

in RQC™" to implement the multi-controlled gate [37], which illustrates both qif state-

ments and recursive procedure calls:
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Ppain(n) < P(1,n)

P(m,n) <ifm=n

then U[g[n]]
else qif[q[m]] |0) — skip (5.5)
O |1) - P(m+1,n)
fiq
fi.

The multi-controlled gate program after applying the high-level transformations is

presented below:

Prain(n) <=y :=1;P(y,n)
P(m,n) <x:=n—m;
if x then

my:=m+1;

qif[g[m]]|0) — skip (5.6)
O |1) — P(mo,n)
fiq
else U[q[n]]

fi

The full high-to-mid-level translation of the program is shown in Figure 5.13, which is

annotated to show the correspondence with the program in Equation (5.6).

Quantum State Preparation

The third example is the quantum state preparation. Let us recall the following program
in RQC™™ to generate the state |¢) [37]:
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1 start ; start

2 push (n) 3 call Ppain(n) 39 arib(-,w;,n,m) ; ¥ :— n-m

3 bra(Ppain.ent) ; call Ppain(n) 40 swap (x,w) ; X := n-m

4 pop(n) ; call Ppain(n) 41 push (w1) ; X = n-m

5 finish ; finish 42 10: bez(x,12) ; if x then ...
6 Ppain.beg: bra(Ppain.end) 43 arib(+,ws,m,1) ; mg := m+1l

7 Puain.ent: swbr(ro) 44 swap (mg ,w2) ; mg := m+1

8 neg(ro) 45 push(w2) ; mp = m+l

9 pop(y3) ; init n 46 qif(q[m]) ; qif(qml) ...
10 swap(n,y3) ; init n 47 b0: bnz(q[m],b2) ; [0) — ...

11 push(ys) ; init n 48 bl: brc(q[m],b3)

12 push(zo) a9 b2: brc(qlm],b0) ; [1) — ...

13 ari(+,ws,1) 3y o= i 50 push (mg) ; call P(mg,n)
14 swap (y,w3) 5 7 = il 51 push(n) ; call P(mg,n)
15 push(ws) sy =1 52 bra(P.ent) ; call P(mg,n)
16 push(y) ; call P(y,n) 53 pop (n) ; call P(mg,n)
17 push(n) ; call P(y,n) 54 pop (mop) ; call P(mg,n)
18 bra(P.ent) ; call P(y,n) 55 b3: bez(q[m],b1)

19 pop(n) ; call P(y,n) 56 fiq(q[ml) ; fiq(qlml) ...
20 pop(y) ; call P(y,n) 57 11: brc(x,13)

21 pop (w3) ; uncp y 58 12 brec(x,10) ; else ...

2 swap (y,w3) ; uncp y 50 uni(U,q[n]) ; Ulqlnl]

23 ari(+,ws,1) ; uncp y 60 13: bnz(x,11)

24 pop (ro) 61 pop (w2) ; uncp x,mg

25 pop (y3) ; init n 62 swap (mp ,w2) ; uncp x,mg

26 swap(n,y3) ; init n 63 arib(+,wg,m,1) ; uncp x,mg

27 push(ys) ; init n 64 pop (w1) ; uncp x,mg

28 Ppain.end: bra(Ppain.beg) 65 swap (x,w1) ; uncp x,mg

20 P.beg: bra(P.end) 66 arib(-,wj,n,m) ; uncp x,mg

30 P.ent: swbr (ro) 67 pop (ro)

31 neg(ro) 68 pop(y2) ; init m,n

32 pop(y2) ; init m,n 69 pop(y1) ; init m,n

33 pop(y1) ; init m,n 70 swap(m,y1) ; init m,n

34 swap(m,y1) ; init m,n 71 swap(n,y2) ; init m,n

35 swap(n,y2) ; init m,n 72 push(y1) ; init m,n

36 push(y1) ; init m,n 73 push(y2) ; init m,n

37 push(y2) ; init m,n 74 P.end: bra(P.beg)

38 push(ro)

FIGURE 5.13: Full high-to-mid-level translation of the multi-controlled
gate program.

Prain(n) < P(0,n,0)
P(k,n,x) < if k # n then
Q(k, x);
qif[g[k]] |0) — P(k+1,n,2x) 57)
O 1) = P(k+1,1,2x +1)
fiq
fi
Q(k,x) <C,
where C is a quantum circuit that performs Uy ,[q[k + 1]], and Uy, is defined in Equa-

tion (3.5). (In practice, when the elementary gate set is simple, e.g., {H,S, T,CNOT},
what C performs is only an approximation of Uy ,, and C depends on the explicit «; (for
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j [N
The quantum state preparation program after applying the high-level transforma-
tions is presented below:

Prain(n) < z:=0;P(z,n,z)
P(k,n,x) <y:=n—k;
if y then
Q(k, x);
ko :=k+1;
0 1= 2% (5.8)
x1:=x0+1;
qif[g([k]] [0) — P(ko, n, xo)
O |1) — P(ko,n,x1)
fiq
fi
Q(k,x) < C,

The full high-to-mid-level translation of the program is presented in Figure 5.14,
where the annotation shows the correspondence with the program in Equation (5.8).

5.5 Discussion

5.5.1 Related Work
Automatic Uncomputation

Automatic uncomputation is an ideal feature for quantum programming languages.
Silq [26] is the first language that supports automatic uncomputation, which was fur-
ther investigated in [27, 28, 208, 262-264]. Silq focuses on uncomputation for quantum
programs lifted from classical ones, or in their terminology, lifted functions (whose se-
mantics can be described classically and preserves the input). Later works like [28, 264]
also considered uncomputation of quantum programs but they do not support quantum
recursion. In comparison, RQC*" supports quantum recursion. The automatic un-
computation in our implementation (see Section 5.2.1) focuses on the classical variables,
which are used solely for specifying the control (not data) of the quantum programs (see
Chapter 3).
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The Synchronisation Problem

In Section 5.2, we have described the partial evaluation of quantum control flow, which
is used to address (within a practical running time) the synchronisation problem (see
Section 5.2.1) for executing programs with quantum control flow. In the following, we
discuss some related works on the synchronisation problem.

The synchronisation problem dates back to Deutsch’s definition of quantum Turing
machine [238]. In particular, Myers [239] pointed out a problem in Deutsch’s original
definition: for a universal quantum Turing machine that allows inputs to be in quantum
superposition, different quantum branches are asynchronous and can have different ter-
mination times, where some branch might never even halt. Consequently, one cannot
check the halting of a quantum Turing machine (according to Deutsch’s definition) by
directly measuring a flag qubit because the measurement can destroy the superposition
of different quantum branches.

The later definition of a quantum Turing machine by Bernstein and Vazirani [240] cir-
cumvented this problem by an explicit halting scheme. It requires all quantum branches
to be synchronised: if any quantum branch terminates the computation at some time T,
then all other branches also terminate at T. A number of subsequent discussions [241-
246] have also explored the synchronisation problem and the halting schemes of quantum
Turing machine. Recently, in [78], they studied the synchronisation problem in general
transition systems and formalised synchronisation as a condition.

Addressing (or circumventing) the synchronisation problem is often by restricting the
inputs to be a specific subset such that different quantum branches always synchronise.
For example, in [240], the synchronisation condition is explicitly stated in their definition
of quantum Turing machine. In [246], they extend the definition of quantum Turing ma-
chine in [240], and show a conversion of a quantum Turing machine from the extended
definition to the standard one by inserting meaningless symbols to synchronise differ-
ent quantum branches. In [78], they impose structures on the program in their low-level
language by borrowing the techniques of paired branch instructions from the classical
reversible languages [234-237], and manually inserting nop (no operation) into the low-
level programs to synchronise different quantum branches.

In this chapter, our implementation of quantum recursive programs addressed the
synchronisation problem by exploiting the structures of the programs imposed by the
language RQC*™ (in particular, the qif statement for managing quantum control flow).
Moreover, our compilation ensures that the compiled low-level programs inherit such
structures (via paired instructions qif and fiq in QINS; see Section 4.3). Then, we use
the partial evaluation of quantum control flow to generate the qif table (see Section 5.2), a
data structure that records the history information of quantum branching within a prac-

tical running time. This practical time can either be determined by the expected running
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time or constrained by the capability of the quantum hardware, and we will conclude
with a timeout error if the program does not terminate within the time. Qif table is used
later (in quantum superposition) to synchronise different quantum branches at runtime
(see Section 5.3.2). Our handling of uncomputation is automatic. In contrast, the tech-
nique of manually inserting nop (like in [78, 246]) is not extendable to handle our case,
because the length of (dynamic) computation generated by quantum recursion cannot be
pre-determined from the (static) program text.

5.5.2 Summary

In summary, we described a comprehensive implementation process of quantum recur-
sive programs, consisting of three steps: compilation, partial evaluation, and execution.
The compilation step transformed high-level programs in RQC™ ™ into low-level instruc-
tions in QINS, through high-level transformations, high-to-mid-level translation, and
mid-to-low-level translation. The compiled program inherits the structure of the origi-
nal program, and in particular, the structure of quantum branches generated by the qif
statements.

Next, the partial evaluation step analysed the quantum control flow information of
the compiled program, given only the classical inputs. The results were collected into the
data structure, the qif table, which will be loaded into the QRAM alongside the compiled
program to handle the synchronisation problem at runtime.

Finally, we described the execution step, where a fixed unitary is applied per instruc-
tion cycle. The synchronisation is handled using information from the qif table. The
fixed unitary is carefully designed to uncompute all intermediate results, and will be
eventually implemented by elementary quantum circuits. The efficiency of the above
implementation will be analysed in the next chapter.



Chapter 5. Implementation of Quantum Recursive Programs

92

24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

42
43
44
45
46
47
48
49
50
51
52
53
54

55

Ppain - beg:
Ppain.ent:

Ppain.end:
P.beg:
P.ent:

10:

start

push (n)
bra(Ppain.ent)
pop (n)

finish
bra(Ppain . end)
swbr (ro)
neg(ro)
pop(y4)
swap(n,y4)
push(y4)
push(ro)
push(z)
push(n)
push(z)
bra(P.ent)
pop(2)

pop (n)

pop(2)

pop (ro)
pop(y4)
swap(n,y4)
push (y4)
bra(Pgain . beg)
bra(P.end)
swbr (ro)
neg(ro)
pop(y3)
pop(y2)
pop(y1)

swap (k,y1)
swap(n,y2)
swap(x,y3)
push (y1)
push(y2)
push(ys)
push(ro)
arib(-,wy,n,k)
swap (y,w1)
push (wy)
bez(y,12)
push (k)
push(x)
bra(Q.ent)
pop (x)

pop (k)
arib(+,wo,k,1)
swap (ko ,w2)
push(wa)
arib(*,ws,x,2)
swap (x0,w3)
push(w3)
arib(+,wq,%0,1)
swap (x1 ,w4)
push (wy)

start

call Ppain(n)
call Ppain(n)
call Ppain(n)

; finish

init n
init n
init n

call
call
call
call
call
call
call

P(z,n,z)
P(z,n,z)
P(z,n,z)
P(z,n,z)
P(z,n,z)
P(z,n,z)
P(z,n,z)

init n
init n
init n

= n-k
n-k
= n-k
then ...
Q(k,x)
Qk,x)
Qk,x)
Qk,x)
Q(k,x)
k+1
k+1
k+1

; X0 = 2%
5 X0 = 2%
; X0 = 2%
sy X1 =
SRS
;X1

xo+1
xp+1
xo+1

101
102
103
104
105
106
107
108
109

b0:

bl:
b2:

b3:

11:

13:

P.end:
Q.beg:
Q.ent:

Q.end:

qif (q[kl)
bnz (q[k] ,b2)
push (ko)
push(n)

push (xo)
bra(P.ent)
pop(x0)
pop(n)

pop (ko)
brc(q[k],b3)
brc(qlk],b0)
push (ko)
push(n)
push(x1)
bra(P.ent)
pop(x1)
pop(n)

pop (ko)
bez(q[k],b1)
fiq(qlk])
brc(y,13)
brc(y,10)
bnz(y,11)
pop (w4)

swap (x1,W4)
arib(+,ws,%x0,1)
pop (w3)
swap (%0 ,w3)
arib(*,ws,x,2)
pop (w2)
swap (ko ,w2)
arib(+,w2,k,1)
pop (w1)

swap (y,w1)
arib(-,wy,n,k)
pop (ro)

pop (y3)
pop(y2)
pop(y1)
swap(k,y1)
swap(n,y2)
swap (x, y3)
push(y1)
push(y2)
push(y3)
bra(P.beg)
bra(Q.end)
swbr (ro)
neg(ro)
push(ro)
mid{C}
uncp{C'}

pop (ro)
bra(Q.beg)

qif (q[k])
[0) — ..

call
call
call
call
call
call
call

P(ko,n,%0)
P(ko,n,xq)
P(ko,n,xg)
P(kp,n,xq)
P(ko,n,%0)
P(ko,n,%0)
P(kﬂ,n,Xn)

1) — ...

call
call
call
call
call
call
call

P(ko,n,x1)
P(ku,n,X])
P(ko,n,x1)
P(kU,n,X|)
P(ko,n,x1)
P(ko,n,x1)
P(ko,n,x1)

fiq(qlkl)

else ...

uncp
uncp
uncp
uncp
uncp
uncp
uncp
uncp
uncp
uncp
uncp
uncp

init
init
init
init
init
init
init
init
init

X1

X1

FIGURE 5.14: Full high-to-mid-level translation of the quantum state

preparation program.



93

Chapter 6
Efficiency Analysis

Having established a systematic framework for implementing quantum recursive pro-
grams, this chapter analyses the efficiency. The analysis focuses on the parallel time com-
plexity for the partial evaluation and the execution.

As a bonus, our implementation also offers automatic parallelisation. For implement-
ing certain algorithmic subroutines, such as the quantum multiplexor (see Section 4.1.1),
we can even obtain exponential parallel speed-up (over the straightforward implementa-
tion) from this automatic parallelisation. Our framework steps towards a top-down design
of efficient quantum algorithms: programmers can focus on designing high-level quan-
tum recursive programs, leaving the machine to automatically realise the parallelisation
(whose quality still depends on the program structure).

6.1 Overview of Results

This section provides an overview of the efficiency analysis of our implementation frame-
work in Chapter 5, focusing on the partial evaluation (Section 5.2) and execution (Sec-
tion 5.3) steps. We first state their complexities in terms of elementary operations on reg-
isters and the QRAM and then refine this analysis into parallel time complexity, measured
by the standard (classical and quantum) circuit depth. Before presenting the results, re-
call that Texe(P) corresponds to the execution time of the longest quantum branch in a
program P.

1. Partial Evaluation: Algorithm 1 takes O(Texe(P)) classical parallel elementary op-
erations. Here, “elementary” means the operation only involves a constant number
of memory locations in the classical RAM (as the partial evaluation is performed
classically). “Parallel” means multiple elementary operations performed simulta-
neously are counted as one parallel elementary operation, like in the standard par-
allel computing. The intuition for this complexity is that in the partial evaluation,
each of the classical parallel processes only evaluates one quantum branch.
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2. Execution: Algorithm 2 takes O(Texe(P)) quantum elementary operations, includ-
ing on registers and QRAM accesses (see Definition 4). The intuition was previously
presented in Section 4.1.1.

The above complexities are in terms of elementary operations. As mentioned in Sec-
tion 4.1, the implementation will be eventually quantum circuits. Therefore, we need to
translate elementary operations into quantum circuits. The overall (classical and quan-
tum) parallel time complexity of Algorithms 1 and 2 will be

O(Texe(j)) ’ (Treg + TQRAM)),

where Treg and Torawm are parallel time complexities for elementary operations on regis-
ters and QRAM accesses, as aforementioned. Here, we assume that classical elementary
operations are cheaper than their quantum counterparts.

For concreteness, let us return to the example of quantum multiplexor program P in
Figure 4.1. Recall that the programs after high-level transformations and high-to-mid-
level translation were presented in Figure 5.3. For illustration, we provide a proof sketch
of Theorem 1, whose full proof will be presented in Section 6.5.1.

Proof Sketch of Theorem 1. Since each Cy only consists of T, quantum unitary gates, the
number of instructions in the compiled program of P[x] < C, will be O(Ty). As a
result, the whole compiled quantum multiplexor program (presented earlier in Sec-
tion 5.1.4) contains ®<er[N] Tx) instructions. It is easy to verify that Texe(P) =

O(maxxem Ty + n).

Let us determine Treg and Toram by implementing the quantum register machine in
the more common quantum circuit model. We can calculate the size Noram of the QRAM
and the word length Lyq for implementing P. In particular, taking Noram = © ()X, Tx)
is sufficient. To see this, we can calculate that the sizes of the program, symbol table,
and variable sections are upper bounded by ©(}_, Ty). The size of the qif table is @(2").
The size of the stack is upper bounded by ©(}_, Tx) + ©(n). To store an address in such
QRAM, taking Lyoq = ©(log Noram) is sufficient.

By lifting results from classical parallel circuits for elementary arithmetic [265-267],
we have Treg = O (log2 Lword)- By extending existing circuit QRAM constructions (e.g.,
[218, 233]), we have Toram = O(log Noram + 10g Lyord). The above calculations are
carried out in terms of parallel time complexity, i.e., quantum circuit depth. Combining
the above arguments leads to Theorem 1. O
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6.2 Efficiency of Partial Evaluation

In this section, let us analyse the time complexity of the partial evaluation step described
by Algorithm 1, in terms of classical parallel elementary operations. Our goal is to show
that Algorithm 1 can be implemented using O(Texe(P)) classical parallel elementary op-
erations.

To clarify what is meant by “elementary” here, recall that all registers, the memory,
and the qif table in Algorithm 1 are simulated on a classical computer and stored in a
classical RAM. We regard any operation that involves a constant number of memory
locations in the classical RAM as an elementary operation. For example, in Algorithm 1,
an operation on classical registers (including system registers pc, ins, br,sp,v,t and user
registers), an access to the classical memory M, or creation of a node in the qif table will
all be regarded as a classical elementary operation.

The meaning of “parallel” here is the common one in parallel computing. Multiple
elementary operations performed simultaneously are counted as one parallel elementary
operation. The parallelism can appear within a single process; e.g., when a process forks
into two sub-processes, its data can be copied in a parallel way, for initialising both sub-
processes. The parallelism can also appear among multiple processes; e.g., when two
sub-processes run simultaneously before being merged, they can perform operations in
parallel. We will not bother further going down to the rigorous details.

To prove our goal, note that Algorithm 1 terminates without timeout error if and
only if t = Texe(P). So, it suffices to verify that every step of a process (among other
parallel processes) executing QEVA can be implemented using O(1) classical elementary
operations, as follows.

* Consider those steps in Algorithm 1 only involving registers, the memory, and the
qif table; e.g., t < 0in Line 2, ins < M) in Line 5, and the creation of nodes vy, v;
in Line 8. It is easy to verify that each of them only involves a constant number of
memory locations in the classical RAM, and therefore can be implemented by O(1)

elementary operations.

¢ Consider those steps in Algorithm 1 involving forking and merging of sub-
processes, in particular, Line 9 and Line 13. For the forking of a parent process
into two sub-processes, we need to create a copy of all registers and the memory
of the parent process. This can be done using O(1) classical parallel elementary
operations. Similarly, for the merging of two pairing sub-processes, taking the data
from any of the two sub-processes and updating registers according to Line 13 can
be done using O(1) classical parallel elementary operations.
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6.3 Efficiency of Execution

In this section, let us analyse the time complexity of the execution step described by
Algorithm 2, in terms of quantum elementary operations. Our goal is to show that the
unitary Umain for executing a compiled program P can be implemented using O(Texe(P))
elementary operations on registers (see Definition 3) and elementary QRAM accesses (see
Definition 4).

To prove our goal, first note that the time complexity of Umain is dominated by the
repeated applications of unitary Ucy.. It suffices to show that unitary Uy can be imple-
mented using O(1) elementary operations on registers and QRAM accesses.

Implementing Uey. consists of the following steps. Let us analyse each of them.

1. (Set wait flag) in Line 6.

It is easy to see that the unitary
D [} (@], @ |2 ® [0 > 0]) (2] i
w,z

can be performed using O(1) elementary operations on registers.

2. (Execute or wait) in Line 7.

To implement the unitary

|O> <0|wuit ® uexe + Z ’Z> <Z’wuit ® ‘w - 1><w|quw ® ]1/
z#£0,w

we first apply e (wait)-U_ (gifw, r), where U_ and e(-)-U are defined in Definition 3,
and r is a free register initialised to |1). Then, we apply o(wait)-Uexe, where o(-)-U
is defined in Definition 3, and Uexe Will be shown to be implementable using O(1)

elementary operations on registers and QRAM accesses below. Clearing garbage

data is simple and also takes O(1) elementary operations.
3. (Clear wait flag) in Line 8.
To implement the unitary

Y @) (@l ® [0) (0l 12 © [0 < 0.0]) (2] i

w,0,z
suppose that we use the simplest memory allocation of qif table aforementioned in
Section 5.2.4. We first apply U (7, gifv, mem) (defined in Definition 4) to fetch the

information v.w into a free register r, where v is the value in register gifv. Given
the information v.w in 7, it is easy to see that using O(1) elementary operations on
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registers we can compute z & [w < v.w] in register wait. Clearing garbage data is

simple and also takes O(1) elementary operations.

Next, we show that the unitary Uexe can be implemented using O(1) elementary op-
erations on registers and QRAM accesses. Implementing Ueye consists of the following
steps.

1. (Fetch) in Line 10.

This is a simple application of Us.

2. (Decode & Execute) in Line 11.

This is an application of Uge., which will be shown to be implementable using O(1)
elementary operations on registers and QRAM accesses below.

3. (Unfetch) in Line 12.

This is a simple application of Uyt again.

4. (Branch) in Line 13.

This step can be done by first applying the unitary U, defined in Definition 3,
followed by o(br)-Uy (pc,r), where r is a free register initialised to |1). Clearing
garbage data is simple and also takes O(1) elementary operations.

It remains to show that Uge. can be implemented using O(1) elementary operations
on registers and QRAM accesses. Recall that Uge. is a quantum multiplexor Y. |¢) (c| ®
Yqld)(d] ® U4 (see Figure 4.4b), where the full list of unitaries U, 4 for all instructions
was presented in Figure 4.5. It it easy to verify that every U, can be implemented by
using O(1) elementary operations on registers and QRAM accesses. The unitary Uge. can
then be implemented by a sequential composition of controlled-U, ;:

(el @|d)ydeUa+ Y, ) eld)d ol (6.1)
c/#ed #d

forall ¢, d, each using O(1) elementary operations on registers and QRAM accesses. Here,
c ranges over possible values of the section opcode in ins (i.e., the names of all instruc-
tions), and d ranges over possible values of other sections in ins. Since there are only
22 distinct instructions, O(1) distinct (user and system) registers, and O(1) distinct pa-
rameters (in the section para of ins; see Figure 4.4b) due to |G| = O(1) (see Section 3.2.2)
and |OP| = O(1) (see Definition 3), the number of unitaries Equation (6.1) in the sequen-
tial composition is also O(1). Hence, we conclude that unitary Uge. can be implemented

using O(1) elementary operations.
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6.4 Quantum Circuit Complexity for Elementary Operations

In Section 6.2, we have shown that the partial evaluation for a compiled program P can be
done using O(Texe(P)) classical parallel elementary operations. In Section 6.3, we have
shown that the execution of P on quantum register machine can be done using O(Texe (P))
quantum elementary operations, including on registers (see Definition 3) and QRAM
accesses (see Definition 4). These costs are in terms of (parallel) elementary operations.
An immediate result now is that the overall parallel time complexity for implementing P
is

O(Texe(P) - (Treg + TorAM) ), (6.2)
where Tie; and Torawm are the parallel time complexities for implementing an elementary
operations on register and QRAM access, respectively. Here, we use the assumption that
classical elementary operations are cheaper than their quantum counterparts.

The parallel time complexities Treg and Toram are further determined by how quan-
tum elementary operations on registers and QRAM accesses are implemented at the
quantum circuit level. In particular, we present the following two lemmas. The first
lemma shows the quantum circuit complexity for implementing elementary operations
on registers, which implies Treg = O(10g” Lyorg) if we consider the parallel time com-

plexity.

Lemma 3 (Quantum circuit complexity for elementary operations on registers). Suppose
that OP is any subset of the following set of operators: addition, subtraction, multiplication,
division, cosine, sine, arctangent, exponentiation, logarithm, maximum, minimum, factorial.l
Then, every elementary operation on registers defined in Definition 3 can be implemented by a
quantum circuit of depth O <log2 Lword) and size O(LE ).

Proof. Let us verify every elementary operation on registers in Definition 3, one by one.
For simplicity of presentation, we change the order of items in Definition 3.

* (Reversible versions of possibly irreversible arithmetic): According to Lemma 5
(see Section 6.6 at the end of this chapter), elementary arithmetic in OP can be im-
plemented by quantum circuits with the desired properties in Lemma 3.

* (Swap): The implementation of Usyap is trivially a single layer of O(Lyrq) parallel

swap gates.

* (Unitary gate): The unitary gates in the fixed set § only act on one or two qubits,

and can be trivially implemented.

* (Reversible elementary arithmetic):

1Here, since we assume every number is stored in a word, each composed of L4 bits, these operators
are actually approximated with error 2~ Lwerd, See Lemma 5 for more details.
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— The implementation of Ug is simply by a single layer of O(Lyorq) parallel
CNOT gates.

— The unitary U4 (r1,2) can be implemented by first performing the mapping

)5, 1), 1200 = 1), (), 120 (X +9))s s (63)

with a being an ancilla register, followed by Uswap(71,4), and finally perform-
ing the mapping

’x>r1 |y>r2 ‘Z>u = ’x>r1 |y>r2 ‘Z ® (.’X - y)>u : (64)

Note that Equations (6.3) and (6.4) are elementary operations of type (Re-
versibly versions of possibly irreversible arithmetic) discussed above, and
therefore can be implemented by a quantum circuit of depth O <log2 Lword>
and size O(L{

word)' We also have shown that Uswap can be implemented by a

quantum circuit of depth O(1) and size O(Lyorq). Hence, Uy can be imple-
mented by a quantum circuit with the desired properties in Lemma 3.

— The implementation of U_ is similar to that of U.

— For Uyeg, if we encode an integer by recording its sign in the first bit, then
implementing Uneg(7) is trivially applying an X gate on the first qubit of r.

¢ (Controlled versions): Recall that we only have a constant number of registers. Sup-
pose that an elementary operation U can be implemented by a quantum circuit Q
of depth O (log2 Lword> and size O(LY,

s ord)- Then, the controlled version o(r)-U can

be implemented by first applying o(r)-X(a), with a being an ancilla qubit, followed
by the single-controlled c¢(a)-U, and finally o(r)-X(a) again. Here, o(r)-X(a) is ac-
tually a multi-controlled Pauli X gate, which is known to be implementable by a
quantum circuit of depth O(log Lyyorq) and size O(Lyorq) (similar to, e.g., Corollary
2.5in [184]). The single-controlled c(a)-U can be implemented by replacing every
gate in Q by its single-controlled version, which gives a quantum circuit of depth
@) <log2 Lword) and size O (L,

+ord) - The implementation of e (r)-U is similar.

Since we only have O(1) registers, it is easy to see by induction that the controlled
versions of any elementary operation can be implemented by a quantum circuit
with the desired properties in Lemma 3.

O

The second lemma shows the quantum circuit complexity for implementing elemen-
tary QRAM accesses, which implies Toram = O(log Noram + 10g Lyord) if we consider
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the parallel time complexity. Using quantum circuits to implement QRAM is actually a
well-studied topic, for which the reader is referred to [248] for a detailed review.

Lemma 4 (Quantum circuit complexity for elementary QRAM accesses). The elementary
QRAM accesses defined in Definition 4 can be implemented by quantum circuits of

e depth O(log Noram + 10g Liord ); and
* size O(Lyord - Noram 1og Noram)-

Proof. We first show how to implement Uyg. Suppose that N = Noram and L = Lyyorg.

Existing circuit QRAM constructions (e.g., [218, 233]) show that a QRAM of N qubits can

be implemented by a quantum circuit of depth O(log N) and size O(Nlog N). To adapt

this to a QRAM of N quantum words, we can use L circuit QRAMs in parallel.
Specifically, the implementation of U4 (r, a, mem) is as follows.

1. We first perform the unitary mapping

|x>a ’y1>a1 s ‘yL—1>aL,1 = ‘x>u |]/1 ® x>a1 e ‘yL—l @ x>aL,1 ’ (6.5)

where each of ay,...,a;_1 is composed of L ancilla qubits and initialised to |0).
Here, Equation (6.5) prepares L copies of the address in a (in the computational
basis), and can be implemented by a quantum circuit of depth O(logL) and size
O(L?) (see e.g., [268]).

2. Suppose that mem; is composed of the i qubit of every quantum word in our
QRAM mem (composed of quantum words). Let r; be the ith qubit of the target
register v, and let a = ag. Then, we apply Uy(r;, a;, mem;) fori = 0to L — 1 in
parallel, each of which is implemented by a circuit QRAM composed of qubits,
from previous works (e.g., [218, 233]). In total, this step can be implemented by a
quantum circuit of depth O(log N) and size O(LN log N).

3. Finally, we perform the unitary mapping Equation (6.5) again to clear the garbage
data.

It is easy to verify that the above implementation satisfies the properties in Lemma 4. [

It turns out that Tieg and Toram given by Lemmas 3 and 4 are actually small enough
compared to the overall parallel time complexity for implementing quantum recursive
programs. In the next section, we will make this more concrete by analysing the example

of the quantum multiplexor program.
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6.5 Automatic Parallelisation

As a bonus, our implementation in Chapter 5 offers automatic parallelisation. The in-
tuition was previously pointed out in Section 4.1.1: (1) with quantum control flow, the
quantum register machine can go through quantum branches in superposition; and (2)
with recursive procedure calls, the program can generate exponentially many quantum
branches (as each instantiation of the qif statement creates two quantum branches).

6.5.1 Proof of Theorem 1

For concreteness, let us analyse the complexity for implementing the quantum multi-
plexor program on the quantum register machine. We provide the full proof of Theo-
rem 1. Recall that Theorem 1 shows that we can obtain an exponential parallel speed-up
(over the straightforward implementation) for implementing the quantum multiplexor.

Proof of Theorem 1. To determine the parallel time complexity, i.e., quantum circuit depth
for implementing the quantum multiplexor program (see Figure 4.1) on quantum register
machine, it suffices to determine the terms Texe(P), Treg and Tgram in Equation (6.2),

where P denotes the compiled program in Figure 5.8.

e To determine Texe(P), let us analyse the partial evaluation (described by Algo-
rithm 1) of P. Note that Lines 1-424 of P are independent of #, in the sense that
no matter how large 7 is, this part of the program text is fixed.

Before branching to each procedure Q[x] (that describes unitary U, in the quantum
multiplexor Equation (4.1)) for x € [N], the value of the counter f is only deter-
mined by the number of nesting layers of qif ... fiq instantiations, up to a constant
factor. As the qif table of the quantum multiplexor program is a tree, as shown in
Figure 5.10, the number of nesting layers is exactly the depth of the tree, which is

equal to n.

After branching to procedures Q[x] for x € [N], the value of the counter ¢ is deter-
mined by the time complexity of executing every Q[x]|. Recall that Theorem 1 as-
sumes each U, is composed of T, elementary unitary gates, i.e., the procedure body
Cy of Qlx] is composed of Ty unitary gate instructions. So, the number of cycles to
execute every Cy is O(Tyx). As Algorithm 1 is run by parallel processes, each going
into a single quantum branch, the overall parallel running time is O (maxxe[N] Tx> .

Combining the above together, we have

Texe(P) = O <max Ty + n>.
x€[N]



Chapter 6. Efficiency Analysis 102

* To determine Tieg and Torawm, it suffices to determine the word length Lyoq and the
QRAM size Ngram for executing the compiled program P. Let us first determine
how large Ngorawm is needed, by calculating the sizes (counted by the number of
quantum words) of all sections in the QRAM, as follows.

— Program section: The compiled program P was presented in Figure 5.8, which
consists of @ (er[N] Tx) instructions.

— Symbol table section: The size of the symbol table is upper bounded by the
number of variables. By our assumption, every C, is composed of unitary
gate instructions, so the number of variables is further upper bounded by
® (er[N] Tx> , which is the number of instructions in P.

— Variable section: The size of the variable section is upper bounded by ® (er N] Tx> ,

as mentioned above.

- Qif table section: The size of the qgif table is easily seen to be ©(2"), by noting
that the qgif table of P is a simple tree shown in Figure 5.10.

— Stack section: The size of the stack is upper bounded by the number of vari-
ables and the number of nesting layers of qif...fiq instantiations, up to a
constant factor. The former is upper bounded by ® (ZxE[N} Tx) , and the lat-
ter is upper bounded by ©®(n). Hence, the overall size is upper bounded by

© (er[N] Tx) .

To summarise, taking Noram = @(ZXG[N] Tx> is sufficient to implement P. Now
for the word length L4, we only need it to be large enough to store an address
of a memory location in the QRAM, as required by the formats of instructions in
QINS (see Figure 4.4b). So, taking Ly,org = O(log(Ngram)) is enough. Finally, by

Lemmas 3 and 4, we can calculate

Treg = O (log2 log Noram ) = O (log2 TQRAM),

Toram = O(log Noram) = O <n + log (E% Tx> >

By inserting the above Texe (), Treg and Toram into Equation (6.2), we obtain the overall
parallel time complexity o) (n -maXye[n] Tx + nZ) , as desired. O
6.6 Parallel Quantum Circuits for Elementary Arithmetic

In this section, we provide the detailed statement of a result about parallel quantum cir-
cuits for elementary arithmetics, which was previously used in the efficiency analysis in
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Chapter 6. In particular, we restate Lemma 2.6 in [184], which translates several classical
results in parallel computing [265-267] into the quantum setting: elementary arithmetic
functions can be efficiently approximated by classical circuits of low depth. The transla-
tion is by introducing garbage data as in standard reversible computing [253, 254]. Al-
though these classical results are more refined, the following lemma only provides simple
upper bounds for simplicity.

Lemma 5 (Parallel quantum circuits for elementary arithmetics, restating Lemma 2.6
in [184]). Suppose f is one of the following elementary arithmetic functions: addition, sub-
traction, multiplication, division, modulo, cosine, sine, arctangent, exponentiation, logarithm,
maximum, minimum, factorial. Then, the unitary

2L_1

Y EpEelze f(7)

X,y,2=0

can be implemented by a quantum circuit of depth O(log2 L) and size O(L*), where X, are

certain proper representations of x,y, and f(%,7) is an approximation of f(x,y) with error 2L,
Here, for unary f, the input y is omitted. Further, if f is addition, subtraction or multiplication
(modulo 2L), the depth can be O(log L) and the error can be 0.

It is worth mentioning the quantum circuit in Lemma 5 can use ancilla qubits. The
number of ancilla qubits can be trivially upper bounded by the size O(L*) of the quantum

circuit.

6.7 Discussion

6.7.1 Related Work
Automatic parallelisation

Numerous efforts have been devoted to parallelisation of quantum circuits of specific pat-
terns, e.g., [184, 228, 268-279]. Other than the quantum circuit model, the measurement-
based quantum computing [280] is also shown to provide certain benefits for parallelisa-
tion [281-286]. These techniques of parallelisation are at the low level. In contrast, the
automatic parallelisation from our implementation is at the high level: the quantum reg-
ister machine automatically exploits parallelisation opportunities in the structures of the
high-level quantum recursive programs.

Implementation of Quantum Multiplexor

In Theorem 1, we have shown that via the quantum register machine, we can automat-
ically obtain a parallel implementation of the quantum multiplexor. Now we further
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compare it with previous efficient implementations in [228, 229]. Recall that a quantum
multiplexor can be described by the unitary

U= ) [x)(x]®U,
x€[N]

where N = 2" and n is the number of control qubits. Let us assume all U, act on the last
m data qubits. For general Uy, it is shown in [228, Algorithm 4 and 5] and [229, Lemma
7] that U can be implemented by a quantum circuit of depth O (n + maX,e[n] Tx) and

size O <er[N] Tx> , where each T, is the time for implementing controlled-U,. The idea
of their construction is similar to that of the bucket-brigade QRAM [218, 231-233].

In particular, the bucket-brigade QRAM uses a binary tree structure to route the ad-
dress qubits (see Section 4.2.3) to the corresponding memory location. The construction
in [228, 229] uses a similar structure to route the  control qubits and a single data qubit to
the location specified by the control qubits. Such structure is repeated m times in parallel
to route the total m data qubits, and the first n control qubits also need to be copied (in the
computational basis) m times in parallel. At each location x € [N], the quantum circuit
for implementing U, is placed. Finally, a reverse routing process is applied to retrieve
the control and data qubits. In this way, if the n control qubits are in superposition, then
the m data qubits can travel through a superposition of paths to pass through unitaries
U, and therefore realise the quantum multiplexor U.

Unlike in [228, 229] where data flows in quantum superposition, in our implementa-
tion of the quantum multiplexor, the m data qubits do not move. The control structure
in U is completely captured by the quantum multiplexor program P in Figure 4.1, and
the quantum register machine essentially realises the quantum control flow: it executes
all quantum programs C, (that describe unitaries U,) in quantum superposition. Indeed,
the quantum register machine also exploits the circuit QRAM [218, 231-233] (see also
Section 6.4) at the low-level, to which the high-level programmer is oblivious.

From the perspective of design (as aforementioned in Sections 4.1.1 and 4.1.2), com-
pared to the manual design of the rather involved quantum circuits in [228, 229], The-
orem 1 is automatically obtained from our implementation of quantum recursive pro-
grams. In our framework, the programmer only needs to design at a high-level (in partic-
ular, the quantum multiplexor program in Figure 4.1), and needs not to know the explicit
construction of QRAM. Not only restricted to the quantum multiplexor, the automatic
parallelisation provided by our framework also works for general quantum recursive

programs.
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6.7.2 Conclusion and Open Questions

In this chapter, we analysed the efficiency of our implementation of quantum recursive
programs proposed in the previous chapters. We also showed that this implementation
offers automatic parallelisation, which can yield exponential parallel speed-up (over the
straightforward implementation) for implementing some important quantum algorith-
mic subroutines like the quantum multiplexor.

This efficiency was developed on foundations established in the preceding chapters:
(1) The architecture quantum register machine that provides instruction-level support for
quantum control flow and recursive procedure calls at the same time; and (2) A compre-
hensive implementation process of quantum recursive programs on the quantum register
machine, covering compilation, partial evaluation, and execution.

To conclude Part I of this thesis, let us list several topics for future research. Firstly, an
immediate next step is to develop a software that realises our implementation of quantum
recursive programs for actual execution on future quantum hardware. Moreover, one can
consider certifying such software implementation, analogous to recent verified quantum
compilers, e.g., [57, 61-63, 287]. Secondly, our implementation is designed to be simple
for clarity. It is worth extending the features of the quantum register machine and further
optimise the steps in the compilation, partial evaluation, and execution. Thirdly, it is
interesting to see what other quantum algorithms (except those considered in [37] and
here) can be written in quantum recursive programs and benefit (with possible speed-

up) from the efficient implementation of the quantum register machine.
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Part 11

Access Control
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Chapter 7

Access Control Threatened by
Quantum Entanglement

Access control is a cornerstone of computer security, preventing unauthorised access to
resources. The two chapters of Part II of this thesis investigate this concept in the new
context of quantum operating systems by addressing the question: Do security guar-
antees of access control still hold when existing operating systems integrate quantum
computing? This chapter provides a negative answer to this question. We present the
first explicit scenario of a security breach, demonstrating how the security guarantees of a
classical access control system fail when straightforwardly adapted to the quantum set-
ting. We identify that the threat is fundamentally from quantum entanglement, highlighting
the necessity of developing new quantum access control models.

7.1 Introduction

7.1.1 Motivation

A fundamental issue in computer security is how to control access to resources in com-
puter systems. Initially proposed with the seminal concept of explicitly managing rights
granted to a subject to access an object, the access matrix model [6, 175, 288-290] has served
as the standard core model of access control. Over time, according to different security
requirements, it has evolved into various sophisticated access control models, such as
discretionary [291, 292], mandatory [293-297], and role-based access control [298-301],
along with their further extensions, which are now widely deployed in modern operat-
ing systems.

On the other hand, the rapid emergence of quantum computing technology has
drawn increasing attention to the security of quantum computer systems. For example,
to protect user privacy when using untrusted quantum computing servers, numer-

ous efforts have been devoted to delegated quantum computation (and further, blind
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FIGURE 7.1: Do the security guarantees of access control still hold when
existing operating systems integrate quantum computing?

quantum computation) [302-315], as well as quantum computer trusted execution en-
vironment [316-319] in recent years. Protecting security against hardware and side
channel attacks in quantum computers has also attracted much attention [320-322]. The
first attempt to access control in quantum systems was made by [116] through quan-
tum information flow security. In the context of quantum internet, specific control of
entanglement accessibility was also studied [323].

Still, a significant question remains open: whether the security guarantees of access
control still hold when existing operating systems integrate quantum computing. More
precisely:

Question 1. Suppose a classical system earns your trust through a proof that its access control
mechanism can protect your confidential information from other users. One day, the system is up-
graded to integrate new quantum computing services and the access control remains unchanged.
Should you still trust the security of the system?

This question is becoming increasingly important as IBM Quantum and other re-
searchers are actively exploring quantum-centric supercomputing, which integrates
high-performance computers with quantum computing [79-83]. Definitely, we hope the
hybrid systems remain secure.

However, the answer to Question 1 is arguably no. Our first aim is to show a security
breach can occur in this case, through an explicit scenario. This highlights the necessity
of developing new models of access control for quantum operating systems, which is our

second aim.
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7.1.2 Overview

More concretely, in the remainder of this chapter, we reveal a threat from quantum entan-
glement to access control. Background on access control is provided in Section 7.2. Then,
in Section 7.3, we present the first explicit scenario of a security breach when a classically
secure access control system is straightforwardly adapted to the quantum setting. The
key insight behind this scenario is that quantum entanglement violates Mermin inequal-
ity [176], a multipartite variant of the celebrated Bell inequality [324-328]. Consequently,
the threat we reveal is information-theoretic (i.e., without computational assumptions)
and fundamentally quantum. Since entanglement is believed to be the source of quan-
tum advantages [329] for many quantum algorithms [12-14, 216], our scenario highlights
the importance of developing models of quantum access control against threats from en-
tanglement, which will be studied in Chapter 8. For readability, proof details are deferred
to Section 7.4.

7.2 Background

7.2.1 Access Control

We start by introducing the framework of access control used in this part of the thesis,
which adopts ideas and concepts from the modern access (usage) control framework
UCON [330-332].

Subjects, Objects, and Rights

A subject (e.g., user, process) can access an object (e.g., file, directory, register) by exer-
cising a right (e.g., read, write). Here, we restrict our subjects to be users, objects to be
(classical and quantum) registers, and rights to be abilities to perform certain operations
on registers. Unless explicitly specified, classical and quantum registers are initialised
to 0 and |0), respectively. Let Sub, Obj, and Rt denote the sets of subjects, objects, and
rights, respectively.

Attributes

An attribute is a (partial) function with domain Sub, Obj or Sub x Obj. Attributes can
be used to enforce access control rules. Standard attributes [331, 333] are only functions
with domain Sub and Obj, known as subject attributes and object attributes, respectively.
Here, we slightly extend this notion for convenience of exposition.

A widely used attribute is the access matrix, initially proposed in [175] and later re-
fined by [288-290].
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access request
(s o 7") Access Control
& 0 > System
S

FIGURE 7.2: To exercise right r on object o, subject s sends a request (s, 0, 1)
to the access control system.

Definition 6 (Access matrix). An access matrix is a function M, : Sub x Obj — P(Rt).

Here, Macc[s, 0] records rights granted to subject s to access object o.

Requests

When subject s attempts to exercise right r on object o, it issues an access request (s,0,1)
to the access control system. The request will then be handled by the access control
system according to a set of rules (to be introduced below), as illustrated in Figure 7.2.
Let Req = Sub x Obj x Rt denote the set of requests.

Rules

A rule describes how the system handles a request (s,0,7) € Req. The most basic rule
in access control is the authorisation rule. Upon receiving a request, the system will
determine whether to authorise the received access request according to a function Auth.

Definition 7 (Authorisation). An authorisation rule is a function Auth : Req — {true, false}.

The simplest authorisation rule is based on the access matrix: Auth(s,0,r) = r €
Macc[s, o].

Another rule we consider (see Section 8.3) is the post-update rule. After a request is
authorised, and before the next request is handled, several post-update operations can
be performed on attributes according to the partial function Post, for future authorisation

decisions.

Definition 8 (Post-update). A post-update rule is a partial function Post such that for
request (s,0,7) € Req and attribute f € Attr, Post(s,0,7)(f) = f’ for some f’ of the same
function type as f.

Intuitively, after authorising a request (s, 0,7), rule Post updates f to f’. For example,
let u € ODbj be a fixed object. For an attribute f : Obj — {0,1}, a possible post-update
rule can be Post(s,0,7)(f) = f,, where f,,[u] =1 — f[u] and f}[0o] = f[o] for 0 # u. This
Post means after a request (s, 0, r) is authorised, f[u] is updated to be 1 — f[u]| and other

f[o] remain unchanged.
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Systems

Finally, let us use a 5-tuple A = (Sub, Obj, Rt, Attr, Rule) to denote an access control
system, where Attr and Rule denote the sets of attributes and rules, respectively. When
the context is clear, we simply say system instead of access control system.

7.2.2 Execution Model

Next we describe the execution of an access control system, which involves concurrency.
We assume the requests in the system are atomic. During an execution, the system re-
ceives a sequence of requests from subjects and enforces the access control rules accord-
ingly. To describe the non-deterministic ordering of requests made by different subjects,
we use the notion of a scheduler (like in e.g., [334, 335]).

Definition 9 (Scheduler). A scheduler of the system is a function S : (J{> , Req — Sub.

Intuitively, given any finite sequence of requests, the scheduler S determines the next
subject s to make a request. A scheduler can be an adversary: to prove a safety property
that something bad (e.g., security breach) never happens in a system, we need to consider
it against all schedulers.

To describe valid sequences of requests under a scheduler, we introduce the notion of
a history.

Definition 10 (History). Given a scheduler S of the system, a history is a (finite or infinite)
sequence of access requests & = «(0),a(1),... such that for all + € IN, if a(t) = (s,0,7)
thens = S(a(0),...,a(t —1)). Further, a history « is said to be authorised if Auth(«(t)) =
true for all t € IN.

The scheduler S alone does not fully determines the history of an execution. While it
determines the next subject s to make a request (s, 0, ), the object 0 and the right r in this
request are determined by the behaviour of the subject s, which is specified by a program
P; (or any other computational model). Let us collect all programs Ps for s € Sub and the
initial state of objects into a program P. Then, we can use (S, P) to denote an execution
of the system.

Each execution (S, P) generates a history (or a probabilistic distribution over histo-
ries, if P is probabilistic). The actual generation is determined by the explicit seman-
tics of the program and requests. For example, consider a system with Sub = {s} and
Obj = {o}. Suppose program P; = o0 := 0+ 1, and o is initialised to 0. In this case,
if Rt = {read,write}, then the history generated could be (s,0,read), (s,0,write); if
Rt = {inc}, where inc means the ability to increment the value of the register by 1, then
the history generated could be (s, 0, inc).
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For simplicity, we do not bother formalising such generation, because our focus is the
access control system. Nevertheless, we can define the equivalence between two systems
with respect to authorised histories (see Definition 10).

Definition 11 (Equivalent systems). Two systems A and A’ are said to be equivalent,
denoted by A ~ A’, if for any program P of concern and any scheduler S:

* (S, P) can generate (valid) histories in both A and A’; and

e The histories generated by (S, P) in A are authorised iff the histories generated by
(S, P) in A’ are authorised.

An access control model is a family of systems. An important metric to evaluate an ac-
cess control model is its flexibility. While in general, the flexibility cannot be characterised
by a quantity, we can compare the flexibility of two models.

Definition 12 (Flexibility). An access control model M is said to be less flexible than an-
other M/, denoted by M < M/, if for any system A € M, there exists a system A" € M’ such
that A ~ A’. Further, M is said to be strictly less flexible than M’, denoted by M < M/, if
M < M and M' £ M.

7.3 Scenario: Threat from Quantum Entanglement

To answer Question 1, we reveal a threat from quantum entanglement by presenting an
explicit scenario of a security breach when a classically secure access control system is
straightforwardly adapted to the quantum setting. As computer security typically con-
cerns the worst case, this threat demonstrates the inadequacy of existing access control
models for quantum systems.

The key insight behind this scenario is that entanglement (even without communica-
tion) violates Mermin inequality [176], a multipartite variant of the celebrated Bell inequal-
ity [324-328]. This implies that the threat we reveal is fundamentally quantum, rather than

coming from computational assumptions or side channels.
7.3.1 Problem Setting
Let us consider a system 8§ = (Sub, Obj, Rt, Attr, Rule) with
e Sub = {u,v,wq,..., Wy},
e Obj={A,B,Cy,...,Cy, Macc},
* Rt = {read,write, flip,all},

e Attr = {Ma, L}, and
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The program P,
Initial: My = My
1 Write Maee ¢ My
Generate uniformly at random an #-bit string
x=(x1,...,%,) € {x € {0,1}" : |[x| mod 2 = 0}

3 Forj=1ton, write C} < xj, the first bit of C;

4  Read a < A and calculate b = (% mod 2) ®a

5 WriteB<«+ b
6 Write Maec +— M»

FIGURE 7.3: The program P, that describes the behaviour of user v. Here,
matrices My, M; and M, are shown in Figures 7.4 to 7.6, respectively.

e Rule = {Auth}.

Here, L : Sub — Int with Int being the set of (bounded) integers, and Auth(s,0,r) =r €
Macc[s, 0].
The ingredients of this system are explained as follows.

e In Sub: u,v, w,...,w, are all users.

* In Obj: A, B are bit registers and Cj, ..., C, are integer registers. By a slight abuse
of notation, M, represents an integer register! storing the access matrix Macc.

¢ In Rt: read and write correspond to standard read and write operations. Exercising
flip means changing every bit 0 to 1 and 1 to 0 in a register. The right all means
tull access, allowing one to perform any operations.

e The Attr consists of only two elements: (i) the access matrix M,c. in Definition 6;
and (ii) an attribute L : Sub — Int. Here, for each user s € Sub, L[s| denotes the
local memory of s, used to store temporary results for exercising rights read and
write.? Only s can access L[s]. It should be noticed that L is not in Obj and thus
not guarded by the access control.

The behaviour of v is fixed and shown as a program P, in Figure 7.3. We should
notice that it is actually a probabilistic program, as in Line 2, v samples from a random

IHere, using an integer register to store the whole matrix M. is solely for simplifying the presentation
of results in Section 7.3. In practice and later in Section 8.1, we actually use multiple register (or memory
locations) to store a matrix (that represents an attribute), where each register (or location) can store an entry
of the matrix.

%In the literature, the local memory is often not explicitly stated as an attribute. In this thesis, we include L
as an attribute for the following two reasons: L is useful in the statement and analysis of system security (see
Theorem 2); and whether L is classical or quantum in a system with quantum objects needs to be explicitly
specified (see Sections 7.3.3 and 8.1).
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A B C1 C2 Cn Macc
u all
14 all
w1 all | all all
wo all | all all
Wy all | all all
FIGURE 7.4: Matrix M.
B C1 C2 Cn Macc
u
% read | write | all | all all all
wq flip | all
wo flip all
Wy flip all

FIGURE 7.5: Matrix M;.

distribution. We explain what accesses are permitted when M, is My, M1, and M; in P,

respectively:

e M, = Mp: User u can write 1 bit of confidential information into A. Other users
w1, ..., W, can communicate through the shared C;,

o M,.c = Mj: User v can read the secret of u from A and access B, C;,

..., Cy and devise a strategy.

...,Cy. Each

user w; can only access C; and flip B. These w; cannot communicate with each other,
but they can exploit any pre-determined strategy.

A B C @) Cn | Macc
u
v all
w1 read | all
wa read all
Wy read all

FIGURE 7.6: Matrix M,.
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o Mace = My: Each w; can access Cj and read B. These w; still cannot communicate
with each other.

Interpretation

Intuitively, in the context of Question 1, u is the user concerned about the security, v is a
system user with trusted and fixed behaviour, and wy, ..., w, are other users of the sys-
tem. Our security policy is to prevent the confidential information of user u from leaking
to other users wy, ..., w,.

7.3.2 Security in the Classical Case

We can prove: if all objects in system 8 (see Section 7.3.1) are classical, then the amount
of information leaked from u to any other w; is exponentially small in . As a notation
convention, for a register X, we use X (t) to represent its value at time ¢.

Theorem 2 (Security in the classical case). Let n > 5 € IN. If all objects in system § are
classical, then the confidential information of user u can only leak with negligible probability.
Specifically, for any execution (S, P) with P, described in Figure 7.3, any time t,, t,, € IN, and
any j € [n], the mutual information

I(A(ty); Obs(wj, ty)) < 27772, (7.1)

where Obs(wj, ) := {0 € Obj : read € Macc[wj, 0] (t) } U {L[wj](t)} is what w; can observe
at time t.

Intuition

In the context of Question 1, this proof guarantees that user u can safely write confidential
information into the system, without (significantly) leaking it to other users wy, ..., w,.
Even for a small system with 100 users, any other user can only obtain approximately
10~ bits of confidential information, an amount practically negligible.

Techniques

The proof of Theorem 2 essentially relies on the following variant of Mermin inequal-
ity [176].

Lemma 6 (A variant of Mermin inequality [176]). Let n € IN be a fixed number. Let
Xp == {x€{0,1}": |[x| mod 2 = b}, where b € {0,1}. Let'Yy = {0,1}". For any fixed
b € {0,1}, consider random variable X = X3, ..., X,, chosen uniformly at random from X, any
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Y=Yq,...,YpinY,andany A = Ay, ..., A, independent of X such that
n
PI‘[Y:y | X = x,A :)\] :HPI‘[Y]' :x]"X]‘ :x]-,A]- :)\]],
j=1

Then we have
‘E [(_1)|X|/2+|Y\+b/2} ‘ < /2 (7.2)

The original Mermin inequality in [176] is the special case of b = 0 in Lemma 6.
Mermin inequality extends the celebrated Bell inequality [324-328] to the n-party case
and reveals the fundamental difference between classical and quantum mechanics.

For readability, we only provide a proof sketch of Theorem 2 below. The full proof is
deferred to Section 7.4.3.

Proof sketch of Theorem 2. Intuitively, in system § (see Section 7.3.1), the “best” strategy
for users w; to learn the confidential information of u is learning the value %' mod 2
in Figure 7.3 and then taking the @© operation with b in Figure 7.3 to exactly recover a.
However, the behaviours of all w; are guarded by the access matrix Macc, and this strategy
turns out to only have a negligible success probability, essentially due to the variant of
Mermin inequality in Lemma 6.

Now we explain how to formalise the above intuition. Consider any execution (S, P).
By analysing how M, constrains information flow, proving Equation (7.1) can be first
reduced to proving the special case of t, = t; and t, > t; + 1, where t; and ¢, are time
points after the write requests in Lines 1 and 6 of P, (see Figure 7.3) are issued, respec-
tively. Denote Cj, L[w;] by D;. Using the symmetry of M. (with respect to different w),
we can further reduce our goal to proving

Pr[A(t;) = a | B(ty) = b,Di(ty) =d] _
Pr[A(t1) = 4] ~1 7.3)

for any bit a,b and integer d. Here, the degree of the approximation ~ is related to the
RHS of Equation (7.1).

The remaining analysis largely relies on techniques in probabilistic graphical models.
First, we identify several time points and random variables of concern. For example, for
each j € [n], let t,; be the time point after the write request in Line 3 of P, is issued.
Then, le (tv,]-) is equal to the value x; chosen by v in P,. Second, we analyse relations
between these random variables, based on the program P,, matrices My, My, M, and
temporal ordering of requests. These relations are abstracted into a graph and used to
break down Equation (7.3), through decomposition of joint probability distributions, into
terms closer to the form Equation (7.2) in Lemma 6. Finally, we can obtain an upper
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bound 27("=7)/2 on the degree of approximation in Equation (7.3), and the conclusion
follows. B

7.3.3 Security Breach in the Quantum Case

To answer Question 1, let us examine the scenario when a system integrates quantum
computing services, which, in general, augments the access to a classical register with
extra access to a quantum register. For our system S (see Section 7.3.1), we consider its
registers Cy, ..., C, to now be quantum registers (which can simulate classical-quantum

registers).

Lifting to Quantum

We need to consider how to properly lift® system § to the quantum setting; i.e., how
to interpret attributes and rules in 8. Specifically, let us focus on how to lift a request
(s, X,all) to the quantum setting. One might first try to interpret it as: “user s can per-
form any quantum operation on quantum register X”. However, this interpretation for-
bids any quantum entanglement between registers. Since entanglement is believed to
be the source of quantum advantages (e.g., [329]) for many quantum algorithms [12-14,
216], such lifting is definitely an unsatisfactory choice.

The remaining natural lifting is to interpret:

e (LF) Request (s, X, all) means user s can perform any quantum operation on the
composite system of quantum register X and the local memory L]s] of s.

This lifting (LF) implicitly assumes the local memories of subjects are also quantum; i.e.,
L : Sub — FHin¢ with Hine being the Hilbert space lifted from Int. Under (LF), entangle-
ment can be generated between registers. For example, in system 8, when My.c = My,
user w; can generate an EPR state \% <|0>C1 D, + 11, |1>C2) in C; and C; (technically,
their first qubits), by first performing a Hadamard H gate on C;, followed by a CNOT
gate on C; and L[w,], and finally a SWAP gate between C, and L[w;]. However, (LF) also
turns out to be unsatisfactory, because it can actually lead to a security breach: the security
guaranteed by Theorem 2 will be broken in the quantum case.

Theorem 3 (Security breach in the quantum case). If Cy,...,C, in system 8 are quantum
registers and we adopt the lifting (LF), then the confidential information of user u can be leaked
with certainty in the worst case. Specifically, there exists an execution (S, P) with P, described in
Figure 7.3 such that the mutual information

I(A(tl),'ObS(wl, t2)) = 1,

3The terms “adapt” and “lift” will be used interchangeably.
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The program Py,

If j = 1, prepare the state

GHZ(m))e2 = 55 (100 - [0}z + D)z - 1)z

2 If le = 1, apply the phase gate v/Z to C]2

3 Apply the Hadamard gate H to CJZ

4 Measure C]2 in the computational basis to obtain outcome b;

5 1fb;=1,flip B

FIGURE 7.7: The program P, that describes the behaviour of each user
wj, in an attempt to learn the confidential information of user u. Here, C}‘
represents the kth qubit of Cj, and C2 = C%,. ..y C,%.

where tq,t, are time points after the write requests in Line 1 and 6 in Figure 7.3 are issued,
respectively. Here, Obs(-, -) is defined in Theorem 2.

Entanglement — Source of Threats

Theorems 2 and 3 together reveal a threat fundamentally from entanglement. It is worth
noting that the security breach in Theorem 3 is NOT due to an additional communica-
tion channel created by entanglement, as the access matrix M, of the system does not
change. Indeed, it is well-known that entanglement cannot enable information transmis-
sion between users without direct communication. Instead, the insecurity proof relies
on how entanglement violates Mermin inequality [176]. This implies the threat has a
quantum nature and is not restricted to the specific system considered here.

Proof of Theorem 3. Note that
Obs(wl, tz) = B(tz), C]'(tQ), L[wl] (tz).

It suffices to show there exists an execution (S, P) such that Pr[B(f;) = A(t1)] = 1. The
program P (in particular, P,,) we construct exactly follows the quantum strategy for Mer-
min n-player game [176, 336], which leads to a violation of Mermin inequality in the
quantum setting.

Let us first construct the program P. The program P, that describes the behaviour of
each w; is shown in Figure 7.7. Note that when M,.c = Mj, given the lifting (LF), Line 1
in Figure 7.7 can be executed by (a) swapping the content of C; for each j € [n] into the
local memory L[w;]; (b) preparing the state |GHZ(n)) in L{w;]; and (c) swapping back
the content of L[w,] to C; for each j, which moves the GHZ state to C2. Without loss of
generality, let P, consist of a single write A < a, where a € {0,1} is the confidential

information of u.
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Next we construct the scheduler S. We take t; = 2 and t, = 8n + 5. S is defined
such that for t € IN, S(«(0),...,a(t — 1)) = s(t). Below, we specify s(t) and describe the
associated user behaviours at time ¢.

 5(0) = u: write 1 bit of confidential information into A.

e 5(1) = v: execute Line 1 in Figure 7.3 to modify M.

® 5(2) =...=5(2n+1) = wy: execute Line 1 in Figure 7.7.

* s(2n+2) = ... =5(3n+3) = v: execute Lines 2-5 in Figure 7.3.

e Fork=0to4,and j € [n],s((k+3)n +j+3) = w;: execute Lines 2-5 in Figure 7.7.
* 5(8n +4) = v: execute Line 6 in Figure 7.3 to modify Macc.
* 5(8n+5) = wy: read the value in B.

In the above, we implicitly fix how to generate requests from the program P (see Defi-
nition 10 and discussion there). The time points above (e.g., 2n + 1, 3n 4 3) are chosen
regarding this specific generation. For example, w; executes Line 2 in Figure 7.7 through
two requests (wl, C]l, read), (wl, C]-z, all), attimet =3n+4and t = 3n+5.

Let us verify that the execution (S, P) constructed above yields Pr[B(f;) = A(t)] =
1. In our system, only C? will be in quantum superposition. As operations on C! are
actually classical, C! can be still regarded as a classical random variable, for simplicity.
Let E:= |C'(3n +4)|/2 and

F:= Ht €[Bn+4,8n+3]:at) = (w]',B,f]_ip)’]' c [n]}’ mod 2.

From P, in Figure 7.3 and Py, in Figure 7.7, we have B(t) =E®F® A(t).
Now it suffices to show Pr[E = F| = 1. For b € {0,1}, define

1

) = !
Py =7

2(n-1)/2

H (10)7" + (=1)" [1)*") = y).

ly| mod 2=b

It is easy to see that the state of C?(6n + 4) (before each w; executes Line 4 in Figure 7.7)
is |E). Thus, we obtain

PF=bE=b= Y |{ylgpn)f =1 =
|y| mod 2=b

7.4 Proof Details

In this section, we present the proof details for the security of system 8 described in
Section 7.3.
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7.4.1 Background on Probabilistic Graphical Models

We first briefly introduce the notations and tools in probabilistic graphical models, which
will be used in Section 7.4.3 for proving Theorem 2. The reader is referred to the text-
book [337] for a more thorough introduction.

Probabilities

For a random variable A, we use Pr[A = a] € [0, 1] to denote the probability of A taking
the value a. It holds that ), Pr|A = a] = 1. The joint probability

Pr[A=a,B=b]=Pr[A=anB =]

denotes the probability of A taking the value a and another random variable B taking the
value b. For simplicity, sometimes we simply write A, B for the random variable (A, B).
Let the conditional probability Pr[A = a | B = b] be the probability of A taking the
value a given that B takes the value b. The joint probability Pr[A = a, B = b| can be
calculated by
Pr[A=a,B=0b]=Pr[A=a|B="0]-Pr[B=0] (7.4)

By summing over a, we have the following decomposition of Pr|A = a] by conditioning

on different B = b:

Pr[A=a]=) Pr[A=a|B="b]-Pr[B=1D]. (7.5)
b

A useful generalisation of Equation (7.4) is the following chain rule:
Pl'[Al =4a,.. .,An = lZn]

= PI‘[An = ay ‘ An,1 =ay—1,-- .,A1 = a1] (76)
N PI‘[AZ = day | Al = al] PI‘[Al = a1].

If Pr[A =a | B =b] = Pr[B = b] whenever Pr[B = b] > 0, then A and B are said to
be independent, denoted by A 1L B. More generally, if

PrffA=a|B=bC=c|=Pr[B=b|C =]

whenever Pr[B = b, C = c¢] > 0, then A and B are said to be conditionally independent given
C, denoted by A L B | C. Intuitively, it means that if we know the value of C, we cannot
learn extra information about A from learning the value of B. We mention two useful
properties of conditional independence:

e (Symmetry) A Il B| Cimplies B 1L A | C.
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* (Decomposition) A 1L B,C | D implies A 1. B | D.

The concept of conditional independence plays an important role in probabilistic graph-
ical models.
As usual, we use E[A] =), a - Pr[A = a] to denote the expectation of A.

Probabilistic Graphical Models

A graph can be used to represent the relations between multiple random variables. Each
vertex represents a random variable. A directed edge between random variables rep-
resents a causal relation; i.e., A — B means that A can influence B. A bidirected edge
between random variables represent a mutual dependence, often due to an unobserved
common cause; i.e., A <> B means that A and B are dependent. For example, in Fig-
ure 7.8, the directed edge A(t;) — B(ty) comes from that B(t,) is written by user v, who
reads the secret A(t) written by user u; the undirected edges between Xj, ..., X,, comes
from that the values of these X; are randomly drawn by user v from a distribution (see
Figure 7.3). Recall that in Figure 7.8, vertices within a gray area are fully connected by
bidirected edges.

Based on the graph structure, the joint probability of random variables corresponding
to all vertices can be decomposed into a product of conditional probabilities, In particular,
we can refine the chain rule in Equation (7.6) to

Pr[A1 =ay,..., Ay = ay]
=TIPr[A; = a; | Vk, (Ax — Aj Ak < j) = (A = a)], (7.7)

J
where Ay — A; denotes a directed edge. We have used this decomposition rule to de-
compose Equation (7.15) into Equation (7.16) in Section 7.4.3.

Moreover, the graph structure allow us to conveniently infer the conditional inde-
pendence of random variables. Let X, Y, Z be sets of random variables. X is said to be
d-separated from Y by Z if, for any (undirected) path p from a node A € X to a node
B € Y, one of the following conditions hold:

e pcontainsC = D =+ EorC <+ D — EwithD € Z; or
¢ pcontains C — D < E such that for any F,if D —* F,then F € Z.

If X is d-separated from Y by Z, then we have X 1L Y | Z. In Section 7.4.3, we have derived

several conditional independence relations from Figure 7.8 using this notion.
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7.4.2 Proof of Lemma 6

Now we provide a proof of the variant of Mermin inequality in Lemma 6 for complete-

ness. The proof idea is almost the same as the one in [176].

Proof of Lemma 6. First note that

E [(—1)'X\/2+\Yl+b/2} — Y Pr[A = AJE [(—1)“"/2*”'”’/2 ) A= /\}.
A

To prove the target inequality Equation (7.2), it suffices to prove that
‘E[(_1)|X\/2+|Y\+b/2 ‘ A — )\] ’ < y—n/2+1

Let us consider the quantity

Re (T (E[(-1)%|X;=0,4;= ]+
j€(n] b=0,
. PE[(-1)% [ X =1,4;=14])),
' —Im( T (E[(—1)Yf‘xj — 0, A, :A]}Jr
j€ln] b=1.
E[(-1)%|x;=1,4:= 1)),
Since each term E _(—1)Yf Xj=a,/N = )\]} € [—1,1], it is easy to see that

Rl < (v2)" =22
On the other hand, by calculation, we obtain

F, = E (_1)|x\/2+b/2HE[(_1)Yj
j

x€Xy

X] = x]-,A]- = )\] .

Since

X] = x]',Aj = )L]}

E[(—l)Yf
=Pr[Y;=0|X;=x;,Aj = Aj] = Pr[Y; =1]X; = x;,A; = Aj],

(7.8)

(7.9)

(7.10)

(7.11)
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we further have

Equation (7.11) = Y (=1)F/Z2 3 ()M pry = y | X = x, A = A] (7.12)
x€Xy yeY
-y E[(_1)|x\/2+m+b/2 ‘ X=x A= ;\] (7.13)
xeXy

As Aisindependent of X, Pr[X = x|A =A] = Pr[X = x| = 2,,1—,1 for any x € X. Conse-
quently,

Equation (7.13) = 2" Y E [(—1)"“/””'”’/2 ‘ X=xA= A} Pr[X = x|A = A]

xeXy

= 2 V[ (1) X2 \ A=1].

Finally, combining the above with Equation (7.10) yields Equation (7.8). O

7.4.3 Proof of Theorem 2
Finally, we present the full proof of Theorem 2.

Proof of Theorem 2. Let us fix any scheduler S of the system. Since we allow the program
P to be probabilistic (e.g., P, in Figure 7.3 is probabilistic), the value of any register can be
regarded as a random variable. For example, A(t), the value of the register A at time ¢, is
a random variable. Similarly, «(t), the request at time ¢ in the history, can also be seen as
a random variable.

Let us first identify several time points 1, t, j, ty, f2 with respect to program P, in Fig-
ure 7.3, by supposing:

e Att =t; — 1: vissues the write request in Line 1

* Att =t,; — 1: vissues the write request for j in Line 3.

* Att =t, — 1: vissues the write request in Line 5.

e Att =t — 1: vissues the write request in Line 6.

For convenience, let us denote D]- = Cj, L [w]-] . Note that from My, M1, M>, we have

D;(t), t <t

Obs(w]-, t) =
B(t),Dj(t), t>t+1.

where we denote a set by an ordered list and will use this convention throughout the

proof.
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We can restrict t, = t; and t;, > t, + 1 in Theorem 2. This is because if t, # t; and

A(ty) # A(tr), or if t, < t, then there is no information flow from A(t,) to Obs (wj, tw)
and thus A(t,) 1L Obs (w]-, tw). Moreover, since the access matrix M, (taking values in
Mo, M1, M) is always symmetric for all w;, we can only prove for the case j = 1 without
loss of generality. Now proving Theorem 2 reduces to proving

I(A(t1); B(t), Di(ty)) <27 *7)/2 (7.14)

for any ty, >t 4 1.
We identify and define all random variables of concern in our proof as follows.

e A(t1) stores the secret information written by u into A.

o LetX;:= C} (to,), where C} denotes the first bit of C;. Let A} := C]-T(tv,j), L{w;] (to,),

where C]T denotes the remaining bits (except for the first bit) of C;.

* B(ty,) stores the information written by v into B, which also encodes the secret in-

formation of u.

e Foreachj € [n], let
Yi:= |{t€[to+1,t2—1] : a(t) = (wj, £1ip, B) }| mod 2

denote the parity of the number of f1ip exercised by w; on B for t € [t, + 1, —1].
* B(ty) is obtained from B(t,) after each w; exercises a number of f1ip.
* B(ty) and Dj(tw) contain all information accessible to w; at time t, > t» + 1.
For convenience, we also define the following notations:
e [etX:=X4,...,X,.
e Let X;:=Xi,..., X1, Xjs1,..., Xu for j € [n].
e Let X' = Xj.

The above notations apply when X is replaced by Y or A.

By the program P, of v described in Figure 7.3, the change of access matrix M. (f)
in Figures 7.4 to 7.6, and the temporal order of requests, the relations between concerned
random variables can be summarised in the probabilistic graphical model in Figure 7.8.
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time

FIGURE 7.8: Probabilistic graphical model of concerned random vari-

ables in the system described in Section 7.3.1. As usual, a di-

rected edge represents a causal relation, and a bidirected edge repre-

sents a mutual dependence. The LHS depicts the relations between

A(t1),Dj(ty), Y, B(ts), B(t2), B(tw), Dj(tw). The RHS depicts the relations

between X, Y A, where nodes in each gray area (e.g., Xi, ..., Xy) are fully
connected (by bidirected edges).

Let us also fix some a,b € {0,1} and integer d. From Figure 7.8, we can decompose

the joint probability distribution of these concerned random variables as

Pr[A(t1) = a,B(ty) = b1, B(ta) =b,X =x,A =AY = y,D1(tn) = d] (7.15)
=Pr[A(t) a] r[B(ty) =b1|A(t1) =a, X =x]|Pr[X =x,Y =y, A =]
Pr[B(t;) =b|B(ty) = b1, Y = y|Pr[D;1(ty) =d|B(t2) = b, X = x, A = A].

(7.16)

Additionally, from Figure 7.8, the following conditional independence relations hold:
L4 Dl(tw) gin XT’ AT | B(i’z), Xl, Al,'
e X Il A;and

e Foranyj € [n],

Yj 1L X;, Y5 Az | X, Ay and Y5 AL X, Y5, A | X, A (7.17)

By the fixed program P, of user v in Figure 7.3, we further have:

e Pr[X=x]= for x € {0,1}" with |x| mod 2 = 0.

2n1
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* B(ty) = A(t1) ® (@ mod 2>. As a result,
Pr[B(ty) =b1|A(H) =a, X =x] #0
iff (—1) = (=1)"T1,
* B(ty) = B(t2) ® @, Y. Asaresult,
Pr[B(ty) =b|B(ty) =b1,Y =y] #0
iff (—1)¥ = (—1)0*h,
Combining the above observations, Equation (7.16) can be simplified as

Pr[A(t) = a]l [(-1)“ = (-1)“*""} Pr[X =x,Y =y, A = A]

b (7.18)
1| (=) = (1) PrDi (k) = | B(t2) = b, X1 = 31, Ay = ]

To prove our goal in Equation (7.14), let us start with calculating the quantity
Pr[A(t1) = a,B(ty) = b, D1(ty) = d] (7.19)
x,y,A,b

=Pr[A(t;) = 4] Z ﬂ[(_l)lx|/2+\y\+a+b = 1} Pr[X=xY =y A=A]]
YA (7.21)

PI‘[D1(tw) = d | B(tz) = b, X1 = xl,Al = )Ll],

where in the last equality we replace the joint probability distribution Equation (7.15) by
Equation (7.18).
Using the conditions in Equation (7.17) gives the term

PriX=x,Y =y, A=A4]
:PI'[X/ = x’,Y’ = y/,A/ = /\/ | Xl = xl,Yl = y1/A1 = /\1] PI‘[Xl = xl,Yl = yl,A1 = )\1]
:PI'[X/ = x’,Y’ = y/,A/ = /\/ | Xl = X1,/\1 = )\1] Pl‘[Xl = xl,Yl = y1/A1 = Al]

Consequently, Equation (7.21) can be rewritten as

Pr(A(h) =a] ¥ 11[(—1)"“/2“”*“” = 1} Pr(X; = x1, Y1 = y1, A1 = A4
xX,,A

Pr[X’ =x,Y =y, N =\ ‘ Xy =x1, A = /\1] (7.22)

PI‘[Dl(tw) =d ’ B(tz) = b, X1 = Xl,A1 = )Ll].
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For convenience, let us define

f (xh]/l;/\l Z Il |x\/2+\y|+a+b 1}
Xy AN (7.23)
PriX' =x,Y =y, N =X| Xy =x1,A1 = Aq],
4Pr[Dy(ty) = d,B(t2) = b]
= . 7.24
8 le/)\l Pr[Al = )‘1] Pr[Dl(tw) =d ’ B(tZ) =b,X1=x,A1 = )\1] ( )
Then, using the technical Lemmas 7 and 8, we can rewrite Equation (7.22) as
PrlA(t1) =a] Y. fa(x1,y1,A1) Pr[Xy = x1, Y1 = y1, A1 = Aq]
A1y (7.25)
Pr[D;(ty) = d|B(t2) = b, X1 = x1, A1 = A4]
1
= Pl‘[A(tl) = 61] <2 + 5> Z PI‘[X1 = x1] PI‘[A1 = /\1]
x1,A1 (7.26)
Pr[Di(ty) = d|B(t2) = b, X1 = x1, A1 = A]
=Pr[A(t;) = a](1+ 26) Pr[Dy(ty) = d, B(tz) = blg~* (7.27)
=(1+20)(1+ 6)71 Pr[A(t1) = a| Pr[D;(tw) = d, B(t2) = b] (7.28)

for some |5] < 27(""1)/2 and |e| < 27(*~3)/2, Here, Equation (7.26) comes from Lemma 7
and X; 1L Aj; Equation (7.27) comes from Pr[X; = x1] = % ; and Equation (7.28) comes
from Lemma 8.

All the above together yield Pr[A(t;) = a, B(ty) = b, D1(tw) = d] = Equation (7.28).
Now we are ready to compute

Pr[A(t) = a| B(tw) = b, D1(tw) = d]
Pr{A(t) = ]
_ Pr[A(t) =a, B(w):b D (w):d]
~ Pr{A(t1) = a| Pr[B(ty) = b, Di(ta) = d]
=(1420)(1+¢)?,
which can be upper bounded by % < 1+ 2-(=7)/2 Finally, using the inequality
log(1+ z) < z and the definition of mutual information leads to Equation (7.14). O

In the following are two technical lemmas used in the proof of Theorem 2. Intuitively,
Lemma 7 says fa(x1,1,A1) is close to 1/2, and Lemma 8 says g is close to 1.

Lemma 7. Let f,(x1,y1, A1) be defined as in Equation (7.23). Then, for any x1,y1 € {0,1},

fa(x1,y1, A1) — % <2-(=172 (7.29)
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Proof. Using Equation (7.17) and X 1L A, we have

PI‘[X/ZX/,Y,:y/,A/:)\I‘Xl :xl,Al :)\1]
=Pr[Y =y | X' =2, AN =N]Pr[X' =u'| X1 = x| Pr[A" = V| Ay = Aq).

Let X”, A” be random variables such that

Pr(X" =x'] =Pr[X' =x"| Xy = x1]
Pr[A" =MN] =Pr[A =)V | Ay = M\].

It is easy to see that the probability distribution of X" is uniform over the set
{x' € {0,1}"": |x'| mod 2 = xl}.
In this case, we can rewrite Equation (7.23) as

faltxr,ya, M) = Py | (- XA 2 q], (7.30)
where we use the subscript A” to indicate this hidden random variable.

Let us write X" = X/ ... X/ and the same convention applies to A”. Similar to Equa-
tion (7.17), we have Y; L X;’ , YJ!’ , A;,/ | X, A, and consequently

PI‘[Y/ — yl } X// — x/,AN — /\l] — gPl‘[Y] — y] ’ X/l — xI,A/, — /\/]
1=

= QPI‘[Y]‘ = y] ‘ X]/-/ = Xj,A}/ = /\]}
=

Hence, the conditions in Lemma 6 are satisfied. By Mermin inequality in Lemma 6,

we have
‘E|:(_1)\X//‘/2+\Y"+x1/2} ‘ < 27(1171)/2+1'
Note that
Pr|:(_1)‘X”‘/2+‘Y/‘+X1/2 _ 1} _ Pr[(_1)|xﬂ|/z+|y/|+x1/z _ _1]
:E[(—l)‘X”I/ZHY/Hxl/z]
and

pef(C) Y2 ] (R ] 1
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Therefore, we can derive for any a € {0,1}:

Pr[(_1)|X//‘/2+|Y’|+X1/2+a+b+y1 — 1} _ ;’ < 2*(1171)/2’ (731)
and Equation (7.29) immediately follows from Equation (7.30). O

Lemma 8. Let g be defined as in Equation (7.24). Then, we have
g —1] <2-(=3)72, (7.32)
Proof. Note that

PI‘[B( ) =b | X1 = x1,A1 = Al]
[( 1)\x|/2+\Y|+A(t1)+b 1 ’ Xy = x1, Ay = )\1}

=Pr
Z [ 1 |X'|/2+|Y|+a"+b+x1 /24y _ 1’14 tl =4 , Y1 = y1,X1 =x1,\1 = /\1}
a'jy

Pr[A(t) =a, Y1 = y1 | X1 = x1, A1 = M\
=Y folxi,yi, M) Pr[A(H) =d Y1 =1 | X1 = x1, A = Ay

a’y

Thus, using Lemma 7, we have
1
Pr(B(t2) = b| X; = x1,A1 = 1] — 5| < 2~ (n=1)/2,
Next, by X; 1L Ay, we can write

Pr[Di(tw) =d, B(t2) = b]
= Y Pr[Di(ty) =d|B(t) = = x1, A1 = M|

x1,M

Pl‘[B(i’z) =b | X1 = X1,A1 = Al] PI‘[Xl = Xl] PI‘[Al = /\1].

Combining the above with Pr[X; = x;] = % and the definition of ¢ in Equation (7.24), our
goal Equation (7.32) easily follows. O
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7.5 Discussion

7.5.1 Related Work
Security and Bell-Type Inequalities

The violation of Bell-type inequalities, such as the Mermin inequality [176] used in this
chapter, essentially reflects the exotic nature of quantum mechanics. This property has
been exploited in a number of security protocols that utilise quantum properties. For
example, the celebrated E91 protocol proposed in [338] modifies the Bell test to detect
eavesdropping and securely generate private keys for cryptography. This technique was
later greatly extended into a line of works on device-independent quantum cryptogra-
phy [339-347]. Similar ideas have also been employed in randomness expansion [344,
348-352] and randomness amplification [353-356]. Most of the above works focus on
quantum cryptography and leverage the quantum entanglement as an advantage for en-
hancing security. In contrast, our focus here is the access control of quantum computer
systems. We identify entanglement as a source of security threats, and in Chapter 8 we
will propose new access control models to protect against such threats.

7.5.2 Summary

In this chapter, we revealed a threat from quantum entanglement to access control. This
work was motivated by the critical question, especially with the rise of quantum-centric
supercomputing: do the security guarantees of access control still hold when existing
operating systems integrate with quantum computing? We provided a negative answer
to this question, by presenting an explicit scenario of a security breach when a classically
secure access control system is straightforwardly adapted to the quantum setting. The
source of the threat is quantum entanglement — our proofs essentially relies on the fact
that entanglement can violate Mermin inequality, a variant of the Bell inequality. This
highlights the necessity of developing new quantum access control models, which will
be the subject of the next chapter.
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Chapter 8

Protection against Threats from
Entanglement

The threat revealed by the explicit scenario from the last chapter is fundamentally from
quantum entanglement. To protect against this threat, we propose several new access
control models that allow explicit control over the generation of entanglement or the
entanglement itself as a resource. We rigorously analyse the following metrics of these
models: (a) security against threats from entanglement; (b) flexibility regarding the gran-
ularity of specifying the access control; and (c) efficiency regarding the space and time
complexity for implementation.

8.1 Core Model of Quantum Access Control

Through the previous explicit scenario, we have seen that the security guarantees of ac-
cess control can be threatened if a system is not properly adapted to the quantum setting.
While the system § studied in Section 7.3 is specific, we have identified that the threat
fundamentally stems from quantum entanglement (see the last paragraph of Section 7.3.3),
which is indispensable to quantum computing. In this section, we study how to handle
threats from entanglement.

In classical access control, usually a request (s,0,r) only involves a single object o,
which is sufficient in most practical scenarios. However, quantum operations on mul-
tiple objects (registers) can generate entanglement between them even when they were
initially in a separable state. These quantum operations should be explicitly controlled
to protect the security of quantum computer systems. For this purpose, we extend the
set Obj to include every quantum subsystem (consisting of multiple real quantum ob-
jects) as a virtual object, as suggested in [116]. More precisely, suppose Obj and Obj,
are the sets of real classical and quantum objects, respectively. Then the set of objects
considered in this section is Obj = Obj_ U P <Obj q> , where P (-) stands for the set of

all non-empty subsets.
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FIGURE 8.1: Comparison of flexibility of different quantum access control
models (see Theorems 10 and 11).

Additionally, in this section, we restrict the local memories of subjects to be classi-
cal; i.e,, we only consider L : Sub — Int (instead of L : Sub — Hin). As shown in
Theorem 3, allowing quantum local memories is likely to introduce uncontrollable quan-
tum entanglement that may lead to security breach. Note that avoiding implicit local
quantum memory is equivalent to managing all quantum objects explicitly in the access
control, and thus does not affect the computational power of the system being protected.

Consequently, in a quantum access control system, we have Rt = Rt. U Rtg, where
Rt. and Rtq consist of abilities to perform operations on classical registers and quantum
subsystems, respectively. Note that if s € Sub performs a quantum measurement on
quantum registers, the classical outcomes will be stored into the local memory L]s].

We summarise these conventions in the following definition for clarity.

Definition 13 (Core model of quantum access control). The core specifications of quan-

tum access control include:

* Sub is a set of users. Obj = Obj_ U P, (Oqu>, where Obj, and Obj, are sets of
classical and quantum registers.

¢ The local memories L : Sub — Int of subjects are classical.

¢ The classical part of the access control is guarded by the access matrix M. : Sub x
Obj. — P(Rtc).

8.1.1 Overview

All models of quantum access control to be introduced later are refinements of the core
model in Definition 13. To handle threats from quantum entanglement, we introduce
two types of models. In Section 8.2, we consider explicitly controlling quantum opera-
tions on subsystems of multiple quantum registers; in Section 8.3, we consider explicitly

controlling the resource of quantum entanglement.
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Security Efficiency
Straightforward lifting X O(M - (Nc+ Nq)) space
(Section 7.3) O(x) time
Kk (Ng
k-subsystem control v O (M : (Nc + X1 (4 ))) space
(Section 8.2.1) O(x) time
k-group control v O(M - (Nc+ Nq)) space
(Section 8.2.2) O(x) time
k-entanglement control O (M : (Nc + Ng)) space
. v
(k = 1,2; Section 8.3) O(x + xNg(k — 1)) time

TABLE 8.1: Comparison of security and efficiency of different quantum
Here, we assume |Sub| = M, |Obj| = N,

‘Obj q‘ = Ngq, and the request has length x.

access control models.

To evaluate and compare these models, we consider the following three metrics [357,

358]:

¢ Security, in this chapter, concerns whether the model can protect against threats

from entanglement by properly managing entanglement between objects; in par-

ticular, by forbidding certain entanglement through the specification of attributes.

For concreteness, we will check the security of a model by verifying if system 8 (see

Section 7.3.1) can be lifted to this model while retaining the security guarantee in

Theorem 2.

* Flexibility is related to the granularity of specifying the access control, and thus

how well the model can support the principle of least privilege [359]. In this chap-

ter, we compare the flexibility of different models by Definition 12.

¢ Efficiency measures the space complexity for implementing the model and the time

complexity for handling a request.

All of the proposed models are secure, but their flexibility and efficiency vary. In

practice, the choice of which model to use depends on the specific requirements about the

flexibility and efficiency. For visualisation, in Table 8.1, we compare the security and

efficiency of the proposed models, and in Figure 8.1 we compare the flexibility.

8.2 Control of Quantum Operations

8.2.1 Subsystem Control

Subsystem control has been initially studied in [116]. The original observation in [116]

is that having full access to a composite subsystem of quantum registers A and B is not
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the same as the combination of separate accesses to A and to B. Thus, they proposed
to regard every quantum subsystem of multiple quantum registers as a virtual object, as
mentioned at the beginning of Section 8.1. In our terminology, they define the authorisa-
tion rule via an access matrix M : Sub x Obj — P(Rt), where Obj = Obj_ U P (Oqu)
is as defined in the core model Definition 13. In the following, we slightly extend this idea
to k-subsystem control, which offers a better trade-off between flexibility and efficiency.

Definition 14 (k-subsystem control). Suppose that1 < k < ‘Ob]’ q ‘ The k-subsystem con-
trol model, denoted by SUBSYS, extends Definition 13 by letting Attr = {Mc, Mg, L},
Rule = {Auth}, Mg : Sub x P (Obj, ) = P(Rty), and

Auth(s,0,7) = pc A pq, Where:
pc =0 € Obj_. — 1 € Mc[s,0],
pg=o0¢€ Py (Oqu> — |o| <kAr e Mgls,o].

Here, P4(-) denotes the set of non-empty subsets of cardinality < k.

In the authorisation rule, p. says that if o is a classical register, then we check if r €
Mc[s,0]; and pq says that if 0 is a quantum subsystem involving < k registers, then we
), Definition 14

only authorises requests involving subsystem of size < k, which achieves better efficiency

check if € My([s,0]. Compared to [116] (equivalent to setting k = ‘Obj q

by reducing the space complexity of storing the attribute Mg, as will be shown later in
Theorem 5. Further comparison with [116] can be found in Section 8.5.1.

Typical choices of k include k = 2 and k = ‘Obj q‘. Note that the case k = 1 for-
bids any entanglement between quantum registers (see the first unsatisfactory lifting in
Section 7.3.3).

Security

The k-subsystem control model provides the most direct control over quantum opera-
tions performed on multiple registers and the entanglement generated between them.

Therefore, it can protect against threats from entanglement.

Theorem 4 (Security of k-subsystem control). For2 < k < ’Obj q

, system § in Section 7.3.1
can be lifted to a system in SUBSYSF such that the security guarantee in Theorem 2 holds.

Again, while the security in Theorem 4 (and in subsequent theorems) is stated for
the specific system §, the access control model can be employed to protect against any
threat from entanglement. This is because, within the model, entanglement can be explicitly
forbidden through the specification of attributes. For example, setting Mg[s, {X,Y}] = @
forbids user s from generating new entanglement between registers X and Y.
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FIGURE 8.2: Illustration of a system in the 2-subsystem control model (see
the proof of Theorem 4; take n = 3). Each 2-subsystem accessible by some
user with right all is colored.

Proof of Theorem 4. We only prove the case k = 2. The proof for other k is similar. For
illustration of the model’s flexibility, let us assume several additional quantum registers,
say Oqu ={Cy,...,Cy,D,...,Ds}; and we only show one possible way of lifting to this
model. To prove the security, it suffices to verify that no entanglement can be generated
among Cj, ..., C, in the lifted system.

The lifted system has Obj. = {A, B, M, M}, constructed as follows.

o Let Mc[v, Mc] = Mc[v,Mq] = {all}; i.e, v can modify M. and My, lifted from
Macc [v, Macc] — {all} il’l S.

* For X € {A, B}, define M[s, X] = Macc[s, X]. For X € {Cy,...,Cy}, let My[s, {X}] =
Macc[s, X].

For X € {D;y,...,Ds}, let My[s, {X}] = {all}. Accordingly, modify Line 1 and 6 of
Figure 7.3 to write M.[s, X] and My([s, { X }] instead of Macc[s, X].

e Let Mq[wl, {C1, Dl}] = Mq[ZUz, {Cz, Dz}] =
Mq[ZU3, {D3, D4}] = Mq[W3,{D4, D5}] = {all}.

e Those M.[s,0] and Mg[s, 0] unspecified above are defined to be @. In particular,
we have Mg[w;, {C;,C;}| = @ for I # r, implying that entanglement cannot be
generated among Cy, ..., C,.

Note that the above lifted system only forbids entanglement generated among C, ..., Cy,
but allows entanglement generated between C; and D;, C; and Dy, D3 and Dy, and Dy
and Ds. For illustration, the lifted system is visualised in Figure 8.2. ]

Efficiency

Now we analyse the efficiency of the k-subsystem control, including space and time com-
plexities. Here and throughout this chapter, the space complexity for implementing an
access control model is measured by the number of classical memory locations (each
capable of storing a bounded integer) to store all the attributes. The time complexity
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for handling a request is measured by the number of elementary operations (including
arithmetic, logical, and memory access operations) in the standard word RAM model.

Theorem 5 (Efficiency of k-subsystem control). Suppose |[Sub| = M, |Obj.| = N, and
’Obj q‘ = Ny, then the k-subsystem control model uses O(M- (NC + 2;;1 (qu))) space for
access control, and it takes O(x) time to authorise a request of length x.

Compared to the original idea in [116], our Theorem 5, together with Theorem 10
presented later, demonstrates a trade-off between flexibility and efficiency. In particular,
taking smaller k in the k-subsystem control model leads to greater efficiency but reduced
flexibility (see Theorem 10). For example, focusing on the dependence on Ny, then for
k = 2, the space complexity is O(N&). However, for k = Ny, equivalent to the case
originally suggested by [116], the space complexity is O(2Na), which is exponentially
large.

Another point worth mentioning is that the space or time complexity in Theorem 5
(and subsequent theorems) is regarding the worst case. We do not bother considering
more efficient data structures [360] (like ACL or capability lists [175]) to store the at-
tributes, which is left for future research (see also Section 4.4).

Proof of Theorem 5. The space complexity for implementing k-subsystem control is domi-
nated by that for storing the attributes M. and Mg in Definition 14. The matrix represen-
tation of M. has |Sub| rows and |Obj,| columns, while that of My has [Sub| rows and
)fpgk (Oqu> ‘ = Z;;l (l\liq) columns.

The time complexity for handling an access request (s,0,7) € Req is dominated by,
according to the authorisation rule in Definition 14, reading the whole request and check-

ing the size of the subsystem 0 C Obj, which scales as the length of the request. O

8.2.2 Group Control

The space complexity for implementing k-subsystem control (even for the smallest non-
trivial k = 2) could be formidable when the number Ny of quantum objects is large.
In practical classical systems, the number of objects can be in the tens of millions [357].
While it may take a long time to build quantum computers at such a scale, we can still
consider models with lower space requirements, such as the following k-group control
model.

Definition 15 (k-group control). Suppose that 1 < k < ’Obj q‘. The k-group control
model, denoted by GRP*, extends Definition 13 by setting Attr = {MC, My, G, L}, Rule =
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{Auth}, Mg : Sub x Obj, — P(Rtq), G Obj, — [k], and

Auth(s,0,1) = pc \ pq, where :
pC =0c Objc — r € MC[S,O],
P =0 € P (Objy) = (VX,Y € 0: G[X] = G[Y]) A (VX € 0: 1 € Myfs, X)).

Explanation

The attribute G assigns a group label to every real quantum object. In the authorisation
rule, p. is standard; and pq says that if 0 is a quantum subsystem, then the request is
authorised only if all quantum registers in 0 has the same group label, and the right
r appears in Mgy[s, X] for any quantum register X € o. Note that the attribute My in
Definition 15 is different from that in Definition 14: My in the k-group control model has
a smaller domain.

Definition 15 can be slightly modified (by adding a group label 0) to abstract the
notion of entangling zone employed in some architectures of quantum hardware [16],

where two-qubit gates can only apply on qubits in the entangling zone.

Security

The k-group control model also provides explicit control over quantum operations per-
formed on multiple registers, through specifying the attributes G and M. Thus, it can

protect against threats from entanglement.

Theorem 6 (Security of k-group control). Let n be as defined in Section 7.3.1. For n +1 <
k < }Obj q’, system 8 can be lifted to a system in GRP* such that the security guarantee in
Theorem 2 holds.

Proof. We only prove the case k = n + 1. The proof for other k is similar. Like in the
proof of Theorem 4, let us assume several additional quantum registers, say Obj, =
{Ci,...,Cy, D1,...,Ds}; and we only show one possible way of lifting to this model. To
prove that the lifted system retains the security guarantee in Theorem 2, it suffices to
verify that no entanglement is permitted to be generated among Cy, ..., C,.

The lifted system has Obj_ = {A, B, M, Mg, G}, constructed as follows.

o Let Mc[v, Mc] = Mc[v, Mq] = {all}.

e For X € {A, B}, define M[s, X] = Mac[s, X]. For X € {Cy,...,Cy}, let My[s, X] =
Macc[s, X]. For X € {Dy, ..., Ds}, let My[s, X] = {all}. Accordingly, modify Line 1
and 6 of P, in Figure 7.3 to write M[s, X] and Mg([s, X] instead of Mac[s, X].
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FIGURE 8.3: Illustration of a system in the (n + 1)-group control model
(see the proof of Theorem 6; take n = 3). Each group with the same label
(specified by G) is colored.

o Let G[C1] = G[Dl] =1, G[Cz] = G[Dz] = 2, G[C]] = ijI‘j > 2, and G[Dz] =
G[Ds] = G[Da] = n+ 1.

By Definition 15, the above lifted system forbids entanglement generated among Cy, ..., Cy,
but allows entanglement generated between C; and D;, C; and D,, and among D3, Dy,
and Ds. For illustration, the lifted system is visualised in Figure 8.3. O

Efficiency

Now we analyse the efficiency of the k-group control model. Focusing on the dependence
on Ny, its space complexity is O(Ng), which is much smaller than that of the k-subsystem
control model.

Theorem 7 (Efficiency of k-group control). Suppose that |Sub| = M, |Obj.| = N, and
)Obj q‘ = Ng, then the k-group control model uses O(M - (Nc + Nq)) space for access control,
and it takes O(x) time to handle a request of length x.

Proof. Similar to the proof of Theorem 5, the space complexity is dominated by that for
storing the attributes M. and My in Definition 15. The matrix representation of M. has
|Sub| rows and |Obj_| columns, while that of My has |Sub| rows and ‘Obj q‘ columns.
The time complexity is dominated by, according to the authorisation rule in Defini-
tion 15, checking if all X € o have the same group label. This can be done by (a) picking
an X € o; (b) scanning other Y € o; (c) checking if G[X] = G[Y]. The conclusion immedi-
ately follows. O

8.3 Control of Entanglement

The subsystem control and group control models in Section 8.2 offer explicit control
over quantum operations on multiple quantum registers that can generate entanglement.
However, within these models, it is not possible to explicitly control entanglement as a re-
source: e.g., we cannot make a specification to “forbid any entanglement to exist between
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quantum registers A and B” after entanglement has already been established between A
and B, because no information about existing entanglement is recorded. Thus, we pro-
pose the following model to control the resource of entanglement.

Definition 16 (1-entanglement control). The 1-entanglement control model, denoted by
ENT!, extends Definition 13 by letting Attr = {MC, Mg, Me, D, L}, Rule = {Auth, Post},
Mg : Sub x Obj, — P(Rty), Me, D : Obj, — {true, false}, and

Auth(s,0,7) = pc A pe A\ pq, Where:
pc =0 € Obj, — r € Mc[s,0],
pe =0 = Me[X] = (=D[X] A Me[X] — 1 = read),
pg=o0€ Py (Oqu> — (VX €o:reMyls, X]) A(Jo] >1— A M[X]),

Xéo
Post(s,0,r) =ifo € P4 (Ob]’q) then
if r = measure then
for X € 0 do D[X] := true od
else if [o| > 1 then
for X € 0 do D[X] := false od
fi
fi

Here, measure € Rty means the ability to perform a complete measurement (see Chap-
ter 2). Recall that Post denotes the post-update rule (see Definition 8).

Explanation

In Definition 16, we introduce two attributes Me and D. For quantum register X € Obj,
Me.[X] represents whether X is permitted to be entangled with other quantum registers;
and D[X] represents whether X is ensured to be disentangled from other quantum registers.
More precisely, D[X| = true means X is ensured to be disentangled, and D[X] = false
means X is potentially entangled. The authorisation and post-update rules are explained

as follows.

* For the authorisation rule, p. is standard. p. maintains consistency: if a register
X is potentially entangled (D[X] = false), then its attribute M.[X] becomes read-
only. This prevents from the situation where X is entangled (D[X] = false) but is
not permitted to be (M.[X]| = false). Finally, pq states that to exercise right  on
a quantum subsystem o, ¥ must appear in Mgy[X] for all X € o; and if o0 involves
multiple registers, then all X € o must be permitted to be entangled.
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* The post-update rule updates the attribute D after an authorised request. If the
request performs a complete measurement on a quantum subsystem, then every
register within it is ensured to be disentangled. Otherwise, if the subsystem in-
volves multiple registers, the registers within can be potentially entangled (in the

worst case).

It is worth noting that the attribute D only provides approximate knowledge of existing
entanglement. As a result, a register X might be disentangled even when D[X] = false. In
this case, the authorisation rule forces some user to perform a redundant measurement
on X simply to update D[X] before M, [X] can be set to false. Nevertheless, we argue that
achieving accurate control over entanglement (without approximation) is impractical, as
this requires tracking the explicit state of quantum registers. Further, such state-tracking
is generally considered beyond the scope of access control.

Another point about the post-update rule is its use of complete measurement to en-
sure disentanglement. An open question here is whether other weaker conditions exist
that can ensure disentanglement (see also Section 4.4).

We can further refine Definition 16 into the following model that records more infor-

mation about existing entanglements.

Definition 17 (2-entanglement control). The 2-entanglement control model, denoted
by ENTZ, extends Definition 13 as follows. Let Attr = {MC, Mg, Me, D,L}, Rule =
{Auth, Post}, where Mg : Sub x Obj, — P(Rtq), Me, D : P> (Oqu) — {true, false}, and

Auth(s,0,7) = pc A pe A\ pq, Where:
pc =0 € Obj, — r € Mc[s, 0],
Pe =0 = M[X,Y] = (-D[X, Y] A Me[X,Y] — r = read),

pa=0€ P, (0bjy) = (WX €oire Myls, X)) A(Jo] >1 > A Mc[X,Y])
X#Yeo

Post(s,0,7) =ifo € P4 (Oqu) then
if 7 = measure then
for X € 0 AY € Obj, do D[X, Y] := true od
else if [o| > 1 then
for X #Y € odo D[X, Y] := false od
fi
fi

Here, P,(-) denotes the set of subsets of cardinality 2.



Chapter 8. Protection against Threats from Entanglement 141

Compare to ENT! in Definition 16, we extend the attributes M, and E to be functions
on P; <Obj q> . Specifically, M.[X, Y] represents whether X, Y are allowed to be entangled;
and D[X, Y] represents whether X is ensured to be disentangled from Y.

The authorisation and post-update rules in Definition 17 are similar to but more fine-
grained (regarding entanglement between two quantum registers) than those in Defini-
tion 16. Note that in the post-update rule, we modify D[X, Y] to be true for all Y € Obj,
when X is completely measured.

In the above, we only define k-entanglement control for k = 1,2. A similar definition
for higher k is possible, but it seems less useful due to the following intuitive reason.
ENT? is more flexible than ENT! because it records “whether two quantum registers can
be entangled”, which is more fine-grained than “whether one quantum register can be
entangled with others”. For example, saying “Xj, X; are entangled” is more fine-grained
than saying “X; is entangled with some register and X, is also entangled”. However,
when we consider k = 3, it is unclear whether saying “X;, X», X3 are entangled” is more

fine-grained than saying “X;, X, are entangled and X;, X3 are also entangled”.

Security

The entanglement control model provides explicit control over entanglement as a re-

source, and therefore offers protection against threats from entanglement.

Theorem 8 (Security of k-entanglement control). System 8 in Section 7.3.1 can be lifted to a
system in ENT! (or ENT?) such that the security quarantee in Theorem 2 holds.

Proof. We only prove the theorem for ENT!, and the proof for ENT? is similar. Like in
the proof of Theorem 4, let us assume several additional quantum registers, say Obj, =
{Ci,...,Cy, D1,...,Ds}; and we only show one possible way of lifting.

The lifted system has Obj. = {A, B, M, Mg, M, D}, constructed as follows.

o Let Mc[v, Mc] = Mc[v, Mq| = Mc[v, M| = {all}.

e For X € {A,B}, we define M.[s,X] = Macls,X]. For X € {Cyq,...,Cy}, let
Mgy[s, X] = Macc[s, X]. For X € {Dy,...,Ds}, let My[s, X] = {all}. Accordingly,
modify Line 1 and 6 of P, in Figure 7.3 to write M[s, X] and My[s, X] instead of
Mace[s, X].

e Forj € [n], let Mc[Cj] be initialised to 1 (bit representation of true). We add the
following line before Line 1 of P,: For j € [n], measure C; in the computational

basis and flip M. [Cj} . This new line forbids future entanglement among C;, ..., C,.

Before v modifies each M. [C;] to 0, according to the authorisation rule, D [C;] has to be
1, meaning C; is ensured to be disentangled from other quantum registers. Meanwhile,
Me.[D;] =1, so each D is permitted to be entangled. O
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Efficiency
Finally, let us analyse the efficiency of the entanglement control model.

Theorem 9 (Efficiency of k-entanglement control). Suppose |[Sub| = M, |Obj | = N, and
’Obj q‘ = Ny, then the k-entanglement control model uses O (M . (NC + Né)) space for access
control for k = 1,2, and it takes O (x 4+ xNg(k — 1)) time to handle a request of length x.

Proof. The space complexity is dominated by that for storing the attributes M., Mg, Me,
and D in Definitions 16 and 17. The matrix representation of M. has |Sub| rows and
|Obj.| columns, while that of My has |[Sub| rows and ‘Obj q‘ columns. M. and D have
)?Sk (Oqu> ‘ = O(Ng) rows and 1 column, fork =1, 2.

The time complexity is dominated by the first for-loop in the post-update rule. For
k = 1 (see Definition 16), the loop goes through every X € o and has time complexity
O(x). For k = 2 (see Definition 17), the loop goes through every X € o and Y € Obj qand
has time complexity O(x - Ng). O

8.4 Comparison of Flexibility

Now we compare the flexibility of different models introduced in Sections 8.2 and 8.3.
The comparison results were previously visualised in Figure 8.1. In practice, one can also
consider a hybrid of these models to achieve a better trade-off between flexibility and
efficiency.

8.4.1 Flexibility Hierarchy

Our first theorem shows any model in SUBSYS, GRP, and ENT becomes more flexible as

the parameter k increases.

Theorem 10 (Flexibility hierarchy). For M € {SUBSYS, GRP} and any k > 2, or M = ENT
and k = 2, we have M¥=1 < MF,

For simplicity of presentation, let us prove Theorem 10 by proving three lemmas for
M = SUBSYS, M = GRP, and M = ENT, respectively. Firstly, the M = SUBSYS part of
Theorem 10 can be restated as the following lemma.

Lemma 9. Forany k > 2, SUBSYS*~! < SUBSYSF,
Proof.

1. We first prove SUBSYS* £ SUBSYS¥~L. The proof idea is using the existence of
quantum operations acting non-trivially on k quantum registers. For concreteness,
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let us consider QFT}, the quantum Fourier transform on k qubits, and use QFTj to
denote the right to implement a QFT; quantum circuit.

Let us consider a system A = (Sub, Obj, Rt, Attr, Rule) € SUBSYSK, where Sub =
{u,v}, Obj. = @, Oqu = {Xy,..., Xk}, Rt. = @, and Rty = {QFT;}. Attributes
M., Mg are initialised as follows. Since Obj. = @, we set M. = @. Denote subsys-
tem g = Obj,. Fors € Sub,0 C Obj:

FT,}, s=ulo=gq,
My[s, 0] = (0T}, s =uho=4q (8.1)

Q, 0.W.

Assume for contradiction that there exists another system
A" = (Sub, Obj’,Rt/, Attr’, Rule’) € SUBSYSF!

with M, M} € Attr’ such that A’ =~ A. We can further assume that Obj, = @ and
Rt, = @, because otherwise A and A’ will be obviously inequivalent. As a result,

M cannot be dynamically modified.

Consider an execution (S, P) with P, = QFTy[q] and P, = L, where L denotes ter-
mination without doing anything. By our construction of A, the history generated
by (S, P) in A is simply (u, g, QFTy) and is authorised.

Meanwhile, a request accessing quantum register o in A’ is only authorised if |o| <
k — 1, according to the authorisation rule in Definition 14. Since QFT} non-trivially
acts on all k quantum registers, the history a generated by (S, P) in A’ contains
more than one requests. The above implies that «(0) = (u,0,7), where 0 C g is
a quantum register with |o| < k—1 and r # QFTy is the ability to perform some
quantum circuit U # QFT}. As we assume A ~ A’, « is also authorised.

Now we consider another execution (S, P') with P, = UJo] and P, = L. The history
generated by (S, P) in A’ is (u,0,r), which is therefore authorised as a prefix of the
authorised history a. However, (S, P') cannot generate a valid history in A because
r ¢ Rt = {QFT;}. Hence, we obtain a contradiction and the conclusion follows.

2. Next, we prove that SUBSYS*~! < SUBSYS*.

Suppose that A = (Sub, Obj, Rt, Attr, Rule) € SU BSYSK 1 with M, Mg € Attr.
Then, we can define another system A’ = (Sub, Obj, Rt, Attr’, Rule) € SUBSYSK
with M., M{l € Attr such that M = M. and for any s € Sub,0 C Oqu:

Mgls, o], |o| <k-—1,
Ma[S,O] _ q[ ] | |
Q, 0.10.
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It is easy to see that A ~ A’ from this construction.
O
Secondly, the M = GRP part of Theorem 10 can be restated as the following lemma.
Lemma 10. Forany k > 2, GRP*1 < GRP.
Proof.

1. We first prove that GRP¥ £ GRP*~!. The proof idea is by noticing that a system in
GRP* can assign all quantum registers into k groups, while a system in GRP*~! can
only assign them into k — 1 groups. Using the pigeonhole principle, there will be
two quantum registers that belong to different groups in the former system, and to
the same group in the latter system. Then, intuitively, we can show that the latter
system authorises strictly more requests than the former.

Let us consider a system A = (Sub, Obj, Rt, Attr,Rule) € GRP*, where Rt. =
@, Rtq = {CNOT}, Sub = {u,v}, Obj. = @, and Obj, = {Xi,..., X5} Here,
CNOT means the ability to perform a CNOT gate. Attributes M., Mg, G € Attr are
initialised as follows. Since Obj, = @, we set M. = ©. For s € Sub,0 € Obj g

CNOT}, s=u,
My[s, 0] = { J
0, 0.70.

Let G[X;] = [(j+1)/2] forj € [2k].

Assume for contradiction that there exists another system
A" = (Sub, Obj’, R, Attr’, Rule’) € GRP*!

with M/, Mél, G’ € Attr such that A ~ A’. We can further assume that Objé =@
and Rt, = @, because otherwise A and A’ will be obviously inequivalent. Using
similar reasoning to that in the proof of SUBSYSF % SUBSYS¥~! in Theorem 10, we
can also restrict that Rty = {CNOT}.

Consider an execution (S, P) with
P, = for! € [k] do CNOT[X5;_1, X od
and P, = L. By our construction of A, the history generated by (S, P) in A is

(1, {X1, X2}, CNOT), . .., (11, (Xox_1, Xox), CNOT)
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and authorised according to Definition 15. Since we assume A ~ A’ the history
generated by (S, P) in A’ is also authorised, which implies CNOT € M [u, X;] for
j € [2Kk].

Observe that by the pigeonhole principle, there must exist distinct ji, jo, j3 € [2k]
such that G'[X;,] = G'[X},] = G'[X;,] and G[X;,] # G[Xj,].
Now consider another execution (S, P') with P, = CNOT[X;,, X;,| and P, = L.
The histories generated by (S, P') in A and A’ are the same (u, { Xj,, Xj, },CNOT). By
our construction of A, this history is unauthorised in A as G[X;, | # G[X},] (see

17

the authorisation rule in Definition 15). However, it is authorised in A’ because
G'[Xj,] = G'[X},]. Hence, we obtain a contradiction and the conclusion follows.

2. Next we prove that GRP*~! < GRP*.
Suppose that A = (Sub, Obj, Rt, Attr,Rule) € GRP*1 with M., Mq,G € Attr.
Then, we can define A’ = (Sub, Obj, Rt, Attr, Rule) € GRP* with M., M, G €
Attr, such that M{ = M., Mg = Mg, and G'[o] = G[o] for any 0 € Obj. It is easy

to see that A ~ A’ in this case.

O

Thirdly, the M = ENT part of Theorem 10 can be restated as the following lemma.
Lemma 11. ENT' < ENT?.
Proof.

1. First we prove ENT? £ ENT'. The proof idea is by observing that the attribute
ML of a system in ENT? records whether two quantum registers can be entangled,
while M, of a system in ENT' only records whether a quantum register can be
entangled with others. Therefore, a system in ENT? has a more fine-grained control
of entanglement than a system in ENT.
Let us consider a system A = (Sub, Obj, Rt, Attr, Rule) € ENT?, where Rt. = @,
Rty = {CNOT,measure}, Sub = {u,v}, Obj, = @, and Oqu = {X1, Xo, X3, X4}
Here, measure means the ability to perform a complete measurement. Attributes
M, Mg, Me, D € Attr are initialised as follows. As Obj_. = @, we set M. = @. For
s € Sub,0 € Obj : Myls,0] = {CNOT, measure} and D[o] = true. Fors € Sub,0 €
P, (Obj q):

true, o= {X1,Xo} Vo= {X3 Xu},

Me[o] =
¢ false, o.w.

Assume for contradiction that there exists another system

A’ = (Sub, Obj’, Rt/ Attr/,Rule’) € ENT!
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with M{, M{, M, D’ € Attr’ such that A ~ A’. We can further assume that Obj, =
@ and Rt. = @, because otherwise A and A’ will be obviously inequivalent. Using
similar reasoning to that in the proof of SUBSYSF £ SUBSYS¥~! in Theorem 10, we
can also restrict that Rty = {CNOT, measure}.

Consider an execution (S, P) with
P, = CNOT[X;, X2); CNOT[ X3, X4]
and P, = L. By our construction of A, the history generated by (S, P) in A is
(u, {X1,X2},CNOT), (1, { X5, X4}, CNOT)

and authorised according to Definition 17.

On the other hand, since we assume A ~ A’, the history generated by (S, P) in
A’ is also authorised. By Definition 16, this implies that M/[o] = true for o €
{X1, X2, X3, X4} (meaning any quantum register in A’ can be entangled with others)
and

CNOT € Mg[u, Xq] N Mg(u, X3].

Now consider another execution (S,P’) with P, = CNOT[X;,X3] and P, = L.
The histories generated by (S, P') in A and A’ are the same (u, { Xy, X3}, CNOT). By
our construction of A, this history is unauthorised in A because M.[X;, X3] = false
(see the authorisation rule in Definition 17). However, it is authorised in A’ due to
M[Xa] = M¢[X,] = true and CNOT € Mg[u, X1] N M [u, X3] (see the authorisation

rule in Definition 16). Hence, we obtain a contradiction and the conclusion follows.

2. Next we prove ENT! < ENTZ.

Consider a system A = (Sub, Obj, Rt, Attr, Rule) € ENT! with M., Mg, M, D €
Attr. Then, we can define A’ = (Sub, Obj, Rt, Attr/, Rule') € ENT? with Mé,Mﬁl, M,
D' € Attt such that M. = M., My = Mg, and for any 0; # 0y € Obj,:
M/[01,02] = Me[o1] A Melo2] and D’[01,02] = DJo1] V D[op]. It is easy to see
that A ~ A'.

O

8.4.2 Flexibility of Different Models

Our second theorem presents a comparison between the flexibility of subsystem control,
group control, and entanglement control. Let SUBSYS = (J, SUBSYS, and define GRP
and ENT similarly. Let SUBSYS<N = U, SUBSYS* N {4 : A has ‘Oqu) > k} be the set

of systems using k-subsystem control, where k is less than )Ob iq ‘
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Theorem 11 (Comparison of Flexibility). The flexibility of SUBSYS, GRP, ENT can be com-
pared as follows.

1. SUBSYS £ GRP, ENT.
2. GRP £ ENT, SUBSYS<N and GRP < SUBSYS.

3. ENT £ SUBSYS, GRP.

For simplicity of presentation, let us prove Theorem 11 by proving the following three
lemmas, for Items 1 to 3, respectively. Firstly, Item 1 of Theorem 11 can be restated as the
following lemma.

Lemma 12. SUBSYS £ GRP, ENT.
Proof.

1. We first prove that SUBSYS £ GRP. The proof idea is similar to that for proving
ENT? £ ENT!. Intuitively, the attribute Mg in a system in SUBSYS records infor-
mation about subsystems which consists of multiple quantum registers, while the
attributes Mg, G in a system in GRP only records information about each individual
quantum register. In some cases, the former provides a more fine-grained control

of quantum operations than the latter.

Let us consider a system A = (Sub, Obj, Rt, Attr, Rule) € SUBSYS, where Rt. =
@, Rtq = {CNOT}, Sub = {u,v}, Obj. = @, and Oqu = {X1, X2, X3}. Attributes
M., Mq € Attr are initialised as follows. As Obj. = @, we set M. = ©. For
s € Sub,0 C Oqu.

{eNOT}, s=uA (o= {Xy, X2} Vo={Xp X3}),

@, 0.10.

Assume for contradiction that there exists another system
A’ = (Sub, Obj’, Rt’, Attr’, Rule’) € GRP

with M, Mél, G’ € Attr’ such that A’ ~ A. We can further assume that Objé =@
and Rt. = @, because otherwise A and A’ will be obviously inequivalent. Using
similar reasoning to that in the proof of SUBSYS* % SUBSYS*~! in Theorem 10, we
can also restrict that Rt; = {CNOT}.

Consider an execution (S, P) with

Pu = CNOT[Xl, Xz],' CNOT[Xz, X3]
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and P, = L. By our construction of A, the history generated by (S, P) in A is
(u, {X1,X»},0N0OT), {u, {X>, X3},CNOT}

and authorised. Since we assume A ~ A’, the history generated by (S, P) in A/
is also be authorised. By the authorisation rule in Definition 15, this implies that
CNOT € Mg[Xq] N Mg[Xs] and G'[X3] = G'[Xo] = G'[X3].

Now we consider another execution (S, P'), with P/, = CNOT[X;, X3] and P}, = L.
The histories generated by (S, P’) in A and A’ are the same (u, { Xy, X3}, CNOT). By
our construction of A, this history is unauthorised in A as CNOT & Mg[u, { X1, X3}]
(see the authorisation rule in Definition 14). However, it is authorised in A’ be-
cause CNOT € M [Xq] N Mg[X5] and G'[X4] = G'[X3] (see the authorisation rule in
Definition 15). Hence, we obtain a contradiction and the conclusion follows.

2. Next we prove that SUBSYS £ ENT. The proof idea is essentially using the differ-
ence between control of quantum operations and control of entanglement. In par-
ticular, a system in SUBSYS controls whether a quantum operation is authorised or
unauthorised, and does not force a measurement to be applied before modifying
Mg. In contrast, a system in ENT controls whether entanglement is permitted to
exist between quantum registers, and a measurement has to be applied if there is

no guarantee of disentanglement, before we modify M. to disentangle two objects.

Specifically, let us prove SUBSYS £ ENT?. Consider a system
A = (Sub, Obj, Rt, Attr, Rule) € SUBSYS,

where Rt. = {read,write}, Rty = {H, CNOT,measure}, Sub = {u,v}, Obj. =
{Mgq}, and Obj, = {X1,X>,X3}. Here, Obj. = {Mq} implies that My can be
dynamically modified. Attributes M., Mq € Attr are initialised as follows. For
s € Sub,o0 € Obj_:

{read,write}, s=u,

Mc[s, 0] =
Q, 0.W.

Fors € Sub,0 C Obj: Mgls, 0] = {H, CNOT}.

Assume for contradiction that there exists another system
A’ = (Sub, Obj’,Rt’, Attr’, Rule’) € ENT?

with Obj’ = Obj. U Obj, and M, My, M, D' € Attr’ such that A" ~ A. Using
similar reasoning to that in the proof of SUBSYS* £ SUBSYS*~! in Theorem 10, we
can further restrict that Rt; = {H, CNOT, measure}.
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Consider an execution (S, P). Here, the scheduler S is defined by S(«(0),...,a(t —1)) =
s(t), where s(0) = s(1) = s(2) = u and s(3) = s(4) = v. The program P is defined
by

P, = H[X1]; CNOT[X1, Xa); forbid(v, { X1, X2 })

and P, = L, where forbid(v, { X1, X>}) means to modify attributes such that future
request (v, { X1, Xz}, r) will be unauthorised for any right r. By our construction of
A, the history « generated by (S, P) in A is

(Ll, {Xl}, H), (u, {Xl, Xz}, CNUT), {M, Mq[U, {Xl, Xz}], read}, (u, Mq[U, {Xl, Xz}],write)

and authorised.

On the other hand, since we assume A’ ~ A, the history a’ generated by (S, P)
in A’ is also authorised. Note that according to the authorisation rule in Defini-
tion 17, whether the future request (v, {X1, X2}, ) will be authorised in A’ is de-
termined by the attributes M.[X7, X3], Mél [v, X1], and Mf] [v, X5]. As P, contains
forbid(v, { X1, X2} ), the above implies the following two cases:

e Either there exists t3 € IN such that &’ (t3) = (u, M[[X;, X2], ) for some right r
that modifies (e.g., write) M.[Xi, Xz] to false. In this case, after CNOT[X;, X»]
in P, is executed, the quantum state of X;, X, becomes

\}§<IO>X1 0)x, +11)x, ’1>X2>’

and we also have D’[X;, X,| = false at some time t; < t3 (meaning that X1, X»
are not ensured to be disentangled), due to the post-update rule in Defini-
tion 17. Moreover, according to Definition 17, this implies that there exists
ty € (t1,t3) with &/(t2) = (s, X, measure) for some s € Sub and X € {Xj, X»}.
However, such &’ cannot be generated from program P, because P does not
contain measurement.

* Or there exists t € IN such that a/(t) = (u, M[o, X],r) for some right r that
modifies (e.g., write) Mél [v, X] and removes CNOT from it, where X € {X1, X5 }.
In this case, after the final request of &, we have CNOT ¢ M[v, X].

Now consider another execution (S, P') with P, = P, and
P! = CNOT|[Xa, X3]; CNOT|[X1, X3).

By the construction of the scheduler S, the history generated by (S, P') in A is
B =u,(v,{Xz, X3},CNOT), (v, { X1, X3}, CNOT), where « is the history generated
by (S, P) in A previously. Since after a, we still have CNOT € My[v, { X1, X3}] N
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Mgq[v, { X2, X3}], the history B is authorised in A (see the authorisation rule in
Definition 14). Similarly, the history generated by (S, P’) in A’ is

B’ =a,(v,{Xa,X3},CNOT), (v, { X1, X3}, CNOT),

where &' is the history generated by (S, P) in A’ previously. However, g’ is
unauthorised in A’, because after a’, we have CNOT ¢ M[v, X] for some X €

{X1, X2} (see the authorisation rule in Definition 17).

In either case, we obtain a contradiction and the conclusion follows.

Secondly, Item 2 of Theorem 11 can be restated as the following lemma.
Lemma 13. GRP £ ENT,SUBSYS<Y and GRP < SUBSYS,
Proof.
1. We first prove that GRP £ SUBSYS<YN. The proof idea is by noticing that a system in
SUBSYS<N only allows quantum operations on subsystem of size < ’Obj q ’, while

a system in GRP can allow quantum operations on subsystem of size ‘Obj q ’

Let us consider a system A = (Sub, Obj, Rt, Attr, Rule) € GRP, where Rt. = Q,
Rty = {QFT¢}, Sub = {u,v}, Obj, = @, and Obj, = {Xy,..., Xx}. Here, QFT,
means the ability to perform a quantum Fourier transform circuit QFT} on k qubits.
Attributes M., My, G € Attr are initialised as follows. Since Obj. = @, we set
M. = @. For any s € Sub,0 € Obj:

FTy, s=u,
Myls, 0] = T
Q, 0.0.
and Glo] = 1.

Consider another system A’ = (Sub, Obj, Rt/, Attr,Rule’) € SUBSYS<N with
Mg, My € Attr’. Suppose that A’ € SUBSYSF for some k' < |Obj q‘ =k

Consider an execution (S, P) with P, = QFT, and P, = L. By our construction of
A, the history generated by (S, P) in A is simply (u, {Xj, ..., Xi}, QFTx) and autho-
rised. Now consider the history « generated by (S, P) in A’. There are two cases: ei-
ther & contains multiple requests like in the proof of SUBSYSF £ SUBSYS¥~1 in The-
orem 10, and then we can derive A % A’; or a = (u,{Xy,..., Xk}, QFTy), which is
unauthorised due to the authorisation rule in Definition 14 and k = |Obj q‘ > k. In
either case, A % A’ and the conclusion follows.
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2. Next we prove GRP £ ENT. Like in the proof of SUBSYS £ ENT in Lemma 12, the
idea is essentially using the difference between control of quantum operations and
control of entanglement. Specifically, let us prove GRP £ ENT2.

Consider a system A = (Sub, Obj, Rt, Attr, Rule) € GRP, where Rt. = {read, write},
Rty = {H,CNOT, measure}, Sub = {u,v}, Obj_. = {G},and Ob]'q = {X1, X2, X3, X4}
Note that Obj. = {G} means G can be dynamically modified. Attributes M, Mgy, G €
Attr are initialised as follows. For s € Sub,0 € Obj_:

d, writey, s=u,
M.s,0] = {read,write} 82)
Q, 0.7.

Fors € Sub,0 € Obj;: My[s, 0] = {H,CNOT}. Let G[X;] = G[Xz] = G[X3] = 1 and
G[X4] =2.

Assume for contradiction that there exists another system
A" = (Sub, Obj’,Rt’, Attr’, Rule’) € ENT?

with Obj’ = Obj. U Obj, and M, M{, M, D' € Attr’ such that A" ~ A. Using
similar reasoning to that in the proof of SUBSYS* £ SUBSYSF~! in Theorem 10, we
can further restrict that Rté1 = {H, CNOT, measure}.

Consider an execution (S, P). Here, the scheduler S is defined by S(a(0),...,a(t —1)) =
s(t), where s(0) = s(1) = s(2) = u and s(3) = s(4) = v. The program P is defined
by

P, = H[X;]; CNOT[X1, X»|; newgrp(X1, X4)

and P, = L, where newgrp(Xj) means to modify attributes such that Xj, X4 are put
into a new group and any quantum operation on X; or X4 should act within this

group; i.e., for future request (s,0,7), if o N {Xy, X4} # @, then o C {Xy, X4}. By
our construction of A, the history generated by (S, P) in A is

(u,{X1},H), (u,{X1, X2},CNOT), (4, G[X1], read),
(u, G[Xq],write), (u, G[X4],read), (u, G[X4], write)

and authorised.

The remaining reasoning is similar to the proof of SUBSYS £ ENT? in Lemma 12.
Since we assume A ~ A’, the history a’ generated by (S, P) in A’ is also authorised.
This implies initially M%[Xl,Xz] = true. According to the authorisation rule in
Definition 15, whether the future request (s,0,7) with o N {X3, X4} # @ will be
authorised is determined by the attributes M/[X;, X] for X # X;, M.[X4, X] for
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X # Xy, M(’l[Xﬂ and M{l[X4]. As P, contains newgrp(Xi, X4), which forbids future
request like (v, { X3, X2}, 1), the above implies the following two cases:

e Either there exists t € IN such that a/(t) = (u, M\[X1, X2],7) for some right r
that modifies M/[X1, X2] to false. In this case, using the same reasoning as in
the proof of SUBSYS £ ENT?, we can derive A % A’.

* Or there exists t € IN such that a/(t) = (u, M{[v, X, r) for some right r that
modifies (e.g., write) M[v, X] and removes CNOT from it, where X € {Xj, Xa}.
In this case, after the final request of a/, we have CNOT ¢ M"] [0, X].

Now consider another execution (S, P') with P, = P, and
P, = CNOT[X1, X4]; CNOT[X3, X3].
By the construction of the scheduler S, the history generated by (S, P’) in A is
B =« (v,{X1, X4}, CNOT), (v, { X2, X3}, CNOT).

Since after «, we still have CNOT € My[v, Y] for Y € {Xy, X, X3, X4}, G[X4]| =
G[X4], and G[X3] = G[X3], the history B is authorised in A (see the authorisa-
tion rule in Definition 15). Similarly, the history g’ generated by (S, P’) in A’
is

B =da,(v,{X1,X4},CNOT), (v, { X2, X3}, CNOT).

However, p’ is unauthorised in A’, because after a’, we have CNOT ¢ Mél [v, X]
for some X € {Xj, X2} (see the authorisation rule in Definition 17), .

In either case, we obtain a contradiction and the conclusion follows.

3. Finally we prove GRP < SUBSYS.

Consider a system A = (Sub, Obj, Rt, Attr, Rule) € GRP with M., Mgy, G € Attr.
Then, we can define A’ = (Sub, Obj, Rt, Attr’, Rule’) € SUBSYS, where M/, Mg €
Attr’ are defined by M. = M, and for s € Sub,0 C Obj g

Mt’l[s,o] _ Nxeo Mq[s,X], VX,Y €0,G[X] = G[Y],
Q, 0.%.

It is easy to see that A ~ A’ from this construction.

Finally, Item 3 of Theorem 11 can be restated as the following lemma.

Lemma 14. ENT £ SUBSYS, GRP.
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Proof. Let us only prove ENT' £ SUBSYS. Then, ENT % GRP easily follows from
GRP < SUBSYS in Lemma 13. The proof idea is essentially using the difference between
control of quantum operations and control of entanglement. In particular, ENT uses at-
tribute D to record approximate knowledge of disentanglement, allowing a system in
ENT to make authorisation decisions based on this extra information about existing en-
tanglement. In contrast, a system in SUBSYS cannot (even approximately) distinguish
whether entanglement has been established or not, and its authorisation rule is indepen-
dent of the quantum state.

Let us consider a system A = (Sub, Obj, Rt, Attr, Rule) € ENT, where Sub = {u,v},
Obj, = {M.}, Obj, = {X1, Xz}, Rt = {read,write}, and Rty = {CNOT,measure}.
Here, CNOT means the ability to perform a CNOT gate, and measure means the ability to
perform a computational basis measurement. M. € Obj_ implies that attribute M, can
be dynamically modified by users. Attributes M., Mq, Me, D € Attr in A are initialised
as follows. For s € Sub,0 € Obj_:

{read,write}, s=u,

Q, 0.W.

Fors € Sub,0 C Obj : Mqs, 0] = {CNOT,measure}, Me[o] = true, and Dlo] = true.

Assume for contradiction that there exists another system
A" = (Sub, Obj’,Rt/, Attr’, Rule’) € SUBSYS

with M, M € Attr’ such that A’ =~ A. Note that we assume A’ has the same Sub as that
of A because otherwise they will be obviously inequivalent.

Consider an execution (S, P) with P, = disent(X;) and P, = L, where disent(X;)
means to modify attributes such that quantum register X; is disentangled from others,
and L denotes termination without doing anything. By our construction of A, the history
generated by (S, P) in A is

(u, Me[X1], read), (u, Me[X1], write)

and is authorised. Note that during the execution, the value of M,[X;] will be modified
from true to false, and the value of D[X;] is always true.
Consider another execution (S, P’) with

PLII = H[X]],‘CNOT[XL Xz],‘diSEI’lt(X1)
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and P, = L. The history generated by (S, P’) in A is
(u,{X1},H), (u, {X1, X2}, CNOT), (1, Me[X1], read), (1, Mc[X4], write).

This history is unauthorised because the post-update rule in Definition 16 modifies D[Xj]
and D[Xj] to false after the second request, when the quantum state of Xj, X, becomes
%( 0)x, 10)x, + [1)x, 11) Xz), which is entangled. Then, the last request modifying
Me.[X7] will be denied by the authorisation rule.

On the other hand, suppose that the histories generated by (S, P) and (S, P') in A’ are
« and &', respectively. Since we assume A ~ A’, by Definition 11, a is authorised and &’
is unauthorised. Observe that « is a suffix of a’: we have &’ = B, a for some sequence
B of requests generated from executing H[X;]|; CNOT[X;, Xz] in P}. This is because the
authorisation rule of A’ (see Definition 14) is based on attributes M., M{l, which are un-
changed by . Further, this implies a’ should be authorised, because the prefix p does not
change M/, Mél and will not affect whether the suffix a is authorised. Hence, we obtain a

contradiction and the conclusion follows. O

8.5 Discussion

8.5.1 Related Work
Quantum Access Control

The work [116] first studied access control in quantum computing from the perspective
of information-flow security. Their observation that rights should be specified for quan-
tum subsystems motivated our Definition 13 and the k = ‘Obj q‘ case of Definition 14, as
mentioned in Section 8.1. However, they did not provide any explicit scenario demon-
strating how entanglement can leak secret information beyond direct communication. In con-
trast, our Chapter 7 presented the first explicit scenario of how a classically secure access
control system becomes insecure when adapted to the quantum setting, with a rigorous
proof. Revealing this threat from entanglement enabled us to design new quantum ac-
cess control models in Section 8.1. Other related work [323] has studied entanglement
accessibility in the context of the quantum internet, which is a distinct topic from access

control in computer security we address here.

Quantum Operating Systems

Operating systems are a major area where access control mechanisms have been exten-
sively studied and implemented. In quantum computing, numerous efforts have been
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devoted to tackling specific issues relevant to operating systems. These include task de-
composition (due to the scarcity of qubits in existing quantum hardware, and typically
via quantum circuit cutting, e.g., [89-96]), job scheduling (e.g., [100-103]), multiprogram-
ming (e.g., [101, 104-109]), memory management (e.g., [111-115]), and concurrency (e.g.,
[36, 119, 120, 127-129, 142-144, 182]). Additionally, there are efforts on more holistic
approaches to designing quantum operating systems [84-88]. It can be expected that
quantum access control will become increasingly crucial to the security of quantum and
classical-quantum hybrid computer systems when various quantum operating systems
are deployed in the future.

8.5.2 Conclusion and Open Questions

This chapter addressed the threat from quantum entanglement to access control, first
identified in Chapter 7. We proposed three new quantum access control models, includ-
ing subsystem control, group control, and entanglement control. Our analysis confirmed
that all three models are secure against threats from entanglement, yet they offer a trade-
off between flexibility and efficiency. This allows the system designers to select or hy-
bridise models based on specific practical needs.

This work is merely a first step towards access control for quantum computers. To
conclude Part II of this thesis, we list several topics for future research. Firstly, to prevent
security breaches, an immediate next step is to integrate new access control mechanisms
into the design of future classical-quantum hybrid systems (including quantum-centric
supercomputing systems [79-83]). This involves further refining the quantum access con-
trol models proposed in this thesis to accommodate practical requirements. Secondly,
analogous to classical access control [360], designing more efficient data structures to
store the models’ attributes remains an important open problem, which could potentially
leverage unique quantum properties. Thirdly, our entanglement control model only uses
complete measurements to ensure disentanglement, which is a coarse-grained approxi-
mation. Exploring finer-grained approximations that offer greater flexibility (possibly at

the cost of efficiency) is a promising future direction.
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Chapter 9

Atomicity: From Classical to
Quantum

Atomic actions are a fundamental concept in distributed computing. Nearly all distributed
computing models, including classical and quantum, build upon the assumption that
actions are atomic. While this atomicity assumption has well-established guarantees in
the classical setting, its foundation in quantum computing remains largely unexamined.

The three chapters of Part III of this thesis focus on the rigorous basis for atomicity in
distributed quantum computing. This chapter begins our investigation by demonstrating
the non-triviality of guaranteeing atomicity in the quantum setting, even for the atomicity
of local actions. We identify the unique challenges posed by quantum entanglement and
the measurement problem, and provide an overview of how they will be addressed in

the subsequent chapters.

9.1 Introduction

Distributed Systems and Atomic Actions

A distributed system is a collection of processes that take actions concurrently. Nearly
all models of distributed systems build upon the atomicity assumption: that all actions
are atomic. Atomic actions are considered indivisible, meaning that for any two atomic
actions a and b (potentially from different processes), a temporal order exists: either a
precedes b, or b precedes a. In reality, however, actions can be non-atomic, where two ac-
tions a and b can be concurrent with no defined temporal order at all [10]. The atomicity
assumption is crucial because it significantly reduces the non-determinism from concur-
rency, which simplifies the modeling and analysis of a distributed system. For example,
consider a trivial system composed of two processes: one executes x := 100 and the
other executes y := x, with x and y both initialised to 0. Without the atomicity assump-
tion, even such a simple system can exhibit complicated behaviour. As the first process
updates variable x from 0 to 100, the second process might read a corrupted intermediate
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value from x (e.g., 4) and write it into y. However, if we assume all actions are atomic,
the system’s behaviour can be modeled as a simple interleaving of atomic actions, and
consequently the value of y is guaranteed to be either 0 or 100.

From Classical to Quantum

In classical computing, the atomicity assumption is supported by well-established guar-
antees at both the hardware and software levels. At the hardware level, modern ar-
chitectures often provide atomic instructions for actions on the memories, such as the
compare-and-swap instruction in the x86 architecture. At the software level, sophisti-
cated methods exist to construct high-level atomic actions, either from low-level atomic
actions (e.g., via semaphores [4]), or from non-atomic actions (e.g., building atomic regis-
ters from safe registers [178, 179]). Further discussion of this extensive work can be found
in Section 9.4.1.

The need for a similar foundation in distributed quantum computing is growing.
As aforementioned in Chapter 1, numerous efforts are underway to build distributed
quantum computers [361]. From the software perspective, nearly all existing distributed
quantum models (e.g., quantum process algebra [127-129], quantum versions of the LO-
CAL [130-132, 134] and CONGEST model [136-141], and distributed quantum program-
ming [36, 142-144]) and algorithms (e.g., for distributed coordination problems [119-
122] and graph problems [123-126]) either implicitly or explicitly rely on the atomicity
assumption.

Despite its widespread use, even the concept of atomicity itself has not been rigor-
ously studied in the quantum setting. This critical gap in our understanding leads us to
the following question:

Question 2. Can the atomicity assumption be rigorously guaranteed in distributed quantum
systems?

Note that actions can be classified into two types:
* Local actions that never overlap in space-time with other actions.
* Non-local actions that may overlap in space-time with other actions.

Indeed, even guaranteeing the atomicity of local actions — the ostensibly simpler case
— is non-trivial in the quantum setting, as a series of motivating examples in Section 9.2
will demonstrate. Further, classical guarantees cannot be naively applied in the quantum
setting, as we will discuss in Section 9.4.1.

Therefore, this chapter, along with the subsequent ones, will partially answer Ques-
tion 2 by establishing a rigorous guarantee for the atomicity of local actions in distributed
quantum systems. More precisely, we prove:
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FIGURE 9.1: Proving the synchronous system 5; is equivalent to the asyn-
chronous system 5’1. Here, q1,4q, are qubits, and a,b,c are actions. The
arrow of time is from the left to the right.

Theorem 12 (Atomicity of local quantum actions; informal version of Theorem 14). Any
distributed quantum system S is equivalent to another system S’ in which all local actions are
atomic.

9.2 Motivating Examples — A Simpler Task

Let us start with a series of examples, each building upon the previous, which reveal the
subtleties involved in proving the seemingly simple Theorem 12. For the purpose of this
illustration, we temporarily restrict our focus to deterministic quantum systems that are
terminating and contain no non-local actions. The equivalence of two such systems S and
S/, denoted by S ~ §’, is naturally defined as follows: (a) they implement the same logical
quantum circuits; and (b) for any input quantum state, they produce the identical output
state.

Further, we consider an even simpler task: proving the equivalence between syn-
chronous and asynchronous ! distributed quantum systems that implement the same logi-
cal quantum circuits. In a synchronous system, the time intervals of actions are aligned,
while in an asynchronous system they are not. Since any system with atomic actions is
inherently synchronous, the task considered here is weaker than proving our main goal
in Theorem 12.

Example 6. In Figure 9.1, we present two real-time distributed quantum systems S; and
S} implementing the same logical quantum circuits. We can think of them as a space-time
diagram. Here, g1 and g, are two qubits, spanning the space; and a, b, and c are actions,
each specifying the qubits it acts on and the real-time interval it spans. System S; is an

ideal synchronous implementation, and S} is an asynchronous implementation in reality.

n Part TIT of this thesis, we adopt the non-degenerate global-time model [177, Section 3.1]: (a) there
exists a global time; and (b) in a process, no starting or finishing time of two actions are identical. Note that
the existence of global (physical) time is not equivalent to a global (logical) clock. Different processes in a
system can use different logical clocks.
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Difficulty posed by Example 6 Now let us attempt to show the real S| is equivalent
to the ideal S;. In Figure 9.1, we have identified several time instants t1,...,t; (resp.,
T,...,T), for Sq (resp., S7). We use |(t)) (resp., |¢(t))) to denote the quantum state of
Si1 (resp., S7) at time t. Then our goal, according to the previous informal definition of
equivalence, is to show: for any |(t1)) = |¢'(71)), we have |(ts)) = [¢/'(T5))-

The difficulty in showing this goal lies in the following observation.

e For the synchronous S;, we can derive |(ts)) = (ca @ b) |¢(t1)) by identifying the
relations: [ (£2)) = (a ®b) [(t1)), [¢(ts)) = [9(t2)), and [p(t2)) = (c® 1) [(t3))-
Here, by a slight abuse of notation, we use the same notation for an action and the
operation it performs.

e For the asynchronous S: we can only obtain relations like [¢'(13)) = (a ® V) [¢'(11)),
for some unknown partial action b’ of b. In this case, even relating |¢’'(71)) and
|¢/ (7)) using a, b, and c is difficult.

Solution to Example 6 The previous difficulty essentially comes from quantum en-
tanglement. Unlike in the classical case, we cannot write |¢/(T)) as a product state
[9(7)) [94(7)) if [ (7)) is entangled.

There is a way to circumvent this difficulty. The Hilbert space of two qubits is spanned
by the computational basis states {|00),|01),]10),|11)}, and by linearity of unitary op-
erators it suffices to verify: for any |(#1)) = |¢'(71)) in the computational basis states,
|Y(ts)) = |¢'(76)). Itis easy to see the state remains a product state at all time. Sup-
pose that [¢/(7)) = |1 (7)) |5(T)), where |p7) and |¢}) are states of the first and second
qubits, respectively. Then, we have

* (%)) = clyi(m)) = clpi(w)) = calpy(nr)); and
* |¥3(1)) = (1)) = blr(m)) = b |ya(T))-

Combined with the previous observation that [(ts)) = (ca®b) |¢(t1)), we finish the
verification and can conclude S; ~ S].

Example 7. Next we consider a harder example, for which the solution to Example 6 no
longer works. In Figure 9.2, we present a synchronous system S; and an asynchronous
S5 and want to prove their equivalence. Compared to S; and S} in the previous Exam-
ple 6, S and S} contain an additional action d on both g1, 4> at the beginning. Specif-
ically, let d perform a unitary gate for the EPR state preparation; i.e., d [xy) = [By,) =

0 y) + (=1)*[1) [1 —y)) for x,y € {0,1}.
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FIGURE 9.2: Proving the synchronous system S is equivalent to the asyn-
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FIGURE 9.3: Proving the synchronous system S3 is equivalent to the asyn-
chronous system S%.

Difficulty posed by Example 7 Problem arises if we attempt to prove S, ~ S/, using the
same idea from Example 6 by examining all computational basis input states. Specifically,
in system S), if we start from a computational basis state |/ (1)) = |xy), then the inter-
mediate state |¢'(12)) = |Bx,) will be entangled. Because S, (when restricted to the time
region |13, T4]) contains a similar structure to S}, we met the same issue as in Example 6:
it is hard to relate |¢’(14)) and |¢/(13)) in S).

Solution to Example 7 There is still a way to circumvent the above new difficulty. The
Hilbert space of two qubits is also spanned by the EPR basis states {|Boo) , |Bo1) , |B10) , |B11) }-
Therefore, by linearity, we can verify S, ~ S} by examining all inputs from EPR basis
states. In this case, |¢(t2)) = d|p(t)) and |¢'(12)) = d|¢'(71)) become product states
by action d, and we reduce to a similar situation to Example 6.

Example 8. Finally, let us examine an even harder example, for which the solution to
Example 7 no longer works. In Figure 9.3, we present a synchronous system S3 and an
asynchronous S and want to prove their equivalence. Here, g, d, and b all perform the
EPR preparation unitary gate.
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Difficulty posed by Example 8 Note that our construction forces the entanglement to
appear at some points in S}, no matter what the input quantum state is. In particular,
one of the states |¢/(71)) and |¢'(72)) must be entangled, due to the action d. Without
loss of generality, suppose |¢'(12)) is entangled. In this case, as S} (when restricted to the
time region [12, 13]) contains a similar structure to S}, the difficulty posed by Example 6

appears again. For Example 8, we are unaware of any simple solution.

Summary Through Examples 6 to 8, we have seen the challenges inherent in the seem-
ingly simple task of proving the equivalence between a synchronous and asynchronous
distributed quantum systems, even when these systems are highly restricted. Our aim
of proving Theorem 12 is only more complicated — in general, distributed quantum sys-

tems can be probabilistic, non-terminating, and with non-local actions.

9.3 Overview of Framework

9.3.1 Identification and Resolution of Challenges

This section identifies challenges from unique quantum properties for proving Theo-
rem 12 and provides an overview of how we resolve them in Chapters 10 and 11.

The Challenge from Entanglement

From Section 9.2, we can identify the first challenge stemming from quantum entangle-
ment. In particular, when all objects (e.g., registers) in a system are classical, the real-time
system state can be always decomposed into a direct product of object states. This prod-
uct decomposition allows us to relate real-time states by discrete actions, as was done in
the solution to Example 6.

However, when the objects are quantum, the system state can be entangled and can no
longer be decomposed into product states (or more generally, separable states). As a re-
sult, one must treat the system state as a whole. This makes characterising the state’s evo-
lution difficult, as it becomes dependent on how actions are implemented, (e.g., [¢/'(71))
depends on the unknown partial action b’ of b in Example 6).

The Challenge from the Measurement Problem

The second challenge, not illustrated in Section 9.2, comes from the notorious mea-
surement problem: how the quantum state evolves during a quantum measurement
is not fully understood. A key consequence is that it is impossible to model when
the probabilistic branching occurs during a measurement, which is a continuous, non-

instantaneous procedure [362].
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This fundamental uncertainty, combined with the following two factors, makes the

rigorous modeling of non-atomic distributed quantum systems particularly difficult:

* Non-termination: A distributed system is typically non-terminating. A complete
model must be able to define the probability of an event involving infinitely many
actions (e.g., the event that “the outcomes from some repeated measurement M are

always 17).

¢ Complex non-determinism: The model must harmoniously handle two distinct
sources of non-determinism: the probabilistic branching and the concurrency (see
also [142]).

Resolving Challenges

To resolve the first challenge from entanglement, we propose a novel model of non-
atomic distributed quantum systems. The key insight, drawn from quantum physics,
is that the real-time state of a quantum system can be well-defined at any moment if we
include all effective quantum degrees of freedom — particularly those implicit and un-
controllable ones introduced by measurement devices [362]. (See Section 10.1.2 and the
discussion there.) This insight has not been exploited previously in classical concurrency,
where the real-time system state during an action is often undefined [363] (see further
discussion in Section 9.4.1).

The second challenge, posed by the measurement problem will be partly resolved by
our proper modeling of non-atomic distributed quantum systems, and partly resolved
by our techniques in proving Theorem 12.

* Modeling: We incorporate both probabilistic branching and concurrency in a con-
sistent model, and we carefully keep all definitions insensitive to the implemen-
tation details of actions. Consequently, our proofs are ensured to be independent
on how quantum operations are physically performed, thereby circumventing the
measurement problem (see also Sections 10.1.3 and 10.1.4 and discussions there).

* Proof Techniques: To define and analyse the probabilities of events involving in-
finitely many actions, we resort to measure-theoretic tools for probability (also
adopted in probabilistic concurrency [364, 365]). We establish a formal connection
between the real-time state of a distributed quantum system and the probabilities
of classically observable events in this system, which provides the foundation for

proving equivalence between systems.
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9.3.2 A Model of Non-atomic Distributed Quantum Systems

This section provides a brief and informal overview of our model of non-atomic dis-
tributed quantum systems, which serves as the basis for proving Theorem 12. The formal
details will be presented in Chapter 10. We first introduce the core notions of actions,
quantum processes, and distributed quantum systems, without making the atomicity as-

sumption.

Action

An action is a set of bounded space-time events for performing a quantum operation. It
models a real-time implementation of a logical operation. An action a has the following key

properties.
1. Tla]: the time interval that a spans.
2. g[a]: the quantum register that a acts on.

3. &[a]: the quantum operation, either a unitary gate or a partial measurement, that a

performs.

4. e[a]: the quantum environment (i.e., a set of quantum particles) introduced by a.
If €[a] is a unitary, then e[a] = @, as a only acts on gla| (effectively). If €[a] is a
(partial) measurement, then e[a] includes the quantum degrees of freedom in the

measurement device.

Note that g[a] and €[a] are discrete, logical properties, while T[a] and e[a] are real-time,

physical properties.

Quantum Process

A quantum process is a collection of countably many actions with a tree structure. Opera-
tionally, as time progresses, a quantum process repeatedly takes actions sequentially. The
tree structure comes from the probabilistic branching created by quantum measurements.
In a measurement, each classical outcome m is associated with a probabilistic branch, or
equivalently, an action performing a partial measurement M,,. A quantum process can
be represented by a rooted tree of actions, by connecting every two successive actions
with a directed edge —, with the following additional conditions:

1. (Sequentiality) For any a — b, the time interval T[a] must entirely precede T[b].

2. (Branching) Actions performing partial measurements from the same measurement

must be consistent.
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3. (Finitely many actions in finite time) For any time ¢, only a finitely number of ac-

tions can have begun before ¢.

Distributed Quantum System

A distributed quantum system is a collection of quantum processes, recursively defined as
follows:

1. Any single quantum process is a distributed quantum system.

2. The parallel composition A || B of two distributed quantum systems A and B with
effectively separated quantum environments is also a distributed quantum system.

Here, the quantum environment of a system is the union of the environment of all
its actions. The condition of effectively separated quantum environments is because the
logical specification of a distributed quantum system should be oblivious to the physical
implementation of measurements. In this case, processes in a system can only explicitly
communicate via quantum registers, but not implicitly via quantum environments.

Local Actions and Atomic Actions

Given a distributed quantum system, we can introduce the notions of local actions and
atomic actions.

An action a in a distributed quantum system S is local, if 4 is space-time-separated
from actions in other processes in S. That is, for any action b in any other process in S,
either their quantum registers do not overlap (g[a] N g[b] = @) or their time intervals do
not overlap (T[a] N T[b] = @).

A subset D of actions in a distributed quantum system is said to be atomic, if for any
two actions a4 and b in D, either a precedes b in time, or b precedes a. That is, either
T[a] < T[b] or T[b] < Tla].

Real-Time Semantics

The real-time semantics of a distributed quantum system characterises the real-time evo-
lution of the system state. Since distributed quantum systems are probabilistic, we intro-
duce the notions of partial processes and partial systems.

A quantum process B is called a partial process of another quantum process A, if it
consists of a rooted path to some action b and the sub-tree rooted at b in A. Intuitively,
B is obtained from A by fixing the first several actions up to b, among other probabilistic
branches. Similarly, one can define a distributed quantum system to be a partial system
of another, if each quantum process in the former is a partial process of a corresponding
process in the latter.
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The real-time semantics of a distributed quantum system S is determined by the real-
time evolution of the system state restricted to every partial system of S. Equivalently,
we define a function [-[¢(-), where for any partial system C and time ¢, [C]s(t) is the
quantum operation that maps the initial partial system state to the state at time ¢. Note
that the challenge from the measurement problem prevents us from explicitly describing
[-15(t) for all t using the logical specification of S. Nevertheless, we identify the following
conditions that [-]¢(-) must satisfy. Formal details can be found in Chapter 10.

1. (Initial condition) At time O, the system is in the initial state.

2. (Branching) After a probabilistic branching occurs, the state of a partial system con-
taining all branches is the sum of states of partial systems each containing exactly
one branch.

3. (Evolution) Let I be a time interval. If a partial system does not branch before I,
then its state evolution within I is uniquely determined by all actions a with T|a]

overlapping I.

Moreover, if the partial system is a parallel composition of two systems with no
interaction in I, then the two systems evolve separately. As a special case, if a
process in the first system takes a local action a with T[a] = I, then the evolution of
the first system within I is captured by &[a].

4. (Trace) The density-operator trace of a partial system state is non-increasing, and

becomes a constant if the system is trace-preserving.

To circumvent the challenge from the measurement problem, the statements of the
above conditions are kept insensitive to how actions are physically implemented. For
example, the condition (Branching) only describes the real-time evolution after a proba-
bilistic branching (from a quantum measurement), but not during a branching. The con-
dition (Evolution) includes a formalisation of the Dijkstra-Lamport condition; i.e., any
local action is implemented correctly.

Observable Semantics

The real-time semantics of a distributed quantum system characterises the physical im-
plementation. Based on it, we introduce the observable semantics describing what can be
classically observed from the system. Later, observable semantics will be used to formally
define the equivalence between systems (see our major aim Theorem 12).

Since the observable events in a distributed quantum system possibly involve in-
finitely many actions, we use measure-theoretic tools (see Section 10.3) to define their
probabilities. As time progresses, a quantum process A only goes into one branch prob-
abilistically, associated with a maximal path in the tree structure of A. We denote the set
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of all maximal paths in A by w(A). By taking a direct product, this notion can be gener-
alised to w(S) for a distributed quantum system S.

The set {w(C) : C is a partial system of S} generates (in the sense of o-algebra; see
Section 10.3) the set of observable events. Given an initial quantum state p and the real-
time semantics of S, we can define a consistent probability measure i, s for observable
events. The observable semantics of S is then determined by the function y._,s.

System Equivalence

Now we extend the system equivalence informally introduced in Section 9.2. Two dis-
tributed quantum systems S; and S, are said to be equivalent, denoted by S; =~ Sy, if (a)
they have the same logical specification; i.e., they look the same when physical proper-
ties T[a] and e[a] are ignored; and (b) they have the same observable semantics; i.e., they
are indistinguishable to any classical observer. This definition of equivalence is used in
Theorem 12.

9.3.3 Atomicity of Local Actions

Based upon the established model of non-atomic distributed quantum systems, we are
able to prove Theorem 12, thereby providing a rigorous guarantee for the atomicity of
local actions in distributed quantum computing. Note that the definition of equivalence
in Theorem 12 is based on observable semantics containing all information that a classical

observer can learn from the system.

Application to motivating examples

For illustration, we apply Theorem 12 to address the unsolved Example 8 in Section 9.2.
As shown in Figure 9.4, we append additional actions i, j, k performing single-qubit mea-
surements to the systems from Example 8, resulting in systems S4 and S}. Since S4 and S,
contain only local actions, using Theorem 12, they must have identical observable seman-
tics as their atomic versions are equivalent (which is easy to verify). As the measurements
i, ],k can be arbitrarily chosen, it follows from the basic properties of quantum operations
that the output states of S3 and S} must also be identical (i.e., [¢(t)) = |¢(T))), as desired.
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FIGURE 9.4: Appending systems in Figure 9.3 with extra single-qubit
quantum measurements.

9.4 Discussion

9.4.1 Related Work
Real-Time Semantics v.s. Partial Order Semantics

In the literature of concurrency, the equivalence between distributed systems (i.e., his-
tories in [366] or system executions in [177]) is typically defined using the partial order
semantics [10, 11, 177-179, 367], where only the (partial) temporal orders between ac-
tions matter. However, a widely adopted but implicit assumption in this approach is:
arbitrarily ordering concurrent local actions does not change the partial order semantics
(e.g., see [177, Section 3.1], [366, Section 2.1] and [367, Section 4.2.3]). While natural, this
assumption lacks a formal guarantee. We are unaware of any prior research formally
investigating how the partial order semantics reflects the more fundamental real-time
semantics.

Even in the early days, Dijkstra noticed similar subtleties in defining the semantics of
a distributed system. He realised that the notion of state is only meaningful at the starting
and finishing times of actions [363]. During an action, the state is not well-defined. For
example, during the execution of a write operation, the real-time value of the register
being written cannot be determined. This observation is reminiscent of the challenge
from the measurement problem we identified in Section 9.3.1: it is impossible to fully
characterise the real-time state evolution in the model.

It turns out that in the classical setting, Dijkstra’s concerns can be circumvented, and
therefore the implicit assumption for partial order semantics can be guaranteed from
the more fundamental real-time semantics. The key insight is: the real-time state of a
classical system at time t can always be represented as a direct product of the states of
objects (e.g., registers) in this system at time t. For illustration, consider the classical
distributed system Ss composed of two classical registers and two actions in Figure 9.5.
The real-time state of Ss at time f can be expressed as p(t) = (p1(t), p2(t)), where p;(t)
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FIGURE 9.5: Classical distributed system Ss.

and p,(t) are states of ¢; and ¢; at time ¢, respectively. The merit of the product decom-
position allows one to define discrete-time states of the system by abstracting real-time
states. For Ss, the discrete-time states of the system have the form o = (07,02), where
o1 € {p1(t1),p1(t2),p1(ts)} and 02 € (p2(t1), p2(t3), p2(ta)). The discrete-time states are
consistent with Dijkstra’s observation, e.g., p1 () for t ¢ {t;,t»} are not determined and
therefore not used for defining discrete-time states. To guarantee the implicit assumption
for the partial order semantics, we only need to verify that the initial discrete-time state
(p1(t1), p2(t1)) is taken to the same (p1(t4), p2(t4)) by either

e implementing a followed by b: (p1(t1), p2(t1)) = (p1(t1), p2(t3)) LN (p1(t2), p2(t3)) b,
(p1(t2), p2(ta)) = (01(ta), p2(ts)); or

e implementing b followed by a: (p1(t1),p2(t1)) = (p1(t1), p2(t3)) LA (01(t1), 02(ts)) =
(01(f2),02(ta)) = (p1(ta), p2(ts))-

The above verification only relies on the following facts: p;(#;) is taken to p; (t2) by action
a; p2(t3) is taken to pa(t4) by action b; p1(t2) = p1(ta); and pa2(t3) = p2(ta).

In contrast, in the quantum setting, as we identified in Sections 9.2 and 9.3.1, the
real-time state of a system cannot be decomposed into a product form, because it can be
entangled. The previous reasoning for classical systems no longer works. Therefore, we
choose to guarantee the atomicity of local actions (see Theorem 12) directly based on the

fundamental real-time semantics (see also Chapter 10).

Classical Guarantees for the Atomicity Assumption

Recall that actions can be classified into local and non-local actions. In the literature of
classical concurrency, the atomicity of local actions is implicitly assumed when the partial
order semantics is adopted (see the above discussion). Thus, most prior research focuses
on providing guarantees for the atomicity of non-local actions, which typically perform
operations (e.g., read/write) on shared registers.

Hardware guarantees: A direct guarantee is provided by modern hardware in the
form of atomic instructions, whose implementations can be thought of as hardware-level
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atomic actions. For example, the atomic compare-and-swap instruction is provided in
the x86 architecture. These lower-level atomic actions can be used to construct higher-
level ones. A well-known example is the implementation of the synchronising primitive
semaphore using atomic instructions (e.g., test-and-set) [4, 9].

Software guarantees: Another line of research, pioneered by Lamport, focuses on
purely software-based guarantees for the atomicity assumption. Lamport introduced
the notions of safe and atomic registers [178, 179]. Safe registers are weak and can be
implemented without assuming lower-level atomic actions. In contrast, atomic registers
are strong, and actions on them are guaranteed to be atomic. It was shown that atomic
registers can be constructed from safe registers. This result is closely related to Lamport’s
foundational work on non-atomic solutions to the mutual exclusion problem [8, 10, 11,
368].

The Role of Entanglement

Entanglement is a manifestation of quantum non-locality at the state level. It is shown
in [369] that quantum non-locality can also appear at the operation level: there exist
separable quantum operations that cannot be implemented by local actions. Fortunately,
this operation-level quantum non-locality does not pose a challenge in our situation, as
we are concerned only with the atomicity of local actions and make no assumptions about

non-local ones (that may exhibit operation level non-locality).

Importance of Rigorous Basis

Finally, we stress the importance of establishing a rigorous basis for the atomicity as-
sumption in distributed quantum computing. Reasoning about distributed systems is
notoriously error-prone, largely due to the immense non-determinism from concurrency.
For example, consider the history of the mutual exclusion problem. Dijkstra described
his solution to it as “by far the most difficult pieces of program I ever made” [9]. Lamport
recalled that in the early years of the field of concurrency, some published concurrent al-
gorithms later turned out to be incorrect [370]. Even for Lamport’s celebrated bakery
algorithm, its original correctness proof [8] contained a fallacious assumption which was
discovered some years later in [10, 11]; and it was only after [371] that two more un-
noticed assumptions (in different previous versions of proofs [8, 368, 372]) were found.
In [371], it was pointed out “the danger in trying to replace one program with an equiv-
alent one, if the equivalence has not been proved formally”. Note that the atomicity
assumption is precisely such an assumption of equivalence, reinforcing the need for the
formal guarantee provided in this work.
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9.4.2 Summary

In this chapter, we examined the atomicity assumption in distributed quantum comput-
ing. Our major aim was to rigorously guarantee the atomicity of local actions, which
is widely assumed in nearly all models of distributed quantum systems. Through a se-
ries of motivating examples, we demonstrated that even the simpler task of proving the
equivalence of synchronous and asynchronous distributed quantum systems is highly
non-trivial. We identified two fundamental challenges for achieving our aim: one from
quantum entanglement and the other from the measurement problem. Finally, we pro-
vided an overview of our solution: a novel model of non-atomic distributed quantum
systems, which will be formally presented in the next chapter.
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Chapter 10

A Model of Distributed Quantum
Systems

This chapter presents a formal model of non-atomic distributed quantum systems, which
serves as the foundation for guaranteeing the atomicity of local actions in the next chap-
ter. We begin by defining the core notions of actions, processes, and distributed quantum
systems. We then define two types of semantics for these systems. The real-time se-
mantics characterises the real-time evolution of the system state, while the observable
semantics characterises the probabilities of all classical observable events in the system.
Finally, we define the equivalence between distributed quantum systems based on their

observable semantics.

10.1 Actions, Processes, and Systems

10.1.1 Quantum Objects

In distributed quantum computing, there are two types of quantum objects.

* Qubits are controllable quantum objects. We use Qbit to denote the countable set
of qubits. A qubit x € Qbit has a Hilbert space 3, = C2. A quantum register
q C Qbit is a set of qubits, which has a Hilbert space }{; = &, Hx-

* Quantum particles are uncontrollable quantum objects, introduced by quantum mea-
surements. When a measurement is performed on a quantum register g, qubits in g
will evolve together with quantum particles in the measurement device [362]. We
use Qpar to denote the set of quantum particles. A quantum particle x € Qpar has
a Hilbert space J, of either discrete or continuous dimension depending on x. A
quantum environment e C Qpar is a set of quantum particles, which has a Hilbert
space He = Qe Ha
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10.1.2 Actions

In quantum computing, an action is a set of bounded space-time events for performing a
quantum operation. It models a physical implementation (e.g., an evolution of physical
qubits) of a logical operation (e.g., a logical CNOT gate). We are concerned about the
following properties of an action a.

1. T[a] = [x,y] for some x < y € R>o: the time interval that a spans.
2. g[a] C Qbit: the quantum register that a acts on.

3. &la] € QO (ﬂ-fq[ao : the logical quantum operation that a performs, which is either a
unitary gate or a (partial) measurement.

4. e[a] C Qpar: the quantum environment introduced by a. If €[a] is a unitary, then
ela] = @, as a only acts on q|a] effectively. If E[a] is a (partial) measurement, then
e[a] includes the (possibly infinite-dimensional) quantum degrees of freedom in the

measurement device.

In the above, g[a] and €[a] are discrete and logical properties, depending only on
the logical specification of 4; while T[a] and e[a] are real-time and physical properties, de-
pending on how 4 is actually implemented. For simplicity, here, we only consider actions
that perform quantum operations but not classical operations, as classical computation
can be simulated by quantum computation with little overhead.

It is worth noting again why quantum environments are of concern here. To resolve
the challenge from entanglement (see Section 9.3.1), we need to define the real-time state
of a distributed quantum system at any time. Consequently, our model must take into
account all effective quantum degrees of freedom, including those in the uncontrollable
quantum environments introduced by measurement devices.

We adopt the following terminologies and notations:
* Let H, := 3,y @ K|, be the Hilbert space that a acts on.
e We use Act to denote the set of actions.

¢ For a countable set A C Act and a time region X C R>o, let

Alx={ac A:TlaNX # O}

e For a countable set A C Act, let g[A] = U,ex g[a]. We use the same convention for
e[] and let 34 := 3, 4) @ He ().
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10.1.3 Quantum Processes

A quantum process is a collection of countably many actions with a tree structure. From
an operational view, a quantum process repeatedly takes actions as time progresses. Two
successive actions taken by the quantum process are connected by a relation —. A non-
terminating process involves countably many actions. The tree structure comes from the
probabilistic branching created by quantum measurements: a quantum measurement
produces finitely many probabilistic branches, where each branch corresponds to a clas-
sical outcome m, or equivalently, an action performing a partial measurement M,,. More

formally, we define:

Definition 18 (Quantum process). A quantum process is a tuple (A, —), where A C Act
is a countable set of actions, and — is a relation on A satisfying the following conditions:

(a) (Rooted tree) (A, —) is a rooted tree with vertices in A and edges in —.
(b) (Sequentiality) Va,b € A,a — b = T[a] < T[b].!

(c) (Branching) Va,b,c € A,a — bAa — ¢ = q[b] = q[c]. Moreover, Va €

A, Y b0y €]D] is a quantum operation.
(d) (Finitely many actions in finite time) Vt € R>o, A [[o 4 is a finite set.

The above definition of quantum process is conceptually the simplest one can think
of: it does not presume any computational model.

Now we explain the conditions in Definition 18 as follows: Definition 18 (a) says that
the next possible action taken by a quantum process depends on all previous actions.
Definition 18 (b) says that a quantum process is sequential. Definition 18 (c) says that all
possible next actions taken by a quantum process are consistently from the same quan-
tum operation; in particular, the partial measurement actions in a branching of the tree
should correspond to different classical outcomes from the same quantum measurement.
Definition 18 (d) says that the number of actions that begin before any time t is finite,
which is similar to Axiom A5 in [178].

We adopt the following terminologies and notations:

e When the context is clear, we simply use A to denote (A, —).
* We use Proc to denote the set of quantum processes.

* We ssay A is trace-preserving, if the quantum operation ) ,.,_,;, €[b] in Definition 18 (c)

is trace—preserving.

"Here, we denote X < Yif Vi, € X, t, € Y, t, < t, for X,¥Y C Rx.
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* We say A is aligned, if in addition to Definition 18 (c), we havea — bAa — ¢ =
min T[b] = min T|c] A e[b] = e]c].

e We use root(A) to denote the root of the tree A.

e Let —F be the k™ composition of —. Let —* and —* be the Kleene star and Kleene
plus of —;ie.,a =*bif 3k > 0,a —kpanda > bif 3k > 0,a —F b.

We further define the concept of partial quantum process, which can be thought of as
a restriction of another process by fixing the first several actions up to some action b.

Definition 19 (Partial quantum process). A process (B, —) € Proc is said to be a par-
tial (quantum) process of another (A, —) € Proc, if 3b € B such that B consists of a
rooted path to b and the sub-tree rooted at b; i.e., B = {a € A:root(A) =*a —=*b} U
{a € A:b—" a}. In this case, we denote B = A/b.

Intuitively, the rooted path to b selects a prefix of probabilistic branches. Note that it
is possible that B = A/a = A/b for a # b, when there is no branching between a4 and b.
We adopt the following terminologies and notations:

¢ For convenience, we additionally define A to be a partial process of itself. We use
A/* to denote the set of all partial processes of A.

* For a quantum process A € Proc and a subset B C A, we say that B has no branching
if (B, —") is a totally ordered set. It is easy to see Va € A, (A/4a) [(omaxT[a)] has no
branching. Itis also obvious that any C C B has no branching if B has no branching.

* For a trace-preserving quantum process A € Proc, we say that a partial process
B € A/ is trace-preserving after time t, if B = A/a for some a such that: either (a)
t > maxT[a]; or (b) for any b € B [|; max1(a)), €[b] is trace-preserving. Intuitively,
after time £, B includes all future branches. Under this definition, A itself is trace-
preserving after time 0.

10.1.4 Non-Atomic Distributed Quantum Systems

A (non-atomic) distributed quantum system is a collection of finitely many quantum

processes with non-overlapping quantum environments.

Definition 20 (Distributed quantum system). A (non-atomic) distributed quantum sys-
tem is recursively defined by the following rules:

1. Any single quantum process A is a distributed quantum system.
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2. For two distributed quantum systems A and B with e[A] Ne[B] = @, their parallel
composition C, denoted by C = A | B, is also a distributed quantum system.
We identify A || B and B || A as the same system, and recursively define e[C] =
e[A] UelB].

In the above, the condition e[A] Ne[B] = @ says the quantum environments of the
two systems A and B are effectively separated, and they can only explicitly communicate
through the shared quantum register g[A] N q[B], but not implicitly through quantum
environments e[A] and e[B].> We set this condition because the logical specification of
a distributed quantum system should be oblivious to the physical implementation of
measurements. Similar condition also appears in [371], where different processes have
disjoint sets of private variables.

We adopt the following notations and naturally extend some definitions for quantum
processes to distributed quantum systems:

* We use Sys to denote the set of distributed quantum systems. For convenience, we
include @ € Sys, and define C || @ := C for any C € Sys.

 For anactiona € Actand asystem C = A || B, wedenotea € Cifa € Aora € B.

e Wesay C = A || B is trace-preserving (resp. aligned), if A and B are both trace-
preserving (resp. aligned).

e We say C is a partial system of another C’, denoted by C € C'/%,if C = A || B,
C'=A"||Band A€ A’/+and B € B'/x.

e For D C C, we say D has no branching, if for any A € Proc, B € Sys with C = A ||
B, AN D has no branching.

e We say C = A || B is trace-preserving after time ¢, if A and B are both trace-
preserving after time .

For illustration, in Figure 10.1, we present an example of a distributed quantum sys-
tem of two processes. Each process has a tree structure. Every segment corresponds to
an action, whose projection onto the time axis is the time interval occupied by this action.
Every dotted segment represents that there is no action during the time interval. Every
branching corresponds to a set of measurement actions. Two partial processes A/a and
B/b are highlighted in bold. For illustration, (A/a) [(o, has no branching, and B/b is
trace-preserving after time #;.

%In distributed systems, interprocess communications typically include message passing. As is observed
in [10, 178], message passing actually can be modeled by a shared memory. From a physical perspective,
message passing is also performing quantum operations on the transmission media. For simplicity, we do
not consider message passing.
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\ TR \:<
h 3

FIGURE 10.1: An example of distributed quantum system A || B of two
processes A and B.

10.1.5 Local Actions

Recall that our major aim is to prove Theorem 12, thereby providing a rigorous guarantee
for the atomicity of local actions. Now we can define the notions of local actions in a

distributed quantum system.

Definition 21 (Local actions). Given a distributed quantum system C = A || B for some
process A € Proc, an action a € A is said to be local, if Vb € B, gla] Ng[b] = @ or
T[a] N T[b] = @. Intuitively, a is space-time-separated from actions in other processes.

Dijkstra-Lamport Condition

Next let us revisit an important condition about the correctness of local actions. It is infor-
mally stated as: any local action is implemented correctly. Intuitively, if an action a is local,
then its implementation will not be affected by any other actions, and therefore a cor-
rectly transforms the real-time state at time x to time y according to the logical operation
&la] it performs, given T[a] = [x, y].

This condition seems to be first mentioned by Dijkstra implicitly in [5, 363]. In par-
ticular, in [5] he pointed out “the nature of a single sequential process, performing its
sequence of actions autonomously, i.e., independent of its surroundings”; and in [363] he
observed “the effect of actions is only defined by and describable in a projection of a sub-
space. .. each process is related to its own subspace.” Later, Lamport first explicitly used
this condition to analyse non-atomic read/write: a read that does not overlap any write
must obtain the correct value [10, 368]. Hence, we call this condition Dijkstra-Lamport
condition, which will be incorporated in our formal definition of the real-time semantics

of distributed quantum systems later (see Definition 22).
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10.2 Real-Time Semantics

In this section, we define the real-time semantics of a trace-preserving distributed quan-
tum system S, characterising the real-time state evolution of all partial systems of S. In
particular, it is determined by a function [-[¢(-), where for any partial system C € S/
and time f, [C]4(f) is the quantum operation that maps the initial partial system state of
C at time O to the state at time t.

Definition 22 (Real-time semantics). For a trace-preserving distributed quantum system
S € Sys, its real-time semantics is a function [ (-), where for any partial system C € S/ *
and time £, [C]s(t) € QO(H() is a quantum operation satisfying the following conditions.
Here, we omit the subscript S for simplicity.

(a) (Initialisation) [C](0) = 1.

(b) (Branching) If C = A/a || B for some process A € Proc, system B € Sys, and
action a € A with max., ,, max T[b] < t,° then

[CI(t) = }_ [A/b I B](t). (10.1)

b:a—b
(c) (Evolution) For any time interval I = [x,y], if C [[0,x) has no branching, then
[Cl(y) = Fo [C](x—)* (10.2)

for some quantum operation ¥ € QO(H¢) uniquely determined by C [;.

Moreover, suppose C = A || B for some A, B € Sys. If g[A [;] N gq[B [1] = @, then
F = F4 ® Ip for some quantum operations F4 and Fp uniquely determined by
A |1 and B [}, respectively.

(Dijkstra-Lamport) In particular, F4 = €[a] if A [;= {a} for some local 2 and I =
T[a);and F4 = 1if A [;1= @.

(d) (Trace) For any initial quantum state p, tr([C](#)(p)) is non-increasing with re-
spect to t. Moreover, if C is trace-preserving after time to, then for any t > to,

tr([Cl(to) (p)) = tr([CT(£) (0))-

Let us explain the conditions in Definition 22 as follows:

¢ Definition 22 (a) says that at time 0 the system does nothing.

3We use the convention that on R>o, min @ := 400 and max @ := 0.
4For any function f(x), we use f(x—) := limy_,,_ f(x') to denote the left limit of f at x.



Chapter 10. A Model of Distributed Quantum Systems 179

* Definition 22 (b) says that at any time after a branching in a process, the partial
system state of C (containing all branches) is the sum of states of partial systems
each containing exactly one branch.

* Definition 22 (c) is the most important condition. The first part means the real-time
evolution of the partial system state of C in a time interval I = [x,y] is uniquely
determined by all actions in C that overlap I, provided that C does not branch
before x. The second part further implies that if C is a parallel composition of two
systems A and B with no interaction in I, then the two systems evolve separately.
The third part is the Dijkstra-Lamport condition (see Section 10.1.5): if a process in
the first system A takes a local action 4 with time interval I, then the action correctly
performs the logical operation £[a]. It is also natural that if a process has no action
in I, it does nothing.

¢ Definition 22 (d) says the trace of the state evolved according to C is non-increasing,
and becomes constant after time fy, if C is trace-preserving after time fo.

The conditions in Definition 22 are the simplest we can think of. There are many
possible functions [-]¢(-) satisfying Definition 22, as Definition 22 does not determine
the full real-time state evolution (which is similar to our observation in Example 6). In
the following, when we talk about the real-time semantics of S, we arbitrarily pick one
[-15(-) that satisfies Definition 22.

Now we explain how the definition of real-time semantics in Definition 22 circum-
vents the challenge from the measurement problem identified in Section 9.3.1. The con-
ditions in Definition 22 are carefully kept insensitive to how actions are implemented.
For example, Definition 22 (b) only constrains those states at time f after all partial mea-
surement actions (in a branching) finish. It also does not depend on how measurements
are implemented.

Finally, we make the following remarks:

 Note that in Definition 22, the quantum operation [C](t) acts on the Hilbert space
Hc. This means the real-time state contains all quantum degrees of freedom, in-
cluding those explicit in quantum registers and those implicit in quantum environ-

ments.

e Given a function [-]¢(-) satisfying Definition 22, it also satisfies Definition 22 (c)
when the time interval is replaced by I = [x, y). To see this, we can take a limit of y
in the original Definition 22 (c), in which case Equation (10.2) still holds except that
y is replaced by y—. Similar statements hold for the cases I = (x,y] and I = (x,y)
by replacing C [|g ) with C [|p,] and x— with x in Definition 22 (c).
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¢ Since any partial quantum system C is trace-preserving after some sufficiently large
time f¢, according to Definition 22 (d), we have tr([C](tc)(p)) = lim;—e0 tr([C](£)(p)).

10.3 Background on Measure-Theoretic Probability

Before proceeding to the observable semantics of distributed quantum systems, let us
briefly introduce the measure-theoretic probability, which will be used to define the prob-
abilities of classical observable events in a system. A more detailed introduction can be
found in the textbook [373].

The measure-theoretic probability is needed because the state space of classical ob-
servable events is as large as R. In particular, for a non-terminating distributed quantum
system, an observable event can involve countably many classical outcomes from quan-
tum measurements; e.g., the event can be “the outcomes from repeated measurements
from process A are always 1”. More generally, the probabilities of any safety (i.e., some-
thing bad never happens) or liveness (i.e., something good eventually happens) proper-
ties are of great concern in the design and analysis of distributed systems.

Let us model the space of elementary events, the set of observable events, and finally
a probability measure. Let () be a set of elementary events. Consider a class of subsets
A C 292 We first define the notions of a semiring and a o-algebra.

Definition 23 (Semiring). A class of sets A C 2 is a semiring if A satisfies the following

properties:
1. © € A.
2. Forany X, Y € A, the difference X — Y is a finite disjoint union of sets in A.
3. Forany X, Y € A, XNY € A.

Definition 24 (c-algebra). A class of sets A C 2 is a o-algebra if A satisfies the following
properties:

1. Qe A
2. Forany X € A, Xt e A.
3. For any { Xy}, With Xj € A, the countable union e Xi € A.

A co-algebra satisfies the natural properties of a set of observable events, on which
one can define a probability measure consistently. Consider the following properties of
set functions.

Definition 25. Let A C 2% and p : A — [0, 1] be a set function. We say that
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e pisadditiveif u(X) = Y5, #(Xy) forany X € A and finitely many X1, X, ..., Xx €
Awith X = W& | X; and K € N.

e u is o-additive if p(X) = Y enp(Xk) for any X € A and countably many
X1, Xo,... € Awith X = E’Jke]N Xk

e 1 is o-subadditive if p(X) < Yyien #(Xy) for any X € A and countably many
X1,Xp,... € Awith X C UkEIN Xk.

Then, a probability measure is defined as follows.

Definition 26 (Probability measure). Let A C 2 be a o-algebra, and u : A — [0,1] be
a set function. We say y is a probability measure on A if y is o-additive, u(®) = 0 and
n(Q) =1.

An important lemma in probability theory is the measure extension lemma, enabling
one to extend a properly defined set function on a semiring A to the o-algebra o(A)
generated by A, as follows.

Lemma 15 (Carathéodory’s measure extension, special case of Theorem 1.53 in [373]). Let
A C 29 be a semiring with Q € A, and o (A) be the o-algebra generated by A. Let y : A — [0,1]
be an additive, o-subadditive function on A with u(@) = 0and u(Q) =1, then y has a unique
extension to a probability measure ji : c(A) — [0,1], and

i(X) = inf{ Yoou(Xp): X C | Xe AV Xy € A}.
keIN kelN

10.4 Observable Semantics

Based on the real-time semantics defined in Section 10.2, we can define the observable
semantics of a distributed quantum system S, characterising the probabilities of all clas-
sically observable events in S. To make the precise definition, we first identify the ele-
mentary observable events in a system, each corresponding to a maximal path, defined
as follows.

Definition 27 (Maximal path). For a tree (A, —), a subset B C A is called a path if
B = {ay,a3,...} and a; — aj;; for all j. A path B C A is maximal if there does not exist
another path C C A such that B C C. It is easy to see that every maximal path is rooted.

For a quantum process A € Proc, let w(A) denote the set of maximal paths in the tree
A. For a distributed quantum system C = A || B, let w(C) := w(A) x w(B).

SHere, note that the Cartesian product x implicitly assumes an order between A and B. In defining w(C),
we assume a specific order is chosen and used consistently.
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For a distributed quantum system S € Sys, let
§:={w(C):CeS/+}U{®} CP(w(S))

be the class of sets of maximal paths in partial systems of S (together with an empty set).
Here, P(X) denotes the power set of X. The following lemma shows that § is a semiring
(see Section 10.3). For readability, the proof is deferred to Section 10.5.1.

Lemma 16. For a distributed quantum system S, the class 8 C P(w(S)) forms a semiring.

Let 0(8) C P(w(S)) be the o-algebra generated by 8. Intuitively, o(8) is the set of
classically observable events to which we can assign probabilities. Then, we can define
a probability measure on ¢ (8) by the following lemma, based on the real-time semantics
of S. For readability, the proof is deferred to Section 10.5.2.

Lemma 17. For a trace-preserving distributed quantum system S € Sys and an initial quantum
state p € D (J—Cq[s]) with tr(p) = 1, there exists a unique probability measure p, s : 0(8) —
[0, 1] such that for any partial system C € S/x,

s 0@ (C) = lim tr([C5(1) (p)). (103)

From Lemma 17, we can define the observable semantics of S.

Definition 28 (Observable semantics). The observable semantics of a distributed quan-

tum system S is a function p._,s(-) satisfying Equation (10.3).

Finally, based on the observable semantics, we can define the equivalence between
distributed quantum systems. To this end, we introduce the isomorphism between two
systems. Intuitively, two systems are isomorphic if they have the same logical specifi-
cation, which ignores the physical properties of the systems (i.e., T[a] and e[a] for every

action a4 within the systems).

Definition 29 (Isomorphism). For two trace-preserving distributed quantum systems
S,S' € Sys, a bijectiony : S — S’ is an isomorphism if

1. 7y preserves —: Va,b € S,a = b < y(a) — y(b).
2. ypreserves g and &: Va € S, qla] = q[y(a)] A E[a] = E[y(a)].

By a slight abuse of notation, for an isomorphism v : § — S’ and any set X, we
recursively define y(X) := {y(Y) : Y € X}. Then for X € 0(8), we have y(X) € o(8').
Now we define the equivalence between systems as follows.

Definition 30 (Equivalent systems). Two trace-preserving distributed quantum systems
S,S’ € Sys, are equivalent, denoted by S ~ &, if there exists an isomorphism y : § — &’
such that: for any state p € D (J—Cq[so, Ho—ss = Hoss O -
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Note that q[S] = ¢[S’] because 1 is an isomorphism. By our definition of observ-
able semantics in Definition 28, equivalent systems are indistinguishable to any classical
observer.

10.5 Proof Details

In this section, we present the proof details of Lemmas 16 and 17. To this end, we begin by
analysing the structure of the set of classically observable events in a distributed quantum

system.

Technical Lemmas about Partial Processes

We first prove two useful lemmas about partial processes. It is easy to derive them from

the tree structure of quantum processes and Definition 19.

Lemma 18. Given any partial process A/a € A/* for some quantum process A € Proc and
actiona € A, if{b:a — b} # @, then we have w(A/a) = Wp.ap w(A/b).

Lemma 19. Given any two partial processes A/a, A/b € A/ for some quantum process A €
Proc and actions a,b € A, if w(A/a) Nw(A/b) # D, thena —* bV b —* a.

Decomposition Lemmas about Partial Systems

Now we show how to decompose a partial system into “finer” ones. We first define a

relation ~~, induced from the relation — in Definition 18.

Definition 31 (Relation ~). Given a trace-preserving distributed quantum system S €
Sys, define a relation ~~C P(S/*) x P(S5/*) on the powerset of S/* such that X ~» Y
iff X —Y = {A/a || B} for some trace-preserving A € Proc, a € A and B € Sys; and
Y—-X={A/b| B:a— b}

As usual, we use ~* and ~~7 to denote the Kleene star and Kleene plus of ~, respec-
tively. The following lemma shows that if a finite set of partial systems is decomposed
from another w.r.t. the relation ~~, then the unions of their corresponding maximal paths
are the same.

Lemma 20. Given a trace-preserving distributed quantum system S € Sys, and two finite
sets X, Y C S/x of partial systems, if X ~»* Y and VC,D € X,w(C) Nw(D) = @, then
Weex w(C) = Weey w(C).°

Proof. We prove the lemma by induction on the transitive closure ~*.

®The inverse direction however does not hold. Finding a counter example is left as an exercise.
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1. X =Y. This case is trivial.

2. X ~* Zand Z ~ Y for some finite set Z C S/*. By the induction hypothesis,
Weex w(C) = Weez w(C). According to Definition 31, Z —Y = {A/a || B} for some
trace-preserving A € Proc,a € Aand B € Sys;and Y —Z = {A/b || B:a — b}.
By Lemma 18, w(A/a) = Wy.ap w(A/b). Thus, Weez w(C) = Weey w(C). The

conclusion immediately follows.
O

Recall that for a quantum process A, any partial process B € A/ consists of a rooted
path to some a € A and the subtree rooted at 2. We define a function ¢(-) such that ¢(B)
is the minimal length of such rooted path. It can also be naturally generalised to partial
systems.

Definition 32 (Function /). Given a partial process B € A/x* for some trace-preserving
quantum process A € Proc, define /(B) = min{r: B= A/a Aroot(A) =" a € A} € N.
Given a partial system C = A || B, define ¢(C) = max{/(A),{(B)}.

Our next lemma shows that two partial systems can be decomposed with respect to
the relation ~~ such that after the decomposition, the intersection of the two sets of partial
systems is a unique partial system, whose corresponding maximal paths are exactly the

intersection of those of the original two partial systems.

Lemma 21. Given a trace-preserving distributed quantum system S € Sys, for any two partial
systems C,D € S/* with w(C) Nw(D) # @, there exist two corresponding finite sets X, Y C
S/ such that

1. {C} ~* Xand {D} ~*Y;
2. XNY ={E} forsome E € S/* and w(E) = w(C) Nw(D).

Proof. We show how to construct X, Y step by step. In the construction, we require the
intermediate X, Y to satisfy the following:

{C} ~* XN{D} ~"Y, (10.4)
ANE,F) € X xY,w(E) Nw(F) # @. (10.5)
The construction is as follows.
1. Initially, let X = {C} and Y = {D}.

2. Repeat the following procedure. First pick the unique pair (E, F) € X x Y according
to Equation (10.5).
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If E = F, then by Equation (10.4), Equation (10.5) and Lemma 20, it is easy to see
that the properties in Lemma 21 are satisfied and we can terminate.

If E# F,wecanwrite E = A/a || Band F = A/a’ | B’ for some trace-preserving
A € Proc,a #a' € Aand B,B’ € Sys. From Equation (10.5), we have w(A/a) N
w(A/a") # @. Moreover, by Lemma 19 and a # @/, eithera —T o’ ora’ —7 a.
Without loss of generality, suppose that @ —* 4/, then let X’ = (X —{E}) U
{A/b]||B:a— b} and Y =Y, where X', Y’ stand for the new values of X, Y, re-
spectively.

Now we show that Equations (10.4) and (10.5) hold in the above construction. In
Step 1, they obviously hold for the initial X, Y. Let us verify Equations (10.4) and (10.5)
for X', Y’ given that they hold for X, Y, in Step 2:

e Equation (10.4): It simply follows from X ~» X' and Y ~~* Y’.

e Equation (10.5): From above, we have w(E) = Wgex—xw(G). From Equa-
tion (10.5) for X,Y, we also have VE' € XNX,F € Y,w(E)Nw(F) = @
and VF' # F € Y,w(E) Nw(F') = @. Now it suffices to show that 3'G €
X' — X, w(G)Nw(F) # @. Since a —T 4/, there exists a unique b’ such that
a— U AV —-*a. LetG=A/V || B, thenw(A/V)Nw(A/a") # @. From Equa-
tion (10.5) for X, Y, w(B) Nw(B’) # @. Hence, w(G) Nw(F) # @. The uniqueness
of G follows from that of b'.

It only remains to show that the above construction terminates. Note that in Step 2,
if X' # X, by construction we have VG € X' — X, ¢(G) < /(F). A similar statement
holds for Y. By a simple induction, it can be seen that VG € (X' — X)U (Y = Y),4(G) <
max{¢(C),¢(D)}. Moreover, consider the set

Z={GeS/x:4(G) <max{l(C),¢(D)}}.

Let us focus on the construction of X. Each time when X’ # X in Step 2, in X' — X
we will visit at least one new element in Z. Since Z is finite, the number of times when
X' # X should be finite. A similar statement holds for Y. Hence, the above construction
terminates. O

Our last lemma in this section shows that if for two finite sets of partial systems, the
unions of their corresponding maximal paths are the same, then they can be decomposed
into the same set of partial systems w.r.t. the relation ~.

Lemma 22. Given a trace-preserving distributed quantum system S € Sys, for any two finite
sets X,Y C S/ of partial systems, if {cex w(C) = Weey w(C), then there exists a finite set
Z C S/ of partial systems such that X ~* Z and Y ~* Z.
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Proof. We construct two finite sets W, Z step by step such that finally W = Z. In the
construction, we require the intermediate W, Z to satisfy:

X ~* WAY ~w* Z. (10.6)

The construction is as follows.
1. Initially, let W = X and Z =Y.

2. Repeat the following procedure. First pick C € W and D € Z such that
w(C)Nw(D) #@DANC # D. (10.7)

If such C, D do not exist, then by Equation (10.6) and Lemma 20, it is easy to see
that W = Z and Z satisfies the properties in Lemma 22, and we can terminate.

Otherwise, by Lemma 21, there exist X1, X, C S/ such that

(@) {C} ~* Xjand {D} ~* X.
(b) X1 N Xy ={E} forsomeE € S/* and w(E) = w(C) Nw(D).

Let W = (W—-{C})UX;and Z' = (Z—{D}) U X,, where W/, Z’ stand for the
new values of W, Z, respectively.

Now we show that Equation (10.6) holds in the above construction. In Step 1, it obvi-
ously holds for the initial W, Z. Let us verify Equation (10.6) for W/, Z’ given that it holds
for W, Z in Step 2. As {C} ~»* X; and {D} ~~* X5, we have W ~»* W' and Z ~* Z' by
Definition 31. The conclusion immediately follows.

It only remains to show that the above construction terminates. Note that in Step 2,
we have VF € Xj U X, ¢(F) < max{¢(C),¢(D)}, according to the proof of Lemma 21.
Let r = maxgexuy ¢(F). By a simple induction, it can be seen that VF € (W' — W)U
(Z' —Z),L(F) < r. Moreover, consider the set

V={FeS/*:{(F)<r}.

Let us focus on the construction of W. Each time when W' # W in Step 2, in W — W
we will visit at least one new element in V. Since V is finite, the number of times when
W' # W should be finite. A similar statement holds for Z. Hence, the above construction

terminates. [

10.5.1 Proof of Lemma 16

Using the previous lemmas, we are ready to prove Lemma 16 by verifying every condi-
tion of a semiring in Definition 23.
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Proof of Lemma 16. Let us verify the following properties of 8:

1. © eS8.

This is from the definition of 8.

2. Forany X, Y € §, the difference X — Y is a finite disjoint union of sets in 8.

W.lo.g, suppose that XNY # @, X = w(C), and Y = w(D) for some C,D € S/x*.
By Lemma 21, there exist two finite sets We, Wp C S/ * such that

(@) {C} ~* Weand {D} ~* Wp;
(b) WeNWp = {E} forsome E € S/* and w(E) = w(C) Nw(D).

From Lemma 20, we further have w(C) = Wrew,. w(F). Hence,

X-Y=w(C)-wC)NwD)= | w(F),

which is a finite disjoint union of sets in 8.

3. Forany X, Y € §, XNY € 8.
W.lo.g, suppose that XNY # @, X = w(C), and Y = w(D) for some C,D € S/x*.

The desired property immediately follows from Lemma 21.

By Definition 23, § is a semiring. O

Technical Lemmas about Semiring §

Next, we prove two lemmas about the semiring 8, which are useful in deriving the
o-subadditivity of the function y, .s when we prove Lemma 17 in Section 10.5.2. Let

us consider a metric d on the set of maximal paths w(A) of a quantum process A.

Definition 33 (Metric d). For a quantum process A, we define a metric d : w(A)
w(A) — Rsg such that for any B, C € w(A), d(B,C) = 271BClif B # C;and d(B,C) =
otherwise.

X
0

It is easy to verify d is indeed a metric. For a quantum process A, (w(A),d) forms a
metric space. Note that for any partial process B € A/, the set w(B) is open, because
w(B) = {C cw(A):d(C,Cp) < 2_[(3)_2} is an open ball of radius 2~ /()2 centered at
Cp, for any Cp € w(B), where /() is defined in Definition 32. Similarly, the set w(B) is
also closed, because w(B) = {C cw(A):d(C,Cp) < Z*Z(B)”} is a closed ball of radius
2~HB)~1 centered at Cp, for any Cp € w(B).

The following lemma shows the compactness of the metric space (w(A), d).
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Lemma 23. The metric space (w(A),d) is compact.
Proof. 1t suffices to show that (w(A),d) is complete and totally bounded, as follows.

1. (w(A),d) is complete; that is, every Cauchy sequence in w(A) converges in w(A).

Forany B € w(A),letai(B) € Abesuch thatroot(A) —* a;(B). Consider a Cauchy
sequence By, By, ... € w(A); thatis, Ve > 0,3K € N such that Vk,I > K, d(By, B;) <
€. Itis easy to verify by definition that Vk € N, 3K € IN, b, € A, VI > K, ax(B;) = by.
Let B € w(A) be such that a;(B) = by for k € IN. Then, limy_,, By = B.

2. (w(A),d) is totally bounded; that is, Ve > 0, w(A) can be covered by finitely many

open balls of radius €.

For any € > 0, let m € IN be such that 27" < €. For any a € A with root(A) —" g,
let us pick B, € w(A) such that @ € B,. There are finitely many such B,. Let
C, = {B € w(A):d(B,B,) < €} be the open ball of radius € centered at B,, then it
is easy to see that

w(A) C U Ca.

acA:root(A)—"a
O

Recall that for any quantum system C = A || B, w(C) = w(A) X w(B). For any trace-
preserving quantum system S, we can consider the product topology on w(S). As w(S)
is a product of compact spaces, by Tychonoff theorem, it is also compact. In this case,
for any partial system C € S/%, w(C) as a finite product of clopen sets is also clopen.
Consequently, w(C) is also compact.

Finally, we present two useful lemmas.

Lemma 24. For the semiring 8, given X C Ugen Xk with X, Xy € §, there exists K € IN such
that X - UkE[K] Xk.

Proof. W.l.o.g., suppose that X = w(C) and X; = w(Cy) for some C,C, € S/*. As
shown above, w(C) as a compact set has an open cover Jicpn w(Cy). By the definition of
compactness, there exists a finite subcover and the conclusion immediately follows. [

Lemma 25. For the semiring 8, given X C Uke[K] Xy with X, X, € S and K € IN, there exist
finite sets Py C 8 for k € [K], such that Vk € [K],Wyep, Y C Xy and X = Wyex) Wyep, Y-

Proof. Fork € [K], let Zy = X N Xy — Uj<x X;. In this case, X = e (k) Zr, where Z C Xi.
As 8 is a semiring, Z is a finite disjoint union of sets in §, and the conclusion immediately

follows. O

The above two lemmas together enable one to derive the c-subadditivity of a function
u on 8 from the additivity of y.
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10.5.2 Proof of Lemma 17

Using the previous lemmas, now we are ready to prove Lemma 17.

Proof of Lemma 17. Given an initial state p, define a function y : § — [0,1] such that
u(@) =0,and for C € S/x,

pow(C) = lim tr(IC)(1) (p)),

where we omit the subscript S in -] ¢(-) for simplicity. The limit exists because tr([C](t)(p))
is non-increasing with respect to t, according to Definition 22 (d); and bounded below
by 0, because [C](t) € QO(H¢) according to Definition 22. In the following we show
that y satisfies the conditions for Lemma 15, and therefore can be uniquely extended to
the desired probability measure ji, 5. To this end, we only need to verify the following

properties:

1. u(@) =0and pow(S) =1.
From the definition of y, it is obvious that y(®) = 0. From Definitions 22 (a)
and 22 (d), it is also easy to obtain y o w(S) = tr([S](0)(p)) = tr(p) = 1.

2. For any two finite sets P,Q C S/« with P ~»* Q, we have Y c.ppow(C) =
Yceqmow(C).
By a simple induction on the transitive closure ~*, it suffices to prove this property
with ~»* replaced by ~». In this case, since P ~» Q, by Definition 31, we have

P —Q = {A/a || B} for some trace-preserving A € Proc,a € A and B € Sys; and
Q—-P={A/b|| B:a— b}. Now it suffices to show that

pow(A/a || B)= ) pow(A/b| B). (10.8)

b:a—b

Let us choose any sufficiently large ¢ such that t > maxy,, ,, max T[b] and A/b || B
is trace-preserving after time ¢. By Definition 22 (d) and the definition of y, we have

pow(A/all B) =tr([A/a]l B](t)(0)),
pow(A/bl B) =tr([A/b || BI()(p)),

for all b with a — b. The above together with Definition 22 (b) yield Equation (10.8).

3. u is additive; that is, u(X) = Y&, u(X;) for any X € § and finitely many
X1, Xa,..., Xk € Swith X = §X_; X, and K € N.

W.Lo.g., suppose that X = w(C) and X = w(Cy) for some C,Cy € S/* and k € [K].
Let P = {Cy}ycpg) € S/*. Since w(C) = Wpep w(D), using Lemma 22, there exists
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a finite set Q C S/* such that {C} ~»* Q and P ~~* Q. By Property 2 just proved
above, we have y o w(C) = Ypcgpow(D) and Y opep pt o w(D) = Y peg p o w(D).
Consequently, j(X) = p o w(C) = Lgepx) # © w(Cr) = Lielx) #(Xk)-

4. pis o-subadditive; that is, u(X) < Y ren #(Xk) for any X € 8 and countably many
X1, Xy,... € Swith X C Uke]N X

Using Lemmas 24 and 25, there exist P;, P»,...,Px C & for some K € IN such that
Vk € [K],Wyep Y C Xy and X = Wiex Wyep, Y- Since 8 is a semiring, for any k €
[K], there exists a finite set Qx C 8 such that X = Wycp, Y W lHzc0, Z. By Property 3

just proved above, this implies Y yep, #(Y) < Yyep, #(Y) + Lzeo, H(Z) = u(Xy).
Finally, we have

wX)=Y, Y u(¥) < Y, u(Xp) < Y u(Xe).

ke[K] YEP, ke[K] keN

10.6 Discussion

10.6.1 Related Work
Analysis of Non-Atomic Distributed Systems

There are several methods to analyse a non-atomic distributed (classical) system in the
literature. In particular, Lamport proposed two methods of reasoning about non-atomic
systems. The first, behaviour reasoning, began with [8] and culminated in the celebrated
two-arrow model [10, 11, 178, 179, 368]. This method was used to prove the correctness
of solutions to the mutual exclusion problem [10, 11, 368] and constructions of atomic
registers [178, 179]. The second method, assertional reasoning, is a more formal approach
based on discrete-time states and actions. Its power was demonstrated when it was used
to discover [371] two unrevealed assumptions in previous correctness proofs [8, 368, 372]
of the bakery algorithm [8].

On the other hand, Herlihy and Wing considered linearizability [366], which, in addi-
tion to the traditional atomicity, takes into account the real-time orders between actions.
A distributed system is linearizable if it is equivalent to another system with atomic
actions that also preserve the real-time orders. This notion was later extended to set-
linearizability [374] and interval-linearizability [375].

The prior works discussed above all rely on either the partial-order semantics or the
notion of a discrete-time state. As we argued in Section 9.4, these classical concepts are
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difficult to straightforwardly extend to the quantum setting, due to the challenges iden-
tified in Section 9.3.1. In contrast, the model presented in this chapter defines the equiv-
alence between distributed quantum systems based on the observable semantics, which
is derived directly from the most fundamental real-time semantics.

10.6.2 Summary

In this chapter, we formally defined a model of non-atomic distributed quantum sys-
tems. We introduced the notions of actions, processes and distributed systems in the
quantum setting. Building on these notions, we defined two types of semantics of a dis-
tributed quantum system. The real-time semantics characterises the real-time evolution
of the system state. From this, we further defined the observable semantics that captures
all information a classical observer can access, namely, the probabilities of all classical
observable events within the system.

As the observable semantics is what concerns an external programmer, we used it to
define the equivalence between distributed quantum systems. This notion of equivalence
provided the basis for formally stating our major aim of guaranteeing the atomicity of
local actions (see also Theorem 12) in the next chapter. The definitions in this chapter
were carefully designed to be insensitive to how actions are physically implemented,
thereby addressing the challenges identified in Section 9.3.1.
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Chapter 11

Atomicity of Local Actions

Using the model of non-atomic distributed quantum systems established in the previous
chapter, now we are ready to provide a rigorous guarantee for the atomicity of local
actions. To this end, we first prove an intermediate theorem showing that any distributed
quantum system is equivalent to another in which local actions are instantaneous. Then,
we are able to prove the main theorem: any distributed quantum system is equivalent to

another in which local actions are atomic.

11.1 Overview

11.1.1 Atomic Actions

Based on the model developed in Chapter 10, we can prove our main theorem, which
provides a rigorous guarantee for the atomicity of local actions. Let us first formalise the
notion of atomic action.

Definition 34 (Atomic actions). In a distributed quantum system S, a set D C S is said
to be atomic, if Va,b € D witha € A,b € B for some A,B € Sysand S = A || B, either
Tla] < T[b] or T[b] < Tla].

Remark 1. In Definition 34, it is worth noting that the sequentiality condition (either
T[a] < T[b] or T[b] < Tla]) is only imposed on atomic actions, and nothing is presumed
for non-atomic actions. What is the temporal relation between an atomic and a non-
atomic action? They can still be concurrent (and not sequential), because the former is
“indivisible” and the latter is “divisible”.

11.1.2 An Intermediate Theorem

Then, we prove the following intermediate theorem, showing any distributed quantum

system is equivalent to another system where local actions are instantaneous.
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Theorem 13 (Instantaneous Local Actions). Given a trace-preserving distributed quantum
system S € Sys, there exists another trace-preserving system S’ ~ S and an isomorphism vy :
S — S’ such that:

1. For any local action a € S, e[y(a)] = @ and T|y(a)] = {ta} for some t, € R>y.
2. For any non-local action a € S, y(a) = a.

The insight behind Theorem 13 is similar to the shrinking of time intervals in [178,
Proposition 1] and [177, Proposition 4]. The difference is that in [177, 178], the equiva-
lence between systems is defined based on the partial order semantics, which implicitly
assumes the atomicity of local actions. In contrast, here, our equivalence is based on the
observable semantics, derived from the more fundamental real-time semantics. Further
comparison can be found in Section 9.4.1.

We give a proof sketch of Theorem 13. For readability, the full proof is deferred to
Section 11.2.

Proof sketch of Theorem 13. The proof consists of two steps.

1. Given a system S and a local action a € S, we can change the time interval T'[a] of a
to an instant {#,} with f, € T[a] and obtain a new system S’. Then, S ~ §'.

To prove S =~ S, suppose that T[a] = [x,y]. For any partial system C € S/x, denote
the corresponding partial system (via the isomorphism ) of S’ by C’. By Defini-
tion 30 and Lemma 17, it suffices to prove p, ,5 0 w(C) = pp_,5 0 w(C’) for any state
p and partial system C. By decomposing C using Lemma 26 and Definition 22 (b),
the task can be further reduced to the case when C [|g,) has no branching. Then,

we can prove the following equalities step by step, by leveraging Definition 22 (c):

@) [Cls(x—) =[Cg(x—);
(b) [Cls(y) = [C'ls(y); and
(© [CLs(t) = [CTs () for t > .

In the above, the second equality is the most complicated to prove, where we resort
to the Dijkstra-Lamport condition in Definition 22 (c). Taking the trace and t — 40
in the last equality leads to the conclusion, according to Lemma 17.

2. Given a system S, we can construct a family of systems {S;,},,on, such that each
S is obtained from S,,_; through the above Step 1. Then, we have S >~ S; ~ 5, ~
.... Taking the limit " = lim,,_ o Sy, we can verify that all local actions in S’ are

instantaneous and S’ ~ S.
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To prove S’ ~ S, for any partial system C € S/x, let us use C,, and C’ to de-
note its corresponding partial systems in S, /* and S’/ *, respectively. From Defi-
nition 22 (d), we can choose sufficiently large t such that C is trace-preserving after
time . Let us pick m such that C,, [[gy= C’ [[g). Consequently, by Definition 22 (c),
tr([Culs, (£)(p)) = tr([C']s(t)(p)), which leads to S ~ S,, according to Defini-
tion 22 (d) and Lemma 17. The conclusion follows from S ~ S,,, ~ §'.

11.1.3 Main Theorem

Based on Theorem 13, we can prove our main theorem showing any distributed quantum
system is equivalent to another system where local actions are atomic. This establishes
a rigorous guarantee for the atomicity of local actions. An example of how this theorem
can be applied has been shown in Section 9.3.3.

Theorem 14 (Atomicity of Local Actions). Given a trace-preserving and aligned distributed
quantum system S € Sys with Ya € S,|T[a]| > 0, there exists another trace-preserving and
aligned system S’ ~ S such that local actions in S" are atomic.

We give a proof sketch of Theorem 14. For readability, the full proof is deferred to
Section 11.2.

Proof sketch of Theorem 14. Given Theorem 13, one can replace all local actions in S with
instantaneous versions to obtain a system S’. Since |T[a]| > 0 for all a2 € S, it is possible
to arrange the instants of these local actions such that they never overlap. The conclusion

immediately follows. O

Note that any practical system naturally satisfies the conditions of S in Theorem 14:
(a) If a system has a physical implementation, it preserves the probability and is hence
trace-preserving. (b) Since partial measurements from the same measurement are consis-
tently performed by the same device, the system is also aligned. (c) Finally, in the real
world, no actions are performed instantly, which precisely means Va € S, |T[a]| > 0.

11.2 Proof Details

In this section, we present the proof details of Theorems 13 and 14.

11.2.1 Proof of Theorem 13

Before proving the intermediate Theorem 13, we need the following lemma, showing
that for any time t, a partial system can be decomposed with respect to the relation ~~
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(see Definition 31) such that any partial system in the decomposition has no branching

when restricted to the time region [0, ¢].

Lemma 26. For any trace-preserving distributed quantum system S € Sys, partial system C €
S/x,and t € Rx, there exists a finite set P C S/ such that {C} ~»* P and for any D € P,
D [(o,q has no branching.

Proof. We show how to construct P step by step. In the construction, we require the

intermediate P to satisfy
{C} ~* P. (11.1)

The construction is as follows.
1. Initially, let P = {C}.

2. Repeat the following procedure. First pick D € P such that D [y has branching. If
such D does not exist, then we can terminate. Otherwise, we have D = A/a || B for
some A € Proc,a € A and B € Sys, where (A/a) r[O,t} has branching. As a result,
{beA:a—0b} #0. LetP) = (P—-D)U{A/b| B:a — b}, where P’ stands for
the new value of P.

It is easy to see that Equation (11.1) holds in the above construction. It remains to

show that the above construction terminates. For any E € S/, let

¢$(E) = #{(c,d) te,d € E gy Ne A7 dNd 47 c}

be the number of action pairs (c,d) that cannot be ordered by —* in E [ . Note that

in Step 2, Lo s $(A/b || B) < p(A/a || B). Consequently, Leep §(E) < Lepp(E).
Initially, ¢(C) is finite due to Definition 18. Hence, the above construction terminates. [

Now we prove the intermediate Theorem 13.
Proof of Theorem 13. The proof consists of two steps.

1. Let us fix a local action a € S. Without loss of generality, suppose that T[a] = [x, y]
and x > 0. Consider another trace-preserving system S’ and an isomorphism y :
S — S’ such that:

(@) e[y(a)] =D, and T[y(a)] = {t.} for some t, € T|a].
(b) Vb #£a € S,y(b) = b.

Let us prove S ~ §'.
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By Definition 30 and Lemma 17, it suffices to show for any state p € D (U{q[s}) and
any partial system C € 5/,

Hoosow(C) = pps owoy(C). (11.2)

Let us fix a state p and a partial system C. By Lemma 26, there exists a finite P C S/ x
such that {C} ~* P and forany D € P, D [, has no branching. From the proof
of Lemma 26, it is easy to see {7(C)} ~* 7(P), and forany D € P, v(D) |y, has
no branching. Using Lemma 20 and that p,,s and i, s are probability measures,
we have

Hp—sow(C) = Z Hp—s o w(D)
DepP

posg owoy(C) =Y g owory(D).
DeP

Now proving Equation (11.2) reduces to proving

Hpssow(D) = pyys 0w oy(D) (11.3)

for D € S/*, where D [, and (D) [0, have no branching.

If a ¢ D, then Equation (11.3) is trivial because D = (D). In the following, we
only need to consider a € D. In particular, assume D = A || B for some A € Proc
and B € Sys witha € A.

Note that D [; and (D) [; have no branching for any interval I C [0,y]. Also,
D [;= (D) | for any interval I C [0,x) U (y,+o), and B [;= 7(B) [ for any
interval I C [x, y]. In the following, let us check [D]s(f) = [y(D)]g (t) for t =0, x—
and y step by step, each building upon the previous. Some condition checks are
obvious and thus omitted for readability. For simplicity of notations, when the
context is clear, we omit the subscript S or S’ in the real-time semantics [-](-) and

[1s(-)-
(@) The t = 0 case is obvious by Definition 22 (a).

(b) The t = x— case is also simple by taking I = (0, x) in the first part of Defini-
tion 22 (c) (see also the remarks there), combined with D [;= (D) [.

(c) The t = y case is more complicated. Let 1} = [x,t,), I, = [t5,t,] = {t.} and
I3 = (ts,y]. Notethat A [, ;= {a} and aislocal. By taking I = [x,y] in the sec-
ond part of Definition 22 (c), we have [D]s(y) = (€[a] ® F') o [v(D)]g (x—),

for some ¥ uniquely determined by B | Alternatively, by taking I =

[xy]
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1, I, I in the second part of Definition 22 (c), we have

[D(t.—) = (F1 @ F) o [D](x—)
[D](t.) = (72 ® 3’3) o [D](t.—)
[Dl(y) = (33 ® F3) o [D](ta),

for some quantum operations ¥, and ), uniquely determined by A [, and
B [1, with b € [3], respectively. As a result, /' = F, 0 F, 0 F].

Note that y(A) [[x,)= 7(A) T,0=
the second part of Definition 22 (c), combined with B [;= 7(B) [;, we have

@ since a is local. By taking I = I, I3 in

[v(D)](ta—) = (M F7) o [y(D)] (x—)
[v(D)](y) = (1@ F3) o [7(D)](ta)-

By taking I = I, in the second part of Definition 22 (c), combined with B [;=

v(B) 11, we have [y(D)](ts) = (&[y(a)] ® F3) o [v(D)](ta—). Since 7 is an
isomorphism, [y(a)] = E[a].
The above together yield the conclusion.
Forany t > y, we also have [D]¢(t) = [v(D)]g(t), by taking I = (y, t] in the second
part of Definition 22 (c), combined with D [;= (D) | and the above results.

Finally, from Lemma 17, we have

pos @ (D) = lim tr([D]5(1) (p))

s 0w o 3(D) = lim tr([3(D)] (£)(p)),

and Equation (11.3) immediately follows.

2. Now we construct a system S’ and an isomorphism 7 : S — S’ that satisfy the
properties in Theorem 13. Since S as a set is countable, we can enumerate all local
actions in S as {ay,ay,...}. Consider a set of systems {S;,},,cpy With each S, € Sys
and a set of isomorphisms {#;,},,. With each 7, : S;y — Sj41 such that S; = S
and for any m > 1:

@) e[m(am)] = D and T[Hm(am)] = {tm} for some t,, € T|[ay].
(b) Vb # ay € Sy, i (b) = b.

According to the results in Step 1, we have Vim € IN, S, >~ S. Let v, = 1, 0 -1 ©
..oy, then vy, : S — Sy is an isomorphism. Let v = lim,—« Y be the point-wise
limit of 7,,. It can be seen that < is an isomorphism and, together with the system
S" = (S), satisfies the first and second properties in Theorem 13.
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It remains to show that S’ ~ S; that is, by Definition 30, to show for any state p and
partial system C € S/,

Hossow(C) = pps owoy(C). (11.4)

As Vm € N,S,, >~ S, proving Equation (11.4) reduces to proving the existence of
some m’ € N such that

Hoss,, 0w oY (C) = ppss owoy(C). (11.5)

To this end, let us first choose a sufficiently large t € R>( such that C is trace-
preserving after time . Since for any a € C and m € IN, T[y,(a)] C T[a], we have
that 7,,(C) and 7(C) are also trace-preserving after time ¢. According to Lemma 17
and Definition 22 (d), proving Equation (11.5) further reduces to proving

tr (7w (Ol (1)(0) ) = tr([Y(O)l (H)(p)). (11.6)

Let us choose a sufficiently large m’ € IN such that 7,/ (C) [(gq= 7(C) [(o, which
is achievable because the set C [ (g 4 is finite and 7, (C) (94 < C [ (o, forany m € N.
Now by taking I = (0, t] in Definition 22 (c), we have [y, (C)](t) = F o [, (C)](0)
and [y(C)](t) = Fo [y(C)](0) for some quantum operation F uniquely determined

by 1 (C) Tog= 7(C) Ios Combined with [ (C)l ,(0) = [(C)](0) from
Definition 22 (a), we have [v,,(C)]s ,(t) = [7(C)]¢(t), and Equation (11.6) imme-
diately follows.

O]

11.2.2 Proof of Theorem 14

Finally, we are able to prove our main Theorem 14.

Proof of Theorem 14. Let us construct a system S’ that satisfies the properties in Theo-
rem 14. Since S as a set is countable, we can enumerate all local actions in S as L =
{ay,ay,...}. Consider a system S’ and an isomorphism 7 : S — S’ such that

1. Vm € N, e[y(an)] = @ and T[y(am)] = {tm}, where t,, are chosen by
tm € Tlam| —{tn :n <m,a, € A,ay, € B,S=A| B}.

The existence of t,, is guaranteed by |T[a,]| > 0.

2. Wb ¢ L,y(b) =b.
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Moreover, as S is aligned, when choosing the {t, },,.y We can also require that for any
b€ Sandjk € N,if b — ajand b — a; then t; = t;, which is achievable because
min T'[a;] = min T[a;] and |T [a}]

,|T[ak]| > 0. Itis easy to see that S’ satisfies the prop-
erties in Theorem 14. By the proof of Theorem 13, we also have S’ ~ S. O

11.3 Conclusion and Open Questions

In this chapter, we established a rigorous guarantee for the atomicity of local actions in
distributed quantum computing, by proving that any system is equivalent to another
in which local actions are atomic. To achieve this, we first defined the notion of atomic
action based on our model of non-atomic distributed quantum systems in Chapter 10.
Then, we proved an intermediate theorem showing any system is equivalent to one
where local actions are instantaneous. Building on this, we proved our main theorem
without assuming any pre-existing atomic actions.

This work is just one of the first steps to a theory of concurrency in quantum comput-
ing. To conclude Part III of this thesis, we list several questions for future research.

1. In this work, we focused only on the atomicity of local actions. An immediate
open question is whether the atomicity of non-local actions can also be rigorously
guaranteed, particularly through purely software-based methods (as was done in
the classical case [178, 179]). Note that classical actions like read/write cannot be
simulated by a single action in quantum computing (i.e., unitary and measurement),
preventing a straightforward application of classical results.

2. The systems considered in Part III contained only classical control flow. A com-
pelling question is how to handle concurrency control in the presence of quantum
control flow (see Part I), which would seem to involve causal orders in superposi-
tion.

3. Verifying sequential quantum systems is of great practical interest (e.g., see [376,
377]). While there have been attempts to verify high-level distributed (or concur-
rent) quantum systems (e.g., [36, 142]), a promising future direction is to develop
techniques to verify low-level models such as the one presented in Chapter 10.
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