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ABSTRACT

development has elevated the significance of carbon finance as a critical component

of environmental economics. The complexity of carbon finance is inherently linked
to the multifaceted nature of carbon credits, which traverse various domains, including
environmental science, economics, social dynamics, and financial systems. This doctoral
research focuses on developing a comprehensive intelligent knowledge assembly decision
support system aimed at facilitating the dynamic management of carbon finance within
the framework of a sustainable environmental economy.

T he increasing urgency of addressing climate change and promoting sustainable

At the core of this research lie several pressing scientific problems. Firstly, the inte-
gration of disparate fields necessitates a thorough understanding of the various factors
that influence decision-making processes. This raises essential questions regarding the
coordination and management of these influences. For instance, how do environmental
factors, market dynamics, and societal influences interact to affect carbon credit valua-
tion and trading? A comprehensive decision-making framework must account for these
variables to effectively manage carbon credits and ensure their sustainable utilization.

Secondly, the heterogeneity and complexity of data across these disciplines present
substantial challenges. Establishing an effective sorting and management mechanism
is critical for the successful implementation of carbon finance strategies. Here, the
challenge is to discern which supporting elements are required to construct a robust
decision-making apparatus that can navigate the intricacies of mixed data content and
derive meaningful insights.

Furthermore, carbon credits are not static; they represent a dynamic process influ-
enced by both environmental and financial factors. This necessitates a decision support
system capable of adapting to the ongoing changes within these domains. Understanding
the interactions between these heterogeneous dynamics is vital for informed decision-
making, particularly in a context where rapid shifts can have significant implications for
carbon management strategies.

In response to these challenges, this research delves into the systematic solution of an
intelligent knowledge assembly system. This involves addressing several technological
issues: How can machine learning and intelligent computing be employed to provide
decision support when data is mixed? When data scarcity is a concern, what strategies
can be employed to leverage existing knowledge and experience effectively? Moreover,
in scenarios where computing resources are constrained, how can we ensure that high-
performance computing is accessible for intelligent decision-making processes? Lastly,
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how do we tackle the biases inherent in knowledge and decision-making, ensuring
an objective framework that defines optimal consistency across various stakeholder
perspectives?

As this research unfolds, it aims to answer these critical questions while provid-
ing a comprehensive solution that integrates diverse knowledge, experiences, and data
into a coherent decision support system. This system is envisioned to serve as a tech-
nical foundation for the sustainable development of carbon finance and its dynamic
management.

Through rigorous analysis, this research elucidates the intricate relationships be-
tween carbon finance and sustainable environmental economics, identifying key factors
that influence decision-making across cross-disciplinary domains. It also addresses the
problems of knowledge sparsity, data dispersion, and decision bias, advocating for an
intelligent integration of knowledge and data that enhances decision support and reduces
biases.

The findings presented herein underscore the necessity of a high-performance com-
puting framework that accommodates the assembly of comprehensive heterogeneous
knowledge, facilitating dynamic management decision support. The development of the
dynamic management system with knowledge informed orchestration based machine
learning and knowledge support exemplifies innovative approaches to transforming
knowledge into computable models, thereby addressing the dual challenges of data
scarcity and complexity.

In conclusion, this doctoral research contributes to the understanding of carbon fi-
nance dynamics and provides actionable insights for sustainable environmental economic
management. By advancing the discourse on intelligent decision support systems, this
work aims to promote a more integrated approach to managing carbon credits, ultimately
contributing to the long-term goals of sustainable development and climate resilience.
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CHAPTER

INTRODUCTION

1.1 Background

The urgency of addressing climate change and promoting sustainable development
has led to the emergence of carbon finance as a pivotal element in environmental
economics [84, 131, 227]. Carbon finance primarily revolves around the trading of carbon
credits, which serve as a market mechanism for mitigating greenhouse gas emissions [11,
230, 246]. As nations and organizations strive to meet increasingly stringent climate
targets, the significance of carbon finance is underscored by its capacity to integrate
economic incentives with environmental stewardship [56, 63, 144].

The dynamic nature of carbon credits necessitates a comprehensive understanding
of multiple interrelated domains [147, 231, 291]. Specifically, the intersection of envi-
ronmental science, economics, social considerations, and financial systems presents a
complex landscape that must be navigated effectively. This complexity gives rise to
several scientific challenges that are critical to the successful management of carbon
finance. For instance, decision-makers must grapple with the intricate relationships
between various influencing factors, such as carbon sequestration rates, market demand,
pricing mechanisms, and regulatory frameworks.

Moreover, the heterogeneity of process and data across these domains complicates
the decision-making process [162, 271, 277]. The diverse sources of data and processes,
involved in spatial policies, trading schemes, environmental metrics, economic indicators,

and social feedbacks, often result in a mixed context that is challenging to analyze. As a
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consequence, there is an urgent need for robust technical support mechanisms that can
sort, integrate, and manage this information effectively. Without such frameworks, the
potential for decision-making to be hindered by data dispersion and information silos
increases, thereby undermining the effectiveness of carbon finance strategies.

In recognizing the dynamic interplay between environmental and financial factors,
it becomes evident that carbon credit management is not a static endeavor. Rather, it
involves continual adjustments and responsive strategies that account for real-time
changes in both environmental conditions and market dynamics [23, 297]. Thus, decision
support systems must be designed to accommodate these fluctuating dynamics while
providing actionable insights that facilitate coordinated management.

Given the complexity and dynamic nature of the current carbon finance landscape,
our research focuses on the development of a comprehensive Intelligent Knowledge
Orchestration Decision Support System (IKODSS). The primary objective of this system
is to provide an Intelligent Decision Support for Dynamic Carbon Finance Management
with effective Knowledge Orchestration Machine Learning framework by systematically
integrating knowledge, expertise, and data from diverse sources, thereby enhancing
decision-making processes and enabling customized optimization within the carbon

finance sector.

1.2 Research Issues

1.2.1 Challenges

In the course of our research, we target several key technical challenges, formulating
solutions to each.

The first challenge pertains to data integration and aggregation. In the domain
of carbon finance, the diversity and heterogeneity of carbon finance process and data
represent a significant challenge. The central question is how to effectively integrate and
implement machine learning and intelligent computing technologies to support decision-
making in a mixed data environment. Addressing this issue is critical for enhancing both
the accuracy and efficiency of decision-making processes.

The second challenge concerns data scarcity, particularly in situations where reliable,
domain-specific data is unavailable. In such cases, the question arises as to how existing
knowledge and expert experience can be leveraged to provide reliable decision support.

Optimizing the utilization of available knowledge resources and applying them effectively
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to the decision-making process becomes a key focus of the research in this context.

The third challenge is computational efficiency, especially in environments with
limited resources. We focus on how to achieve efficient deep computation within such
resource-constrained settings. Many small and medium-sized institutions in the carbon
finance sector face significant constraints in terms of real-time computational resources.
Therefore, it is crucial to explore how high-performance deep computing can be effectively
utilized in intelligent decision-making processes under these limitations.

Finally, the issue of bias and decision consistency is a core aspect of this study. The di-
versity of knowledge sources, coupled with varying expert preferences and decision-maker
focuses, can lead to biases in the decision-making process. To address this challenge, we
investigate how to integrate differing knowledge perspectives and decision viewpoints
into a coherent framework, objectively define the optimal consistency, and design a
computational framework that supports unbiased intelligent decision-making, thereby
ensuring fairness and rationality in the decision-making process.

Our research presents an innovative approach to intelligent decision support in
carbon finance, tackling critical issues such as data integration, knowledge utilization,
computational efficiency, and bias in decision-support. The proposed system offers a
robust and adaptable solution for addressing the challenges faced by institutions operat-
ing in this dynamic field, with significant potential for enhancing decision-making and
optimizing outcomes.

Through our research, we address these critical issues and provide a comprehensive
solution that enhances decision-support capabilities in carbon finance. By integrating
advanced computational techniques, we develop a framework that not only improves
performance in computing but also facilitates the dynamic adaptation with knowledge
orchestration and decision fusion required for effective carbon credit management.

This research aims at contributing to the sustainable development of carbon finance,
fostering an environment where intelligent decision-making is at the forefront of manag-
ing environmental economic challenges. Through innovative frameworks and systematic
knowledge assembly, we aim to support the long-term goals of a sustainable environmen-
tal economy, thus positioning carbon finance as a vital component in the global response

to climate change.

1.2.2 Solution Framework

The research questions outlined in this study naturally map to the core technical chal-

lenges and corresponding objectives of the proposed intelligent decision support system.
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1.2.2.1 Data Integration and Aggregation

The first challenge involves managing heterogeneous and multi-source carbon finance
data to enable accurate and efficient decision-making. This challenge is addressed
through the knowledge-informed orchestration mechanisms presented in Chapter 3.
This chapter describes the integration of the Data Engine, Market Operations, and
Decision Support Intelligence (DSI) with advanced feature assembly techniques under
graph structures, time-series models, and dynamic mechanisms. These sections provide
the methodological foundation for achieving seamless data integration and supporting

system-level decision-making.

1.2.2.2 Data Scarcity

The second challenge pertains to scenarios where domain-specific data is limited or
unreliable. To tackle this, we employ a multi-domain knowledge assembly strategy and
expert system approach, as elaborated in Chapter 4, in which the sections describe the
construction of a comprehensive knowledge base and the application of a rule engine,
enabling the system to leverage prior knowledge and expert experience to provide reliable

decision support, even in data-sparse environments.

1.2.2.3 Computational Efficiency

The third challenge addresses computational constraints common in small- to medium-
sized carbon finance institutions. Chapter 4 introduces the Kolmogorov-Arnold Rep-
resentation (KAR)-based knowledge assembly computing framework integrated with
neural networks. This framework allows for efficient reasoning and learning with limited
resources, enabling faster and more accurate decision-making while reducing computa-

tional overhead.

1.2.2.4 Bias and Decision Consistency

The fourth challenge focuses on mitigating the impact of diverse expert preferences and
cognitive biases on decision-making. Chapter 6 presents an adaptive decision fusion
framework, which uses statistical consistency mechanisms to integrate differing expert
perspectives. This ensures that decision outputs maintain a high degree of rationality

and fairness, even in the presence of heterogeneous opinions and conflicting priorities.
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1.2.2.5 Summary

The integrated framework described in Chapters 3 - 6 not only addresses these chal-
lenges but also provides a robust platform for intelligent decision-making in carbon
finance, combining data-driven computation, knowledge-informed orchestration, and
adaptive bias mitigation. Each research question is directly linked to the objectives and
contributions of the study. This systematic alignment of research questions, challenges,
methods, and chapters clarifies the scope and impact of the contributions throughout the

work.

1.3 Research Objectives

The primary objective of this study is to develop a comprehensive decision support
system (DSS) that effectively manages the dynamics of carbon finance through intelligent
knowledge assembly. This system is designed to address the multifaceted challenges
presented by the interplay between environmental, economic, social, and financial factors
in the context of carbon credits.

To achieve this overarching goal, the research will focus on the following specific

objectives:

* Integration of Diverse Knowledge: To create a framework that integrates heteroge-
neous knowledge sources, including scientific data, economic models, and social

insights, ensuring a holistic understanding of carbon finance dynamics.

* Dynamic Data Management: To develop methodologies for assembling and manag-
ing mixed data types, facilitating real-time analysis and decision-making in the

face of evolving environmental and market conditions.

* Application of Advanced Computing Techniques: To leverage advanced machine
learning and artificial intelligence techniques, including the KAFIN and KACINO
frameworks, for transforming existing knowledge into computable models that can

provide robust decision support.

* Bias Mitigation and Decision Consistency: To establish strategies for identifying
and mitigating biases in decision-making processes, enabling the system to define

optimal decisions based on a consistent and objective framework.
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* High-Performance Computing Support: To ensure that the decision support system
operates efficiently under limited computing resources, utilizing high-performance

computing techniques to enhance the scalability and effectiveness of the system.

* Practical Implementation: To provide a comprehensive implementation plan for
the proposed decision support system, including case studies and pilot projects that

demonstrate its effectiveness in real-world scenarios related to carbon finance.

By addressing these objectives, the study aims to contribute significantly to the field
of sustainable environmental economics, facilitating better decision-making in carbon

finance and supporting the transition towards a more sustainable future.

1.4 Main Contributions

This research makes several significant contributions to the field of carbon finance and

sustainable environmental economics. These contributions are as follows:

* Development of a Comprehensive Decision Support System: This study introduces
a novel decision support system (DSS) specifically designed for the dynamic man-
agement of carbon finance. The system integrates diverse knowledge sources and
data types, facilitating informed decision-making across multiple interconnected
fields.

* Innovative Knowledge Assembly Framework: We propose the Knowledge Informed
Orchestration with KAR (KIOKAR) framework, which effectively assembles hetero-
geneous knowledge, experience, and data. This framework enhances the capability
to derive actionable insights and supports sustainable decision-making in carbon

finance.

¢ Advanced Machine Learning Techniques: The research presents the KAFIN and
KACINO frameworks, which transform existing knowledge into computable par-
tial differential equation (PDE) models. These models enable dynamic analysis
and decision support for carbon credit management, illustrating the potential of

machine learning in this domain.

e Strategies for Bias Mitigation: This study addresses the challenge of biases in

decision-making processes. By developing methodologies to identify and mitigate
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such biases, the research ensures that decisions made within the framework are

objective and consistent, thereby enhancing the reliability of the outcomes.

* Knowledge Orchestration Based Computing Solutions: We provide insights into
achieving computing support for intelligent decision-support under constraints
of limited computational resources and data. This contribution is critical for the

practical implementation of the decision support system in real-world scenarios.

¢ Integration of Multi-Disciplinary Insights: By synthesizing knowledge from envi-
ronmental science, economics, finance, and social sciences, the research establishes
a holistic approach to carbon finance dynamics. This multi-disciplinary perspec-
tive enriches the analysis and enhances the robustness of the decision-making

framework.

* Practical Applications and Case Studies: The research includes practical applica-
tions and case studies that demonstrate the effectiveness of the proposed system.
These examples provide valuable insights into how the system can be implemented
in real-world settings, showcasing its potential to support sustainable development

in carbon finance.

Overall, the contributions of this research not only advance the academic understand-
ing of carbon finance dynamics but also offer practical solutions to pressing challenges in

sustainable environmental economics.

1.5 Organization of the Thesis

This thesis is structured to address the research issues, objectives, and the contributions
made in the area of intelligent decision-making frameworks for carbon finance.

Chapter 1 Introduction provides an overview of the background, research issues,
objectives, and the main contributions of this study. It sets the context for the entire
research, outlining the importance of addressing challenges in carbon finance and the
proposed innovative solutions.

Chapter 2 Literature Review presents an in-depth review of the existing body of
work related to carbon finance, sustainable economics, carbon credit option finance, and
decision-making challenges. It also covers the interdisciplinary influences and highlights
the gaps in current methodologies, focusing on computational techniques such as deep

learning and their applications in carbon finance.
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Chapter 3 Integrated Carbon Dynamics Management System introduces the sys-
tem for managing carbon dynamics and integrates key components like data engines,
market operations, and decision support intelligence. This chapter also discusses the
knowledge-informed orchestration of machine learning algorithms and time series data
for supporting carbon credit management and dynamic decision-making.

Chapter 4 Comprehensive Intelligent Decision Support System with Knowledge-
Informed Orchestration explores computational knowledge modeling for carbon emis-
sions, sequestration, and credit pricing. It highlights advanced computational techniques,
including Kolmogorov-Arnold Representation (KAR), to facilitate knowledge orchestra-
tion, and discusses the applications of these models in carbon finance.

Chapter 5 Graph Information Orchestration with Transformed Graph Attention
Computing focuses on transformed graph attention computing methods, including fea-
ture representation and graph fusion. This chapter delves into the development and
application of graph-based models to enhance decision-making in the carbon finance
domain.

Chapter 6 Adaptive Fusion for Consistency to Bias Disparity addresses the challenges
of bias and disparity in decision-making systems, proposing adaptive fusion techniques
for optimal decision outcomes. The chapter discusses how to manage false data, cognitive
bias, and consistency in machine learning models, ensuring high-quality decision support.

Chapter 7 Case Studies and Empirical Analysis presents real-world case studies
and experiments, evaluating the effectiveness of the proposed technical frameworks.
This chapter includes detailed results from tests and analysis on carbon dynamics,
sequestration, and option pricing, as well as discussions on the application of graph-
informed orchestration and the impact of adversarial attacks on decision-making.

Chapter 8 Discussion and Conclusion concludes the thesis by summarizing the
research contributions and discussing the findings. It provides answers to the research
questions, highlights the limitations of the study, and suggests directions for future

research in the area of intelligent decision support systems for carbon finance.



CHAPTER

LITERATURE REVIEW

2.1 Carbon Finance and Sustainable Economics

The pervasive threat of climate change poses significant risks to both global ecosystems
and human societies, necessitating the development of robust and scalable emission
reduction strategies [161]. In this context, carbon credits have emerged as a fundamen-
tal instrument in mitigating the adverse impacts of greenhouse gas emissions. These
tradable units, each equivalent to one metric ton of CO2 or its greenhouse gas equivalent,
function within market-based frameworks to enable emission reductions at both the
national and corporate levels. By providing a flexible, cost-effective mechanism, carbon
credits incentivize emission reductions across diverse sectors and regions [192].
Carbon credits not only facilitate compliance with regulatory targets but also allow
for the financing of projects dedicated to reducing emissions. Through these financial
instruments, organizations and individuals can offset their carbon footprints by investing
in emission-reducing initiatives, thus contributing to the global effort to combat climate
change. Moreover, the increasing recognition of carbon credits as financial assets has
expanded their role within the global market. This has opened new avenues for trading,
investment, and the scaling of sustainable practices, thereby enhancing the overall
efficiency and impact of carbon markets [17]. In this way, carbon credits are integral to
fostering both the economic and environmental transitions needed to achieve long-term

sustainability goals.

Besides the environment physics, carbon credits also possess significant financial at-
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tributes that manifest in their characteristics as tradable financial assets with inherent
value and liquidity [20, 60, 83, 201]. These credits can serve as hedging tools, enabling
companies to manage financial risks associated with carbon emissions [56, 104, 239]. The
market dynamics of carbon credits are influenced by various factors, including carbon
balance, supply and demand dynamics, policy changes, and market sentiment, resulting
in observable price volatility. By leveraging their financial attributes, carbon credits
function as a market mechanism that effectively incentivizes emission reduction initia-
tives and sustainable investments, thereby advancing both environmental protection

and economic development.

In this context, carbon credits can be associated with financial instruments such as
options and futures, offering diversified trading strategies and investment opportuni-
ties [56, 147, 220]. Through options, companies can lock in future carbon credit prices,
effectively mitigating the uncertainties associated with price fluctuations. Thus, the
significance of option pricing of carbon credit becomes particularly evident, which necessi-
tates rigorous standards and transparency in the carbon credit system concerning about
verification reliability and the risk of greenwashing in terms of both the environment

physics and finance dynamics [1, 53, 126].

Greenwashing refers to the practice of misleading or deceiving consumers about
the environmental merits of a product, service, or corporate operations. It typically
involves the manipulation of sustainability claims, either by exaggerating the positive
environmental impact or fabricating such claims entirely, in an attempt to create a false
narrative of environmental responsibility [205, 276]. This can take various forms, such
as the use of ambiguous terminology, the presentation of unsupported claims, or the
promotion of minor, superficial eco-friendly actions while simultaneously overlooking or

concealing larger, more significant environmental harm [4].

The prevalence of greenwashing is particularly problematic as it undermines genuine
efforts toward sustainability. It not only distorts consumer perceptions of environmental
performance but also diverts attention away from companies that are genuinely making
substantial efforts to reduce their ecological footprint. In addition, greenwashing can
attract regulatory scrutiny, as it raises concerns about the accuracy and transparency of
environmental claims within the market. As such, the potential for regulatory backlash,
coupled with the erosion of consumer trust, highlights the importance of addressing this

issue.

To combat greenwashing, it is imperative to establish stringent and enforceable stan-

dards that promote transparency in environmental marketing and corporate reporting.
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Clear guidelines for the communication of sustainability claims, supported by indepen-
dent verification and robust accountability mechanisms, are essential to ensure that
consumers can make informed decisions based on reliable and accurate information [126].
By instituting such measures, the integrity of sustainability efforts can be protected, and

the broader goals of environmental responsibility can be advanced.

What is more, research on carbon credit systems, particularly in the context of inte-
grating diverse knowledge from environmental physics and financial dynamics, remains
underdeveloped, especially in the application of advanced modeling and computational
techniques. This gap is evident when attempting to combine the complexities of environ-

mental physics with the intricacies of financial mechanisms in carbon credit markets.

From the environmental physics perspective, understanding the carbon balance
dynamics, specifically the relationship between carbon emissions and sequestration, is
crucial for the effective management and credibility of carbon credit systems [223, 274].
Accurate modeling of this relationship enhances transparency, allowing stakeholders to
verify the authenticity of emission reductions by clarifying the factors influencing carbon
sequestration [66, 138, 259]. Such detailed models are essential for establishing trust in

carbon credits as legitimate tools for mitigating climate change.

Despite considerable progress in the development of measurement models for emis-
sions [44, 74, 110], sequestration [61, 160, 299], and integrated carbon models [188, 275],
the intricate interactions between carbon emissions and sequestration remain a sig-
nificant challenge. Current models are often limited by their static nature, relying on
simplified linear approaches that assume constant parameters. These assumptions fail
to capture the complex, dynamic feedback mechanisms inherent in the carbon cycle,
including the temporal variations and decay processes affecting both emissions and
sequestration. Consequently, such models are unable to provide accurate predictions of
long-term trends or assess the true effectiveness of policies intended to mitigate carbon

emissions.

From a financial perspective, existing models often assume market stability; however,
the carbon credit market is influenced by a myriad of complex factors, including regional
environment, engineering solutions, and the effects of climate change [7, 8, 33, 270]. This
complexity necessitates the development of reliable dynamic models that can accurately
reflect the multifaceted impacts of these factors. For instance, option pricing for carbon
credits requires a thorough evaluation of the rights associated with buying and selling
these credits, encompassing both environmental dimensions (such as carbon emissions

and sequestration) and financial elements (including exercise price, expiration date,
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and volatility). Despite the critical need for such comprehensive assessments, current
research lacks an integrated model and computational framework that consolidates
diverse knowledge, standards, and experiences into a cohesive approach.

Therefore, a comprehensive understanding of the interactions between carbon credit
finance and environmental factors is essential for formulating more precise policies,
ensuring the achievement of emission reduction targets, and minimizing the risks of
finance [185, 218, 2301, however, interdisciplinary research must draw upon knowledge
from environmental science, finance, and economics, though collaboration across these
fields may encounter communication and methodological challenges. Although data
driven solutions provide a key to carbon credit dynamics modeling and computations,
data often suffers from incompleteness or a lack of standardization, quality and under-
standing on environment and finance, complicating the establishment and verification of
models [5, 33, 257, 258].

2.2 Carbon Credit Option Finance

Carbon Credit Option Finance represents an innovative convergence of environmental
sustainability and financial markets, offering a novel approach to addressing climate
change through market-driven solutions [56, 147, 220]. As global recognition of climate
change intensifies, carbon credits have evolved into essential instruments for reducing
greenhouse gas emissions. These credits, which signify the right to emit one metric
ton of carbon dioxide or its equivalent, provide a framework that aligns environmental
responsibility with economic incentives. Carbon Credit Options, as a financial derivative,
extend this framework by granting holders the right, without the obligation,Aito purchase
(call option) or sell (put option) carbon credits at a pre-determined price within a specified
timeframe.

The pricing of these options is a critical component of their functioning, as it de-
termines the theoretical value of the underlying carbon credits. Option pricing the-
ory, initially developed in the context of financial derivatives, is crucial in this re-
gard [24, 73, 166, 222]. It provides the foundation for understanding how the value
of these instruments is derived based on factors such as market volatility, time to
expiration, and the underlying asset’s price dynamics. A rational approach to option
pricing [27, 166] is essential to ensure that these financial instruments are fairly valued,
allowing for the effective allocation of capital and risk.

Furthermore, sound option pricing practices facilitate robust risk management strate-
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gies by enabling market participants to accurately assess potential returns and risks.
By providing a transparent and methodologically sound valuation framework, these
practices help prevent arbitrage opportunities, thus ensuring the stability and integrity
of carbon credit markets. In turn, this supports the broader objective of integrating
financial markets with environmental goals, allowing carbon credits and their associated

options to become effective tools in the global effort to combat climate change.

Carbon credit option pricing represents an innovative approach to valuing carbon
credits as financial derivatives, akin to traditional options. This method enables stake-
holders to manage risks associated with the volatility of carbon credit prices, which is
crucial given the market’s susceptibility to regulatory changes and public policy shifts
aimed at mitigating climate change. The recognition of carbon credits as valuable finan-
cial assets has heightened the demand for this pricing strategy, allowing organizations

to better anticipate future values and hedge against potential losses.

Integrating option pricing principles into the carbon credit market fosters a resilient
framework for environmental sustainability, supporting global climate efforts and pro-
moting sustainable investments. However, the implementation of Carbon Credit Option
Finance involves complexities stemming from regulatory frameworks, market dynamics,
pricing mechanisms, risk assessment, and operational challenges. Regulatory changes
significantly impact credit generation and trading, while market forces introduce addi-
tional volatility. Accurate pricing and effective risk management strategies are necessary,
often requiring advanced modeling techniques and collaboration among stakeholders.
Overall, addressing these complexities is essential for developing a responsive market

that supports climate objectives and facilitates the transition to a low-carbon economy.

Carbon credit option pricing represents an innovative approach to valuing carbon
credits as financial derivatives, paralleling traditional options that enable risk manage-
ment against price volatility in underlying assets. This method is particularly relevant in
a market shaped by regulatory changes and public policies aimed at mitigating climate
change, as it allows stakeholders to manage risks associated with fluctuating carbon
credit prices effectively. As carbon credits gain recognition as valuable financial assets,
the demand for option pricing has surged, facilitating more accurate forecasting of their
future value and enabling organizations to hedge against potential market losses. This
approach not only promotes investments in sustainable practices but also enhances the

precision with which companies can manage their carbon liabilities.

Furthermore, carbon credit options contribute to increased market participation by

offering flexible financial instruments that optimize emissions reduction strategies. This
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flexibility enhances market liquidity and encourages a proactive approach to achieving
emissions reduction targets. By incorporating option pricing principles into the car-
bon credit market, stakeholders benefit from improved risk management and decision-
making frameworks that support global climate initiatives and sustainable investments.
As organizations increasingly grasp the financial ramifications of their carbon footprints,
robust carbon credit options become essential for harmonizing economic incentives with
environmental goals.

The complexity of Carbon Credit Option Finance arises from various interrelated
factors, including regulatory frameworks, market dynamics, pricing mechanisms, risk
assessment, and operational challenges. Regulatory frameworks are pivotal, as the
carbon market is influenced by evolving international agreements and national policies
that dictate the generation and trading of credits. Stakeholders must remain agile in
response to these changes to effectively navigate credit availability and pricing.

Market dynamics further complicate the landscape, with supply and demand pres-
sures driven by economic conditions, technological advancements, and societal attitudes
toward climate change introducing volatility. Accurate modeling of these factors ne-
cessitates advanced quantitative methods that combine historical data with predictive
analytics.

Additionally, the pricing mechanisms for carbon credits are intricate, influenced by
regulatory compliance costs and future emission reduction targets. Traditional pricing
models, such as the Black-Scholes model, often require adaptation to accommodate the
unique regulatory risks and non-linear movements of the carbon market, underscoring
the need for tailored approaches.

Risk assessment is crucial, as the integration of options introduces further complexi-
ties related to price volatility and regulatory shifts. Developing effective risk management
strategies, such as dynamic hedging and employing advanced techniques like Monte
Carlo simulations, is essential for navigating this intricate risk landscape.

Operational challenges also pose significant hurdles, necessitating reliable systems
for credit verification, transaction management, and compliance monitoring. Successful
implementation of Carbon Credit Option Finance demands collaboration among stake-
holders, including governments, NGOs, and financial institutions, to ensure adherence
to regulatory standards and the effective tracking of carbon credits.

In conclusion, the multifaceted complexity of Carbon Credit Option Finance requires
innovative modeling techniques and cooperative strategies among various stakeholders to

create a responsive market capable of supporting climate goals effectively. This integrated
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approach is vital for advancing sustainable investment strategies and facilitating the

transition to a low-carbon economy.

2.3 Interdisciplinary Influences and Challenges

Carbon credits serve as vital financial instruments in the global effort to reduce green-
house gas emissions. By enhancing trading capabilities and investment opportunities,
carbon credits promote sustainable practices [17]. Their financial attributes as tradable
assets contribute significantly to their value and liquidity [20, 60, 83, 201]. Companies
can utilize these credits as hedging tools, effectively managing financial risks associated
with carbon emissions [56, 104, 239].

Market dynamics affecting carbon credits are influenced by various factors, including
carbon balance, supply and demand, policy shifts, and market sentiment. This complexity
leads to observable price volatility, wherein carbon credits incentivize emission reduction
initiatives and sustainable investments, supporting both environmental protection and
economic growth. Furthermore, carbon credits can be associated with financial deriva-
tives such as options and futures, enabling diversified trading strategies [56, 147, 220].
This integration improves liquidity and transparency within the carbon market, facili-
tating better risk assessment and management.

However, the success of carbon credit systems relies heavily on stringent standards
and transparency to combat greenwashing and ensure the credibility of these cred-
its [1, 53, 126]. Despite these advancements, research on carbon credits remains limited,
particularly regarding modeling and computational methodologies that integrate envi-
ronmental physics with financial dynamics.

From an environmental physics perspective, understanding carbon balance, the
relationship between emissions and sequestration, is critical for effective management of
carbon credits [223, 274]. Enhanced transparency regarding factors influencing carbon
sequestration is essential for verifying legitimate emission reductions [66, 138, 259].
Although substantial efforts have been made to develop robust models for emissions [44,
74, 110] and sequestration [61, 160, 299], existing models often remain static and linear,
failing to account for the dynamic interactions between emissions and sequestration,
as well as the temporal variations involved. This static approach limits the ability to
predict long-term trends and the effectiveness of related policies.

From a financial standpoint, current models typically assume market stability; yet

the carbon credit market is subject to various complex influences, including regional
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environmental conditions and the broader impacts of climate change [7, 8, 33, 270].
Consequently, there is a pressing need for dynamic models that accurately reflect these
multifaceted influences. For instance, option pricing of carbon credits necessitates a
comprehensive evaluation of associated rights and financial parameters, yet current
research lacks an integrated framework that synthesizes diverse knowledge across

environmental science and finance.

A thorough understanding of the interplay between financial factors and environ-
mental dynamics is essential for developing precise policies aimed at achieving emission
reduction targets while mitigating financial risks [185, 218, 230]. Interdisciplinary col-
laboration is vital; however, it often faces challenges in communication and methodology.
Data-driven solutions are pivotal for modeling carbon credit dynamics; however, data
integrity issues, including incompleteness and lack of standardization, complicate model
establishment and verification [5, 33, 257, 258].

Moreover, interpretability remains a significant challenge in data-driven modeling,
particularly with advanced machine learning approaches often characterized as “black
boxes.” This opacity undermines trust and understanding, especially in critical domains
like carbon credit finance [7, 100, 176]. Although methods such as LIME and SHAP
exist to enhance interpretability [40, 137, 152, 203], their effectiveness can vary and
may fail to provide comprehensive insights. Additionally, data biases pose risks of unfair
outcomes, and the lack of transparency complicates the identification of these biases [89,
234, 281, 287]. Regulators in carbon finance emphasize the importance of transparency
and adherence to compliance standards, asserting that models lacking interpretability
will not meet industry requirements [10, 55, 243]. Thus, limitations in interpretability,
credibility, and reliability impede broader acceptance of these methodologies within the

industry.

To address the multifaceted challenges associated with carbon credit management,
we propose an integrated knowledge management framework that encompasses diverse
objectives, including environmental, financial, socio-economic, and health considerations.
The theoretical foundations and mechanisms of this integrated knowledge system man-
agement play a pivotal role in the interplay between carbon credits, comprehensive
environmental governance, and human socio-economic development. This framework
is designed to mitigate the fragmentation and complexity inherent in local knowledge,
thereby fostering interdisciplinary collaboration and integration. As a result, it enhances
the scientific rigor and efficacy of policy formulation and implementation. By improv-

ing the understanding of interactions among various physical, financial, and related
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dynamics tied to carbon credits, the framework aims to bolster the reliability of forecasts.

Leveraging knowledge from diverse fields is essential for strengthening the carbon
credit system and refining modeling efforts that account for carbon balance. This is
not only critical for enhancing economic efficiency but also for effectively addressing
climate change and promoting environmental protection. A comprehensive understand-
ing of carbon dynamics will ultimately reinforce the role of carbon credits in advancing
global sustainable development objectives. In this context, the integrated knowledge
management framework serves as a tool to synthesize various knowledge domains, facili-
tating a holistic understanding of the interactions among ecosystems, human activities,
and economic systems. By promoting interdisciplinary approaches, this framework can
significantly improve the formulation and implementation of policies that effectively
govern carbon credits within the broader context of environmental sustainability. This
article explores the interconnectedness of carbon credits, environmental science, and
human society, focusing on the significance of integrated dynamic knowledge system

management in total environmental contexts.

2.4 Computing on Intricate Carbon Dynamics

The complex interactions between carbon emissions and sequestration present signifi-
cant challenges in developing a unified, comprehensive model for carbon cycle dynamics.
Despite substantial advancements in the development of measurement models for emis-
sions [44, 74, 110] and sequestration [61, 160, 299], as well as integrated models that
attempt to capture the entire carbon exchange process [188, 275], existing approaches
remain inadequate in addressing the dynamic nature of these processes. The majority
of current models rely on static, linear methodologies that assume constant rates of
emission and sequestration, which fails to account for the nonlinear and evolving interac-
tions between these two processes. These models typically neglect the essential physical
laws that govern carbon dynamics, such as feedback loops, temporal variations, and the
decay characteristics of emissions and sequestration. As a result, predictions made by
these models often fall short in accurately forecasting long-term trends or assessing the
effectiveness of policies designed to mitigate carbon emissions.

In response to these limitations, the Physical Information Neural Network (PINN)
represents a promising alternative for improving the modeling of carbon emissions and
sequestration. By embedding physical laws directly into the neural network training

process, PINNs ensure greater consistency with established scientific principles, which
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enhances the model accuracy and reliability [190]. This approach is particularly valuable
when dealing with complex, multi-physics interactions or nonlinear phenomena, as it
enables the integration of boundary and initial conditions, critical for capturing the full
range of dynamics involved in carbon exchange systems [117]. Moreover, PINNs are less
reliant on large datasets compared to traditional models, as they can effectively generate
accurate predictions even in the absence of extensive empirical data. This capacity for
handling sparse data makes PINNs an attractive tool for improving the understanding
and prediction of carbon cycles, and by extension, advancing the development of more

effective carbon management strategies.

Physics-Informed Neural Networks (PINNs) offer a significant advancement over
traditional numerical methods, particularly in terms of computational efficiency and
model interpretability. By incorporating physical laws directly into the neural network
architecture, PINNs ensure that their predictions remain consistent with fundamen-
tal physical principles, thereby enhancing the reliability and accuracy of the model’s
outputs [190]. This integration of physical knowledge not only preserves the statistical
integrity of the model but also guarantees its physical relevance, making PINNs an in-
valuable tool for solving complex, real-world problems that require a deep understanding

of the underlying physical phenomena [117].

In contrast, traditional numerical techniques, such as the finite element method
(FEM)[64, 79, 212] and spectral methods[92, 285], have been widely used to solve partial
differential equations (PDEs) with considerable success. These methods, while well-
established, face significant challenges in addressing high-dimensional problems. One
of the most prominent of these challenges is the "curse of dimensionality'[111, 124],
where the computational cost increases exponentially as the number of dimensions in the
problem grows. For complex applications that require solving high-dimensional PDEs,
conventional numerical methods demand enormous computational resources and large

mesh sizes, which can quickly escalate into computationally prohibitive tasks[105, 128].

On the other hand, PINNs leverage the flexibility of neural networks, which are
inherently capable of approximating high-dimensional functions efficiently [87]. This
ability allows PINNs to handle complex high-dimensional problems with relatively lower
increases in computational cost compared to traditional methods [88]. The efficiency of
PINNs in managing high-dimensional spaces without the need for extensive computa-
tional resources offers a compelling advantage in fields requiring real-time or large-scale
simulations. By reducing the reliance on massive computational grids and overcoming

the curse of dimensionality, PINNs provide an effective and scalable alternative to classi-
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cal numerical techniques, particularly for problems involving complex physical systems

or large datasets.

Traditional numerical methods, such as finite element and finite difference ap-
proaches, rely heavily on structured meshes to discretize the computational domain [21,
237]. This dependency on mesh generation poses significant challenges, particularly
when dealing with complex geometries and intricate boundary conditions. The process
of mesh creation is not only time-consuming but also susceptible to errors, which can
lead to inaccuracies in simulations, especially in problems with irregular or dynamic do-
mains [149, 151]. In contrast, Physics-Informed Neural Networks (PINNSs) offer a distinct
advantage by bypassing the need for predefined meshes. Rather than requiring discretiza-
tion into structured grids, PINNs learn directly over the continuous domain, adapting
to the geometry without the constraints imposed by mesh-based methods [108, 215].
This mesh-free nature simplifies the computational process and significantly improves
the efficiency of solving complex problems, particularly in geometrically challenging

domains.

Another fundamental limitation of classical numerical techniques lies in their treat-
ment of physical laws and boundary conditions. Traditional methods often require
extensive preprocessing to properly define and apply boundary conditions, which in-
troduces additional complexity and increases the potential for error [175, 183, 293].
Moreover, these methods can struggle with enforcing physical constraints consistently
across the entire solution domain, leading to a lack of physical fidelity in the results. In
contrast, PINNs seamlessly integrate physical laws into the model training process, al-
lowing them to enforce these constraints directly while approximating the solution. This
enables a more cohesive and accurate representation of the underlying physics [229, 264].
The inherent capability of PINNSs to incorporate physical laws throughout the learning
process allows for more efficient and reliable modeling, even in the absence of large,
labeled datasets. This end-to-end learning framework enhances both the computational
performance and the accuracy of predictions, making PINNs a powerful tool for tackling

complex, physics-driven problems.

In domains where rapid computation is essential, such as real-time simulations
or optimization tasks, Physics-Informed Neural Networks (PINNs) offer substantial
advantages over traditional computational methods. PINNs exploit underlying physical
knowledge during the training process, allowing them to converge to accurate solutions
more efficiently, requiring fewer iterations than conventional approaches. Traditional

methods, by contrast, often demand significant computational resources and numerous
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iterations to achieve comparable results. The ability of PINNs to integrate physical
information allows for faster convergence, making them particularly well-suited for

scenarios that require quick decision-making or high-frequency calculations [173, 247].

In addition to improving computational efficiency, the incorporation of physical princi-
ples directly into the PINN framework enhances both the model’s predictive accuracy and
its interpretability [30, 191, 273]. In applications spanning fields such as engineering,
finance, and healthcare, where the transparency and explainability of model predictions
are essential, PINNs provide a clear and justifiable foundation for decision-making. This
is because the solutions generated by PINNs are inherently consistent with the governing
physical laws, making them not only more reliable but also easier to validate and verify.
Such interpretability is crucial in these high-stakes domains, where understanding the
rationale behind a model’s output can be as important as the accuracy of the output itself.
Therefore, PINNs not only offer computational benefits but also provide a more robust
framework for model validation and trust, fostering their adoption in critical real-world

applications.

It can be seen that Classical numerical methods, such as the Finite Element Method
(FEM) and spectral methods, are widely recognized for their high accuracy when applied
to well-defined, lower-dimensional problems. However, these methods face significant
challenges when dealing with high-dimensional spaces, complex geometries, and real-
time applications. The need for extensive computational resources, particularly when
addressing large-scale problems or dynamically changing environments, can severely
limit the scalability and efficiency of these traditional techniques. In contrast, Physics-
Informed Neural Networks (PINNSs) provide a flexible and efficient alternative that
overcomes many of these limitations. By directly incorporating physical laws into the
learning process, PINNs offer superior performance in scenarios that require rapid
computations or involve intricate physical systems. Their ability to adapt seamlessly to
complex geometries and high-dimensional problems positions them as a promising tool
for tackling emerging computational challenges. As the demand for more sophisticated
simulations and real-time solutions continues to grow, integrating PINNSs into the field
of numerical computing presents an exciting avenue for future research and practical

applications.

Despite their advantages, PINNs are not without limitations. One of the primary chal-
lenges associated with PINNs lies in the optimization process, which involves minimizing
a loss function that encompasses both the governing partial differential equations (PDEs)

and the relevant boundary conditions [50]. In complex settings, such as anisotropic or
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spatially varying environments, the optimization landscape becomes more intricate,
which can complicate the training process [49, 88]. These complexities may lead to issues
such as slow convergence or the inability of the algorithm to reach an optimal solution
that accurately reflects the underlying physical dynamics of the problem. This variability
in performance can be particularly problematic in applications requiring precise and
consistent results. Therefore, while PINNSs offer significant potential for solving com-
plex, real-world problems, further research is needed to enhance their robustness and

reliability, particularly in challenging or highly variable conditions.

The field of carbon credit research, particularly in relation to the dynamic interactions
between various influencing factors, remains underexplored. While there has been
increasing interest in applying machine learning techniques to model and predict carbon
credit dynamics, the majority of existing studies primarily focus on specific methodologies.
For instance, Gated Recurrent Units (GRUs) have been utilized for temporal forecasting
of carbon credit trends [43, 134, 145, 153], while other approaches, such as Feedforward
Neural Networks (FNNs)[93, 94], Residual Gain Strategy (REG)[58, 62, 102], Deep
Neural Networks (DNN)[112, 244], and Multilayer Perceptron (MLP) networks[127, 206],

have also been explored for carbon credit valuation and prediction.

Despite the growing adoption of these techniques, there remains a noticeable gap in
comparative studies that evaluate the relative performance and applicability of these
various methodologies. A comprehensive analysis that contrasts these models across
different dimensions, such as accuracy, computational efficiency, and their ability to cap-
ture the complexities of carbon credit systems, is notably absent in the current literature.
This lack of comparison limits the ability to identify the most effective techniques for
modeling the intricate dynamics of carbon credit markets, an essential step in advancing

research and practical applications in this area.

In this study, we investigate the application of Physics-Informed Neural Networks
(PINNSs) and introduce a novel framework termed Carbon Informed Neural Networks
(CINNSs) to address the unique challenges associated with modeling carbon-related
physical systems. Our comparative analysis of various PINN-based approaches reveals
that, while these methods offer promising solutions, they often require intricate network
structures, which in turn lead to extended training times and computational overheads to
achieve both convergence and the desired level of accuracy. This challenge is particularly
pronounced in complex systems where multiple interacting factors must be modeled

simultaneously.

To mitigate these issues, we systematically review and compare existing methodolo-
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gies and identify areas where improvements can be made. Based on this analysis, we
propose a new framework that leverages the Kolmogorov-Arnold Representation (KAR)
to better organize and represent the data. By applying the KAR to the data structure,
we aim to simplify the architecture of the neural network, thereby reducing the overall
complexity of the model and potentially enhancing training efficiency. This approach not
only streamlines the network design but also holds the potential to decrease the time
required for training, offering a more efficient path toward achieving accurate solutions

in the modeling of complex carbon systems.

2.5 Bias and Disparity in Decision Making

Bias in expert judgment is a key issue in the decision-making process. Because of
various things that the expert has imperfect knowledge of, when experts’ judgments
are influenced by biases or differing methodologies, the resulting disparities can create
confusion and uncertainty in the decision-making process [69, 178]. Because decision-
making is often complex and multifaceted, necessitating input from various domains of
expertise [174, 232], the presence of diverse perspectives can be beneficial [85, 119, 180].

Multi-expert decision-making involves aggregating diverse opinions from multiple
experts to enhance the quality and reliability of decisions, and corresponding systems
play a pivotal role in this context by integrating diverse perspectives and insights from
specialists in areas such as risk assessment, market analysis, investment strategies,
and regulatory compliance [67, 286]. These systems harness the collective intelligence of
multiple experts to enhance the robustness and reliability of decisions. By mitigating the
limitations inherent in individual expert judgments [139, 156, 228], such as cognitive
biases and knowledge gaps [29, 65, 121], multi-expert systems foster a more holistic un-
derstanding. This collaborative approach not only enriches the decision-making process
but also promotes greater transparency and accountability, as it allows stakeholders to
consider a wider array of factors and potential outcomes. Consequently, the incorporation
of multi-expert systems is crucial for organizations aiming to navigate the complexities
of financial markets and to make informed, strategic decisions that align with their
long-term objectives [158, 241].

Although the use of diversity in multi-expert systems can reduce monotonous bias
through diversity, the multi-expert system also introduces diversity of bias thus disparity
from various sources, which may cause confusion and contradiction in evaluation [2, 118].

This disparity can significantly impact decision quality, as differing opinions may lead
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to conflicting conclusions and strategies [129, 198]. This inconsistency can dilute the
credibility of the analysis and may result in suboptimal choices that do not align with

the organization’s goals.

Disparity caused by divergent biases among experts present significant challenges in
financial decision-making, as they can lead to inconsistencies and misalignments in judg-
ment and recommendations [25, 78, 86]. Each expert brings a unique set of experiences,
knowledge, and cognitive predispositions, which can result in varying interpretations
of data and divergent conclusions. Such biases may stem from personal experiences, in-
dustry backgrounds, or even the psychological heuristics that influence decision-making
processes [182]. When these biases manifest within a multi-expert system, they can
create conflicts that complicate consensus-building and obscure the true nature of the
financial landscape. Moreover, divergent biases can introduce substantial risk, as they
may lead to the neglect of critical information or the overemphasis of certain factors,
skewing the final decision [77, 221, 226]. This not only hampers the effectiveness of
collaborative decision-making but also raises concerns about accountability and trust in
the outcomes produced. As financial markets become increasingly volatile and intercon-
nected, addressing the challenges posed by divergent biases is essential for ensuring that

decisions are well-informed, coherent, and aligned with strategic objectives [217, 219].

It can be seen that biases inherent in individual expert judgments can distort analyses
and lead to inconsistent recommendations, ultimately compromising the effectiveness of
financial strategies. Stakeholders may struggle to reconcile these differing viewpoints,
leading to delays in decision-making and a potential loss of competitive advantage
in rapidly changing [165, 252]. Ultimately, the presence of multi-expert disparity can
undermine the reliability of forecasts and risk assessments, emphasizing the need for

effective integration and synthesis of expert opinions to enhance overall decision quality.

Therefore, it is necessary to mitigate bias in multi-expert systems, enhancing the
quality and reliability of decision-making processes, particularly in complex fields such as
finance. To tackle the challenges of divergent biases in multi-expert systems, we present
an Adaptive Kappa-Ordered Weight Averaging (KOWA) fusion for multi-expert decision-
making. By employing ordered weighting principles, KOWA systematically integrates
expert judgments, assigning weights based on consensus and reliability. The framework
begins by identifying biases and outlier opinions through a kappa statistic, facilitating a
nuanced weighting system that enhances decision quality by mitigating extreme biases.
By addressing and reducing these biases, we aim to create a more cohesive and accurate

synthesis of expert opinions.
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We aim to obtain a reliable decision-fusion, improving assessment consistency with
less disparity for risk management and overall organizational credibility in analyses.
This involves employing systematic approaches to identify, quantify, and integrate diverse
viewpoints, thereby fostering a more balanced representation of knowledge. Ultimately,
the objective is to ensure that decisions are grounded in a robust, objective framework
that reflects a comprehensive understanding of the financial landscape, thus enabling

organizations to navigate uncertainties and capitalize on opportunities more effectively.

2.6 Bias by False Data

Bias can be critical in decision making For example, Decision Makings in quantification
of creditworthiness are important in finance as they indicate a borrower’s risk of meeting
financial obligations and serve as a reference for risk prevention and credit pricing for
lenders, investors, and other financial institutions [12, 36, 46]. Since data processing
requires a lot of resources, more and more institutions have gradually introduced au-
tomation in financial information systems with data pipelines to perform data processing
in recent years to improve business efficiency and increase the objectivity of the rating
while reducing the cost of the labor force and time elapsed.

Most of the current automation approaches to credit evaluation can be broadly
classified into two categories, rule-based models and machine-learning model-based
approaches. A rule-based model analysis is one of the methods for estimating and
predicting changes [15, 150, 187], which provides inferences about the dynamic laws
based on the mechanics of the financial system. This type of approach requires reliance
on experience and understanding of the market system with assumption. Without proper
assumptions about the mechanism, specialized rule systems will not work and may
lead to unobjective rating results due to subjective assumptions of the model and an
incomplete understanding of the mechanism. In addition, due to the handcrafted nature
of these methods, these rules are usually not publicly available and are difficult to be
very generalized.

Machine learning (ML) techniques, in contrast to traditional rule-based methods,
make fewer assumptions about the underlying mechanisms of the systems they model.
These methods can leverage data-driven learning processes, bypassing the need for
explicit rules or prior knowledge regarding system dynamics. This flexibility makes
machine learning particularly useful in complex and dynamic environments where the

mechanisms are not fully understood or are too intricate to capture through prede-
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fined rules. Several widely-used machine learning strategies have been applied across
various industries, each offering distinct advantages for predictive modeling and decision-

making.

For instance, Regression Analysis is frequently employed in scenarios involving mul-
tivariate relationships or classification tasks, such as predicting financial outcomes or
assessing creditworthiness [98, 99, 101]. Decision Tree Models, which structure data
into a tree-like diagram, are utilized for classification and regression tasks, providing
interpretable and explainable models [39, 80, 255]. Random Forests, an ensemble tech-
nique built upon multiple decision trees, are particularly valued for their robustness and

accuracy, especially in high-dimensional settings [164, 194, 204, 248].

Gradient Boosting Decision Trees (GBDT) are another powerful ensemble method
that constructs models by sequentially improving upon the errors of previous models,
often yielding high predictive performance [57, 262, 295]. AdaBoost, another boosting
method, focuses on improving weak learners by emphasizing misclassified instances [125,
193]. In addition, Multilayer Perceptron (MLP) neural networks, which are capable of
learning complex, nonlinear relationships, have been successfully applied in various

domains including credit risk assessment [14, 107, 109].

Furthermore, Statistical Learning techniques, which combine elements of machine
learning with statistical theory, have been extensively used in modeling and forecasting
tasks [106, 179, 181, 225, 233]. These methods are widely applied in decision-making
contexts such as assessing the likelihood of a borrower ability to meet financial obli-
gations, thus improving the accuracy of credit risk assessments and other financial
predictions. Overall, these diverse machine learning strategies offer significant flexibility
and power in modeling complex systems, providing critical insights for decision-making

across various sectors.

In addition to the convenience and efficiency savings brought about by the popularity
of machine learning in the financial world, there have been attendant malicious attacks
against machine learning that have been creeping into the industry. Adversarial machine
learning can be a particular concern in the context of FinTech, as misleading decisions
made by corrupted machine learning models can have significant financial consequences
with a risk of incorrect or malicious results [72, 81, 263]. Adversarial attacks involve
intentional manipulation of input data in a way that causes machine learning models to

be wrong or produce undesirable results, especially for data processing services.
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2.7 Related Works

This section reviews the literature relevant to computational and modeling approaches
in carbon finance. Due to the diversity of research topics, including classical quantitative
models such as the Black-Scholes model, machine learning techniques like deep neural
networks (DNNs) and feed-forward networks (FFNs), physics-informed neural networks
(PINNSs), finance-informed neural networks (FINNs), and the Kolmogorov-Arnold repre-
sentation.

The reviewed works illustrate the spectrum from classical quantitative models to
modern machine learning and knowledge-informed approaches. Integrating domain
knowledge with data-driven models improves robustness, interpretability, and gener-
alization. Structuring the review in this way is necessary to clarify the methodological
foundations of the proposed system, identify gaps in existing models that motivate
multi-domain knowledge assembly and adaptive decision frameworks, and demonstrate
interdisciplinary connections between finance, machine learning, and domain expertise.
This approach also justifies the choice of methods for robust, bias-aware carbon finance
decision support. By organizing the literature this way, the study ensures that it builds
on prior knowledge while addressing limitations, highlighting the need for integrated

computational and domain-informed approaches.

2.7.1 Black Scholes Model

The Black-Scholes (BS) model has long been a cornerstone of financial mathematics,
providing a systematic framework for valuing European options based on the dynamics
of the underlying asset price [3, 19, 130, 154, 155]. By calculating the theoretical price
of options, the BS model reflects the probabilities of various asset price paths at ma-
turity, offering valuable insights for decision-making in financial markets. Despite its
widespread use and foundational status in modern finance, the BS model operates under
several simplifying assumptions, such as constant volatility and the absence of market
frictions, which may limit its accuracy in real-world applications.

Recent advancements in Financial-Informed Neural Networks (FINNs) seek to extend
the capabilities of traditional models like Black-Scholes by incorporating more complex
financial systems and accounting for nonlinear relationships within the data. Unlike the
BS model, which assumes linearity and fixed parameters, FINNs are designed to better
capture the dynamic and multifaceted nature of financial markets, integrating empirical

data and adapting to changing market conditions [58, 94, 112, 206, 244]. This approach
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holds the potential to refine option pricing models, making them more responsive to real-
world complexities and improving their reliability and predictive accuracy. By moving
beyond the static assumptions of traditional models, FINNs offer a promising direction
for enhancing the adaptability and precision of financial models, ultimately supporting

more informed and effective decision-making in volatile markets.

2.7.2 Computing Multiple Layer Perceptron (MLP)

A fundamental method for neural network design involves the use of multi-layer percep-
trons (MLPs), which introduce nonlinearity through activation functions. This allows
MLPs to effectively capture and model complex patterns within financial data, mapping
inputs to outputs in a manner that can accommodate the intricate dynamics of financial
systems [127, 206]. While MLPs offer a straightforward and effective approach, they
face challenges when applied to more complex financial scenarios. In such cases, careful
design of loss functions and learning strategies becomes essential to ensure efficient
training and prevent issues such as underfitting or slow convergence.

One notable application of MLPs in finance is the work by Santos et al. [206], who
explored the use of neural networks to address the valuation of stock options, specifically
applying the Black-Scholes equation, a cornerstone of financial mathematics. In this con-
text, the authors proposed an innovative approach where neural networks were employed
to solve the parabolic partial differential equation that underpins the Black-Scholes
model. They utilized real-world data from call options of major Brazilian companies,
such as Petrobras and Vale, to train their models. Their results demonstrated the effec-
tiveness of the neural network-based method in predicting short-term call option prices,
particularly within the context of the Brazilian options market. This case study under-
scores the potential of neural networks, particularly MLPs, in enhancing the accuracy
and applicability of financial models in real-world settings, offering an alternative to

traditional analytical methods for option pricing.

2.7.3 Computing with Deep Neural Networks (DNNs)

To improve the capacity of machine learning models for analyzing complex financial
systems, many recent studies have incorporated deep neural networks (DNNs) into
Financial-Informed Neural Networks (FINNSs), leveraging their hierarchical layers to
capture intricate patterns in financial data [112, 244]. By embedding regulatory frame-

works and constraints within the architecture of these networks, researchers aim to
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enhance the learning process and make the models more responsive to the underlying
financial dynamics. However, while the addition of DNNs improves model performance,
it also introduces significant challenges related to system complexity and computational
demands, as these models require substantial computational resources to effectively
train and execute.

In a notable study, Ibrahim et al. [112] applied a DNN-based FINN approach to
improve the efficiency of solving time-dependent differential equations, particularly in the
context of computational finance. They replaced traditional coarse integrators in parallel
time algorithms, such as Parareal, with deep learning models to accelerate the integration
process. This method demonstrated significant improvements in computational speed
by exploiting concurrency, but it still required considerable computational time and
resources to maintain the performance of deep learning-based frameworks, highlighting
the trade-off between efficiency gains and resource expenditure.

Similarly, Villarino et al. [244] focused on addressing specific challenges related to
training loss functions and boundary conditions in multi-dimensional nonlinear parabolic
partial differential equations. They proposed a novel method for deriving boundary losses
directly from the partial differential equations, which were adjusted by substituting
the boundary conditions into the model equation. This approach aimed to rigorously
constrain counterparty credit risk by enforcing boundary conditions within the modeling
process, improving the precision and reliability of the financial model. While these
methods contribute valuable insights into optimizing the performance of FINNs, they
also underscore the ongoing need for advanced computational resources to handle the

increased complexity of financial systems modeled by deep learning techniques.

2.74 Computing with Feed-Forward Networks (FFNs)

To further enhance the performance of Financial-Informed Neural Networks (FINNs),
another promising approach is the utilization of Feed-Forward Neural Networks (FFNs).
FFNs, as foundational neural architectures, consist of a straightforward data flow mech-
anism in which information progresses from input nodes through hidden layers to output
nodes. The hierarchical structure of FFNs enables them to capture complex relationships
and constraint patterns, which is particularly beneficial for financial applications [93, 94].
This structure allows FFNs to effectively model financial systems, where intricate depen-
dencies between variables must be identified and learned.

Despite their advantages, the training of deep FFNs can pose significant challenges,

particularly in terms of optimization. A common issue encountered during the training
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process is the vanishing or exploding gradient problem. This issue arises when gradients
become either too small or too large as they propagate back through the network during
training, causing instability or impeding the learning process. To address these chal-
lenges, several strategies are employed, including gradient clipping, which limits the size
of gradients during backpropagation, and more sophisticated initialization techniques
that ensure the network begins with appropriate weights to facilitate stable learning.
These techniques are crucial for ensuring that FFNs can be effectively trained, especially
as the depth of the network increases, allowing them to unlock their full potential in

complex financial modeling tasks.

2.7.5 Computing with Residual Gain Strategy (REGs)

To improve learning efficiency while avoiding the expansion of network dimensions,
recent studies have explored the integration of residual gain (REG) strategies within
neural network frameworks, demonstrating their effectiveness in enhancing performance
without significantly increasing network complexity [58, 102]. The REG strategy involves
augmenting the traditional Multi-Layer Perceptron (MLP) architecture by incorporating
residual connections between layers. These residual connections allow each hidden
layer’s output to serve as a corrective signal, refining the network final output through a
series of correctional gains.

This residual learning mechanism effectively enables the network to focus on learn-
ing the differences, or residuals, between predicted and actual outputs, rather than
learning the entire mapping from input to output. Empirical studies have shown that
the integration of residual gain within MLPs enhances the model’s learning efficiency,
achieving improved performance without the need for deeper networks. The ability
to improve learning outcomes while keeping the network structure relatively shallow
makes this approach particularly valuable for situations where computational resources
are constrained or when model simplicity is desired, offering a balanced solution between

complexity and efficiency.

2.7.6 Quantitative Approaches in Financial Analysis

Model-based methods had been widely used in risk control and financial contagion
in banking and loan services. With mechanism models, features such as loan provi-
sion rate, macroeconomic factors can be introduced to predict rating and rating transi-

tions [150, 187]. However, these models need to rely strongly on prior knowledge and
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expert experience, which is hard to acquire especially for the latest ones. The reliability
of the model requires a strong hypothetical basis, so it is inevitable to introduce certain
subjective prior assumptions in the evaluation.

As a quantitative supervised learning solution to quantitative analysis, regression
methods are also popular in quantitative risk management [97, 116], and ridge clas-
sification [59, 99, 146] is widely used to transform the classification problem into a
regression problem with Tikhonov regularization [31, 82], especially for ill-posed prob-
lem and noisy data. These methods need to work with the assumption of discrete ratings
as increasing and continuous numerical quantities and ignores the non-linearity and
non-uniformity of rating classification after quantification. The ambiguous value between
the two categories is projected through a priori hypothetical quantization mapping to
obtain the differentiated value, which may not completely conform to the original discrete

classification.

As for unsupervised learning, Nearest Neighbors Analysis [113] is also commonly
applied as a method of numerical regression and classification based on the K Nearest
Neighbours analysis method. It is simple to calculate, and can be used for both regression
and classification. However, it relies heavily on data. Due to the lack of a adaptive
mechanism, it only performs proximity analysis based on the data itself to classify and
store the data. Therefore, it needs to wait for new data (test data) to come in before it

starts learning.

Tree-based learning methods, such as Dcsion Tree Model [39, 80, 255], Random
Forest[164, 194, 204, 248], gradient boosting decision tree (GBDT) [57, 262, 295] Ad-
aBoost (Adaptive Boosting [125, 193]), are usually applied in financial prediction to
handle high-dimensional data without dimensionality reduction, no feature selection.
These methods need the support from many weaker classifiers, which lacks standard-
ization for the design, both for the number and structure of the classifiers. Meanwhile,

overfitting is also a common problem take place in these models.

Most statistical learning methods [106, 179, 181, 225, 233] have good model inter-
pretability, and can further perform confidence interval analysis and hypothesis testing,
but require a prior assumption based on a probability distribution or event independence.
However, these assumptions are uncertain and introduce subjective factors. Meanwhile,
such methods are often sensitive to input data and are not easy to generalize. The
performance is low if the prior hypothesis does not hold or the feature dimension is high

and the sample is incomplete.

A neural network model is a model that learns and fits through a nonlinear method [14,
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107, 109], implicitly finding the required high-order feature items through such a net-
work structure. The advantage of a neural network is its powerful nonlinear fitting
ability despite its complexity of the model, while it is easily affected by outliers and prone
to overfitting when the data is insufficient, so it has higher requirements for training
data.

The graph convolution network (GCN) [120, 261] is a type of neural networks that
can take a graph as input, process it through a neural network, and output a label.
By integrating the information of the graph as the learning element, the possibility of

information loss due to uncertain empirical priori hypothetical bias is reduced.

2.7.7 Physic Informed Neural Network (PINN)

The Physical Information Neural Network (PINN) is a powerful tool designed to ad-
dress the complexities of physical systems by embedding physical laws directly into
the neural network training framework. This integration significantly enhances the
physical consistency and reliability of the model, enabling it to produce predictions that
are not only statistically accurate but also physically plausible [190]. Unlike traditional
machine learning methods that typically rely heavily on large datasets, PINNs reduce
this dependency by leveraging existing physical knowledge, making them particularly
useful in scenarios where data is sparse or difficult to obtain.

PINNSs are especially effective in solving complex scientific and engineering problems
that involve interactions between multiple physical processes or nonlinear phenomena.
In such cases, they can naturally incorporate boundary conditions and initial states,
ensuring that the model adheres to the governing laws of physics throughout the train-
ing and inference process [117]. This ability to integrate physical constraints into the
model’s architecture allows PINNs to handle multi-physics scenarios more efficiently
and accurately, making them an invaluable tool in fields such as climate modeling, mate-
rial science, and complex system simulations. By directly imposing the laws of physics,
PINNSs provide a framework for generating highly accurate predictions with minimal
reliance on large, high-dimensional datasets, which is a significant advantage in many
real-world applications.

Moreover, PINNSs offer a compelling advantage over traditional numerical methods,
primarily through their ability to enhance computational efficiency and model inter-
pretability. Unlike conventional techniques that rely heavily on discretization methods
such as finite element analysis (FEM), which can be computationally intensive, PINNs

reduce the need for extensive mesh generation and allow for direct learning from the
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governing physical equations. This reduction in computational demand not only accel-
erates the solution process but also provides a more efficient framework for addressing

high-dimensional, complex systems.

A key strength of PINNs lies in their inherent alignment with physical laws, which
ensures that the predictions generated by the model remain consistent with well-
established principles of physics [190]. By embedding these physical constraints directly
into the network architecture, PINNs are able to produce solutions that are not only
accurate but also robust in terms of physical realism. This is particularly important in
fields involving multi-physics interactions or non-linear phenomena, where traditional
machine learning methods may lack the capacity to accurately capture the underlying

dynamics.

Furthermore, the integration of physical knowledge into the PINN training process
enhances both the statistical validity of the model and its physical relevance. This dual
integration of empirical data and physical laws ensures that the resulting model can
reliably predict outcomes even in scenarios with limited data. In doing so, PINNs offer a
powerful tool for tackling complex scientific and engineering problems, where conven-
tional methods may struggle to accommodate the intricate and dynamic nature of the
systems being modeled [117]. Consequently, PINNs provide a flexible, computationally
efficient, and physically consistent approach to solving a wide array of challenges across

various domains.

While there has been significant progress in research involving Physics-Informed
Neural Networks (PINNs), there remains a noticeable gap in studies specifically targeting
their application to carbon credits and the intricate dynamics governing them. Existing
research on PINNs has primarily focused on various neural network architectures, such
as Gated Recurrent Units (GRUs), Feedforward Neural Networks (FNNs), Residual Gain
Strategy (REG), Deep Neural Networks (DNNs), and Multilayer Perceptrons (MLPs).
These methodologies have been explored across a wide range of applications, but their
specific utilization in the context of carbon credits and the multifaceted interactions

between carbon emission and sequestration processes is relatively underexplored.

For instance, GRUs have been widely utilized for temporal forecasting tasks, such as
predicting future emissions or market behavior over time, with notable works in this
domain by Li et al.[134], Liu et al.[145], and Chen et al.[43]. Similarly, FNNs have been
applied in various domains, including financial modeling and option pricing[93, 94], yet
their application in carbon-related systems is still limited. The Residual Gain Strategy

(REG), which augments standard neural network architectures by incorporating residual
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connections to enhance learning efficiency, has been explored for improving model perfor-
mance in complex systems [58, 62, 102], but its use in environmental modeling remains
scarce. DNNs and MLPs have shown promise in solving high-dimensional problems,
including those involving physical processes [112, 206, 244], but their specific integration

with carbon credit systems requires further investigation.

Despite these developments, there is a distinct lack of comprehensive studies that
examine how these advanced PINN architectures can be tailored to model the nuanced
and dynamic interactions within carbon credit systems. Such systems are characterized
by complex temporal dynamics, intricate regulatory frameworks, and nonlinear rela-
tionships that may benefit from more robust, physics-constrained learning techniques.
The integration of PINNs into the modeling of carbon credits represents an area ripe for
further exploration, where advancements in machine learning could lead to improved

understanding and management of carbon markets and sustainability efforts.

2.7.8 Finance Informed Neural Network (FINN)

The application of Physics-Informed Neural Networks (PINNs) in the financial sector has
recently gained attention as an innovative approach that merges advanced computational
techniques with complex financial modeling. This evolving field sits at the intersection of
computational methodologies and financial applications, with the potential to enhance
decision-making across various areas such as risk assessment, asset pricing, and portfolio
optimization [18, 58, 76, 94, 112, 206, 250]. When these networks are specifically tailored
to incorporate financial knowledge, constraints, and theories, they are referred to as
Finance-Informed Neural Networks (FINNs). The application of FINNs aims to refine the
accuracy and efficiency of financial modeling within regulated environments, improving
traditional methods of asset pricing, risk management, and investment strategies.

The core of FINNSs lies in the integration of financial theories with neural network
architectures, enabling them to solve complex differential equations that represent
real-world financial dynamics. For example, by utilizing financial models such as the
Black-Scholes equation for option pricing [32, 38, 154], these networks can provide more
reliable predictions and optimal solutions. A key component of the FINN framework is
the use of a composite loss function, which incorporates both data-driven terms and the
relevant financial equations. This loss function guides the training process, ensuring
that the network outputs are consistent with established financial knowledge while

capturing the intricacies of market behaviors. Tasks such as derivative pricing, risk
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management, and investment strategy optimization become more robust and reliable
through the integration of these financial principles [93, 244].

Despite the promising potential of FINNs, their implementation is not without chal-
lenges. The incorporation of financial theories and constraints adds a layer of complexity
to the training process compared to traditional neural networks. Specifically, the complex
nature of the loss functions, which must account for both empirical data and theoretical
financial models, increases the computational burden and can affect the efficiency of
the learning process. The need for larger network architectures and extensive training
cycles further exacerbates the demands on computational resources. Additionally, en-
suring interpretability of the models remains a significant hurdle, as the integration
of financial constraints complicates the transparency of the network’s decision-making
process [41, 288]. Thus, while FINNSs offer great promise, their successful deployment
requires careful attention to computational efficiency, model interpretability, and the

management of complex training procedures.

2.7.9 Kolmogorov-Arnold Representation

The application of the Kolmogorov-Arnold Representation (KAR) in machine learning
presents a promising avenue for addressing the challenges of complexity reduction,
model interpretability, and enhanced performance in scientific computations. The KAR
theorem, which stems from multivariate function theory, asserts that any continuous
multivariate function can be decomposed into a superposition of continuous functions
of several variables [210, 245]. This decomposition, known as the Kolmogorov superpo-
sition representation, offers a novel way to break down complex functions into simpler,
more manageable components, providing an interpretable framework for understanding
intricate relationships within the data.

Several studies have explored the integration of the KAR theorem into machine learn-
ing models, with the goal of simplifying the underlying structures and improving both
model interpretability and efficiency [122, 148, 186]. By leveraging the decomposition
of complex functions into KAR components, these approaches map the representation
directly onto the neurons of the network. This mapping allows the neural network to
learn and represent intricate relationships in the target function throughout the learning
process, thus facilitating a more transparent and interpretable model.

The potential benefits of incorporating the KAR mechanism into machine learning
models are manifold. The ability to break down complex relationships into simpler com-

ponents allows for a reduction in the complexity of the model’s structure, improving
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both computational efficiency and generalization capabilities. Furthermore, the inter-
pretability of the learned models is significantly enhanced, as the decomposition provides
insights into the contributions of individual components to the overall function. These
attributes make the KAR approach particularly valuable in domains where model trans-
parency and performance are critical, such as in scientific computations and applications
involving complex, high-dimensional data.

The integration of the Kolmogorov-Arnold Representation into machine learning
offers significant promise for overcoming some of the most persistent challenges in
computational modeling. By simplifying model structures and enhancing interpretability,
this approach could lead to more efficient and transparent machine learning models,
particularly in the context of scientific applications requiring the analysis of complex,

multivariate functions.
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CHAPTER

INTEGRATED CARBON DYNAMICS MANAGEMENT
SYSTEM

3.1 Carbon Dynamics Management

The preceding analysis demonstrates that the dynamic management of carbon credits
constitutes a complex and interdisciplinary domain. Carbon credits are not merely
instruments of environmental management; they also serve as valuable financial assets,
significantly enhancing the trading capacity and investment potential within the carbon
market. This transformation has been driven primarily by advancements in financial
technology, which leverages real-time data analysis and efficient transaction processing

to broaden market participation.

However, the effective management of carbon credits necessitates a profound un-
derstanding of their environmental impacts to fully realize their potential as tools for
sustainable development. Establishing a robust quantitative assessment framework is
essential. This framework should encompass asset valuation, pricing strategies, and a
comprehensive understanding of relevant trading rights while considering a range of
interconnected environmental, financial, market, and social factors. Current method-
ologies often fall short of providing a unified analytical and computational framework

capable of addressing these multifaceted challenges.

In practical applications, the sustainability of carbon credit management must ac-

count for the social dimensions of environmental policies. An effective carbon credit
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system should consider community impacts, fairness in resource allocation, and the
socio-economic implications of carbon trading. Therefore, it is imperative to develop a
system framework that integrates knowledge and data across various fields related to
carbon credits. This integration will enable relevant managers to enhance their under-
standing of the dynamic interactions among carbon physics, environmental finance, and
social economics, ultimately fostering positive interactions and impacts of strategies and
policies across these domains.

Particularly in contexts characterized by data scarcity and information silos, the
combination of domain-specific knowledge with principles of environmental sustainability
can mitigate data dependency and model bias. This approach facilitates the development
of reliable and reasonable decision support systems, even in the face of limited data
availability.

To address this gap, this study presents an innovative methodological framework
exemplified by the Integrated Environmental Governance Carbon Credit Knowledge
Integration and Management System. The figure 3.1 illustrates an integrated manage-
ment system with comprehensive sensing for carbon dynamics specifically designed to
monitor and manage carbon dynamics. It encompasses various interconnected elements

that contribute to effective carbon management and trading. This framework aims to
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Figure 3.1: Integrated Management with Sensing for Carbon Dynamics

establish a novel and impactful research approach within the realms of environmental
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science and engineering. It emphasizes the multidimensional integration of environmen-
tal components and their interrelationships with human activities, highlighting the vital
role of scientific research within the broader environmental context.

The comprehensive knowledge system encompasses dynamic knowledge across sev-
eral domains, including the atmosphere, hydrosphere, biosphere, and human sphere. By
creating independent foundational knowledge systems and fostering interconnectivity
among these fields, a large-scale, integrated knowledge system is developed. This system
not only deepens the understanding of the dynamic relationships among various knowl-
edge areas but also provides effective solutions to challenges such as knowledge silos
and inadequate inter-field connections.

Moreover, the framework synthesizes empirical knowledge with physical models
within a knowledge information network paradigm, enabling the cross-referencing of
insights from diverse financial standards and fields, including environmental engineering.
By clarifying the interconnections between ecosystems, human activities, and economic
systems, it achieves a holistic approach to carbon credit management. This approach
effectively addresses the limitations of existing methodologies, which often lack a cohesive

analytical and computational framework necessary for tackling these complex challenges.

3.2 Dynamic Management for Sustainable Carbon
Credit

Figure 3.2 shows a logic framework of the Integrated Dynamic Management System.
The system comprises several key modules, including Decision Support Intelligence
(DSI), Knowledge Information Orchestration with Machine Learning and Knowledge
Support (KIO-MLAKS, or MLAK), a Data Engine (DE), actuators, and operational
modules. Actuators encompass devices such as agricultural drones, machinery, and
irrigation systems, which execute environmental tasks. Operational modules facilitate
transactions, policy formulation, and compliance throughout the operational process.
The Data Engine is responsible for gathering and processing essential data, including
environmental and market information.

Decision Support Intelligence (DSI) functions as a comprehensive information process-
ing system, designed to assist decision-makers in making informed choices by integrating
and analyzing diverse data, models, and knowledge. Meanwhile, MLAKS synthesizes
various forms of data, information, and experiences to generate new knowledge and

advanced features, enabling complex analyses that support the decision-making process.
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Figure 3.2: System Framework of Dynamic Management for Sustainable Carbon Credit

The integrated carbon credit management system, centered around Decision Sup-
port Intelligence (DSI), establishes a robust framework for enhancing decision-making
processes within the realm of carbon credits. The DSI functions as the central hub for col-
lecting and processing data, primarily sourced from the Data Engine (DE). This module
is essential for aggregating diverse datasets, including environmental metrics, market
conditions, and regulatory frameworks, which are crucial for informed decision-making
in carbon credit transactions.

Figure 3.3 shows the procedure of the system. In this integrated system, DSI collects
data from the DE, deriving decision analysis results and evidence with the assistance of
MLAKS. This analysis aids decision-makers in engaging with the carbon credit market
and environmental conditions through actuators and operational modules. Consequently,
the system enables dynamic coordination and sustainable management of carbon cred-
its, highlighting the interconnectedness of data-driven decision-making and practical
execution in environmental governance.

The DSI leverages the data gathered by the DE to derive decision analysis results
with the support of the Machine Learning and Knowledge Support (MLAKS) module.
By utilizing advanced analytical techniques, MLAKS synthesizes various data inputs to
generate insights that are pivotal for understanding market dynamics and environmental

conditions. This integration of machine learning capabilities allows the DSI to identify
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Figure 3.3: System Framework of Dynamic Management for Sustainable Carbon Credit

trends, assess risks, and forecast future scenarios, providing decision-makers with a
solid evidence base for their actions.

The decision analysis results produced by the DSI play a critical role in guiding
decision-makers as they navigate the complexities of the carbon credit market. This
engagement is facilitated through a two-pronged approach: interacting with the carbon
credit market and monitoring environmental conditions. By fostering this dual engage-
ment, the system enables decision-makers to make informed choices that are aligned
with both market opportunities and ecological sustainability.

Furthermore, the integrated system emphasizes the importance of actuators and
operational modules in executing decisions. Actuators, such as automated systems for
emissions monitoring and carbon credit transactions, play a vital role in translating
analytical insights into practical actions. Operational modules support various tasks,
including policy compliance, market transactions, and environmental assessments. To-
gether, these components facilitate dynamic coordination within the system, ensuring
that decisions are not only data-driven but also effectively implemented in real-time.

Ultimately, the strength of this integrated system lies in its ability to link data-driven
decision-making with practical execution in the sphere of environmental governance. By
creating a cohesive architecture that connects DSI, DE, MLAKS, and the various opera-

tional components, the system enhances the sustainable management of carbon credits.
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This interconnected approach not only addresses immediate operational challenges but
also fosters a culture of continuous learning and adaptation, essential for thriving in the

ever-evolving landscape of carbon credit management.

3.2.1 Data Engine

The Data Engine System serves as a foundational component for carbon credit man-
agement, designed to efficiently collect, process, store, and analyze data from various
environmental and market sources. Its architecture is built around the integration of
diverse data streams, which enhances the comprehensiveness and accuracy of insights

related to carbon credits.
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Figure 3.4: Data Engine For Carbon Credit Dynamic Management

As shown in Figure 3.4, at the core of the system are the Data Sources, which en-
compass two primary categories: Environmental Data and Market Data. Environmental
data is gathered from multiple sources, including weather stations, satellite imagery, and
sensor networks. These sources provide critical information on atmospheric conditions,
land use, and carbon sequestration potential. By integrating these varied data points, the
Data Engine ensures a robust understanding of the environmental factors influencing
carbon credit generation and valuation.

In parallel, the system collects Market Data from APIs and trading platforms. This
data is essential for tracking real-time market dynamics, including pricing fluctuations,
demand-supply relationships, and regulatory developments. The interplay between envi-

ronmental and market data is crucial, as it allows stakeholders to assess the economic
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viability of carbon credit projects and make informed decisions regarding investments
and compliance.

The Data Processing Module is a vital intermediary that transforms raw data into
actionable intelligence. This module implements advanced algorithms for data cleaning,
filtering, and aggregation, ensuring that the output is reliable and relevant. By systemat-
ically processing incoming data, the engine enhances the quality of information available
for subsequent analysis.

Following processing, the Data Storage component securely archives the refined data,
creating a centralized repository that facilitates easy access for analysis. This organized
structure is crucial for maintaining data integrity and ensuring that stakeholders can
retrieve historical datasets for longitudinal studies or trend analysis.

The Data Analysis Module then leverages this stored information to derive insights,
employing statistical techniques and machine learning algorithms to identify patterns
and predict future trends in carbon credit markets. This analytical capability is fun-
damental to understanding the complexities of carbon credit trading and optimizing
decision-making processes.

The Reporting & Visualization module presents the analyzed data in user-friendly
formats, such as dashboards and visual graphs. This function is particularly important,
as it enables stakeholders, from policymakers to corporate decision-makers, to quickly
grasp the implications of data and make strategic choices based on the insights generated.

It can be seen that the Data Engine System is meticulously designed to facilitate the
comprehensive management of carbon credits. By integrating environmental and market
data, implementing sophisticated processing techniques, and providing clear analytical
outputs, this system empowers stakeholders to navigate the complexities of carbon credit
management effectively. Its architecture not only enhances operational efficiency but
also supports sustainable practices by promoting informed decision-making based on a
robust evidence base.

The Data Engine constitutes a central pillar of the carbon credit management system,
enabling the systematic collection, storage, and provision of high-quality data to the
computational modules. By integrating heterogeneous environmental and market data
streams, the system not only enhances the accuracy and comprehensiveness of insights
but also establishes a robust foundation for subsequent analytical processes. Data
processing is carried out through ETL pipelines applied to both static and dynamic
storage systems, ensuring that raw information is transformed into structured, reliable,

and actionable datasets. The processed data is then made accessible to downstream

43



CHAPTER 3. INTEGRATED CARBON DYNAMICS MANAGEMENT SYSTEM

modules via database APIs, facilitating seamless retrieval for statistical analysis, trend
prediction, and decision support. This design reflects a professional balance between
operational efficiency and analytical rigor, in which it allows the system to accommodate
complex, multi-source data while maintaining flexibility for adaptive analysis. Moreover,
by structuring data flow and accessibility in this way, the Data Engine supports evidence-

based decision-making, strengthens model reliability, and provides a scalable framework

that can evolve alongside emerging carbon finance methodologies.

3.2.2 Market Operations

3.2.2.1 Market Interaction
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Figure 3.5: Component Interaction Logic in Carbon Credit
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Figure 3.5 illustrates the package structure of the carbon credit marketplace, show-
casing the interactions between key actors such as the Carbon Credit Provider (CCP),
Carbon Credit Buyer (CCB), Verification Agency (VA), and the Carbon Credit
Database (CCD). Additionally, it incorporates components such as Carbon Emission
(CE), Carbon Sequestration (CS), Carbon Pricing (CP), and Option Pricing (OP),
thereby highlighting their roles within the ecosystem.

Figure 3.6 elaborates on the existing carbon credit data flow by integrating additional
components that encompass interactions related to carbon emissions, carbon seques-
tration, carbon pricing, and option pricing. This expansion illustrates a comprehensive
framework for the management and exchange of carbon credits, which is essential in

addressing climate change through market-based mechanisms.
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Figure 3.6: Carbon Credit Data Interaction Logic

The actors involved include the Carbon Credit Provider (CCP) and the Carbon
Credit Buyer (CCB), who are critical stakeholders in the carbon credit marketplace.
The Verification Agency (VA) serves a pivotal role in ensuring the integrity of the data
associated with carbon credits. The Carbon Credit Database (CCD) functions as a
centralized repository for storing verified carbon credit data, thereby facilitating data
accessibility and traceability.

The diagram delineates several key interactions. First, the CCP submits carbon
credit data to the VA for verification. This step ensures that the data provided is accurate
and complies with regulatory standards. Upon receipt of the data, the VA verifies and
subsequently stores it in the CCD. This process includes a confirmation step, where the

CCD communicates back to the VA, affirming that the data has been successfully stored.
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The VA then informs the CCP that the data verification process has been completed,
closing the feedback loop.

Concurrent with these foundational interactions, the CCB requests access to the
carbon credits from the CCD, which responds by providing the requested carbon credit
data. In addition to these interactions, the diagram introduces new participants that
enhance the carbon credit ecosystem. The Carbon Emission (CE) component allows the
CCP to report carbon emissions, establishing a direct link between emissions data and
credit generation. Following the reporting, the CE initiates the Carbon Sequestration
(CS) process, emphasizing the importance of sequestering carbon to offset emissions
effectively. The CS then updates the CCD with relevant sequestration data, which is
critical for tracking the effectiveness of carbon offset strategies.

Furthermore, the CCB engages with the Carbon Pricing (CP) mechanism to inquire
about current carbon pricing. This interaction is crucial for buyers to make informed
purchasing decisions based on market conditions. In response, the CP provides the CCB
with up-to-date pricing information, ensuring transparency in the carbon credit market.
Finally, the CCB seeks details regarding option pricing from the Option Pricing (OP)
component, which is essential for evaluating financial instruments related to carbon

credits. The OP then supplies the requested option pricing data to the CCB.

3.2.2.2 Carbon Credit Activities

Figure 3.7 delineates the activity flow for the carbon credit management process, pro-
viding a comprehensive overview of the actions undertaken by the various stakeholders
involved in this domain. This activity flow is critical for understanding the sequential
operations that facilitate the effective management of carbon credits, which are essential
for mitigating climate change through market-based mechanisms.

The process initiates with the submission of carbon credit data, wherein stakeholders,
presumably the Carbon Credit Providers, provide necessary information regarding their
carbon credits. Following this submission, the data undergoes a verification process to
ensure its accuracy and compliance with established regulatory standards. Upon success-
ful verification, the data is stored in a designated repository, leading to a confirmation
of storage. This step is vital as it ensures that the verified data is retrievable for future
transactions and audits.

Subsequently, stakeholders complete the data verification process, after which they
may proceed to request carbon credits. This request initiates a feedback loop, wherein the

system provides the requested carbon credit data back to the stakeholders. In parallel,
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Figure 3.7: Carbon Credit Activityes Interaction Logic

carbon credit providers are required to report their carbon emissions, which is a crucial

action that establishes a direct correlation between emissions and the credits generated.

The diagram further illustrates the initiation of carbon sequestration following the

reporting of emissions. This process emphasizes the importance of carbon sequestration

as a strategy for offsetting emissions effectively. The system subsequently updates the

carbon sequestration data, ensuring that accurate records are maintained for future

reference.

Moreover, stakeholders engage with the carbon pricing mechanism to inquire about

current carbon pricing. This inquiry is instrumental in enabling stakeholders to make

informed purchasing decisions based on prevailing market conditions. The system re-
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sponds by providing the current pricing information, thereby enhancing transparency in
the carbon credit marketplace.

Stakeholders may request details regarding option pricing, which are essential for
evaluating the financial instruments associated with carbon credits. The system con-

cludes this flow by supplying the relevant option pricing data to the stakeholders.

3.2.3 Decision Support Intelligence (DSI)

The Decision Support Intelligence (DSI) system serves as a vital framework for en-
hancing decision-making processes within carbon credit management. Functioning as a
comprehensive information processing system, DSI integrates and analyzes a multitude
of diverse data sources, models, and knowledge frameworks. This multifaceted approach
is essential for navigating the complexities inherent in carbon credit markets, where de-
cisions must be informed by real-time environmental, regulatory, and market dynamics.

It can be seen in Figure 3.8, DSI system aggregates critical information from various
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Figure 3.8: Decision Support Intelligence For Carbon Credit Dynamic Management

sources. This module is subdivided into specific areas focusing on environmental, market,
and regulatory data. Environmental data sources provide insights into conditions that
directly affect carbon credits, such as emissions levels, air quality metrics, and ecological

assessments. Market data sources are indispensable, offering details about carbon credit
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prices, trading volumes, and market trends that inform economic viability. Regulatory
data sources ensure compliance with existing policies, capturing changes in legislation
and regulatory frameworks that impact carbon credit transactions. By synthesizing these

diverse datasets, the DSI establishes a robust foundation for informed decision-making.

The Data Integration Module plays a crucial role in the DSI system by ensuring the
collected data is accurate and readily analyzable. It includes processes for data cleaning
and preprocessing, which eliminate inconsistencies and enhance data quality. This is
followed by data storage strategies that organize the information in a manner conducive
to efficient retrieval and analysis. The integrity of this data is paramount, as it directly

influences the outcomes generated by subsequent analytical processes.

The Analysis Module is where the transformative power of DSI is fully realized. By
employing statistical analysis, predictive modeling, and scenario analysis, this module
derives actionable insights from the integrated data. Statistical analysis identifies histor-
ical trends and relationships, enabling stakeholders to understand past performance and
its implications for future actions. Predictive modeling employs advanced algorithms to
forecast future scenarios based on current and historical data, providing stakeholders
with foresight into potential market movements. Scenario analysis evaluates various
policy and market conditions, allowing decision-makers to assess the impacts of different

strategies and make proactive adjustments.

The Reporting Module effectively communicates the findings generated by the DSI.
Through an interactive visualization dashboard, stakeholders can engage with the data,
viewing trends and insights in a user-friendly manner. The module also generates deci-
sion recommendations that translate complex analytical outcomes into clear, actionable
steps. Additionally, tailored stakeholder reports provide a comprehensive summary of
the DSI’s findings, ensuring that all parties involved in carbon credit management are

informed and equipped to act decisively.

The DSI system is not merely a collection of tools; it represents a cohesive framework
that integrates advanced data analysis techniques with comprehensive information sourc-
ing. This holistic approach empowers organizations to navigate the intricate landscape
of carbon credit management, facilitating informed decision-making that is responsive to
the evolving environmental and market conditions. By leveraging the strengths of each
component within the system, DSI enhances operational efficiency, promotes compliance,

and ultimately contributes to more sustainable management of carbon credits.
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3.3 Knowledge Informed Orchestration with MLAKS

The framework of Knowledge-Informed Orchestration is designed to address the complex
challenges posed by dynamic environmental elements and the need for a comprehensive
integrated knowledge system. It serves as a structured approach to enhance decision-
making and resource management in environmental contexts.

As shown in figure 3.9, the framework integrates Knowledge Informed Orchestration
with kernels of Machine Learning and Knowledge Support (MLAKS), which is structured
around several key components, including time series intelligence engine, computing
intelligence engine, graph intelligence engine, bias fusion engine. Each contributing to a

cohesive system designed to enhance decision-making and operational efficiency.
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Figure 3.9: Knowledge Informed Orchestration Engine with (MLAKS)

3.3.1 Computing Intelligence Engine

The Computing Intelligence Engine is a sophisticated analytical framework designed
to integrate the principles of carbon physics and financial dynamics, enhanced through
PDE processing, knowledge orchestration, and intelligent computing with deep intelli-
gence support. This multi-faceted system is aimed at optimizing decision-making in the
carbon markets, enabling stakeholders to navigate the complexities of environmental

sustainability and economic viability.
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Figure 3.10: Computing Intelligence Engine

Figure 3.10 shows the structure of the engine, in which Carbon Physics Models
utilize advanced computing algorithms to process the physical behaviors associated with
carbon emissions and sequestration. The Carbon Emission Models quantify emissions
across various sectors, providing crucial insights into sources and trends. They employ
statistical analyses and empirical data to forecast future emission scenarios, which are
essential for policy formulation and compliance monitoring. Complementing these are the
Carbon Capture Models, which evaluate the effectiveness of carbon capture technologies
by modeling the chemical and physical processes involved in sequestration. These models
inform stakeholders about the potential impacts and feasibility of different technologies

aimed at reducing carbon footprints.

The Finance Dynamics Models complement the physical models by assessing the
economic factors influencing the carbon credit market. These models leverage financial
theories to simulate pricing and trading behaviors. The Market Behavior Models analyze
how market participants react to regulatory changes, technological innovations, and
shifts in public attitudes toward climate action. By utilizing behavioral economics, these
models provide insights into market volatility and potential pricing trends. Additionally,
the Risk Assessment Models are critical for understanding exposure to financial risks.

They integrate environmental and economic metrics to evaluate the risks associated with
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carbon trading and investments in carbon-reducing technologies, enabling stakeholders

to develop effective risk mitigation strategies.

The integration of PDE Processing significantly enhances the engine’s capability to
model complex systems where variables change continuously. This component employs a
range of numerical techniques to solve the partial differential equations arising from the
carbon physics and finance dynamics models. These methods enable detailed simulations
that inform strategic decision-making in carbon management. Moreover, the aspect of
Boundary Value Problems addresses specific mathematical challenges that are critical
for forecasting outcomes of environmental and economic policies, ensuring accurate

modeling of real-world scenarios.

Central to the engine’s functionality is the Knowledge Orchestration Kernel, which
manages and integrates diverse knowledge sources to produce actionable insights. This
process ensures the seamless amalgamation of data from various models and external
sources, enriching the analysis and enhancing the accuracy of the insights generated.
This integrated data environment allows for more reliable forecasting and decision-
making. Additionally, the Knowledge Orchestration Kernel facilitates collaboration
among stakeholders, encouraging input from domain experts and enhancing the depth
and applicability of the analyses. This collaborative approach fosters a richer under-

standing of the complexities of carbon management and financial dynamics.

The engine incorporates Intelligent Computing, utilizing deep learning and advanced
analytics to bolster decision-making processes. Deep Learning Algorithms leverage neu-
ral networks to analyze large datasets, uncovering complex patterns and relationships
that traditional methods may overlook. This capability enhances predictive accuracy and
supports proactive decision-making. Furthermore, the engine’s intelligent computing
features enable continuous learning from new data and stakeholder interactions. This
adaptive learning ensures that the models remain relevant and effective in responding

to the evolving landscape of carbon markets.

The Computing Intelligence Engine represents a cutting-edge tool that synergizes
carbon physics, financial dynamics, and advanced mathematical modeling through PDE
processing, along with knowledge orchestration and intelligent computing. By integrat-
ing these diverse components, the engine offers a robust platform for analyzing and
predicting the impact of carbon management strategies on both environmental sustain-
ability and economic performance. This holistic approach enhances risk assessment and
decision-making capabilities, facilitating a deeper understanding of the intricate rela-

tionships among carbon emissions, market dynamics, and policy effectiveness, ultimately
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driving the transition to a sustainable low-carbon economy.

3.3.2 Time Series Intelligence Engine

The Time Series Intelligence Engine (TSIE) specializes in the analysis of temporal
data, focusing on the identification of trends, seasonal patterns, and cyclical behaviors
within datasets that evolve over time. This module is particularly adept at analyzing
and forecasting based on historical time-related data, which is crucial in fields such
as finance and carbon credit supply chain management within a sustainable carbon
economy. By integrating advanced spatiotemporal analysis and hyper-feature processing,
this engine enhances the capability to discern trend patterns, thereby enabling informed

decision-making based on anticipated future states and optimizing operational planning.

Time Series Intelligence
Engine

Analyzes

Temporal Data

Identifies Identifies  Utilizes
Identifies
Trends Seasonal Patterns Cyclical Behaviors Hlstorlcall:;l;;:ge-Related
Supports
Forecasting
Enables
Informed Decision-
Making
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Operational Planning Spatlotemporal Hyper-Fegture
Analysis Processing

Figure 3.11: Time Series Intelligence Engine

As shown in Figure 3.11, central to the functionality of the TSIE is its ability to
process historical time-related data. This capability allows the engine to discern long-
term trends that can significantly impact the carbon credit market. For instance, by
analyzing past carbon emissions data, the TSIE can identify patterns related to seasonal
variations in emissions, thus enabling stakeholders to anticipate fluctuations in carbon

credit prices and availability. Such insights are invaluable for optimizing strategies
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around carbon credit purchasing and trading, ensuring that organizations are well-
prepared to respond to market changes.

Moreover, the TSIE enhances its analytical capabilities through advanced spatiotem-
poral analysis and hyper-feature processing. Spatiotemporal analysis allows the engine
to examine not only temporal changes but also geographical factors that may influ-
ence carbon credit markets. By integrating location-based data with temporal trends,
decision-makers can gain a more nuanced understanding of how various factors interre-
late over time. Hyper-feature processing further enriches this analysis by generating
additional dimensions of data, leading to more comprehensive insights that support
complex decision-making.

The implications of these capabilities extend to operational planning as well. With the
insights derived from the TSIE, organizations can engage in informed decision-making
that aligns with anticipated future states of the carbon market. This foresight enables
more strategic operational planning, allowing companies to optimize their carbon credit
portfolios and enhance compliance with regulatory requirements.

The Time Series Intelligence Engine is a critical asset in the carbon credit man-
agement framework, adept at analyzing temporal data to identify trends and patterns.
Its ability to integrate advanced analytical techniques not only enhances the decision-
making process but also supports the optimization of operational strategies within a
sustainable carbon economy. By providing robust forecasting capabilities, the TSIE em-
powers organizations to navigate the complexities of the carbon credit market effectively,

fostering more sustainable practices and compliance with environmental standards.

3.3.3 Graph Intelligence Engine

Specializing in the management and analysis of relational data through graph-based
structures, the Graph Intelligence Engine excels at uncovering relationships and patterns
within complex networks. This capability is particularly beneficial in areas such as
social network analysis, fraud detection, and recommendation systems. By leveraging
graph theory and algorithms, this engine enhances the framework’s ability to visualize
connections and dependencies, thereby fostering more informed and strategic decision-
making.

One of the core functions of the GIE is its ability to analyze relational data, which
often includes interdependencies among various stakeholders, regulatory frameworks,
and environmental factors. As shown in Figure 3.12, by applying graph theory and

advanced algorithms, the engine can identify and visualize intricate relationships within
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Figure 3.12: Graph Intelligence Engine

the data, allowing decision-makers to gain a clearer understanding of how different
elements interact within the carbon credit ecosystem. This capability is particularly
beneficial in scenarios where understanding the dynamics of stakeholder interactions

can lead to more effective engagement and compliance strategies.

The GIE excels in uncovering significant relationships and patterns that may not be
immediately apparent through traditional data analysis methods. For instance, in the
context of carbon credit management, the engine can reveal connections between carbon
credit prices and environmental indicators, or highlight relationships between market
participants that may influence trading behavior. This insight is vital for stakeholders
aiming to optimize their positions in the carbon market and make strategic decisions

based on a comprehensive view of the underlying data.

By facilitating the visualization of connections and dependencies, the GIE enhances
the overall analytical capability of the carbon credit management system. Visual repre-
sentations of relational data allow users to explore complex networks intuitively, making
it easier to identify potential opportunities and risks. This graphical insight can drive
strategic decision-making by enabling stakeholders to anticipate changes in the market

or shifts in regulatory landscapes.
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The Graph Intelligence Engine (GIE) is a critical component of the carbon credit
management system, offering advanced capabilities for analyzing relational data and
uncovering complex patterns. By leveraging graph theory and algorithms, the GIE en-
hances the framework’s ability to visualize connections and dependencies, thus fostering
informed and strategic decision-making. The insights generated by the GIE not only
aid in navigating the complexities of the carbon credit market but also empower orga-
nizations to align their strategies with sustainability goals effectively. As the carbon
credit landscape continues to evolve, the GIE,Ads contributions will be instrumental in
ensuring that decision-makers are equipped with the knowledge necessary to thrive in

this dynamic environment.

3.3.4 Bias Fusion Engine

The Bias Fusion Engine is a sophisticated analytical system designed to monitor bias and
disparity while adaptively and optimally fusing various biases to achieve consistent and
reliable decision support. This engine serves as a crucial tool for organizations aiming to
enhance fairness and reduce the impact of biases in their decision-making processes.

As shown in Figure 3.13, Bias Monitoring Module in Bias Fusion Engine is responsible
for systematically tracking various types of biases present in the data and decision-
making processes. It begins with the Data Collection component, which gathers data
from multiple sources, including historical records, user inputs, and algorithmic outputs.
The collected data provides the foundation for identifying biases that may influence
decisions. Once the data is collected, specialized Bias Detection Algorithms are employed
to detect biases across different dimensions, such as gender, race, and socioeconomic
status. These algorithms analyze patterns and anomalies within the data, facilitating
the identification of potential biases that may affect decision outcomes.

Complementing the monitoring efforts is the Disparity Assessment Module, which
evaluates the extent and implications of detected biases. This module employs various
Disparity Metrics to quantify disparities resulting from biases. By calculating these
metrics, it assesses how biases influence different groups and identifies areas where
inequities may arise. Following the assessment of disparities, the Impact Analysis
component analyzes the potential effects of identified biases on decision-making processes.
Understanding the consequences of biases is essential for determining the necessary
adjustments to mitigate their effects.

A critical component of the engine is the Adaptive Fusion Algorithm, which optimally

fuses various biases to arrive at a balanced decision support output. This element
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Figure 3.13: Bias Fusion Engine

involves the development of Fusion Strategies that intelligently combine different biases.
By employing techniques such as weighted averaging and decision trees, the algorithm
seeks to minimize the negative effects of biases while preserving the integrity of the
decision-making process. Additionally, the Feedback Mechanism allows the engine to
learn from past decisions and their outcomes. By continuously integrating feedback, the
algorithm adapts its fusion strategies to enhance the reliability and fairness of future
decisions.

One of the important components of the Bias Fusion Engine is the Decision Support
System, which synthesizes information and outputs actionable insights for stakeholders.
This system features a Reporting Interface that presents the results of the bias fusion
process through a user-friendly format. It enables stakeholders to understand the impli-
cations of biases and the adjustments made to decisions, promoting transparency in the
decision-making process. Furthermore, the system facilitates User Interaction, allowing
stakeholders to input preferences and provide additional context that may influence
decision-making. This interactivity ensures that the decision support system remains

aligned with the needs and expectations of users.
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Figure 3.14: System Architecture

The Bias Fusion Engine is an analytical framework that integrates bias monitoring,
disparity assessment, adaptive fusion algorithms, and decision support capabilities. By
systematically addressing biases and their impacts, this engine empowers organizations
to make more equitable and informed decisions. Its holistic approach not only enhances
decision-making quality but also fosters trust and accountability in organizational

practices, ultimately driving more effective and fair outcomes.

3.3.5 Architecture of the Integrated Carbon Dynamics

Management System

The ICDMS is structured as a modular yet integrated system, where each engine con-
tributes specialized functionality while maintaining seamless data and workflow con-
nectivity. Figure 3.14 illustrates the architecture of the Integrated Carbon Dynamics
Management System (ICDMS), depicting the relations between its core modules across
Chapters 3 - 6.

At the foundational level, the Data Engine (DE) collects, validates, and preprocesses
raw carbon-related data, which is then utilized by Market Operations (MO) to capture
transactional and operational contexts relevant to carbon trading. These foundational
modules provide the necessary inputs for the Decision Support Intelligence (DSI) engine,
elaborated in Chapter 4. DSI operationalizes the theoretical framework presented in
Chapter 3 by developing computational models for carbon emissions, carbon sequestra-

tion, carbon credits, and associated option pricing. Knowledge-Informed Orchestration
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(KAR) within DSI ensures that dynamic dependencies, non-linear interactions, and
systemic behaviors are faithfully represented, projecting them into actionable decision-
making processes for carbon credit management and trading.

Building upon the outputs of DSI, the Graph Intelligence Engine (GIE), presented
in Chapter 5, captures the relational dependencies among entities using graph-based
representations. Nodes in the graph represent projects, companies, and trading partners,
while edges encode transactional, contractual, and reputational links. The incorporation
of attention mechanisms allows GIE to dynamically weight the influence of intercon-
nected entities, thereby extending the predictive capabilities of DSI into a relational
domain. This relational modeling enables the system to account for both local and global
structural dependencies, reflecting how inter-entity correlations affect carbon credit
flows and associated decisions.

The Bias Fusion Engine (BFE), discussed in Chapter 6, operates on the outputs of
DSI and GIE to enhance system robustness. It addresses biases introduced by false data
injection (FDI) or cognitive biases through preventive security measures and adaptive
fusion techniques. By detecting compromised data and applying correction strategies,
BFE ensures that decision outputs remain reliable and consistent even under adversarial
or noisy conditions. Consequently, BFE preserves the integrity of both computational
predictions and relational analyses, safeguarding the overall decision-making process.

The ICDMS follows a layered and sequential workflow, including data acquisition
and preprocessing (DE, MO), predictive modeling and orchestration (DSI), relational
enrichment (GIE), and bias mitigation and robustness (BFE). This modular design
provides both specialization and scalability, allowing each engine to focus on its functional
strengths while maintaining coherence through defined data flows. Modeling relational
dependencies with attention mechanisms enhances prediction accuracy and system
interpretability, while bias fusion mechanisms ensure resilience against corrupted inputs.
The integrated architecture thus represents a comprehensive, reliable framework for
carbon dynamics management, linking theoretical modeling, relational intelligence, and

robust decision support in a unified system.

3.3.6 Summary

The integration of the diverse engines within the Knowledge Informed Orchestration with
Machine Learning and Knowledge-Enabled (MLAKS) framework results in a compre-
hensive system capable of addressing complex carbon dynamics management challenges.

Each module, ranging from the Data Engine and Market Operations to the Decision
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Support Intelligence Engine (DSI), Graph Intelligence Engine (GIE), and Bias Fusion
Engine (BFE), contributes specialized capabilities that collectively enhance system func-
tionality and adaptability. The DSI operationalizes computational models for carbon
emissions, sequestration, credits, and option pricing, incorporating Knowledge-Informed
Orchestration (KAR) to capture dynamic dependencies and non-linear system behaviors.
The GIE extends these models into a relational domain, representing entities and their
interconnections as graphs and employing attention mechanisms to account for the influ-
ence of interconnected nodes. Meanwhile, the BFE ensures robustness against biases
and false data injections, safeguarding the reliability of outputs under adversarial or
noisy conditions.

This holistic integration not only improves operational efficiency but also fosters
continuous learning and adaptive decision-making. The collaborative nature of the mod-
ules allows for dynamic, informed, and strategically aligned decision-making processes.
At the core of the framework, the Machine Learning and Knowledge-Enabled Cores
facilitate seamless data flow and orchestrated interaction among all modules, enabling
collaborative processing, relational analysis, and bias mitigation. By providing this
cohesive architecture, the framework supports the effective deployment of advanced
machine learning algorithms and knowledge management practices, yielding real-time
insights, enhancing predictive accuracy, and strengthening operational agility in complex,

data-driven carbon management environments.
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CHAPTER

COMPREHENSIVE INTELLIGENT DECISION SUPPORT
SYSTEM WITH KNOWLEDGE INFORMED ORCHESTRATION

In this work, we introduce a novel computational framework, Knowledge Informed
Orchestration with Kolmogorov-Arnold Representation (KIOKAR), designed to address
the complexities of financial modeling, specifically in the context of carbon credit option
pricing. The KIOKAR framework integrates the Kolmogorov-Arnold Representation
(KAR) to decompose multivariate functions, facilitating a more efficient and interpretable
representation of complex financial systems.

The KAR mechanism provides a mathematical foundation for breaking down intricate
multivariate functions into simpler, more manageable components, offering a significant
advantage in terms of model complexity reduction and interpretability [210, 245]. By
incorporating KAR into our computational framework, we enhance the model ability to
capture the dynamic interactions between various factors within carbon finance, which
is characterized by complex, nonlinear relationships and multivariable dependencies.

To demonstrate the effectiveness of KIOKAR, we apply it to a case study involving
carbon credit option pricing. This domain is particularly challenging due to the interplay
between financial dynamics, regulatory constraints, and physical carbon market vari-
ables. The KIOKAR framework addresses this challenge by incorporating both carbon
finance rules and physical constraints directly into the architecture of the model. This
approach ensures that the model not only adheres to fundamental financial principles
but also integrates critical domain-specific knowledge, which is essential for accurate

pricing and decision-making within carbon markets.
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Furthermore, the inclusion of these constraints within the KIOKAR framework
significantly improves the model reliability and interpretability. By embedding domain-
specific knowledge directly into the learning process, the framework enables the model
to generate outputs that are both statistically sound and physically meaningful, thus
providing more robust and actionable insights for stakeholders in the carbon market.

The KIOKAR framework represents a significant advancement in computational
modeling for carbon finance. By leveraging the power of the Kolmogorov-Arnold Repre-
sentation and incorporating domain-specific knowledge, the framework offers enhanced
accuracy, efficiency, and interpretability, providing a more reliable tool for navigating
the complexities of carbon credit option pricing. The proposed framework enables the
integration of diverse knowledge into a customized system, facilitating synthesis through
training. It incorporates factors such as original carbon emissions, carbon sequestra-
tion, decay rates, and their interactions, creating a unified system that dynamically
coordinates these elements to enhance the framework. Additionally, the framework can
construct a machine learning process using existing knowledge, even in the absence of
data. By employing a meshless approach, it generates random solutions for knowledge
evolution, thereby improving the efficiency of modeling and analyzing carbon dynamic

systems.

4.1 Computational Knowledge Modeling

4.1.1 Carbon Emission Modeling
4.1.1.1 Carbon Emission Rate

The carbon emission rate, denoted as P(¢), represents the rate at which carbon dioxide
(COg2) or other greenhouse gases are released into the atmosphere over a specified period.
This dynamic process can be effectively modeled using an exponential growth function,
which captures the continuous and compounding nature of emissions over time. The

general form of the model is given by
(4.1) P(t)=Pg-e",

where P(¢) is the emission rate at time ¢, Py is the initial emission rate at ¢ =0, r is the
growth rate of emissions, e is the base of the natural logarithm, and ¢ is time. This model
describes how the emission rate evolves over time under the assumption of a constant

growth rate r.
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4.1.1.2 Accumulated Carbon Emission

The concept of accumulated carbon emissions refers to the total amount of carbon dioxide
(COy) or its equivalent greenhouse gases released into the atmosphere over a designated
period. This total is typically expressed in terms of metric tons of COg or COg-equivalent
gases. It is important to assess these emissions over various timescales, such as annually,
over a specific project lifecycle, or for broader regional or global analyses.

The total accumulated carbon emission C over a period of time from ¢ =0 to ¢ =T can

be represented as the integral of the emission rate function P(%):

T
(4.2) C(T):f P(t)dt,
0

where C(T') denotes the accumulated emissions over T', and P(¢) is the emission rate as
defined previously.

This integral formulation provides a cumulative measure of emissions, taking into
account the varying rate over time. As described in equation (4.1), the exponential
growth model suggests that emissions increase at a constant percentage rate over time,
which is often used to reflect processes such as technological advancement or increasing
consumption patterns. Under this assumption, the total accumulated emissions over a
period from ¢ =0 to ¢ = T can be computed by substituting the exponential emission rate

function into the integral expression for total emissions

T
(4.3) C(T) = f Py-e"tdt.
0

Solving this integral, we obtain

rT

-1
(4.4) C(T)=Py- | &
-

This formula represents the total carbon emissions accumulated over the time period
T given an initial emission rate Py, a growth rate r, and a time horizon T'. It shows that
the total accumulated emissions increase more rapidly as 7' and r increase, reflecting
the compounding nature of exponential growth.

The derived equation for C(T') under the exponential growth model highlights the
relationship between initial emission rates, growth rates, and the time horizon in deter-
mining the total accumulated emissions. Notably, the growth rate r plays a crucial role
in shaping the outcome; even a modest increase in r can lead to a significant rise in total
emissions over time. This illustrates the importance of controlling emission growth rates

in order to mitigate the long-term environmental impact.
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Furthermore, the exponential model provides insights into the challenges associated
with managing carbon emissions in scenarios where they grow rapidly over time. It
is evident from the expression for C(T') that interventions to reduce r or to limit the
duration T of emissions would be critical in reducing the overall environmental impact.

The models in question serve as critical instruments in the analysis and evaluation
of carbon emissions, offering a structured approach to understanding both the temporal
dynamics of carbon release and its aggregate accumulation over defined time intervals.
Specifically, these models differentiate between two key metrics: the carbon emission
rate, which quantifies the speed at which carbon is emitted over a given period, and
the total carbon emission, which represents the cumulative amount of carbon released
across a specified timeframe. These analytical tools are indispensable for assessing the
trajectory of emissions, forecasting their long-term environmental impact, and guiding
the formulation of policies that aim to mitigate climate change and foster sustainable
development.

By providing a means to track and project both the immediate and cumulative con-
sequences of carbon emissions, these models support informed decision-making in the
context of environmental regulation and climate action. They enable policymakers to
evaluate current emission trends and anticipate future scenarios, facilitating the design
of targeted strategies for emission reduction. In doing so, they contribute significantly
to global efforts to combat climate change, reduce environmental degradation, and pro-
mote practices that enhance the long-term viability of ecosystems and human societies.
Furthermore, the models’ ability to offer quantitative predictions regarding future emis-
sions plays a crucial role in developing effective mitigation policies, setting achievable

emissions reduction targets, and monitoring progress towards global sustainability goals.

4.1.2 Carbon Sequestration Modeling
4.1.2.1 Carbon Sequestration Rate

Carbon sequestration is a crucial natural process in which carbon dioxide (CO2) or its
equivalent greenhouse gases are removed from the atmosphere and stored in carbon
sinks, such as forests, oceans, and soil. The rate at which this process occurs is referred
to as the carbon sequestration rate, denoted as R(t). Accurately modeling this rate is
essential for understanding the potential of natural systems to mitigate atmospheric
COg levels and contribute to climate change mitigation.

In many natural processes, the rate of sequestration increases initially but eventually
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levels off as the system reaches its capacity to store carbon. This behavior is typically
modeled using a logistic growth function, which is often employed to describe phenomena
that exhibit growth that accelerates at first and then slows as the system approaches a

maximum limit. The logistic growth model for carbon sequestration can be expressed as

Rmax
4.5) R(t) = 15 o k1)
where R(t) is the carbon sequestration rate at time ¢, R,,x represents the maximum
possible sequestration rate, or the upper limit of the system capacity to store carbon, % is
the growth rate constant, which determines the rate at which sequestration increases
over time, ¢ is the inflection point, which represents the time at which the rate of

sequestration reaches half of its maximum value and begins to level off.

This model captures the logistic growth behavior of carbon sequestration, character-
ized by three key parameters, including the Maximum Sequestration Rate (Rnyax), the
Growth Rate Constant (£), and the Inflection Point (¢g). Rmax represents the upper limit
of carbon absorption, influenced by factors such as ecosystem health and environmental
conditions. It provides frameworks for understanding how the carbon sequestration rate

changes over time in various environmental and policy contexts.

The growth rate constant (k) governs the speed at which sequestration increases, with
higher values indicating faster growth. The inflection point (¢9) marks the time when
sequestration reaches half of its maximum potential, signaling the transition from rapid
growth to stabilization. These parameters collectively describe the evolution of carbon
sinks, particularly as they approach saturation. The model is widely used to assess the

potential of carbon sinks, including forests and soils, in mitigating atmospheric COs.

4.1.2.2 Accumulated Carbon Sequestration

The concept of accumulated carbon sequestration S(¢) refers to the total amount of
carbon dioxide (COg) or its equivalent greenhouse gases that have been sequestered by a
natural system, such as forests, soils, or oceans, up to a given time ¢. This quantity is of
significant importance in environmental sciences, as it allows for the assessment of the
effectiveness of carbon sinks in mitigating atmospheric COq levels over time. The rate
of sequestration R(¢), which represents the instantaneous amount of carbon removed
or stored in these systems, serves as the foundation for calculating the accumulated

sequestration.
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The total amount of carbon sequestered up to time (t) can be expressed as the integral

of the sequestration rate R(¢) over the interval from (0) to (t):

t
(4.6) S(t):f R(7),dr,
0

where (S(t)) represents the accumulated carbon sequestration at time (t), and R(7) is
the instantaneous sequestration rate. This formulation provides a general relationship
between sequestration rate and accumulated sequestration. However, in real ecological
systems, the sequestration rate does not grow indefinitely. Instead, it often follows a
logistic growth pattern:

R max

4.7 R(t)= 11 o kt0)’

where R« is the maximum sequestration rate, (k) is the growth constant, and ¢ is
the inflection point when sequestration reaches half its maximum rate. This logistic
function refines the general formulation by capturing the S-curve behavior typical of
biological and ecological processes. Substituting the logistic expression for R(¢) into the

accumulation formula yields:

t
(4.8) S(t) = fo %,dr,

which describes accumulated sequestration as a function of time under realistic ecological
dynamics. Although this integral is difficult to solve analytically for arbitrary parameter
values, it can be evaluated using numerical methods or suitable approximations.

The model for accumulated carbon sequestration, described by an integral that
generally lacks a closed-form solution, is often evaluated using numerical integration
techniques such as the trapezoidal rule, Simpson rule, or more advanced methods like
Runge-Kutta. These approaches allow for the practical approximation of sequestration
dynamics based on model parameters Ry.x, £, and to. The parameters play critical roles:
R.x determines the maximum sequestration capacity, £ influences the rate at which
sequestration approaches R,.x, and o marks the point where the sequestration rate
begins to slow, signaling the system limitations. This model is particularly valuable for
evaluating long-term sequestration projects such as reforestation or soil carbon storage,
helping policymakers estimate sequestration potential and understand the time scales
involved in carbon sink saturation. While the integral formulation captures the growth
and eventual saturation behavior of carbon sinks, numerical methods provide a practical
means to evaluate the accumulated sequestration, making the model an essential tool

for both researchers and policymakers in climate change mitigation efforts.
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4.1.3 Carbon Credit Modeling

The concept of carbon credits plays a crucial role in climate change mitigation by quanti-
fying the reduction or removal of greenhouse gases (GHGs), typically expressed in metric
tons of carbon dioxide equivalent (COge). Carbon credits represent the amount of carbon
removed from the atmosphere through various mitigation efforts, such as reforestation,
carbon capture and storage, or renewable energy adoption. These credits are central to
carbon markets, where entities can trade emissions reductions to meet regulatory or
voluntary climate goals.

In parallel, carbon balance refers to the comparison between the amount of carbon
stored in ecosystems and the amount released into the atmosphere through human
activities. Carbon storage occurs in natural systems like forests, soils, and oceans,
while carbon emissions result primarily from anthropogenic activities, particularly the
combustion of fossil fuels. Maintaining a positive carbon balance, where sequestration
exceeds emissions, is vital for mitigating the impacts of climate change.

The net carbon balance at a given time ¢ is defined as the difference between carbon
emissions and carbon sequestration. This balance is crucial for determining the surplus
or deficit of carbon in the system, which directly impacts the issuance of carbon credits.

Mathematically, the net carbon balance B(¢) at time ¢ can be expressed as
(4.9) Bt)=E@®)-S(@®),

where B(t) is the net carbon balance at time ¢, E(¢) represents the carbon emission
rate at time ¢, S(¢) denotes the carbon sequestration rate at time ¢. A positive value of
B(t) indicates that emissions exceed sequestration, leading to a carbon deficit, while a
negative value signifies that more carbon is being sequestered than emitted, resulting in
a carbon surplus.

The carbon balance is a dynamic process, evolving over time as both emissions
and sequestration rates change. To capture this dynamic nature, the carbon balance
accumulation can be formulated as an integral over time, taking into account the emission

and sequestration rates at each moment:

t
(4.10) B(t):f (P(1)-R(1))dr,
0

where B(t) is the cumulative net carbon balance at time ¢, P(¢) represents the carbon
emission rate at time ¢, R(¢) is the carbon sequestration rate at time ¢.
This equation expresses the cumulative effect of carbon emissions and sequestration

over time, where P(t) and R(¢) are functions that describe the instantaneous rates of
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emission and sequestration, respectively. The integral quantifies the net balance between
these two processes, with the result determining the overall carbon status of the system.

The net carbon balance, as formulated above, provides the foundation for determining
the amount of carbon credits an entity may earn or owe. If the system exhibits a net
sequestration (negative B(t)), the entity has achieved a surplus, generating carbon
credits. Conversely, if emissions exceed sequestration (positive B(¢)), the entity faces a
carbon deficit and may need to purchase carbon credits to offset the imbalance.

The carbon credit 6(¢) associated with the net carbon balance B(t) at time ¢ can be

expressed as
(4.11) €(t)=S(t)-E(t),

where 6(t) represents the carbon credit at time ¢, S(¢) is the carbon sequestration rate
at time ¢, E(t) is the carbon emission rate at time ¢.

A positive value of €(¢) indicates that more carbon is being sequestered than emitted,
resulting in the generation of carbon credits. Conversely, a negative value of 6(¢) implies
that emissions exceed sequestration, and thus the entity would be liable for carbon
debits.

The carbon credit system incentivizes entities to reduce emissions and enhance
carbon sequestration by linking their net carbon balance to the issuance of carbon
credits. A positive carbon balance, resulting in carbon credits, indicates that an entity
has successfully sequestered more carbon than emitted, contributing to global climate
goals and enabling participation in carbon trading markets. Conversely, a negative
carbon balance signals the need for corrective actions, such as increasing sequestration
or reducing emissions, to meet climate objectives.

This framework links emission reduction efforts to measurable outcomes, playing a
critical role in facilitating the transition to a low-carbon economy. The modeling of carbon
credits and carbon balance offers a rigorous method for quantifying the effectiveness of
carbon mitigation strategies, determining whether entities are positively contributing
to global carbon goals or need to address deficits. By using carbon credits as a tool to
incentivize emission reductions, this system plays a crucial role in advancing global

climate change mitigation efforts.

4.1.4 Carbon Credit Supplement Pricing Modeling

Carbon credits incentivize activities that reduce greenhouse gas emissions or enhance

carbon removal, contributing to climate change mitigation by establishing a market
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for carbon abatement. The price of carbon credits is determined by supply and demand
dynamics, with supply driven by entities engaged in carbon sequestration or emissions
reduction activities, such as reforestation or renewable energy projects. Demand comes
primarily from corporations or governments aiming to meet emission reduction targets.
The equilibrium price occurs when supply matches demand, though fluctuations can
arise due to factors like regulatory changes, technological advances, or shifts in market
sentiment. Key drivers of supply include innovations that improve carbon removal
efficiency, while demand is influenced by policies such as stricter emission reduction
goals or carbon pricing mechanisms.

Demand ¥ signifies the market willingness to purchase carbon credits at a specific
price level (Z). Typically, the demand for carbon credits increases as prices decline,
largely driven by compliance needs and sustainability commitments from enterprises.
Conversely, supply (€) reflects the quantity of carbon credits that producers are prepared
to offer, which generally rises with price increases. This supply is constrained by the
number and quality of carbon emission reduction projects available.

A fundamental aspect of the supply and demand model is identifying the equilibrium
point where supply equals demand. At this equilibrium, the market price stabilizes,
fulfilling the condition

(4.12) 2(Z)=€(Z)

Demand and supply can typically be expressed as linear functions. The demand function

is represented as
(4.13) D2)=2-dZ

where D denotes the initial level of demand, and d represents the price elasticity of

demand. The supply function is expressed as:
(4.14) C(Z)=€+cZ

where € indicates the initial level of supply, and ¢ denotes the price elasticity of supply.

To find the equilibrium price Z*, the demand function is set equal to the supply function
(4.15) D—dZ*=€+cZ*
Solving for Z* yields

(4.16) Z* =
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which represents the optimal pricing for the equilibrium between demand and supply.
The supply-demand framework for carbon credits is essential for formulating cli-
mate policies, directing investments in carbon reduction technologies, and ensuring
the efficient operation of carbon markets. By analyzing these dynamics, policymakers
can better incentivize emissions reductions and facilitate the transition to a low-carbon
economy. The equilibrium price, which is determined by the balance between supply and
demand, plays a crucial role in climate change mitigation. It encourages the reduction
of greenhouse gas emissions and promotes carbon sequestration activities, providing a
rational pricing mechanism for carbon credits in a market-driven context. This pricing
mechanism ensures that carbon credits reflect the true costs of emissions reductions and

carbon sequestration efforts, aligning economic incentives with environmental goals.

4.1.5 Carbon Credit Option Pricing Modeling

Carbon credit options are financial derivatives with the underlying asset of carbon credits,
each representing the right to emit one metric ton of carbon dioxide or its equivalent in
other greenhouse gases at a predetermined price within a specified timeframe.

Based on the carbon credit pricing Z, the carbon credit option price C can be formu-
lated by Black-Scholes model (BS model [154, 155]) as

where
2
(4.18) dy= In(Z/K)+ (r + c4/2)T
oVT
(4.19) do=d1-oVT

in which C refers to the call option price, Z the current price of carbon credits, K the
strike price, T the time to expiration, r is the risk-free interest rate, o is the volatility of
the underlying asset. The terms N(d1) and N(d2) refer to the cumulative distribution
function (CDF) of the standard normal distribution evaluated at d; and dg, respectively.

Therefore, the carbon credit option pricing can be obtained as vital instruments in
carbon markets, providing participants with strategic opportunities to manage risk and
speculate on price movements.

Based on the aforementioned knowledge, we can initially construct a computational
knowledge system. However, this system exhibits a significant deficiency in its dynamic

representation. Specifically, it fails to account for the dynamic processes and decay
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associated with carbon emissions and carbon sequestration, which hinders its ability to
accurately reflect the complexities of real-world dynamics. Furthermore, the effects of
boundary conditions and initial conditions are not integrated into the model, thereby
limiting its comprehensiveness.

In the option pricing model for carbon credits, while the adoption of an optimal
equilibrium pricing strategy aims to minimize bias and achieve rational pricing, the
model fails to adequately capture the inherent nonlinear characteristics of system
dynamics, particularly with regard to temporal and state transitions. Furthermore, it
relies on assumptions grounded in normal distribution, which do not fully align with
real-world conditions. These discrepancies ultimately constrain the model applicability
in practical scenarios.

In light of these limitations, we propose to advance our research by developing a
computational knowledge orchestration that incorporates the dynamic characteristics of

carbon credits.

4.2 Computational Knowledge of Dynamics

A comprehensive understanding of carbon credit evolution requires knowledge of the
dynamics of carbon emissions, sequestration, and the accumulation of carbon balance
over time. To accurately model this evolution, it is crucial to consider the impact of decay
on both emissions and sequestration. The decay rate of carbon emissions refers to the
change in emission intensity or overall emission levels over time, influenced by factors
such as technological progress, policy interventions, and the transition to cleaner energy
sources. These dynamics with decay are essential for managing emissions, implementing
carbon offset programs, and ensuring compliance with emissions reduction targets. By
understanding these interrelated factors, policymakers and stakeholders can develop

more effective strategies to mitigate climate change.

4.2.1 Carbon Emission Dynamics

In the context of carbon emissions, natural systems that are free from human interven-
tion typically exhibit emission dynamics that are directly related to the carbon emission
rate, P(¢). In the absence of external factors or regulatory measures, the emission dy-

namics of such systems are governed by a simple dependence on the emission rate P(t),
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which quantifies the instantaneous rate of carbon release into the atmosphere at any
given time ¢.

However, in real-world scenarios, external interventions such as carbon capture
technologies, emissions reduction policies, or environmental changes (e.g., reforestation
or changes in land use) can alter the emission dynamics. These interventions generally
introduce a feedback mechanism, which modifies the system emissions based on the
current levels of emitted carbon, and thus, the emission rate P(¢) is no longer the sole
determinant of the system behavior. In these cases, the overall carbon emission dynamics
are influenced by both the emission source and the mitigating factors that reduce or
absorb the emitted carbon.

To capture the effect of such mitigating measures, the dynamics of carbon emissions
E(t), representing the cumulative amount of carbon released into the atmosphere up
to time ¢, can be described by a differential equation. This equation incorporates the
emission rate P(¢) and the mitigating effects, which are modeled through a decay or
removal rate y. The rate of change of carbon emissions over time is given by the following

first-order linear differential equation

(4.20) B _ pty—yE®),

dt
where E(t) represents the accumulated amount of carbon emissions at time ¢, P(¢) is
the instantaneous carbon emission rate at time ¢, y is the decay rate or removal rate,
which accounts for processes that reduce the amount of carbon emissions, such as carbon
capture, natural absorption by ecosystems, or any other mitigation efforts implemented
to lower the emissions over time.

The term P(¢) reflects the source of emissions, while yE(¢) represents the removal
or reduction of emissions due to natural or artificial sequestration processes. Thus, the
equation models the combined effect of emissions generation and reduction, with the
rate of emission change being determined by the difference between these two processes.

The differential equation (4.20) implies that the net rate of change of carbon emissions
is the result of two opposing factors. The emission source, P(t), which contributes to
the increase in the total emissions; the decay or removal process, yE(t), which acts as a
feedback mechanism to reduce the accumulated emissions over time.

The parameter y represents the effectiveness of mitigation strategies, with larger
values of y indicating more effective carbon capture or absorption, leading to a faster
reduction in emissions. Conversely, if y is small or zero, the system will experience
a slower reduction in emissions or even no reduction at all, causing the total carbon

emissions to accumulate at a higher rate.
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This model provides valuable insights into the management of carbon emissions
in real-world scenarios by evaluating the impact of various mitigation strategies on
emission trajectories over time. By adjusting the mitigation intensity parameter y, we
can explore how enhanced sequestration efforts or improvements in carbon capture
technologies can influence long-term emission trends. The model also highlights the
importance of a dual approach to climate policy, which not only focuses on reducing
the carbon emission rate P(¢), but also on implementing measures to increase carbon
sequestration or absorption. This combined strategy is crucial for meeting global climate
targets. The dynamics of carbon emissions are shaped by both emission rates and the
processes that mitigate or absorb these emissions.

The model captures the interaction between the carbon emission rate and the ef-
fectiveness of carbon mitigation processes, providing insights into how different levels
of mitigation can influence long-term emissions behavior. The differential equation
presented in (4.20) offers a comprehensive framework for modeling these interactions,
enabling the analysis of factors that influence carbon emissions over time. Understanding
these dynamics is essential for designing effective climate strategies, emphasizing the
need for both emission reductions and enhanced sequestration to manage the long-term

trajectory of global carbon emissions.

4.2.2 Carbon Sequestration Dynamics

Carbon sequestration plays a vital role in mitigating climate change by capturing and
storing carbon dioxide (COg) from the atmosphere. This process occurs primarily through
natural mechanisms such as photosynthesis in plants and trees, or through engineered
solutions like carbon capture and storage (CCS) technologies. The efficiency of carbon
sequestration is influenced by several factors, including environmental conditions, land
use changes, and advancements in carbon capture technologies. Additionally, the effec-
tiveness of sequestration efforts can diminish over time, as carbon may be released from
storage or sequestration systems may degrade, necessitating the incorporation of a decay
term in modeling the process.

The rate of carbon sequestration is typically dynamic and may change due to various
external influences, such as shifts in land management practices, technological advance-
ments, and environmental conditions that alter the capacity of carbon sinks. To model
the dynamics of carbon sequestration over time, we define S(¢) as the cumulative amount

of carbon that has been sequestered or stored up to time .
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The rate of change of carbon sequestration, S(¢), can be described by a differential
equation similar to the emission dynamics. However, in this case, the dynamics are
influenced by both the sequestration rate R(¢), which represents the rate at which carbon
is being captured and stored, and a decay or loss rate A, which accounts for processes
that result in the release of stored carbon back into the atmosphere.

The rate of change of carbon sequestration can be expressed mathematically by the

following first-order linear differential equation as

(4.21) s =R(t)-AS(),

dt
where S(¢) is the amount of carbon that has been sequestered at time ¢, R(¢) is the
instantaneous carbon sequestration rate at time ¢, A is the decay or loss rate, representing
the rate at which carbon is released from sequestration or the storage systems.

In this equation, the sequestration rate R(¢) contributes to the increase in the amount
of stored carbon, while the decay term AS(#) models the process by which carbon is lost
from storage, either through natural processes such as decomposition or through human-
induced actions such as land-use changes or storage system failure.

The differential equation (4.21) represents a dynamic system where the sequestration
process is constantly being augmented by the influx of carbon from the atmosphere, as
described by R(¢), but is simultaneously reduced by the release of stored carbon back into
the atmosphere, modeled by the decay term AS(¢). This model highlights the fact that the
sequestration process is not permanent and that carbon can be re-released from storage,
especially if environmental conditions change or the sequestration systems degrade over
time.

The term A represents the decay or loss rate of carbon sequestration, which may
depend on several factors, including the type of sequestration system (e.g., natural
vs. artificial), the stability of the storage medium (e.g., forests, soils, or underground
reservoirs), and external factors such as climate change or land management practices.
A higher value of 1 indicates a more significant loss of stored carbon, while a lower 1
suggests that the sequestration system is more stable and resistant to carbon release.

This model provides essential insights into the long-term effectiveness of carbon
sequestration strategies, such as reforestation, soil carbon enhancement, and carbon
capture and storage (CCS) technologies. By adjusting key parameters like the sequestra-
tion rate R(¢) and the decay rate A, the model allows for the evaluation of various carbon
removal scenarios and their sustainability over time. Increasing the sequestration rate
through enhanced technologies or expanded natural sinks can significantly reduce atmo-

spheric COq, while addressing the decay rate is crucial for ensuring the permanence of
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carbon storage. The dynamics of carbon sequestration are influenced by both the capture
rate and decay processes, which can lead to the release of stored carbon. The differential
equation framework presented in (4.21) offers a comprehensive approach for assessing
the interplay between sequestration and decay, aiding in the development of effective

strategies to mitigate climate change through long-term carbon removal solutions.

4.2.3 Carbon Credit Option Pricing Dynamics

In the context of carbon markets, understanding the pricing dynamics of carbon credit
options is crucial for stakeholders seeking to make informed financial decisions. The
interaction between supply and demand for carbon credits, along with the intricacies of
option pricing, reflects the complexity of the market and its role in addressing climate
change through economic mechanisms. Carbon credit options provide a financial instru-
ment that allows entities to hedge against the risk of fluctuating carbon credit prices,
thus enabling more stable long-term planning and investment in emissions reduction
projects.

To accurately model the pricing of carbon credit options, it is essential to apply
established financial models. The Black-Scholes model (BS model) is a widely recognized
and powerful tool for pricing options in financial markets, and it can also be adapted
to model the pricing of carbon credit options. This model captures the evolution of the
option price based on various factors, such as the underlying asset price, volatility, and
time, and it forms the foundation of many financial instruments, including carbon credit
options.

In the context of carbon credit options, the underlying asset price Z represents the
price of carbon credits, and the model incorporates the time-dependent nature of option
prices. The generalized form of the Black-Scholes PDE for carbon credit option pricing is
given by
(4.22) fBs = % + 30222% + rzg -rC =0,
where C represents the price of the carbon credit option, Z denotes the underlying asset
price (i.e., the price of carbon credits), o is the volatility of the carbon credit price, r is
the risk-free interest rate, and ¢ represents time. The equation (4.57) incorporates key
elements of option pricing theory, including the time evolution of the option price (%),
the effect of price volatility (%02Z2227g), and the impact of the underlying asset price
changes on the option value (rZ %). The term —rC represents the cost of carrying the

option over time, which is discounted at the risk-free rate.
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The application of the Black-Scholes model to carbon credit options pricing provides
a valuable framework for analyzing financial dynamics within carbon markets. This
model allows stakeholders to assess the value of carbon credits under varying market
conditions, integrating factors such as price volatility and time-dependence. By doing so,
it enables informed decision-making regarding carbon credit investments and hedging
strategies. Additionally, the pricing of carbon credit options is essential for the efficient
functioning of cap-and-trade systems, aiding in the management of emissions allowances
and supporting climate change mitigation efforts. Through the use of a partial differential
equation, the Black-Scholes model offers a robust method for understanding the factors
driving carbon credit prices, ensuring that stakeholders can make strategic investments
in emissions reduction projects. As carbon markets evolve, the incorporation of financial
models like Black-Scholes will remain integral to enhancing the effectiveness of market-

based climate policies.

4.3 Knowledge Informed Orchestration with KAR

4.3.1 Kolmogorov-Arnold Representation

The Kolmogorov-Arnold representation (KAR) theorem is a fundamental result in the
theory of multivariate functions, particularly in the context of approximation theory. It
asserts that any continuous multivariate function can be expressed as a superposition of
univariate functions. This theorem provides a way to decompose complex functions of
multiple variables into simpler, one-dimensional components, which can be beneficial in
both theoretical analysis and practical applications.

For a given continuous function f(x1,xo,...,x,), Wwhere x1,x9,...,%, are the input
variables, the Kolmogorov-Arnold representation asserts that this function can be written

as a sum of simpler univariate functions. Specifically, the KAR representation is given by

N
(4.23) fla1,x2,...,00) = Y_ gi(hi(x1),hi(x2),..., hi(xy)),

i=1
where g; are univariate functions, &; are mappings that define how each univariate
function interacts with the respective input variable x1,x9,...,x,, N is the number of
terms in the superposition, which can be finite or infinite, depending on the function.
This representation shows that a multivariate function f(x1,x9,...,x,) can be expressed
as a sum of simpler univariate functions g;, each of which operates on a transformation

of the original variables through the mappings A ;.
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The Kolmogorov-Arnold representation (KAR) provides significant advantages in
various fields by simplifying the analysis of complex multivariate functions. Through the
principle of superposition, KAR decomposes multivariate functions into sums of simpler
univariate components, facilitating their analysis and computation. This decomposition
is particularly valuable in solving complex differential equations in high-dimensional
spaces, as it reduces the problem complexity and allows for independent treatment of
each component. KAR also enhances computational efficiency, particularly in machine
learning, optimization, and simulation, by transforming high-dimensional problems
into lower-dimensional ones. Additionally, it is highly effective for modeling nonlinear
systems, where it provides an interpretable and efficient approach to approximating
complex relationships. As a result, KAR is a powerful tool in approximation theory,
control theory, nonlinear dynamics, and other areas of applied mathematics, offering a

robust framework for understanding and solving complex mathematical problems.

4.3.2 Mnimal Viable KAR for Neural Computing

Consider a system characterized by a set of differential equations representing the
dynamics of financial systems, such as option pricing models or portfolio optimization.

The system can be formulated as
(4.24) Flux,t);A1=0, xe€Q, te[0,T],

where # denotes the financial differential operator, u(x, ¢) represents the financial vari-
able of interest (such as option price or asset value), and 1 encompasses the parameters
of the financial model. The domain Q2 represents the space of financial variables, and the
interval [0, T'] corresponds to the time horizon of interest.

In the context of the Kolmogorov-Arnold representation (KAR), we approximate the
solution u(x,#) using a neural network model uy(x,?), constructed as a Kolmogorov-
Arnold Network (KAN) with parameters 0. This network leverages the decomposition

principle of KAR, where the solution can be expressed as

Lo Ly
(4.25) w(x,6)=) gip ( hij,e(xj,t)) ;
i=1 j=1

where g; g(-) and A, ¢(-) are the learned functions corresponding to the layers of the
neural network, and L; and Lo denote the number of units in the first and second
layers, respectively. By learning the parameters 0, the neural network approximates

the solution to the system, following the decomposition principle of KAR, which states
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that any continuous multivariate function can be decomposed into the sum of univariate
functions based on the linear combinations of the input variables.

To determine the optimal parameters 0, the network parameters g; ¢(-) and A;; g(-)
are learned by minimizing the total loss function. The optimization problem can be

formulated as:
(4.26) 0" = argm@in$(0),

where £(0) is the total loss function that captures various components of the error in
the model.
The loss function £(0) consists of several key components, each addressing different

aspects of the problem as
(4.27) ZL(0) = Linitial(0) + Lhoundary(0) + ZLgoverning(0),

where Zinitial(0) ensures that the neural network prediction at the initial time ¢ = 0
matches the given initial condition, Z},,undary(0) ensures that the neural network solution
satisfies the boundary conditions for the financial domain, Zgoverning(6) enforces that the
network solution adheres to the financial governing equations and constraints.

The initial value loss Zipitia1(0) ensures that the neural network prediction at £ =0

matches the initial condition
Ninit

Y lug(x;,0)—ug(x;)I?,

(4.28) Zinitial(0) = N &=

where uy(x;,0) is the neural network prediction at ¢t = 0, ug(x;) is the known initial
condition at point x;, and Njp;; is the number of points used for the initial condition.
The boundary loss Zoundary(0) ensures that the solution satisfies the boundary

conditions at the domain boundaries:

2

b

1
(4.29) Looundary(0) = — _ |ug(x;,t;) —b(x;,t;)
Nb j:]_

where uy(x;,¢;) is the neural network prediction at boundary point (x;,¢;), b(x;,¢;) is
the known boundary condition, and Nj, is the number of boundary points.
The governing equation loss Zyoverning(f) ensures that the network solution adheres
to the financial governing equation at each point in the domain
1 X
(4.30) Leoverning®) = — Y | Fugx, t2); A2,
Nejo
where & is the financial differential operator, ug(xy,#z) represents the neural network
prediction, and Ny is the number of points used to enforce the governing equation

constraints.
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4.3.3 Generalization of Deep KAR Neural Computing

We can further generalize the Kolmogorov-Arnold Representation (KAR) from its initial
two-layer form to deeper architectures. In this generalized case, we define the first layer,

®1(-), and the second layer, ®y(-), as follows
D1()=) g(), Do(-)=) A().

Using this structure, we can represent the solution in the form of a deep architecture by

expressing the model as

Lo Ly
(4.31) ug(x,t) = Zgi’g(z hij,g(xj,t) =Pgodq2z,
i=1 =1
where
(D2 = [gl('),gQ('), see 7gL2(')] ’
[ h11()  h12() o hin, ()]

ho1(-)  hoo() -+ haor,()

| hry1() hpy,o() -+ hp,r,())

[ (x1,1) |
(x9,2)

| (xL,,2) |
This formulation reflects the decomposition of the solution uy(x,?) into a sequence of
simpler univariate functions, making use of a two-layer structure.

This approach can be extended further to deep architectures, where multiple lay-
ers are involved. For a general case, the solution can be expressed as a composition
of functions across multiple layers, leading to the following deep Kolmogorov-Arnold

Representation
(4.32) w(x,t)=Prody_10---0Ppo---0®yz,

where each layer ®@;, represents a transformation based on the previous layer output.

Specifically, the k-th layer @, is structured as

[ @11()  Dra() - D, ]
D9 1() ®oo(-) - Dor, ()
(4.33) A o '
~®Lk+1,1(') q)Lk+1,2(') q)LkJrl,Lk(')‘
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The network learns the decomposition at each level, with ®;, being the final layer that
outputs the desired solution uy(x,?).

To optimize the parameters of the deep Kolmogorov-Arnold Network, a general
loss function is defined. This loss function is typically composed of a weighted sum of
individual loss components, Z;(8), each corresponding to a specific aspect of the solution,
such as initial conditions, boundary conditions, and adherence to governing equations.

The general form of the loss function can be formulated as
(4.34) L0)=) MZL0),

where 1; are the weights assigned to each loss component, and £;(6) represents the
individual loss functions. The total loss function ensures that the network learns a
solution that adheres to all necessary conditions and constraints.

The individual loss functions £;(0) can include Initial condition loss, Boundary
condition loss, Governing equation loss, and other related loss component that helps
guide the learning process. The weighted sum in equation (4.34) allows the model to
balance the importance of different constraints, thus ensuring that the final solution is

both accurate and consistent with the physical, financial, or system dynamics.

4.4 Knowledge Informed Orchestration

The complexity inherent in carbon credit systems necessitates a structured and inte-
grated approach to capture the dynamics of emissions, sequestration, and credit accu-
mulation. This requires the synthesis of various interconnected processes, including
carbon emission rates, sequestration rates, and credit accumulation rates, into a coherent
framework that accurately reflects both environmental and financial aspects.

To model the carbon credit system effectively, we integrate the dynamics of carbon
emissions, sequestration, and credit accumulation into a unified system of differential
equations. These equations describe the evolution of the key variables in response to

external factors and policy changes. The system is represented as

b
(4.35) [dE(t)]:[l —y 0 0]||E® 5
ds@®)| |0 0o 1 -A||R®
_S(t)J

in which P(t) represents the carbon emission rate at time ¢, E(¢) is the total carbon

emissions at time ¢, R(¢) is the carbon sequestration rate at time ¢, S(¢) is the total
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carbon sequestration at time ¢, y is the decay rate of emissions due to natural processes
or technological interventions, and A is the decay rate of carbon sequestration due to
processes like carbon release from storage. The matrix formulation of (4.35) captures
the interdependencies between the emission and sequestration processes, enabling a
comprehensive representation of the carbon dynamics.

Carbon credits, 6(t), are defined as the difference between the amount of carbon
sequestered and the amount emitted. Thus, the carbon credit accumulation at time ¢ is

given by
(4.36) C(t)=St)-E()

The price dynamics of carbon credits can be influenced by a variety of factors, including
market forces and policy interventions. For a given price Z of carbon credits, the supply-

demand balance is expressed as

(4.37) Z:Q_Cg
d+c

where 2 represents the demand for carbon credits, and d and ¢ are constants represent-
ing supply factors and market dynamics, respectively.

Further, carbon credit options are typically priced using financial models, such as the
Black-Scholes framework, which provides a partial differential equation (PDE) for option
pricing. The pricing dynamics for carbon credit options are given by the following PDE as
oC | 102Z2620 aC

—+rZ—-rC=0

4.38 —-—
( ) ot 2 0Z2 0Z

in which C represents the price of the option, Z is the underlying asset price (carbon
credit price), o is the volatility of the carbon credit price, r is the risk-free interest
rate, and ¢ is time. This equation models the evolution of the carbon credit option price,
accounting for both market volatility and the time decay of the option value.

The orchestration of carbon credit dynamics through the framework provided offers
valuable insights into the intricate relationships between carbon emissions, sequestra-
tion, and credit accumulation. By modeling these interactions, the framework enables a
deeper understanding of how various factors, such as policy interventions, technological
advancements, and natural variability, influence the dynamics of carbon credits over time.
By integrating environmental physics with financial modeling, the proposed framework
offers a robust tool for assessing carbon credit systems. This is essential for the design
of effective carbon markets, which play a critical role in addressing climate change and

promoting sustainable environmental practices.
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4.4.1 Knowledge Orchestration for Environment Physics

The complexity inherent in the modeling of carbon credit systems necessitates a so-
phisticated approach to integrate various dynamic processes such as carbon emissions,
sequestration, and credit accumulation. A comprehensive understanding of these pro-
cesses can be achieved through the application of a Knowledge Orchestration (KO) model,
which enables the effective representation and analysis of the interactions between these

variables.

The cornerstone of this framework is the differential operator, which serves as
the foundation for the carbon orchestration (CO) model. This model is expressed as a
system of partial differential equations (PDEs) that govern the carbon balance over time,
encapsulating the dynamics of both emissions and sequestration. The CO equation for

carbon balance is formulated as follows

(P(t)]

(4.39) fco = dE(t)}—[l -7 ] E@) dt =dD(t)— AGt)dt =0
dS(t) 1 A |R®)
S®) |

where E(t) and S(¢) represent the carbon emissions and sequestration at time ¢, res-
pectively, while P(¢) and R(¢) denote the rates of carbon emission and sequestration.
The matrix of coefficients A incorporates the decay rates y and A, which account for
losses in emissions and sequestration over time. Additionally, D(¢) = [E(¢),S(#)]T and
G(t) =[P(t),E(t),R(¢),S(®)]T represent the vector variables that capture the dynamics
of emissions and sequestration, and d refers to the rate of change of the carbon credit

accumulation.

The equation fco =0 serves as the governing constraint of the system, ensuring that
the changes in carbon emissions and sequestration adhere to the prescribed relationships.
This equation represents the backbone of the carbon balance system, encapsulating the
interplay of emission reduction strategies, sequestration efforts, and the accumulation of

carbon credits.

To address the complexities of this system, the Knowledge Orchestration framework
applies the Kolmogorov-Arnold Representation (KAR) theorem, which allows for the
decomposition of the carbon orchestration dynamics into a series of simpler functions.
This decomposition aids in simplifying the understanding and interpretation of the

carbon balance by reducing the high-dimensional problem into univariate components.
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Specifically, the solution to the carbon balance system D(G,¢) is approximated as

N

(4.40) 1o(G,t) =Y gi(hi(@),t) = D(G,t)
i=1

In this representation, g; are univariate functions, and A;(x) are mappings that
describe the interactions between the variables G and ¢, capturing the dynamics of
carbon emissions and sequestration. By utilizing this decomposition, the knowledge
orchestration model offers a more granular and interpretable representation of the
carbon balance.

The neural network component of the orchestration model is designed to learn
the parameters of these univariate functions and their interactions. The network is
trained through the minimization of a composite loss function, which consists of three
key components: the initial value loss, the boundary loss, and the carbon governing
constraint loss.

The initial value loss Zinitia1(0) ensures that the neural network predictions align
with the known initial conditions of the system at ¢ = 0. This loss is formulated as

Ninit

Y lug(x;, 0) —uo(x;)|?

4.41 Zinitia1(0) =
( ) ntal( ) Ninit =

where uy(x;,0) is the neural network prediction at the initial time ¢ = 0, and wug(x;)
represents the known initial condition at the point x;.
The boundary loss Z}oundary(0) ensures that the neural network predictions adhere

to the boundary conditions of the system, which is given by
1 & 2
(4.42) Looundary(@) = — Y_ |ua(x;,t;)—b(x;,t;)|
Nb j:1

where uy(x;,¢;) is the neural network prediction at the boundary point (x;,¢;), and
b(x;,%;) is the known boundary condition at that point.

Finally, the carbon governing constraint loss Z;arbon(6) enforces the adherence of the
neural network solution to the governing carbon balance equation, ensuring that the
system satisfies the carbon emission and sequestration dynamics as described by the
PDE in (4.39). This loss function is defined as

1 X
(4.43) gcarbon(g) = Z Ig[uﬂ(xkatk);A“Z
Ny k=1

where % is the carbon differential operator, ug(xy,#;) represents the neural network
prediction at the point (xz,%), and A includes the parameters of the carbon model. The

term N refers to the number of points used to enforce the carbon constraints.
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By minimizing the total loss function, which is the weighted sum of these individual
loss components, the neural network learns the optimal parameters that accurately
represent the carbon balance dynamics. This training process allows the knowledge
orchestration framework to learn and predict the behavior of carbon credit systems
under various scenarios and policy interventions, contributing to the development of
more effective climate change mitigation strategies.

The integration of differential equations with neural networks through knowledge
orchestration provides a robust framework for analyzing and forecasting carbon credit
dynamics. It enables the effective modeling of complex environmental and financial
interactions, offering valuable insights into the optimization of carbon credit trading
mechanisms, policy decisions, and the long-term sustainability of carbon management

strategies.

4.4.1.1 Governing Loss for Carbon Orchestration

In the context of carbon dynamics, accurate modeling of the system behavior is critical
for enforcing the carbon balance dictated by the Carbon Orchestration (CO) model. To
achieve this, we propose a framework where the neural network output is constrained by
the governing differential equation of the CO model, ensuring that the predictions adhere
to the underlying dynamics of carbon emissions, sequestration, and credit accumulation.

Let the neural network output for the carbon balance at any given point (G,?) be
denoted as uy(G,t), where 0 represents the learnable parameters of the network. The
objective is to minimize the deviation between the network output and the carbon
dynamics defined by the CO model. To enforce this, the governing loss function must
penalize any discrepancies between the network predictions and the CO differential
equation.

The carbon dynamics are governed by a differential equation that captures the time
evolution of carbon emissions and sequestration. The residual (G, ), representing the
discrepancy between the time derivative of the network output and the right-hand side
of the CO model, is defined as

(4.44) R(G, 1) = % —AG®),

where A is the matrix of coefficients governing the rate of change of the carbon variables,
and G(¢) is the vector of carbon variables, including emissions, sequestration, and credit
accumulation. The residual Z(G,t) represents the error between the network output and

the actual rate of change prescribed by the CO model at any given point (G, ?).
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To ensure that the neural network output aligns with the CO model across the entire
domain, we define the carbon governing loss Zcarbon as the mean squared error (MSE) of
the residual over a set of sampled points (G;,¢;) in the domain of interest. The carbon
governing loss is formulated as

1N

%2(Gi7ti)7
N&

(4.45) ZLearbon =
where N is the total number of sampled points (G;, ¢;) used for training the network. This
formulation ensures that the residual is minimized across the entire sampled domain,
thereby forcing the neural network output to adhere to the governing dynamics dictated
by the CO model.

By incorporating this carbon governing loss into the total loss function of the neural
network, we guarantee that the network predictions respect the fundamental carbon
balance dynamics. This loss term acts as a constraint that drives the neural network
to generate solutions that are consistent with the carbon emission, sequestration, and
credit accumulation processes as outlined in the CO model. Thus, the neural network
is not only trained to fit the data but also to respect the physical and policy-driven

constraints that govern the carbon system.

4.4.1.2 Initial Condition for carbon balance

In the context of carbon dynamics, ensuring that the neural network output adheres
to the initial conditions is essential for accurate modeling. Specifically, for the carbon
sequestration and carbon emission balances, the initial conditions are defined based on
the system state at time ¢ = 0, which is often determined by the payoff function at the
time of issuance.

For carbon sequestration, the system ability to absorb carbon is bounded by an upper
limit, Sg, which represents the maximum carbon storage capacity of the land. Once the
carbon content in the land reaches this saturation point, the system is no longer able to
absorb additional carbon, and the sequestration value is capped at Sg. Thus, the initial

condition for carbon sequestration at ¢ = 0 is expressed as
(4.46) S(G,0) =min(S,Sg),

where S(G,t) represents the carbon sequestration at time ¢, G is the underlying carbon
dynamics, and Sk is the upper limit of sequestration dynamics.
Similarly, for carbon emissions, the system is typically constrained by an upper limit,

E, which represents the maximum allowable emission in a given region. Once the
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emission level reaches Eg, the system cannot emit beyond this threshold. Therefore, the

initial condition for carbon emissions at ¢ = 0 is given by
(4.47) E(G,0) =min(E,Eg),

where E(G,t) denotes the carbon emission at time ¢, and Ex is the upper limit for
emissions.

The objective of the initial value loss function, Zpitial, is to ensure that the neural
network output at £ = 0 accurately reflects these initial conditions. The initial value loss
can be formulated as the mean squared error (MSE) between the network predicted
carbon balances and the actual initial conditions over a set of sampled carbon dynamics

G;. Mathematically, the initial value loss function is expressed as
1 M

(4.48) Linitial = 37 2., (9(G4,0)~min(D(0), Dk))*,
i=1

where M is the number of sampled carbon points G;, and Dg =[Eg,S %17 represents the
upper bounds for carbon emissions and sequestration. D;(¢) = [E;(¢),S;(t)]T denotes the
actual carbon balances at time ¢, and ug(G,t) is the output of the neural network with
parameters 0, representing the predicted carbon balance at ¢ = 0.

By minimizing this loss, the system is encouraged to produce predictions that match
the expected initial conditions for both carbon sequestration and emissions, thereby
ensuring that the network output is consistent with the physical constraints of the

carbon system at the onset.

4.4.1.3 Boundary Loss for Carbon Dynamics

In order to mathematically model the boundary loss for carbon dynamics within the
context of a neural network, it is crucial to ensure that the network output adheres
to the boundary conditions defined by the underlying carbon balance model. These
boundary conditions characterize the behavior of the carbon balance as the underlying
carbon dynamics, G, approaches the extremes, namely, zero and infinity, and also at the
expiration time.

For carbon dynamics, boundary conditions consist of the zero boundary and infinity
boundary conditions. For the zero boundary condition, as the underlying carbon dy-
namics G approaches zero, the carbon balance should also approach zero. This can be

mathematically expressed as
(4.49) D(0,t)=0 V¢,
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where D(0,¢) represents the carbon balance at G =0, and ¢ is the time variable.
For the infinity boundary condition, as the underlying carbon dynamics G approaches
infinity, the carbon balance should asymptotically approach a value based on the dynamic

behavior of the system during emission and sequestration processes. This is expressed as
(4.50) éim D(G,t) =min(D(¢),Dg) Vt,
—00

where D(#) is the carbon balance at time ¢, and Dy is the upper bound for the emission
and sequestration dynamics.

To enforce these boundary conditions in the neural network, the boundary loss
function, %oundary, is introduced. The boundary loss ensures that the neural network
output respects these boundary conditions. It can be formulated as the sum of the mean
squared errors at the boundary points.

The zero boundary loss, Zoundary,0, is given by

1 %
(4.51) gboundary,o = Z (ug(0, ti))za
No ;=

where Ny is the number of sampled points #; at the zero boundary condition.

The infinity boundary loss, Zpoundary,c0, is formulated as

Noo

1 .
(4.52) gboundary,oo = ]V_ Z (wo(Gi,t) - mln(Dia-DK))z )
o0 ;=1

where N, is the number of sampled points G; at the infinity boundary condition.
The total boundary loss, Zhoundary, is the sum of the zero and infinity boundary losses

as

(4.53) gboundary = «s(fboundary,O + gboundary,oo-

4.4.14 Carbon Knowledge Orchestration in Loss

To optimize the neural network, the various loss functions are aggregated into a tensor,
denoted as £, which incorporates the initial value loss, boundary losses, and the carbon

governing loss. This aggregation is mathematically expressed as

(4.54) Zc = [zinitial, $boundary,0a$boundary,oo, gcarbon] .

Each of the individual loss components in £¢ is weighted by its respective coefficient,

stored in the tensor o¢, as follows

(4.55) oc = [Uinitiab Oboundary,0> O boundary,ocos Ucarbon] .
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The total loss function, Zsta1, is then computed as the weighted sum of the individual

loss components
(4.56) Lrotal = 0L -

This total loss function %, serves as the objective function for training the neural
network. It ensures that the network output adheres to the carbon balance model by
satisfying the initial conditions, boundary conditions, and the governing carbon dynamics,

thereby optimizing the overall learning process.

4.4.2 Knowledge Orchestration for Option Pricing

Knowledge Informed Orchestration with KAR (KIOKAR) integrates the foundational
principles of the Black-Scholes (BS) model with data-driven neural network techniques,
aiming to enhance prediction accuracy and model robustness. In this context, we explore
how the KAR framework can be effectively employed to price European options, providing
a case study for financial applications.

In the domain of European option pricing, the KAR model initiates by defining the
financial differential operator based on the BS partial differential equation (PDE). The

equation governing the financial dynamics is given by

aC(S,t) 1 4 ,0%C(S,t)
ot T27 % o2 *

0C(S,?)

(4.57) rS

-rC(S,t)=0,

where C(S,#) represents the option price as a function of the asset price S and time ¢, o
is the volatility, and r denotes the risk-free interest rate. This PDE imposes the financial
constraints governing the option price.

To further break down the complexities of option pricing, we apply the methodology
outlined in equations (4.32) through (4.34). Specifically, we construct the Knowledge-
Action-Response (KAR) model to decompose the option price C(S,¢) into a series of

simpler, interpretable functions as

N
(4.58) C(Z,t)=)_ gi(hi(Z),1),

i=1
where g; are univariate functions, and A ;(Z) represents the mappings of these functions
with respect to the underlying asset price S and time ¢. This decomposition not only
simplifies the complexity of the option pricing model but also enhances interpretability,

facilitating a more granular understanding of the price dynamics.
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The neural network component of the KAR framework is designed to learn the
parameters of these univariate functions and their interactions. The training process is
driven by a composite loss function that ensures the neural network output adheres to
the financial constraints and boundary conditions dictated by the Black-Scholes model.
This composite loss function includes several key terms: Initial Value Loss, Boundary
Loss, and the Financial Governing Constraint Loss.

The financial governing constraint loss Zhnancial(f) is constructed by applying the
PDE from equation (4.57). It enforces the Black-Scholes PDE constraints within the
solution domain, ensuring that the network output remains consistent with the governing

financial dynamics as
1 X 9
(4.59) Linancial(0) = = YIRS, )1,
i=1

where Z(S;,t;) denotes the residual of the Black-Scholes PDE when evaluated at the
network predicted option prices. This residual term measures the deviation between the
neural network output and the expected behavior dictated by the financial PDE.

By incorporating the financial governing constraint loss into the overall training
framework, the KAR model ensures that the neural network predictions for European
option prices are both accurate and consistent with the Black-Scholes model, while also

providing a more interpretable and granular decomposition of the pricing dynamics.

4.4.2.1 Financial Governing Loss for Call Option Pricing

To mathematically model the financial governing loss for call option pricing using the
Black-Scholes (BS) model within a neural network framework, we need to ensure that
the network output adheres to the BS partial differential equation (PDE). The loss
function should penalize deviations from the BS model, thereby enforcing the financial
constraints.

Let the neural network output for the call option price be uy(S,t), where 6 denotes
the network parameters. The financial governing loss can be constructed by computing
the residual of the BS PDE when applied to the network output. This residual should
ideally be zero across the domain of interest. The residual 2(S, ) is given by:

dug 1 %ug dug

4.60 R(S,t)= — + =282 +1rZ—2 —rug.
(4.60) (8.0 =25 +50° 8" G7g trigy —rue

The financial governing loss Zfinancial can then be defined as the mean squared error
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of the residual over the sampled points (Z;,¢;) in the domain:

1 N
- 2%2(Z1>tl)’

(4.61) Zfinancial =
nancial = 7 =

where N is the number of sample points.

4.4.2.2 Initial Condition for European Call Option

In the context of European call option pricing using a neural network, the initial value
loss function ensures that the network output satisfies the initial condition of the option
pricing model at the time of issuance, specifically at time ¢ = 0. For a European call
option, this initial condition is determined by the payoff function, which dictates the
value of the option at expiration. The payoff function for a European call option at t =0

is given by
(4.62) C(Z,0)=max(Z -K,0),

where C(Z,t) represents the option price at time #, Z is the underlying asset price, and
K is the strike price of the option. This payoff function captures the fundamental pricing
behavior of a European call option, where the option is exercised only if the asset price
exceeds the strike price.

The initial value loss Zinitial enforces that the neural network predicted option prices
at t = 0 match the expected payoff at that time. Mathematically, this loss function is
formulated as the mean squared error between the neural network predicted option

prices and the true payoff function over a set of sampled asset prices Z;

(4.63) Linitial = % i(ug(zi,m -max(Z; - K,0))?,
i=

where ug(Z;,0) is the output of the neural network at time ¢ = 0 for the input asset price
Z;, and M is the number of sampled asset prices Z; used for training. The loss function
minimizes the deviation between the neural network prediction and the actual payoff
at the initial time, ensuring that the network accurately captures the option value at
issuance.

This approach guarantees that the neural network adheres to the correct boundary
conditions at the initial time, thus aligning its predictions with the expected pricing

behavior of the European call option.
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4.4.2.3 Boundary Loss for Call Option Pricing

In the context of European call option pricing using a neural network, the boundary loss
function ensures that the network predictions respect the boundary conditions of the
option pricing model. These boundary conditions are crucial in defining the behavior of
the option price as the underlying asset price approaches extreme values, such as zero or
infinity. Specifically, for a European call option, the boundary conditions are determined
by the limiting behavior of the option price as the underlying asset price Z tends to zero,
infinity, and at the expiration time.

For a European call option, the boundary conditions are characterized by the following.
As the underlying asset price Z approaches zero, the option price should also tend to
zero, reflecting the fact that a call option has no intrinsic value when the underlying

asset is worthless. This is expressed as:
(4.64) C,)=0 V¢,

where C(Z,t) represents the option price at time ¢ and underlying asset price Z.

As the underlying asset price Z increases without bound, the option price should
asymptotically approach the intrinsic value of the call option, Z — K, where K is the
strike price. This boundary condition ensures that the option price becomes equivalent

to the intrinsic value when the asset price is sufficiently large. This can be written as:
(4.65) lim C(Z,t)=Z—-K Vt.
Z—00

The boundary loss function Z}oundary is designed to enforce these boundary condi-
tions within the neural network framework. It ensures that the predicted option prices
approach zero as the asset price tends to zero and approach Z — K as the asset price
tends to infinity. To achieve this, the loss function is defined as the sum of the squared
deviations from the boundary conditions at the respective points.

To implement the zero boundary condition, we compute the loss at sampled points

where Z is close to zero. The corresponding loss, %oundary,0, is formulated as

1 X
(4.66) Zboundary,0 = o Z (up(0, ti))za
No iS5

where ug(0,¢;) represents the neural network predicted option price at Z =0 and at time
ti, and Ny is the number of sampled boundary points at Z = 0.
Similarly, for the infinity boundary condition, we calculate the loss at points where Z

is large, ensuring that the predicted option price approaches the intrinsic value Z — K as
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Z — oo. The corresponding loss function, Zpoundary,c0, is defined as

1 e
(4.67) Lhoundary.co = —— 3 (we(Zi,t)—(Z; = K))?,
NOO =1

where ug(Z;,t) is the predicted option price at a sampled asset price Z;, and N, is the
number of sampled boundary points at large Z;.

The total boundary loss function, Zoundary, is the sum of the individual losses at the
zero and infinity boundaries. It ensures that the network output satisfies both boundary

conditions and can be expressed as

(4.68) ocgboundary = gboundary,o + gboundary,oo-

This total boundary loss serves as an important component in the overall loss function,
guiding the neural network to approximate the option pricing behavior accurately across
the entire domain, while satisfying the fundamental boundary conditions of the European

call option model.

4.4.2.4 Option Knowledge Orchestration in Loss

In the process of optimizing a neural network for European option pricing, various
loss components are considered to ensure that the model accurately adheres to the
initial conditions, boundary conditions, and financial constraints. These individual loss
components are aggregated into a single tensor that represents the overall loss structure.
The individual loss components include the initial value loss, boundary losses (for both
zero and infinity), and the financial governing constraint loss.

Let the tensor £z represent the collection of all loss functions, which can be formally

written as

(4-69) xZ = [ginitiala g]ooundary,O, gboundary,ooa gﬁnancial] .

Each of these loss terms plays a distinct role in shaping the network output. The
initial value loss ensures that the network output aligns with the option payoff at the
time of issuance, while the boundary losses enforce the correct asymptotic behavior
of the option price as the underlying asset price tends toward zero or infinity. The
financial governing constraint loss guarantees that the neural network output satisfies
the governing partial differential equation (PDE), which models the option pricing

dynamics.
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In order to control the contribution of each individual loss component to the total loss,
corresponding weight factors are introduced. These weights are encapsulated in a tensor
Az, which is defined as

(4.70) Az = [Ainitiab Aboundary,Oy Aboundary,om Aﬁnancial] .

The weight tensor Az allows for the adjustment of the relative importance of each
loss term during the training process. By modulating these weights, one can emphasize
specific aspects of the option pricing problem, such as the accuracy of boundary conditions
or adherence to the financial governing equation.

The total loss function Ziyta1 is obtained by computing the weighted sum of the
individual loss components. This total loss serves as the objective function for the opti-
mization of the neural network parameters. Mathematically, the total loss is expressed

as the dot product of the weight tensor Az and the loss tensor £z, as follows
(4.71) Lrotal = Az Ly

The total loss function %41 is crucial in guiding the training process, as it incorporates
all relevant constraints and ensures that the neural network learns a solution that
respects the underlying option pricing dynamics, including the boundary conditions and
the financial PDE.

4.4.3 Knowledge Orchestration of Carbon Credit and Option
Pricing

To integrate the computational knowledge of carbon credit dynamics and European
option pricing, we combine the respective loss functions into a unified framework. This
approach allows the orchestration of both financial and environmental models within a
single computational objective.

Let Z¢ represent the loss associated with the carbon credit model, as derived in
equation (4.56), and %7 represent the loss associated with the option pricing model, as
defined in equation (4.71). The combined loss function tensor, %, is then constructed as

follows
4.72) L =[%c %£z]

Each component of the combined loss function is weighted according to its relative

importance. The corresponding weight tensor, {, incorporates the weight tensors for both
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the carbon credit model and the option pricing model, denoted by o¢ and Az, respectively.

Thus, the weight tensor ( is expressed as
(4.73) (=loc AzIL

The total loss function, Ztal, is then computed as the weighted sum of the individual

loss functions, resulting in
(4.74) Lrotal =( LT

This combined loss function incorporates the dynamics of both carbon credits and finan-
cial options, ensuring that the neural network output adheres to the relevant constraints
and boundary conditions in both domains.

The total loss function, Z.ta1, is convex due to its quadratic nature. Specifically, it is
a sum of squared terms, and it is well-established in optimization theory that quadratic

functions are convex. Consequently, there exists at least one minimizer 6* such that
LO )< L), VOeO,

where O represents the parameter space. The convexity of the loss function guarantees
that the optimization problem has a global minimum, ensuring that the neural network
parameters can be optimized effectively to minimize the loss function across both the

carbon credit and option pricing models.

4.5 Summary

Extending the integration of environmental physics and carbon credit dynamics into the
financial domain underscores that carbon credit option pricing serves as a natural and
rigorous testbed for the Knowledge-Based Synergy (KIOKAR) framework grounded in the
Kolmogorov-Arnold representation. Similar to environmental modeling, option pricing
involves governing partial differential equations, boundary and initial conditions, and
inherent market-driven uncertainties, making it an ideal application for assessing the
framework capacity to capture complex, multi-domain dynamics. By applying KIOKAR
to the Black-Scholes model, we illustrate how environmental and financial dynamics can
be coherently unified under a consistent synergy paradigm, highlighting the versatility
of the dual domain model and its potential to bridge climate-related markets with

conventional financial derivatives.
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In Chapter 7, we undertake an empirical evaluation of the KIOKAR (Kolmogorov-
Arnold Financial Information Neural) model specifically within the context of carbon
finance. Focusing on European call carbon options, which are central to both risk man-
agement and market valuation, the experiments are designed to rigorously assess the
framework performance. Controlled simulations using benchmark parameters enable
a systematic comparison of KIOKAR predictions against the analytical Black-Scholes
solution as well as multiple established baseline models. This experimental approach
not only validates the feasibility and accuracy of KIOKAR in modeling carbon credit
options but also underscores its computational efficiency and interpretability, facilitated
by the Kolmogorov-Arnold decomposition. Consequently, Section 7 bridges the theoretical
foundations presented earlier with practical implementation, providing robust empirical
evidence of KIOKAR potential to enhance carbon market analysis and financial risk

assessment.
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CHAPTER

GRAPH INFORMATION ORCHESTRATION WITH
TRANSFORMED GRAPH ATTENTION COMPUTING

5.1 Introduction

Carbon finance inherits similar mechanisms. The credibility of emission reduction,
carbon offset, and trading entities directly influences market stability and liquidity.
For example, the credibility of carbon offset projects determines whether their credits
are accepted by compliance mechanisms or valued in voluntary markets. Similarly,
companies with a strong environmental compliance record can gain an advantageous
position in trading and investment, while companies with a history of noncompliance
face greater scrutiny and higher transaction costs. In this sense, the value of carbon
credits functions similarly to financial credit ratings, embedding trust and accountability

in carbon markets.

Thus, in financial markets underpinned by a credit system, similar credit ratings
serve as a structured assessment of counterparty creditworthiness, influencing capital
flows, determining risk premiums, and stabilizing the trading environment. Entities with
higher ratings receive preferential financing at lower costs, while those with lower ratings
represent higher risk and may trigger protective measures such as collateralization or
regulatory intervention. This mechanism demonstrates how systemic trust and market

efficiency are maintained through structured risk assessment.

In practice, domain-rule-based approaches for credit rating are developed by experts
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who encode prior knowledge and industry heuristics into a set of tailored rules [95,
202, 224]. These rules are crafted to reflect the specific characteristics of the entities
being evaluated and the mechanisms governing their interactions. While effective under
well-understood conditions, such methods are inherently constrained by their reliance on
assumptions and the subjective interpretation of mechanisms. Inaccurate assumptions
or incomplete understanding of underlying processes can lead to biased or inconsistent
credit assessments, limiting the robustness of rule-based evaluations.

In recent years, machine learning techniques have been increasingly applied to
credit rating tasks, leveraging historical data to automatically infer patterns without
explicit human-designed rules [99, 107, 193, 204, 255, 295]. These models, including
regression-based, tree-based, and neural network architectures, offer a flexible and data-
driven alternative. However, traditional machine learning models often treat entities
as independent samples and fail to account for the relational dependencies that exist
between institutions, projects, or market actors [143]. In credit and carbon finance
contexts, the risk profile or credibility of one entity is often influenced by the status and
behavior of interconnected entities. Ignoring these dependencies can reduce predictive
accuracy and obscure systemic risk patterns.

To overcome this limitation, it is essential to incorporate the interconnections among
entities into the modeling framework. Graph-based representations provide a natural
way to encode such relationships, where nodes represent entities and edges encode
transactional, contractual, or reputational links. Furthermore, attention mechanisms
can be integrated into the graph framework to adaptively weight the influence of each
connected entity based on context and relevance. By combining relational information
with adaptive weighting, the model can more accurately capture the influence of inter-
connected entities on credit ratings, address systemic risk propagation, and provide a
more nuanced, context-sensitive assessment.

This perspective motivates the development of a graph-based attention framework for
credit rating, which leverages structural correlations and adaptive learning to improve

both the interpretability and robustness of credit evaluations in complex financial.

5.2 Graph Learning with Transformed Graph
Attention Representation (TGAR)

In this study, we propose a graph learning strategy based on the Transformed Graph At-

tention Representation (TGAR) framework, which is designed to enhance the knowledge
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representation of each entity within a graph. The TGAR model leverages the principles
of graph attention networks (GAT) and transformer-based architectures to better capture
the intricate relationships between entities in a graph structure. This method is inspired
by previous works, such as those by Ying et al. [279] and Yun et al. [283], which have
successfully applied transformers to graph-based learning tasks.

TGAR enables a more sophisticated representation of the importance of each entity
within the entire network by using attention mechanisms to weigh the influence of
neighboring nodes. The graph attention mechanism is particularly effective for cap-
turing the heterogeneous nature of relationships between entities, allowing the model
to dynamically adjust the influence of each node in the graph based on its contextual
relevance.

In the TGAR framework, the knowledge representation of each entity is learned
through a series of transformations applied to the node features, where these transfor-
mations are influenced by the attention scores between nodes. The feature update for
each entity is computed as the expected probability distribution of the transformations,
taking into account the attention mechanism over all the neighboring nodes and the
global network structure. This process allows the model to capture both local and global
dependencies between entities, assigning higher importance to the nodes with stronger
associations, while reducing the weight of less relevant connections.

The attention weights are learned iteratively through the network, which enables a
dynamic adjustment of the node representations based on their contextual relationships
with surrounding nodes. Thus, TGAR produces a more comprehensive and effective
knowledge representation for each entity, incorporating both local structural features and
global relational patterns from the entire graph. This approach significantly improves
the ability of graph learning models to handle complex graph-structured data, making it

a powerful tool for a variety of applications in graph-based machine learning tasks.

5.3 Hyper Feature and Context Representation

In this section, we introduce the design of the hyper feature unit and the hyper context
unit, which are responsible for extracting feature knowledge in the form of tensors. These
units are pivotal for the construction of a robust graph learning model, as they allow
the representation of complex data structures through the use of hyper-features and

contextual embeddings.

The hyper feature unit is designed to operate with two primary components: the
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Figure 5.1: Context Knowledge Representation with TGAR

fully connected neural network (FCNN) operator, denoted by f(-), and the hyper-feature
transition operator, denoted by 7(-). These components work synergistically to map the
input features to a higher-order tensor space.

The FCNN operator, f(-) = fenn(+), establishes a linear mapping between the input
features X and the output y, which can be formulated as:

(5.1) y=WX+b

where X is the set of input features, W represents the learnable weights, and b is the
bias term. This operator is fundamental for establishing the linear relationships between
input and output variables in the feature space. In our design, the FCNN module is
used to map elementary features X to functional projections, which are subsequently
processed by other operators. The FCNN plays a central role in the learning process, as
it allows the network to capture the underlying structure of the input data through the
learned weights.

The hyper-feature transition operator 7(:) is responsible for transforming the output

of the FCNN into a tensor representation. This transition can be expressed as

(52) T:Rnxm_’kanx%’
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where n and m represent the dimensions of the input matrix, and 2 denotes the number
of hyper-feature tensors. This operator facilitates the mapping from a traditional feature
space into a higher-dimensional tensor space, which enriches the feature representation
by capturing more intricate relationships between the features.

Thus, the operation of the hyper feature unit can be expressed as the following

composition of functions as

(5.3) F(X)=1(f(X)),

This mapping process represents the transformation of input features X into the cor-
responding higher-order tensor space through the combination of the FCNN and the
hyper-feature transition operator.

Building upon the hyper feature unit, the hyper context unit further refines the
feature representation by incorporating multiple hyper-feature mappings. The operation
of the hyper context unit can be described as the interaction of two independent hyper
feature units, denoted by Fi(-) and Fy(-). These units operate in parallel, applying
different transformations to the input feature set X.

The mapping of the hyper context unit is given by

(5.4) Fc(X)=F1(X) x Fo(X) = 110 f1(X) x T9 0 f2(X),

where F'1(X) and F2(X) represent the feature transformations applied by two separate
hyper feature units, o denotes the composition of the operators, and x denotes the
element-wise multiplication of the transformed features. The hyper context unit aggre-
gates the information from these two distinct feature mappings, allowing the model to
capture more comprehensive relationships between different aspects of the input data.

As illustrated in Figure 5.1, the hyper context unit plays a crucial role in capturing
contextual dependencies within the data by combining multiple hyper-feature represen-
tations. This enables the model to learn more complex patterns by incorporating richer
interactions between the features.

The mappings of the hyper feature unit and the hyper context unit are defined
in (5.3) and (5.4). These mappings form the backbone of our knowledge extraction
strategy, allowing the model to represent data in a higher-dimensional tensor space and
capture complex relationships among features. The hyper feature and hyper context
units, with their respective transformations, provide a powerful mechanism for encoding

and learning intricate patterns in graph-based data.
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5.4 Graph Fusion Representation

We incorporate the softmax operator for multi-class classification tasks within the
framework of graph knowledge fusion. The softmax function, denoted as ¢(-), plays a
crucial role in transforming numerical outputs into probabilities, which can then be
used for classification. Specifically, when considering the correlation between entities

represented by a graph A, the mapping for graph knowledge fusion can be expressed as:

(5.5) M(A,X) = p(AX)

Here, the graph correlation is encapsulated in the adjacency matrix A, and X repre-
sents the feature matrix of the graph nodes. The softmax function, ¢(-), takes the linear
combination of node features (given by AX) and maps them to a probability space. More

formally, this function is defined as:

efi
ZNCI eci

1=

(5.6) pi=

In equation (5.6), P =[p1,p2,...]is the resulting probability vector corresponding to
the vector of classification outputs C =[c1,c9,...], where c¢; represents the output of the
ith classifier. The total number of possible categories is denoted as N, and p; gives
the probability of the ith category. This transformation ensures that the output of the
classification is a valid probability distribution, where each probability p; is bounded

between 0 and 1, and the sum of all probabilities equals 1.

5.5 Binomial Gain Learning

To further enhance the learning process, we introduce a unit for computing the binomial
gain using two tensor inputs. This unit leverages differential aggregation and sigmoid
operations to merge and map the tensors, ultimately calculating the gain. The sigmoid
operator (-) is used here to map the numerical space to a probability space. Specifically,

the sigmoid function is defined as

(57) W(xi): 1+ e-%i ’
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and when applied element-wise to a vector input, the operation can be expressed as

X1 W(xl)
(5.8) X=1: Y(X)=

Xp, wixy,)

The differential aggregation operator Y is designed to aggregate two tensor inputs, X1
and Xo, into a single tensor. This is achieved by concatenating the tensors X, X9, and
their element-wise difference (X1 — X3), followed by a fully connected neural network

(FCNN) with input size 3 x n and output size 1. This operation is formally expressed as
(5.9) Y(X1,X2) = f3xn1([X1,X2,X1 - Xa1"),

where f3.,1 denotes the FCNN operator. The output of this operation serves as the
aggregated representation of the input tensors.
Finally, the binomial gain processing, G(-), is obtained by applying the sigmoid

function to the aggregated tensor
(5.10) G(X1,X2) =Y(Y(X1,X?)).

This final operation ensures that the binomial gain is mapped into the probability space,
enabling the model to distinguish between the gains associated with the pair of input
tensors.

Although both the softmax and sigmoid operators serve to map numerical values
to a probability space, their applications in graph knowledge fusion and binomial gain
learning differ significantly. The softmax operator, as used in equation (5.5), is primarily
employed for multi-class classification, where it transforms the numerical outputs of
multiple classifiers into a valid probability distribution across all classes.

In contrast, the sigmoid operator in binomial gain learning (equation (5.10)) is used
to process the differential aggregation of two input tensors, distinguishing between the
associated gains. While both operators map values to a probability space, the sigmoid
function’s role in binomial gain learning is to model binary relationships between inputs,

as opposed to the softmax function, which is employed for multi-class classification tasks.

5.6 Bernoulli Fusion Processing

In the design of the Bernoulli Fusion processing, a parametric rectified linear unit
(PReLU) [267] operator is employed to activate the output. The PReLU operator, denoted
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as x(-), is applied to the resulting weighted combination of two input tensors, X; and Xo,
where the weights are determined by the binomial gain G as defined in equation (5.10).

The corresponding fusion operation is formulated as follows
(5.11) Y =y(GX1+(1-G)X9),

where Y =[y1,y2,...,y,] represents the output of the Bernoulli fusion. The expression
X =GX1+(1-G)Xy =[#%1,Xg,...,%,] defines the intermediate weighted combination of
the input tensors. The PReLU activation function y(-) is then applied element-wise to
X to produce the output vector Y. The output for each component is determined by the
following piecewise function

x; ifx; >0,
(5.12) yi= @)=

ax; ifx; <0,
where a is a parameter set to 0.25 as per the design choices in this work, and x; and y;
represent the intermediate and final output values for each component, respectively.

The Bernoulli fusion operation can be interpreted as calculating the Bernoulli expec-
tation of the feature knowledge under the classification probability domain. The role of
the PReLU activation function in this context is crucial: by incorporating a generalized
negative slope, the PReLU allows for the retention of more information, particularly
from negative values of the weighted combination, which would otherwise be lost in a
traditional ReLU activation. This feature is particularly beneficial for maintaining useful
context and nuance in the learning process, especially when dealing with the intricate
interactions between the inputs.

The use of this fusion mechanism ensures that both individual and correlated at-
tention between the graph components are preserved and embedded into the system,
effectively forming a contextual representation. This contextualized output can then be
utilized in subsequent stages of the network, supporting further cascading extensions
of the learned features. The overall effect of this design is to create a robust framework
that integrates various forms of feature knowledge while maintaining the integrity of

the relationships between different components of the graph.

5.7 Context Attention Representation Mapping

The systematic framework for context attention mapping integrates various units and

operators, including the hyper context unit and graph knowledge fusion. The process
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begins by applying the hyper context unit and graph fusion to the input feature matrix
X and graph A. The output of the graph context learning can be derived by utilizing

equations (5.4) and (5.5), leading to the following expression

where ¢(-) denotes the softmax operator, and F¢(X) represents the output from the hyper
context unit, as defined in equation (5.4). The output of the hyper feature unit, denoted
by F(X), is derived using equation (5.3). Subsequently, the tensor multiplication of M
and F'(X) is computed, and the resulting product serves as one of the inputs for the

binomial gain processing, which can be formulated as
(5.14) Z =pA,Fc(X)F(X).

Simultaneously, another hyper feature H is computed by applying the function
H = fy(X), which serves as the second input to the binomial gain processing. Combining
H and Z through differential aggregation, as outlined in equations (5.9) and (5.10), yields

the binomial gain G, expressed as
(5.15) G=Y(Y(H,2)),

where W(-) represents the sigmoid function, and Y(H,Z) denotes the differential aggrega-
tion operation between H and Z. With G, H, and Z obtained, the fusion representation
K can be derived by applying the Bernoulli fusion module. This fusion procedure is

formulated as follows
(5.16) K=y(GH+(1-G)2),

where y(-) represents the parametric ReLU (PReLU) activation function. The output K,
which is the attention representation, encapsulates both the individual and correlated
contextual information.

As the final output of the attention-based operations, the attention representation
K can be further refined by using it as input for subsequent attention layers, thereby
forming a cascaded context attention representation system. This cascading mechanism
ensures the progressive enhancement of the learned features, preserving and refining

the contextual relationships captured during the attention mapping process.

5.8 Summary

This chapter presents the Transformed Graph Attention Representation (TGAR) frame-

work, which integrates advanced graph learning with hyper-feature extraction and

105



CHAPTER 5. GRAPH INFORMATION ORCHESTRATION WITH TRANSFORMED
GRAPH ATTENTION COMPUTING

context-aware attention mechanisms to model complex relational structures. By embed-
ding node attributes into higher-order tensor spaces through hyper feature and hyper
context units, TGAR effectively captures multi-dimensional dependencies, while graph
fusion, binomial gain learning, and Bernoulli fusion dynamically integrate local and
global interactions. The resulting context-aware attention representations provide nu-
anced weighting of node influence, preserving both individual and correlated information.
This modular and scalable architecture is applicable across diverse domains, including
finance, social networks, and other graph-structured systems, highlighting the potential
of attention-driven transformations to orchestrate heterogeneous data.

Building on this theoretical foundation, Chapter 7 transitions from methodological
development to empirical validation, focusing on interbank financial networks, where
dense interconnections amplify the risk of contagion and systemic crises. By combining
historical financial metrics with the interbank relational graph, the section implements
a graph-informed orchestration experiment to predict credit ratings and evaluate risk
propagation. This experimental setup not only benchmarks TGAR against classical
machine learning and graph-based models but also illustrates how attention-driven,
context-aware representations capture intricate relational dependencies in dynamic
financial systems. Through multi-year, multi-metric performance evaluation, the study
establishes a rigorous framework for assessing TGAR predictive power and practical

utility in high-stakes, networked environments.
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ADAPTIVE FUSION FOR CONSISTENCY TO BIAS
DISPARITY

6.1 Bias in Machine Intelligence by False Data

False data can cause the bias in machine intelligence. In recent years, an attack pattern of
false data injection (FDI) against machine learning-based financial information systems
has gradually emerged in the industry, which corrupts the model of data processing
systems by injecting false data into training or test data set. This data injection directly
distorts the latent computations of processing, thus rendering it low-cost and well-
concealed. This adversarial attack on a credit risk assessment model may involve altering
input data in a way that causes the model to incorrectly predict low default risk, resulting

in the approval of a loan that should have been rejected.

Meanwhile, to achieve better learning results, machine learning often uses massive
amounts of data for training. However, while improving the generalizability of the model,
massive data also brings the labor and time cost of data review, which is not easily
checked frequently. Therefore, the false data injection against machine learning is often

not easily detectable.

There are many works of false data injection in the power grid [249, 266] and cyber-
physical systems [278, 296], as well as methods to detect and prevent them [171, 284].
Most methods are based on the stability principle of the control system to compare the

data. Unlike data such as the power grid, financial data processing data does not have
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the characteristics of the power grid system, and cannot be directly accomplished by
methods similar to power grid steady-state analysis or filtering to detect and eliminate.

Nevertheless, there are not many studies on FDI for financial data, and there are no
systematic tests on the rating responses of different machine learning strategies under
the influence of FDI. To reduce the risk of adversarial attacks, it is important to carefully
design and test machine learning models to defend against different kinds of attacks
and to continuously monitor their performance to identify and resolve any potential
problems. Therefore, we conduct research on adversarial attacks based on false data
injection against machine learning for data processing services.

False data injection (FDI) in the financial system is the intentional introduction of
false or misleading information into the financial system to disrupt normal operations
or gain a financial advantage. FDI in financial systems is mainly used by attackers to
manipulate financial data by hacking and taking over accounts through illegal means
and injecting false data into the system under the condition of gaining access to the
financial system. In Decision Making, attackers can tamper with financial data, such as
financial reports, balance sheets, and other financial statements, through such attacks
to present false information to investors and stakeholders, thus causing financial losses,
reputational damage, and regulatory penalties for the attacked party. Although security
measures such as encryption, firewalls, and intrusion detection systems are in place to
prevent these types of attacks, a large number of financial data systems are still attacked
each year, so the possibility of such attacks still cannot be completely ruled out [240].

Theoretically, data fraud attacks can be detected and prevented within financial
institutions by means of regular audits, but this traditional data proofreading is labor-
intensive and time-consuming. For the massive amount of machine learning data, tra-
ditional auditing methods can barely cope with such a huge proofreading workload
manually, and even automatic line-by-line comparison by machines is often inefficient

and infrequently implementable.

6.2 Covert FDI in Machine Intelligence

Covert false data injection refers to the malicious injection hiding in the area of thick
data. The purpose of a covert attack is to accomplish an attack undetected, thus making
the action unnoticeable or difficult to detect in such a way as to reduce the potential for
alarm and defense. In this paper, we will first model the mechanism of various FDIs in

terms of data processing in machine intelligence and introduce the actual mechanism of
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the covert FDI model based on the analysis of these models with respect to the pattern

and covert in the attack.

6.2.1 Adversarial Machine Learning in Decision Making

With the input X with n samples, the credit result Z can be obtained by using
(6.1) Z=HX)=1[z1,29,...,2,] = H(x1,x9,...,x,])

in which H(-) refers to a specific rating function applied for Decision Making. In the
machine learning scenario, X and Z are known and the H(-) operator can be formulated
as a machine learning model determined by the parameter vector H. The task of system
learning is to derive the parametric optimal solution H of the mapping rule based on the

known X and Z. Its theoretical solution can be expressed as
(6.2) H=TX,Z)

The correspondence between H(-) and H can be formulated as H(-) = F(H). Once H is
determined by 7'(X,Z), the rating model H(:) can be determined correspondingly. To
distinguish the data used for rating, the data used for training is defined as X7,,,,Z1,,.
Then the data processing system under machine learning can be simplified as shown in
the figure 6.1.

X H() [P——Z CreditRating

Machine Learning

Figure 6.1: Machine Learning in Data Processing System

The symbol H is used to denote both the rating operator H(:) and its associated pa-

rameter vector H to highlight their one-to-one correspondence. Specifically, the operator
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H(.) represents the functional mapping from input features to credit ratings, while H
contains the parameters that fully determine this mapping. Formally, this relationship
can be expressed as H(-) = F(H), where F defines how the parameters generate the
function. Once the optimal parameters H are learned from the training data (X1, Z7rm)
via H = T(X1rn,Z1m), the operator H(:) is uniquely specified. Using the same symbol
emphasizes that determining the parameters H is equivalent to defining the function
H(.), simplifying notation and clarifying the mapping process in the machine learning
credit rating system.

It can be seen that the adversarial attack against the data processing machine
learning system can be developed for F(-),T(-),X,Z, and H(-) respectively. Directly
targeting F(-),T(:), and H(-), the cost of stealth attack and tampering is relatively
high. In general, the tampering attack can only be successful if the specific structure
of F(-),T(-), and H(:) are known, otherwise, F(-) and T'(:) systems will not work directly
because the data or parameter structure is corrupted and the attack is found. As the
data processing processing is usually a black box to external access, the cost of acquiring
F(-),T(.), and H(-) is relatively high, or even inaccessible to obtain directly due to the
strict finance compliance. Even if they can be obtained and tampered with, it is not easy
to redeploy them to the original system unnoticed.

In contrast, false data injection (FDI) is a cheaper attack. It can be used to corrupt
machine learning models and ultimately affect ratings by changing data without hacking
the black box system. Although the cost and difficulty of implementing such an attack
under strict financial system standards remain high, this method is still cost-effective
compared to obtaining a black-box model system for financial ratings. The modeling of
this attack with corresponding analysis will be given in the next section to reveal the

mechanism of how this type of attack affects the system.

6.2.2 Adversarial FDI Attack in Decision Making
6.2.2.1 Clandestine FDI Fraudulence

One of the most common ways to implement FDI is to plant a backdoor in the system
data interface for input fraudulence(e.g., [136, 142]). This method is particularly common
in schemes for network data pipelines. Modeling the backdoor with FDI as a function
B'(-), the corrupted data X = B'(X) after the attack, which has its impact on the data
processing result as Z = HX) = H (BS((X )). This attack is the most common type of

attack. It is usually applied for data scrambling and fraud. In many cases, it is also used
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as the first choice for adversarial probing attacks due to its low cost for implementation

as only one backdoor is used.

6.2.2.2 Clean Label Attack

Another FDI-based covert attack with low detectability is the Clean Label Attack, whose
main attack method is to apply a backdoor on the training data side to attack the training
data while keeping the labels clean (e.g., [75, 142, 294]). The principle is to access the
training component of the machine learning system by a backdoor and to influence the
final model H(:) by corrupting the training data X7, with the corresponding backdoor
Bx(). Thus, X7, = Bx(X7r). Correspondingly, the effect of corruption on the learning
outcome is H = T(X7,n, Z1rm), and H(-) = F(H), which gives rise to Z = H(X). This attack
also requires only one backdoor to achieve the attack, which is cheap to implement and
has a high cost-effectiveness in terms of stealth because the original labels are still

correct and the corruption data is often covert due to the large scale of the training data.

6.2.2.3 Induced Model Attack

Induced Model Attack [48, 142] combines Clean Label Attack and Clandestine FDI
Fraudulence with applying two backdoors simultaneously to the training component and
data interface of the machine learning system, by purposefully corrupting the training
data to guide the final model while further feeding the attribute data corresponding to
the corrupted training to the data side through the data interface to make the system
give the expected result in the guided state, i.e., Z = H(X). The attack is more stealthy
and has strong anti-reconnaissance properties. In essence, the features of the fraudulent
data are embedded in the machine learning system by this attack and can be repeatedly
exploited and extended. However, relatively speaking, its attack is costly due to the need

to use an additional backdoor.

6.2.2.4 Label-Flip Attack

Label-Flip corrupts only the labels without affecting other data [114, 133, 142]. Corrupt
the training data Zr,, by backdooring Bz(-) against the label data, thus affecting the
final model H(:) in the process of F(-), i.e, Zr,n = Bz(Z1y). Correspondingly, the effect of
corruption on the learning outcome is H = T(X 7,1, Z 1), and H(-) = F(H), which gives
rise to Z = H(X). The cost of this attack is also low, but its concealment is not as high

because the number of tags is limited in practical applications and the tampering on the
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tags is relatively easy to detect considering that the rating data of the organization is

publicly available, so the concealment is not as good as the previous attacks.

6.2.2.5 FDI Model Corruption Attack

These attacks [251, 269] against machine learning are mainly based on the principle of
data poisoning by corrupting the data Xr,, and Z7,, used for training via T'(-), and F(-)
to affect the final model H(-) with the corresponding backdoor Bx(:),Bz(:). Therefore,
X7rn =Bx(X1r), Z1rn = Bz(Z1r). Correspondingly, the corruptions have their impacts
on the learning result by H = T(X 11, Z1rs), and H(-) = F(H), which yields Z = H(X). It
can be seen that the main target of this attack is the training component of the machine
learning system, which can be regarded as a full FDI attack against the input and output
of the training component, and the damage is extremely high. If the attack is successful,
the whole training component will be completely swayed. However, the cost of this attack
is high, and not only two backdoors need to be applied, but also two backdoors need to be
synchronized to achieve a successful model-induced corrosion attack, which leads to a

significant decrease in its stealthiness.

6.2.2.6 Fraud Induced Label-Flip

Fraud Induced Label-Flip attack is also a bootstrap attack [142], the principle of which
is similar to an Induced Model Attack, both are attacks against the training components,
the difference is that Fraud Induced Label-Flip is to corrupt the labels in the training
data to achieve a purposefully induced model, and then through the input data interface
backdoor to feed the system with fraudulent data to influence the results. The procedure
can be briefly formulated as H = T(X7yn,Z1rs), and H(-) = F(H), and the result is
Z = H(X). Again, due to the low concealment of label tampering, this attack has the risk
of being easily detected and usually, the attacker needs to work with other auxiliary

means to hide the attack.

6.2.2.7 Full Clandestine FDI Attacks

It can be seen that there are 3 accesses to applying this attack in machine learning
subsystem, including the attacks on training data Xr,,, label Zr,,, and the data to
be rated X. When applying all these attacks against the system, the full adversarial
machine learning model can be illustrated by Figure 6.2. When all the backdoors are

activated at the same time and successfully attack the system, the rating process from
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X Trn

ZTrn
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Figure 6.2: Adversarial FDI Machine Learning in Decision Making
Table 6.1: Combination Backdoor Attacks of Adversarial False Data Injection

Attack By Bx By Covert
Clandestine Fraudulence Active Inactive Inactive High
Clean Label Attack Inactive Active Inactive High
Induced Model Attack Active Active Inactive Mediate
Label-Flip Attack Inactive Inactive Active Mediate

Model Corruption Attack Inactive Active Active Low
Fraud Induced Label-Flip Active Inactive Active Low
Full Clandestine FDI Active Active Active Low

machine learning to the final result will be corrupted, but this attack does not affect the
operation of the system, and there is not even a service interruption, so it has a high

degree of stealth.

6.2.3 Covert FDI in Adversarial Backdoor Attacks
6.2.3.1 Covert False Data Injection

In practice, there are relatively few cases of full attacks on the system, and most of the
cases are the effect of the attacks generated by the three accesses in different activation
combinations. The combination pattern of different attacks is shown in Table 6.1.
Because only one backdoor is needed, Clandestine Fraudulence and Clean Label
Attack has low cost and high concealment; for Label-Flip Attack although only one
backdoor is used, it is more difficult to a certain extent, this is because for rating agencies

the final result rating is often Strictly confidential, not easy to leak out, and the annual

113



CHAPTER 6. ADAPTIVE FUSION FOR CONSISTENCY TO BIAS DISPARITY

rating results will be revised or different, the error allowed by the label is relatively small
and easier to be found, so the concealment of Label-Flip Attack is not as high as imagined,
not to mention that Fraud Induced Label-Flip also requires two backdoors. In contrast,
other financial data of the organization can be obtained or estimated through public
resources such as the company’s annual report. Therefore, the Clandestine Fraudulence
and Clean Label Attack is more cost-effective and highly concealable.

For the Induced Model Attack, although two backdoors are required because only the
input data is attacked and there is no need to synchronize the two backdoors B, Bx, the
cost of the attack is still low and the stealthiness is also very high. However, for Model
Corruption Attack and Full Clandestine FDI, both need to synchronize Bx,Bz before the
model can be guided with a certain intention. Since the synchronization process requires
additional synchronization time communication data between the backdoor functions,
which may alert the system to the failure of the attack by activating the defense, it is not
as stealthy as the Induced Model Attacks with the covert FDI.

Since Clandestine Fraudulence, Clean Label Attacks, and Induced Model Attacks are
better than other attacks in terms of stealthiness and cost-effectiveness, they are also
commonly used by providers. The covert FDI attack model is often used by providers. In

this paper, we will focus on these three covert FDI patterns for further in-depth study.

6.2.3.2 Adversarial Backdoor Attacks

In the process of adversarial backdoor attack implementation, the magnitude and scope
of the data attack are usually also adjusted to further improve the concealment, in
order to conceal as much as possible the attack traces without affecting the attack’s
effectiveness. For this reason, we parametrically model the magnitude and range to
describe the pattern of such backdoor attacks. Therefore, the backdoor attack function

can be formulated as
(6.3) X=BX,w,M)=Xo(1-M)+(1+w)XoM

in which w refers to the attack magnitude as the error between the data after the attack
and the original data, while M refers to the mask of the attack against the data sample.

To parameterize the attacks for the evaluation, we use relative error here to describe
the attack magnitude w, which describes the percentage of the attacked data error to

the original data, which can be formulated as

(6.4) w= 25

X
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in which x refers to the original data record, and &% the corrupted data. Similarly, the at-
tack mask M can be parameterized with the attack range r can be quantified as the num-
ber of attacked data records, i.e., how many data records have been tampered with. The
attack range r is the ratio of the number m of contaminated data records to the number n
of original data records, which can be formulated as r = m/n. The corresponding backdoor
function B(-),Bx(-),Bz(-) can be further parameterized as B(w”)(-),Bg;"’r)(-),B(Zw’r)(-) to
represent the diversity of the backdoor attacks.

Usually, when the amplitude and the range of the attack are smaller, the less de-
tectable it is, but the effect of the attack is also limited by the constraint of the freedom of
the attack. However, when the magnitude and range of the attack increase, the freedom
and destructiveness of the attack increase at the same time, and the risk of the at-
tack being detected also increases. Therefore, how accomplishing the attack expectation
while ensuring the attack concealment is something that needs to be done by balancing

concealment and freedom.

6.3 Countermeasures Against False Data Injection

False Data Injection (FDI) attacks represent a critical challenge in modern machine
intelligence and cyber-physical systems, where adversaries attempt to manipulate sensor
readings, control signals, or decision variables to introduce systematic bias. In this
section, we provide an analytic discussion of both preventive mechanisms and remedial

strategies when bias contamination has already occurred.

6.3.1 Preventive Security Mechanisms

The first line of defense against FDI attacks relies on proactive security enforcement
at the data acquisition and transmission stages. Secure firewalls [6, 200], intrusion
detection systems (IDS [123, 157, 169]), and role-based access control (RBAC [208, 209])
can effectively reduce the probability of unauthorized injections by external adversaries.
Complementary to this, cryptographic techniques such as Transport Layer Security
(TLS [168, 236]), Advanced Encryption Standard (AES [167]), and digital signatures
ensure that transmitted data is protected from tampering and that its authenticity is
verifiable [52, 216].

Beyond perimeter defense, redundancy and consistency play an essential role. Multi-

source redundancy, where multiple independent sensors observe the same variable,
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enables cross-validation checks to detect anomalous deviations that might indicate in-
jected data [260, 268]. On the other hand, System-level design must embrace resilience
principles. Fault-tolerant control ensures that even if a portion of the data pipeline is
compromised, the overall decision-making process remains robust [22, 207, 265]. These
strategies embody the notion of defense-in-depth, where multiple layers of complemen-

tary safeguards are deployed to collectively enhance security.

6.3.2 Mitigation After Bias Contamination

While preventive strategies are essential, they are not infallible. In practice, FDI attacks
may succeed in partially contaminating data streams. Importantly, such contamination
rarely affects all sources uniformly; typically, only a subset of data or expert agents is
compromised. This leads to what we define as Disparity from Bias, where biased and
unbiased data coexist within the system.

Under such conditions, mitigation strategies become indispensable. Instead of assum-
ing data integrity, the system must adaptively recalibrate its decision-making process.
Optimal decision-making frameworks allow the integration of both reliable and poten-
tially contaminated inputs, using the trusted subset to counterbalance the distortion
introduced by malicious injections. By designing fusion algorithms that assign dynamic
weights based on reliability assessment, the system effectively compensates for bias,
restoring fairness and decision reliability [135, 141].

The advantage of this approach lies in its resilience. Even when preventive defenses
fail and adversarial bias is present, the system maintains robust decision quality. This
two-pronged framework, comprising proactive prevention and adaptive mitigation, en-
sures that FDI-induced bias disparity does not critically impair system performance.
The detailed implementation of the optimal fusion framework and adaptive weighting
algorithms will be further elaborated in the subsequent sections.

It is therefore evident that a dual-layered defense paradigm is essential. While
preventive mechanisms such as encryption, intrusion detection, and access control are
indispensable for compliance and frontline protection, they cannot fully eliminate the
possibility of compromise. In safety-critical domains, including financial information
systems, power systems, intelligent transportation, and healthcare, partial data con-
tamination remains an inevitable risk. This underscores the need for robust mitigation
strategies capable of restoring reliability even under biased or adversarial inputs. To

address this challenge, the following chapter introduces adaptive fusion methods, which
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leverage decision-theoretic principles to reconcile conflicting signals, compensate for bias

disparity, and safeguard the integrity of system-level decisions.

6.4 Disparity from Cognitive Bias

Bias in expert judgment is a key issue in the decision-making process. Because of
various things that the expert has imperfect knowledge of, when experts’ judgments
are influenced by biases or differing methodologies, the resulting disparities can create
confusion and uncertainty in the decision-making process [69, 178]. Because decision-
making is often complex and multifaceted, necessitating input from various domains of
expertise [174, 232], the presence of diverse perspectives can be beneficial [85, 119, 180].

Multi-expert decision-making involves aggregating diverse opinions from multiple
experts to enhance the quality and reliability of decisions, and corresponding systems
play a pivotal role in this context by integrating diverse perspectives and insights from
specialists in areas such as risk assessment, market analysis, investment strategies,
and regulatory compliance [67, 286]. These systems harness the collective intelligence of
multiple experts to enhance the robustness and reliability of decisions. By mitigating the
limitations inherent in individual expert judgments [139, 156, 228], such as cognitive
biases and knowledge gaps [29, 65, 121], multi-expert systems foster a more holistic un-
derstanding. This collaborative approach not only enriches the decision-making process
but also promotes greater transparency and accountability, as it allows stakeholders to
consider a wider array of factors and potential outcomes. Consequently, the incorporation
of multi-expert systems is crucial for organizations aiming to navigate the complexities
of financial markets and to make informed, strategic decisions that align with their
long-term objectives [158, 241].

Although the use of diversity in multi-expert systems can reduce monotonous bias
through diversity, the multi-expert system also introduces diversity of bias thus disparity
from various sources, which may cause confusion and contradiction in evaluation [2, 118].
This disparity can significantly impact decision quality, as differing opinions may lead
to conflicting conclusions and strategies [129, 198]. This inconsistency can dilute the
credibility of the analysis and may result in suboptimal choices that do not align with
the organization goals.

Disparity caused by divergent biases among experts present significant challenges in
financial decision-making, as they can lead to inconsistencies and misalignments in judg-

ment and recommendations [25, 78, 86]. Each expert brings a unique set of experiences,
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knowledge, and cognitive predispositions, which can result in varying interpretations
of data and divergent conclusions. Such biases may stem from personal experiences, in-
dustry backgrounds, or even the psychological heuristics that influence decision-making
processes [182]. When these biases manifest within a multi-expert system, they can
create conflicts that complicate consensus-building and obscure the true nature of the
financial landscape. Moreover, divergent biases can introduce substantial risk, as they
may lead to the neglect of critical information or the overemphasis of certain factors,
skewing the final decision [77, 221, 226]. This not only hampers the effectiveness of
collaborative decision-making but also raises concerns about accountability and trust in
the outcomes produced. As financial markets become increasingly volatile and intercon-
nected, addressing the challenges posed by divergent biases is essential for ensuring that

decisions are well-informed, coherent, and aligned with strategic objectives [217, 219].

It can be seen that biases inherent in individual expert judgments can distort analyses
and lead to inconsistent recommendations, ultimately compromising the effectiveness of
financial strategies. Stakeholders may struggle to reconcile these differing viewpoints,
leading to delays in decision-making and a potential loss of competitive advantage
in rapidly changing [165, 252]. Ultimately, the presence of multi-expert disparity can
undermine the reliability of forecasts and risk assessments, emphasizing the need for

effective integration and synthesis of expert opinions to enhance overall decision quality.

Therefore, it is necessary to mitigate bias in multi-expert systems, enhancing the
quality and reliability of decision-making processes, particularly in complex fields such as
finance. To tackle the challenges of divergent biases in multi-expert systems, we present
an Adaptive Kappa-Ordered Weight Averaging (KOWA) fusion for multi-expert decision-
making. By employing ordered weighting principles, KOWA systematically integrates
expert judgments, assigning weights based on consensus and reliability. The framework
begins by identifying biases and outlier opinions through a kappa statistic, facilitating a
nuanced weighting system that enhances decision quality by mitigating extreme biases.
By addressing and reducing these biases, we aim to create a more cohesive and accurate

synthesis of expert opinions.

We aim to obtain a reliable decision-fusion, improving assessment consistency with
less disparity for risk management and overall organizational credibility in analyses.
This involves employing systematic approaches to identify, quantify, and integrate diverse
viewpoints, thereby fostering a more balanced representation of knowledge. Ultimately,
the objective is to ensure that decisions are grounded in a robust, objective framework

that reflects a comprehensive understanding of the financial landscape, thus enabling
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organizations to navigate uncertainties and capitalize on opportunities more effectively.
Thus, we propose Adaptive Kappa Ordered Weighted Averaging (KOWA) method that
integrates kappa statistics with its integration of ordered weighting principles with to
address divergent biases in multi-expert systems. Unlike traditional methods, KOWA
evaluates the reliability and consensus of expert opinions, allowing for dynamic weight
adjustments based on input quality. This enhances decision-making robustness and
effectively mitigates outlier influences. Its significance is especially relevant in finan-
cial decision-making, where varied expert opinions can introduce substantial risks. By
promoting a consistent assessment framework, KOWA enables organizations to make
informed, strategic decisions, thereby enhancing the credibility and trustworthiness of

financial analyses and overall organizational resilience.

6.5 Optimal Decision-Making Under Bias

In multi-expert decision-making, various weighting methods have been developed to inte-
grate diverse expert opinions effectively. Among these, the Ordered Weighted Averaging
(OWA) method [70, 165, 272], the Analytic Hierarchy Process (AHP [90, 235, 238, 292]),
and the Multi-Attribute Utility Theory (MAUT [163, 196, 253]), Preference Ranking Or-
ganization Method for Enrichment Evaluations (PROMETHEE [26, 37, 51, 170]) stand
out as prominent techniques, each with distinct advantages and limitations.

The OWA method introduces an innovative approach to weighting by allowing
decision-makers to assign different weights to expert opinions based on their signif-
icance and reliability. This technique emphasizes the importance of collective judgment,
enabling a nuanced aggregation of expert evaluations. By utilizing ordered weights, OWA
accommodates scenarios where the decision context favors consensus or dissent, making
it versatile for various applications. However, its effectiveness largely depends on the
accurate determination of weights, which can be subjective and challenging.

The AHP, on the other hand, is a structured technique that breaks down complex
decision problems into a hierarchy of simpler, more manageable components. By con-
ducting pairwise comparisons, AHP allows decision-makers to establish priorities among
criteria and alternatives, ultimately leading to a comprehensive ranking. While AHP is
beneficial for its systematic approach and ability to incorporate qualitative assessments,
it can become cumbersome with an increasing number of experts or criteria, potentially
leading to inconsistencies in judgments. Meanwhile, AHP relies heavily on pairwise

comparisons, which may not adequately represent the nuances of expert judgments.
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Multi-Attribute Utility Theory (MAUT) extends the evaluation framework by con-
sidering multiple attributes simultaneously, allowing for a holistic assessment of alter-
natives. This method employs utility functions to quantify preferences across various
criteria, providing a clear framework for decision analysis. MAUT is particularly effective
in capturing trade-offs between competing objectives; however, it requires detailed infor-
mation about the decision-makers’ preferences, which can be difficult to elicit accurately.

PROMETHEE (Preference Ranking Organization Method for Enrichment Evalua-
tions) is a multi-criteria decision-making method that facilitates the ranking of alter-
natives based on multiple attributes. By comparing the performance of options across
various criteria, PROMETHEE establishes preference relations that reflect decision-
makers’ priorities. This method incorporates weightings to account for the relative
importance of each attribute, allowing for a nuanced evaluation of trade-offs among
competing options. While PROMETHEE excels in providing a structured framework
for complex decision problems, its effectiveness relies on the accurate determination of
weights and preference thresholds, which can present challenges in practice.

While each of these techniques offers valuable tools for decision-making, they also
exhibit limitations that can impact the overall quality of decisions. They struggle to
account for divergent biases among experts, which can skew outcomes and lead to subop-
timal decisions. Moreover, these techniques do not incorporate mechanisms for adaptive
adjusting weights based on the consistency and disparity of expert input, resulting in a
rigid framework that may fail to adapt to varying contexts. These limitations highlight
the need for methods that can better manage biases and enhance the reliability with

consistency and overall robustness of multi-expert decision-making.

6.6 Adaptive Kappa-Ordered Weight Averaging

The Kappa-Ordered Weight Fusion (KOWA) method aims to address these shortcomings
by integrating the principles of ordered weighting with kappa statistics, providing a more
dynamic and robust framework for managing biases and enhancing the decision-making
process in multi-expert systems. The Kappa-Ordered Weight Fusion (KOWA) method
addresses these challenges as a solution by synthesizing expert opinions to migrating
biases, fostering a more balanced and reliable decision-making process.

Adaptive Kappa-Ordered Weight Averaging (KOWA) method serves as an adaptive
fusion framework for decision-making that integrates the principles of ordered weighted

averaging (OWA) with kappa statistics to effectively mitigate biases in multi-expert

120



6.6. ADAPTIVE KAPPA-ORDERED WEIGHT AVERAGING

systems. The methodology consists of several key steps: expert judgment collection, bias
assessment, weight assignment using kappa statistics, and the final aggregation of
expert opinions.

Ordered Weighted Averaging (OWA) is a mathematical aggregation method that
combines individual expert opinions into a collective decision. It operates on the principle
of ranking the inputs and applying different weights to these ranked values. The primary
goal of OWA is to account for the varying degrees of optimism or pessimism in the
decision-making process, allowing for a more nuanced aggregation of expert judgments.

Let X = {x;;} be a matrix of expert judgments, where i indexes the experts (i =
1,2,...,n) and j indexes the objects (j = 1,2,...,m). Each entry x,; denotes the score
given by expert i to object j. For each object j, the expert judgments are ranked in
descending order. Let x(1);,%(2);,...,%(n); represent the ordered scores for object j, such
that:

X(1)j Ex(g)j =... Zx(n)j

The OWA operator employs a weight vector W = {w1,wo,...,w,} to assign different
importance to the ranked scores. The weights must satisfy the following conditions:

lL.w;z0foralli. 2.} jw;=1.

The weight vector can be determined using various methods, including uniform
weighting, linear weighting, or exponential weighting, depending on the desired level of
optimism or pessimism in the decision-making process.

The aggregation of expert opinions for object j using the OWA operator is defined as

follows:

OWAJ' = Z wix(,-)j
=1

This equation implies that the final decision OWA ; is a weighted sum of the ordered
expert scores, where the weights reflect the relative importance assigned to each score.

OWA provides a flexible and robust framework for aggregating expert opinions by
allowing decision-makers to express their attitude towards risk and uncertainty through
the selection of appropriate weights. By ranking the expert judgments, OWA emphasizes
the more favorable or relevant opinions while downplaying less critical inputs.

The choice of the weight vector W is particularly significant, as it directly influences
the aggregation outcome. For instance, a weight vector that favors higher-ranked scores

will result in a more optimistic decision, whereas one that emphasizes lower-ranked
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scores may yield a more cautious assessment. This characteristic allows OWA to adapt
to various decision-making contexts, making it suitable for a wide range of applications.

Moreover, the capacity of OWA to incorporate varying degrees of optimism or pes-
simism offers a significant advantage over traditional averaging methods, which treat
all opinions equally. By doing so, OWA enhances the robustness and relevance of the
aggregated decision, thus improving the quality of outcomes in multi-expert systems.

The Ordered Weighted Averaging method provides a powerful and flexible framework
for aggregating expert opinions. Its mathematical rigor, combined with the ability to
incorporate varying attitudes towards risk, makes OWA a valuable tool in decision-
making processes across diverse fields. The structured approach of ranking and weighted
aggregation positions OWA as a significant advancement in the methodology of multi-
expert decision-making.

Based on it, let X = {x;;} denote a matrix of expert judgments, where i indexes the
experts (i = 1,2,...,n) and j indexes the objects (j =1,2,...,m). Each entry x;; represents
the score given by expert i to object ;.

To identify biases among experts, we compute the pairwise kappa statistic, which
measures the level of agreement among the expert judgments. The kappa statistic x;;
between expert i and expert j is defined as

P,-P,
Kij = 1P,
where P, is the observed agreement among experts, and P, is the expected agreement
by chance. The overall kappa statistic for expert i can be calculated as
1
Ki = E;Ki i
This statistic is crucial for determining the reliability of each expert judgment.

The weights assigned to each expert opinion are derived from their respective kappa
statistics. The weight w; for expert i is calculated as
n Y1 X

This ensures that the weights are normalized and sum to one

n
Zwi =1
i=1

Once the weights have been established, the aggregation of expert opinions can be
performed using the ordered weighted averaging (OWA) operator. The OWA operator for
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a given object j is defined as

KOWA; =) w;f(xg);)
i=1

where f is a monotonic non-decreasing function, and x(;); represents the i-th ranked
score for object j.

The integration of kappa statistics within the KOWA framework serves to enhance the
decision-making process by providing a nuanced weighting mechanism that reflects both
the quality of individual expert inputs and the consensus among them. By systematically
identifying outlier judgments through bias assessment, KOWA minimizes the impact of

extreme scores that could distort the overall evaluation.

6.7 Summary

This chapter examines two critical sources of bias in decision-making, False Data In-
jection (FDI) in machine learning systems and disparities in multi-expert judgments.
Both phenomena undermine the reliability, consistency, and accountability of financial
analyses, albeit through distinct mechanisms.

False Data Injection (FDI) represents a covert and adversarial form of bias, wherein
features or labels in financial datasets are deliberately manipulated to distort credit
scoring or predictive outcomes without interrupting normal system operations. Un-
like physical systems, financial data generally lack inherent invariants that enable
straightforward anomaly detection, rendering conventional defenses largely ineffective.
To systematically analyze FDI, a taxonomy of attacks is established based on target and
stealth characteristics. Low-cost, highly covert attacks such as clandestine fraudulence,
clean-label, and induced model attacks are practically significant, whereas label-flip and
full-scale FDI attacks are easier to detect but more resource-intensive. Parameterizing
attacks by magnitude (w) and range (r) provides a structured framework for evaluating
the trade-off between impact and detectability, offering actionable insights into system
vulnerabilities.

In parallel, multi-expert decision-making addresses bias arising from cognitive vari-
ability among human experts. Integrating diverse judgments in complex domains such
as finance enhances robustness, accountability, and overall decision quality. However,
expert diversity also introduces disparity: divergent biases, conflicting interpretations,
and variable reliability can obscure consensus, dilute credibility, and elevate opera-

tional risk. Traditional aggregation methods, including Ordered Weighted Averaging
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(OWA), Analytic Hierarchy Process (AHP), Multi-Attribute Utility Theory (MAUT), and
PROMETHEE, provide structured frameworks for combining expert inputs but often fail
to adapt to heterogeneous reliability or outlier judgments, limiting their effectiveness in
practice.

To address these challenges, the Adaptive Kappa-Ordered Weighted Averaging
(KOWA) method integrates OWA with kappa statistics, dynamically evaluating expert
reliability and consensus. By identifying inconsistent or biased judgments, assigning
weights proportional to agreement, and aggregating opinions using an ordered weighting
scheme, KOWA mitigates the influence of extreme or conflicting inputs. This approach
enhances coherence, accuracy, and robustness in multi-expert systems, providing a sys-
tematic mechanism that balances the benefits of expertise diversity with the need for
consistent, high-quality financial decisions. Consequently, KOWA enables organizations
to make informed, accountable, and strategically aligned choices under conditions of
uncertainty and cognitive variability.

Building on these theoretical foundations, the chapter transitions to empirical evalu-
ation. For FDI, robust training, secure data pipelines, anomaly detection, and layered
auditing are examined through systematic experiments assessing model vulnerability.
Machine learning-based credit rating systems are evaluated under diverse FDI scenarios
using comprehensive metrics, accuracy, weighted precision, macro-averaged recall, and
macro-averaged F1-score, aggregated across models and time periods. These experiments
quantify the operational impact of adversarial interventions and provide guidance for
designing resilient, defensible financial systems.

Similarly, the practical utility of KOWA in multi-expert decision-making is empir-
ically tested through the investment evaluation of 924 Nasdaq-listed companies. Six
anonymized experts from economics, finance, trading, business, and mathematics inde-
pendently rated each company using standardized financial indicators and historical
price data. This controlled experiment demonstrates how adaptive fusion of diverse ex-
pert assessments produces robust, unbiased ratings, illustrating the capacity of KOWA to
enhance reliability, consistency, and overall decision quality. Collectively, these empirical
studies underscore the critical importance of systematic bias mitigation, both algorith-
mic and cognitive, in strengthening financial decision-making processes, ensuring that

predictions and judgments are not only accurate but also strategically actionable.
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CHAPTER

CASE STUDIES AND EMPIRICAL ANALYSIS

7.1 KIO Experiment and Results

7.1.1 Test on KIOKAR for carbon

To demonstrate the feasibility and performance of the KIOKAR (Kolmogorov-Arnold
Finance Informed Neural) network, an experiment is conducted to evaluate its effective-
ness in modeling European call carbon options, a critical problem in carbon pricing and
risk management. The experiment compares the predictions of KIOKAR with the analyt-
ical solution provided by the Black-Scholes (BS) model, which serves as the benchmark
for this evaluation.

KIOKAR enhances computational efficiency and interpretability by leveraging the
Kolmogorov-Arnold representation theorem, which decomposes complex multivariate
functions into simpler univariate components. This decomposition improves both the
model’s performance and its interpretability, making KIOKAR a promising tool for
financial and environmental modeling.

The experiment is designed to simulate carbon credit options pricing within a realistic
market environment, incorporating common financial parameters. The strike price, set
at 40, represents the price at which the holder of the option has the right to buy or
sell carbon credits. The risk-free rate, set at 0.05, reflects the theoretical return on an
investment with no risk, serving as a benchmark for comparing the carbon credit option

performance. Volatility, assumed to be 0.2, measures the expected fluctuation in the
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price of carbon credits, indicating the level of market uncertainty and risk. The maturity
period of 1 year defines the time frame over which the option’s value is assessed. These
parameters, which mirror typical market conditions, enable the experiment to evaluate
how fluctuations in carbon credit prices and market dynamics influence the valuation of
carbon credit options.

The underlying asset prices range from 0 to 160, with time intervals spanning from
the present to the maturity date. A total of 10,000 sample points are generated for the
dataset, covering various combinations of asset prices and times to maturity.

By comparing the output of the KIOKAR model with the Black-Scholes pricing, we
aim to highlight KIOKAR ability to capture the complex dynamics of European call
carbon options. The results are expected to demonstrate KIOKAR accuracy in option
pricing as well as its computational advantages over traditional methods. Furthermore,
the interpretability of the model, enhanced by the Kolmogorov-Arnold decomposition, is

expected to provide valuable insights for carbon analysis and risk management.

7.1.2 Experiment Setting and Implementation

This section presents the experimental setup utilized to assess the performance of the
proposed KIOKAR framework in modeling carbon finance dynamics, particularly in the
context of call credit option pricing. The key parameters and settings employed during
the experiments are summarized in Table 7.1.

The evaluation primarily focuses on comparing the model loss using various perfor-
mance metrics, such as the mean squared error (MSE), which are employed to assess
both the accuracy and robustness of the model under the given governing rules. These
metrics are crucial for understanding how effectively the KIOKAR framework captures
the underlying dynamics of carbon markets and option pricing, with particular attention
to carbon balance computations. The objective of this experimental setup is to validate
the potential of KIOKAR in enhancing carbon modeling and risk management.

In order to further evaluate the effectiveness of the KIOKAR model, a comparative
analysis is conducted against several baseline models that have demonstrated utility
in similar fields. These baseline models include KIO REG as proposed by [58, 62, 102],
KIO FNN developed in [35, 93, 94, 282], KIO DNN explored in [112, 195, 244], KIO MLP
studied in [127, 159, 206], and KIO GRU introduced in [43, 134, 145, 153]. These models
serve as performance baselines, offering a comparative framework to evaluate KIOKAR’s

advantages in terms of both accuracy and computational efficiency.
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Parameter Value
Emission Upper Bound (Ex) 200
Emission Growth Rate (r) 0.05
Emission Decay (y) 0.05
Initial emission rate (Pg) 10
Sequestration Upper Bound (Sg) 700
Maximum sequestration rate (R,,qx) 90
Sequestration growth rate (k) 0.1
Sequestration Decay (1) 0.05
Emission Range (E) E €[0,100]
Sequestration Range (S) S €[0,100]
Strike Price (K) 60
Risk-Free Rate () 0.05
Volatility (o) 0.2

Asset Price Range (Z2) Z €[0,160]
Time Range (¢) te[0,T]
Start time (¢¢) 0
Expiration Maturity (7') 10
Number of Samples (Ngample) 10000
Carbon Info Weight (0 .qrpon) 0.1

Initial Value Weight (0;,;tia1) 1

Zero Boundary Weight (0poundary,0) 1

Infinity Boundary Weight (0poundary,co) 1

Finance Info Weight (A¢;nancial) 0.1

Initial Value Weight (A;,itia1) 1

Zero Boundary Weight (A;,itiai) 1

Infinity Boundary Weight (1;,;¢ia1) 1

Table 7.1: Parameter Settings for Carbon Balance Test

All models are evaluated under identical experimental settings to ensure a fair
comparison. This approach allows for a meaningful evaluation of KIOKAR performance
in the context of carbon finance dynamics.

For each model, the training process is carried out over 2300 epochs. This configu-
ration is selected to ensure adequate model convergence and stability. During training,
the performance of the models is measured using the mean squared error (MSE) as the
primary evaluation metric. The results of this evaluation will provide insight into how
well each model can approximate the carbon market and option pricing behaviors while

also accounting for generalization ability and computational efficiency.
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7.1.3 Results

In this section, we present the results of our KIOKAR-based approach for modeling
carbon dynamics. Figures 7.1 and 7.2 illustrate the solutions obtained by KIOKAR for
emission and sequestration after 5000 epochs of training. Additionally, Figure 7.3 depicts

the results for option pricing.

We also analyze the convergence behavior of the KIO models throughout the training
process. To monitor the progress of the model, we track all loss function values over
successive iterations. Figures 7.4 to 7.21 display the loss trajectories during training.
The KIOKAR model demonstrates rapid convergence, as indicated by the stabilization of
all loss functions. This result reflects the efficiency of the KIOKAR approach in training
neural networks, specifically for carbon-related applications, where convergence is a

critical factor in ensuring the model’s effectiveness and accuracy.

Furthermore, Table 7.2 presents a comparative evaluation of six different meth-
0ds,AiKIO DNN, KIO FFN, KIO GRU, KIO MLP, KIO REG, and KIOKAR,Aiover 5000
epochs. The analysis focuses on Total Loss and Sequestration, with the provided metrics
including the mean, standard deviation (std), minimum (min), and maximum (max) val-
ues. This comparative analysis offers a comprehensive assessment of the performance of
these methods based on these critical metrics, highlighting the strengths and weaknesses

of each approach in the context of carbon modeling and risk management.

Table 7.2: Total Loss Stats with 5000 Epochs

Emission KIO DNN KIOFFN KIOGRU KIOMLP KIOREG KIOKAR
mean 9.01x10° 9.41x10° 1.07x10* 1.03x10* 3.82x10° 2.68x 10
std 7.84x10%2 7.66x10% 4.08x10' 3.30x10%2 3.26x10% 1.77x101°
min 7.96x102 8.30x10% 1.05x10* 9.74x10% 3.31x10%® 4.82x10°
max 1.11x10* 1.11x10* 1.08x10* 1.10x10* 4.67x10° 1.26x10'2
Sequestration KIO DNN KIO FFN KIO GRU KIO MLP KIO REG KIOKAR
mean 7.93x10° 7.67x10° 8.39x10° 8.26x10° 7.83x10° 1.67x10'3
std 3.40x10* 4.97x10* 3.79x10%° 1.08x10* 4.00x10* 1.17x10'®
min 7.21x10° 6.88x10° 8.22x10° 7.95x10° 7.03x10° 5.09x 10!
max 851x10° 8.52x10° 853x10° 851x10° 8.48x10° 8.32x10'6
Option KIO DNN KIO FFN KIO GRU KIO MLP KIO REG KIOKAR
mean 1.07x10% 1.14x10* 142x10* 1.21x10* 8.16x10° 2.88x10!
std 725x102 4.10x10%2 2.82x10%2 1.81x10%2 1.87x10® 1.52x102
min 9.93x10% 1.08x10* 1.22x10* 1.17x10* 585x103 9.41x107!
max 1.25x10* 1.23x10% 157x10* 1.25x10* 1.29x10* 5.93x10°
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7.1.4 Emission Analysis

The KIO REG model demonstrates the most favorable performance in terms of total loss
minimization, achieving the lowest mean total loss of 3.82 x 102. This outcome highlights
KIO REG’s superior average performance relative to the other models evaluated. In
contrast, KIO DNN and KIO FFN exhibit higher mean total losses of 9.01 x 102 and 9.41 x
103, respectively, indicating that, while competitive, these models are less efficient in
minimizing total loss compared to KIO REG. On the other hand, the KIOKAR framework
reports a significantly higher mean total loss of 2.68 x 108, which initially suggests a
performance disparity and implies that KIOKAR may be less effective in terms of total

loss minimization relative to the KIO models.

Despite this higher mean total loss, KIOKAR demonstrates exceptional convergence
capabilities, which is a critical aspect of its performance. The observed high standard
deviation (1.77 x 1019) for KIOKAR, although indicating variability in its performance,
also reflects its robustness in rapidly reducing loss values across epochs. This suggests

that, despite the higher initial loss, KIOKAR is able to effectively recover from subopti-
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Figure 7.2: KIOKAR St

mal initialization conditions and converge to an optimal solution more efficiently than
its counterparts. The model’s ability to rapidly adjust and bring the loss toward zero
indicates that, over time, it stabilizes and achieves minimal loss, showcasing its fast

convergence ability.

In comparison, KIO GRU achieves the lowest standard deviation (4.08 x 101), demon-
strating stable performance across epochs. This stability is advantageous for applications
where consistent performance is required, as it ensures that the model delivers reliable
results over time. Although KIO REG and KIO MLP report lower minimum total losses
(3.31x 10% and 9.74 x 102, respectively), their higher maximum total losses (4.67 x 103
for KIO REG and 1.10 x 10* for KIO MLP) suggest that, while these models can achieve

low losses, they are more prone to significant fluctuations in performance.

KIOKAR, by contrast, exhibits a wide range of total loss values, with a minimum of
4.82 x 10° and a maximum of 1.26 x 10'2. This variability highlights the framework’s dy-
namic nature and its ability to navigate through a broad spectrum of loss values. Despite

this variability, KIOKAR’s rapid convergence and its capacity to stabilize performance
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Figure 7.3: KIOKAR Option Price

quickly after initial fluctuations further underscore its potential. The model’s ability to
handle large variations and still converge to minimal loss levels efficiently sets it apart
from the other methods in terms of long-term performance.

In conclusion, while KIOKAR initially demonstrates a higher mean total loss, its
superior convergence speed and robustness make it a highly effective model for achieving
optimal solutions in complex systems, even when faced with suboptimal starting condi-
tions. The ability of KIOKAR to efficiently stabilize and minimize loss, despite initial
performance challenges, positions it as a strong contender for applications in carbon
dynamics and beyond.

7.1.5 Sequestration Analysis

The KIOKAR model outperforms other methods in terms of sequestration, demonstrating
an exceptionally high mean sequestration value of 1.67 x 10!3. This remarkable perfor-

mance positions KIOKAR as a leader in sequestration capacity, surpassing the other
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models by a substantial margin. In comparison, the KIO methods such as KIO DNN
and KIO FFN, while still competitive, exhibit slightly lower mean sequestration values.
These methods, though effective, do not match the extensive sequestration capability
demonstrated by KIOKAR, underscoring its superior performance in this particular

metric.

However, the exceptional mean sequestration value of KIOKAR is accompanied by a
significant degree of variability, as evidenced by the highest standard deviation observed
in sequestration among all models, which is 1.17 x 10%5. This indicates considerable
fluctuations in KIOKAR’s performance across training epochs. Despite this variability,
KIOKAR’s ability to quickly converge to minimal loss values is noteworthy. The high
standard deviation does not diminish its overall effectiveness but rather reflects its

dynamic nature and the ability to recover from fluctuations during the training process.

In contrast, KIO GRU exhibits the lowest standard deviation in sequestration, with
a value of 3.79 x 102, which signifies a more stable and consistent performance across
training iterations. This stability is advantageous in applications where reliable and
predictable results are crucial, particularly in real-time systems or situations demanding

high consistency.

Further examination of the range of sequestration values reveals that KIOKAR
exhibits the greatest variability among the models, with minimum and maximum values
spanning from 5.09 x 10! to 8.32 x 10'6. This broad range indicates a more dynamic
behavior, suggesting that KIOKAR has a higher potential for exploring a wide variety of
sequestration scenarios. Despite this variability, KIOKAR’s rapid convergence towards
minimal loss values over time demonstrates its robustness. On the other hand, models
like KIO DNN, KIO FFN, and other KIO variants tend to show more narrow ranges
and greater consistency in their sequestration outcomes. Notably, KIO GRU reaches
the highest maximum sequestration value of 8.53 x 10°, but the overall range remains
smaller compared to KIOKAR.

While KIOKAR exhibits considerable variability in sequestration values, it distin-
guishes itself through its exceptional capacity for sequestration, rapid convergence, and
effective stabilization over time. These characteristics underscore the model’s potential
for applications that require extensive sequestration capabilities, as well as its ability to
improve performance through efficient convergence processes. Despite the variability,
KIOKAR’s overall effectiveness in sequestration, coupled with its dynamic nature, posi-
tions it as a highly competitive and promising model in carbon dynamics modeling and

risk management.
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7.1.6 Option Pricing Analysis

In this section, we present the results of KIOKAR’s performance in option pricing after
training for 2300 epochs. Figure 7.3 illustrates the learning outcomes, demonstrating
that the KIOKAR model’s predictions converge closely with the analytical benchmark
solution. This alignment indicates that KIOKAR effectively captures the underlying
dynamics of the option pricing problem.

To provide a more comprehensive comparison, we evaluate the performance of
KIOKAR relative to several baseline models. Table 7.3 presents the statistics of the
residuals between the predicted solutions from the various models and the analytical
solution. The metrics include the mean, standard deviation (std), minimum, absolute
minimum, maximum, and absolute maximum values, along with the mean squared error
(MSE).

It can be seen in Table 7.3 that KIOKAR, with a mean of 2.88 x 10!, demonstrates
a remarkably lower performance metric when juxtaposed with alternative methods.
For example, KIO GRU presents a mean value of 1.42 x 10, which is several orders
of magnitude greater than that of KIOKAR. This significant disparity suggests that
KIOKAR operates at a substantially lower output level. Such a characteristic may imply
that KIOKAR is not only more efficient but also potentially more precise in the context
of the metrics being assessed.

Further analysis of the standard deviation corroborates the findings regarding
KIOKARs performance consistency. With a standard deviation of 1.52 x 102, KIOKAR
exhibits a moderate variability when compared to KIO DNN, which has a standard
deviation of 7.25 x 102, and KIO REG, with 1.87 x 103. This relatively lower standard
deviation indicates that KIOKARs performance remains stable across different scenarios,
suggesting reliability in its outputs compared to the greater variability observed in the
other models.

Examining the minimum and maximum values provides additional insights into
KIOKARs performance characteristics. The minimum output for KIOKAR, recorded at
9.41 x 1071, is considerably lower than the minimum values associated with all other
methods. This observation indicates that, while KIOKAR may excel in certain scenarios,
it is also capable of underperforming in others. Conversely, KIOKARs maximum value
of 5.93 x 10 remains competitive when compared to the maximum outputs of the other
models, which are higher. This duality suggests that KIOKAR can achieve favorable
performance in specific instances, despite occasional low outputs.

Notably, KIOKAR demonstrates the smallest residuals across all measures, out-
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performing the baselines by achieving lower values in every statistical category. This
suggests that KIOKAR exhibits superior accuracy in its predictions, even after a rela-
tively moderate number of epochs.

These results highlight the effectiveness of KIOKAR in the context of option pricing,
demonstrating its ability to quickly converge to a solution that closely approximates the
analytical benchmark. Furthermore, the comparative analysis underscores KIOKAR’s
robustness and efficiency relative to other models, providing strong evidence of its

potential for practical applications in financial modeling and risk management.

Table 7.3: Residual Stats with 2300 Epochs

Residual mean std min abs min max abs max MSE

KIOKAR -0.2532  0.9578 -2.6867  0.0001  2.8779 2.8779 0.9814
KIO REG -16.2222 23.7148 -73.0200 0.0002 15.1721 73.0200  825.4969
KIO FFN -28.6290 32.1351 -97.0683 0.0003 4.1276 97.0683 1852.1833
KIO DNN -22.9026 33.8007 -93.1510 0.0006 9.7752  93.1510 1666.8705
KIO MLP -30.4478 33.8083 -100.7151  0.0040 2.1933 100.7151 2069.9526

7.1.7 Comparative Discussion

It can be seen that KIOKARSs performance can be characterized by several noteworthy
attributes. The model overwhelmingly lower mean performance compared to its coun-
terparts may indicate a more efficient or accurate predictive capability. The moderate
standard deviation reflects a level of consistency that is advantageous, particularly when
contrasted with the greater variability seen in other methods. Moreover, while KIOKAR
presents a rapid convergence to a lower minimum value among all, it also possesses
competitive maximum performance, indicating its potential applicability in targeted
scenarios.

KIOKAR shows impressive performance in sequestration but with substantial vari-
ability. This high performance in magnitude comes with significant unpredictability,
implying that while KIOKAR would be effective in specific contexts, its overall reliability
is questionable.

KIO REG stands out due to its low average total loss and stable performance with
a relatively low standard deviation. However, its maximum total loss is higher than
other KIO methods, suggesting that while it performs well on average, it may encounter
higher loss in some cases. KIO GRU and KIO FFN offer more consistent performance in

both total loss and sequestration. This stability makes them suitable for applications
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Table 7.4: Loss Stats with 2300 Epoch Training

MEAN Ziotal Linitial xfinancial gboundary xboundary,o ccfboundary,oo
KIOKAR 28.8352 18.6403 2.3630 7.8319 1.3675 6.4644
KIO REG 8156.2915  8156.1657 0.1257 1203.5108 0.0915 6952.5634
KIO FFN 11421.6493 11421.6481 0.0012 1861.5178 0.0004 9560.1299
KIO DNN 10732.5727 10732.5727 0.0000 1722.6049 0.1503 9009.8176
KIO MLP 12110.2974 12110.2974 0.0000 2020.4457 0.0017 10089.8499
STD Ziotal Linitial xfinancial gboundary xboundary,o gboundary,oo
KIOKAR 151.5633 79.9292 2.4999 91.8692 5.0428 91.6668
KIO REG 1868.4424  1868.5568 0.1521  378.4857 0.0621 1490.7575
KIO FFN 410.3859 410.3870 0.0015 96.8601 0.0010 317.0152
KIO DNN 725.1539 725.1539 0.0001  157.5038 0.3906 569.4847
KIO MLP 180.6481 180.6481 0.0000 51.5401 0.0011 136.8783
MIN Ziotal Linitial xfinancial «gboundary xboundary,o gboundary,oo
KIOKAR 0.9411 0.4308 0.3437 0.0558 0.0066 0.0485
KIO REG 5849.0020 5848.5151 0.0003  727.2389 0.0287 5121.2471
KIO FFN 10825.3271 10825.3223 0.0000 1670.5862 0.0000 9140.9287
KIO DNN 9933.3311 9933.3311 0.0000 1481.9844 0.0001 8407.6611
KIO MLP 11744.3564 11744.3564 0.0000 1879.0813 0.0002 9850.9521
MAX ZLrotal Linitial xfinancial «gboundary xboundary,o Zboundary,oo
KIOKAR 5934.0322  1675.9518 10.5056 4255.2658 27.0373 4255.2524
KIO REG 12850.6650 12850.6641 0.5156 2249.6992 0.2395 10644.5205
KIO FFN 12270.0977 12270.0977 0.0055 2103.2632 0.0096 10183.2969
KIO DNN 12458.5586 12458.5586 0.0007 2175.2749 2.9416 10298.2354
KIO MLP 12493.1035 12493.1035 0.0000 2188.5798 0.0034 10312.2305

where dependable and predictable results are essential. KIO DNN and KIO MLP exhibit
moderate performance, being outperformed by KIO REG in total loss and lagging behind
KIOKAR in sequestration.

Overall, KIOKAR emerges as a formidable contender in the field, especially for

objectives prioritizing reduced mean performance or the need for stable outputs.

7.1.8 Discussion

This paper emphasizes the pivotal role of carbon credits in mitigating greenhouse gas
emissions through market mechanisms, facilitating cost-effective transactions between
nations and companies. By recognizing carbon credits as financial assets, the study
enhances trading capabilities and investment opportunities, further integrating financial

technology to enable real-time data analysis and efficient transactions. This integration
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Table 7.5: Governing Loss Stats with 5000 Epochs
Emission KIODNN KIOFFN KIOGRU KIOMLP KIOREG KIOKAR
mean 1.35x10° 1.23x10° 1.32x10%2 1.33x10° 1.22x10° 6.97 x 103
std 1.35x10! 6.95x10! 1.19x10' 1.17x10' 7.84x10' 4.62x101°
min 1.30x10% 1.08x10% 1.27x10® 1.30x10%® 1.08x10% 9.43x10°
max 1.39x10% 1.36x10% 1.36x102 1.39x10%® 1.37x10% 3.29x10'2
Sequestration KIO DNN KIO FFN KIO GRU KIO MLP KIO REG KIOKAR
mean 7.82x10° 7.56x10° 8.30x10° 8.16x10° 7.72x10° 1.80x10™
std 3.47x10* 5.05x10* 3.79x10® 1.10x10* 4.09x10* 1.26x 10
min 7.09%x10° 6.76x10° 8.12x10° 7.84x10° 6.91x10° 3.44x102
max 8.41x10° 8.42x10° 8.43x10° 8.42x10° 8.39x10° 8.98x10'°

fosters broader participation in the carbon market.

The research identifies a significant gap in existing methodologies, which fail to
provide a unified computational framework for the complexities of carbon credit physics
and financial option pricing. To address this gap, the paper proposes a methodological
framework that synthesizes experiential knowledge with physical models, employing the
Kolmogorov Arnold representation (KAR) for customizable knowledge orchestration.

The proposed approach effectively mitigates model bias by leveraging domain-specific
knowledge, yielding reasonable predictions even in data-scarce scenarios,Aian essential
aspect of financial modeling. The findings also offer a theoretical foundation for advancing
intelligent financial practices in environmental economics. This framework integrates
various criteria and models from finance and environmental engineering, allowing for
a comprehensive examination of carbon credit option pricing within the context of

environmental economics.

7.2 Graph Informed Ochestration with TGAR

7.2.1 Scenario

In this section, we provide an example of graph-informed orchestration based on the
TGAR (Temporal Graph Attention Networks) model and present the results of extensive
experiments conducted to evaluate the effectiveness of various methods in the context of
interbank financial networks.

An interbank network consists of a web of commercial banks engaged in lending
and borrowing activities. The default of a single bank within such a network can create

a domino effect, triggering defaults in other institutions and potentially leading to a
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systemic financial crisis [12, 36, 46]. The interconnectedness of these banks highlights
the risk of contagion, where financial shocks originating in one part of the system can

rapidly propagate across the network, magnifying the overall threat to financial stability.

In this environment, credit ratings serve as an essential tool for assessing the finan-
cial health and reliability of banks. These ratings, which reflect the creditworthiness
of institutions, are crucial for measuring the risk of default between interconnected
entities in the network [199]. While credit ratings provide a straightforward and widely
used measure of financial risk, they face inherent limitations in the context of interbank
networks. Specifically, ratings lack timeliness and often fail to account for the evolving
nature of financial shocks, which can range from small-scale contagion events to full-
blown systemic crises. As a result, it is challenging for rating agencies and policymakers
to detect emerging risks in time and formulate appropriate interventions to prevent

crises.

To address these challenges, the introduction of rating outlooks with early warning
mechanisms has gained prominence. Rating outlooks provide a forward-looking perspec-
tive on the potential direction of a credit rating, offering a mechanism to assess risks
in the medium term [9, 68, 96]. These outlooks help identify latent risks before they
materialize, enabling financial institutions and regulators to take preemptive action to

mitigate the impact of potential crises.

In industrial practices, domain rule-based approaches are widely employed to predict
the credit ratings of banks. These approaches are typically designed by financial experts
who craft rules based on specific data features and the mechanics of the interbank system.
While these rules are highly practical in real-world applications, as far as we are aware,
the problem of credit rating prediction in the context of interbank networks has not been

systematically addressed in the research literature.

However, in line with other finance-related studies, classical machine learning models
can also be applied to the problem without requiring prior knowledge of the rules or
underlying mechanisms. Several machine learning techniques have been successfully
employed in financial prediction tasks, such as Regression Analysis [99], Decision Tree
Models [255], Random Forests [204], Gradient Boosting Decision Trees (GBDT) [295],
AdaBoost [193], Multilayer Perceptron (MLP) neural networks [107], and other Statisti-
cal Learning methods [106, 179, 181, 225, 233]. These methods can be applied directly
to financial data without the need for expert-crafted rules, thus providing a flexible and

automated approach to prediction.

In the test in this research, the independent variables consist of financial metrics
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such as assets, liabilities, buffer, and weights, which serve as input features for the model.
The target variable is the predicted credit rating of the bank for the next year. We utilize
a variety of financial data sources, including Moody’s Analytics BankFocus, Standard
Poor’s Rating, and Trading Economics Credit Rating, to gather a comprehensive dataset
for training and evaluation. Specifically, we collect interbank data spanning a period
of ten years, from 2011 to 2020. Each year, the dataset contains 14,245 records, corre-
sponding to 14,245 unique entities (banks), each with associated financial attributes,
such as bank ID, assets, liabilities, buffer, weights, and credit rating. A summary of the
statistical features for the attributes, including assets, liabilities, buffer, and weights, is

presented in Table 7.8.

Table 7.6: Annual Stats of Feature Data
Year Avg Assets Avg. Liabilities Avg. Buffer Avg. Weights

2011 10.1805 9.5426 326.8603 347.5834
2012 10.5614 9.8705 262.1356 283.5675
2013 10.7974 10.0724 498.7543 520.6241
2014 10.6820 9.9356 19795.6968 19817.3144
2015 10.4534 9.7032 27590.7611  27611.9178
2016 10.7571 9.9811 394.9608 416.6989
2017 11.8442 10.9607  1527.9176 1551.7226
2018 12.0645 11.1478  1981.3933 2005.6057
2019 12.2837 11.3360  1854.6793 1879.2990

The credit rank attribute consists of four rating categories, which are ordered from
the lowest to the highest rank as D, C, B, and A. This categorization follows a similar
approach to Moody’s credit ranking methodology [16]. The distribution of these credit
ranks across the dataset is visualized in Figure 7.34, providing a detailed breakdown of
the frequency of each rating category.

In addition to the credit ranks, the interbank relationships are represented as a
graph, where each bank is considered an entity (or node), and the connections between
them (interbank lending relationships) are represented as edges. The graph contains a
total of 46,416 edges, which reflects the interconnectedness between the banks in the
system. A summary of the graph’s key statistics, such as the number of nodes, edges, and

other relevant metrics, is provided in Table 7.7.

7.2.2 Implementation and Evaluation

In this study, we introduce a novel 2-layer cascading context attention representation for

the prediction of credit ratings in the interbank system. The proposed model leverages

141



CHAPTER 7. CASE STUDIES AND EMPIRICAL ANALYSIS

Table 7.7: Annual Stats of the Entity Networks

year 2011 2012 2013 2014 2015 2016 2017 2018 2019 Average
max Degree 768 888 753 785 753 901 816 1047 717 825.3333
mean Degree 3.2924  3.2723 3.2659  3.2648 3.2778 3.2662 3.2669 3.2599  3.2529 3.2688
Mode Proportion% 85.0294 84.9054 84.9513 84.3824 83.9153 84.0003 83.4770 83.9515 83.8461 84.2732
avg clustering 0.4590 04715 0.4422 0.4576 0.4864 0.4691 0.4596 0.4331 0.4220 0.4556
transitivity 0.0534 0.0486 0.0535 0.0476 0.0415 0.0400 0.0404 0.0419 0.0433 0.0456
avg shortest path 3.0515 3.0328 3.0671 3.0441 3.0141 3.0298 3.0387 3.0567 3.0733 3.0453
degree centrality 0.0004 0.0004 0.0004 0.0004 0.0004 0.0004 0.0004 0.0004 0.0004 0.0004

betweenness centrality 0.0001  0.0001  0.0001 0.0001 0.0001 0.0001 0.0001 0.0001 0.0001 0.0001

a cascading architecture to enhance the efficiency and performance of the prediction
process. To train the model, we employ the Adam optimizer with parameters f; =
0.9, B2 =0.999, and a learning rate of @ = 0.02. This configuration ensures effective

optimization by adjusting the learning rate based on the training dynamics.

The core of our experimental setup involves utilizing the feature information from
the preceding year to predict the credit rating for the following year. Specifically, the pre-
diction is modeled as y; 1 = A(X;), where X; represents the feature vector for year k£, and
h(-) denotes the prediction function applied to the input X; to obtain the credit rating y;,1
for the subsequent year. For models incorporating graph-based computations, the predic-
tion model is expanded to y;.1 = h(X;,A;), where A; denotes the graph-based adjacency
matrix that encodes the relationships between entities within the interbank network,

thereby enhancing the prediction model by incorporating structural dependencies among
the banks.

In order to evaluate the effectiveness of the proposed context attention representation
model, we perform a comparative analysis with several widely used models in the field
of risk assessment and prediction tasks. These models include Ridge Classifier, Gradient
Boosting Decision Trees (GBDT), Nearest Neighbors, Decision Trees, Random Forests,
Neural Networks, AdaBoost, Naive Bayes (NB), Multinomial Naive Bayes, Bernoulli
Naive Bayes, Gaussian Process, and Graph Convolution Networks (GCN) [120, 261]. The
performance of these models is assessed across multiple metrics that provide insights

into their predictive accuracy and reliability.

To ensure a comprehensive evaluation, we use four commonly adopted metrics in the
context of credit rating prediction: accuracy, weighted precision, macro-averaged recall,
and macro-averaged F1-score.

Let the set {I;} represent the aggregation of the performance indicators, which in-
cludes accuracy, average-weighted precision, macro-averaged recall, and macro-averaged
F1-score. For each method £.(-) and input at year ¢, the ith performance indicator can
be denoted as I;(k,t), which refers to the value of the ith indicator for the 2th method
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at year t. To evaluate the expectation of these metrics both method-wise and yearly, we
define three types of scores: the time-method-wise score Sj(t), the metric-method-wise
score S3(i), and the yearly score S,;(i).

The time-method-wise score Sj(¢) represents the average performance of the kth
method across all metrics for year ¢, and it can be expressed as

XLk, t) Yrli(k,?) s oo 2rlik,®)
M

(7.1) Sr(t) = Sp() = T i X

where M is the number of metrics, K is the number of methods, and T is the number
of years. In the context of this study, we have K =13, M =4, and T =9 years. These
scores reflect the expected performance after aggregating the various ¢, &, or i factors.

To further synthesize the performance across different methods, the comprehensive
method score S, is introduced. This score evaluates the overall performance of the kth

method by considering the average across all metrics and years that

s Lixdik,D)
7.2 Sp="r——
(7.2) k UT
This metric is crucial for evaluating the performance of each method over the entire
time period. Similarly, the annual comprehensive score S; is introduced to reflect the

synthesis of performance across different methods for a specific year that

s xr2ilik,®)
7.3 S;=—7—="—"7—
(7.3) t UK

This score provides insight into the overall performance of all methods in a given
year, summarizing the predictive accuracy for that specific period.

To assess the global performance across both time and method factors, we define the
overall score S, which provides a holistic view of the dataset,Ads prediction performance

by combining all dimensions as

Yixe2rnli(k,t)

(7.4) S = UTEK

This metric represents the global performance expectation for the prediction task,
synthesized across all methods, metrics, and years, thus providing a comprehensive
evaluation of the model’s performance across the entire dataset and time period.

To clarify the references (7.1), (7.2), (7.3), and (7.4), these correspond to the evaluation
scores designed to comprehensively assess the impact of FDI injection attacks. The time-
method-wise score (S.(t), (7.1)) evaluates the performance of a specific method %

across all performance metrics,Aiaccuracy, average-weighted precision, macro-averaged
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recall, and macro-averaged F1-score,Aifor a given year ¢. This score provides insight
into how a particular method performs over time, aggregating multiple metrics for each
year to identify temporal trends or vulnerabilities. The metric-method-wise score
(S1(i), (7.2)), on the other hand, assesses a method,Ads performance for a specific metric
i across all years, allowing a detailed comparison of methods according to each individual
performance metric. This is particularly useful for understanding which methods excel
or lag in terms of accuracy, precision, recall, or F1-score, independent of temporal effects.
Finally, the yearly score (S;(i),(7.4)) represents the average performance of all methods
for a specific metric i in a particular year ¢, offering a snapshot of overall system
performance for that year. Collectively, these three scores enable a multidimensional
evaluation, across time for each method, across metrics for each method, and across
methods for each year. By defining and using these scores, the study ensures a rigorous
and systematic assessment of predictive performance, addressing potential questions
about how different methods perform over time, across metrics, and in different yearly

contexts, thereby providing a transparent and interpretable evaluation framework.

7.2.3 Main Results

To evaluate the performance of the proposed methods, the main results are presented in
Figure 7.31. Specifically, Figure 7.35 shows the statistics for accuracy evaluation. From
the results, it is evident that the context attention representation method outperforms
all other methods. This superior performance can be attributed to the integration of
both graph-based and feature-based information, allowing the model to extract richer
feature representations through the attention mechanism. On the other hand, while the
Graph Convolutional Network (GCN) also incorporates graph information, its lack of an
attention mechanism hampers its performance. This results in GCN’s performance being
relatively unimpressive, even when compared to other methods that do not utilize graph
information, such as Gradient Boosting Decision Trees (GBDT) and Random Forest. The
addition of a multi-layer composite context attention mechanism significantly enhances
the performance of the context attention representation method, as evidenced by the
experimental results, particularly in terms of accuracy.

This advantage is further reflected in the precision metric. As shown in Figure 7.36,
the context attention representation method consistently achieves high precision, with
the highest value in 2019 reaching over 66%, which is significantly higher than the
corresponding results for GCN. This observation underscores the fact that the mere intro-

duction of graph features does not necessarily guarantee improved accuracy. Rather, the
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effective use and integration of context through graph learning is crucial for enhancing

model performance.

The same trend is observed in recall evaluation. As illustrated in Figure 7.37, the
context attention representation method achieves the highest recall rate among all
methods. It outperforms Random Forest, showing that the incorporation of graph-based
context attention learning improves the model’s classification accuracy without being
adversely affected by the characteristics of different sample types. This enhances the
reliability and robustness of the model’s predictions, far surpassing the performance of

both traditional neural network models and GCN.

To assess the trade-off between precision and recall, we also evaluated the F1 Score
for each model, as shown in Figure 7.38. Although the context attention representation
method ranks second behind AdaBoost with an F1 score of 0.5140, the difference is
marginal. Moreover, the context attention representation method significantly outper-
forms both the neural network (0.2788) and GCN (0.4293) methods. This indicates that
the context attention representation approach is successful in improving both precision
and recall, minimizing the gap between the two and thus balancing the hit rate and

coverage.

The overall results of various experimental comparisons and evaluations suggest
that the context attention representation method, which integrates graph-based context
learning, is highly effective in extracting additional features under the same conditions,

thereby enhancing both the prediction hit rate and coverage.

Figure 7.32 presents a comparison of the metric comprehensive scores. The context
attention representation model achieves the highest S}, score, followed by AdaBoost and
Random Forest. Among the neural network methods, the context attention representation
method also performs significantly better than GCN and MLP neural networks. This
highlights the importance of the attention mechanism in improving the performance of

neural network-based methods.

Finally, the overall metric score, S, as defined in (7.4), is 0.4349. In comparison, the
performance of the MLP neural network is lower than S due to the lack of correlation
information. Although GCN benefits from the inclusion of graph data, the context
attention representation method outperforms it further by incorporating both the graph

and context attention mechanisms.
Figure 7.40 presents a yearly comparison between the synthesized metric scores

S1(t) and S;, illustrating the performance disparities among the different methods. In

terms of forecast performance for each year, the expected performance of the Naive Bayes
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Figure 7.31: Method-Wise Metric S (i) Comparison

method consistently falls below the annual average level. Conversely, methods such
as TGAR, GCN, and GBDT consistently achieve performance expectations above the
average level. Notably, the context attention representation method demonstrates the

highest performance across all annual comparisons.

In contrast, the MLP neural network shows lower-than-average performance in most
years, with the exception of 2014 and 2017, when it surpasses the annual average. This
observation suggests that MLP, in the absence of graph information, is more sensitive to
the influence of the feature data for the current year, resulting in relatively poor perfor-
mance compared to tree-based methods. However, when graph features are incorporated,
both GCN and context attention representation exhibit more stable performance across
the years, with their performance expectations consistently exceeding the annual aver-
age. This indicates that the integration of graph-based learning significantly enhances

the stability and predictive performance of these models in yearly predictions.
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7.2.4 Discussion

The proposed TGAR approach addresses five major challenges in the financial risk assess-
ment domain: the lack of comprehensive prior mechanisms, the difficulty in quantifying
the interrelationships between financial entities, time-consuming feature extraction,
incomplete historical data, and the heterogeneity between different data sources. The so-
lution combines context graph computing, weight embedding, and efficient data pipeline

management to enhance the performance and scalability of predictive models.

Through extensive experimentation with a real-world dataset, our approach was
compared to twelve established baseline methods. The results consistently demonstrated
that the proposed method outperforms the baselines across all evaluation metrics, partic-
ularly in terms of predicting numerical features such as expectations and variances. This
indicates that the proposed context attention representation offers superior predictive

accuracy and robustness.

The advantages of the proposed method are significant. First, the weight embedding
technique reduces storage and computational costs by efficiently handling incomplete
data and minimizing the need for extensive storage resources. Second, the context atten-
tion representation effectively integrates heterogeneous data sources while preserving
the independence and correlation of individual features. This is crucial in ensuring that
the model does not lose important information when fusing diverse types of data. Third,
the ability to perform multiple learning on relational and feature-based data using

Bernoulli fusion and binomial gain enhances the model’s predictive power.

The test results suggest that the key to improving predictive performance is not
just the use of graph structures but the effective extraction and utilization of context
attention features. These features enable the model to capture high-level contextual
patterns that are essential for accurate prediction in dynamic and complex financial

systems.

The results of this study validate the efficacy of the proposed predictive rating method
in addressing several critical challenges in interbank rating outlooks. By leveraging
advanced data representation techniques and optimizing computational efficiency, our
approach presents a promising solution for enhancing financial risk prediction models.
Further research will continue to refine and extend the framework, with potential

applications in broader financial risk management scenarios.
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7.3 FDI Injection Attack

This study introduces a comprehensive set of evaluation metrics designed to assess
the performance of various machine learning-based credit rating prediction methods,
particularly in the context of FDI attacks. The goal is to provide a multi-dimensional
perspective on the effectiveness and accuracy of these methods across different time
periods and computational strategies. Four widely recognized performance metrics are
used: accuracy, average weighted precision, macro-average recall, and macro-average
F1-score. These metrics capture various aspects of model performance, such as overall
prediction correctness and the ability to handle class imbalances, which are typical in

credit rating tasks.

The evaluation framework incorporates several aggregate scores to assess method
performance across different time periods and metrics. These include time-method
scores (7.1), metric-method scores (7.2), and yearly scores (7.4). These aggregate scores
offer insights into the performance of each method over specific time frames, for particular
metrics, and across all methods in a given year. To synthesize these results, the study
introduces a composite method score and a yearly composite score. These scores provide
a holistic view of method performance across all metrics and time periods. Additionally,
difference metrics are defined to track changes in evaluation scores before and after
interventions, such as system modifications or external disruptions, allowing for a deeper

understanding of performance shifts.

The system used for evaluation is based on widely-used machine learning methods,
ensuring that the results are grounded in industry-standard practices. This provides a ro-
bust framework for testing and comparing different prediction methods under controlled

conditions, particularly in the presence of potential FDI attacks.

7.3.1 Methods

We collect the related applicable methodologies to test for the evaluation on the impact
of FDI on the interbank credit prediction, including Ridge Classifier, Gradient-Boosted
Decision Trees (GBDT), Nearest Neighbors, Decision Tree, Random Forest, Neural
Network, AdaBoost, Naive Bayes (NB), Multinomial Naive Bayes (Multinomial NB),

Bernoulli Naive Bayes (Bernoulli NB), and Gaussian Process.

150



7.3. FDI INJECTION ATTACK

7.3.1.1 Ridge Classification

The essence of ridge classification method [54, 99, 146] is to transform the classification
problem into a regression problem, and then use ridge regression to solve it. Its essence
is a variant of least squares in linear regression for classification. It adds a penalty on
the size of the coefficients to the objective function of ordinary least squares. The main

task of ridge classification can be formulated as
(7.5) min [ Xw -yl + allw]

where X refers to the input feature, y referes to the tag, and w refers to the weight for

classifier to be solved.

7.3.1.2 Nearest Neighbors Analysis

Nearest Neighbors Analysis [289, 290] is a method of numerical regression and classifi-
cation based on the K Nearest Neighbours analysis method. In the experiment of this
paper, we choose the number of neighbours as 3, and all points in each neighborhood are

weighted equally.

7.3.1.3 Random Forest

Random Forest [140, 213], is composed of many decision trees, and there is no correlation
between different decision trees. It has been widely used in price regression and property
classification in the business. In the experiments of this paper, we choose 200 trees in

the forest and the maximum depth of the tree is 5.

7.3.1.4 AdaBoost

AdaBoost (Adaptive Boosting [47, 242]) is a two-classifier that uses a linear combination
of weak classifiers to construct a strong classifier. In this paper, we apply the model that

is combined linearly through the additive model, which can be formulated as
(7.6) F(x)=) wfi(x)
l

where x is the input vector, F(x) is the strong classifier, f(x) is the weak classifier,
0 = w <1 is the weight value of the weak classifier, which is a positive number. We set
[ =100 and the learning rate as 1.0. The output value of the weak classifier is +1 or -1,

corresponding to positive samples and negative samples, respectively.
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7.3.1.5 Decision Tree

Decision tree [172] is a commonly used classification method and requires Supervised
Learning. By calculating information entropy, gain rate, and Gini index as the informa-
tion gain selection classification. In contrast, the attributes that can bring the highest
information gain are usually selected based on information entropy In the experiments

of this paper, we choose the maximum depth of the tree is 5 with Gini index criterion.

7.3.1.6 Gradient Boosting Decision Tree

GBDT (Gradient Boosting Decision Tree [254]) is an iterative decision tree algorithm,
which uses weak classifiers for cascading and fully considers the weight of each classifier,
enable it to flexibly handle continuous values and discrete values [71]. In the experiments
of this paper, we choose the 20 trees with 31 leaves for base learners, and the learning

rate is set as 0.05.

7.3.1.7 Naive Bayes

The Naive Bayesian [197] method is based on a basic premise, that is, after updating the
original belief about something with objective new information, a new and improved belief
will be obtained. The core of the idea of this method is that when the nature of an event
cannot be accurately known, the probability of its essential attributes can be quantified
by the number of evidences related to the specific nature of the event. Therefore, the
more evidences that support a certain attribute, the greater the probability that the
attribute will be established.

7.3.1.8 Bernoulli Naive Bayes

Unless otherwise specified, the default Naive Bayes is based on Gaussian distribution for
probability calculation. It is applicable when the characteristic variable is a continuous
variable conforming to the Gaussian distribution.

When the feature variable is a Boolean variable that conforms to the 0-1 distribution,
the probability distribution of the feature event needs to be introduced into the Bernoulli
distribution for Bayesian analysis, that is, the Bernoulli Naive Bayes method [211].

In the experiments of this paper, we adopt an additive Laplace smoothing to improve

the performance [45].
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7.3.1.9 Multinomial Naive Bayes

When the characteristic variable is a discrete variable and the distrubition of each
feature conforms to multinomial distribution, the Gaussian distribution is no longer
applicable. The multinomial distributions may be introduced to describe these features,
and the naive Bayes under this distribution is Multinomial Naive Bayes [115]. In the
experiments of this paper, we adopt an additive Laplace smoothing to improve the

performance.

7.3.1.10 Gaussian Process (GP)

Gaussian Process (GP) classification is a supervised learning method based on the Gaus-
sian distribution model [28, 189]. Its mechanism is to solve the probabilistic classification
problem based on distributed regression analysis by analyzing the probability charac-
teristics of the dependent variable and the independent variable in a closed probability
space. In the experiments of this paper, we use RBF kernel as a stationary kernel for the

training of Gaussian process [256].

7.3.1.11 Support Vector Machine

Support Vector Machine is another popular method used in credit rating services [42,
109, 132, 280], which attributes the rating to a classification problem and trains an
optimal support vector structure based on datasets of credit history information to
predict the likelihood of borrowers defaulting on their loans. Besides, it is also be used
in financial applications, such as acquisition analysis [184], pricing [298], customer
identification [13], etc.SVM overcomes difficulties such as "dimensional disaster" and

"over-fitting" of traditional machine learning models.

7.3.1.12 Neural Networks

A neural network model is a model that learns and fits through a nonlinear method [91],
which has been used widely in industrial application. In the experiments of this paper,
we design a multiple layer preceptor with L2 penalty (regularization term) parameter
a =0.02 and learning rate0.001. The hidden layer size is 100, using ADAM [34] as the

optimizer and ReLU as activation.

153



CHAPTER 7. CASE STUDIES AND EMPIRICAL ANALYSIS

7.3.2 Test with FDI-Based Covert Attacks

7.3.3 Data Materials

This study uses 10 years of financial data (2011-2020) from 14,245 institutions per year,
totaling 142,450 records. Each institution is described by four attributes: assets, capabil-
ities, buffers, and weights, with weights derived from historical data using data fusion.
The dataset includes additional attributes such as liabilities, credit rank (categorized
as D, C, B, and A), and other financial metrics. The credit rank distribution is visually
represented, providing a foundation for credit rating prediction tasks. The stats of feature
assets, liabilities, buffer, weights is shown in Table 7.8. The attribute credit rank include
4 rating categories, from the lower to the upper rank as D, C, B, A with the stats as

shwon in figure 7.34.
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Figure 7.34: Stats of InterBank Rating

From these statistics, it can be seen that there is an imbalance in the data itself and
that there is a wide variation in the distribution of the attribute values of the data. These
are not friendly for machine learning training, not to mention that when considering
attacks, the reliability of the financial credit rating results is an interesting issue to
study, with many real business benefits at stake. Therefore, we perform attack tests on a
real system to verify the extent to which induced attacks affect real financial operations
and the response and robustness of each different machine learning strategy to the
attacks.

Due to strict compliance with the requirements of data protection regulations as the

top priority of financial institutions in the process of project implementation, we cannot
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Table 7.8: Stats of Feature Data

2011 assets liabilities buffer weights
mean 10.1805 9.5426 326.8603 347.5834
std 96.9511 92.1931 31035.2683 31036.0194
min 0.00001 0.00001 0.00001 0.00001
max 3174.5329 3014.9653 3702700 3702739.729
2012 assets liabilities buffer weights
mean 10.5614 9.8705 262.1356 283.5675
std 98.05765937 92.88715675 22211.79067 22212.68955
min  0.000014 0.00001 0.05 1.210723
max 3201.861752 3016.656261 2645280 2645310.022
2013 assets liabilities buffer weights
mean 10.79737279 10.07237788 498.7543012 520.6240518
std 101.7557002 96.36793646 32271.8614  32272.38741
min  0.000017 0.000014 0.08 1.230908
max  4024.149 3969.135 2932850 2932851.043
2014  assets liabilities buffer weights
mean 10.68197114 9.935571096 19795.69681 19817.31435
std 103.0993167 97.44788745 2314829.194 2314829.103
min  0.00002 0.000016 0.00675078  1.243343
max  4497.774 4440.63 276260300 276260310
2015 assets liabilities buffer weights
mean 10.45342349 9.703247864 27590.76113 27611.9178
std 101.8873977 96.2518487  3247903.656 3247903.531
min  0.000021 0.000017 0.02 1.342143
max  4484.765 4445.257 387633700 387633705.6
2016 assets liabilities buffer weights
mean 10.75706062 9.981067975 394.9607666 416.6988952
std 105.1761954 99.49488251 26687.59307 26688.20089
min  0.000021 0.000015 0.03 1.660063
max  4453.337 4412.895 2320400 2320413.299
2017 assets liabilities buffer weights
mean 11.84418906 10.96073941 1527.917635 1551.722564
std 115.2993319 108.830701 113996.632  113996.6152
min  0.000006 0.000004 0.001657715 1.076282715
max  4974.909663 4937.718474 12158982.19 12158984.45
2018 assets liabilities buffer weights
mean 12.06450572 11.14783043 1981.39332  2005.605656
std 118.0244491 111.3820204 125166.2805 125166.1799
min  0.000019 0.000004 0.008940187 1.009021187
max 5575.974021 5534.308194 12510110 12510111.62
2019 assets liabilities buffer weights
mean 12.28366596 11.3360237  1854.679286 1879.298976
std 119.5762523 112.5253804 122315.3848 122315.299
min  0.00002 0.000004 0.007573631 1.010846757
max 5561.036455 5519.202075 12861237.81 12861238.9

155



CHAPTER 7. CASE STUDIES AND EMPIRICAL ANALYSIS

disclose the data source with specific raw elements and provide it to readers, but the
necessary data characteristics that can be used to verify performance are retained in the

data set.

7.3.3.1 Settings

To evaluate the performance of proposed method, we apply the covert attack based on
FDI to the methods including Ridge Classifier, Gradient Boosting Decision Tree (GBDT),
Nearest Neighbors, Decision Tree, Random Forest, Neural Network, AdaBoost, Naive
Bayes (NB), Multinomial NB, Bernoulli NB, Gaussian Process.

¢ Ridge Classification [59, 99, 146] is to transform the classification into a regression
with ridge regression. The main parameter is a for ridge fitting. In the experiment

of this paper, a = 1.

* Nearest Neighbors Analysis [113] is a method of numerical regression and classi-
fication based on the K Nearest Neighbours analysis method. In the experiment
of this paper, we choose the number of neighbours as 3, and all points in each

neighborhood are weighted equally.

¢ Random Forest[164, 194, 204, 248] is composed of many decision trees, and there
is no correlation between different decision trees. In the experiments of this paper,

we choose 200 trees in the forest and the maximum depth of the tree is 5.

¢ AdaBoost (Adaptive Boosting [125, 193]) is a two-classifier that uses a linear
combination of weak classifiers to construct a strong classifier. In this paper, the
model uses 100 classifiers with the learning rate as 1.0. The output value of the
weak classifier is +1 or -1, corresponding to positive samples and negative samples,

respectively.

¢ Decision tree [39, 80, 255] is a commonly used classification method and requires
Supervised Learning. In the experiments of this paper, we choose the maximum

depth of the tree is 5 with Gini index criterion.

e GBDT (gradient boosting decision tree [567, 262, 295]) is an iterative decision
tree algorithm, which uses weak classifiers for cascading and fully considers the
weight of each classifier, enable it to flexibly handle continuous values and discrete
values [71]. In the experiments of this paper, we choose the 20 trees with 31 leaves

for base learners, and the learning rate is set as 0.05.
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The Naive Bayesian [179, 225, 233] method is based on the idea that the probability
of its essential attributes can be quantified by the number of evidences related to
the specific nature of the event. In the experiments of this paper, we set the portion

of the largest variance of features to update variances as 1079,

Bernoulli Naive Bayes [225] method introduces the Bernoulli distribution for
Bayesian analysis for Boolean variable modeling. In the experiments of this paper,

we adopt an additive Laplace smoothing to improve the performance [45].

Multinomial Naive Bayes [181, 233] introduces multinomial distributions to de-
scribe discrete features under the Bayes inference. Laplace smoothing is also

adopted in the experiment of this paper.

Gaussian Process (GP) [106, 189] classification is a supervised learning method
based on the Gaussian distribution model. In the experiments of this paper, we use

RBF kernel as a stationary kernel for the training of Gaussian process [256].

A neural network model [14, 107, 109] is a model that learns and fits through a
nonlinear method [91], which has been used widely in industrial application. In
the experiments of this paper, we design a multiple layer preceptor with L2 penalty
(regularization term) parameter a = 0.02 and learning rate 0.001. The hidden layer

size is 100, using Adam [34] as the optimizer and ReLLU as activation.

Support vector machine (SVM) [177] is a supervised learning algorithm for clas-
sification and regression analysis that classifies data through a hyperplane with
maximum margin [214], and can handle both linear and nonlinear data by using
appropriate kernel functions [103]. In this paper, the kernel function is selected as

a linear kernel function and the penalty parameter is 0.025 by L2 regularization.

We test the above methods with and without the attacks to see the influence of the

attacks. In the tests, we numbered the individual methods to represent them in the data

analysis results. The table 7.9 provides a glossary of machine learning algorithms. It

includes the full name of the algorithm (Method), a unique identifier (ID), and a brief

name for each algorithm above. In the next section, we apply the proposed full and

partial false data injection to covert adversarial backdoor attacks on the credit rating

systems running under the above machine learning methods. We focus on the attack
effects of Clandestine Fraudulence (CF), Clean Label Attack (CLA), and Induced Model
Attack (IMA) and statistically analyze the results of the adversarial machine learning

performance.
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Table 7.9: Methods and ID

Method 1D Breif Name
Ridge Classifier M1 Ridge Classifier
Gradient Boosted decision Tree M2 GBDT

Nearest Neighbors M3  Nearest Neighbors
Decision Tree M4  Decision Tree
Random Forest M5 Random Forest
Neural Networks M6  Neural Net
Adaptive Boosting M7  AdaBoost

Naive Bayes M8 Naive Bayes
Multinomial Naive Bayes M9  Multinomial NB
Bernoulli Naive Bayes M10 Bernoulli NB
Gaussian Process M11 Gaussian Process

Linear Support Vector Machine M12 Linear SVM

7.3.4 Main Results
7.3.4.1 Test Results without Attack

First, we evaluate the system performance based on each machine learning strategy
under the original data without applying any attacks. Figure 7.39 shows the perfor-
mance evaluation results for each method in terms of accuracy, precision, recall, and F1,
respectively. It can be seen that several methods such as GBDT, Random Forest (RF),
Decision Tree, AdaBoost, Nearest Neighbors and Gaussian Process generally have better
markers than the average performance S;(i), in which GBDT, Random Forest (RF), and
AdaBoost have the most outstanding performance, especially in Accuracy and Precision,

which show well-balanced stability in both mean and maximum values.

As a result of comprehensive performance evaluation, figure 7.40 shows that GBDT,
Decision Tree, Random Forest, Adaboost and Gaussian Process are the top five strategies
in each year S;(t). Meanwhile, what is noticeable, the performance in 2017 and 2018
has the highest record.

Overall, the random forest and GBDT models performed well overall, maintaining
high scores over the years. The ridge classifier, nearest neighbor, and decision tree
also show relatively consistent performance. On the other hand, the performance of
the Neural Net, AdaBoost, and Gaussian Process models is more variable, with some
years showing better results than others. The Naive Bayes model scored relatively low
compared to the other models, while Bernoulli NB and Multinomial NB showed similar

performance. What is noticeable, the performance of these models may have changed
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Figure 7.39: Method-Wise Metric S;(i) without Attack

over time, which is also a more common feature in financial data learning

7.3.4.2 Test Results under Covert FDI Partial Attacks

Under the adversarial backdoor attacks based on covert FDI with w =30%,r = 30%, the
figure 7.53 shows the stats of each method with performance evaluation. Under the attack
of Clandestine Fraudulence, the Random Forest classifier performs well overall, with the
highest median score for all years. The Ridge classifier, nearest neighbor, and linear SVM
consistently score lower compared to the other models. the GBDT, decision tree, neural
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Figure 7.40: Yearly Stats Comparison between S; and Sy (¢) of Typical Methods

net, AdaBoost, Naive Bayes, Multinomial NB, Bernoulli NB, and Gaussian Process
classifiers perform better, but not as well as the random forest. It is also noteworthy that
in 2012, Ridge Classifier and Nearest Neighbors performed similarly, but in 2018, Ridge
Classifier performed much lower than Nearest Neighbors.

Under the Clean Label Attack, Random Forest and GBDT algorithms performed
well over the years. In contrast, decision trees, neural nets, and linear SVMs have lower
accuracy scores. In contrast, the Ridge classifier, Nearest Neighbors, Bernoulli NB, and
Gaussian Process have relatively low performance. AdaBoost and Naive Bayes has
performed relatively consistently over the years.

Under the Induced Model Attack, the GBDT model performs the best in most years,
especially in 2013, 2015, and 2017 with the highest performance values. The random
forest and decision tree models also performed well in most years. the ridge classifier,
linear SVM, and neural net models had the lowest performance values.

Figure 7.61 shows a comprehensive comparison of overall criteria. It can be seen
that When applying w = 30%, r = 30% adversarial backdoor attacks, under the influence
of covert FDI, each partial backdoor attack succeeds in disrupting the comprehensive
system performance of machine learning. Although the performance metrics of the
Decision Tree represented by GBDT and Random Forest are still high, the overall

performance is held below 60% overall.

7.3.4.3 Evaluation under Covert FDI Full Attacks

When Covert FDI Full Attack was employed to corrupt all data samples in the system,
the destructiveness of the individual adversarial backdoor attacks on the system was

further exacerbated. As shown in figure 7.74, the mean values of all the metrics are
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Figure 7.54: Yearly Comprehensive Stats under Clandestine Fraudulence
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Figure 7.56: Yearly Comprehensive Stats under Induced Model Attack

Figure 7.57: Method-Wise Yearly Stats Comparison between S; and Sj(¢) with Covert
Attacks Based on FDI (w=30%, r=30%)
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Figure 7.58: Yearly Comprehensive Stats under Clandestine Fraudulence

1.0 T T T
B Ridge Classifier ~ WM Nearest Neighbors mmm Random Forest W AdaBoost - Multinomial NB Emm Gaussian Process . 5
m GBDT I Decision Tree B Neural Net B Naive Bayes mmm Bernoulli NB B Linear SVM

0.8 ‘

2012 2013 2014 2015 2016 2017 2018 2019
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pulled to nearly 50%, especially under Induced Model Attack, the model reliability of
GBDT, Random Forest, Decision Tree, and AdaBoost systems which originally performed
better are relocated to nearly 40%, and under Induced Model Attack attack reduces the
F1 score performance by nearly 10%.

The phenomenon is also evident in the comprehensive performance evaluation statis-
tics. As shown in figure 7.78, the comprehensive performance of all the machine learning
methods is held below 50% under the covert FDI attacks with w = 30%,r = 100%, in
which most of them do not exceed 40%. This result implies that the validity of the ma-
chine learning systems is almost destroyed, and their output rating results have almost
no reliable credit reference value.

This indicates that the broader the attack on the data nodes, the more obvious the
effect of the attack is, and even if the modification is not very large it can successfully

destroy the reliability of the model.

7.4 Discussion on Attacks

7.4.1 Partial FDI Adversarial Backdoor Attacks

From the point of view of damage to the model, all three covert backdoor attacks suc-
ceeded in having an impact on the raw performance of the system, especially in accuracy
and precision, the significant metrics in practical applications. Table 7.10-7.12 shows the
accuracy before and after the attacks. Under the w = 30%,r = 30% covert FDI CF attack,
the largest decrease in average accuracy is in Gaussian Process with a decrease of 0.0580.
followed by Decision Tree with a decrease of 0.0310, GBDT with an average decrease in
accuracy of 0.0303, AdaBoost with a decrease of 0.0289, and We can see the difference
statistics compared to the original performance without the attack, and the performance
of the original high accuracy machine learning system is relatively affected. The most
affected under Clean Label Attack is linear SVM which decreases by 0.0271, followed by
Random Forest which decreases by 0.0086, GBDT, and Decision Tree which decreases
by 0.0039 and 0.0033 respectively. It can be seen that SVM is more sensitive to label
attacks. more sensitive. Under the Induced Model Attack, the accuracy of the neural
network system is most affected by 0.0430, followed by Decision Tree with a decrease of
0.0299; GBDT and AdaBoost are affected by -0.0186 and -0.0213, respectively.

When comparing AS; together, the largest impact on accuracy is Clandestine Fraud-
ulence (-0.0134), followed by Induced Model Attack (-0.0063), and finally Clean Label
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Figure 7.75: Yearly Comprehensive Stats under Clandestine Fraudulence
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Figure 7.76: Yearly Comprehensive Stats under Clean Label Attack
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Figure 7.77: Yearly Comprehensive Stats under Induced Model Attack

Figure 7.78: Method-Wise Yearly Stats Comparison between S; and Sj(¢) with Covert
Attacks Based on FDI (w=30%, r=100%)
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Table 7.10: Accuracy Difference Stats under Clandestine Fraudulence (w=30%, r=30%)

Years M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 Mi1 Mi2 AS(2)

2012 -0.0025 -0.0414 -0.0070 -0.0305 -0.0154 0.0818 -0.0246 0.0130 0.0028 -0.0172 -0.0386 -0.0042 -0.0043
2013 -0.0105 -0.0305 -0.0081 -0.0263 -0.0400 -0.2583 -0.0246 -0.0193 -0.0498 0.0249 -0.0635 0.1309 -0.0245
2014  -0.0183 -0.0340 -0.0028 -0.0239 -0.0548 -0.1151 -0.0253 -0.0112 0.0590 0.0004 -0.0509 0.0007 -0.0190
2015 -0.0081 -0.0232 -0.0154 -0.0249 -0.0316 -0.0274 -0.0435 0.0355 0.0453 0.0004 -0.0502 0.0902 -0.0110
2016  -0.0011 -0.0256 -0.0165 -0.0541 -0.0133 0.1337 -0.0130 -0.0137 0.0000 0.0109 -0.0569 0.0105 -0.0052
2017 0.0042 -0.0355 -0.0154 -0.0319 -0.0186 -0.1766 -0.0411 0.0769 0.0263 -0.0011 -0.0706 -0.0235 -0.0224
2018 0.0253 -0.0232 -0.0200 -0.0284 -0.0347 0.0849 -0.0316 0.0088 0.0137 -0.0133 -0.0863 -0.0347 -0.0164
2019  0.0088 -0.0225 -0.0214 -0.0211 -0.0260 0.2138 -0.0365 -0.0018 -0.0154 -0.0176 -0.0579 0.0779 0.0084

2020  0.0067 -0.0372 0.0004 -0.0376 -0.0077 -0.1288 -0.0197 -0.0084 0.0586 -0.0133 -0.0474 -0.1453 -0.0257
ASp(i) 0.0005 -0.0303 -0.0118 -0.0310 -0.0269 -0.0213 -0.0289 0.0089 0.0156 -0.0029 -0.0580 0.0114 -0.0134

Table 7.11: Accuracy Difference Stats under Clean Label Attack (w=30%, r=30%)

Years M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 Mi11 Mi12 ASk(t)
2012 -0.0098 -0.0077 0.0077 0.0042 0.0126 0.0168 -0.0028 0.0060 -0.0014 -0.0035 0.0088 -0.0070 0.0017
2013  -0.0116 -0.0323 0.0098 0.0046 -0.0154 -0.1064 -0.0049 -0.0137 -0.0369 0.0091 -0.0053 -0.0112 -0.0076
2014  -0.0084 -0.0021 -0.0007 -0.0011 -0.0295 -0.0161 0.0168 -0.0193 -0.0892 -0.0144 -0.0137 -0.0074 -0.0004
2015  0.0091 0.0105 -0.0021 -0.0109 -0.0190 -0.0011 -0.0088 0.0077 0.0372 0.0014 -0.0042 -0.0183 -0.0015
2016  -0.0074 -0.0070 -0.0186 0.0021 -0.0053 0.2032 0.0214 -0.0039 0.0502 -0.0067 -0.0081 0.0098 0.0157
2017  0.0032 0.0154 0.0014 -0.0126 0.0018 -0.0751 -0.0197 0.0067 -0.0049 -0.0239 -0.0074 0.0049 -0.0066
2018  0.0063 -0.0119 0.0032 0.0112 -0.0183 0.0621 0.0060 -0.0067 0.0176 -0.0161 -0.0053 -0.0527 -0.0027
2019  0.0025 0.0070 0.0000 -0.0112 -0.0091 0.0863 -0.0074 0.0014 -0.0004 0.0105 -0.0084 -0.0119 0.0032
2020  0.0021 -0.0070 0.0021 -0.0158 0.0049 0.0783 -0.0084 -0.0084 -0.0007 -0.0130 -0.0112 -0.1506 -0.0086
ASr(i) -0.0016 -0.0039 0.0003 -0.0033 -0.0086 0.0276 -0.0009 -0.0034 -0.0032 -0.0063 -0.0061 -0.0271 -0.0008

Table 7.12: Accuracy Difference Stats under Induced Model Attack (w=30%, r=30%)

Years M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 Mi11 Mi12 AS(t)
2012  -0.0154 -0.0235 0.0102 -0.0298 -0.0056 0.0211 -0.0235 0.0077 0.0586 -0.0116 -0.0014 -0.0102 -0.0013
2013 -0.0102 -0.0186 0.0014 -0.0274 -0.0239 -0.0832 -0.0147 -0.0200 0.1225 0.0158 -0.0126 0.1074 0.0134
2014  -0.0179 -0.0267 0.0000 -0.0295 -0.0397 -0.0646 -0.0137 -0.0074 0.0330 -0.0130 -0.0147 0.0014 -0.0028
2015  -0.0161 -0.0193 -0.0014 -0.0256 -0.0418 -0.0414 -0.0176 0.0221 0.0193 0.0032 -0.0102 -0.0302 -0.0140
2016  0.0004 -0.0242 -0.0084 -0.0204 -0.0242 0.0032 -0.0091 -0.0183 0.0253 -0.0046 -0.0158 -0.0053 -0.0088
2017  -0.0063 -0.0165 -0.0242 -0.0428 -0.0119 -0.2380 -0.0312 -0.0039 0.0137 -0.0147 -0.0228 0.0014 -0.0291
2018  0.0228 -0.0165 0.0056 -0.0221 -0.0414 -0.1348 -0.0295 0.0197 0.0256 -0.0183 -0.0298 -0.0428 -0.0209
2019  0.0053 -0.0049 -0.0165 -0.0467 -0.0084 0.1902 -0.0386 -0.0154 0.0063 0.0035 -0.0176 0.1994 0.0187
2020  -0.0007 -0.0168 0.0021 -0.0246 -0.0119 -0.0397 -0.0133 0.0046 0.0583 -0.0067 -0.0070 -0.1422 -0.0123
ASR(i) -0.0043 -0.0186 -0.0035 -0.0299 -0.0232 -0.0430 -0.0213 -0.0012 0.0403 -0.0051 -0.0147 0.0088 -0.0063

Attack. it is worth noting that although Induced Model Attack does not have the greatest
impact on the machine system, its correspondence reflects that the attack is the most
confusing since it does not reflect significant fluctuations in accuracy even though both
the input and the model are attacked at the same time.

From the accuracy point of view, the corresponding of each machine learning system
for different parts of the FDI attack pattern is shown in Table 7.13-7.15. It can be seen
that the Clandestine Fraudulence has the largest impact on Gaussian Process (-0.0548),
followed by Decision Tree (-0.0374), AdaBoost (-0.0345), and GBDT (-0.0290), respectively.
Under the Clean Label Attack, the top three affected are Ridge Classifier, Linear SVM,
and Random Forest in descending order, while GBDT, Decision Tree, and AdaBoost
are less affected; thus, in terms of accuracy, GBDT, Decision Tree, and AdaBoost are

not sensitive to the label attack. Decision Tree is not sensitive to labeling attacks.
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Under Induced Model Attack, the accuracy is most affected by Ridge Classifier (-0.0731),
followed by Decision Tree (-0.0319); GBDT, Random Forest, and AdaBoost are affected
by -0.0146, -0.0251, and -0.0251, respectively. 0.0251, -0.0222. From the statistics of
comprehensive precision, Clandestine Fraudulence has the highest average damage to
precision (-0.0224), while Clean Label Attack has the lowest in the partial FDI model.
Similarly, Induced Model Attack is the most disorienting. The accuracy reflected by the
experimental results can still be maintained at a comparable level when both the input

data and the training attribute data are corrupted.

Table 7.13: Precision Difference Stats under Clandestine Fraudulence (w=30%, r=30%)

Years M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 Mi12 ASk(?)

2012 -0.1856 -0.0126 -0.0033 -0.0373 0.0603 0.2198 -0.0300 -0.0313 0.0176 -0.0119 -0.0461 -0.0445 -0.0149
2013 0.0307 -0.0348 -0.0076 -0.0352 -0.0444 -0.2213 -0.0325 -0.1091 -0.0914 0.0175 -0.0374 -0.0340 -0.0457
2014 -0.0889 -0.0526 -0.0122 -0.0265 -0.0499 -0.0194 -0.0380 -0.0941 0.0492 0.0003 -0.0597 0.0298 -0.0270
2015 0.2082 -0.0311 -0.0138 -0.0327 -0.0376 0.0006 -0.0495 0.0482 -0.0151 0.0002 -0.0335 0.1475 0.0075

2016 -0.1661 -0.0287 -0.0217 -0.0616 -0.0270 0.0964 -0.0134 0.0975 -0.0246 0.0080 -0.0603 -0.1187 -0.0281
2017 0.0305 -0.0302 -0.0100 -0.0344 0.0000 -0.1858 -0.0440 -0.0108 0.0138 -0.0008 -0.0737 -0.0328 -0.0311
2018 0.1407 -0.0275 -0.0182 -0.0337 -0.0354 0.1591 -0.0365 -0.0225 0.0549 -0.0108 -0.0707 -0.0503 -0.0014
2019 -0.0796 -0.0007 -0.0102 -0.0252 -0.0243 0.1886 -0.0509 -0.0305 0.1041 -0.0140 -0.0617 -0.0177 -0.0195
2020 0.0373 -0.0426 -0.0054 -0.0501 -0.0065 -0.1688 -0.0159 -0.0556 0.0037 -0.0094 -0.0497 -0.0451 -0.0416
ASp() -0.0081 -0.0290 -0.0114 -0.0374 -0.0183 0.0077 -0.0345 -0.0231 0.0125 -0.0023 -0.0548 -0.0184 -0.0224

Table 7.14: Precision Difference Stats under Clean Label Attack (w=30%, r=30%)

Years M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 Mi11 Mi2 ASk(2)
2012 -0.1227 0.0257 0.0097 0.0082 0.0128 0.1297 0.0055 0.0587 0.0130 -0.0025 0.0095 -0.0214 0.0071
2013 0.0742 -0.0273 0.0119 0.0106 -0.0213 0.0322 -0.0055 -0.2196 -0.0888 0.0063 -0.0135 -0.1491 -0.0265
2014  -0.0942 -0.0023 -0.0107 0.0028 -0.0265 0.1790 0.0183 -0.1063 -0.0285 -0.0102 -0.0155 -0.0298 0.0038
2015  0.0064 0.0144 -0.0007 -0.0139 -0.0194 0.0311 -0.0001 -0.0722 0.0001 0.0010 0.0001 0.0056 0.0135
2016  -0.1827 -0.0074 -0.0136 -0.0034 -0.0107 0.2635 0.0352 0.1905 -0.0139 -0.0048 -0.0059 -0.0879 0.0273
2017  -0.0153 0.0222 0.0037 -0.0142 -0.0301 -0.2143 -0.0228 -0.0153 0.0107 -0.0183 -0.0114 -0.0223 -0.0262
2018  0.0057 -0.0143 0.0042 0.0047 -0.0195 0.1396 0.0060 0.0205 0.0679 -0.0131 -0.0101 -0.0123 0.0070
2019  -0.1492 0.0070 0.0062 -0.0094 -0.0062 0.1257 0.0041 0.0088 0.0123 0.0087 -0.0097 -0.1280 -0.0171
2020  -0.0360 -0.0178 -0.0037 -0.0335 0.0087 0.0167 -0.0141 0.1026 -0.0101 -0.0092 -0.0154 -0.0585 -0.0153
ASR(i) -0.0571 0.0000 0.0008 -0.0053 -0.0125 0.0781 0.0029 -0.0036 -0.0041 -0.0047 -0.0080 -0.0560 -0.0029

Table 7.15: Precision Difference Stats under Induced Model Attack (w=30%, r=30%)

Years M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 Mi11 M12 AS(2)

2012 -0.2273 -0.0042 0.0168 -0.0435 0.0163 0.1221 -0.0223 -0.0869 -0.0349 -0.0081 -0.0041 0.0527 -0.0120
2013 -0.0370 -0.0153 0.0029 -0.0309 -0.0312 -0.1197 -0.0265 -0.0696 -0.1825 0.0109 -0.0203 -0.0376 -0.0415
2014 -0.0762 -0.0368 -0.0097 -0.0322 -0.0400 0.2713 -0.0149 -0.0971 0.0041 -0.0093 -0.0210 -0.0201 0.0027

2015 0.1107 -0.0162 -0.0002 -0.0211 -0.0366 -0.0568 -0.0192 0.0928 0.0128 0.0022 -0.0111 -0.0153 -0.0017
2016 -0.2525 -0.0247 -0.0106 -0.0155 -0.0340 0.1272 -0.0141 -0.0159 -0.0348 -0.0033 -0.0188 0.0241 -0.0085
2017 -0.1167 -0.0114 -0.0215 -0.0436 -0.0394 -0.2972 -0.0353 -0.0310 -0.0045 -0.0115 -0.0273 -0.0534 -0.0557
2018 0.0183 -0.0192 0.0049 -0.0268 -0.0408 -0.0800 -0.0277 0.0606 0.0590 -0.0147 -0.0340 -0.0366 -0.0126
2019 -0.0275 -0.0079 -0.0072 -0.0487 -0.0052 0.1190 -0.0363 -0.0228 0.0254 0.0029 -0.0166 0.0555 -0.0017
2020 -0.0499 0.0043 -0.0085 -0.0249 -0.0148 -0.0518 -0.0036 -0.0280 -0.0007 -0.0048 -0.0105 -0.0745 -0.0324
ASR(i) -0.0731 -0.0146 -0.0037 -0.0319 -0.0251 0.0038 -0.0222 -0.0220 -0.0173 -0.0039 -0.0182 -0.0117 -0.0182
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7.4.2 Full FDI Adversarial Backdoor Attacks

After further increasing the attack range, the corresponding different machine learning
systems for different adversarial backdoor attacks in the full FDI mode with w =30%,r =
100% is shown in Table 7.16-7.21. Under the full FDI attack of Clandestine Fraudulence,
the accuracy is most severely impaired by Gaussian Process, while the rest of Decision
Tree (-0.0994), GBDT (-0.0910), AdaBoost (-0.0896), Random Forest (- 0.0771) are all
affected to a large extent. These are all methods that are used to have outstanding
accuracy performance in the absence of attacks. It is worth noting that the same situation
occurs with Induced Model Attacks, which implies that when the attack range reaches
100%, the impact of the attack on the input side dominates the accuracy. The next
most sensitive are GBDT (-0.0654) and Nearest Neighbors (-0.0665). In terms of the
combined impact of each adversarial backdoor attack on the accuracy metric, Clandestine
Fraudulence and Induced Model Attack have comparable destructive effects on the
accuracy of the machine learning system, while Clean Label Attack is relatively weak

but still degrades the accuracy of the system by 0.0276.

Table 7.16: Accuracy Difference Stats under Clandestine Fraudulence (w=30%, r=100%)

Years M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 Mi11 Mi2 ASy(t)

2012  -0.0288 -0.0786 0.0007 -0.0698 -0.0586 -0.0888 -0.0786 0.0032 0.0074 -0.0074 -0.1481 -0.0151 -0.0367
2013  0.0035 -0.0892 -0.0263 -0.0618 -0.0744 -0.1081 -0.0853 0.1113 -0.0102 0.0218 -0.2334 -0.0032 -0.0573
2014  -0.0214 -0.0565 -0.0376 -0.0751 -0.0948 -0.0516 -0.0583 -0.0183 0.0414 -0.0165 -0.1572 -0.0123 -0.0309
2015  0.0060 -0.0979 -0.0221 -0.1274 -0.0748 -0.1229 -0.1028 0.0028 0.0604 -0.0091 -0.1766 0.0762 -0.0624
2016  -0.0067 -0.0720 -0.0351 -0.1081 -0.0691 0.0713 -0.0702 -0.0077 -0.0376 0.0004 -0.1766 0.0007 -0.0423
2017  0.0070 -0.1229 -0.0888 -0.1488 -0.0944 -0.1836 -0.1474 -0.0014 -0.0042 -0.0095 -0.2289 0.0337 -0.0735
2018  0.0225 -0.1092 -0.0583 -0.1221 -0.1007 -0.1134 -0.0969 0.0084 -0.0035 0.0000 -0.2573 -0.0674 -0.0852
2019  -0.0088 -0.0765 -0.0769 -0.1028 -0.0741 0.1474 -0.0885 -0.0035 -0.0147 -0.0035 -0.2001 -0.0088 -0.0338
2020  0.0039 -0.1165 -0.0569 -0.0783 -0.0530 -0.1446 -0.0786 -0.0056 0.0449 0.0091 -0.1787 -0.1537 -0.0565
ASk(i) -0.0025 -0.0910 -0.0446 -0.0994 -0.0771 -0.0660 -0.0896 0.0099 0.0093 -0.0016 -0.1952 -0.0167 -0.0532

Table 7.17: Accuracy Difference Stats under Clean Label Attack (w=30%, r=100%)

Years M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 Mi1 Mi12 AS(2)

2012 0.0021 -0.0442 -0.0369 -0.0197 -0.0298 0.0183 -0.0463 0.0070 0.0077 -0.0056 -0.0642 -0.0070 -0.0213
2013 -0.0123 -0.0611 -0.0614 -0.0607 -0.0730 -0.0772 -0.0442 -0.0074 0.1492 0.0161 -0.0783 0.0923 -0.0188
2014  0.0049 -0.0639 -0.0888 -0.0323 -0.0586 0.0228 -0.0386 -0.0109 -0.0899 -0.0161 -0.0734 -0.0014 -0.0247
2015 -0.0049 -0.0916 -0.0765 -0.0467 -0.0432 0.0772 -0.0432 0.0084 0.0537 -0.0161 -0.0983 -0.0214 -0.0280
2016  0.0039 -0.0639 -0.0527 -0.0421 -0.0484 0.0786 -0.0379 -0.0109 -0.0509 -0.0021 -0.0755 0.0161 -0.0238
2017 -0.0042 -0.0927 -0.0874 -0.0565 -0.0393 0.0225 -0.0625 -0.0014 0.0253 -0.0165 -0.0878 -0.0256 -0.0365
2018 0.0193 -0.0579 -0.0776 -0.0576 -0.0804 -0.0407 -0.0253 0.0084 0.0425 -0.0074 -0.1057 -0.0892 -0.0402
2019  0.0007 -0.0541 -0.0611 -0.0449 -0.0495 0.0060 -0.0376 -0.0004 -0.0383 0.0095 -0.0874 -0.0133 -0.0256
2020  -0.0063 -0.0590 -0.0565 -0.0597 -0.0183 0.0425 -0.0277 -0.0133 0.0523 0.0095 -0.0811 -0.1260 -0.0293
ASp(i) 0.0004 -0.0654 -0.0665 -0.0467 -0.0489 0.0167 -0.0404 -0.0023 0.0168 -0.0032 -0.0835 -0.0195 -0.0276

From an accuracy perspective, the same attacks on the input still dominate when an
adversarial backdoor attack with all FDI modes is used. As shown in Figure 7.19-7.21,

the combined precision destructiveness under Clandestine Fraudulence reaches -0.0776,
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Table 7.18: Accuracy Difference Stats under Induced Model Attack (w=30%, r=100%)

Years M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 Mi11 Mi2 AS(2)

2012 -0.0288 -0.0786 0.0007 -0.0698 -0.0586 -0.0888 -0.0786 0.0032 0.0074 -0.0074 -0.1481 -0.0151 -0.0367
2013 0.0035 -0.0892 -0.0263 -0.0618 -0.0744 -0.1081 -0.0853 0.1113 -0.0102 0.0218 -0.2334 -0.0032 -0.0573
2014 -0.0214 -0.0565 -0.0376 -0.0751 -0.0948 -0.0516 -0.0583 -0.0183 0.0414 -0.0165 -0.1572 -0.0123 -0.0309
2015 0.0060 -0.0979 -0.0221 -0.1274 -0.0748 -0.1229 -0.1028 0.0028 0.0604 -0.0091 -0.1766 0.0762 -0.0624
2016 -0.0067 -0.0720 -0.0351 -0.1081 -0.0691 0.0713 -0.0702 -0.0077 -0.0376 0.0004 -0.1766 0.0007 -0.0423
2017 0.0070  -0.1229 -0.0888 -0.1488 -0.0944 -0.1836 -0.1474 -0.0014 -0.0042 -0.0095 -0.2289 0.0337 -0.0735
2018 0.0225 -0.1092 -0.0583 -0.1221 -0.1007 -0.1134 -0.0969 0.0084 -0.0035 0.0000 -0.2573 -0.0674 -0.0852
2019 -0.0088 -0.0765 -0.0769 -0.1028 -0.0741 0.1474 -0.0885 -0.0035 -0.0147 -0.0035 -0.2001 -0.0088 -0.0338
2020 0.0039 -0.1165 -0.0569 -0.0783 -0.0530 -0.1446 -0.0786 -0.0056 0.0449 0.0091 -0.1787 -0.1537 -0.0565
ASp(G) -0.0025 -0.0910 -0.0446 -0.0994 -0.0771 -0.0660 -0.0896 0.0099 0.0093 -0.0016 -0.1952 -0.0167 -0.0532

which is much higher than the precision destructiveness of Clean Label Attack (-0.0029)
and almost Induced Model Attack and almost twice as high. In terms of sensitivity to
accuracy corruption, Gaussian Process has the highest sensitivity to Clandestine Fraud-
ulence with an accuracy drop of 0.1491, followed by Decision Tree and AdaBoost with a
drop of 0.1130 and 0.1033, respectively. Induced Model Attack is the most sensitive to
Gaussian Process attack, followed by Ridge Classifier and Linear SVM, with a decrease of
0.0571 and 0.0560, respectively, while GBDT and AdaBoost have relatively small changes
in accuracy and stable performance. GBDT and Random Forest are correspondingly more
destructive to Induced Model Attack than Decision Tree and AdaBoost. In summary,
Clandestine Fraudulence has the strongest accuracy destructiveness, while Clean Label
Attack has the weakest, and Induced Model Attack has the best accuracy destructiveness

concealment.

Table 7.19: Precision Difference Stats under Clandestine Fraudulence (w=30%, r=100%)

Years M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 Mi2 ASE(?)

2012 -0.2063 -0.0433 0.0112 -0.0818 -0.0577 0.1383 -0.0923 -0.0163 0.0256 -0.0052 -0.1243 -0.0074 -0.0592
2013 0.0620 -0.1097 -0.0270 -0.0749 -0.0918 0.0382 -0.1011 -0.1082 -0.0926 0.0152 -0.1276 -0.1156 -0.0820
2014 -0.1554 -0.0815 -0.0420 -0.0891 -0.1108 0.0916 -0.0788 -0.0023 0.0317 -0.0117 -0.1365 0.0811 -0.0464
2015 0.1122 -0.1211 -0.0233 -0.1510 -0.0911 -0.0901 -0.1202 0.0775 -0.0040 -0.0063 -0.0916 0.0975 -0.0619
2016 -0.1006 -0.0837 -0.0442 -0.1337 -0.0877 0.1320 -0.0884 -0.0022 -0.0439 0.0003 -0.1432 -0.0313 -0.0620
2017 -0.1172  -0.1262 -0.0835 -0.1489 -0.1008 -0.1803 -0.1689 -0.0660 -0.0127 -0.0074 -0.2029 -0.0480 -0.1243
2018 0.0998 -0.1202 -0.0578 -0.1346 -0.1098 -0.0130 -0.1092 0.0070 0.0163 0.0000 -0.1763 -0.0921 -0.0752
2019 -0.1301 -0.0871 -0.0688 -0.1086 -0.0750 0.1746 -0.0975 -0.0373 -0.0098 -0.0028 -0.1778 -0.1097 -0.0850
2020 -0.0945 -0.0598 -0.0727 -0.0945 -0.0582 -0.1524 -0.0731 -0.0339 -0.0156 0.0067 -0.1617 -0.1261 -0.1019
ASp(@) -0.0589 -0.0925 -0.0453 -0.1130 -0.0870 0.0154 -0.1033 -0.0202 -0.0117 -0.0013 -0.1491 -0.0390 -0.0776

7.4.3 Discussion

The results of the above experimental tests show that the proposed Clandestine Fraudu-
lence is the most destructive to performance, while Clean Label Attack is the weakest,
and the most confusing attack is the Induced Model Attack because it can be seen that al-

though the difference in system performance is not obvious after the attack, the internal
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Table 7.20: Precision Difference Stats under Clean Label Attack (w=30%, r=100%)

Years M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 Mi1 Mi2 AS(2)
2012 -0.1227 0.0257 0.0097 0.0082 0.0128 0.1297 0.0055 0.0587 0.0130 -0.0025 0.0095 -0.0214 0.0071
2013 0.0742 -0.0273 0.0119 0.0106 -0.0213 0.0322 -0.0055 -0.2196 -0.0888 0.0063 -0.0135 -0.1491 -0.0265
2014  -0.0942 -0.0023 -0.0107 0.0028 -0.0265 0.1790 0.0183 -0.1063 -0.0285 -0.0102 -0.0155 -0.0298 0.0038
2015 0.0064 0.0144 -0.0007 -0.0139 -0.0194 0.0311 -0.0001 -0.0722 0.0001 0.0010 0.0001 0.0056 0.0135
2016  -0.1827 -0.0074 -0.0136 -0.0034 -0.0107 0.2635 0.0352 0.1905 -0.0139 -0.0048 -0.0059 -0.0879 0.0273
2017 -0.0153 0.0222 0.0037 -0.0142 -0.0301 -0.2143 -0.0228 -0.0153 0.0107 -0.0183 -0.0114 -0.0223 -0.0262
2018 0.0057 -0.0143 0.0042 0.0047 -0.0195 0.1396 0.0060 0.0205 0.0679 -0.0131 -0.0101 -0.0123 0.0070
2019  -0.1492 0.0070 0.0062 -0.0094 -0.0062 0.1257 0.0041 0.0088 0.0123 0.0087 -0.0097 -0.1280 -0.0171
2020  -0.0360 -0.0178 -0.0037 -0.0335 0.0087 0.0167 -0.0141 0.1026 -0.0101 -0.0092 -0.0154 -0.0585 -0.0153
ASp(i) -0.0571 0.0000 0.0008 -0.0053 -0.0125 0.0781 0.0029 -0.0036 -0.0041 -0.0047 -0.0080 -0.0560 -0.0029

Table 7.21: Precision Difference Stats under Induced Model Attack (w=30%, r=100%)

Years M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 Mi11 Mi12 ASL(t)

2012  -0.1686 -0.0244 -0.0442 0.0105 -0.0139 0.1971 -0.0275 0.0111 0.0401 -0.0040 -0.0719 -0.0653 -0.0206
2013  -0.0319 -0.0563 -0.0660 -0.0336 -0.0567 -0.2173 -0.0509 -0.0703 -0.0905 0.0112 -0.0930 -0.0689 -0.0619
2014  -0.0388 -0.0568 -0.1008 -0.0018 -0.0357 0.0691 -0.0067 -0.0353 -0.0122 -0.0115 -0.0894 -0.0136 -0.0224
2015  0.1142 -0.0666 -0.0831 -0.0407 -0.0275 0.0543 -0.0340 0.0504 -0.0320 -0.0110 -0.1004 -0.0277 -0.0259
2016  -0.1105 -0.0524 -0.0682 -0.0029 -0.0374 0.1110 -0.0095 0.0208 -0.0327 -0.0015 -0.0896 -0.0771 -0.0273
2017  -0.0189 -0.0802 -0.0920 -0.0218 -0.0632 -0.0008 -0.0536 -0.0317 0.0284 -0.0128 -0.1017 -0.0522 -0.0535
2018  0.0157 -0.0478 -0.0731 -0.0425 -0.0608 -0.0224 -0.0163 0.0061 0.0138 -0.0060 -0.1158 -0.2400 -0.0519
2019  -0.2195 -0.0539 -0.0569 -0.0478 -0.0534 -0.0008 -0.0427 -0.0880 -0.0175 0.0078 -0.0949 0.0006 -0.0495
2020  -0.2211 -0.0360 -0.0639 -0.0642 -0.0191 0.0318 -0.0236 0.0155 -0.0024 0.0069 -0.0926 -0.1699 -0.0619
ASR(i) -0.0755 -0.0527 -0.0720 -0.0272 -0.0408 0.0247 -0.0294 -0.0135 -0.0117 -0.0023 -0.0944 -0.0793 -0.0417

machine learning rules have been tampered with, i.e., this attack is not easily detectable
from the performance check. Another reason why this attack is not easily detected is that
there are a few attacks with a purpose. In other words, this attack does not necessarily
require extensive data corruption to achieve its goal, but only requires targeted selection
of data records that correspond to the expected rating to be induced, which is more
undetectable than the attack tested in this paper, especially when the number of targets
is small. The attacker selects only several target data entities, and after targeting their
data features to be implanted into the training model through Induced Model Attacks,
then selects data with the same features to be input into the system, and the system
can give the expected results. Due to the small sample under attack, this type of covert

attack is more stealthy if the magnitude of its attack is not large.

7.5 Adaptive Fusion

7.5.1 Introduction

This case study explores the investment value of 924 Nasdaq-listed companies through
an expert rating system. We invited six experts from diverse fields,Aieconomics, finance,
trading, business, and mathematics,Aito evaluate the stocks. To minimize bias, the

names of the companies were withheld, allowing the experts to focus solely on stock
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prices and fundamental financial data. Each expert rated the companies on a scale from
3 to 0, corresponding to the categories of “excellent, “good, “fair, and “poor.

The experts independently assessed each company based on the provided financial
information, contributing to a robust and unbiased evaluation process. Each expert was
given access to the information independently about financial indicators, historical price
trends, and other relevant metrics. The anonymity of the companies aimed to eliminate
any preconceived notions or biases that could arise from brand reputation or market
perception. The diverse panel of experts provided a multifaceted perspective on stock
valuation.

This case study underscores the effectiveness of employing a diverse panel of experts
to evaluate the investment potential of Nasdag-listed companies. By anonymizing com-
pany identities and concentrating on empirical data, the study minimizes biases, thereby
yielding more accurate assessments of stock values. The integration of interdisciplinary

collaboration enhances the comprehensiveness of investment analysis.

7.5.2 Disparity Analysis on Expert Evaluations

Despite the unbiased and independent process, preliminary analysis reveals variability
in the scores assigned by different experts, reflecting their unique perspectives and
areas of specialization. This variability highlights the importance of diverse expertise in
enhancing the depth of financial analysis.

We analyze the disparities among the judgments of six experts (Expl to Exp6)
using Tukeys Honestly Significant Difference (HSD) test. The test results in Table 7.22
provide insight into the pairwise comparisons of the mean scores assigned by each
expert, highlighting significant differences that may indicate divergent biases in their
assessments.

The Tukey HSD test revealed significant differences in expert judgments across all
pairs of comparisons, with the exception of the comparison between Exp5 and Exp6.
Specifically, the mean differences (meandiff) were found to be statistically significant
(p-adj < 0.05) in 14 out of 15 comparisons. This suggests that the expert assessments
exhibit substantial variability, with some experts consistently rating the objects higher
or lower than others.

The analysis of mean differences shows that Expl consistently received lower ratings
compared to the other experts. For example, the mean difference between Expl and

Exp4 is -2.5952, indicating that Exp4s assessments were significantly more favorable.
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groupl group2 meandiff p-adj lower  upper reject

Expl Exp2 0.4394 0.0000 0.2553 0.6235 True
Expl Exp3 -0.2652 0.0006 -0.4492 -0.0811 True
Expl Exp4 -2.5952  0.0000 -2.7793 -2.4111 True
Expl Exp5 -1.3799 0.0000 -1.5640 -1.1958 True
Expl Exp6 -1.3387 0.0000 -1.5228 -1.1547 True
Exp2 Exp3 -0.7045 0.0000 -0.8886 -0.5205 True
Exp2 Exp4 -3.0346 0.0000 -3.2187 -2.8505 True
Exp2 Exp5 -1.8193 0.0000 -2.0034 -1.6352 True
Exp2 Exp6 -1.7781 0.0000 -1.9622 -1.5940 True
Exp3 Exp4 -2.3301 0.0000 -2.5142 -2.1460 True
Exp3 Expb5 -1.1147 0.0000 -1.2988 -0.9306 True
Exp3 Exp6 -1.0736 0.0000 -1.2577 -0.8895 True
Exp4 Exp5 1.2154 0.0000 1.0313 1.3995 True
Exp4 Exp6 1.2565 0.0000 1.0724 1.4406 True
Exp5 Exp6 0.0411 0.9882 -0.1430 0.2252 False

Table 7.22: Significant Pairwise Comparisons

Similarly, the mean differences between Exp1l and both Exp5 and Exp6 were -1.3799 and
-1.3387, respectively, reinforcing the notion that Expls evaluations are less optimistic.
In contrast, Exp4 emerged as the most optimistic expert, with significant positive
mean differences when compared to Exp5 (1.2154) and Exp6 (1.2565). This trend in-
dicates that while Exp4 rates the objects higher, Exp5 and Exp6 tend to offer more

conservative assessments, as seen from their lower scores.

Exp2 and Exp3 also display notable disparities when compared to Expl. The mean
difference between Expl and Exp2 is 0.4394, indicating that while Exp2 rated objects
higher than Exp1, the difference was not as pronounced as that of Exp4. Similarly, Exp3s
assessments were lower than those of Exp4, with a mean difference of -2.3301.

The consistent patterns of disagreement among the experts highlight critical implica-
tions for decision-making processes in multi-expert systems. The significant variability
in assessments suggests that decisions made without accounting for these biases could
lead to suboptimal outcomes. For instance, relying heavily on the assessments of an
overly optimistic expert (like Exp4) could distort the overall evaluation, while the more
conservative perspectives of Exp5 and Exp6 may underrepresent potential opportunities.

The only non-significant comparison was between Exp5 and Exp6, with a meandiff of
0.0411 (p-adj = 0.9882), suggesting a degree of alignment between these two experts. This

alignment could provide a stabilizing influence in decision-making if their assessments
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are considered jointly.

The disparities observed among the experts underscore the necessity of employing
methods that can effectively reconcile these divergent judgments. The significant mean
differences point to varying levels of optimism and caution among the experts, indicating
a potential for bias that must be addressed in the decision-making framework. This
implies the focus on integrating these expert judgments in a manner that minimizes the

impact of extreme biases while maximizing the utility of their collective input.

7.5.3 Statistics in Expert Decision

Table 7.23 shows the stats for expert decision. As shown in the table, the mean scores

Expl Exp2 Exp3 Exp4 Expb Exp6

Mean 2.7165 3.1558 2.4513 0.1212 1.3366 1.3777
Median 3.0000 5.0000 3.0000 0.0000 2.0000 2.0000
Variance 0.7811 4.4757 3.1567 0.4485 1.0393 1.6463
Standard Deviation 0.8838 2.1156 1.7767 0.6697 1.0195 1.2831
Mean Absolute Deviation 0.5174 1.9040 1.4784 0.2335 0.9547 1.2197
Interquartile Range 0.0000 5.0000 3.0000 0.0000 2.0000 3.0000
Coefficient of Variation 0.3253 0.6704 0.7248 5.5251 0.7627 0.9313
Skewness -2.7170 -0.5362 -0.1052 6.0374 -0.4207 0.0172
Kurtosis 5.5582 -1.4071 -1.1122 37.4728 -1.4781 -1.7232
Gini Coefficient 0.0959 0.3529 0.3964 0.9710 0.3797 0.4988

Table 7.23: Statistical Summary for Experimental Groups

highlight marked differences among the experiments, with Exp2 achieving the highest
mean of 3.1558, indicating a more favorable outcome. In stark contrast, Exp4 has a
notably low mean of 0.1212, reflecting poor performance. The median values reinforce
these trends, as Exp2 leads with a median of 5.0000, while Exp4s median of 0.0000
confirms its heavy skew toward lower values.

Variability metrics, including variance and standard deviation, reveal that Exp2
exhibits the highest variance (4.4757) and standard deviation (2.1156), suggesting
substantial fluctuation in individual outcomes despite a high average score. Conversely,
Exp4 shows the lowest variance (0.4485) and standard deviation (0.6697), indicating a
consistent yet low performance. The mean absolute deviation further supports this, with
Exp4 having the lowest deviation (0.2335) and Exp2 the highest (1.9040), pointing to

unstable performances within the latter.
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Skewness values indicate the asymmetry of score distributions. Exp4 has a highly
positive skew (-2.7170), indicating a clustering of low scores with a few high outliers.
In contrast, Expl shows a slight negative skew (-0.5362), suggesting a more balanced
distribution. Kurtosis measures reveal that Exp4 possesses an extremely high kurtosis
(37.4728), reflecting heavy tails and outliers, while Exp2 negative kurtosis (-1.4071)
suggests a flatter distribution with fewer extremes.

The Gini coefficients illustrate disparities within the results. Exp4 has the highest
Gini coefficient (0.9710), indicating significant inequality, as most scores are clustered at
the lower end. In contrast, Expl has the lowest Gini coefficient (0.0959), suggesting a
more equitable distribution of scores.

The range across most experiments is 5, indicating broad variability, except for Exp5
and Exp6, which have a range of 3, suggesting less spread within these groups. The
interquartile range (IQR) for Exp2 (5.0000) and Exp3 (3.0000) indicates substantial
variability in the central 50% of the data, particularly for Exp2, which correlates with its
high mean and variance.

It can be seen that Exp2 demonstrates the best average outcomes, though accompa-
nied by high variability and inequality. In contrast, Exp4 exhibits the lowest performance,
characterized by significant skewness and inequality. The findings suggest that while
some experiments yield favorable results, others face considerable challenges in achiev-
ing consistent and equitable outcomes. Further investigation into the methodologies
and conditions of each experiment could elucidate the factors contributing to these

differences.

7.5.4 Bias Fusion

Table 7.24 shows the statistical summary for the results of bias fusion by OWA, KOWA,
AHP, MAUT, PROMETHEE. It can be seen in the table, the mean scores for each method
indicate varying levels of performance. AHP achieves the highest mean score of 3.0096,
followed closely by MAUT at 2.3158 and PROMETHEE at 2.3567. In contrast, OWA
records the lowest mean score of 1.9639, suggesting its relative ineffectiveness compared
to the other methods. Similarly, the median values corroborate this trend, with AHP
leading again at 3.0761. The median scores for the remaining methods range from 1.9753
for OWA to 2.3810 for MAUT, indicating a more concentrated distribution of lower values,
particularly for OWA.

Examining the variability, AHP exhibits the highest variance (1.3649) and standard
deviation (1.1683), highlighting substantial fluctuations in its outcomes. This suggests
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OWA KOWA AHP MAUT PROMETHEE

Mean 1.9639 2.3874 3.0096 2.3158 2.3567
Median 1.9753 2.4638 3.0761 2.3810 2.3603
Variance 0.7449 0.5726 1.3649 0.8077 0.8618
Standard Deviation 0.8631 0.7567 1.1683 0.8987 0.9284
Mean Absolute Deviation 0.6928 0.6204 1.0054 0.7501 0.7820
Interquartile Range 1.2963 1.2100 2.0317 1.4286 1.4950
Coefficient of Variation 0.4395 0.3169 0.3882 0.3881 0.3939
Skewness -0.0034 -0.3737 -0.3180 -0.1343 -0.0476
Kurtosis -0.4599 0.0417 -0.9576 -0.6913 -0.7063
Gini Coefficient 0.2499 0.1778 0.2219 0.2217 0.2251

Table 7.24: Statistical Results for OWA, KOWA, AHP, MAUT, and PROMETHEE

that while AHP can achieve high scores, it also faces considerable variability. Conversely,
KOWA shows the lowest variance (0.5726) and standard deviation (0.7567), indicating a
more consistent performance across its data points. The mean absolute deviation further
supports these findings; AHP has the highest deviation (1.0054), while KOWA maintains
the lowest (0.6204), reinforcing its reliability.

The skewness values for all methods are relatively close to zero, indicating approxi-
mately symmetric distributions. OWA has a slight negative skew (-0.0034), suggesting
a minimal tendency towards higher values. KOWA, AHP, MAUT, and PROMETHEE
exhibit mild negative skewness, indicating a potential clustering of scores at the lower
end. Regarding kurtosis, AHP negative kurtosis (-0.9576) implies a flatter distribution
with fewer extreme values. OWA and MAUT also show negative kurtosis, reflecting
similar characteristics, while KOWA near-zero kurtosis (0.0417) indicates a distribution

that approximates normality.

The Gini coefficients reveal the degree of inequality among the scores. OWA has
the highest Gini coefficient (0.2499), signifying a relatively higher inequality compared
to other methods. In contrast, KOWA lower Gini coefficient (0.1778) suggests a more

equitable distribution of outcomes.

All methods demonstrate a consistent range of 5, indicating that the maximum and
minimum scores differ by the same amount across all methods, suggesting a comparable
extent of variation. The interquartile range (IQR) further illustrates this variability;
AHP has the highest IQR (2.0317), indicating significant variability within the middle
50% of its scores. OWAs IQR (1.2963) is lower, suggesting less variability among its

central scores.
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KOWA, while achieving lower average scores, demonstrates the most consistent
performance with minimal variability. OWA, despite its lower scores, reveals the highest
inequality in outcomes. This analysis suggests that while some methods can attain
higher average scores, they may do so at the expense of consistency and equity. Further
investigation into the specific contexts and criteria used for each method could provide
valuable insights into the underlying causes of these performance differences. AHP
emerges as the most effective method based on mean and median values, however, it

also displays high variability, implying potential inconsistencies in results.

7.5.5 Disparity Analysis on Fusion Evaluations

Table 7.25 shows the results of disparity analysis fusion evaluations with Tukeys HSD
Test to interpret the outcomes and their implications for the decision-making process. The
test results reveal that the AHP group shows statistically significant mean differences
when compared to all other groups, including KOWA, MAUT, OWA, and PROMETHEE.
Specifically, the mean differences indicate that AHP scores significantly lower than
KOWA with a mean difference of -0.6222 (p-adj = 0.0000). Similarly, AHP outperforms
MAUT, with a mean difference of -0.6938 (p-adj = 0.0000).

The disparity is even more pronounced in the comparison between AHP and OWA,
which shows a mean difference of -1.0456 (p-adj = 0.0000). Additionally, AHP is signifi-
cantly lower than PROMETHEE, as evidenced by a mean difference of -0.6529 (p-adj =
0.0000). The comparison between OWA and PROMETHEE indicates a positive mean
difference of 0.3928 (p-adj = 0.0000), suggesting that OWA significantly outperforms
PROMETHEE.

In the comparisons involving KOWA, the results indicate its strong performance
across different methodologies. Specifically, the comparison between KOWA and MAUT
reveals a minimal mean difference of -0.0716 (p-adj = 0.4664), suggesting that these two
groups perform similarly, which is indicative of KOWAs robustness. Similarly, the KOWA
versus PROMETHEE comparison yields an even smaller mean difference of -0.0307
(p-adj = 0.9551), reinforcing the notion that KOWA is on par with PROMETHEE and
exhibits minimal disparity.

Moreover, while the comparison between KOWA and OWA shows a significant mean
difference of -0.4235 (p-adj = 0.0000), indicating that KOWA scores lower than OWA, this
does not diminish KOWA overall effectiveness compared to other methods. In contrast,
the analysis of MAUT versus OWA reveals a significant mean difference of -0.3519 (p-adj
= 0.0000), illustrating that MAUT also underperforms relative to OWA.
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These results position KOWA as the most balanced method, exhibiting the least mean
differences with other approaches. This highlights KOWASs consistent performance in
comparison to the AHP group, which shows marked underperformance. The findings
suggest a hierarchy of effectiveness, with OWA generally leading, but KOWAs minimal
differences establish it as a highly competitive alternative. These insights are crucial
for strategic decision-making and further research, emphasizing the need to carefully

consider the context of these methodologies.

Table 7.25: Tukeys HSD Test Results

groupl group2 meandiff p-adj lower upper reject
AHP KOWA -0.6222  0.0000 -0.7407 -0.5037 True
AHP MAUT -0.6938 0.0000 -0.8123 -0.5753 True
AHP OWA -1.0456 0.0000 -1.1641 -0.9271 True
AHP PROMETHEE -0.6529 0.0000 -0.7714 -0.5343 True
KOWA MAUT -0.0716  0.4664 -0.1901 0.0469 False
KOWA OWA -0.4235 0.0000 -0.5420 -0.3050 True
KOWA PROMETHEE -0.0307 0.9551 -0.1492 0.0878 False
MAUT OWA -0.3519 0.0000 -0.4704 -0.2334 True

MAUT PROMETHEE 0.0409 0.8805 -0.0776 0.1594 False
OWA  PROMETHEE 0.3928 0.0000 0.2743 0.5113 True

7.5.6 Comparison Study

Figures 7.79 and 7.80 illustrate the distribution densities of expert evaluations and
fusion evaluations, respectively. The analysis reveals that expert evaluations exhibit a
sparse distribution characterized by considerable disparity among the evaluations. In
contrast, fusion evaluations demonstrate a more concentrated Gaussian density. Notably,
among the fusion evaluation methods, KOWA occupies a central position within the
distribution range, exhibiting lower bias alongside higher consistency.

To further investigate the phenomenon of bias migration within the fusion evalua-
tions, a detailed disparity test is presented in Figures 7.81 and 7.82. The results of these
tests substantiate the findings regarding the relative performance of KOWA. Specifically,
KOWA emerges as a significant contender when assessed against various other groups,
highlighting its robustness and reliability within the evaluation framework. This analy-
sis underscores the importance of examining the density and disparity of evaluations to

better understand the implications for decision-making in expert and fusion contexts.
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Figure 7.80: Density of Fusion Evaluation

As shown in Figure 7.82, KOWA has consistently shown favorable mean differences
when compared to other groups. For instance, the comparison of KOWA vs. MAUT yields
a mean difference of -0.0716 (not significant, p = 0.9724), while KOWA vs. OWA shows
-0.4235 (significant, p = 0.0000) and KOWA vs. Exp5 results in 1.0508 (significant, p
= 0.0000). These comparisons indicate that while KOWA is statistically comparable to
MAUT, it performs significantly better than OWA and Exp5.

The p-values associated with KOWA comparisons are telling. For example, the p-
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Tukey's HSD Test Results

Exp6 ——

Exp5 1 ——

Exp4 4 ——

Groups

Exp3 1 ——

Exp2 1 ——

Expl 4 ——

0.0 0.5 1.0 1.5 2.0 25 3.0 3.5
Mean Difference

Figure 7.81: Tukeys HSD Test Results of Expert Evaluation
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Figure 7.82: Tukeys HSD Test Results of Fusion Evaluation

values for KOWA against OWA and Exp5 are both 0.0000, indicating strong statistical
significance. This suggests that KOWAs performance is superior to these groups with a
high level of confidence.

The confidence intervals for KOWA mean differences further support its robustness.
For KOWA vs. OWA, the interval (-0.6036, -0.2433) indicates a significant negative
difference, reinforcing that KOWA outperforms OWA. In the case of KOWA vs. Exp5, the
interval (0.8707, 1.2310) indicates a significant positive difference, suggesting KOWAs
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superiority over Exp5.

In terms of practical implications, these findings suggest that KOWA approach is not
only competitive but also versatile across different comparisons. This could make it an
attractive option for various applications, from decision analysis to operational modeling.
Given its strong performance metrics, adopting KOWA could lead to better outcomes
in scenarios that require systematic and quantitative analysis. Its ability to produce
significant results across various comparisons speaks to its strategic value.

It can be seen that KOWA stands out as a robust choice based on the comparative
analysis of mean differences and significance levels. Its strong performance against
competitors, combined with statistical backing, positions it as the best option in the
provided dataset. This suggests that KOWA not only excels in theory but also holds
practical advantages in application, making it a favorable model for decision-making

processes.

7.5.7 Interpretation of Results

Determining the suitable method among OWA, KOWA, AHP, MAUT, and PROMETHEE
is contingent on the criteria that are prioritized. A comparison of key metrics reveals
distinct strengths and weaknesses among the methods.

In terms of average performance, AHP stands out with the highest mean (3.0096)
and median (3.0761), suggesting it consistently outperforms the other methods. How-
ever, KOWA excels in producing consistent results, exhibiting the lowest variance and
standard deviation. For contexts where consistency is paramount, KOWA may be the
preferred choice.

On the other hand, the Gini coefficient indicates that OWA has the highest inequality
in scores, which could be a disadvantage in scenarios where equitable outcomes are
crucial. Additionally, AHPs high interquartile range points to significant variability
within the central 50% of scores, raising concerns about its reliability in performance. For

those prioritizing consistency and reliability, KOWA would be the more suitable option.

7.5.8 Discussion

In the case study, KOWA shows an effective aggregation of scores from six experts
facilitates a more robust determination of overall investment value, mitigating individual
biases and providing collective insights quantitatively. The findings of this study carry

significant implications for investment strategies. By harnessing the varied perspectives
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of experts, investors can attain a more nuanced understanding of potential investment
opportunities. This successful mitigation of bias not only improves the precision of
financial forecasts and risk assessments but also promotes greater stakeholder confidence
in the decision-making process.

Moreover, the adaptive fusion ensures that the contributions of all experts are propor-
tional to their reliability, fostering a more equitable aggregation process. This method-
ology not only improves the robustness of the resultant decision but also aligns the
collective expert input with the strategic objectives of the organization.

The KOWA approach is notable for its adaptive weight adjustment mechanism, which
responds to the dynamic contexts of expert judgments, effectively mitigating the chal-
lenges posed by divergent biases in multi-expert systems. By providing a comprehensive
and mathematically rigorous framework for aggregating expert opinions, KOWA en-
hances decision quality in complex scenarios. Its integration of kappa statistics and
ordered weighting principles positions it as a significant advancement in the field of
multi-expert decision-making, offering a robust solution for improving the reliability of

collective judgments.

182



CHAPTER

DISCUSSION AND CONCLUSION

8.1 Research Contributions

This thesis contributes to the fields of carbon finance and decision-making processes by
integrating advanced computational methods and addressing the complexities of bias
and disparity in decision support systems. The primary contributions are outlined as

follows.

8.1.1 Development of an Integrated Carbon Dynamics

Management System

This research presents a comprehensive framework for managing carbon dynamics that
combines various disciplines such as economics, finance, and environmental science. The
proposed system effectively integrates carbon emission modeling, sequestration analysis,
and credit management, thereby providing a holistic approach to sustainable carbon
finance. This contribution is significant as it addresses the pressing need for innovative
solutions to climate change challenges through a structured and adaptive management

system.
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8.1.2 Innovative Decision Support Mechanisms

The thesis introduces the Multi-Level Adaptive Knowledge System (MLAKS), which
employs knowledge-informed orchestration to enhance decision-making in carbon fi-
nance. By integrating various intelligence engines, including the Computing Intelligence
Engine and Bias Fusion Engine, the framework allows for real-time adaptability and
optimization of decisions based on dynamic data inputs. This innovation addresses exist-
ing gaps in decision support systems by providing a robust mechanism for dealing with

uncertainties and biases inherent in data-driven environments.

8.1.3 Analytical Exploration of Bias and Disparity

A critical contribution of this thesis is the rigorous analysis of bias in machine intelligence,
particularly in the context of false data and cognitive biases. The research elucidates how
these biases affect decision-making processes and proposes methods such as adaptive
kappa-ordered weight averaging to mitigate their impact. By exploring these themes, the
thesis contributes to a deeper understanding of the psychological and technical challenges
faced in decision-making frameworks, promoting more equitable and informed decision

processes.

8.1.4 Application of Advanced Computational Techniques

The thesis effectively applies cutting-edge computational methodologies, such as trans-
formed graph attention computing and Kolmogorov-Arnold representation, to the domain
of carbon finance. These techniques enhance the analytical capabilities of the proposed
systems, allowing for improved data representation and context-aware decision-making.
This application is a significant step forward in utilizing machine learning and graph
theory within environmental economics, illustrating the potential for interdisciplinary

approaches to address complex global issues.

8.1.5 Empirical Validation through Case Studies

Empirical analyses presented in this thesis substantiate the theoretical frameworks
developed. Through a series of case studies, the effectiveness of the proposed models
and algorithms is demonstrated, providing real-world applicability to the theoretical
constructs. This validation not only reinforces the contributions made but also highlights

the practical implications for policymakers and practitioners in the field of carbon finance.
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8.1.6 Framework for Future Research

Finally, this work lays a foundation for future research by identifying key areas where
further investigation is warranted. The exploration of adaptive fusion techniques and
their implications for risk detection and management presents a novel avenue for subse-
quent studies. By framing the challenges and solutions presented in this thesis, it invites

ongoing discourse and exploration within the academic community and beyond.

8.1.7 Summary

The contributions of this thesis significantly advance the understanding of carbon fi-
nance and decision-making processes. By bridging theoretical insights with practical
applications, this work not only addresses current challenges but also paves the way for
innovative solutions in the face of climate change. The integration of advanced computa-
tional techniques with a keen awareness of bias and disparity enriches the discourse on
sustainable decision support systems, ultimately fostering a more equitable approach to

environmental and economic stewardship.

8.2 Answers to the Research Questions

To address the first challenge of data integration and aggregation, this study proposes a
knowledge assembly method and mechanism tailored for machine learning applications.
A system integration framework is designed, incorporating advanced super-feature as-
sembly techniques under graph structures, time-series models, and dynamic mechanisms.
The proposed framework enables seamless system integration, thereby supporting the
decision-making process in the context of carbon finance.

In response to the second challenge of data scarcity, we introduce a mechanism-driven
learning and expert system strategy based on multi-domain knowledge assembly. By
constructing a knowledge base and implementing a rule engine, this approach utilizes
existing experience and theoretical frameworks to provide reliable decision support even
in the absence of sufficient data. This ensures that scientifically sound and reasonable
decisions can still be made despite data limitations.

The third challenge, limited computing resources, is addressed through the integra-
tion of the Kolmogorov-Arnold Representation-based knowledge assembly computing
framework with neural networks tailored for the carbon finance domain. This framework

enables efficient learning and reasoning with reduced computational resources, shorter
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processing times, and higher accuracy, thereby enhancing intelligent decision-making
capabilities in resource-constrained environments.

For the fourth challenge of bias and decision consistency, we designed an adaptive
decision fusion framework that utilizes statistical consistency as a key mechanism. By
establishing an optimal decision fusion process, the framework ensures that decision-
making results exhibit the highest possible consistency, even when different preferences
and perspectives are involved in the decision process.

The intelligent knowledge reconstruction decision support system proposed in this
study not only effectively addresses the challenges of data processing and knowledge
reconstruction but also offers practical insights for the application of carbon finance in
specific fields. This system provides significant theoretical contributions and technical
pathways for the research, development, and future application of intelligent decision-

making systems.

8.3 Limitations and Future Work

While this thesis has made significant strides in advancing the understanding of carbon
finance and decision-making systems, several limitations and areas for future research
merit consideration. Acknowledging these limitations provides a framework for continued

exploration and innovation in this critical field.

8.3.1 Expanding Data Sources and Types

One limitation of the current study is the reliance on specific datasets, which may not
fully capture the complexity and variability of carbon markets. Future research could
focus on incorporating diverse data sources, including real-time environmental data,
socio-economic indicators, and user-generated content. By leveraging big data analytics
and IoT technologies, researchers can enhance the robustness of decision support systems

and improve their predictive capabilities.

8.3.2 Enhancing Model Generalizability

The models developed in this thesis were primarily tailored to specific contexts within
carbon finance. Future investigations could aim to generalize these models across dif-

ferent geographical regions and regulatory frameworks. This would involve testing
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the adaptability of the proposed systems in varying market conditions and regulatory

environments, thereby validating their effectiveness and versatility.

8.3.3 Integrating Stakeholder Perspectives

While this research has addressed technical and analytical dimensions, the incorporation
of stakeholder perspectives remains an area for improvement. Future work should
emphasize qualitative research methodologies, such as interviews and focus groups,
to capture the insights of various stakeholders involved in carbon finance, including
policymakers, investors, and community representatives. This holistic approach would
enrich the understanding of biases and disparities in decision-making processes, leading

to more inclusive and effective solutions.

8.3.4 Exploring Behavioral Aspects of Decision-Making

Another avenue for future research is the exploration of behavioral economics within the
context of carbon finance. Understanding how cognitive biases influence decision-making
can inform the design of interventions aimed at promoting sustainable practices. Incorpo-
rating behavioral insights into decision support systems can enhance their effectiveness

by aligning technological solutions with human behavior.

8.3.5 Investigating Advanced Computational Techniques

The thesis has introduced several advanced computational methodologies, such as trans-
formed graph attention computing and Kolmogorov-Arnold representation. Future re-
search could delve deeper into the development and optimization of these techniques,
exploring their applications beyond carbon finance. Investigating their potential in other
interdisciplinary contexts could yield valuable insights and innovations that transcend

traditional boundaries.

8.3.6 Addressing Ethical and Regulatory Implications

As the field of carbon finance continues to evolve, it is essential to consider the ethical and
regulatory implications of emerging technologies and methodologies. Future research
should address questions of accountability, transparency, and fairness in automated

decision-making processes. Developing frameworks that align technological advance-
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ments with ethical standards will be crucial in ensuring that decision support systems

contribute positively to societal and environmental goals.

8.3.7 Longitudinal Studies and Impact Assessment

Finally, conducting longitudinal studies to assess the long-term impacts of the proposed
systems on carbon finance and environmental sustainability is vital. Such studies would
provide empirical evidence on the effectiveness of decision support mechanisms over
time, allowing for continuous improvement and adaptation of strategies in response to

changing conditions.

8.3.8 Summary

While this thesis contributes significantly to the understanding and management of
carbon dynamics and decision-making processes, it also opens numerous avenues for
future research. By addressing the identified limitations and pursuing these research
directions, scholars can further enhance the field of carbon finance, leading to more effec-
tive and equitable solutions in the fight against climate change. The ongoing evolution
of technologies and methodologies presents an exciting opportunity for future inquiry,
with the potential to transform both academic and practical approaches to sustainable

development.
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