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Abstract

Differential privacy is a mathematical framework for protecting individual data in al-
gorithmic outputs, ensuring that small changes to the input do not significantly alter
the output distribution. It has become a cornerstone of privacy-preserving data analysis
and machine learning in classical settings, and has recently been extended to quantum
computing to safeguard information encoded in quantum states. However, in the Noisy
Intermediate-Scale Quantum (NISQ) era, where practical quantum applications rely heav-
ily on hybrid quantum-classical algorithms due to inherent quantum noise, the integration
of differential privacy in such algorithms has been largely overlooked.

This thesis fills that gap by proposing a hybrid quantum-classical differential privacy
(HDP) framework tailored for hybrid algorithms with fixed quantum measurements, which
serve as the primary interface between quantum and classical systems. We focus on design-
ing differentially private quantum measurements using both quantum depolarizing noise
and a measurement-based exponential mechanism (MBEM), which enables privacy guaran-
tees while preserving utility in practical hybrid settings. To ensure robustness under post-
processing and composability under repeated measurements, we establish post-processing
and composition theorems within the HDP framework. We validate these theoretical re-
sults through extensive numerical experiments on various quantum circuits, demonstrating
the practical effectiveness of our approach in preserving privacy with manageable utility
trade-offs.

Furthermore, we investigate Rényi Differential Privacy (RDP), a refinement of stan-
dard differential privacy with strong composability and tunable privacy-utility trade-offs,
in the context of quantum machine learning (QML). QML algorithms, typically imple-
mented via hybrid quantum-classical procedures, use fixed quantum measurements to
extract classical outputs from quantum states. Leveraging the Heisenberg picture, we
formulate RDP in terms of Rényi divergence between measurement-induced output distri-
butions and derive analytically tractable upper bounds for certifying privacy guarantees.
Our results demonstrate that QML provides a principled and tractable pathway for privacy
analysis, bridging classical RDP techniques with practical quantum learning systems.

Together, these contributions form a unified and practical approach for achieving dif-
ferential privacy in hybrid quantum-classical algorithms, offering rigorous tools for privacy-
preserving quantum machine learning on real-world NISQ systems.
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Chapter 1

Introduction

A quantum algorithm comprises a series of computational instructions for manipulating
quantum circuits on a quantum computer to solve specific computational problems. Nu-
merous quantum algorithms, such as Shor’s algorithm and Grover’s algorithm [Sho94;
Gro96|, have been shown to possess remarkable capabilities that speed up classical al-
gorithms. The enhanced speed primarily stems from the distinctive benefits of quan-
tum states, including superposition and entanglement [NCO1]. These algorithms could
be executed on forthcoming fault-tolerant quantum computers to showcase the practical
superiority of quantum computing.

In the present era of Noisy Intermediate-Scale Quantum (NISQ) computing [Prel8],
characterized by quantum computers containing hundreds of noisy quantum bits (qubits),
noise inevitably impacts the quantum computing process. Consequently, there has been
a surge in the development of hybrid quantum-classical algorithms. These algorithms
leverage the complementary strengths of classical and quantum computing to address
the limited computational capacity resulting from medium scalability and noise in NISQ
computers. Hybrid quantum-classical algorithms operate akin to classical machine learn-
ing algorithms, utilizing parameterized quantum circuits (analogous to classical neural
networks) alongside classical optimizers to adjust parameters based on the output dis-

tributions of quantum data obtained from quantum measurements, thereby enabling the



resolution of intricate computational tasks. Notable examples of such algorithms include
the Variational Quantum Eigensolver (VQE) [Per+14] and the Quantum Approximate
Optimization Algorithm (QAOA) [FGG14]. VQE is tailored for determining the ground
state energy of molecules and materials. It accomplishes this by generating potential states
using parameterized quantum circuits and subsequently employing classical optimizers to
minimize the expected value. QAOA, on the other hand, concentrates on addressing com-
binatorial optimization problems by producing feasible solutions through parameterized
quantum circuits and utilizing classical optimizers to refine parameters to optimize the ob-
jective function. Consequently, hybrid quantum-classical algorithms present a promising
approach for integrating quantum computing into practical applications within the current
NISQ era. They offer advantages in terms of performance and resilience to noise [Jon+19;
End-+21].

In algorithms like these, the handling of privacy-sensitive classical data (e.g., personal
financial records and drug information) stored in quantum data is crucial, as highlighted in
several studies [CRA18; De +21; OML19]. This heightened awareness emphasizes the im-
portance of protecting users’ privacy within these algorithms. In classical algorithms, ad-
dressing personal privacy concerns often involves employing differential privacy [DR+14],
which aims to reduce the impact of individual data differences in neighboring datasets on
algorithm outcomes. The concept of differential privacy has also been utilized to improve
quantum data privacy in quantum information processing by establishing meaningful re-
lationships between neighboring quantum states. These relationships are mainly assessed
using informative metrics, such as local operation [AR19] and trace distance [ZY17], to
describe the similarity between quantum states qualitatively and quantitatively, respec-
tively. The local operation method involves a classical similarity achieved through a local
operation to transition one state to another, while trace distance measures the difference
between quantum states on a scale from 0 to 1. As a result, there is a growing body of lit-
erature exploring quantum differential privacy [SMT17; WCY23; HRF23; ADK22; AK22;

QAS21; Du+21; NGW24] in various scenarios. However, these studies predominantly fo-



cus on the quantum realm and often overlook privacy concerns in hybrid quantum-classical
algorithms where quantum and classical information are exchanged through quantum mea-
surements.

Although both classical and quantum differential privacy approaches have proven ef-
fective in their respective domains, they are not directly applicable to hybrid quantum-
classical settings.The limitations of these methods are outlined below. Classical differential
privacy (CDP) [DR+14] has been extensively studied across fields such as data analysis,
machine learning, and dataset queries [Aba+16; MK19; Hu+21; Gad+22; Ave+17; XX15;
Li+17]. These methods ensure robust privacy guarantees for deterministic algorithms by
introducing randomized noise mechanisms into their outputs. Key approaches include
the Laplace, Gaussian, and exponential mechanisms, each offering distinct strategies for
achieving CDP. The selection between these mechanisms depends on the specific data
characteristics and privacy objectives. The Laplace and Gaussian mechanisms enforce
differential privacy by adding noise sampled from their respective distributions to the
output of a deterministic function. However, these mechanisms are unsuitable for devel-
oping differentially private quantum measurements due to the inherent randomness in the
measurements. Instead, we consider adapting the exponential mechanism into the quan-
tum domain for implementing differentially private quantum measurements as it works
for categorical outputs that can be regarded as measurement outcomes. The exponen-
tial mechanism upholds differential privacy by selecting outputs based on their quality
scores, with probabilities determined by an exponential function of the score. To apply
this mechanism to quantum measurements, we leverage the original measurement out-
come probability distribution as quality scores for measurement outcomes, redistributing
outcomes based on the exponential function of the scores. This extension broadens the
utility of the exponential mechanism to the quantum realm within the probabilistic do-
main. Through the innovative measurement-based exponential mechanism, the creation
of differentially private quantum measurements is simplified, reinforcing the privacy of

hybrid quantum-classical algorithms.



Researchers have been exploring how to incorporate differential privacy into quan-
tum algorithms [HRF23; ADK22; AK22; QAS21; Du+21]. They have investigated the
effects of both inherent quantum noise in quantum algorithms and additional noise on
the overall differential privacy guarantees of these algorithms. Specifically, quantum dif-
ferential privacy (QDP) is designed to protect the output states of quantum algorithms
against privacy breaches under arbitrary quantum measurements. In the context of hybrid
quantum-classical algorithms, however, only one specific measurement is revealed, and thus
the focus is on mitigating privacy risks associated with this particular measurement rather
than all possible measurements. To address this issue, a depolarizing mechanism has been
proposed to introduce quantum noise directly into the quantum measurement. This ap-
proach simplifies the process of achieving differential privacy for the measurement and
ensures the desired level of privacy protection for the hybrid quantum-classical algorithm.
Moreover, this measurement-dependent notion of protection provides a stronger guarantee
(i.e., a tighter lower bound) than traditional QDP, as demonstrated in Theorem 6 and its
corollary.

In this thesis, we present a novel hybrid quantum-classical differential privacy frame-
work that aims to protect the privacy of hybrid quantum-classical algorithms, thereby
filling a gap in the current literature. Our framework focuses on developing differentially
private quantum measurements to enable the implementation of differentially private hy-
brid quantum-classical algorithms. To maintain privacy guarantees even after subsequent
data processing, we introduce a post-processing theorem. Although quantum measure-
ments typically act as randomized functions mapping quantum states to a finite set of
outcomes, they often fall short of providing the desired level of differential privacy. To
enhance privacy protection by leveraging the hybrid nature of quantum measurements,
we incorporate classical noise mechanisms after the measurements, similar to classical
approaches, or introduce a quantum noise mechanism before the measurements.

To operationalize this concept effectively, we propose utilizing quantum depolarizing

noise (similar to the classical randomized response mechanism [Gua24]) together with an



analytically derived privacy budget, and employing the measurement-based exponential
mechanism (an adaptation of the classical exponential mechanism [DR+14]) during the
measurement phase. The measurement-based exponential mechanism uses the original
outcome distributions of quantum measurements as a utility function to release outcomes
while ensuring differential privacy. This method offers advantages beyond its classical
counterpart, such as not relying on the sensitivity of utility functions, since a universal
bound can be established. Additionally, we introduce a composition theorem to guarantee
the differential privacy of complex hybrid quantum-classical algorithms.

Finally, through a series of numerical experiments, we validate the efficacy of our frame-
work, particularly with the inclusion of quantum depolarizing noise and the measurement-
based exponential mechanism. Last but not least, our hybrid differential privacy frame-
work not only achieves classical differential privacy through neighboring-preserving en-
coding from classical data to quantum data, but also ensures quantum differential privacy
through quantum noise that is independent of quantum measurements.

A particularly promising application of quantum computing is Quantum Machine
Learning (QML), which aims to enhance the expressivity, optimization, and generalization
of machine learning models using quantum resources. In the current Noisy Intermediate-
Scale Quantum (NISQ) era [Prel8], QML algorithms are typically implemented via hybrid
quantum-classical algorithms. These algorithms alternate between parameterized quan-
tum circuits and classical optimization routines, with classical feedback used to iteratively
update quantum parameters. Representative examples include the Variational Quan-
tum Eigensolver (VQE) [Per+14], the Quantum Approximate Optimization Algorithm
(QAOA) [FGG14], and the Variational Quantum Classifier (VQC). A common feature of
such algorithms is the use of fized quantum measurements, usually in the computational
basis, to extract classical information from quantum states.

As QML begins to be applied in domains involving sensitive input data (e.g., ge-
nomic sequences, financial records, and proprietary simulations), privacy concerns become

critical. Although quantum states are inaccessible during their evolution, the correspond-



ing measurement outcomes, being classical, can still potentially leak private information.
Fortunately, the fixed-measurement structure of QML provides a well-defined interface be-
tween quantum computation and classical output, which enables rigorous privacy analysis
based solely on measurement statistics.

To address privacy in classical computation, Differential Privacy (DP) [DR+14] has
become the standard for limiting the influence of any single input on algorithmic out-
put. This framework has been extended to the quantum setting via Quantum Differential
Privacy (QDP) [ZY17; AR19], where the notion of neighboring datasets is generalized
to quantum states. Various studies [SMT17; WCY23; HRF23; ADK22; AK22; QAS21;
Du+21; NGW24] have investigated QDP from different perspectives. However, most of
these works focus on general-purpose quantum channels or arbitrary measurements. In
contrast, the QML setting, characterized by a fixed quantum measurement repeated across
inputs, remains underexplored in privacy research.

In this thesis, we propose to analyze privacy in QML through the lens of Rényi Dif-
ferential Privacy (RDP) [Mirl7], a relaxation of DP based on Rényi divergence. RDP
introduces a tunable order parameter « that allows more flexible privacy-utility tradeoffs
and supports tighter composition bounds. It has been widely used in classical machine
learning, including in DP-SGD [PS21], posterior sampling [GSC17], and generalization
control [WLF16].

We show that in QML, where a fixed measurement is applied to a parameterized
quantum state, the entire process can be viewed, through the Heisenberg picture, as an
effective quantum measurement acting on the input. This insight enables us to define and

analyze the Rényi differential privacy of the resulting output distribution.

Summary of Contributions. This thesis makes the following main contributions:

1. Formulating a hybrid quantum-classical differential privacy framework that ensures
both classical and quantum privacy guarantees by leveraging differentially private

quantum measurements. Within this framework, we introduce a post-processing



theorem and a composition theorem to formalize privacy preservation across multiple

stages of hybrid algorithms.

. Designing effective noise mechanisms for differentially private quantum measure-
ments, including quantum depolarizing noise and the measurement-based exponen-
tial mechanism. These mechanisms allow the privatization of quantum measurement
outcomes under a specified privacy budget, thereby strengthening privacy protection

while maintaining practical utility.

. Validating the HDP framework through a series of numerical experiments on bench-
mark circuits. The results highlight the effectiveness of integrating differentially
private quantum measurements with quantum depolarizing noise and measurement-

based exponential mechanisms in balancing privacy and utility.

. Eztending Rényi Differential Privacy to fixed quantum measurements, particularly
tailored for quantum machine learning circuits. This extension bridges the theo-
retical development of RDP with practical QML scenarios, enabling fine-grained,

scalable, and efficient privacy analysis.

. Developing an efficient eigenvalue-based algorithm to compute accurate and mean-
ingful privacy guarantees under the RDP framework. This algorithm provides tighter
and more scalable guarantees compared to classical e-DP approaches, making it suit-

able for realistic QML applications.

. Conducting extensive experiments on realistic QML circuits and open-source datasets.
The experiments demonstrate that our analytical RDP method consistently provides
tight and scalable guarantees, outperforming e-DP baselines and validating its effec-

tiveness under diverse noise settings and circuit configurations.



1.1 Publications Related to This Thesis

e [GG25a] Jingtong Ge and Ji Guan, “Differential Privacy of Hybrid Quantum-Classical
Algorithms,” submitted to NeurIPS 2025.

e [GG25b] Jingtong Ge and Ji Guan, “Rényi Differential Privacy in Quantum Machine
Learning,” submitted to AAAT 2025.

1.1.1 Thesis Organization

This thesis addresses the problem of privacy protection in hybrid quantum-classical algo-
rithms with fixed quantum measurements. It presents two central research threads: (i) the
development of a hybrid differential privacy framework, and (ii) the extension and verifi-
cation of Rényi differential privacy in quantum machine learning. The thesis is organized
into five chapters as follows:

Chapter 1 — Introduction: This chapter outlines the motivation and background of
the research, emphasizing the privacy risks in hybrid quantum-classical algorithms such
as Variational Quantum Eigensolvers and Variational Quantum Classifiers. It identifies
the limitations of classical differential privacy and quantum DP under fixed measurement
settings. The chapter introduces the key objectives of the thesis: to define a practically ap-
plicable HDP model and to extend Rényi differential privacy to quantum learning settings.
It concludes with a summary of contributions and the overall structure of the thesis.
Chapter 2 — Preliminaries: This chapter provides essential theoretical background and

notation, divided into five parts:

e Basics of quantum computing: quantum states, gates, channels, and measurement

operators;

e Modeling hybrid quantum-classical algorithms, including circuit structures and Heisenberg-

picture analysis;

e Classical differential privacy and its variants: (e,0)-DP and Rényi DP;



e Quantum DP: definitions of neighboring quantum states, privacy sensitivity, and

encoding strategies;

e (Classical and quantum noise mechanisms, including Laplace, Gaussian, exponential,

and depolarizing noise, and their applicability to discrete vs. continuous settings.

Chapter 3 — Hybrid Differential Privacy Framework: This chapter presents a new
framework tailored to hybrid quantum-classical algorithms with fixed quantum measure-

ments:

e It introduces two definitions of neighboring quantum states (trace-distance-based
and measurement-based), and compares HDP to classical DP and quantum DP in

terms of assumptions and applicability;

e It establishes two key theoretical properties: the post-processing theorem and the

composition theorem for HDP;

e It proposes two practical mechanisms to realize HDP: (i) quantum depolarizing noise
and (ii) a measurement-based exponential mechanism (MBEM) adapted to the dis-

crete outcome space;

e It provides numerical experiments analyzing the privacy-utility trade-offs across dif-

ferent circuit sizes, noise strengths, and measurement structures.

Chapter 4 — Rényi Differential Privacy in Quantum Machine Learning: This
chapter extends Rényi differential privacy to quantum learning algorithms with fixed mea-

surements:

e It defines quantum RDP based on classical Rényi divergence over output distribu-

tions induced by fixed measurements;
e [t proves post-processing and composition properties for quantum RDP;

e It establishes an equivalent condition and an approximate converse for verifying

quantum Rényi differential privacy guarantees under fixed measurements, and in-
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troduces both analytical and numerical methods for computing optimal privacy pa-

rameters;

e It validates the proposed methods through experiments on variational quantum cir-

cuits, comparing different noise types and RDP bounds with classical DP results.

Chapter 5 — Conclusion and Future Directions: This chapter concludes the thesis by
summarizing its main contributions. The proposed HDP framework provides a practical
solution for achieving differential privacy in hybrid quantum-classical algorithms with
fixed measurements. The extension of Rényi differential privacy to quantum learning
offers a flexible tool for analyzing privacy-utility trade-offs. Together, these results lay the
groundwork for privacy-preserving quantum machine learning.

Future research may extend these frameworks to multi-measurement or adaptive sce-
narios, explore optimal hybrid noise mechanisms, and investigate the connection between
quantum RDP and generalization error. Experimental validation on real quantum hard-

ware and applications in federated quantum learning also present promising directions.
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Chapter 2

Preliminaries

This chapter introduces the foundational concepts and technical background relevant to
our study of differential privacy in hybrid quantum-classical algorithms. We consider
two complementary approaches: one based on extending classical e-differential privacy
to hybrid settings, and another based on applying Rényi differential privacy to quantum
machine learning circuits. In the hybrid setting, privacy can be preserved using either
classical or quantum noise. To support these developments, we present necessary nota-
tions, review classical and quantum Rényi divergence, and introduce key concepts from
quantum information and parameterized quantum circuits.

First, we introduce some notations and terminologies used in this thesis.



Meaning

Il Nler
I lloo
pr~ac
Da(P|Q)
€,0

N,R,C

SDep

Column (row) vectors in Hilbert space H

M computational basis vector

Density matrices representing quantum states

Set of all linear operators acting on vector space V'
Identity operator on C? (or on space V)

Parameterized quantum circuit with parameters 6
Quantum channel (CPTP map)

POVM measurement operators with classical outcome set O
Trace of operator A

Trace norm: ||Aly = Y, w; where w; are singular values
Operator norm (largest singular value)

Neighboring quantum states for DP definitions

Rényi divergence of order a between distributions P and @
Privacy parameters for differential privacy

Sets of natural, real, and complex numbers

Rényi divergence order parameter

Privacy radius

Depolarizing channel

12
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2.1 Quantum Basics

In this subsection, we briefly review basic quantum concepts essential for understand-
ing quantum machine learning and quantum differential privacy. We cover the defini-
tions of quantum states, quantum circuits, quantum measurements, and quantum encoding
techniques. These fundamental components lay the groundwork for the formalization of
quantum privacy mechanisms under fixed measurement settings. For a comprehensive and

authoritative treatment of these topics, we refer the reader to Nielsen and Chuang [NCO1].

2.1.1 Quantum States

Input Quantum State: Ideally, a quantum algorithm takes a pure quantum state as
input, which is mathematically represented as a complex unit column vector in a 2"-
dimensional Hilbert (linear) space H, where n represents the number of quantum bits
(qubits) in the space. Such states are commonly denoted by the Dirac notation like
|t)) or |¢). The inner product of two quantum states [1)) and |¢) is denoted as (1|p).
The magnitude of a pure quantum state is normalized to 1, which can be expressed as
1Yl = v {¥ly) = 1.

The state space of a qubit is specifically a 2-dimensional Hilbert space. When the
computational basis (a set of mutually orthogonal pure quantum states) of #H is defined

as [0) = (1,0)" and |1) = (0,1)T, a qubit denoted as |t),) can be expressed as

|hg) = al0) +b[1) = (a,b) ",

where a and b represent complex numbers and serve as the amplitudes of |¢,) satisfying
the normalization condition |a|? + |b|?> = 1, and T is the transpose operation. Moreover,
the 1-qubit basis pure states, |0) and |1), can be merged to form the computational basis

of more extensive quantum systems using their tensor product: |koki) = |ko) ® |k1) for
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ko, k1 € {0,1}. In the case of a 2-qubit system, there are four basis states:

1 0 0 0

0 1 0 0
|00) = ,|01) = ,|10) = ,|11) =

0 0 1 0

0 0 0 1

The tensor product of the basis states |0) and |1) represents the binary string formed by
the classical bits 0 and 1.

In current Noisy Intermediate-Scale Quantum (NISQ) computers, the input state for a
hybrid quantum-classical algorithm becomes a mized quantum state due to noise affecting
it. This mixed state is typically represented by an ensemble {(py,|¥x))}r, where each
|tg) is the state with probability pg. An n-qubit mixed state can be expressed using a
2"-by-2" density matrix p as p = >, pi [¥r) (Yi|, where (Y| = i) T is the Hermitian
adjoint (complex entry-wise conjugate transpose) of |¢y) and |¢y) (1| represents the outer

product of |t)) with itself. For example, for a qubit state [¢;) defined before, we have
(Y| = a™ (0] + 0" (1] = a* - (1,0) +b" - (0,1) = (a*, ™).

In particular, a pure quantum state |1)) can be represented as an degenerated ensemble

{(1, %))} with a density matrix form ¢ = |[¢))(¢|. For the 1-qubit case, we have

aa® ab*

Yo = lwgd = | | (@07) =

b ba* bb*
Mathematically, a density matrix p is a positive semi-definite matrix with a unit trace,
meaning that the sum of its diagonal elements equals one, denoted as tr(p) = 1. In
this paper, we study differential privacy for hybrid quantum-classical algorithms and thus
investigate the set of mixed quantum states in the Hilbert space H, which is denoted as

D(H). For ease of discussion, we will henceforth refer to quantum states as mixed quantum
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states.

2.1.2 Quantum Circuits

A quantum circuit denoted as £ comprises a series of quantum gates U; represented as
U=UyU,

where each U; stands for a quantum gate and d indicates the circuit’s depth. When acting

on an input state p, the resulting state of £ is determined by the equation:
E(p) = UpU" = Uy(--- (UhpU}) - )UJ, (2.1)

where U;r represents the Hermitian adjoint of U;. In mathematical terms, a quantum gate
U is a unitary matrix (UU' = UTU = I, the identity matrix) of size 2"-by-2" operating
on an n-qubit Hilbert space H.

We now introduces standard quantum gates frequently used in quantum computation
and hybrid quantum-classical algorithms, particularly in parameterized quantum circuits

for quantum machine learning.

Single-qubit logic gates. Among the commonly employed one-qubit logic gates are the
Pauli gates X, Y, and Z, which correspond to the basic quantum bit-flip and phase-flip

operations:
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Other frequently used single-qubit gates include the phase gate S and the 7/8 gate T":

1-qubit rotation gates.

T =

1 0

0 eiﬂ'/4

Single-qubit rotation gates apply unitary rotations along dif-

ferent axes of the Bloch sphere. These are especially important for parameterized quantum

circuits and data encoding;:

Rx(ﬁ) e—iGX/Q _
Ry (0) 671'9Y/2 _
RZ(H) e—iGZ/Q

COS 5

—1sin

;0
oS 5

in?
sin 5

o—i9/2

0

. .p
—isin 5

[ [
5 COS bl

0
*Slni

0
COS 3

0

oi0/2

These rotation gates are widely used both to encode classical data into quantum states

and to introduce trainable parameters in quantum machine learning circuits.

Controlled gates.

Two-qubit gates such as the controlled-U gates apply a one-qubit

unitary U to the target qubit conditioned on the control qubit being in state |1). The

most notable example is the controlled-NOT (CNOT or CX) gate:

—_

CX =

o o O

0 0
10
0 0
01

o O
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Another example is the controlled-Z gate:

1 00 O

010 O
CzZ =

001 O

000 -1

Parameterized controlled rotation gates, such as CRx(f), are also used in quantum

circuits:
1 0 0 0
0 1 0 0
CRx(0) =
0 0 cos g —isin g
0 0 —zsin g cos %

These controlled operations enable entanglement and conditional transformations, es-
sential for universal quantum computation and the expressive power of variational quan-

tum models.

2.1.3 Quantum Channel

Hybrid quantum-classical algorithms on NISQ computers encounter noise effects that cause
quantum gates to deviate from behaving unitarily, leading to the introduction of uncer-
tainty in the quantum circuit. A quantum circuit typically consists of a sequence of
quantum gates (unitary operations) followed by quantum measurements. Mathematically,
such a circuit can be interpreted as a quantum operation represented by a super-operator
E.

In particular, the unitary gates within the circuit transform the quantum state accord-
ing to UpUT. However, due to the presence of noise, decoherence, and measurements, the
evolution of the quantum state in realistic circuits becomes non-unitary. This evolution
can be described using the framework of completely positive and trace-preserving (CPTP)

maps, under which the quantum circuit as a whole can be viewed as a super-operator £
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acting on the quantum input state.
The map £ is a physically valid quantum operation if and only if it satisfies the following

completely positive and trace-preserving conditions:

e Completely Positive (CP): A linear map € : D(H) — D(H) is completely positive
if, for any auxiliary Hilbert space H’ of arbitrary dimension, the extended map £QZy/

maps positive semidefinite operators to positive semidefinite operators:
p=0 = (E@Dy)(p) 2 0.

This ensures that £ preserves positivity even when applied to part of an entangled

System.

e Trace-Preserving (TP): The map & is trace-preserving if it preserves the trace of

every input state:

Tr[€(p)] = Tx[p], Vp € D(H).

This guarantees that the total probability of measurement outcomes remains nor-

malized after the quantum operation.

When a map £ satisfies both CP and TP conditions, it is referred to as a quantum
channel or a quantum operation. Importantly, any sequence of unitary gates followed
by measurements in a quantum circuit can be equivalently described by such a CPTP
map, where measurements are incorporated via the measurement postulate into the evo-
lution, resulting in a probabilistic map over the post-measurement states or their classical
outcomes.

Mathematically, the super-operator £ can be expressed in the Kraus operator-sum
representation, where a finite set { Ej }recx of matrices exists, satisfying the normalization

condition ), E;LE/C = I, such that

E(p) = Y EppEj}. (2.2)
keK
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Here, { Ex } ke i are the Kraus operators associated with the quantum circuit, encompassing
the effects of unitary gates, noise, and measurements.
In the ideal case without noise and measurements, the Kraus representation reduces

to a single unitary evolution £(p) = UpUT, which aligns with Eq. 2.1.

2.1.4 Quantum Measurements

In the realm of hybrid quantum-classical algorithms, a vital concluding stage involves a
quantum measurement denoted as M. This measurement extracts classical information
from the quantum system, with the process itself being randomized. Quantum measure-
ment M is essentially a randomized function from the set of quantum states D(H) to the
finite set of potential measurement outcomes O, characterized by a set of positive matri-
ces {M;}ico defined on its state space (Hilbert space) H. In particular, if the quantum
state p' = £(p) represents the output of the quantum circuit £ before the measurement
M = {M,}ico, then the probability p; of observing a specific measurement outcome i € O
is determined by

pi = PrIM(¢) = i] = Te(Mip).

To ensure that {p;}ico forms a valid probability distribution across O, the sum of all
M; must equate to the identity matrix I (i.e., ) ;.o M; = I), so that
=Tr(p/) = 1.

Sopi=Y Tr(Mp) =Tr [(Z MZ') y

€O €0 €O

This type of quantum measurement is commonly known as the Positive Operator-
Valued Measure (POVM), which focuses solely on the measurement outcomes without
considering the post-measurement state, distinct from p, which is influenced by the ob-
served outcome. This differs from classical systems where observation does not alter the

state of the system.
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2.1.5 Hybrid Quantum-Classical Algorithms

In this study, we explore the differential privacy aspect of hybrid quantum-classical algo-
rithms. Essentially, these algorithms involve an input quantum state pz (which encodes
an input classical vector ¥), a quantum circuit € used for executing computational tasks,
and a quantum measurement M employed to reveal classical results through measurement
outcomes following a specific probability distribution. The operational sequence of hybrid
algorithms is illustrated in Fig. 2.1 adopting the Schridinger picture that emphasizes the
evolution of quantum states.

Now we can give a formal definition for hybrid quantum-classical algorithms.

Definition 1. A hybrid quantum-classical algorithm A = (€, M = {M,}ico) on a Hilbert
space H is a randomized function A : D(H) — O from quantum state set D(H) to classical

measurement outcome set O satisfying the measurement outcome distribution:

Pr[A(p) = i] = Tr(M;E(p)) Vie O, p e D(H).

Additionally, a contrasting perspective known as the Heisenberg picture will be intro-
duced later, focusing on the evolution of quantum measurements to facilitate the design
of differentially private quantum measurements. Hereafter, we will discuss each of these

four components of hybrid quantum-classical algorithms individually.

p1 = tr(pMg,)

0 E /ﬁ p2 = tfgng,z)

py = tr(pMg )

Quantum Quantum
Circuit  Measurement

E{E kek {Mi}ico

Input State Output

Distribution

Figure 2.1: Hybrid quantum-classical algorithm
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2.1.6 Quantum Encoding

Studying classical problems using hybrid quantum-classical algorithms often involves em-
ploying quantum encoding as a crucial method. Quantum encoding facilitates the conver-
sion of classical information into quantum states. Various quantum encoding techniques
are commonly utilized, including basis encoding, amplitude encoding, and others [ADK22;

LC20; Kor+22].

1. Basis encoding: In basis encoding, a classical bit string is directly linked to one of
the computational bases of the quantum system. For instance, a classical 3-bit string
“101” would be encoded as a 3-qubit pure state represented as |101) and further as

a mixed state |101)(101].

2. Amplitude encoding: With amplitude encoding, a classical normalized vector V' =

(Y0, ...y Un—1) is transformed into pure state |/) by assigning amplitudes and then py:

n—1

7) = 3" v li) and py = |7)(7. (2.3)

1=0

For example, encoding normalized vector ji = (%, %) results in pure state |f) =
210) + £ |1) and further mixed state p,z = |fi){fi]. Additional unnormalized vectors

can be normalized and subsequently encoded into quantum states using this method.

2.1.7 Heisenberg Picture

In the following discussion, it is vital to introduce the Heisenberg picture, which examines
the progression of quantum measurements (from right to left in the sequence depicted
in Fig. 2.1), for designing differentially private quantum measurements, in contrast to
the Schrodinger picture that focuses on the development of quantum states as previously
mentioned (from left to right in the sequence shown in Fig. 2.1). To clarify this concept,
when analyzing a quantum measurement denoted by M = { M, };co and a quantum circuit
represented by £ with Kraus matrices {E;}, given a quantum state p, one can perform

the following calculations to determine the probability PriM(E(p)) = i] = tr(M;E(p)) of



22

detecting measurement outcome 1:

(MY EjpEl) = (Y EIM;Ejp) = tr(E1(M)p). (24)
J J

Here, the initial equation arises from the commutative nature of the trace operation
(tr(AB) = tr(BA) for matrices A and B). The symbol £ denotes the adjoint func-
tion of £, which is defined as £7(p) = 3 ; E]TpEj. In essence, the quantum circuit & is
utilized to represent the transformation of the input quantum state p under the mea-
surement M. On the other hand, £ is employed to elucidate the transformation of the
quantum measurement M into a new measurement Mg = {ET(M;)};co, allowing the
measurement outcome probability to be interpreted as a quantum state p measured by

M. This concept is further illustrated below.
PrIM(E(p)) = i] = Pr[Me(p) = i] = tr(£T(M;)p).

Thus, the statistical development of hybrid quantum-classical algorithm A = (£, M) can
be replicated through the evolution of a quantum measurement Meg.
To help readers better understand the Heisenberg picture, let us illustrate it with the

following example.

Example 2.1.1. We have selected a 3-qubit quantum circuit known as the GHZ circuit,
which is designed to produce a GHZ state. These states find important applications in
quantum computing and communication, serving purposes like quantum error correction
and secure quantum key distribution [GHZ89; Mer90; CFS02]. The specific configuration

of the circuit is

—#] [~

M

M
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After the quantum circuit, we employ the quantum measurement M = {M;}o<i<7 to

retrieve the classical information:

My = [000) (000|, M, = |001) (001],
M, =1010)(010|, Ms = |011)(011],
M, =][100)(100|, Ms = |101)(101],

Mg = [110) (110], M7 = [111) (111].

As stated earlier in the Heisenberg picture, the GHZ circuit and the quantum measure-
ment can be considered together as a new quantum measurement. Utilizing Eq. 2.4, we

can derive the measurement as Mgz = { Mgz, to<i<r with

Mgrzo = 5 1000) (000] + 1 |100) (100,
Mgrzi = 1001) (001] + 3 [101) (101],

Mepzs = 1010) (010] + 4 [110) (110]

Mauzs 011) (011] + 3 [111) (111,

1
2

Mgrzs = 3|011) (011] + 4 [111) (111,

Meprzs = 010) (010] + 3 [110) (110,
Merze = 1001)(001] + 4 [101) (101|,

Meuzz = $1000) (000] +  |100) (100 .

Remark 1. In the above derivation, the operators {Manz. i} represent the effective POVM
obtained by absorbing the GHZ circuit into the measurement in the Heisenberg picture.
These operators are not intended to be implemented as a physical measurement, but in-
stead provide a mathematically equivalent representation of the measurement statistics
induced by the GHZ circuit followed by the computational-basis measurement. Due to the
symmetry of the GHZ transformation, several of these effective operators coincide (e.g.,
Mcuz3 = Mcuz.a), reflecting that certain computational-basis outcomes become indistin-

guishable after the action of the circuit. This degeneracy does not affect the validity of the
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original measurement M nor the analysis in this section, as the POVM used in practice

remains the standard projective measurement in the computational basis.

2.2 Differential Privacy

In the classical world, differential privacy aims to safeguard privacy leakages from neigh-
boring relations of datasets. This concept has been adapted to quantum scenarios by
defining different types of neighboring relationships among quantum states. In this sec-
tion, we review the classical differential privacy framework and its extension to quantum

differential privacy.

2.2.1 Classical Differential Privacy

In 1977, statistician Tore Dalenius introduced a privacy objective for statistical datasets:
anything that can be learned about a member in the statistical dataset, should also be
learnable without access to the dataset [Dal77]. Subsequently, it was demonstrated that
achieving this goal was not feasible [Dwo06]. In the work presented in [Dwo+06a], a tech-
nique called (classical) differential privacy was proposed. This method entails introducing
noise or perturbations into the data, thereby making it challenging to accurately pinpoint
the details of individual entities during data analysis and thus preserving their privacy.
The classical differential privacy framework requires that modifying a single entry in a
dataset induces only a small change in the output distribution of queries, as observed by
an adversary.

In the classical differential privacy framework, the input dataset is typically represented
as a vector ¥ of n records (or individuals), where each record is drawn from a domain 2
such as {0,1}¢ or a bounded subset of R?. Within this context, a classical computational
process is represented by a randomized function denoted as KC. The dataset I/ serves as an
input to the computation through /C, resulting in /(). This output belongs to Range(K),
representing the range of function K. Two datasets I/ and & are said to be neighboring,

denoted 7 ~ &, if they differ in exactly one individual’s record (i.e., they differ in only one
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coordinate).
The foundational notion is the so-called e-differential privacy, which requires that
for any two neighboring datasets that differ in only one individual’s data, the output

distributions remain nearly indistinguishable.

Definition 2 (e-Differential Privacy). Let € > 0. A randomized function K satisfies e-
differential privacy if for all neighboring datasets U, € § with U ~ &, and for any subset

S C Range(K), it holds that

Pr[K(7) € S] < exp(e) - Pr[K(d) € S].

While this strong guarantee offers robust privacy, it can be too strict in practical sce-
narios, especially when the output distribution may exhibit rare but significant deviations
for a small subset of the output space. To accommodate this, a relaxed variant known as

(e, 0)-differential privacy is often used in practice.

Definition 3 ((e,d)-Differential Privacy). Let ¢ > 0 and 0 < § < 1. A randomized
function K satisfies (e, d)-differential privacy if for all neighboring datasets v, € Q with

UV~ d, and for any subset S C Range(K), it holds that

Pr[K(7) € S| < exp(e) - Pr[K(&) € S] + 6.

Here, the parameter § allows for a small probability of the privacy bound being vio-
lated, which provides flexibility in the presence of unlikely but high-impact outputs. In
essence, (€, )-differential privacy is a natural relaxation of e-differential privacy. It permits
significantly improved utility since it avoids the need to inject excessive noise in order to
satisfy the strict e-DP guarantee globally.

In real-world applications, particularly when the output space contains outliers or
highly sensitive regions, the difference IC(¥) vs. (&) can be large with very small proba-
bility. Enforcing strict e-DP in such cases would require a large amount of noise, leading

to severe utility degradation. The (e,0) formulation instead ensures that the stronger
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e-DP guarantee holds with high probability at least 1 — §, which is typically sufficient for
practical privacy needs.

Differential privacy has therefore become a widely accepted standard for measuring how
well an algorithm protects individual privacy, with its theoretical foundations in classical
machine learning and data analytics now well established [DR+14; JLE14]. However,
designing algorithms with rigorous differential privacy guarantees is subtle and error-
prone, and many published algorithms have been shown to violate differential privacy
in practice. This challenge has led to the development of formal frameworks for verifying
the differential privacy of classical algorithms [BO13; Bar+16a; Bar+14; Bar+13; Bar+12;
Bar+16b], with a wide range of verification techniques extended into this domain to enable
systematic analysis and debugging of privacy guarantees in real-world systems.

In practice, mechanisms such as the Laplace and Gaussian mechanisms [DR+14] are
used to achieve these privacy guarantees, depending on the choice of privacy parameters.

A more detailed introduction to these mechanisms will be presented later in this section.

Weakened Variants of Differential Privacy

While (e, 0)-differential privacy provides a practical relaxation of the strict e-DP definition,
it remains a worst-case guarantee, which can still be overly conservative when analyzing
privacy loss under multiple invocations or in learning applications. To address this, a line
of research has proposed weakened or relaxed variants of differential privacy, which offer
more refined tools for analyzing privacy-utility trade-offs, particularly in machine learning.

A prominent class of such relaxations is based on viewing the privacy loss as a random
variable and controlling its concentration. One representative formalism is concentrated
differential privacy (CDP) [DR16], which upper bounds the moment generating function
of the privacy loss. CDP enables tighter analysis of composition and postprocessing, and
has been widely adopted in private empirical risk minimization and federated learning
scenarios. Variants of CDP include zero-concentrated differential privacy (zCDP) and

Rényi differential privacy (RDP), which use different divergences to define privacy loss.
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In particular, Rényi differential privacy (RDP) [Mirl7] formalizes privacy in terms of
Rényi divergence, a parameterized family of divergences that generalizes the Kullback-
Leibler divergence. RDP is analytically convenient and enjoys strong composition prop-
erties. It can be viewed as a specific instantiation of the concentrated DP framework
using Rényi divergence to quantify privacy leakage. We defer a detailed discussion of
RDP to a later section, where it serves as the central tool for analyzing privacy in hybrid
quantum-classical algorithms.

Beyond CDP and RDP, many other weakenings of differential privacy have been pro-
posed, each capturing different notions of average-case or relaxed guarantees. Some notable

examples include:

e Approximate DP [Dwo+06b]: Is based on the (¢, d) definition, bounding the ap-

prozimate max divergence D2 (P|Q).

e Personalized DP [ESS15; LWS15]: Allows per-user bounds such as D (P||Q) or
DS (P||Q) for each individual z € Z.

e KL-Privacy [WLF16; BD14; Bas+16]: Is based on bounding the Kullback-Leibler
divergence Dk, (P Q).

e TV-Privacy [BD14; Bas+16]: Controls total variation distance ||P — Q||Tv.

¢ Randomized Privacy (Rand-Privacy) [HRW11]: Allows the privacy guarantee

to hold with high probability over a random choice of data universe.

e On-Average KL-Privacy [WLF16]: Controls the expected privacy loss over a

distribution of data points.

These relaxations often trade off some level of interpretability or worst-case protection
for improved utility, analytical tractability, or compatibility with probabilistic learning
frameworks. The choice of relaxation depends on the application domain, threat model,

and composition needs.
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2.2.2 Quantum Differential Privacy

The concept of differential privacy, originally introduced for classical datasets, can be
extended to quantum settings to protect sensitive quantum data. In this section, we

formalize the notion of quantum differential privacy (QDP).

Definition 4 (Quantum Differential Privacy). [ZY17] Lete > 0 and 0 < § < 1. A
quantum circuit € is said to be (e€,d)-quantum differentially private if for all neighboring
quantum states p ~ o, any measurement M = {M,}ico, and any subset S C O, it holds

that
Z tr(M;E(p)) < exp(e) - Z tr(M;E(0)) + 6.

1€S €S
Here, just as in the classical differential privacy framework, setting § = 0 yields the pure

e-QDP variant.

It is important to recall that in classical differential privacy, neighboring datasets refer
to two datasets differing in only one individual entry. In the quantum setting, however,
the objects of interest are quantum states, which are represented as density matrices as
introduced in Section 2.1. These quantum states possess more intricate mathematical
properties than classical vectors, and encode classical information through mechanisms
such as basis encoding or amplitude encoding. As a result, defining a notion of “neighbor-
ing quantum states” becomes more subtle, and multiple definitions have been proposed in

the literature. Two commonly adopted definitions are as follows:

1. Trace distance-based definition [ZY17]: Two quantum states p and o are considered

n-neighboring for a fixed constant 0 < n <1 if their trace distance satisfies

1
r(p,0) = 5trllo—ol) <7,

where |-| denotes the trace norm of a matrix A, defined as |A| = vV ATA [NCO1]. The
trace distance is a fundamental metric in quantum information theory and quantifies

the statistical distinguishability of two quantum states, making it a natural choice
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for defining neighboring states under QDP.

2. Local operation-based definition [AR19]: Two quantum states p and o are neighbor-
ing if there exists a local quantum operation (e.g., a single-qubit unitary gate) that
acts on at most one qubit and transforms p into o or vice versa. For instance, the
3-qubit pure states |000)(000| and |100)(100| are neighboring under this definition,
as they can be transformed into each other by applying an X-gate (bit-flip) on the
first qubit. This approach resembles the classical notion of neighboring datasets,

where binary vectors such as “000” and “100” differ in only one bit.

A hybrid definition that combines the trace distance and local operation approaches
was also proposed in [ADK23], aiming to bridge the gap between mathematical rigor and

operational interpretability.

Neighboring-preserving Quantum encoding

As discussed in Section 2.1, various quantum encoding techniques exist for transforming
classical datasets into quantum states. When a quantum encoding method can maintain
the neighboring relationships present in the original classical datasets within the result-
ing quantum states, it is referred to as a neighboring-preserving quantum encoding tech-
nique [ADK23; Gua+23]. In other words, if two classical datasets 7/,& are encoded using
a neighboring-preserving quantum encoding A to produce quantum states A(7) and A(d),
the neighboring relationship between the original classical datasets should be preserved in

the quantum domain, implying that

7, are neighboring = A(V), A(&) are neighboring.

Let us demonstrate with an example how amplitude encoding, as defined in Eq. 2.3,
can be used to encode classical data into quantum states in a way that preserves the
neighboring relationship. Specifically, this encoding ensures that if two classical inputs

are close, then the corresponding quantum states are also n-neighboring under the trace
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distance criterion.

Example 2.2.1. Consider two neighboring classical vector datasets v = (v, ...,Vp—1),0 =

(W0, -y wn—1) € Q, differing only in a single element, let’s say the (k + 1)-th element, i.e.

vp # wg. Initially, we normalize these vectors to obtain % and =, where V|| and
’ 7 [k

|&3|| represent the norms of U and &, respectively. Subsequently, employing the amplitude

encoding as depicted in Eq. 2.3, these vectors are transformed into quantum states A(ﬁ:')

and A(%), correspondingly.

=
w

The trace distance between these states is given by:

2
Vi .
Let M = maxycq max; Hl;‘l‘Q denote the mazimum square norm of an element among

2
ot @

170 ll]

all normalized vectors. Then assuming |vg| > |wg|, we obtain:

v 5] 2 _|Vowo + ... + Vp_1Wn—1 2
17 Nl izlyitag
- 2
I e
[l
N 2
|17 = 2P
> —
1]
> (1-2M)%

Consequently, we derive:

AAGL Y, AGE ) < Vad — 4,

Given the arbitrariness of U and &, we can set n = VAM — 4M? to maintain the classical
neighboring relationship in the trace distance-based n-neighboring relationship within the
encoded quantum states through amplitude encoding. Thus, we have successfully imple-

mented a neighboring-preserving quantum encoding utilizing amplitude encoding.

This example illustrates that neighboring-preserving quantum encodings, such as am-
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plitude encoding, allow classical data to be analyzed under quantum differential privacy
frameworks. Nevertheless, the correctness of such an approach critically depends on the
appropriate definition of neighboring relations and the careful selection of quantum encod-
ing schemes, as these directly influence the privacy guarantees of the resulting quantum

algorithms.

2.3 Rényi Differential Privacy

Rényi Differential Privacy (RDP) is a natural and analytically convenient relaxation of
differential privacy, introduced to provide tighter and more flexible privacy accounting,
particularly under composition. It generalizes classical (e, d)-differential privacy by re-
placing worst-case probability ratios with a measure based on Rényi divergence, which
captures the statistical distance between output distributions of neighboring datasets more

precisely.

Definition 5 (Rényi Differential Privacy [Mirl7]). Let o > 1 and € > 0. A random-
ized mechanism K is said to satisfy («,€)-Rényi differential privacy if for all neighboring
datasets D ~ D', the Rényi divergence of order o between the output distributions of K

on D and D' is at most €, that is,

Do(K(D) || K(D)) <,

where the Rényi divergence of order « is defined as

Du(PIQ) = 1B (5 |-

RDP has several important properties that make it suitable for practical use:

e Post-processing invariance: RDP is preserved under arbitrary data-independent

post-processing.
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e Additive composition: If two mechanisms satisfy («, €1)- and (a, €2)-RDP respec-

tively, their composition satisfies («, €1 + €2)-RDP.

e Conversion to (¢,0)-DP: RDP guarantees can be transformed into (e, 9)-DP via a

standard bound:

If K is (, €)-RDP, then it is also (e + bj(i/f), 9)-DP for any 0 < 0 < 1.
Unlike (e, 0)-DP, which provides a binary bound that may include worst-case disclosure
with probability §, RDP tracks higher moments of the privacy loss variable, offering a
more nuanced quantification of privacy leakage. This is particularly advantageous when
analyzing privacy loss under repeated application of mechanisms (e.g., in iterative learning
algorithms), as the additive nature of RDP leads to more accurate bounds with fewer

composition losses.

Moreover, RDP facilitates the analysis of common mechanisms:

e The Gaussian mechanism with variance o satisfies (a, 527 )-RDP.

e The Laplace mechanism admits a closed-form RDP expression involving exponential

functions of a and the scale parameter.

e The randomized response mechanism has RDP bounds expressible via a convex

combination of probabilities.

RDP can be visualized through a privacy budget curve parameterized by «a, where each
point represents the privacy cost under a specific moment of the privacy loss distribution.
In practical systems, precomputing and reporting RDP curves at a fixed set of « values
enables efficient tracking of cumulative privacy loss over complex workflows.

In the quantum context, the Rényi divergence also serves as a fundamental tool in
defining quantum RDP, providing a promising direction for privacy-preserving quantum

computations.
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2.3.1 Existing Extensions of Rényi Differential Privacy to Quantum Set-

tings.

Several studies have explored how RDP can be generalized to the quantum setting. One
such extension appears in [HRF23], where the authors define quantum Rényi differential
privacy (QRDP) by replacing the classical Rényi divergence with its quantum analogues.
In their formulation, a quantum channel A is said to satisty («, €)-QRDP if for all neigh-
boring quantum states p ~ o, the quantum Rényi divergence of order « between the

output states is bounded as

Do(A(p) [ A(0)) < e

Here, D, can be instantiated using different definitions of quantum Rényi divergence, such

as:

o Petz Rényi divergence:

1
D™ (pllo) = —— logtr[p”0" ]

)

defined when supp(p) C supp(o);

e Sandwiched Rényi divergence:

Da(pllo) =

11— 1—a\ &
log tr [(aﬁpaﬁ) } ,
a—1

. . . . . 1
which satisfies the data processing inequality for a > 3.

These definitions preserve many desirable properties of classical RDP, such as post-processing
invariance and composability, when appropriate divergence forms are used.

Further, [NGW24] presents a generalized privacy framework called quantum Pufferfish
privacy, which incorporates quantum Rényi differential privacy as a special case. In this
framework, privacy guarantees are parameterized by a divergence measure (e.g., Rényi)

and a set of distinguishable state pairs. A channel A satisfies RDP under this framework
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if
Da(A(p)[|Alo)) <€

for all (p, o) in a specified secret-pair set. This model accommodates both classical and
quantum adversaries and generalizes several differential privacy definitions via a common
structure.

These foundational works provide formal tools for reasoning about privacy in quan-
tum and hybrid quantum-classical systems, particularly when using information-theoretic

divergences like Rényi divergence as a measure of distinguishability.

2.4 Noise Mechanisms for Privacy

Noise mechanisms play a central role in differential privacy, providing a principled means
to protect sensitive data while retaining utility. The core idea of differential privacy is
to ensure that the inclusion or exclusion of any single individual’s data does not signifi-
cantly affect the output distribution of an algorithm, thereby preventing adversaries from
inferring the presence or specific value of any individual data point.

To achieve this, carefully calibrated randomness is systematically introduced into com-
putations. This added noise “masks” the precise contributions of individual data points,
making it statistically difficult for an observer to determine whether a particular individ-
ual’s data was included or to infer its exact value. At the same time, the noise is designed
to be as small as possible while still providing rigorous privacy guarantees, preserving the
utility of the output for downstream analysis and decision-making.

In essence, noise mechanisms translate theoretical privacy guarantees into practical
privacy protection, balancing the trade-off between privacy and utility. Without noise,
outputs would precisely reflect the input data, leading to privacy violations. With ap-
propriately calibrated noise, sensitive information remains protected while enabling the
extraction of meaningful insights from the data.

Thus, introducing randomness through noise mechanisms is a fundamental technique
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in differential privacy, limiting the information that can be inferred about any single input
while ensuring that outputs remain statistically similar even when individual entries in
the input change. This prevents adversaries from confidently inferring the participation
or value of any individual data point based on the output of the computation.

This section provides an overview of both classical and quantum noise mechanisms
used to enforce privacy guarantees in computation.

On the classical side, we review the widely used Laplace and Gaussian mechanisms,
which add calibrated noise directly to numeric query outputs, effectively blurring the exact
value of the output to protect individual contributions. We also discuss the exponential
mechanism, which introduces randomness by selecting outputs according to a utility-based
probability distribution, preserving differential privacy while ensuring that higher-utility
outputs are still more likely.

On the quantum side, privacy can be achieved by introducing noise via quantum chan-
nels, which reduce the distinguishability between quantum states and thus protect against
privacy breaches. These noise channels can be applied either before measurement (as part
of the quantum computation) or as a post-processing step after measurement. We intro-
duce three representative quantum noise mechanisms: the depolarizing channel (DEP),
which uniformly mixes the quantum state and randomizes information; the generalized
amplitude damping (GAD) channel, which models energy dissipation to a thermal bath
and introduces decoherence; and the phase damping channel, which dephases quantum
states while preserving populations, reducing coherence that can leak information.

Together, these mechanisms illustrate how both classical and quantum noise can be
harnessed to implement differentially private computations under various settings. By
systematically introducing noise, these mechanisms control the sensitivity of output dis-
tributions to individual inputs, making it difficult for adversaries to infer specific data

contributions while preserving the overall utility of computations.
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2.4.1 Classical Noise Mechanisms for Privacy-Preserving Computation.

Recent studies have proposed achieving quantum differential privacy by leveraging the
addition of classical noise to the outputs of quantum measurements. This method pro-
vides privacy guarantees by randomizing the results of measurements on quantum states,
thereby making the output distributions for neighboring quantum states statistically indis-

tinguishable. Specifically, the method employs two widely-used classical noise mechanisms:

e Laplace Mechanism: By adding noise drawn from a Laplace distribution with a
scale parameter b, where b > A f /e (with Af representing the sensitivity of the mea-
surement and e the privacy budget), this mechanism ensures that the measurement

output remains e-differentially private.

e Gaussian Mechanism: Gaussian noise with variance o > 21In(1.25/8)A2/€? is
added to the measurement results, achieving (e,d)-differential privacy. Here, A
denotes the sensitivity, € is the privacy budget, and ¢ controls the probability of

privacy failure.

Although the above two mechanisms are widely used in classical differential privacy,
they are originally designed for applications with continuous output domains. In contrast,
the exponential mechanism provides a noise-adding strategy tailored for finite output sets.
As we will see later, this mechanism is particularly well-suited for quantum differential

privacy, since the outputs of quantum measurements typically lie in a finite, discrete set.

Exponential Mechanism [DR+14]

The exponential mechanism is a method used to select the “best” output while en-
suring differential privacy, particularly when adding noise directly to the output would
significantly degrade its utility. In this mechanism, a utility function is defined to quan-
tify how desirable each possible output is for a given dataset. Using this utility function,
the exponential mechanism constructs a probability distribution over all possible outputs,
assigning higher probabilities to outputs with higher utility scores while maintaining dif-

ferential privacy guarantees.
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Steps of the Exponential Mechanism

1. Define Utility Function: First, define a utility function v : NXI x R — R,
which maps a dataset & and output r to a utility score. Here, X denotes the data
domain (the set of all possible values of individual data entries), and the dataset
T is represented as a histogram vector in NI¥I where each component counts the

occurrences of the corresponding value in the dataset. The utility function represents

the quality or benefit of each possible output.

2. Compute Utility Scores: For a given dataset & and all possible outputs r € R,

compute the utility score u(Z,r) for each r.

3. Compute Probability Distribution: Assign a probability to each possible output

based on its utility score. Specifically, the probability of the output r being chosen

is proportional to exp (%gf), where Awu is the sensitivity of the utility function,

defined as:

Au= max_|u(Z r)— u(@,r)|

reR,E, T

Here,  and 7’ are two neighboring datasets.

4. Normalization: Normalize these probabilities so that they sum to 1. Specifically,

the probability of choosing output r is:

exp (457)

eu(Z,r')
ZT”ERGXP< 2Au )

P(r|Z) =

5. Sampling: Sample an output from the set of possible outputs R according to the

computed probability distribution.

Intuitive Explanation The core idea of the exponential mechanism is to choose outputs
with higher utility scores more frequently by assigning them higher probabilities. This
ensures that even with the addition of noise to protect privacy, an output close to the

optimal can still be selected. As the utility score decreases, the probability of selection
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decreases exponentially, ensuring that high-utility outputs have a greater chance of being
chosen than low-utility ones.

We show an example to illustrate this mechanism. Suppose there are five bidders,
each bidding a different amount for an item: $1.00, $2.00, $3.00, $4.00, and $5.00. The
objective is to choose a price that maximizes total revenue. The utility function u(Z, p)
is defined as the total revenue at price p, where & denotes the set of all bids. Using the
exponential mechanism, we select a price based on this utility function.

For instance, consider the dataset of bids Z = [1, 2, 3,4, 5]. The utility function u(Z, p)
computes the total revenue for a given price p. If the price is $1, all five bidders will
purchase the item, resulting in a total revenue of $5. For higher prices, the revenues are
as follows: at $2, the revenue is $8; at $3, the revenue is $9; at $4, the revenue is $8; and
at $5, the revenue is $5.

Next, we apply the exponential mechanism to this example. For a given privacy
parameter ¢ = 1.0 and sensitivity Au = 1, the selection probability of each price is

proportional to exp(eu(Z, p)/2Au). Let

Z = exp(2.5) + exp(4) + exp(4.5) + exp(4) + exp(2.5)

be the normalization constant. After normalizing so that probabilities sum to one, we

obtain
P(1) = exp(Z2.5)’ PE) = ex;;(él)’ P(3) = exp(Z4.5)7
P(4) = GXZM), P(5) = eXp(Zz'E’).

Finally, we sample a price from these normalized probabilities. This guarantees that
prices with higher utility scores (total revenue) are more likely to be chosen, while still

preserving differential privacy.

2.4.2 Quantum Noise Mechanisms for Privacy-Preserving Computation.

In privacy-preserving quantum computation, one approach to achieving differential privacy

is to inject quantum noise after the execution of a quantum algorithm. This can be
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modeled by composing a quantum channel &, representing the original (ideal) quantum
computation, with a noise channel £y serving as a privacy mechanism. The resulting

channel is described by the composition:
SN of: p = EN(S(P)),

where p is the input quantum state. The noise channel £y acts as a quantum opera-
tion designed to reduce distinguishability between neighboring inputs, thereby protecting
privacy.

Several families of quantum noise mechanisms have been proposed for this purpose.

The following three are among the most commonly analyzed [ZY17]:

e Depolarizing noise: The depolarizing channel represents a uniform randomiza-
tion over all possible Pauli errors, effectively replacing a quantum state with the
maximally mixed state with some probability. For a single-qubit input state p, the

depolarizing channel with noise rate A € [0,1] is defined as:

1

Da(p) =1 =XN)p+ /\5-
This channel is unital and basis-independent, meaning it affects all quantum states
equally regardless of their initial orientation. It transforms p toward the maximally
mixed state I/2, thereby reducing the trace distance between any pair of input
states. Its ability to uniformly “flatten” the state makes it a canonical tool in

enforcing differential privacy in a quantum context.

e Generalized Amplitude Damping: The GAD channel models energy dissipation
in a quantum system interacting with a thermal environment at non-zero tempera-
ture. It generalizes the amplitude damping channel by allowing relaxation toward a

thermal equilibrium state. The channel is parameterized by a damping probability
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~ and a thermal excitation probability p, with Kraus operators:

VI=7 0 0 0
0 1 V7 0

The GAD channel is non-unital and introduces asymmetry in state evolution, driving

states toward a fixed point that depends on the thermal environment.

e Phase Damping (PAD): Also known as dephasing noise, the PAD channel models
the loss of quantum coherence without energy loss. It preserves the diagonal elements
of the density matrix but suppresses off-diagonal (coherence) terms. The Kraus

representation for phase damping with parameter A is:
Z\(p) = EopEl + E1pB], where Eg = VI—=XI, Ei=vV\Z

Here Z is the Pauli-Z matrix. This type of noise is especially relevant when the
quantum information is stored in populations (i.e., diagonal entries), and is resilient

to phase errors.

Among these, the depolarizing mechanism is particularly useful for privacy protection
due to its symmetric nature. It guarantees that any two input states are driven closer
in trace distance by an amount determined solely by A. In contrast, GAD and PAD
introduce basis-dependent or state-dependent effects, which may offer more targeted noise
but require careful calibration based on the specific structure of the data or algorithm.

These noise mechanisms provide concrete implementations of the privacy-preserving
map &y, and their quantitative effects on privacy can be analyzed via the reduction in

distinguishability between neighboring inputs.
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2.5 Motivation and Problem Statement

Differential privacy (DP) has become a central paradigm for ensuring data confidential-
ity in classical settings [DR+14], while recent studies have extended its principles to the
quantum domain under the name of quantum differential privacy (QDP) [ZY17; AR19].
However, both directions exhibit limitations when applied to hybrid quantum-classical
algorithms—particularly those used in variational quantum algorithms (VQAs) and quan-
tum machine learning (QML)—where classical and quantum components are closely in-
terwoven.

On one hand, classical DP techniques typically assume deterministic or continuous
outputs, which do not directly apply to inherently probabilistic and discrete quantum
measurement results. On the other hand, most existing QDP frameworks treat quantum
algorithms as end-to-end quantum processes and seek privacy guarantees against arbitrary
quantum measurements. However, such QDP frameworks can be overly conservative or
inapplicable in practical hybrid workflows, where only one specific (fixed) quantum mea-

surement is exposed.

Hybrid Differential Privacy (HDP). To address these challenges, our first contri-
bution introduces a hybrid differential privacy framework tailored for hybrid quantum-
classical algorithms. In contrast to classical DP, which adds noise to deterministic func-
tions, or traditional QDP, which assumes arbitrary measurement leakage, our HDP model
focuses on privatizing the specific quantum measurement used in the hybrid workflow.
Our framework supports two complementary strategies: (1) applying classical noise to
the measurement outcome (e.g., via a measurement-based exponential mechanism), and
(2) inserting quantum noise before measurement (e.g., depolarizing noise), modifying the
quantum state to reduce distinguishability. Unlike existing works that commit to only
one type of noise or require fully quantum treatments, our HDP framework flexibly inte-
grates classical and quantum techniques within a unified post-processing and composition

analysis.
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Rényi DP under Fixed Measurement. Our second contribution focuses on the anal-
ysis of Rényi differential privacy (RDP) in the specific setting of fixed quantum measure-
ments, which naturally arise in QML algorithms. While existing quantum RDP defini-
tions [HRF23] are designed for general quantum channels, they do not exploit the structure
of fixed measurements, often leading to loose bounds or intractable divergence computa-
tion. In contrast, we reframe the problem using the Heisenberg picture and treat the
quantum-classical hybrid process as an effective measurement on input states. This allows
us to analyze the output distributions via classical Rényi divergence, yielding tighter and
tractable privacy guarantees. We also derive subset-based conditions and analytical upper

bounds that facilitate practical privacy verification in variational circuits.
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Chapter 3

Hybrid Differential Privacy

As discussed in the preceding chapters, hybrid quantum-classical algorithms introduce
unique privacy challenges: quantum states are manipulated through quantum circuits, but
only classical information, obtained through fixed quantum measurements, is ultimately
accessible. This constraint implies that standard quantum differential privacy (which
considers arbitrary measurements) can be overly conservative or inapplicable, while clas-
sical differential privacy techniques cannot directly handle the quantum component of the
workflow.

To address this gap, we introduce a hybrid differential privacy framework that ex-
plicitly models the structure of hybrid algorithms. The key idea is to enforce privacy
guarantees at the measurement level, by ensuring that the output distribution of measure-
ment results is insensitive to small changes in the quantum input states. Our framework
accommodates both classical and quantum noise mechanisms and supports post-processing
and composition analysis.

To apply differential privacy in practical hybrid quantum-classical algorithms, it is
necessary to incorporate a clear threat model to specify what adversarial behaviors the
privacy guarantees are designed to defend against. This makes the DP framework action-
able, helps tailor noise mechanisms precisely to realistic scenarios, and enables rigorous

quantification of the privacy-utility trade-offs under practical attack settings.
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We begin by defining the threat model under which HDP is formulated.

3.1 Threat Model

In this section, we outline the adversary’s capabilities and objectives in order to define the
threat model within our hybrid quantum-classical differential privacy framework.

In the classical scenario, the adversary has the ability to input queries into classical
algorithms, and examine and analyze the results to deduce personal privacy. Considering
the hybrid nature of quantum-classical algorithms with quantum input and classical out-
put, it is assumed that the adversary has both quantum and classical capabilities in our

hybrid differential privacy framework:

e Quantum computing capability: The adversary can input any quantum state into the

hybrid algorithm.

o (lassical computing capability: The adversary can access the measurement results

of the hybrid algorithm and analyze the obtained results.

The primary objective of the adversary addressed in this paper is to infer quantum state
information (encoded classical information) by submitting quantum input and analyzing
the classical output of the hybrid quantum-classical algorithm. Our hybrid differential
privacy framework utilizes quantum or classical noise mechanisms to create differentially

private quantum measurements, aiming to safeguard against privacy breaches by the ad-

versary.
Representative reference DP frameworks Adversary access capabilities Defense strategy
Dwork et al. [Dwo+06a] classical classical input and classical output classical noise-adding mechanisms
Zhou and Ying [ZY17] quantum quantum input and quantum output quantum noise-adding circuits
Our work hybrid quantum input and classical output  quantum or classical noise-adding measurement

Table 3.1: The comparison of various differential privacy (DP) frameworks.

To evaluate our hybrid differential privacy framework in comparison to quantum and
classical differential privacy frameworks against potential threats, we outline the capabil-
ities of adversaries and the corresponding defense strategies in Table 3.1. In the QDP

framework, the adversary has access to quantum input and output states [ZY17] and only
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quantum noise can be applied to protect the privacy. However, within our framework,
we can utilize quantum or classical noise-adding quantum measurements to generate dif-
ferentially private quantum measurements to ensure privacy. Our approach integrates
defense strategies from both classical and quantum differential privacy frameworks, offer-
ing the advantage of providing both classical and quantum differential privacy. Further

elaboration on this will be provided subsequently.

3.2 Hybrid Differential Privacy

In this section, we introduce the concept of hybrid differential privacy as a framework
to safeguard the privacy of hybrid quantum-classical algorithms. This approach relies
on quantum measurements to link classical and quantum differential privacy through the
hybrid nature of these measurements.

To support this framework, we develop corresponding post-processing and composition
theorems that facilitate the practical application of HDP in algorithm design. These
theorems formalize two fundamental properties of differential privacy under the HDP

framework:

e Post-processing theorem: This theorem ensures that once a quantum measurement
is designed to satisfy differential privacy, any subsequent classical or quantum pro-
cessing applied to the measurement results does not degrade its privacy guarantees.
This allows differentially private outputs to be safely used in further data analysis or

integrated into algorithmic pipelines without requiring additional privacy protection.

o (Composition theorem: This theorem quantifies the cumulative privacy loss when
multiple differentially private quantum measurements are performed on the same
dataset. By providing explicit upper bounds on the accumulated privacy budget, it
enables practical privacy budget management in the design of multi-stage or iterative

hybrid quantum-classical algorithms.

Together, these theorems ensure that the privacy guarantees under the HDP framework
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remain robust under post-processing and scalable under repeated computations, making
HDP not only theoretically rigorous but also practically applicable for real-world hybrid
quantum-classical systems.

A key component of our approach is the construction of differentially private quantum
measurements, which serve as the primary mechanism for enforcing privacy in hybrid
settings.

A quantum measurement maps an input quantum state to a probability distribution
over a finite set of measurement outcomes. Accordingly, we model the measurement M
as a randomized function on quantum states, denoted as M(p) and defined as follows.

Given a quantum measurement M = {M;},co and a quantum state p € D(H), the
measurement induces a probability distribution over the outcome set O such that, for any

subset S C O,
Pr(M(p) € 8) = 3 tr(Mip).

€S
We now proceed to formally establish the definition and properties of hybrid differential

privacy within this framework.

Definition 6 (Hybrid Differential Privacy). For constantse >0 and1 > § > 0, a quantum
measurement M = {M;};,co is considered to be (e,0)-hybrid differentially private ((e,9)-
HDP) if it satisfies the condition that for any neighboring quantum states p ~ o and any

subset S C O, the inequality below holds:
Pr[M(p) € S] < exp(e) - Pr[M (o) € S] + 6.

Here
Pr[M(p) € 8] =D Pr[M(p) =i] =Y tr(Mip).

€S €S
When é = 0, we achieve the e-HDP. Analogous to QDP and classical differential
privacy, the (e,d)-HDP guarantees that the absolute value of privacy loss between any

neighboring quantum states p and ¢ will be limited by e with a probability of at least
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1-6.
We have not given a precise explanation for neighboring states in our definition. Any

reasonable definition of neighboring quantum states can be utilized in this context and

privacy-preserving for all

) povmM [

quantum encoding A

DP of QM M

\ J ¢

[ Classical DP f ]

Quantum DP E }

Figure 3.1: The relationship among various DP frameworks.

Our HDP definition combines the definitions of classical differential privacy and QDP
from Definitions 2 and 4, respectively. Consequently, we can connect them with our
HDP as visualized in Fig. 3.1. To this end, we first show how HDP provides classical
differential privacy by a neighboring-preserving quantum encoding method. A more detailed

comparison of these privacy notions is presented in Table 3.2.

Table 3.2: Comparison of classical DP, QDP and HDP frameworks.

Privacy Type Input Mechanism Output
Classical DP Classical Dataset Randomized Function | Classical Distribution
QDP Quantum State” Quantum Circuit Quantum State
HDP Quantum State” | Quantum Measurement | Classical Distribution

* Quantum state can also be derived from classical data through quantum encoding.

As reviewed in Section 2.2.2; a neighboring-preserving quantum encoding ensures that
classical neighboring datasets are mapped to quantum states that also satisfy a well-
defined quantum notion of neighboring—such as being within a bounded trace distance.
This allows the privacy guarantees applied to quantum measurement outputs to be mean-
ingfully translated back to the classical domain. Therefore, by applying differential privacy

mechanisms to the output of quantum measurements, we can effectively enforce classical
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differential privacy on the original classical data through the encoding pipeline.

In addition to utilizing amplitude encoding for implementing a neighboring-preserving
quantum encoding approach, basis encoding can also be employed for classical bit string
datasets, maintaining local operation-based neighboring relationships introduced in Sec-
tion 2.2.2. Basis encoding inherently converts classical bit strings to quantum bit strings;
for instance, “0001” is represented as [0001)(0001| through basis encoding. The local
operation-based neighboring relationship is essentially an extension of its classical coun-
terpart.

However, trying to create a neighboring-preserving quantum encoding through basis
encoding and a trace-distance-based neighboring relationship would be unproductive and
inconsequential. This is because, in basis encoding, setting n = 1 is required to achieve
this, since any two quantum states that encode neighboring bit strings always have a trace
distance of 1. Given that the trace distance ranges from 0 to 1, all quantum states are
considered neighboring states, making the concept less significant. Therefore, it is essential
to precisely define neighboring relationships of quantum states, especially when exploring
various quantum encoding techniques, particularly in the context of utilizing quantum
computing for addressing classical problems with differential privacy guarantees.

Now, by leveraging neighboring-preserving quantum encoding and the Heisenberg pic-
ture as outlined in Section 2.1, we can connect classical differential privacy and QDP

through our HDP, as demonstrated in the following theorem and depicted in Fig. 3.1.

Theorem 1. Let £ represent a quantum circuit and let A be a neighboring-preserving

quantum encoding. It follows that:

o & is (€,0)-QDP if and only if for any quantum measurement M = {M;};co, the
transformed measurement Mg = {ET(M;)Yico in the Heisenberg picture is (e,d)-

HDP .

e If a quantum measurement M is (e,0)-HDP, then the classical randomized function

Mo A is (e,0)-classical differential privacy.
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Here, M o A denotes the functional composition of M and A.

Proof. The first claim of the theorem can be deduced from the definitions of hybrid dif-
ferential privacy and quantum differential privacy.
Proving the second assertion of the theorem: It is easy to find that Range(MoA) = O.

For any two neighboring classical input states ¥ ~ J, since A is neighboring-preserving,

A(V) ~ A(&J). As M is (e,6)-HDP, we have

tr(Mg(A(7)) < e“tr(Mg(A(@)) + 6,

for all S C @. Then we have

PriMoA(#) € S| = tr(Mg(A(D))
< eftr(Mg(A(&)) + 6

— ¢ PrIMoA®@) € 5]+,

for all S C O. That means M o A is (¢, §)-classical differential privacy. O

From the above theorem, our HDP framework can provide classical differential pri-
vacy by neighboring-preserving quantum encoding. Additionally, it can also provide QDP
through quantum noise that makes any quantum measurement differentially private.

Recall that incorporating a randomized mechanism can protect the privacy of classical
algorithms. However, while quantum measurement inherently involves randomness due
to the probabilistic aspect of quantum computing, its primary purpose is not to ensure
privacy protection. Hence, quantum measurement typically does not offer an effective
guarantee of differential privacy. To illustrate this point more clearly, we offer the following
example. This highlights the need for the development of differentially private quantum

measurements.

Example 3.2.1 (Continuing Example 2.1.1). We investigate the HDP budgets offered

by the quantum measurement Mgapz as illustrated in Fxample 2.1.1, employing the lo-
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cal operation-based meighboring relationship for quantum states p ~ o. Consider two
neighboring quantum states p = |000) (000| and o = [001) (001|. The probability dis-
tributions of measuring the two states by Mgpz over the outcome set {0,1,...,7} are

10).

(3,0,0,0,0,0,0,2) and (0, 3,0,0,0,0, 3,

)35

As per the definition of HDP in Definition 6, the probabilities for each outcome should
be relatively similar. When considering e-HDP, it is observed that for the outcome 0, the
measurement Mgz fails to meet the differential privacy requirement regardless of the
chosen magnitude of €. Moreover, in the context of (€,0)-DP, it necessitates § to be 1

violating the constrait & < 1. Irrespective of the type of HDP considered, it is evident that

this quantum measurement lacks differential privacy protection attributes.

As demonstrated above, it is necessary to develop differentially private quantum mea-
surements to effectively safeguard hybrid quantum-classical algorithms. Given the mixed
nature of quantum measurements, incorporating both quantum and classical noise is es-
sential. Similar to classical and quantum differential privacy frameworks, it is crucial to
establish post-processing and composition theorems initially to ensure the efficiency and
scalability of differentially private quantum measurements, respectively, in subsequent sec-

tions.

3.2.1 Post-Processing Theorem

Post-processing is a crucial aspect of differential privacy as it prevents any additional com-
putational analysis by an adversary from divulging more information about an individual’s
privacy. In parallel to the classical case, we also establish a post-processing theorem for

HDP.

Theorem 2. Let M = {M;}ico be an (¢,0)-HDP quantum measurement on a Hilbert

space H. For any randomized function K : O — O', KoM : D(H) — O' is (¢,0)-HDP.

This follows from the post-process theorem in classical differential privacy [DR-+14,

Proposition 2.1, Remark 3.1] by noting that M is a randomized function over a classical
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set. Specifically, consider a randomized function K : O — @’. Observe that
D3, (K(P)|K(Q)) < D3 (P|Q).

It means that if M is (e, §)-differentially privacy, so is K o M. Here D?_(P||Q) stands for
the 6-max divergence of random variables P and @, the specific definition is as follows:

Pr[Pe S]—9¢

D3(P|Q) = CPrQes]
CPI) = max s

This theorem demonstrates that classical post-processing does not affect overall privacy
guarantees. This is critical, as it assures that adversarial manipulations do not compromise
privacy. In the context of quantum differential privacy, distinguishing between the inherent
noise introduced by the quantum machine and the noise added for privacy preservation is
crucial. The inherent quantum noise arises from factors such as imperfections in quantum
gates and decoherence, which are unavoidable in practical quantum computations. On the
other hand, the noise added for privacy preservation is deliberately introduced to ensure
differential privacy while performing quantum measurements or computations.

Our theorem addresses these challenges. Specifically, it guarantees that even when
noise from the quantum machine and the noise we introduce for privacy preservation
interact, the overall differential privacy property remains intact. This means that the
added privacy noise does not interfere with the inherent quantum noise in a way that would
compromise the accuracy of the computations. The theorem ensures that the differential
privacy of the system is maintained, regardless of the interplay between these two types

of noise.

HDP as a Bridge for Classical Differential Privacy in Quantum Settings. As
we mentioned in the introduction, with the rapid development of quantum computing
and the superior computational capabilities of quantum computers, an increasing number

of classical problems are now being addressed using hybrid quantum-classical algorithms



52

denoted as A = (£, M). The process involves converting a classical dataset ¥ into a
quantum input state py through quantum encoding, as depicted in Fig. 3.2 of Section 2.1.
Subsequently, the quantum circuit £ and quantum measurement M are applied, leading
to the retrieval of classical data (measurement outcome set O) based on a probability
distribution determined by the measurement M. This approach serves as a model for
leveraging hybrid quantum-classical algorithms to solve classical problems. In the context
of privacy considerations, a pertinent question arises: Does the post-process theorem still
apply when employing quantum computing for classical problem-solving? Encouragingly,
favorable outcomes can be observed with the use of neighboring-preserving quantum en-
coding techniques and noting that we can use measurement Mg to describe the above
evolution of hybrid quantum-classical algorithm A = (£, M) in the Heisenberg picture in

Section 2.1.

Corollary 1. Suppose A represents a neighboring-preserving quantum encoding. If M =
{M;}ico is a quantum measurement that is (e,5)-HDP, then Ko Mo A is (¢,0)-classical

differential privacy for any randomized function K : O — O'.

In the result above, M o A represents a classical randomized function with classical
input, classical output, and quantum processing. This indicates that integrating a differ-
entially private quantum measurement into a classical problem can also provide privacy
protection against any subsequent post-processing analysis. Moreover, when combined
with the second assertion in Theorem 1, our HDP can deliver efficient privacy safeguard-
ing in classical differential privacy that can withstand post-process attacks. This improves

the privacy protection when utilizing quantum computers for solving classical problems.

3.2.2 Composition Theorem

Having established the post-processing guarantees of our HDP framework, we now turn to
another essential property of differential privacy—composition. In practical applications,
hybrid quantum-classical algorithms are often invoked multiple times or involve multiple

stages of computation. Therefore, it is crucial to understand how the overall privacy
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guarantee degrades under such sequential uses. The composition theorem provides formal
bounds on cumulative privacy loss, ensuring that privacy remains controlled even after
repeated application of differentially private mechanisms.

In classical computing, it is crucial to explore how two algorithms can be combined, as
this approach naturally leads to the creation of more advanced algorithms. Researchers
have introduced composition theorems for classical and quantum differential privacy to
safeguard the privacy of such combined algorithms [DR+14; Gua+23]. Similarly, in our
HDP framework, we aim to investigate whether the fusion of two differentially private
quantum measurements maintains its differentially private nature. To accomplish this
goal, we must initially introduce how two quantum measurements can be combined and
subsequently formulate the relevant composition theorem by extending the relationships
between neighboring states from a single system to those within composed systems.

Given two quantum measurements, M; = {M;};co, and My = {M;};c0,, we define

their joint measurement over the composite system as
Mig={M;; =M@ M;|iec O, jec O}

This joint measurement M o can be viewed as a randomized function mapping quantum
states from the tensor product space D(H1) ® D(Hz2) to a probability distribution over the
product outcome space O1 x Os.

To ensure that this definition is well-formed, we verify that M constitutes a valid

quantum measurement:
Lemma 1. M3 as defined above is a POVM.

Proof. For all i € O1 and j € Oy, define M; ; = M; ® M;. Since M; and M; are POVM
elements, they are positive semidefinite operators. Hence, there exist operators A; and B;
such that

M; = Al4;,  M;=BIB;.
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It follows that
M;; = M; @ M; = (Al A)) ® (BIB)) = (A; ® B))!(4;i ® By),

so each M; ; is also positive semidefinite.

Moreover, the completeness condition of a POVM holds:

ZMivj:ZMi(gMj:Z Mi@ZMj
i i i J
:Z(M“g’l): (ZMZ> RI=IxI=I,
7 7

where we used Zj M; =1 and ) ; M; = I. Therefore, M satisfies the properties of a
POVM. O

In the following paragraph, we define the notion of neighboring relationships in com-
posite (product) quantum state spaces, which is essential for establishing composition
theorems in our HDP framework.

In the composed state space D(H1) ® D(Hz2), quantum states are in the form of tensor
products, such as pj 2 = p1 ® pa, where p; € D(H;) for i € {0,1}. This type of state p 2
is referred to as a product state. Two product states, p12 = p1 ® p2 and 012 = 01 ® 09,
are considered neighboring, denoted as p12 ~ 01,2, when the respective subsystem states
are also neighboring, meaning p; ~ o; for i € {1,2} [ZY17]. This notion of neighbor-
ing relationships can be straightforwardly generalized to any finite composite state space
D(H1) @ D(H2) @ -+ @ D(Hn).

Now, we present a composition theorem for differentially private quantum measure-

ments within our HDP framework.

Theorem 3. If quantum measurements M1 = {M;}ico, and Mo = {M;};co, are (€1,061)-
HDP and (e2,92)-HDP on Hilbert spaces H1 and Ha respectively, then the combined mea-

surement M 2 is (€1 + €2, 01 + 02)-HDP.
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To prove the composition theorem, we need the following lemma.

Lemma 2. Let p1,v, be distributions over a finite set K1, and let uo, vo be distributions
over a finite set Ko, such that:
For any S1 C K1,

p1(S1) < et v (Sh) + 01.

For any Sy C Ko,

p2(S2) < e - 1p(S2) + da.

Here pi(Si) = >y, pi(s) and vi(S;) = 3 cq. vi(s), for i € {1,2}.
Define 112 and v 2 be the distributions over set K1 x Ko, when s = (ki, kg) € K1 x Ko,

p12(s) £ pi(ky) - pa(ke), via(s) = vi(k) - va(k).
Then, for any S C K1 X Ko,
p1.2(S) < ey o(S) + 01 + o

Here p112(S) = > cq t1,2(5) and v12(S) = D cqgv1,2(5).

Proof. First, we separate K1 into two parts A, Ag, satisfying A; U Ay = Ky, A1 N Ay =0,
for any a € A, pi(a) > e“vi(a), and for any a € Ag, pi(a) < e“vi(a). We separate Ko
into two parts like this: BjUBy = Ko, BjNBy = (), for any b € By, p2(b) > e®215(b), and for
any b € Ba, ua(b) < e“2vy(b). Then we separate S into three parts C; = SN(A; x K3), Cy =
(S—C1)N (K1 x By),C3=8—Cy —Ch.

Let Cp = (a x Ko)N S,a € K1,Cy, = (K1 xb)N (S —C1),b€ Ky. Forall a € Ay, it is
easy to prove that py2(Cy) — €721y 9(Cy) < pi(a)dz. Furthermore, for all b € By, it is

easy to prove that py2(Cp) — €721y 5(Cp) < p2(b)d1. For any ¢ € Cs, it is easy to prove
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that py2(c) — e 21y 5(c) < 0. Then we have

f112(S) — e 2w 5(S)

= | ma2(Ca)+ ([ mal@)+ | malo)

a€A; be B, ceCl
_661+62( U V172(Ca)+ U VLQ(Cb)‘F U VLQ(C))
acA, be By ceCs
< U m@dz+ | m0)6
acAq be B>
< 41+ da.

Now we can prove Theorem 3.

Proof. When i € 01,5 € O,

tr(Mi ;- (p@0o)) = tr((M; @ Mj)(p® o))

= tl“(Mi ) X tI‘(MjJ).
According to lemma 2, for any S C O x Oz, we have

S (M- (p80))

(3,5)€S
< €(€1+62) . Z tr(Mi,j . (p/ &® U,)) + 1 + 9.
(4,5)€S
So the combination M o is (€1 + €2, 61 + d2)-differentially private.

O]

Remark 2. First, we compare the above composition theorem with the composition the-
orem presented in [Gua+23]. Due to the differing definitions of neighboring employed in
the two approaches, the composition theorems are distinct and cannot be derived from each

other.
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In our framework, when defining the combination of two quantum measurements, we
do not impose any restrictions on the definition of the neighboring relation between the
input quantum states in D(Hi) and D(Hs). In other words, our composition theorem
holds regardless of the specific neighboring relation chosen for the state spaces D(H1) and
D(Hz2).

On the other hand, in [Gua+23], neighboring between two input states is defined via the
trace distance, where states in D(H1) are considered neighboring if their trace distance is
less than ny, and similarly in D(Hs) if it is less than na. After composition, the requirement
for neighboring between two quantum states in the combined space D(Hi @ Hz) is that the
trace distance should be less than nins.

Hence, the composition theorems under the two definitions are entirely different due
to the differing notions of neighboring. Fven if we adopt the trace distance to define
neighboring in our setting, the definition of neighboring after composition would still be
completely different from that in [Gua+23].

Second, compared to the composition theorem in QDP [HRF23], which states that the
composition satisfies (e1 + €2, 0)-differential privacy with § = min{d; + €15, €261 + 2},
our composition theorem in the HDP framework achieves a tighter bound. Specifically, we
show that the composition satisfies (€1 + €2,01 + 02)-HDP. This result aligns the compo-
sition bound in the HDP framework with the well-established classical differential privacy
composition bound, significantly simplifying the analysis and improving the privacy guar-
antee compared to QDP. Thus, our composition theorem highlights the advantage of the
HDP framework in bridging classical and quantum differential privacy while offering a

more efficient composition bound.
This result can be naturally generalized to the case of finite compositions.

Corollary 2. For each k € [n] = {1,2,...,n}, suppose My = {M;, }i,co, is an (€, )-

HDP quantum measurement on the Hilbert space Hy. Then their joint measurement My
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is (3o €y Y iy 0;)-HDP, where

M[n] = {Mil,--.,in = Mzk : (21,,Zn) S 01 X+ X On} .
k=1

Given the above result along with the post-processing theorem, our method for dif-
ferentially private quantum measurements proves to be successful. As a result, we can
now focus on developing such measurements to protect the privacy of hybrid quantum-
classical algorithms. This shift is motivated by the limitations of conventional quantum
measurements as illustrated in Example 3.2.1. The following section will detail the ef-
fective implementation approaches involving quantum and classical noise mechanisms for

this objective.

3.3 Differentially Private Quantum Measurements

In this section, we present how to design a differentially private quantum measurement by
incorporating classical or quantum noise to make it practical. Fig. 3.2 depicts the overall

control flow of our HDP framework.
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Figure 3.2: Our hybrid quantum-classical differential privacy framework
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3.3.1 Classical Noise Strategy

In the realm of classical differential privacy, methods like Laplace noise and Gaussian
noise have proven effective in rendering classical algorithms differentially private. These
noise mechanisms are particularly useful in situations where the data domain is continuous
and real-valued. However, in the context of quantum computing, quantum measurement
outcomes are typically discrete and finite, making these traditional methods unsuitable.
While some studies [ADK23; ADK22] have explored the use of Laplace noise and Gaussian
noise to safeguard the privacy of quantum measurements, their applicability is limited due
to this mismatch in suitability.

Therefore, we propose an alternative approach known as the measurement-based expo-
nential mechanism (MBEM) for introducing classical noise that aligns well with quantum
measurements. This method tackles the discrete nature of quantum measurement out-
comes and strives to effectively balance privacy and utility. Our MBEM integrates the
classical exponential mechanism [DR+14] into the quantum domain to enable the imple-
mentation of differentially private quantum measurements. The exponential mechanism
is adept at handling categorical outputs akin to measurement results, ensuring differential
privacy by selecting outputs based on utility scores determined by a utility function, with
probabilities determined through an exponential function of these scores. The classical

exponential mechanism has been briefly introduced in the chapter 2.

Measurement-based exponential mechanism. Building upon the classical exponen-
tial mechanism, we now introduce the measurement-based exponential mechanism tailored
to quantum settings. Adapting this mechanism to quantum measurements involves utiliz-
ing the original probability distribution of measurement outcomes as utility scores, thereby
redistributing outcomes based on the exponential function of these scores. This extension
expands the utility of the exponential mechanism into the quantum domain, specifically
within the realm of probabilistic outcomes.

To operationalize this idea and rigorously implement MBEM, we follow a four-step
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process:

1. Defining measurement-based utility function: Let’s start by revisiting that the out-
comes of a quantum measurement M = {M;};co create a probability distribution
over a finite set O. The probability of observing output ¢ given input quantum state
p is

Paalilp) = PriM(p) = i] = tx(Mip).

This distribution can be utilized as a utility function u where u(p,7) = Pap(i|p).

2. Computing sensitivity: Sensitivity Au represents the maximum impact of the utility

function u concerning changes in the neighboring quantum states and outcome set

0.

Au= max |u(p,i)—u(p,i)l. (3.1)
1€O,p~p’

As wu is a distribution, we can set a global maximum of Au = 1 regardless of quantum
state neighboring relationships. This is advantageous compared to the classical sce-
nario, as it avoids the need to calculate the sensitivity Awu, which can be challenging

in practice.

3. Calculating probabilities: Following the classical exponential mechanism, using an
exponential function, we determine the probability of selecting each measurement
outcome i based on the utility function u(p,i) and the specified privacy parameter

€:

o (457)

Zje@ exp (%)

Pru(ilp) = (3.2)

4. Selecting measurement outcome: By using the calculated probability distribution

Pr(ilp), a measurement outcome is randomly chosen from the set O.

The overall procedure of MBEM is summarized in Algorithm 1.
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Algorithm 1 Measurement-Based Exponential Mechanism (MBEM)

Input: Quantum state p, measurement M = {M;};c0, privacy parameter € > 0
Output: Noisy measurement outcome i € O

> Evaluate utility values

1: for all 7 € O do

u(p,i) < tr(M;p)

3: end for

12:
13:

> Set global sensitivity bound

s Au+1

> Compute exponential scores

: for all s € O do

eu(p,t
8; < exp TX)U))

end for

: Z%Z]EOS]'

: for all i € O do
10:
11:

> Normalize into a probability distribution

Pen(i | p) < si/Z
end for
> Sample noisy measurement outcome
Sample i € O according to Pgy(- | p)
return i

This construction transforms any quantum measurement into a randomized function

with tunable privacy guarantees. The following theorem formalizes this property.

Theorem 4. The MBEM defined through the above procedure can enable any quantum

measurement to be e-HDP.

Proof. For all p ~ ¢ and i € O, we have
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o (57 )
Pe(ilp) S jeo exp (58 )
Pp(ifo) ( exp (552 )

R )

exp (SE0) ) [ Zieoeww (452
exp (422) )\ e exp (452

— exp (6(“(”’ i;A—uU(M))) [ Zjeo P (Z(ZJ))

€ €
< exp(z)exp(y) - 4
2 Do (57)

= exp(e).
Similarly, by the symmetry, we obtain that

P (ilp)

Poarilo) > exp(—e).

O]

To demonstrate the effectiveness of our MBEM, we utilize it to tackle the privacy

issues of Mgpyz (introduced in Example 2.1.1), as depicted in Example 3.2.1.

Example 3.3.1 (Continuing Example 2.1.1). We ezamine quantum measurement M gz
as detailed in Example 2.1.1. For quantum state pz = |000) (000|, Mgz results in out-
comes 0,1, ..., 7 with corresponding probabilities of (%,0,0,0,0,0,0, %) In the subsequent
steps, our objective is to employ the MBEM to compute a new outcome distribution and
randomly choose the measurement result to ensure privacy preservation.

We define the utility function for a general input state p and outcome i as

u(p,i) = tr(Mauz;ip),
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which captures the likelihood of observing outcome i under the effective measurement

Mcrz. For the specific state pz = |000) (000|, this yields
u(pz,0) = u(pz, 7) = %, u(pz,i) =0 for 1 <i <6.

We set the sensitivity Au to 1. Then, using Eq. 3.2, the distribution of selecting

outcomes 1S

Ppn(0]pp) = Penm(7|pp) =

Py (1pz) = -+ = Ppm(6lpz) = Yexp(5) 16
1

Here, we have illustrated how to add noise to quantum state pz. This same process can be
used for other input states as well. In conclusion, the quantum measurement M gz using

our MBEM adheres to e-HDP as proven in Theorem 4.

Our MBEM serves as a practical instance of a classical exponential mechanism. Using
this approach, we can protect the differential privacy of measurement outcomes in hybrid
quantum-classical algorithms. This method allows us to maintain high utility, ensuring
both the accuracy and privacy of the algorithms. In our experiments presented in sec-
tion 3.4.3, we compare this method with the Laplace and Gaussian mechanisms and find
that, under the examples we provide, our MBEM approach achieves significantly higher

utility while maintaining the desired privacy guarantees.

3.3.2 Quantum Noise Strategy

We turn to introduce quantum noise to enable differentially private quantum measure-
ments. We opt for quantum depolarizing noise as the method for achieving this, given its
ability to operate independently of the target quantum measurement and the quantum
state neighboring relationships. By utilizing this noise, we can enhance the assurance of
achieving better HDP.

Let’s delve into the concept of quantum noise. Quantum noise can be represented
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mathematically using Kraus operators, in the same formalism as the quantum circuits
described in Eq.2.2 of Section2.1. A quantum noise, denoted as €y, consists of a set of

Kraus matrices { En i }reix and operates as follows:

En(p) = Z EN,kPE;rv,k for all p € D(H).
keK

For instance, a 1-qubit depolarizing noise, denoted as Epep, can be represented using Pauli
gate matrices {X,Y, Z} presented in Section 2.1 and the identity matrix I, incorporating
a parameter 0 < p <1 in its Kraus matrices:

4—3p P
1 Pty

Epep(p) = (XpX +YpY + ZpZ),

with Kraus matrices as {7“1;?””[, @X, @Y, @Z}.

Another useful representation of Epep in [NCO1] is given by:

I
Epep(p) = (1 —p)p +pg-

This representation indicates that quantum state p remains unaffected by depolarizing
noise Epep with a probability of 1 — p, while with a probability p, p transitions to the
quantum state % Thus p is a noisy probability. Quantum depolarizing noise was considered
a quantum adaptation of classical randomized response, aimed at safeguarding the privacy
of quantum algorithms within the framework of quantum local differential privacy [Gua24].
This approach ensures the protection of all quantum states, not just the neighboring
quantum states.

In a more general scenario, for an n-qubit Hilbert space H, the depolarizing noise Epep
can be expressed as:

J— _ pI _
Epep(p) = (1 —p)p + D

where Dim = 2" represents the dimension of the state Hilbert space, and p is the noisy

probability.
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We will now delve into incorporating quantum noise into quantum measurements to
enhance HDP in any dimensional Hilbert space H. To assess this enhancement quanti-
tatively, we will utilize trace distance-based neighboring relationships between quantum
states in the following discussion of this section. As a quick reminder, as discussed in
chapter 2, two quantum states p and o are considered n-neighboring if their trace distance
is within 7, that is, p ~ o if and only if 7(p,0) < 7.

Building upon this concept, we first prove that introducing any quantum noise £y will

not degrade the differential privacy of any quantum measurement M.

Theorem 5. If a quantum measurement M = {M;}ico is (€,0)-HDP, then Mg, =

{5}:,(Mi)}i€@ is also (€,0)-HDP for any quantum noise En .

This theorem demonstrates that incorporating quantum noise does not compromise
privacy protection, even if the quantum noise is not generated by a differential privacy
mechanism (a designated noise), but rather arises from the intrinsic random noise in
quantum devices or a combination thereof. This substantiates the efficacy of our HDP
framework in the existing NISQ era where random noise is an inevitable factor of hybrid
quantum-classical algorithms.

Theorem 5 tells us that adding noise does not degrade overall privacy guarantees,
which naturally leads to the question: can we leverage noise addition to actively enhance
privacy protection in quantum measurements? The affirmative answer to this lies in the
utilization of depolarizing noise, as supported by insights from hybrid quantum-classical
algorithms [Gua+23, Theorem 4.1]. For completeness, we restate this known characteri-
zation within the HDP framework for quantum measurements, which will be used in our

subsequent analysis.

Proposition 1 (Known Result [Gua+23, Theorem 4.1]). Let M = {M,};co represent a

quantum measurement. The following conditions hold:

e M is (¢,0)-HDP if and only if

0 > maxJdg,
SCO
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where

0s = nAmax(MS) - (6€ +n - 1))\min(MS)u

and Mg = ) 1 cqg My. Here, Anax(Ms) and Amin(Mg) denote the mazimum and

minimum eigenvalues of Mg, respectively.

o M is e-HDP if and only if € > €*, where
*=In[(k* -1 1 d k"= M
e =[x —1)n+1] and & max K(Ms),

with k(Mg) = % being the condition number of Mg (taken as 400 if Apin(Msg) =

0).

This result provides a practical tool for evaluating (noisy) quantum measurements
under the HDP framework, enabling the determination of optimal privacy budgets even
when noise is present. We will utilize this characterization in the following sections to

quantify privacy guarantees for quantum measurements under depolarizing noise.

Theorem 6. Suppose we have a quantum measurement denoted by M = {M;};,co and
a depolarizing noise denoted by Epep with a noisy probability p. Then the obtained noisy

measurement Mg, is (¢,0)-HDP for any e > 0, where

- ptr(Msg)
5= 1—p)ys — (e — )EES)
ey | -ps = (€ =D
with vs = NAmax(Ms) — (e +1—1)Amin(Ms) and Mg = g My,. If we focus on e-HDP,

then Mep,, is &HDP, where € = In[(0 — 1)n + 1] and 6 = maxgco Og with

Dim - (1 = p)Amax(Ms) + tr(Ms)p

Oc =
® 7 Dim- (1= p)Amin(Ms) + tr(Mg)p

(3.3)

Proof. According to the definition of the depolarizing noise, we have that, for any matrix
A,

(A) = (1 —p)A+tr(A)L—T.

&t
Dim

Dep
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So we can get that

Zglgep(Mk) = Dep ZMk Dep MS)
kesS kesS

p
= (1—-pM tr(Mg)——1
(1 —p)Ms + tr( S)Dim

Susequently, we have

)\maX(EDep(MS)) ( ))\max(MS) +tr(MS)D1m’

)\min(g]T)ep(MS)) = (1 - p))\min(MS) + tr(‘]\4~§7)D113m

Then by using Proposition 1, we can get the conclusion.

Intuition. Depolarizing noise transforms any operator A into a convex combination of

A and the identity operator, namely

ptr(4)
Dim

Elep(4) = (1—p)A + I

This operation shrinks the eigenvalue spread of A: the largest eigenvalue decreases toward
the average value tr(A)/Dim, and the smallest eigenvalue increases toward it. As a result,
the condition number of A becomes smaller after depolarizing noise, meaning that the
measurement outcomes induced by neighboring states become less distinguishable.

Under the HDP framework, privacy guarantees are controlled by the extremal eigen-
values of Mg = ), ¢ M}.. Depolarizing noise makes these eigenvalues closer to each other,
which directly reduces the HDP privacy cost. Theorem 6 formalizes this intuition by ap-
plying Proposition 1 to the depolarized operator SJ; (Mg), yielding explicit expressions
for (¢,6)-HDP and e-HDP.

By the above result, we can adjust the noisy probability p to achieve the intended
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privacy budget € and § in the differentially private noisy measurement Mep,, -

The result of Theorem 6 relies on the quantum measurement M. If the details of
the measurement are unknown or if we aim to ensure that all quantum measurements
are differentially private, we can still employ depolarizing noise to accomplish this with a

worse (higher) e-HDP.

Corollary 3. Let Epey represent a depolarizing noise characterized by a noisy probability

p. For any quantum measurement M, the obtained noisy measurement MSDe,, 1s e-HDP,

where € = In (Wr] + 1).

Proof. For any quantum measurement M = {M;};co and for any S C O, we have 0 <

Amin(Ms) < Amax(Mg) < tr(Mg). Then according to Theorem 6

Dim - (1 — p) Amax(Msg) + tr(Mg)p

O —
5 Dim - (1 — p)Amin (M) + tr(Mg)p
< Dim - (1 — p)tr(Mg) + tr(Mg)p
- tr(Mg)p
- Dim - (1 —p)+p
, .
So 0 = maxgsco s < W and
e < ln[(Dlm-(l—p)+p_1)n+l]

b
Dim - (1 —
_ m(Hﬂ<mm4)
p

Which means Mg, is e HDP, where

€:m<ﬂm¢1p%+o_
D

g

Here, we present an upper limit for HDP budgets in Theorem 6 that is applicable to all
measurements. Notably, this finding aligns with the outcome achieved in the QDP frame-

work with the inclusion of depolarizing noise on quantum circuits [ZY17]. Consequently,
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our HDP framework can offer QDP protection through the utilization of depolarizing noise
mechanisms.

Moreover, if we aim to ensure privacy protection within different neighboring relation-
ships beyond the trace distance-based metric discussed earlier, such as the local operation-
based framework, we can still achieve this through the utilization of depolarizing noise
mechanisms. This is feasible because the maximum trace distance between quantum states
is 1, implying that if we consider 1-neighboring relationships based on the trace distance,
then all quantum states are considered neighbors. By setting n = 1 in Theorem 6, we can
derive the HDP budget facilitated by the depolarizing noise. Therefore, quantum depolar-
izing noise Epep can enable any quantum measurement to offer In (w + 1>—hybrid
differential privacy, irrespective of the proximity relationships among quantum states.

Let’s use an example to demonstrate how incorporating depolarizing noise can change

the measurement Mgpz in Example 2.1.1 from lacking HDP to ensuring HDP.

Example 3.3.2 (Continuing Example 2.1.1). We employ the quantum measurement M gz
as outlined in Fxample 2.1.1, maintaining the same local operation-based neighboring re-
lationship and input states p = |000) (000| and o = |001) (001| from Ezample 3.2.1 on a
3-qubit system (Dim =8).

To find the optimal € in HDP given by noisy measurement Mg, with a noisy prob-
ability p = 1/3 and n = 1, according to Theorem 6, we first determine the mazimum and
minimum eigenvalues of Mg =Y .o Magrzk, for all S € {0,...,7}. Let |S| indicate the
number of elements in the set.

For |S| =1 and i € {0,...,7}, we have Amax(Mauzi) = 3, Amin(Mguzi) = 0,
tr(Mgrz:) =1, and 0s =9 by Eq. 3.5.

For |S| > 2 and any S C {0,...,7}, we have tr(Mg) = |S|. Combining the fact
0 < Amin(Ms) < Amax(Ms) < 1, we obtain

8-(1-1)y-1+1.15

s <
1S

<9.

Qo= | ol

Therefore, maxgcqo,.. 71 0s =9, and € =In9.
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3.4 Evaluation of HDP

In above, we have introduced an HDP framework that utilizes both quantum and classical
methods to add noise, ensuring privacy. Theorems 4 and 6 demonstrate that incorporating
either an MBEM or a depolarizing noise mechanism can improve the level of differential
privacy protection for quantum measurements. We utilize a running example, starting
from Example 2.1.1 to 3.3.2, to demonstrate the application of our framework. To further
assess the efficacy and implications of these methods within our framework, we perform
a series of numerical experiments. Moreover, we carry out experiments to emphasize the
benefits of our framework compared to the existing QDP framework in achieving the same
privacy level through noise addition when specifying a quantum measurement. Addition-
ally, we empirically examine the privacy-utility trade-off of our MBEM and depolarizing
noise mechanisms across various aspects, including their specific parameters and compar-
ison both internally and with other mechanisms.

Utility Loss: To analyze the trade-off between utility and privacy, we employ Kullback-
Leibler (KL) divergence to evaluate the effectiveness of differentially private mechanisms.
KL divergence measures the discrepancy between a model’s probability distribution and
the actual distribution. This metric is commonly used to measure the distinguishability
between the probability distributions of private and original data in the context of classi-
cal differential privacy [DJW13; GI24; KOV14; AZ24]. In our evaluation of noise impact
on utility within the HDP framework, we calculate the maximum KL divergence as the
utility loss between the outcome distributions of measurements before and after noise in-
troduction across all quantum states. Let M represent the initial quantum measurement
and My denote the measurement after applying a differentially private noise mechanism
N (e.g., MBEM and depolarizing noise). The utility loss (UL) introduced by N on a

quantum measurement M is defined as

UL(N) = max. Dia(M(o) |Mx ()
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In this context, the maximum is computed in all quantum states subjected to quantum
measurements. A lower UL(N) signifies minimal noise impact, indicating preserved util-
ity, while a higher value suggests a more significant utility loss. This approach offers a
quantitative assessment of noise effects on utility.

Platform: Our experiments were carried out on a MacBook Pro equipped with an Ap-
ple M1 Pro chip, 10-core CPU, 16 GB of unified memory, and integrated GPU, operating

on macOS Monterey 12.0.1.

3.4.1 Hybrid Differential Privacy Mechanisms

We evaluate the efficacy of the MBEM and the depolarizing noise mechanism in achieving
e-HDP across various € values.

Measurement-based exponential mechanism. To assess the suitability of the MBEM, we
investigate the correlation between utility loss and the sensitivity parameter Au, displayed
in Fig. 3.3. The study depicts four curves corresponding to different privacy budget
parameters €, showcasing the variation in utility loss across various Aw values. Since Au
gauges the sensitivity of probability distributions as defined in Eq. 3.1, it is constrained
to a maximum value of 1. A more precise upper limit can be computed using the same
equation, yielding Au = 1/2. Hence, in Fig. 3.3, the range of Au spans from 1/2 to 1.

The results shown in Fig. 3.3 indicate that using a smaller value of Au (i.e., a tighter
upper bound on sensitivity) reduces utility loss. This demonstrates that carefully selecting
a tighter Au not only improves data utility but also maintains the required privacy guar-
antees with minimal noise. These findings confirm the effectiveness of MBEM in balancing
privacy and utility.

Furthermore, detailed experimental data and analyses on Au and its relationship with
the privacy level € are provided in the Section 3.4.4. These analyses further reveal the
trade-off between Aw and utility loss, and demonstrate how optimizing Awu can achieve
more accurate privacy protection.

Quantum depolarizing noise mechanism. To verify the possibility of enhancing the
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Figure 3.3: Trade-off between utility loss and MBEM sensitivity Awu for different e-HDP.

probability p of quantum depolarizing noise to achieve the desired level of HDP, we deploy
the relationship between p and the differential privacy parameter ¢ as per the equation
stated in Corollary 3 and get Fig. 3.4. Our analysis is conducted on a 3-qubit system
(Dim = 8) focusing on the trace distance-based n-neighboring relationships for varying
n values. The depicted graph illustrates that with an increase in the added noise (value
of p), the level of HDP protection improves consistently regardless of the n value. This
observation suggests that augmenting the noisy probability p contributes to enhancing
HDP.

Furthermore, we investigate the relationship between the neighboring parameter 7 and
the privacy budget €, as illustrated in Fig. 3.5, where we evaluate different depolarizing
noise levels p € {0.2,0.3,0.4}. The figure shows that as 1 increases—indicating a broader
set of considered neighboring quantum states—it becomes more difficult to ensure privacy
protection against all such neighbors, leading to a higher value of e. This result high-
lights the inherent trade-off between the granularity of n-neighboring relationships and

the achievable HDP privacy budget e.

3.4.2 Comparison to Quantum Differential Privacy

The primary difference between HDP and QDP lies in their focus: the former guarantees

privacy for a specific quantum measurement, whereas the latter ensures privacy across all
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Figure 3.4: Trade-off between e-HDP and noisy probability p of depolarizing noise for
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Figure 3.5: Trade-off between e-HDP and 7-neighboring relationship under depolarizing
noise with noisy probability p.

quantum measurements, as depicted in Fig. 3.1. Moreover, when utilizing quantum depo-
larizing noise, the QDP framework proves to offer inferior privacy protection compared to
our hybrid framework. Fig. 3.6 demonstrates this contrast within the context of Exam-
ple 3.3.2. The disparity between the estimated differential privacy value from QDP and
the actual value from our HDP is evident in the figure. Essentially, the HDP framework
proposed in this research provides significant advantages in privacy protection for known

quantum measurements of hybrid quantum-classical algorithms.



74

0 0.‘1 012 0.‘3 O.‘4 0.‘5 016 017 018 0.‘9
p
Figure 3.6: Comparison of e-QDP and e-HDP in terms of depolarizing noise probability p.

3.4.3 Privacy-Utility Trade-off Analysis

In this study, we conducted experiments using three types of quantum circuits: a varia-
tional quantum circuit (VQC), a GHZ circuit, and a randomly generated circuit,

to analyze and compare their performance.

e VQC: The variational quantum circuit is widely used in quantum machine learning
as it serves as a quantum analog of classical neural networks, enabling parameter
optimization for specific tasks. Our VQC consists of 3 qubits and 3 layers. Each layer
includes parameterized R,(f) rotation gates with randomly initialized parameters

applied to each qubit, followed by CNOT gates that entangle neighboring qubits.

e GHZ Circuit: The GHZ circuit is used to prepare highly entangled quantum states,

as described in earlier sections.

¢ Random Circuit: The random circuit consists of 3 qubits with a depth randomly
chosen between 3 and 5 layers. Single-qubit gates (e.g., H, X, Z, R,(0), R.(0))
and CX gates are randomly applied, where the rotation angles # are uniformly
sampled from [0, 2M]. This circuit serves as a baseline to evaluate the performance

of structured circuits like VQC and GHZ.

For each circuit, the input states were initialized to classical binary strings, and the
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output states were simulated using the Statevector method to compute exact probability
distributions. These circuits were evaluated under specific noise models, and the relation-
ship between privacy parameters (¢) and utility loss (measured via KL divergence) was
analyzed for comparison.

The circuits include the GHZ circuit described earlier and two additional randomly
generated quantum circuits. For each circuit, the theoretical output distributions are
modified separately using MBEM and the depolarization mechanism. The KL divergence
between the original and modified distributions is computed as a measure of utility loss,
while the privacy guarantee is determined by varying the privacy parameter €. The figure
illustrates the relationship between privacy (e) and utility loss (KL divergence) across
the three circuits for both noise addition methods, highlighting the effect of classical and
quantum noise on the balance between privacy and utility.

This section provides supplementary experiments to further evaluate the effectiveness
and utility of hybrid differential privacy mechanisms. Specifically, we present detailed
analyses and experimental results for two key mechanisms: the Measurement-Based Ex-
ponential Mechanism and the Depolarizing Noise mechanism. The goal is to explore how
these mechanisms perform under different configurations, with a focus on balancing pri-
vacy and utility.

Internal Comparison: We initially assess the balance between privacy and utility
in our MBEM utilizing classical noise and the depolarizing noise mechanism employing
quantum noise. The trade-offs between privacy and utility for both approaches on three
3-qubit quantum circuits are illustrated in Fig. 3.7. The graph clearly illustrates that
both MBEM and the depolarizing noise mechanism result in a reduction in utility as the
level of privacy protection increases. However, the extent of this reduction varies among
the different circuits. Additionally, we notice that the depolarizing noise mechanism,
incorporating quantum noise, exhibits better utility compared to the MBEM method
using classical noise, at the same level of privacy protection. Nonetheless, the correlation

between utility and privacy for these methods does not exhibit a significant distinction.
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This suggests that both methods are valid choices for privacy protection, and the selection

between them should be based on the specific requirements of the practical issue at hand.
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Figure 3.7: Privacy-utility trade-off for MBEM and depolarizing noise mechanisms (Dep)
on three 3-qubit quantum circuits.

MBEM v.s. Other Classical Noise: We evaluate the effectiveness of our MBEM
approach in comparison to the commonly employed Laplace mechanism and the Gaussian
noise mechanism within the HDP framework. The specific implementation details can
be found in Section 2.4.1 By plotting privacy-utility curves, illustrated in Fig. 3.8, we
examine the trade-offs between privacy and utility. The results indicate that the MBEM
method offers notably improved utility without compromising the level of privacy provided.
Additionally, it is apparent that the utility of MBEM increases as the level of privacy
protection lessens.

Qubit Number: At last, the privacy-utility trade-offs for MBEM and depolarizing
noise mechanisms on quantum random circuits and variational quantum circuits (VQC)
with varied qubit numbers are conducted. The result of MBEM on VQC is presented in
Fig. 3.9 , and other similar results are presented in Section 3.4.5. In these experiments,
VQC and RC allow for a range of 3 to 12 qubits. Although our approach is applicable
to any qubit number, the computation of utility loss becomes more resource-intensive
with increasing qubit numbers due to the exponential growth in the dimension of the

measurement outcome distribution. To streamline operations, we present the privacy-
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Figure 3.8: Comparison of the privacy-utility trade-off of different classical noise mecha-

nisms on a GHZ circuit.

utility trade-off analysis within the confines of 12 qubits. The results highlight that our

methods can be applied to any quantum circuits with different qubit number.

25 . ! ! ! ! . . .
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Figure 3.9: Privacy-utility curves for MBEM on variational quantum circuits (VQC) with

varied qubit numbers.

3.4.4 Detailed Analysis of MBEM

In this subsection, we extend the analysis of the MBEM introduced in Example 3.3.1.
We explore the application of the MBEM to safeguard the e-HDP of a quantum state

pz = |000) (000| against any other state when measured by the quantum measurement
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Mcguz. Table 3.3 illustrates the resulting probability distributions with varying levels
of noise error introduced by the MBEM to achieve different levels of privacy as defined
by € in the HDP framework. The second row in the table represents the distribution of
measurement outcomes without the mechanism, which does not ensure privacy protection
(e = 00). The first column in the table denotes the expected level of differential privacy
provided by the MBEM in Theorem 4, while columns two through nine display the adjusted
measurement outcome distributions due to the mechanism. The final column indicates
the more actual level, denoted by €p, of differential privacy achieved by the mechanism
according to the HDP definition in Definition 2.4, as a baseline.

The table illustrates that as the value of ¢ decreases, the MBEM introduces more
noise, thereby enhancing privacy protection. This highlights the mechanism’s effectiveness
in ensuring privacy. However, the level of privacy guaranteed by e deviates significantly
from the true privacy level ep. To address this discrepancy and obtain a more accurate
estimation of the privacy protection offered by the MBEM, selecting a more suitable value
for Au, which represents the sensitivity of the mechanism, is crucial. In Example 3.3.1
and Table 3.3, we assume Au = 1, but a more precise value can be calculated using the
formula in Eq. 3.1, resulting in Au = 1/2. By substituting this refined value into the
example, we derive the outcomes presented in Table 3.4.

A comparison between Tables 3.3 and 3.4 reveals that to achieve the same expected
differential privacy effect €, setting Au to 1/2 reduces the added noise, as evidenced by the
probability distribution post-noise addition closely resembling the original distribution.
Furthermore, a more accurate Awu leads to € approaching ep, indicating that a precise
Aw can deliver the desired privacy protection with minimal interference from noise, thus

balancing privacy and utility. This trade-off is demonstrated in Fig. 3.3.
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€ | Pem(0lpz) | Pem(llpz) | Pem(2lpz) | PeM(Blpz) | Pev(4lez) | Pem(Blpz) | Pem(6lpz) | Pem(Tlps) | e
o0 0.5 0 0 0 0 0 0 0.5 00
1 ~ 0.1499 ~ 0.1167 ~ 0.1167 ~ 0.1167 ~ 0.1167 ~ 0.1167 ~ 0.1167 =~ 0.1499 0.25
3 ~ 0.2069 ~ 0.0977 =~ 0.0977 ~ 0.0977 ~ 0.0977 ~ 0.0977 ~ 0.0977 ~ 0.2069 0.75
5 ~ 0.2680 ~ 0.0770 =~ 0.0770 ~ 0.0770 ~ 0.0770 ~ 0.0770 ~ 0.0770 =~ 0.2680 1.25
10 ~ 0.4006 ~ 0.0329 =~ 0.0329 ~ 0.0329 ~ 0.0329 =~ 0.0329 ~ 0.0329 ~ 0.4006 2.50

Table 3.3: The distributions for different values of € by the measurement-based exponential
mechanism with Au = 1.

€ | Peru(0lpy) | Pem(Llpy) | Pem(2lps) | Pem(Blps) | Penm(4lps) | Pem(5lpr) | Pem(6lpy) | Pem(7lps) | €p
00 0.5 0 0 0 0 0 0 0.5 [e'e]
1 ~ 0.1770 ~ 0.1076 ~ 0.1076 ~ 0.1076 ~ 0.1076 =~ 0.1076 ~ 0.1076 ~ 0.1770 | 0.50
3
5

~ 0.2990 ~ 0.0668 =~ 0.0668 ~ 0.0668 ~ 0.0668 ~ 0.0668 ~ 0.0668 ~0.2990 | 1.50
~ 0.4010 ~ 0.0329 ~ 0.0329 ~ 0.0329 ~ 0.0329 ~ 0.0329 ~ 0.0329 ~ 0.4010 | 2.50
10 | =~ 0.4901 ~ 0.0033 ~ 0.0033 ~ 0.0033 ~ 0.0033 ~ 0.0033 ~ 0.0033 ~ 0.4901 | 5.00

Table 3.4: The distributions for different values of € by the measurement-based exponential
mechanism with Au = 1/2.

3.4.5 Extended Privacy-Utility Trade-off Evaluation on Multi-Qubit Cir-

cuits

While the preceding sections established the fundamental behavior of HDP mechanisms
using small-scale quantum circuits, it remains essential to examine how these mechanisms
perform when applied to larger and more practical quantum circuits. Small-scale ex-
periments provide a clear and controlled environment for understanding the interaction
between differential privacy mechanisms and quantum measurements; however, real-world
applications in hybrid quantum-classical algorithms typically involve circuits with multi-
ple qubits and deeper structures, where scalability and robustness under varying qubit
configurations become critical.

To address this, we extend our evaluation to multi-qubit quantum circuits to assess
the scalability of our HDP methods while ensuring that privacy guarantees are preserved
without incurring excessive utility loss. Specifically, we present privacy-utility trade-offs
for both the MBEM and depolarizing noise mechanisms applied to two types of quantum
circuits: random circuits and variational quantum circuits (VQC). The experiments are
conducted with varied qubit numbers to evaluate the performance of these mechanisms in

multi-qubit scenarios. Our goal is to explore how the hybrid differential privacy (HDP)
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framework behaves under classical and quantum noise in multi-qubit settings.

Experiment Setup and Circuit Configurations In these experiments, we utilize
two types of quantum circuits: random circuits and variational quantum circuits

(VQC). Their configurations are described as follows:

¢ Random Circuit: The random circuit consists of 3 to 12 qubits, with a depth
randomly chosen between 3 and 5 layers. Single-qubit gates (e.g., H, X, Z, R,(9),
R.(0)) and C'X gates are randomly applied, where the rotation angles 6 are uniformly
sampled from [0, 2M/]. This circuit serves as a baseline to evaluate the performance

of structured circuits like VQC.

e VQC: The variational quantum circuit (VQC) is widely used in quantum machine
learning as it serves as a quantum analog of classical neural networks, enabling
parameter optimization for specific tasks. In our experiments, the VQC consists of
3 to 12 qubits and multiple layers proportional to the number of qubits. Each layer
includes parameterized R, () rotation gates with randomly initialized parameters

applied to each qubit, followed by CNOT gates that entangle neighboring qubits.

For both types of circuits, the input states were initialized as classical binary strings,
and the output states were simulated using the Statevector method to compute exact
probability distributions. Errors were introduced into the circuits using the MBEM and
depolarizing noise mechanisms, resulting in noisy output distributions. The utility loss was
quantified by computing the KL divergence between the original (noise-free) distributions
and the noisy output distributions, while the privacy guarantee was assessed by varying
the privacy parameter e.

The results of these experiments are shown in Figures 3.10' to 3.13, which illustrate
the privacy-utility trade-offs for the two mechanisms applied to random circuits and VQC,

respectively. Specifically:

'Fig.3.10 is a copy of Fig. 3.9.
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Figure 3.10: Privacy-utility curves for MBEM on variational quantum circuits (VQC) with
varied qubit numbers.
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Figure 3.11: Privacy-utility curves for MBEM on quantum random circuits with varied

qubit numbers

e Figures 3.10 and 3.11 present the privacy-utility trade-offs for MBEM applied
to random circuits and VQC, respectively. The results demonstrate that as privacy
protection weakens (e increases), utility loss decreases, indicating that reduced pri-
vacy leads to improved usability. Furthermore, the utility of the algorithm decreases
as the number of qubits increases, with the degradation more evident in MBEM

compared to the depolarizing noise mechanism.

e Figures 3.12 and 3.13 display the corresponding privacy-utility trade-offs for the

depolarizing noise mechanism. Similar to MBEM, weaker privacy protection im-
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Figure 3.12: Privacy-utility curves for depolarizing noise mechanism on quantum random
circuits with varied qubit numbers

1.2 ! .
—6— 4-Qubit VQC
—&— 5-Qubit VQC
1 6-QubitsVQC |
—A— 10-Qubit VQC
/ —— 12-Qubit VQC

Utility Loss

Figure 3.13: Privacy-utility curves for depolarizing noise mechanism on variational quan-
tum circuits with varied qubit numbers

proves utility. However, the impact of qubit numbers on utility is less significant for

the depolarizing mechanism compared to MBEM.

3.4.6 Summary and Implications

From these results, we observe that the depolarizing noise mechanism exhibits a privacy-
utility trade-off that is less sensitive to the number of qubits, making it more predictable
in multi-qubit scenarios. On the other hand, MBEM is more sensitive to qubit numbers,

indicating that it requires detailed privacy-utility trade-off analyses tailored to specific
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qubit configurations when applied in practice.

Circuit Type Mechanism 10 Qubits | 12 Qubits
o MBEM =~ 0s 1s
Random Circuits (RC) Depolarizing noise 27s Tmin 7s
L . MBEM ~ Os 3s
Variational Quantum Circuits (VQC) Depolarizing noise s T0min 158

Table 3.5: Execution times for privacy-utility trade-off analysis of MBEM and depolarizing
noise mechanisms on RCs and VQCs.

Table 3.5 compares the execution times of the two mechanisms for different qubit
numbers. MBEM demonstrates significantly faster execution, completing analyses within
seconds, even for 12 qubits. In contrast, the depolarizing mechanism requires much longer

computational times as the qubit number increases. For example:

e On random circuits with 10 qubits, MBEM completes in almost 0 seconds, whereas
the depolarizing noise mechanism requires 27 seconds. For 12 qubits, MBEM takes

1 second, but the depolarizing noise mechanism requires 7 minutes and 7 seconds.

e On VQC circuits with 10 qubits, MBEM completes in almost 0 seconds, while the
depolarizing noise mechanism requires 34 seconds. For 12 qubits, MBEM takes
3 seconds, whereas the depolarizing noise mechanism requires 10 minutes and 15

seconds.
In summary, these findings highlight two key takeaways:

1. The depolarizing mechanism’s utility-privacy trade-off is less affected by the qubit

number of quantum systems, making it a robust choice in multi-qubit scenarios.

2. MBEM, while more sensitive to qubit number, offers extremely fast execution times,
allowing for efficient privacy-utility trade-off analyses without significantly impacting
performance. This makes MBEM suitable for balancing privacy and utility in time-

sensitive applications where computational efficiency is critical.
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Chapter 4

Rényi Differential Privacy in

Quantum Machine Learning

In classical machine learning, Rényi Differential Privacy (RDP) has become a widely
used tool for analyzing privacy guarantees, particularly in iterative algorithms such as
stochastic gradient descent, where its strong composition properties enable tighter bounds
than standard (e, §)-differential privacy. Motivated by these successes, in this section we
extend the use of RDP to quantum machine learning (ML) circuits. By focusing on fixed
measurement settings that naturally arise in QML, we show how RDP can provide a more

accurate and tractable characterization of privacy loss in the quantum setting.

4.1 Rényi Differential Privacy of Quantum Measurements

In quantum machine learning, quantum states often encode sensitive classical data. While
the internal quantum computations may not be directly observable, QML algorithms pro-
duce classical outputs via fixed quantum measurements. Therefore, to analyze the differ-
ential privacy of QML algorithms, it is natural to focus on the privacy properties of the
measurement process.

As previously discussed, the behavior of a QML algorithm can be characterized by

a quantum channel £ followed by a fixed quantum measurement M = {M;};co, which
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together map input quantum states to classical distributions over the outcome set O.
Under the Heisenberg picture, the combined effect of the channel and measurement can
be represented as an equivalent measurement Mg = {ET(M;)}ico directly applied to the
input state.

This perspective allows us to study the privacy properties of the entire QML pro-
cess by analyzing the distinguishability between the output distributions of this effective
measurement applied to neighboring quantum states.

A quantum measurement maps a quantum state to a classical probability distribution
over a set of possible outcomes. Specifically, let M = {M;, };co be a quantum measurement
and p € D(H) a quantum state. We define the measurement-induced distribution M (p)

over the outcome set O as follows:

PriM(p) € S = tr(Mip), VS CO.
€S
In this chapter, we apply Rényi differential privacy (RDP) to the classical distributions
induced by quantum measurements. This formulation captures the observable privacy loss

in QML and allows for efficient analytical evaluation.

Definition 7 ((«,¢)-RDP of a Quantum Measurement). Let € > 0 and o € (1,00). A
quantum measurement M = {M; }ico is said to satisfy (o, €)-Rényi differential privacy if,

for all neighboring quantum states p ~ o, it holds that
Do (M(p)[|M(0)) < e

This definition directly extends classical RDP to the output distributions of quantum
measurements. It is particularly relevant in QML, where measurements are typically fixed
and repeated, and thus serve as the only classical interface through which information
about the input state may be revealed.

Compared to (e,0)-differential privacy, which bounds the worst-case multiplicative

deviation in outcome probabilities, RDP provides a tunable relaxation that can yield
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tighter privacy bounds and more flexible utility-privacy trade-offs. The order parameter
«a controls the sensitivity of the divergence to rare events: as a — 1, it approximates
average-case behavior; as a — 00, it converges to worst-case e-DP.

We now present two standard connections between RDP and (e, §)-DP.

Proposition 2 (From RDP to (¢,0)-DP). If a measurement M satisfies (c, €)-RDP, then
it also satisfies (e5,0)-DP for any § € (0,1), where

, los(1/9)

€5 = €
a—1

Proof. The proof follows the same argument as Proposition 3 in Mironov [Mirl7]. In our
setting, the inputs are neighboring quantum states p and o, and the mechanism M is a
fixed quantum measurement that maps quantum states to classical output distributions.
The Rényi divergence D, (M(p)||M(o)) is therefore computed between these classical
distributions.

Since the output of M is classical, the same reasoning from the classical case applies
directly. By applying the standard result that («,€)-RDP implies (es,0)-DP for classical
distributions, we obtain the same guarantee in this hybrid quantum-classical context. No
modification is needed beyond interpreting the mechanism as the measurement-induced

classical distribution. O

Proposition 3 (From e-DP to RDP). If a measurement M satisfies e-differential privacy,

then for any o > 1, it also satisfies (o, 2% - €)-RDP:

(07

Do(M(p)[[M(0)) <

a_l'G.

Proof. Let p; = tr(M;p) and g; = tr(M;o) denote the output probabilities of the measure-

ment outcomes. The definition of Rényi divergence of order a > 1 is:

1 .
Da(plla) = — log (Zp?qil O‘) :

€O
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Observe that:

where the inequality follows from the assumption % < e for all i.

Summing over i, we obtain:

D opfgl T < e > g =
: .

Therefore,

1
Da(plla) = ——
which completes the proof. O

In summary, analyzing the Rényi differential privacy of quantum measurements pro-
vides a practical and principled method for quantifying the privacy of QML algorithms.
Since all observable outputs in QML arise from measurements, this perspective allows us
to directly study the privacy impact of quantum processing pipelines using established
divergence-based tools.

Next, we observe that several desirable properties satisfied by quantum (e, d) -DP, such

as post-processing and composition, also hold under our framework.

4.1.1 Post-Processing Properties of RDP for Quantum Measurements

The Rényi differential privacy guarantees for quantum measurements are preserved un-
der both classical post-processing of measurement outcomes and quantum pre-processing
of input states. These properties, analogous to those in classical RDP, ensure that pri-
vacy remains intact even when additional operations are composed with the measurement

procedure. We state both results formally below.

Theorem 7 (Classical Post-Processing). Let M = {M;}ico be a quantum measurement

satisfying (o, €)-RDP. Let g : O — O’ be a (possibly randomized) classical function applied
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to the measurement outcomes. Then the composed mechanism g o M, defined as

goM(p) = g(M(p)),

also satisfies (o, €)-RDP.

Proof. This result follows directly from the data processing inequality for Rényi diver-
gence [VH14]. Consider a randomized mapping g : O — O'. By the data processing

inequality, we have

Do (M(p)[M(0)) = Dalg(M(p))llg(M(a)))-

Therefore, if M satisfies («a, €)-RDP, so does g o M. O

This result states that applying any classical transformation to the output distribu-
tion—such as grouping, labeling, or perturbing outcomes—does not increase the privacy

loss beyond that of the original measurement.

Theorem 8 (Quantum Pre-Processing). Let M = {M,}ico be a quantum measurement

satisfying (c, €)-RDP. Let Ex be a quantum channel. Define the modified measurement as
Mey =L (Mi)}ico,

where SJT\, is the dual (Heisenberg-picture) channel of En. Then Mg, also satisfies (o, €)-
RDP.

Proof. By Proposition 2 in Zhou et al. [ZY17], quantum channels contract trace distance.

That is, for any neighboring quantum states p and o, we have

D<8N(p)7 gN(U)) < D(ﬂ? U)'

This implies that if p and o are neighboring, then Ex(p) and Ex(0) are also neighboring.

Since M satisfies («, €)-RDP, it follows that the composed process M o Ey also satisfies
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(cr, €)-RDP. In the Heisenberg picture, this is equivalent to saying that the effective mea-
surement Mg, = {EZJF\,(Mi)}Z-eo also satisfies (a, €)-RDP. Here D(p, o) denotes the trace

distance between p and o, consistent with the notation used throughout this paper. [

This theorem shows that applying quantum noise (or any CPTP map) before mea-
surement preserves the RDP guarantee. This includes practical noise processes such as
depolarization, amplitude damping, or encoding layers.

Together, these results demonstrate that RDP guarantees are robust under both clas-
sical and quantum operations that precede or follow the measurement. In the context
of QML, this means privacy guarantees at the measurement interface are preserved even
in the presence of noise or classical post-processing, making RDP a modular and reliable

privacy model for analyzing quantum measurement outcomes.

4.1.2 Composition Theorem for RDP of Quantum Measurements

To support the modular analysis of QML algorithms, it is important to understand how
Rényi differential privacy composes across multiple measurements. In this section, we
formalize the composition rule when two or more measurements are applied independently
to different subsystems of a composite quantum state.

Let My = {M;}ico, and My = {M;};c0o, be two quantum measurements defined on

Hilbert spaces H1 and Ha, respectively. Their joint measurement is defined as
MI,Q = {Mz’,j =M; ® Mj ‘ ie0,j€ 02},

which maps product states p12 = p1 ® p2 € D(H1 ® Ha) to classical distributions over
01 x Os.

We say that two product states p12 = p1 ® p2 and 012 = 01 ® o9 are neighboring,
denoted p12 ~ 01,2, if p1 ~ 01 and p2 ~ o2, where neighboring is defined via trace distance
(see Section 3.2.2). This definition extends naturally to n-partite tensor products.

We now state the composition theorem.
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Theorem 9 (Composition of RDP for Quantum Measurements). Let M; be an («,€1)-
RDP quantum measurement on Hi, and let Ma be an («, €2)-RDP quantum measurement

on Ha. Then the joint measurement My o satisfies (o, €1 + €2)-RDP on Hi ® Hs.

Proof. As M; is (o, €;1-RDP. We can get that for all neighboring state pi, pj over Hj,
Do (Mi(p1)||M1(p))) < e1. That is ﬁln(zi[tr(Mipl)o‘ tr(M;p))t =) < €, similarly,

S (5 [or(M; p2)° - (M) ) < 2. So

Do (Mi2(p1 ® p2)||[Mi2(p] ® ph))

= (Y (Mislor @ o)) (Mis(h @ )

o — i
T @ . Sy [t (Mipy) - tr(Mpa)|* - [tr(Migh) - tr(M; )] =)
ij
= i 1 IH(Z[U(MM)“ tr(Miph)' =] - Z[tr(Mjpz)a tr(M;ph)' ™)
= ail{ln(Z[U(Mim)a te(Mph)' ) + hl(Z[tr(Mjm)a - tr(Mjp5)' %))}
< €1+ €. !

O]

This result demonstrates that the RDP guarantees of quantum measurements are
additive under composition, similar to the behavior of classical and quantum (e, d)-DP.
It enables the privacy analysis of complex QML workflows by composing the privacy
parameters of independently measured quantum components.

If the individual measurements are defined using different Rényi orders a; and as, one
can use the monotonicity of Rényi divergence in o to upper-bound both measurements

under a common « := max{aj, as} before applying the theorem.

4.2 Rényi Differential Privacy Verification

In this section, we present a core theoretical result that enables tractable verification of

Rényi differential privacy for quantum measurements. Our formulation leverages a subset-
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based inequality that arises naturally due to the structure of quantum measurements, and

allows us to analytically upper bound the RDP guarantee.

4.2.1 Equivalent Condition and Approximate Converse for Rényi Dif-

ferential Privacy

Let M = {M;};co be a quantum measurement and p,o € D(H) be neighboring quantum
states. We consider the output distributions M(p) and M (o) over measurement outcomes.
The following theorem provides an equivalent condition and an approximate converse for

Rényi differential privacy.

Theorem 10 (Equivalent Condition and Approximate Converse for RDP). Let M =
{M;}ico be a quantum measurement and p,oc € D(H) be neighboring quantum states.

Then:

1. If M satisfies («, €)-Rényi differential privacy, then for all subsets S C O,

a—1

Z tr(M;p) < <e€ : Z tr(Mm)) ) .

€S €S

2. Conversely, if the above inequality holds for all S C O, then M satisfies (o, € +

log |0
a—1

)-Rényi differential privacy.

Proof. Part 1. This follows directly from Proposition 10 in Mironov [Mirl7].

Part 2. Assume the subset inequality holds for all subsets S C O:

a—1

Ztr(Mip) < <e€Ztr(MiJ)) ) . (1)

€S €S
Applying this to singleton sets S = {i} gives

a—1

tr(M;p) < (e‘tr(M;o)) =
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Raising both sides of (2) to the power « yields
tr(M;p)® < e @ Vir(M;o)* L. (3)
Multiplying (3) by tr(M;c)!~® and summing over all i € O, we obtain
Ztr(Mip)atr(Mia)l_a < el (4)

€O

By the definition of Rényi divergence,

PallM(p) | M) = L log 3 ()t~ )
Combining (4) with (5) gives
Da(M(p) | M(0) < e+ 2210
which completes the proof. 0

This result enables a conservative but practical approach to RDP verification. While
the subset inequality is strictly weaker than full RDP, it yields a meaningful upper bound
on the privacy parameter that depends only on the number of measurement outcomes |QO].
This dependence reflects the information leakage potential of the measurement and is a

direct consequence of the classical nature of its outcome statistics.

4.2.2 Analytical Computation of Rényi Differential Privacy Bounds

Based on Theorem 10, we define an upper bound €* on the Rényi differential privacy of a

quantum measurement as follows:

a—1

=inf¢e>0|VSCO, p~o, Ztr(Mip) < (eEZtr(MiJ)>

€S €S
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Then, the measurement M satisfies («, €* + l(fil(lo‘)-l{DP. This gives a tractable way to
estimate RDP guarantees based on subset probabilities, without directly computing the
full Rényi divergence between output distributions.

To compute €*, we aim to determine the smallest € such that the following supremum

is non-positive for all S C O:

a—1

sup Ztr(Mip) — <e6 : Ztr(MZU)> ) <0, (4.1)

p,0,D(p,0)<n \ ;cg icS

Let Mg :=},.g M;. Then, the constraint simplifies to:

sup <tr(Mgp) — (e tr(MSa))aT_l> <0. (4.2)
p.0,D(p,o)<n

Lower Bound. To establish a lower bound for e, we evaluate the supremum by

selecting a specific choice of states:

v=n) W+ A =)o) e, ¢ =|o){dl, (4.3)
where:
e |¢) is the eigenvector of Mg corresponding to the largest eigenvalue Apax(Ms),
e |¢) is the eigenvector of Mg corresponding to the smallest eigenvalue Apin(Mg),
e |¢) L |¢) (orthogonal).

Since the trace distance between v and ¢ is:

D(,¢) = gl — 8l = /T~ TIAE = .

this choice respects the trace distance constraint.

Hence:
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a—1
sup (tr(MSp) — (e tr(MSU))T>
p,0,D(p,0)<n

> tr(Mgy) — (¢ tr(Ms¢)) T

a—1

= NAmax(Ms) + (1 = 7)Amin(Ms) = (- Amin(Ms)) = .

Upper Bound. On the other hand, for any quantum states p,o € D(H) with

D(p,o0) < n, let p—0 = AL — A_ be a decomposition into orthogonal positive and

negative parts (i.e., Ay > 0 and AL A_ = 0). Then, we have tr(A;) = tr(A_), since

0=tr(p—o) =tr(A; —A_). Thus, the trace norm condition gives:D(p, o) = tr(Ay) <.

Furthermore, we compute:

IN

IN

sup [tx(Msp) — (e“tr(Mer) = |

£,0,D(p,0)<n

sup  [er(Ms(As = A~ +0)) = (e“tr(Mso)) 5
tr(A_)=tr(A4)<n

sup [tr(MsAy) —tr(MsA_)
tr(A)=tr(A4)<n
+tr(Mgo) — (eEtr(MSU))aT_1

A,

sup tr(Ap)tr(Mg

tr(A)=tr(A4)<n [ (B tr(A+))

—tr(A)tr(Mstr(AA_)) + tr(Mgo) — (eftr(Msa))‘*;l]

sup tr(A max tr(Mgp;
tr(A):tr(A+)§n|: ( +)p1€D(H) ( )

—tr(A_) min tr(Mgps) + tr(Mgo) — (eetr(MSJ))aal]
p2ED(H)
sup [tr(At)(Amax(Ms) — Amin (Ms))
tr(A-)=tr(A+)<n
1

+tr(Mgo) — (e‘tr(Mgo)) S

a—1

NAmax(Ms) — DAmin(Mg) + tr(Mgo) — (e‘tr(Mgo)) «

If we consider the expression
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a—1

tr(Mgo) — (e‘tr(Mgo)) =

as a function of tr(Mgo), we observe that it is a convex function. This implies that its
maximum value is attained at the boundary points of its domain.

Since we have the constraint:

)\min(MS) < tr(MSU) < )\max(MS)v

the supremum of this function is achieved at either tr(Mgo) = Amin(Msg) or tr(Mgo) =
Amax(Mg). Thus, its optimal value is given by:

a—1 a—1

max{)\min(MS) - (ee)\min(MS)) « a)\max(MS) - (ee)\max(MS)) « }
Therefore, we conclude the following:

sup [tr(MSp) - (egtr(MSU))%1
p,0,D(p,0)<n

a—1

< maX{n)\max(MS) + (1 - n)Amin(MS) - (eeAmin(MS))Ta

(1 + 1) Amax(Ms) = DAmin (M) — (¢ Amax(Ms)) < }

Two cases. We now consider two possible cases depending on which term achieves

the maximum value in the following expression:

Mmax(Ms) + (1 = ) Amin(Ms) — (€ Amin(Ms)) 5,

max
a—1

(14 1)Amax(Ms) = nAmin(Ms) = (€ Amax(Ms)) =

Case 1. If the first term achieves the maximum, i.e.,

a—1

Mmax(Ms) + (1 = 1) Amin(Ms) — (€“Amin(Ms)) <

a—1

> (1 + U)Amax(MS) - n/\min(MS) - (66/\max(MS)> o,
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then this upper bound matches exactly with the lower bound we constructed earlier. In this
case, we can conclude that the supremum is tight, and the optimal Rényi DP parameter

€* is given by:

- ([nAmax<Ms> (1= n)Amm<Ms>]f1> | 4

)\min (MS)

Case 2. If instead the second term is larger, i.e.,

a—1

n)\max(MS) + (]- - n))\min(MS) - (eeAmin(MS)) o

a—1

< (1 + n)Amax(MS) - nAmin(MS) - (eeAmaX(MS)) @y
then the supremum is dominated by the second expression, and our lower-bound construc-
tion no longer achieves the maximum. In this case, we cannot solve for the exact value of
€*, but we can still guarantee Rényi differential privacy by ensuring that this larger upper

bound is less than or equal to zero. That is, we require:

a—1
nAmax(MS) - nAmin(MS) + )\max(MS) - (ee)\max(MS')) a < 07 (45)

which gives an upper bound on €* that guarantees the supremum remains non-positive.

Specifically, we have:

¢ <In (Kl + 1) Amax(Ms) — ﬂAmin(MS)]‘”il>
: Amax (M) :

Following the analytical construction discussed above, we formalize the procedure for com-
puting the optimal privacy parameter €* into a practical algorithmic form. The algorithm
iterates over all subsets S C O of measurement outcomes and computes two candidate
values for each subset: one based on the analytical lower bound (referred to as the tight
bound) and the other based on a general upper bound. The larger of the two is selected
as the candidate privacy parameter eg for the subset S. Among all subsets, the algorithm

identifies the maximum such value and returns it as the final result €*.
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This procedure, presented as Algorithm 3, not only provides a direct computation
of Rényi differential privacy bounds but also indicates whether the bound is analytically
tight or conservatively estimated. It serves as a bridge between theoretical analysis and
practical verification of privacy guarantees.

The verification of quantum Rényi differential privacy is divided into two steps: first,
transforming the quantum channel and measurement into an effective measurement in the
Heisenberg picture (Algorithm 2); second, computing the optimal Rényi privacy parameter
based on the resulting measurement (Algorithm 3). In the following, we analyze the

correctness and complexity of these two algorithms.

Correctness. Algorithm 2 correctly computes the Heisenberg dual measurement oper-
ators {Wj}reo from the quantum channel £ and measurement {M}} via the adjoint map

ET, satisfying the relation
tr (Mg €(p)) = tr (£'(My) p)

for all quantum states p and measurement indices & € O. This transformation ensures
that the resulting effective measurement preserves the statistical behavior of the original
quantum process, thereby maintaining the correctness of subsequent privacy evaluations.

Algorithm 3 implements the analytical bound derived in Theorem 10, computing an
upper bound € > €* for the optimal Rényi differential privacy parameter. For each subset
S C O, the algorithm evaluates two candidate expressions corresponding to tight and
upper bounds and selects the dominant one. The result € = maxg €5 matches the analytical
form, and the algorithm correctly records whether the bound is achieved tightly (i.e., when
the tight expression dominates). The quantities Ag and Bg used in the computation follow

the definitions in Theorem 10.

Complexity. Let d be the dimension of the Hilbert space, r the number of Kraus op-

erators in the channel £, and m = |O| the number of measurement outcomes. The
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computational complexity of Algorithm 1 is O(mrd?®), dominated by the application of
each Kraus operator E}MkEj and the accumulation over r operators for each of the m
measurements.

For Algorithm 3, all subsets S C O are enumerated, leading to 2" evaluations. For each
subset, the computation includes matrix summation Mg = Y, ¢ Wi with cost O(md?),
and eigenvalue computation of the Hermitian matrix Mg, costing O(d?). Thus, the total
complexity is O(2™ - d3). This is tractable for small m, as typically encountered in fixed

quantum measurements for near-term quantum machine learning circuits.

Algorithm 2 Heisenberg Dual Measurement Transformation

Input: Quantum channel £ = {FE;}cs, quantum measurement operators { M}, }reco
Output: Heisenberg dual measurement operators {W }rco

1: for all £ € O do

2 Wi+ ENMy) = Y0, EIME;

3: end for

4: return {Wi}treo
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Algorithm 3 Computation of an Upper Bound ¢ for the Optimal Parameter *

Input: Quantum measurement {Wy}rco, Rényi order o > 1, privacy radius n > 0
Output: Estimated upper bound é and whether it corresponds to a tight bound
1: €0, S* < 0, tightFlag < false
2: for all subset S C O do
3: Mg + Z kes Wiy
4: Compute Apin(Msg) and Apax(Ms)

e
5: €tight +—1In —5
Amin(]\4S)
a—1
6: €upper < In 357
)\max(MS)
if €tight 2 Eupper then
8: €5 < €tight, flag < true
9: else
10: €5 < €upper, flag < false
11: end if
12: if eg > € then
13: €<+ €5, 5"+ S, tightFlag + flag
14: end if
15: end for

16: if tightFlag is true then

17: return ¢ is tight; Rényi DP holds with exact bound
18: else

19: return € is an upper bound

20: end if

4.3 Evaluation of RDP

We evaluate the Rényi differential privacy guarantees of quantum machine learning cir-
cuits with fixed quantum measurements. All simulations were conducted in Python using
Qiskit and PennyLane, with state evolution performed via Qiskit’s statevector simulator.
The RDP parameter ¢, representing an upper bound on the privacy cost, is computed
analytically via eigenvalue-based analysis using Algorithm 2 and Algorithm 3.
Platform. Experiments were run on a desktop machine with Intel64 Family 6 Model

167 CPU, 17GB RAM, running Windows 10 and no GPU acceleration.
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4.3.1 Quantum Circuits and Datasets

We evaluate four QML models trained on open-source datasets [DG+17; MST20; LCB+10;
Has+25]. All classical features are encoded into quantum states using angle encoding, a

standard and hardware-efficient strategy in QML implementations.

e QML classifiers on standard datasets:

— MNIST_10: Trained on the MNIST dataset to distinguish handwritten digits
MO?? and “177‘
— Iris_4: Trained on a binary version of the Iris dataset to classify flower species

using four numerical features.
¢ QML models trained on privacy-sensitive data:

— GC_6: Trained on the German Credit dataset to classify whether an individual

has a good credit rating.

— AI.9: Trained on the UCI Adult Income dataset to predict whether a person

earns more than $50,000.

4.3.2 Privacy Evaluation Procedure

We use Algorithm 3 to compute an upper bound € on the Rényi differential privacy guaran-
tee for each QML circuit. This method enables a fine-grained analysis of how noise strength
and mechanism impact the distinguishability between neighboring quantum states, and
thereby the resulting privacy guarantee.

To simulate noisy quantum execution in the NISQ regime, we inject two types of
quantum noise, bit-flip and depolarizing, into each circuit after unitary evolution but
before measurement. Noise is applied globally to all qubits. For each noise model, we
vary the noise probability over a logarithmic scale p € {107%,1072,...,1076}. For each
configuration, we compute € over a range of privacy radii n € [0.001, 1.0], with the Rényi

order fixed at a = 5.
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The resulting e-versus-n curves under different noise probabilities provide insights into
the privacy-enhancing effects of quantum noise in hybrid quantum-classical algorithms.

Due to computational limits of classical simulation, our experiments focus on circuits
involving up to 10 qubits. However, the proposed analytical framework is designed to scale
to larger quantum circuits, as it only relies on the eigenvalue structure of measurement
operators rather than full quantum state simulation. Moreover, by leveraging compo-
sition theorems for Rényi differential privacy, our method can be extended to analyze
the cumulative privacy cost of multi-step or modular quantum algorithms operating over

higher-dimensional quantum systems.

Iris_4: Bit-flip Noise Iris_4: Depolarizing Noise
15.0
12.5 A 12.5 A
[ I — J — —
10.0 Bit-flip Noise Probability 10.0 4 Depolarizing Noise Probability
—— p =1le-01 —— p =1le-01
w 7.57 p = le-02 w 7.51 p = le-02
50 — p = 1le-03 50- — p = le-03
— p=1le-04 ' —— p=1le-04
2.5+ — p = 1le-05 2.5 A — p = le-05
— p = 1le-06 — p = 1le-06
0.0 L T T T T T T 0.0 L T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
n n
(a) Iris_4 circuit under bit-flip noise. (b) Iris_4 circuit under depolarizing noise.

Figure 4.1: RDP upper bound € results of Iris 4 circuit under bit-flip and depolarizing
noise.

4.3.3 Comparison with Classical e-DP Bounds

To evaluate the effectiveness of our proposed Rényi differential privacy analysis, we com-
pare it against the classical e-differential privacy bound derived from condition number
analysis. We conduct experiments under two common quantum noise models: bit-flip and
depolarizing noise.

The results are shown in Figure 4.5a and Figure 4.5b. Our RDP method consistently
yields tighter and more stable bounds than e-DP. This confirms that the analytical RDP

approach offers a more precise characterization of differential privacy guarantees in noisy



MNIST_10: Bit-flip noise

124 — p=le0l ___ —
10 —— p=1e-02

—— p=1e-03 —
81— p=1e—04//

w el p=1e-05

— p=le06 ___— |
o
] %
O_

0.0 0.2 0.4 0.6 0.8 1.0
n

(a) MNIST_10 circuit under bit-flip noise.
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MNIST_10: Depolarizing noise
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(b) MNIST_10 circuit under depolarizing noise.

Figure 4.2: RDP upper bound e results of MNIST_10 circuit under bit-flip and depolarizing

noise.
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(a) AI9 circuit under bit-flip noise.
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(b) AL9 circuit under depolarizing noise.

Figure 4.3: RDP upper bound € results of AI_9 circuit under bit-flip and depolarizing

noise.
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(a) GC_6 circuit under bit-flip noise.
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GC_6: Dep Noise
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(b) GC_6 circuit under depolarizing noise.

Figure 4.4: RDP upper bound € results of GC_6 circuit under bit-flip and depolarizing

noise.

quantum machine learning circuits.
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RDP vs €-DP under Depolarizing Noise
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Figure 4.5: Comparison of Rényi DP and classical e-DP bounds under two types of quan-

tum noise.
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Chapter 5

Conclusion and Future Direction

This thesis presents a systematic study on differential privacy in hybrid quantum-classical
algorithms, focusing on fixed quantum measurements prevalent in practical quantum ma-
chine learning.

In Chapter 3, we proposed and established the Hybrid Differential Privacy (HDP)
framework. This framework bridges classical and quantum differential privacy by focusing
on protecting measurement outcomes in hybrid workflows. We developed post-processing
and composition theorems ensuring that privacy guarantees are preserved under realistic

algorithmic pipelines. We introduced two mechanisms:

e A Measurement-Based Exponential Mechanism (MBEM), adapting the classical ex-
ponential mechanism to quantum measurements to provide flexible privacy protec-

tion with tunable parameters.

e A quantum depolarizing noise strategy, allowing privacy guarantees independent of

measurement details and neighboring definitions.

We validated these mechanisms through extensive experiments on single and multi-
qubit circuits, analyzing privacy-utility trade-offs under varied noise strengths and circuit
depths. The results demonstrate that both mechanisms effectively enforce privacy while

maintaining high utility in practical quantum learning scenarios.
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In Chapter 4, we extended Rényi Differential Privacy to the context of quantum ma-
chine learning with fixed measurements. We formulated RDP using Rényi divergence over
measurement-induced distributions and established post-processing and composition prop-
erties in this setting, providing a framework to quantify and analyze privacy guarantees
in quantum machine learning tasks under fixed measurements.

Together, these results provide a practical and unified framework for achieving and
verifying differential privacy in hybrid quantum-classical algorithms, using both e-DP and
RDP perspectives. By focusing on fixed measurement structures, this work connects
classical privacy theory with quantum implementations, facilitating secure and privacy-
preserving quantum machine learning applicable to current and future quantum computing

systems.

Future Work

There are several promising directions for future research:

e Privacy in Adaptive and Multi-Measurement Settings: Extending our frame-
work to handle adaptive measurements and scenarios involving multiple incompatible
measurements is a natural next step. Such settings frequently arise in quantum to-
mography, quantum kernel learning, and adaptive variational algorithms, where the
interplay between measurement adaptivity and privacy guarantees remains largely

unexplored.

e Optimal Mechanism Design: While the noise mechanisms we proposed are ef-
fective, designing optimal noise channels with provable privacy—utility trade-offs re-
mains an open challenge. Future work could investigate broader classes of quantum
channels and employ optimization-based approaches to develop privacy-preserving

measurements that balance theoretical guarantees with practical performance.

¢ Experimental Validation on Quantum Hardware: As quantum devices con-

tinue to advance, validating our mechanisms on real hardware (e.g., IBM Quantum
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superconducting processors and IonQ trapped-ion devices) under realistic noise will
be essential. Planned evaluations include comparing empirical measurement dis-
tributions with theoretical predictions, estimating empirical Rényi divergence, and
assessing the privacy—utility trade-off in practical settings. These experiments would
provide insight into the robustness of our mechanisms and their feasibility for de-

ployment in real quantum machine-learning workflows.

Through this work, we hope to contribute not only to the theoretical foundation of
quantum differential privacy but also to its practical adoption in hybrid quantum-classical
algorithms. As quantum computing technologies evolve, the importance of secure and

privacy-preserving quantum data processing will only continue to grow.
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