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Abstract—The increasing deployment of complex ”’black box”
Al models in anomaly-based Intrusion Detection Systems (IDS)
for future networks has created a critical trust gap, making
human-interpretable explanations essential for cyber security an-
alysts to act on alerts confidently. However, existing Explainable
Al (XAI) methods like SHAP (SHapley Additive exPlanations)
and LIME (Local Interpretable Model-agnostic Explanations)
fail in this domain. They suffer from a severe fidelity problem
by incorrectly assuming feature independence, which leads to
untrustworthy explanations for inherently correlated network
data for IDS. We propose HiFi-XAI, a novel framework that
generates faithful and semantically rich explanations to address
these challenges. HiFi-XAI introduces a model-agnostic Condi-
tional Value Attribution Explanation (CVAE), a method based
on probabilistic shapley values that models feature dependencies
to ensure explanations are derived from plausible data distri-
butions. These high-fidelity attributions are then translated into
actionable, natural-language narratives by a fine-tuned Large
Language Model (LLM). We validate our framework through all-
aware scenario feature ablation studies on the CICIDS2017 and
CICIOT2023 datasets. This demonstrates that CVAE consistently
identifies more impactful features than SHAP and LIME across
five anomaly-based IDS models. Furthermore, we deploy the
HiFi-XAI to prove its practical feasibility and test it on a
resource-constrained Raspberry Pi 4. Our work presents a
complete, end-to-end solution for building trust in AI-driven IDS.

Index Terms—Explainable Al, Intrusion Detection System,
Network Security, Shapley Values, Large Language Models,
Fidelity.

I. INTRODUCTION

Network security development is a perpetual, adaptive chal-
lenge driven by increasingly sophisticated new threat vectors
. To maintain operational integrity, the Intrusion Detection
System (IDS) is the primary mechanism for identifying and
keeping up with zero-day threats [1]. The signature-based IDS
was limited in generalizing threat vectors, a constraint that
mandated the transition to Al-driven solutions. Consequently,
the field has transitioned to Al-driven solutions, leveraging
Deep Learning (DL), Transformers, and Federated Learning
to autonomously detect novel attacks across complex infras-
tructures like 6G' networks and the Internet of Autonomous
Things (I0AT).

While these advanced models excel at identifying subtle ma-
licious patterns, their power comes at the cost of transparency.
The internal complexity of Deep Neural Networks (DNNs)
and Transformers creates opaque, “black box” models [2],

posing a significant trust problem: a security analyst cannot
confidently act on an alert without understanding the model’s
reasoning. This has spurred the rise of Explainable Al (XAI),
which aims to bridge the gap between predictive accuracy and
human interpretability [3].

Current XAl applications in cybersecurity heavily rely on
post-hoc, model-agnostic techniques like SHAP (Shapley Ad-
ditive exPlanations) [4] and LIME (Local Interpretable Model-
agnostic Explanations) [5], [6]. These tools generate feature
importance scores by simulating a feature’s absence—often by
replacing its value with random samples from the dataset. This
process, however, is built on a critical and flawed premise: the
feature independence assumption.

This assumption is fundamentally incorrect in network
security, where traffic data is inherently Non-Independent and
Identically Distributed (Non-IID) [7]. Features such as packet
size, protocol, and flow duration are highly correlated [8]. By
ignoring these dependencies, SHAP and LIME evaluate models
on unrealistic, out-of-distribution (OOD) data points, produc-
ing low-fidelity explanations that misrepresent the model’s true
logic. This creates two distinct challenges:

1) A Fidelity Deficit: The explanations are not a faithful
representation of the model’s decision-making process.

2) A Semantic Gap: A list of feature importances is not
an operational explanation. Analysts require a human-
readable narrative that contextualizes an attack [9].

To address these dual challenges, we propose HiFi-XAl, a
novel, fidelity-aware framework for generating trustworthy and
semantically rich explanations for IDS. Our key contributions
are summarized as follows:

o Contribution 1: We solve the fidelity problem by
introducing Conditional Value Attribution Explanation
(CVAE), a method grounded in Shapley values that
replaces the flawed independence assumption with a
learned probabilistic model of feature dependencies, en-
suring explanations are generated only from plausible
data.

o Contribution 2: We solve the semantic interpretation
problem by integrating CVAE with a fine-tuned Large
Language Model (LLM) that translates high-fidelity math-
ematical feature weights into actionable, natural language
insights for security operators.

o Contribution 3: We demonstrate the practical feasibility



of our approach by deploying and testing CVAE on a
resource-constrained IDS testbed, making high-fidelity
XALI practical for edge environments like 6G and IoAT.

II. BACKGROUND AND RELATED WORK

The extensive investigations into explainable intrusion de-
tection have produced a rich body of literature. However, a
systematic review reveals critical research gaps that precisely
motivate the core contributions of this work.

A. Standard Application of XAl to Advanced IDS Architectures

The most common approach involves the direct application
of SHAP and LIME to complex IDS models in environments
ranging from loT and federated learning to UAVs and IoMT
[10]-[15]. Even research focused on adversarial resilience
or model efficiency for edge devices defaults to using these
standard tools for explanation, inheriting their core vulnerabil-
ities [16]-[18]. While these studies successfully demonstrate
that XAl can provide a preliminary layer of transparency
by generating feature importance scores, the methodological
focus remains on applicability rather than fidelity. Concur-
rently, studies focused on making /DS models more resilient to
adversarial attacks or more efficient for resource-constrained
devices still apply SHAP to explain these improved models,
thus inheriting the core methodological vulnerability [16]-
[18]. Research Gap: The universal limitation in this body
of work is the uncritical reliance on SHAP and LIME. By
ignoring the inherent dependencies in Non-IID network data,
the resulting explanations lack guaranteed fidelity and may not
faithfully represent the model’s logic.

Contribution 1: Our HiFi-XAl framework directly resolves
this gap. By using CVAE to model the underlying data dis-
tribution, it generates high-fidelity, trustworthy explanations
grounded in plausible feature correlations.trustworthiness.

B. Advanced Unsupervised, Rule-Extraction, and Semantic
Methods

A more advanced line of research moves beyond standard
post-hoc explanations by interpreting unsupervised models
or extracting human-readable rules directly from the model.
For instance, some works have proposed methods to explain
Self-Organizing Maps or to translate the complex decision
process of an Autoencoder into a set of allow-list rules [19],
[20]. Other works use XAl as a debugging tool to discover
structural problems and class imbalances within /DS datasets
[21]. Research Gap: These methods, while innovative, still
lack fidelity as they do not explicitly model data correla-
tions. Furthermore, the LLM-based approaches suffer from
a “garbage in, garbage out” problem: feeding a fluent LLM
with low-fidelity explanations produces a well-written but
misleading narrative.

Contribution 2: HiFi-XAI addresses both gaps. The CVAE
stage first ensures high-fidelity attributions by modeling data
dependencies. Only then does the LLM-powered engine trans-
late these faithful results into a truly human-understandable
narrative, ensuring the final explanation is both coherent and
accurate.

C. Feasibility and Real-Time Deployment of IDS

Research focused on practical deployment typically op-
timizes the detection model for resource-constrained envi-
ronments, such as those found in heterogeneous network
deployments [22], [23]. These works discuss IDS systems
but do not strongly deploy them to the resource-constrained
devices to check their performance. However, this line of work
generally neglects the computational cost of the subsequent
interpretability layer. When they do include XA, they rely on
standard tools like SHAP or LIME, which can introduce sig-
nificant latency and are not optimized for real-time inference,
especially when generating computationally intensive, high-
fidelity explanations. Research Gap: No existing framework
simultaneously delivers both high explanation fidelity and the
computational feasibility required for real-time deployment on
lightweight edge devices.

Contribution 3: We address this by engineering CVAE
for practical application. We demonstrate its feasibility on a
real-time, resource-constrained IDS testbed, leveraging a high-
performance C++/CUDA backend to make high-fidelity XAI
a practical tool for demanding edge environments.

III. PROPOSED METHODOLOGY: THE HIF1-XAI
FRAMEWORK

To address the dual challenges of fidelity and semantic inter-
pretability in XAl for Intrusion Detection Systems (IDS), we
propose HiFi-XAl, a novel three-stage framework. The Figure
1 illustrates that our framework is designed to be model-
agnostic, generate high-fidelity feature attributions through a
synthesis process, and finally translate these attributions into
human-readable, actionable insights using a fine-tuned LLM..
This architecture is explicitly designed to be deployable on
resource-constrained devices.

A. Model-Agnostic Interface

The foundation of our framework is its model-agnostic
property. The Fidelity Engine does not require access to the
internal architecture or parameters of the IDS model being
explained. Instead, it treats the model as a black box, inter-
acting solely through its prediction function, specifically the
probabilistic output. This ensures that HiFi-XAI is universally
compatible with any existing or future complex IDS model,
from traditional machine learning classifiers like Random
Forest and XGBoost to complex deep learning architectures
like DNNs and Transformers. This interface is the critical
first step, enabling the subsequent attribution analysis without
sacrificing flexibility.

B. Phase 2: Global Attribution Synthesis via Conditional
Value Attribution (CVA)

The core of our framework’s trustworthiness lies in the
global attribution synthesis, which implements a novel method
we term Conditional Value Attribution (CVA). CVA is
grounded in Shapley value theory but re-frames the calculation
to respect the underlying data distribution, thereby solving the
fidelity problem caused by the feature independence assump-
tion.
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Fig. 1: The HiFi-XALI three-stage architecture. First, a model-agnostic interface finds local data neighborhoods using NH Finder.
Second, a local PFM is trained on-the-fly to generate high-fidelity CVAE attributions. Finally, a fine-tuned LLM translates

these attributions into a human-readable explanation.

1) Mathematical Preliminaries: Let the feature space be a
set of n random variables X = {X;,X,,..., X, } defined
on a probability space where P is the actual joint probability
measure over the features. Let f : R™ — R be the Al classifier
learning model we aim to explain. For a specific instance
z € R™ for which we seek an explanation, a coalition is a
subset of features S C N, where N = {1,...,n}. A critical
component of our framework is a Probabilistic Feature Model
(PFM), denoted as M, which is a generative model trained
to approximate the actual data distribution P(X). In our
framework, we specifically implement the PFM using a Gaus-
sian Mixture Model (GMM) [24] with n_components=5.
This deliberate choice prioritized computational efficiency and
suitability for our dynamic, just-in-time explanation paradigm.
Unlike more complex generative models like VAEs or GANS,
a GMM is significantly lighter and faster to train, a critical
requirement for the online phase where a new, ephemeral PFM
is trained on-the-fly for each explanation using only a local
data manifold identified by a k-NN index.

GMMs are highly effective at this task, as they are well-
suited to approximating the local, multi-modal probability
densities found within these small data neighborhoods. Fur-
thermore, GMMs provide a stable and direct method for
drawing samples, essential for the Monte Carlo approximation
of the conditional expectation in our CVAE algorithm, as
detailed in Algorithm 2. By instantiating a new, lightweight
GMM for each local data subset, we ensure that the conditional
sampling accurately reflects the specific feature dependencies
relevant to the instance being explained, maximizing fidelity
without incurring prohibitive computational costs.

2) Definition 1: The Conditional Expectation Value Func-
tion: Standard Shapley value approximations like SHAP cal-
culate the value of a coalition v(S) by assuming feature
independence. This is the source of the fidelity flaw. We rectify

this by defining a new value function conditioned on the actual
data distribution learned by the PFM.

The value function, v;(S,zg), for a coalition S with ob-
served values x g, is the expected output of the model f, where
the expectation is taken over the features not in S (denoted
5’), conditioned on the observed values zg.

)

This expectation is computed using the PFM, M. Expressed
as an integral, this is:

vp(S,25) = Ex np(xs|xs=2s)lf (25, X5)]

vf(S,rs5) = / flzs,zg)  plrglrs)drg
rg€dom(Xg)

where p(xg|xg) is the conditional probability density function
derived from M. This formulation ensures that the model is
only evaluated over plausible, in-distribution data configura-
tions.

3) Definition 2: Conditional Value Attribution (CVA):
Using this new, high-fidelity value function, the Conditional
Value Attribution (CVA) for a feature ¢ at an instance x is the
unique solution satisfying the classic Shapley axioms:

cova _ [S[t(n —|S] = 1)!
SCN\{i}
X {Uf(S U{i}, zsugy) — vr (S, xs)} 2)
This value, ¢ZCVA, represents the fair contribution of feature

1’s observed value, x;, to the final prediction, averaged over
all possible contexts of other features in a probabilistically
coherent manner.

4) Algorithmic Implementation: This phase is the core of
our fidelity-aware approach. We aggregate Conditional Value
Attribution (CVA) scores from multiple instances from a vali-
dation set to derive a stable global feature importance ranking.



A critical innovation in our approach is the dynamic, on-the-
fly instantiation of the Probabilistic Feature Model (PFM) for
each instance.

Instead of relying on a single, global PFM, which may fail
to capture localized data patterns, our method first identifies
the local data manifold for the instance being explained using
a pre-trained k-NN index. It then trains a new, ephemeral
PFM exclusively on this local neighborhood. This ”just-in-
time” PFM generation ensures that each local explanation is
calculated with the highest possible fidelity. These high-fidelity
local attributions are then aggregated to form a robust global
ranking.

The end-to-end process for generating this global impor-
tance list is detailed in Algorithm 1. This unified algorithm
illustrates the workflow, from iterating through the validation
sample to the final aggregation and normalization of the local
CVA scores. It uses the value function approximation from
Algorithm 1 as a subroutine.

Algorithm 1 Global CVA Calculation via Local PFM Aggre-
gation

1: Input: Model f, k-NN Index Z, Training Data X,
Validation Sample X,,, coalition samples K
Output: Global CVA values @gjopa1
Initialize global accumulator ®,.. « {0}"
Let M < |X,u| be the number of validation instances
for each instance x; in Xy do
Find neighbor indices N, for x; using k-NN Index
Z on Xlrain
Create local data subset Xiocal <= Xirain [V, ]
Train an ephemeral local PFM, Mjgca, 0n Xjocal
: Initialize local attributions ¢joca < {0}™
10: for k =1to K do

AN A R

® 3

11: Randomly choose a permutation 7 of feature in-
dices {1,...,n} \

12: Randomly choose a split point p € {0,...,n—1}

13: Let S < {n(1),...,7(p)} and ¢ < w(p+ 1)

14: vsugiy ¢ ApproximateValueFunction(f,z;, S U
{i}7 Mlocal)

15: vg < ApproximateValueFunction(f, z;, S, Miocal)

16: Brocal,i < Plocat,i + (Vsugiy — vs)

17: end for

18: d)local — ¢local/K

19: (bacc — (I)acc + ‘leocal'
20: end for

21: (I)global <~ ‘I)acc/M

22: return Dgiopal

C. Phase 3: Semantic Engine and LLM Fine-Tuning

The Fidelity Engine outputs a numerically precise, high-
fidelity list of feature attributions (¢“V4). While trustworthy,
this output is not yet a human-friendly explanation. The
Semantic Engine bridges this final gap by translating the CVA
output into a natural language narrative.

Algorithm 2 Value Function Approximation via Local PFM

1: Input: Model f, instance z, coalition S, Local PFM
Miocar, MC samples M

2: Output: Approximated value vg

> Approximate p(xg|rs) by sampling from the local
PFM
ng — Mlocal-sample(Ms)

> Construct full data points (xs,vg) for the integral
Xfinal < combine(zg, Xpg)
> Return the Monte Carlo approximation of the integral
in Eq. 1
8 return - M0 F(x(T))

[95]

Nk

1) LLM Fine-Tuning: To ensure the LLM understands the
specific domain of network intrusion detection, we fine-tune
a pre-trained model on a curated dataset of security incident
descriptions. This dataset was not manually created but was
systematically generated through a data-driven pipeline to
ensure it faithfully reflects the underlying network traffic
patterns based on semantics and CVAE features.

The process began by training high-performance expert
models on the full CICIDS2017 [25] and CICIOT2023 [26]
datasets. For each correctly identified attack instance in the
test set, we employed CVAE to determine the top-k most influ-
ential features driving the model’s decision. These numerical
feature importances were then translated into features are were
added in JSON object containing the attack name, a mapped
attack intent, a human-readable description of the technical
characteristics, and a list of abstract feature primitives. The
primitives contain CVAE derived top features. An example
data point is shown below based on semantic features and
data we used for training our LLM.

"attack_name": "Any Attack Class",

"intent": "To exhaust server or network
resources...",

"technique": "The attack was characterized
by a high inter-arrival time, a high
packet length...",

"primitives": ["byte_count",

-1
Listing 1: Example Semantic Data Point

"header_size",

This automated process yielded a comprehensive semantic
corpus containing over 50,000 unique security incident de-
scriptions. We utilized a random sample of 10,000 records
from this corpus for the fine-tuning processing a bigger
datasets was not possible based on our existing computation
we used in our research. This data-driven approach teaches
the LLM to connect low-level feature primitives to high-level
attack concepts and intents, grounded in the statistical reality
of the original datasets. The dataset will be made available to
the public.

2) Explanation Generation: Once the CVA has identified
the top features for a given instance, these features are format-
ted into a prompt and sent to the fine-tuned LLM. The LLM,



now equipped with domain-specific knowledge, generates a
concise, human-readable explanation that describes the likely
attack, its intent, and the technical evidence supporting the
conclusion, grounded in the high-fidelity features provided by
the CVA. The end-to-end process is summarized in Algorithm
3.

Algorithm 3 The HiFi-XAI End-to-End Framework

1: Input: IDS Model f, PFM M, Fine-tuned LLM L,
instance x

: Output: Natural language explanation Fyeqt

: // Phase 2: Global Attribution Synthesis via CVA

¢V 4 < CalculateCVA( f, z, M)

Fiop—1 < GetTopKFeatures(¢©V4, k = 10)

: // Phase 3: Semantic Engine and LLM Fine-Tuning

¢ Pprompt < FormatAsPrompt(Fj,,—r)

¢ Biegt < L.generate( Pprompt)

: return Ey

IV. DEPLOYMENT ON RESOURCE-CONSTRAINED DEVICES

A key goal of our work is to make high-fidelity XAl prac-
tical for real-time IDS on edge devices, which includes a two-
phase deployment model that maximizes offline computation
to enable lightweight online explanation. Our approach using
dynamic local PFMs is uniquely suited for this task.

A. Deployment Model: Offline Preparation and Online Expla-
nation

The offline phase can be trained on high end systems
and online phase will be executed on resource constrained
devices. In the Offline Phase, executed on a powerful server,
we first train the primary IDS model (f) and a k-Nearest
Neighbors (k-NN) index (Z) on the full training data. The
resulting deployment artifacts includes the trained model, the
k-NN index, and a representative data sample (Xi,)—are
then packaged for the device.

In the Online Phase, executed on the resource-constrained
device, this lightweight package is loaded. When an explana-
tion for a prediction f(x) is needed, a streamlined CVA pro-
cess begins. The pre-trained k-NN index instantly identifies the
local data neighborhood for z, upon which a new, ephemeral
Probabilistic Feature Model (PFM) is trained on-the-fly. The
CVA algorithm then performs fast sampling queries against
this temporary, perfectly tailored PFM to generate the high-
fidelity explanation.

B. Advantage Over SHAP and LIME for Deployment

This two-phase model provides a significant advantage over
other model-agnostic XAI methods like SHAP’s KernelEx-
plainer and LIME. These methods require deploying a large,
general-purpose background dataset on the device.

In contrast, our approach deploys a k-NN index and a
training data sample. This package is not only often smaller,
but it also provides higher fidelity. By dynamically instan-
tiating a PFM on the most relevant local data manifold for

each explanation, we avoid the fidelity-performance trade-off,
achieving both speed and accuracy in a fundamentally better-
suited form for lightweight, real-time IDS deployment.

V. RESULTS AND DISCUSSION

To validate our HiFi-XAI framework’s fidelity, semantic
richness, and practical feasibility, we conducted a series of
targeted experimental evaluations and compared it with state-
of-the-art XAI algorithms. All models were trained on a
high-performance workstation running Ubuntu 24.04 with an
NVIDIA RTX 3070 (8GB VRAM) and 64GB of RAM. The
experiments utilized two benchmark datasets: CICIDS2017
and CICIOT2023.

A. Measuring Fidelity: The Explainable Trust Score (ETS)

To quantitatively measure the fidelity and trustworthiness of
an XAI method for IDS, we introduce the Explainable Trust
Score (ETS). This metric is specifically designed to quantify
how effectively an XAI technique identifies features critical
to a model’s predictions of malicious activity. The rationale is
that a high-fidelity XAI method will identify features whose
removal causes a significant drop in the model’s performance
on attack classes. It explains the decision of any black box
model.

The ETS is calculated based on the drop in macro-averaged
recall for attack classes after ablating the top-k features
identified by the XAI method. We chose macro-recall for two
key reasons:

1) Focus on Attack Detection: In a security context, the
primary goal is to correctly identify all attacks (True
Positives) while minimizing missed attacks (False Neg-
atives). Recall is the most direct measure of this capa-
bility.

2) Class-Agnostic Importance: Using a macro average en-
sures that every attack class contributes equally to the
final score without any internal bias or class imbalance
issues. This prevents the metric from being skewed
by high-volume, easy-to-detect attacks and ensures the
model’s ability to identify rare but critical threats is also
measured.

The number of features to drop, k, is a variable that
can vary proportionally to the dataset’s dimensionality and
features to ensure a fair comparison. Dropping more than
50% can sometimes lead to a higher accuracy drop, but we
compare this by keeping the same scenario for all state-
of-the-art models. For our experiments on CICIDS2017 (71
features) and CICIOT2023 (46 features), we used k values
of 10, 20, and 30, representing a progressive removal of the
most impactful features. CICIDS2017 consistently achieved
the highest accuracy established in the Related Work section,
which is less sensitive to features, and CICIOT2023, a real-
time dataset with 33 attack classes, is sensitive to features.
So we considered both datasets for robust evaluation and to
avoid sensitive bias. A higher ETS, as calculated in Table I,
signifies a more trustworthy explanation, as it indicates that
the XAI method has successfully pinpointed features whose
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Fig. 2: Impact of Feature Ablation on model recall, comparing CICIDS2017 and CICIOT2023 across different models. The
steeper drop in recall for CVAE indicates its superior fidelity in identifying critical features.

absence critically degrades the model’s core security mission:
to detect attacks.

B. State-of-the-Art Comparison of XAI Fidelity

Table I compares our XAlI algorithm, CVAE method, against
state-of-the-art IDS and XAI techniques such as SHAP and
LIME, with their inherent library functionalities such as
DeepLIFT, DeepSHAP, TreeSHAP from recent literature. We
replicated the architectural principles described in these works
to ensure a fair and direct comparison. Since the source
code and specific training environments were unavailable,
the baseline recall and subsequent ablation study results are
derived from our implementations on a standardized platform.
This approach allows us to isolate the performance of the XAl
methods themselves.

C. Fidelity Evaluation: Feature Ablation Study

To empirically test this and justify our Contribution 1, we
performed a feature ablation study. The logic is straightfor-
ward: if an XAl method correctly identifies the most important
features, removing them should cause a more significant drop
in the model’s predictive performance (in this case, attack
recall) than removing features identified by a less faithful
method.

The results, shown in Fig. 2, provide clear and consis-
tent evidence of CVAE’s superior fidelity. Across all five
tested models (Random Forest, XGBoost, MLP, DNN, and
Transformer) and both datasets, the performance drop was
sharpest when removing features ranked by CVAE. In contrast,
removing the top features identified by SHAP and LIME
resulted in a much smaller, more gradual degradation of
model recall. The LIME is not mathematically and theo-
retically justified, and local explanations are generated and
added to produce global explanations. However, in the case
of IDS, it performs better than SHAP and can also explain

the transformer output, where SHAP fails to analyze. This
outcome directly validates our hypothesis. Consequently, they
fail to identify the genuinely critical features of the model’s
reasoning. While LIME occasionally performs slightly better
than SHAP, its theoretical foundation relies on local linear
approximations, less robust than the Shapley value theory that
underpins SHAP and our CVAE method. CVAE, by explicitly
modeling conditional feature dependencies, provides a more
faithful and reliable representation of the model’s logic.

D. Computational Analysis on Edge Devices

To validate Contribution3, we deployed our framework on a
Raspberry Pi 4 and measured the computational overhead re-
quired for the explanation. The results, summarized in TABLE
II, demonstrate the feasibility of our approach.

The most critical finding is the extremely low memory
footprint during the real-time explanation phase (14.31-16.81
MB). While the total explanation time is computationally
intensive, the high-fidelity CVAE calculation accounts for over
99% of this duration, with all preparatory steps completing
in just over one second. The crucial achievement is not sub-
second latency, but rather making high-fidelity, conditional-
aware explanations feasible on a device with a minimal mem-
ory footprint, a task previously confined to powerful servers.

E. Semantic Engine Evaluation

The final phase of our framework translates the high-
fidelity CVA scores and sends them to primitives used for
LLM fine-tuning, and justifies our contribution to Contribution
2. We fine-tuned lightweight, open-source LLM Gemma 2B
[31]from Google to ensure this component remains suitable for
resource-constrained environments. During inference, the top-
k features from CVAE are formatted into a structured prompt,
enabling the LLM to generate concise and contextually aware
explanations. Two representative outputs generated during
evaluation are illustrated below.



TABLE I: State-of-the-Art Comparison of XAI Fidelity using Explainable Trust Score (ETS). A higher ETS signifies a more
faithful explanation. Our proposed CVAE method consistently outperforms others by a significant margin.

Study Year ML Model XAI Method Dataset Baseline Recall Recall Drop (Top 30) ETS
CICIDS2017 Dataset
HIFI-XAI 2025 XGBoost CVAE CICIDS2017  0.9819 0.0432 0.144
HIFI-XAI 2025 Random Forest CVAE CICIDS2017  0.9925 0.0735 0.245
HIFI-XAI 2025 Transformer CVAE CICIDS2017  0.9499 0.0165 0.055
Alnahdi, A. et al. [27] 2024 MLP LIME CICIDS2017  0.9542 0.0170 0.056
Attique, D. et al. [28] 2024 DNN SHAP CICIDS2017  0.9994 0.0000 0.000
Arreche, O. et al. [29] 2024 Random Forest SHAP CICIDS2017  0.9640 0.0002 0.0006
CICIoT2023 Dataset
HIFI-XAI 2025 XGBoost CVAE CICIoT23 0.9561 0.5856 1.952
HIFI-XAI 2025 Random Forest CVAE CICIoT23 0.9560 0.6293 2.097
Wali, S. et al. [30] 2025 Random Forest SHAP CICIoT23 0.9750 0.0099 0.033
Bin hulayyil, S. et al. [15] 2025 XGBoost SHAP CICIoT23 1.0000 0.0156 0.052

TABLE II: Computational Overhead on Raspberry Pi 4

Metric CICIDS2017 CICIOT2023
Total Disk Size of Artifacts 924.86 MB 927.79 MB
Time to Load Artifacts 9.36 seconds 3.27 seconds
Total Explanation Time 124.94 s 70.98 s
Peak Memory Usage (Exp.) 16.81 MB 14.31 MB

Security Incident Analysis (CICIDS2017)

Technique: Data exfiltration or data leak using a low-
and-slow approach to covertly steal data over a pro-
longed period while bypassing detection mechanisms.

Security Incident Analysis (CICIOT2023)

Technique: Denial-of-Service (DoS) or reconnais-
sance scan, leveraging SYN or UDP floods to over-
whelm IoT device resources and disrupt services.

While these examples demonstrate the qualitative effec-
tiveness of our approach, we also conducted a quantitative
analysis to evaluate the quality and coherence of the Semantic
Engine. We created a test set of 100 semantic JSON blueprints
randomly sampled from our generated corpus and manually
authored a corresponding gold standard human-readable expla-
nation for each. This reference set served as our ground truth.
We then used the fine-tuned Gemma-2B model to generate
an explanation for each of the 100 blueprints. The model-
generated text was then programmatically compared against
our human-authored ground truth using two standard NLP
metrics:

¢ ROUGE-L: [32] This metric measures content overlap by
identifying the longest common subsequence between the
generated and reference texts. It is effective at assessing
whether the key technical terms are present.

e BERTScore: [33]This advanced metric computes the se-
mantic similarity between the texts using contextual

embeddings and human-written ones. It goes beyond
simple word matching to determine if the generated
text accurately captures the meaning and intent of the
reference explanation.

Our fine-tuned model achieved a ROUGE-L score of 0.9147
and an average BERTScore FI of 0.9895 in comparison to a
correctness score of 0.80 achieved in recent work [27]. The
strong results, combining qualitative and quantitative evidence,
successfully bridge the semantic gap for security analysts.

VI. CONCLUSION

A novel framework, HiFi-XAlI, designed to solve the critical
challenges of fidelity and semantic interpretability in XAI for
Intrusion Detection Systems, is introduced and demonstrated
in this paper. Traditional methods like SHAP and LIME
provide untrustworthy explanations for network data by failing
to account for feature dependencies in non-IID data scenarios.
HiFi XAI develops higher trust by introducing CVAE, a
Shapley value-based method that respects the underlying data
distribution to generate high-fidelity feature attributions.

Our contributions are threefold. First, we empirically
demonstrated through feature ablation studies that CVAE
significantly outperforms existing methods in identifying the
true features of a model’s prediction for multiple instances
at the global level. Second, we integrated CVAE with a fine-
tuned, lightweight LLM gemma 2B to translate these faithful
attributions into semantically rich, human-readable narratives.
Finally, we validated by deploying the entire framework to
check the feasibility for real-world application on a resource-
constrained Raspberry Pi 4, proving that high-fidelity XAI is
practical for edge security environments. In the Future, we will
explore more advanced LLM methods and focus on developing
architecture-aware XAl methods based on CVAE as a baseline.
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