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ABSTRACT

Enabling Secure and Reliable Wireless Services With Intelligent

Reflecting Surfaces

by
Monir Abughalwa

The forthcoming sixth-generation (6G) mobile networks are expected to deliver
ultra-fast, low-latency, and highly reliable connectivity, supporting applications in
smart cities, healthcare, transportation, and industry. However, 6G systems face
major challenges, including extremely low latency, high reliability, and security re-
quirements. Intelligent reflecting surfaces (IRS) have emerged as a promising tech-
nology to improve user data rates and secrecy by enhancing the received signal of
legitimate users while limiting eavesdroppers’ interception. This thesis investigates
IRS-assisted secure communication through joint optimization of the transmitter
beamforming vector and the IRS programmable reflecting elements (PREs), con-
sidering practical constraints such as low-resolution IRS, imperfect channel state
information (CSI), and different eavesdropper CSI assumptions (perfect, imperfect,

or unknown).

First, we study data rate maximization in a downlink IRS-aided system under the
finite blocklength regime (FBR), where a base station serves multiple single-antenna
users. Since achievable rates in the FBR are intricate functions of beamforming
and IRS phase shifts, we propose a joint optimization framework that maximizes
the geometric mean of user rates. A computationally efficient algorithm based on

closed-form approximations is developed, and simulations confirm its effectiveness.

Second, we address users’ secrecy in long blocklength (LBR) IRS-aided systems
with low-resolution IRS. The objective is to maximize the minimum secrecy rate

among all users under different CSI conditions. The resulting nonconvex problem is



tackled by linearizing its objective function and then decomposing it into a series of
tractable subproblems. For imperfect CSI, we use the successive convex approxima-
tion (SCA) method, and S-procedure to tackle the problem. Extensive simulations

under practical settings validate the efficacy of the proposed framework.

Finally, we extend the study to users’ secrecy in FBR-IRS-aided systems, where
enhancing users’ secrecy is more challenging due to latency and reliability FBR
constraints. We formulate problems to maximize both the minimum and sum secrecy
rates while satisfying FBR constraints, by jointly optimizing the beamform and the
IRS PREs. We address the nonconvex problems using linearization and the SCA
technique. Extensive simulations under practical conditions demonstrate that, when
it is feasible, the proposed framework can reliably ensure secure communications for

all users under FBR constraints.

In conclusion, this thesis develops robust and scalable optimization frameworks
for data rate maximization and secrecy provisioning in IRS-aided 6G networks under
both LBR and FBR regimes. The proposed methods provide scalable solutions to
practical settings with large IRSs, enabling secure, reliable, and high-rate commu-

nication in future 6G systems.



Dedication

To my parents, my wife, my sons, my daughter, my brothers and sisters, and my

whole family.



Acknowledgements

First and foremost, I would like to express my sincere gratitude to my supervisors,
A /Prof. Diep N. Nguyen, A/Prof. Dinh Thai Hoang, and Prof. Eryk Dutkiewicz for
all the guidance, encouragement, and enduring patience. All my supervisors have
taught me a lot on both the scientific and personal sides of the research journey.
Their guidance and support go far beyond this thesis, and I have been greatly
fortunate to be supervised by them. I would also like to express my sincere gratitude
to Prof. Hoang D. Tuan for his invaluable guidance and support at the early stages

of this work, which laid a strong foundation for the development of this thesis.

Furthermore, many thanks to all the staff from the School of Electrical and
Data Engineering, Faculty of Engineering and Information Technology, University
of Technology Sydney (UTS), and UTS Library for the various forms of help they
gave me. Special thanks to UTS for giving me the rare opportunity to study at
this prestigious university in Australia, and the Australian Government Research

Training Program Scholarship.

To my homeland, Palestine, for instilling in me the spirit of resilience, motivation,
and inspiring my journey. And to my second home, Australia, for providing the

opportunity and support to pursue and complete my degree.

Last but most importantly, my deepest gratitude, love, and respect are offered
to my whole family, who have been supporting me through all difficult times during
this long journey. Without their infinite love, inspiration, and patience, this work

could never have been accomplished.



Contents

Certificate of Original Authorship i
Abstract iii
Dedication v
Acknowledgments vi
Table of Contents vii
List of Publications xi
List of Figures xiii
List of Tables xvi
Abbreviation xvii
List of Symbols by Chapter Xix
Introduction and Literature Review 1
1.1 Background . . . . . . .. .. 1

1.1.1 Enabling the Future: Applications and Advancements of 6G
Networks . . . . . . . . . . .. 1

1.1.2  Intelligent Reflecting Surfaces in 6G: Fundamentals and

Emerging Applications . . . . .. ... ... ... 5
1.2 Literature Review and Contributions . . . . . . .. .. ... ... ... 12
1.2.1 Maximising Users’ Data Rate in FBR-IRS-Aided Network . . 12

1.2.2  Robust Secrecy Enhancement for All Users in low-resolution

IRS-Aided System Under Perfect/Imperfect/Unknown CSI . . 14



CONTENTS viii

1.2.3  Secrecy Assurance for All Users in FBR-IRS-Aided System

Under Perfect/Imperfect CSI . . . . . . ... ... ... ... 18
1.3 Thesis Organisation . . . . . . . . .. ... ... ... 23
1.4 Notation . . . . . . . . . 24

2 Finite-Blocklength IRS-Aided Transmit Beamforming 26

2.1 Problem Statement . . . . . ... ... Lo 26
2.1.1 Beamforming Descent Iteration . . . .. ... ... ... ... 29
2.1.2  Programmable Reflecting Elements’ Descent Iteration . . . . . 31
2.1.3 Algorithm . . . ... .. ... .. 33
2.2 Numerical examples . . . . . . . . . .. ... 34
2.3 Conclusions . . . . . . . ... 40

3 Secure Communications For All Users in Low-Resolution

IRS-aided Systems Under Imperfect and Unknown CSI 41

3.1 System Model . . . . . . . . ... 42
3.2 Minimum user’s SR Maximisation Under Perfect CST. . . . . . . . .. 45
3.2.1 MAXMIN SR Under Perfect CST . . . .. ... .. ... ... 45
3.2.2  SSR Maximisation Under Perfect CSI . . . . . ... ... ... 52
3.3 Dealing With Imperfect CSI . . . . . . ... ... ... ... . ... 54
3.3.1 MAXMIN SR Under Imperfect CSI . . . . .. ... ... ... 54
3.3.2 SSR maximisation Under Imperfect CSI . . . . . .. ... .. 64
3.4 Dealing with Eve’s Unknown CSI. . . . . ... ... ... ... .... 66
3.5 Simulations Results . . . . . .. ... ... .. 69

3.6 ConcluSions . . . . . . . . 76



CONTENTS ix

4 “Security for Everyone” in Finite Blocklength IRS-aided

Systems With Perfect and Imperfect CSI 79
4.1 System Model . . . . . . . ... 80
4.2 MAXMIN SR Under Perfect CSI in FBR Systems . . . . .. ... .. 84
4.2.1 Sub-Problem for Optimising the Beamforming Vectors . . . . 86
4.2.2 Sub-Problem for Optimising the PREs . . . . . .. .. .. .. 88
4.3 MAXMIN SR Under Imperfect CSI With FBR Systems . . . .. . .. 92
4.3.1 Sub-Problem for Optimising the Beamforming Vectors . . . . 94
4.4 Numerical Results . . . . . . . ... ... oo 103
4.5 Conclusions . . . . . . . . .. 109

5 Secrecy Sum-Rate Maximisation in Finite Blocklength

IRS-aided Systems With Perfect and Imperfect CSI 111

5.1 System Model . . . . . . . . ... 112
5.2 SSR Maximisation Under Perfect CSI in FBR systems . . . . . . . .. 117
5.2.1 Sub-Problem for Optimising the Beamforming Vectors . . . . 118
5.2.2  Sub-Problem for Optimising the PREs . . . . . .. .. .. .. 120
5.3 SSR Maximization Under Imperfect CSI With FBR Systems . . . . . 124
5.3.1 Sub-Problem for Optimising the Beamforming Vectors . . . . 126
5.3.2  Sub-Problem for Optimising the PREs . . . . . .. .. .. .. 132
5.4 Numerical Results . . . . . . .. ... oo 135
5.4.1 Parameter Setting . . . . . .. ... ... ... .. 135
5.4.2 Performance Evaluation . . .. ... ... ... ... .. ... 137
5.5 CONCLUSION . . . . . . . e 144

6 Conclusions and Future Work 145



CONTENTS X
6.1 Conclusions . . . . . . . . .. 145
6.2 Future Research Directions . . . . . . . ... .. .. ... ... .... 146

6.2.1 Secrecy Rate in Multi-IRS Environments . . . . . . .. . ... 146
6.2.2 Real World IRS Scenarios: Using Ray Tracing Model
(Sionna) to Improve Secrecy Rate . . . . ... ... ... ... 147
6.2.3 IRS-Aided Physical Layer Key Generation . . . .. ... ... 147
6.2.4 Intelligent Jamming and Friendly Interference in IRS-aided
Systems . . . .. 148

A Inequalities 149

B Proofs in Chapters 3 150
B.1 Proof of Theorem 1 . . . . . .. .. .. .. .. ... ... .. ..... 150
B.2 Proof of Lemma 1 . . . . . . .. .. ... ... 151
B.3 Proof of Theorem 2, and 3 . . . . . . . ... .. ... .. .. ..... 151

C Proofs in Chapter 4 152
C.1 Proof of Theorem 1 . . . . . . . . ... .. ... .. .. ... ..... 152
C.2 Proof of Lemma 1 . . . . .. . ... ... ... 153
C.3 Proof of Theorem 2 . . . . . . . .. .. ... ... . 153

D Proofs in Chapter 5 154
D.1 Convergence and Optimality Analysis . . . . . .. ... .. ... ... 154
D.2 Proof of Lemma 1 . . . . . ... .. ... ... 155
D.3 Proof of Theorem 2 . . . . . .. .. .. . ... ... ... 156

Bibliography 157



List of Publications

Journal Papers

J-1.

J-2.

J-3.

J-4.

M. Abughalwa, H. D. Tuan, D. N. Nguyen, H. V. Poor and L. Hanzo,
“Finite-Blocklength RIS-Aided Transmit Beamforming,” in IEEE Transac-
tions on Vehicular Technology, vol. 71, no. 11, pp. 12374-12379, Nov. 2022,
doi: 10.1109/TVT.2022.3193443. https://ieeexplore.ieee.org/document/
9839546. (Corresponding to Chapter 2).

M. Abughalwa, D. N. Nguyen, Dinh Thai Hoang, Thang X. Vu, Eryk
Dutkiewicz, and Symeon Chatzinotas, Secure Communications for All Users
in Low-Resolution IRS-aided Systems Under Imperfect and Unknown CSI.
Submitted to IEEE Transactions on Cognitive Communications and Network-
ing, under review. https://arxiv.org/abs/2504.05048. (Corresponding to
Chapter 3).

M. Abughalwa, D. N. Nguyen, Dinh Thai Hoang, Dinh Thai Hoang, Van-
Dinh Nguyen, Ming Zeng, Quoc-Viet Pham, and Eryk Dutkiewicz. “Secur-
ity for Everyone” in Finite Blocklength IRS-aided Systems With Perfect and
Imperfect CSI. Submitted to IEEE Transactions on Wireless Communica-
tions, under review. https://arxiv.org/abs/2504.05067. (Corresponding
to Chapter 4).

M. Abughalwa, Nguyen Van Huynh, D. N. Nguyen, Dinh Thai Hoang, and
Eryk Dutkiewicz, Secrecy Sum-Rate Maximization in Finite Blocklength IRS-
aided Systems With Perfect and Imperfect CSI, under revision for IEEE In-

ternet of Things Journal. (Corresponding to Chapter 5).


https://ieeexplore.ieee.org/document/9839546
https://ieeexplore.ieee.org/document/9839546
https://arxiv.org/abs/2504.05048
https://arxiv.org/abs/2504.05067

LIST OF PUBLICATIONS xii

Conference Papers

J-1.

J-2.

M. Abughalwa, D. N. Nguyen, D. T. Hoang and E. Dutkiewicz, " Multi-User
Secrecy Rate Maximization in [IRS-aided Systems,” IEEE Global Commu-
nications Conference (GLOBECOM 2024), Cape Town, South Africa, 2024,
pp. 2491-2496, doi: 10.1109/GLOBECOM52923.2024.10901599. https://
ieeexplore.ieee.org/document/10901599. (Corresponding to Chapter 3)

M. Abughalwa, D. N. Nguyen, Dinh Thai Hoang, and Eryk Dutkiewicz,
"Multi-user Secrecy Rate Maximization in Finite Blocklength IRS-aided Sys-
tems.” Accepted by IEEE Global Communications Conference (GLOBECOM
2025), Taipei, Taiwan. (Corresponding to Chapters 4 & 5).


https://ieeexplore.ieee.org/document/10901599
https://ieeexplore.ieee.org/document/10901599

1.1

1.2

2.1

2.2

2.3

2.4

2.5

2.6

2.7

2.8

3.1

3.2

3.3

List of Figures

6G IRS-aided wireless communication system, in which a
multi-antenna transmitter (Alice) communicates with a set of
single-antenna users (Bob) via an IRS. The IRS is strategically
deployed on the facade of a nearby building to enable indirect

line-of-sight (LoS) communication between Alice and the users.. . . . 5

Flowchart showing the thesis’s chapters connection. . . . . . . . . .. 25

[RS-aided system model, where the direct link between the BS and

the users is blocked. . . . . . . . ... 27
AM-rate versus M. . . . . . . ... 36
The ratio of the highest and lowest users rates versus M. . . . . . .. 37
Users’ Rate variance versus M. . . . . . .. .. .. ... ... .... 37
GM Rate versus M. . . . . . . . .. . 38
GMrate versus P. . . . . . .. L 38
GM rate versus t,. . . . . .. 39
The ratio of the highest and lowest users’ rates versus t;. . . . . . .. 39
Low-resolution IRS-aided system model. . . . . . ... ... ... .. 42

Convergence rate of the Max-Min algorithm with M = 10, I = 6,
N =16. . . . e 71

Convergence rate of SSR maximisation with M =10, X =6, N =16. 71



LIST OF FIGURES xiv

3.4

3.5

3.6

3.7

3.8

3.9

3.10

3.11

4.1

4.2

4.3

4.4

Users’ SR with M =10, K =6, N=16. . . . ... ... ... .... 73
Users’ SR with M =10, X =7, N=16. . .. ... ... ... .... 74
Users’ SR with with M =10, =6,N=16. . . . . .. .. ... ... 74

Jain’s Index versus the number of Alice’s antennas M, with
K =4, N = 16. The proposed Max—Min algorithm attains
near-unity fairness across CPS/QPS/QPSE cases, while the SSR

scheme shows lower fairness due to power concentration on stronger

Jain’s Index versus the uncertainty level 6, = §. with
M =10, =5, N = 16. The proposed Max—Min algorithm
maintains near-unity fairness across CPS/QPS/QPSE cases, while

the SSR scheme exhibits nearly zero fairness. . . . . . . ... ... .. 76
Convergence rate of the Min Pr algorithm with M = 10, K = 5,

N =16, b= 3, §; = 0.01,7, = 0.5[dB], showing that the algorithm
converges within a few iterations in both scenarios. . . . .. ... .. 7
Users’ SR with with M =10, K =5, N =16, b = 3, §,, = 0.01,

v = 0.5 [dB]. All users achieve the minimum QoS ~, = 0.5 [dB],

demonstrating the algorithm’s robustness despite imperfect user CSI

and unknown Eve’s CSL. . . . . . . . . ... 78

Minimum transmit power Pr versus the users’ minimum SINR ~.
The required power increases with v, and K, while the system

maintains secrecy for all users even under QPSE conditions. . . . . . 78

FBR IRS-aided system model. . . . . . . ... ... ... ... ... 80

Convergence rate of the Max-Min algorithm under prefect CSI with
M=10,K =6, N=16. . .« oo 105

Users' SR with M =10, K =6, N =16. . . . .. .o 106

Users’ SR with with M =10, K =6,N=16. . . . . . ... ... ... 106



LIST OF FIGURES XV

4.5 Jain’s Index Vs. the uncertainty level 0, = d, with
M=10, =5 N=16. . . . . . . . . . ... ... ... 107

4.6 Minimum SR Vs. the uncertainty level d, = J, with
M=10,K=5N=16. . . . . . . . . . .. .. 108

4.7  Minimum SR Vs. the number of users I with M = 10, N = 16,

0 =0, =0.02.. . . . . . 108
4.8 wuser’s min SR Vs. Transmission Duration ¢;. . . . . . . ... ... .. 109
5.1 FBR IRS-aided system model. . . . . . . .. ... ... ... ... .. 113

5.2 Convergence rate of the SSR algorithms under perfect and
Imperfect CSI with M =10, X =6, N=16. . . . . . ... ... ... 138

5.3 SR Arithmetic mean Vs the number of Alice’s antennas M with
K=7,N=10,and 6, =90, =0.02. . . . ... ... ... ... .... 139

5.4 SR Arithmetic mean against the number of users K with M = 10,
N=16,and 6, = 6, = 0.02. « . . o o ot 140

5.5 SR Arithmetic mean against the transmission power budget P with

M=10,K=7,N=16,and 6y =30, = 0.02. . . . . oo\ .. .. 141

5.6 SR Arithmetic mean Vs. the uncertainty level §, = ¢, with M = 10,
K=T,and N=10.. . . . . . . . . 142

5.7 wuser’s min SR Vs. Transmission Duration ¢, with M = 10, K =6
N =16,and 0, =9, =0.02. . . . . . ... ... ... ... ... ... 142

5.8 SR Arithmetic mean Vs. Transmission Duration ¢; with M = 10,
K=6N=16,and 0, =9, =0.02. . . . ... ... ... ... .... 143



3.1

4.1

5.1

5.2

List of Tables

Low Resolution IRS System Simulation Parameters . . . . . . .. .. 70

IRS-FBR Max-Min Maximisation Simulation Parameters . . . . . . . 103

Key Parameters and Assumptions for Perfect and Imperfect CSI Cases112

FBR-IRS Maximising SSR Simulation Parameters . . . . . . . . . .. 136



6G

AN
AWGN
BER
BS
CPS
CSI
DPS
FBL
FBR
ICSI
IEEE
IRS
KKT
LBL
LBR
LMI
LTE
MEC
MIMO
MISO
MMSE
mMTC
MSE
OFDM

Abbreviation

The sixth generation technology standard for cellular networks
Artificial Noise

Additive White Gaussian Noise

Bit Error Rate

Base Station

Continuous Phase Shift

Channel State Information

Discrete Phase Shift

Finite Blocklength

Finite Blocklength Regime

Imperfect Channel State Information
Institute of Electrical and Electronics Engineers
Intelligent Reflecting Surface
Karush-Kuhn-Tucker

Long Blocklength

Long Blocklength Regime

Linear Matrix Inequality

Long-Term Evolution

Multi-Access Edge Computing
Multiple Input Multiple Output
Multiple Input Single Output
Minimum Mean Square Error

Massive Machine Type Communication
Mean Square Error

Orthogonal Frequency Division Multiplexing



ABBREVIATION xviii

OFDMA Orthogonal Frequency Division Multiple Access
PCCP Penalty Convex-Concave Procedure

PLS Physical Layer Security

PRE Passive Reflective Element

PSE Phase Shift Error

QPSE Quantized Phase Shift Error

RCG Riemannian Conjugate Gradient

RIS Reconfigurable Intelligent Surface

SCA Successive Convex Approximation

SDP Semidefinite Programming

SDR Semidefinite Relaxation

SINR Signal-to-Interference-plus-Noise Ratio
SNR Signal-to-Noise Ratio

SSR Secrecy Sum Rate

UE User Equipment

UMC Unit Modules Constraint

URLLC Ultra-Reliable Low-Latency Communication

WSSR Weighted Sum Secrecy Rate



List of Symbols by Chapter

Chapter 2: Finite-Blocklength IRS-Aided Transmit Beamforming

Symbol Definition

M Number of base-station antennas.

K Number of single-antenna users.

N Number of IRS reflecting elements.
Hpr BS-to-IRS channel.

iLR_k IRS-to-user k channel.

BOB-R Large-scale fading of BS-to-IRS link.
Brk Large-scale fading of IRS-to-user k link.
Hpr BS-to-IRS channel (small-scale).

hr.k IRS-to-user k£ channel (small-scale).

Sk Information symbol for user k.

Wy Beamforming vector for user k.

x Transmit signal at BS.

Yk Received signal at user k.

H;. Effective channel for user k.

g Noise at user k.

RR-k IRS spatial correlation matrix for user k.
0 IRS phase-shift vector.

H;, Channel contribution from IRS element n.
BBR_k Composite BS-IRS—user k channel.

w Beamforming vectors for all users.
gr(w,0) SINR at user k.

ar(w, ) Interference-plus-noise power at user k.
ri(w,8) Achievable rate at user k£ (LBL regime).




List of Symbols by Chapter

XX

Symbol Definition

B Communication bandwidth.

7 (w, ) URLLC achievable rate for user k.

a Finite blocklength penalty coefficient.

v (w, ) Channel dispersion for user k.

Br(w, ) Total received power plus noise at user k.
t; Transmission duration.

€ Decoding error probability for URLLC.
f(w,0) Geometric-mean URLLC rate objective.
f(w,0) Geometric-mean LBL rate objective.

P Transmit power budget.

r Minimum target rate.

o? Noise power.

Chapter 3: Secure Communications For All Users in Low-Resolution IRS-

Aided Systems Under Imperfect and Unknown CSI

Symbol Definition

M Number of transmit antennas at Alice.
K Number of legitimate users.

k Legitimate user index.

e Eavesdropper index.

N Number of IRS reflecting elements.
Sk Confidential message for user k.
W Beamforming vector for user k.

0 IRS phase-shift vector.

Yi Received signal at node 1.

h;(0) Cascaded channel from Alice to i.
n; Noise at node 7.

o? Noise power at node i.




List of Symbols by Chapter

xx1

Symbol Definition

hy, Direct Alice-to-i channel.

ha, Small-scale fading of Alice-to-i channel.
Ba, Large-scale fading of Alice-to-7 link.

H\xr Alice-to-IRS channel matrix.

Hax Small-scale fading of Alice-to-IRS channel.
BAar Large-scale fading of Alice-to-IRS link.

gi [RS-to-i channel.

g, Small-scale fading of IRS-to-¢ channel.

Bri Large-scale fading of IRS-to-¢ link.

Rri IRS spatial correlation matrix for link to i.
d IRS phase-shift diagonal matrix.

9; Estimated IRS-to-i channel.

Ag; Channel estimation error.

& Radius of channel uncertainty region.

h; 9) Cascaded channel under imperfect CSI.
~i(w, ) SINR at node i.

~i(w,0) SINR at node ¢ under imperfect CSI.
pi(w, ) Interference-plus-noise power at node .
pi(w,80) Interference-plus-noise power under imperfect CSI.
b Number of IRS quantisation bits.

€R IRS phase-shift error.

SRy (w,0) Secrecy rate of user k.

SRy (w, ) Secrecy rate of user k under imperfect CSI.
Ci(w,0) Achievable rate at node i.

C;(w,0) Achievable rate at node ¢ under imperfect CSI.
Pr Transmit power budget.

o} Noise power at user k.

Ye(W,0) SINR at Eve.

o? Noise power at Eve.




List of Symbols by Chapter xxii

Symbol Definition

Co(w,8) Eavesdropping rate at Eve.

SRy (w, ) Secrecy rate of user k.

SRy, (w,0) Secrecy rate of user k under imperfect CSIL.

& Radius of channel uncertainty region.

Ok Minimum data rate of user k.

Lk, Maximum eavesdropping rate of Eve.

z Lower bound of secrecy rate.

Bk Interference-plus-noise power at user k.

W_; Beamforming vectors excluding user k.

Uy, Channel vector for user k.

X Linearised matrix for cascaded channel.

P Total transmit power.

Pr Transmit power allocated to information signals.

Py Transmit power allocated to artificial noise.

h. 0) Cascaded channel to Eve under imperfect CSI.

De Interference-plus-noise power at Eve under imperfect
CSL

Ve (W, SINR at Eve.

Y&(W,0) SINR at user k.

¥ QoS threshold for user k.

Chapter 4: “Security for Everyone” in Finite Blocklength IRS-aided Sys-

tems With Perfect and Imperfect CSI

Symbol Definition

N Number of BS transmit antennas (Alice).
K Number of legitimate users.

k Legitimate user index.

e Eavesdropper index.




List of Symbols by Chapter

xx1i1

Symbol Definition

M Number of IRS reflecting elements.

Sk Confidential message for user k.

gi Received signal at node .

h;(0) Cascaded Alice-IRS—i channel.

W Beamforming vector for user k.

0 IRS phase-shift vector.

n; Noise at node 1.

o; Noise power at node 1.

Lagr Alice-to-IRS channel matrix.

L,, Small-scale fading of Alice-to-IRS channel.
NARr Large-scale fading of Alice-to-IRS link.

l; IRS-to-¢ channel.

l; Small-scale fading of IRS-to-i channel.

Ng; Large-scale fading of IRS-to-¢ link.

RRi IRS spatial correlation matrix for link to i.

® IRS phase-shift diagonal matrix.

/l\i Estimated IRS-to-¢ channel.

Al; IRS-to-7 channel estimation error.

Q; Radius of channel uncertainty region.

h; 0) Cascaded channel under imperfect CSI.

~i(w, ) SINR at node 1.

~i(w,0) SINR at node ¢ under imperfect CSI.

Pi Interference-plus-noise power at node i.

Di Interference-plus-noise power under imperfect CSI.
S (w,0) Secrecy rate of user k in FBR regime.

S7(w, ) Secrecy rate of user k£ in FBR under imperfect CSI.
Ci(w,0) Achievable rate at node 1.

C (w,0) Achievable rate at node ¢ under imperfect CSI.
& Rate penalty factor due to finite blocklength.




List of Symbols by Chapter XxXiv

Symbol Definition

N, Packet length.

B Communication bandwidth.

t Transmission duration.

Tk Decoding error probability at user k.

Te Information leakage probability at Eve.

Vi(w,0) Dispersion factor at node 7.

\A/i(w,a) Dispersion factor at node ¢ under imperfect CSI.

V; Total received power plus noise at node 1.

U; Total received power plus noise under imperfect CSI.

SF(w,0) Secrecy rate of user k in LBR regime.

§§(w,0> Secrecy rate of user k in LBR under imperfect CSI.

P Transmit power budget.

Tmax Maximum decoding error probability in FBR.

Temax Maximum information leakage in FBR.

tmax Maximum transmission duration in FBR.

S7 (w,0) Surrogate FBR secrecy rate for user k.

Z Lower bound of the FBR secrecy rate under imperfect
CSL

Bk Minimum achievable rate for user k£ under imperfect CSI.

T, Maximum eavesdropping rate of Eve under imperfect
CSL

B; Maximum dispersion penalty for node .

Qg Interference-plus-noise power at user k£ under imperfect
CSL

e Interference-plus-noise power at Eve.

A, Linearised matrix for the cascaded channel at user k.

dy, Quadratic term evaluated at the estimated channel for
user k.

2) Scaling factor for dispersion term.




List of Symbols by Chapter

XXV

Symbol Definition
Ck Interference-plus-noise power for dispersion at user k.
B; Maximum dispersion penalty for node 1.

Chapter 5: Secrecy Sum-Rate Maximisation in Finite Blocklength IRS-
Aided Systems With Perfect and Imperfect CSI

Symbol Definition

M Number of antennas at Alice.

N Number of IRS reflecting elements.

K Number of legitimate URLLC users.

e Eavesdropper index.

G,. Alice-to-IRS channel matrix.

Ban Large-scale fading of Alice-to-IRS link.
G AR Small-scale fading of Alice-to-IRS link.
Uu; IRS-to-7 channel vector.

Bri Large-scale fading of IRS-to-2 link.

u; Small-scale fading of IRS-to-7 link.
Rri IRS spatial correlation matrix for link to i.
Sk Confidential symbol for user k.

Yi Received signal at node 1.

h;(0) Cascaded channel from Alice to i.

W Beamforming vector for user k.

0 IRS phase-shift vector.

n; Noise at node 3.

o? Noise power at node i.

d IRS diagonal phase-shift matrix.

u; Estimated IRS-to-i channel.

Au,; IRS-to-7 channel estimation error.

Q; Radius of channel uncertainty region.




List of Symbols by Chapter

XXV1

Symbol Definition

h;(0) Estimated cascaded channel under imperfect CSI.

~i(w, ) SINR at node i.

7i(w,0) SINR at node ¢ under imperfect CSI.

Pi Interference-plus-noise power at node i.

Di Interference-plus-noise power under imperfect CSI.

S (w,0) FBR secrecy rate of user k.

glf (w, ) FBR secrecy rate under imperfect CSI.

Ci(w,0) Achievable rate at node 1.

Ci(w,8) Achievable rate at node ¢ under imperfect CSI.

& Reliability parameter for node 1.

Ny URLLC packet length.

B Communication bandwidth.

t; Transmission duration.

Vi(w,0) Dispersion factor at node 7.

Vi(w,0) Dispersion factor under imperfect CSI.

V; Total received power at node i.

U; Total received power under imperfect CSI.

Sk Decoding error probability at user k.

Se Information leakage probability at Eve.

Smax Maximum allowable decoding error probability.

Sernax Maximum tolerated leakage probability.

t; Transmission duration.

tmax Maximum permitted transmission duration.

R(w,8) Secrecy sum-rate under FBR.

P Total power budget at Alice.

SF(w,0) Secrecy rate of user k£ in LBR regime.

g,f( ,0) Secrecy rate of user k in LBR under imperfect CSI.

g,f (w, ) Lower bound approximation of FBR secrecy rate for user
k.




List of Symbols by Chapter

XxXVvil

Symbol Definition

0, Phase shift of IRS element n.

R, (w,0) Secrecy sum-rate under imperfect CSI.

z Lower bound on FBR secrecy sum-rate.

Ok Minimum achievable rate for user k.

k. Maximum eavesdropping rate of Eve.

Dy Maximum dispersion factor for node 1.

& Radius of CSI uncertainty region for node .

Bk Interference-plus-noise power at user k.

Bre Interference-plus-noise power at Eve.

£ Constant term for dispersion factor linearisation.
2) Scaling term for dispersion factor linearisation.
Cr Interference-plus-noise term for dispersion at user k.




Chapter 1

Introduction and Literature Review

This chapter® provides a comprehensive overview of the future 6G network applic-
ations, with a particular emphasis on the applications of Intelligent Reflecting Sur-
faces (IRSs) and their role in enhancing users data rate and Physical Layer Security
(PLS). It then discusses the latest development of this paradigm. The research ob-
jectives and major contributions are presented in the following section. Finally, the

chapter concludes with an overview of the thesis structure.

1.1 Background

1.1.1 Enabling the Future: Applications and Advancements of 6G Net-

works

The 6G of wireless communication is anticipated to redefine the landscape of
digital connectivity by offering enhanced capabilities far beyond those of 5G. With
expected features such as high data rates, massive device connectivity, and integ-
rated intelligence, 6G is poised to support a wide range of emerging applications,
including extended reality, holographic telepresence, autonomous systems, and large-
scale Internet of Things (IoT) deployments. To realise these ambitions, 6G networks
will integrate a host of enabling technologies, such as terahertz (THz) communic-
ation, intelligent reflecting surfaces (IRS), reconfigurable holographic surfaces, and

Al-native network design [1,2]. In this context, the design of efficient, reliable,

*This chapter partially corresponds to the journal papers J-1 to J-5 and the conference papers

C-1 to C-1 in the list of Publications.
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and secure communication strategies becomes critical, particularly in scenarios de-
manding ultra-reliable low-latency communication (URLLC) and massive machine-
type communication (mMTC). The foundational standardisation of 6G networks
began in early 2025, with commercial deployment projected by 2030 [3]. In [3],
the authors presented a comprehensive overview of 6G networks and their develop-
mental roadmap. 6G is expected to incorporate a range of cutting-edge technolo-
gies to accommodate the rapidly growing number of IoT devices, as stated before.
These advancements position 6G as a highly intelligent and adaptive communication
paradigm designed to enable seamless connectivity across diverse applications and
environments. In [4], the authors highlighted the key technologies expected to evolve
as part of 6G networks, which are anticipated to move beyond personalised commu-
nication and enable the comprehensive realisation of the IoT paradigm by intercon-
necting, not only individuals, but also computing infrastructures, vehicles, devices,
sensors, and robotic agents. 6G networks are anticipated to significantly advance key
communication paradigms, including enhanced mobile broadband (eMBB), mMTC,
and URLLC. These technologies demand extremely high data rates, large band-
width, and end-to-end latency, below 1 ms, to meet the requirements of future
applications [5]. Such enhancements are expected to enable dense, low-latency, and
highly reliable communication, thereby supporting large-scale deployments of both

massive eMBB and massive URLLC services [6].

6G networks are expected to enhance communication in the finite blocklength
regime (FBR), which is an enabler of URLLC and mMTC technologies. FBR has
attracted paramount attention in recent years thanks to its potential applications
in the [oT, with particular attention to holographic communications, the tactile In-
ternet, autonomous driving, etc. Unlike long blocklength regime (LBR) systems,
maintaining high reliability in FBR is more challenging due to reduced channel cod-

ing gains and stringent latency requirements [7]. Moreover, in applications such as
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intelligent transportation, leakage of information may compromise user privacy by
revealing sensitive data such as location or identity [8,9]. In [9], the authors shed
light on technologies and methods to support URLLC systems and their applica-
tion. In [10], Wang et. al. studied the URLLC system’s performance limits from
the asymptotic cross-layer analysis point in a high signal-to-noise ratio (SNR) en-
vironment. They studied the system from the perspective of the service capability,
latency, and error probability. They derived an equation to trade off between the
latency and the error probability. However, the study did not cover the power al-
location problem, and it only considered the high SNR situation, which is rare in
wireless environments. Furthermore, other works have been focusing on reducing
latency in URLLC systems [11-14]. In [14], Sach et al. addressed the functionality
of two radio technology components, the Long-Term Evolution (LTE) and the new
radio interface technology, to support URLLC services. The authors evaluated the
spectral efficiency and showed that both systems can perform similarly in FBR.
In [12], the authors studied a URLLC system when a shared channel is assigned
to multiple users in Grant Free (GF) transmission. In this case, the packet colli-
sion could highly harm the GF transmission potential, and the authors analysed
the system of an extensive urban macro network in uplink GF transmission. The
study focused on K-Repetition and the proactive scheme in Hybrid Automatic Re-
peat Request, which is done by investigating the K-Repetition and the proactive
scheme within the URLLC environment. They evaluated the system performance
against the baseline GF transmission. The results show that the algorithm has bet-
ter reliability than the GF systems. The authors in [15] studied the mmWave in the
URLLC environment. They considered the spectrum to be shared between regular
users and enhanced mobile broadband users (eMBB). They studied the problem of
maximising the throughput of the eMBB users under the constraint of time trans-

mission. The optimised problem was subdivided into three subproblems: power
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allocation, resource matching, and user paring. The proposed solution has im-
proved the system’s performance. However, the solution complexity was high, and
the mathematical tractability was difficult. A trade-off between latency and system
reliability has been investigated thoroughly [9,16-18]. In [19], the authors studied
the bandwidth minimisation problem in a single-input-single-output (SISO) system
under the URLLC’s quality of service (QoS) constraint. To tackle the minimisation
problem, they proposed a joint bandwidth allocation and packet-dropping policy.
They also introduced a packet delivery technique to save bandwidth and gain the
same QoS. The authors in [20] studied an algorithm to maximise energy efficiency
under the constraint of latency reliability. The algorithm was based on configuring

the bandwidth, the antenna constellation and power allocation.

While 6G promises significant advancements in communication capabilities, it
also introduces new and complex security challenges across mMTC, and URLLC
services. Security attacks, such as jamming, eavesdropping, and pilot contamina-
tion, can degrade the URLLC’s signal quality, posing a high risk to 6G networks.
For example, a malicious user/eavesdropper poses a high risk to URLLC and mMTC
due to their ability to intercept the legitimate user’s signal [6]. To tackle such chal-
lenges, physical layer security (PLS) has emerged as a promising solution to enhance
users’ security in mMTc/URLLC 6G networks. Unlike traditional encryption-based
methods, PLS exploits the inherent characteristics of the wireless channel to ensure
confidentiality, thereby aligning well with the latency and complexity constraints
of mMTC and URLLC [6]. Furthermore, to improve reliability and secrecy in 6G
networks, intelligent reflecting surfaces (IRSs) have gained paramount attention due
to their ability to strategically control the direction of the signal towards the inten-
ded users. This IRS’s capability can improve the users’ signal while thwarting the

eavesdropper’s signal, hence improving the PLS of the mMTC/URLLC systems [21].

In summary, future 6G networks are envisioned to enable intelligent, adapt-
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ive, and ultra-reliable wireless environments, where technologies such as IRS and
communication under the FBR will play a crucial role. IRS offers programmable
control over the wireless channel, improving coverage, energy efficiency, and signal
quality, while FBR provides a practical framework for analysing performance under
stringent latency and reliability constraints. However, these advancements also in-
troduce new security challenges, particularly at the physical layer. Ensuring secure
communication in dynamic and densely connected environments requires robust PLS
mechanisms that can withstand eavesdropping and adversarial interference. The in-
tegration of IRS and FBR designs with PLS techniques will be essential to meet the

confidentiality and resilience demands of future 6G applications.

1.1.2 Intelligent Reflecting Surfaces in 6G: Fundamentals and Emerging

Applications

IRS Controller IRS
_

Base Station
(Alice)

Figure 1.1 : 6G IRS-aided wireless communication system, in which a multi-antenna
transmitter (Alice) communicates with a set of single-antenna users (Bob) via an
IRS. The IRS is strategically deployed on the facade of a nearby building to enable

indirect line-of-sight (LoS) communication between Alice and the users.

In recent years, IRS-aided wireless communication systems have attracted para-
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mount attention due to their potential to support high data rate transmissions [22—-
26]. An IRS is typically composed of low-cost, programmable reflective elements
(PREs) [26]. The effectiveness of these PREs has been substantially improved
through recent advancements in real-time metasurface tuning, enabling the max-
imisation of spectral efficiency via optimal configuration [25,27-29]. IRS technology
enables dynamic reconfiguration of the wireless propagation environment by manip-
ulating incident signals. Among its key applications are enhancements in user data
rates, communication security, and privacy. These benefits are realised by intelli-
gently steering reflected signals toward intended receivers while suppressing signal
quality at unintended or malicious ones, thereby mitigating multi-user interference

and safeguarding information confidentiality.

In general, an IRS mounted on the facade of a high-rise building can assist a
base station in communicating with users, as illustrated in Fig. 1.1. Numerous
studies have focused on enhancing wireless system performance by optimising the
IRS PREs. In [30], the authors investigated a joint passive beamforming and the
IRS’s PRE optimisation problem to improve user rates in a multi-input single-output
(MISO) IRS-aided downlink system. To address this problem, a semi-definite relax-
ation (SDR) technique was employed to obtain an upper-bound approximation of
the objective function. Their findings highlight the benefits of incorporating IRS as
a passive assistant in wireless networks. In [31], the authors analysed the impact
of the number of IRS elements (/N) on the received SNR, revealing that the SNR
increases on the order of N2, consistent with the results of [30]. Simulation results
demonstrate that when hundreds or thousands of PREs are deployed, the result-
ing SNR approaches that of massive multi-input multi-output (MIMO) systems.
The study in [32] also considered a MISO system, with the goal of maximising the
achievable spectral efficiency through joint optimisation of the beamforming vec-

tor and IRS PREs. The authors addressed the resulting nonconvex problem using



1.1 Background 7

manifold optimisation techniques and fixed-point iteration, effectively handling the
IRS PRESs’ unit modulus constraint (UMC). In [33], the authors examined the use
of multiple IRSs to enhance system performance. Similar to previous works, they
jointly optimised the beamforming vector and IRS PREs to maximise both the cov-
erage area and the system’s SNR, leveraging the characteristics of millimetre wave
(mmWave) propagation. The simulation results reaffirm that increasing the num-
ber of IRS elements leads to significant SNR improvements, aligning with earlier

conclusions.

Research on MISO systems has been further extended to encompass MIMO con-
figurations. In [34], the authors investigated an IRS-aided orthogonal frequency
division multiplexing (OFDM)-MIMO system, aiming to maximise the system’s ca-
pacity under the PREs” UMC, and the MIMO transmit covariance matrix. The
results demonstrated that incorporating an IRS can significantly enhance system
capacity. In the same study, the authors derived an upper bound for the ergodic ca-
pacity by optimising the IRS PRE matrix using Gaussian randomisation techniques.
Ying et al. [35] examined a MIMO IRS-aided system in which the beamforming mat-
rix and IRS phase shift matrix were optimised separately to achieve a lower bit error
rate. In [36], the authors focused on maximising the data rate in a similar MIMO
IRS-aided setup. They employed an alternating direction method to determine the
phase shifts of individual reflecting elements, while the beamforming vector was

obtained using a water-filling solution.

Most existing works on IRS systems assume a constant reflection amplitude and
continuous phase shift (CPS). However, experimental results in [37] challenge these
assumptions. The authors proposed a more realistic phase shift model that captures
the inherent relationship between the phase shift and the amplitude of the IRS ele-
ments. Using this model, they studied the problem of maximising the data rate

in a MISO system through joint optimisation of the beamforming vectors and IRS
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PREs. Inspired by [37], the authors in [38] investigated the capacity degradation in
MISO systems when employing discrete phase shift IRSs. Their results indicate that
a 2-bit phase resolution is sufficient to achieve performance close to that of the CPS
model. Similarly, [39] analysed the performance of an IRS-aided MISO downlink
system. The authors derived a lower bound on the users’ asymptotic rate under
the assumptions of unknown CSI and quantised phase shifts. Their findings demon-
strate that discrete phase shift configurations can achieve near-optimal performance

compared to CPS models.

IRSs are generally classified into three categories: passive, active, and hybrid
architectures, each presenting unique trade-offs between system performance and
implementation complexity [40]. A passive IRS consists of passive PREs that adjust
the phase of incident signals without performing amplification. This architecture
is inherently energy-efficient, cost-effective, and highly scalable, enabling the de-
ployment of large PRE arrays to achieve precise and adaptive beamforming. Such
scalability enhances the received signal power at the intended user while suppress-
ing the signal at unintended or malicious receivers, thereby improving physical-layer
security [41]. Furthermore, the absence of active components ensures that passive

IRSs do not introduce additional circuit or thermal noise into the reflected signal.

In contrast, an active IRS incorporates amplification modules within its PREs
to partially offset the double-fading effect caused by the reflected IRS-receiver [42].
While this amplification enhances the received signal power at the intended user,
it also introduces amplified noise and increases power consumption and hardware
complexity. Furthermore, the amplified noise is reflected in all directions, which may
inadvertently improve the eavesdropper’s signal quality and reduce secrecy gains. A
hybrid IRS aims to strike a balance by activating only a subset of PREs while keep-
ing the remaining elements passive [42]. Although this approach mitigates overall

noise and power overhead, it still demands more sophisticated coordination and con-
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trol strategies. Overall, due to its low-noise operation, high scalability, and strong
secrecy enhancement capability, the passive IRS architecture remains a compelling
choice for secure wireless communication systems, particularly in scenarios where

eavesdropper channel state information (CSI) is imperfect or unavailable.

To this end, the passive IRS architecture aligns most naturally with the objectives
of secrecy maximisation. Because passive IRSs neither amplify the incident signal
nor inject additional noise, they preserve the legitimate receiver’s SNR advantage
while enabling directional and interference-aware reflection control. This property is
particularly advantageous in PLS, where secrecy depends not only on improving the
intended link quality but also on deliberately degrading the eavesdropper’s channel.
In contrast, active and hybrid IRS architectures inevitably introduce amplified noise
and leakage toward unintended directions, which can inadvertently strengthen the

eavesdropper’s reception and undermine secrecy guarantees in IRS-aided systems.

As previously discussed, IRSs can enhance the desired signal reception or sup-
press unwanted signals, making it highly effective for PLS applications in 6G net-
works. In [43], the authors addressed the problem of maximising the secrecy rate
(SR) in an IRS-aided MISO system by jointly optimising the transmit beamforming
vectors and the IRS phase shifts. Simulation results demonstrated a significant im-
provement in SR when an IRS is employed. In [44], the authors investigated a more
challenging scenario where the legitimate user experiences a worse fading channel
than the eavesdropper, and the two channels are correlated, severely limiting SR.
To address this, they jointly optimised the IRS reflection coefficients and the beam-
forming vectors of the legitimate user, ensuring that signals destructively interfere at
the eavesdropper. This approach is particularly practical in real-world environments
where the exact location of the eavesdropper is often unknown. Furthermore, the au-
thors in [45] introduced the concept of signal jamming, whereby the legitimate user

injects artificial noise into the channel. This noise is incorporated into the transmit-
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ted beamforming vectors, effectively degrading the eavesdropper’s reception. The
results showed an improvement in SR compared to conventional systems. Build-
ing on this work, Xu et al. in [46], further enhanced the SR by jointly optimising
artificial noise, IRS phase shifts, and beamforming vectors. Numerical simulations
indicated an improvement of nearly 20%. In [47], a cell-free IRS-assisted network
was examined with the objective of improving users’ SR by maximising the weighted
sum of users’ secrecy rates (WSSR). The optimisation problem was tackled by jointly
optimising the transmit beamforming vector and the IRS’s PREs. To handle the
resulting nonconvex problem, the authors employed an AO framework to decouple
the variables using SDR and continuous convex approximation techniques. Building
on this line of work, Shi et al. in [48], investigated the SR maximisation in a MIMO
IRS-assisted system with a single eavesdropper. The IRS was utilised to support
both uplink communication and downlink energy transfer. The WSSR problem was
handled by jointly optimising the transmit beamformer, the time allocation between
uplink and downlink phases, and the energy transmit covariance matrix to enhance

SR performance.

When CSI between the IRS and the users is partially known or unavailable, al-
ternative formulations are necessary. For instance, the authors in [49], addressed
a multi-user IRS-aided scenario where the eavesdropper’s channel is only partially
known at the receiver. A secrecy sum rate (SSR) maximisation problem was for-
mulated under these constraints. Likewise, a cognitive radio system with unknown
eavesdropper’s CSI was investigated in [50]. The authors proposed a power minim-
isation strategy to ensure secrecy by optimising the beamforming vector and assum-
ing continuous-phase IRS phase shifts. Notably, much of the literature on IRS-based
secrecy enhancement and signal-to-interference-plus-noise ratio (SINR) optimisa-
tion relies on idealised assumptions, such as perfect CSI or continuous phase shifts

(CPS) [47,51,52]. However, such assumptions are often inaccurate due to hardware
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limitations [53], as discussed before. To address this, the authors in [54] proposed
a system with quantised phase shifts (QPS), formulating a transmit power minim-
isation problem to meet SNR requirements. The authors tackled the problem by
jointly optimising the beamforming vector and quantised PREs. Furthermore, [55]
demonstrated that a 2-bit quantisation resolution can nearly match the perform-
ance of CPS-based designs. In scenarios involving partial or imperfect CSI at the
transmitter, the IRS phase design becomes susceptible to phase shift errors (PSE).
This issue was specifically examined in [56], which analysed the impact of PSE in

large-scale IRS deployments and its implications for system performance.

The transition to 6G introduces stringent requirements for reliability, latency,
and security, particularly in scenarios such as URLLC and IoT. These applications
rely on short-packet transmissions, where the FBR becomes critical for accurate
performance characterisation. Conventional asymptotic assumptions fail to capture
the trade-offs between reliability, latency, and secrecy in these contexts. Integrating
PLS with IRS control provides a dynamic mechanism to enhance channel conditions
and mitigate eavesdropping risks without excessive signalling overhead. IRS-aided
systems enables adaptive propagation shaping, improving reliability and secrecy
while supporting low-latency constraints. When combined with finite blocklength
analysis, this approach offers precise optimisation of key performance metrics, ad-
dressing fundamental challenges in 6G design. The proposed framework therefore
aligns with mission-critical and resource-constrained applications, delivering a scal-

able and secure solution for next-generation wireless networks.

While significant progress has been made in enhancing users’ data rate and
secrecy in IRS-aided systems in 6G networks, the area still demands substantial
further research. In particular, PLS in FBR-IRS-aided 6G networks introduces
complex challenges related to decoding errors, transmission latency, and SR optim-

isation. Additionally, practical limitations such as low-resolution IRS and imperfect
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or unknown CSI in IRS systems remain significant obstacles. Addressing these issues
is essential to unlock the full potential of the IRS in meeting the stringent reliability,

latency, and security requirements of future 6G applications.

1.2 Literature Review and Contributions

In this thesis, we focus on enhancing the users’ data rate and security in the
upcoming 6G network by exploiting the IRS capability of strategically directing
the signal towards the desired users. We first address the problem of maximising
users’ data rate in an LBR/FBR~IRS-aided system by optimising the beamforming
vector and the IRS PREs. In the second stage, we extend the study to address
the problem of ensuring the system’s secrecy. To this end, we aim to enhance the
users’ secrecy in IRS-aided systems under multiple system configurations, such as

perfect /imperfect /unknown IRS-to-users/eavesdropper CSI, and low-resolution IRS.

1.2.1 Maximising Users’ Data Rate in FBR-IRS-Aided Network

IRSs constitute planar arrays of PREs, which can potentially augment the cov-
erage of wireless networks [57-59]. In particular, the spectral efficiency of networks
can be maximised by the joint design of the transmit beamformer at base station

(BS/Alice) and the IRS PREs [60-63].

In parallel, URLLC has also attracted recent research attention thanks to its
potential applications in the IoT, with special attention to holographic communica-
tions, the tactile Internet, autonomous driving, etc. [1,2]. Under the URLLC frame-
work, low-latency requires short (finite) block length (FBL) while ultra-reliability
imposes extra low error probability constraints [64]. As a consequence, the rate
function of URLLC is dependent not only on the SNR but also on the block length
and the decoding error probability. Hence, its definition is much more computation-

ally challenging than that of Shannon’s rate function in the long block regime.



1.2 Literature Review and Contributions 13

Resource allocation and transmit beamforming used for optimising the users’
rates under the FBR have been recently considered e.g. in [65,66]. The authors
in [67,68] analysed IRS-aided URLLC systems of a single antenna BS and an IRS
serving a single user. The more advanced joint design of the transmit beamformer
at multiple BSs and IRS PREs maximising the sum-rate subject to specific QoS
constraints in terms of the users’ rates was considered in [69]. However, the compu-
tational complexity of the algorithm proposed in [69] is extremely high, as it iterates
by observing convex problems of escalating dimension. Hence Ghanem et al. [69]
considered only up to 20 PREs for the IRS, even though IRSs should employ very
large numbers of PREs [70]. Regarding this problem, one can combine the tech-
niques proposed in [62] and [65] to develop an algorithm that iterates by evaluating
convex problems of the same size as the original nonconvex problem. However, this
size is already large for practical IRS-aided networks due to the large numbers of
PREs and beamforming decision variables, which makes the computation of these

convex problems impractical.

Against the above background, in chapter 2 we derive a computationally tract-
able solution for the joint design of transmitter beamforming vectors and IRS PREs
to optimise all the users’ rates in the FBL regime. Following the earlier results
in [63] for optimising all the users’ rates in the LBR (Shannon rate), we now aim
to maximise the geometric mean of the users’ rates (GM-rate) and we explicitly
demonstrate that it is capable of providing a fair users’ rate distribution without
enforcing computationally intractable rate constraints. As a further novelty, we
avoid the computationally intractable UMC on the PREs by directly optimising
their arguments. As such, the design of PREs is based on trigonometric function

optimisation.
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1.2.2 Robust Secrecy Enhancement for All Users in low-resolution IRS-

Aided System Under Perfect/Imperfect/Unknown CSI

By optimising signal reflections, IRSs improve reception by creating favourably
reflected multi-path signals at the receivers. Thanks to their cost-effective design
and convenient deployment typically on the facades of high-rise buildings, IRSs
hold immense potential for various applications, particularly in urban areas where
line-of-sight channels between transmitters (Tx) and receivers (Rx) frequently face
obstructions [71]. Particularly, for the IoT devices that have limited computing
capability and battery/energy, the IRS has gained paramount attention aiming to
enhance both spectral and energy efficiency [72]. Another potential application of
IRSs is to enhance the security /privacy of users by purposely manipulating reflected
signals from the Tx so as to facilitate the signal reception at legitimate users while
maximising the multi-user interference/degrading the signals at potential eavesdrop-
pers. In [51], the authors studied the design of an IRS to maximise the legitimate
user’s SR, which is defined as the difference between the rate of the legitimate chan-
nel and that of the channel from the transmitter to a potential eavesdropper. The
authors studied SR maximisation by jointly optimising the beamforming vector at
the transmitter and the IRS’s PREs. A MISO IRS-aided system with the presence of
multiple eavesdroppers was considered in [73]. The transmitter introduced AN as a
countermeasure to enhance user security. In [47], the authors studied a cell-free IRS-
aided network, where they aimed to enhance the users’ secrecy by maximising the
users” WSSR by jointly optimising the beamforming vector and the IRS’s PREs.
The AO algorithm was used to decouple the beamforming factor and the IRS’s
PREs, and the resulting problem was tackled using the SDR and continuous convex
approximation. Shi et al. in [48] investigated the SR in a MIMO IRS-aided system
with the presence of a single eavesdropper. The IRS was deployed to enhance the

uplink transmission and the downlink energy transfer. The authors investigated the
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problem of SR maximisation by jointly optimising the transmit beamform vector,

the downlink/uplink time allocation, and the energy transmit covariance matrix.

When the CSI from the IRS to the users/receivers is unknown or imperfect, the
authors in [49] studied an IRS-aided multi-user system, where they formulated an
SSR maximisation problem with the eavesdropper’s channel partially known to the
receiver. In [50], the authors investigated an IRS-aided cognitive radio system when
the eavesdropper’s CSI is not available at Alice. The authors also proposed a power
minimisation problem to guarantee users’ secrecy by optimising the beamforming
vector and the IRS PREs, which were modelled by continuous phase shift (PS). It is
worth mentioning that most of the research on IRS’s secrecy and SINR maximisation
assumes perfect phase estimation and/or full resolution/continuous phase shift [47,
51,52]. However, assuming CPS of the IRS’s PREs is not practical in real-life
scenarios due to hardware limitations [53]. In [54], the authors studied an IRS-aided
system with a discrete/quantised phase shift. The authors proposed a transmission
power minimisation problem to achieve a certain user’s SNR by jointly optimising
the beamforming vector and the discrete PREs. In [55], it was shown that using a
2-bit QPS can nearly achieve the same performance as a CPS. When the transmitter
can obtain partial/imperfect CSI, the IRS’s PREs are affected by phase shift error
(PSE). The PSE was investigated in [56], where the IRS PREs PSE was presented

in a large IRS system.

In Chapter 3, we aim to achieve secrecy for all the users under low-resolution
IRS-aided systems with both perfect and imperfect CSI. To that end, we consider
a popular use case where a low-resolution IRS is used to enhance/aid the signal
reception at legitimate users (from a transmitter) in the presence of a potential
eavesdropper. We then maximise the minimum SR by optimising the transmit

beamforming vector and the IRS’s PREs.
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When Alice can only obtain partial or erroneous knowledge of the IRS-to-Users/Eve’s
CSI, the problem becomes more challenging. Mathematically, imperfect CSI intro-
duces non-convex constraints into the problem. To tackle it, we use slack variables to
manage the coupling between the transmitter’s beamforming vectors and the PREs
PS within the objective function. We then apply the successive convex approxima-
tion (SCA) technique [74], and the S-procedure [75] to reformulate the semi-infinite
constraints into linear matrix inequalities (LMI). While the SCA framework com-
bined with the S-procedure transforms the semi-infinite constraints into an LMI, the
resulting LMIs remain nonconvex. To address this, we employ a first-order Taylor
approximation to linearise these non-convex components, enabling an efficient con-
vex reformulation that can be solved at each iteration. Finally, to handle the UMC
of the IRSs, we employ the penalty convex-concave procedure (PCCP) [76]. Un-
like other research that doesn’t account for PSE [52], in this work, we leverage the
PCCP algorithm to account for PSE in the IRS optimisation. For comparison pur-
poses, we also consider the SSR maximisation problem. When the eavesdropper’s
CSI is unknown to the transmitter, the IRS PREs modelled by QPS suffer from
PSE. To provide secrecy for all users, we develop a power minimisation problem
while introducing a residual power that acts as an AN to lower the eavesdropper’s
SINR. Extensive simulations with practical settings show that by maximising the
minimum SR among all the users or minimising transmit power and using AN, we
can achieve a better chance of ensuring secure communications for all users (subject
to the location of the eavesdropper) even under imperfect CSI and low-resolution
IRS. Where feasible, as expected, we observe that maximising the minimum SR
can achieve greater fairness among the users compared to the SSR maximisation

problem. The main contributions are summarised as follows:

e We study the SR guarantee for all users and the impact of the low-resolution

IRS in a multi-user downlink IRS-aided network. We formulate three optim-
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isation problems: maximising the minimum SR, maximising the SSR, and
minimising the transmission power, by jointly optimising the transmitter’s
beamforming vector and the IRS’s PREs. We then study the problems under

both perfect and imperfect CSI cases.

e In the first case, we tackle the non-convex problem under perfect CSI. We
linearise its objective function using mathematical approximations that yield
a mathematically tractable approximate surrogate function. To handle the
UMC, and in contrast to conventional approaches such as semi-definite relax-
ation (SDR), we circumvent the computationally intractable UMC by directly
optimising the quantised PREs argument. Consequently, the PRE design re-
duces to an optimisation over trigonometric functions, yielding a low-complexity,
scalable solution for large-scale IRS deployments. The proposed algorithm is
analytically shown to converge to a locally optimal solution of the original

non-convex problem.

e When only partial CSI is known to Alice, we leverage the SCA to tackle the
imperfect CSl-related semi-infinite constraints to transform them into LMIs.
We then linearise the non-convex terms within these LMIs using a first-order
Taylor approximation. Next, we tackle the UMC using the PCCP algorithm,
explicitly accounting for PSE arising from channel uncertainty.. We show that
the proposed algorithm converges to, at least, a locally optimal solution of the

non-convex problem.

e In the final scenario, where the eavesdropper’s CSI is unknown, we formulate
a power minimisation problem that ensures the users’ data rates remain above
a predefined quality-of-service (QoS) threshold. The residual transmit power
is then allocated as AN to degrade the eavesdropper’s SINR. The UMC is

handled via PCCP while ensuring QoS constraints are met, and accounts for
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the PSE. The proposed algorithm is proven to converge to a locally optimal

solution, effectively enhancing secrecy for all users.

e Eventually, we conduct extensive simulations to assess the impact of optimising
the TRS’s PREs on users’ SR. The results demonstrate that the proposed
algorithms ensure secure communication for all users. In contrast, approaches
that focus on maximising the SSR, i.e. [77], fail to guarantee secrecy for all

Users.

1.2.3 Secrecy Assurance for All Users in FBR-IRS-Aided System Under

Perfect /Imperfect CSI

URLLC and mMTC, both relying on the finite blocklength (short packet) re-
gime, have been envisioned as key technologies to serve critical missions of IoT.
Since FBR often requires a stricter design approach than the long blocklength re-
gime/communication (LBR) systems [7], maintaining high-reliability communica-
tion is more challenging due to the lower channel coding gain. Moreover, in URLLC
applications such as intelligent transportation, leakage information could expose the
user’s location or identity. As a potential solution to secure URLLC, the use of
IRS has recently attracted paramount interest. IRS links exhibit low latency that is
beneficial for the FBR strict requirements [78|. Zhao et al. studied the information
freshness in a single-user FBR-IRS-aided system with the presence of an eavesdrop-
per in [78]. The authors derived a closed-form expression for the upper bound
secrecy outage probability under statistical CSI. The single user’s secrecy outage is
minimised by jointly optimising the blocklength and the IRS PREs. The authors
in [79] studied the secrecy performance of an IRS-assisted URLLC system, where
an FBR coding scheme was proposed to secure the link, showing that secrecy is
achievable beyond a certain blocklength threshold. However, it does not consider

the joint optimisation of secrecy rate and transmission parameters, which is crucial
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for practical deployment. Nevertheless, the assumption that Alice/Tx can obtain
Eve’s CSI, as stated before, is not always feasible. Note that most earlier work
focused only on single-user systems. The SSR maximisation approach in LBR-IRS
systems is neither applicable to nor can it guarantee the secrecy for all users in

FBR-IRS systems due to the additional latency requirements of the FBR.

Guaranteeing secrecy in FBR is significantly more challenging than in conven-
tional LBR applications. Unlike LBR, where sufficiently long codewords can asymp-
totically drive both error probability and leakage to zero, these factors remain strictly
non-zero in FBR due to the coding limits imposed by short blocklengths [80]. In par-
ticular, the square-root of the channel dispersion in the FBR-SR expression directly
captures the effect of finite blocklength on the decoding error probability, making
the SR a non-linear function. Consequently, the optimisation problem is signific-
antly more complex, as these non-zero error and leakage terms introduce additional
nonconvex penalties that must be jointly considered with power and beamforming
constraints. Unlike other research, which only considers secrecy enhancement in
LBR-IRS-aided systems, or FBR secrecy improvement with full CSI [81], we tackle
the problem of secrecy guarantee in FBR-IRS-aided systems under perfect /imperfect
IRS to users’ CSI.

In Chapter 4, we consider a widely studied scenario in which IRSs are employed
to enhance signal reception at legitimate users, in the presence of a potential eaves-
dropper. It is assumed that no direct or line-of-sight channel exists between the
transmitter and any user or the eavesdropper, for example, due to environmental
blockages.” Under this setting, we aim to maximise the minimum SR across all users

while satisfying FBR constraints, by jointly optimising the transmit beamforming

tIn practical deployments, it is unrealistic to assume that the eavesdropper has a line-of-sight
channel while the legitimate users do not. In such scenarios, the deployment of a friendly jammer

is necessary to preserve user confidentiality [50].
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vector and the IRS’s PREs. Both perfect and imperfect CSI scenarios are considered
for the channels from the IRS to the users and the eavesdropper. In the perfect CSI
case, it is assumed that the transmitter has access to accurate CSI of all users and
the eavesdropper. This can occur when one of the legitimate users is compromised

and acts as an eavesdropper, thereby making its CSI known to Alice.

When only partial or erroneous CSI (from the IRS to the users and Eve) is avail-
able, the problem becomes even more challenging. In particular, the semi-infinite
constraints introduced by imperfect CSI are embedded within the dispersion term of
the FBR-SR expression, which involves both the inverse Q-function and the square-
root of the channel dispersion. This embedding makes the decoding error probability
highly sensitive to channel estimation errors [82], while the square-root further in-
creases the nonlinearity. To tackle the problem, we first introduce slack variables to
deal with the transmit beamforming vectors and the IRS’s PREs coupling within
the objective function. Secondly, we leverage the SCA technique [74], and the S-
procedure [75] to convert the semi-infinite constraints into LMI. Although the SCA
framework with the S-procedure converts the semi-infinite constraints into LMIs,
they remain nonconvex. We address this by applying a first-order Taylor approxima-
tion to linearise the nonconvex components, yielding a convex reformulation solvable
at each iteration. Then, we propose a PCCP [76] to tackle the UMC of the IRS. Ex-
tensive simulations with practical settings show that maximising the minimum SR
among all the users can achieve a better chance of ensuring secure communications
for all users (subject to the location of the eavesdropper) under the FBR constraints
even under imperfect CSI conditions. The main contributions are summarised as

follows:

e We take the first step toward ensuring secure communications for all URLLC
users operating in the finite blocklength regime (FBR), where IRSs are em-

ployed to enhance the reception of legitimate users while preventing a potential
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eavesdropper from intercepting the transmitted signal. To this end, we aim to
maximise the minimum SR among all users by jointly optimising the trans-
mitter’'s beamforming and the IRS’s PREs, subject to the latency constraints
imposed by FBR. The resulting optimisation problem is inherently nonconvex

and becomes more intricate under imperfect CSI.

e In the case of perfect CSI, we address the nonconvexity of the problem by lin-
earizing the objective function using tractable approximation functions, which
results in a computationally efficient solution algorithm. To handle the UMC,
we deviate from conventional approaches such as standard SDR and instead
directly optimise the phase arguments of the PREs, enabling a low-complexity
and scalable solution for large-scale IRSs. The proposed algorithm is shown

to converge to a locally optimal solution of the original problem.

e Under imperfect CSI conditions, we adopt the SCA framework to reformulate
the semi-infinite constraints induced by CSI uncertainty into finite LMI. Ow-
ing to the closed-form linearization embedded in our approach, the resulting
algorithm maintains low computational complexity and remains scalable for
large IRS deployments, while still ensuring convergence to a locally optimal

solution.

e Finally, we conduct extensive simulations under realistic system configura-
tions. The results demonstrate that the proposed framework can guarantee
secure communication for all users while satisfying FBR constraints, even in
the presence of imperfect CSI. Furthermore, the impact of CSI imperfections in

the reflected channels on overall system performance is thoroughly evaluated.

Lastly, in Chapter 5, we provide a system secrecy guarantee for FBR-IRS-aided
systems with multiple URLLC users. Specifically, we consider a similar case to the

above, where the IRS is used to enhance the legitimate users’ signal in the presence of
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a potential eavesdropper. However, in this scenario, we enhance the system’s secrecy
by maximising the SSR of all the users while maintaining the FBR constraints. We
tackle the problem by optimising the transmit beamforming vector and the IRS’s
PREs. We consider both cases with perfect and imperfect CSI from the IRS to the

users and the eavesdropper. The main contributions are summarised as follows:

e We tackle the secrecy maximisation problem of the URLLC users in the FBR-
IRS-aided system, in which the IRS enhances the users’ SINR and thwarts
Eve’s SINR to ensure the system’s SR. To this end, we maximise the SSR
by jointly optimising the beamforming vectors and the IRS’s PREs, while

maintaining the FBR latency and transmission durations conditions.

e When CSI is available, we solve the above nonconvex problem by linearizing
its objective function with tractable approximation functions, leading to a
computationally efficient algorithm. To tackle the UMC, unlike traditional
methods, i.e., conventional SDR, we directly optimise the PREs arguments
to provide a low-complexity solution that can scale with large IRSs. The
resulting solution is proved to converge to a locally optimal solution of the

original nonconvex problem.

e In the case of imperfect CSI, we transform the semi-infinite constraints im-
posed by the imperfect CSI constraint into finite LMIs by leveraging the SCA
approach for the transformation. We then prove that our proposed algorithm
converges to a locally optimal solution with low computational complexity
thanks to our closed-form linearization approach. This makes the solution

scalable for large IRS deployments.

e Finally, we perform extensive simulations with practical settings. The simula-

tion results show that our approach can ensure secure communication for all
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the users while satisfying FBR constraints even under imperfect CSI. Addi-
tionally, the impact of the reflected channel’s imperfect CSI on the system is

also evaluated.

1.3 Thesis Organisation

The rest of the thesis is organised as follows:

e Chapter 2: This chapter presents our proposed GM maximisation and the
Max-Min algorithms to maximise the users’ rate in the FBR-IRS-aided sys-
tem. Section 2.1 is devoted to the problem statement and solution, which is
supported by our simulation results provided in Section 2.2. Finally, Section

2.3 concludes the chapter.

e Chapter 3: This chapter presents the enhancement of the user’s SR in a
a low-resolution IRS-aided downlink under perfect/imperfect/unknown CSI.
The system model is discussed in Sections 3.1. Then, Sections 3.2, 3.3, and 3.4
present the problem and corresponding solutions under prefect /imperfect /unknown
CSI, respectively. The extensive simulations and discussion are in Section 3.5.
Finally, Section 3.6 concludes the paper and discusses potential future direc-

tions.

e Chapter 4: This chapter presents the secrecy fairness an FBR-IRS-aided down-
link system under perfect/imperfect CSI. We aim to enhance multiple users’
SR with the presence of an eavesdropper. The system model is discussed in
Sections 4.1. Then, Sections 4.2 and 4.3 present the problem and correspond-
ing solutions under perfect and imperfect CSI, respectively. The extensive
simulations and discussion are in Section 4.4. Finally, Section 4.5 concludes

the paper.
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e Chapter 5: This chapter presents the system secrecy enhancement in an FBR-
IRS-aided downlink system under perfect/imperfect CSI. The system model
is discussed in Sections 5.1. Then, Sections 5.2 and 5.3 present the problem
and corresponding solutions under perfect and imperfect CSI, respectively.
The extensive simulations and discussion are provided in Section 5.4. Finally,

Section 5.5 concludes the paper.

e Chapter 6: The final chapter provides a concise summary of the thesis and
its key contributions, and concludes by outlining potential future research

directions in FBR-IRS-assisted networks.

Fig. 1.2 illustrates the structural flow of the thesis, highlighting the interrelation

between chapters and the specific research problems addressed in each.

1.4 Notation

This thesis uses the following notation: bold letters denote vectors and matrices.
I, denotes an M dimensional identity matrix. Diag(ns,...,n,) denotes the di-
agonal matrix with diagonal entries of {ny,...,n,}. The symbols £ and C rep-
resent the real and the complex field, respectively. C(0,%) denotes the circular
Gaussian random variable with zero mean and variance z. For matrices C and D,
(C,D) £ trace (CD). For matrix A, R {A} denotes the real part, (A) £ trace(A),
the symbol ||A||; denotes the 1-norm, ||A|| denotes the Frobenius norm, A* denotes
the conjugate, A denotes the Hermitian (conjugate transpose), Amax (A) denotes
the maximal eigenvalue, Z(A) denotes its argument, and A > 0 means positive

semi-definite.
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Chapter 1: Introduction

Overview of IRS and PLS

Y

Chapter 2: Maximise User Rate in FBR-IRS-aided Systems

GM and Max-Min algorithms for user rate maximisation in FBR-IRS systems

Y

Chapter 3: Maximise User Secrecy in LBR-IRS-aided Systems

SR enhancement in LBR-IRS systems under perfect, imperfect, and unknown CSI

Y

Chapter 4: Maximise User Secrecy in FBR-IRS-aided Systems

Secrecy fairness in FBR-IRS systems under perfect and imperfect CSI

Y

Chapter 5: Maximise User Secrecy in FBR-IRS-aided Systems

Sum secrecy-rate enhancement in FBR-IRS systems under perfect and imperfect CSI

Y

Chapter 6: Conclusion

Summarizes the thesis and suggests future research directions

Figure 1.2 : Flowchart showing the thesis’s chapters connection.
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Chapter 2

Finite-Blocklength IRS-Aided Transmit
Beamforming

This chapter®, considers the downlink of an ultra-reliable low-latency communication
(URLLC) system in which a base station (BS) serves multiple single-antenna users
in the short (finite) blocklength (FBL) regime with the assistance of a intelligent
reflective surface (IRS). In the FBL regime, the users’ achievable rates are complex
functions of the beamforming vectors and of the IRS’s programmable reflecting
elements (PREs). We propose the joint design of the transmit beamformers and
PREs to maximise the geometric mean (GM) of these rates (GM-rate) and show
that this approach provides fair rate distribution and thus reliable links to all the
users. A novel computational algorithm is developed, which is based on closed forms

to generate improved feasible points. Simulations show the merit of our solution.

The rest of the chapter is organised as follows. Section 2.1 is devoted to the prob-
lem statement and solution, which is supported by our simulation results provided

in Section 2.2. Finally, Section 2.3 concludes the paper.

2.1 Problem Statement

As illustrated by Fig. 2.1, we consider the downlink of a system, in which
an M-antenna BS serves K single-antenna users (UEs) k € K £ {1,..., K} with
the aid of an IRS having N PREs as the BS cannot see the UEs. As the IRS is

seen by the BS and the UEs are seen by the IRS line-of-sight (LoS), the channels

*This chapter corresponds to the journal paper J-1 in the list of Publications.
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@U‘El UE2 UEk

Figure 2.1 : IRS-aided system model, where the direct link between the BS and the

users is blocked.

spanning from the BS to the IRS (from the IRS to UE k, resp.) are modeled by
]:IB_R = /Bp.rHpr € CV*M (iLR_k = /Brahrx € CV | resp.), where /Bgr. and
vV PB-r respectively represents the path-loss and large-scale fading of the IRS-to-UE &

link and the BS-to-IRS link, while hg and Hp g are modelled by Rician fading [83].

Let sx € C(0,1) be the information symbol intended for UE k, which is beam-
formed by the array of weights w;, = (wi(1),...,wi(M))T € CM to create the

transmit signal x = ), ., Wysg. The signal received at UE k is given by

Yk :Hk<0)zwk5k+nk; (2.1)

for

herx 2 v/ BerV Brok PR R}»{i e Cc¥V
N

H.(6) £ BBR_k diag (ejo) Hggr = ZHkvnejo", e chM

n=1
where Ry € CNV*Y encompasses the spatial correlation of the PREs with re-
spect to user k [83], ny € C(0,0?) is the background noise, § = (8;,...,0x)" €
[0,27)" is the vector of the PREs’ angles, and Hy, = hpraTnHp.r, where Y, is

the matrix of size N x N with all-zero entries apart from Y, (n,n) = 1.
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For w £ {wy, k € K}, the effective signal-to-interference-plus-noise (SINR) at

UE k is defined by
|H . (0)wy|”
ap(w,0) ’

for oy (w,8) £ > ierc\gry [HE(@)W;[*+0%. In the LBL regime, the rate in nats/sec/Hz

gr(w,0) = (2.2)

at UE k is ri(w,0) = In[1 + gr(w,0)].

Let B be the communication bandwidth. According to [84], by treating other
terms there as Gaussian noise the achievable URLLC rate in nats/sec/Hz for the

signal s in (2.1) is approximated by
Pe(w,0) 2 r(w,0) — av,*(w,0), (2.3)

where the channel dispersion vi(w, ) under the SINR gx(w, ) is defined by [84, eq.
(27)]

N gx(w,0) _ _ag(w,0)
vg(w,0) = 2—1 w0 2 (1 —5k(W,0)) , (2.4)

in conjunction with
Br(w,0) £ ap(w,0) + |Hi(@)wi|* = D |H(O)w,]” + 0. (2.5)
jeK
Also, a & ﬁ@al(ec), where t; is the URLLC transmission duration, Qg'(+) is the
inverse of the Gaussian Q-function Q(z) = [ f exp(—t%/2)dt, and ¢ is defined as
an acceptable decoding error probability, which implies that under the block fading
channel model considered, one out of 1/e. short packets (URLLC transmissions)

may experience outage.

We consider the following problem of jointly designing the beamformer w and
the PREs 6 for maximising the GM-rate:

X /K
max f(w,0) 2 (H (W ) (2.6a)

k=1

K
D) wlP <P, (2.6b)

k=1
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where (2.6b) sets the transmit sum power constraint within a given power budget

P. Our previous paper [63], which considered the problem

K

1/K
max flw,0) 2 (H rk(w,0)> sit. (2.60) (2.7)

k=1

in the LBL regime showed that GM-rate maximisation naturally leads to fair user
rate distributions without imposing the rate constraints of ri(w,0) > 7, which
are nonconvex and thus computationally intractable. As a compelling benefit, by
directly optimising the angles 8 € [0, 27)" of PREs, both (2.6) and (2.7) circumvent

the unit modulus constraints on the latter.

Compared to the rate function r, in the LBL regime, we have the rate-reduction
term v,i/ *(w,0) arising in the rate function 74 in the FBL regime. Therefore, the

main challenge in considering (2.6) is to handle this term.

Initialised by (w®,0©) as the optimal solution of (2.7) computed by [63], let
(W) §*)) be a feasible point for (2.6) that is found from the (x — 1)-st round, and

(k) A maXgrexc f*k,(w(”),é?(”))
TE T T (w9, 00)

ke K. (2.8)

As discussed in [63], the descent iterations are based on the following problem:

m%xf nyk rr(w,0) s.t. (2.6D). (2.9)

2.1.1 Beamforming Descent Iteration

We seek w1 satisfying
FO (Wt gy 5 f) (g (s) sy, (2.10)

Define ré? (w) £ rk(w,ﬂ(“)),wé'z) (W) 2 vp(w,00)), f,(ﬁc) (W) 2 7p(w,00), O‘z(:k) (w) 2
o (w,0), B (w) £ 5w, 00), 0 (w) £ v(w,600), and H” £ H(6). As
such,

) (w,0) Zy,j (2.11)
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and
P (w) = 1) (w) = ay/ v (w). (2.12)

The following lower bounding concave approximation of Tﬁ) (w) was obtained in [62]:

K
rin(w) > a 29%{<b§:k,wk}—c£T£Z|H,i“>wj|2, (2.13)
with a)"] £ 7} (W) — g, (0@, w) — o2, b7y & (H)TH w,” Jay) (w),

and0<c 1/0‘;)( ) —1/B, N)( ).

Our next step is now to develop an upper bounding convex approximation of
Ulg?( ), which together with (2.13) gives a lower bounding concave approximation

of fl()l in (2.12).

Using inequality A.4 is Appendix A, we can reformulate 1/1)5;) (w) as:
1 ay (W)

ol (w)

e Up ke (wir)

\/Ué’k)(w) < 5 1+ ® — )
Up k (W) Ul()';,) (wik)) /Bb,k (W)

Next, applying inequality A.5 in Appendix A, yields:
aR(w) _ a(w) (2 S sercv RO H) Pwi} +0% B (w) )
w) B (w) oy (w®) e (w(®)

(2.15)

which together with (2.14) gives the following upper bounding convex approximation

of a\/v,g'{)( ):
K

a Ué';)(w) < a(ﬂ -2 Z R{( ,”,W]}+CM)Z|H(H 12, (2.16)
JeR\{k}

K a K K K .

b = — (H)TH W, e K\ (R},
4 (W) U (w )

w0 & aéﬁ)(w(n))

Cho = @
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The bounds (2.13) and (2.16) yield the following lower bounding concave approx-

imation for fé“,g (w) in (2.12):

) = o+ 23 RU ) — ) Y HEw (2.17)
Jj=1 jex
for a(”)ﬁa,(:% a,(ﬂ),andcn £ ,(gi—i-c,(:%

We now generate w1 as the optimal solution of the following problem:
max [ (w), s.t. (2.6b), (2.18)

where f;”(w) £ Y0, 1l + 222; R{GL, Wi} = S, (wi) ) wy, with
b £ 23 LY bg”k, and 0 < Oi" 2 K W(H)C(H)(H§”))HH§”). It can be readily

j=113 ~J

checked that

~

FO w900y = ) (), (2.19)

The problem (2.18) admits the following closed-form solution:

K
(@) it >[I P < P
wit = k=1 (2.20)

(v + ut >_1b(“) herwi
b wd g . otherwise,
1
where i > 0 is chosen by bisection such that Zk 1 I < 4 MIM> ’(:)Hz — P.

It follows from (2.11) and (2.17) that f) (w1 9wy > ) (wtD))  while
fb('{)(w("‘*l)) > fb“)(w(“)) = ) (w) 9" because wr+D) and w*) represent the

optimal solution and a feasible point for (2.18). We thus have (2.10) as sought.

2.1.2 Programmable Reflecting Elements’ Descent Iteration

We seek the next iterative point 8t such that
FO(wltD glrrl)y . f0) (et ) glr)y, (2.21)

Define r](flz(o) 2 1 (WD) 9), o (@) £ vy (wiktD), §), A(Hk(ﬂ) 2 fp(witD), ), a;’z(o) L

Y p k

ak(w(n+1)’9)’ B(Hk) 6) ' Bk(w(ﬁ+1)’9)’ o) 6) A vp(w n+1)70)’ and él(:J) A Hk(a('i))wj(-ﬁ—i_l),

D, D,k
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(k,j) € K x K. As such

32
K
FR W, 0) = 3" i) 6). (2:22)
k=1
and
70(6) = 1(6) —a

(2.23)
Recall that Hy,,, are defined in (2.1). The following lower bounding approximation
of 7”;(:12 (8) was obtained in [62]

K@) > al) +2§R{Zb (n)e®n} — &) () () o0 (2.24)
ith g\ 2 (5 gx)y _ 0(/{) (rk41) 2500 g &) & .0 1
with a7 = 7, 7(0) — gi( w )—0%G, 0 <& = /apk( ") — /5 ( "),
~(k 1 (k o
and by (n) £ (DT H W, n = 1, N, WD 2 5 et
’ () 0(/4) J=11"7
a1, (0)
(' n) & (H ,WEHE Y 0/ =1, ,Nyn=1,...,N
Similarly to (2.16), we have

N K

~(K ~(’€) ~(K K

a3 — 2R b, (n)e? ) + 60 > () Tu e
n=1

/U(ﬂ) 0(x)

for EL,E;'TQ) £ aﬂ(

Sl (2.25)
j=1
2 2 045:”12(9(”)) —2
2 ol (O0) ,3“)(9(@)\/ (=) () oty ) (0('“))
=(k) A a H (H+1) _ (H) A
P, P,
(k)
a'” (0())
p,k
(B (00)2, [0l) 00
bound:

Based on (2.24) and (2.25) we obtain the following lower

N
F(0) > 0l + 2R(> by (n)e} — & ()T (2.26)
n=1
where ™ 2 6" — ") & & &9 1 &) and by 2 by + by. Then,
N
FOWED 9) > a1 aR(> 6 m)e ) — (0)MEeP, (2.27)
n=1
= - (r) ) - (v)
for ar) & Z’y,iﬁ)dgf), b" (n) £ kan)b,: (n),n =1,...,N, and 0 2 ¥, =
k=1 k=1
(Zk:l ’yk”)c,(:)) @' Furthermore, we have
Y )
@™ +2R{> b (n)e?"} —
n=1

() HF e > ) (2.28)
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(r) (%)

_n(K)
» )e 2600 )eﬂon}_

for 757(8) 2 a®@+2R{XN_, 6" ()=, e G (10, 1)+ A (¥

0" H\if(n)ejo(n) 2 Mmax \I'(H
( p

» JN. We thus generate 6**+1 as the optimal solution

of the problem
max [ (8), (2.29)

which admits the closed-form solutiont of
(,{_;'_1) _ 0(”) 2 Ii 2 (H) _ 9(1@)
0,7 =2n -« Zej p (Myn) + Anax (¥, Je™ | ;n=1,...,N.
(2.30)

It follows from (2.28) that £ (w+D gty > £ (Gt > £ (grt1)) 5 £R)(g(r)) —
F9®) = f) (wE+D) 9)) confirming (2.21). Hence 8%+1) is a better feasible

point than )

2.1.3 Algorithm

Algorithm 2.1 URLLC GM-rate Descent Algorithm
1: Initialisation: Use the algorithm of [63] to initialise a feasible (w(®,0©)). Set

k= 0.

2: k-th iteration: Generate w**) by (2.20) and 8tV by (2.30). Given the
convergence tolerance v, stop if | f(w®1), 90+1) — f(w() )|/ f(w), 9 <
v;. Reset kK +— k4 1.

3: Output (w(® 0()) and URLLC rates 7(w®),0%)), k € K with their GM

K 1/K
(T, 7w ),009))

Algorithm 2.1 provides the pseudo-code for the proposed steepest descent compu-
tational procedure of (2.6) as the iterations (2.20) and (2.30) seek a descent direction

by seeking a better feasible point for the nonconvex problem (2.6).

()

p uIN)ejo(K)}(n) is the n-th entry of (\ili,n) - pIN)eje(N)

(e
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Remark 1: One can see that the above algorithm invokes the nonconvex prob-
lem (2.9) at each iteration, which is a problem of weighted sum rate maximisation
associated with the weights y,g“) iteratively updated according to (2.8), to generate

a better feasible point.

Remark 2: While increasing the number of IRS elements N enhances beamform-
ing flexibility and channel shaping capabilities, it also introduces significant scalab-
ility challenges. For N > 256N, the computational complexity of joint optimisation
grows rapidly. This is the computational time that has very marginal if none on the
communications latency. Moreover, channel estimation overhead becomes prohibit-
ive because the number of parameters to estimate scales with NV, requiring extensive
pilot signalling and feedback. This overhead not only increases training time but
also consumes valuable system resources, making real-time adaptation impractical

for very large IRSs.

2.2 Numerical examples

This section evaluates the performance of the proposed algorithm using numerical
examples. The set up is the same as that in [63]: the large-scale fading and the IRS-
to-UE k path-loss is fr.x = Girs—33.05—301og;,(dr.) dB, where dr_y is the distance
between the IRS and UE k in meters, while Girg is the antenna gain of the IRS
elements [70,83]. The large-scale fading and the path-loss between the BS and IRS is
Pp.r = Gps+ Girs —35.9—221og,,(dp.r) dB, where dg g is the distance between the
BS and IRS in meters, while Ggg is the BS antenna gain [70,83]. The coordinates
of the BS and the IRS are (20,0,25) and (0, 30,40), while the users are randomly
located in a (60m x 60m) area to the right of the BS and IRS. The entries of the
BS-to-IRS LoS channel matrix are [Hp_glnm = eI ((n=1)sin0n sin g, +(m—1)sin Siw”),
where 6, and ¢, are uniformly distributed over (0, 7) and (0,27), and 6,, = © — 6,,,

¢, = T+ ¢n. The small-scale fading channel gain hg_ follows the Rician distribution
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having K-factor of 3. The spatial correlation matrix is [Rr_]nn = eim(n—n’)singsind
where ¢ and 0 are the azimuth and elevation angle for UE k, respectively. Unless
stated otherwise, the following parameters have been used in our simulation, Ggg =
Gmrs = 5 dBi, B = 1 Mhz, 0? = —174 dBm/Hz, M = 10, K = 10, P = 20 dBm,
N =100, ¢¢ = 107°, and t; = 0.1 ms which is suitable for URLLC transmission [2],
and the choice of 1 ms end-to-end delay ensures having a quasi-static channel during
URLLC communication [85]. The results are multiplied by log,(e) to convert the

unit nats/sec into the unit bps/Hz. Lastly we set the convergence tolerance v; to

1073.

Furthermore, we use the following terms for interpreting the results:

e LBR refers to the performance in the LBL regime [63].

e URLLC refers to the performance resulting from applying Algorithm 2.1.

The problem of maximising the sum rate (SR) can also be solved by Algorithm
2.1 upon setting vl(f) = 1in (2.8). Note that the maximisation of the SR represents
the maximisation of the arithmetic mean (AM) of the users’ rates (AM-rate) because
the latter is defined as the former divided by K. Fig. 2.2 plots the AM-rate achieved
by maximising the GM-rate and SR. As expected, the SR maximisation achieves
better AM-rate than GM-rate maximisation. However, SR maximisation is unable
to provide fairness for all the users, as it assigns some users having low channel
quality zero rate, which can be seen in Fig. 2.3 that plots the ratio between the
minimum user rate and the maximum user rate. As it can be seen, the RR under
SR maximisation is always zero because SR maximisation cannot avoid having zero
rate in either LBR or in URLLC. This remains the case even when the number
M of transmit antennas is higher than the number K of users. By contrast, GM

maximisation manages to assign nonzero rates to all the users, even when M is

lower than K. This demonstrates that using GM rate maximisation is capable of
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Figure 2.2 : AM-rate versus M.

improving all the users’ rates. Furthermore, Fig. 4 portrays the users’ rate variance
(URV) versus M achieved by GM-rate maximisation and SR maximisation. As
expected the URV attained by SR-maximisation is very high, as it tends to assign
a high fraction of the total SR to a few users. By contrast, the URV of GM-rate
maximisation is low and in fact it is not sensitive to the number M of transmit

antennas.

Fig. 2.5 plots the GM rate versus M. As expected, the GM rate increases with
M, since the system’s ability to mitigate the multi user interference improves with
M, especially when M is higher than or equal to K. The URLLC GM rate increases
similarly to the LBR GM rate. However, the gap between the LBR-GM rate and

the URLLC-GM rate does not decrease with increasing M.

Fig. 2.6 depicts the GM rate of LBR and URLLC versus P; observe that as
anticipated the GM rate increases with P. Furthermore, the URLLC behaviour
is similar to LBR with the gap between the rates being almost the same, which

indicates that increasing P does not affect the overall URLLC rate.
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Figure 2.4 : Users’ Rate variance versus M.

Fig. 2.7 portrays the URLLC-GM rate against t;, which increases with ¢; but the
rate increase gradually slows down. Nevertheless, even for low ¢; the system is still
able to achieve a good rate, which represents the advantages of our algorithm. Note

that the LBR assumes the transmission duration to be oo, and therefore it serve
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as an upper bound on the URLLC. Moreover Fig. 2.7 can be used for choosing t,

depending on the quality of service required.

Lastly, Fig. 2.8 plots the RR versus ¢;. The SR maximisation in the FBL cannot

avoid having zero rate even for long transmission duration of £, = 0.1 ms, while GM



2.2 Numerical examples 39

3.2
3h————- Am e Aem e A Ao e oo A
2.8 1
26 —p—URLLC|
-4A--LBR

GM Rate [bps/Hz]
RN
[\ =~

}
1.6 ‘ ‘

0.05 0.06 0.07
Time Duration (¢;)[ms]
Figure 2.7 : GM rate versus t;.
0.07 w

—p—URLLC
| | —#A—URLLC-SR

Min/Max Rate

0 A A A A

0.05 0.06 0.07 0.08 0.09 0.1
Transmission Duration (¢;) [ms]

Figure 2.8 : The ratio of the highest and lowest users’ rates versus ;.

maximisation always assigns fair rates to all the users, regardless of the transmission
duration ;. Hence the advantage of using GM maximisation over SR maximisation

becomes quite convincing.
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2.3 Conclusions

This chapter has considered the joint design of transmit beamforming at the base
station and IRS PREs for IRS-aid multi-user URLLC. To guarantee the required
quality-of-service in terms of downlink throughput in FBL regime while maintaining
computational tractability, we have developed an algorithm, which invokes closed-
form expressions at each iteration for generating a better point for the maximising
the geometric mean of the users’ rates (GM-rate). The algorithm has been supported

by simulations.
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Chapter 3

Secure Communications For All Users in
Low-Resolution IRS-aided Systems Under
Imperfect and Unknown CSI

In this chapter®, we take the first step to guarantee secrecy for all the users where a
low resolution intelligent reflecting surface (IRS) is used to enhance legitimate users’
reception and thwart the potential eavesdropper (Eve) from intercepting. In real-
life scenarios, due to hardware limitations of the IRS’s passive reflective elements
(PREs), the use of a full-resolution (continuous) phase shift (CPS) is impractical.
In this paper, we thus consider a more practical case where the phase shift (PS)
is modelled by a low-resolution (quantised) phase shift (QPS) while addressing the
phase shift error (PSE) induced by the imperfect channel state information (CSI).
To that end, we aim to maximise the minimum secrecy rate (SR) among all the
users by jointly optimising the transmitter’s beamforming vector and the IRS’s
passive reflective elements (PREs) under perfect/imperfect /unknown CSI. The res-
ulting optimisation problem is nonconvex and even more complicated under imper-
fect /unknown CSI. To tackle it, we linearise the objective function and decompose
the problem into sequential subproblems. When the perfect CSI is not available,
we use the successive convex approximation (SCA) approach to transform imperfect
CSI related semi-infinite constraints into finite linear matrix inequalities (LMI). We
prove that our proposed algorithm converges to a locally optimal solution with low

computational complexity thanks to our closed-form linearization approach. This

*This chapter corresponds to the journal paper J-2 and the conference paper C-1 in the list of

Publications.
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makes the solution scalable for large IRS deployments. Extensive simulations with
practical settings show that our approach can ensure secure communication for all

the users while the IRS’s PREs are quantised and are affected by the PSE.

The remainder of this chapter is organised as follows. The system model is
discussed in Sections 3.1. Then, Sections 3.2, 3.3, and 3.4 present the problem and
corresponding solutions under prefect/imperfect/unknown CSI, respectively. The
extensive simulations and discussion are in Section 3.5. Finally, Section 3.6 concludes

the paper and discusses potential future directions.

3.1 System Model

IRS N elements
d = Diag(wl'\b, ey [BN]I,)

2 N |/
\ @ /
\\\ ﬁ User-1 % / Alice M antennas
N J////

w € CMx1 Beamforming vector
Figure 3.1 : Low-resolution IRS-aided system model.

We consider a downlink system aided by a low-resolution IRS as illustrated in Fig.
3.1. An M-antenna transmitter (Alice) transmits confidential messages to K single
antenna legitimate users, while a single antenna eavesdropper (Eve) attempts to
wiretap the transmission. To support the transmission between Alice and the users,
an IRS with N PREs is deployed (e.g., at the facade of a building) to establish a link

between Alice and the users. Let k = {1,2,..., K} denote the set of legitimate users
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and e denote Eve in the system. The direct channel from Alice to the users/Eve is
denoted by h,, = \/ﬁjﬁ A;, Where h 4, is modelled by Rician fading, and \/5_Ai is
the large scale fading from the Alice-to-users/Eve link, H g = \/ﬂT‘RI:I A € CVXM
denote the channel from Alice to the IRS, while H sg is modelled by Rician fading,
and \/K is the large scale fading factor of the Alice-to-IRS link. The channel
from the IRS to user k and to Eve is modelled by g; = /Bra: ~iR1R/z‘2 € C*V where
i € {k,e}, Bri is the large-scale fading factor of the IRS-to-i [86], g, is modelled by
Rician fading, and Rg; € CM*¥ is the IRS elements’ spatial correlation matrix [86].
For the confidential message intended for user k, si, the signal received by user k

and Eve with corresponding to the intended user, respectively, can be expressed as:
Ui 2 h(0)S Wiy + i, i € {ke) (3.1)
(A (A kj:l 19 ) )

where h;(0) € C**M is the cascaded channel gain from Alice to i € {k, e}, w), € CM*!
represents the beamforming vector applied for user k, 8 = (6y,...,0x5)" € [0,2m)"
denotes the IRS’s PREs PS vector, n; is the zero-mean Additive White Gaussian
Noise (AWGN) with power o; for i € {k,e}. The cascade channel gain h;(#) from
Alice to i € {k, e}, can be expressed in terms of the direct channel gain from Alice

to the IRS, and the channel gain from the IRS to the user or Eve as follows:

N
hi(0) £ g, @Har £ 9,y exp(j6n)Z.Har, (3.2)

where ® £ Diag(e’?), =, is an N x N matrix with all zeros except for its (n,n)

entry which is 1.

Since the IRS is typically deployed at a known fixed location, such as the facade of
a high-rise building, the CSI between Alice and the IRS can be accurately estimated
by exploiting the angles of arrival and departure [77], or by employing advanced
channel estimation techniques [87,88]. However, obtaining the IRS-users’ reflected
channel’s CSI is considerably more challenging due to the passive nature of the IRS

and the mobility and dynamic environment of the users [89]. For Eve, pinpointing
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its location or its accurate CSI is hardly possible. To address these uncertainties,
we adopt a bounded CSI error model wherein the reflected channels from the IRS

to the users and Eve are expressed as
gi éjq\z—i_AguZ € {k’,@}, (33&)
wi £ {[|Agilla < &}yi € {k,e}, (3.3b)
where g, denotes the (imperfect) estimated channel vector, Ag; represents the chan-
nel estimation error of the corresponding estimation, w; is a set for all possible

channel estimation errors, and &; is the radii of the uncertainty regions as known to

Alice. Hence, (5.4) can be reformulated as:

Ez(a) £ (g; + Ag;) ®H ar. (3.4)

Hence, the signal-to-interference-plus-noise ratio (SINR) of the received signal

at the user-k and Eve, under perfect/imperfect CSI, can be expressed as:

g 2 mOWE
e 0 & 5 gy e e (35
(w,0) 2 % ie ke, (3.6)

where p;(w,0) = Z;C:L#Mhi(e)wjlz + 07, and py(w,0) = Z;‘C:l,j;ék|hi(0)wj‘2 +of.
However, in a low-resolution IRS-aided system with imperfect CSI from the IRS to
the users/Eve, the IRS PREs are affected by PSE [56]. Thus, in the following, we

consider three cases to model the IRS’s PREs as:

e The CPS adjustment at the IRS; this is the ideal case when the IRS PREs

can be modelled by a continuous PS.

e The low resolution/QPS at the IRS; where the PS can be modelled by a

U

55 ), Where b is the number of bits in the

uniform distribution in 01, € [3F,

QPS modulation.
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e with imperfect/unknown CSI, and when only a discrete set of 2° phases can
be configured; this leads to a PSE er which can be approximated by a uniform

distribution in [—27%71, 27°7), hence, (3.1) can be reformulated as:

hi(10],) £ g,Diag(e/Plrr)H . (3.7)

In the sequel, we consider both perfect and imperfect CSI scenarios for the IRS
to the users and Eve. In the latter, only partial or estimated CSI g, is available. To
capture different levels of CSI imperfection, one can vary the magnitude of Ag;, i.e.,
the radii &; of the uncertainty region. In a more extreme scenario, we assume that
Alice has access only to imperfect IRS-to-users CSI, while the CSI of Eve remains

completely unknown to Alice.
Under the presence of Eve, the closed-form expression for the SR of the user-k
under perfect/imperfect /unknown IRS to users/Eve CSI is defined as [90]:
SR (w, [0]3) £ [Ck(w,0) — C.(w,0)]", (3.8)
SRi(w, |01s) 2 [Ci(w,8) — Ce(w,0)]", (3.9)

where [z]T £ max[0, 2], the user-k data rate, and the eavesdropping rate under

perfect /imperfect CSI are defined as [90]:

Ci(w, [0]y) £ In (1 +~(w,0)),i € {k, e}, (3.10)
Ci(w,|0],) £1In(1+7:(w,0)),i € {k,e}. (3.11)

3.2 Minimum user’s SR Maximisation Under Perfect CSI

3.2.1 MAXMIN SR Under Perfect CSI

In this section, we first address the problem of maximising the minimum SR
among all the users, under the perfect CSI assumption, to guarantee secure com-

munications for all the users. The optimisation problem can be formally stated as
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(P1): V{'I,lt%ﬁ rk%l’g SRy (W, [0]s), (3.12a)
K
2
s.t. Zkzl”“’k” < Pr, (3.12b)
eGlel)| = 1, (3.12¢)

where Pr is the transmit power, (3.12b) captures the sum of the transmitted power

constraint, and (3.12c), captures the UMC of the PREs’ PS.

The optimisation problem (1) is nonconvex since the objective function (3.12a)
is nonlinear and not concave, and the UMC (3.12¢) is nonconvex. Moreover, the
coupling between w and |01, within the objective function (3.12a) further com-
plicates solving problem (P1). To address this coupling, one can employ the AO
technique [91]. Specifically, at iteration (¢), the feasible point (w(®), |#®)7,) is gen-
erated from (P1) by solving two sub-problems. Firs, we tackle the subproblem by

optimising w with a fixed |0],,

(P1.1) : max mkin SRy (w, [8“],), s.t. (3.120),

w

then, we optimise @], with a fixed w by solving the following AO problem,

(P1.2) : max mkin SR (Wt (0],), s.t. (3.12¢).

However, the AO approach requires solving two subproblems (P1.1) and (P1.2),
which are computationally demanding, particularly due to the large number of PREs
of the IRS. To address this, we propose a linearization method employing mathem-
atically tractable approximation functions, leading to a computationally efficient

algorithm that is able to handle a large number of IRSs’ PREs.
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Sub-Problem for Optimising the Beamforming Vectors

We fix the quantised |0], given w(® and solve the problem (P1.1) to obtain
w(tD satisfying SRy, (w+D, [00)],) > SRe(w®, [8()],). We begin by linearizing the
objective function in (5.17a), which comprises two parts: the data rate of user-k and
Eve’s negative eavesdropping rate. First, we transform the user-k’s data rate into
a linear form. Specifically, applying the inequality (A.1) in Appendix A, we define
A2 h(101)we, F 2 p(w, [097,), A 2 hy((6])))wi and 2 pr(wl®), |0])),

hence, the users’ data rate (3.10) can be written as:
Cilw, [697,) > ¢l + 2R {<m,(;)k,wk>} — {00, (3.13)

where,

Second, we tackle the nonlinear Eve’s negative eavesdropping rate, which can be

expressed as:

al az
—In(1 + 7w, [69])) £ In(1 + p) — In(1 + o), (3.14)

where vl 2 Z;.Czllhe(w(ﬂb)wﬂz + o2, To linearise the term (a;) in (5.21), we
adopt the idea in [92]. The term (a;) in (3.14) can be linearised by introducing
the auxiliary function z £ pgf), which is then incorporated into inequality (A.2) in

Appendix A. The term (ay) in (3.14) can be linearised by defining T £ v and

substituting it in the inequality (A.3) in Appendix A.
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Hence, Eve’s eavesdropping rate can be expressed as:

K () K
Colw, 1091) = af) +20 > {(ml) w;) | - ( > |he(L0“)1b>wj\2>

J=T ik L+ pe” 27

%L) > he(10YT0)w,1, (3.15)

where,

By substituting (3.13) and (3.15) into (3.8), we can express the approximate

surrogate SR as

where,
K
B ) T
1 & ’
+ U(L) th(to(o—‘b)he(tou)—‘b),

0 & aih i+l

(O NEN0) K - ()
my =my; + ijl’j#kmj,k?

—~
=

=
>

) 2 R ([097,)h. (1609w,

||>

Finally, with (3.16), problem (P1.1) can be reformulated as the following prob-
lem:

(P1.3) :max T, (3.17a)

st. I < SR(w, |8V],), Vk, (3.17b)

(3.12b), (3.17¢)



3.2 Minimum user’s SR Maximisation Under Perfect CSI 49

where I' is an auxiliary variable as the lower bound of the SR. Problem (P1.3)
is an SDP problem characterised by the linearised objective function (3.16). This
problem can be efficiently solved using standard convex optimisation solvers, such

as the interior-point method or the CVX toolbox [93].

Sub-Problem for Optimising the PREs

Similarly, by fixing w, we seek |0] I()LH) such that,
SRy (wi ™, [84TD7,) > SRe(wi™,1097,).

Following the same method in the previous section, and using the inequality (A.1)

in Appendix A the user’s data rate lower bound approximation can be expressed as:

N . . .
Cr(wirD,107,) > 7Y + 2% {Z _mi (el Wb} 1 (1910) 7 D18,

)

(3.18)

where,

¢t 2O WY 109T,) — i (w D, |09],) — aZnl Y,

n(H—l) AL 1/p§€L+1) . 1/U£L+1),

~ (141 41
my V() 2wyt (n) /oY,

H
& (wl ) RI(109)0,Z H i

>

<

+

e
—

3

S~—
[|>

& 041 K 1)
1,k j=1 kg

S
+
=
[I>

o) 2 <Nz(f,]+'1)(”)> R{(m), n€ Nym e N,

+1 —_ t+1
N,g;r )(n) £ gk.:nHARWJ( ),

Similarly, we can express Eve’s eavesdropping rate as:

N
C(wH,10],) > ¢\ ) +2m {Z

n=1

m{* (n)emenwb)} + ()" {01y

e

() gl Ve, (319
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20

where,

(e41) 59 (L+1)) Pt —1n (Uéb-‘rl)) + nﬁ:) +1,

1ke = In (
L+1
) & L ),
N ke = < L+1 B U£L+1)> Ocs
(L-‘rl) A (L-‘rl
mke ( ) — j ljikm‘j ke (n>7
m{i ) 2 (wi ™) B (107))0.5,H o

>

(1) _p(LJrl) 1 K ( +1)
@ L 2 e 0 f’
+1 +1 * +1
oy 2 (N,E,L-)m)) R (m),

R (n) £ g2, H, Wi

ke,j

9

By combining (3.18) and (3.19) into (3.8), we can express the closed-form SR as:

(3.20)

SR, (w(D, 6],) L+1 )y 22 { L+1 n)ejw"%} 7
where,
gt A g (eﬂ‘ LG“’M)H PO gy <Sol(:+1)) N,
() £ ml' ) () £ )+ 30 I ) 4 A (87
<p,(:+1) iy SO( 1 + Sogbzn i ‘ngl)-

With (3.20), we formulate the following optimisation problem to obtain [¢1)7,:

. : (c+1)
(P1.4) max min SRy (WY, 18V7,),
st (3.12¢).
To tackle problem (P1.4) we define
Leﬁé‘“*’“ =27 — Zm,(:H)(n), n=1,...,N,

then we find @17, that maximise the SR(w(*Y |0];) as

10417, £ arg max SRy (Wt (0],).

(3.21a)

(3.21D)

(3.22)

(3.23)
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Algorithm 3.1 Proposed Iterative Algorithm for Solving Problem (P1)

1: Initialise: (w(V), |@] él)), convergence tolerance ¢, > 0, and Set ¢ = 1.
2: Repeat

3: Update wt*Y by (3.17), and 8¢+ by (3.23);
IminSRy, (w1, 180+D7) —minSR, (w(®), |7,
minSR, (w() [60)],)

5. Then [0V], < 00+) w(® < w(+D and terminate.

> €.

6: Otherwise ¢ < ¢+ 1 and continue.

7. Output (w,(;),O(L)).

The procedure to solve problem (P1) is described in Algorithm 3.1, which converges

to a locally optimal solution of (P1) as formally stated in the following theorem.

Theorem 3.1. The obtained solution by Algorithm 3.1 is a locally optimal solution
for problem (P1).

Proof: See Appendix B.1.

Complexity Analysis

Algorithm 3.1 addresses problem (P1) by decoupling the beamforming vector
and the IRS PREs in the objective function. The recast problem (P1) is an SDP,
which can be efficiently solved using the interior-point method [93]. The algorithm’s
computational complexity can be characterised in terms of its worst-case runtime
and the number of decision variables [94]. Specifically, in Algorithm 3.1, the com-
plexity of computing w given |61, is O(M?), while that of computing |81, given w is
O(N3(N +1)). One can notice that the overall complexity grows with the number
of IRS PREs, N.
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3.2.2 SSR Maximisation Under Perfect CSI

In this section, we address the problem of maximising the SSR under the perfect
CSI assumption to achieve users’ secrecy. The SSR maximisation problem can be

stated as:

(P2): max " SRy(w, [0])) s.0.(3.12D)&(3.12¢). (3.24)

Similar to the previous section, we seek w and |@], that maximise the SSR.

Sub-Problem for Optimising the Beamforming Vectors

Using (3.16), the SSR can be expressed as:

ST SRulw. 1091 = Y )+ 2300 ] (m )} = ST it

(3.25)

Therefore, we can rewrite problem (P2) as
(P2.1) : maxz SRi(w 10)],), s.t. (3.12b). (3.26)

Problem (P2.1) is a convex problem that can be solved using the Lagrangian mul-
tiplier method to generate w(*1) as follows [95]:

L) ()2
k mk if mk | < Pr,
W;(:H) A Z (3.27)

(1,0,! + wl M>7 m,(; otherwise,

2
= Pr.

()

my

where bisection method is used to find @ such that VA ORETTRY
('l’k -HUIM)

Sub-Problem for Optimising the PREs

In this part, we aim to find |#“+1], such that it maximises the SSR. Using

(3.20), we can express the SSR as:

K N )
S SRAwO,1]) = gD 4230 R {mE e}, (329
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where,

K
(e41) 2 2 : (e+1)
q k:1Qk 9
K

(t+1) Y (t41)
m (n)—zkzlmk (n).

We can recast problem (P2) to generate ([8¢+1],) as:

Algorithm 3.2 Proposed AO Algorithm for Solving Problem (7P2)

1: Initialise: (w1, |8(M7]}), convergence tolerance ¢; > 0, and Set ¢ = 1.
2: Repeat

3: Update w(*1 by (3.27), and |8], by (3.30);

i IZLC:lSRk(W““),Lo(‘+1>Wb)*Z’;§:18Rk(W(L),O(L))I <
S r_ SR (w),[6007,) =

5. Then [0W], < |0],, w) < w(*1) and terminate.

6: Otherwise ¢ + ¢+ 1 and continue.

7. Output (w'”, [0)],).

K
(P2.2) : max ZkZISRk(w“H), 107, s.t. (3.12¢), (3.29a)
and the closed-form solution is obtained by,
10V, =20 — /m“H D (n),n=1,...,N. (3.30)
Algorithm 3.2 demonstrates the steps to solve problem (P2). Algorithm 3.2

converges to at least a locally optimal solution of (P2) as formally stated in the

following theorem.

Theorem 3.2. The obtained solution by the AO Algorithm 3.2 is a locally optimal

solution for problem P2.

Proof: See Appendix B.3.



3.3 Dealing With Impertect CSI 54

Complexity Analysis

The complexity analysis of Algorithm 3.2 is similar to that of Algorithm 3.1.
Hence, the complexity of problem P2.1 and problem P2.2 is about O(M?) and

O(N3(N + 1)), respectively.

3.3 Dealing With Imperfect CSI

3.3.1 MAXMIN SR Under Imperfect CSI

In this case, we deal with the IRS-to-users/Eve imperfect CSI. To this end, when
only imperfect channel g; CSI is available, we adopt the channel modelling in (3.3).
Nevertheless, in the following analysis, we opt for the case of QPS with PSE, which
is the most practical case. One can notice that by setting b = co and eg = 0, the
PS is reduced to the CPS case. Hence, we can write the minimum SR maximisation

problem as follows:

(P3) : max min S/I\%k(w,ﬂ), (3.31a)
w,|0]p+er K
K
2
s.t. Zk:1||wk“ < Pr, (3.31h)
|€(J'(L01b+63))| =1, (3.31c)
|Agill2 < &, i € {k, e}, VE. (3.31d)

Problem (P3) is a nonconvex problem due to the coupling between the beamforming
vector and the IRS’s PREs in the objective function, and the UMC (3.31c). However,
problem (P3) is even more challenging due to the semi-infinite nonconvex constraint
(3.31d) that captures the imperfection of the CSI from the IRS to the users/Eve. In
addition, the imperfect CSI introduces PE into the IRS’s PREs, which makes the

problem more challenging.

To tackle problem (P3), we first introduce slack variables to decompose the

coupling of the beamforming vector and the IRS’s PREs in the objective function.
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To this end, we first substitute (3.9) into (3.31a). Then we introduce a slack variable
z as the SR’s lower bound, ¢} represents the minimum data rate, and py, represents

the maximum eavesdropping rate of Eve. Thus, problem (P3) can be recast as:

(P3.1) :w,{%?i{m 2, (3.32a)
st. 2 <k — p,, Vk, (3.32b)
or < Cr(w, (0], + cr), V|| Agrll2 < &, VE, (3.32c)
pin, > Ceo(w, |01 + €r), V|| Agell < &, VE, (3.32d)
(3.31b), (3.31c). (3.32¢)

One can notice that the constraint (3.31d) in problem (P3) has been embedded
within the constraints (3.32c), and (3.32d) in problem (P3.1), since the channel
estimation error Ag; is embedded within the channel definition (3.4). To this end,
we transform the semi-infinite nonconvex constraints (3.32¢) and (3.32d) into finite
LMIs using the SCA technique and the S-procedure. Then, we tackle the UMC

(3.31c) using the PCCP algorithm.

Sub-Problem for Optimizing the Beamforming Vectors

We start by linearizing the semi-infinite inequalities in (3.32c). By substituting

(3.11) into (3.32c), we can express (3.32¢) as:

’(gkq)HAR)Wk|2

929k 1 < —, (3.33)
[(gr®H )W _[|” + o}
Next, we introduce an auxiliary function 8 £ [fi,. .., fk] to deal with the interfer-
ence plus noise signal, hence, (3.33) can be expressed as:
(g @H Wil = (2 — 15, Vi, (3.342)

| (up®H , YW _||*> + 02 < By, Vk. (3.34D)
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To address the nonconvex semi-infinite inequalities in (3.34a), we substitute their
left-hand side with their corresponding lower bounds derived from the following

lemma.

Lemma 1. At iteration (1), let w) and |0, be the optimal solution, then at the

point (W, [0W],) we can express the linear lower bound of (3.34a) as:
(gx®H ar)wi|” 2 gxX1gr, (3.35)
where,

X, 2 QHAka(wg))HHfR(@(”)H + @(A)HAng)ngfR(q)(L))H

~®VH, ! (w)THT (W),

Proof: Please refer to Appendix B.2.
By substituting (3.35) into (3.34a), and applying (3.3a) along with Lemma 1,
the inequality in (3.34a) can be recast as:
AgXpAgl + 2R{(xT + 1L X)) Ag} + di > (275 — 1)By, V]| Agllz < &, VE,
(3.36)
where dj, £ §ka§kH
Next, we handle the uncertainty of {Agy} in (3.36) by employing the S-procedure

[75).

Lemma 2. (S-procedure) Let O, € CF*£ be a Hermitian matriz, o, € C*1 be a
complex vector, and o, forr =0,..., R be scalar. A quadratic function of a variable

v 1s defined as:
fr(v) 2070,z + 2R{ov} + o,. (3.37)

The condition fy(v) > 0 such that f.(v) > 0, » = 1,..., R, holds, if and only if
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there exists m; > 0,r =0,..., R, such that,

Oy o R O, o,
e m = 0. (3.38)
ol o "~ ol o,

Using Lemma 2, we can transform (3.36) into its equivalent LMI as:

wily + X (?]\ka)H

(9:Xk)  di — (298 — 1)B — M}

- 0, Vk, (3.39)

where n £ [y,...,nx]" > 0 are slack variables.

The uncertainty in {Agy} leads to a quadratic constraint that must remain valid
for all channel error realisations { Agy } within the uncertainty set w;. Directly enfor-
cing this condition is intractable because it involves an infinite number of possibilit-
ies. The S-procedure provides a systematic way to reformulate this requirement into
an LMI by introducing non-negative multipliers. Intuitively, this approach replaces
the original implication with a sufficient condition that guarantees robustness under
uncertainty. Specifically, by applying Lemma 2, the quadratic constraint is trans-
formed into an LMI with slack variables 7, enabling efficient optimisation through

semidefinite programming.

Although (3.34a) has been converted into an LMI form, it remains nonconvex
due to the nonconvexity nature of the term 2¥+3,. To address this, we employ
the SCA technique to approximate the nonconvex constraint (3.39) with a convex
expression. In particular, by applying a first-order Taylor expansion, the term 2% 3y

can be upper bounded as follows:

(Be(27))™ £ (g — ) (B In2 + B)2%+ (3.40)

where gpg), B,EL) are the value of the variables oy, O at iteration (1) in the SCA-based

algorithm, respectively. Lastly, substituting (3.40) in (3.39), the LMIs in (3.39) can
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be expressed as:

wply + X 9, X )"
S 9:Xx) = 0, V. (3.41)

G:Xk)  di— (Br(27))" + By — @i
Next, to tackle the uncertainties in (3.34b), we leverage the Schur’s complement

[96).

Lemma 3. (Schur’s complement) For a Hermitian positive definite matriz F > 0,

D, and S, define a Hermitian matrix A as:

Sk DH
2 . (3.42)

D F

Then, A is positive semidefinite (A = 0) if and only if AF = 0, and S—DPF~1D =

0.
Using Lemma (3), we can equivalently reformulate (3.34b) as:
Bt
= 0,V||Agk|l2 < &, Yk, (3.43)
7
where,

Nt =
ty = ((gk (I)HAR)W—k> )
W, 2 Wi, s Whe1, Whp, - -, W)
Next, to handle (3.43), we employ the Nemirovski’s Lemma [97].

Lemma 4. (Nemirovski’s Lemma) Let R be a Hermitian matriz, and E, F, Z be
matrices with compatible dimensions. For a scalart > 0, the following linear matrix

inequality holds:

R = EPZF + FYZ"E, for ||Z|| <t,
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if and only if there exists a scalar o > 0 such that:

R — oFF —tEH

= 0.
—tE ol
Using Lemma (4) and introducing the slack variable ¢ £ [5¢, ..., 35] > 0, (3.43)
1s recast as:
Bk ?;If O1xnr
T i &u, (®H, W_,)7| =0, (3.44)
Ovx1 S, (PH, W_;) .l

where

By £ By — 0} —
b2 (9. @H, )W_1)" .
Next, we tackle (3.32d) by firstly substituting (3.11) in (3.32d), and then treating the

interference plus noise signal in (3.32d) as an auxiliary function Be, £ [Be,; - -, Be,)-

We hence can recast (3.32d) as:

|(g€(bHAR)Wk|2 < (Q”ke - 1)ﬁke>Vk; (3453‘)
(g ®H , )W_||” + 02 > Bre, Vk. (3.45b)
The uncertainties of {Ag.} in constraints (3.45a) and (3.45b) can be tackled by a

similar approach as in (3.34b). Hence, the equivalent LMIs of (3.45a) and (3.45Db)

are, respectively,

Cek Cre O1xnr -
Che 1 E(®H ggwy) | =0, (3.46)
Onrx1 e(PHARWE) (A, |
Crg ~Cre O1xn _
—Che | P —E(BHARW_;)7 | =0, (3.47)
Onxi —E(PHARW ) skln |
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where y £ [y1,...,yx] > 0and s 2 [sy,...,55] > 0 are a slack variables, and,
Cok 2 (Bre(29% )" — Bye — Uy,
(B2 )™ 2 (e, = ) (B) In 2+ Bre)2%,
e = (9. @H . )W )",
Ciig = Bre — 02 — 0k

Eventually, reformulating problem (P3.2) with (3.41), (3.44), (3.46), and (3.47)

yields the following optimisation problem:

(P3.2) max z, (3.48a)
st. 2z < r— ., Yk, (3.48Db)
(3.41), (3.44), (3.46), (3.47), (3.48c¢)
>0, 2>0y>0,8>0, (3.48d)
(3.31b). (3.48¢)

To this end, we have linearise all the nonlinear constraints (3.32c) and (3.32d)
into their equivalent LMIs (3.41), (3.44), (3.46), and (3.47); hence, problem (P3.2)
is an SDP problem and solved efficiently using standard solvers such as the interior

point method or the CVX toolbox [93].

Sub-Problem for Optimising the PREs

With the beamforming vector w kept fixed, we aim to find the next feasible point

|0¢+1)],, such that,
SRy (w!V |8¢F17],) > SRy (witY | [0W7,).

Similar to the previous section, constraints (3.32c) and (3.32d) can be recast as their

equivalent LMIs (3.41), (3.44), (3.46), and (3.47), respectively.

However, Problem (P3) still nonconvex due to the nonconvexity nature of the

UMC (3.31c). To this end, we leverage the PCCP method to tackle the UMC
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(3.31c). The PCCP idea is to introduce slack variables that relax the problem,
allowing violations of the UMC to be penalised through the sum of these violations.
The solution obtained upon convergence of the PCCP method is an approximate

first-order optimal solution to the original problem [76].

To implement the PCCP method, we introduce an auxiliary variable set Q £
{Q,|n € N}, where each Q, satisfies Q,, £ |ell9=10)|*|ell0n1v)|  Thus, the UMC
(3.31c) can be written as Q,, < |ell010)|*|elil0xT)| < Q= The nonconvex inequality
Q,, < |ell¥n10)|*|eil8n1v)| i then approximated using its first order Taylor expansion

as Q, < 2R{|el16n10) 5| Ul 1) — | (10} 10) ¢ |16, |},

The PCCP framework tackles nonconvex optimisation problems by successively
solving convex approximations. It introduces slack variables to temporarily relax
nonconvex constraints, with a penalty term incorporated into the objective function
to discourage constraint violations. At each iteration, the concave parts of the con-
straints are linearised via a first-order Taylor expansion around the current solution,
yielding a locally tight convex surrogate. By iteratively refining these approxima-
tions and increasing the penalty on infeasibility, PCCP converges to a first-order
stationary solution of the original nonconvex problem, thereby balancing computa-

tional tractability and solution accuracy [76].

By applying the PCCP framework, we penalise the objective function (3.32a),
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and thus reformulate problem (P3.1) as:
(P3.3) max 2 — oT, (3.49a)
st (3.41),(3.44), (3.46), (3.47), (3.49D)
G181 |G 10| < @, d, (3.49¢)
0, —d, < 2R {‘e(jwwwb),*‘emo;%,}
| Ul8 1)+ 1) | (3.49)
Q, >0, Vne N, (3.49¢)

where T & Zi\;ldn +d, is the penalty term, d £ {dn,czn} denotes the slack

Algorithm 3.3 PCCP Algorithm to Solve Problem (P3.3)

1: Initialise: (w(, LO(I)L, + €r), maximum penalty factor opa.x, scaling factor

2: repeat

3: Solve problem (P3.3) to obtain [8)],;

g if |01 — el Sen and Q < ¢, then
5: break

6: else

7: Update penalty factor: o1 = min{vo®, oyay};
8: Update iteration count: ¢ <— ¢ + 1;

9: end if
10: if ¢ > tax then
11: Re-initialise |8V, + g, set v > 1, and ¢ = 0;
12: end if

13: until convergence

14: Output: feasible solution 8* = |87, + ex.

v > 1, convergence tolerances €, €,, maximum iterations tyay, and set ¢ = 1.

variable introduced to relax the UMC (5.33¢c), and o is the regularisation factor.
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The regularisation factor o is imposed to scale the penalty term 7 to control the

UMC (5.33c).

Problem (P3.3) is an SDP problem that can be solved by the CVX toolbox.
Unlike the semi-definite relaxation (SDR) method, which is the conventional method
to tackle UMC, the PCCP method is guaranteed to find a feasible point for problem
(P3.3) [98]. The PCCP algorithm to solve problem (P3.3) is described in Algorithm

3.3. The following points are emphasised from Algorithm 3.3:

Algorithm 3.4 Proposed AO Algorithm for Solving Problem (7P3)

1: Initialise: (w"), |8()], 4 ex, ¢+ = 1, and convergence tolerance ¢, > 0.
2: Repeat

3: Update w1 by solving (P3.2), and |64, by solving problem (P3.2):
minSR (w107 ter) —minSRy (w100 +er)

4: if

mkinSRk(W(L):Lo(L)]b+€R) = &
5. Then [0V)], + LG,(fH)}b, w) « wl*D and terminate.
6: Otherwise ¢ + ¢+ 1 and continue.

7. Output (W,(:), 107, + €R).

(a) We invoke op.x to prevent numerical instability in the algorithm when the

penalty parameter o grows too large [99];

(b) The stopping criteria @ < €, ensures satisfaction of the UMC (5.33c¢), provided

that the tolerance ¢, is small [52];

<

(c) The convergence of Algorithm 5.2 is controlled by He(j [6¢1%) _ ¢(316“)1)
1

€:,, which controls the incremental change in the PREs PS updates.

Algorithm 3.4 demonstrates the AO algorithm to solve problem (P3), which con-
verges to at least a locally optimal solution of (P3), and can be proved in the

following theorem.
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Theorem 3.3. The AO Algorithm 3.4 generates a locally optimal solution for prob-
lem (P3).

Proof: See Appendix B.3.

Complexity Analysis

Problems (P3.2) and (P3.3) are convex problems, and involve linear constraints
and LMIs (3.41), (3.44), (3.46), (3.47), hence, they can be solved efficiently using
the interior point method [93]. The complexity of Algorithm 3.4 is determined by
its worst-case runtime and the number of operations performed [52]. For problem
(P3.3), the number of variables is ¢ = 2M, the size of LMI (3.41) isa; & MN+M+1,
the size of LMIs (3.44), and (3.47) is as = 2M + 1, and the size of the LMI (3.46)

is a3 & 2M + 1. Thus, the complexity of solving problems (P3.2) and (P3.3),

respectively,
0,20 {\/b1 F2(c)(c2 + by + by + (c+ 1)2)} , (3.50)
Op 20 {\/b1 + AN (2N)(4N? + 2Nby + by + 4NM)} , (3.51)
where,

K
bi &Y (a1 +ag) + 2k(az +ay) + (k= 2)(ar +ay),
K
by 2 (a0 + ap®) + 2k(a0” + as®) + (k — 2)(ar® + as?),

K
by £ ) (a0 + ax’) + 2k(a0® + as®) + (k — 2)(ar® + a5”).

3.3.2 SSR maximisation Under Imperfect CSI

Previous research, such as [49], has considered a similar problem with the pres-
ence of a direct link between Alice and the users and Eve. The SSR maximisation

problem under imperfect CSI from the IRS to users/Eve can be formally formulated



3.3 Dealing With Impertect CSI 65

as:
K —~
(P4) max y " SRi(w.6), (3.52a)
s.t. (3.31b), (3.31c), (3.31d). (3.52b)

Similar to (P3), problem (P4) is a nonconvex problem due to the coupling between
the beamforming vector and the IRS’s PREs within the objective function, and the
UMC (3.31c).

To tackle problem (P4), we first substitute (3.9) in (3.52a), and introduce the
slack variables Z as lower bound of the SSR, ¢, and fi;, as the minimum data rate,
and the maximum eavesdropping rate of Eve, respectively, hence, problem (P4) can

be recast as:

(P4.1) :m&x zZ, (3.53a)
~ IC ~ ~

st.  Z2< Zk:l (P — fle, ) , VE, (3.53b)
2 < Cul(w, (01 + €r), V[ Agyll> < &, (3.53¢)
fir, = Colw, 0], + ), VI|Ag. || < &, (3.53d)
(3.31b), (3.31¢). (3.53¢)

To tackle problem (P4.1), we use a similar approach that dealt with problem (P3.1).

Sub-Problem for Optimising the Beamforming Vectors

Similar to the analysis to linearise (3.34a) and (3.34b) in Section 3.3.1. First, we
introduce an auxiliary variable Z as the lower bound of the SSR. Then, we express

(3.53c) and (3.53d) with their equivalent LMIs (3.41), (3.44), (3.46) and (3.47),
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respectively. Thus, problem (P4.1) can be recast as:

(P4.2) Hmax z, (3.54a)
st 23 (B fie) VE, (3.54b)
(3.31b), (3.41), (3.44), (3.46), (3.47), (3.48d). (3.54c)

Problem (P4.2) is a convex problem that can be solved using the CVX toolbox.

Sub-Problem for Optimising the PREs

Similarly, we can express (3.53c) and (3.53d) with their equivalent LMIs (3.41),

(3.44), (3.46) and (3.47), respectively. To tackle the UMC (3.31c), we use the PCCP

method as described in Algorithm 3.3. Finally, the steps to solve problem (P4) are

described in Algorithm 3.5.

Theorem 3.4. The obtained solution by Algorithm 3.5 is a locally optimal solution

for problem P4.

Proof: See Appendix B.3.

Algorithm 3.5 Proposed AO Algorithm for Solving Problem (P4)

1:

2:

3:

Initialise: (w*), |§()], + €g), convergence tolerance ¢, > 0, and Set ¢ = 1.

Repeat

Update w**Y by solving problem P4.2, and Lﬁ,(fﬂ)}b + er by solving problem
P4.3;
)Xj: SRk(W(L+1)7L95f+1)]b+63)_k§1 SRi(w®,100)]+er)

if i S €t.

ki SRi(w®,[00)]y+er)
=1

Then [6©)], « [6%"7],, w® < w(™) and terminate.
Otherwise ¢ < ¢+ 1 and continue.

Output (w\”, |6©)7], + z).
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Complexity Analysis

The complexity analysis of Algorithm 3.5 is similar to Algorithm 3.4. Hence, the

complexity of problem P4 is expressed in (3.50) and (3.51).

3.4 Dealing with Eve’s Unknown CSI

In this case, we assume that Alice can not obtain Eve’s CSI (even just the
imperfect CSI). To provide secure communications for all the users, we propose
to optimise a minimum transmit power Pr subject to a quality of service (QoS)
constraint (i.e. 7y, > 7.) to allow us to use the residual power available at Alice
as AN so as to decrease the SINR at Eve .. Unlike other research [100,101], that
only deals with a single user and assumes perfect CSI under IRS’ PREs CPS, we
address the power minimisation problem under the multi-users settings, where only
partial users’ CSI is available, and the IRS’s PREs are modelled by the QPS and
suffer PSE due to the imperfect CSI. To this end, we can express the total transmit

power P, as follows:
P = Pr+ Pj, (3.55)

where the residual power P; = Z’,le E{|[Vr||?} is used as AN, and Vr is the AN
vector, while V. € CM*M~=1 i5 the null space of the user’s channel with hy (|07, +

er)V = 0, and r € CM~! is a random vector whose elements are independent

2 A PJ
S

Gaussian random variables with mean 0 and variance o . Hence, we can

express the SINR at user-k as in (3.6), and Eve’s eavesdropping rate as:

= [he(615 + er)wi

> . (3.56)
pe + |he(|0]p + €r) Vr|?

Ye(w, |01y + €r)
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To that end, we can formulate the problem as:

(P5) :migl Pr, (3.57a)
st. y(w, |07, +€er) > o7, (3.57b)
(3.31b), (3.31c), (3.31d), (3.57c)

where 7 represents the QoS constraint at user-£. Due to the coupling of w and @ in

(3.57b), problem (P3) is a nonconvex problem.

Sub-Problem for Optimising the Beamforming Vectors

similar to the previous sections, we propose an AO method to tackle problem
(P5), by designing the beamform vector w with fixed . Hence, problem (P5) can

be recast as:

(P5.1) :min Pr, (3.58a)

st |(ge®H )wil* > (27 — 1)5, VE, (3.58b)

1(gx®H . )W ¢ ||* + 0F < By, Vk, (3.58¢)

(3.31b), (3.584)

where 8 £ [,5’1, - ,BK] is an auxiliary function. Similar to the analysis to linearise

(5.36a) and (3.34b) in section 3.3.1, we can express (3.58b) and (3.58¢) with their
equivalent LMIs (3.41), (3.44), (3.46) and (3.47), respectively. Thus, problem (P5.1)

can be recast as:

(P5.2) :min Pr, (3.59a)

st (3.31b), (3.41), (3.44), (3.46), (3.47), (3.48d). (3.50b)

Problem (P5.2) is a convex problem that can be solved using the CVX toolbox.
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Sub-Problem for Optimising the PREs

Similarly, we aim to find |#“*1], that minimises Pp while meeting the QoS con-
straint (3.57b). This problem is a search problem to find any feasible |81, satisfying
the QoS (3.57b) and the UMC constraint (3.31c), where the obtained result can be
the optimal solution. Hence, one can use the residual power (3.55) and the PCCP

algorithm as described in Algorithm 3.3 to find the optimal |8],.
Finally, the algorithm to solve problem (P5.3) is described in Algorithm 3.6.

Theorem 3.5. The obtained solution by the AO Algorithm 3.6 is a locally optimal

solution for problem (P5).

Proof: See Appendix B.3.

Complexity Analysis

Algorithm 3.6 involves linear constraints and LMIs (3.41), (3.44), (3.46), (3.47),
hence, its complexity is similar to Algorithm 3.4, which can be expressed as in (3.50)

and (3.51).

Algorithm 3.6 Proposed AO Algorithm for Solving Problem (P5)

1: Initialise: (w!), |0V, + €r), convergence tolerance ¢ > 0, and Set ¢ = 1.

2: Repeat

3: Update w*1) by solving problem (P5.2), and [Offﬂ)]b by solving problem
(P5.3);

o SR I w2
SATOIE

5: Then |87, < [8%1V],, w® « w(D and terminate.

6: Otherwise ¢ < ¢+ 1 and continue.

7. Output (W,(:), 1007, + €r).
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3.5 Simulations Results

To evaluate the performance of our proposed algorithms, we conduct extensive
simulations using MATLAB and CVX toolboxes. In this setup, we consider the
downlink transmission, where Alice is positioned at (15,0, 15), and the IRS is placed
at (0,25,40). Legitimate users are randomly distributed within a (60m x 60m) area
located to the left of Alice. The Eve is randomly located in (60m x 60m) outside
the user’s area. Notably, when Eve is positioned in close proximity to a legitimate
user, ensuring a positive secrecy is unattainable [102]. In such cases, alternative
techniques, such as cryptographic encryption or friendly jamming, can be employed

to enhance secrecy.

The direct path loss factor of Alice-to-IRS is modelled as 3, L G + Grs —

35.9 — 22log,4(d,,,) in dB, where d,, is the distance between Alice and the IRS

an)
in meters, and Girg is the IRS elements’ antenna gain [70]. The IRS-users/Eve is
Bri = Grs — 33.05 — 30log(dr;) dB, for i € {k, e}, dg; is the distance between
the IRS and the users and Eve in meters. The small-scale fading channel gain g, for
i € {k,e} is modelled as a Rician fading channel with K-factor= 3. The spatial cor-
relation matrix is [Rp;]ez 2 exp (j(q — §)sindsinR) for i € {k, e}, where X is the
elevation angle and J is the azimuth angle. The elements of the Alice-to-IRS channel
are generated by [G,,]op = exp(jm (b — 1)sin O, sindy, + (a — 1) sin(0,,) sin(¥,))),

where ©,, € (0,27), ¥, € (0,27), and ©,, £ 7 — O, and ¥, = © + ¥,, [86].

In the imperfect CSI case, the channel estimation error bounds are defined as
& = 6il19;]l2, Yk, where &; € [0,1),i € {k, e} is the relative amount of CSI uncertainty.
The special case § = 0, corresponds to perfect CSI at Alice for the IRS-to-user/Eve
reflected channels. Unless stated otherwise, the simulation parameters are defined
in Table 3.1. Lastly, the computed rates are multiplied by log,(e) to convert them

to bps/Hz.
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Table 3.1 : Low Resolution IRS System Simulation Parameters

Parameter Numerical Value
Noise power density, o2 —174 dBm/Hz
Alice transmission power, P 20 dBm
Antenna gains, Gx and Grrs 5 dBi
Convergence tolerances, €, €, €, 1073
. . o ege . L L
Simulation initial settings B,g) =1, B,ge) =1, oM =10, 0pax = 30
18
16+ 1
14} 1
—_ — : . L
N ’ " "
o \4 v
=
e ! 1
90}
E o3 1
£
E 06 1
= o o
04 -4~ MAXMIN-SR-Perfect CSI-CPS i
: “7MAXMIN-SR-Perfect-CSI-QPS
A MAXMIN-SR-CPS, 6,=0.02, 5 =0.03
0.2 $-MAXMIN-SR-QPS, 6, =0.02, § =0.03 |
A -o-MAXMIN-SR-QPSE, (5k=0.02, (5e=0.03
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Number of Iterations

Figure 3.2 : Convergence rate of the Max-Min algorithm with M = 10, K = 6,

N = 16.

Fig. 3.2 illustrates the convergence rate of the Max-Min algorithms under the
perfect and imperfect CSI for the CPS, the QPS, and the QPSE cases with M = 10,
K =6, and N = 16. All algorithms achieve convergence within a few iterations.
The obtained results show the robustness of the proposed algorithm, even when the

IRS’s PREs PS are subject to phase error and CSI uncertainty, the system still can
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Figure 3.3 : Convergence rate of SSR maximisation with M =10, K =6, N = 16.

achieve secrecy for all the users. The SSR counterpart convergence rate is shown in
Fig. 3.3. One can notice the oscillation at the beginning of the convergence curve at
the first iterations before the convergence, which occurs when the SSR algorithm is
trying to provide secrecy to all the users. It can be noticed that the convergence is
unreachable until the algorithm drops the users with zero secrecy, which is visible in
all cases. The results show that the SSR algorithm suffers from the PS error more

than the Max-Min algorithm.

Fig. 3.4 shows the users’ SR distribution with M = 10, £ = 6, and N = 16,
under the Max-Min algorithms for perfect and imperfect CSI cases with CPS, QPS,
and QPSE. The CPS achieves the highest fairness between the three cases, which
is expected. However, both the QPS and QPSE cases achieved secrecy for all the
users with less fairness compared to the CPS case, and the QPSE case, which has the
least fairness in SR among the three cases. However, when the IRS’s PREs are not

practically optimised, the algorithms fail to achieve secrecy fairness among the users.
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Figure 3.4 : Users’ SR with M =10, K =6, N = 16.

The results demonstrate the importance of properly optimising the IRS’s PREs to
achieve secrecy fairness. The users’ SR under the SSR maximisation counterparts
is shown in Fig. 3.5. The SSR maximisation algorithms fail to provide secrecy to
all the users and focus most of the transmission power toward the users with better

channels.

Fig. 3.6 depicts the users’ SR under different values of the IRS to the users/Eve’s
imperfect CSI. The Max-Min algorithm achieves secrecy fairness in all cases, even

when Eve’s reflected channel has higher uncertainty than the users’ reflected channel.

To evaluate the degree of fairness in the proposed algorithms under imperfect CSI

(=5, SRi(w#))’ 2
KXX  (SRywe)

and it is bounded in [1//C, 1], where the higher value indicates a better fairness [103].

using the Jain’s index. Jain’s index is defined as, Jain’s Index =

Fig. 3.7 depicts Jain’s index while varying the number of Alice’s antennas M, with
K =6, and N = 16. The proposed Max-Min algorithm achieves almost one for

the Jain’s index in the CPS/QPS/QPSE cases. As expected, the SSR counterpart
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Figure 3.6 : Users’ SR with with M =10, =6, N = 16.

achieves low fairness between the users since it favours most of the transmission
power Pr towards the users with a better channel while discarding other users,

which matches the previous results.
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Figure 3.7 : Jain’s Index versus the number of Alice’s antennas M, with K =
4, N = 16. The proposed Max-Min algorithm attains near-unity fairness across
CPS/QPS/QPSE cases, while the SSR scheme shows lower fairness due to power

concentration on stronger users.

Fig. 3.8 shows the Jain’s index against the relative amount of CSI uncertainty
9. The Max-Min algorithm achieves almost one in all cases, CPS/QPS/QPSE,
while the SSR counterpart has nearly zero. The results demonstrate the Max-Min
algorithm’s robustness even when the phase error is introduced at high uncertainty

CSI for the users and Eve counterpart.

Fig. 3.9 illustrates the convergence rate of Algorithm 3.6 with the QPS and the
QPSE cases. The algorithm converges within a few iterations. Fig. 3.10 shows
the users’” SR distribution with M = 10, L = 5, and N = 16, under the power
minimisation algorithm for the imperfect CSI case with QPS, and QPSE. all the
users have achieved secrecy while maintaining the minimum QoS constraint v, =

0.5[dB], which demonstrates the robustness of the proposed algorithm even with



3.6 Conclusions 76

19——’¢—.—9

MAXMIN-SR-CPS, 5k=0.02, 6e=0.02
-p-MAXMIN-SR-QPS, 6k=0.02, (5e=0.02
-o-MAXMIN-SR-QPSE, 5k=0.02, 5e=0.02
-=-SSR-CPS, 5k=0.02, (5e=0.02

o
O
T

e
[oe]
T

o
~
T

Jain's Index
(e)
(@)}

0.5F

04+

03+

o.zT\a & 8 a
0 0.01 0.02 0.03 0.04

Uncertaint Value §

Figure 3.8 : Jain’s Index versus the uncertainty level 0, = §, with M = 10,K =
5, N = 16. The proposed Max—Min algorithm maintains near-unity fairness across

CPS/QPS/QPSE cases, while the SSR, scheme exhibits nearly zero fairness.

QPSE and the users’ imperfect CSI introduced, while Eve’s CSI is unknown to

Alice.

Lastly, Fig. 3.11 depicts the minimum transmit power Pr against the minimum
user’s SINR 7. The minimum power increases with 7 as expected, since the system
requires more transmit power to achieve higher users’ SINR. The results show that
the system will require higher transmit power to achieve secrecy for all the users
with increasing K, and it can achieve secrecy even when the PREs are subject to

the QPSE.

3.6 Conclusions

In this paper, we proposed a framework to achieve secure communications for all
the users in a low resolution IRS-aided system with the presence of an eavesdrop-

per under both perfect and imperfect CSI. Specifically, through linearization and
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Figure 3.9 : Convergence rate of the Min Pp algorithm with M = 10, K = 5,
N =16, b= 3, 6, = 0.01,y;, = 0.5[dB], showing that the algorithm converges within

a few iterations in both scenarios.

different nonconvex optimisation techniques, we designed computationally efficient
algorithms to maximise the minimum SR among all the users under both perfect
and imperfect CSI from IRS to the users and the eavesdropper, and minimise the
transmit power subject to minimum SR constraints, where the TRS’s PREs are
modeled by quantised phase shift (QPS) and affected by phase shift error (PSE).
Extensive simulation results showed that the Max-Min algorithm can provide se-
cure communications for all the users even with only imperfect CSI. In the future,
one can consider a multi-hop scenario with the joint coding over multiple IRSs or

distributed beamforming, similar to the cooperative MIMO setting [104].
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The required power increases with v, and K, while the system maintains secrecy for

all users even under QPSE conditions.
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Chapter 4

“Security for Everyone” in Finite Blocklength
IRS-aided Systems With Perfect and Imperfect
CSI

In this chapter®, we take the first step to guarantee secrecy for all URLLC users
in the finite blocklength regime (FBR) where intelligent reflecting surfaces (IRS)
are used to enhance legitimate users’ reception and thwart the potential eaves-
dropper (Eve) from intercepting. To this end, we aim to maximise the minimum
secrecy rate (SR) across all users by jointly optimising the transmitter’s beamform-
ing vectors and the IRS’s passive reflective elements (PREs) under FBR latency
constraints. In the FBR-SR expression, the square-root dispersion factor under
the FBR, couples with the latency and reliability constraints, making the prob-
lem significantly more challenging than the same problem in the long blocklength
regime (LBR). Under imperfect CSI, the problem becomes even more challenging
due to nonconvex, semi-infinite constraints arising from channel estimation errors.
To address this, we approximately linearise the objective function, constraints, and
decompose the problem into sequential subproblems. We then apply the successive
convex approximation (SCA), and the S-procedure approach to transform imperfect
CSl-related semi-infinite constraints into finite linear matrix inequalities (LMIs) that
can be efficiently solved. We prove that our proposed algorithms converge to a loc-
ally optimal solution with low computational complexity thanks to our closed-form

linearization approach. This makes the solution scalable for large IRS deployments.

*This chapter corresponds to the journal paper J-3 as well as the conference paper C-2 in the

list of Publications.
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Extensive simulations with practical settings show that our approach can ensure
secure communication for all users while satisfying FBR constraints even with only

imperfect CSI.

The remainder of this section is organised as follows. The system model is
discussed in Sections 4.1. Then, Sections 4.2 and 4.3 present the problem and
corresponding solutions under perfect and imperfect CSI, respectively. The extensive
simulations and discussion are in Section 4.4. Finally, Section 4.5 concludes the

paper.

4.1 System Model

. MxN
Alice L,,eC"™
N Antennas

U

lvv
=

1§

Figure 4.1 : FBR IRS-aided system model.

We consider an FBR-IRS-aided downlink system as depicted in Fig. 4.1, in which
an N-antenna BS (Alice) transmits confidential information to K single antenna

users under the presence of a single antenna eavesdropper (Eve). Here, we assume
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the direct radio links between Alice and the users are severely blocked!. This scenario
is usually the case in highly populated areas with high-rise buildings. An IRS with M
PREs is thus deployed (e.g., at the facade of a building) to support the transmission
between Alice and the users. Let k& = {1,2,... K} denote the set of the legitimate
users, and e denote the Eve in the system. Let Lag = vRarL,, € CY*V denote

the channel from Alice to the IRS, while L, is modelled by Rician fading, and

AR
v/Rr is the large scale fading factor of the Alice-to-IRS link. The channel from the
IRS to user-k and to Eve is modelled by I; = \/N_RZ-LR%{/; € CM where i € {k, e},
Np; is the large-scale fading factor of the IRS-to-i [86], I; is modelled by Rician
fading, and Rg; € CM**M is the IRS elements’ spatial correlation matrix [86]. For

the confidential message intended for user-k, i.e., si, the signal received by user-k

and Eve, corresponding to the intended user, can be respectively expressed by:

K
g Eh(0)) Wise i€ {k,e}, (4.1)

where h;(0) € C**¥ is the cascaded channel gain from Alice to i € {k, e}, w, € CV*?
is the beamforming vector applied for user-k, 8 = (64, ...,0,,)" € [0,2m)™ denotes
the phase shift vector the IRS’s PREs, 7n; is the zero-mean Additive White Gaussian
Noise (AWGN) with power density o7 for i € {k, e}. The cascade channel gain h;(8)
from Alice to ¢ € {k,e}, can be written in terms of the channel gain from Alice to

the IRS and the channel gain from the IRS to the user or Eve as follows:

M
hZ(O) £ li(I)LAR £ ll exp(j&m)I‘mLAR, (42)

m=1

where I';,, is an M x M matrix with all zeros except for its (n,n) entry which is 1,

and ® = Diag(e??).

Given that the IRS is deployed at a known location, such as the facade of a

high-rise building, the CSI between Alice and the IRS can be accurately estimated

"The effectiveness of the IRS in enhancing users’ rate/confidentiality is limited when a strong

direct link between the transmitter and the receiver exists [105].
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by exploiting the angles of arrival and departure [77], or through advanced channel
estimation techniques [87,88]. However, the reflected channel’s CSI from the IRS to
the IoT users is much more challenging to obtain due to the passive nature of the
IRS and the mobility /varying nature of the users’ environment and location [89].
For Eve, it is also hardly possible to pinpoint its location or its accurate CSI from
the IRS. To account for the CSI imperfection, we adopt the bounded CSI model

in which the reflected channel from the IRS to the users and Eve can be expressed

as [106]:
L 27,4+ Al Vi € {k, e}, (4.3)
wi 2 {||AL ]|y < ), Vi € {k, e}, (4.3b)

Wherez- denotes the (imperfect) estimated channel vector, Al; represents the channel
estimation error of the corresponding estimation, w; is a set for all possible channel
estimation errors, and €2; is the radii of the uncertainty regions as known to Alice.

Hence, (4.2) can be reformulated as:

hi(0) 2 (4; + Au;) G (4.4)

AR"

In the sequel, we deal with perfect and imperfect CSI from the IRS to the users
and Eve. For the former, we assume that the CSI of all the users and Eve can be
accurately obtained by Alice [107,108]. As aforementioned, in this case we assume
that Eve acts as a legitimate user in one period/slot but then tries to eavesdrop on
other users. Using different well-established channel estimation methods, such as
the anchor-assisted channel estimation approach [109], Alice can practically obtain
the CSI of all the users. In this case, the reflected channel from the IRS to the users
and Eve can be captured by setting Al; to zero in (4.3a), i.e., [; :Ti,i € {k,e}. In
the second case, only partial /imperfect CSIZ is available. In this case, one can vary
the magnitude of Al;, i.e., the radii €); of the uncertainty region to capture different

levels of CSI imperfection.
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The corresponding signal-to-interference-plus-noise ratio (SINR) of the received
signal at the user-k and Eve under perfect and imperfect IRS to users/Eve CSI can

be written as, respectively,

vi(w,8) = |hi(0)wi|*/pi, i € {k, e}, (4.5)

h\z<0)wk|2/ﬁw i€ {kv 6}7 (46)

i(w.0) £

where p; 2 Y5 | hi(@)w;]? + 07, and 5; 2 Y5 |, [hi(8)w,]* + 0. Under the
presence of Eve, the closed-form expressions for the FBR-SR of the user-k under per-

fect and imperfect IRS to users/Eve CSI are defined as, respectively, [110, Eq.115]:

SEw.6) 2 [0~ Co— 6V~ 6V (47)
+
Stew0) 2 [0 -6 - a/T- 0] (18)

where [7]* £ max[0, x|, while the user’s data rate, and the eavesdropping rate of

Eve decoding si, are respectively given by,

Ci(w,0) = In (14 v,(w,0)),i € {k,e}. (4.9)

~

Ci(w,0) £1n (1 +7;(w,0)),i € {k, e}, (4.10)

&2 Q7Y (m)/In(2)v/ Ny, Q'(+) is the inverse of the Gaussian Q-function, N, = Bt,
is the packet length, B is the bandwidth, ¢; is the transmission duration, 7 is the
decoding error probability, 7. is the information leakage [111], and V} and V, are the

dispersion factors defined as [111],

Vitw.8) 2 R 2001 (/). (411)
Tiw.g) 2 20 2y 5, (112)

(1+7i(w,0))
where v; 2 S |hi(@)w,[? + 07, and T; 2 YN [hi(@)w,|? + 07, i € {k,e}.
Unlike the asymptotic Shannon capacity, which assumes infinite blocklength and

negligible variance, the dispersion term captures the penalty on the achievable SR



4.2 MAXMIN SR Under Perfect CSI in FBR Systems 84

due to finite coding lengths. A larger dispersion reduces the effective secrecy rate,
as it increases the uncertainty in reliable decoding and secure transmission. Hence,
optimising secrecy under FBR inherently involves balancing both the coding rate
and the dispersion effect to ensure reliability and confidentiality within the given

latency constraints.

Unlike the traditional SR definition in the LBR, the FBR imposes more con-
straints on the SR. Specifically, the reliable transmission in FBR requires that the
decoding error probability 7, at user-k is not larger than the maximum decoding
error probability in FBR 7., the information leakage constraint imposes that the
information leakage 7. does not exceed 7., the maximum information leakage in
FBR [111]. Additionally, the transmission duration ¢; doesn’t exceed the maximum
transmission duration t,,,,. Moreover, ensuring secure communication in the FBR
regime with packet length /V;, is more challenging than in its LBR counterpart.
This increased difficulty arises from the inherent limitations on the achievable SR in
the FBR setting, which are due to the combined effects of non-negligible decoding
error probabilities and information leakage. These two conditions distinguish the
FBR case from its LBR counterpart. One may notice that when the transmission
duration t; approaches infinity, the dispersion factor V; reaches zero, and the FBR
definitions (4.7) and (4.8) reduce to the traditional LBR-SR case, which can be

expressed as [90]:

SE(w,0) = [Cr(w,0) — Co(w,0)]T, (4.13)

SE(w,0) £ [Cr(w,0) — C.(w,0)]". (4.14)

4.2 MAXMIN SR Under Perfect CSI in FBR Systems

In this section, we first address the problem of maximising the minimum SR
among all the users under the perfect CSI assumption to provide secure commu-

nications for all the users. The optimisation problem can be formally stated as:
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1): in S 4.1
(P1) : max min S (w,6), (4.15a)
K
2
1. < _
5.6 Zkzlnwku <P, (4.15D)
U] =1, (4.15¢)
Tk S Tmaxs; Te S Temax 2(:t S tmax, (415d)

where P is Alice’s power budget, (4.15b) captures the sum of the transmitted power
constraint, (4.15¢) captures the UMC of the PREs’ phase shift, and (4.15d) captures
the maximum decoding error probability, the maximum information leakage, and
the maximum transmission duration, respectively. It is worth noting that the FBR
constraints shown in (4.15d), are inherently embedded within the objective function,
since the SR expression S (w,0) incorporates the square root of the dispersion
factors, as shown in (4.7). As a result, the optimisation problem falls outside the
scope of standard convex formulations and is more challenging to solve than its LBR

counterpart.

The optimisation problem (P1) is nonconvex since the objective function (4.15a)
is not concave the UMC (4.15¢) is nonconvex. To tackle this nonconvex problem,
one can employ the AO technique [91]. Specifically, at iteration (n), the feasible
point (w(™, ™) is generated from (P1) by solving two sub-problems, the first one

is to optimise w with a fixed 6:

(P1.1) : max min S7 (w™,0), s.t. (4.15b), (4.16)

w  kek

then, we optimise # with a fixed w by solving the following problem
(P1.2) : max min ST (w,0™), s.t. (4.15¢). (4.17)
€

However, with AO, solving two subproblems (P1.1) and (P1.2) is computationally

demanding, especially given the large number of PREs of the IRS. Our proposed



4.2 MAXMIN SR Under Perfect CSI in FBR Systems 86

linearization method in the sequel uses mathematically tractable approximation
functions leading to a computationally efficient algorithm that can be used for a

large number of IRS’s PREs.

4.2.1 Sub-Problem for Optimising the Beamforming Vectors

We fix  given w(™ and solve the problem (P1) to obtain w1 satisfying
ST (w9 > SF(w™ 0™). We start by linearizing the objective function in
(4.15a), which consists of four parts: the user-k’s SR Ci(w,0), Eve’s negative eaves-
dropping rate C.(w,8), the user-k dispersion factor Vi(w,8), and Eve’s dispersion

factor V.(w,0) as shown in (4.7).

First, we adopt the idea in [95] to convert user-k’s SR into a linear form. Specific-
ally, using the inequality (A.1) in Appendix A, let’s define A £ h,(0™)wy, F £ py,

A2 h, (2 )W](Cn) and [ £ py, hence, the users’ data rate can be written as:

k

Cr(w,0) = 2+ 20 { (ywi ) | — {70, (4.18)
where

2} & Cp(w™,0M) =y (W, 60) — o721,

zﬁ) 2 1/p§€n) — I/UIE").

Second, we linearise Eve’s eavesdropping rate, which can be written as:

al az
A

-~ -~

(1 e (w,87)) 2 Tn(1 + p) — In(1 + ™). (4.19)

e

Here, we adopt the idea in [92], where the term (a;) in (4.19) can be linearised
by defining z = p, and substituting it in the inequality (A.2) in Appendix A. The
term (ay) in (4.19) can be linearised by defining T £ v, and substituting it in the

inequality (A.3) in Appendix A. Hence, Eve’s eavesdropping rate can be expressed
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as:
(n) K
n n Pe
Cow,0™) > ) + 217, + 2R Z {iw)} -+ <n><Z e (6" >wj\2>
J=Llj#k + pe J=Llj#k
L ¢ (e |2
— (H)Zme(a w; |, (4.20)

e j=1

where,

y 2 b (O"))h (0w,

Next, we linearise the FBR dispersion factors V;(w,0),i € {k,e}. Using (4.11),
the inequalities (A.4) and (A.5) in Appendix A, and by defining x = V;(w(™, ),
A £ p;, and B £ ¢, the dispersion factors can be expressed as:

i/ Vilw, 60) < g} — 2 Z R w) b =i, (d21)

J=1,j#

where

(n) & n (n) /,,(n) n) Pn
fj,i = gi[hi(o( ))]QW]' /v; Vi(w(m, 0m),

g
>
oo
S
R

By substitution (4.18), (4.20), and (4.21) into (4.7), the approximated surrogate

FBR-SR function can be written as:

ST (w,0™) > a:k ) 2R {<yk ,Wk>} — (Wk)Hzp,i")Wk, (4.22)
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where

M2 a2l el

K
Yy jzlyj,k + Z i1tk (?/ke J .f - f] ke>
S AR O 00) + 2RI (6 b (6°)),
-

0 8 A0+

S

>
A

z

<
HE)
II>

zlin) £ pgn)/(l + p&”)) + l/vén) + 2ok, -

Finally, by substitution (4.22) in (4.16), and introducing an auxiliary variable D

as the lower bound of the FBR-SR, we can recast problem (P1.1) as

(P1.3) :max D, (4.23a)
st.  D<S(w,0M), Vi, (4.23b)
(4.15b), (4.15d). (4.23¢)

problem (P1.3) is a Semidefinite Programming problem (SDP), with its linearised
objective function in (4.22). This problem can be solved using standard solvers, e.g.,

the interior point method or the CVX toolbox [93].

4.2.2 Sub-Problem for Optimising the PREs

Likewise, given w, we aim to find 8“1 such that, S (w{"™" D) > S (w1 gm).
Similar to the previous section, the lower bound approximation of the user’s SR can

be obtained using the inequality (A.1) in Appendix A. The user’s data rate can be

expressed as:

ok<w<”+l>,a>2x§’f,:”+2%{2 et} () QU e?, (4.24)
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where,

xgr,bk—i_l) £ Ok(w(n+1)a0(n)) — Yk (W(n+1)70(n)) - Ulzngk—i_l))

(n+1) N 1/pl(€n+1) . 1/U£n+1),

21,k =
n+1 ~(n+1 n+1
yr D m) 2 g m) /oY,
H
Qi(cn; 1)(7”) < <Wl(cn+1)) th(e(n))lkrmLARW?H),
n+1 n+1 K n+1
A 2 SE e

e 2 (AL ) ALV Gn)om € Mo € M,

1 1
A (m) 2 LD LWt
Similarly, we can express Eve’s eavesdropping rate as:

Ce(w(n+1)70) > Igtzlje-l) + Zﬂlktl) + 2R {Z 71y](€7:+1)<m)6(ﬁm)} + (ejo)H(P(ltl];tl)ejo—‘r

(ejo)H <p,(€f;1)ej", (4.25)
where,
xY,Lkil) 2 1n (p£n+1)) _ p£n+1) —In (UénJrl)) 11,
A A (—plmD 1 ) — 1 o) 62,
g 230y ),

H
yﬁﬁtl)(m) = (Wl(fn+1)> hf(e(n))lermLAngl-H)’

(n+1)2]€ (7L+1) ZIC (n+1)

P+ a  Pe §=1Pkej  2uj=1Pke,j

17k8 - n n )
(L+pM) (024 0™)

(n+1) & (A+D) *A(n+1) .

Phe.j = (A5 (m) ) Ay 5 (m),

AP (m) 21T, L wi Y.

Next, we express the user-k’s and Eve dispersion factor. For i € {k, e}, we can

express the dispersion factors as:

M . . .
&/ Vilw(r,0) <o) — o {3 f ety (c00) T o Vel i € (k, e},

(4.26)
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where,

(n+1) é§(< n+1> VW, )+2< mﬂ)) + 2070 — do} <U§n+1)>)
2,i < ( n+1) \/V (n—l—l)’o(n)))

& (W) RE@AL W
Fr my & 200 ) L meMjeEK,j£k
<U§n+l)\/v;(w(n+1)70(n))>
K

(n+1) N (n+1)
fi = ijl #kfz',j )

n+1 n+1 K n+1
RS ORI AR

€™
( (n+1) > \/V n+1 n )

By substituting (4.24), (4.25), and (4.26) in (4.7), the lower bounding concave ap-

Y

(n+1)
Z2 K

(1>

proximation of the FBR-SR can be expressed as:

Q. n (n+1) (n+1) i0m,
S (winth) g) > ! —1—25 o { )(m)e? }, (4.27)
where,
SoNH (o .
x’gn+1) A xgn’: ) +x§nk+1) i xé"f) n xgn;n i Zgn/:;l) (6‘70( )) <p§€ +1) 58 _

2)\max <(P](€n+l)> M’
n+1 n+1 n+1 n 1 n 1 n 1
D myy Y (m) £y )+ oyl m) + £ (m) o+ £ (m)+
N A(n
D () s (2
(n+1) & (nt1) (n+1) (n+1) (n+1) (n+1)

Py, Pir TPk TPr,; TP TV

With (4.27), we formulate the following optimisation problem to obtain §"*+1)

F (n+1) p(n)
(P1.4) max rnellg ST (w 6™ (4.28a)
s.t.  (4.15¢). (4.28b)

To tackle problem (P1.4) we define,

OUtDF £ 9n — Lyt () m =1, .. M, (4.29)

m
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Algorithm 4.1 Proposed Iterative Algorithm for Solving (P1)

1: Initialise: (w = w*, 0 = 0" 7., Ten..s tmax), convergence tolerance
€ > 0, and Set n = 1.
2: Repeat

3: Update w1V by (4.23), and 6V by (4.30);
IminS7 (w(r+1) g(n+1)) —minS7 (w™) ,0(m))|
ke ke

4: if

S €t.
5 Then 8™ «— "*+D w  w+D) and terminate.
6: Otherwise n <— n + 1 and continue.

7. Output (w* = w'™, 8 =9™).

then we find ¢*Y) that maximise the SR(w™*1) ) and satisfies the UMC constraint

(4.15¢),

6+ £ arg max ST (wt) 9). (4.30)
oc{0( 1)k k=1,..K}

One can notice that by setting V; = 0, the above FBR optimisation problem (P1)

is reduced to the LBR optimisation problem, which can be solved similarly.

The procedure to solve problem (P1) is described in Algorithm 4.1, which con-
verges to a locally optimal solution of (P1) as formally stated in the following

theorem.

Theorem 4.1. The obtained solution by Algorithm 4.1 is a locally optimal solution
for problem (P1).

Proof: See Appendix C.1.

Complexity Analysis

The developed Algorithm 4.1 is designed to tackle problem (P1) by decoupling

the beamforming vector and the IRS’s PREs within the objective function. The
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resulting problem (P1) is an SDP that can be solved by the interior point method
[93]. The algorithm’s complexity can be estimated by its worst-case runtime and
the number of decision variables [94]. Thus, in Algorithm 4.1, the computational
complexity of obtaining w given 8 is O(N?), and the computational complexity of
obtaining @ given w is O(M?3(M +1)). One can notice that the algorithm complexity

increases with M.

4.3 MAXMIN SR Under Imperfect CSI With FBR Systems

To deal with the imperfect CSI from the IRS to the users and Eve, we adopt the
channel modelling in equation (4.3) where only partial/imperfect CSI u; is available.

First, we can cast the minimum SR maximisation problem as follows:

(P2) :ra%x Ik%l’? ‘SA’,f(W,O), (4.31a)
st Y wilP <P (4.31b)
e®)] =1, (4.31c)
1AL < i € {k, e} (4.31d)
Te < Tinaxs Te < Temmo Tt < fmaxs (4.31e)

where (4.31d) captures the channel estimation error. Unlike the traditional LBR
case under imperfect CSI, problem (P2) is more challenging. First, this is because
the additional FBR constraints, which are captured by the nonconvex dispersion
factor expression (4.12), are embedded within the objective function. In addition,
the imperfect CSI condition (4.31d), introduces uncertainty in the IRS-users/Eve’s
channel, making the decoding error and consequently the inverse Q-function eval-
uation unreliable. This sensitivity significantly complicates the objective function,

besides its nonlinearity and nonconvexity.

To solve problem (P2), we first introduce slack variables to decompose the coup-

ling of the beamforming vector and the IRS’s PREs in the objective function to
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facilitate the AO method. Specifically, we first substitute (4.13) into (4.31a), and
then we introduce slack variables Z as the FBR-SR’s lower bound, [, represents
the minimum users’ rate, T, represents the maximum eavesdropping rate of Eve,
and 3;,i € {k, e} represents the maximum dispersion factor for the user-k and Eve,

respectively. The problem (P2) can be recast as:

(P2.1) : max Z, (4.32a)
st. Z<Br—Tr — Br— B, Vk, (4.32b)
By < Cu, V|| Aly |5 < &, VE, (4.32¢)
Ty, > Co, V|| AL |l2 < &, VE, (4.32d)
By > &\/i,VHAlkHQ < &, VEk, (4.32¢)
B, = €T VIIAL L < €, W, (1.326)
(4.31b), (4.31c), (4.31e). (4.32g)

Problem P2.1 is still nonconvex due to the coupling between w and @ within the
constraints (4.32b), (4.32¢), (4.32d), (4.32¢), and (4.32f). In addition, the pres-
ence of the nonlinear square-root terms of the dispersion factors in (4.32¢) and
(4.32f) further increases the complexity of the problem. One can notice that the
constraint (4.31d) in problem (P2) has been captured by the constraints (4.32c),
(4.32d), (4.32¢), and (4.32f) in problem (P2.1) (referring to the CSI factor in the
channel definition (4.4)). Next, we linearise the square-root of the dispersion factors,
and then we employ the SCA technique, the S-procedure, and the first order Taylor
approximation to transform the semi-infinite nonconvex constraints (4.32c), (4.32d),
(4.32¢), and (4.32f) to finite LMIs. Then, we leverage a PCCP algorithm to tackle
the UMC (4.31c) [112].
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4.3.1 Sub-Problem for Optimising the Beamforming Vectors

To linearise the semi-infinite inequalities in (4.32c), we first substitute (4.10) into
(4.32¢), hence, (4.32c) can be expressed as:
|(L@LAR) W[’

2 1< > Yk, (4.33)
|(Ix@LAR)W _i||” + 0}
where W_;, = [W1, ..., W 1,Wry1,...,Wx] € CM*K-1 By treating the interference
plus noise signal as an auxiliary function @ = [y, ..., ak], (4.33) can be expressed
as:
|(L®L )Wy |” > (2% — 1)ay, Yk, (4.34a)
| (ur@L AR )W _i||> + 02 < ay, Vk. (4.34D)

To circumvent the nonconvex semi-infinite inequalities in (4.34a), we replace the

left-hand side of (4.34a) with their lower bounds using the following Lemma.

Lemma 5. At iteration (n), let w™ and 8™ be the optimal solution, then at the

point (W™ M) we can express the linear lower bound of (4.34a) as
|®@Lag)wi|” £ LAY, (4.35)
where
A, <I>LAkawk L () H 4 LAka wHLH R

— LAR'wk )wk LJZR@ (n).H

Proof: Refer to Appendix C.1.

Next, by substituting (4.35) in (4.34a), and using (4.3a) and Lemma 5, the

inequality in (4.34a) is reformulated as:
~H
A oH
where d, = 1, Xkl .

To address the uncertainty of {Aly} in (4.36), we leverage the S-procedure [75].
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Lemma 6. (S-procedure) For any Hermitian matriz U; € CE*L | vector u; € CE¥,

and scalar u;, fori1=0,...,Q. A quadratic function of a variable x is defined as:
filz) & 2" Usr + 2R{ul 2} + u;. (4.42)

The condition fo(x) > 0 such that f;(x) >0, i=1,...,Q, holds, if an only if there

eristsn; > 0,0 =0,...,0Q, such that,

U, u Q U, u
R = 0. (4.43)
0o U u; oy

Using Lemma 10, we can transform (4.36) into its equivalent LMIs as:

~

I, + A LA)E
T (teA) = 0,Vk, (4.44)

~

(eAr)  de— (2% — D)oy, — S}

where § 2 [n1,...,n¢]7 > 0 are slack variables. Even though (4.34a) has been
transformed into an LMI form, it is still nonconvex due to the nonconvexity nature of
the term 2% ;. For that, we adopt the SCA technique [74] to convert the nonconvex
constraint (4.34a) to a convex approximation expression. Specifically, performing

the first order Taylor approximation, the term 2% a;, can be upper bounded by:

(0 (2% 2 (B = B ) (o) 2 + ) 2%, (4.45)

where B,in), oz,(ﬂn) are the value of the variables [y, ay, at iteration (n) in the SCA-based
algorithm, respectively. Lastly, substituting (4.45) in (4.44), the LMIs in (4.44) can

be expressed as:

~

Iy +A ILA)Y
AT i) = 0, Vk. (4.46)

~

(leAr)  di — (ar(2%))" 4+ g — meS2

Next, we tackle (4.34b) using Schur’s complement [96].
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Lemma 7. (Schur’s complement) For given matrices U = 0, Y, and Z, let a

Hermitian matriz X be defined as:

|z y*
X & . (4.47)
Y U

Then, X > 0 if and only if AU > 0, where AU is the Schur’s complement define
as AU2Z -YHTU'Y.

Using Lemma (7), we can equivalently recast (4.34b) as:
¢H

(0%
’ = 0,V Ayl < O, VE, (4.48)

tF Iy

~H

H
where t; £ <(lk <I>LAR)W_;€> :

Next, we use the Nemirovski’s Lemma [97] to further handle (4.48).

Lemma 8. (Nemirovski’s Lemma) For any Hermitian matriz A, matrices B, C,

and X, and scalar t, the following LMI holds,
A = BYXC + CHX"B, for|X|| < t, (4.49)

if and only if

A —aCHC —tBH

=0, (4.50)
—tB al
where a is a non-negative real number.
Using Lemma (8) and introducing the slack variable ¢ £ [5¢, ..., 35] > 0, (4.48)
is recast as:
Q1% i O1xnm
th | P Qp(®LARW_,)# | = 0, Vk, (4.51)

Onrs1 Qu(PLARW ) ARy
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~ ~ H
where Q111 = ap — 02 — 3, and 1), = <(lk'1>LAR)W_k> . Next, we tackle (4.32d)

by firstly substituting (4.10) in (4.32d), and then treat the interference plus noise

signal in (4.32d) as an auxiliary function a., = [, ..., ). We hence can recast
(4.32d) as
|(L®L A )Wi|> < (2% — 1)ay,, Yk, (4.52a)
|1 PLAR)W_i||* + 07 > ae, Vk. (4.52D)

To tackle the uncertainties of {Al.} in the constraints (4.52a) and (4.52b), we
use a similar approach as in (4.34b). Hence, the equivalent LMIs of (4.52a) and

(4.52b) are, respectively, given by,

Cek nge O1xar
Dre 1 Qc(®Larwi)? | = 0,Vk, (4.53)
Onrxi Qe(PLarWy) Urlar |
Bk —/l;kHe 0150 -
~Dre Txc —Qu(BLARW ;)| = 0,k (4.54)
Onrxi —Q(PLARW ) orln |
where ¥ = [J1,...,9x] > 0and @ £ [py,...,0x] > 0 are a slack variables, and,

Cok 2 (ge(275))™ — e — Uy,
(e (2T4))" & (T, = V) (o) 2 + )27
bre 2 ((l\fq)LAR)W—k)Ha
Bll,k S Oge — 03 — Ok-
Next, we show the steps to derive the LMI of equations (4.32¢) and (4.32f). Using

(4.12), the inequalities (A.4) and (A.5) in Appendix A, and by defining x = V;

A £ p;, and B £ 7;, the dispersion factors for i € {k,e} can be expressed as:

/1 7(n)
gﬁ < fz V; n §¢|(li‘I>LAR)Wk|2
' b= 2 n
V" (|G@Lar) Wi |3 + 02)

Y
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where Wy, 2 [wy,...,wx| € C¥*X Hence, we can express (4.32¢) and (4.32f) as,

(B.-2) . |0@Lawil

4.
Y T [L@LAr)W|E + 0 (4.55)

where £ £ ¢; V;(n)/2 and 9 £ &/ Y Vi(n)'

Similar to (4.33), by treating the interference plus noise signal as an auxiliary

function ¢ £ [(1,. .., (k], (4.55) can be expressed as:
|(ll¢LAR)wk’2 < CZ<BZ - ’8)/@7 Vk',’b S {ka 6}7 (456&)
| (w;®LAr )Wy + 02 > (i, Vk,i € {k, e} (4.56D)

Similar to (4.54), we can express (4.56b) by its equivalent LMI as:

Ch —eH O1x s
—¢ Iy —Q(®LArR)W,)E | =0, (4.57)
Onrs1 —$4(PLAR)W) LIy
where CN’IM L G —o02—u, L2 [l,uy,...,lk] > 0is a slack variable, and & =
(0 @Lar)) W)

Next, we can express (4.56a) as the following LMI:

Dy df! 015
d; 1 Qu(®Lag)wy) | =0, (4.58)
Onx1 Qe(PLaR)Wy) 1y
where Dyy; £ % - %Cz — 1, L 2 [h,...,Ix] > 0is a slack variable, and d; £

~

((le@LAR)Wk)H.

However, (4.58) is still nonconvex due to the nonconvex nature of the term (.
Similar to (4.44), we employ the SCA technique to tackle the nonconvex expression

as:

()" 2 896+ (3 - B0y (4.59)
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Algorithm 4.2 PCCP Algorithm for solving (P2.3)

1: Initialise: (w,0M)), penalty factor amya., scaling v > 1, tolerances (e, €, ),

Tmax, Set n = 1.
2: repeat

3:  Solve (P2.3) to obtain §"+1).

4: if || — " V||, < ¢, and C' < ¢, then

5: break

6: else

7: Update a™™) = min{va™, ayay}, set n=n + 1.
8: end if

9: until n > Ny

10: Output: feasible solution 8* = (™.

where 5, Ci(n) are the value of the variables j3;, ¢; at iteration (n) in the SCA-based

algorithm, respectively. Be substituting (4.59) in (4.58), we can express (4.58) as:

Di lN)kHe 01><M
d; 1 Qu(®Lsr)w)" | = 0,5 #k, (4.60)
Onrs1 Qe(®PLagr)Wy) [ Y

Eventually, reformulating problem (P2.1) with (4.46), (4.51), (4.53), (4.54),
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(4.57), and (4.60) yields the following optimisation problem:

(P2.2) : rg%x Z (4.61a)
st.  Z<Be—Tr — B — B, VE, (4.61b)
(4.46), (4.51), (4.53), (4.54), (4.57), (4.60), i € {k, e}, (4.61c)
n>0,>0,9>00>01>0,1>0, (4.61d)
(4.31b), (4.31e). (4.61e)

At this point, all nonlinear constraints (4.32c), (4.32d), (4.32¢), and (4.32f) have
been linearised as LMIs (4.46), (4.51), (4.53), (4.54), (4.57), and (4.60); thus, prob-
lem (P2.2) is an SDP that can be efficiently solved using standard solvers, e.g., the

interior point method or the CVX toolbox [93].

Sub-Problem for Optimising the PREs

For a given w, we aim to find 1) such that, &7 (w{"™" D) > SF (w1 g0,
Similar to the analysis in the previous section, we can express (4.32c) and (4.32d)
with their equivalent LMIs (4.46), (4.51), (4.53) and (4.54), respectively. To tackle
the UMC (4.31c), we leverage the PCCP method [76]. The PCCP’s main idea is to
add slack variables to relax the problem so that if the UMC is violated, we then can
penalise the sum of violations. The converged PCCP solution is an approximate
first-order optimal solution of the original problem [76].

To apply the PCCP method, we introduce an auxiliary variable set q = {g,,|m €
M} satisfying g, = |eU%)|*|el%)|. Then, (4.31c) can be expressed as ¢, <

|el0m)|*|eln)| < g,,. The nonconvex part g, < |e¥?)|*|el%)| can be approximated

by g < 2R{|el0)|*|eU0)| — | |*| 0|} Following the PCCP framework,
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Algorithm 4.3 Proposed AO Algorithm for Solving Problem (P2)

1:

2:

3:

Initialise: (w" =w*, () =6*), set n = 1, and tolerance ¢, > 0.

repeat

Update w1 by solving (P2.2) and V) by solving (P2.3).

A— | mingec S7 (WD 9+ —ming e ST (w(™) 0]
o mingek S (w(),0(m)

Update w™ w1 9 9+ and set n<n + 1.
until A < ¢

Output: (w*=w™, 6 =6m").

we penalise the objective function (4.32a), hence, problem (P2.1) can be recast as:

(P2.3) max Z—aT,

st (4.46), (4.51), (4.53), (4.54), (4.57), (4.60),
|e(j9m)|*|6(j0m)| < g+t
G — b < 2R {|€(j0m)|*|e(j9;n>)’} _ |e(j0§l"))|*|e(j97(ln))’7

qm > 0,Ym € M,

(4.62a)
(4.62b)
(4.62¢)
(4.62d)

(4.62e)

where T £ fozltm + t, is the penalty term, ¢ £ {c,,¢,} is the slack variable

imposed over the modulus constraint (4.31¢c), and a is the regularisation factor. The

regularisation factor is imposed to control the UMC constraint (4.31c) by scaling

the penalty term Q.

Problem (P2.3) is an SDP that can be solved by the CVX toolbox. Unlike

the conventional SDR method to tackle UMC, the PCCP method, summarised in

Algorithm 4.2, is guaranteed to find a feasible point for problem (P2.3) [98]. The

following points are helpful for the numerical implementation of the Algorithm 4.2:

(a) We invoke apax to avoid numerical complications if a grows too large [99];

(b) The stopping criteria 7 < ¢;, guarantees the UMC (4.31c) when ¢, is small
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[52];

6D (0

(¢) The convergence of Algorithm 4.2 is controlled by He( ‘ < €&,.
1

Finally, the pseudo code of the AO algorithm to solve problem (P2) is shown
in Algorithm 4.3. This algorithm converges to a locally optimal solution of (P2),

which can be proved in the following theorem.

Theorem 4.2. Algorithm 4.3 generates a locally optimal solution for problem (P2).

Proof: See Appendix C.3.

Complexity Analysis

Since convex problems (P2.2) and (P2.3) involve linear constraints and LMIs
(4.46), (4.51), (4.53), (4.54), (4.57) and (4.60), they can be solved by the interior point
method [93]. The algorithm’s complexity is defined by its worst-case runtime and the
number of operations [52]. For problem (72.2), the number of variables is a = 2M,
the size of (4.46) is by & NM + N + 1, the size of (4.51), and (4.54) is by £ 2N + 1,
and the size of (4.53) is b3 = 2N + 1. Thus, the complexity of solving problems

(P2.2) and (P2.3), respectively,

Ow £ O {Ve1 +2(a)(a® + aca + 3 + (a+1)%) },

O 20 {\/c1 FAM(2M)(AM? + 2Mey + c5 + 4MN)} :
where

K

o 2 Zk by(k — 1) + ba(2k + 1) + bs(3k — 2),
K

e 2 Zk V2(k — 1)+ b3(2k + 1) + b3(3k — 2),

K
ey 2 Zk W3k — 1) + b3(2k + 1) + b3 (3k — 2),
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Table 4.1 : IRS-FBR Max-Min Maximisation Simulation Parameters

Parameter Value
Number of IRS elements (M) 16

Noise power density (o) —174 dBm/Hz
Alice’s transmission power (P) 20 dBm
Antenna gains (Ga, Girs) 5 dBi

The convergence tolerances €, ¢;,,¢;, | 1073

Simulation initial settings 04,(6”) =1, Oé,(;;) =1, aM = 10, amax =

30, 8, = d. = 0.02.

4.4 Numerical Results

In this section, we perform an extensive simulation to evaluate the performance
of the proposed approach. The results are obtained using MATLAB and CVX tool-
boxes. In this setup, Alice is located at (15,0, 15), the IRS is located at (0, 25, 40),
and the users are randomly distributed to the right of Alice over a (60m x 60m) area.
The Eve (e.g., a compromised legitimate user) is randomly located in (100m x 100m)
outside the users’” area. Note that if Eve is too close to one of the users, it is mainly
impossible to guarantee the positive SR for all the users [102]. In this case, other

methods, e.g., encryption or friendly jamming, can provide users’ secrecy [50].

The Alice-to-IRS direct path loss factor is Nag £ G o +Girs —35.9—221log;,(d, ;)

in dB, where d,, is the distance between Alice and the IRS in meters, while G is

R
Alice antenna gain, and Gigrs is the IRS elements’ antenna gain [70]. The path loss
factor from the IRS to the users and the Eve is Xg; = Girg —33.05—3010g,,(dg;) dB,

for i € {k, e}, dg; is the distance between the IRS and the users and Eve in meters.

The spatial correlation matrix is [Rp;];; = exp (jm(l —1) sindsinR) for i € {k, e},
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where X is the elevation angle and 1 is the azimuth angle [86]. The elements of the
Alice-to-IRS channel are generated by

[Gi)ap = exp(jm ((b— 1) sin O, sindy, + (a — 1) sin(6,,) sin(y)) ), where ©,, € (0, 27),
¥, € (0,27), and ©,, £ 7 —0,,, and ¥J,, £ 7+, [86]. The small-scale fading channel

gain I; for i € {k,e} is modelled as a Rician fading channel with K-factor= 3.

We define the CSI error bounds as ; = 5iH/l\Z-H2,Vk, where 9; € [0,1),7 € {k,e}
is the relative amount of CSI uncertainty. When 6 = 0, Alice can obtain the
perfect CSI of the IRS to users/Eve reflected channel. In the FBR case, we set
Tmax = Temn = 107°. The packet length N; is defined by the transmission dura-
tion t, and the bandwidth B, as previously defined N, £ Bt,. Hence, we set the
transmission duration as ¢; = 0.1 ms, which is suitable for FBR transmission [2].
The choice of 0.1 ms end-to-end delay ensures having a quasi-static channel during
FBR communication [85]. The bandwidth B is set at 1 MHz. Unless stated other-
wise, the simulation parameters are defined in Table 4.1. We multiply the results by
log,(e) to convert them to bps/Hz. Lastly, for comparison purposes, we compare our
Max-Min algorithm against the SSR maximisation algorithms. Lastly, for compar-
ison purposes, we compare our Max-Min algorithm against the SSR maximisation
algorithms. The SSR maximisation can be tackled by setting the objective func-
tion in problem (P1) and problem (P2) to max S ST (w,0). SSR maximisation

problem is addressed in Chapter 5.

Fig. 4.2 illustrates the convergence rate of the Max-Min algorithms under perfect
CSI and Imperfect CSI for the FBR and the LBR systems. All algorithms achieve
convergence within a few numbers of iterations. It can be noticed that the FBR
needs fewer iterations to converge since the local optimal solution obtained in the
LBR case is used as the initial feasible point. Such a choice highlights the importance

of choosing the best initial feasible points in the FBR case.
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Figure 4.2 : Convergence rate of the Max-Min algorithm under prefect CSI with
M =10, K =6, N = 16.

Fig. 4.3 plots the users’ SR distribution with M = 10, = 6, and N = 16 under
the Max-Min algorithms. The Max-Min algorithms achieve almost the same SR for
all the users when the IRS’s PREs are optimised. However, when the IRS’s PREs
are not practically optimised, the algorithms fail to achieve secrecy fairness among
the users. The results demonstrate the importance of properly optimising the IRS’s
PREs. The proposed algorithm for the FBR case achieves secrecy and SR fairness
among the users. The results demonstrate the robustness of the proposed algorithms
to achieve secrecy for all the users, even under the FBR constraints, namely, the

transmission duration and the latency.

Fig. 4.4 portrays the users’ SR under different values of the IRS to the users/Eve
imperfect CSI. The Max-Min algorithm achieves secrecy fairness in the LBR/FBR
cases, even when Eve’s reflected channel has higher uncertainty than the users’
reflected channel. The results show that the proposed algorithm is able to achieve

secrecy guarantee even under a high level of uncertainty, which demonstrates the
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Figure 4.3 : Users’ SR with M =10, K =6, N = 16.
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Figure 4.4 : Users’ SR with with M =10,/ =6, N = 16.

robustness of the proposed algorithm.

One way to evaluate the degree of fairness in the proposed algorithms is by using

(Sasemo)
m7 and it is

bounded in [1/K, 1], where the higher value indicates a better fairness [103]. Fig. 4.5

the Jain’s index. Jain’s index is defined as, Jain’s Index =

shows Jain’s index against the relative amount of CSI uncertainty 0. The Max-Min



4.4 Numerical Results 107

1 _tr; A o A A
——Max-Min-LBR SR Imperfect CSI
0.8 Max-Min-FBR SR Imperfect CSI
9 ——SSR-LBR SR Imperfect CSI
206! —<+SSR-FBR SR Imperfect CSI
=
=
=504
H
[
0.2 ———y » “-\:
0

0 0.01 0.02 0.03 0.04
Uncertainty Value o

Figure 4.5 : Jain’s Index Vs. the uncertainty level §;, = . with M =10, =5 N =

16.

algorithm achieves almost one in the LBR/FBR cases, while the SSR counterpart
has nearly zero. The results demonstrate the Max-Min algorithm’s robustness in

achieving secrecy fairness among all the users, even in the FBR environment.

Fig. 4.6 illustrates the minimum SR among all the users against the relative
amount of CSI uncertainty 6. The Max-Min algorithm achieves secrecy for all the
users. Even under high uncertainty, it achieves almost the same minimum SR as the
full certainty case. The FBR case demonstrates results similar to those of the LBR
case. As expected, the SSR-LBR/SSR-FBR algorithms achieve a higher minimum
user SR since the SSR algorithm favours most of the transmission power towards

the user with a better channel while discarding other users.

Fig. 4.7 depicts the minimum SR against the number of users K. It can be
seen that the minimum SR algorithm decreases with IC. This is expected as the

multi-user interference increases with /C. The Max-Min FBR case provides secrecy
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Figure 4.6 :
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in all cases; however, as K increases, the minimum users’ SR is approaching zero,
which can be seen when IC = 7. The results show that obtaining secrecy for all the

users in the FBR case is more challenging due to the FBR constraints.

Lastly, the minimum SR is illustrated against the transmission duration ¢, in Fig.
4.8. The Max-Min algorithm guarantees secure communication for all the users even
at low transmission duration (10~°ms). It can be noticed that the achievable FBR’s
SR is capped by its LBR counterpart since the transmission duration is considered

to be infinity in the latter.

4.5 Conclusions

In this paper, we proposed a framework to achieve secure communications for
all the users under the FBR constraints for IoT setting in URLLC/mMTC ap-
plications aided by IRS. Specifically, through linearization and different nonconvex
optimisation techniques, we designed computationally efficient algorithm to maxim-

ise the minimum SR among all the users under both perfect and imperfect CSI from
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IRS to the users and the eavesdropper. Extensive simulations results showed that
the Max-Min algorithm can provide secure communications for all the users under
FBR constraints even with only imperfect CSI. Note that if Eve is too close to one
user, it is infeasible to guarantee secrecy for all the users and other solutions like
cryptography-based or friendly jamming-based methods should be in place. In the
future, one can consider a multi-hop scenario with the joint coding over multiple

IRSs, similar to the cooperative MIMO setting [104].
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Chapter 5

Secrecy Sum-Rate Maximisation in Finite
Blocklength IRS-aided Systems With Perfect and
Imperfect CSI

In this chapter®, we investigates system secrecy for URLLC/mMTC IoT-users in the
FBR-IRS-aided systems under both perfect and imperfect channel state information
(CSI). In particular, we first formulate a nonconvex optimisation problem to max-
imise users’ sum secrecy rate by jointly optimising the transmitter’s beamforming
and the IRS’s passive reflective elements while considering FBR constraints, namely,
latency and transmission durations. Nevertheless, the problem is even more challen-
ging under imperfect CSI. To solve this, we linearise the objective and decompose
it into sequential sub-problems. For imperfect CSI, we transform semi-infinite con-
straints into finite linear matrix inequalities to enable efficient optimisation. We then
prove that the algorithms converge to a locally optimal solution and demonstrate
their low computational complexity, making them scalable for large IRS deploy-
ments. Numerical results show that our approach ensures secure system communic-

ation even under imperfect CSI while satisfying FBR constraints.

Remark: In contrast to the fairness-driven design presented in Chapter 4, which
employed a Max—Min optimisation problem to ensure balanced user performance by
maximising the minimum secrecy rate, this chapter focuses on a throughput-driven
optimisation based on the SR objective. The SSR formulation seeks to maximise

the overall system throughput, typically favouring users with stronger channels, and

*This chapter corresponds to the journal paper J-4 in the list of Publications.
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Table 5.1 : Key Parameters and Assumptions for Perfect and Imperfect CSI Cases

Parameter Perfect CSI Imperfect CSI

Full and accurate CSI for Estimated CSI with
CSI Knowledge

users and eavesdropper bounded uncertainty

Eavesdropper

Known at Alice Partially known to Alice
CSI

Robust SCA/PCCP under
Algorithm Type Step-decent algorithm
uncertainty algorithm

thereby prioritising spectral efficiency over fairness. This distinction underscores the
inherent trade-off between equitable resource allocation and aggregate performance,
particularly under varying CSI conditions. The key parameters and assumptions for

each case (perfect and imperfect CSI) are presented in Table 5.1.

The remainder of this chapter is organised as follows. The system model is
discussed in Sections 5.1. Then, Sections 5.2 and 5.3 present the problem and
corresponding solutions under perfect and imperfect CSI, respectively. The extensive
simulations and discussion are provided in Section 5.4. Finally, Section 5.5 concludes

the paper.

5.1 System Model

We study an IRS-aided downlink system operating under the FBR, as depicted
in Fig. 5.1. An M-antenna base station (Alice) transmits confidential data to
IC single-antenna URLLC users in the presence of a single-antenna eavesdropper

(Eve). The direct links from Alice to the legitimate users are assumed to be heavily
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IRS N elements
® = Diag (0y,...,0n)

IRS Controller

Alice M antennas
w € CMx1 Beamforming vector

Figure 5.1 : FBR IRS-aided system model.

obstructed’, a situation commonly encountered in dense urban environments with
high-rise buildings.

An IRS with N passive reflecting elements (PREs) is deployed, e.g., on the facade
of a high-rise building, to facilitate communication between Alice and the users. Let
K =1,2,...,K denote the set of legitimate users, with k£ € I and e representing

Eve. The Alice-to-IRS channel is represented as:

GAR =V ﬂARéAR € CNXM’ (5-1)

where far denotes the large-scale fading coefficient and G ar follows a Rician fading

model. The IRS—i channel, for 7 € k, e, is expressed as:
U; =/ BRzﬂzR%{/ZQ - CIXN, (52)

where [g; is the large-scale fading factor, iz models small-scale fading via the
Rician distribution, and RRi € CV*¥ is the spatial correlation matrix of the IRS

elements [86].

tThe system secrecy and data rate enhancement from IRS deployment is limited in the presence

of strong direct links [105].
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Let s; denote the confidential symbol for user k. The received signals at user k

and Eve corresponding to s; are then given by:

K
Ys £ hi(0>zk:1wk8k + ni,i c {]{Z, 6}, (53)

where h;(#) € C*M denotes the cascaded channel gain from Alice to i € {k, e},
wp € CM*! is the beamforming vector for user-k, 8 = (6y,...,05)T € [0,2m)V
represents the IRS PRE phase-shift vector. The term n; corresponds to zero-mean
additive white Gaussian noise (AWGN) with power density o7 for ¢ € {k,e}. The
cascade channel gain h;(@) from Alice to ¢ € {k,e}, can be expressed using the

Alice-IRS and the IRS-7 channels as:

N
hi(0) £ u®G,, £ u; Y exp(j0,)Z4G,y. (5.4)

n=1

where Z,, is an N x N matrix with all zeros except for a single 1 at the (n,n)

position, and ® = Diag(e?®) denotes the diagonal IRS phase-shift matrix.

The CSI for the channel from Alice to the IRS can be estimated through angle-
of-arrival and angle-of-departure measurements [77]. However, obtaining accurate
CSI for the reflected channels between the IRS and the URLLC users is more chal-
lenging due to the passive nature of the IRS and the dynamic nature of the users’
environments and mobility [89]. Moreover, accurately determining the location or
the CSI of Eve is generally infeasible. To address these uncertainties, we adopt a
bounded CSI model that characterises the reflected channels from the IRS to both

the legitimate users and Eve, which can be described as [106]:
w; =, + Auy, Vi € {k, e}, (5.5a)
wi = {|| Al < )}, Vi € {k, e}, (5.5b)
where u; denotes the (imperfect) estimated channel vector, Au; represents the chan-

nel estimation error of the corresponding estimation, w; is a set for all possible chan-

nel estimation errors, and €2; is the radii of the uncertainty regions as known to
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Alice. Hence, (5.4) can be reformulated as:

hi(0) 2 (4; + Au;) G, .. (5.6)

In the following, we consider both perfect and imperfect CSI scenarios for the
IRS-to-users and IRS-to-Eve channels. For the perfect CSI case, we assume that
Alice has accurate channel knowledge of all users and Eve [107,108]. As previously
noted, Eve may act as a legitimate user during certain time slots but attempts to
eavesdrop on other transmissions. Employing well-established channel estimation
techniques, such as the anchor-assisted method [109], Alice can practically obtain
the CSI of the users. Under this assumption, the reflected channels from the IRS to
the users and Eve are modelled by setting the error term Aw; in (5.5a) to zero, i.e.,
u; = u;,1 € {k,e}. In contrast, when only partial or imperfect CSI u; is available,
the uncertainty in the reflected channel can be captured by varying the magnitude
of Au;, which corresponds to the radius €2; of the uncertainty region. This approach

allows modelling different degrees of CSI imperfection.

Accordingly, the signal-to-interference-plus-noise ratio (SINR) at user-k and Eve,

under both perfect and imperfect IRS-to-users/FEve CSI, can be expressed as:

Yi(w,0) £ w, i € {k,e}, (5.7)
yi(w,0) = W i € {k,e}, (5.8)

)

K ~ K o
where p; £ > i1 jek (@)W, |* 4 07, and p; = > it jekl i (@)W |* 4 o7,

In the presence of Eve, the closed-form expressions for the FBR-SR of user-k
under perfect and imperfect IRS-to-users/Eve CSI are given, respectively, by [110,
Eq. 115]:

ST(w,0) 2 [0~ C - 6V - 6VT] (59)

+
S,f(w,é?) S |:Ck — Ce - fk\/;k - ge V ‘/e 5 (510)
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where [2]* £ max|0, z], and the user’s data rate and Eve’s eavesdropping rate are

respectively expressed as:

Ci(w,0) 2 1In(1+v(w,0)), ic{ke} (5.11)
Ci(w,0) 2 1In(1+5;(w,0)), ic{ke}. (5.12)

The parameters ; are defined as:

é&,é Q ()
" m@2)VA

where Q7!(-) is the inverse Gaussian Q-function, and N, £ Bt, is the URLLC packet

length. The dispersion factors Vj, and V. are given by [111]:

27;(w, )

Vi(w,0) = m 22(1— (pi/vi)) i € {k, e}, (5.13)
Tiw,0) 2 20 oo Gn)ie he), (5.14)

(1 +7i(w.0))
where v; 2 S5 1h;(0)w;|2 + 02, and T; £ S ;z\i(B)WJ—i—a-z, i € {k,e}.
j=1 J i j=1 J i

Unlike the conventional SR definition in the LBR, the FBR introduces additional
constraints on the SR. Specifically, reliable transmission in the FBR requires that
the decoding error probability ¢, at user-k£ does not exceed the maximum allow-
able decoding error probability ¢nac. Furthermore, the information leakage ¢, must
remain below the maximum tolerated leakage ¢nax [111]. Additionally, the trans-
mission duration t; must not surpass the maximum permitted duration t,,.,. These
factors distinctly separate the FBR scenario from its LBR counterpart. Notably, as
the transmission duration t; approaches infinity, the dispersion factor V; tends to
zero, and the FBR expressions in (5.9) and (5.10) reduce to the conventional LBR

SR formulation, which can be written as [90]:

Skﬁ(w>0) = [Ck(wvo) - CE(W,G)]+, (515)

SE(w,0) 2 [Cr(w,0) — Cu(w,0)]*. (5.16)
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5.2 SSR Maximisation Under Perfect CSI in FBR systems

In this section, we begin by formulating the secrecy sum-rate (SSR) maximisation
problem under the assumption of perfect CSI. The optimisation problem is formally

stated as:

(P1) : max Ry(w,0), (5.17a)
K
2
s.t. Zkzl““’k“ <P, (5.17D)
9] =1, (5.17¢)
Sk S Smax; Se S Semax ? Zft S tmax, (517d)

where Rs(w,0) = Zlesf(w,a) denotes the SSR, and P represents Alice’s total
power budget. Constraint (5.17b) enforces the sum-power limitation on the trans-
mitted signals, while (5.17¢) ensures the unit modulus constraint (UMC) on the
phase shifts of the PREs. It is important to highlight that the finite blocklength
regime (FBR) constraints (5.17d), are implicitly incorporated into the objective
function through the SSR expression R(w,8), which includes the FBR dispersion

factor as in (5.9).

The optimisation problem (P1) is inherently nonconvex because the objective
function in (5.17a) is not concave, and the UMC (5.17¢) is nonconvex. To address
this challenge, the alternating optimisation (AO) technique can be applied [91].
Specifically, at the (-th iteration, the feasible solution (w'),8®)) for (P1) is obtained
by solving two subproblems sequentially. First, the beamforming vectors w are

optimised while keeping 6 fixed:
(P1.1) : max Ry(w.0), s.t. (5.17b), (5.18)
followed by optimising the IRS phase shifts 8 with w held constant, by solving

(P12): max Ry(w,0Y), s.t. (5.17¢c). (5.19)
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Nonetheless, this AO approach involves solving the subproblems (P1.1) and (P1.2)
iteratively, which can be computationally expensive, particularly when the IRS com-
prises a large number of PREs. To mitigate this, we propose a linearization strategy
detailed in the sequel, which employs mathematically tractable approximation func-
tions to develop a computationally efficient algorithm suitable for IRSs with many

PREs.

5.2.1 Sub-Problem for Optimising the Beamforming Vectors

With 0 fixed at ), we solve the problem (P1) to find an updated beamforming
vector w1 such that R (w(+Y W) > R (w® 6")). The approach begins by
linearizing the objective function in (5.17a), which is composed of four components:
the data rate of user-k Cy(w,#), the negative eavesdropping rate of Eve C.(w,§),
and the dispersion factors of user-k and Eve, Vi (w,0) and V,.(w,8) respectively, as

expressed in (5.9).

To this end, we first apply the methodology in [95] to linearise the user-k’s
secrecy rate. Specifically, by utilising inequality (A.1) from Appendix A, define
A2 h (0w, F 2 py, A2 hi (8¢ )wk ,and [ £ p,. Accordingly, the user’s data

rate admits the following lower bound:
(v) (OO
Cr(w,00) > 2%%{<nh%nw¢>} nl, (5.20)
where

qﬁ écﬂwmam%_(W@ﬁu) k%%

W o hEOWY)RL(0V)w)
Mk = @ ’
P
W a 1 1
Mek =W~ "0
P U

Next, we proceed to linearise Eve’s eavesdropping rate, which can be expressed
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as:
a o
—In(1 4 7e(w,09)) £ In(1 + p¥) — In(1 + vW). (5.21)

Following the approach in [92], the term a; in (5.21) is linearised by defining z £ p,
and applying inequality (A.2) from Appendix A. Similarly, the term as is linearised
by setting T = v, and using inequality (A.3) from Appendix A. Consequently, Eve’s

eavesdropping rate is lower bounded as follows:

K ()
Ce(w,G(L)) > q% + n% + 2§RZ {<m%,w]>} — L(L) Z |h.(0 wj|2
j=1 L+ peé
J#k J?HC
K
1 L
- > he(6V)w, ], (5.22)
Ue jzl
where
. 210 ()~ A 10 (9) +1
(v & 1 2
n ==
bhe ( 1+ p ’U(L)>

mgi i 2 h7(0W)h, (6 ))W§L).

Lastly, we linearise the FBR dispersion factors V;(w,8),i € {k,e}. By leveraging
(5.13) alongside the inequalities (A.4) and (A.5) presented in Appendix A, and
defining 2 2 V;(w®,0), A £ p;, and B = ¢;, the dispersion factors can be bounded

as follows:

£/ Vilw,00) < g) — 2 51%{<”, >} n{ v, (5.23)
k’

J?f
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where,

0 a Vi(w®,80)  (vf")2 4 plo? — 200
Go; = &i + o ,
2 (v;")? (w@ o)
i hz 0(‘) 2W(»L)
P UL
sy (w@ 60))’
ng) & Sl ie{ke).

(0)23/Vi (w0

By substituting (5.20), (5.22), and (5.23) into (5.9), the FBR-SR can be lower

bounded as:

ST (w,00) > qk + 2R {<mk),wk>} - (wk)Hdz,(j)Wk, (5.24)

where,

](:) 2 q% 4 q(L) () () O]

q 1 ke +n1ke+q2k+q2k
K K
() & (1) (1) (1) (1)
mk —Zm]k—f—Z(mk]—d]k—d]ke),
= =
jk

Jj=1
o0 &0 415
() 1
,(;) s _Pe + =5 T N2k
€ 1 + (L) (L) ¢
Pe Ve

Finally, by substituting (5.24) into (5.18), problem (P1.1) can be recast as:

i NS SF e g0
(P1.3) :min Zk:lsk (w,0Y), (5.25a)
st. (5.17b). (5.25b)
The resulting problem (P1.3) is convex and an SDP, which can be efficiently solved

by standard optimisation tools, such as the interior point method or the CVX tool-

box [93], to obtain the updated beamforming vector w(*+1).
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5.2.2 Sub-Problem for Optimising the PREs

Similarly, given a fixed w, our objective is to determine ¢+ such that the

FBR-SR satisfies Sp(w!"™", ¢+ > S, (w1 90,

Following the approach from the previous subsection, the lower bound approx-
imation for the user’s data rate can be derived by applying the inequality (A.1) from

Appendix A. Consequently, the user’s data rate is lower bounded by:
Ok(W(L+1),0) + 2% {Zm L+1 ]Qn} + (ejO) (p(LZ—l) 30’ (526)

where,

@y a1 1
1,k - +1 +1)?
pl(€+ ) U}(€+ )
N (L—l—l)
(t+1), N o Mk (n)
mk,k (n> - (1)
Pk
mi Y (n) £ <w,8“’>HhH<o<L>>uksnc:ARw5:“>,

(e+1) A (e+1) L+1

Pik = Mk Z

(t+1) & (R N(L+1) 1 N
Pr.j = (R () W (m), nome{l,... N},

k,j

N(Hrl)(n) = uk*—'nGARW(L+1)

Likewise, Eve’s eavesdropping rate can be lower bounded as:

Co(with g) > C]YZ_: (LH + 2R {z:m“le eﬁ"}

+ ()" e + ()" e (520



5.2 SSR Maximisation Under Perfect CSI in FBR systems 122

where,

if;rel) A (L+].)) p(L+l) In (,UéL—i-l)) 11,

H
L+1
n = — 1 0'2
1,ke - L+1 (H—l) e’
Ve

=
+
Z
>

(t+1) A (t4+1)
ke (n) - j 1 ];ﬁkmj ke (n)7
gfktl)(n) A <W](€L+1)> hé](a( )Ue-_anG W(Hrl)’
(o+1) _p(H—l) )
L+ A e (t4+1)
Y ke - L (¢ (Pk?e ’
1 (1 —|—p( +1)) (02 + 0 +1 Z J
1+1 +1 * (L1
oy 2 <Nl(<:e,j )(”)> RED (m),

t+1 —_ t+1
N,(Ce,j)(n) éue.:.nGAij(. ),

Next, we express the user-k’s and Eve’s dispersion factor, for ¢ € {k, e}, we can

express the dispersion factors as:

N . . .
& ‘/i(w(b—’_l)?o) < qéﬁzﬂ) - 2%{ —1d5b+1)€(ﬂ9n)} ™ (e(]O))H(pg,zJ‘rl)e(Je)7i € {kv 6}7
(5.28)

where,
(( <L+1) ¢L+—1>0+2< w) 1202 _ g (UEL“)))
(¢e+1) A
43 = -
(1+1)
<2 <UZ- ) W(W(L+1)’0(L)))
H
df 1)(n)é&/ (Ui““) %(wwm,om)) (WYH)) K (0V),=,G, Wi,

neNjek j+k

FIGEVNN Z’C 4y

Y

! j=Lj#k "
(+1) & (1) K 1)
P2 =Ny, =P

(t41)

2

[|>

By substituting (5.26), (5.27), and (5.28) into (5.9), the concave lower bound ap-
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Algorithm 5.1 Proposed AO Algorithm for Solving (P1)

1: Input: Initial values w™™ = w*, 81 = 0%, Guax, Sennss Lmax, convergence toler-
ance €; > 0

2: Initialise: Set iteration index ¢ =1

3: repeat

4:  Update w*Y using (5.25); update 8“1 using (5.32)
|R (e41) 0(L+1)) . Rs(w(b)’o(b))l

5: R.(w( 60) < ¢; then
6: w* — w9 — g+l

7: Output: (w*,6*); terminate

8: else

9: t—1+1

10: end if

11: until convergence

proximation of the FBR-SR can be expressed as:
ST (Wit 9) > ¢ 42 Z §R{ (4 eﬁn} , (5.29)
where,

138 H L 1 L
A2 D gl ) = () e = 2 (V) N

my ™V (n) 2m{ 7 (n) +mi Y (n) +dy T (n) + d (n)+

N (), .
Zmzle_]em QO;(C—H)(m, 1) + Amax <50§c+1)> g
t+1 1+1 41 41 41 41
e el el el ren el

Based on (5.29), we formulate the following optimisation problem to determine

L+,

(P14) : max R, (w1, 9), (5.30a)

st (5.17¢), (5.17d). (5.30D)
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To solve problem (P1.4), we define

Ok 2 9on — /() p=1,... N, (5.31)

n

and subsequently find ¢V that maximises the secrecy rate SR(w(*V) @) while

satisfying the unit modulus constraint (5.17c) as:

0“tY =21 — /m“*Y(n), n=1,...,N. (5.32)

It is worth noting that by setting the dispersion factor V; = 0, the FBR optim-
isation problem (P1) reduces to the conventional LBR optimisation problem, which

can be addressed similarly.

The procedure to solve problem (P1) is outlined in Algorithm 5.1, which is
guaranteed to converge to a locally optimal solution of (P1), as formally stated in

the following theorem.

Theorem 5.1. The solution obtained via Algorithm 5.1 constitutes a locally optimal

solution to problem (P1).

Proof: Refer to Appendix D.1.

5.3 SSR Maximization Under Imperfect CSI With FBR Sys-

tems

To address the imperfect CSI from the IRS to the users and Eve, we utilize
the channel model given in equation (5.5), where only partial/imperfect CSI u; is

accessible. Initially, the minimum SR maximization problem can be formulated as
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follows:

(P2) max Ry(w,0), (5.33a)
K
2
<
s.t. Zkzl”‘”k“ <P, (5.33D)
V9] =1, (5.33¢)
Sk S Smaxs Se S Semax ? tt S tmax; (5336)

where R,(w,8) £ Z’,f:lg,f (w,8). Compared to the conventional LBR scenario under
imperfect CSI, problem (P2) is more complex. This complexity arises primarily
because the additional FBR constraints, captured by the nonconvex dispersion factor
in (5.14), are embedded within the objective function (5.33a). Furthermore, the
semi-infinite constraint in (5.33¢), imposed by the imperfect CSI model (5.5), further

intensifies the problem’s difficulty.

To solve problem (P2), we begin by introducing slack variables to decouple the
coupling between the beamforming vectors and the IRS’s PREs in the objective
function, which facilitates the application of the AO method. Specifically, we sub-
stitute (5.15) into (5.33a). Next, we define slack variables where z serves as a lower
bound on the FBR-SSR, ¢ denotes the minimum user rates, py, represents the
maximum eavesdropping rate of Eve, and @;, for i € {k, e}, correspond to the max-

imum dispersion factors for user-k£ and Eve, respectively. With these definitions,
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problem (P2) can be equivalently reformulated as:

(P2.1): max 7, (5.34a)
st 2 < Z’:gok i — B — BV, (5.34b)
v < Cr, V[ Aulz < &, VE, (5.34c)
pe > Ce, V|| Aucll2 < &, VE, (5.34d)
B> 6/ Ve V]| Awls < &, Y, (5.340)
B, > €\ Vo Yl dully < &0, VE, (5.340)
(5.33b), (5.33¢), (5.33¢). (5.34g)

It can be observed that the constraint (5.33e) in problem (P2) is encompassed by
the constraints (5.34c), (5.34d), (5.34¢), and (5.34f) in problem (P2.1) (which relate
to the CSI uncertainty modeled in the channel definition (5.6)). Subsequently, we
apply the SCA technique along with the S-procedure to convert the semi-infinite
and nonconvex constraints (5.34c), (5.34d), (5.34e), and (5.34f) into a finite set of

LMIs. Finally, we utilise a PCCP algorithm to address the UMC (5.33¢) [112].

5.3.1 Sub-Problem for Optimising the Beamforming Vectors

To linearise the semi-infinite inequalities in (5.34c), we first substitute (5.12) into
(5.34c¢), which leads to:
|(ur®G )Wl

o< — (5.35)
[(ur @G )W || + o}
By introducing the auxiliary variables 8 = [f, . .., k| to represent the interference
plus noise power, (5.35) can be equivalently reformulated as:
(@G, )wi|* > (27 — 1), Vk, (5.36a)
| (ur®G, YW _i||> + 02 < Bi, Vk. (5.36h)

To handle the nonconvexity of the semi-infinite inequalities in (5.36a), we replace

the left-hand side by its linear lower bound using the following lemma.



5.3 SSR Maximization Under Imperfect CSI With FBR Systems 127

Lemma 9. At iteration (1), given the current solutions w) and 8, the linear lower

bound of (5.36a) at the point (w01 is given by:
|(uk<I>GAR)wk|2 = w, Xy, (5.37)
where,
X, 208G, ww G 01 1 VG, wuwlG! 0

— @(L)GARw,S)w,(;)’HGfR@(L)’H.

Proof: Refer to Appendix D.1.

Next, by substituting (5.37) into (5.36a), and applying (5.5a) along with Lemma

9, the inequality in (5.36a) can be reformulated as:

where,

dy 2 WX,
To handle the uncertainty in {Aug} in (5.38), we use the S-procedure [75].

Lemma 10. (S-procedure) For any Hermitian matriz U; € CL*L | vector u; €

CY*1 and scalar v;, fori=0,...,Q, define a quadratic function in variable x as:
fi(z) £ 27Uz + 2R{uf 2} + u,. (5.39)

The implication

fl(m)z()) Z:17aQ:>f0(x)207

holds if and only if there exist scalars n; > 0,1 =1,...,Q), such that

U u Q Uz u;
T = 0. (5.40)
ull i=1 ull v
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By applying Lemma 10, the semi-infinite constraint in (5.38) can be equivalently

reformulated as the LMI:

=0, Vk, (5.41)
up Xy, dp — (222 = 1)), — Ukﬂi
where 1 = [n1,..., k] > 0 denotes a vector of slack variables.

Despite the conversion of (5.38) to an LMI (5.41), the constraint remains non-
convex owing to the bilinear term 2¢* ;. To address this challenge, the SCA tech-
nique [74] is employed to obtain a convex upper bound of this term. Specifically, by
utilising the first-order Taylor expansion around the point (go,(;), 6,(;)) at iteration ¢,

the product 29+, is upper bounded as follows:
(327" 2 ((gn = )8 m2 + ) 274, (5.42)

Substituting the above convex upper bound into (5.41) yields the following LMI

representation:

?I/'kIM + Xk (aka)H
=0, Vk. (5.43)

u Xy, di, — (Bk27%)" + B — w2
Next, we address constraint (5.36b) by employing Schur’s complement [96].

Lemma 11. (Schur’s Complement) For given matrices U = 0, Y, and Z, define

the Hermaitian matriz,
Z YH
X £ : (5.44)
Y U

Then, X = 0 if and only if the Schur complement AU £ Z — YHU-YY > 0.

Utilising Lemma 11, the constraint (5.36b) can be equivalently expressed as the
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following LMI:
Br  ty
tr I
where
NN =
tk = ((’U,k (I)GAR)W,]C> R
and

AL Mx(K-1
W_ =W, W1, Wey,..., Wi €C we-n,

Subsequently, we employ the Nemirovski’s Lemma [97], to further handle the

constraint in (5.45).

Lemma 12. (Nemirovski’s Lemma) For any Hermitian matriz A, matrices B,

C, and X, and scalar t > 0, the following inequality holds:
A - BYXC + C*X"B, for |X|| <t,

if and only if there exists a > 0 such that

A —aCHC —tBH
= 0.

—tB al

By applying Lemma 12 and introducing the slack variables 3¢ = [5, ...

0, the constraint (5.45) can be equivalently reformulated as:

Bk ka O1xar
tr | P Q (®G, W_p)"| =0, Vi,
0M><1 Qk (‘I)GARW—I::) %k:IM

where Bll,k = Bk - 0']% - A, and fk = ((ﬁk@GAR)W_k)H.

(5.46)

(5.47)

7%K]T t

(5.48)

To this end, we address the constraint (5.34d) by first substituting (5.12) into it,

and then treating the interference plus noise term in (5.34d) as an auxiliary variable
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Be, = [Beys -+ Be,]. Consequently, constraint (5.34d) can be reformulated as

|(uc @G, )Wi|> < (2% —1)Bre, Vk, (5.49a)
| (ue @G )W_i|* + 02 > Bre, VE. (5.49D)
To manage the uncertainties associated with { Au, } in constraints (5.49a) and (5.49b),

we adopt an approach analogous to that employed in (5.36b). Accordingly, the equi-

valent LMIs corresponding to (5.49a) and (5.49b) are expressed as:

Cek G 01 -
Che 1 Q(®G ,wi)" | =0, VEk, (5.50)
Orrx1 Q2(PG, Wy) A By, |
Cr ~Che 01 _
—Che | PP —Q.(®G, W_p)| =0, V&, (5.51)
Opx1 —2(PG, W_g) okl |

where 9 2 [01,...,0x] > 0and @ 2 [01, ..., 0x] > 0 denote slack variables, and

Ce,k é (Bke(z'u]%))Ub - ﬁke - ﬁka
. . (¢)
(Bre(2 )™ 2 (g, — i) BY 2 + By ) 25,
B 2 (@06, )W) ",

N 2
Cll,k; = Pre — O¢ — Ok-

Subsequently, we present the derivation steps for the LMIs corresponding to
constraints (5.34e) and (5.34f). Utilising (5.14), together with inequalities (A.4)
and (A.5) in Appendix A, and by defining the variables z £ V;, A £ p;, and B £ g,

the dispersion factors for ¢ € {k, e} can be expressed as:

IAV40)

: (5.52)
2 .
V VY (|(w®G W3+ 0?)

where Wy, 2 [wy, ... wi] € CM*K,
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Therefore, constraints (5.34e) and (5.34f) can be equivalently reformulated as:

5-f |wdG,, WP
Y wdG, Wil + o7

i

i€ {k e}, (5.53)

i /V.(L) )
where ¢ 2 VY and 9 & —&_

2

Analogous to the approach to linearise (5.35), by introducing the auxiliary vari-
ables ¢ = [(1,...,(k] to represent the interference plus noise terms, the inequality

(5.53) can be decomposed as follows:

e
IWQG@me<¢@

|(w,®G, )Wi||> + 02> ¢, Yk, i€ {ke}. (5.54b)

) G, Vk, i€ {ke}, (5.54a)

Similarly to (5.51), the constraint (5.54b) can be equivalently expressed as the

following LMI:

511,1' —cH O1xnmr
—& I —Q; (®G, W) | =0, j#k, (5.55)
Ons1 —Q; (PG, Wy) w, Iy

where 511,1‘ 2 (o —0F —u;, u = [u,uy, ..., u] > 0 s a slack variable vector, and

G2 <@H @GAR)Wk> "

Subsequently, the constraint (5.54a) can be reformulated as the following LMI:

Ck, et 015
d; 1 Q, (G, . wp)"| =0, j#k, (5.56)
Onx1 e (PG, Wi) w1y,
where Cy, = %@A — %’“ — 1, u = [y, ..., 1g] > 0 denotes a slack variable vector,

and d; £ (W @G, )wi)" .

Note that (5.56) remains nonconvex due to the bilinear term ¢¢;. To address

this, we apply the SCA method to linearise its nonconvexity as follows:

(3C)™ 2 9¢ + (¢ — @) ¢, (5.57)
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where ¢ and CZ(L) denote the values of ¢; and (; at iteration (1) of the SCA algorithm,

respectively.

By substituting (5.57) into (5.56), the resulting LMI is given by:

ékf et O1xns
g | Q. (@G, w) | =0, j+k, (5.58)
OM><1 Qe((I)GARWk) ﬁZIM
where
=~ a (PG LG
Ci, & y Ty W (5.59)

Eventually, by reformulating problem (P2.1) with constraints (5.43), (5.48),

(5.50), (5.51), (5.55), and (5.58), we obtain the following optimization problem:

(P2.2) Jmax 2, (5.60a)
st.  z2<¢r— g, — Pk — Pr., Vk, (5.60b)
(5.43), (5.48), (5.50), (5.51), (5.55), (5.58), i€ {k,e}, (5.60¢)
@>0, %2>0 9>0 >0 u>0, i>0, (5.60d)
(5.33b), (5.33¢). (5.60¢)

At this stage, all nonlinear constraints (5.34c), (5.34d), (5.34e), and (5.34f) have
been equivalently transformed into LMIs (5.43), (5.48), (5.50), (5.51), (5.55), and
(5.58). Therefore, problem (P2.2) is an SDP problem that can be efficiently solved
using standard convex optimisation solvers, such as the interior-point method or the

CVX toolbox [93].

5.3.2 Sub-Problem for Optimising the PREs

Given a fixed w, our goal is to determine §¢*1 such that:

ST(wit) 00D) > ST (wit, 6). (5.61)
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Consistent with the approach presented in the previous section, the constraints
(5.34c) and (5.34d) can be equivalently represented by their corresponding LMIs
(5.43), (5.48), (5.50), and (5.51). To handle the UMC (5.33c), we PCCP [76]. This
method introduces slack variables to relax the original constraint, allowing violations
to be penalised in the objective function. The resulting solution upon convergence

is an approximate first-order stationary point of the original problem [76].

To facilitate the PCCP method, we introduce an auxiliary variable set b £
{b, | n € N}, where, b, £ |e/%|*|e’%|. Thus, the nonconvex constraint (5.33c) is

reformulated as:
by < |e2%]*|e?| < b,. (5.62)
The nonconvex lower bound can be approximated at the (¢)-th iteration by a first-

order Taylor expansion as:

*|ej9£;) )

by < 2R {(eﬁ")*ejew} — |eit’

(5.63)

Incorporating this approximation into the PCCP framework, we penalise the

objective function (5.34a) and rewrite problem (P2.1) as:

(P2.3) pmax -z — 0@, (5.64a)
st (5.43),(5.48), (5.50), (5.51), (5.55), (5.58), (5.64b)
% "] < by + cn, (5.64c)
by — 0 < 2R () e | () (5.64d)
by >0, VneN, (5.64¢)

where 0o > 0 denotes the penalty coefficient, and ) quantifies the aggregate con-

straint violations, defined as:

QLD (cn+en), (5.65)
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Algorithm 5.2 Compressed PCCP-Based Algorithm for (72.3)

1: Input: (w(l)70(1)>7 Omax, V 2 ]-7 61517 €t27 lmax
2: Initialise: ¢+ =1
3: repeat

4: Solve (P2.3) to get 8V

5: if He(jo(b)) — 8" X <€, and @ < ¢, then
6: Output: 6* = 0" return

7: else o' < min{ro®, opay}; L < ¢+ 1

8: end if

9: until ¢ > tyax
10: Restart: Reset 8V, choose v > 1, set ¢ = 1, repeat

11: Output: Final * =

with ¢ £ {c,,¢,} representing the slack variables introduced to relax the UMC
(5.33c). The regularisation factor o serves to control the enforcement of the UMC

(5.33c) by appropriately scaling the penalty term Q).

Problem (P2.3) constitutes an SDP problem. In contrast to the conventional
semidefinite relaxation (SDR) approach for handling the UMC, the PCCP method,
summarised in Algorithm 5.2, is guaranteed to identify a feasible solution to problem

(P2.3) [93).

The following considerations are pertinent for the numerical implementation of

Algorithm 5.2:

(a) A maximum penalty coefficient o,y is enforced to prevent numerical instabil-

ity when o becomes excessively large [99];

(b) The stopping criterion @ < ¢, ensures satisfaction of the UMC (5.33c) for

sufficiently small €, [52];
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Algorithm 5.3 AO Algorithm for Solving Problem (P2)

1: Input: (W =w*,0Y = 0", Grax, Sennes tmax), tolerance ¢ >0, 1 =1

2: repeat

3. Solve (P2.2) to get w™V and (P2.3) to get HC+Y)
|R8(w(b+1)70(b+1)) — Rs(w(b)’g(b)”

4: if Re (w00} < ¢ then
5: Output: w* = wt*Y " = §¢+); return
6: else 1<+ 1+1

7 end if

8: until convergence

(c¢) The convergence of Algorithm 5.2 is monitored via the condition

(1) ()
el e? H < é&.
1

Finally, the pseudocode for the AO algorithm designed to solve problem (P2) is
presented in Algorithm 5.3. This algorithm converges to a locally optimal solution

of (P2), as formally stated in the following theorem.

Theorem 5.2. Algorithm 5.3 generates a locally optimal solution to problem (P2).

Proof: See Appendix D.3.

Complexity Analysis

Since the convex problems (P2.2) and (P2.3) involve linear constraints and LMIs,
given in (5.43), (5.48), (5.50), (5.51), (5.55), and (5.58), they can be efficiently solved

by the interior-point method [93].

The computational complexity of the algorithm is characterised by its worst-case
runtime and the number of floating-point operations required [52]. To efficiently
measure the complexity if Algorithm 5.3, we start by defining the following para-

meters: the number of variables as ¢ = 2M, the dimension of the LMI in (5.43)
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Table 5.2 : FBR-IRS Maximising SSR Simulation Parameters

Parameter Numerical Value

Noise power density, o2 —174 dBm/Hz

Alice transmission power, P 20 dBm

Antenna gains, Gx and Grrs 5 dBi

Convergence tolerances, €, €, €, 1073

Simulation initial settings BY =1, 84 =1, 0 =10, opax = 30

as ap = MN + M + 1, and the dimensions of the LMIs in (5.48) and (5.51) as

as = 2M + 1, and the size of the LMI in (5.50) as a3 = 2M + 1. Accordingly, the

complexity of solving problems (P2.2) and (P2.3) can be approximated by:
OWéO{\/bl+2c(c2+ch—l—b3+(c+ 1)2)}, (5.66)

O 20 {\/b1 + AN (2N) (AN? + 2Nby + by + 4NM)} , (5.67)

where,

M=

bi £ ) (a1 +az) + 2k (a2 + a3) + (k — 2) (a1 +a3)

i
I

=

[\

>
(]~

(a4 a3) + 2k (a3 + a3) + (k — 2) (a] + a3) ,

B
Il
—

M=

bs =) (af +a3) +2k (a§ +a3) + (k—2) (a} +a3) .

B
Il
—

5.4 Numerical Results

5.4.1 Parameter Setting

In this section, we conduct extensive simulations to evaluate the performance of
the proposed algorithms. The simulations are implemented using MATLAB and the

CVX toolbox. In this setup, Alice is positioned at coordinates (15,0, 15), the IRS is
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located at (0,25,40), and the users are randomly distributed within a 60 m x 60 m
area to the right of Alice. The eavesdropper (Eve), modelled as a compromised
legitimate user, is randomly placed within a 100 m x 100 m area outside the users’
region. It is important to note that if Eve is located very close to any legitimate
user, guaranteeing a positive SR for the users becomes practically impossible [102].
In such scenarios, alternative methods such as encryption or friendly jamming may

be employed to ensure secrecy [50].
The path loss factor for the Alice-to-IRS link is given by:
B £ G + Grrs — 35.9 — 22log,(d, ) (dB), (5.68)

where d,,, denotes the distance between Alice and the IRS in meters, G is the
antenna gain at Alice, and Grs corresponds to the antenna gain of the IRS elements
[70,86]. Similarly, the path loss factor from the IRS to the users and Eve is modeled
as:

Bri = Grs — 33.05 — 301log,o(dr;) (dB), i€ {k,e}, (5.69)
where dg; is the distance between the IRS and user k or Eve, measured in meters
(70, 86].

The spatial correlation matrix for the IRS-to-user/Eve channels is defined as:
[Rrilir 2 exp (jm(l — ) sindsinR), i€ {k,e}, (5.70)
where X and 9 denote the elevation and azimuth angles, respectively [86].
The entries of the Alice-to-IRS channel matrix G, are generated as:
(G i)ap = exp (jim ((b—1)sin Opsindy, + (a — 1) sin ©,, sinvy)) (5.71)

where 0,9, € (0,27), and 6, £ 7 — 0,,, ¥, £ 7 + 1, [86]. The small-scale fading
u; for i € {k,e} are modelled as Rician fading channels with a Rician K-factor equal

to 3. The CSI error bounds are characterised by:
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Figure 5.2 : Convergence rate of the SSR algorithms under perfect and Imperfect
CSI with M =10, K =6, N = 16.

where §; € [0, 1) quantifies the relative CSI uncertainty. The case §; = 0 corresponds

to perfect CSI knowledge of the IRS-to-user/Eve reflected channels at Alice.

For the FBR scenario, the maximum allowable error probabilities are set as
Smax = Senn. = 107°. The packet length N, is determined by the product of trans-
mission duration t; and bandwidth B. Unless stated otherwise, the transmission
duration is fixed at ¢, = 0.1 ms, which is consistent with typical FBR transmission
requirements [2]. This short delay ensures quasi-static channel conditions over the
packet duration [85]. The system bandwidth is set to B = 1 MHz. The simulation
parameters follow those listed in Table 5.2. Finally, all spectral efficiency results are

scaled by log,(e) to convert natural logarithm units to bits per second per Hertz

(bps/Hz).
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5.4.2 Performance Evaluation

Fig. 5.2 illustrates the convergence rate of the SSR algorithms under perfect CSI
and Imperfect CSI for the FBR and the LBR systems. It can be noticed that the
FBR needs fewer iterations to converge since the local optimal solution obtained in
the LBR case is used as the initial feasible point for the FBR counterparts. Such
a choice highlights the importance of choosing the best initial feasible points in the

FBR case.

One way to evaluate the system performance in the proposed algorithms is by
using the arithmetic mean. The arithmetic mean is defined as, arithmetic mean =
%ZleS{ (w,0). Fig. 5.3 plots the achieved arithmetic mean while varying the
number of Alice’s antennas M, with = 7, N = 10, and dx = d. = 0.02. As
expected, the proposed SSR algorithms’ achieved arithmetic mean increases with M,
since increasing M provides more degrees of freedom, hence it increases the users’
SINR. The SSR-FBR algorithms achieve a lower arithmetic mean than their LBR-
SSR counterpart due to the FBR constraints, namely, the transmission duration and

the latency.

Fig. 5.4 portrays the arithmetic mean against the number of users K, with
M = 10, N = 16, and ¢ = 6. = 0.02. From this figure, one can notice that
the achieved arithmetic mean obtained by all algorithms decreases with /. This
is mainly due to the fact that the inter-user interference increases with I, hence
the arithmetic mean decreases. In addition, the FBR counterparts suffer from the
same effect as the LBR parts, since the FBR initial feasible point is generated from
the optimal solution obtained by solving its LBR counterparts. It can be noticed
that the imperfect CSI SSR algorithms achieve a lower arithmetic mean than their
perfect CSI counterparts. This is because the imperfect CSI lowers the users’ SINR,

thus the arithmetic mean tends to decrease.
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Figure 5.3 : SR Arithmetic mean Vs the number of Alice’s antennas M with K =

7, N =10, and ¢, = 0, = 0.02.

Fig. 5.5 illustrates the arithmetic mean against the transmission power budget
P with M =10, X =7, N = 16, and 6, = 0. = 0.02. The achieved arithmetic
mean obtained by all algorithms increases with P. As we can see, increasing P im-
proves the users’ SINR; hence, the arithmetic mean increases. The FBR algorithms

illustrate a similar behaviour to that of their LBR counterparts, as expected.

The arithmetic mean is illustrated against the relative amount of CSI uncertainty
0 in Fig. 5.6. The achieved arithmetic mean in the LBR and the FBR algorithm
decreases with . This is expected since, as the uncertainty increases, the users’
SINR decreases. However, even under high uncertainty, the proposed algorithms
achieve system secrecy, even under the strict constraints of the FBR case. The

obtained results demonstrate the robustness of the proposed LBR/FBR algorithm.

Lastly, the minimum SR and the SSR arithmetic mean are illustrated against the

transmission duration t; in Fig. 5.7 and Fig. 5.8, respectively. Both the minimum
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SR and the SSR arithmetic mean increase with ¢,. Even at low t;, our proposed
algorithms can provide system secrecy, which demonstrates the advantages of our
algorithms. Finally, it can be noticed that the achieved LBR-SR serves as an upper
bound for the SR-FBR counterpart, since the LBR assumes that the transmission

duration t; = oo.
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5.5 CONCLUSION

In this paper, we proposed a framework to achieve system secure communica-
tions under the FBR constraints for IoT settings in URLLC/mMTC applications
aided by IRS. Specifically, through linearization and different nonconvex optimisa-
tion techniques, we designed a computationally efficient algorithm to maximise the
SSR under both perfect and imperfect CSI from the IRS to the users and the eaves-
dropper. Extensive simulation results showed that maximising the SSR algorithm
can provide secure communications under FBR constraints even with only imperfect
CSI. Note that if Eve is too close to one user, it is infeasible to guarantee secrecy for
all the users, and other solutions like cryptography-based or friendly jamming-based

methods should be in place.
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Chapter 6

Conclusions and Future Work

This thesis focuses on designing solutions to deal with the challenges of enhancing
users’ data rate and physical layer security (PLS) in 6G networks, focusing on the
challenges raised by intelligent reflective surfaces (IRS). We presented various meth-
ods to enhance users’ data and secrecy in 6G-IRS-aided systems, where the problems
were tackled in long blocklength (LBR), and finite blocklength regime (FBR), under
various conditions such as low-resolution IRS, perfect/Imperfect/Unknown IRS-to-
users/eavesdropper CSI. These methods vary from ensuring secrecy among all users
under the strict conditions of the FBR system, or when the CSI from the IRS to
users/Eve is imperfect or unknown. These conditions are challenging and provide
more realistic scenarios, which we presented in this thesis. In this chapter, we will
summarise the innovations of this thesis in Section 6.1 and provide some potential

future research directions in Section 6.2.

6.1 Conclusions

This thesis first addressed the problem of maximising users’ data rates in a multi-
user IRS-aided downlink system by optimising the geometric mean of the users’
rates. The proposed algorithm is mathematically tractable and low-complexity,
enabling efficient operation even with a large number of IRS programmable reflective

elements (PREs). Simulation results demonstrated significant rate improvements as

the number of IRS PREs increased.

Next, we investigated physical layer security (PLS) in IRS-aided systems. We
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considered secrecy rate (SR) maximisation in low-resolution IRS systems under per-
fect, imperfect, and unknown IRS-to-users CSI. The problem was approached by
maximising the minimum SR through joint optimisation of transmitter beamform-
ing vectors and IRS PREs, with comparisons to sum secrecy rate (SSR) maxim-
isation. The challenges are more pronounced under imperfect or unknown CSI and
with low-resolution IRSs. Simulation results confirmed that the proposed algorithms

maintain user and system secrecy even with low-resolution IRSs.

Finally, the framework was extended to the finite blocklength regime (FBR), en-
abling ultra-reliable and low-latency communication (URLLC). Unlike traditional
long blocklength systems, FBR imposes strict constraints on transmission duration
and latency. Both minimum SR and SSR maximisation were studied through joint
optimisation of the transmitter and IRS PREs. Numerical results show that min-
imum SR maximisation ensures secure communication for all users, whereas SSR
maximisation yields higher SR for some users at the expense of fairness. Both ap-
proaches provide valuable trade-offs and can be applied depending on system-specific

SR requirements.

6.2 Future Research Directions

Despite the advancements presented in this thesis, several challenges in PLS for
IRS-aided systems remain open. This section outlines potential directions for future

research.

6.2.1 Secrecy Rate in Multi-IRS Environments

Future work will investigate SR enhancement in multi-IRS-assisted wireless sys-
tems. Deploying multiple IRSs across buildings offers opportunities to improve user
performance, but requires strategic optimisation of their phase shifts [91]. While

prior studies have explored multi-IRS deployment for data rate improvement [91]
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and some have considered SR enhancement through joint beamforming and IRS
phase shift optimisation [113], the integration of multiple IRSs specifically for PLS
remains underexplored. We aim to extend our proposed algorithms to evaluate
the impact of multiple IRS deployments on users’ SR, accounting for practical con-
siderations such as multiple eavesdroppers, imperfect CSI, and low-resolution IRS
elements. This study will provide deeper insights into the feasibility and limitations
of secure communication in next-generation networks supported by distributed in-

telligent surfaces.

6.2.2 Real World IRS Scenarios: Using Ray Tracing Model (Sionna) to

Improve Secrecy Rate

A further direction is to leverage ray-tracing-based modelling to capture real-
istic wireless environments and evaluate the proposed algorithms for enhancing SR.
The Sionna RT framework [114] enables high-fidelity simulation of IRS deployments
in complex scenarios. Previous work [115] has used Sionna to improve IRS per-
formance by optimising reflection amplitudes beyond conventional phase gradient
approaches. Integrating our secrecy enhancement algorithms within such a realistic
framework will demonstrate their practical feasibility and effectiveness, bridging
the gap between theoretical models and real-world IRS-aided secure communication

systems for 6G networks.

6.2.3 IRS-Aided Physical Layer Key Generation

Physical Layer Key Generation (PLKG) exploits the inherent randomness and
reciprocity of wireless channels to establish secure cryptographic keys [116]. IRS can
introduce controlled variations in the propagation environment, providing additional
entropy for key generation between users [117]. Future research should investigate
the deployment of multiple IRSs to exploit secondary reflections, enhancing channel

randomness, spatial diversity, and key generation rates, particularly in environments
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with severe blockage or limited line-of-sight. The emergence of STAR-IRS offers
further opportunities by supporting both reflection and transmission functionalities,
enabling more flexible control over the medium. While recent studies highlight
STAR-IRS potential for robust key generation, this area remains underexplored.
Future work should address phase configuration, system synchronisation, security
guarantees, and efficient adaptive algorithms suitable for dynamic next-generation

wireless networks.

6.2.4 Intelligent Jamming and Friendly Interference in IRS-aided Sys-

tems

Cooperative jamming using multiple IRSs or mobile relays is a promising strategy
to enhance PLS. By exploiting the spatial diversity and adaptability of distrib-
uted IRSs, artificial noise can be directed toward eavesdroppers, while coordination
among IRSs allows constructive and destructive interference to be tailored across
space, improving SR performance in complex propagation environments [118]. These
schemes require joint optimisation of beamforming, IRS phase configurations, and
relay trajectories, introducing new challenges in algorithm design and system mod-
elling. The integration of cooperative jamming in [RS-aided systems remains un-

derexplored, particularly for PLS.
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Appendix A

Inequalities

For any A and F with A and F are fixed point, the following inequality holds [95],

In |1, + [AP(F) 7| 2 In L+ [AP(F) 7Y = (AP ™) + 2R{(A7(F)7'A)}

—((F)' = (F +[AP) L [AP +F). (A1)
Next, for any z; with ¢ = 1,...,[ and Zz; is a fixed point, the following inequality

holds [92]:

l l l l
m(l+Y [z 2@+ [P =) |alf+)Y ] 2R{z=)
Sinlal (1+ Silwl)
L+ 3|5 '

(A.2)

The logarithmic function is a concave function and can be written as [92, Eq.

15]:

—In(147) > —1n(1+'_f)—i—§+1. (A.3)

The following inequality follows from the concavity of the function /x [71]:

VI <VZ/2(1+2/7), Yo > 0,7 > 0. (A.4)

Lastly, for a any vector A € C*, A € C", scalar B > 0, B > 0, o > 0, The

following inequality (A.5) holds [71]:

IAIPZ _ [IA[P (29?{AHA} B B+0>

_ — = A5
B+4+o0 ~ B+o [|A||? B+o (A.5)
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Appendix B

Proofs in Chapters 3

B.1 Proof of Theorem 1

First we prove that the sequence SRy (w1, Lﬂgf H)h + €r) is non decreasing for
all k, i.e. SRp(w®D,[65™7,) > SRy(w®,8®) for all « > 0. To that end, with
the aid of the CVX solver, we obtain w") by solving problem (P1.2). CVX solver
is guaranteed to find the optimal solution. Thus, we have SRy(w"“*V, |87, + eg) >
SRy (w®,0) for all k. Next, from (P1.3), we obtain L07(f+1)15 + €r, where we have

SRy (w, |65, + €r) > SRy (w, [6©)], + €r) as stated before.

Hence, by combining the solutions, we obtain
SRk(’w(H_l), |_051L+1)—|b + ER) > SRk(w(‘), |_0(L)—|b + ER), (Bl)

hence, the optimal sequence { (w*), LG%H)}M—ER)} converge to a point { (w*, 8" ],+
er)} which is the solution obtained from solving (P2) and (P1.1).

Next, we prove that the converged point X+ & {w*,0*} is a locally optimal
solution of problem P1. For that, we show that the converged point satisfies the
Karush-Kuhn-Tucker (KKT) condition of the problem. The KKT condition for
problem (P1.1) is satisfied at 8*. Let Y () is the objective function of (P3) and
T(X) = [T(X), Ty(X),..., T;(X)] be the set of constraints of problem P3. Then,

we can write

VoY (X*) +Z"Ve.T(X*) =0 (B.2)

2 > 0,2T(X") =0,Vi.
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where V, is the gradient with respect to s, and Z 2 [z, 20, ..., 27] is the optimal
Lagrangian variable set. Similarly, the obtained (P2) solution is locally optimal.

Hence its KKT is satisfied with respect to W = w}, which is

Vw-Y (X*) + ZT'Vw-T(X*) =0 (B.3)

Combining (B.2) and (B.3), we get

VY (X*)+ Z"VxT(X*) =0 (B.4)

t; > 0,t,T(X*) = 0,Vi,

which is the KKT condition for (P1). B

B.2 Proof of Lemma 1

Let a be a scalar complex variable, and a(® is the fixed point obtained at iteration

(¢), then the following inequality holds [77]
la)® > a*Wa + a*a) — a*Wal, (B.5)

By replacing a with (u,®G,, )W), we obtain (3.36), (4.36), and (5.38). Thus, this

concludes the proof. B

B.3 Proof of Theorem 2, and 3

Similar to the proof of Theorem 3.1, it can be shown the sequence SRy (w“*V, |
is non-decreasing for all k, i.e. SRu(w D, [8%7V],) > SRu(w®,|0W],) for all

(¢) > 0, and the converged point is a locally optimal solution for problems. .

(t4+1)

1s)
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Appendix C

Proofs in Chapter 4

C.1 Proof of Theorem 1

First we prove that the sequence Sf (w(”+1),0(”+1)) is non decreasing for all k&,
ie. Sf(wm D) 9n+D) > SF(w™ ™) for all n > 0. To that end, with the aid
of the CVX solver, we obtain w™ ! by solving problem (P1.3). CVX solver is
guaranteed to find the optimal solution. Thus, we have S7 (w1 0) > S (w™, )
for all k. Next, from (P2), we obtain 8" by solving (4.29), where we have

S7 (w, 0 > ST (w,0™) as stated before.

Hence, by combining the solutions obtained by solving problem (P1.3) and prob-

lem (P1.4), we obtain:
SZ (), 90+ ) > SF (), ), (1)

the optimal sequence {(w™ V), §"*)} thus converge to a point {(w*,8")} which is
the solution obtained from solving (P1.3) and (P1.4).

Next, we prove that the converged point X* £ {w*,8*} is a locally optimal

solution of problem (P1). For that, we show that the converged point satisfies
the Karush-Kuhn-Tucker (KKT) condition of the problem. The KKT condition for
problem (P1.3) is satisfied at 8*. Let Y (@) be the objective function of (P2) and
T(X)=[Ti(X),T2(X),...,T;(X)] be the set of constraint of problem (P2). Then,

we can write:

VoY (X*)+Z"VeT(X*) =0, (C.2)
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where V; is the gradient with respect to s, and Z = [z1, 2o, ..., 2;] is the optimal
Lagrangian variable set. Similarly, the obtained (P2) solution is locally optimal.

Hence, its KKT is satisfied with respect to W = w;,, which is:

Vw-Y (X)) + Z"'Vw-T(X*) = 0, (C.3)
Combining (C.2) and (C.3), we get:
VxY (X" + Z"Vx-T(X") =0, (C.4)

which is the KKT condition for (P1) in (4.15a), i.e., X" is the local optimal point

for (4.15a). A

C.2 Proof of Lemma 1

Let ¢ be a scalar complex variable, and ¢ is the fixed point obtained at iteration

(n), then the following inequality holds [77]:
lql> > ¢" g+ ¢"¢" — =™ (C.5)

By replacing ¢ with (I,@Lag)w, we obtain (4.35). Thus, this concludes the proof.
[

C.3 Proof of Theorem 2

Similar to the proof of Theorem 4.1, it can be shown the sequence S (w™+ 9(+1)
is non-decreasing for all k, i.e. S (w1, "+D)) > SF (w(™ ™)) for all n > 0, and

the converged point is a locally optimal solution for problems. H.
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Appendix D

Proofs in Chapter 5

D.1 Convergence and Optimality Analysis

We begin by showing that the sequence R,(w®“+"), 8¢+1)) is non-decreasing, i.e.,
R (w“™) 0) > R (w®,0"), Vi > 0. (D.1)

To establish this, we first compute w*Y by solving problem (P1.3) using the CVX

solver. Since CVX yields the optimal solution, it follows that:

R,(w" .00y > R, (w®,00). (D.2)

Then, by solving problem (P1.4) using equation (5.31), we obtain 8“1 which

guarantees:

Ry(w(Y, 004Dy > R (w( D), 90), (D.3)

Combining the two inequalities, we conclude that:
Rs(w(”’l),é?(”rl)) > Rs('wm,é?@), (D.4)

demonstrating that the sequence {(w*", #¢*V)} is non-decreasing and converges

to a point (w*,0"), which corresponds to the solution obtained by jointly solving

(P1.3) and (P1.4).

Next, we show that the converged point X* £ {w*,0"} is a locally optimal
solution to problem (P1). To verify this, we demonstrate that X* satisfies the KKT

conditions for the problem.
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Let Y(X) denote the objective function of (P1), and let the constraints be
represented by T(X) = [T1(X),...,T;(X)]. The KKT condition with respect to 6*
is then given by:

VoY (X*) +Z"Ve.T(X*) =0, (D.5)
Zi Z 0, Z,LTl(X*) = O, V1.

where Z = [z, 29, ..., 27| is the vector of Lagrange multipliers and V denotes the

gradient with respect to s.
Similarly, for the solution w* = w“*, the KKT condition from problem (7P1.4)
is:
Vw-Y (X*) + Z"Vw.T(X*) =0, (D.6)

By combining (D.5) and (D.6), we obtain the unified KKT conditions for the

overall problem (P1):
Vx:-Y(X*) + Z"VxT(X*) =0, (D.7)
Zi 2 0, ZZTl(X*) = 0, V1.

Thus, the point X = (w1, 90+D) satisfies the KKT conditions and is therefore a

locally optimal solution to problem (5.17a). |

D.2 Proof of Lemma 1

Let s € C be a scalar complex variable, and denote by s its value at iteration .

According to [77], the following inequality holds:
5|2 > a"Ws + 575 — s, (D.8)

By substituting s = (up ® G,,,) Wi into the expression above, we recover inequal-

ity (5.37), which concludes the proof. [



D.3 Proof of Theorem 2 156

D.3 Proof of Theorem 2

By following steps analogous to those in the proof of Theorem 5.1, it can be

shown that the sequence R (w001 is non-decreasing, i.e.,
Es(“’(H_l)aa(H_l)) > Es(w(L)va(L))v Vo> 0, (Dg)

and that it converges to a point which constitutes a locally optimal solution to the

associated optimization problems. [ |
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