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Dynamic Continuous Variable Quantum Key Distribution for
Securing a Future Global Quantum Network

Mikhael T. Sayat,* Sebastian P. Kish, Ping Koy Lam, Nicholas J. Rattenbury,

and John E. Cater

Continuous variable quantum key distribution (CVQKD)

is a developing method to secure information exchange in future quantum
networks. With the recent developments in quantum technology and greater
access to space, a global quantum network secured by CVQKD can be within
reach. In this work, the structures of existing QKD networks are analyzed,
and how they can be fit into a general overarching three-layer QKD network
architecture for the endeavor of a global QKD network. Such a network

can comprise different links in fiber and free-space. The finite size limit

secret key rates (SKRs) with multidimensional reconciliation are calculated
for the different links for which CVQKD can be used in such a network. The
results show that CVQKD generally achieves longer distances and larger SKRs
in inter-satellite, satellite-to-ground, fiber, and underwater links in descending
order. The different links and nodes are classified and secret key distribution
is studied as a graph problem. The link capacity, a routing metric for secret

quadrature of light to encode a secret key
between communicating parties which is
then used to encrypt information.?l Com-
pared to the more established discrete vari-
able QKD (DVQKD), CVQKD offers higher
key rates, cheaper detection methods, and
is more integrable with existing optical
telecommunication networks.?l In addi-
tion, CVQKD outperforms (DVQKD) in
communicating channels with lower phase
noise, and it is more robust against thermal
noise.l’l The governing performance metric
used is the secret key rate (SKR), which rep-
resents the size of the secret key that can
be shared between communicating parties
over time.

Many existing national QKD networks

key distribution, which considers a dynamic SKR based on dynamic links
is presented. Its use in simulated CVQKD networks is presented for the aim
of spatiotemporal secret key distribution through a dynamic CVQKD network.

1. Introduction

Recent developments in quantum technology and access to space
positions the development of a global quantum network within
reach.l'l A nascent yet promising method of securing such a net-
work is through continuous variable quantum key distribution
(CVQKD). CVQKD uses the continuous amplitude and phase

exist with different architectures, sizes, pro-
tocols, and achievable SKRs.*l The first
QKD network was the DARPA quantum
network, which used the BB84 DVQKD pro-
tocol and achieved a SKR of 1 kbits™1.[5¢]
The Tokyo quantum network consists of
six nodes using the decoy state BB84,
DPS-QKD, BBM92, and SARG04 DVQKD protocols with a max-
imum SKR of 304 kbits~1.l7# The SECOQC quantum network
exhibits both CVQKD and DVQKD protocols utilizing both fiber
and free-space channels and achieved a maximum SKR of 17
kbits~1.191%] The Madrid quantum network was the first network
to be integrated with an existing telecommunication network
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Table 1. Features of Existing QKD Networks.
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QKD Network Channels Implementation #Nodes Max SKR Protocol Special Features

DARPA Quantum Fiber, Free-Space Optical Switching, 10 10 kbit/s DVQKD First QKD Network
Networkl®6 Trusted Relay

Tokyo QKD Network!”] Fiber Trusted Relay 6 304 kbit/s DVQKD

SECOQC Quantum Fiber, Free-Space Trusted Relay 6 17 kbit/s CVQKD, DVQKD QKD with Micius Satellite
Networkl®10]

Cambridge Quantum Fiber Trusted Relay 3 2.58 Mbit/s DVQKD
Networkl ']

Bristol Quantum Fiber Untrusted Relay, SDN 8 83.9 kbit/s DVQKD SDN Implementation
Networkl20:21]

Madrid Quantum Fiber Optical Switching, 12 70 kbit/s CVQKD, DVQKD First SDN QKD Network
Network(12] Trusted Relay, SDN Integrated with Existing

Telecom Network
Chinese Quantum Fiber, Free-Space Optical Switching, 166 235 kbit/s CVQKD, DVQKD Largest QKD Network and is

[4,15]

Network Trusted Relay,

Untrusted Relay

Integrated with Space

Figure 1. Locations of existing QKD networks, testbeds, demonstrations, and developments.

and used a software-defined network (SDN) architecture, which
replaced the traditional point-to-point architecture of other net-
works allowing for easier integration.[''"13] The SDN architecture
controls the whole network as a whole as opposed to point-to-
point, which controls individual links.['*] The Chinese quantum
network is the largest existing network, which consists of 166
nodes in fiber and free-space using both CVQKD and DVQKD
protocols with a maximum achievable SKR of 235 kbits™1.11] Tt
includes Micius, the first quantum satellite, which achieved BB84
encryption between China and Vienna with a sifted key rate of 3
to 9 kbit/s over a satellite-to-ground link distance of 1000 to 600
km, respectively.'®l In addition, China demonstrated the first ex-
perimental demonstration of CVQKD using Einstein-Podolsky-

Adv. Quantum Technol. 2025, 8, €2500135 €2500135 (2 of 18)

[4,22-24]

Rosen entangled states, achieving 84 kbits™* for an 80% transmis-
sion efficiency where the demonstrated scheme can be used for
CVQKD networks.!'”] A hybrid quantum QKD network was also
proposed where CVQKD is used within metropolitan networks
and DVQKD is used to connect these networks, along with the
use of measurement device independent QKD systems, utilizing
the advantages found in both CVQKD and DVQKD.["®!

Existing networks are predominantly based in fiber and use
DVQKD protocols (a summary of significant QKD networks can
be found in Table 1 and locations of network developments is
shown in Figure 1). However, it is beneficial to include CVQKD
for its advantages and free-space links for spatial diversity. In es-
tablishing a secured global quantum network, it is beneficial to be
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Figure 2. General architecture of a QKD network, consisting of the infrastructure layer (nodes, links, QKD-related devices), control and management

layer (network controller and manager), and application layer (users).[?’]

able to use available nodes and links from existing networks for
both fiber and free-space QKD. This provides interconnectedness
and spatiotemporal diversity whereby the transfer of secret keys
can be performed through favorable channels in a dynamic net-
work.

In this paper, we discuss how existing networks can be inte-
grated into an overarching global quantum network architecture.
In addition, we collectively present existing models for the feasi-
bility of CVQKD through fiber and available free-space channels,
which are then used to simulate CVQKD through a dynamic net-
work. Here, we present the link capacity, which is dependent on
a dynamic SKR and can be used as a routing metric to choose the
optimum pathway in such a network.

2. Integrating QKD Networks

Multiple QKD networks can be connected into one overarching
network architecture, such as that shown in Figure 2, which com-
prises of three layers.[?’] The infrastructure layer consists of all
the nodes, links between nodes, and any QKD-related devices re-
quired for the distribution and storing of secret keys. The control
and management layer consists of the network controller and net-
work manager. The network controller calibrates and controls the
activation of nodes, and the link connections between them, for
QKD operation. The network manager monitors the QKD nodes
and links, keeping track of secret key and channel parameters, as
well as supervising the network controller’s calibration and acti-
vation of the infrastructure layer.

The application layer represents the end-users of QKD who
require a secret key. Users request secret keys from the network
manager, which then queries a corresponding node for a secret
key. Once a secret key is available, the network manager instructs
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the network controller to activate the corresponding node to send
the secret key to the user. It should be noted that the control and
management layer exists only to activate, calibrate, and monitor
the infrastructure layer. The distribution of secret keys occurs be-
tween the nodes and the application layer where the contents of
the secret key remain undisclosed to the control and manage-
ment layer.

In constructing a global quantum network, different national
networks may need to adhere to a global QKD network architec-
ture such as that shown in Figure 2. Operations and layer struc-
tures would need to be made compatible. The use of an SDN
controller would allow easier integration, as demonstrated by the
Madrid quantum network.[!!]

Using the general three-layer QKD network architecture, the
infrastructure layer would consist of the

® Nodes: optical ground stations (OGSs), satellites, submarines,
high-altitude platforms, and

e Links: fiber, satellite-to-ground, submarine-to-ground,
satellite-to-submarine, inter-satellite, inter-submarine.

The network manager in the control and management layer
would monitor the channel parameters (transmittance, excess
noise) based on the environment conditions inherent to each
link e.g. visibility, refractive index structure parameter, chloro-
phyll concentration, link distances etc.

Although a general QKD network could consist of the three
aforementioned layers (Figure 2), other networks (proposals and
experimental) have adopted four layers,[2°3!] five layers,!'>] and
six layers.??] The additional layers arise from further division
of the three general layers (infrastructure, control, and manage-
ment, and application). If a global quantum network used the
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General Network Architecture Layer

Application Layer

Control and Management Layer Infrastructure Layer

DARPA Quantum Networkl33] Internet Key Exchange Daemon

Tokyo QKD Network!”]
SECOQC QKD Network! 1!

Communication Layer
Data Plane
Cambridge Quantum Network!'] Application Layer
Bristol Quantum Network[2°]

Madrid Quantum Network!'?]

Chinese Quantum Network!'®] Application Layer

Quantum Protocol Daemon, Physical Layer (Tx/Rx)
Optical Process Control

Key Management Layer Quantum Layer

Secret’s Plane Quantum Plane

Network Key Delivery Layer
SDN Plane

SDN

Quantum Layer

Data Plane

Classical Logical Layer, Classical Quantum Physical Layer
Physical Layer, Quantum

Logical Layer

general three-layer QKD network architecture, the different num-
ber of layers in existing QKD networks!*! would need to be inte-
grated into and made compatible with the three layers. Table 2
shows the different layers of existing QKD networks and where
they fit into the general three-layer architecture.

3. Secret Key Rate

CVQKD protocols can be classified into Gaussian modulated
(GM)!I or discrete modulated (DM) protocols.>*3¢l In GM-
CVQKD, the modulated coherent states follow a continuous
Gaussian distribution in the amplitude and phase quadrature,?!
whereas DM-CVQKD have fixed modulations.?*3¢ Although
DM-CVQKD allows for large SKRs in low SNR regimes, secu-
rity proofs are still an active field of research and currently less
general than those in GM-CVQKD.[*>37-%] Due to the maturity
of GM-CVQKD with well-established security proofs and higher
SKRs with recent error correction codes,[***! it is the protocol
used for SKR analysis in this work.

The secret key rate in the asymptotic limit, which assumes that
an infinite number of symbols are sent, can be defined as:[2*]

SKRyy = Blap = Spe 1)

where p is the reconciliation efficiency based on the information
reconciliation step during classical post processing. I,; is the mu-
tual information between Alice and Bob, and is the maximum
amount of information that can be shared depending on the pro-
tocol and channel parameters. Sy is the estimated upper bound
on the information about the key known by Eve, and is known as
the “Holevo Bound”. Since S, is an upper bound, Equation (1)
is the lower bound on the SKR.

All information required for the calculation of the SKR in a
CVQKD system is contained in the system’s covariance matrix,
which is defined as:(**]

(V4 + 1)1 Zo, ] [ VI zaz]
F = =

2)
Zo, (1+TV,+ Tl Zo, WI

where T is the transmittance and ¢ is the excess noise (in shot

noise units — SNU). The transmittance is the inverse of the over-

all attenuation experienced by a laser between Alice and Bob due
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to loss. The excess noise comes from unaccounted noise detected
by Bob. I is the identity matrix and o, is the 3rd Pauli matrix,

01
cific modulation scheme (refer to ref. [35] for calculation). The
parameters in Equation (1) are calculated depending on the co-
herent state detection measurement.!>**] Homodyne detection is
when only one quadrature is measured at a time. Heterodyne de-
tection occurs when both quadratures are measured simultane-
ously.

The mutual information is defined as:

] . Z is the correlation coefficient, which depends on the spe-

1
Lis,,, = 5 log,(1+ SNR) (3)

for homodyne detection, and
Iy, =log,(1+SNR) (4)

for heterodyne detection, where the signal to noise ratio is

TV,

SNR =
2+ T¢

©)

Here, the mutual information for heterodyne detection is dou-
bled as both quadratures are measured simultaneously.
The Holevo Bound is defined as ref. [35]:

A -1 A -1 J—1
SBE=g< = >+g< = >—g< = ) (6)

where g(x) = (x + 1) log, (x + 1) — xlog, (x) and 4, and 4, are the
symplectic eigenvalues of the covariance matrix, I'. A, is defined
as ref. [35]

)’3,hom = V<V_ ZWZ) (7)

for homodyne detection, and

ZZ
W+1

Ayper =V = @)
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Table 3. Security Parameter Values for Finite Size Limit SKR Calculations.
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Table 4. Coefficients of § in the Finite Size Limit.[44]

Security Parameter Value Coefficient MLC-MSD MD

d 5 3 0.9655 8.250 x 1072
€ 2x 10710 c, 1.507 x 107* 0.1834

€ 1% 107° c —4.696 x 102 0.9821

N 1x 10" s —-0.2238 -2.815% 107>

The SKR in the finite size limit, assuming a finite number of
symbols are sent is defined as ref. [42, 43]:

SKRﬁn Zf[(l - FER)ﬁIAB - SBE - 5nprivacy] (9)

where f is the laser repetition rate (the amount of symbols trans-
mitted per second), FER is the frame error rate (the rate at which
errors arise in one block of the finite key), and 61,5, is the frac-
tion of symbols sent that are excluded for estimating the informa-
tion gained by Eve that reflects the validity of estimated channel
parameters in determining the Holevo Bound.

on, is calculated as ref. [44]:

privacy

4egd

2 2
d+1 2 4(d + 1) 1Og2(5—) ZlOgZ(; _e
én ) + - — + VN

TN VN VN VN

(10)

where d is a discretisation parameter, ¢, is a smoothing param-
eter, € is a security parameter representing the probability that
the key is not secret, and N is the total number of symbols sent
between Alice and Bob. The details of these different parameters
can be found in previous work.[*>8]

Table 3 shows the security parameter values used for finite
size limit SKR calculations in ref. [44] for CVQKD with security
against collective attacks.[*>]

Previous experimental CVQKD demonstrations have used
laser repetition rates between 10 and 500 MHz.I>'>* Unless oth-
erwise stated, a laser repetition rate of f = 50 MHz has been se-
lected for the calculation of finite size limit SKRs, which is near
the lower end of the 10-500 MHz range of laser repetition rates
used in successfully demonstrated CVQKD, to show modest and
more achievable finite size limit SKRs that do not require spe-
cialised lasers.

The reconciliation efficiency, g, in the finite size limit depends
on the information reconciliation method such as multilevel cod-
ing and multistage decoding (MLC-MSD) or multidimensional
(MD) reconciliation, which can be used alongside low density
parity check (LDPC) codes and depends on the SNR,[“) which
is defined as ref. [44]:

SNR = 10log,, <%> [dB] (11)

The dependency of § on the SNR has been empirically deter-
mined as ref. [40, 44]:

¢, SNR ¢, SNR
ﬂMLC—MSD/MD = Clz -c' (12)

Adv. Quantum Technol. 2025, 8, €2500135 €2500135 (5 of 18)

where the coefficients, ¢;, can be found in Table 4 for MLC-MSD
and MD reconciliation.

In addition, the FER depends on the SNR and has been empir-
ically defined as ref.[40, 44]:

FER = % [1+ m, arctan(m,SNR + m,)] (13)

where m; = 0.8218, m, = —19.46, and m; = —298.1. Note that
both p and the FER asymptotically approach 1 as the SNR
decreases.[>*] In addition, Equations (12) and (13) are only valid
for values between 0 and 1.14]

4. Nodes and Links for CVQKD

Figure 3 shows nodes and links that could be used in establishing
a CVQKD enhanced global quantum network. The links can be
characterised by losses and excess noise that would influence the
performance of CVQKD protocols. The nodes would comprise of
technologies capable of supporting these links.

For links with multiple sources of loss (4;), the overall trans-
mittance is defined as:

T:HAl (14)

where n is the number of sources of loss. Note that A is defined
as % where Py is the transmitted power and Py is the received

pow‘ér. In general, it is found that for a constant value of noise,
larger and more positive SKRs for longer link distances can be
achieved in inter-satellite links followed by satellite-to-ground,
fiber, and underwater links in order; this can be seen in Ap-
pendix A where general trends are also presented.

4.1. Fiber Links

Terrestrial fiber links connect terrestrial nodes such as optical
ground stations and are typically embedded in the ground. The
transmittance attributed to using a laser in standard fiber is de-
fined as ref. [2, 35]:

Tﬁber = 10_0.02[1 (15)

and depends on the link distance, d in km, and the fiber atten-
uation factor. Here, the attenuation factor is 0.02 dBkm™1.3] It
should be noted that investigation of the use of low loss fibers
for CVQKD is an ongoing field of development.[>>3¢ However,
for modeling fiber transmissions Equation (15) is used. In fact,
the relatively large losses from fiber is a significant reason for
moving toward free-space optical communications and QKD.>’]
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Figure 3. Summary of different nodes and links that could be used in a global quantum network for fiber-based and free-space CVQKD.[?’]

Terrestrial Link

4.2. Underwater

Underwater maritime links can be defined as a linear attenuation
model, assuming direct line of sight, by calculating the radiative
transfer equation following Beer’s Law.[*®! The transmittance is
defined as Refs. [58-60]:

Tunderwater = exp (_C(/l)z) (16)

where z is the link distance and ¢(4) is a beam extinction coefhi-
cient that is dependent on the wavelength as well as optical ab-
sorption and scattering underwater. The beam extinction coeffi-
cient is defined as Refs. [58-60]:

¢(A) = a(4) + b(4) (17)

where a(4) is the absorption coefficient and b(4) is the scatter-
ing coefficient.
The absorption coefficient is defined as Refs. [61, 62]:

a(2) = [a,(4) + 0.06a,(A)C*®|[1 + 0.2 exp(—0.014(A — 440))]
(18)

where a, is the absorption coefficient of pure water, a, is the
chlorophyll-specific absorption coefficient, and C is the chloro-
phyll concentration (data are available in Refs. [63, 64]).

The scattering coefficient is defined as:

b(4) = 0.3%00”’2 (19)

Although Equations (16)—(19) define the transmittance for
all wavelengths, it should be noted that absorption at near-mid
infrared wavelengths (1064-1550 nm) is significant. This can
be seen from extrapolation of published absorption coefficient
data.l®®%] Underwater CVQKD can be operated in the near
ultraviolet to visible spectra (400-700 nm). Typical values of
a(A) and b(4) are shown in Table 5 for different water purities at
A =520 nm.[®%]

Adv. Quantum Technol. 2025, 8, €2500135 €2500135 (6 of 18)

B

| Maritime Link

Table 5. Absorption and Scattering Coefficients for Water at 520 nm.

Water Type a(m™) b (m™) c(m™)
Pure Sea Water 0.0405 0.0025 0.043
Clear Ocean Water 0.114 0.037 0.151
Coastal Ocean Water 0.179 0.219 0.398
Turbid Harbour Water 0.366 1.824 2.190

4.3. Inter-Satellite Links

Inter-satellite free-space links connect satellites in space. The
satellites can be in different orbital altitudes from Earth: (]

® Low Earth Orbit (LEO): 160-1000 km,
® Geosynchronous equatorial orbit (GEO): 35,786 km, and
® Medium Earth Orbit (MEO): between LEO and GEO.

In space, absorption is negligible and beam wandering can be
ignored in the absence of an atmosphere. As a result, losses are
attributed solely to diffraction. Assuming perfect alignment be-
tween the transmitting and receiving satellites, the transmittance
can be modelled as [66]:

2r?
Tinter—satellite =1- exp (_ ) (Z) )r (20)

where z is the link distance, r, is the radius of the receiver aper-
ture on the receiver satellite. The beam radius, w(z), as a function
of the link distance is defined as:

ﬂWO

2\z
w(z) = wy| 1+ [—2] , (21)

where w, is the beam-waist radius and 4 is the wavelength.
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4.4, Satellite-to-Ground

The main sources of loss in a satellite-to-ground link come
from clouds, atmospheric turbulence, and atmospheric aerosols.
These correspond to geometric losses from the link distance,
scintillation losses from atmospheric turbulence, and scattering
losses from atmospheric aerosols.

Atmospheric losses depend on the thickness of the atmo-
sphere and the overall atmospheric mass through which the sig-
nal propagates. On average, 95% of the total atmosphere mass
is confined to the first 20 km from theground to zenith.[%:68]
The overall architecture of a satellite-to-ground link is shown
in Figure 4. Here, the satellite is assumed to be in LEO and
passes over an OGS. The total link distance is calculated as
ref. [44]:

Ltot = (RE + Lzen)2 + (RE + LOGS)Z

= 2(Rg + Ly, )(Rg + Logs) cos (ay)? (22)

(Rg + Logs)

@, =arcsin |cos () T
E

+(90 - 0)
where R; = 6371 km is the radius of the Earth, L, is the alti-
tude of the OGS, L,,, is the altitude of the satellite at zenith (90°
elevation angle), and 6 > 0 is the elevation angle.

The effective atmosphere thickness the signal propagates
through is calculated as ref. [44]:

Lymet = (Rg + Lum)” + (R + Logs)”

1
= 2(Rg + Lyun) (Rg + Logs) cos (@) 2 (23)
(R + Logs)

a, =arcsin |cos () R L
E

+(90 - 6)

atm

where L, = 20 km is the atmosphere thickness from ground to
zenith containing 95% of the total atmospheric mass.

A satellite-to-ground link is characterized differently depend-
ing on the direction of transmission. It can either be a down-
link (satellite-to-ground) or uplink (ground-to-satellite). This is
because the link is not uniform and contains both the at-
mosphere and space environments. Uplinks are known to be
more difficult as the signal is degraded by the atmosphere
first, causing significant beam wandering and increase in scin-
tillation by the time it reaches the satellite resulting in larger
losses.[0973]

Table 6 summarises ‘good’ and ‘bad’ atmospheric weather con-
ditions used for the calculation of SKRs.[*/]

4.4.1. Satellite Downlink

Geometric loss is defined as ref. [69]:

A,., =10log Lk 1 [dB] (24)
e Y\ D2 T(1-L,)T,

where 4 is the wavelength, D, is the transmitter aperture diam-
eter, D, is the receiver aperture diameter, T, is the transmitter
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optics efficiency, T, is the receiver optics efficiency, and L, is the
pointing loss that can be attributed to the inefficiency of an ac-
quisition, pointing, tracking (APT) system of the OGS, as well
as beam wandering. Equation (24) assumes that the receiver is
in the far field (L, > %), the transmitter is diffraction limited,
and there is no attenuation from the atmosphere, enabling the
addition of other atmospheric losses (scattering and scintillation
losses).

Atmospheric aerosols give rise to scattering losses
through Rayleigh scattering, Mie scattering, and geometri-
cal scattering.”* At a wavelength of 1550 nm, the effects of
Rayleigh scattering are negligible and the effects of geometrical
scattering, from rain, snow, and hail, are ignored as satellite-to-
ground CVQKD, in general, is not possible during these weather
conditions, as they could cause damage to the telescope in an
OGS.[*]

Mie scattering is defined through the Kruse and Kim model as
ref. [75]:

A, =10log,,(e) (m ) (i )_p [dB/km],

v/ \550
1.6 V > 50 km
1.3 6km < V < 50 km (25)

p=40.16V+0.34 1km<V<6km
V-05 05km <V <1lkm
0 V < 0.5 km

Scintillation loss from atmospheric turbulence is defined as
ref. [76]:

Ay =4.343 (erf‘1 (2pg, — 1) [2In(o7 + 1)]5 - %m(af + 1)) [dB]

(26)

where o, is the scintillation index and p,,, is the probability that
the received power is below the minimum required to register a
signal (equivalent to the fraction of link outage time).

The scintillation index, assuming a spherical wave, is defined
as:

o1 (Dy)
6 _5
0.2002 0.2162[1 +0.24(c2)5] &
= exp{ 5+ 3 }—1
[1+0.1842 +0.20(c2)5]6  1+0.90d% +0.21d2(03)5
(27)
2
where o, is the Rytov variance and d = D, <UL) .
atm,eff
The Rytov variance is defined as:
; Latmeff 5
oh = 2.25ks / CH@)(Lynerr — 2)5 dz (28)
0

3

where k = 2 is the wave number and C? is the refractive in-
dex structure parameter describing the intensity of turbulence
in the atmosphere.
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(a)

Atmosphere

Lzen

Logs

L |

4

Rg

(b)

L atm

Latm,eff

Figure 4. The satellite-to-ground channel model is shown in (a). Diagrams (b) and (c) shows the trigonometric determination of the total link

distance (L) and effective atmosphere thickness (L, o), respectively. Ly;,,: atmosphere thickness at zenith (20 km), L, satellite altitude at zenith,

Locs: OGS altitude, 6: elevation angle, Rg: mean radius of the Earth (6371 km).[44]
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Table 6. Atmospheric Parameters in Satellite-to-Ground Links.
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Table 7. Sources of Excess Noise.

Parameter Good Bad Link Type Excess Noise Source

Atmospheric Visibility, V 200 km 20 km Fiber Vibrations, heat

Refractive Index Structure Parameter, C2 10716 m=2/3 10712 m=2/3 Underwater Precipitates, small organisms, heat currents
Inter-satellite Radiation
Satellite-to-ground Atmospheric aerosols, atmospheric turbulence

C? can be empirically defined as ref. [77]:
2 4.5. Sources of Noise
w _ h
C(h) = 0.00594(—) (hx107%) " exp [ ——r
" 27 1000 ) o ) ) )
(29)  In physical application, the excess noise will vary depending on

16 exp (— _
+2.7%x10 exp( 1500 + Aexp 100

for altitudes between 3 and 24 km (within the 20 km atmospheric
thickness,[7%8]) where w is the wind speed, h is the altitude, and
A is the is the nominal value of Ci at h = 0. Alternatively, Cﬁ can
be defined qualitatively where C? = 107'¢ describes a low turbu-
lent atmosphere, C2 =107 a medium turbulent atmosphere,
and C? = 107" a high turbulent atmosphere.[7]

4.4.2. Satellite Uplink

In an uplink, losses are more prominent as the beam is exposed
to the atmosphere first.[®*7 This causes significant beam wan-
dering and scintillation.[”® The uplink model can use most of the
sources of loss found in a downlink with a few exceptions:

LA

> L to account for greater beam wandering,

to account for larger scintillation loss.

p,uplin p,downlink

2 2
O—I,uplink > O—I,downlink

The beam wandering arises from the difference in refrac-
tive index between the atmosphere and space. By propagating
through the atmosphere first, the laser is deflected from its origi-
nal path earlier and therefore will have greater deviation from the
intended path to the satellite by the time it reaches the satellite al-
titude. This is represented as an increase in the pointing loss (L)
in the satellite-to-ground model. However, this could be mitigated
by APT systems and optics, which are more easily implemented
in an OGS than a satellite.’®) The same pointing loss, L, = 0.1 is
therefore used for both uplink and downlink SKR calculations.

In contrast, for a given turbulence strength, quantified by the
refractive index structure parameter (C2), uplinks have greater
scintillation indices (o;) compared to downlinks.”273] The dif-
ference between the uplink and downlink scintillation index in-
creases as a function of the elevation angle. For a wavelength
of 1550 nm and turbulence of C? = 107 m™%/3 (medium tur-
bulence), the difference in scintillation index increases asymp-
totically to o ik = 0 gowntink = 0-2.7%! For a weaker turbulence
(C? =107 m~2/3), it is expected that the difference between up-
link and downlink scintillation indices would decrease. To pre-
vent an underestimation of scintillation indices in uplinks, the
following relation between uplink and downlink scintillation in-
dices is used for all elevation angles:

0-I,uplink = o-I,downlink +0.2 (30)

Adv. Quantum Technol. 2025, 8, €2500135 €2500135 (9 of 18)

the link. In an ideal system where coherent states are transmit-
ted, received, and measured with a variance of 1 SNU, the ex-
cess noise represents unaccounted noise above this shot noise
limit. For example, given the electronic noise is trusted, the ex-
cess noise in a transmitted shot noise limited coherent state with
a measured variance of 1.2 SNU is 0.2 SNU. Table 7 shows dif-
ferent sources of excess noise that may be found in the link types
modeled. Excess noise stems from coherent states that have un-
dergone decoherence as well as measured photons, which have
not been taken into account.

5. Developing a Dynamic Global CVQKD Network

A general network can be represented as a graph. Secret key dis-
tribution through a CVQKD network can be modeled as a graph
problem where the secret key traverses through the graph to be
shared between different nodes. The concept of the link capacity,
which represents the maximum size of the secret key that can be
transmitted in a link, is presented and can be used as a guide to
determine optimum paths through a CVQKD network.

5.1. Link Capacity

The SKR is a valuable metric for showing the performance of a
CVQKD protocol in a link. However, it does not include a key pa-
rameter; the time taken for transmitting coherent states and gen-
erating a secret key between nodes. The overall capacity of a link
can be determined. The link capacity represents the maximum
size of the secret key that can be transmitted in a link (note that
the SKR is a lower bound and so the link capacity also becomes
a lower bound).
The link capacity can be presented as:

C=SKRxt (31)

where SKR is the finite size limit SKR and # is the period of time
that the link can be used (positive SKR) to transmit the secret key.
It is important to note that ¢ is not necessarily an arbitrary period
of time. In satellite-to-ground links, it represents the usable pe-
riod during a pass of a satellite over an OGS. In this case, there
is a different SKR for each time increment as the satellite track
varies in elevation angle and consequently varies in link distance.
In contrast, t has a single value in the case of fiber links as both
nodes are stationary and there are no geometric dependencies
other than a constant length.
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Figure 5. Elevation angles for an ISS pass over Mt. John Observatory on
9th August 2022. The pass had a maximum elevation angle of 87.6°.

In the case of secret key distribution through a CVQKD net-
work, the link capacity acts as a guide to determine the optimum
path, through nodes and links, through which a secret key can be
distributed. For a practical multi-node distribution, the following
link capacity conditions must be met:

® The link capacity of subsequent links must be greater than the
link capacity of the first link. This ensures that there are no
links acting as a bottleneck during distribution, and

o Alllink capacities in a series of nodes and links must be greater
than the size of the secret key being transmitted. This ensures
that there is no information loss of the secret key during dis-
tribution.

To show how the link capacity can be used, satellite-to-ground
and inter-satellite links have been simulated.

5.1.1. Satellite-to-Ground Link Simulation

Simple Downlink: Calculation of the link capacity has been
performed between the University of Canterbury’s Mt John Ob-
servatory (MJO) in New Zealand (Latitude = —43.9853°, Longi-
tude = 170.4641°, Altitude = 1.029 km) and the International
Space Station (ISS) for a downlink scenario.[**] Here, it was as-
sumed that there is a CVQKD receiver at MJO and a CVQKD
transmitter on the ISS. The ISS pass details were sourced from
Gpredict®! for the 9th August 2022 and had a duration of 663 s
with a maximum elevation angle of 87.6° (shown in Figure 5).

The calculation of the link capacity!*!! is modified using a re-
cent formulation of GM-CVQKDI**! for the calculation of the
finite size limit SKR. In addition, an OGS altitude of L,gs =
1.029 km, good atmospheric conditions (C2 = 107*m™2/3, V =
200 km), and ISS altitude of L,., = 408 km are used. Figure 6
shows the finite size limit SKRs as a function of the elevation
angle.

Multiplying the calculated SKR by the time that the ISS is at
a discrete elevation angle (Equation (31)) gives the maximum
number of bits that can be transmitted during the downlink with
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Figure 6. Downlink finite size limit SKRs for GM-CVQKD using MD rec-
onciliation as a function of the elevation angle. V, =5 SNU, f =0.9, ¢ =
0.03 SNU, Dg = Tm, Dy = 0.3m, Ly, = 408 km, Locs = 1.029 km.
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Figure 7. Schematic of the uplink and downlinks scenario for the ISS pass-
ing over the three DSN ground station sites.

GM-CVQKD with MD reconciliation. The elevation angle has
been discretised with a resolution of 1° in Figure 5 to determine
the temporal position of the ISS. In this case, the link capacity is
155 Mbit if transmission were to occur during the pass when the
elevation angle produces positive SKRs.

Uplink and Downlink through the Deep Space Network:  The im-
portance of the link capacity is better demonstrated when there
are multiple nodes and links used to distribute a secret key. For
this case, a series of uplinks and downlinks are simulated us-
ing the locations of the Deep Space Network (DSN) with ground
stations in Madrid (Latitude = 40.4298°, Longitude = —4.2489°),
Goldstone (Latitude = 35.2828°, Longitude = —116.7840°), and
Canberra (Latitude = —35.4025°, Longitude = 148.9829°),181] and
the ISS (orbit altitude of L,., = 408 km).

A scenario was modelled using CVQKD where the distribution
of the secret key with an uplink from Madrid to the ISS, downlink
from the ISS to Canberra, and downlink from the ISS to Gold-
stone (Figure 7), where each transmission occurs when the ISS
passes over the field of view of each ground station. The passes
of the ISS over the three ground stations were again estimated
with Gpredict,®°) and are presented in Figure 8.

The corresponding uplink and downlink finite size limit SKRs
used to calculate the link capacities are the SKR profiles shown
in Figure 9. Similar to the simple downlink simulation, the SKR
at each elevation angle was multiplied by the duration that the
ISS spends at that elevation angle, where the elevation angle has
been discretised into 1° increments.
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Figure 8. Elevation angles of ISS passes over Madrid, Goldstone, and Can-
berra DSN ground stations.

Table 8 shows the maximum uplink and downlink link capac-
ities. It can be seen that although the Madrid pass reaches the
highest elevation angle of all the passes (Figure 8), it does not
yield the largest link capacity. This is because the uplink SKR
profile (Figure 9a) only produces positive SKRs above an eleva-
tion angle of approximately 73°, and the ISS pass spends less
time at larger elevation angles. Similarly, the Canberra pass does
not yield the smallest link capacity because the downlink SKR
profile (Figure 9b) has a smaller minimum elevation angle (ap-
proximately 29°), and the ISS pass spends more time at smaller
elevation angles.

Given that the secret key size (SK) transmitted is less than or
equal to 3.71 MBit, the scenario is feasible according to the link
capacity criteria as

1. Subsequent links have a greater link capacity than the first
link:
CCanberra,downlink' CGoldstone,downlink > CMadrid,uplink’ and

2. All link capacities are greater than the size of the secret key
being transmitted:

CMadrid,uplink’ CCanberra,downlink’ CGoldstone,downlink > SK.

www.advquantumtech.com

Table 8. Link Capacity for each Uplink and Downlink.

Madrid Canberra Goldstone
Uplink Downlink Downlink
Link Capacity (MBit) 3.71 61.53 121.25

5.1.2. Inter-Satellite Link Simulation

A satellite pass over an OGS with a large field of view (and
therefore a large range of available elevation angles) to support
large SKRs and link capacities is infrequent in most locations. A
promising solution is the use of inter-satellite links. In this case,
a satellite with the secret key from an OGS uplink can pass the
secret key via a chain of satellites until a satellite within an accept-
able field of view over the receiving ground station is reached.

The minimum number of inter-satellite links between Madrid
and Goldstone, and Madrid and Canberra can be found by as-
suming the link capacity values in Table 8. This scenario is pre-
sented in Figure 10 with the calculated distances and central an-
gles shown in Table 9. The chain of satellites were assumed to be
at the same altitude as the ISS i.e. h, = 408 km.

The inter-satellite link finite size limit SKR profile in Figure 11
is used to calculate the link capacity. The SKR at 1000 km is ap-
proximately 3000 Mbits~! for GM-CVQKD with MD reconcilia-
tion. Each link in the inter-satellite chain only needs to be greater
than the Madrid uplink link capacity, which is 3.71 MBit. This re-
quires a transmission time greater than 1.2 ms and results in a
central angle between adjacent satellites of ¢p = 8.46°. This would
correspond to 9-10 links and 10-11 satellites in the Madrid to
Goldstone inter-satellite chain, and 18-19 links and 19-20 satel-
lites in the Madrid to Canberra inter-satellite chain.

An inter-satellite link distance of 1000 km between adjacent
satellites at an altitude of 408 km has the entire laser link at
an altitude above the atmosphere (which has a thickness of
20 km.[%7:¢8]) For longer distances, made possible by larger aper-
tures, it is important that the laser does not propagate through
the atmosphere to avoid atmospheric losses. This is ensured by
optimising values for ¢ and L, so that the laser is above 20 km.

5.2. Global CVQKD Network: A Dynamic Graph Problem

The different types of links that could be used for establishing a
global CVQKD network are classified here and shown in Table 10.

—— GM-CVQKD (MD)

1054

—— GM-CVQKD (MD)

106 4

~~ ~~
S 3
= =
S i)
N— N~
§ 6x 10 ~
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7] 7]
4x10
IO ol ®
50 55 60 65 70 75 80 85 920 20 30 40 50 60 70 80 920
Elevation Angle (°) Elevation Angle (°)

Figure 9. a) Uplink and b) downlink finite size limit SKRs for GM-CVQKD using MD reconciliation as a function of elevation angle. Using MLC-MSD
reconciliation did not produce positive SKRs. Dg = 0.3 m, Dy = T m, L,,, = 408 km.
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Goldstone/Canberra

Rg

Figure 10. A schematic of secret key distribution between Madrid and Goldstone/Canberra using inter-satellite links. S : Satellite, L: Inter-satellite link,
n: Number of satellites in the chain of inter-satellite links, R¢: Earth radius, hs: Satellite orbit altitude, 6: Central angle between the two ground stations
(Madrid and Goldstone/Canberra), ¢: Central angle between two satellites with an inter-satellite link.

Table 9. Distances and Central Angles between Madrid and Gold-
stone/Canberra.

Link Ground Distance @ 408 km Central
Distance (km) Altitude (km) Angle (°)

Madrid to Goldstone 9,200 9,789 83

Madrid to Canberra 17,600 18,727 158

The geometry of the link is dependent on whether a node is sta-
tionary (fixed location) or moving (varying location). Stationary-
to-stationary node links are the simplest but are confined to rel-
atively small distances due to the relatively high attenuation in
fiber links. Stationary-to-moving node links require an APT sys-
tem that enables the capture and tracking of the moving node.
Moving-to-moving node links requires APT systems with high
resolution and fast tracking as there is relative motion between
the nodes.

As the link capacity is time dependent, the three types
(stationary—stationary, stationary—-moving, moving—moving) are

1012 T
—— GM-CVQKD (MD)
—— GM-CVQKD (MLC-MSD)
1011 4
~ \
72}
E 1010
—
. —
£
—~
M 10°
A 10
107
0 200 400 600 800 1000 1200 1400

Distance (km)

Figure 11. Inter-satellite based finite size limit SKRs for GM-CVQKD using
MLC-MSD and MD reconciliation. r, = wy = 0.2 m.
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Table 10. Classification of Different Links.

Link Geometry Static/ Uniform/
Dynamic Non-Uniform
Fiber Stationary-Stationary Static Uniform
Satellite-to-Ground Stationary-Moving Dynamic Non-Uniform
Submarine-to-Ground Stationary-Moving Dynamic Uniform
Satellite-to-Submarine Moving-Moving Dynamic Non-Uniform
Inter-Satellite Moving-Moving Dynamic/ Uniform
Static
Inter-Submarine Moving-Moving Dynamic Uniform

classified here into static or dynamic links (Table 10). A static link
is where the link capacity is only dependent on the transmission
time. This occurs when the link is spatially fixed and contains no
moving transmitters and receivers. Dynamic links occur when
the link capacity is dependent on both the transmission time and
the link geometry between the transmitter and receiver as the link
distance between them can vary.

Uniform links are defined here as when the channel between
the transmitter and receiver can be thought of as isotropic.
For example, inter-satellite links ideally have the vacuum of
space between the transmitter and receiver,°®®! and the chan-
nel in inter-submarine (underwater) links can be modelled as
water with an average chlorophyll concentration.[62] In con-
trast, non-uniform links have a non-isotropic channel where
the link capacity is direction-dependent. This is appropriate for
satellite-to-ground links where the SKR and link capacity dif-
fer between uplinks and downlinks because the channel con-
tains both the atmosphere and the vacuum of space (Figure 3).
In addition, the channel changes during a satellite pass since
the total link distance and effective atmosphere thickness
changes.

It should be noted that if a constellation of satellites were
developed where the relative positions between each satellite
were fixed through active propulsion, then inter-satellite links
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Figure 12. Possible pathways to distribute a secret key between an OGS (1), submarine (3), and another OGS (5).

are static (as modelled in Section 5.1.2). This is because the rel-
ative distance between each satellite remains fixed. In addition,
submarine-to-ground links would require an OGS to be near the
coast with direct access to the sea to form a uniform link with a
submarine where the only environment is sea-water.

The different nodes and links can be represented graphically
as shown in Figure 12, where the nodes comprise the differ-
ent CVQKD transmitters and receivers, and the edges comprise
the different link types. The weights represent the link capac-
ity. Figure 12 also shows a hypothetical scenario where a secret
key is to be distributed between an OGS (1), a submarine (3),

Adv. Quantum Technol. 2025, 8, €2500135 €2500135 (13 of 18)

and another OGS (5). In this case, there can be three pathways as
shown in Figure 12.

The availability and use of different links depends on factors
such as the weather, and spatiotemporal availability of nodes,.[®?]
For a graph, the link capacity can be used as the “cost” to traverse
through different links throughout the network. Shortest path
algorithms could be employed, such as Dijkstra’s algorithm,®*!
to find the optimum path to distribute the secret key to the de-
sired nodes. Here, the optimum path would be the links with the
largest link capacities while satisfying the link capacity conditions
for multi-node transmissions.
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In a general QKD network architecture (Figure 2), the network
manager would track the position of nodes and monitor the dy-
namic link capacities in real-time. In addition, the network man-
ager would determine and monitor the optimum path between
nodes for CVQKD based on the link capacities at any given time
should a request arise for secret key distribution.

6. Discussion

The SKR of different CVQKD in different link types have been
analysed in the asymptotic and finite size limit. In the finite size
limit, GM-CVQKD with MD reconciliation outperforms all other
protocols. So far, CVQKD has been implemented in fiber and
short-distance horizontal free-space. However, a full-stack imple-
mentation in all link types with post-processing is yet to be real-
ized in addition to physical implementation in other link types
such as satellite-to-ground, inter-satellite, and underwater links.

In high-speed CVQKD deployments, particularly over fiber
and free-space links, chromatic dispersion and related spectral
broadening effects can distort the temporal mode structure of
the transmitted signal, leading to degraded quadrature measure-
ments and reduced secret key rates. Recent work has demon-
strated that digital signal processing (DSP) techniques can be
used to characterize and mitigate these impairments by project-
ing the received signal onto a reference temporal mode and eval-
uating a mode-matching coefficient.®*] This coefficient quanti-
fies the overlap between the distorted and ideal modes, enabling
a qualitative assessment of performance under channel dis-
persion. Additionally, in satellite-based CVQKD, Doppler shifts
from orbital motion introduce frequency offsets and timing mis-
matches that further distort the received signal. These effects are
particularly significant in low Earth orbit systems, where relative
velocities exceed 7 kms™!. Experiments such as those conducted
by the Micius satellitel®>] underscore the importance of frequency
and phase tracking to maintain quantum coherence in the pres-
ence of Doppler-induced drift. While this study focuses on large-
scale network modeling, future integration of DSP-based disper-
sion and Doppler compensation will be critical to enabling ro-
bust, high-speed CVQKD across heterogeneous link types.

The simulated inter-satellite scenario is idealized (Sec-
tion 5.1.2). It assumes that adjacent satellites are within line-of-
sight of each other with adequate APT systems for alignment.
In addition, it assumes instantaneous/negligible processing time
of the secret key. In reality, this is not the case and processing
will cause a delay in transmitting a secret key between satellites.
Sources of delay may include the time taken to align satellite
transmitter and receiver apertures, decode the received secret key
and re-transmit to another satellite (in the case of a trusted satel-
lite), relay the secret key through quantum repeaters. The satel-
lites in the chain are also assumed to be trusted. This gives as-
sumed security within each satellite node where Eve cannot ac-
cess it. However, if any of the satellite are not trusted, quantum
repeaters!®>®’] would be required to maintain security. The sce-
nario assumes well-positioned and consistently spaced satellites
within the chain. In reality, the satellites orbit with different tra-
jectories and a smaller number of satellites may be required when
transmitting the secret key as the satellites move. The satellite tra-
jectories are predictable and the route could be optimized.
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As developments in CVQKD progress, a global quantum net-
work secured by CVQKD can be modelled virtually. Real-time lo-
cations of nodes and possible links between nodes can be mod-
elled and implemented in such a virtual network. The spatiotem-
poral feasibility of CVQKD in different link types would depend
on the link capacity, which is dependent on the dynamic SKR for
links involving moving nodes, such as in the simulations per-
formed for satellite-to-ground and inter-satellite links. Real-time
weather and environmental conditions could also be included to
simulate potential adversities that could be present in the differ-
ent links. In addition, a governing network architecture could be
implemented, simulating a CVQKD secured global quantum net-
work. The network manager would monitor parameters related
to CVQKD and the weather/environment across the network.
In particular, the link capacity to determine the optimum path
when nodes and users request a secret key. The virtual network
would act as a foundation for physically deploying CVQKD in a
global quantum network when the necessary developments are
made such as experimentally validated CVQKD in different link
types, integration of different links, and controllability of links
and nodes.

In developing a global quantum network secured with general
QKD, it is important to use the already existing resources such
as current national networks around the world. Since these net-
works are predominantly DVQKD-based, CVQKD would be an
addition to the network; creating a hybrid global quantum net-
work, which uses both CVQKD and DVQKD. However, it is of
upmost importance that different links in a global quantum net-
work will require different laser technology and detection meth-
ods to extract the maximum SKR. An example of this is the dif-
ferent transmission windows found in the atmosphere!®! are dif-
ferent to underwater!®*%4l leading to different wavelengths being
used for the links, and thus the proper wavelength laser and a
high efficiency detector at the appropriate wavelength, to opti-
mize the SKR. In addition, appropriate transmitter and receiver
technologies would be required to further maximize the SKR. For
example, turbulent atmospheric channels would require adap-
tive optics to correct wavefront aberrations,®®] and inter-satellite
links would require a feedback mechanism to ensure line of sight
and maximum power on the receiver.*”) These different design
solutions would make a more diverse network hosting a vari-
ety of transceiver technologies. The network would still require
a governing network architecture. Therefore, this architecture
would require compatibility with both CVQKD, DVQKD, and all
other technologies found in the different links and nodes in ex-
isting QKD networks. In addition, future implementations e.g.,
for CVQKD, would also need to be compatible.

The application of shortest path algorithms for finding the
optimum path for secret key distribution requires frequent
updates.®! Since there are moving nodes and dynamic links, in
addition to varying environmental conditions, the optimum path
would vary with time. This would depend on a range of vari-
ables such as the real-time positions of nodes, link distances,
and the losses involved in the links, which are environment-
dependent. The positions of nodes and therefore links must
be tracked in combination with environmental parameters such
as the weather (e.g., turbulence) and chlorophyll concentrations
to determine real-time link capacities across the network. This
could be achieved by keeping track of satellite TLEs (two line ele-
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ments), submarine positions, and the chlorophyll concentration
of the waters they are in when revealed, the locations of OGSs
in use, and therefore the dynamic link capacities across the net-
work.

The distribution of secret keys through different paths across a
network (Figure 12) assumes a trusted node framework (trusted
relay implementation) in which the secret key can simply be re-
ceived and transmitted through different nodes as they are as-
sumed to be resilient to eavesdroppers. However, there is the case
where certain nodes cannot be trusted, and therefore passing a
secret key through them poses a security risk. The underlying as-
sumption in QKD is that any unaccounted for noise/loss detected
above an upper bound threshold can be attributed to the pres-
ence of an eavesdropper.l””%*l In the case of remote nodes such
as satellites, increases in noise can be detected but its source can-
not always be determined. For example, a spike in noise can be
attributed to system malfunction (e.g., overheating of detectors)
or an actual eavesdropper. To combat this problem, quantum re-
peaters that are compatible with CVQKD must be used.[¥#"] In
this case, a secret key passing through a node is not measured
but simply relayed onto the next node. Since the secret key is
not measured at a node, then any technical problems leading to
noise variations in a fully functioning node with a quantum re-
peater can be blamed solely on an eavesdropper tampering with
the node. Although quantum repeaters are suitable for this en-
deavor, they are currently in development!®! and have yet to be
used for satellite applications.

A method for secret key distribution is to build up storage of
secret keys over time at certain locations (nodes) where users can
then request the use of secret keys.[* This can be achieved with
satellite-to-ground CVQKD where secret keys are generated and
stored during good weather conditions. A network of different
nodes and links could improve upon this by helping store secret
keys by providing alternative paths when certain links are not
available (from bad channel parameters e.g., bad weather con-
ditions) through spatial diversity. The use of shortest path algo-
rithms in combination with link capacities could provide opti-
mum paths for secret key distribution in this endeavor.

The links established using OGS, satellite, and submarine
nodes were used in the context of a CVQKD network. The addi-
tion of high-altitude platforms such as (space) planes, unmanned
aerial vehicles, and drones adds another dimension for faster
real-time CVQKD in localized areas.[?*?®! The controllability of
these platforms could allow for more targeted CVQKD avoiding
reliance on the trajectories of nodes such as satellites, providing
more spatial diversity and interconnectedness. In addition, they
have the potential to operate in all weather-conditions and can
connect ground and satellite platforms together.!?3] Moreover, the
development of transportable OGSs (TOGSs)!*’] provides further
spatial diversity on the ground. This could give rise to more dy-
namic links and easier access to secret keys.

7. Conclusion

A study of the structure of different QKD networks around the
world showed different numbers of architectural layers in each
network. The different layers were fit into a general three-layer
QKD network architecture, which consists of an application layer,
control and management layer, and infrastructure layer repre-
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senting how the different networks could be combined into an
overarching global QKD network. The existing QKD network lay-
ers would have to be adapted to fit within the three-layer QKD
network architecture. The use of an SDN controller would help
ease the integration of new nodes as well as integration into ex-
isting telecommunication networks.

In general, a larger and more positive SKR for longer link dis-
tances can be achieved in inter-satellite links followed by satellite-
to-ground, fiber, and underwater links in order. This is based on
the analysis of different transmittance models inherent to each
link in combination with constant values of modulation variance,
reconciliation efficiency, and excess noise. Since the performance
of CVQKD differs in each link type, spatiotemporal diversity of
nodes is beneficial to combat situations where dynamic links be-
come unfavorable to distribute a secret key.

Different links that can be used in a global QKD network were
classified and such a network was presented as a graph problem.
The link capacity, which considers a dynamic SKR based on a
dynamic link (consisting of moving nodes) and its dynamic pa-
rameters, was developed to calculate the maximum lower bound
of information that can be stored in the secret key in a link
for CVQKD. This can be used as a routing metric to determine
the feasibility of secret key distribution between different nodes
across a network. In addition, the link capacity, in combination
with search algorithms, can help determine the optimum path
through a CVQKD network that hosts a plethora of dynamic and
non-dynamic links.

Appendix A: SKR as a Function of Distance

Analysis of the different parameters that affect different links show that
there are multiple ways to increase the SKR. The parameters inherent to
each link are based on the SKR calculation in Section 3 and the transmit-
tance/loss equations found in Section 4.

In general, the following results in more positive and larger SKRs:

® Larger transmittance by mitigating losses,

® Smaller excess noise from better characterization of sources of noise,

® Optimized modulation variance from more accurate characterization
of links and the covariance matrix,

® Higher correlation coefficient from more accurate estimation of modu-
lation variance,

® Higher reconciliation efficiency from high performance information rec-

onciliation codes,

Higher repetition rate from laser systems, and

Smaller 61, ,5c, from more accurate estimates of the Holevo bound

and more symbols sent.

Fiber Links: The main parameter in fiber links is the attenuation factor.
Decreasing this leads to larger transmittances and therefore more positive
and higher SKRs.

Satellite-to-Ground/Submarine Links: Favorable atmospheric condi-
tions and optimization of a CVQKD system lead to more positive and
larger SKRs. In this case:

® Increasing the transmitter and receiver aperture diameter, as well as the
transmitter and receiver optics efficiencies increases the transmittance
and therefore the overall achievable link distance.

® Decreasing the pointing loss increases the maximum link distance and
therefore satellite orbit altitude. This requires more accurate APT sys-
tems.
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Figure Al. Finite size limit SKRs for GM-CVQKD using MD and MLC-MSD reconciliation in the different links studied: a) Inter-satellite, r, = wy = 0.2 m;
b) Uplink, Dg = 0.3 m, Dy = 1 m. Using MLC-MSD reconciliation did not produce positive SKRs; ¢) Downlink, Dg = 1 m, Dy = 0.3 m; d) Fiber-based;

e) Underwater with pure sea water.

® Increasing the OGS elevation increases the maximum link distance and
therefore satellite orbit altitude for which a positive SKR is possible. This
results from the decrease in attenuation from a decrease in link distance
and effective atmosphere thickness as Bob is effectively closer to Alice.

® Operating in atmospheric conditions where there is greater visibility, a
smaller refractive index structure parameter (C?), and smaller scintilla-
tion increases the overall link distance. This results from the decrease in
attenuation due to less atmospheric scattering, turbulence, and beam
wandering.

Inter-Satellite Links: The main parameters influencing inter-satellite
links are the receiver aperture and the beam waist radius. Increasing these
values leads to larger transmittances and therefore more positive and
higher SKRs.

Underwater Links: The absorption and scattering coefficients are the
main parameters which affect the transmittance in underwater links. These
coefficients are influenced by the chlorophyll concentration in the water.
Having a smaller concentration of chlorophyll leads to smaller absorption
and scattering coefficients and consequently a larger transmittance that
leads to more positive and larger SKRs.

Adv. Quantum Technol. 2025, 8, €2500135 €2500135 (16 of 18)

Overall, the calculation and parameter analysis of SKRs show that inter-
satellite links allow the longest link distances, followed by satellite-to-
ground links, fiber links, and underwater links in descending order. Al-
though inter-satellite links (Figure Ala) show smaller positive SKRs for
slightly smaller distances than downlinks (Figure Alc), this is because
smaller apertures were used in the calculation to represent typical aper-
ture sizes in space. For the same sized apertures, inter-satellite links
achieve larger positive SKRs for larger distances compared to satellite-
to-ground links. It can also be seen that MD reconciliation outperforms
MLC-MSD reconciliation by producing larger positive SKRs at larger
link distances.
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