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Abstract 
In this paper the results of investigating various orthogo-

nal signals that can be used as the carriers of users’ in-

formation in a multiuser communication system are pre-

sented, primarily chaotic signals, wavelets, human body 

signals generated and classical orthogonal sequences like 

Walsh functions. In particular, the system that uses a 

combination of these investigated signals is analyzed in 

the presence of noise, fading and jamming. It was shown 

that a secure system can be designed that is based on the 

investigated signals and their combinations. For this pur-

pose a theoretical model of communication systems is 

developed and then simulated and the results of simula-

tion are presented and discussed. The aim of the research, 

to investigate possibility of development a secure multi-

user system that is resistant to interception, interference 

and jamming, has been achieved. 

 
 

1. Introduction 
 

Multiuser communication systems are traditionally 

based on exploitation of the orthogonal characteristics of 

pseudorandom sequences like Walsh functions and vari-

able-length orthogonal codes that are used in the 2
nd

 and 

3
rd

 generation code division multiple access (CDMA) 

systems, respectively [1].  The number of these sequences 

is limited that in turn limits the network’s capacity.  It is a 

quite simple task to take out the users’ information by 

dispreading the transmitted sequence.  For these reasons 

there is on-going research that is focused on inventing 

new types of signals that have good orthogonality charac-

teristics and are not limited in numbers.  
 

The application of chaotic signals in communications 

was possible from the time when it was discovered that 

the electronic circuits exhibit chaotic behavior [2]. This 

discovery was supported by Pecora’s and Carroll’s dis-

covery that two chaotic signals can be synchronized under 

appropriate driving conditions [2, 3]. Also, it was shown 

that the chaotic signals have extremely good autocorrela-

tion and crosscorrelation characteristics and have a noise 

like spectral density that may be used to increase the se-

curity of the systems they are implemented in [2, 4-7]. A 

detailed analysis of such systems is presented in [8].  The 

importance of analyzing these systems is in their ability to 

be used in cryptography. Extensive work has been done in 

this field as can be seen from [9, 10]. 

 

Searching for the signals that can be used as carriers like 

chaotic signals or wavelets [11], led us to investigate 

some signals generated in human’s body. Preliminary 

results for the possible use of these signals are presented . 

  

The research presented in this paper goes beyond a sim-

ple application of chaotic signals generated from a single 

generator. Complex systems, that use a mixture of chaotic 

signals from different generators or a mixture of these 

signals and classical orthogonal sequences, like Walsh 

functions, are investigated and compared.  It was shown 

that the combination of different chaotic signals or the 

combination of these signals and classical spreading se-

quences can be used as the carriers in the same multiuser 

system. This property may lead to the development of 

secure and jamming resistant systems. 

 

The paper is organized as follows.  In Section 2, a gen-

eral model of a multiuser chaos-based communication 

system is analyzed. The BER characteristics of a chaotic 

phase shift keying (CPSK) scheme are investigated. Vari-

ous generators, based on different mapping algorithms, 

are implemented in the simulator. Using a mixture of 

these generators and initial conditions, various modula-

tion schemes are investigated with the aim to enhance the 

security of the communication system.  

 

In Section 3 the characteristics of chaotic systems are 

investigated as a function of the number of users, level of 

the noise and fading. The interleaving technique is used to 

reduce the fading influence and enhance the security of 

the communication system. In Section 4 the characteris-

tics of chaotic systems are investigated when jamming 

signals are present. The effect of interleaving techniques 

on BER characteristics of the system was investigated.  



In Section 5, the implementation of convolutional codes, 

for reducing the BER, in considered. In Section 6 the 

characteristics of signals obtained by measurements on 

human’s body, primarily brain signals, are investigated in 

order to estimate their applicability as the carriers of in-

formation in multiuser systems. It is shown that these 

signals may be used as the carriers of users’ information.  

 

2. Probability of error in the presence of 

white Gaussian noise in the system 
 

The basic structure of the investigated multiuser system 

is shown in Figure 1.  The transmitter generates a multi-

user signal that is obtained by modulating the users’ in-

formation bits )( g

jγ  by orthogonal signals )( g

tx , g = 1, 2, …, 

N. After transmission through a channel that is generally 

characterized by the presence of noise, fading and jam-

ming signals, the received signal is processed by a bank 

of correlators that produce the estimates of user’s infor-

mation at their outputs )(~ g

jγ , g = 1, 2, …, N.  In the case 

when only the additive white Gaussian noise is present in 

the channel, the output of the g
th

 correlator is given by  
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Figure 1. Basic structure of a chaotic communication 

system. 
 

where the first term is the g
th

 user’s transmitted signal, the 

second term is the inter-user interference, and the third 

term is the white noise.  Using (1) and the fact that the 

chaotic sequences generated by different initial conditions 

are mutually independent to each other, the mean and 

variance of the correlator’s output )(

1

g
z , given that the g

th
 

user’s transmitted bit is +1 and users have equal average 

transmit power Ps, is 
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The bit error rate (BER), denoted by p
(g)

, can be calcu-

lated as [3] 
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where the error complimentary function, erfc(.), is de-

fined as in [3].  

 

Substituting (2) and (3) into (4), and the fact that 

sb PE β2= gives 
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where ( ) ( ) ][/]var[
2)(22)( g

t

g

t xEx=Ψ  represents time 

domain characteristics of the chaotic signal. The results of 

the CPSK scheme using the cubic map for 1, 2 and 4 us-

ers and the spreading factor of 2β = 100, are shown in 

Figure 2.  The BER curve for chaos shift keying (CSK) 

[7] is also plotted for comparison.  The number of errors 

is controlled in such way to achieve the confidence of 

probability of error estimation to be 99% for each 

measurement.  

 

 
Figure 2. BER for 1, 2 and 4 user CPSK system. 

 

As we expected the BER deteriorates when the number 

of users increases. However, for the proposed CPSK 

scheme, the BER is better than for the CSK scheme. In 

particular we investigated two cases with mixed carriers.  

Firstly we investigated a case when two chaotic genera-

tors, based on cubic and logistic maps [7] are used to 

transmit messages for 4 users (i.e. two users for each 

map). The theoretical curve of the probability of error for 

the 4 users, same map case and the BER curves for the 

mixed map case are plotted in Figure 3. The curves over-

lap each other, which means it is possible for the system 

to accommodate users with different generators.  Thus, 

the security will be enhanced. 



 
Figure 3. BER for system with mixture of cubic 

and logistic signals.  
 

Secondly we investigated a case when one chaotic gen-

erator, based on cubic map, is used to transmit messages 

of 2 users, and the Walsh signals were used to transmit 

messages of the remaining 2 users. Similar to Figure 3, 

the theoretical curve of the probability of error for the 4 

users, same map case and the BER curves for the mixed 

map case (i.e. Walsh and cubic signals) are plotted in 

Figure 4. 
 

 
Figure 4. BER for system with mixture of cubic 

and Walsh signals  
 

The curves show that the user’s separation in the case 

when we use mixture of signals is better than in the case 

of only one chaotic generator. This is due to the use of 

Walsh signals that cross-correlate nicely with the chaotic 

sequences.  Thus, in the existing systems based on appli-

cation of Walsh signals we can incorporate some channels 

that will use chaotic signals that will enhance the security 

in message transmission. 

 

3. Probability of error in the presence of fad-

ing 
 

In the previous section, the performance of CPSK in the 

presence of the white Gaussian noise is investigated.  

However, in reality, there is another kind of impairment, 

called Rayleigh fading [12].  The fading has the effect of 

replacing the received symbol energy Eb with a
2
Eb [12]. 

Thus the probability of error, in expression (5) can now 

be expressed as 
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This is a function of a new variable ‘a’ that has a 

Rayleigh distributed density function defined as [12] 
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where b is the mean square value of the Rayleigh ran-

dom variable a, i.e., b = E{a
2
}.  Since expression (6) is a 

function of variable a, the error probability in Rayleigh 

channel P
(g)

 should be obtained by averaging this func-

tion, i.e., 
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For our simulation we generated a Rayleigh fade by 

passing two independent white Gaussian noise samples 

with a power density of N0/2 through low-pass filters [13] 

having the following frequency response H(f).  The in-

phase and quadrature components SrI(t) and SrQ(t) are the 

PSDs for rI(t) and rQ(t), respectively,  expressed as  
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For our model, the spectral density of the complex enve-

lope of the received signal is chosen to be [14] 
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where fD = v/λc is the ratio of velocity to signal wave-

length and also called the Doppler frequency, and b the 

average power of the fade.  In this simulator, 100 errors 

are required instead of 35 due to the expected increase in 

bit error rate and bursty nature of the error sequence (i.e., 

fewer bits will need to transmit for the occurrences of 

same number of errors). Additional parameters are firstly, 

the Doppler frequency, which is set to 45.8 Hz.  This cor-

responds to a mobile vehicle in motion at a speed of 55 

km/h, with the carrier frequency set to 900 MHz.  

  

Simulations conducted for three different average fade 

power (b) 0.1, 0.5 and 1, showed that as the average 

power of the received signal’s envelope decreases, the 

BER increases quite rapidly, as was reported in [15].  To 

achieve a BER of 10
-2

, the CPSK system operating in 

Rayleigh fading channel, with average fade power of 1, 

requires a Eb/No ratio of approximately 13.5 dB [15]. This 

is a huge degradation compared to the 5 dB required for 

the white Gaussian noise case.  



The curve from [15] for the fade power of 1 is repeated 

in Figure 5 alongside with the theoretical curve obtained 

according to the expression (8).  The result is obviously 

disappointing showing significant influence of fading on 

BER degradation.  In order to improve these characteris-

tics we investigated the case when an interleaver is used 

to “spread” and “outspread” the chip sequence in time 

domain.  In that way the burst of degraded chips were 

spread before the demodulation and significant improve-

ments, being enormous, are achieved. The results for sim-

ple block interleavers are shown in Figure 5 for the fol-

lowing interleaver sizes: 20x20, 50x50, 100x100 and 

1000x1000.  

 

This interleaving technique improves BER characteris-

tics and, also, can be used as additional measure to en-

hance security of the communication system.  Namely, 

the interleaving law can introduce a new randomness in 

the message signal transmitted that is known only to the 

system designer and system user.  

 
Figure 5. BER curves in the presence of fading for 

various interleaver sizes 
 

However, the drawback is that these interleavers intro-

duce delays due to the additional signal processing. Thus, 

future research will include further search for a simpler 

and more efficient interleaving scheme to be used with 

the clear intention to achieve the BER curve as close as 

possible to the curve obtained in AWGN channel.  

 

4. Probability of error in the presence of 

jamming signals 
 

The expression for the probability of error in the pres-

ence of slowly and fast switching jammers are derived 

and presented in [15] for the case when only AWGN is 

present in the channel. In the case when fading is present 

in the channel the expression for a slowly switching wide-

band jammer is given by  
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(11) 

and for fast switching wideband jammer by 
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where Pjam denotes the average power of the jamming 

signal and φ is the duty cycle of the jammer.  In the case 

of fading the probability of error P
(g)

 for  a slowly switch-

ing wideband jammer may be expressed as  
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and for a fast switching jammer is  
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We tried to investigate possibilities to reduce the influ-

ence of jammers by interleaving/deinterleaving proce-

dure. The results, for interleaver size of 100x100 and 

spreading factor of 100, are shown in Figure 6 and 7 for 

the fast and slow switching jammers, respectively.  

 

 
Figure 6.   BER for slow-switching jammer, fad-

ing, and interleaving (duty factor σ=0.5). 
 

 
Figure 7.   BER plot for fast-switching jammer, 
fading, and interleaving (duty factor σ=0.5). 

 



By observing these 2 figures, it is clear that the inter-

leaving procedure can reduce the BER. In order to further 

improve BER characteristics, error control coding 

schemes can be used. Our results related to the use of the 

Viterbi algorithm are shown in the following section. 

 

5. Error Control Coding implementations 
 

The BER characteristics of a CPSK signal are deterio-

rated in the case when fading or jamming signal exists in 

the communication channel. This effect is reduced by the 

interleaving procedure applied and explained in the previ-

ous section.  

 

In order to further improve the BER, error correcting 

schemes, which are based on convolutinal codes and the 

soft decision Viterbi algorithm, were incorporated into the 

communication system and investigated. The encoder was 

inserted at the input of the transmitter and the decoder at 

the position of the decision circuit at the output of the 

receiver that is shown in Figure 1. It was assumed that the 

channel is memoryless. Therefore, the noise affecting a 

given bit is independent of the noise affecting any pro-

ceeding or succeeding bit. Let us assume that the message 

sequence c is transmitted in the time interval from t = 0 to 

t = τ. The word error probability, having in mind the 

Bayes’ rule [16], may have these forms  
 

( ) ( ) ( ) ( ) ( ) zcczzzzczzc,
rrr

dppdppdpP ∫∫∫ −=−=−= |1|11   

      (15) 

where the received codeword, 
τ
1zz =  for an encoded se-

quence γ, is processed and transmitted through the chan-

nel, where τ is the number of sets containing n bits gener-

ated at the output of a convolutional encoder having one 

input.   The probability p(z) is positive and independent of 

the message sequence c, or of the encoded sequence γ, 

thus, the minimization of the word error probability is 

equivalent to maximizing the a posteriori probability 

P(c|z) or the conditional probability P(z|c), or the condi-

tional probability P(z|γ) due to one-one correspondence 

between c and γ. The Viterbi algorithm is based on the 

maximum likelihood algorithm (ML) that is further based 

on the maximization of the likelihood function, expressed 

in a logarithmic form as [16] 
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The results of simulations based on the soft output VA 

are shown in Figure 8.  Obviously, we can improve the 

characteristics of the system enormously including this 

ECC scheme. An achieved coding gain for BER = 10
-3 

is 

7 dB.  We expect this improvement to be achieved in the 

case when the fading is present in the channel for the case 

when an interleaver is incorporated into the communica-

tion system. Also, further improvement can be achieved if 

one of turbo coding schemes is applied. 

 

 
Figure 8.  BER for the ECC scheme. 

 

Error control scheme can be also applied in the case 

when fading is present in the channel as shown in Figure 

3. In this case a coding gain of 5 dB for BER = 10
-4 

 is 

achieved in the case when we use an 1000x1000 block 

interleave of the chaotic signal. 
 

6. Brain signals investigations 
 

In our search for signals having good autocorrelation and 

crosscorrelation characteristics, we preliminary investi-

gated some signals obtained from human body.  One 

sample of a brain signal is presented in Figure 9.  

 

 
Figure 9. A sample of brain signal in time domain 

 
For this signal the correlation and distribution 

characteristics are investigated. The autocorrelation 

function, shown in Figure 10, has a pronounced peak. 

From this point of view this signal could be used as 

carrier of information in a multiuser system.  

 

A simulator of a multiuser system, that uses brain signals 

alongside with a chaotic signal generated by the cubic 

map, was created  It was shown that the user’s informa-

tion transmitted using the brain signal as the carrier can 

be detected and separated from the user’s information 

transmitted using the cubic map. However, the BER of 

the user using the brain signal carrier, shown in Figure 11, 

is significantly worse than for the user that uses the cubic 



map. This rather disappointing result can not be taken so 

seriously and further research is suggested related to the 

ways of taking the signals from the human body as well 

as the way of their use in communications systems. 

 

 
Figure 10. Autocorrelation function of a brain sig-

nal sample. 
 

 
Figure 11. BER curves for a 2-user system  

 

7. Conclusions 
 

A multiuser system can be implemented using chaotic 

signals as the carriers of users’ information. This system, 

when corrupted by the white noise, performs slightly bet-

ter than the system with white noise and jamming signals, 

and substantially better than the system operating in 

Rayleigh fading channel. The BER of the CPSK system 

with fading can be improved by applying block interleav-

ing technique on the chip sequence generated at the 

transmitter, which results in a BER curve close to the 

non-fading case. This improvement increases with the 

block interleaver sizes. For the interleaver size of 

1000/1000 this improvement is enormous and the BER 

curve comes close to the BER curve for the AWGN case. 

For BER of 10
-4

 their difference is less than 1 dB. Further 

improvement can be achieved, as could be expected, by 

applying ECC scheme. For BER of 10
-4

 this improvement 

is 5 dB for the soft output Viterbi algorithm. Inside a par-

ticular multiuser system it is possible to use a mixture of 

different chaotic generators or the same generator with 

different initial conditions. In this way the security in sig-

nal transmission can be enhanced. Also, the chaotic sig-

nals investigated can be used in the classical systems 

alongside with the orthogonal sequences, like Walsh 

functions, due to good autocorrelation and crosscorrela-

tion characteristics between them.  The applications of 

signals taken from human’s body are the subject of fur-

ther research in this field because the results obtained and 

presented in this paper are promising, but preliminary. 
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