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Abstract 
Identity crime and document fraud are pervasive and prolific problems that significantly impact 

individuals, communities, and governments. External to the direct impacts of these criminal 

environments, they are also known to enable and facilitate transnational, serious, and organised 

crime, including but not limited to the trafficking of illicit goods, human trafficking, and 

terrorism. Despite the harms caused by these criminal environments, and the fact that identity 

crime is considered the fastest growing criminal problem in Australia, very little is known about 

Australian identity crime and document fraud, largely due to the reliance on reactive reporting 

and policing methods.  

To address this significant information gap and gain greater insight into the overall criminal 

environments for identity crime and document fraud, the market for fraudulent documents and 

personal information has been examined through the analysis of both the physical and digital 

traces of the market. This has been done in two parts, focussing on the visual profiling and 

comparison of 183 fraudulent identity documents collected from Australian law enforcement, 

and then the analysis of the ID-related market on two cryptomarkets (a.k.a. anonymous online 

marketplaces).  

From the profiling portion of the work, it was identified that 94% of the documents were linked 

to at least one other document, and 17 series emerged, the largest of which contained 54 

documents. Therefore, suggesting that the physical side of the market for fraudulent documents 

within Australia is likely organised and that there are prolific offenders contributing a 

disproportionately large number of products to the market. This level of organisation was also 

identified within the digital side of the market, with a small number of vendors (13) 

contributing 63% of the sales to the ID-related market. Through the analysis of the products 

available, their supply, demand and trafficking patterns, it was possible to identify that 
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Australian documents were the second most listed and sold products, and that both the U.S. 

and Australia appear to have largely domestic markets. These analyses provide valuable 

information, both illuminating an often-shrouded illicit marketplace, as well as providing extra 

insight that can assist intelligence-led policing.

Currently within Australia there are many siloes between the different organisations and 

research bodies that deal with identity crime and document fraud. This research illustrates that 

not only is a combined analysis of both the physical and online portions of the market required 

to understand the criminal environment for document fraud and identity crime, but that more 

information sharing and collaboration is required between the organisations that work within 

the identity crime space. Only through the active sharing of identity crime reports, document 

seizures and survey-based research in combination with the monitoring of both the physical 

and digital portions of the market will it be possible to holistically understand the criminal 

environments of identity crime and document fraud, and therefore more proactively police it. 
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1 Introduction 
Traditionally, the main function of forensic science has been to assist in solving cases within 

the judicial system, largely through identifying the relationships between traces and their 

putative sources [1-4]. While undoubtedly crucial, this almost tunnel-visioned, reactive 

approach towards the criminal environment has proven to be inefficient and ill-equipped to 

cope with larger-scale organised criminal networks and serial offenders [5, 6]. Research over 

the last fifteen to twenty years has clearly illustrated how the contribution of forensic science 

can be broadened to have a greater impact on crime rates and to foster a greater understanding 

of the criminal environment [2-4, 7-10]. While much of this has had a focus on the illicit drug 

market, this research will focus on the criminal environment of identity crime, more 

specifically that of fraudulent identity documents, building upon work that has been conducted 

overseas, most notably in Switzerland [11-19]. It will illustrate how fraudulent identity 

documents as a type of trace have been underutilised within Australia, and how their physical 

examination and profiling, along with the interrogation of their supply chains can be used 

within a multi-source approach to provide quality intelligence to help understand the criminal 

environment of document fraud, and identity crime, within Australia. This work is split into 

four sections, this first section, Chapter 1, introduces general background information relevant 

to all parts of the thesis. The second section, Chapter 2, focuses on the investigation into a 

systematic forensic profiling method for fraudulent Australian identity documents, assessing 

how these profiles can be used to gain insight into the criminal environment and providing 

recommendations for how the systematic model used internationally could be implemented 

domestically [15, 16]. The third section, Chapter 3, includes an investigation into the fraudulent 

identity document market on anonymous online marketplaces also known as cryptomarkets. 

This section examines the supply and movement of these documents through the dark web, 

highlighting trends in the supply, demand, and trafficking of these documents. The final 
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section, Chapter 4, examines how together, these two seemingly separate data sources, in 

combination with alternative information from a range of sources can provide a clearer picture 

of the criminal environment of identity document fraud and thus identity crime within 

Australia, and how this can assist intelligence-led policing. 
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1.1 Identity-related crime 

1.1.1 Identity and its value 

The word ‘identity’ has a broad range of meanings and connotations across a variety of fields, 

with common definitions spanning psychology, philosophy, sociology, and law [20, 21]. 

Within this research, an individual's identity is considered to be a combination of characteristics 

that enables the individual to be distinguished from all others [22], whether that be in the 

physical or digital world [21]. Depending on the context of the situation, and what level of 

identity proof is required, it is possible to prove one’s identity through the use of a range of 

different ‘types’ of identity, being biometric, attributed, biographical, and chosen [23, 24]. 

Biometric identity refers to those identity proofs that are intrinsically linked and 

unique to the individual such as fingerprints, DNA profile (except for identical 

twins), and retinal scans. [24].  

Attributed identity refers to identity elements that the individual receives as a result 

of their birth such as their name, date and place of birth, and parental information. 

It also includes governmentally bestowed identifiers that the individual collects 

over the course of their life such as ID numbers [24]. 

Biographical identity refers to those elements that an individual collects over the 

course of their life (due to choices) such as marriage certificates, employment 

history, education and degrees, and insurance policies. [24]. 

Chosen identity includes characteristics that an individual selects over the course 

of their life and includes things such as passwords, nicknames, usernames, gender 

identity and pronouns [23]. 
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In Australia, an individual’s identity is generally accepted as being established at birth through 

the generation of a Registry of Births, Deaths, and Marriages (RDBM) birth record or certificate 

that includes unique information about that person [22]. Similarly, for those individuals that are 

not born on Australian shores, their identity in Australia is usually established from personal 

details recorded on their immigration documents [22]. These documents, along with other types 

of identity information (listed above) are combined to form an individual’s legal identity, being 

that which is recognised by the governing structure of a country. To ensure individuals can 

prove their legal identity, governments issue official and secure documents that include the 

basic information required to attest to the identity and status of the individual who holds the 

document [21]. 

The ability to prove one’s legal identity is a cornerstone of many aspects of modern social and 

economic life, as it dictates their access to a range of entitlements and resources such as 

government benefits, financial institutions, security, housing, health care, travel, and the ability 

to work [21, 25]. Social, political, and economic aspects of society are built upon the ability 

for organisations, institutions, and governments to verify the legal identity of an individual 

[21]. Very early legal systems were able to identify individuals solely through their first or last 

name, however, this was only successful while the population remained more or less static [21]. 

With increases in populations, globalisation, mobility, and digital technologies, the need for 

reliable and detailed identifiers has only increased [20]. Now, the ability to prove our (legal) 

identity relies on our possession of identity and travel documents, often termed secure 

documents due to their embedded security features meant (1) to prevent or hamper illegal 

replication or manufacture, and (2) to enable the assessment of their authenticity [26-28].  

Understandably, the value associated with identity, and the documents required to prove it, has 

resulted in an expansive criminal environment focused on the theft, manufacture, and misuse 

of identity information, also known as identity crime. Through the illegal use of another 
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person’s identity, whether it be of a real or fictitious person, one can gain access to a range of 

benefits. This type of information can even be used to facilitate other crimes such as theft and 

fraud along with organised crime and terrorist activities [29-32].   

  



35 

 

1.2 Identity crime, theft, and fraud 

Throughout the literature along with international and domestic statutes and laws, there is no 

generally accepted definition used to describe identity-related crimes. Across jurisdictions, 

these crimes can be classed as identity fraud, identity theft, or the more generic term identity 

crime [29, 30, 33]. This creates issues when trying to understand, research, and even prosecute 

within this criminal environment. For clarity, within this research the following definitions 

from the Australasian Centre for Policing Research (ACPR) have been applied, and it is 

believed that these are the definitions that are gradually being applied within the policing of 

identity crime within Australia [33].  

A false identity may be established through the fabrication, manipulation or theft 

of a pre-existing identity, whether that be an individual (living or dead) or a 

corporation or company [33].  

Identity fraud refers to the use of a false identity in order to gain money, goods, 

services or other benefits such as welfare, medical care or to facilitate things such 

as tax evasion [33]. 

Identity theft involves the theft, or use of a pre-existing identity without, or 

sometimes with the consent of the lawful user of the identity. This is often the first 

step towards committing a form of identity fraud. The use of the term ‘theft’ to 

describe this criminal behaviour is somewhat of a misnomer and can cause issues 

when trying to prosecute crimes of this type [21, 34]. In Common Law theft is 

considered to be the theft of tangible property, with the requirements of it being the 

removal of the property from the possession of the victim, without their consent, 

and with the intent, on the part of the perpetrator, of permanently removing the 

property from the possession of the victim [34]. In the case of identity theft, none 



36 

 

of these parts of traditional theft are satisfied. In most cases the identity information 

or document is not removed from the victim, instead a second person assumes their 

identity and begins using it simultaneously [33-35].  

Identity crime is a broad definition that is used to describe offences in which a 

perpetrator uses a false identity in order to facilitate the commission of a crime, 

encompassing all offences that are facilitated by or rely upon the use of identity 

information and documents [36]. This includes the acquisition, production (i.e. 

manufacture and/or manipulation), possession, transfer (i.e. trafficking) and/or use 

of identity information or documents [21, 29]. The possession of document 

precursors and equipment used to store or manufacture these documents (i.e. 

templates, computer files, security features, card printers etc.) is also included as 

part of this definition [21]. While the use of false identities is most commonly linked 

to types of fraud, false identities have been known to facilitate a broad range of 

organised crime and terrorist activities such as money laundering, child 

exploitation, human trafficking, and the trafficking of illicit goods [29, 32, 33].  

1.2.1 Document fraud and identity crime 

The ability to commit an identity crime, in most cases relies on the ability of the offender to 

prove their false identity, a key part of which relies on the use of fraudulent identity documents. 

As discussed above, proof of identity documents hold a great deal of power, which has resulted 

in a strong international market for fraudulent identity documents being established. While 

originally these documents began as simple pieces of paper with printed information, due to 

advancements in both technology and the skills of illicit manufacturers, more secure documents 

have been developed to try and dissuade the criminal environment for fraudulent documents 

[26-28]. However, as the value behind these documents and the number of benefits they afford 

has increased, so too has the desire to produce, distribute, and use fraudulent versions [37, 38]. 
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The expansion of criminal enterprises has similarly resulted in the development of several 

different types of fraudulent documents, with the most often encountered including counterfeit 

documents, forged documents, and pseudo (or fantasy) documents [25, 39-43]. The 

terminology behind these documents is summarised in Table 1.1. These definitions are based 

on the methods, or modus operandi (M.O.) used by the forger(s) to create or alter them. 

Table 1.1: Main security document terminology and definitions as a consensus from various sources [25, 39-43]. 

 

Fraud type Definition 

Counterfeit A completely unauthorised and illegally manufactured 

reproduction of a genuine document that includes 

features that attempt to replicate the security features 

seen in a legitimate version 

Forgery 

 

A genuine document that has been partially altered to 

give misleading information (e.g. substituted 

photograph, addition of a vehicle category, erasure of 

an expulsion stamp) 

Pseudo (a.k.a 

fantasy) document 

A manufactured document that is not officially 

recognised by any authority, it is often made to look like 

a legitimate document type 

Stolen blank 

document 

A document that was originally produced by an official 

authority, but then stolen and personalised by a forger 

 

 

While a counterfeit or a pseudo document is manufactured from raw materials, a forgery is 

instead a genuine document that has been altered. Pseudo documents differ from the other two 

types, in that these documents are not officially recognised by any authority, this could be a 

document claiming to originate from a completely fictitious country, or it could be a completely 

fictitious document type from a legitimate country [40, 43]. These documents will often have 
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the appearance of a legitimate identity document, and are often those marketed as ‘novelty 

items’ [43]. An example of a fantasy document is shown in Figure 1-1. It has been 

manufactured to look like a non-restricted Australian driver licence from New South Wales 

(NSW), however a ‘NSW Student Identification’ card is not an officially recognised document. 

For the sake of concision, M.O. that are beyond forensic interest have not been included here. 

This largely includes instances where the document itself is genuine, such as a legitimate 

document that was issued based on fraudulent information, or an impostor using the genuine 

document of someone else. 

 

 

Figure 1-1: Example of a pseudo document seized in New South Wales, Australia 

 

1.2.2 The criminal environment of identity crime 

Throughout the literature there is a general consensus that identity crime is a serious problem 

that appears to be trending upwards, likely due to increases in digital technologies and online 

transactions [44, 45]. Between the years of 2013 and 2019 the percentage of respondents (to 

the Australian Institute of Criminology’s identity misuse survey) that had experienced the 

misuse of their personal information over the course of their lifetime remained fairly consistent 

between 20-25%, which increased to 31% in 2023 after a slight drop to 19% in 2020 [29-31]. 

Not only have the instances of identity crime been, for the most part, increasing, so to have the 
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costs associated with this criminal environment. Between 2018-19 the direct and indirect costs1 

of identity crime were estimated to be $3.1b, 17% more than the costs incurred within the 2015-

16 year, even when considering the impact of inflation [29]. Identity crime is also increasingly 

impacting Indigenous Australians. The Australian Competition and Consumer Commission’s 

(ACCC) ScamWatch report from 2022 illustrates that for Indigenous Australians monetary 

losses from identity crime showed a 239.3% increase from the previous year to $228,927 [46]. 

When trying to understand the criminal environment for identity crime, it becomes difficult to 

gather a clear picture given how many different government and research bodies focus on this 

crime type, all with varying results. It is estimated that 58% of fraud involves some element of 

identity misuse (Cifas, 2019 as cited in Franks et al. 2020 [29]). Franks et al. (2020) indicate 

that between 2018-2019 Australian police agencies reported 116,643 fraud and deception 

offences, so if the estimate of 58% is correct, there should have been approximately 67,523 

identity-related offences recorded between 2018 and 2019 [29]. However, the ACCC states 

that from their ScamWatch reports2 there were only 11,373 reports of identity theft in 2019, 

which subsequently increased by 84% to 20,000 in 2020 (ACCC, 2021a, as cited by McAlister 

et al. 2021 [31]). While the disparities between these different reports make it difficult to grasp 

a proper understanding of the extent of identity crime within Australia, the most significant 

barrier is that identity crime is significantly under-reported by victims, either knowingly or 

unknowingly [30, 31, 46], with approximately 70% of victims not officially reporting the 

misuse of their personal information [29]. This means that although there are numerous 

organisations working within the identity crime space, as they are largely reliant on the reactive 

 
1 Direct costs include losses suffered as a direct result of identity crime, such as those suffered by Australian 

businesses, individuals, and government agencies. Indirect costs are those incurred when trying to prevent or 

respond to identity crime. These are often due to law enforcement and other private sector prevention efforts 

[29].  
2 Generated on request through ACCC ScamWatch Scam statistics (https://www.scamwatch.gov.au/research-

and-resources/scam-statistics) 
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reporting of crimes and seizures of documents, they are only capturing a portion of the overall 

criminal environment of identity crime. So not only is the identity crime problem likely far 

larger than currently reflected by these reports [44], it is likely to continue increasing as the 

years go on, with it previously having been described as the fastest growing criminal 

environment in Australia [45]. 

Of the portion of cases that are reported officially, an even smaller percentage of these result 

in any police investigation and subsequent prosecution [47]. If the Australian Bureau of 

Statistics’ (ABS) estimate of 2.1 million victims of identity crime in the 2018-19 period is 

correct, then only 5.3% of these cases make their way through the judicial system to some form 

of resolution, whether that be a guilty verdict, acquittal, transfer or withdrawal (Australian 

Bureau of Statistics, 2020, as cited by Franks et al. 2020 [29]). Apart from the acknowledged 

under-reporting of identity crime, a potential reason for this low prosecution rate may be the 

difficulties associated with defining identity crime, and the lack of a consistent legal framework 

within which to prosecute these crimes. While most countries rely on more generic fraud, theft, 

or computer crime statutes to prosecute identity crimes, most states in Australia, the United 

States, and Canada all have statutes that specifically address identity-related crime [21]. 

However, they still lack the required consistency to properly address the cross-jurisdictional 

and borderless nature of identity crime as they all vary in the terms that they use, and their 

definitions, with each country using identity crime, identity theft, and identity fraud 

interchangeably.  

Not only are there inconsistencies internationally, but even within Australian states there is 

significant variation in the statutes in place for dealing with identity crime [34]. While most 

states (QLD, NSW, WA, SA, NT, and VIC) have identity crime specific provisions in their 

statutes, the nature of what is considered an identity offence varies between these jurisdictions 

[20, 34]. Appendix Table A. 1 and Table A. 2 illustrate the five key aspects of identity crime 
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(production, acquisition, possession, transfer/trafficking, and use of identity information) along 

with the identity crime related provisions from the statutes of each Australian state. For those 

states that do not have identity crime provisions within their legal framework, such as Tasmania 

(TAS), the laws and statutes that are most used to prosecute identity-related offences have been 

included to contrast and illustrate the gaps within the legislation.  

Most of the identity crime provisions within Australian statutes focus very heavily on the 

mental element of identity crime, including within their wording ‘knowledge’ and ‘intent’. This 

requires the prosecution to prove that the offender knew the information was identity 

information, and that they had the intent to use that information to commit or facilitate a further 

crime [34]. From a legal perspective this makes sense, as simply possessing someone’s credit 

card details does not constitute a crime. It only becomes a crime when the intent of the 

individual in possession of the credit card details changes. This can be near impossible to prove, 

resulting in prosecutions relying on confessions in cases where intent is unclear [34].  

Further hampering the understanding of this criminal environment is that, by its nature, identity 

crime is borderless. Increases in globalisation and technology have created a digital ecosystem 

in which identity crime can flourish, making it far easier to take advantage of the fount of 

personal identification information that is stored, used, and made available online. Now, 

someone in the United States could purchase the identity information of an Australian 

individual through the dark web and then use that information to make purchases in Italy. So 

inconsistencies in the language, laws, and definitions used to encapsulate identity crime, makes 

it very difficult to conduct inter-jurisdictional comparisons and prosecutions [34, 47]. Further 

muddying the waters is the diverse range of reports, sources (such as police seizure information 

and victims), and institutes (such as the ACCC, Australian Institute of Criminology and ABS) 

conducting research into the identity crime environment, all using different data sources, 
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methods, and terminology. This has resulted in a criminal environment that is known to be 

expansive but ill-defined.  

1.2.3 Addressing identity-related crime 

In general, the strategies for combatting identity crime where existent are only partial, with 

each jurisdiction or country’s strategies coloured by their specific concerns regarding this crime 

type. This lack of unified combat mechanism, or legal framework is surprising given the often 

trans-jurisdictional and international nature of identity crime. Instead, singular problems are 

addressed rather than fostering collaborative and proactive methods to try and help increase the 

understanding of the criminal environment and reduce instances of this criminality [23]. 

In most cases, identity crime is considered to be a crime of opportunity, however, the systematic 

use of identity information by organised crime networks [21, 37, 47], suggests that there may 

be the potential to use the concepts of forensic intelligence to help understand and proactively 

disrupt the criminal environment of identity crime. Organised crime activities are in most cases 

structured, systematic, and repetitive, providing opportunities to examine criminal behaviours 

to help identify links between cases, individuals, and organisations. This is especially true when 

considering that many types of identity-related crimes can be committed with very similar M.O. 

[15, 23]. This was illustrated by the ACCC in their use of intelligence to help combat scams 

(which often have an identity crime component) through their 2022 ScamWatch Report [46]. 

By examining trends in scam reports they were able to provide intelligence to law enforcement 

and government bodies and assisted in the investigation and prosecution of scammers that were 

operating within Australia [46]. This proactive method of dealing with scams illustrates the 

likely success associated with using a forensic intelligence method to assist in combatting the 

identity crime environment, especially given the similar format of these two crime types 

existing largely within the digital realm.  
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A key component of identity crime is the manufacture and use of fraudulent identity documents 

and credentials, of which document examination plays a key part. However, in most cases the 

focus within document examination (specifically relating to identity and security documents) 

is to simply determine the authentication status of a document i.e. whether it is genuine or 

fraudulent. While the detection of these fraudulent documents is a crucial first step in 

understanding the criminal environment of identity crime and document fraud, it reinforces the 

misconception that no further information of note can be gathered from a document once it is 

determined to be authentic or fraudulent. Currently, within Australia, one tool that has been 

developed to try and address the identity crime and document fraud problem is the Document 

Verification Service (DVS), facilitated by the Australian Government, which assists in the 

detection of false documents and information [48]. Organisations can use this online tool to 

verify their clients’ identity documents against the original, government records, preventing 

enrolment or registration within their systems using false information [29, 48]. During the 

verification process, the information is sent via a secure communications pathway, returning a 

yes or no answer as to whether the records match [49]. While the number of organisations using 

the DVS has been increasing, it is still quite a reactive way to try and combat this criminal 

environment, with the offenders only being targeted when trying to use the identity that has 

already been stolen, assumed, or forged [15]. By only targeting this crime type at the point of 

use, the potential of targeting these offenders earlier on in the criminal enterprise is being 

neglected, resulting in there being very limited impacts on the criminal environment. Previous 

research has underlined that for identity crime to be properly addressed within Australia, 

coordinated efforts from both government and private sectors are required [30], and while the 

DVS is a good first step in this direction, it is only capturing a part of the criminal environment. 

Generally, the examination of these security documents, and therefore their authentication, falls 

within the purview of not just forensic document examiners (FDE’s), but also across a range 
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of in-house document expert units that have been created by specific organisations such as 

banks, border police, and customs officers [50]. These in-house teams exist outside the 

umbrella of ‘forensic science’, while still applying a forensic science approach to examining 

these security documents. However, in most cases, the sole aim of these examinations is to 

simply determine the authentication status of the document being examined, fitting firmly 

within the judicial paradigm and the case-by-case approach to policing.  

Undoubtedly, the use of forensic document examination to assist in the resolution of cases is 

important, however, these traditional case-by-case approaches are not equipped to properly 

deal with the prolific and pervasive nature of identity crime and document fraud. The paradigm 

reinforced by the traditional judicial system structure greatly limits both the impact on and the 

understanding of the criminal environment of both document fraud and identity crime. 

Furthering this lack of impact is the variation in the extent of collaboration between these in-

house document expert units and forensic science institutes. This results in the forensic 

examination of security documents being somewhat split between two professional 

communities that need to be more integrated, particularly to provide a proper understanding of 

this criminal environment and how it can be most effectively addressed. 

It is clear that identity crime within Australia (and around the world) is a serious problem, that 

is continuing to increase [46]. Proactively addressing this criminal environment could assist in 

the identification and disruption of prolific identity crime offenders, thereby reducing the crime 

rate, but could also help to prevent other, more harmful crimes that are facilitated by identity 

crime and document fraud [32, 37, 46, 51]. Current attempts to manage this criminal 

environment are hampered by reactive, case-by-case approaches focussing on the 

authentication and detection of fraudulent identities and documents, with only those using the 

fraudulent information and documents being punished. A bigger picture attitude is required to 

properly understand this crime problem, and the best place to start is to consider the potential 
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of applying forensic science and forensic intelligence methods to facilitate a greater 

understanding of this criminal environment to help inform on more proactive ways to tackle it.   

 

 

1.3 Intelligence and forensic intelligence 

1.3.1 Intelligence-led policing (ILP) 

Traditionally, policing has focused on reactive methods where cases are dealt with as they are 

reported. Officers perform their duties in reaction to calls or requests for services and conduct 

regular duties such as receiving complaints and randomly patrolling areas to illustrate their 

presence (including but not limited to high visibility policing, HVP) and looking for crimes 

that have occurred or are in progress [52]. 

While this is an effective method of resolving individual cases, an unrelenting rise in crime in 

the late 1980’s and early 1990’s called for police to become more proactive, efficient, and cost 

effective [53-55]. Simultaneously, increases in globalisation and advances in digital and 

communication technology [56] created more pathways and avenues through which organised 

crime could flourish [53]. It became clear that the traditional methods of policing were 

ultimately untenable, utilising a large amount of resources and time with little effect on the 

overall crime rate [5, 6]. 

This expansion of criminal activity across an international canvas illustrated the pitfalls of the 

traditional approach to policing. The emphasis on the crime itself as opposed to the offender 

often resulted in a large amount of resources and time spent to solve individual cases with little 

to no effect on overall crime rates [5, 6]. After research indicated that a small number of 

recidivists were responsible for a disproportionately large amount of crime [53, 57], there was 

a need to shift the policing paradigm, recommending that more resources be funnelled towards 

intelligence gathering and the proactive targeting of serious and prolific offenders [5, 57]. This 



46 

 

gave rise to what then became one of the central principles of intelligence-led policing (ILP), 

the proactive identification and targeting of the active criminal subpopulation [5] in order to 

reduce, disrupt and prevent crime “…through strategic management and effective enforcement 

strategies…” [58].  

The aims of ILP can be identified through looking at the tactical tasking priorities of the United 

Kingdom (U.K.) National Intelligence Model [59] which was designed and distributed through 

the National Criminal Intelligence Service (NCIS), now superseded by the National Crime 

Agency (NCA). The aims of this model, accepted as the first real implementation of 

intelligence-led policing, aimed to actively target offenders, manage crime and disorder hot 

spots, investigate linked series of crimes and incidents, and apply preventative measures to 

reduce crime and disorder [53, 59]. The use of ILP, however, extends beyond just being a 

method through which to target prolific offenders and organised crime [52]. If implemented 

correctly, ILP can be a conceptual or management framework that can be used to successfully 

and more efficiently conduct the business of policing [5]. Focusing on intelligence as a 

foundation for identifying priorities and objectives, both strategic and operational, can more 

effectively prevent and suppress crime and other threats [52, 53]. This policing model also 

places a greater emphasis on the importance of information sharing and collaboration to address 

policing problems at both the local and regional level [60]. 

The successful integration of this policing model is dependent on more than just the possession 

of knowledge and intelligence [52]. In order to produce useful intelligence that decision makers 

can act upon, and thus bring about change, an intelligence framework (such as the intelligence 

cycle) is required to help collate, analyse, interpret, and disseminate the information [61, 62]. 
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1.3.2 From ILP to the intelligence cycle 

1.3.2.1 Intelligence as a concept 

At the core of ILP, is ‘intelligence’ which as a concept, has remained enigmatic for many 

people [63], largely due to often inconsistent definitions. The term ‘intelligence’ has been used 

to simultaneously describe products, trends, methodologies, structures, and processes 

depending on the context [52]. For this research, the term intelligence is understood as the 

result of a process that turns raw, unintelligible data into a form that can be used in decision-

making [1, 58, 64].  

It is impossible to discuss the concept of intelligence without mentioning three key terms, data, 

information, and knowledge. These concepts all feed into one another and come together to 

form the overall picture of intelligence. The starting point is data, being raw uninterpreted 

observations or measurements [52]. This data can be gleaned from financial reports, customer 

information, or in the field of forensic science, case information and traces. This raw data is 

then put into context and given meaning through which it becomes information. The 

information when given an interpretation and understanding, can then become knowledge. 

Finally, intelligence is any data, information, and knowledge that has been evaluated, analysed, 

and presented to decision-makers for action-oriented purposes; this process is illustrated in 

Figure 1-2 [52].  

 

Figure 1-2: The intelligence process, with data becoming information and then intelligence adapted from Cartier, 2009 [65] 
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1.3.2.2 The intelligence cycle

The key to data, information, and knowledge becoming intelligence, is its ability to be 

effectively detected, collected, analysed, and communicated to decision makers or stakeholders 

in a timely manner, so they can take action and affect change where relevant [5, 64]. To 

accomplish this, most institutions implement what is known as the “intelligence cycle”.

While one of the first uses of the term “intelligence cycle” can be traced back to 1948 [66], 

currently, the intelligence cycle is broadly used across organisational intelligence and in 

research. While all iterations of this model are described as an intelligence cycle, there is often 

some disparity between the terminology used and the number of steps included within the 

model. However, in all instances the model is described as a cyclical and iterative process 

comprised of at least six steps: including planning and direction, collection, evaluation and 

collation, analysis, dissemination, and re-evaluation. These steps will be explored in further 

detail below, with a simple visualisation of the intelligence cycle provided in Figure 1-3.

Figure 1-3: The intelligence cycle adapted from [72, 73]
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Planning and direction: This initial phase begins when a customer (most often a 

policy or decision maker) requests intelligence on a particular issue or target [67]. 

An assessment then takes place on the pre-existing data to determine what gaps 

need to be filled by further data collection and how this can be done efficiently, and 

legally [68]. 

Collection: Once the aim of the intelligence gathering has been indicated, collection 

of relevant raw data begins. This raw data can come from a wide range of sources 

such as traces, witness interviews, open-source information, photographs, and 

articles. It is common within contemporary intelligence to separate the sources of 

intelligence into subcategories or “INTs” outlined by the CIA to include electronic 

intelligence (ELINT), imagery intelligence (IMINT) which includes visual 

representations in any medium, human intelligence (HUMINT) which refers to 

intelligence derived from human sources and open source intelligence (OSINT) 

which is, as the name suggests, any form of publicly available information [67]. 

Evaluation and collation: The raw data collected is then evaluated and collated in 

preparation for the analysis step [67]. Through a close examination, the reliability 

and validity of the data source is determined, with any irrelevant or unreliable 

information being excluded. It is at this point in the cycle that data is converted into 

information. This information is then collated, combined with pre-existing 

information, and readied for analysis. 

Analysis: It is during the analysis stage that the information is transformed into 

knowledge. By examining the information identified from the original data set 

along with the information that it was combined with during the collation phase it 

becomes possible to identify links and patterns and test hypotheses. This step is 
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crucial to the intelligence cycle, and is usually driven by a question, or goal, either 

explicitly stated by the customer, or implicitly anticipated by the analysts [1]. 

Dissemination: Lastly the intelligence created during the analysis phase is 

distributed to the decision makers or customers (those who requested the 

intelligence gathering in the first stage). To affect any real change, it is imperative 

that the intelligence is communicated in a timely manner, but also in a way that can 

be easily understood.   

Re-evaluation: The memory, which is defined as all the information that the 

organisation has, at a certain time, about criminal activities, must be constantly 

updated and the intelligence produced is examined for its effectiveness at 

addressing the original problem at hand identified by the decision-makers or clients 

[67]. This process is then started all over again and any updated requirements from 

the decision makers are passed on to the data collectors [67] creating a cyclical 

process that is subject to constant feedback and re-evaluation. 

 

Throughout the literature and operations, there is some disparity in the steps of the intelligence 

cycle, with some steps being combined, removed, or separated depending on the source. In 

practice, the generation and dissemination of intelligence is unlikely to follow such a clear 

linear or cyclical sequence of steps [69], as real-life operations are often more chaotic and needs 

based. However, this ideal representation of the intelligence cycle is a starting point that can, 

and often is, adapted to suit specific organisational or operational needs. 
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1.4 Forensic intelligence 

Intelligence and the intelligence cycle, as mentioned previously, can be used across a range of 

different organisations, fields, and operations, including within forensic science and policing, 

with it being a core component of intelligence-led policing. Within this context, the term 

forensic intelligence describes the use of intelligence within the hierarchical framework of 

policing organisations, with a strong focus on using the intelligence to assist in the disruption, 

prevention, and reduction of crime or crisis management [58, 70] . 

At its core, forensic intelligence is a different way of using traces, or remnants of criminal 

activity. Where forensic science has conventionally focussed on examining the features of a 

trace to elicit an answer or explanation relating to the source or activity behind its creation [1-

4, 7], forensic intelligence has a larger scope, focussing more on the criminal activity itself to 

provide insights into the disruption, prevention, and proactive reduction of crime [58, 70]. The 

process relies on information collection, analysis, and interpretation and aims to assist decision 

makers (e.g. policing and government organisations) in affecting change [1].  

Forensic intelligence aims to complement the more traditional reactive policing methods, 

acting on information gained through the traditional judicial approach, along with other 

detection routes (e.g. border seizures and bank clerks) in a more proactive way [1]. Expanding 

the possible routes of detection beyond the traditional limits of the judicial system enables a 

more objective, and thorough understanding of the criminal environment, especially those that 

may be difficult to infiltrate or understand through traditional means. Where previously a 

successful case might result in one conviction, the implementation of forensic intelligence 

would mean that the M.O. and traces collected from that scene could be examined and 

compared with other cases. Thus, highlighting possible similarities and potentially linking that 

perpetrator to multiple criminal acts (such as through the similarity of traces, or M.O.), or 
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identifying patterns in victimisation and the locations of criminal acts i.e. “hot spots”, being 

locations with high levels of repeat criminality.   

All these observations can then be used to assist decision makers in actioning change that can 

reduce the overall scale of the criminal environment. Generally, crime is punctuated by prolific 

offenders and the concept of recidivism, meaning that those individuals committing a crime 

are likely to have done so in the past and to continue doing so into the future [1]. While this is 

a concerning thought in general, it also ensures that forensic intelligence can be wielded as a 

powerful tool against recurrent criminal activities. So, through the targeting of one repeated act 

of criminality (i.e. a prolific offender) it becomes possible, through their apprehension, to 

greatly reduce the rate of that crime type e.g. break and enters.  

Forensic intelligence can be further sub-divided based on the level on which it is being used 

within the law enforcement hierarchy, and the context of its application. Ratcliffe identifies 

three different levels or categories of forensic intelligence; strategic, operational, and tactical 

[64], all of which are core parts of intelligence-led policing (ILP). Despite these delineations 

between the different sub-categories of forensic intelligence, the process of intelligence (i.e. 

the intelligence cycle) remains the same, with the main difference being the impact the 

intelligence can have on the criminal environment and overall policing. 

Tactical intelligence 

Tactical intelligence is the most common level of intelligence used within law enforcement, 

and has a smaller, more specific focus on achieving case-specific goals [64, 68]. The outcomes 

of this particular level of intelligence is more on the micro-level, often with individual 

investigators or small teams producing intelligence in a short time scale to support case specific 

actions of police or investigators [71]. Such goals could include targeting local criminals, the 

identification of new leads or making an arrest [64]. This intelligence level often translates 
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directly into arrests and does not always translate into the bigger picture goals of forensic 

intelligence, although the intelligence produced at this level could be used for strategic and 

operational purposes [64]. To relate this more specifically to the identity crime and fraudulent 

document environment, an example has been included below. Note all locations, websites, 

names, companies and circumstances are entirely fictitious and have been included for purely 

illustrative purposes. 

 

Example: There was a noted increase in mail theft and subsequent misuse of personal 

information reports from individuals that lived on 145th Avenue in Blacktown, NSW, so police 

informed local banks to pay extra attention, or flag any attempts to open bank accounts or 

credit cards using an address on this street. A local bank flagged one such attempt to open a 

bank account and Offender X was arrested. After their arrest, it was found through 

examining their browser history that Offender X had purchased the stolen personal 

information, and the counterfeit driver licence that they used at the bank, from an online 

store “FakeIDsOztralia”. 

 

Operational intelligence 

This level of intelligence operates more on the meso-level, providing more big picture 

understanding of longer-term problems such as the operations of criminal networks, spanning 

multiple crime types and jurisdictions [64, 71]. The outcome of intelligence at this level is to 

provide investigative teams and decision makers with hypotheses and inferences concerning 

illegal operations to assist them in planning crime reduction activities. For example, this 

intelligence could help decision makers in the allocation of resources across a city (i.e. police 

patrols etc.) or which criminal network or group would be most vulnerable to police action [64, 
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71, 72]. The main distinction between operational and tactical intelligence is that operational 

intelligence spans beyond case-specific actions (e.g. making arrests in a specific investigation).  

 

Example continued: Police began investigating the online store “FakeIDsOztralia” and 

found that the site had thousands of sales logged, all for a range of products, most of which 

were for fraudulent Australian driver licences. They also found that it was run by an 

individual that worked under the pseudonym of “Alfred Counterfaker”. On the website, high 

quality images of the counterfeit documents were provided, so police were able to compare 

the images of the Australian licences to previously intercepted or seized documents of those 

kinds. Similarities were identified between the Alfred Counterfaker licences, and physical 

licences that had been seized from the members of an outlawed motorcycle gang (OMCG) 

that were intercepted as part of a drug operation. From this, police were able to flag the 

document type, and key characteristics that could help identify other members of that OMCG, 

and they shared this information with police to assist in the identification of documents that 

fit within that series, and therefore individuals who may be associated with the OMCG. It 

also helped illustrate the full activities of Alfred Counterfaker’s business. 

 

Strategic intelligence 

This level has a stronger focus on studying and understanding the broader criminal 

environment, how it functions and any current and emerging trends [64, 71, 72]. At this level, 

the aim is to be future-oriented and proactive and to influence more long-term operational 

objectives, discussion of policy, resource allocation, and broader strategies [64, 71]. In many 

cases it is used by senior leadership within the organisation, with the decisions made not just 

influencing law enforcement agencies but also other government agencies that can help to 

impact the criminal environment such as health services and city planners [64].  
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Example continued: Police noticed that almost all the Australian licences that Alfred 

Counterfaker was selling were Victorian and Western Australian licences, and that 

Counterfaker was able to replicate the visual security features to a relatively high quality. 

Police were able to then inform the state governments of the security flaws in their 

documents, and which security features were not effective in preventing the fraudulent 

manufacture of the documents. The state governments could then evaluate this and 

potentially make changes to the document templates to try and reduce the fraudulent 

manufacture of those document types, thus impacting the criminal environment on a broader 

scale. The increase in number or complexity of the security features would make it more 

difficult for the manufacturers to reliably counterfeit the documents. 

 

Despite some resistance to its implementation, the field of forensic intelligence has persisted, 

with it becoming increasingly common throughout the policing vocabulary [53], appearing in 

policing mottos, especially within Australia. However, there have been questions over the years 

regarding how effectively forensic intelligence, and intelligence-led policing have been 

implemented in practice [73]. While there has been much effort devoted to the expansion of 

database functionality [74-78] and the formalisation of the intelligence process [1, 79], the 

implementation of forensic intelligence within policing organisations has been met with some 

difficulty as well as a range of complications [53, 80]. These complications can be linked to 

many potential causes, but some of the most notable include the difficulty of forensic science 

transitioning from what has been its primary role within the judicial system to a more 

intelligence focussed role [2, 81], the resistance to change often noted within police and 

security organisations [80] and the lack of unification between forensic intelligence definitions 

and practical implementation.  
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Of course, reactive policing will always have its place in law enforcement, as police will need 

to continue reacting to criminal activities and security incidents [52]. However, to combat more 

complex and widespread types of crime, such as organised crime, police and forensic scientists 

need to work together to properly implement intelligence-led policing as a complementary law 

enforcement model. Furthering these difficulties is the number of trace specific intelligence 

models that have been the focus of recent research, reinforcing the siloes that forensic 

intelligence is, by definition, trying to break down. Over the last three decades, forensic 

intelligence models have been developed and investigated in fields ranging from illicit drug 

intelligence [7, 82-85], counterfeit medicines and their packaging [86-88], counterfeit luxury 

goods such as watches [89], deliberate fires [90], and document examination [12, 15, 16, 19, 

91, 92]. 

Quality intelligence is generated through the combination of multiple sources and forms of 

information to properly understand the criminal environment, thus enabling the design of more 

effective big picture strategies that can assist in the disruption, prevention, and reduction of 

that crime type. By splitting efforts across these different trace types, in combination with the 

division of information sources (often dictated by what organisations own the data e.g. police 

organisations versus government bodies, and research centres), the ability to generate quality, 

actionable intelligence is hampered [1]. This was made clear, when Morelato et al. (2014) [1] 

noted similarities between two intelligence frameworks developed independently in Australia 

and Europe for monitoring illicit drugs  [7] and false identity documents, respectively [1, 14, 

93]. Despite the clear differences, both contextually and physically between these trace types, 

the potential of implementing a transversal intelligence framework that is removed from trace 

specific constraints was clearly demonstrated [1, 14]. Illustrating that all these trace specific 

intelligence models, are in fact, unnecessarily dividing the intelligence field, reinforcing siloes. 
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1.4.1 Forensic intelligence to address complex criminal environments 

Forensic intelligence is an effective way to address complex criminal environments, 

particularly those that are traditionally difficult to access, structured, resilient, and punctuated 

by prolific offenders and organised crime. One such criminal environment is the market for 

illicit and prescription drugs. Traditionally, most of the information gathered about the illicit 

drug market has originated from law enforcement agencies, including but not limited to seizure 

data and arrest reports. While an important source, these law enforcement statistics are just one 

facet of information that is often biased towards the focus or goals of that particular 

organisation [14]. Due to the complexity of the illicit drug criminal environment, seizure data 

in isolation does not fully encompass the whole of the market. Therefore, much research has 

been dedicated to understanding the market for illicit drugs from a range of different 

perspectives, all with the overarching goal of helping reduce, disrupt, and prevent the use, sale, 

trafficking, and manufacture of illicit drugs [94-98].   

Indeed, over the last few decades, an increasing amount of research has been dedicated to 

understanding how forensic intelligence can assist in improving the understanding of the illicit 

drug market. This research has ranged from the profiling of illicit drug seizures [82-85, 99-

102], examining online marketplaces (i.e. cryptomarkets) to help highlight trends in supply and 

demand [96, 103-110], examining online trends and discussion forums to help early warning 

systems for illicit substances [111, 112], to the analysis of wastewater and used injecting 

paraphernalia to provide insight into what drugs are being used, where they are being used, and 

how they differed from what the customer thought they were using [113-116]. While this list 

is by no means exhaustive, this illustrates the many different perspectives from which this 

complex criminal environment has been viewed. External to this research, there are also a range 

of government-based research institutions that conduct surveys and produce reports to help 

illustrate the extent of the illicit drug market such as the National Drug Strategy Household 
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Survey3, the Illicit Drug Reporting System (IDRS)4, the Ecstasy and Related Drugs Reporting 

System (EDRS)5, and the Illicit Drug Data Report6.  

All these information sources contribute to better understanding and therefore reducing the 

supply, demand, and harm associated with the illicit drug market. Whether that be providing 

information about drug use trends amongst Australian consumers, and where these shipments 

are likely to be coming from or enabling police and health authorities to help reduce and prevent 

overdoses by providing warnings of dangerous drug batches due to adulterations or unusually 

high purity. Specifically, the examination of the online trade for illicit drugs identified a strong 

domestic market within Australia for illicit substances purchased through the cryptomarkets, 

suggesting that increased checks of domestic parcels could help to intercept shipments of illicit 

substances [96, 104, 117]. All these avenues of research and the combination of this 

information have helped provide insight into a traditionally difficult-to-access criminal 

environment, creating an ecosystem of more well-informed law enforcement and health 

agencies that can more effectively make choices and changes to help reduce, prevent, and 

disrupt the illicit drug criminal environment [37]. 

Despite the difference in the type of trace and analyses required, there are definite similarities 

between the criminal environments for illicit drugs, and that for identity crime and document 

fraud. Both environments have similarities in their structure, being the organised nature, and 

that they are punctuated by prolific offenders, but also in the breadth of reach of the criminal 

environment. The illicit drug market is known to have links to and support the activities of 

organised crime and terrorist groups [118], much like the way that document fraud and identity 

crime are enablers of other more serious organised crime, including the trafficking of illicit 

 
3 https://www.aihw.gov.au/about-our-data/our-data-collections/national-drug-strategy-household-survey 
4 https://ndarc.med.unsw.edu.au/project/illicit-drug-reporting-system-idrs 
5 https://ndarc.med.unsw.edu.au/project/ecstasy-and-related-drugs-reporting-system-edrs 
6 https://www.acic.gov.au/publications/illicit-drug-data-report 
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drugs and other goods [32]. These similarities between the illicit drug and identity crime 

criminal environments suggests that forensic intelligence could be similarly applied within the 

area of document examination to assist in the reduction, prevention, and disruption of identity 

crime and document fraud, coupled with improving the understanding of this ill-defined 

criminal environment. 
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1.5 Forensic intelligence through document examination 

Despite the successes of using forensic intelligence to help understand the illicit drug market, 

the adoption of these methods across other criminal environments has been inconsistent. While 

increasing in the last decade, the concept of using forensic intelligence in the field of document 

examination has remained generally underexplored in the literature, with practices 

implemented in operations often developed ad hoc and not formalised. Even within forensic 

document examination literature and research, the focus has remained predominantly upon 

authentication and forgery detection, within both physical and digital document examination 

[119-122]. While authentication and forgery detection are admittedly important areas of 

document examination, the overemphasis on the development of more technically advanced 

methods has resulted in some oversight within the field, including an underutilisation of 

information that can be gained from the simpler, traditional examinations. Realistically, only a 

small number of fraudulent documents are ever of such a quality that highly sensitive and 

resource-intensive techniques are required to differentiate them from their legitimate 

counterparts [15]. This leads to most research having a limited impact on practice [123].  

In 2023, Deviterne-Lapeyre et al. conducted a review of all the questioned document literature 

that had been published between 2019 and 2022. While 1014 papers, textbooks and conference 

presentations were referenced and examined, only four works (0.4%, three presentations and 

one article) had a focus on forensic intelligence, with most research focusing on the articulation 

of forensic opinions [50]. According to this review, between 2019-2022 there were 

approximately 1,200 conference presentations related to the topic of security documents (only 

some of which were examined by the authors). Most of these focussed on the authentication of 

documents and advancements to security features and printing processes [50]. A similar trend 

was noted in their 2020 review of the literature published between 2016 and 2019, with only 

four of the 213 papers and presentations examined focusing on forensic intelligence [119]. A 
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significant disadvantage of this over-emphasis on authentication and detection is that it makes 

it seem as though the only useful information to be gained from a document is its authentication 

status i.e. whether it is genuine or fraudulent. However, this is a very limited approach towards 

documents, as identifying a document to be fraudulent is simply the start of the next challenge, 

being the extraction of as much information and intelligence as possible from the document. 

This imbalance is not anomalous to these review papers. Previous IIFMS (INTERPOL Forensic 

Science Managers Symposium) reviews of the forensic document examination literature 

showed a limited but growing mention of the notion of forensic intelligence, particularly since 

2010 [124-128]. The lack of intelligence research within document examination is surprising 

given that ideas related to document intelligence can be traced back to Morton in 1984 [129], 

who suggested that once a document is identified as fraudulent, two further steps can be 

undertaken, the first one being to link the document to others based on the comparison of 

forensic features, the second one being common source attribution. Since this first notion of 

how document authentication could be extended, there have been numerous additions to this 

concept. In 1999, Pfefferli et al. [130] suggested that fraudulent documents should be compared 

to previous seizures in order to, based on forgery techniques, identify series, origin and delivery 

routes. Friedrich, in 2001 [39] extended this idea further, considering how the different forgery 

techniques in these documents could assist in the identification of vulnerabilities and the 

creation of new controls and stronger security features for future documents.  

The gradual development of the ideas of document intelligence continued into 2004, with Ng 

et al. [131] proposing the study of trends in M.O. within the manufacture of documents, and 

Estabrooks et al. [132] suggesting that documents could be linked based on the quality of their 

printing. In a report published in 2010 about the use of forensic science to combat and prevent 

identity-related crime, experts from the United Nations Office on Drugs and Crime (UNODC) 

suggested that databases could be used to provide law enforcement and forensic scientists with 
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authentic documents to use as references during the authentication step. Further that this should 

be used in partnership with collecting information about fraudulent documents to identify 

linkages between documents, and thus generate intelligence about identity crime [133]. The 

experts also underlined the lack of awareness related to forensic intelligence amongst policing 

and forensic actors, as well as a lack of resources to engage in document intelligence [129-131, 

133]. Despite this sporadic research that provided suggestions for ways that forensic 

intelligence could be implemented within document examination, what was still lacking within 

the field was a systematic forensic intelligence method that could be used to properly 

understand the pervasive and prolific document fraud criminal environment. 

The manufacture and distribution of fraudulent documents occurs on a large scale [42], so much 

so that document fraud is considered a “cross-cutting criminal threat [that] enables and 

facilitates most, if not all, other types of serious and organised crime” [32 p.17] . Such 

documents have been used to facilitate a broad range of criminal activities such as the 

trafficking of illegal goods, drugs, and firearms as well as in human trafficking, migrant 

smuggling, large scale fraud, and terrorist activities [16, 25, 32, 42, 43, 47, 51, 92, 134-139]. 

As put by Kephart in 2015, “to terrorists, travel documents are as important as weapons” [140 

p.1]. Beyond the use of fraudulent documents to enable serious crimes, the volume of document 

fraud is also a challenge, as underlined by the increasing rate of identity crime in Australia, of 

which document fraud is a key component and enabler [47], especially when considering the 

use of scans and images of identity documents for identity verification online. This is 

compounded by the growing rate of demand for and production of fraudulent documents in 

Europe [38]. 

The fraudulent document market, which operates on an international level, is punctuated by a 

small number of organised recidivists who are responsible for a disproportionately large 

number of the products for sale [15, 141, 142]. These offenders are so prolific that, whether 
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they be individual forgers or large operations, their production volume has been recorded to 

range from hundreds of documents, up to millions [15, 141, 142]. The current reactive method, 

while effective in detecting singular instances of forgery, neglects to consider what should 

happen to the document after it is identified as fraudulent, and instead, solely takes action 

against the individual using the document [15, 16].  

Much like the illicit drug market, the criminal environments of identity crime and document 

fraud are complex. International research has proven the efficacy of the profiling of fraudulent 

identity documents to highlight the structure and organisation of the physical side of the 

document fraud criminal environment [15-17, 37, 51, 143]. This has culminated in the creation 

of a web-based program that facilitates the systematic profiling of fraudulent documents, 

ProFID (standing for Profiling of Fraudulent Identity Documents), which has evolved into the 

Interstate Database of Fraudulent Identity Documents (BIDIF), implemented in Switzerland 

and expanding across Europe. However, to obtain the most complete picture of the market, 

crime traces need to be systematically exploited and combined with alternative information 

from a range of sources [4], similarly to what has been done within the illicit drug market.  

Currently, very little is known about the Australian markets and criminal environments for 

document fraud and identity crime. There are several approaches that can be used to obtain 

information about identity crime, such as the profiling of document seizures as well as the 

analysis of cryptomarket data and crime statistics. Separately, these sources only reflect a small 

part of the identity crime problem and are usually incomplete as a sole descriptor of the market. 

Consequently, combining the results of these different information sources, based on traces of 

different natures would provide supplementary added value, and would provide a far more 

holistic picture of the overall criminal environment for identity crime and document fraud [1, 

14]. Given the borderless nature of identity crime, coupled with the broad and in some cases 

contradictory definitions and laws used to try and prosecute identity crime, a more holistic 
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approach is required to improve the understanding of this criminal environment. Adopting this 

approach will also provide a realistic insight into document fraud within Australia, how it is 

structured, and what may need to be changed to more effectively disrupt this repetitive and 

pervasive criminal problem.  
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1.6 Aims of this thesis 

This research will use the profiling of Australian fraudulent identity documents in combination 

with online cryptomarket analyses to provide a more holistic view of the criminal environments 

of document fraud and identity crime in Australia. As illustrated both by the research conducted 

in the illicit drug criminal environment, and explained in the previous section, a multi-source 

approach is integral to properly understanding a criminal environment, so that is the approach 

followed here. This criminal environment is examined from two different perspectives, 

focussing on the physical market (as indicated through the examination of the physical traces 

of the market, i.e. seized documents), and then the digital market for fraudulent documents and 

personal information (i.e. that facilitated through the internet). This is followed by an 

examination of how these seemingly dichotomous information sources can be used together to 

provide a holistic understanding of document fraud and thus identity crime within Australia, 

and how this can be used to assist in intelligence-led policing. The overarching aim of each 

chapter has been included below, but the specific objectives of each section have been included 

in the relevant chapter. 

 

Chapter 2 focuses on examining the physical side of the market, through the examination of 

fraudulent Australian licences that have been intercepted by police and security organisations. 

The overall aim of this section is to illustrate how fraudulent identity documents as a type of 

trace have been underutilised within Australia, and how their systematic profiling and 

comparisons can provide intelligence to gain a better understanding of the fraudulent identity 

document climate within Australia.  

 

Chapter 3 focuses on the digital (online) market for fraudulent identity documents and 

personal information. This chapter aims to determine, through the analysis of two anonymous 
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online marketplaces (i.e. cryptomarkets), if the online market for fraudulent documents and 

personal information is organised, and punctuated by prolific offenders, both on the larger 

international scale, and from a more Australian focused perspective. Furthermore, the variety 

of information that can be gathered from this marketplace, as well as how this can assist 

intelligence-led policing is examined.  

Chapter 4 examines the potential of using the seemingly separate information sources covered 

in Chapters 2 and 3 in combination to provide greater understanding of the complex criminal 

environment for identity crime and document fraud. These two portions of the illicit market 

are compared to illustrate the importance of using a multi-source approach when examining 

the illicit marketplace. Furthermore, it is proposed that these two sources of information can 

be combined and used as part of a multi-source, holistic intelligence framework, integrating 

information gathered from a range of government organisations to better understand the 

criminal environment of identity crime and document fraud.  
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2 The forensic profiling of fraudulent identity documents 

2.1 Introduction 

While suggestions of the potential benefits of expanding document examination into a quasi-

intelligence space traces back to Morton in 1984 [129], it wasn’t until 2012 that Baechler et al. 

published a systematic forensic intelligence model for the profiling of fraudulent identity  

documents [15]. This method addressed the prolific nature of the fraudulent identity document 

criminal environment and suggested a way that the environment could be characterised and 

then tackled in a more proactive manner. Since then, this method has been expanded to consider 

a broad range of information that can be extracted from these documents, and a systematic 

method for profiling the visual and digital image processing features of fraudulent identity 

documents has been implemented in Europe and is expanding internationally [13, 15, 17, 143]. 

Despite this success, no research has been dedicated to the investigation of how a systematic 

intelligence model could benefit Australian intelligence-led policing, and how it might assist 

in understanding the criminal environment for document fraud in Australia. In this chapter, the 

focus will be on understanding the physical side of the fraudulent document market in Australia 

through the forensic profiling and comparison of fraudulent identity documents seized by 

police. The organisation and structure of the market will be examined and compared to that in 

Europe to evaluate if the systematic intelligence method implemented internationally could be 

successfully used in Australia. The theory behind the profiling method is first introduced, and 

then the use of the profiling method on Australian documents will be tested. The outcomes of 

this method, along with the feasibility of implementing it within Australian policing and 

security organisations is then discussed.  
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2.1.1 Forensic profiling as a tool for forensic intelligence 

In forensic intelligence the term ‘profiling’ refers to the selection and extrapolation of 

information from a trace to generate a set of features (i.e. profile) that are characteristic or 

representative of that trace, similar to what is done in DNA profiling. This can then be used as 

a ‘model’ of that trace [15, 144]. The ‘profile’ can be used as is, or converted into a numerical 

form, to easily compare traces between sets (or instances of criminality) to determine linkages. 

In 2012, Baechler et al. suggested the utility of using profiling within the realm of document 

examination, focusing on the visual profiling of fraudulent identity documents to try and 

identify those that were likely to have been produced using the same methods, and therefore 

likely to originate from the same source (i.e. forger) [15, 144]. This work aimed to expand the 

potential of document examination processes, moving beyond simple identification and 

authentication of documents, to instead consider the value that can be gained by examining 

them within a systematic and methodical forensic intelligence process [15, 16, 144].  

At the core of the profiling method for fraudulent documents is the examination of features, 

being the characteristics imparted on the documents by the forger, during their manufacturing 

process. The major premise behind this method is that a source, whether that be an individual 

or an organisation, will produce documents using the same M.O. [15, 16, 144]. This M.O. will 

be based on what the source knows, the techniques available to them, what the source has, i.e. 

the materials and equipment, and also what their physical characteristics are, such as 

fingerprints or DNA [15, 144], as illustrated in Figure 2-1.  
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Figure 2-1: The major and minor premises of the profiling method suggested by Baechler et al. in 2012 [15]. This illustrates 

that the biological traits, economic circumstances, social networks and education will influence the choices made by the 

forger in relation to the M.O. used to create documents. This in turn impacts the traces that can be observed on the 

fraudulent identity documents. Figure adapted from [1, 13, 14, 144] 
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While this explains the premise behind the ability to group documents together, the minor 

premise of this method is that different sources will produce fraudulent documents using 

different methods, materials and M.O. based on their economic situation and education (Figure 

2-1). Another potentially influential factor is the forger’s social network including, but not 

limited to, their contacts and mentors. Depending on who they are in contact with, and who 

their suppliers and teachers are etc., this may impact the techniques and materials that they use, 

and perhaps even the types of documents they choose to manufacture. All of these potential 

variations will result in different material and method based traces being imparted on the 

documents, with the manufacturers biological traits (e.g. fingermarks and DNA) also dictating 

the physiological traces they may leave behind due to physical contact with the document [15]. 

Therefore, the similarities or differences between a document profile can be used to infer that 

the documents were manufactured using the same or different M.O. and therefore whether they 

have originated from the same or different sources [15] as illustrated in Figure 2-2.  
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Figure 2-2: The profiling method illustrating how the different sources use different M.O.'s that therefore impart different 

traces onto the documents. By comparing these traces using profiling, the similarity of two profiles can indicate a similarity 

between the M.O.’s used to create the document. This can then indicate a similarity or community of source that produced 

those documents, whether the source be a forger, an organisation of forgers or a factory doing mass production. Figure 

adapted from Baechler et al. 2012 [15]. 

 

Naturally, one may question whether a forger’s M.O. will evolve over time resulting in a 

change in the traces that they leave on their products. While this is always a possibility, given 

the repetitive nature of fraudulent document manufacture, and in accordance with rational 

choice and routine activities theories described in criminology [145, 146], these traits and the 

M.O. are considered constant enough that it is possible to draw links between documents 

manufactured by the same source [15, 16, 144]. Rational choice theory states that a criminal 
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will use a logical thought process to analyse and weigh the potential costs and benefits of 

committing a crime with their decision to offend based on whether the costs of the act are 

outweighed by the potential benefit [145]. It is therefore considered unlikely that a forger will 

make drastic changes, replace functioning equipment, or abandon tried and true methods or 

knowledge, as the cost of this to their business would undoubtedly outweigh the benefits [15, 

16, 144]. An exception to this, however, may be if changes are made to accommodate 

advancements in document security (i.e. the security features used in legitimate documents) 

and manufacturing tools. Even in these cases, while an individual characteristic, or portion of 

the method may change, other aspects of the M.O. are likely to remain the same, so by using a 

variety of features within the profile, it will still be possible to link documents together, and to 

perhaps even illustrate the evolution of the M.O. over time [13, 51]. 

Historically, the adaptation of the M.O. of forgers, sometimes described as a kind of crime 

displacement7 [147-149], has often occurred with changes and developments to document 

security and policing methods [27, 28, 120]. One such example of this was the change in M.O. 

exhibited by forgers after the change of the Swiss identity card from a paper-based document 

to a plastic credit card style [13, 51]. In the original paper-based document, there was a 

watermark that was difficult to convincingly replicate, so rather than attempting to counterfeit 

it, forgers would instead alter legitimate versions. After the transition to the laser-engraved 

credit card style model, forgers switched their M.O. to instead start counterfeiting the 

document, as the credit card style was too hard to forge [13, 51]. 

Further illustrating the consistency in M.O. used by forgers is the rather static nature of the 

quality of fraudulent identity documents. Baechler and Margot (2016) identified that the quality 

of fraudulent identity documents remained consistently low across periods of up to thirteen 

 
7 The relocation of crime from one place, time, target, M.O. etc. to another [147, 148]. 
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years [13]. It is hypothesised that as the demand for fraudulent identity documents is often 

smaller on a per client basis, i.e. each client will usually only use one fake identity at a time, 

there is not as much of a need to be constantly changing and updating their methods [13, 51]. 

However, it must be noted that only those documents that are of low enough quality to be 

detected as fraudulent are seized by police, undoubtedly resulting in some level of bias, as those 

that are of the highest quality are less likely to be intercepted or seized.   

The profiling of fraudulent documents can provide intelligence beyond just identifying those 

documents most likely to have been produced by the same source, with the method contributing 

to the three different levels of the intelligence process as defined by Ribaux et al. in 2003 [150], 

reminiscent of the general levels of forensic intelligence, strategic, operational and tactical [64] 

discussed in Section 1.4. This three-level architecture is defined as: 

1. Surface or strategic level 

2. M.O. level (operational) 

3. Series level (tactical) 

 

Surface or strategic level 

The surface or strategic level of the forensic intelligence process, focuses on the most general 

considerations, aiming to provide information on bigger picture issues such as the evolution of 

the criminal environment over time to provide an understanding of the overall crime problem 

[15, 150]. By examining the most general features of the documents, such as the document 

type, fraud type, and issuing country, this can provide indications as to the state of the criminal 

environment over time, and trends in the manufacture and distribution of these documents, 

internationally (if appropriate information sharing is in use) [15]. 
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M.O. level 

The focus of this level is to distinguish the different M.O. that have been used to provide a 

clear understanding of the criminal environment and to differentiate between anecdotal cases 

of crime and those that are being carried out by organised crime networks [150, 151]. This is 

done by profiling the documents based on their features so that they can be compared and 

organised into different series that reflect the M.O. used to create them [15]. This can assist in 

connecting cases and highlighting the structure of the criminal environment.  

Series level 

The final level, and the one that requires the most detailed examination, focuses on individual 

series and cases to identify whether proposed links exist and to fully illustrate the extent of the 

criminal activities of a particular source. For example, if a large shipment of documents is 

intercepted through the post coming into a country, and the sender is then arrested, all the 

documents that were intercepted could be compared to those that were previously collected and 

examined to provide an indication of the full extent of that sources’ criminal activities. 

The basic premise of this profiling method is transversal, meaning that it can be applied to a 

range of different trace types, depending on the goals of the analysis and what is accessible to 

the examiner. In the realm of document intelligence research, three different types of features 

have been targeted, or profiled, to try and help address the ever-increasing criminal 

environment of identity document fraud: visual, digital, and chemical features (Figure 2-3).  

Each of these different types of features and their profiling processes are explained further in 

the following sections. 
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Figure 2-3: From a fraudulent identity document one can extract visual, chemical, and digital characteristics that can be 

used in a forensic profiling method to gain insight into the criminal environment. This can take the form of identifying 

linkages between sources, trends in production and distribution and identifying the structures of criminal networks. 

 

2.1.2 Forensic profiling of visual features  

2.1.2.1 Visual features of fraudulent identity documents 

Identity documents and security features are, by their very nature, visual objects, and their 

authentication relies largely on the presence, quality, style, and special properties (i.e. ultra-

violet luminescence) of visual features. Therefore, it was a logical first step to use these visual 

features to create profiles to enable the systematic comparison of fraudulent identity and 

security documents.  
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While an exhaustive list of the features that have been used within the forensic profiling method 

cannot be provided (as this is sensitive and in most cases protected information), some of the 

features that are targeted include things such as  [15]: 

▪ Serial and document numbers 

▪ Fonts 

▪ Printing methods (inkjet, laser etc.) 

▪ Replication of security features such as watermarks, stamps, ultra-violet (UV) features, 

and microprinting  

▪ Mistakes or errors in the template 

 

All these features are intrinsically linked to the method of manufacture of the documents and 

therefore reflect the choices of the forger at different points in the manufacturing process, as 

illustrated in Figure 2-1 and Figure 2-2. They can therefore be used within the profiling method 

to help identify those documents that have been made by the same source [15].  

Visual characteristics were the initial target of this method as they are easily accessible, 

efficient, and cost-effective to profile. The fact that they are easily discernible using basic tools 

such as the naked eye, optical microscopy, and UV light, means they are not only cost-effective 

to extract but can be extracted by anyone regardless of their training or familiarity with 

counterfeit documents. The features can also be easily extracted making them efficient targets 

for the profiling method, with previous research illustrating that a single document could be 

profiled in under 10 minutes, depending on the level of depth required in the analysis per the 

intelligence level being addressed (Section 2.1.1) [13, 15, 17].   
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2.1.2.2 Extraction and comparison of visual features 

After a document is seized, it is visually examined under white light and UV light and then 

photographed and scanned.  To create the profiles of the documents (Figure 2-4), the features 

of interest are identified, extracted, and then codified, often converting the features into 

numerical values, as illustrated in Table 2.1. These numerical values are then compiled to 

create the profile of the document. As an example, the profile of the document from Table 2.1 

would be (1,3,5,26507084,1). This profile would then be stored and structured within a 

memory where the profile is compared systematically to all other documents of the same type 

using optimised comparison metrics8 [152].  

 

Table 2.1: Example profile of a document, illustrating the conversion from features to the numerical profile. Please note that 

is an oversimplified example of a profile. 

 

 

 

 

 

 

 

 

 

These metrics compare the profiles of the documents to determine whether they are the same. 

The result of this process is a similarity score (ranging from 0 to 100) which indicates the level 

of affinity between the profiles. Depending on the threshold set by the operator, these similarity 

scores can be interpreted as being either the presence or absence of a link. If a link is present, 

 
8 Comparison metrics, sometimes referred to as distance metrics were used in Baechler et al.’s [13, 15, 16] 

research to calculate the numerical distance, or dissimilarity between data points within a profile [152]. 

Feature Shortened profile Numerical 

Coat of arms style 1 COA1 1 

Microprinting style 3 MP3 3 

OVD style 5 OVD5 5 

Serial/ID number 26507084 26507084 

Inkjet printing 1 1 
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then the documents could have been produced by the same manufacturing method or M.O., 

and they can therefore be considered as likely sharing a common source [13, 15, 16].  
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Figure 2-4: The forensic intelligence process for fraudulent identity documents. Adapted from Morelato et al. 2014 [1]. 
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The analysis of the documents profiles of course goes beyond just the identification of linked 

documents and series, and with treatment of external information, trends in manufacture, 

distribution and use of the documents can be identified. When this information is provided to 

decision makers this can assist in providing further understanding about the criminal 

environment, contributing to efforts to disrupt, reduce, and prevent the actions of prolific 

offenders.  

2.1.2.3 Efficacy of the method 

This method has thus far been used in a range of studies, and its efficacy has been proven across 

not only different document types (such as passports and identity cards) but also different fraud 

types (e.g. stolen blanks, counterfeits, and forgeries) and from different issuing countries. Two 

studies were conducted, one in 2012 in which they examined 393 fraudulent identity documents 

from a pre-existing Swiss authentication-focused database, known as FRAUDE [15], and the 

second in 2016 in which 363 fraudulent identity documents were analysed [13]. Across both 

studies, the documents varied in document type, forgery type, and issuing countries. Despite 

these differences, the profiling method revealed over 50% of the documents examined were 

linked to at least one other document [13, 15], as shown in Table 2.2. 
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Table 2.2: Results from the visual examination and profiling of 393 fraudulent documents that were seized by nine different 

Swiss police forces and other foreign authorities [15] and 363 documents that were seized across a variety of jurisdictions in 

France and Switzerland between 2000 and 2012 [13] 

Study Fraud type Country of 

issue 

Document type Number 

examined 

% 

linked 

2012 

Counterfeit Portugal Identity card 170 68% 

Stolen blank France Passport 59 58% 

Forged Bulgaria Driver licence 32 40% 

Counterfeit Iraq Driver licence 132 31% 

2016 

Counterfeit France Identity card 129 69% 

Counterfeit Portugal Identity card 170 67% 

Stolen blank France Passport 64 63% 

 

 

The method proved to be both efficient and effective at identifying links, with the number of 

links detected using the intelligence method doubling what had previously been identified 

during the investigations [15]. Furthermore, all but one of the original links identified through 

traditional investigative means were identified through the forensic intelligence process, with 

the links crossing not only jurisdictions but also borders, illustrating the efficacy of this method 

in reducing linkage blindness [153]. While clearly effective at linking documents together, the 

ability of the method to group documents that were known to originate from a common source 

was evaluated in a 2013 validation study [16]. The researchers were able to illustrate a clear 

distinction between intra- and inter-source variations, with false negative and false positive 

error rates consistently remaining below 0.75%, well within the acceptable uncertainty range 

of forensic intelligence [16]. 

From this work, it was clear that not only were fraudulent identity and travel documents useful 

tools for understanding the structure of the criminal environment, but that their visual 
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characteristics were ideal for the construction of the profiles. Their comparison was successful 

in linking documents together that had been produced by the same source, while also 

differentiating those that had been made by different sources [13, 15].  

 

2.1.3 Forensic profiling based on image processing techniques 

Where the original work by Baechler et al. focussed on the comparison of manually extracted 

visual characteristics, there has been increasingly more research dedicated to investigating the 

application of the profiling method in a more digital space. Given that much of forensic 

intelligence aims to produce actionable intelligence as efficiently as possible, it was questioned 

whether the profiling method could be made more efficient with the addition of an automated 

triaging step, while also adding another aspect of comparison. Not replacing the manual 

human-driven method, but rather complementing it, attempting to further the development of 

a human-machine coupling approach. 

In these methods, researchers began investigating the use of a combination of image processing 

filters and data processing techniques, to assist the manual profiling method and to introduce a 

degree of automation into the characteristic extraction [19]. This method was further developed 

by Auberson et al. who introduced the use of a computer vision-based method into the 

previously established intelligence framework [92]. Inspired by methods used to manage 

digital images of Ecstasy tablets [154], Auberson et al. postulated that, in the same way that 

similarities in visual characteristics of the documents could be used to indicate a community 

of source, so too could similarities in image processing methods such as colour, hue and 

texture.  
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2.1.3.1 Regions of interest 

Where the visual profiling method focuses on visual features of interest such as the type of 

font, printing, and replication of security features, the profiling method based on image 

processing techniques focuses more on the pixel-by-pixel comparison of regions of interest 

(ROI’s). Generally, these regions of interest can be selected anywhere on the document, 

avoiding areas that contain personal information likely to change between holders of the 

document. Areas that perform the best are those that have a high degree of variation in the 

colour and shades, and areas that are likely to include traces left from the manufacturing process 

such as printing, colours, and areas with design elements such as logos [92]. After the regions 

of interest are selected, the image is automatically cropped, and then the regions of interest are 

imported onto the web server, where the filtering and comparison process begins.  

2.1.3.2 The method and its performance 

Once the images of the ROIs are imported into the web server, the individual images are 

processed using ten common image processing tools: red/green/blue; grey levels; 

hue/saturation/brightness; contrast, texture and edge. Profiles were derived from the histograms 

from each image and were subsequently compared using metrics (Euclidean, Manhattan and 

Canberra distances). These metrics produced a similarity score which indicated the affinity 

between profiles as illustrated in Figure 2-5. The method was applied to a data set of 32 

counterfeit Portuguese passports and 26 counterfeit Italian driving licences, and much like the 

original profiling method, showed very promising results. The counterfeit Italian driving 

licences were classified with an exceptionally high accuracy9 of 92.4%, with the counterfeit 

Portuguese passports close behind with an accuracy of 90.3% [92]. While the accuracy rates of 

the validation set were somewhat lower with an accuracy of 71.4% and 88.2% respectively, 

 
9 In the work by Auberson et al. the accuracy of the method was evaluated based on the correct grouping of 

documents of known common origin within the same group, or branch of the dendrogram, while also separating 

documents of different origins into different regions of the dendrogram [92].  
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the misclassifications encountered were often due to differences in the physical appearance of 

the licences, either due to wear and tear, fading, or inconsistent ink supply during the original 

printing of the document [92]. Used in conjunction with the original profiling method, it 

provided a rapid triaging system to help explore large data sets and indicate potential classes 

or relationships that warrant further examination [92].  

 

 

Figure 2-5: Flow diagram illustrating the method for profiling using image processing techniques. Adapted from Auberson 

et al. 2016 [92] 

 

There have been a few other papers that have created and tested different versions of an 

automated document comparison method. Work by Vieira et al in 2016 and 2017 looked at the 

use of digital image processing techniques coupled with algorithms such as Harris Corner 

Detection10 and Scale-Invariant Feature Transform (SIFT)11 to assist in identifying documents 

 
10 A mathematical approach used to detect and extract the corners and edges within an image [155]. 
11 The SIFT algorithm was developed and used within Vieira et al.’s research [156, 157] to ensure that the zoom 

or rotation of the image would not impact the calculation or extraction of the corners and edges [158]. 
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that were created using similar M.O. [155-158]. More recently, Ojeda-Aciego et al. examined 

the potential of using Formal Concept Analysis (FCA)12 to assist in the detection and 

comparison of forgeries to help in obtaining details about the forgers activities [159]. While 

Vieira et al.’s methods shared more similarities in structure to the work conducted by Auberson 

et al., the work using FCA had a simpler approach, creating the documents profile based solely 

on whether security features had been successfully replicated. This led to a binary sequence of 

Boolean values that were then compared between documents [159]. Both methods proved 

useful as potential triaging tools for large document sets, however Ojeda-Aciego’s method, 

while quicker, may prove to be less useful in identifying series and their evolution in M.O. over 

time. By focussing solely on whether a security feature was replicated, rather than how it was 

replicated, the value of the links that can be identified between documents would be decreased 

from an intelligence perspective. 

In a slightly different vein, Girelli et al. shifted focus from creating an automated comparison 

method, to instead investigating how the use of a common database could assist in generating 

intelligence to understand the market for Brazilian identity documents [160, 161]. Through 

their use of the Brazilian Federal Police Automated Fingerprint Identification System (AFIS) 

they identified that of the 100 images of fingerprints that they had collected from the internet, 

31% of them had been used in forged Brazilian ID documents [160]. Furthermore, some of the 

identified criminal cases involved multiple fraudulent identity documents, all with the same 

fingerprint image used, clearly illustrating the potential of visually profiling the fingerprints to 

assist in the identification of links between document sources [160]. While the utility of this 

comparison process is limited to documents that have fingerprints as part of their template, the 

potential of comparing traces recovered on the documents to already established databases is 

 
12 FCA is a data analysis technique that creates concept lattices or frameworks to illustrate the relationships 

between a collection of objects and their attributes or properties [159]. 
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an excellent example of how these already established facilities can be used to assist in the 

pursuit of forensic intelligence, minimising costs, and maximising the production of 

intelligence.  

The research discussed above assisted in expanding the profiling method for fraudulent identity 

documents, illustrating ways that a more automated method could be used as an effective 

triaging system, while also highlighting other potential features of interest, and how they could 

be compared to pre-existing databases to extend the potential intelligence that can be gathered 

from these comparisons.  

 

2.1.4 Forensic profiling of chemical features 

The use of chemical analyses within forensic document examination is widespread, however, 

the use of these chemical analyses within forensic profiling, i.e. creating a profile for the 

document based off the result of chemical analyses, and then comparing those profiles between 

documents has been less explored within the literature. With the use of polymers in documents 

increasing, Mireault et al. in 2017, decided to investigate the potential of using chemical 

profiling on polymer substrates as an addition to the current profiling method [18]. Due to the 

highly variable nature of the composition of polymers, the researchers believed that they would 

be able to differentiate the chemical profiles of polymer cards from different sources and 

manufacturers using high-performance liquid chromatography – quadrupole time of flight mass 

spectrometry (HPLC-QToF). In their case study, they examined 60 genuine and false driving 

licences from Nigeria and Bangladesh, some of which were already identified to be linked due 

to their visual profiling. They found after their chemical profiling that the forgers were using a 

different plastic substrate from the genuine documents, and they were able to connect the 

visually linked documents based on their chemical profiles, indicating that they were produced 

using the same M.O. and that the same substrate was used in their manufacture [18]. While this 
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method is limited, in that it can only indicate whether cards were made by the same 

manufacturer, it does have the benefits of enabling some profiling of blank polymer cards and 

substrates and would enable comparison between documents of different types e.g., passports 

and driver licences, that cannot be compared based on visual features. 

However, some of the benefits of the visual profiling method are its accessibility i.e., the 

targeting of easy to access visual features that require no specialised training nor specific 

equipment, its efficiency, and that the features can be extracted without damaging the 

document. The incorporation of chemical profiling, while providing an interesting new 

characteristic to compare, would reduce the overall accessibility of the profiling method as it 

would require specialised equipment and training, and in most cases would involve the 

destruction of the document.  

2.1.5  Forensic profiling in practice 

The potential of using forensic profiling (visual and image based) for the examination of 

fraudulent identity documents (FIDs) has been recognised since Baechler’s initial work, so 

much so that a systematic method for the profiling of fraudulent identity documents was created 

and has been used in an operational context initially in Switzerland in 2017, then 

internationally. This system known as ProFID (standing for Profiling Fraudulent Identity 

Documents) was developed by the School of Criminal Justice of the University of Lausanne in 

collaboration with forensic document experts from Swiss law enforcement agencies. Using 

visual features, it facilitates the profiling and comparison of fraudulent identity documents to 

assist in identifying those likely to have been produced by the same source [162]. Documents 

are examined, with their technical characteristics being described, before being scanned and 

uploaded into ProFID. Once within the secure web platform, the profiling of the document is 

carried out and a comparison is done between the new document, and all documents of the 
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same type within the system [162].  Between 2017 and 2020, 2,000 documents were integrated 

into the ProFID system, which revealed 51% of those documents belonged to one of 150 

identified series [51]. Since then, over 11,000 documents have been integrated from 14 

different countries across Europe and 25% of them have been identified as linked [163]. In 

addition to the facilitation of the manual profiling and comparison, automatic image 

comparison methods based on computer vision have also been integrated within ProFID to 

assist in the identification of series, based off the work conducted by Talbot-Wright et al. [19] 

and Auberson et al. [92] as described in Section 2.1.3. 

Out of the work on ProFID grew the Interstate Database of Fraudulent Identity Documents 

(BIDIF) that has been implemented in Switzerland. Given the often-subjective nature of visual 

profiling, and the implementation of this tool across a range of Swiss cantons and policing 

agencies, Moulin et al. [17] investigated how an efficient and more standardised method could 

be applied to the profiling workflow of BIDIF and ProFID. To move the method forward, they 

took inspiration from the analysis, comparison, and evaluation (ACE) method that was first 

introduced into document examination by Huber in 1972 [164]. They defined the steps of the 

method, from the documents initial inception into ProFID, through its analysis and profiling of 

its features, its comparison to other documents within the database and finally its evaluation of 

its series status. The use of the method, along with its clear definitions and delineations between 

classes of characteristics, enabled the professional examiners to more clearly explain how they 

had identified the links and series of documents [17]. 

The document profiling approach has also proved to be effective at a cross-border level. 

Documents seized across France and Switzerland (434 and 2,143 respectively) were examined 

to identify the potential of cross-border comparisons of fraudulent identity documents [143]. 

Using the method previously published by Lugon Moulin et al. [17], it was found that 19% of 

the documents examined from France and Switzerland were linked to documents from the other 
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country, identifying 33 Franco-Swiss series that totalled 484 documents [143]. These 

transnational links extended series that were previously identified on a national level, 

illustrating the contribution of forensic intelligence to investigations and cross-jurisdictional 

cooperation [143]. This research resulted in the founding of the Internal Security Fund (ISF) 

ProFID project13 funded by the Internal Security Fund - Police of the European Commission 

[143]. Forensic and law enforcement agencies from 16 European countries are involved in this 

project with the support of several international organisations, namely Frontex, Europol, 

CEPOL and Interpol. In this framework, more than 400 document examiners were trained 

across Europe to use the ProFID system and approximately 11,000 fraudulent documents were 

profiled (25% of which were linked to at least one other document), and around 500 series 

associated to potential organised crime groups were identified [143, 163]. This underlines the 

key contribution forensic intelligence can bring at the international level [162].  

In an operational sense, the method has shown great success at impacting the criminal 

environment of document fraud and organised crime. In 2020, this forensic profiling and 

comparison method was vital in the detection of a document fraud network that had been 

operating across France, Germany and Switzerland, as well as other EU countries [37, 165]. 

This criminal group had been producing false documents in Athens that were subsequently 

shipped throughout Europe to irregular migrants from North Africa. The profiling method was 

crucial not only to the detection of this criminal network, but also in building the case against 

the arrested leader of the syndicate [37, 165].  

2.1.6 Gaps in the current implementation of document intelligence 

It is clear from the research that has been conducted that the visual and digital profiling methods 

are efficient and effective at identifying links between documents, proving that they are 

 
13 Project ISFP-2020-AGPOLCOP n°101036247 
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powerful tools in illustrating the structure of the criminal environment. The transversal nature 

of the profiling method has also been established through its success on multiple different 

document types and in the breadth of different countries that have so far implemented the 

ProFID/BIDIF systems across Europe (14 countries) [163]. However, at this stage, most 

research has been concentrated in Europe, with only a recent exploration occurring in Canada, 

leaving Australia and the Oceanic region largely unexplored. This lack of understanding of the 

Australian fraudulent document market is surprising and likely hampering the overall 

understanding of the fraudulent document criminal environment, especially considering the 

presence of Australian documents on the dark web [47, 51], coupled with the high identity 

crime rate in Australia [29-31, 44, 46, 47] and the documented presence of Australian based 

organised crime groups and outlawed motorcycle gangs (OMCGs) [139, 166-168]. 

This is especially relevant when considering the cross-border nature of identity document fraud 

and identity crime in general, which operates across a broad, international canvas. This gap in 

the fraudulent document criminal environment, from both a research and policing perspective 

has resulted in the potential of fraudulent identity documents as traces being underexplored and 

underappreciated in Australia. To properly illuminate the criminal environment in Australia 

and illustrate how these traces could be better exploited, the criminal environment of document 

fraud needs to be more closely examined, and the potential of utilising the systematic profiling 

of fraudulent documents in Australia, must be explored. This work is a crucial first step towards 

implementing a systematic forensic intelligence method for the examination and comparison 

of fraudulent identity documents in Australia (such as the internationally implemented 

ProFID/BIDIF system).  
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2.2 Aims and objectives 

This chapter focuses on the examination of the physical side of the fraudulent document 

market within Australia through the analysis of fraudulent documents seized by Australian 

law enforcement organisations. By visually examining, profiling, and comparing these often-

underutilised fraudulent documents, this work provides valuable insight into the criminal 

environment for document fraud and identity crime within Australia. In accordance with Kirk 

(1963) [169], instead of focussing on developing a new, context specific method for profiling 

Australian documents, this work focusses on answering a more fundamental question of 

whether fraudulent document profiling can provide insight into the Australian criminal 

environment for document fraud and identity crime. Consequently, in this chapter, the use of 

the internationally established profiling method (the BIDIF/ProFID system) within the 

Australian context is investigated. The following objectives are addressed in this chapter: 

1. The investigation of how visual profiling techniques and methods can be applied to 

Australian fraudulent documents. 

2. The analysis of the current fraudulent document climate and the determination of 

whether there is an element of organisation behind the creation and use of fraudulent 

identity documents. 

3. The evaluation of whether a systematic forensic intelligence model for the profiling 

and comparison of fraudulent documents (such as the BIDIF system) could be 

implemented in Australia and how this could assist in intelligence-led policing. 
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2.3 Materials and Methods 

2.3.1 Document information 

The data used in this research comes from the New South Wales Police Force (NSWPF) and 

two other Australian policing and security organisations that will remain anonymous. The 

document types that were examined in this research were collected from police stations and 

security organisations based in New South Wales and Victoria and included plastic ‘credit card’ 

style New South Wales (NSW), Western Australian (WA) and Victorian (VIC) driver licences, 

along with NSW photo cards. Four international driver licences were also examined, along 

with four pseudo documents. The full breakdown of the documents is provided in Table 2.3 

below, with examples for each of the Australian documents provided in Appendix Table A. 3. 
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Table 2.3: The breakdown of all documents included in the data set including the organisation that provided them, the type 

of fraud, type of document, and issuing country/state. Note: Licence (P) refers to restricted, provisional licences, while 

Licence (F) refers to unrestricted, full licences. The international licences have no letter designation as this was either not 

present, or unclear.  

 

Organisation Type of fraud Issuing country State Document type Number 

Organisation 1 

(n=56) 

Counterfeit Australia 

NSW 
Licence (P) 4 

Licence (F) 31 

WA 
Licence (P) 1 

Licence (F) 5 

VIC Licence (P) 15 

Organisation 2 
(NSWPF) 

(n=73) 

Counterfeit 

Australia 

NSW 
Licence (P) 26 

Licence (F) 7 

WA 
Licence (P) 4 

Licence (F) 9 

VIC Licence (P) 1 

United Kingdom - Licence 2 

New Zealand - Licence 1 

Papua New 

Guinea 
- Licence 1 

Forged Australia NSW Photo card 18 

Pseudo Australia NSW 
Age proof card 2 

Student ID 2 

Organisation 3 

(n=54) 
Counterfeit Australia VIC 

Licence (P) 9 

Licence (F) 45 

    Total 183 
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2.3.1.1 Document collection 

Two methods of specimen collection were used in this research, and the method was adjusted 

based on whether the physical documents were examined and imaged, or whether previously 

captured images of the items were provided digitally by the external research partners. 

Physically examined documents 

73 of the 183-document set were collected from Sydney (NSW, Australia) police stations in 

Chatswood, the Eastern Beaches, Surry Hills, and Leichhardt. Within this set of 73 documents, 

they were mostly NSW driver licences, photocards and some other miscellaneous ‘identity’ 

documents, with a smaller number of WA driver licences. There was also a mixture of 

counterfeit, forged and pseudo documents. All 73 documents were examined with readily 

available, standard equipment used widely within the field of document examination [43]. Each 

document was examined with white light and an UV light source (365 nm) before being 

photographed and scanned at 600dpi using a CanoScan LiDE 400 flatbed scanner and a 

background canvas, to normalise the colours. This background canvas was developed and 

provided by our external collaborator at UNIL, Switzerland (example of the canvas provided 

in Appendix Figure A. 1). Images of the documents under UV light were taken with a Canon 

EOS750D DSLR camera with a 50mm lens and tripod. These images were then saved onto the 

secure NSWPF server in accordance with Ethics Approval: ETH204695.   

Per ethics approval, personal information was irreversibly redacted from the documents to 

protect the identity of the document holder using Affinity Designer version 1.10.5.1342. Each 

document was imported into a template which had black boxes over the areas of the document 

containing personal information, while still allowing the template text to be viewed. After the 

redaction boxes were appropriately aligned, the layers of the image were irreversibly 

compressed into a .PNG file, resulting in a single layered file that was fully redacted. The 
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editable images (Affinity Designer files) were then transferred onto the secure NSWPF server 

and any original, unredacted images were deleted from the researcher’s devices in accordance 

with the ethics approval and data management plan. Only the redacted images were kept and 

used in the profiling method. Once this process was complete, the physical documents were 

returned to the police stations they had originated from. 

Digital documents (images) 

The remaining 110 documents were transferred to the researcher digitally by two Australian 

law-enforcement organisations. Images of previously seized or intercepted fraudulent driver 

licences were stored on the servers of these different organisations. These images were 

irreversibly redacted by these external partners before being securely transferred in preparation 

for the profiling work. This data set of images contained counterfeit provisional and full 

(unrestricted) driver licences from NSW, VIC and WA. Most of these documents had been 

imaged under white light and UV light when they were originally seized, however, the exact 

image and lighting parameters were not provided. It should be noted that 54 of the Victorian 

licences (provided by Organisation 3) were not imaged under UV light, so no UV features 

could be extracted or used in the profiles of those documents. Additionally, all 110 documents 

were collected using inconsistent image lighting, with some of them having been captured in 

bright white light, and others having been captured in quite low lighting. In these cases, some 

features could not be extracted because of the variation in image quality, however, for these 

documents, other features were simply targeted.  

2.3.2 Manual profiling and comparisons 

The manual method used in this research was presented in Section 2.1.2, Figure 2.4, with the 

exception being that no comparison metrics were used due to a lack of information provided 

about the documents, and there being too few documents of the same types and from known 



97 

 

sources to train a comparison model. After the images of the documents were collected, 

features of interest were extracted and profiles were created, codified, and then manually 

compared. 

2.3.2.1 Extraction of features of interest 

Two main types of features/characteristics were targeted in this analysis, general and specific 

[17]. The general characteristics are those that comprise the basic features of the document 

such as document type, fraud type, document numbers, substrate material and its UV reaction. 

These are characteristics that can be compared across all document types as all documents share 

them [17]. Specific characteristics, on the other hand, are those that are only shared by 

documents that belong to the same series, i.e. have been produced by the same source. This 

includes features relating to the layout and content of the document, logos and security features, 

and errors or anomalies introduced during the manufacturing process [17] such as ink spots or 

misprints. To ensure a robust profile was created, both general and specific features, spanning 

a variety of areas in the document were selected. 

As many of the features of interest form parts of the security elements within these documents, 

an exhaustive list of them cannot be provided, however, things such as the document numbers, 

fonts, spelling and other mistakes in the template text, styles of security features like UV logos, 

and styles of other logos and design elements were targeted for this comparison (some 

examples of the features extracted from counterfeit documents can be found in Appendix Table 

A. 5, Table A. 6 and Table A. 7) . Contrasting with previous research, the printing methods 

used in the creation of the documents could not form part of the profiles in this research, as the 

printing methods could not be reliably identified from the images of the documents due to 

inconsistent image parameters. So, this feature was not included.  
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Feature selection 

The features that are selected to form the profile invariably impact the types of links and 

relationships that can be identified between the entities, in this case, documents [14]. After all, 

when creating profiles of entities, a simplified model is being created that is representative of 

the entity to facilitate the comparison process, so a conscious selection process must be 

undertaken when selecting the characteristics to form the profile [14, 170]. As recommended 

by Baechler et al. [14], the performance of the chosen features forming the profile were 

examined against a selection criterion. These criteria examined the intrinsic and extrinsic 

properties of the features, with intrinsic criteria being those that depend on the feature itself 

while extrinsic are those that are more related to the measurement or observation methods used 

[14]. Given the number of criteria, it is difficult in practice to satisfy all of them, instead a 

balance should be struck between intrinsic and extrinsic criteria. Some of the criteria that were 

used to select the characteristics of interest in this work included (but were not limited to): low 

intra-variability, high inter-variability, representativeness, comparability, non-destructiveness, 

accessibility, sensitivity and specificity. For illustrative purposes, only some criteria are 

explained and the performance of one feature, the state badge (Figure 2-6), is examined in 

Table 2.4. A more comprehensive list of the different criteria can be found in Appendix Table 

A. 4, with a larger list of extracted features of interest in Appendix Table A. 5, Table A. 6, and 

Table A. 7. 

 

Figure 2-6: Example of the state badge from one of the counterfeit licences within the data set 
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Table 2.4: Description of the criteria developed by Baechler et al. 2015 [14] and the performance of the state badge of the 

counterfeit NSW driver licences against them. The full criteria have been included in Appendix Table A. 4 

Criteria Description Performance of state badge (NSW 

Licences) 

Intrinsic Criteria 

Low intra-variability No or low amount of 

variation within a 

group of traces from 

the same source 

Very little to no intra-variability within the 

series. One exception was one series which 

contained two distinct styles. These 

documents are still grouped based on the 

other characteristics, highlighting the 

benefits of the multi-dimensional (multi-

feature) profiling approach. 

High inter-variability Significant variation 

among traces of 

different sources 

Each series was identified as having its own 

state badge classification, and there was no 

overlap between series. 

Complementarity The features must be 

as independent as 

possible 

The style of state badge used doesn’t 

dictate the presence, absence, or style of 

any other feature. 

Representativeness Reflects the 

features/characteristics 

of the 

source(s)/activity(ies) 

used to create the 

document 

If the state badge/magnetic strip is bought 

from an external source and then applied, 

this reflects the materials used in the 

manufacture. If it is made on-site, it is 

representative of the stamp/template used 

by the source. 

Extrinsic Criteria 

Low resource 

requirement 

Low requirements for 

time, cost, equipment, 

knowledge, and 

training 

The characteristic can be observed with the 

naked eye and requires no special 

equipment. 

Accessibility Equipment and 

knowledge required to 

extract/identify the 

feature are readily 

Visual characteristics are highly accessible, 

and no special training is required to 

identify the differences between classes. 
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available, and the trace 

is readily available to 

extract with the 

correct equipment and 

knowledge 

Non-destructiveness Does not alter or 

destroy the trace 

The characteristic requires no treatment or 

alteration of the trace as it is a visual 

feature that is perceptible under white light 

by the naked eye. 

 

The number of features that were extracted from each document was largely dictated by the 

complexity of the document, i.e. if there were complex or simple design elements, as well as 

the image quality. The range of features compared within each document type set is included 

in Table 2.5, if there was a feature missing from a document (i.e. it was not provided or could 

not be extracted because of image quality), it was not used as a comparison point, and was 

instead removed from the comparison, hence creating a range of features of interest. 

Table 2.5: Document and fraud types and the number of features that were extracted to create the profiles. Note: No features 

were extracted for the international licences as there were no documents with which to compare them, so that is represented 

by an ‘NA’. 

Type of fraud Type of document No. of features 

Counterfeit 

NSW Driver licence 30-47 

WA Driver licence 24 

VIC Driver licence 19-20 

Int. Licences NA 

Forged NSW Photo cards 1 

Pseudo 
NSW Student ID 12 

NSW Age Proof 12 
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2.3.2.2 Creation of profiles, codification, and comparisons 

Once the visual features were extracted for each document, they were manually codified to 

form the document’s profile, as shown in Table 2.6. Where features were evaluated as either 

being present or absent, such as the UV reaction of the substrate and the misspelling of 

‘document’ shown in Table 2.6, a binary system was used, with 1 indicating the feature was 

present, and 0 indicating it was absent. Other, more complex features were given a number 

based on the style of the feature, such as the font style and UV feature.  

 

Table 2.6: Example profile conversion from characteristic type to numerical profile. This is an example profile used for 

illustrative purposes and does not correspond to any of the documents in the specimen set and does not encompass all 

extracted features of interest. 

Characteristic Profile (numerical) 

Licence Number 123456 

Card number 987654321 

Substrate UV Absorb 1 

UV feature 6 

Template font 2 

Misspelled ‘Document’ 1 

 

When all documents were profiled, a many-to-many comparison was done, using comparison 

grids, similar to adjacency matrices used in Social Network Analysis (SNA) [171]. During this 

process, the profile of each document was compared to the profile of every other document of 

the same type, and the percentage similarity was calculated using the formula as provided 

below: 

% 𝑆𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦 =  
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑐𝑜𝑟𝑟𝑒𝑙𝑎𝑡𝑖𝑛𝑔 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠
× 100 
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The similarity score was used as a tool to assist in the identification of links between 

documents, with a similarity percentage threshold of 75% being selected as the cut off. The 

similarity threshold was calculated based on the number of correlating features between the 

profiles, divided by the total number of potential features (i.e. 7/10 = 70% similarity), with all 

features having the same value or weight. If two documents were identified to have a similarity 

score of 75% or greater, they were identified as being linked. Previous research that has used 

comparison metrics to conduct the comparison of document profiles has used similarity scores 

of between 90-100% to establish a link [15], however, as indicated in this and other research, 

the similarity scores (a.k.a correspondence scores) can be adjusted and chosen by the examiner 

to suit the aims of the examination [13, 15, 16]. Meaning that more broad examinations aiming 

to get a general understanding of the structure of the criminal environment can set a lower 

threshold to limit the number of false negatives, while using multiple, specific features to limit 

false positives as much as possible [172]. This is particularly useful when considering that the 

method of comparison (manual or automated using comparison metrics) as well as the size of 

the data set will dictate what the most appropriate similarity threshold will be [15, 16]. As 

stated by Baechler et al. “The notion of a threshold should be understood as a dynamic cursor 

influenced by the definition of what a link means, by the evolution of the problem, and by the 

needs of the process.” ([15] p. 74).  

A lower threshold was selected in this research to ensure that potentially linked documents 

were not overlooked while reducing false positives as much as possible, as the aim was to 

investigate a previously unexplored criminal environment and to determine if there was any 

potential indication of organisation. Of course, in some contexts, credibility (i.e. certainty) is 

more important, a situation most often encountered within the judicial system. In this context, 

a false positive can be detrimental, resulting in a false conviction. However, in this work and 

forensic intelligence more generally, the end goal is not to service the judicial system, but rather 
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to provide insight into the structure and functions of a complex criminal environment and 

perhaps provide leads for an investigation. In this context, it is more important to limit potential 

false negatives, as the potential of “…missing what has to be found (i.e. suffering from an 

incomplete perception or linkage blindness) …” ([14] p.50) is of greater concern. Whenever a 

potential link is initially identified, this isn’t an assertion of 100% certainty that the link exists 

between the two entities, but rather is a starting point, a hypothesis that will be further 

scrutinised and evaluated using alternative information [14]. It is preferable in this kind of 

exploratory analysis to cast a wider net and ensure that all potential series are identified, rather 

than the alternative of potentially overlooking series or patterns [14]. Especially when 

considering that the series and relationships identified can then be confirmed or denied after 

closer scrutiny. 

Research conducted by Baechler et al. [15] (which used the 90-100% threshold) not only had 

a large enough data set to enable the use of comparison metrics, but also had far more 

contextual information about the documents that were being examined [15]. It was therefore 

determined, based on the information that was provided for the documents examined in this 

research, the aims of the examination and the use of features that were very specific to the 

documents, that a 75% threshold value would be the best way to establish links while limiting 

false positives and false negatives as much as possible.   

All profiling, codification, and comparisons were completed using Microsoft® Excel® for 

Microsoft 365 MSO (Version 2404). 

2.3.2.3 Analysis 

Social network analysis 

Social Network Analysis (SNA) focuses on the characterisation of the relationships between 

networks of connected people, the structures of networks, and the relationships between nodes, 
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or entities (i.e. individual actors) within said networks [173, 174]. Based on the patterns of the 

networks it is possible to identify and highlight the organisation of criminal networks, their 

structure, efficiency, and even their resilience [173]. SNA has been used previously in the 

examination of the structure of the fraudulent document criminal environment to assist in 

characterising and comparing the structures and organisation behind this illicit market [13]. In 

this work, the following SNA indicators have been calculated to assist in the characterisation 

of the Australian fraudulent document market, and to facilitate comparison between the 

Australian market and that which has been examined in Europe, as well as previous research 

into Australian organised crime. It should be noted that the social network analysis in this work 

was limited to using the average degree and density to assist in the comparisons between the 

results of this analysis, and previous research. It was not possible to conduct any more in-depth 

analyses of the social networks of the forgers as the information that would be necessary to 

conduct this analysis (i.e. the identity of the forger, their associates, mentors etc.) was not 

available and was therefore beyond the scope of this research. 

Average degree 

The average degree indicates the average number of links per document, and in combination 

with the density, helps to illustrate the cohesion, structure, and unity within the criminal market 

[13]. This indicates how connected the network is, as the higher the average degree, the more 

connections there are within the network. The average degree was calculated using the formula 

below:  

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑑𝑒𝑔𝑟𝑒𝑒 =  
𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑙𝑖𝑛𝑘𝑠

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑠
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Density 

Density examines the number of links or connections within a network compared to how many 

links are possible, measuring the extent to which nodes within a network are connected [171, 

173]. As the relationships between the documents are symmetrical (i.e. they are undirected and 

a link between nodes represents a connection), the following calculation was used to calculate 

the density of the connections within the specimen set [171, 173]: 

𝐷𝑒𝑛𝑠𝑖𝑡𝑦 =  
2𝐿

𝑛(𝑛 − 1)
 

 

Where L is the total number of links, and n = the total number of nodes (documents), with the 

numerator representing the total number of links in the network, and the denominator 

representing the total possible links [13, 171, 173]. The density is often represented as a 

percentage, with a fully connected network having a density of 100% (or one) while a network 

with no links will have a density of zero [173, 174].  

Quality indexes 

Previous research has used the quality of documents to help identify documents and series that 

constitute a particularly high threat (i.e. they are more likely to fool officials and examiners) 

[13, 15]. This can assist in the identification of particular sources that are posing a higher level 

of risk, as well as providing intelligence to front line document examiners and individuals who 

regularly encounter the documents as to what features should be targeted during the 

authentication process to ensure there is less chance of being fooled [13, 15]. This can also help 

document manufacturers and government bodies identify features that need to be developed or 

changed to more effectively prevent further counterfeiting or forgery [13, 15].  
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The quality of a document and/or feature was determined by comparing the features within the 

fraudulent document to the corresponding features of a legitimate document. Each feature was 

scored based on how well it aligned with the legitimate feature according to Table 2.7.  

Table 2.7: Feature scoring categories to determine the quality index of documents. These scores are based on whether 

someone who is familiar with the document template e.g. a bouncer, but not a document examiner, could identify the feature 

as fraudulent. 

Score Definition 

0 Feature not included or not extractable 

1 Feature attempted, but would easily be identified as 

fraudulent by lay person 

2 Only someone highly familiar or trained with the document 

could differentiate it from the legitimate 

3 Feature non-differentiable from the legitimate feature 

 

 

The key consideration when examining and scoring the quality of a replicated security feature 

is whether someone who is not a trained document examiner but is reasonably familiar with 

the type of document could identify the feature as fraudulent. This would include individuals 

such as bouncers, and bank or post office clerks. Generally, those features that have been 

allocated a score of 2 may be differentiable from the legitimate version of the feature, but only 

due to slight differences or small mistakes in its style or reproduction. They would be unlikely 

to be detected unless very closely examined. Those that have a score of 3 are completely non-

differentiable from the legitimate feature if being authenticated by a moderately trained 

operator using standard equipment [13, 133]. 

Document quality and average quality per series 

To estimate the quality of the documents, the series and the features within the documents, the 

quality of each document was determined by evaluating the number of security elements and 
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core design features that were successfully replicated by the manufacturer. This was 

represented as a percentage of the number of features that were of a high enough quality to be 

classified as legitimate. The average quality across a document series was then examined. 

Feature quality 

The quality index for each security or design feature used within the document was examined 

to see which feature was being the most effectively replicated across the document set, and 

therefore which ones were the least effective for deterring counterfeiting. This was calculated 

by identifying the number of documents within the specimen set that had correctly replicated 

the feature to a high enough quality that it would fool someone familiar with the document 

features (a score of 2 or above).  

 

2.3.3 Algorithm-based comparisons (Padif) 

Some research has explored the benefits of combining the manual human-driven profiling 

approach (as described in Section 2.1.2) with a semi-automated, more objective comparison 

relying on the use of image processing techniques and algorithms (Section 2.1.3). The 

documents examined in this research were compared using the algorithms developed and 

implemented within the profiling systems used in Europe (ProFID and BIDIF), known as Padif, 

to firstly establish whether they would assist in the identification of series within the data set, 

but also to establish if Padif could be applied to these documents and their features. To test 

this, a small sub-set of the documents (n=26) were uploaded to a sandbox version of ProFID 

that was only accessible by a restricted number of researchers. This sub-set of documents was 

chosen as they were the largest group of documents that had been physically examined and 

therefore were scanned consistently and were of the same document type (provisional NSW 

licence).  
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2.3.3.1 Image preparation 

To ensure uniformity in the images only images that had been captured using the UNIL 

background canvas (as outlined in Section 2.2.1.1) could be examined using Padif. To prepare 

the images for upload into ProFID, two QR codes were generated and then integrated onto the 

image of the scanned document. The first QR code, which identified the scanner used to capture 

the image, was generated after entering the scanner brand, model, and serial number into 

ProFID. The second QR code enabled ProFID to identify what document the scan belonged to, 

and which side of the document had been captured. To create these QR codes the basic 

information about the document (such as the document number) was entered into ProFID. 

Affinity Photo 2 (Version 2.5.3.2516) was then used to integrate the QR codes onto the 

canvases, and the combined images were then exported as .PNG files and uploaded into ProFID 

(an example has been provided in Appendix Figure A. 1). 

2.3.3.2 Selection of regions of interest 

After the document images were prepared and uploaded into ProFID, the regions of interest 

(ROI) were identified for each document type. The regions of interest are the areas that the 

algorithm will compare between the different images. An example of potential regions of 

interest is shown in Figure 2-7. It should be noted that areas that are obscured by optically 

variable devices (i.e. holograms) should not be targeted, as these can obscure the regions of 

interest, therefore hampering the comparison. Similarly, areas that contain variable information 

(e.g. personal information) should not be targeted. The regions of interest that were selected 

for each analysis is provided in Appendix Figure A. 2 and Figure A. 3. 
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Figure 2-7: An example of the regions of interest that were selected for one of the Padif analyses. 

 

2.3.3.3 The comparison process and analysis of the results 

Within Padif, the regions of interest are compared, pixel by pixel, using three different 

comparison metrics (Root-mean-squared error (RMSE), Euclidean Distance and Ward)14 to 

determine the distance (i.e. difference/similarity) between the different regions of interest, and 

therefore the documents. To illustrate the variation based on regions of interest, three test 

analyses were conducted, with each having different regions of interest selected. The results of 

the analysis are presented as a dendrogram, with the distance between the documents (i.e. the 

length of the line) illustrating the difference between them. The longer the line, the more 

different they are. The dendrograms were examined, firstly to identify the groupings that were 

created by Padif and secondly to see if the Padif results agreed with the groupings that were 

determined using the manual profiling process. Any anomalies or variations within these 

groupings were then examined. 

  

 
14 Clustering method: Ward 

ROI Distance aggregation method: Euclidean distance 
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2.4 Results and Discussion 

To properly understand the Australian fraudulent document criminal environment, the 

information that can be gathered from the systematic examination and profiling of these 

documents must be evaluated. Typically, the intelligence that can be gathered from this process 

is divided into three different levels depending on the size of the dataset, the depth of 

examination required and the level at which the intelligence can be applied e.g. single-case, 

multi-case or the broader criminal environment (Section 2.1.1). To establish and illustrate how 

this systematic forensic intelligence method can be applied to these different intelligence levels, 

the results in this chapter will be divided according to their level. In this research, no contextual 

information was provided about the documents that were examined, which meant that the 

interpretation of the results was somewhat limited. It was not possible to verify the linkages 

through examining those known to originate from a single source, or to identify temporal and 

spatial trends in manufacture, distribution and use of the documents. For this reason, this 

analysis is limited to the surface/strategic and M.O./operational levels.  

2.4.1 Surface or strategic level 

The surface or strategic level of analysis has a very broad focus, aiming to provide a greater 

understanding of the overall criminal environment, focusing on specific criminal activities and 

their evolution over time [150]. At this level, very basic analysis can provide useful information 

regarding the types of documents that are being encountered, and if the contextual information 

about their seizure has been documented this can be combined with the analysis of trends in 

their manufacture and distribution over time. Because of the more general nature of this 

analysis, the types of features required are the easiest to extract, being the general features of 

the document such as document type, issuing country, and type of fraud [15].  
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As illustrated in Table 2.3, across the whole specimen set, NSW documents are the most 

represented, followed by VIC documents, likely due to the potential bias occurring as the 

organisations from which the documents were collected were based in NSW, the ACT and 

VIC.  

When looking at the forgery types within the specimen set, the majority (88%) of the 

documents were counterfeit driver licences. The remaining fraud types, being forgeries and the 

pseudo documents, made up 10% and 2% of the specimen set, respectively. These proportions 

are not too dissimilar to what was found in Switzerland, where 64% and 19% of the documents 

seized were made up of counterfeit and forged documents respectively, with all other fraud 

types falling below 10% of seizures [175]. These numbers are also in line with what has been 

found internationally [176]. Generally, plastic credit card-style documents, are easier to 

counterfeit than to forge because of the embedded security features that are designed to make 

the documents tamper-proof, such as security laminates [13, 51]. It has also been argued that 

counterfeited documents are generally easier to detect than forged or stolen blank documents 

[51], which may also contribute to the overrepresentation of counterfeit documents.  

It is clear within this specimen set that driver licences are the most encountered document type. 

Globally, driver licences have been identified as one of the most common products for sale 

within the international online marketplace for fraudulent documents, making up 73% of the 

products available for sale [47, 51]. Understandably this has made them a particular point of 

interest within the document fraud criminal environment, particularly from an intelligence 

perspective. The prevalence of these documents is likely attributed to the use of driver licences 

as proof of identity in several countries such as Australia, Canada, and the U.S. coupled with 

the fact that they contain valuable personal information such as name, date of birth (DOB), and 

address. This has made them a common target for identity crime and document fraud, 

internationally, and here in Australia, with driver licences being the most targeted document 
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type according to the results of the Australian Institute of Criminology’s (AIC) identity and 

misuse reports from 2017 through to 2023 [29-31, 47].  Undoubtedly, further contributing to 

the prevalence of driver licences within Australia is the fact that individuals do not require their 

passport or ID to travel throughout Australia, which is something that is required when 

travelling around Europe. While some international licences were captured within the specimen 

set, soon after collecting these documents, it was determined that Australian driver licences 

would be the focus for the remainder of the project, as this was the most prevalent document 

type encountered by our industry partners.  

In most cases, the documents were collected during regular inspections of licenced venues 

(those that serve alcohol). During these checks, establishments will often surrender any 

fraudulent identity documents that have been seized by bouncers when “carding” individuals, 

i.e. checking their identity documents to ensure that they are over the legal drinking age [177]. 

While a very useful source of fraudulent documents, information regarding the date and 

location of these handovers is not recorded, and in many cases, the documents are destroyed, 

reducing any potential examination that could be carried out from an intelligence perspective. 

For the NSW licences provided by Organisation 1 (n=35), it was possible to identify the year 

in which the documents were seized as the case number was included in the image file names. 

From these case numbers, it was possible to get a very partial insight into Organisation 1’s 

seizures of NSW driver licences across the 2016-2021 period. 

Most of the licences with a year of seizure (69%), were seized in 2019. Twenty of these 

documents were intercepted in the post as part of a single shipment entering Australia from 

Indonesia. Unfortunately, this is a very limited snapshot of just some of the documents that 

were seized by this government organisation, as more detailed contextual information was not 

provided with the documents, and in some cases not collected. This is just an illustration of the 

way that contextual seizure information could be used to help inform on trends regarding 
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manufacture, use, and distribution of these documents. Understanding this temporal and spatial 

element of the document fraud criminal environment is important, as has been previously 

illustrated by international research [13], however, there is not enough data to make any solid 

conclusions for the documents examined here. 

Without exact dates and locations of seizures, and no information regarding what led to their 

interception or seizure, what can be gathered within this surface intelligence level is limited to 

examining the fraud type of the documents collected, with some admittedly limited and flawed 

general discussion of the seizure dates that were surmised from the case numbers of 35 of the 

documents. To perform proper temporal and spatial analysis of the criminal environment, 

including identifying trends in the manufacture and distribution of these documents, more 

detailed information needs to be gathered and subsequently shared regarding the circumstances 

of these document seizures.  

2.4.2 M.O. (operational) level 

To evaluate the M.O. level, a higher depth of examination is required focussing on the profiling 

of the visual features of the documents to identify those anecdotal cases of crime and those that 

are being carried out by more prolific offenders. The features that are targeted at this level are 

those that reflect the M.O. used to create them as illustrated in Figure 2-1 and Figure 2-2 in 

Section 2.1.1.  

2.4.2.1 The structure of the criminal environment 

Out of the 183 fraudulent and counterfeit documents examined, it was identified, through the 

manual comparisons, that 172 (94%) were linked to at least one other document, and 17 series 

emerged. Links were established based on the percentage similarity of the documents, as 

discussed in Section 2.2.2, with the linkage threshold being 75%. It should be noted that while 

some documents may not share 100% of their features, their similarity is identified using 
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features that are so specific to the manufacturing process that a similarity of 75% (or in some 

cases, lower) cannot be explained by any hypothesis, other than the documents originating from 

the same source [15]. Furthermore, given the specificity and number of features being 

compared (especially for the NSW licences) it was deemed unlikely for two documents to share 

this many features based on random chance. For the NSW driver licences a similarity of 75% 

equates to a minimum of 30 correlating features, for the VIC driver licences it equates to 18 

features, and for the WA driver licences this equates to 15 features. Before this research, part 

of which was published in 2022 [172], there were no studies that examined the Australian 

fraudulent document market and fraudulent documents in Australia were, in most instances, 

treated as isolated cases of document fraud. However, Table 2.8 illustrates that over 90% of 

each document set examined, except for the international licences, are linked to at least one 

other document, illustrating that the market for fraudulent documents in Australia may 

potentially be structured, and not composed of numerous isolated cases as previously 

hypothesised. 
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Table 2.8: The number and proportion of the document set with 0, >0, 1-5, etc. links to other documents within the document 

types studied. Also included in this table is the number of features (or range) compared for each document type along with 

the total number of links identified within each document set. The average degree and density illustrate the structure and 

interconnectedness within the networks. The structure of this table was inspired and adapted from Baechler et al. 2012[15] 

 

Furthermore, a high percentage of the specimen set examined in this research are linked to 15 

or more other documents (39.7% of the NSW licences and 77.1% of the VIC licences), which 

is higher than that of previous research [13]. This suggests that the Australian fraudulent 

document market may be both organised and punctuated by prolific offenders. It also suggests 

that larger networks may potentially be contributing to this criminal problem, like what has 

been found internationally [13, 15, 143]. 

Social network analysis, specifically the average degree and density measures, can help 

illustrate the structure of the fraudulent document market, with the average degree 

corresponding to the average number of links per entity, in this case, per document [13]. The 

density on the other hand illustrates the proportion of the network that is connected compared 

Number and proportion (%) of documents with 0, 1, 2, n, links to other documents 

 Type of 

document 

Features 

compared 

 
0 >0 1 to 5 6 to 10 11 to 15 >15 Total 

links 

Average 

degree  

Density 

(%) 

NSW 

driver 

licences 

(n=68) 

40-47 Number 4 63 22 14 0 27 450 6.6 20 

% 5.9 94.1 33.8 20.6 0.0 39.7 
 

  

VIC driver 

licences 

(n=70) 

24 Number 1 69 0 0 15 54 1534 21.9 64 

% 1.4 98.6 0.0 0.0 21.4 77.1 
 

  

WA driver 

licences 

(n=19) 

20 Number 1 18 11 7 0 0 32 1.7 19 

% 5.3 94.7 57.9 36.8 0.0 0.0 
 

  

NSW 

photo 

cards 

(n=18) 

1 Number 0 18 8 8 0 0 40 2.2 26 

% 0.0 100.0 44.4 44.4 0.0 0.0 
 

  

Int. driver 

licences 

(n=4) 

NA Number 4 0 0 0 0 0 0 0.0 0 

% 100 0 0 0 0 0 
 

  

NSW 

pseudo 

documents 

(n=4) 

12 Number 0 4 4 0 0 0 6 1.5 100 

% 0 100 100 0 0 0 
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to the total possible number of connections that could exist within the network [13, 173, 178]. 

The average degree and density have been included in Table 2.8. 

When looking at the results for the Australian documents, they suggest that the Australian 

fraudulent document criminal environment may be structured, with the highest concentration 

of connections occurring within the markets for VIC driver licences and NSW photocards and 

driver licences (density of 64%, 26% and 20% respectively). However, before any concrete 

statements can be made regarding the state of the Australian document market, it must be 

evaluated whether this high degree of connection is due to the structure of the market, and 

perhaps the geographical isolation of Australia, or if biases in the document set may be inflating 

the results.   

In 2016, Baechler et al. [13] examined the links and density of the markets for Portuguese ID 

cards (n=170), French ID cards (n=129) and French passports (n=64). In this analysis, the 

density of these three document sets was found to be 1.9%, 3.9%, and 3.5% respectively. The 

most obvious difference between the data set examined by Baechler et al., and that examined 

here is the size, but even when comparing the document set that was a similar size, being the 

French passports (3.5%), the density is far greater for the Australian documents. These results 

could potentially indicate a higher degree of organisation and structure within the Australian 

document market but are more likely due to the difference in seizure circumstances. While the 

documents examined by Baechler et al. were seized across different jurisdictions in France and 

Switzerland across a period of twelve years, those examined here were seized solely within 

Australia, across an unknown period.  

The density of most of the identified networks within the Australian document market seems 

to be of a similar magnitude to other previously researched criminal and terrorist networks 

[173, 179-181]. However, the density of the VIC licence market (64%) is much higher. This 
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can likely be attributed to the comparatively small specimen set examined within this research, 

combined with the decreased variety of sources. Of the 70 VIC licences examined, 69 of them 

were connected to at least one other document, and only two series were identified, which of 

course has led to a highly dense network structure. Only two organisations significantly 

contributed to these data sets, with all VIC documents provided by Organisation 3 (n=54) being 

linked, creating the largest series within the data set.  

While the large disparity between the densities identified here and previous research is 

undoubtedly due to the reasons mentioned above, there is the potential that a more significant 

domestic Australian market may be partially contributing to these higher levels of 

connectedness. In comparison to European countries such as Switzerland and France, Australia 

is far more geographically isolated. This, in combination with increased border controls and 

security, may be contributing to an increased domestic market, much like what has been seen 

in other illicit markets, such as that for illicit drugs [104, 117]. Undoubtedly, if the Australian 

fraudulent document market has a high percentage of domestic contributors, this would likely 

contribute to an increased density of the identified networks. Unfortunately, given the size of 

the data set examined here, and the lack of contextual information provided around the 

documents, the conclusions that can be drawn are limited. 

The more quantitative results in Table 2.8 are complemented by visualisations such as that 

presented in Figure 2-8 which shows the overall market structure for the Australian counterfeit 

driver licence dataset, with each line indicating a similarity between the two connected 

documents, and clusters of connected documents illustrating a series. It is clear from Figure 

2-8 that the largest series is that of VIC_DL1, which is composed of the 54 Victorian driver 

licences from Organisation 3. Within this series, almost all the licences are connected, creating 

the dense cluster that is seen in the figure. On the other hand, the second largest series, 

NSW_DL1 (31 documents) has a subset of documents (n=4) that are less connected than the 
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rest of the series. These four documents, while still part of the overall series, have some slight 

differences when compared to the rest of the series, resulting in that slight separation that is 

evident in the figure. Both series account for a large portion of the counterfeit VIC and NSW 

driver licence market examined here (77% and 46% respectively), indicating that these sources, 

if neutralised, may decrease the number of counterfeit documents making their way to 

consumers.  
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Figure 2-8: Visualisation of the relationships between the Australian driver licences, including those that were linked, as 

well as the four unlinked documents as indicated by “NS” in the legend (No series). According to the exhaustiveness rule, 

any unlinked documents form their own class [15]. Each circle represents one document, with the line between indicating a 

link between those two documents. Each cluster of linked documents is indicative of a series of documents, i.e. those likely 

produced by the same source. The two largest series, VIC_DL1 and NSW_DL1 have been labelled. 

 

Based on the quantitative and visual analysis, the Australian fraudulent document market seems 

to potentially exhibit characteristics that have previously been identified in organised and 

structured document fraud markets [13, 15, 143]. Even if the organisation seen within this data 

set is inflated due to the size of the data set and a lack of diverse sources, there is likely some 
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degree of organisation present within the Australian document market given what has been 

found internationally [13, 15, 16, 32, 143] and the organised crime climate in Australia [166-

168, 182-186]. Between 2015 and 2021 the cost of serious organised crime in Australia 

increased from $36 billion to $60.1 billion [139, 187], and is likely to continue increasing 

alongside access to and developments within digital and communications technology [139, 

166].  While in Australia organised crime activities tend to be camouflaged within the 

community [166], a considerable number of organised crime groups have been recognised, 

including outlaw motorcycle gangs (OMCGs) [168, 185, 188], ethnic-based crime groups, 

family-based crime groups, groups created through a common origin i.e. prison-based groups 

[167, 189] as well as those involved in the illicit drug market [183], human trafficking and 

sexual exploitation [184, 190, 191]. As an example, in 2023 a research paper examined 587 

organised crime groups involved in drug trafficking that had been previously identified by 

Australian law enforcement agencies [183]. This was just one analysis and did not consider 

groups involved in other forms of organised crime. 

As indicated by previous research, organised crime and document fraud are often linked, with 

document fraud considered to be an enabler of almost all serious and organised crime [32].  In 

2017, this relationship between the document fraud market and organised crime within 

Australia was exemplified after a joint New South Wales Police Force (NSWPF) and 

Australian Federal Police (AFP) operation identified 1,710 falsified documents belonging to 

an identity document fabrication syndicate [47, 192]. Police successfully tied these documents 

to 29 organised crime groups and 13 outlaw motorcycle gangs who had used the documents to 

illegally move $57 million offshore [47, 192]. Police also identified that several other activities 

had been facilitated using these false identity credentials including hundreds of online scams, 

visa fraud and the movement of suspected terrorists [47, 192]. 
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While these results indicate (as illustrated in Figure 2.8), that the Australian fraudulent 

document market may be both organised and structured and that, according to previous 

research, organised crime is present and flourishing within Australia [47, 167, 168, 183-185, 

188-192], more concrete ties between these organised criminal enterprises and the documents 

examined here cannot be identified due to the size of the data set and the lack of contextual 

information about the documents. Baechler et al.’s [15] visual profiling method, which was 

adapted for this research, has been successfully applied to fraudulent identity documents in 

Europe and has assisted in the identification and subsequent dismantling of criminal networks 

[37]. Given the Australian organised crime climate, and the degree of connectivity within the 

documents examined here, it is suggested that this method, if integrated into operations, could 

assist in understanding and disrupting the activities of organised crime groups in Australia 

through assisting in the identification of priority targets and in the effective allocation of 

resources. However, this research is just the first of many steps required to move towards that 

end goal.  

2.4.2.2 Counterfeit driver licences 

Most of the examined document set was composed of counterfeit Australian driver licences 

and within that set, fifteen series emerged, the two largest of which, NSW_DL1 and VIC_DL1 

were made up of 31 and 54 documents respectively, as illustrated in Table 2.9. 
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Table 2.9: The number of documents in each of the fifteen series identified within the counterfeit driver licence specimen set 

with their percentage similarity ranges (% of correlating features) using the 75% similarity threshold 

Document type Series code No. of documents % similarity range 

NSW driver 

licence (n=68) 

NSW_DL1 31 75-100% 

NSW_DL2 9 83-98% 

NSW_DL3 3 94% 

NSW_DL4 3 80-98% 

NSW_DL5 4 80-100% 

NSW_DL6 4 95-100% 

NSW_DL7 3 100% 

NSW_DL8 5 80-90% 

NSW_DL9 2 97% 

VIC driver licence 

(n=70) 

VIC_DL1 54 79-100% 

VIC_DL2 15 79-100% 

WA driver licence 

(n=19) 

WA_DL1 4 75-90% 

WA_DL2 9 75-90% 

WA_DL3 3 75% 

WA_DL4 2 80% 

 

 

It was found that documents with more complex security features, design elements and 

templates were easier to profile, in that the more complex a feature is, the greater variation 

there will be when different manufacturers try to replicate it. Within both the NSW and the 

VIC subsets, there was no characteristic overlap between the different series, with each series 

having a unique set of characteristics. This clear delineation between the series was not present 

within the WA licences. While they still had 24 extractable characteristics, these were of a 

much lower complexity, which meant that there was less possible variation in the way they had 

been manufactured. This resulted in a few of the identified series sharing some level of 

similarity across their different features.   
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The higher number of series identified in the NSW documents could indicate that there are 

more distinct operators contributing to the market for NSW counterfeit documents. However, 

this research is based in NSW, and there was a larger variety of sources for these documents 

than for the other states, with variation in organisations providing the documents, and a 

variation in the locations they were seized and intercepted. So, this larger number of series is 

likely correlating to this increased variation in specimen collection due to bias within the data 

set caused by the limited availability of documents. 

90% similarity threshold 

For comparison, the degree of connection for the licences was investigated when the similarity 

threshold was increased to 90% (as was used in Baechler et al. 2012 [15]). When using the 

90% similarity threshold it was found that across the whole driver licence document set 80.9% 

of the documents were linked (127 of the total 157) and 13 series emerged. The series numbers, 

along with the number of linked documents and the percent similarity range has been included 

below in Table 2.10.  
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Table 2.10: The number of linked documents per series when abiding by the 90% similarity threshold. The range of the 

percentage similarities for each series has been included. 

Document type Series code No. of documents % similarity range 

NSW driver 

licence (n=68) 

NSW_DL1 29 90-100% 

NSW_DL2 7 91-98% 

NSW_DL3 3 94% 

NSW_DL4 2 98% 

NSW_DL5 3 100% 

NSW_DL6 4 95-100% 

NSW_DL7 3 100% 

NSW_DL8 3 90% 

NSW_DL9 2 97% 

VIC driver licence 

(n=70) 

VIC_DL1 53 92-100% 

VIC_DL2 13 92-100% 

WA driver licence 

(n=19) 

WA_DL1 2 90% 

WA_DL2 3 90% 

 

Of course, the most obvious difference is when comparing the results of the WA licences 

between the two thresholds. As discussed earlier the WA licences had the fewest extractable 

characteristics which for the most part resulted in the identified series having lower percentage 

similarities. However, it was determined that the 75% threshold was suitable, particularly for 

the WA licences as those within WA_DL1 (4 documents with the 75% threshold) and 

WA_DL2 (9 documents with the 75% threshold) were linked based on an eight-digit serial 

number that was visible on the documents. As an example, document FLWA_453 and 

FLWA_268 had a percentage similarity of 75%, but they shared the same document serial 

number. In fact, the only features that they differed on was a slight variation in alignment of 

the template text and microprinting, the UV reaction of the substrate and the colour of the UV 

security feature. These differences can be explained by updates in the UV security feature to 

make it more in line with the legitimate document or could be an indication that the source 
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used a different substrate. Either way, for this examination, the 75% threshold was deemed 

appropriate as it limited false negatives as much as possible and given the aim of this 

examination was to get a broad understanding of a previously unexplored fraudulent document 

market, it was deemed more important to avoid false negatives. The presence of false positives 

was mitigated as much as possible through the selection and inclusion of very specific visual 

features. The results of the 90% threshold illustrate the versatility of this method and 

emphasises the high degree of visual similarity between the documents examined in this 

research. 

NSW 

There is a general assumption in Australia that fraudulent identity documents, particularly 

driver licences are being used by underage individuals to gain access to alcohol and other 

restricted services. Interestingly, 40 of the 68 NSW driver licences examined were for 

individuals claiming to belong to the 18–25 age bracket, which may be supporting this 

assumption. However, the Australian Bureau of Statistics identified that 14.2% of offenders of 

all crime types in Australia are between the ages of 20–24, with 15–29 years olds making up 

42.4% of the offenders in the 2020–21 financial year [193]. Therefore, the purchase of alcohol 

is just one possible hypothesis and does not negate the possibility that these licences were used 

in the pursuit of other criminal activities. Beyond this, it is also important to consider that a 

single manufacturer or source could be supplying documents for a range of individuals and 

purposes [51]. Within the NSW_DL1 series, nine documents (provisional licences) were 

collected within NSW from licenced venues, but twenty of them (full licences) were 

intercepted in the mail entering Australia from Indonesia. All twenty of these documents had 

the same photograph of the individual with different names and addresses, which may suggest 

that they were less likely to be used for access to alcohol and other restricted services.  
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As illustrated in Table 2.8, the NSW licences had roughly double the number of extractable 

characteristics when compared to the other licences examined in this study. Not only did they 

have a higher number of discernible security features, but the security features and the general 

design elements of the document were far more complex. This made it easier to identify 

different series, as there were very clear delineations between them, with very little to no 

overlap, perfectly illustrating the theories postulated by Baechler et al. in 2012 [15]. The traces 

left on these fraudulent documents (visual features) are clearly a reflection of the forgers M.O. 

which is based on their materials, equipment, methods, and biological characteristics [15]. 

Within the NSW documents, a key feature that the manufacturers attempted to replicate was 

the microprinting15, and an example of the legitimate NSW microprinting has been included in 

Figure 2-9.  

 

Figure 2-9: An example of the legitimate microprinting from the NSW driver licence 

 

Figure 2-10 shows six different examples of the microprinting identified throughout the NSW 

series. Because of the manufacturers difference in methods, techniques, equipment and 

materials, they have all produced very different results. This key premise upon which the 

international profiling method relies is clearly applicable to the counterfeit documents 

 
15 Microprinting is essentially printing that is so small it cannot be easily replicated as it requires the use of 

specific printing processes such as offset printing. 
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encountered in Australia. This, in combination with the identified structure as illustrated in 

Figure 2-8 supports the hypothesis that a systematic profiling method for fraudulent identity 

documents could be implemented in Australia, and that it would assist in the identification of 

prolific offenders and would help to illuminate this previously shrouded criminal environment.   

 

 

Figure 2-10: Examples of the different microprinting styles encountered within the counterfeit NSW driver licences. In order 

from (a) to (f) the series that each style appeared in was NSW_DL1, NSW_DL2, NSW_DL3, NSW_DL4, NSW_DL5 and 

NSW_DL6. 

 

The identification of the structure of the criminal environment is not all that a systematic visual 

profiling method can provide. With contextual information around the documents being 

examined, such as seizure dates, locations, and associated criminal activities, trends in the 

manufacture, distribution, and use of the documents can be identified [13, 15, 51]. This can 
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assist in the generation of relevant intelligence alerts regarding emerging document types, 

understanding adjacent criminal activities that have been enabled by document fraud, and the 

identification of advancements or developments of M.O. While in this research, minimal 

information was provided about the documents being examined, a pseudo-temporal and spatial 

analysis was conducted using the NSW counterfeit licences.  

Temporal analysis 

As all dates within a document (e.g. the date of issue and expiry) can be easily fabricated,  

previous research has analysed the date of seizure of a document as a pseudo indicator of its 

manufacture date [13]. This date, in combination with the visual analysis of a document’s 

features can enable the evaluation of M.O.s over time, providing an indication as to when 

particular M.O.s are active and if/when they have changed [13]. This is of course entirely reliant 

on having access to the seizure information for each document. However, even without this 

information some hypotheses can be made based solely on the features themselves.   

As illustrated in Figure 2-11, the back of the NSW licence has an area that is quite text-heavy, 

as it contains the conditions related to the use of the licence. While not visually complex, this 

concentration of text and formatting creates many opportunities in which the forger may make 

mistakes. Both documents in Figure 2-11 are from series NSW_DL2, and seven of the nine 

licences within this series share the typo of ‘Tracker’ as illustrated in (a), and the inverted state 

badge lion. The other two licences in the series look like (b) with both the ‘Tracker’ typo and 

the inverted lion corrected, meanwhile ignoring other, smaller mistakes such as the use of the 

American spelling of ‘license’.  This is a good indication of the theories postulated by Baechler 

et al. that, following rational choice theory, manufacturers will only make changes when 

necessary, such as to correct noticeable mistakes or to keep up to date with developments in 

the security features of the documents [13, 15].  
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Figure 2-11: The backs of the cards from series NSW_DL2 illustrating the errors present within seven of the nine licences 

(a) including the misspelling of 'Tractor' and the inversion of the lion in the state badge (highlighted in red), with the 

corrections that have been made highlighted in red in (b). Other mistakes that have not been corrected are indicated in 

orange. 

 

Another potential M.O. development is seen in Figure 2-12 which shows two microprinting 

styles identified in NSW_DL1. All licences, except for one, exhibit the streaky microprinting 

style (b) while one document had the grid style shown in (a). Upon closer examination, it 

appeared that the spaces between the grids of ‘NEW’, ‘SOUTH’ and ‘WALES’ of style (a) 

were quite consistent, and upon overlaying both styles it was found, as illustrated in Figure 



130 

 

2-12 that the gaps and spaces align between the two styles, supporting the hypothesis that they 

are linked. It is possible that the streaky style (b) may be the results of repeatedly scanning and 

reproducing the grid style (a) resulting in a decrease in quality, or that the grid style has grown 

from the streaky style in the forgers attempt to make the microprinting of their document closer 

to the legitimate version.  

 

Figure 2-12: Overlaid image of microprinting styles (b) and (a) to illustrate the similarity in placement and alignment of the 

different elements within the microprinting. Both these styles of microprinting were present within NSW_DL1. 

 

Of course, without the seizure information, the potential developments in Figure 2-11 and 

Figure 2-12 are just conjecture based on the high degree of similarity between the documents 

within the series, and the logical assumption that the documents would be developed to reduce 

the errors as opposed to the opposite. If more contextual information was gathered for these 

documents, it would be possible to verify these and any other developments in M.O. and to 

understand shifts or changes to the Australian criminal environment over time. Even with the 
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obvious limitations, the information presented in Figure 2-11 and Figure 2-12 proves the ability 

of the method to still detect links across (suspected) updates of M.O. This suggests that this 

method would successfully be able to link Australian documents across extended periods, as 

has been done internationally [13].  

Spatial analysis 

Spatial analysis of the document market has proven to aid in the identification of trans-

jurisdictional and transnational document series, and thus in turn, organised crime networks 

[13, 37, 143]. Given that both organised crime, terrorism and identity crime are not limited by 

borders, it is reasonable to assume that the fraudulent document market would also be similarly 

without restrictions. While an extensive spatial analysis is reliant upon having more detailed 

seizure information, given the information that was provided for the documents in this 

specimen set, a more general, quasi-spatial analysis can be conducted based on the examination 

of cross-organisational links. The NSW driver licences are used here as an example, and each 

of the five organisations (Organisation 1 and the four area commands of Organisation 2, i.e. 

NSWPF), are treated separately. This is to illustrate the very separate attitude often adopted by 

policing agencies when dealing with fraudulent identity documents, and to illustrate that prior 

to this research no combined analysis or communication between departments was undertaken 

in relation to these documents. After the application of the profiling method and the systematic 

comparisons of the profiles it was found that 34% of the links across the NSW licence set and 

three of the nine series were exhibiting cross-organisational links as illustrated in Figure 2-13. 

The most significant of these cross-organisational links were in series NSW_DL1, where nine 

of the documents from Organisation 2 area SH (Org 2_SH) were linked to 22 documents from 

Organisation 1. As mentioned previously, 20 of these documents from Organisation 1 were 

intercepted as part of the same seizure that was entering Australia from Indonesia. This 
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suggests a potential investigative connection between documents encountered in Australia and 

a potential international source. 

 

 

Figure 2-13: Cross-organisational links identified within the NSW driver licences specimen set. The organisations are 

indicated by their different colours. All the grey documents were those from Organisation 1. The three series that have 

cross-organisational links have been highlighted. 

 

Organised crime groups will quite often operate across state and territory borders, with Morgan 

and Dowling identifying in their 2023 analysis that 48.2% of the 587 organised crime groups 

they examined were operating in more than one Australian state or territory [183]. This 
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tendency for cross-border operations of organised crime networks, coupled with the cross-

organisation analysis presented here makes it clear that greater communication and information 

sharing is needed between organisations and across different state jurisdictions to not only 

properly combat the document fraud criminal environment, but also to more accurately 

understand the structure of and key sources within the market. The current siloed attitudes 

towards the document fraud criminal environment, and the lack of information sharing, 

contributes to linkage blindness [153] and the misconception that the fraudulent document 

market is unstructured and composed of isolated cases. 

2.4.2.3 The forged NSW photocards 

NSW photo cards are used in most cases as a proof of age card when an individual does not 

have a driver licence. They have a very similar structure as the driver licence, being a plastic 

credit card style document with an overlaid transparent laminate that contains the optically 

variable device (OVD). All the forged documents within this specimen set were altered using 

the same method, where the laminate over the area containing the DOB was lifted and the year 

of birth was then scratched off. The original laminate was then replaced, and a second laminate 

was added on top containing the new year of birth. An example is included in Figure 2-14, 

which shows an original, unaltered document (a), next to an altered example (b). In an unaltered 

document, the OVD appears over the printing of the DOB, however, in the forged documents, 

the printing is on top of the OVD layer, indicating that a second laminate has been added on 

top. This was also confirmed through taking apart one of the licences and examining the 

different layers.  
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Figure 2-14: Comparison between a legitimate DOB from an NSW photocard (a) and the DOB of the forged photocard (b). 

The original DOB has been scratched off, but it is still visible by examining the void space as highlighted in red. The areas 

where the OVD is overlapping the printing are highlighted in yellow, and the void space where the OVD is missing from the 

altered print space is highlighted in orange. 

 

As the forgery of the document was limited to the alteration and addition of one key visual 

feature, the number of features that could be examined and profiled was therefore quite limited. 

When examining the documents it was noted that the forger made a choice as to whether one 

or both digits of the date of birth were scratched off and reprinted, and then the style of printing 

that was used to print the new date of birth. Figure 2-15 shows the three different identified 

printing styles. Based on the visual characteristics of the printed numerals on the replacement 

laminate, seventeen of the eighteen documents were organised into three potential series as 

illustrated in Table 2.11, with only one document not being classed into a series as the 

fraudulent printing had been fully removed. The percentage similarity was not shown for each 

series as too few features were used in the profile so the percentage would not be an accurate 

indication of the similarity. 
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Table 2.11: Number of documents per series for the forged NSW photocards 

Series code No. of documents 

NSW_PC1 [Rough] 7 

NSW_PC2 [Scaled] 4 

NSW_PC3 [Smooth] 6 

 

 

 

Figure 2-15: The three different identified printing styles used on the forged photocards that have been divided based on 

their physical appearance, (a) scaled, (b) smooth and (c) rough 

 

While admittedly the use of the same alteration method across all eighteen licences indicates 

that they could potentially all belong to a single series, the printing style used on the additional 

laminate has been identified as a more useful feature, and it is considered unlikely that the same 

source will use three different printing modes to produce the same product, as this goes against 

rational choice theory and routine activities theory [145, 146]. With this being the only 

extractable feature, these linkages are somewhat tenuous, but they do provide some indication 

as to the potential structure of the forgery market in NSW, with all these documents having 
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been seized across three different areas of Sydney city. Furthermore, it illustrates the utility of 

the OVD layer on these documents, with the laminate positioning in relation to the printing 

making it obvious when the document has been altered. 

From examining the rest of the document template and the original date of birth on the 

document, all these individuals had their date of births altered to appear over eighteen, with the 

date of birth being the only altered part of the document. Coupled with the fact that these 

documents were most likely surrendered to police during licencing checks at local 

establishments that serve alcohol, it appears that the forged photo cards have been used to gain 

access to alcohol and other restricted services by underage individuals.  

 

2.4.2.4 Quality indexes 

The quality of the counterfeit Australian licences was determined by examining the number of 

security elements and core design features that were correctly replicated by the manufacturer. 

These features included the security features such as microprinting and OVDs, along with 

visual features such as logos. A higher percentage quality of the document indicated that more 

features were correctly replicated. This can provide insight into the document templates and 

features that are particularly vulnerable to counterfeiting or alteration, and those series that 

pose a higher risk (i.e. those that are of a higher quality). The number of extractable features 

varied across the different document templates, with the NSW licences having the most 

features (6), followed by WA (5) and VIC (3) as no UV images were provided for the VIC 

licences. 

Across the 157 counterfeit Australian licences examined, 135 (86%) of them had a percentage 

quality of less than 50% (Table 2.12). The average quality index for NSW counterfeit licences 
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was 25% (68 documents), 33% for VIC counterfeit licences (70 documents) and 77% for the 

WA counterfeit licences (19 documents).  

Table 2.12: Average quality index (%) per series within the counterfeit licences document set. Those series that have an 

average percentage quality of over 50% have been highlighted, with those that pose the highest risk highlighted in red and 

orange. 

Document Type Series number Average quality 

index (%) 

NSW Counterfeit Licences NSW_DL1 33% 

NSW_DL2 20% 

NSW_DL3 28% 

NSW_DL4 11% 

NSW_DL5 29% 

NSW_DL6 0% 

NSW_DL7 6% 

NSW_DL8 13% 

NSW_DL9 0% 

VIC Counterfeit licences VIC_DL1 33% 

VIC_DL2 36% 

WA Counterfeit licences WA_DL1 80% 

WA_DL2 100% 

WA_DL3 67% 

WA_DL4 40% 

 

In general, there was a low quality amongst the NSW licences (average of 25%), 64 of the 68 

had a quality of less than 50%, with most of them sitting at 33%, which was equivalent to only 

two feature types having a replication score of over two. Beyond having a higher number of 

security features and design elements, the features within the NSW licences were noticeably 

more complex, meaning that there were more small features that were not replicated properly 

and would often go unnoticed by a forger. This increased complexity likely impacted the 



138 

 

overall quality of the documents and therefore made them more difficult to convincingly 

replicate.  

Much like the NSW licences, the VIC documents also had a low average quality (33%), with 

only one of the 70 documents with a percentage quality over 50%. While the VIC licences only 

had three extractable security features to determine the percentage quality (due to the lack of 

UV images) the features in the VIC licences appeared to have a similar level of complexity as 

those within the NSW licence, particularly in relation to the microprinting, with no 

manufacturer correctly replicating the legitimate microprinting.  

Contrasting with both the NSW and VIC licences, the WA documents had the most documents 

with a high percentage quality, with 17 of them having above a 50% quality index, and five 

having successfully replicated all identifiable security features to a high enough standard to 

likely convince a lay person of their legitimacy (100% quality index). This was undoubtedly 

due to the lower complexity of the WA licence features. The microprinting for example, was 

successfully replicated in five of the documents, as it is not small or complex enough to prevent 

replication.  

When examining the percentage quality of the series, as illustrated in Table 2.12, the series that 

poses the greatest risk, i.e. that which has replicated the most security and design elements, is 

WA_DL2, as all documents within this series replicated all security features and design 

elements to a high standard. This may be indicating that changes are required within the WA 

driver licence to make it more secure, and thus more difficult to convincingly counterfeit. 

However, if new features are to be integrated into this document type, it is crucial that the 

complexity of these features is increased. Simply updating the style of a feature (without 

increasing its complexity) is not a sufficient counterfeiting deterrent, as forgers are known to 

be highly adaptable [27, 28, 51, 120]. This was illustrated by the WA government’s 
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introduction of a new OVD style into the WA driver licences in 2015. As illustrated in this data 

set (Figure 2-16), both OVD styles, being those from pre- and post-2015 have been replicated.  

 

 

Figure 2-16: Both versions of the OVD feature introduced onto the WA licences. Style (a) was introduced in 2001 and 

featured a repeated pattern of the coat of arms of WA (like that on the left of the image). Style (b) was introduced in 2015 

and features the state of WA and a Kangaroo Paw, the state’s floral emblem. 

 

Furthermore, by examining the proportion of the documents that have replicated specific 

security features, it is possible to get insight into what features are the most effective for 

preventing counterfeiting. Table 2.13 shows the different document types, along with the 

extracted security features of interest and the percentage of documents in which the feature was 

replicated to a high enough standard that it could be perceived as legitimate. Across all licences, 

the feature that was correctly replicated most consistently was the optically variable device 

(OVD). While this OVD feature is useful in preventing and identifying forged documents (i.e. 

those that have been altered), as illustrated in Section 2.3.2.3, it is not an effective feature for 

deterring counterfeiting.  
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Table 2.13: The most vulnerable security features across the documents sets, indicated by the percentage of the document 

sets that successfully replicated the security features of interest. 

 

 

 

 

 

Clearly, as indicated in Table 2.13, microprinting is the most effective security feature to deter 

counterfeiting. However, this is contingent on the microprinting being small and complex 

enough that it can’t be replicated through regular printing methods, as illustrated by the high 

percentage of documents that successfully replicated the WA microprinting. Interestingly, 

previous research has indicated that UV features should not be used to authenticate documents, 

as they are often successfully replicated, with UV security printing of some counterfeit 

Portuguese ID cards having a quality index of 70% [13]. However, as has been found here, if 

the UV feature is complex enough, such as the feature within the NSW licences, it can be 

considered an effective deterrent, and a useful tool for detecting the counterfeit documents.   

Increasing the complexity of these security features would also assist the profiling method, 

creating more characteristics of interest that could be extracted and profiled, making the 

identification of series and linked documents easier, but also more reliable. It is clear from this 

analysis that the NSW documents are the most secure documents of the ones analysed in this 

research, with them exhibiting counterfeits of the lowest quality, and the lowest number of 

features being properly replicated. 

There is of course an intrinsic bias associated with this kind of analysis, as all the documents 

examined here were of a low enough quality to be detected by law enforcement. It is therefore 

 Document type 

Feature NSW Licence VIC Licence WA Licence 

Substrate UV 9% 19% 37% 

OVD 72% 80% 84% 

Logo 12% - 89% 

UV logo 4% - 84% 

Microprinting 0% 0% 89% 
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even more concerning that the WA licences examined here were of a such a high quality, as 

these would be, in theory, the lowest quality WA documents in circulation. This illustrates the 

potential risk that is being posed by these documents.  

The analysis of the quality index of features may potentially assist in guiding decisions of those 

organisations that are routinely authenticating documents, as well as those that are 

manufacturing the security elements, helping guide them in advancing particular security 

features of interest, or providing guidance regarding the most efficient way of detecting 

counterfeits. Based on the analysis here it is advised that examining the microprinting is an 

effective way to efficiently authenticate NSW, WA and VIC driver licences. However, a closer 

examination is likely required for most WA licences, given the high-quality indexes identified 

in this work. Of course, this examination is just a first step, on quite a small scale, but the 

information provided can still inform front-line workers and security organisations. It also 

provides an indication of the potential outcomes of this method, illustrating the benefits of 

implementing a systematic forensic intelligence model for fraudulent identity documents in 

Australia.  
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2.5 Algorithm-based comparisons (Padif)

Twenty-six provisional NSW driver licences that were physically examined from Organisation 

2 were uploaded into a secure version of ProFID and then compared using the integrated semi-

automated comparison algorithm software, known as Padif. The aim of using Padif in this work 

was to determine if it could be used to compare Australian documents, therefore further 

illustrating if ProFID/BIDIF could be integrated within Australian policing. While three

analyses were conducted using Padif, only the results for Analysis 01 have been included here 

for illustrative purposes. All ROIs and the respective dendrograms can be found in Appendix 

Figure A. 2 to Figure A. 5.

All Padif analyses utilised a combination of ROIs including features of interest identified 

through the manual profiling approach (such as the microprinting, state badge and errors on 

the back of the card), and areas of template text such as ‘Driver’ in the red coloured bar and 

‘Conditions’ on the front of the card in Figure 2-17.

Figure 2-17: Regions of interest for Padif Analysis 01 on the front of the licence (a) and the back of the licence (b)

The results of the Padif analysis are shown in Figure 2-18, with the colours corresponding to 

the series (NSW_DL1, NSW_DL2, NSW_DL3 and NSW_DL5) that were identified through 

the manual profiling and comparison process. In almost all analyses conducted, the groups that 
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Padif identified agreed with those identified through the manual profiling process, although 

there was some separation occurring between two of the documents from NSW_DL1 and the 

rest of that series. In every analysis these two documents were identified by Padif as being 

quite different to the rest of the series, most likely due to the difference in the vibrancy of the 

printing, particularly in the microprinting (as illustrated in Figure 2-19). Despite this difference 

in colour, these two documents are part of the NSW_DL1 series as they were linked based on 

the style of the security features, the errors on the back of the card, and the serial numbers. 

 

Figure 2-18: Dendrogram results of Padif Analysis 01. Each colour designates the series that the document was identified as 

belonging to through the manual profiling (NSW_DL1 = pale teal, NSW_DL2 = red, NSW_DL3 = orange, NSW_DL5 = 

blue).  
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Figure 2-19: Differences between the documents within series NSW_DL1. The style of document that Padif separated from 

the rest of NSW_DL1 (a) along with the style of the rest of the documents within NSW_DL1 (b)

In all analyses, the most consistently grouped series was NSW_DL2. Equally as consistent was 

the fact that Padif identified document D-24-0167 (which is part of NSW_DL5) as being 

similar to some documents within NSW_DL2, in particular document D-24-0166. This link 

was investigated, and it was found that the two documents shared some obvious similarities, 

the most notable being on the back of the card, including the font, bracket style, address, and 

mistakes in punctuation. However, there were some errors in D-24-0167 that have been 

corrected in D-24-0166, including the change in state badge and the correction of ‘Tracker’ to 

‘Tractor’ as highlighted in Figure 2-20. There is the possibility that, given the similarities 

between these documents, and the differences, that D-24-0166 (and the rest of NSW_DL2) 

could be an evolution of D-24-0167 (and therefore the rest of NSW_DL5). Of course, this is 

impossible to say with certainty without the contextual information of when and where the 

documents were seized.
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Figure 2-20: The similarities (yellow) and differences (red) between documents D-24-0166 and D-24-0167 that were 

identified as similar by Padif

The Padif analysis also suggested a potential link that had not been identified within the manual 

comparisons. Documents D-24-0156 and D-24-0161 (part of NSW_DL3) were identified as 

being similar in all five of the Padif analyses, and upon further examination of the two 

documents there were some visual similarities between the documents, most notably, in the 

security elements that were used, such as the microprinting and the style of the state badge. 
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However, there were some noted differences between the fonts used on the back of the licences, 

as well as differences in the positioning and style of some elements (such as the brackets), and 

differences in punctuation (Figure 2-21). When comparing these documents manually, they 

were identified to have a 24% similarity and were therefore not considered to be linked.

Figure 2-21: Comparison of the back of documents D-24-0156 and D-24-0161 which were identified as being linked by 

Padif. The similarity between the styles of state badge is emphasised (cut outs), however, there are noted differences in the

font and punctuation along with the style and placement of some elements such as the brackets, as indicated in red.



147 

 

Given that the overall templates of these documents share some similarities, there is the 

possibility that the same document template (including base features such as the state badge) 

was purchased from the same manufacturer and subsequently edited by two different forgers. 

As document precursors (e.g. substrates, inks, and security features) have previously been 

intercepted in the post [51], this could explain the similarities in core visual security features 

(e.g. the microprinting and state badge) and colouring of design elements, with the difference 

in fonts being introduced by the editing of the template. This is of course, just a hypothesis.  

Overall, this is a good illustration of how the semi-automated algorithms of Padif pick up on 

different qualities within the document compared to the manual method. When used in 

partnership with the manual profiling method, also referred to as the human approach, the use 

of these algorithms can assist in identifying or suggesting potential links that the examiner may 

have missed, which can be especially helpful when dealing with large document sets. In this 

way, Padif can assist the document examiner as a triaging tool to more efficiently process large 

document sets (with it taking less than seven minutes to process 26 documents with six ROIs) 

and as a confirmatory tool as it was used here. In comparison to the manual method, which can 

take between 5-10 minutes per document depending on the number of features being extracted, 

the use of Padif can significantly speed up this process.  

Clearly, from this analysis, the semi-automated algorithms embedded within the ProFID and 

BIDIF systems effectively compared the provisional Australian driver licences. While the 

presence of OVDs across the entirety of the front and rear surfaces of the documents was 

initially cause for concern, and made the selection of ROIs somewhat difficult, Padif still 

performed well. The algorithms were able to identify the document series correctly (based on 

the manual method) and even assisted in the identification of other potential links and 

documents of interest to look at more closely. There were some erroneous identifications of 

links between documents that were visually dissimilar, however, these erroneous linkages were 
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quickly identified as such, so did not negatively impact the overall results, or the efficiency of 

the method. However, Padif cannot be used in isolation, rather a complementary method 

combining the human, subjective manual method, with the semi-automated method of Padif is 

required [51]. Whether being used as a triaging tool or as a confirmatory method, the human 

analyst’s expertise will always be required, not only to ensure that the machine is performing 

appropriately, but as the interpretation of the links, their value and overall meaning cannot be 

determined by Padif in isolation. The efficacy of Padif on the documents examined here is 

another clear illustration of some of the benefits of implementing a systematic profiling method 

for fraudulent documents, such as ProFID/BIDIF in Australia. 
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2.6 General discussion and conclusions 

To provide some insight into the Australian criminal environment for document fraud, 183 

fraudulent identity documents seized from three different Australian policing and security 

organisations were examined, visually profiled, and then compared. Of the 183 documents 

within the data set, 94% of them were linked to at least one other document, and 17 series 

emerged. 26 of these documents were also then compared using the semi-automated 

comparison algorithms housed within ProFID, known as Padif. Not only did Padif function 

well as a confirmatory tool, identifying all the series that were manually highlighted, but it also 

helped to spot potential document evolutions and links that were not detected during the manual 

process.  

The results presented in this chapter suggest that the profiling method, both the automated and 

manual versions are not only effective on Australian driver licences but may help identify the 

structure and organisation of the fraudulent document market. It may also assist in the 

identification of prolific offenders and as illustrated here, can assist in the identification of 

cross-jurisdictional, and/or cross-organisational links. So far, the general attitude towards 

document fraud has been very reactive, with the general misconception being that fraudulent 

documents are just tools for under-age individuals to gain access to restricted services. Of the 

documents examined in this work, 94% of them were linked to at least one other document, 

and the largest of the fifteen series identified was made up of 54 documents, highlighting that 

there may be prolific offenders operating within the Australian market, and that the overall 

market is likely to be organised. Of course, at this stage, this is just a proof of concept, but the 

results here are a promising first glance at the potential of this method. 

The utility of the visual profiling of fraudulent documents goes beyond the identification of 

linked documents and therefore the structure of the market. The close examination of the 
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security features and design elements that are successfully replicated by manufacturers can 

provide information about the document types that are at the most risk of being counterfeited, 

and that therefore pose a greater threat (i.e. are more likely to fool authenticators). The 

intelligence provided from these examinations can assist on the front lines of document 

authentication but can also assist decision makers and document manufacturers in identifying 

security features that need to be improved, or document templates that need to be updated, thus 

proactively working to help reduce the document fraud criminal environment.  

Of course, in this kind of work it is impossible to say with certainty whether those documents 

that are identified as being linked are, without a doubt, originating from the same source, aside 

from those that are physically seized from the same location or factory. This is especially true 

within the document set examined in this research due to the lack of contextual information 

that was gathered when they were originally collected. While it is impossible to get to the 

ground truth of where these documents have come from, some steps have been taken to try and 

minimise this level of uncertainty as much as possible. Targeting features that are intrinsically 

related to the choices that the source must make during the manufacturing process as well as 

using a multi-feature approach ensures that there are very few possible hypotheses to explain 

a link, other than the documents having originated from the same source [15, 16, 144]. This is 

one of many benefits of relying upon a multi-source approach; by focussing on a combination 

of features as opposed to a single feature to establish links, it provides more weight to the 

linkages and enables the identification and assessment of evolutions in the features and 

methods used to manufacture the documents.  

Even so, there is an unavoidable element of uncertainty in this work, like in the analysis and 

interpretation of any trace [194], and while the use of these links and this profiling method still 

fits well within the accepted levels of uncertainty of forensic intelligence [16], it must be kept 
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in mind that these results only represent a model of the criminal environment, and are not a 

flawless depiction of reality [195]. 

Of course, while keeping these potential uncertainties in mind, the value that can be gained 

from this method is clear, particularly in its ability to provide insight into the criminal 

environments of not only document fraud but also organised crime and terrorism, as illustrated 

internationally. So far, the ProFID system has been successfully integrated across 14 European 

countries, and a total of 11,159 fraudulent identity documents have been integrated16. Of these 

documents 25.45% of them have been linked to at least one other document, and nearly 500 

series have been identified. Focussing specifically on domestic links, Switzerland has 

integrated 3,714 documents, with 40.5% of them identified as being linked [163]. The presence 

of international, cross-jurisdictional links that have been identified using ProFID [143], along 

with the organised crime networks that have been identified and subsequently dismantled [37], 

clearly illustrates the benefits of implementing such a system. While the research in this chapter 

indicates that the Australian fraudulent document market is likely organised and would 

therefore benefit from the implementation of a system such as ProFID, it is a natural next 

question to wonder whether the level of success attained in Europe could also be achieved in 

Australia. 

Understandably it is hypothesised that there would be some differences between the document 

fraud criminal environment in Europe, and that of Australia, not only due to differences in 

policing, but also perhaps due to the very different geographical climates of each country. 

However, when comparing the organised crime environment of Australia with that of 

Switzerland (the country with the highest contribution of documents to ProFID), the types of 

criminal groups that are operating in each of these countries are quite similar. In both regions 

 
16 As at 06/02/2024 
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there are organised crime networks including international mafias as well as OMCG’s [186, 

196], with the main difference being the origin country of these different groups.  

According to the Global Organised Crime Index (GOCI), compared to Switzerland, Australia 

has a slightly higher presence of criminal networks, extortion, and protection racketeering, 

linked to the prevalence of OMCG’s in Australia. Additionally Australia has a higher 

prevalence of flora and fauna crimes, as well as the trade of heroin, cocaine, and synthetic 

drugs, among a few others [186, 196]. The difference in geographical position of Switzerland, 

being that it is landlocked by five countries, along with its location in Europe means that the 

Swiss criminal market is largely controlled by foreign actors such as Italian mafia groups, 

Balkan mafias, and West African gangs [196]. This positioning undoubtedly contributes to the 

sheer number of international fraudulent documents that are encountered by police and 

subsequently processed within ProFID, with counterfeit Italian ID cards being the most 

prevalent document in the system. Unsurprisingly, the most entered documents for almost all 

countries contributing to ProFID have been those from other European countries.  

Obviously, the geographical positioning of Australia is drastically different to that of 

Switzerland, with it being waterlocked and in closer proximity to New Zealand, Papua New 

Guinea, Indonesia, and greater Asia. The obvious result of this is that there is a far higher 

participation of organised crime groups from these regions within Australia [186, 190, 191]. 

Furthermore, drugs entering Australia are largely originating from South East Asia, with 

international syndicates linked to Hong Kong, Southern China, and Malaysia [186]. The most 

prevalent criminal groups within Australia are OMCG’s, with them taking part in a broad range 

of illegal activities that are facilitated by significant connections with traditional organised 

crime groups [168, 186]. In combination with these OMCG’s other traditional organised crime 

groups have been present within Australia including Italy’s Ndrangheta group as well as 

organised crime groups of Southwest Asian and North African origin among others [47, 167, 
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168, 183-186, 188-192]. Overall, according to Interpol, approximately 70% of serious 

organised crime that is impacting Australia either originates internationally or at the very least 

has strong offshore links [197].  

In both Australia and Switzerland, there is a high rate of international organised crime 

involvement in domestic activities. This suggests, in combination with the research conducted 

in this thesis, that the ProFID/BIDIF system would be a valuable addition to Australia’s fight 

against serious organised crime, both internationally and domestically. The implementation of 

ProFID in Switzerland has shown promising results, and the geographical positioning of 

Australia could assist in filling a significant gap in the current implementation of ProFID being 

the Asia-Pacific side of the fraudulent document market, with the majority of the documents 

currently within the ProFID system being of European origin [163]. 

While it is hypothesised that the integration of ProFID within the Oceanic region and Asia 

would assist in the identification of links between documents seized throughout these regions, 

there is also the possibility of identifying links between Australia and Europe. Admittedly, 

Australian documents are not often encountered in Europe, with less than five Australian 

documents currently within ProFID [163]. However, a link was identified between a driver 

licence from Great Britain seized in Australia by NSWPF and one intercepted in Geneva, 

Switzerland. This link was identified when, as a trial, the four international documents seized 

within Australia were compared, using both the manual profiling method and Padif, against 

those of the same type seized throughout Europe.  This emphasises the fact that if the method 

was expanded to include not just Australian driver licences, but both Australian and 

international passports and other international documents that are encountered by Australian 

police and border control, this could potentially result in the identification of more links 

between Europe and Australia.  



154 

 

A systematic forensic profiling system for fraudulent documents such as ProFID would 

facilitate increased information sharing, not just between domestic organisations, which is 

required to properly understand the domestic document fraud criminal environment, but also 

information sharing on an international scale. This is crucial when considering the transnational 

nature of identity crime and document fraud along with other serious, organised crime. By 

targeting the fraudulent documents of individuals and comparing them to other international 

document seizures it would be possible to identify targets or persons of interest before they 

officially enter the country. Based on the documents within ProFID and trends in series that 

are identified, ‘alerts’ are sent to communicate these trends to front-line document examiners 

such as border security and police, enabling them to identity potential threats on entry to the 

country, or through routine police operations or other identity checks. This international 

intelligence network would enable easy communication between jurisdictions and countries to 

help reduce linkage blindness, increase public safety and reduce, prevent, and disrupt organised 

crime and terrorist networks.  

Currently, in Australia the degree of communication between organisations in relation to 

fraudulent identity documents is lacking, as illustrated through the cross-organisational links 

identified within the NSW_DL1 series. According to the manual profiling method, the 

documents within the NSW_DL1 series, that were seized by two different police and security 

organisations within Australia have been created by the same source, but prior to this 

comparison process they were not identified as being linked. Of course there is some 

communication occurring between these different organisations, as well as collaboration at 

different levels, but the lack of priority given to fraudulent identity documents across the board, 

in combination with the general unwillingness to share information across different 

organisations [198] means that significant intelligence is being regularly overlooked. In 

general, this attitude towards fraudulent identity documents has led to them being sidelined as 
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traces and simply being stored in relation to other cases, kept for training purposes or destroyed 

with no record keeping. This attitude needs to change first and foremost before any systematic 

intelligence method can be implemented.  

This research has illustrated that the systematic intelligence model that has been implemented 

within Europe would work within the Australian criminal environment and on Australian 

documents, however, that isn't to say that the system could be immediately implemented. Some 

significant changes would be required within Australian security and policing organisations to 

ensure that the full potential of the system was accessed. To further this examination, changes 

need to be made in the current processes used by policing organisations when collecting and 

handling fraudulent documents as exhibit types. Not only does contextual information need to 

be more routinely gathered and made available for such analyses, but documents that are 

gathered through processes external to investigations, e.g. licensing checks, should still be 

collected as exhibits, so that the date and location of their collection can be recorded. At a bare 

minimum this could involve all documents collected during a particular licencing check being 

treated as a single exhibit, with the date and location of collection officially recorded. This 

collection of spatial and temporal information could help provide an understanding of where 

these documents are emerging and when. This could help in the identification of hot spots, or 

trends in the distribution from manufacturers, which would enable the interpretation of the 

series level, which holds great potential intelligence value.  

 

Previous research has illustrated that the examination of links and classes at the series level 

could lead to the extension or commencement of an investigation, the joining of investigations, 

thus reducing workforce requirements and resources while increasing efficiency, or the 

confirmation of hypotheses, potentially strengthening a case against individuals or a group of 

criminals [15]. However, the ability to conduct such evaluations is hampered by the current 
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attitudes of security and policing organisations to fraudulent identity document collection, 

examination and storage. While some security and policing organisations in Australia do have 

some form of routine procedure in place for the photography and then storage of images of the 

documents, this is not consistent across organisations. If there is to be any hope of 

implementing or at least working towards the implementation of a system such as 

ProFID/BIDIF in Australia, there needs to be more consistent, nationwide processes relating 

to the collection, examination, and storage of fraudulent documents. Something as simple as 

scanning the documents when they are received using the scanning canvas developed by UNIL, 

would not only ensure consistent imaging and storage of the document images but would also 

act as preparation for the implementation of ProFID/BIDIF. This could provide useful 

intelligence, as capturing documents across a broad range of time and physical locations can 

provide crucial insight into the fraudulent document criminal environment, something that, 

thus far, has not been done in Australia.  

2.6.1 Implementation of ProFID/BIDIF in Australia 

The implementation of BIDIF within Australia will of course be a gradual process, but as an 

initial starting point a pilot program could be run in one responsive agency such as the NSWPF, 

or another government organisation that comes into regular contact with fraudulent documents. 

This organisation would start with an initial ~6-month preparation process (as illustrated in 

Figure 2-22) with the aim of ensuring the document collection, scanning and upload procedures 

were standardised across the whole of the organisation which could be facilitated through the 

distribution of basic training videos. After the completion of the preparation stage, the 

organisation would move into the pilot study stage. The duration of the pilot study could be 

dictated by the organisation but given the number of documents gathered across the duration 

of this thesis, three years is estimated to be enough time to facilitate the collection of enough 

documents, without taking too long before operational results are generated.  
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Figure 2-22: The suggested steps of the first phase of the BIDIF pilot program, being the single organisation implementation. These 

steps can then be repeated as new organisations join the program. 
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This trial program would replicate the methods used in this research, targeting the identified 

features of interest, and establishing a standard collection procedure for the fraudulent 

documents (including imaging and the collection of contextual information). During this pilot 

study, all officers within the NSWPF would have access to upload documents to BIDIF, so that 

they could upload them as they are encountered. A designated team, perhaps within the 

document examination group, would then be responsible for the systematic characteristic 

extraction, profiling and comparison of the documents. This could be done manually or in 

combination with the automated comparison process integrated within BIDIF (PADIF). Any 

identified trends or series would then be communicated to other frontline officers, or 

stakeholders, facilitating the identification of persons of interest, criminal networks, prolific 

offenders within the document fraud space, as well as trends in the manufacture and distribution 

of these documents. 

 

The focus here would be to demonstrate the success of the method in case work. At the end of 

the 3.5 years, or at other time points dictated by the organisation, education packages outlining 

the success of the method and a best practice SOP could be disseminated to other relevant 

agencies through the National Institute of Forensic Science Australian and New Zealand 

Forensic Executive Committee (NIFS ANZEC). This approach would have two-fold benefits, 

the first being the standardised collection of fraudulent documents over time, both for their 

profiling and analysis, but also in preparation for the implementation of BIDIF, and second, 

the case work outcomes of this pilot program could provide clear examples of the benefits of 

document profiling and assist in getting other organisations on board. This pilot program could 

run on an iterative basis, with results being periodically released to encourage the buy in of 

other agencies and organisations as illustrated in Figure 2-23. The following phases of the pilot 

program would follow the same steps as indicated in Phase 1, but with more organisations 
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involved. As new organisations are added to the program, the steps would repeat, adjusting the 

durations of the different steps according to the organisation’s needs. Depending on the results 

of the pilot program, and the organisations involved, this could culminate in the addition of 

Australia to the international BIDIF network, facilitating international comparisons between 

documents, and perhaps enabling the identification of international links. Australia would also 

then become privy to the intelligence alerts generated through BIDIF, facilitating earlier 

identification of potential threats, and persons of interest that may be operating in, or trying to 

enter Australia. 

 

 

Figure 2-23: The cyclical phases of the suggested BIDIF implementation process to increase organisation buy in. 
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3 The investigation of the online Australian document 
market 

3.1 Introduction 

Increases in the reliance of society on digital technologies have resulted in an abundance of 

personal identification information being stored, used, and made available through online 

avenues. Every time an individual logs into a government website, posts on social media, or 

fills out an online rental application, they are depositing their information into the web. This, 

in combination with other advances in technology, has resulted in a digital ecosystem in which 

identity crime has been flourishing.  

A crucial part of the criminal environment of identity crime is the manufacture and distribution 

of fraudulent identity documents. So far, most research into the document fraud side of this 

criminal market has focussed on examining the physical environment of identity fraud through 

the analysis of visual characteristics of fraudulent identity documents (seizures) as illustrated 

in Chapter 2. However, this research is focussing solely on the physical traces within the 

fraudulent document market, and when considering that only documents of generally low 

quality are being detected, this illustrates that the profiling research is only focusing on a 

fraction of the overall criminal environment for both document fraud and identity crime. While 

this research is crucial in helping to improve the understanding of the physical fraudulent 

document market, this approach is only providing a part of the overall picture. 

Previous research has illustrated that there is an online trade for fraudulent documents and 

personal information [199-202], illustrating that examining this online side of the market can 

provide insight into this often neglected portion of the criminal environment, highlighting key 

vendors, trends in supply and demand as well as the trafficking of goods. While there are 

multiple different types of shop fronts and vendors within the online fraudulent document and 
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personal information market [199, 200], anonymous online marketplaces (a.k.a cryptomarkets) 

have separated themselves as a particular point of interest, illustrating their intelligence 

potential in the research of the illicit drug marketplace [96, 104, 117, 203]. While some research 

has touched on the use of these marketplaces as vectors of information regarding the document 

fraud criminal environment, most studies have provided overviews of the marketplace [201, 

202], rather than conducting an in-depth analysis like what has been done within the illicit drug 

market, with no research examining the online document market from an Australian 

perspective.  

As illustrated in Chapters 1 and 2, the criminal environments of identity crime and document 

fraud are complex and multi-faceted. To properly understand these environments, crime traces 

need to be fully exploited and combined with alternative information from a multitude of 

sources to ensure the most complete picture of the criminal environment is attained. This 

research aims to build on previous research into the online fraudulent identity document 

environment to assist in the creation of a more holistic view of this illicit market and to also 

illustrate the Australian criminal environment in a way that has, so far, not been done. It is 

hypothesised that cryptomarkets can provide insight into the criminal environment for 

document fraud and can facilitate the analysis of the market from an Australian perspective. 

Furthermore, this information can be complementary to more tangible efforts to understand the 

criminal environment, such as the forensic profiling of visual characteristics, along with 

research into the broader identity crime criminal environment. In combination, these two 

different avenues of forensic intelligence can be used to assist in illuminating a previously 

shrouded area of the criminal ecosystem.  

In this chapter, the focus will be on understanding the cryptomarket-facilitated portion of the 

online market, and how analyses of these marketplaces can provide crucial intelligence about 

the criminal environment of document fraud and identity crime. The background information 
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and theory behind cryptomarkets and their analyses will first be introduced, before providing 

an overview of the overall illicit market. A more in-depth analysis of the cryptomarket-

facilitated trade of fraudulent identity documents and personal information will then be 

conducted, followed by an examination and discussion of the market for Australian documents. 

3.1.1 Dark web basics 

3.1.1.1 The internet and its levels 

Colloquially, the internet and the web are terms that are often used interchangeably; however, 

they are two entities that while related, are quite distinct. The internet is a massive collection 

of computer networks that connects millions of computers globally, enabling and facilitating 

their communication. The web (a.k.a World Wide Web), is an information-sharing model built 

on top of the internet that uses the Hypertext Transfer Protocol (HTTP) to transmit data [204]. 

The web takes up a large portion of the internet and consists of several different layers of 

accessibility known as the surface (a.k.a clear or open) web, the deep web and the dark web 

[204].  

The surface web is the portion of the web that is readily available to the public, where most 

day-to-day data and services can be accessed. The information within the surface web is 

indexed, and much like the index in a book, indexing on the internet refers to the process used 

by search engines to create lists of accessible information on web pages to facilitate their bulk 

searching [205]. This is also the section of the web that is under constant surveillance by 

international governments [204]. 

The deep web has been speculated to contain around 90% of all the available information on 

the web [205]. While accessing the deep web does not require any specialised software, the 

content housed within it cannot be accessed simply through the use of a search engine [206]. It 

is where confidential files or information can be found, with access often only granted with 



164 

 

specific authorisation through avenues such as personalised login details and paywalls [204, 

205]. As an example, most companies such as Netflix, Facebook, and news outlets such as The 

New York Times (TNYT) have a small portion of their online content available on the surface 

web, such as teaser articles, or pages including subscription information and costs. All the other 

pages that are behind their log ins or pay wall are located in the deep web [205].  

Often, an iceberg has been used as an analogy to describe the different levels of the web. The 

deep web correlates to the entirety of the submerged portion with the dark web inhabiting its 

very tip (as illustrated in Figure 3-1). The main distinction between the deep web and the dark 

web, is that while the deep web content is protected by log ins and paywalls, the dark web is 

hidden by design. To access the dark web, one must use specialised networks such as Tor, 

Freenet or the Invisible Internet Project (i2P) [207]. These different networks are explained in 

Appendix Table A. 8, except for Tor which is explained below. 
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Figure 3-1: The different levels of the web illustrated as an iceberg. It should be noted that this is not to scale but is an 

analogy to illustrate that what is visible above the waterline (surface web) is only a small fraction of the web, with most of 

the content being found in the deep web. Adapted from Bedi et al. 2020 [208].  

 

Tor is the most popular and well-known dark web network, which was born out of the onion 

routing project developed in the 1990s to provide safe communications between 

whistleblowers, operatives, and covert government agents [204, 209, 210]. Named for its 

unique way of adding layers to an individual’s internet traffic (much like the layers of an 

onion), Tor keeps the internet traffic of a user private and secure, disguising both their origin 

and destination [205]. While originally designed for use in covert government operations and 

communications, in 2002 it was released to the general public [204].  
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It wasn’t long after its release to the public that Tor began to be used by the criminal element, 

taking advantage of the anonymity it provided to assist in a broad range of criminal behaviours 

and secret communications [206]. One of these behaviours was the sale and distribution of 

illicit goods, such as drugs, with Silk Road being one of the first illicit online markets to take 

advantage of the anonymity afforded by Tor’s structure [206]. 

3.1.2 Silk Road and beyond 

3.1.2.1 The journey to Silk Road 

While the online sale of illicit drugs can be traced back to the 1960s [211], most sales for illicit 

goods that pre-dated the launch of Silk Road were carried out overwhelmingly on the surface 

web, using single actor web shops, or web forums like Farmer’s Market which operated on the 

web from 2006 to 2012 [205, 206]. However, the emergence of the Tor network, in 

combination with the creation of the PGP (Pretty Good Privacy) protocol for the encryption of 

messages, files, and documents [212] and the gradual emergence of digital and anonymous 

currencies, led to the creation of the revolutionary marketplace, Silk Road [206, 213]. 

While Silk Road took advantage of the pre-existing online drug trade and anonymising 

technologies (as its administrator Dread Pirate Roberts stated, the pieces were already there 

[213]) it was the first dark web marketplace that combined the anonymisation and encryption 

technologies, escrow, dispute resolution and the overall design of the platform economy [206]. 

This new format gave users an experience that combined the features of the shop and forum 

formats, providing individual sellers with a storefront from which to operate their business 

while also having the forum benefits including dispute resolution and enforced rules [206]. The 

benefit of the implementation of the escrow system was also clear, with administrators acting 

as mediators through which all funds move [214]. In this system, once an item is purchased, 

the funds from the buyer are held by the administrators until the transaction is marked as 

finalised or the item is marked as delivered by the buyer [214]. Replicating some portions of 
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licit online stores such as eBay and Amazon, Silk Road was a platform that buyers and sellers 

were able to use to facilitate transactions in return for a commission on the sale, with 

administrators providing governance and organisation [214-216]. The replication of these 

institutional safeguards, along with the organisational structure and appearance of Silk Road is 

something that has been replicated in all cryptomarkets that have been opened since, earning 

Silk Road the descriptor of being a “paradigm-shifting” illicit online economy [206, 217].  

During its years of operation (2011-2013), Silk Road was the apex of the online drug trade, 

facilitating an estimated $1.2 billion in transactions [205], with it often being credited as 

causing the increase in the demand for illicit drugs through the dark web and the increase in 

vendors. So much so, that its success led to the creation of numerous copycat marketplaces 

[206]. Even today, over a decade after Silk Roads' initial launch, its cryptomarket ‘formula’ is 

still being followed, mimicking its platform design, technologies for anonymisation, 

encryption and the use of escrow and dispute resolution services [206].   

3.1.2.2 The time after Silk Road 

After Silk Road’s closure in 2013, the cryptomarket environment was characterised by a state 

of flux, with numerous markets emerging in an attempt to fill the vacuum created by the FBI’s 

identification and arrest of the market’s administrator Ross Ulbricht, a.k.a Dread Pirate Roberts 

[206]. Users began to flock to the smaller competitor markets such as Sheep Marketplace and 

Black Market Reloaded, which both experienced massive growth following the fall of Silk 

Road [206], along with Agora, Silk Road 2.0 and Evolution Marketplace [206]. In general, 

most cryptomarket trade will be concentrated on the ‘top tier’ or ‘apex’ markets, of which there 

are usually between one and four (except in the aftermath of a closure) [206, 218], with a 

handful of smaller markets existing around them. The concentration of activity, known as 

centralisation, was first noticed after the closure of Silk Road and was further highlighted by 

Operation Onymous in 2014 [206, 219], with it now considered to be a repeating pattern that 
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is characteristic of the cryptomarket ecosystem [218, 220, 221]. As one market closes, buyers 

and vendors will migrate to competing markets [218, 220, 221], with them often operating 

backup profiles on smaller marketplaces [218]. 

In particular, cryptomarkets became alternative avenues to purchase drugs, with cryptomarket-

facilitated drug sales being most prominent in the regions where cryptomarket use is the 

highest, being countries within Europe, North America, and Oceania [106, 107, 222, 223]. 

Overall, cryptomarkets are considered an attractive alternative to in person sales for both 

buyers and vendors due to the many advantages, including cheaper prices, likely due to 

increased competition between vendors, access to greater variety, higher purity (or at least 

perceived purity) [224, 225] and reduced risk of physical violence [206]. Undoubtedly, the 

anonymity associated with the use of cryptomarkets and some cryptocurrency, is also an added 

advantage that has driven both buyers and sellers to utilise these online economies [206]. 

While the criminal behaviours typical of the cryptomarket environment (such as centralisation) 

would, in theory, make these marketplaces highly susceptible to law enforcement action, for 

the most part, the overall cryptomarket criminal environment is resilient. Undoubtedly because 

of the sheer number of cryptomarkets in operation at any one time, most law enforcement 

actions simply result in the displacement of illicit activities [206, 220, 221, 226, 227].  

3.1.3 Cryptomarket life cycle 

While the overall cryptomarket criminal environment is resilient, the individual markets 

themselves are significantly more vulnerable, with most of them only operating for a short time 

before their closure. In 2017, a review of 87 cryptomarkets found that more than 80% of the 

markets were shut down within their first year of operation, with an estimated 60% remaining 

active for less than six months [228]. The degree of vulnerability of a cryptomarket is largely 
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dictated by its time active and its size (number of buyers and vendors) as summarised in Table 

3.1 [206].  

 

Table 3.1: Summary of the different stages of a cryptomarkets lifecycle adapted from Martin et al. 2019 [206] 

Life stage Characteristics 

Infancy < 6 months active 

Initial launch and marketing activity 

Adolescence 6-8 months active 

Modest growth and developing stability in the marketplace 

Vendors with profiles on more mature sites may begin 

creating backup profiles on the adolescent sites 

Maturity 18+ months 

Greatest potential reached in terms of overall size and 

profitability 

Death Market taken offline due to exit scam, voluntary exit, 

external hacks or being taken down by law enforcement 

 

 

The most likely cause of cryptomarket death is through an exit scam, being the theft of all 

escrow funds by administrators, with 45% of cryptomarket closures being attributed to this 

cause [109, 228]. Another 30% of the closures can be attributed to the voluntary exit of the 

market from the ecosystem, in which the administrators forewarn the vendors and buyers of 

the closure of the site, enabling them to set up profiles on other markets, and remove their funds 

[109, 228]. Coming in third regarding degree of likelihood, is the market being hacked by an 

external party, often with the theft of private information or cryptocurrencies being a main 

motivator [109, 228]. 

The last cause of death, and the most interesting for this research is death by law enforcement 

take down. This is the least likely cause of death among cryptomarkets, with only 15% of 
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deaths being attributed to this cause, often being the larger, more mature markets  [109, 228]. 

However, it has been identified that individual closures of marketplaces have very little impact 

on the overall criminal environment, largely due to the vendors and buyers displacing their 

activities to other markets [206, 220, 221, 226, 227]. While law enforcement activities do help 

to keep the more mature markets in check, preventing them from becoming an untameable 

force (as was illustrated by Hydra when it was left unchecked by authorities [229]), the overall 

strength of these often-reactive investigative tools used by law enforcement are arguably quite 

limited in their current form [206, 220, 226]. 

3.1.4 Limitations of law enforcement crackdowns on illicit marketplaces 

Much like the traditional case by case approach typical of reactive policing, most law 

enforcement operations have focused on police crackdowns of cryptomarkets, concentrating 

on the largest markets with the widest reach. In most cases, these operations are accompanied 

by a public relations and media campaign to publicise the police actions [220]. In the past, 

police crackdowns have been one of the most popular methods to attempt to deal with illicit 

markets, especially the physical markets for illicit drugs [220]. However, there is little evidence 

that this tactic has been effective in reducing the supply and demand of illicit goods and services 

[220, 230-233]. Most studies found that there was a negligible impact on the criminal 

environment for illicit drugs, with no impact on the number of drug users or suppliers, the 

prices of drugs or the number of individuals entering treatment centres [227, 231, 233, 234].  

Despite this lack of impact on the physical market, with the emergence of Silk Road in 2011, 

law enforcement was quick to adopt these practices to attempt to combat these online 

marketplaces. Admittedly, law enforcement takedowns have been successful in shutting down 

some of the most popular cryptomarkets. However, when examining it from a bigger picture 

lens, the tangible impacts of these crackdowns on the overall criminal environment is hard to 
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estimate and appears to only really impact the criminal environment on a smaller scale. Only a 

small proportion of market deaths are due to law enforcement action (15%) [109, 228], and 

most actions simply result in the displacement of the criminal activities [220, 226, 235, 236].  

As was observed in the physical market for illicit drugs [227, 232, 233], these law enforcement 

actions have limited, short-term impacts on the cryptomarket environment [206, 220, 226, 237]. 

Some have even argued that these law enforcement operations may be stimulating the 

cryptomarket criminal environment through the free publicity generated by the media attention 

[235, 237-239], as well as technological innovations prompted by market closures and security 

breaches [235, 238, 239].  

This indicates that police interventions and crackdowns, while temporarily stalling the 

activities within the cryptomarket ecosystem, don’t have much long-term impact on the overall 

criminal environment [206, 220, 226, 235-237]. This is not a surprising conclusion, given that 

criminal environments that are populated by prolific offenders remain resilient due to their 

ability to adapt to the actions of law enforcement and security organisations, as has been noted 

in the movement of digital vendors to other online marketplaces, and moving into the physical 

space in the wake of the closure of Hydra in 2022 [240]. This resilience is further exemplified 

by document forgers adapting to changes in security features and document templates [51], and 

exploiting weaknesses in digital verification systems, such as the recent use of artificial 

intelligence (AI) generated images of identity documents [241].  

Contrasting to this research, and the clear indication that the cryptomarket criminal 

environment (like most criminal environments) is resilient and adaptable, the closure of Hydra 

in 2022 clearly illustrates the risks involved when authorities allow large cryptomarkets to 

operate unchecked for extended periods of time. The largest cryptomarket in the world, Hydra, 

was allowed to flourish free from police intervention for 7 years before it was shut down by a 
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joint American German law enforcement operation [229]. During its time it grew to a size that 

well exceeded any market that has operated in the United States or Western Europe [229], so 

its closure understandably created shockwaves that were felt through the cryptomarket criminal 

environment. The removal of dominant and competitive marketplaces, such as Hydra, can 

cause extensive competition with the remaining marketplaces, as has been noted in previous 

studies, and Goonetilleke et al. (2023) hypothesises that this competition serves to destabilise 

the online drug trade, resulting in increased market-to-market conflicts, DDoS attacks and 

hacking causing further market casualties without further expenditure from governments [229]. 

This study by Goonetilleke et al. (2023) highlights how police crackdowns can have a positive 

impact on the online drug trade, and how a lack of law enforcement engagement can result in 

unprecedented market growth. However, this does not detract from the previously illustrated 

resilience of online darknet marketplaces, with it being stated that “…darknet markets have 

largely recovered after Hydra’s closure…” (Chainalysis, 9th Feb 2023 [240]). By their very 

nature, criminal environments that are populated by prolific offenders are resilient and 

adaptable, but that isn’t to say that police crackdowns should be overlooked. Rather by using 

these marketplaces as sources of information from a forensic intelligence perspective in 

combination with targeted police takedowns, the analysis of these markets can be used to 

simultaneously improve the understanding of these dark web marketplaces, and the larger 

criminal environments that they contribute to, while ensuring that significant threats can be 

neutralised through police action. The cryptomarket economy is embedded within and moulded 

by the customs jurisdictions, economies, and markets within which the users exist, so it stands 

to reason that investigating the structure, vendors, products, and trafficking patterns of the 

products within the market, can provide useful information about the overall market for illicit 

goods. 
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3.1.5 Cryptomarket research 

Since the emergence of Silk Road much research has focussed on exploiting the cryptomarket 

environment, examining the structure, trafficking and vendor behaviours within marketplaces 

to gain insight into the criminal environment, mostly focussed on the illicit drug market (for 

example; [96, 103-107, 110, 117, 203, 217, 220, 221, 223, 235, 242-256]). This research has 

also expanded into other areas of the illicit marketplace including, but not limited to, firearms 

[257-260], counterfeit goods and currencies [261, 262], illicit antiquities and wildlife goods 

[263-266], contracted violence [267], fraud and cybercrime related items [236], and of most 

relevance to this work, the market for personal information and identity documents, referred to 

as the ID-related market [201, 202, 268].  

So far, there has been no study (published in English) that has conducted a detailed examination 

of the structure, organisation, trafficking patterns, and vendor behaviours of the cryptomarket 

facilitated ID-related market, especially not to the depth that has been done for the illicit drug 

market. Most studies have been conducted on single marketplaces, such as the work conducted 

by Baravalle et al. (2016) [202] and Degeneve et al. (2022) [201]. These papers are first steps 

towards understanding the document fraud criminal marketplace. Both these research works 

provided an overview of the market, but had a stronger focus on the types of documents for 

sale [201], and the examination of the ID-related market within the context of the illicit drug 

market [202], rather than conducting a deep analysis of the document market itself. 

Understanding the illicit market and criminal environment for personal information and 

identity documents is of importance, particularly given the increasing identity crime rate in 

Australia and internationally, combined with the fact that identity information and documents 

are key enablers of organised crime and terrorist activities [29, 32, 51]. 
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Those works that have conducted a deeper analysis of the online fraudulent document market, 

have extended the scope beyond just examining the cryptomarket-facilitated document trade, 

to consider vendors that are operating across the open and dark web, including those that 

operate outside of established cryptomarkets [199, 200].  Holt and Lee’s 2020 analysis 

illustrated the structure of the market, the products for sale, and trends relating to the shipping 

origin of the documents. They also examined the behaviour of the vendors and their interactions 

with their customers, including methods of communication and operational structure. 

Interestingly, they identified that the most sold and listed products were passports (40%), 

followed by identity cards (25.3%) and driver licences (19.6%), and documents from European 

(EU) member states (51.2%) and Asia (11.7%) [200]. While this work conducted by Holt and 

Lee provides great insight into the online market for fraudulent documents, the data examined 

is skewed toward those vendors operating on the open web, examining eleven vendors of this 

kind, and eight vendors that were operating on the dark web, only three of which were from 

cryptomarkets [200]. This high number of vendors and sales from within the open web portion 

of the online market for fraudulent documents and individual sellers on the dark web could 

mean that the overall conclusions are not representative of the cryptomarket environment, and 

therefore the online market as a whole. This is compounded by the fact that the analysis was 

done on 19 vendors across the open and dark web, which is a small sample set [200]. 

The online fraudulent document market, without a doubt, exists across a broad range of web-

based locations, both on the open and dark web, resulting in quite a scattered criminal 

environment that is difficult to encompass within one study. Romagna (2015) examined fifty 

websites and blogs and contacted 65 vendors, all of which produced forged identity documents 

from across the open and dark web [199]. In their research they organised the vendors that they 

examined into three groups based on their activities and on what part of the web they operated. 

The first two groups they identified were those sellers that managed their own online shop 
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front, either as a website or a blog (present on both the open and dark web) and those sellers 

that operated primarily through email, spamming forums with advertisements of their products. 

They identified that a significant portion of the listings and sellers in the online market for 

fraudulent documents were scams, with 85% of the examined email sellers being con artists 

[199]. Interestingly, while the legitimacy of the cryptomarket vendors was not quantified in 

Romagna’s work, they did establish that there were typically higher prices for the products 

offered in the cryptomarkets, likely as a response to the presence of feedback, increasing trust 

between buyers and sellers, and a perceived higher quality product [199]. Again, this work 

provides an overview of the online market, considering vendors operating across both the open 

and the dark web, but it does not provide a detailed description of the organisation and structure 

of the cryptomarket trade.  

Most of the research within the online market for fraudulent documents has provided a great 

introduction to the overall structure of the market, with quite a few papers examining the whole 

market, including what is present on the open web, rather than delving into depth regarding the 

cryptomarket facilitated side of the market. Those works that did examine the cryptomarket 

trade, did so in less detail, providing a very general understanding of some of the products 

offered for sale, and some information about vendor behaviours and shipping, without 

conducting a fully formed analysis like what has been conducted on the illicit drug trade. Aside 

from this lack of specific detail, most of the papers focus on the presence of counterfeit or 

‘fake’ identity documents, neglecting other parts of the ID-related market that can not only be 

used as precursors to create fraudulent identity documents, but also facilitate identity crime.  

The illicit market for ID-related products, being fraudulent identity documents, their 

components, and personal information, is important to understand, not only because these items 

often enable other types of serious and organised crime [32] but also because of the strong 
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identity crime climate internationally and within Australia [29-31, 47] as explained in Chapter 

1 Section 1.3. Contrasting with the results of the work by Holt and Lee [200] and Baravalle et 

al. [202], more recent research has revealed that Australian identity credentials are some of the 

most sought-after documents on the dark web [47, 51]. This in combination with the prominent 

position that Australia holds within the illicit drug cryptomarket environment [104, 110, 117], 

makes attempting to understand the prevalence of Australian identity documents, and what role 

Australia plays in this ecosystem of great interest.  

Research into the illicit drug criminal environment has pretty consistently identified that 

cryptomarkets are dominated by English-speaking countries such as the United States, United 

Kingdom, and Australia [117], with Australia being the second most stated shipping country 

within the illicit drugs category (following the U.S.) on Silk Road 2.0 and Evolution [104]. On 

another significant market, Agora, it was found that Australia had the largest number of 

vendors on a per capita basis [110]. In all cases, it has been found that the illicit drug market in 

Australia is largely domestic, hypothesised to be as a result of stricter border controls and 

geographic isolation [104, 110, 117]. All this and more, has provided crucial information to the 

intelligence community, increasing the understanding of how illicit products move 

internationally, and within Australia.  

Previous research has illustrated the utility of cryptomarkets in providing a broad overview of 

illicit marketplaces (specifically, the illicit drug market for example; [96, 103-107, 110, 117, 

203, 217, 220, 221, 223, 235, 242-256]).), even in cases when the cryptomarkets do not capture 

the entirety of the online market/demand. Thus far, research into the fraudulent document 

market has focussed on more specific analyses, targeting vendors individually, or focussing 

mostly on open web or single shop vendors [199, 200, 269], rather than providing a broader 
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understanding of the market and the items listed for sale, leaving a significant portion of the 

criminal environment in the dark.  

Given the previous success in illustrating the illicit drug trade, coupled with Australia’s 

prevalence within this criminal environment [104, 110, 117] and the lack of research into the 

cryptomarket facilitated trade of fraudulent ID’s, the cryptomarkets were deemed the most 

relevant and efficient way of gaining a more comprehensive initial understanding of this 

portion of the criminal environment. Part of this consideration is the way in which sales volume 

can be measured and estimated through sales and feedback data (when available). Of course, 

as outlined above, there are numerous potential data sources that could be used to gain insight 

into illicit marketplaces, including but not limited to applications like ‘Telegram’. However, it 

was deemed that these more targeted, specific data sources are better suited for a subsequent, 

more targeted, investigation. 

As such, this work will examine two cryptomarkets, to help illuminate the cryptomarket 

facilitated online market for fraudulent documents and personal information. This will be 

accomplished through examining the listings, sales, prices, vendor behaviours and trafficking 

patterns of both the overall market (general products) and ID-Related products with a specific 

focus on Australian documents, and the Australian market. The supply and demand of the 

documents (identified through the number of listings and sales) can illustrate the most readily 

available, and therefore exploitable documents and which are the most popular among buyers. 

This can indicate what document types may be targeted due to perceived security weaknesses, 

and which are the most sought after by customers, due to higher perceived value and/or 

benefits. Overall, this information can provide a much fuller picture of this online criminal 

environment, and much like with the illicit drug market, can be examined to help disrupt, 

reduce, and prevent the manufacture and distribution of ID-related products. 
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3.2 Aims and objectives 

This chapter focuses on examining the cryptomarket facilitated portion of the online fraudulent 

document market, to gain insight into the market, as well as examine trends in supply, demand 

and trafficking of these products.  Two markets, Empire Market and WHM are examined, and 

the following objectives are addressed: 

1. To provide insight into the online identity-related market by examining its size, 

structure, and trends in products offered, sold, vendors and the trafficking of goods from 

both an international and Australian perspective. 

2. To determine if the online identity-related market is organised, and if it’s analysis can 

be used to better understand the criminal environment for document fraud and identity 

crime, and assist intelligence-led policing 
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3.3 Materials and Methods 

3.3.1 Dataset 

The two markets examined in this study are Empire Market (also referred to as Empire) and 

White House Market (WHM).  

3.3.1.1 Data collection and ethical considerations 

The Hyper-text Markup Language (HTML) of all active listings and pages from each 

cryptomarket was crawled17 using dedicated crawlers developed for each cryptomarket and 

was conducted by an external collaborator at the University of Lausanne (UNIL), Switzerland. 

This data was then sent in the form of .csv files for analysis.  

The crawling and collection of the data was covered under ethics application number 

C_FDCA_022022_00009 granted by the University of Lausanne, Switzerland. The 

information that has been analysed within this research was collected from the publicly 

available information within these cryptomarkets. By its nature, the cryptomarket environment 

is anonymous, and no personal information of the vendors or users was crawled as part of the 

collection procedure. To ensure that no vendor can be identified, all usernames were 

anonymised, and no personal information or profile data was included in the analysis. The data 

that has been collected has been done so entirely for research purposes, and in no way poses 

any risk to any users of these marketplaces. 

3.3.1.2 Empire Market 

Empire Market was launched around February of 2018 and, at its peak, had approximately 1.3 

million users and was considered one of the largest dark web markets at the time prior to its 

closure in August of 2020 [270, 271]. It later surfaced that the market hadn’t simply closed, 

 
17 The automated process of using a computer program to search, collect, and index web page content and 

information [205]. 
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but rather the administrators had exit scammed, stealing approximately $30 million (USD) 

from its users. During its operation, it was estimated to be generating $6.5 million (USD) in 

sales per week [270, 271]. Empire Market was crawled eight times over the period between 

June and August of 2020, the latest being the 12th of August, shortly before the market's exit 

scam. The webpages of the advertisements were extracted and then cleaned (including the 

removal of duplicates and incomplete listings), resulting in 79,397 unique listings and 2,806 

distinct vendors. 

3.3.1.3 White House Market 

WHM was launched in August of 2019. Until its closure in October 2021, it was known for its 

excellent security, customer service, and, most interestingly, its ethics as the administrators did 

not allow the trade of child pornography, murder for hire, weapons, explosives or poisons 

[272]. While it did not reach the sales volume or size of its predecessors like AlphaBay, WHM 

had established itself as one of the more popular dark web marketplaces [243, 272]. At the time 

of its closure, it had approximately 900,000 registered users and was estimated to have 

facilitated between $35-120 million (USD) in sales before its voluntary closure by 

administrators, stating that they had “reached [their] goal” and that the shutdown was 

“according to plan” [273]. During its operation, WHM was crawled thirty times, across eight 

months of 2020 and three months of 2021. The webpages of the advertisements were extracted 

and then cleaned (including the removal of duplicates and incomplete listings), resulting in 

83,517 unique listings, and 2,519 distinct vendors. 

The dates that both Empire and WHM were active, along with the dates that the markets were 

crawled is summarised in Figure 3-2. Even though both WHM and Empire Market are no 

longer active and therefore may be considered as ‘irrelevant’, their analysis can still provide 

valuable insight into the criminal environment [104], especially as both markets grew to a 
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significant size, both in relation to number of users and the number of sales that they 

facilitated [270-272]. It is also common within forensic intelligence to analyse cryptomarkets 

after they have closed [96, 104, 117, 203, 247]. 

 

Figure 3-2: Summarised active dates and crawling dates for both Empire Market and WHM 

 

3.3.2 Data extraction and wrangling 

For each listing, the product ID number, title, description, price (in USD/EUR), vendor name, 

vendor ID number, profile description, feedback, product views, shipping information, product 

category, and in the case of Empire Market, number of sales, was extracted. The prices of items 

in USD and EUR were converted to AUD using the average conversion rate across the crawling 

periods using data extracted from exchangerates.org18.  

While the number of sales was available for Empire Market, no such data was available for 

WHM, so any sales calculations on WHM would rely solely on the feedback data. To 

investigate whether the feedback on WHM could be used as a proxy for the number of ID-

related sales the total amount of feedback for the ID-related market was examined, along with 

 
18 https://www.exchangerates.org.uk/USD-AUD-spot-exchange-rates-history-2020.html 
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the ratio of feedback to sales on Empire Market. On WHM there was only 1,062 instances of 

feedback for ID-related products, out of the 364,560 reviews left across the overall market 

(0.29%). To provide some more context, the ratio of sales to feedback received for ID-related 

products on Empire Market was investigated, and it was found that only 8,567 (17.6%) sales 

had feedback associated, perhaps suggesting that feedback, particularly within these 

marketplaces, is not a reliable proxy for number of sales within the ID-related market. 

Previous research, focussing largely on the drug market, has illustrated that only 60-90% of the 

transactions on dark web markets typically receive feedback [203, 218, 249, 250, 274]. In 

marketplaces where it is not compulsory for buyers to leave feedback, it is a less reliable proxy 

for sales [218] as the likelihood of a buyer leaving feedback is largely dictated by the culture 

and customs of the market and the buyers. The drug market for example has a strong feedback 

culture, undoubtedly because of the types of products being purchased and the increased safety 

and fraud risk associated. Many markets have used integrated community forums to facilitate 

discussions among customers regarding products they had purchased and their feedback [275]. 

This combined with the increased tendency for repeat customers has created a strong feedback 

culture within the drug market on cryptomarkets.  

In contrast to this, when considering the validity of feedback as a proxy for sales in the ID-

related market, while no solid conclusion can be made at this stage, it is reasonable to consider 

some hypotheses as to why there may be less feedback left on ID-related products. Aside from 

the safety concerns and an associated moral imperative related to leaving feedback for drug 

related products, it is hypothesised that there is a smaller demand for fraudulent identity 

documents on a per client basis, with clients usually purchasing one fake identity document at 

a time [13, 51]. This contrasts to the drug related market, where there are more likely to be 

regular purchases either for medical reasons (i.e. prescription drugs), to support an addiction 
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or as a means of recreation. Additionally, there may be an increased delay between receiving 

the identity document and knowing whether it works, as this can only be tested through 

successfully using the identity document to pass an identity check. While impossible at this 

stage to determine the precise reason behind the decreased amount of feedback on the ID-

related market, the hypotheses above are just potential explanations. Given that on Empire only 

17.6% of sales had feedback associated in combination with the low number of reviews for ID-

related products on WHM, it was determined that the feedback on WHM would not be used as 

a proxy for sales, and that the sales information from Empire would be the focus instead. While 

this is a limitation, previous studies have suggested that single-market studies are still valid and 

can provide generalised results about the overall marketplace [104, 218, 242, 250], which is 

especially relevant as Empire Market and WHM were contemporaries.  

3.3.3 Classification of listings 

The product category as dictated by the vendor was extracted, however, in cryptomarket 

research it is often found that vendor-selected categories are incorrect, or not relevant for 

research [104]. To ensure comparisons were consistent across the markets, and irrelevant 

products were removed from the analysis, listings were re-classified using a semi-automatic 

keyword macro as done in previous research [96, 104, 117]. This macro was optimised in this 

study for the ID-related market, identifying keywords of importance by studying the fraudulent 

document literature (for example [47, 51, 200]) along with the product titles of the listings. 

This was an iterative process of running the macro and adjusting the search terms, thereby 

reducing the amount of manual classification required. For the items outside of the ID-related 

category, this was expedited through using the vendor selected category to help with bulk 

classifications that were then checked after the fact. There may be some level of error with this 

method, but this was deemed acceptable as the focus of this research was the ID-related market. 

After all listings were classified, the items that fell within the ID-related category, including 
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both identity documents and identity fraud-related products were extracted, with 2,545 unique 

listings and 234 vendors on Empire, and 1,620 unique listings and 141 vendors on WHM. The 

different categories used for the ID-related products can be found below in Table 3.2. 

Typically, fraudulent documents are categorised by vendors as part of either the ‘services’ or 

‘counterfeits’ category. While these products could be considered part of the fraud category, 

for clarity, within this research they have been allocated their own category. The fraud category 

is expansive, including a broad range of products, which should be broken down into more 

specific categories to allow a better understanding of the overall market. All products that were 

related to identity documents or proof of identity documents, including things that could be 

considered ‘precursors’ such as fullz (defined in Table 3.2), have been added to the ID-related 

category in this research.  

 

Table 3.2: Summary of the different categories used to classify the ID-related product listings, these definitions were 

developed specifically for this research 

Product 

category 

Product Definition 

ID 

Licence A document that can be used as a proof of identity, and proof 

of entitlement to drive. It contains an image of the individual 

along with a range of personal information 

Passport A document that can be used as proof of identity and to travel 

across borders. It contains an image of the individual and 

personal information 

Identity card A document that can be used to prove the identity of an 

individual, it contains an image of the individual and personal 

information (e.g. proof of age cards in Australia) 

ID pack An ID pack is used to describe a collection of two or more 

documents of different types often curated to serve a specific 
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purpose, such as proof of identity to secure a bank loan or 

opening a bank account. 

ID bulk A bulk listing for multiples of the same document types (e.g. 

10x passports, 1000x licence scans) 

ID various This product type was used to describe listings that had 

multiple different document types within the listing but were 

not being sold as a pack. Rather the vendor was offering all 

those products within one listing, and the buyer would need 

to specify what document they wished to purchase. 

Selfie ID This product type is an image of an individual holding up an 

identity document such as a driver licence or passport  

Other This was used to group all other ID that did not fall within 

these previously mentioned categories, but were not 

numerous enough to create their own category (e.g. ID 

components such as barcodes and other security features and 

tools to manufacture the documents, such as card printers, 

barcode generating software etc.) 

Identity 

fraud 

Fullz The ‘full’ information profile of an individual. This is sold as 

a digital packet that contains personal and financial 

information and is often used to facilitate identity fraud, bank 

drops, credit card fraud etc. It will often include things such 

as a name, date of birth, address, email address, credit card 

information, bank information, drivers licence number, and 

sometimes even a physical description 

Identity fraud 

pack 

This has been used to group listings for fullz that are sold in 

combination with an identity document, often a scan or 

image, as opposed to just a document number.  

Other This product category includes things that assist in the 

creation of fullz, for example, ‘look up’ services for driver 
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licence information, dates of birth, and social security 

numbers 

Various 

legitimation 

documents 

Statements This contains all listings that include the word ‘statement’ 

such as bank statements and tax statements. 

Utility bill Any form of bill, including gas, water, electricity, phone etc. 

Other This category contains all other documents that did not fit 

within the previous categories. This includes things such as 

birth certificates, social security cards, Medicare cards, 

insurance cards, and residence permits 

 

3.3.4 Data analysis 

3.3.4.1 Overview and structure of the international market 

The overall illicit marketplace of WHM and Empire Market were examined to place the ID-

related market within its context. To illustrate the supply and demand of the overall illicit and 

ID-related markets the number of listings (based on unique product ID numbers) and the 

number of sales (only on Empire) were used, along with the number of vendors, identified 

through the vendor usernames. The number of sales and listings was then identified for each 

product type within the markets. When examining the number of sales, it was identified that 

some listings were incomplete, in that they were missing the number of sales for that item, 

likely due to errors in the crawling, or incomplete crawling. In these cases (n=3,215), the listing 

was removed from the sales calculations. Typically, when there is no stock left of an item, 

cryptomarket vendors will greatly increase the items price to dissuade buyers  [104, 218, 276], 

indicating in the product title or description that they are sold out. When this was identified 

those listings were not included in the price, nor the calculations for total sales revenue (n=37).  

Specifically for the ID market, when an item’s price was significantly higher than the average 

price for that item, they were removed from the total sales calculations (n=6). This was done 
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manually on a case-by-case basis, using knowledge of the market and prices published in 

previous research [47] to inform the decision. One such item that was removed from the sales 

calculation was a digital scan of a driver licence that was listed for close to $7000, when the 

average price was $31.40. The total sales value per item, along with the estimated value of the 

overall and ID-related markets on Empire were estimated by first converting the price (in USD 

or EUR) to AUD as described above (Section 3.2.2), and then multiplying that by the number 

of sales as was done in previous research [104, 247]. The number of sales was the number of 

sales since the vendor joined the market, or in the case of individual items, since that item was 

listed, and this calculation was done to give an indication as to the revenue for individuals, 

vendors and the market as a whole across the duration of its operation. The total sales value for 

every item in the ID-related category was then summed together to estimate the total value of 

the ID-related market on Empire across the time it was active. Of course, there may be some 

inaccuracies in this analysis, particularly if there have been price fluctuations across the 

duration of the market’s operation, but the revenue has been provided as an estimate to give an 

indication as to the potential revenue of individual vendors, products as well as the overall 

market 

3.3.4.2 Identification of digital products, document country, and fraud type 

Previous research has illustrated that the ID-related category had a significant number of 

listings for digital items [104], so to determine the number of digital listings present on WHM 

and Empire, the keyword macro used to classify the product categories was modified to classify 

the listings as either digital or physical, based on the presence of keywords in the listing title. 

This macro targeted words such as ‘scan’, ‘template’, ‘image’, ‘fullz’, and ‘PSD’ to identify 

those documents that were in a digital format. The same keyword macro was also used to 

identify the document country for each listing, being the country the document was claiming 

to be from or attempting to replicate (e.g. Australian vs United States passports). In this 
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instance, the macro targeted words associated with countries, states, or regions around the 

world, including common abbreviations. As an example, if a listing contained the words ‘New 

York’ or ‘NY’ then it would be classified as a listing for a United States document. In cases 

where vendors indicated multiple document countries or regions within a single listing (e.g. 

Europe, Oceania, Asia etc.) those documents were given a document country of ‘Various’. 

When no document country was included in the listing title they were classified as ‘Not 

Specified’. As the ‘Not Specified’ document countries provided no real information about the 

document, they were not included in the examination of the document country, resulting in the 

exclusion of 573 listings from Empire (22%) and 378 listings from WHM (23%). 

The key word macro was again modified and used to identify the types of products being 

offered by vendors, and what type of document fraud was being committed, i.e. counterfeit vs. 

forgery. The key word macro, however, was not effective for the classification of the fraud 

type, as there was a high degree of variability in the way this information was conveyed by the 

vendor, with some not explicitly stating it in the product title, and instead including it in the 

product description, or alluding to it. For this reason, manual classifications were conducted by 

extracting information from the product listing title and description. Only the physical 

documents were targeted, as in most cases this information was not provided, or was not 

reliable for the digital document listings. The number of listings, sales, and total sales value 

(AUD) per fraud type was calculated as outlined in Section 3.2.2.  

3.3.4.3 Trafficking of products 

To get an understanding of the movement of illicit goods internationally, and therefore the 

trafficking of goods within the market, the shipping information provided within the ID-related 

market was examined.   
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Across both WHM and Empire vendors provided their shipping locations, being the places that 

they ship items from and where they ship to. Previous research has indicated that it is 

reasonable to assume that the country the item is being shipped from (i.e. the origin) is the 

country of operation of the vendor, so that approach has been followed here  [103, 104, 110]. 

While it is not possible to verify that this information is completely accurate, as feedback and 

reputation are some of the most important currencies on the cryptomarkets the threat of 

receiving bad feedback from a customer is likely enough motivation to be honest regarding the 

origin country of the product [110, 117]. On Empire, some vendors indicated a list of countries 

that they ship to, in which cases the lists were separated to ensure that the countries were 

correctly represented.  

All digital products were removed from the geographical analysis (Empire n=2,022 listings and 

n=44,979 sales, WHM n=1264 listings), as the shipping information provided for digital 

products is less reliable as it cannot be verified by the buyers [117]. Any listings that had both 

the origin and destination country listed as ‘Worldwide’ were also removed from the analysis 

(Empire n=240 listings and n=1,088 sales, WHM n=33 listings). The trafficking analysis was 

therefore focussed on 189 listings and 552 sales from Empire and 323 listings from WHM. The 

origin countries were first examined, contrasting this against the products offered for sale, after 

which Alluvial Sankey diagrams were used to illustrate the flow of products from the origin to 

destination countries.  

3.3.4.4 Vendor behaviours 

The number of sales and listings per vendor, in combination with their total sales revenue 

(AUD), was used to identify those vendors that were making the most significant contribution 

to the ID-related market. It is common practice within cryptomarkets for vendors to migrate 

and operate across different marketplaces, either as a reaction to the closure of a market, as a 

strategy to reduce risk [236], and/or to expand their reach thereby increasing their likelihood 
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of higher profits [226, 277]. As a vendor's username is intrinsically tied to their reputation [220, 

226, 278] previous research has illustrated that usernames can be used as a proxy to help in the 

identification of vendors that are operating across different marketplaces, albeit with a degree 

of uncertainty [220, 226, 236]. However, this uncertainty can be mitigated by pairing the 

comparison of the vendor’s username with the comparison to their PGP key [203, 279]. After 

the PGP keys were cleaned to remove formatting inconsistencies between the markets, a vendor 

comparison using their username and PGP key was done to identify which vendors were 

present across both markets.  

All data extraction, wrangling, and classifications were conducted using Microsoft Excel for 

Microsoft 365 MSO Version 2401. All data analysis was conducted using a combination of 

Microsoft Excel for Microsoft 365 MSO Version 2401, Tableau 2023.2, and Flourish Studio19. 

  

 
19 https://flourish.studio/ 
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3.4 Results and Discussion 

3.4.1 Overview of the illicit marketplaces 

3.4.1.1 Market categories 

While cryptomarkets often vary in appearance, they are similar in the way that their products 

are organised, utilising product categories to make searching and purchasing easier from a 

consumer perspective [255]. After the data wrangling and categorisation process, there were 

76,182 listings and 2,806 vendors on Empire Market and 83,517 listings and 2,519 vendors on 

WHM. Figure 3-3 compares the number of listings and the number of vendors per market 

category across both Empire and WHM, with the number and percentage of the market 

included on the bars. These are referring specifically to the percentage of the individual market, 

not both markets combined. All market categories have been defined in Appendix Table A. 9. 

Unsurprisingly, the market structure is very similar across both WHM and Empire, with most 

of the listings and vendors being within the illicit drugs category (63.7% and 48.6% for WHM 

and Empire respectively). Previous research has found that most cryptomarkets will operate 

with between 46-57% of their listings being devoted to illicit drugs [104, 249]. While Empire 

fits within this expected range at 48.6%, WHM does have a higher percentage of listings at 

63.7%. During its operation, WHM garnered a reputation for being a market that had a focus 

on the sale of illicit substances [273], which was undoubtedly furthered by the branding of the 

market as shown in Figure 3-4.  
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Figure 3-3: Number of vendors and number of listings per market category compared across both WHM and Empire. The 

light aqua correlates to Empire while the dark teal correlates to WHM. The percentages for the number of listings here are 

referring to the percentages of the individual markets, not both markets combined. Percentages were not used for the 

number of vendors as most vendors appear in multiple categories. Note: PIEDs = performance and image enhancing drugs. 
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Figure 3-4: The branding for WHM, featuring Walter White, the character from Gilligan and Johnson’s Breaking Bad 

(https://thecyberpost.com/news/cybercrime/darkweb-news/white-house-market-ends-support-for-bitcoin-payments/) 

When looking at the listings on Empire there appears to be a stronger emphasis on the fraud 

related category, than there is on WHM, with it being Empire’s second most listed category. 

As most of the products in this category are digital products (for example software and dumps 

of information) it is unsurprising that they take up a large portion of the listings on the market 

due to their ability to be reused, modified, and resold, unlike the typically physical products 

within the drug related category.  

Across Empire and WHM, during the crawling period, there were, respectively, 2,808 and 

2,519 active vendors. Across both marketplaces, approximately 78% of these vendors had 

product listings that fell within the illicit drug category, making it by far the most populated 

category on both markets. The trends regarding the number of vendors largely followed the 

same trends noted for the number of listings, with illicit and prescription drugs and fraud-

related taking up most of the market. However, there was a startling difference when 

considering the number of vendors in the ‘custom’ category. It should be noted that the 

‘Custom’ category contains products from all the other categories but seems to be very 

common for drug and fraud-related products. This breadth of the custom category may be an 

explanation as to why so many vendors fall within this category, even though the number of 

listings is comparatively small.  
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The number of listings provides a good indication of the supply across the market, i.e. what 

product types are being listed by vendors, however, this is not an accurate indication of what 

products are being purchased by buyers. Previous research has used feedback as a proxy for 

the number of sales when sales data has not been available, most often due to the structure of 

the market [256]. However, as the feedback on WHM was not representative of the ID-related 

market (as outlined in Section 3.2.2) this was not used, and instead the sales information from 

Empire Market was used as a more accurate indicator for the demand across the market.  

On Empire, there were 2,065,815 sales and an estimated total sales revenue of $362,178,498 

(AUD20) across the time the market was operational, until the final crawl. Here, the illicit drug 

category is once again dominating the market, with over 50% of the sales and 72% of the 

revenue coming from illicit drug listings. The trend for the top three product categories 

regarding the number of sales is consistent with the number of listings, with fraud-related being 

the second most sold followed by prescription drugs. However, regarding the other categories, 

there have been some notable shifts with guides and tutorials and ID-related moving up to 

fourth and fifth place respectively in the number of sales, as illustrated in Table 3.3 

  

 
20 All sales revenues and prices in this analysis are in AUD unless mentioned otherwise 
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Table 3.3: Number of sales and sales revenue for each category across Empire Market 

Category No. sales Sales revenue 

Illicit drugs 1,105,378 $265,303,894 

Fraud related 330,992 $14,957,650 

Prescription drugs 302,023 $62,256,966 

Guides & tutorials 202,732 $4,558,693 

ID-related 48,655 $1,823,485 

Goods, currencies & metals 41,285 $8,010,715 

PIEDs21 19,189 $1,240,090 

Custom/other 12,671 $3,930,677 

Lab supplies & paraphernalia 2,496 $90,356 

Weapons 394 $5,974 

Total 2,065,815 $362,178,498 

 

There are some interesting differences when looking at the number of sales against the total 

sales revenue. The categories that are dominated by physical products, such as the illicit and 

prescription drug categories, generally have much higher total sales revenues, regardless of 

their number of sales. The other categories, particularly those with a larger portion of digital 

products such as fraud related, guides and tutorials, and ID-related, all have a much lower total 

sales revenue. Digital products have a much lower cost per unit compared to physical products 

[47], thus explaining the differences between the number of sales and total revenue for these 

primarily digital categories.  

Based on the structure and organisation of the overall markets for both Empire and WHM, it is 

apparent that these markets are very similar to what has been previously published. The fact 

that they are exhibiting characteristics that are typical of cryptomarkets is a good indicator that 

 
21 Performance and image enhancing drugs 
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the identity-related market within these two cryptomarkets may be a good example of the 

typical cryptomarket facilitated ID-related market.  

3.4.1.2 Market structure 

The identification of prolific offenders operating on the cryptomarkets can assist with not only 

illustrating the structure within these online markets but also could provide an alternative way 

of disrupting this persistent criminal ecosystem. Given the reported resilience of these markets 

to disruptions such as police takedowns [203, 206, 220, 221, 236], it has been suggested that 

rather than targeting markets, which are promptly replaced, security and policing organisation 

should consider targeting the more prolific offenders, being those individuals that are having a 

large impact on the supply and sales within the marketplace [247]. However, as illustrated 

through the closure of Hydra market in 2022, police crackdowns are necessary to keep these 

growing marketplaces in check [229], even if new marketplaces continuously emerge to replace 

those that are closed. It is important to consider the benefits and potential of both approaches, 

targeting and removing both key markets, as well as those most prolific and influential vendors.  

In this work, prolific, in the context of vendor behaviour, is defined as a vendor that is listing, 

selling, or earning well above the average across the market. The number of listings per vendor 

for both the overall and ID-related markets were plotted as a histogram (Figure 3-5) to identity 

firstly, if the cryptomarket environment for ID-related products is punctuated by prolific 

offenders, and secondly, if this structure is unique to the ID-related market or if it is present in 

the structure of the overall market. 
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Figure 3-5: Histogram illustrating the number of listings per vendor across Empire and WHM’s overall and ID-related

market. The columns correlate to the overall markets, while the lines illustrate the ID-related market (e.g. there were 880 

vendors in the overall market on Empire that contributed less than 10 listings). Note the axis on the right is correlating to 

the number of vendors in the ID-related market, the axis on the left is correlating to the overall market.

Figure 3-5 illustrates the number of listings controlled per vendor across the overall market

(illustrated by the bars) and the ID-related market (illustrated by the lines). This provides a 

visual representation of the concentration of vendors within the marketplace, highlighting the 

number of vendors that can be considered ‘prolific’. It is obvious that across both Empire and 

WHM the structure of the overall market and the ID-related market is similar, with many

vendors controlling less than ten listings (overall market: Empire 31% and WHM 34%, ID-

related market: Empire 73% and WHM 70%). This is consistent with previous research that 

found that in an examination of the Canadian drug market across eight different cryptomarkets, 

47% of the vendors controlled less than 10 listings [203]. It has been suggested that most 

vendors may favour operating a small number of listings due to the difficulty of managing 
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several listings at the same time across a broad range of products, especially when considering 

that a single listing may be purchased multiple times [203]. 

 

Previous research that has focussed on the profiling of fraudulent identity documents has 

illustrated that the fraudulent document market is characterised by a small number of prolific 

offenders contributing a large number of documents to the marketplace [1, 14-17, 51, 280]. 

This seems to be consistent with the online market, with only four vendors (two per market) 

contributing over 100 listings, which could be considered significantly above the average for 

both the ID (average of 11 listings) and overall markets (average of ~30 listings).  

While the number of listings a vendor controls may be indicative of how large a role they play 

in the supply of the market [203], this cannot be the only characteristic used to determine which 

vendors can be considered prolific. When examining the number of sales per vendor on Empire, 

there is a noted concentration of activity amongst a small number of vendors (Figure 3.6). In 

the overall market, 16% (460) of the vendors are responsible for over 80% of the sales on 

Empire, and in the ID-related market, 5.5% (13) of the vendors are contributing 63% of the ID-

related sales on Empire. Clearly, this level of concentration and the presence of prolific 

offenders is not unique to the fraudulent document market (both physical and online) and is 

instead likely to be present across the entirety of the cryptomarket ecosystem, which is in line 

with criminological theories of recidivism and prolific offending [60].   

To get an indication of the distribution of the sales across the vendors within the ID-related 

portion of Empire Market, the Herfindahl-Hirschman Index (HHI) was calculated. The HHI is 

commonly used in finance and economics to illustrate the concentration of a marketplace, and 

the degree of competition between contributors [281]. Originally developed by Hirschman 

[1945] and Herfindahl [1950], the HHI is calculated using the formula below and is represented 
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as a value between 0, indicating a huge number of very small contributors and 10,000, 

indicating a small number of contributors operating a monopoly [282]:  

HHI = S1
2 + S2

2 + S3
2 + … Sn

2 

In this calculation, S corresponds to the market share of each contributor (i.e. vendor in this 

work) and is calculated using the formula below.  

𝑆 =  
𝑣𝑒𝑛𝑑𝑜𝑟 𝑠𝑎𝑙𝑒𝑠

𝑡𝑜𝑡𝑎𝑙 𝑠𝑎𝑙𝑒𝑠 𝑖𝑛 𝐼𝐷 𝑟𝑒𝑙𝑎𝑡𝑒𝑑 𝑚𝑎𝑟𝑘𝑒𝑡
 

Based on this calculation, the HHI for the ID-related portion of Empire Market was found to 

be 382, correlating to a competitive market, with many vendors contributing to the 

marketplace. This of course doesn’t negate the fact that there are prolific offenders operating 

within this marketplace, as 50% of the sales for the entire ID-related market on Empire is 

coming from only 10 vendors (when there are 234 ID-related vendors on Empire Market). 

Low HHI’s are typically indicative of a roughly equal distribution of sales across the 

contributors to the market [282], and this makes sense in this context given that 199 of the 

235 vendors in the ID-related market on Empire (85%) have a market share (S) of less than 

one, as they are not contributing very many, or in some cases, any, sales to the ID-related 

market.  
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Figure 3-6: Number of sales per vendor across the overall and ID-related market on Empire. The columns illustrate the 

number of vendors that have that number of sales (e.g. there are 1,426 vendors in the overall market with less than 100 

sales). 

 

To properly identify those vendors that can be considered as making significant contributions 

to this online marketplace, their listings, sales, and total revenue need to be considered in 

combination. Using one characteristic, such as the number of sales in isolation is neglecting to 

consider those vendors that may have access to (and therefore be supplying) a large amount of 

product to the market (identified through the number of listings) and those that are earning a 

large amount of money from their illicit activities (identified through their total sales revenue). 

Those individuals that are earning large sums of money are the vendors that are more likely to 

expand their business, whether that be onto other cryptomarkets, increasing their product 

profile, or moving into physical markets in combination with the online markets.   
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The importance of considering sales, listings, and the total revenue when identifying prolific 

behaviour is illustrated in Figure 3-7. This shows the total sales revenue (y-axis), highlighting 

the 15 ID-related vendors with the highest sales revenue, along with their number of sales (x-

axis) and number of listings (size). The lack of correlation between the number of listings and 

sales is perfectly illustrated by the vendor with the highest number of sales, who has 5,256 

sales coming from six listings, all within the identity fraud-related category. Clearly, to 

properly capture the activities of the most prolific vendors within the market environment, 

sales, listings, and sales revenue should all be considered to ensure that information is not being 

overlooked by focusing too much on only one trace of activity. Of course, much of this is reliant 

on whether sales data is captured in the crawl and is structured in an accessible way by the 

market administrators. It should be noted that this analysis could not consider the possibility 

that a single document supplier may be operating multiple vendor usernames, therefore 

potentially disguising their prolific activities.  
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Figure 3-7: Total sales revenue, number of sales (x-axis) and number of listings (size) per vendor with the 15 vendors with 

the highest total sales value (ID-related market) highlighted in aqua. 
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3.4.2 The cryptomarket facilitated ID-related market 

3.4.2.1 Overview 

The ID-related category contains a broad range of product types that, for the sake of simplicity, 

have been grouped into three subcategories as defined in Table 3.4. For more detailed 

definitions of all the product types found within each subcategory, refer to Table 3.2 in the 

Materials and Methods Section 3.2.3. 

Table 3.4: Definitions and examples of the three ID-related product subcategories 

Product subcategory Definition Examples 

ID 

Photo identification products, 

those that can be used in 

isolation to prove an identity 

Passport, driver licence, 

identity card 

Identity fraud 

Includes all products that could 

be used to facilitate identity 

crime or theft 

Fullz (a full, digital 

information pack about an 

individual), and identity 

fraud packs, being a pack 

containing fullz and a 

document from either of 

the other categories (ID or 

various legitimation 

documents) 

Various legitimation 

documents 

Documents that do not contain a 

photo and cannot be used to 

prove an identity. They can only 

support a photo ID, or be used 

as a proof of address 

Utility bills, bank 

statements, birth 

certificates 

   

 

Across the ID-related category, there are 2,545 listings and 234 vendors on Empire and 1,620 

listings and 141 vendors on WHM. Most cryptomarkets, including those beyond the scope of 

this research, typically offer both digital and physical products, being those that are transferred 
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to the buyer through the internet, and those that require shipping from the vendor to the buyer's 

address or P.O box, respectively. As illustrated in Figure 3-8, approximately 80% of the ID-

related listings across both markets (80% on Empire and 78% on WHM) are for digital 

products, largely being scans, images, or Photoshop templates (.PSD) of identity documents, 

along with fullz and identity fraud packs. When looking at specific product types, driver 

licences are the most listed products for sale, consistent with previous research [47, 51], 

followed by fullz, then identity fraud packs on Empire, and identity cards on WHM. Driver 

licences are often targeted products within cryptomarkets as they are widely used throughout 

communities as proof of identity, and they contain valuable information such as date of birth, 

name, and address [47]. In addition, in some country’s driver licences are attractive as they do 

not have an expiry date [51, 283]. 

 

Figure 3-8: The number of listings per product type across the ID-related category for both Empire and WHM, with the 

colours indicating whether the documents are physical (dark teal) or digital (light aqua). 
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There were 48,655 ID-related sales on Empire, 95% of which were for digital products, 

suggesting that there is both supply (indicated by the number of listings in Figure 3-8) and 

demand for digital products within these marketplaces (as illustrated in Table 3.5).  

 

Table 3.5: The total number of sales and listings per ID-related category and the total sales in AUD (Empire Market) 

Category 
No. of 

listings 

No. of 

sales 

Total sales 

(AUD) 

ID Licence 493 5,653 $402,059 

Passport 245 1,072 $67,204 

Identity card 212 1,164 $189,902 

ID bulk 128 3,980 $70,164 

ID various 118 1,497 $104,836 

ID pack 111 1,024 $65,014 

Selfie ID 83 532 $38,787 

Other 20 125 $14,276 

Selfie ID bulk 18 1 $489 

Total 1,428 15,048 $952,731 

Identity fraud Fullz 384 20,649 $435,345 

Identity fraud pack 286 8,186 $261,094 

Other 3 336 $18,712 

Total 673 29,171 $715,152 

Various legitimation 

documents 

Other 237 2,725 $129,480 

Statements 130 1,185 $16,388 

Utility bill 77 526 $9,735 

Total 444 4,436 $155,603 

Grand Total   2,545 48,655 $1,823,485 

 

 

Interestingly, the category with the highest number of sales, the identity fraud-related category, 

is made up entirely of listings for digital products. This is not surprising given the ease with 

which digital documents and information can be sent to the buyer, edited, modified, and re-
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used, especially if they are taking the form of Photoshop templates, scans, and digital 

information (in the case of the identity fraud related items). The generally low cost per unit 

[47] coupled with the increasing reliance on digital proof of identity documents, may also be 

contributing to the popularity of these items with buyers. Of course, it is entirely possible that 

these digital documents are being used as ‘precursors’ and are being purchased for use in the 

manufacture of physical documents. While not among the most popular products on the 

cryptomarket, within the ‘Other’ section of the ID category are what can be considered 

‘precursors’ for document manufacture, including things such as substrates, security features, 

and security overlays. This, combined with increases in the trafficking of these precursors [51], 

indicates that the manufacture of physical documents may be a potential use for these digital 

documents and personal information. 

Also contributing to the high number of sales within the identity fraud category, particularly 

for fullz, is the ever-increasing rate of identity crime that has been noted internationally, and 

domestically in Australia, as explained in Chapter 1 Section 1.2. It was found in the AIC’s 

2023 identity crime and misuse report that the most targeted and misused information were 

personal details such as name, mobile number, date of birth, address, gender and place of birth 

[30], all of which are key components found within a set of fullz. 

As illustrated in Table 3.5, the total value of sales across Empire Market for the ID-related 

category was over $1.8 million accrued across the approximately 2.5 years that the market was 

active. Compared to the size of the illicit drug market on Empire (total sales value of 

$265,303,894), the total dollar value of the identity-related market is quite low (0.5% of the 

total value of sales on Empire). However, cryptomarket sales have previously been estimated 

to only account for around 0.1% of the total drug market (estimated at US$426-652 billion per 

annum) [206]. Compounding this, the Global Drug Surveys from the last ten years have 

illustrated that less than 15% of drug users have used cryptomarkets in the past to purchase 
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illicit drugs [284-286]. Clearly, most purchases within the illicit drug market are occurring 

through the more traditional physical marketplaces or alternative online routes of distribution. 

While admittedly, the illicit drug market is very different due to the nature of its products, given 

that the cryptomarkets only cover such a small portion of the illicit drug market, the 

cryptomarkets may be responsible for a similarly small portion of the fraudulent document 

market.  

In fact, it has been illustrated previously that the fraudulent document market spans the breadth 

of the web, extending digitally beyond the jurisdiction of cryptomarkets and even through to 

the surface web. These surface web suppliers perform their operations in a range of formats, 

including storefronts, sellers operating on dedicated forums, email sellers, and vendors who 

use social media and streaming platforms such as Instagram and YouTube as a means to sell 

their products [51, 199, 200, 283, 287]. This, combined with being a single market analysis, 

clearly illustrates that cryptomarkets are not the sole route of access for fraudulent identity 

documents and stolen personal information, suggesting that the $1.8million figure does not 

illustrate the entirety of the online fraudulent document market, and that the actual value is 

likely to be higher. Additionally, given that fraudulent identity documents are known enablers 

of nearly all forms of serious and organised crime [32], the money (and harm) being generated 

by their use spans far beyond the criminal environment of document fraud and identity crime. 

3.4.2.2 Prices of ID-related products 

In general, there has been little research into the prices of fraudulent documents and personal 

information sold on cryptomarkets, but it has been illustrated that there is a great degree of 

variation in prices across these cryptomarkets and also across different vendors [47]. In this 

research, it was found that digital items had a lower average cost compared to physical items 

across all the ID-related product categories, except for in the ‘Other’ subcategory of the ID 
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items as illustrated in Table 3.6. This item (price of $1393) was unique within this category, as 

it was for a copy of the software used by the Department of Motor Vehicles (DMV) to generate 

licence barcodes.  

Table 3.6: The average, median, minimum, and maximum prices for products within the ID sub-category. Prices have been 

included for both digital and physical products. There were no physical listings for Selfie ID products. For the prices of all 

products across all categories of the ID-related market, refer to Appendix Table A. 10 

  Price (AUD) 

  Average Median  Minimum Maximum 

Passport 
Physical $9,641 $2,713 $14 $56,828 

Digital $32 $21 $1 $139 

ID pack 
Physical $7,881 $3,623 $29 $22,615 

Digital $112 $72 $1 $497 

Licence 
Physical $578 $258 $21 $5,827 

Digital $31 $14 $1 $923 

ID various 
Physical $863 $716 $15 $4,972 

Digital $78 $32 $1 $665 

Identity card 
Physical $698 $327 $105 $5,608 

Digital $29 $14 $4 $251 

Other 
Physical $36 $32 $4 $1,393 

Digital $121 $33 $2 $46 

Selfie ID bulk 
Physical - - - - 

Digital $1,582 $989 $325 $3,334 

 

 

The documents with higher prices are generally those listed as legitimate stolen documents, 

both with alterations and without, and those documents that come with ‘registration’ in the 

relevant government databases. The two document types with the highest maximum prices 

were in the ID pack ($22,615) and passport ($56,828) categories. Both items (along with some 

of the other more expensive passports) were advertised as legitimate documents that were 
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stolen or manufactured with the assistance of corrupt officials. They are marketed as a method 

to “create a new identity”. Previous research has illustrated that a fraudulent Australian 

passport was sold for $35,000 (in 2018) [47], so these prices are not too far outside the realm 

of possibility when considering the difference in product, general price increases over time, 

inflation, and increases due to the COVID-19 pandemic, which quite a few sellers specifically 

mentioned. However, without further information, it is impossible to determine with certainty 

the motives and reasons behind these higher prices. 

3.4.2.3 Types of fraud on Empire 

As explained in Chapter 1 Section 1.2.1, there are four main types of document fraud 

encountered, counterfeits, forgeries, pseudo documents and stolen blanks. According to 

international data, the fraudulent documents most encountered by police are counterfeits (64%) 

and forgeries (19%) with the other two types, pseudo documents and stolen blanks, being 

encountered far less often (<10%) (Keesing ID Academy, 2018 as cited in Baechler, S. 2020 

[51]) [175]. From an intelligence perspective, understanding the type of document fraud that is 

most common within the market can illustrate what document types are most likely in 

circulation, and provides insight into the M.O. used by those manufacturing fraudulent 

documents.  

Across the 2,425 sales for physical documents, 96% were for counterfeit documents, with the 

remaining 4% being attributed to the sales for forged documents (Table 3.7). All the listings 

for forged documents were characterised by phrases such as “legitimate”, “authentic”, 

“genuine” and “registered”. There were no sales for stolen blank or pseudo documents. After 

counterfeit licences and identity cards, the most sold document types were in the ‘other’ 

category of the various legitimation documents, with approximately $27,000 coming from 290 

sales. All documents in this category were counterfeits, and the listing with the most sales (and 

highest total revenue) was incorrectly described as a ‘forged’ social security card. Quite a few 
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documents in the ‘other’ category were listed as ‘forged’ items, however, upon closer 

examination of the listing title or description it was found that the product was in fact a 

counterfeit document. This illustrated two things; 1) that fraudulent document vendors, and 

perhaps buyers are either not familiar with document examination terminology, or they are 

consciously choosing not to use it, and/or 2) that, as mentioned earlier, the descriptions of the 

products created by vendors are often incorrect, illustrating the need to perform the product 

classification as described in the method (Section 3.2.3). Across all product types, the highest 

number of listings were for counterfeit licences (210 listings), and in most cases those items 

with the most listings also had the most sales, except for the ID various product type. 

 

 Table 3.7: Number of sales and listings per fraud type across the ID-related categories. Only physical documents are 

included here as it was not possible to determine fraud type for the digital documents 

  Counterfeit Forgery (i.e. altered) 

Category Product type No. listings No. sales No. listings No. sales 

ID ID pack 5 0 12 0 

ID various 66 7 19 1 

Identity card 72 617 7 1 

Licence 210 1,401 18 75 

Other 1 0 0 0 

Passport 27 17 26 8 

Various 

legitimation 

documents 

Other 38 290 15 3 

Statements 1 5 0 0 
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The M.O. used by the manufacturer of these documents, is not only dictated by their 

knowledge, techniques and materials available to them [15], but also by what kind of document 

they are attempting to manufacture. It is unsurprising that so many counterfeit documents are 

being offered for sale on the cryptomarkets, as the document types with the most sales are 

largely polycarbonate, credit card style documents that are notoriously difficult to forge due to 

the integration of tamper proof security features (e.g. licences and identity cards) 

[51, 176].  

It has been previously found that the most expensive documents are those that have been 

legitimately issued based on fraudulent information, or forged [47, 200]. This is likely because 

the forged documents are in most cases legitimate documents that have been stolen, and/or they 

come with registration within the government or federal database relevant to that document 

type. In comparison, according to the data examined in this research, the starting (lowest) price 

for a counterfeit licence is $99.45, while that of a forged licence, in this case a stolen, genuine 

Italian licence, is $817.50, roughly eight times the price of the counterfeit. A similar trend is 

noted for the passports, with the cheapest forged passport ($2370.75) still being sold at a higher 

price point than the most expensive counterfeit passport ($2091.95). These price differences 

are likely a reflection of the perceived increase in the value, quality, and versatility of forged 

documents compared to counterfeits, if not just from the vendor perspective, then also from the 

buyers, given that the prices were considered reasonable enough to complete a purchase. 

Interestingly, on Empire all sales for forged passports came from one vendor who was 

supplying both Danish (one sale) and Lithuanian passports (seven sales). All physical 

Australian documents that were listed and/or sold on Empire were counterfeits, and 90% of the 

sales for Australian physical documents were for counterfeit licences. Given the format of the 

Australian licences being credit card style documents that are notoriously difficult to alter (i.e. 
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forge), this percentage of Australian counterfeit licences within the online marketplace is not 

surprising.   

3.4.3 Geographical considerations and trends 

It is common practice within cryptomarket studies to examine trends in relation to country of 

origin and shipping locations to assist in the identification of trends in the trafficking and 

movements of illicit goods, along with identifying countries that have a higher concentration 

of vendors. This can provide insight into where documents and products are coming from, as 

well as the presence of domestic markets. 

3.4.3.1 Document country and origin 

While licences seem to be the most popular identity document type sold on Empire and other 

online markets [51, 269] as well as being one of the most often targeted documents for identity 

misuse [47], there is often different perceived value, i.e. demand, associated with licences from 

different countries. Examining the country that a document is claiming to be from can provide 

some important information about document types that are being targeted by manufacturers, 

and those that are most popular among buyers. This can indicate trends in document fraud and 

potentially other types of organised crime within that region. It can also assist in the 

identification of document types that are more prone to fraud, whether that be due to security 

weaknesses, or simply a higher perceived value. To facilitate this the ‘document country’ of 

the ID-related products listed (on both WHM and Empire), and those sold (on Empire), were 

examined. It should be noted that the document country is the country that the document is 

claiming to be from, for example, an Australian passport. Of course, previous research has 

illustrated that the cryptomarket environment is dominated by users from English-speaking and 

Western European countries [104, 110, 117, 245, 249], so while the information from this 
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analysis can assist in identifying the aforementioned trends, this potential bias must be 

considered. 

U.S. products on both Empire and WHM have the highest number of listings with over 40% of 

each market’s ID-related listings devoted to products of this kind (42.8% of Empire, and 40.2% 

on WHM), consistent with previous research [202]. The difference in the number of listings 

between the U.S., and the next most listed document country, Australia, is stark. While 

Australian documents are the second most listed type, these products account for only 7% of 

the listings on both Empire and WHM. Following closely behind Australia is the U.K., Canada, 

and France. When considering the number of sales, the U.S. again dominate the market, 

followed by Australia, U.K., Canada, and France (Figure 3-9). The volume of both sales and 

listings for U.S. documents and stolen personal information (the identity fraud-related 

category), is higher when compared to the other document countries (Table 3.8) 
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Figure 3-9: The number of sales per document type, with the colour indicating the document country. Only the top ten 

document countries (regarding sales) have been included. The identity fraud related category is not shown here as it 

obscured the other categories and was largely just dominated by the U.S. products. 

 

Table 3.8: Number of sales for each document country across the three ID-related subcategories, and the total sales (%). 

Only the top five document countries (number of sales) are illustrated here. 

 Number of Sales  

Document Country ID Identity fraud Various legit. Total % of ID market 

U.S. 4,719 25,353 1,553 31,625 65% 

Australia 1,764 595 570 2,929 6% 

U.K. 1,023 877 219 2,119 4% 

Canada 98 443 149 690 1% 

France 487 2 136 625 1% 
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While this agrees with other dark web market analyses, such as that conducted by Baravalle et 

al. [202] other work conducted by Holt and Lee found in their analysis of the broader online 

document market that the most commonly listed documents were for those from European 

(EU) member states (51.2%), followed by Asian (11.7%), South American (8.4%) and 

Southwest Asian and North African (SWANA)22 (7.2%) nations [200], with Australian/New 

Zealand documents only accounting for 3.6% of the products listed [200]. This is again 

contrasting to previous research which indicated Australian documents to be some of the most 

encountered products on the dark web [51, 199, 269]. Of course, the work conducted by Holt 

and Lee examined vendors across the open and dark web, and did not solely examine the 

cryptomarket facilitated trade, suggesting that there may be some distinction between the 

products offered and sold based on the type of shop front the vendor is operating.  

Over the last few years, identity crime has continued to rise on an international scale [30, 288]. 

During the operation of Empire and WHM (between 2019 and 2021), there was a noted increase 

in the instance of identity crime in the U.S., with the number of complaints and total losses 

nearly doubling between 2018 and 2021 to 847,376 complaints and $6.9billion USD 

respectively [288]. The more specific crime types of identity theft and personal data breaches, 

being those most closely linked to the products within the identity fraud category, also 

experienced increases in the number of complaints and total losses across these three years, 

with the U.S. having the highest number of victims in 2021, followed by the U.K. and Canada 

[288]. The prevalence of the victimisation of those individuals from the U.S. was further 

exemplified by a 2018 study that examined the cybersecurity behaviour of 6,000 working 

professionals across the U.S., Australia, France, Germany, Italy, and the U.K. This work 

 
22 The commonly used term ‘Middle East’ is an outdated colonial term used to describe the location of 

Southwest Asia and North Africa in relation to Europe and the West. The term Southwest Asia and North Africa 

(SWANA) is used instead. 
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revealed that 33% of U.S. respondents had experienced identity theft, which was twice the 

global average [289].  

Given the victimisation rate of identity crime within the U.S. [288, 289], it starts to make more 

sense why U.S. products are so prevalent on these cryptomarkets. It should be noted however, 

that both the FBI and the cybersecurity company that conducted the studies mentioned above 

are U.S.-based, so there may be some unintentional bias as they are more likely to have access 

to a higher number of reports from U.S. citizens [288, 289]. Compounding this is the often 

over-representation of U.S. users, both vendors and buyers, on English-speaking cryptomarkets 

[104, 110, 117, 249] and their much higher population, which may be contributing to the higher 

occurrence of U.S. documents on these markets. However, this does not discount the potential 

for these results and those from the FBI [288] and the previous study [289] to be highlighting 

a potential trend between identity crime and the online ID-related market.  

Australia, France, and Canada have a high percentage of their product types within the various 

legitimation category (19%, 22% and 22% respectively), compared to the U.S. and the U.K. 

which have 10% or less. We can see that Australia has a high number of sales in the various 

legitimation category when compared to the identity fraud category, as does France. Utility 

bills, bank statements, and other similar document types have a well-established role in proving 

an individual’s identity in Australia, with them being crucial parts of satisfying the 100-point 

identity threshold which was introduced in Australia to reduce instances of financial fraud [47]. 

To prove their identity the individual must supply a range of documents, all of varying degrees 

of security (and therefore different point values) [47]. This threshold must be met to gain access 

to identity documents such as driver licences and passports, but also to rent a property, open a 

bank account, and access government benefits such as Centrelink. Similarly, in France, these 

various legitimation documents are required to serve as a justicatif de domicile (proof of 

physical address). Even though most of the state issued ID cards have the address printed on 
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the back, a utility bill, bank statement or the like (that is less than one year old) is required as 

a proof of address [290].  

Origin country 

When looking at the country of origin for the ID-related market, unsurprisingly, the U.S. is still 

the most common, followed by Australia and the U.K. These three countries are supplying 

most of the products within this market, with 37% of the listings (1694) and 29% of the sales 

(13,591) being shipped from these countries of origin. This suggests that Australia may 

potentially have a more prominent role within the document market when compared to the 

overall cryptomarket criminal environment. In the overall markets for both Empire and WHM 

the five main contributing countries for vendors and sales were, in order, the U.S., the U.K., 

Germany, the Netherlands and then Australia (Appendix Figure A. 6). While the prevalence of 

these origin countries is not surprising, as English speaking and Western European countries 

do exhibit dominance within the English language cryptomarkets [117, 249], particularly in 

relation to the illicit drug market, it is interesting to see the position of Australian based vendors 

within the ID-related market. However, it must be remembered that the study of these two 

marketplaces, and therefore the results presented here are not representative of the entire 

market and simply provide an indication of the market environment on these two 

cryptomarkets. 

As shown in Figure 3-10 the five countries that are contributing the most sales within the ID-

related market are the U.S., U.K., Australia, Canada and Germany. When examining the types 

of ID-related products these countries offer, there is quite a bit of variation. Most listings and 

sales from the U.S., U.K. and Canada are for fullz and identity fraud packs. Contrastingly, the 

vendors based in Australia almost exclusively list and sell products that fall within the ID 

category, with a much smaller proportion of sales within the identity fraud category, consistent 
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with the trends noticed in Table 3.8. This of course is not considering those listings or sales 

that had an origin country of Worldwide. 

 

Figure 3-10: Number of sales per origin country (top five regarding number of sales). The colour indicates the product type 

as indicated in the legend. 

Interestingly, when examining the origin and document countries, a significant portion of the 

sales for U.S. (95.7%), Australian (89%), and U.K. (93.2%) documents were being shipped 

from vendors originating from within the respective country, suggesting a potential correlation 

between origin country and the types of documents being offered by vendors (Figure 3-11). In 

fact, most origin countries supply domestic documents (i.e. documents claiming to be from that 

origin country), with this trend continuing in the Canadian, French, German and Polish 

documents. While the vendors originating from the U.S. have some sales for listings that were 

classified as ‘Not Specified’ and ‘Various’ in relation to document country, Australian and 

U.K. vendors have sales almost entirely for domestic documents, aside from two sales from an 
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Australian vendor for a Spanish document. A parallel could be drawn between the document 

market and the illicit drug market in relation to product specialties being dictated by domestic 

access or familiarity with the items listed, impacted by the origin country of the vendor [110]. 

Furthermore, selling items within the vendors country of origin reduces their risk of being 

detected, with most mail controls and checks being conducted at the borders by customs [104, 

110].   

 

 

Figure 3-11: Number of sales per origin country (ship from) with the colour indicating the document country of the products 

 

3.4.3.2 Trafficking patterns 

A key component of understanding the illicit marketplace is using the shipping information 

provided by the vendor, to not only infer their country of origin, but to also provide an 

indication of the movement of goods. While the figures above (Figure 3-10 and Figure 3-11) 
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illustrate the country of origin in isolation, revealing the most popular product categories from 

each country, a combined analysis of the origin and destination countries allows the 

identification of market types i.e. domestic or international. This can assist in illustrating the 

behaviour of vendors and buyers, providing an indication of the extent of the market within 

each country [117].  

As outlined in the Materials and Methods (Section 3.2.4.3) all digital products were removed 

from the analysis of the trafficking patterns, as well as any listings that had both the origin and 

destination country listed as Worldwide. This left 189 listings and 552 sales from Empire to 

examine, and 323 listings from WHM. Figure 3-12 and Figure 3-13 illustrate the trafficking 

patterns for both WHM and Empire, illustrated through the frequency of the origin and 

destination country combinations in the product listings, and in the number of sales on Empire 

(Figure 3-13 right). Because of the prevalence of digital products, the results presented here 

are not representative of the entire marketplace, as the vast majority of listings and sales across 

both WHM and Empire were for digital products. This analysis just provides some insight into 

the movement of the physical goods in the marketplace and can only provide an indication of 

where these products may be originating from.  
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Figure 3-12: Sankey Alluvial diagrams illustrating the movement of ID-related goods across WHM from their origin to 

destination countries. The colours have been kept consistent across figures 3.12 and 3.13 to make comparisons easier.
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Figure 3-13: Sankey Alluvial grid illustrating the movement of ID-related goods from their origin to destination countries on Empire. The diagram on the left has been created using the number 

of listings on Empire, whereas that on the right has been created using the number of sales per origin and destination combination. The colours have been kept consistent across figures 3.12 

and 3.13 to make comparisons easier.
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Across the ID-related listings, most vendors indicated that they would ship items worldwide 

(91% on Empire and 76% on WHM), with a much smaller proportion of documents being 

shipped to the U.S., Europe, and Australia. One interesting distinction between WHM and 

Empire, is that within the ID-related market most of the ID-related products on WHM are 

shipping from China and the U.S., while Empire has very few products coming from China, 

with the U.S., U.K., and Europe being the most prominent origin countries. WHM also had a 

much higher number of listings being shipped to the U.S., 21% compared to Empire’s 3.5%. 

The shipping information for the ID-related products, both listings and sales, suggest there may 

be a domestic market within both the U.S. and Australia, much like what was seen when 

looking at the trafficking trends for the overall market (Appendix Figure A. 7 and Figure A. 

8). However, when looking at the shipping information based on number of sales on Empire 

(Figure 3.13, right) contrasting to the U.S. (two sales), the domestic market in Australia (78 

sales) is more prominent. According to this trafficking analysis, the WHM and Empire specific 

portion of the cryptomarket facilitated online market for physical Australian documents may 

potentially be originating from domestic vendors. While there is a domestic portion of the 

market, much like in the illicit drug [96, 104, 110, 117], and overall market, it is unlikely that 

there are no international vendors willing to ship ID-related products to Australia. This is an 

illustration of how the size of this analysis, the number of listings and sales examined is a 

limitation, and that the analysis of trafficking patterns for the fraudulent document market on 

Empire and WHM can only suggest potential origins of interest and does not capture the entire 

market for physical fraudulent documents. 

Given the popularity of Australian documents on Empire and WHM, the listings for Australian 

documents were more closely examined to see what countries they were originating from and 
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what vendors were supplying them. Within the ID-related market across Empire and WHM 

combined, there were 294 listings for Australian documents, 27 of which were listings for 

physical documents (seven were removed as their origin country was ‘Worldwide’) which were 

being supplied by nine different vendors. Most of the listings for these Australian documents 

had Australia as the country of origin, with China and U.S. following behind (Figure 3-14). 

Similarly, when looking at the number of sales, the potential domestic nature of the Australian 

document market is suggested with 89% of sales having an origin of Australia, with the other 

11% coming from the U.S. While this potential Australian domestic market is consistent with 

what was found in Figure 3-12 and Figure 3-13 it is possible that there are Australian 

documents being manufactured in and shipped from other countries (including the U.S. and 

China). In both cases, the listings from these two countries indicated ‘Worldwide’ as the 

destination country, meaning it is possible that they would be shipped to Australia. Of course, 

this is not considering those documents being shipped from ‘Worldwide’, so there are likely 

other countries contributing to the Australian document market, but from this analysis, it was 

not possible to identity them.  
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Figure 3-14: Trafficking patterns for Australian documents across both Empire and WHM. Listings are on the left, with the 

number of sales (Empire) on the right. 

 

Vendors are, naturally, risk averse, and shipping packages of illicit goods to countries with 

higher border controls exposes them to increased risk of package interception, resulting in 

potential arrests, or increased negative feedback from the buyers when the package does not 

arrive [104, 110, 117, 249]. When looking specifically at the trade environment in Australia, 

the domestic market for illicit drugs has also been attributed to the geographic isolation of 

Australia, the presence of domestic manufacturing, and the high domestic prices [104, 110].  

Undoubtedly, the geographic isolation of Australia plays a role in the trafficking of any 

physical illicit goods, combined with the general risk-averse nature of vendors leading them to 

avoid shipping to countries with strict border controls. However, it is impossible to say with 

certainty how much these factors are impacting the shipping of fraudulent documents based 

solely on the limited analysis of two markets. Figure 3-14 does suggest that there is domestic 
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shipping, with the majority of the Australian documents on WHM and Empire originating 

domestically, and while there have been previous instances of domestic manufacture of these 

documents [47, 192, 291], it is not possible to say, at this stage, to what extent this manufacture 

is occurring. When considering the other potential factors that may be impacting the presence 

of this domestic market, it is unlikely that prices are significantly impacting the market, 

especially considering the mostly low prices due to the dominance of digital products. So, until 

more concrete conclusions can be made regarding the domestic manufacturing of Australian 

documents, the most logical conclusion is that the geographical isolation and strict border 

controls of Australia, combined with the risk-averse nature of cryptomarket users is the most 

likely reason for a low rate of international shipping, and a stronger domestic market. It must, 

of course, be remembered that the entire fraudulent document market is not represented on 

Empire and WHM with the market existing across all levels of the web [200, 269]. So, this 

analysis of the cryptomarkets is just one part of a much bigger puzzle.  

3.4.4 Vendor username comparisons 

Beyond the well documented reactive movements of vendors after a market closure, it is 

possible that vendors are operating profiles on multiple marketplaces, either as a risk mitigation 

tactic [236], a backup should their main market of choice close, or simply to expand their reach 

and therefore increase their likelihood of higher profits [239, 277]. While intrinsically difficult 

to identify the motive behind the diversification, and whether it is prompted by external forces, 

the comparison of usernames and PGP keys across markets can provide an idea of the 

proportion of vendors that are diversifying, thus assisting in the identification of prolific 

offenders.  
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Beyond identifying connections between vendor usernames across different markets, the 

comparison of PGP keys within a single marketplace can also assist in the identification of 

vendor accounts that are operated by a single criminal network or organisation [203]. When 

comparing all the PGP keys across the usernames on Empire, forty (1.4%) were found to share 

a PGP key with at least one other username, most in pairs or groups of three. While the majority 

of vendor usernames across Empire were only associated with one PGP key, consistent with 

previous research [203], Empire did show a higher level of connectedness between the vendors 

compared to WHM where only six (0.2%) vendor usernames were connected by the same PGP 

key. This degree of connection between vendor usernames was not present within the ID-

related market. There was just one username (Vendor SP) from the ID-related market on 

Empire that shared a PGP key with a username (Vendor BD) within the overall market. 

Interestingly, Vendor SP and Vendor BD were offering varied products, with each username 

having a speciality, being ID-related products and fraud-related products respectively. This 

trend of specialising based on usernames was noted for all PGP key pairs across the overall 

markets of Empire and WHM.   

The usernames and PGP keys were then compared across both markets to identify those ID-

related vendors that were operating across both WHM and Empire. In the username 

comparison, only those usernames that were found to be identical (ignoring capitalisation) were 

considered to be the same. Out of the total 318 ID-related vendors across both markets, 50 

usernames (18%) were consistent across both markets, and 58 PGP keys were linked. 22 

vendors were identified as being significant contributors to the online illicit marketplace for 

fraudulent documents (those that were identified as the ten vendors contributing either the 

highest number of listings or highest number of sales) and out of those 22 vendors, 18 had 

usernames that appeared on both Empire and WHM. In fact, all the vendor usernames identified 
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in the top ten regarding the number of sales on Empire were also present on WHM. It is possible 

to hypothesise that these 22 vendors may potentially have a large impact on the overall 

document fraud market on Empire, and given their presence on WHM, they may be exhibiting 

similar patterns of behaviour on this other market. 

Connolly et al. 2023 examined the usernames of vendors across four different cryptomarkets, 

Darkode, Tor2door, Bohemia and ViceCity [292]. In their work, they did not anonymise the 

vendor usernames, which facilitated a comparison between their figures and the vendor 

usernames present in WHM and Empire (which have been anonymised in this research). Table 

3.9 shows the eleven vendors that were examined by Connolly et al., and the ‘x’ indicates their 

presence in the respective market. We can see that a total of nine vendor usernames were 

present across at least two markets, with the most interesting being the four vendor usernames 

present within the ID-related markets on WHM and Empire, indicated in cream. In fact, Vendor 

G was the vendor on Empire with the second highest number of listings and sales in the ID-

related market, illustrating the extensive activities of this username/vendor.  
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Table 3.9: Username (proxy for vendor) presence across multiple markets. Adapted from Connolly et al. [289] and added to 

from this research data (Empire and White House Market). All vendor usernames have been anonymised. Those Empire and 

WHM vendors shaded in cream appeared within the ID-related markets 

Vendor (anon) Empire WHM Darkode Tor2dor  Bohemia ViceCity 

Vendor S x x x x x x 

Vendor K - - x x x x 

Vendor R x x x x x - 

Vendor M x - x x x - 

Vendor G x x x x x x 

Vendor P - x x - x x 

Vendor D x x - x x x 

Vendor G2 x x x x x x 

Vendor D2 - - - - x - 

Vendor K - x x x x - 

Vendor B - x - - x - 

 

The percentage of linked vendors, in both the ID-related and overall markets (18% in both 

cases), is not surprising considering that both markets were contemporaries. Compounding this, 

after the sudden exit scam of Empire [293], WHM was one of the main markets that was still 

active, allowing it to partially fill the void created by the closure of Empire. It is commonly 

accepted that when a top-level market closes, vendors will migrate to competing markets  [218, 

220, 221]. In 2017 Moeller et al. quoted a user on a Darknet news forum who was commenting 

on the “herd-like nature” of the darknet market user base: “If Silk Road is down, everyone 

moves to Agora, if Agora is down everyone moves to Evo…and so on…[…] the DNM’s user 

base is very herd-like” (DeepDotWeb interview) [109]. Despite this, the proportion of the 

market that performs this reactionary migration is smaller than anticipated, especially when 

compared to what was noted for Empire and WHM. Decary-Hetu et al. illustrated that 

following Operation Onymous, only 8% of active vendors moved their activities to Agora or 
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Evolution [220]. Furthermore, Ouellet et al. in 2022 illustrated in their analysis of seventeen 

marketplaces before and after the seizure of DarkMarket (another large marketplace during its 

operation) that the interconnectedness of the cryptomarket ecosystem only increased by 10% 

[236]. Even considering the limitations that these percentages do not include those vendors that 

changed usernames, moved to physical markets, or simply moved to markets other than Agora 

or Evolution, this is a much smaller percentage than would be expected given previous research 

[218, 220, 221], the overlap identified in this research, and the general discussion on forums 

regarding the movement to new markets.  

Of course, this reactionary migration is not the sole motivator for market diversification, with 

recent research indicating that many vendors sell their goods across multiple marketplaces, 

[220, 226, 239, 277, 294], with numbers increasing in recent years [239]. This practice is so 

common, that many market administrators encourage and facilitate the diversification of 

vendors, offering to waive vendor bonds (the cost for a vendor to register on a market) based 

on that vendor’s presence on other apex markets [236]. One vendor described in Ouellet et al, 

2022, how they were ‘grandfathered’23 into White House Market, after which they had their 

vendor bond waived for almost every other marketplace [236]. Indeed, the slightly higher 

percentage of linked usernames and PGP keys on WHM and Empire may be indicating an 

increase in the vendors diversifying their activities for non-reactionary reasons. However, the 

crawling on Empire in this analysis was done just prior to the markets exit scam and closure, 

so this inflated percentage of cross-market vendors may be indicative of increased vendor 

movements due to the impending closure. While exit-scams are in most cases a surprise to 

users, there are occasionally signs that may hint at an impending scam or closure such as 

 
23 To exempt someone or something from a regulation or law that has recently been implemented 
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delayed admin responses, as well as market links, mirrors24, and/or landing pages not 

functioning [295] all of which are usually discussed on the dark web forums such as Dread25 

[295, 296].  

Overall, while 18% of the ID-related vendors across these markets have seemingly diversified 

their activities, most of the ID-related vendors within Empire and WHM are operating on a 

singular market, which is in line with previous research [203]. However, this is based solely 

on the examination of just two marketplaces, so it is entirely possible that these vendors are 

simply diversifying to different marketplaces than those examined here. Furthermore, it is not 

possible to account for vendors that may choose to operate under multiple usernames and/or 

PGP keys. There have also been instances of username theft, where individuals may take the 

username of a successful vendor and register it on other markets, offering it to the original user 

for a price, or simply trying to bulk out their own business based on the reputation of the 

previous vendor. There were quite a few vendors on Empire that included disclaimers, outlining 

their old usernames on previous markets, and that they are not affiliated with the username on 

this market, that it is being operated by a different vendor.  

What this indicates is that the ID-related vendors are exhibiting the same characteristics of 

diversifying (to increase market presence and profits) and displacing their activities in the face 

of market closures, features that have been noted in cryptomarket vendors in general [218, 220, 

221]. The presence of the most prolific vendors (being those with the highest number of sales, 

listings and overall profits) across multiple markets, including those examined here and by 

Connolly et al. [292] indicates that the cryptomarket-facilitated online market for ID-related 

 
24 A “mirror” is used to refer to a version of the marketplace that is hosted on a different onion address (Tor) or 

on other networks such as i2P or Freenet [288]. 
25 In operation since 2018, Dread is a dark web forum, like Reddit, that includes discussions and news focussed 

on dark web markets [296]. 
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products is punctuated by prolific offenders that are significantly contributing to this criminal 

environment, both that of identity crime and document fraud, and the general cryptomarket 

ecosystem.  

Furthermore, the presence of these vendors across multiple markets highlights that the costs of 

the ID-related market estimated in Section 3.3.2.1 are most definitely an underestimation. 

Because this online market is spread not only across numerous dark web markets but also 

across all levels of the web as identified by Holt and Lee [200] and Romagna [199], the costs 

and damages associated with this market are likely far higher than illustrated by any one study. 

However, the fact that vendor usernames and PGP keys are being used across different markets, 

does support that the neutralisation of even one prolific ID-related vendor could reduce the 

number of ID-related items that are being traded in the online markets.   

3.4.5 Australian documents in the cryptomarkets 

Across both Empire and WHM combined, there were 294 listings for Australian documents 

controlled by 52 vendors, totalling 7.0% of the document market. On Empire, there were 2,929 

sales for Australian documents from 31 vendors, which was 6.0% of the sales for ID-related 

products, with a total sales revenue of $183,557. Overall, within the Australian market, driver 

licences, and identity (ID) packs were the products with the most sales. This prevalence of 

Australian documents within the online document market is not anomalous to these two 

markets, with it being mentioned in previous research [51, 269]. The popularity of Australian 

driver licences can likely be attributed to the valuable personal information that they contain 

(as mentioned earlier), but also perhaps due to their ability to be used as ‘gateway documents’. 

These documents can be used in combination with other lower security documents, such as 

utility bills, to satisfy the 100-point identity threshold, thus serving as proof of identity and 
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enabling the user to fraudulently gain access to more secure, legitimate, documents, such as 

passports. From a product perspective, on Empire market, this 100-point pack (or ‘digital 

wallet’) often included a scan of a driver licence, credit card, bank statement, and/or utility bill. 

The prevalence of this identity check system may very well be another reason why Australian 

driver licences and particularly Australian ID packs are so popular, with Australian ID packs 

having the highest number of sales compared to all other document countries. The popularity 

of Australian driver licences also exists beyond the cryptomarket ecosystem, with driver 

licences being the most misused document as reported by victims of identity crime in 2017, 

2019, 2020 and 2023 [30, 31, 47]. 

3.4.5.1 Australian document prices 

The prices of fraudulent Australian identity documents on cryptomarkets are not widely 

published, with the most recent information published by Jorna et al. in 2017 [47] using data 

that they collected from a range of Australian police forces, and government organisations. The 

results from this work have been combined with information gathered from WHM and Empire 

to create Table 3.10. 
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Table 3.10: Comparison of the price ranges for Australian Identity Credentials available on the digital illicit marketplace. 

The information from 2015 and 2018 was adapted from [47]. Note Not Sold* indicates that the item was not sold during the 

data collection/crawling periods and was therefore not captured in the data examined. 

Australian 

identification 

credential 

2015 2018 2020  

(Empire) 

2020 (White 

House 

Market) 

Driver licence 

(physical) 

$417 - $450 Not sold* $100 - $263 $258 - $724 

Driver licence 

(digital) 

$75 - $750 $12 - $20 $7 - $82 $13 - $30 

 

Passport (real) 
$5,110 $2,000 - 

$3,000 
Not sold* 

Not sold* 

Passport (digital) Data not 

available 

$10 - $50 $8 - $138 $8 - $126 

ID pack $1,170 $500 $1 - $1014 $19 - $472 

Utility bill $57 $20 $7 - $30 $10 - $30 

Statements Data not 

available 

$23 - $50 $7 - $42 $20 - $50 

Selfie ID (digital) Data not 

available 

Data not 

available 

$71 - $258 Not sold 

ID bulk (digital) Data not 

available 

Data not 

available 

$31 - $409 $30 - $100 

 

 

Since 2015, there have been some noted price fluctuations, as illustrated in Table 3.10. Some 

new product types that were not available in the data collection for 2015 and 2018 were the 

digital ID packs, ID bulk, and Selfie ID. While this seems to support the theory that Selfie ID 
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as a document type only started appearing in 2020 [201], it is possible that this document type 

simply wasn’t captured in the previous research. Unfortunately, there were no listings present 

for any Australian passports (physical) on either Empire or WHM. This is not surprising as 

successfully counterfeited Australian passports are apparently uncommon and not often 

encountered by border patrols [297]. This is one of the potential reasons why these products 

are less prominent on the illicit marketplace, and why previous research has illustrated that in 

some instances, prices can reach around $35,000 for an unaltered stolen Australian passport 

[47]. 

The prices of fraudulent identity credentials have been shown to fluctuate according to supply 

and demand. In 2018, IDCARE [47, 298] suggested that the price differences between 2015 

and 2018 were likely due to a spate of significant data breaches, resulting in supply exceeding 

the demand for the products. Unfortunately, while it is not possible to draw comparisons to the 

number of data breaches in the years preceding 2018, it is interesting to note that while the 

number of data breaches has been gradually increasing each year, the prices of the Australian 

fraudulent credentials has also started to increase again since 2018 (Table 3.10), with some 

price differences even occurring between Empire and WHM. This is seemingly contradicting 

the hypothesis in previous research regarding supply and demand influences from data 

breaches. 

While the number of data breaches occurring has been increasing since 2018, [299-302], what 

has been noticed, and is consistent across both WHM and Empire, is that the Australian 

cryptomarket facilitated document market seems to be quite specialised and is not overly 

populated by vendors, with only 37 vendors listing Australian documents across Empire and 

WHM combined. This is illustrating that while there may be an increased number of data 
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breaches occurring, because the Australian document market is only populated with a small 

number of vendors, the supply to the market is somewhat controlled, and therefore so are the 

prices. When examining the markets data it was noted that many vendors across the market 

made specific note of increasing their prices due to COVID-19 as the pandemic had made it 

harder to source product and ship items. So, this may be also having an impact on the variation 

in the prices. 

3.4.5.2 Vendors selling Australian documents 

When looking at the vendor behaviour across the listings for the Australian documents on the 

markets’ (Figure 3-15), most vendors have diversified quite broadly across the different 

product types. As an example, one of the ten vendors with the highest number of listings, has 

items appearing in all three of the ID-related subcategories across both Empire and WHM. 

Given that most of the items listed in the marketplace are digital (87% of listings in the 

Australian document market), it makes sense that vendors are for the most part, broadly 

diversifying, as the skill set required to sell the digital templates and scans, is not as specialised 

as the manufacture of physical counterfeit documents.  

Contrasting with Figure 3-15, the sales across Empire are much more concentrated (Figure 

3-16), with most of the sales being contributed by only a few vendors, with less diversification 

in the product types sold. Figure 3-16 illustrates the number of sales per document type, with 

each colour indicating a different seller. Of the 2,929 sales for Australian documents on 

Empire, 2,752 of them (94%) were for digital documents, with all remaining sales being for 

counterfeit physical documents, most of which were driver licences. Overall, considering both 

physical and digital documents, 40.8% of the sales for Australian documents were for driver 
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licences, followed by ID packs (14.5%) and identity fraud packs (13.2%) and ‘other’ from the 

various legitimation category (13.2%). All other document types fell below 10% of the sales. 

Figure 3-15: The number of listings per vendor (Australian documents) across Empire and WHM with the colour indicating 

the document type and category. Every vendor is depicted as a column along the horizontal axis. 

 

As discussed previously, to properly identify those vendors that are playing a significant role 

in the illicit marketplace, the number of listings, sales, and the total sales revenue should be 

considered to ensure that those vendors that are making the largest contributions to the market 

are being identified. While the ID-related market for Australian documents is quite small (6% 

of the ID-related sales), the three main vendors are contributing 1,901 sales to the market, 

which is 65% of the sales for Australian documents. This suggests that the cryptomarket 

facilitated portion of the online market for Australian fraudulent identity documents may be 
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punctuated by prolific offenders, much like what has been noted in the physical market 

(Chapter 2 Section 2.3.2.1).  

Figure 3-16: The number of sales per document type (Australian documents) on Empire. Both physical and digital 

documents are included here, and each unique colour is indicating a different vendor username 

 

As outlined below in Figure 3-17, while these three vendors have sold products across other 

categories, largely illicit drugs and fraud-related (in line with previous research that showed 

Australian vendors typically diversify their activities across market categories [117]) they have 

specialised within the ID-related market, in that they only offer Australian documents. 

Furthermore, all three of these most prominent vendors within the Australian document market 

indicate that they ship their products from Australia. This prolific offender analysis may point 

to relevant targets for law enforcement to indicate potential top contributors to the market, 

further illustrating the potentially domestic nature of the Australian ID-related market.  
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All sales from the top vendors were for digital documents, except for one (known as Vendor 

#1 in this work), who had 69 sales for one counterfeit driver licence listing. Upon further 

analysis it was found that Vendor #1, is not just a significant contributor to the Australian ID-

related market, they are self-claimed to be one of Australia’s top vendors, with products 

spanning all categories, including the illicit drug category as illustrated in Figure 3-17.

Figure 3-17: Number of sales per category across the overall market on Empire for the top three Australian ID-related

vendors

Across the overall market on Empire, they have 4,825 sales and a total sales value of over 

$1.6million, placing them in the top 30 vendors (out of the 2,806 vendors on Empire) regarding 

total value of sales. This vendor, according to their vendor profile, previously operated on ten 
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different cryptomarkets in addition to Empire Market and WHM, perfectly illustrating the 

breadth and resilience of their operations. If this vendor was identified and removed from the 

criminal environment, the number of sales and supply to the dark web may be reduced, not just 

in the ID-related market, but also in the illicit drug and fraud related markets.  

The three most sold ID-related products from Vendor #1 are (in decreasing order), a ‘high 

quality’ scan of an Australian driver licence (no state specified), an ‘Australian person loan 

application package’ including proof of identity documents, and a physical counterfeit 

Victorian driver licence. While the scan of the driver licence is not a surprising product to come 

across, the loan application and Victorian physical licence may provide some insight into the 

criminal environment.  

By looking at the types of products that are popular within the illicit market, it becomes possible 

to detect trends between the products being sold on the digital market and crime trends 

occurring in the physical world. During COVID-19 the Australian Bureau of Statistics 

identified that there was a rise in bank and credit-card fraud, particularly during the lockdown 

periods, with 11% of Australians experiencing personal fraud, a 2.5% increase since 2015 

[303]. Given that Empire’s operation spanned a portion of the COVID-19 pandemic (it was 

operational until late August 2020), this is a potential example of external societal factors 

influencing the supply and demand of products on the cryptomarkets. While, of course, this 

approach is not without limitations, from an intelligence perspective examining the behaviours, 

products and trends present in the digital marketplace can provide insight into trends in the 

criminal environment beyond the digital world. It was interesting to note that most of the 

physical counterfeit licences for sale (including the 69 from Vendor #1) were Victorian 

licences. These documents have fewer security features compared to other states licences such 
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as NSW or QLD licences. Objectively, from a manufacturer perspective, the Victorian licences 

may be an easier target for counterfeiting, or it could be indicating a degree of familiarity 

between the vendors and a particular state’s licence. From an intelligence perspective this could 

help to indicate to decision makers that the Victorian licences require an increase in security 

features to make it harder to effectively counterfeit them.  
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3.5 General discussion and conclusions  

In comparison to the overall market the ID-related market is quite small with listings and sales 

for this category of products making up less than 4% of the listings on both markets (1.9% of 

WHM and 3.4% on Empire) and 2.4% of the sales (on Empire). The ID-related market was 

largely dominated by listings and sales for digital products (95% of sales on Empire and 

approximately 80% of listings across both markets). One category that is composed entirely of 

digital products is the identity fraud related category, which attracts a significant amount of 

attention within the cryptomarket-facilitated ID-related market, with 60% of the ID-related 

sales on Empire being for products that fall within this category. Across the entirety of the ID-

related market on Empire, fullz were the product with the highest number of sales (42% of the 

sales) and the highest sales revenue at $435,345 (24% of the ID-related market revenue). The 

popularity of this product type is not surprising given that, according to the AIC, personal 

information such as name, date of birth and address (among others) are some of the most 

targeted, and misused pieces of information within identity-related crime [30], all of which are 

found within a set of fullz.  

Identity fraud related product listings that featured products from the U.S. had the highest 

number of sales (87% of the identity fraud related category), mirroring the high levels of 

identity crime within the U.S., specifically identity theft and personal data breaches [288, 289].  

Previous studies that have focussed on the online fraudulent document market have neglected 

to consider the identity fraud related portion of the market, with the sale of personal information 

and the like not being considered or being sorted into the fraud related category. It is important 

that these products be considered as part of the ID-related market, rather than focussing solely 

on fraudulent documents, as those items within the identity fraud related category can be used 
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for proof of identity in the online world and are an integral part of the identity crime related 

criminal environment. As illustrated by the popularity of U.S. identity fraud related products 

(52% of ID-related sales, and 87% of the sales within the identity fraud related category), and 

the increased rates of identity-related crimes and personal data breaches between 2018 and 

2021 [288, 289], examining the sales and listings of these products can also provide insight 

into this digital criminal ecosystem. It is crucial to remember that the identity crime and 

fraudulent document criminal environments are intrinsically linked, with criminal activities 

that fall under identity crime often contributing to or enabling crimes that are occurring within 

the fraudulent document criminal environment, or vice versa. 

The ID-related market on WHM and Empire was found to have a small number of vendors 

supplying a larger portion of the market, consistent with a previous study of the cryptomarket 

Agora [202]. This suggests there may be prolific offenders operating within the cryptomarket-

facilitated ID-related market, much like what has been noted within the physical document 

market [15, 141, 142]. However, it appears that this structure is not unique to the ID-related 

portion of the cryptomarket, as there are prolific offenders also operating within the overall 

markets on both WHM and Empire. Interestingly, despite this presence of prolific offenders, 

the HHI calculation indicated that the ID-related market on Empire was quite competitive, with 

the vendors sharing a roughly equal portion of the market. This makes sense, given that 199 of 

the 234 vendors contributing to the ID-related market on Empire had a market share of less 

than one or zero as they were contributing very few sales to the overall marketplace. 

It has been suggested previously that police and law enforcement actions have little impact on 

the overall criminal environment [247], however, recent research has illustrated that police 

actions against marketplaces helps to not only prevent markets from growing unchecked, but 
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also impacts the overall criminal environment, destabilising it in the wake of a large market 

closure [229]. This research, in combination with previous studies illustrates that a dual 

approach should be implemented by police, utilising research and forensic intelligence to 

inform their strategies, and to assist in the identification and neutralisation of prolific offenders 

that are significantly contributing to and profiting from the market as well as identifying and 

shutting down large markets as they emerge. Given the prolific behaviour that has been 

identified within this analysis, not just within the ID-related market, but also the overall market, 

the neutralisation of an individual vendor, such as Vendor #1 discussed in Section 3.3.5, could 

potentially reduce the supply of fraudulent Australian documents to the online market, as well 

as numerous other products such as illicit drugs. Of course, identifying those offenders that are 

most significantly contributing to the criminal environment should be based on a combined 

analysis of those that have the highest sales, listings and sales revenues. This can also be 

combined with a cross-market analysis of usernames and PGP keys to identify those vendors 

that are operating across multiple platforms, and organisations that are controlling multiple 

usernames. By using these online markets as vessels of information and intelligence to assist 

in understanding the marketplace better, but also to identify those most prolific vendors, the 

impact on the criminal environment may be increased, rather than the more reactive closure of 

markets. These analyses also enable the examination of often difficult to access illicit markets, 

providing quality intelligence that can increase the understanding of the criminal environment 

and therefore facilitate more targeted, and impactful action.  

Examining trends in the trafficking and distribution of the physical fraudulent documents 

enables a better understanding of where the supply of these documents could be originating, 

providing some insight into potential avenues through which police and law enforcement might 
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be able to intercept shipments and deliveries of these illicit products, as has been done for the 

illicit drug market [96].  

From the analysis of the trafficking patterns of the ID-related market it was identified that the 

U.S. and Australia seemed to have largely domestic markets for physical fraudulent documents. 

Interestingly, a correlation was identified between the origin country and the types of 

documents being offered by vendors, with most of the sales of U.S., U.K. and Australian 

documents being shipped by vendors originating from within the respective country. This is 

not surprising, as the ability to manufacture a quality counterfeit or forged document is 

undoubtedly linked to the manufacturers access to genuine documents of that kind. Even 

external to considering language barriers and how that might impact document quality (which 

has been suggested in previous research [17]), familiarity with the document that is being 

replicated would likely impact the perceived quality of the item by online buyers. It is therefore 

unsurprising that this correlation between origin and shipping country was identified, and that 

all three of the top vendors of Australian documents on Empire indicated their origin country 

as Australia. 

Of course, while Australian documents are the second most listed and sold documents within 

the ID-related market, when focussing solely on the physical documents these conclusions are 

being based on what is, objectively, a small number of listings and sales. So, while this 

information can provide suggestions or indications of potential trends in the shipping and 

distribution of these items, the size of this data set needs to be kept in mind. If the research was 

expanded to include more markets, a better idea of this trafficking of the products could be 

gathered, especially when considering that there is the potential to be some variation based on 

the location of the market and what portion of the global population it is largely catering to.  
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Furthermore, the analysis of the manufacturing and trafficking of a market that is dominated 

by digital products will be intrinsically limited, as only a fraction of the market will ever be 

examinable. This is furthered when considering that the creation and transfer of these digital 

documents may just be an initial step prior to their manufacture into physical documents. 

Undoubtedly, a large portion of digital documents are used for proof of identity in the online 

world, but given the presence of ‘document precursors’ (i.e. components used to make identity 

documents such as holograms, barcodes, and security overlays) on these cryptomarkets, and 

the recent increases in their trafficking [51], it is entirely possible that some of these digital 

documents are being used to assist in the manufacture of physical documents, introducing a 

secondary distribution and manufacture location. The potential use of these digital items 

(personal information, fullz etc.) and digital documents (scans, templates etc.) to create 

physical documents is often not considered, especially in relation to those products within the 

identity fraud related category. More rigorous and consistent rules and regulations are required 

regarding the illicit manufacture of these documents, and the trafficking and manufacture of 

the different precursor components, both the digital and physical items. This is of particular 

importance when considering the recent implementation of AI to assist in the creation of 

personalised digital identity documents that have been successfully used to fool digital identity 

verification systems in cryptocurrency exchanges [241].  

The importance of consistency in regulations and rules regarding document fraud and identity 

crime becomes even clearer when considering the extent and breadth of the online fraudulent 

document market. Cryptomarkets are not the sole avenue through which to purchase fraudulent 

identity documents and personal information online, with previous research illustrating that the 

online fraudulent document market spans across all levels of the web and includes dark web 

vendors that operate outside of the jurisdiction of cryptomarkets, operating independent shop 
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fronts [199, 200]. Not only are the size and costs associated with the ID-related market likely 

far greater than what is estimated in this research but given the results of previous research that 

has examined these other avenues of the online market, it appears that the supply and demand 

of products may vary based on the location of the shop front within the digital space.  

Holt and Lee (2020) conducted a crime script analysis of fraudulent document vendors across 

the open and dark web, including single vendor store fronts on the dark web [200]. From their 

examination of these vendors profiles, they identified that most vendors sold passports (40%), 

followed by identity cards (25.2%), and driver licences (19.6%) [200]. They also found that 

the most common listed documents were for those from European (EU) member states (51.2%), 

followed by Asian (11.7%), South American (8.4%) and SWANA (7.2%) nations, with 

Australian/New Zealand documents only accounting for 3.6% of the products listed [200]. 

These findings contrast against those identified in this examination of Empire and WHM, along 

with other previous cryptomarket analyses, that have more or less agreed that the most 

prevalent document types on these markets were driver licences, particularly from more 

western countries such as the United States and Australia [47, 51, 202].   

While the study conducted here and those mentioned above focussed almost exclusively on the 

dark web and cryptomarkets, Holt and Lee’s study examined 19 vendors that spanned all levels 

of the web, with eleven vendors operating open web shop fronts, eight dark web vendors 

operating dark web shop fronts (external to cryptomarkets), and only three vendors operating 

within the jurisdiction of a cryptomarket [200]. The disparity between the sample type 

examined by Holt and Lee and the contrast between their results and those obtained from solely 

cryptomarket focussed analyses suggests that there may be a correlation between the popularity 

of document types, and document countries, based on the dominant geographic locations of the 
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users. As an example, WHM, Empire and Agora (which was examined by Baravalle et al. 2016 

[202]) were all English language dominant markets, which are predominantly populated by 

users from the U.S, Australia, and the U.K [104, 110, 117, 249], reflecting the most popular 

document countries. Further, all three of these countries allow the use of a driver licence as a 

form of proof of identity, perhaps suggesting another correlation between document type and 

user locations, as driver licences were the most popular document type on WHM and Empire. 

EU member states on the other hand (as examined in Holt and Lee) do not allow the use of a 

drivers licence as a proof of identity, relying more on identity cards and passports, which seems 

to be reflected in Holt and Lee’s results [200]. So, it is clear that the area of the market being 

studied, the dominant language of it in combination with the geographical and geopolitical 

climate of the participating countries likely impact the types of products being sold, resulting 

in some biases when conducting these analyses on singular marketplaces or regions of the 

online market.  

Overall, it is clear that not only does the fraudulent document and personal information market 

span all levels of the web [199, 200], but there seems to be a variation in the product types that 

are the most listed and sold based on the location of the market within the online space, and 

what buyers that market is catering for. While only two markets have been studied here, one 

of which closed shortly after the crawling began, it is clearly impossible for any one study 

focussing on a single portion of the market to properly illustrate the breadth of the ID-related 

market, particularly when considering costs and damages associated with the sale and 

distribution of these products.  A multi-source approach to this online criminal environment is 

required, coupling analyses of multiple cryptomarkets, with analyses of open web and 

independent dark web store fronts including alternate avenues of access such as forums and 

messaging application such as Telegram [304]. This in combination with examination of 
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statistical research conducted on the identity crime criminal environment, such as that 

conducted by the AIC, and ACCC will enable researchers to put their best foot forward when 

trying to understand this complex criminal environment. After all, the information extracted 

from cryptomarkets, or any other online market, like any trace, is incomplete and therefore 

needs to be used in partnership with other sources of information [96, 104], both about the 

online market and the overall criminal environment to ensure the that most complete picture is 

created. Combining these avenues of research can help provide decision-makers with clear 

information about the document fraud environment, so they can make more informed decisions 

about this criminal environment, and its key players.  
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4 The multi-source approach for document fraud and 
identity crime 

4.1 Introduction 

The criminal environments of identity crime and document fraud are problematic, both on their 

own and in their facilitation of other serious and organised crime [16, 32, 37, 47, 51, 92, 135-

139, 305]. However, very little is known about these criminal spaces, with inconsistencies in 

definitions and laws coupled with reactive law enforcement resulting in an ill-defined criminal 

environment that is consistently increasing [29, 30, 44, 46]. The previous chapters of this work 

(Chapter 2 and Chapter 3) introduced two approaches, being the profiling of fraudulent 

documents and cryptomarket analyses that can be used separately to proactively tackle this 

criminal environment and provide more information about identity crime, document fraud, and 

the crimes that they may be used to enable.  

It is clear, both from previous research and that conducted here, that document fraud and 

identity crime do not exist solely within either the digital or physical space, and that ‘fake IDs’, 

to use the colloquial term, are not being used wholly by underage individuals to access alcohol 

and other restricted services [51]. Rather, that the criminal environment is expansive and 

spreads across all levels of the web, as well as throughout the physical space, with fraudulent 

documents and personal information facilitating a broad range of crimes, from simple 

misdemeanours through to transnational, serious, and organised crime (TSOC) [32, 51, 140].  

While the profiling of fraudulent documents and cryptomarket analyses are effective at 

providing insight into criminal environments [96, 104, 117, 203, 247, 257, 260, 261, 267] and 

internationally have assisted in the identification and proactive dismantling of organised crime 

rings [11-13, 15, 16, 37], when used in isolation they provide a very one-sided view of the 
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market, contributing to information siloes and linkage blindness [153]. A more holistic view, 

in line with the ethos of forensic intelligence and intelligence-led policing can be gained from 

combining these two seemingly dichotomous areas of the criminal environment.  

This chapter will explore how these different methods of analyses can be used together to 

provide a much more comprehensive understanding of the market for personal information and 

document fraud. It will illustrate how combining the results of trace analyses (such as those 

from physical documents and digital information sources e.g. cryptomarket examinations) with 

alternative sources can inform intelligence-led policing and decision makers in how best to 

proactively address identity crime, document fraud, and organised crime and how this could fit 

into a holistic approach to increase the understanding of the overall identity crime and 

document fraud criminal environments [96, 104].   
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4.2 Aims and objectives 

In this chapter, the two often separate sides of the illicit marketplace are examined, and the 

importance of using them as part of a multi-source approach towards understanding the 

criminal environment of identity crime and document fraud is discussed. Further, the potential 

of using these two information sources as part of a broad, holistic multi-source approach, 

combining information from a range of sources including police seizures and government 

reports as part of an integrated information sharing network is illustrated.  

The following objectives are addressed: 

1. The evaluation of both data sources, being the visual profiling of physical documents 

and the cryptomarket analysis to suggest how these tools can be incorporated as part of 

a holistic multi-source approach for understanding identity crime. 

2. The examination of trends in the identity crime environment within Australia and how 

these relate to the examination of both the physical and digital markets. 

3. To outline how a multi-source approach encompassing a broad range of information 

sources, including the examination of both physical and digital markets can assist 

intelligence-led policing and provide a better, more holistic understanding of the 

criminal environments of identity crime and document fraud within Australia. 
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4.3 The online and physical criminal environments, two sides of 
the same coin 

Despite the obvious differences between the online and physical portions of the market, the 

results in Chapters 2 and 3 of this thesis illustrate that the structure and behaviours of vendors 

within the physical market are reflected by those individuals that are operating within the 

digital market, and vice versa.  These results suggest that both sides of the market exhibit a 

similar degree of organisation, with prolific offenders providing a disproportionate number of 

the products for the market. Out of the documents examined in Chapter 2 (n=183) 94% of them 

were linked to at least one other document, with the two largest series, VIC_DL1 and 

NSW_DL1 covering 30% and 17% of the document set, respectively, indicating that there may 

be prolific manufacturers contributing to the Australian document market. This potential 

organisation was also noted within the online market on Empire and WHM, with 65% of the 

sales for Australian documents originating from only three vendors.  

While, in both cases, the data examined was only a small snapshot of the overall illicit market 

for Australian documents, it does provide a valuable first look into its structure and 

organisation. It should be noted that this level of organisation, and the presence of these prolific 

offenders wasn’t unique to the Australian fraudulent document market, and was noted across 

the broader ID-related market, mirroring the structure that has been noted internationally within 

the physical market [13, 15-17, 143]. This correlation between the physical and digital market 

across the international canvas of identity document fraud suggests that this structure and 

organisation is typical of the document fraud criminal environment and therefore is likely to 

also be present within the broader criminal environment for identity crime. Overall, this 

suggests that the Australian fraudulent document market may be a repetitive and pervasive 
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crime problem punctuated by prolific offenders much like what has been identified 

internationally.  

Outside of providing insight into the market structure, these two data sources can also suggest 

document templates and security features that are particularly vulnerable to counterfeiting and 

alteration. Within WHM and Empire some of the most listed physical counterfeit Australian 

documents were the VIC licences, which while more secure than the WA licences (as outlined 

in Chapter 2 Section 2.3.2.4), had fewer security features and template features than the NSW 

licences, perhaps making them an easier target for fraud, or indicating a larger number of 

forgers based in Victoria (i.e. as they have greater access and familiarity to these documents). 

The work in Chapter 2 also outlined that the most vulnerable security feature across all the 

counterfeit licences examined, were the OVDs with over 70% of each licence group 

successfully replicating these features. Interestingly, within WHM there were 48 listings for 

ID document components and security features. 40 of the 48 listings were for OVD overlay 

stickers marketed to be used in counterfeit licences. While these weren’t for Australian 

licences, their presence within the market, in combination with the high percentage of 

documents in Chapter 2 that had accurately replicated OVDs, suggests that these features 

cannot be relied on in the authentication step for counterfeit documents, or that at the very least, 

these features need to be examined more closely. However, as illustrated in Chapter 2 Section 

2.3.2.3 the OVD layer is uniquely useful in preventing the alteration or forgery of Australian 

credit card style documents, or at least making it easier to detect, particularly those that are 

designed to be irreparably damaged by any form of tampering or removal.  

One of the core principles discussed within the National Strategy for Identity Resilience (2023) 

is the need for Australian governments to have consistent standards and approaches towards 
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identity resilience [306]. This can be accomplished by ensuring that all jurisdictions are 

working towards common objectives, standards, and practices, and through greater consistency 

in identity document security [306]. There is no doubt that this is a legitimate need within 

Australia, especially in relation to the standardisation of document security and this can, in 

part, be achieved by examining both the physical and online portions of the market. Before 

national document security standards can be introduced, research into the current methods of 

counterfeiting and circumventing security features needs to be done.  The combination of these 

two data-sources, especially if the scale of the visual document profiling was increased to 

include documents collected across a broader time frame and across multiple jurisdictions, can 

assist the Australian government in reaching these standardisation goals. Furthermore, as 

illustrated above, this method can provide crucial intelligence to document manufacturers and 

frontline document authenticators as to what features should be updated and targeted during 

the authentication process. 

Of course, while the markets do seem to reflect each other in structure, the presence of prolific 

offenders, and in some of the product types and trends, there are some valuable differences in 

that each side of the market captures different information. In the physical side of the market, 

most of the documents examined in Chapter 2 were counterfeit licences, with a smaller number 

of forged photo cards and four pseudo documents. While the cryptomarkets also had an 

overwhelming number of counterfeit licences being listed and sold, there were far fewer forged 

documents, and no pseudo documents at all. However, there was a second category of products 

that were very popular across both Empire and WHM that were not seen in the physical market, 

or at least not in the same form.  
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The market for stolen and fraudulent personal information, including products such as fullz 

and identity fraud packs (as outlined in Chapter 3 Section 3.3.2.1), is a significant part of the 

identity crime and document fraud criminal environment that can easily be overlooked if the 

physical side of the market is examined in isolation. The prevalence of these exclusively digital 

items within the cryptomarket facilitated online ID-related market indicates that these are a 

considerable problem within the identity crime criminal environment, especially with 

increasing data breaches and identity crime rates [29, 30, 44, 45, 288, 289]. Furthermore, these 

digital products have the potential to cause significant harm to the individual whose 

information has been compromised, with vendors able to resell these products multiple times, 

with ease. Digital products can also be distributed with a lower risk of detection for the vendor, 

as using the internet as a distribution method is far more reliable and safer, removing the 

potential for their products to be detected and intercepted through traditional postage routes, 

particularly when crossing borders [307]  

While it is natural to assume that the portions of the market that exist within the digital and 

physical space would be separate, these two different sides of the market are intrinsically 

linked. Of course, document manufacturers use the online world to distribute their physical 

documents. However, what is less obvious is that document precursors, such as security 

features and substrates are also being purchased from online vendors26, likely to be used in the 

manufacture of physical documents as illustrated in Figure 4-1. There is of course the fact that 

these are not the only precursors being sold, with the scans, templates, and identity fraud 

products that dominate the cryptomarket also potentially being used to facilitate the 

manufacture of physical documents [51].  

 
26 On Empire and WHM 
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Figure 4-1: Relationship between the online fraudulent document market, and the physical documents intercepted during 

profiling

While the information provided by the examination of both the cryptomarket facilitated market 

and the physical market for fraudulent documents is highly valuable, this combined analysis is 

still not sufficient to provide a holistic understanding of the illicit marketplace. As mentioned 

previously, the online portion of the market27 spans all levels of the web [199, 200, 269], and 

there are products that exist within the open web that were not present within either WHM or 

Empire Market. Within Chapter 2, four pseudo documents were collected from local NSWPF 

stations, and after they were visually profiled, two series emerged (Chapter 2, Section 2.3.2.1). 

A search was conducted through Google to investigate the potential sources of these pseudo 

documents, and to see if there were any links to those that were available through the open 

27 Please note that when referring to the ‘market’ generally this is referring to all levels of the online or physical 

marketplace, and not just one level such as the cryptomarkets. 
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web. Similarities between the seized documents and those offered by a well-known ‘novelty’ 

fake ID vendor were identified. Previously, this vendor had been the subject of an investigation, 

as reported by the Sydney Morning Herald (SMH) in 2013 [308], and this article contained two 

examples of documents from that vendor. Aside from sharing overt visual similarities, both 

documents included in the SMH article had the same document number as those collected from 

the NSWPF, indicating this website was likely the source of these documents. Examples of the 

product images used by this website are included below in Figure 4.2, with the corresponding 

documents intercepted by the NSWPF provided below them.

Figure 4-2: Documents (a) and (b) from the well-known 'novelty document' manufacturer in the open web [305], and 

documents (c) and (d) that were intercepted by the NSWPF

Vendors such as the one mentioned above, skirt the laws regarding the manufacture of 

fraudulent documents by marketing them as ‘novelty’ items with disclaimers indicating that 
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their products are ‘not to be used as real identification’. They are also careful to ensure that 

while the document may appear visually similar, they are not claiming that they are legitimate 

documents. As an example, the ‘Student Identification Card’ has overt visual similarities to a 

full NSW driver licence (Figure 4.2). It appears that by existing within small loopholes of the 

law, and by putting the legal onus on the purchaser of the documents, this vendor, and others 

like them, can exist in the realm of the open web, escaping scrutiny. However, open web store 

fronts aren’t solely providing pseudo documents, with a range of websites offering counterfeit, 

and even ‘100% legit’ documents for sale.  

It is also becoming even more impossible to consider the physical and online sides of the market 

as being entirely separate due to the increase in digital technologies embedded within the 

identity document space. With the introduction of documents such as the NSW digital driver 

licence (DDL) and increases in the use of digital documents for online identity verification 

(e.g. for rental applications, PayPal etc.), more products and items are beginning to exist at the 

cross-roads between document examination and digital forensic science, so only focussing on 

physical traces within the document fraud space will result in a significant portion of the 

criminal environment being overlooked. 

This becomes especially relevant when considering the recent use of Artificial Intelligence to 

generate personalised images of counterfeit identity documents that have successfully been 

used to fool Know Your Customer (KYC) identity checks for services such as cryptocurrency 

exchanges [241, 309-311]. The implications of the use of AI in the generation of digital identity 

documents is serious, with the website examined by 404 Media, OnlyFake, claiming to be able 

to mass-generate these documents, creating upwards of 20,000 documents in one day [241]. 

Given the fact that these AI generated images contain attempts at replicating the visual and 
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security features present on the identity documents, there is the potential that the visual 

profiling method could be used to help group those documents that are originating from the 

same source. However, for the visual profiling method to work the images that the AI produces 

would need to have some replicated visual elements or show some degree of similarity between 

different images so that they could be visually profiled and linked back together. Of course, 

this is entirely reliant on how the AI works, along with how it has been trained and what images 

have been fed into it, as the quality of the images that it has been provided with, coupled with 

the extent of its learning will dictate how accurate the visual elements of the document will be. 

By solely generating digital documents, it circumvents some of the security elements that have 

been designed to prevent accurate replication, reducing the number of features that could be 

included in a profile (e.g. microprinting). This new form of identity verification document has 

created an opportunity to investigate the application of digital forensic science, and the 

profiling of digital traces (such as image metadata) to assist in linking documents produced by 

these digital sources.  

Clearly, to properly tackle this criminal environment, a holistic approach is required, coupling 

analyses of the physical market with the entirety of the online market, especially when 

considering the evolution of digital technologies within the space of identity crime and 

document fraud. Figure 4-3 shows how these two areas of investigation can be partnered 

together as part of a systematic forensic intelligence framework, adapted from Morelato et al. 

in 2014 [1], and shown in Chapter 2  Figure 2-4. The beauty of this transversal framework is 

that it is easily modifiable, as illustrated here and in previous research [1, 91], and can be used 

for any trace analyses, thereby assisting in the reduction of the trace-specific and silo-

reinforcing intelligence models that have been published over the last two decades [1]. 
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Essentially, the information generated from the profiling of the fraudulent documents, and the 

online market examinations are combined at the analysis step, facilitating comparisons between 

both the physical and digital traces of the markets to create a more comprehensive 

understanding of the criminal environment, providing insight into the supply and demand of 

these items, their trafficking and distribution, the structure of the networks generating and using 

these documents as well as indicating what documents and security features are no longer 

effective at preventing counterfeiting.  

Additionally, dumps of personal information are commonly listed and sold online, so the active 

crawling of forums and marketplaces (as examples) for this information this could help flag 

potential breaches prior to them being detected and reported by companies and individual 

victims, reducing the window of time the offender has to cause harm or gain benefits from 

using the victim’s information. Of course, the value of these links and the intelligence that can 

be gathered from them would only increase if more contextual information about the seized 

documents had been collected and shared, enabling the analysis of trends over time and the 

identification of emerging modus operandi. This would enable the intelligence generated from 

these analyses to impact not only the tactical intelligence level, but also the operational28. 

 

  

 
28 Referring to the different levels of forensic intelligence explained in Section 1.4 



263 

 

 

 

 

Figure 4-3: The systematic intelligence framework for the combined analysis of the market for fraudulent documents and 

personal information. Adapted from Morelato et al. 2014 [1] and modified to illustrate the combination of information from 

the profiling of fraudulent documents and the examination of the online markets. Please note the examination of online 

markets here is an example, any online means of document or information distribution could be included here. 
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However, the illicit marketplace is just one part of the overall criminal environment, which 

while important to understand, cannot provide a holistic understanding of the identity crime 

and document fraud criminal environments in isolation. To properly understand these criminal 

environments, a multi-source approach is required, not just including other areas of expertise 

within forensic science, such as digital forensic science, but considering a wide range of 

information sources, such as data from law enforcement and government organisations, 

criminological research, external stakeholders, and academia. Currently within this space there 

are numerous organisations that collect and/or provide information about identity crime, 

whether that be the reporting of offences to law enforcement bodies or reporting agencies, or 

research conducted through government organisations. Until all this information is combined 

and examined, the criminal environments of identity crime and document fraud will continue 

to flourish within the gaps made by inconsistent legislation, definitions, and policing priorities, 

which is the unavoidable by-product of the current siloed approach.  
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4.4 Arguments for the multi-source approach 

One of the main barriers to reaching a holistic understanding of the identity crime and 

document fraud criminal environment in Australia is the sheer number of organisations that 

work within the identity crime space, and the division between them. In relation to identity 

crime and theft there are several reporting agencies (not including police and law enforcement) 

and organisations that provide information and guidance to victims of identity crime. Across 

the identity crime information pages of the AFP, Victorian Police, NSWPF and Office of the 

Australian Information Commissioner (OAIC) they each recommend different reporting 

agencies and information bodies including IDCare29, ScamWatch30, ReportCyber31 and ID 

Support NSW32 [312-315]. However, simply reporting this incident to one agency is not 

enough, with victims having to manually cancel their credentials and report the incident to 

upwards of 33 different organisations as illustrated in Figure 4-4 [44]. The burden of reporting 

and communicating this information falls squarely upon the victim, requiring them to not only 

do an extensive amount of work to ensure all relevant parties are notified, but also act as the 

conduit of information between these divided organisations [44].  

 

 
29 https://www.idcare.org/ 
30 http://www.scamwatch.gov.au/ 
31 https://www.cyber.gov.au/acsc/report 
32 https://www.nsw.gov.au/id-support-nsw 
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Figure 4-4: The social nodes in the identity theft response system, adapted from Wyre et al. 2020 [44], illustrating the extent 

of communication required from a victim of identity crime in Australia. ACCC = Australian Competition and Consumer 

Commission, ACIC = Australian Criminal Intelligence Commission, ACORN = Australian Cybercrime Online Reporting 

Network, ATO = Australian Taxation Office, ISP = internet service provider, OAIC = Office of the Australian Information 

Commissioner, DFAT = Department of Foreign Affairs and Trade, BDM = Births, Deaths and Marriages, DHS = 

Department of Human Services 

 

Further muddying the waters are the numerous organisations that provide reports on or conduct 

research into the criminal environment of identity crime, including law enforcement-based 

organisations in addition to criminology and academic institutions [44]. Each of these 

organisations can provide information about a different part of the criminal environment, with 

law enforcement organisations obviously focussing more on crimes that are reported and 
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detected, and research bodies such as the Australian Institute of Criminology, providing insight 

into the victim’s perspective and experience of identity crime through surveys.  

While useful, due to the self-reporting and voluntary nature of surveys they are intrinsically 

biased, only providing the perspective of the victim [96]. Surveys will also typically target 

specific portions of the population, resulting in information gaps created by the sub-population 

being targeted and the specific questions that are being asked [96, 316], with many surveys 

focussing solely on personal identity fraud, neglecting that experienced by businesses [316]. 

Another significant gap is that victims rarely have full knowledge of the crime that was 

committed against them, with most not being aware of the method through which their 

information was compromised [44]. Information and reports based on law enforcement data 

are also intrinsically biased, as the focus of the agency will impact the crimes being detected 

and investigated. Therefore, the data produced may not be representative of the actual 

occurrence of identity crime and document fraud [96]. This is especially relevant when 

considering the severe under-reporting of identity crime and the information breakage across 

the different Australian reporting organisations and institutions [44].  

Currently, everything that is known about the criminal environments of identity crime and 

document fraud is based on reactive reports, seizures, and research, focussing entirely on when 

the documents and personal information are being used to commit or enable a criminal offence. 

This focus on the end-use of these items is neglecting the mass of information that can be 

gathered by examining their supply chain, being their manufacture, sale and distribution 

(Figure 4-5). Not only can this provide extra information and insight into the criminal 

environment, but it also creates avenues through which these items and documents could be 

intercepted or detected, prior to their use to enable other criminal acts, thereby proactively 
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reducing the criminal environment of document fraud, but also preventing further criminal 

offences from occurring. An understanding of how fraudulent documents are being 

manufactured and distributed and how personal information is being accessed is crucial to 

properly understanding this criminal environment and thereby creating strategies to properly 

disrupt these criminal activities. 

 

 

Figure 4-5: The illustration of the supply chain for fraudulent documents and personal information. Prior to their 

end-use fraudulent documents and personal information that are purchased/sold must first be manufactured or 

stolen/acquired and then will go through a sale/transfer process to reach the eventual user. This supply chain 

should be examined to extract intelligence that can further illuminate the overall market and criminal 

environment for identity crime and document fraud. 

  

In essence, no single organisation, survey, or research body is properly encapsulating the 

identity crime criminal environment, with each avenue of information only providing partial 

insight. This results in each organisation only having a fragmented understanding of the 

criminal environment, which limits the impact that their decision making can have, especially 

given the communication barriers that exist between these organisations (as illustrated in 

Figure 4-6). The type of information required to properly characterise the distribution and trade 

of fraudulent documents and personal information is not collected, or at least not shared beyond 

the organisation in which the information originated, making it impossible to accurately 

estimate the overall problem of identity crime and document fraud.  
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Figure 4-6 illustrates the diversity in organisations that conduct work within the identity crime 

space. In all cases, not only is there a lack of information sharing between the different branches 

(i.e. research to law enforcement to the private sector) but there is also a lack of information 

sharing between organisations within a branch [44].  

 

 

Figure 4-6: Visualisation of the siloed approach to identity crime and document fraud information gathering and reporting. 

*There are numerous organisations involved in the ID Crime reporting system, these three are included as an illustration 

 

The only way to properly understand this criminal environment is to combine information 

sources, not just considering the physical and digital portions of the market but moving beyond 

that to consider the insight that can be provided by alternative information sources both within 

and beyond policing and security [97, 98]. The limiting factor here is of course the many 

barriers to information sharing that exist in general across government organisations, but 

particularly within those of law enforcement and security [198, 317]. If there is to be any chance 

of reducing, disrupting, and preventing identity crime and document fraud, and subsequently 
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the many other crimes they enable, then there needs to be greater information sharing between 

police and security organisations, along with other research bodies that are investigating the 

online market and the identity crime space in general. Not only would an integrated information 

sharing network streamline the identity response network, reducing the burden on victims, but 

it could help to properly understand and illustrate the breadth of this criminal market. 

Furthermore, with the integration of a document profiling system such as BIDIF, it could assist 

in the earlier, proactive identification of prolific offenders within the identity crime and 

document fraud criminal environments, along with those tangentially related criminal 

environments that are enabled using these illicit goods. Of course, before this can happen, the 

criminal environment for identity crime and document fraud must first be accurately measured, 

so that it can subsequently be properly managed [318].  

 

4.4.1 The multi-source approach in practice 

The concept of collaborating between research and policing organisations is not new, with 

some having been in place for over 100 years, as is the case for The School of Criminal Justice 

(Ecole des Sciences Criminelles) at the University of Lausanne in Switzerland, established in 

1909 [319]. While in Switzerland the co-operation between police and academia has remained 

strong, as illustrated through the implementation of BIDIF and other collaborations [16, 97, 

98], in most other regions there has been a gradual divide, resulting in the fields of academia, 

research, and law enforcement separating [320]. This is dangerous when considering that 

transnational, serious, and organised crimes (TSOC) cannot be properly disrupted, reduced, 

prevented, or even adequately policed without the use of consistent and broad collaborations 

and multi-perspective analyses [96, 198, 320-323].  
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In an attempt to improve these collaborations, the Australian National Strategy to Fight 

Transnational, Serious, and Organised Crime was proposed and agreed upon by The Council 

of Australian Governments in 2018. This strategy outlines the importance of transdisciplinary 

partnerships to properly tackle complex criminal environments through the implementation of 

a four-pillar approach to assist in national policy capability [324]. These four pillars focus on 

different levels of collaboration, education, and research to positively impact policing policy 

and strategies to better understand, and thus tackle TSOC. These steps are outlined below and 

have been summarised in Figure 4-7 [198, 324]. 
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Figure 4-7: Summary of the four-pronged approach to transnational, serious and organised crime as outlined by the 

Commonwealth Transnational Serious Organised Crime Centre (CTSOCC). Adapted from [324]. 

 

The first pillar, integrated, focusses on enhancing the multi-faceted response to better disrupt 

TSOC criminal environments. The core of this pillar is its reliance on employing multiple tools 

from a variety of fields, including but not limited to research, education, legislation, policy, 

technologies and intelligence. These broad approaches should be implemented offshore, at the 

Australian borders, onshore and within the community to ensure organised crime is detected, 

disrupted, and prevented, ensuring the safety of Australia and its many communities. 
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The focus of the second pillar, united, underlines the importance of developing collaborative 

partnerships domestically and internationally across different governments, the private sector, 

the community, academia and civil society to work together effectively to achieve common 

goals. 

To properly tackle TSOC criminal environments, a national capability model (the third pillar 

capable) was designed to better understand the roles of the four main national capabilities 

(being the workforce and people, systems and processes, technology and infrastructure and 

intelligence and data). This model enables the understanding of what capabilities are currently 

in use to disrupt this criminal environment, along with what gaps there may be and how they 

can be addressed in the future. 

The final pillar, evolving, outlines the importance of feedback within the overall model. It is 

necessary to continuously improve approaches and the overall model through research, 

innovation, and ensuring that capabilities are accurately measured, outcomes are understood, 

and successes are recognised. 

This illustrates that not only is cross-organisation collaboration possible, it emphasises that 

complex criminal environments are best handled when institutions co-operate and implement 

a broad range of tools, technologies and intelligence sources [324]. Identity crime and 

document fraud are criminal environments that clearly share features with other TSOC, in that 

they are organised, structured, and punctuated by prolific offenders  [11, 15, 16, 51, 143, 172], 

with these criminal environments impacting individuals, communities, the private sector and 

the government [325]. Therefore, the main principles of the model explained above can be 

applied to the criminal environment of identity crime and document fraud.  
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The first step of this four-pronged approach to TSOC is reliant on expanding the tool kit of law 

enforcement and using all available tools to more proactively detect TSOC activities at 

Australian borders, onshore and within the community. An incredibly powerful, readily 

available tool, that is needed within Australia, as illustrated by the results of this research and 

the results achieved internationally, is the BIDIF system. The most logical first step towards 

better tackling the criminal environments of identity crime and document fraud, and by 

extension, TSOC, would be to implement BIDIF on a national level, focussing on profiling 

those documents that are encountered at the borders, on shore and within communities. This of 

course, requires some buy in, not only from law enforcement and government organisations, 

but also external stakeholders such as banks and licenced establishments, to ensure that all 

counterfeit and fraudulent documents, or at least the majority of them, are being examined and 

incorporated into BIDIF to provide the fullest picture of the Australian criminal environments.  

As illustrated by the cross-organisational links identified in Chapter 2 Section 2.3.2.2, and in 

line with the second step in the TSOC approach [324] greater communication between 

organisations is required to properly tackle this criminal environment, and BIDIF can facilitate 

this communication while still protecting sensitive information, whether that be personal 

information on the documents, or case information from the organisations. As discussed in 

Chapter 2 Section 2.5, there are some steps that need to be taken within Australian 

organisations, largely revolving around the introduction of standardised practices for the 

collection and storage of fraudulent documents, as well as the creation of partnerships and 

agreements between Australian law enforcement organisations.  

To ensure the smooth integration of this system, as well as information sharing between these 

organisations, discussions need to start being initiated between these organisations regarding 
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the implementation of this system, as this will undoubtedly take a significant amount of time. 

To properly understand this criminal environment there needs to be contributions not only from 

state and federal police, but also border control, intelligence organisations, as well as public 

sector organisations that deal with identity documents such as financial institutions, licenced 

venues, real estate agencies, Centrelink (a government benefit provider) etc., as illustrated in 

Figure 4-8. This broad collaboration is required to properly and fully capture the fraudulent 

document criminal environment.  

 

Figure 4-8: The degree of collaboration required to access the full potential that can be provided by implementing a 

systematic intelligence method for the profiling of fraudulent documents. The organisations here have been colour coded, 

with the dark teal indicating those that exist within law-enforcement, and the orange indicating those organisations that 

exist within the private sector but also regularly encounter identity documents.  

 

Once the logistics of the BIDIF implementation are discussed and organised within the 

Australian organisations, the minor adjustments to current SOP’s that are required, in 
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combination with the low monetary cost associated with the BIDIF/ProFID software, means 

that this system can be implemented quickly, and after the initial labour of incorporating the 

documents that are currently in storage, would simply be a manner of maintaining the system 

and entering documents as they are encountered. The increase in collaboration between 

Australian law enforcement organisations, as well as other external stake holders would be 

hugely beneficial, both to better understand the document fraud criminal environment, but also 

the overall environment of TSOC within Australia. This could generate intelligence on the 

tactical, strategic and operational level, providing valuable insight as well as proactively 

addressing the criminal environment as discussed in Section 2.1.1 as well as in Section 1.4 with 

examples specific to the document fraud criminal environment provided on page 51 onwards. 

The implementation of BIDIF is a crucial step towards better understanding this criminal 

environment within Australia, and eventually internationally, but it is by no means the only 

thing that should be done. It is proposed that rather than relying on the traditional siloed 

approaches that have typically been implemented within identity crime and document fraud, 

that an integrated, information sharing repository is developed and implemented within 

Australia, as illustrated in Figure 4-9. This information sharing model would require 

organisations across different levels of government, the private sector, civil society, and 

academia to share information, whether that be reports of identity crimes, document seizures, 

or academic research. In combination with these already established information sources, the 

systematic visual profiling of fraudulent documents (such as through the incorporation of 

BIDIF), as well as analyses of the online market for fraudulent documents and personal 

information should also be incorporated.  
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Figure 4-9: The proposed collaborative information sharing network for identity crime and document fraud

The impacts of implementing this multi-source, forensic intelligence approach would be 

numerous and could assist in not only improving national policies regarding identity resilience 

and identity crime in general but could also support investigations into document fraud and 

identity crime, assist in the identification and disruption of serious and organised crime, as well 
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as making international collaboration more efficient, cost effective and easier. Beyond assisting 

in the proactive reduction of this criminal environment it also aids in making the traditional 

reactive policing approach more consistent across Australian states. As discussed in Chapter 1 

Section 1.2.2, there are inconsistencies in identity crime related statutes across the Australian 

states. So, by properly examining and understanding this criminal environment, more 

consistent legislation could be created, thereby making the policing of this environment more 

consistent across Australia, paving the way towards collaboration and information sharing.   

Complex and far-reaching criminal environments such as that of human trafficking cannot be 

addressed solely through traditional police investigation and the enforcement of federal laws. 

It has been noted in previous research that a broad range of fields need to be used to try and 

properly understand this criminal ecosystem, combining information and tactics from branches 

of political science, economics, social sciences, and health sciences [184, 324].  However, these 

different perspectives also need to be combined with the field of forensic science, and 

particularly forensic intelligence to assist in not just understanding the criminal environment, 

but to more proactively disrupt the activities of the variety of criminal networks that are 

involved. Incorporating police information, document profiling, research surveys, statistics, 

and investigations into the online market for documents and personal information, can assist 

even further in the identification and dismantling of these human trafficking networks. 

The ability for law enforcement to properly detect, disrupt, reduce and prevent serious, 

transnational organised crime is largely dictated by the degree of information sharing between 

different organisations and countries. Currently within Australia, there are three main forms of 

regulated international collaboration, requests for mutual legal assistance (MLA), officers of 

Australian agencies going overseas to carry out specific investigative tasks, and the high-level 



279 

 

 

 

creation and management of cross-organisational strike teams such as the Pacific Transnational 

Crime Network and INTERPOL [182]. In all three cases, the monetary, time and effort costs 

are quite high, requiring significant organisation and investment [182, 326]. An integrated and 

collaborative information sharing model for identity crime provides a streamlined and much 

more cost and time effective way of sharing information across both domestic and international 

jurisdictions.  

The benefits of being a part of a consistently updated and always accessible domestic and 

international intelligence network/memory (such as that of BIDIF and that proposed in Figure 

4-9) are clear. If Australia becomes part of the international information sharing network that 

is integrated within BIDIF, the identification of these transnational organised crime networks 

would become much easier. In BIDIF, information is shared between contributing countries, 

while still retaining privacy, as rather than sharing full, redacted documents, the system instead 

shares the features of interest that have been used to classify a series. Thus, enabling the 

identification of international links, while still protecting sensitive information, whether that 

be personal or case information. BIDIF also facilitates the generation of intelligence alerts, 

flagging features of interest and document styles of emerging series, further enabling efficient 

and consistent information sharing across international partners. This can assist as well in the 

identification of persons of interest upon their attempted entry into the country. The use of 

BIDIF also requires far less time and cost investment when compared to the other international 

collaboration methods mentioned above.  

Further, by coupling this intelligence work with the examination of the online market for 

fraudulent documents and personal information (as illustrated in Figure 4-3), extra scrutiny 

could be applied to individuals entering from countries flagged as being common suppliers of 
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Australian documents. This can be assisted by the integration of information from government 

bodies and police that handle identity crime reports. The individuals whose identity information 

has been compromised could help in the early identification of people illegally using their 

information, or information that has been sold online, to enter the country or access identity 

documents. The integration of the collaborative information sharing network (Figure 4-9), 

along with the analysis of the illicit marketplace can assist in achieving three of the four key 

strategies that are the foundation of the Australian response to human trafficking and slavery. 

These include prevention and deterrence, detection and investigation, prosecution and 

compliance and finally, victim support and protection [327, 328].   
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4.5 Recommendations 

Of course, there are some hurdles that would need to be overcome before something such as 

this proposed model could be integrated within Australia. Outside of the general resistance 

towards information sharing, the culture of secrecy within Australian policing and the very 

strict IT security within law enforcement, the lack of priority that is given to identity crime and 

document fraud is a significant hurdle that needs to be overcome. 

As an example, the Australian Federal Police (AFP) indicate their TSOC policing priorities to 

be the production and importation of drugs, money laundering, the sale of illegal firearms and 

dangerous goods, illegal movement across Australian borders, terrorism, human trafficking, 

and child exploitation [329]. These are very important areas of TSOC that do need to be 

targeted, but the criminal environments of identity crime and document fraud are often 

overlooked. Both these criminal environments need to be examined through the lens of TSOC, 

as research has indicated that document fraud is organised and punctuated by prolific offenders, 

and is known to enable, along with identity crime, other forms of serious and organised crimes 

[16, 32, 37, 51, 140]. In fact, all the crimes prioritised by the AFP are likely enabled by 

document fraud and identity crime. Therefore, by including document fraud, and by extension 

identity crime, within TSOC priorities, not only could an increasing criminal problem be 

effectively tackled, but there is the potential that these impacts would be felt in a broad range 

of other TSOC criminal environments as well. Thus, enabling the proactive detection, 

prevention and disruption of multiple criminal environments through the targeting of one trace 

type, such as fraudulent documents. 

Only once identity crime and document fraud are included in TSOC priorities will it be possible 

to integrate and properly maintain an intelligence framework with consistent communication 
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and updates between collaborators. A first step could be the integration of BIDIF within 

Australian policing, starting with a domestic system first, and utilising collaboration between 

individual agencies that regularly encounter fraudulent documents including the police, bars, 

banks, border security and other relevant stakeholders. Police should be regularly checking and 

collecting documents from these external stakeholders, while also documenting the dates and 

times that they are collected to provide some basis for spatial and temporal analysis. If captured 

consistently (as outlined in Chapter 2 Section 2.5) these could then be logged into BIDIF and 

visually compared to those already in the system. This could provide greater insight into 

document fraud within Australia, as while the research presented in Chapter 2 suggests that the 

fraudulent document market is organised within Australia, a larger sample set, from a wider 

variety of sources needs to be examined to properly establish the structure of this criminal 

marketplace.  

Identity crime and document fraud are rarely the end of the story as they both play an important, 

and often facilitative role in a range of other criminal environments. Therefore, by targeting 

efforts towards detecting, preventing, and disrupting identity crime and document fraud the 

activities of organised criminal networks and terrorist cells may be disrupted, thus impacting 

other TSOC criminal environments. The integration of BIDIF within Australia is the best way 

to illustrate the degree of organisation within the Australian market and could pave the way for 

further information sharing between different organisations, across different fields and 

eventually, internationally. This collaborative information sharing repository coupled with the 

integration of visual document profiling and online market analyses would create the most 

complete and comprehensive picture of identity crime and document fraud that there has been 

so far, as well as reducing the reporting burden that is placed on victims within the current 

identity response system [44].   
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4.5.1 Recommendation summary 

As discussed above, the implementation of a multi-source approach to investigate and address 

the Australian identity crime and document fraud criminal environment has the potential to 

provide an array of different benefits, and a summary of the benefits, how it could be 

implemented and what would change for the daily operations of police and security 

organisations have been included in Figure 4-10. 

The first step towards the information sharing network proposed in Figure 4-9 is to integrate 

the systematic profiling of fraudulent documents, i.e. the BIDIF system, within Australian 

policing (as explained in Section 2.6.1). Once this is implemented, this could pave the way for 

Australian policing organisations to become a part of the international BIDIF network. The 

success of the BIDIF implementation could garner trust between organisations, facilitate their 

communication and illustrate the benefits of a broader multi-approach information sharing 

network to better understand the document fraud and identity crime criminal environment. This 

would assist in the creation, implementation and maintenance of a larger information sharing 

repository, such as that suggested in Figure 4-9. 

 



284 

 

 

 

 

  

Figure 4-10: A summary of the recommendations provided in Section 4.5 along with a suggested path towards implementing 

the multi-source approach, as well as changes to daily operations of police and security organisations after implementation. 
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5 Conclusions and future directions 

5.1 Conclusions 

As explained in Chapter 1 and Chapter 2 Section 2.1, currently, much of the information that 

is gathered within the Australian identity crime and document fraud space is reliant on the 

reactive reporting from victims, most of which don’t officially report the misuse of their 

personal information [29]. It is therefore crucial to shift the focus away from these solely 

reactive sources, and begin examining the fraudulent document criminal environment, and by 

extension the overarching identity crime space, in a proactive way. Internationally, the 

systematic profiling and comparison of fraudulent identity and travel documents has provided 

valuable insight into the international document market, but this area has thus far, remained 

relatively unexplored in Australia. Furthermore, this examination of the physical traces is only 

one part of the overall picture for fraudulent documents and personal information. Therefore, 

any attempt to understand the criminal market must be done through a combined analysis of 

both the physical market, being that side of the market represented by the physical traces (such 

as documents that are seized by police, border control and financial institutions), and the online 

market, being that which is facilitated through the internet. 

Through the examination and profiling of 183 fraudulent documents seized from three different 

Australian government and law enforcement agencies, a systematic visual profiling method for 

Australian documents was developed, based on a published method [15] and its efficacy at 

detecting links between documents was illustrated. Of the documents examined, 94% of them 

were linked to at least one other document, with 17 series that emerged, the largest of which 

was of 54 documents. While the data set examined was relatively small, the results obtained 

here, not only illustrate that the visual profiling method works on Australian documents, in that 
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it identified links and series, but that the criminal environment for Australian document fraud 

may be organised, with prolific offenders supplying products to the market. The value of the 

profiling of these documents goes beyond the identification of linkages, with an analysis of the 

replication of security and template features providing insight into document templates and 

features that may be vulnerable to counterfeiting. This avenue can inform document 

authenticators and manufacturers what security features or templates require improvement to 

more effectively prevent or reduce the rate of counterfeiting. This alternative avenue of 

information may assist in the disruption of the criminal environment of document fraud from 

a different perspective, and could directly assist the Australian government in achieving one of 

the core goals of the National Strategy for Identity Resilience [306]. 

From this research, in combination with the similarities identified between the organised crime 

climate in both Australia and Switzerland (where ProFID and BIDIF were developed), it is 

clear that the BIDIF system could be implemented within Australia. Not only does this research 

suggest that the manual profiling method can assist in the identification of the organisation and 

structure within the fraudulent document market in Australia, but the semi-automated 

comparison portion of BIDIF, known as Padif, worked on Australian documents and it 

provided a useful semi-automated triaging and confirmatory aspect to the profiling method.  

As the analysis of the physical fraudulent document market is only one side of the overall 

marketplace, in Chapter 3 an investigation into the cryptomarket facilitated portion of the 

online market was conducted, specifically on two cryptomarkets, WHM and Empire Market. 

Through the examination of sales, listings, vendor behaviours and trafficking information, this 

analysis suggested that the market for fraudulent documents and personal information is 

organised, and punctuated by prolific offenders, with a small proportion of vendors (5.5%) 
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contributing the majority of the products for sale (63%). While the presence of prolific 

offenders is not unique to the ID-related market, and is instead present across the whole 

cryptomarket environment, the ID-related market does seem to be more concentrated, with a 

higher proportion of sales being contributed by a smaller number of vendors. This was also 

true of the market for Australian documents, with three vendors contributing 65% of the sales 

within the Australian market, with all of them operating domestically.  

Beyond illustrating the potential structure of the market and the presence of prolific offenders, 

the analysis of the online market can also provide other information to assist in intelligence-

led policing. Examining the types of documents that are more commonly listed may indicate 

those documents and features that may be more vulnerable to counterfeiting, while also 

indicating routes of possible interception for physical products. The presence of domestic 

manufacturers within Australia suggests that more close inspections of domestic parcels may 

increase the detection rates of the ID-related products sold through these markets. However, 

this analysis has only been conducted on two cryptomarkets, with a very small proportion of 

physical document sales and listings, so further analysis would be required prior to outlining 

this as a concrete method of detection for these items.  

The examination of this online portion of the market ensures that those digital products that 

dominate the marketplace (95% of sales on Empire) can be captured within broader analyses, 

as they are overlooked when focussing solely on physical traces. These products play an 

important role within the identity crime environment, both digital documents such as scans, as 

well as the personal information items, such as fullz. However, it must be remembered that the 

cryptomarkets examined here are only responsible for a small portion of the online ID-related 

market, with the sale of fraudulent documents and personal information spanning all levels of 
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the web. So, the harms and costs associated with this market are likely to be far higher than 

what has been estimated here, or in previous research. It is therefore imperative that in any 

illicit market analysis a multi-source approach is used, not just considering both the physical 

and online portions of the market, but also numerous sources from within the online market.  

In Chapter 4 the online and physical portions of the market were compared, and it was found 

that while they share some obvious differences, they are consistent in that they are both 

organised and punctuated by prolific offenders. The mirroring of this structure across these two 

very different markets highlights the fact that they can and should be examined together as two 

parts of the same whole. To properly understand the market for fraudulent documents and 

personal information, the supply chain of these products needs to be interrogated, examining 

where they have come from along with how they have been manufactured and distributed. The 

analysis of this supply chain not only increases the understanding of the criminal environment 

overall but can also create opportunities for earlier interception of these documents, prior to 

them being used to enable or facilitate a criminal offence (which is when they are most often 

detected).  

But the analysis of the illicit marketplace in isolation is not sufficient to understand this 

complex criminal environment. As has been recommended to assist in the understanding of 

other illicit markets, such as that for illicit drugs [96-98], this work has proposed a multi-source 

interdisciplinary approach towards identity crime and document fraud, incorporating 

information from police, the visual profiling of fraudulent documents, identity crime reporting 

systems, the private sector, and online market analyses, along with surveys and statistics. It is 

suggested that all these traditionally separate organisations should work collaboratively to 

create and maintain an information sharing network that is consistently updated to provide 
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relevant intelligence and information about the identity crime and document fraud criminal 

environment. The pervasive and prolific crime problem that is identity crime and document 

fraud has given no indication that it will slow down in the coming years. The increases in digital 

technologies and the amount of personal information being stored online is creating the perfect 

storm in which identity crime and document fraud can flourish.  

The research conducted here clearly illustrates that the current understanding of the criminal 

environments for document fraud and identity crime is hampered by the reliance on the reactive 

approach. Only through a multi-source approach, built upon broad collaborations and 

information sharing across all relevant stakeholders, can there be long lasting and meaningful 

impact upon this criminal environment, as well as other criminal environments that document 

fraud is known to enable. 
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5.2 Future directions 

This work aimed to develop a holistic understanding of the criminal environment of identity 

crime and document fraud and to subsequently propose a multi-source approach to facilitate its 

more proactive disruption within an intelligence-led policing paradigm.  Along the way to 

achieving this overarching goal, a systematic intelligence method for the profiling of fraudulent 

documents, as well as regular analyses of online markets selling and distributing fraudulent 

documents and personal information should be considered. In this section, the future directions 

have been divided by chapter. 

5.2.1 The forensic profiling of fraudulent identity documents 

The current research had a very strong focus on Australian driver licences, and while these 

were selected as the document of interest based on the ease of access, expanding the document 

set to consider different document types, as well as international documents will provide 

valuable, additional information. This is especially important when considering passports, as 

counterfeit passports, both international and domestic, are a point of interest for law 

enforcement organisations, particularly those that are focussed on policing the borders. As 

illustrated in this work, the profiling and comparison of international documents is a 

worthwhile avenue of interest, with these documents leading to potential international links. 

These links could assist in the identification of organised criminal networks in Australia. 

The work conducted here is only a small snapshot of the fraudulent document criminal 

environment, as the documents examined were from only three law enforcement organisations, 

all of which were located on the Eastern side of Australia. Given the level of organisation and 

structure identified within the documents examined here, it is of great interest to investigate 

whether this organisation is present across the national canvas, and to what level. If the method 



292 

 

 

 

was expanded to include and consider documents that were intercepted by a range of 

organisations, including those such as banks and others that regularly authenticate documents, 

a far better picture of this criminal environment would be created, adding to the valuable 

information outlined within this research. Furthermore, if more contextual information was 

gathered around the documents, more in depth social network analysis could be conducted, and 

if a known source seizure was intercepted, this could enable and interrogation of the social 

networks of the known source.  

5.2.1.1 Consideration of digital documents 

As information and digital technologies have been increasing, there has been the 

implementation of more digital proof of identity documents, such as the digital driver licence 

(DDL) implemented in NSW in late 2019. While it is hypothesised that physical documents 

will always have a role within proof of identity processes [51], it is inevitable that there will 

gradually be more and more digital documents implemented, with society likely moving 

towards a blended identity proof approach, incorporating a combination of both digital and 

physical documents [51]. It is therefore important that the profiling method that has been 

developed for physical documents also be applicable to documents that are housed within a 

digital space. The profiling method is versatile, in that it can be applied to any document that 

contains visual elements; however, difficulties can be introduced when dealing with a 

document that appears legitimate, in that the security features have been successfully 

replicated.  

Specifically in relation to the NSW digital driver licence (DDL), police have indicated that 

there have been instances of underage individuals editing a screenshot or still of the DDL. 

These were considered as potential items of interest for the research conducted here, however, 



293 

 

 

 

the images of these licences were of too low a quality to be compared (often being a photo of 

a phone screen). Even if the images were of a high quality, a visual comparison between these 

digital documents would be limited, especially if the individuals were simply editing the 

documents themselves using paint, GIMP or the like. However, a different avenue of interest 

presents itself when considering the potential to “hack” the digital driver licences. Recent news 

publications have indicated that the digital drivers licence can be hacked, with fraudsters 

illegally accessing legitimate documents that they then edit, circumventing the security 

measures [330]. While not possible to profile these digital documents visually, as they appear 

legitimate, there is the potential of using digital forensic science to conduct examinations on 

the digital traces left on these documents, within the application through which the document 

is accessed.  

The value of implementing more collaborations between digital forensic science and document 

examination is clear when considering the emergence of AI counterfeit documents as discussed 

in Chapter 4 Section 4.2. This is another instance in which shifting focus to consider the digital 

traces of these images could provide valuable insight into their supply chain. With this 

increasing emergence of digital identity documents, it may be of interest to consider integrating 

analysis of image meta data and other digital traces into the BIDIF system that is already being 

used. It would be worthwhile to consider how these purely digital counterfeit documents could 

be integrated within BIDIF, incorporating their meta data as well as the images themselves to 

enable comparison and examination of the combination of their different traces.  

5.2.2 The investigation of the online Australian document market 

As the cryptomarket criminal problem is so pervasive and prolific, there is never any shortage 

of active markets that can be crawled and used to provide insight into the cryptomarket 
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facilitated portion of any illicit marketplace. To continue to gain insight into the ID-related 

market, and by extension the criminal environment of identity crime, more cryptomarkets need 

to be examined, to not only increase the understanding of this marketplace, but to get a better 

cross-section of the products that are being listed and sold as well as the different vendors that 

are operating. 

This examination should also extend to markets and vendors on the dark web that exist outside 

the jurisdiction of the cryptomarkets, including those with independent store fronts, and 

operating in the other levels of the web including storefront, forums and messaging applications 

such as Telegram [304]. Furthermore, as clearly illustrated by the comparison between the 

pseudo documents seized by NSWPF and those that were being supplied by the online vendor, 

the open web is a source of documents for customers in Australia. This was just one of many 

open web store fronts for fraudulent documents, so these vendors need to be considered in any 

analysis of this illicit marketplace.  

The continuous monitoring of this side of the marketplace is required to stay on top of emerging 

trends in the market, both regarding fraudulent documents and personal information, as this 

monitoring could assist in the identification of data breaches, or vulnerable information security 

measures that has led to the theft of personal information. Furthermore, it can assist in 

informing on any changes in vendors of interest, i.e. those that are performing at a high rate, 

and could therefore assist in the potential identification of those that are significant contributors 

to the market.  

As has been conducted in Switzerland, on illicit drug products [331], the purchase of some of 

the ID-related products listed on these markets would facilitate a comparison between the 

product listings, and the items that the buyer receives. The purchase of both digital and physical 



295 

 

 

 

documents as well as items within the identity fraud related category would provide insight 

into the accuracy of the vendors listings, as well as how these items are manufactured, 

information that was targeted, and techniques that are used in their creation. It could also 

provide insight into the shipping and packaging methods used, as well as the reliability of 

vendors of interest.  

The online space holds a mass of potential information about the market for fraudulent 

documents and personal information, that so far has been underutilised from an intelligence 

perspective. Consistent and regular monitoring of this space can provide valuable information 

and intelligence about the supply chain of these products, and can assist in the proactive 

reduction, disruption, and prevention of this criminal environment.  

5.2.3 The multi-source approach for document fraud and identity crime 

The most value that can be gained from the analysis of the physical and online portions of the 

market arises through their combined analysis within a multi-source approach. Combining 

regular profiling and comparison of document seizures, with regular online market analyses 

(as shown in Figure 4-3) could provide clear timelines of trends in manufacture and distribution 

and would provide a clearer illustration of the links between the online and physical portions 

of the market. This could be furthered by conducting active comparisons between documents 

purchased from vendors of interest and those that are being intercepted by law enforcement 

agencies within Australia.  

On an organisational level, implementing something like the integrated information sharing 

network proposed in Chapter 4 will have significant challenges, largely due to the culture of 

secrecy and lack of information sharing that has become standard within Australian policing 

and government organisations [198]. To break the culture of secrecy, partnerships need to be 
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established, nurtured and maintained to create trust between different organisations and if there 

is to be any hope of implementing a multi-source approach such as that proposed, the 

foundations for these partnerships need to start being built now. 

This will be no mean feat, but the most logical first step towards the end goal of this overall 

multi-source approach would be the implementation of ProFID/BIDIF within Australian 

policing. Given the design of the ProFID system, its ability to ease the information sharing 

process while still protecting sensitive information, and the clear success of the method on 

Australia documents, it would be a good illustration of the power of information sharing and 

collaboration within the identity crime and document fraud environment.  

It is recommended that the implementation of BIDIF could be a first step, on a domestic level 

at first to trial the information sharing and collaboration between law enforcement agencies, 

border security and the public sector. This would also serve to provide better understanding 

regarding the size and structure of the fraudulent document market in Australia on a more 

realistic scale, informing on the best way to implement and maintain the larger information 

sharing network that has been proposed in this chapter. In a criminal environment that is 

advancing with leaps and bounds alongside increases in technology and the amount of 

information provided online, more effort, resources and collaboration is required to properly 

understand and therefore prevent and disrupt the criminal environment of identity crime and 

document fraud. If the required advancements are not made, police and law enforcement will 

continue to be stuck, spinning their wheels in the mud, trying to catch up and manage this 

escalating problem.  
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Appendix 
The following section includes figures and tables that provide extra information adjacent to 

the points discussed in this thesis. The following tables and figures are included in this 

section.  
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A4 sheet of thick, satin paper, this is cropped to just show the main features of interest, along 

with where the document and QR codes should be located on the canvas. The two QR codes 

above the document are the QR codes generated by BIDIF when uploading the documents. 

Image (a) is an example of the front of the document (recto), and (b) is an example of the 
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Figure A. 2: Padif analysis 2 ROIs for the NSW counterfeit licences, the front of the 

document on the left, and the back on the right ..................................................................... 336 

Figure A. 3: Padif analysis 3 ROIs for the NSW counterfeit licences, the front of the 
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Figure A. 4: The dendrogram results from Padif analysis 2. Each colour designates the series 

that the document was identified as belonging to based on the manual profiling (NSW_DL1 = 
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Figure A. 5: The dendrogram results from Padif analysis 3. Each colour designates the series 
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Table A. 1: Quick reference outline of the Australian identity crime or related statutes and the different aspects of identity crime that they include 

  Identity crime 

State Statute/provisions Production 

and 

manipulation 

Acquisition Possession Transfer/Trafficking Use 

NSW Crimes Act 1900 Crimes Amendment (Fraud, 

Identity and Forgery Offences) Act 2009 No 

99 Part 4AB Identity offences 
Y N Y Y Y 

NT Criminal Code Amendment (Identity Crime) 

Act 2014 
Y N Y Y Y 

QLD Criminal code act 1899 (Qld), amended by the 

Criminal Code and Civil Liability Amendment 

Act 2007 (Qld) to include section 408D, 

“Obtaining or dealing with identification 

information” 

N Y Y Y Y 

SA Criminal Law Consolidation Act 1935 (SA) 

Part 5A “Identity theft” Y Y 
Y 

(EQUIPMENT) 
Y Y 

TAS Computer fraud  

Criminal Code Act 1924 Sections 257A to 

257E titled “Crimes related to computers”. It 

is a very broad statute 

Forgery and Uttering 

Y Y N Y Y 
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Criminal Code Act 1924 Sections 278, 279 

and 285 

 

VIC Division 2AA of the Crimes Act 1958 (Vic) 

Sections 192A-192E 
Y N Y Y Y 

WA Criminal code amendment (identity crime) 

Act 2010 
Y N Y Y Y 
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Table A. 2: Identity crime and related statutes used across Australian states, their wording and what portion of identity 

crime they address 

State Statute/provisions Identity crime Wording 
NSW Crimes Act 1900 Crimes 

Amendment (Fraud, 

Identity and Forgery 

Offences) Act 2009 No 99 

Part 4AB Identity 

offences 

Production and 

manipulation 

NSWCA 192J - Person who 

deals in identity information 

(deals = make, use, supply) with 

intention of committing 

indictable offence is guilty of an 

offence 

Acquisition Not specified 

Possession NSWCA 192K and 192L 
Person who possesses 

identification information with 

intent to commit or to facilitate 

an indictable offence,  

possession of any equipment 

etc. capable of making 

document or other thing that 

contains identification 

information, with the intent to 

use the document to commit an 

indictable offence 

Transfer/trafficking NSWCA 192J - Person who 

deals in identity information 

(deals = make, use, supply) with 

intention of committing 

indictable offence is guilty of an 

offence 

Use NSWCA 192J - Person who 

deals in identity information 

(deals = make, use, supply) with 

intention of committing 

indictable offence is guilty of an 

offence 

NT Criminal Code 

Amendment (Identity 

Crime) Act 2014 

Production and 

manipulation 

NTCCA 228C Dealing in 

(make, copy, store, supply, 

transmit or use) identification 

information with intent 

Acquisition Not specified 

Possession NTCCA 228D & 228E 
Possession of identification 

information with intent, 

possessing equipment used to 

deal in identification 

information or identification 

documentation 
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NTCCA 228C Dealing in 

(make, copy, store, supply, 

transmit or use) identification 

information with intent 

Transfer/trafficking NTCCA 228C Dealing in 

(make, copy, store, supply, 

transmit or use) identification 

information with intent 

Use NTCCA 228C Dealing in 

(make, copy, store, supply, 

transmit or use) identification 

information with intent 

QLD Criminal code act 1899 

(Qld), amended by the 

Criminal Code and Civil 

Liability Amendment Act 

2007 (Qld) to include 

section 408D, “Obtaining 

or dealing with 

identification 

information” 

Production and 

manipulation 

Not specified 

Acquisition QCCA 408D (1) Obtaining 

identity information for 

commission of an indictable 

offence 
Possession QCCA 408D (1A) Possessing 

equipment to commit an 

indictable offence involving 

acquisition, transfer, or use of 

identity information 
Transfer/trafficking QCCA 408D (1) Dealing with 

identity information, for 

commission of indictable 

offence 
Use QCCA 408D (1) Dealing with 

identity information, for 

commission of indictable 

offence 

SA Criminal Law 

Consolidation Act 1935 

(SA) Part 5A “Identity 

theft” 

Production and 

manipulation 

SACLCA 144D Producing 

prohibited material (anything 

that enables a person to assume 

a false identity) 

Acquisition SACLCA 144B Assuming a 

false identity with intent to 

commit serious criminal offence 

Possession SACLCA 144B Possessing 

equipment to make prohibited 

material 

Transfer/trafficking SACLCA 144D Selling or 

giving away prohibited material 

(anything that enables a person 

to assume a false identity 

Use SACLCA 144C Misuse of 

person identification 
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information, for commission of 

serious criminal offence 

TAS Computer fraud statute 

Criminal Code Act 1924 

Sections 257A to 257E 

titled “Crimes related to 

computers”. It is a very 

broad statute 

 

Criminal Code Act 1924 

Sections 278, 279 and 285 

“Forgery and Uttering*” 

Production and 

manipulation 

TASCCA 257B A person who, 

with intent to defraud:  

1) destroys, damages, erases, 

alters or otherwise 

manipulates data stored in, 

or used in connection with, a 

computer; or 

2) introduces into, or records or 

stores in, a computer or 

system of computers by any 

means data for the purpose 

of – 

a) destroying, damaging, 

erasing or altering other 

data stored in that 

computer or that system 

of computers; or 

b) interfering with, 

interrupting or 

obstructing the lawful 

use of that computer or 

that system of computers 

or the data stored in that 

computer or system of 

computers; or 

3) otherwise uses a computer 

is guilty of a crime 

 

TASCCA 278 Any person who 

forges any document, seal, or 

die, with intent to defraud, is 

guilty of a crime 

Acquisition TASCCA 280 Any person who, 

with intent to defraud, demands, 

receives, or obtains or procures 

to be delivered, paid, or 

transferred to any person any 

property whatever upon or by 

virtue of – 

(a) any forged document 

whatsoever, knowing it to be 

forged. 

 

Possession Not specified 
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Transfer/trafficking TASCCA 278 Any person who 

utters any forged document, 

seal, or die, is guilty of a crime. 

Use TASCCA 278 Any person who 

utters any forged document, 

seal, or die, is guilty of a crime. 

VIC Division 2AA of the 

Crimes Act 1958 (Vic) 

Sections 192A-192E 

Production and 

manipulation 

VICCA 192B - it is an offence 

to make, use, or supply 

identification information 

Acquisition Not specified 

Possession VICCA 192C & 192D- it is an 

offence to possess identification 

information and equipment to 

produce identification 

information 

Transfer/trafficking VICCA 192B - it is an offence 

to make, use, or supply 

identification information 
Use VICCA 192B - it is an offence 

to make, use, or supply 

identification information 

WA Criminal code amendment 

(identity crime) Act 2010 

Production and 

manipulation 

WACCA 490 It is an offence to 

make, use, or supply 

identification information with 

intent to commit or facilitate 

indictable offence 

Acquisition Not specified 

Possession WACCA 491 Possession of 

identification material with 

intent to commit indictable 

offence. Possession of 

identification equipment 

(anything used to make, use, 

supply or retain identification 

material) with intent 

Transfer/trafficking WACCA 490 It is an offence to 

make, use, or supply 

identification information with 

intent to commit or facilitate 

indictable offence 
Use WACCA 490 It is an offence to 

make, use, or supply 

identification information with 

intent to commit or facilitate 

indictable offence 
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* to utter means to use, offer, publish, deliver, dispose of, tender in payment or in 

exchange, expose for sale or exchange, exchange, tender in evidence or put off any forged 

document, seal, or die, with intent to defraud, knowing the same to be forged wheresoever 

the same may have been forged TASCCA 1924 Section 277  
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Table A. 3: Examples of each of the Australian document types examined and profiled within this research. Redacted 

examples of the front and back of each document have been provided. International licences have not been included. 

Document 

Type 
Front Back 

Counterfeit 

NSW Drivers 

Licence 

(Unrestricted) 

  

Counterfeit 

NSW Drivers 

Licence 

(Provisional) 

  

Counterfeit 

VIC Drivers 

Licence 

(Unrestricted) 

  

Counterfeit 

VIC Drivers 

Licence 

(Provisional) 
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Counterfeit 

WA Drivers 

Licence 

(Unrestricted) 

  

Counterfeit 

WA Drivers 

Licence 

(Provisional) 

  

Forged NSW 

Photo card 

  

Pseudo NSW 

Student 

identification 

  

Pseudo NSW 

Age proof 

card 

  



330

Figure A. 1: Image of scanned document with background canvas. The entire canvas is an A4 sheet of thick, satin paper, this is 

cropped to just show the main features of interest, along with where the document and QR codes should be located on the canvas. The 

two QR codes above the document are the QR codes generated by BIDIF when uploading the documents. Image (a) is an example of 

the front of the document (recto), and (b) is an example of the back (verso).
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Table A. 4: The intrinsic and extrinsic decision criteria for feature selection within the profiling method from Baechler et al. 

2015 [14]. 

 Criteria Explanation 

Intrinsic criteria (relative to 

the features themselves and 

their origin) 

Low intra-variability No or low amount of 

variation within a group of 

traces from the same source 

High inter-variability Significant variation among 

traces of different sources 

Complementarity The features must be as 

independent as possible 

Representativeness Reflects the 

features/characteristics of 

the source(s)/activity(ies) 

used to create the document 

Comparability The features of the trace 

must be comparable to the 

features of the other traces 

to ensure that they can be 

compared regarding their 

similarity/differences 

Availability and 

completeness 

The feature must be 

constantly and completely 

measurable within the 

population of interest 

Extrinsic criteria (related to 

the observation and 

measurement methods) 

Non-destructiveness Does not alter or destroy the 

trace 

Sensitivity Returns a positive result 

when the feature is present 

Specificity Returns a negative result 

when the feature is absent 

Reproducibility and 

reliability 

Consistency of results when 

feature extraction is 

conducted by different 

operators, or different 

equipment at different times 

or locations 

Low resource requirement Low requirements for time, 

cost, equipment, knowledge, 

and training 

Accessibility Equipment and knowledge 

required to extract/ identify 

the feature are readily 

available, and the trace is 

readily available to extract 

with the correct equipment 

and knowledge 
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Adaptability Ability to follow up on the 

evolution and mutations of 

the feature 
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Table A. 5: Examples of characteristics of interest used in the profile for each NSW counterfeit licence examined. Features 

of the same type have been grouped for ease. Features that are made up of several characteristics have been highlighted in 

the image of the feature rather than outlining each individual feature (e.g. the state badge and the UV coat of arms). Note: 

COA = Coat of arms, and OVD = Optically variable device. This is not an exhaustive list of all features examined. 

 

For confidentiality reasons this table has been removed from this copy of the document. 
If you wish to view the table, please reach out to the author. 
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Table A. 6: Examples of characteristics of interest used in the profile for each WA counterfeit licence examined. Features of 

the same type have been grouped for ease. Features that are made up of several characteristics have been highlighted in the 

image of the feature rather than outlining each individual feature (e.g. the state badge and the UV coat of arms). Note: COA 

= Coat of arms, and OVD = Optically variable device. This is not an exhaustive list of all features examined. 

 

For confidentiality reasons this table has been removed from this copy of the document. 
If you wish to view the table, please reach out to the author. 
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Table A. 7: Examples of characteristics of interest used in the profile for each VIC counterfeit licence examined. Features of 

the same type have been grouped for ease. Features that are made up of several characteristics have been highlighted in the 

image of the feature rather than outlining each individual feature (e.g. the state badge and the UV coat of arms). Note: COA 

= Coat of arms, and OVD = Optically variable device. This is not an exhaustive list of all features examined. 

 

For confidentiality reasons this table has been removed from this copy of the document. 
If you wish to view the table, please reach out to the author. 
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Figure A. 2: Padif analysis 2 ROIs for the NSW counterfeit licences, the front of the document on the left, and the back on 

the right 

Figure A. 3: Padif analysis 3 ROIs for the NSW counterfeit licences, the front of the document on the left, and the back on 

the right 
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Figure A. 4: The dendrogram results from Padif analysis 2. Each colour designates the series that the document was identified 

as belonging to based on the manual profiling (NSW_DL1 = pale teal, NSW_DL2 = red, NSW_DL3 = orange, NSW_DL5 = 

blue). 



338 

 

 

 

   

Figure A. 5: The dendrogram results from Padif analysis 3. Each colour designates the series that the document was 

identified as belonging to based on the manual profiling (NSW_DL1 = pale teal, NSW_DL2 = red, NSW_DL3 = orange, 

NSW_DL5 = blue). 
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Table A. 8: Different dark web internet networks 

Network Explanation 
Freenet This dark web network was originally created to promote censorship resistant 

communication and anonymous publishing by protecting the identities of the 

uploader of the content and the person retrieving the information [205]. It uses 

a distributed file storage system, so when information is inserted into a Freenet 

site it is broken down and distributed to different servers on the internet. Much 

like a pirate distributing their treasure across multiple hiding places. When an 

individual then accesses that content, or a piece of it, it is retrieved from the 

different servers and put back together [205].  

While Tor and Freenet are different in their functionality and mechanics, they 

both essentially create tunnels or niches within the existing internet to house 

their content. This means that the regular internet still exists around the two 

networks, and in Tor regular internet content is still accessible (i.e. the deep 

and surface web content). However, the hidden content on the dark web cannot 

easily be stumbled upon, the user must know where it is and have the tools to 

access it. For example, the .onion addresses consist of sixteen alphanumeric 

characters, so in order to successfully navigate to an .onion site, the user must 

know where they are intending to go [204]. 

The 

Invisible 

Internet 

Project 

(i2P) 

While Tor and Freenet exist within the regular internet structure as tunnels or 

niches, i2P is essentially a network that sits on top of the internet, keeping the 

traditional internet separate from it. Similarly to Tor it keeps the movements 

and identities of the users private by utilising nodes to disguise the individual’s 

traffic [205]. However, where Tor creates layers, the idea behind i2P is to 

overload the traffic with ‘pings’ like the way cell towers pick up movements 

based on the cell tower that a device ‘pings’ off. By creating so many pings at 

the same time, no outside observer can identify where the user is originating 

from [205]. 

 

Friend to 

friend 

(F2F) and 

Peer to 

These are smaller, simple connections between two or more computers on the 

internation to share information [205]. 

scrivcmt://2BDAC425-A763-4975-AB1C-1D3371A93908/
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peer (P2P) 

networks 
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Table A. 9: Definitions of product categories from the overall market used to organise the listings from WHM and Empire 

Market 

 

  

Product Category Definition 
Illicit drugs Contains all listings for illicit drugs, what has been considered as illicit 

are all drugs that are deemed as illegal within Australia, i.e. those 

where the most common use is illicit 

Prescription drugs 

and medicines 

All products that can be purchased from a pharmacy (with or without 

a prescription) 

Custom/other Any listings that have been specifically created for an individual 

buyer, along with other miscellaneous items such as shipping charges 

and tip jars. Most often these listings will not contain any product-

specific information but will rather have a title that specifies the buyer 

that the order is for, such as “custom order for chxxxxx23”.  

Fraud related Contains the broadest range of products across these marketplaces, 

including information dumps, money laundering services, cracked 

accounts (such as Netflix, pornography subscriptions and software), 

malware, and other cybercrime-related items and others. The ‘fraud 

related’ category has been used to group all listings that are related to 

fraudulent activities, except for identity fraud. 

Goods, currencies 

and precious 

metals 

This category groups all listings for counterfeit goods such as clothing 

and accessories, counterfeit currencies, bitcoin related products, and 

any precious metals like gold. 

ID-related Covers all listings that are related to personal information and other 

information required to facilitate identity crime, as well as identity 

documents. 

Guides and 

tutorials 

All listings that contained guidebooks, how-tos, recipes and the like. 

This category includes a range of guides, from ‘how to be an alpha 

male’, to exercise videos, recipes for the manufacture of illicit drugs, 

lock picking, and how to commit a range of cybercrime and fraud 

activities among others. 

Performance and 

image enhancing 

drugs (PIEDs) 

This category includes all listings for drugs that can be used to increase 

the performance or physical attributes of an individual, including body 

augmentation drugs. This includes things such as steroids, diet pills 

and Botox. 

Lab supplies & 

paraphernalia 

This category includes all things that are used in the manufacture of 

illicit drugs and chemicals, includes things such as drug pre-cursors, 

glassware, and paraphernalia used to facilitate drug use such as bongs, 

syringes, spoons and packaging for drugs.  

Weapons Includes all items that can be considered weapons, such as firearms, 

ammunition, knives, tasers, pepper spray etc.  
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Table A. 10: Average, median, minimum and maximum prices for all product categories across the ID-Related market, for 

both physical and digital products. In most cases physical products are more expensive than the digital products, with some 

exceptions. The most expensive digital products, as indicated by the maximum prices, were for 100 selfie ID’s ($3,333), a 

registered IELTS certificate ($1,885), and what is listed as a copy of the barcode generation software used by the DMV, the 

government body that generates licences in the US ($1,393). The greyed-out cells indicate that there were no products of 

that type listed in that category. 

   Price (AUD) 

   Average Median  Minimum Maximum 

ID 

Passport 
Physical $9,641 $2,713 $14 $56,828 

Digital $32 $21 $1 $139 

ID pack 
Physical $7,881 $3,623 $29 $22,615 

Digital $112 $72 $1 $497 

Licence 
Physical $578 $258 $21 $5,827 

Digital $31 $14 $1 $923 

ID various 
Physical $863 $716 $15 $4,972 

Digital $78 $32 $1 $665 

Identity card 
Physical $698 $327 $105 $5,608 

Digital $29 $14 $4 $251 

Other 
Physical $121 $33 $2 $46 

Digital $36 $32 $4 $1,393 

Selfie ID 

bulk 

Physical - - - - 

Digital $1,582 $989 $325 $3,334 

Identity 

fraud 

Fullz 
Physical - - - - 

Digital $55 $16 $0.15 $2,344 

Identity 

fraud pack 

Physical - - - - 

Digital $48 $7 $0.70 $592 

Other 
Physical - - - - 

Digital $28 $14 $8 $63 

Various 

legitimation 

documents 

Other 
Physical $598 $213 $1 $2,897 

Digital $66 $35 $1 $1,885 

Statements 
Physical $71 $71 $45 $98 

Digital $25 $7 $1 $142 
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Figure A. 6: Number of sales and vendors per origin country on Empire. The colour indicates the product category that the sales are 

coming from, with the size indicating the number of sales 
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Figure A. 7: Sankey-Alluvial diagram illustrating the movement of goods from origin to destination countries on WHM. This is based off 

product listings, and only those origin: destination combinations with greater than 0.2% frequency have been included 
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Figure A. 8: Sankey-Alluvial diagram illustrating the movement of goods from origin to destination countries on Empire. This 

is based off product listings, and only those origin: destination combinations with greater than 0.2% frequency have been 

included 




