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Abstract

IRELESS Sensor Networks (WSNs) are deployed for the purpose of mon-
W itoring an area of interest. Even when the sensors are properly calibrated
at the time of deployment, they develop drift in their readings leading to erroneous
network inferences. Traditionally, such errors are corrected by site visits where the
sensors are calibrated against an accurately calibrated sensor. For large scale sen-
sor networks, the process is manually intensive and economically infeasible. This
imposes finding automatic procedures for continuous calibration. Noting that a
physical phenomenon in a certain area follows some spatio-temporal correlation,
we assume that the sensors readings in that area are correlated. We also assume that
measurement errors due to faulty equipment are likely to be uncorrelated. Based
on these assumptions, we follow a Bayesian framework to solve the drift and bias
problem in WSNs.

In the case of densely deployed WSN, neighbouring sensors are assumed to be
close to each other that they observe the same phenomenon. Hence, the average of
their corrected readings is taken as a basis for each sensor to self-assess its measure-
ment, estimate its drift and to correct the measurement using a Kalman Filter (KF)
in the case of smooth drift, and the Interacting Multiple Model algorithm (IMM)
in the case of unsmooth drift. The solutions are computationally simple, decen-
tralised and also scalable. Any new node joining the neighbourhood needs only to
obtain the corrected readings of its neighbours to find the average and apply the
KF iterative procedure.

On the other hand, when the sensors are not densely deployed, Support Vector

Regression (SVR) is used to model the interrelationships of sensor measurements

Xxvii



in a neighbourhood. This enables the incorporation of the spatio-temporal correla-
tion of neighbouring sensors, to predict future measurements. The SVR predicted
value is used by a KF to estimate the actual drift and correct the measurement. Un-
fortunately, the KF introduces some system errors when used with nonlinear sys-
tems. The use of Unscented Kalman filter (UKF) instead, considerably reduces the
system error and results in a better drift correction. The use of IMM with the SVR-
UKF framework allows for reducing the sampling rate which eventually reduces
the communication overhead among the sensors and saves the communication en-
ergy.

In this thesis, we present several solutions for the random and systematic (drift
and bias) errors in sensors measurements, for different sensor deployment scenar-
ios. We also consider two drift scenarios, namely smooth and unsmooth drifts. We
evaluate the presented algorithms on simulated and real data obtained from the
Intel Berkeley Research Laboratory sensor deployment. The results show that our
algorithms successfully detect and correct systematic errors (drift and bias) devel-
oped in sensors and filters out the noise. Thereby, prolonging the effective lifetime

of the network.
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Chapter 1

Introduction

ECENTLY, Wireless Sensor Networks (WSNs) have emerged as an impor-
Rtant research area [1]. This development has been encouraged by the dra-
matic advances in sensor technology, wireless communications, digital electronics
and computer networks, enabling the development of low cost, low power, multi-
functional sensor nodes that are small in size and can communicate over short
distances [2]. When they work as a group, these nodes can accomplish far more
complex tasks and inferences than more powerful nodes in isolation. This led to
a wide spectrum of possible military and civilian applications, such as battlefield

surveillance, home automation, smart environments and forest fire detection.

On the down side, the wireless sensors are usually left unattended for long
periods of time in the field, which makes them prone to failures. This is due to
either sensors running out of energy, ageing or harsh environmental conditions
surrounding them. Besides the random noise, these cheap sensors tend to develop
drift in their measurements as they age. We define the drift as a slow, unidirec-
tional long-term change in the sensor measurement. This poses a major problem
for end applications, as the data from the network becomes progressively useless.
An early detection of such drift is essential for the successful operation of the sensor
network. In this process, the sensors, which otherwise would have been deemed
unusable, can continue to be used, thus prolonging the effective life span of the

sensor network and optimising the cost effectiveness of the solutions.

A common problem faced in large scale sensor networks is that sensors can

suffer from bias in their measurements [3]. The bias and drift errors (systematic
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errors) have a direct impact on the effectiveness of the associated decision support
systems. Calibrating the sensors to account for these errors is a costly and time
consuming process. Traditionally, such errors are corrected by site visits where
an accurate, calibrated sensor is used to calibrate other sensors. This process is
manually intensive and is only effective when the number of sensors deployed is
small and the calibration is infrequent. In a large scale sensor network, constituted
of cheap sensors, there is a need for frequent recalibration. Due to the size of such
networks, it is impractical and cost prohibitive to manually calibrate them. Hence,

there is a significant need for auto calibration [4] in sensor networks.

The sensor drift problem and its effects on sensor inferences have not been ad-
dressed thoroughly in the literature. We address this problem under the assump-
tion that neighbouring sensors in a network observe correlated data, i.e., the mea-
surements of one sensor is related to the measurements of its neighbours. Fur-
thermore, the physical phenomenon that these sensors observe also follows some
spatial correlation. Moreover, the faults of the neighbouring nodes are likely to be
uncorrelated [5]. Hence, in principle, it is possible to predict the data of one sensor
using the data from other closely situated sensors [5],[4]. This predicted data pro-
vides a suitable basis to correct anomalies in a sensor’s reported measurements. At
this point, it is important to differentiate between the measurement of the sensor
or the reported data which may contain bias and/or drift, and the corrected read-
ing which is evaluated by the error correction algorithms. The early detection of
anomalous data enables us not only to detect drift in sensor readings, but also to

correct it.

In this thesis, we present general and comprehensive frameworks for detect-
ing and correcting both the systematic (drift and bias) and random errors in sensor
measurements. The solutions address different sensor deployment scenarios. They
also consider two types of drift, namely, smooth and unsmooth drifts. Statisti-
cal modelling rather than physical modelling is used to model the spatio-temporal
cross correlations among sensors’ measurements. This makes the frameworks pre-

sented here likely to be applicable to most sensing problems with minor changes.
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Figure 1.1: Wireless sensor area with encircled sub-network

1.1 Problem Statement

Consider a wireless sensor network with a large number of sensors distributed
randomly in a certain area of deployment such as the one shown in Figure 1.1. The
sensors are grouped in clusters (sub-networks) according to their spatial proxim-
ity. Each sensor measures a phenomenon such as ambient temperature, chemical
concentration, noise or atmospheric pressure. The measurement, say temperature,
is considered to be a function of time and space. As a result, the measurements of
sensors that lie within the same cluster can be different from each other. For ex-
ample, a sensor closer to a heat source or near direct sunlight will have readings
higher than those in a shaded region or away from the heat source. An example
of a cluster is shown using a circle in Figure 1.1. The sensors within the cluster are

considered to be capable of communicating their readings among each other.

As time progresses, some nodes may start experiencing drift in their readings.
If these readings are collected and used from these nodes, they will cause the users
of the network to draw erroneous conclusions. After some level of unreliability is
reached, the network inferences become untrustworthy. Consequently, the sensor

network becomes useless. In order to mitigate this problem of drift, each sensor
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node in the network has to detect and correct its own drift using the feedback ob-
tained from its neighbouring nodes. This is based on the principle that the data
from nodes that lie within a cluster are correlated, while their faults or drifts instan-
tiations are likely to be uncorrelated. The ability of the sensor nodes to auto-detect
and correct their drifts helps to extend the effective (useful) lifetime of the network.
In addition to the drift problem, we also consider the inherent bias that may exist
within some sensor nodes. There is a distinct difference between these two types
of errors. The former changes with time and often becomes accentuated, while the
latter, is considered to be a constant error from the beginning of the operation. This

error is usually caused by a possible manufacturing defect or a faulty calibration.

The sensor drift that we consider in this work is of two types. The first is slow
smooth drift that we model as linear and/or exponential function of time. The
second type is unsmooth drift or drift with jumps. It is similar to the first; however,
it suffers from sudden changes, surges or sharp peaks. Both of them are dependent
on the environmental conditions, and strongly relate to the manufacturing process
of the sensor. Itis highly unlikely that two electronic components fail in a correlated
manner unless they are from the same integrated circuit. Therefore, we assume
that the instantiations of drifts are different from one sensor to another in a sensor
neighbourhood or a cluster. Figures 1.2 and 1.3 show examples of the theoretical

drift models for smooth drift and drift with jumps, respectively.

Consider a sensor sub-network that consists of n sensors deployed randomly in
a certain area of interest. Without loss of generality, we choose a sensor network
measuring temperature, even though this is generally applicable to all other types
of sensors that suffer from drift and bias problems. Let T be the groundtruth tem-
perature. T varies with time and space. Therefore, we denote the temperature at a
certain time instance and sensor location as T;; where i is the sensor number and
k is the time index. At each time instant k, node i in the sub-network measures a
reading r;x of T;y. It then estimates and reports a drift corrected value X;j to its
neighbours. The corrected value x;; should ideally be equal to the groundtruth

temperature T;;. If all nodes are perfect, r;; will be equal to the Tjx, and the re-
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ported values will ideally be equal to the readings, i.e., Xj; = rjx.

To estimate the corrected value x;y, each node i first finds a predicted value x; x
for its temperature as a function of the corrected measurements collected from itself
and its neighbours in the previous time step using X;; = f({xj;k__l};;l‘j#). Then
it fuses this predicted value together with its measurement r;; and the projected
drift d; 4 to result in a drift corrected sensor measurement x;,. In practice, each
sensor reading comes with an associated random reading error (noise), and a drift
d;x. This drift may be null or insignificant during the initial period of deployment,
depending on the nature of the sensor and the deployment environment. The prob-
lem we address here is how to account for the drift in each sensor node i, using the

predicted value Xy, so that the reading r; is corrected and reported as x; .

In chapters 3,4 and 5 we use the average of the neighbouring sensor corrected
measurements to compute the X;y, based on the assumption that the sensors are
spatially close enough to have the same measurements (the network is densely de-
ployed). We relax this assumption in the following chapters where X; is computed
using a support vector regression (SVR) modelled function that takes into account
the temporal and spatial correlations of the sensor measurements. The SVR ap-

proximates X;x in chapter 6, using the current and previous corrected readings of
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Figure 1.3: Examples of drifts with jumps and sudden changes

the neighbours x;; = f({xj_k,l,xjvk}J’,;lJ#), whereas in chapters 7 and 8, X;j is
approximated using the previous corrected readings of all the sensors in the neigh-
bourhood (cluster) excluding the sensor itself X, = f({x;4-, }}):1#1‘)-

In the following section we explain the thesis structure and summarise our con-

tributions.

1.2 Thesis structure and contributions

The structure of the thesis is organised as follows:

Chapter 2 defines WSNs, their applications and the most important challenges
facing their wide use. It then surveys sensor faults, defines the drift, the bias, the
calibration process and then reviews the single sensor based calibration techniques.
An extensive survey of methods for detecting and correcting sensor faults in WSN
is given, and a comparison between the algorithms available in literature is made.

Chapter 3 addresses the problem of systematic errors (drift and bias) in sensor

measurements and explains their effects on the inferences made by the sensor net-
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works. It also emphasises that the special characteristic of WSNs: that they consist
of cheap unreliable sensors and establishes the need for frequent calibration. The
chapter argues that using the correlation among neighbour sensor readings and
depending on the assumption that sensor drifts are unlikely to be correlated; an
autocalibration algorithm can be devised.

The main contributions of this chapter are:

e Introducing a simple algorithm for autocalibration of WSNs sensors under
the simple scenario of close deployment of the sensors to observe the same
data.

e Showing how the use on an autocalibration algorithm will extend the effec-
tive life of the network.

e Showing the effect of the communication channel reliability, the number of
sensors in the cluster and the drift timing on the performance of the drift

correction algorithm.

Chapter 4 presents a formal Bayesian framework for estimating sensor bias and
smooth drift, and correcting the sensor measurements in a densely deployed WSN.
The proposed solution exploits the notion that measurement errors due to faulty
equipment are likely to be uncorrelated. The sensors in the neighbourhood are
assumed to be densely deployed. Hence, the average of their corrected readings is
taken as a basis for each sensor to self assess. The Bayesian formulation leads to a
decentralised and computationally simple single state Kalman Filter (KF) iterative
procedure, allowing its implementation in WSNs. The presented solution is also
scalable. A new node joining the neighbourhood only needs to obtain information
from its neighbouring sensors and then find the average and apply the KF based
iterative procedure. Similarly, any sensor excluded from the neighbourhood will
not affect the others as they use the average.

The main contributions of this chapter are:

e Introducing a formal Bayesian framework for estimating sensor bias and

smooth drift, and correcting the sensor measurements in a densely deployed

WSN.
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e Showing that the Bayesian formulation leads to a scalable decentralised and
computationally simple single state KF iterative procedure that uses the av-
erage of the sensors readings in the cluster as a basis for assessing the mea-

surements of the sensors in that cluster.

Chapter 5 introduces a formal statistical procedure for estimating unsmooth drifts
and correcting sensor measurements in a densely deployed WSN. As the sensors
in the neighbourhood are assumed to be densely deployed, the average of their
corrected readings is taken as a basis for each sensor to self-assess. The essential
idea brought forth by the solution presented in this chapter, is the use of the In-
teracting Multiple Model algorithm (IMM) instead of KF to catch the fast changes
and the jumps in the drift behaviour. The solution is designed to capture both
smooth drifts and unsmooth drifts that have jumps and sudden escalations. It is
also computationally simple as it is decentralised dealing with single state IMM
based algorithm. The presented solution is also scalable. Any new node joining the
neighbourhood only needs to obtain information from its neighbouring sensors
and then find the average and apply the IMM based iterative procedure. Similarly,
any sensor excluded from the neighbourhood will not affect the others as they use
the average. The chapter shows that the IMM based algorithm performs better
than the KF based solution in detecting and correcting both the smooth drift and
unsmooth one, however, at the cost of the computational complexity.

The main contributions of this chapter are:

e Introducing the use of the IMM algorithm to better deal with fast changes
and the jumps in the drift behaviour, as the standard KF does not efficiently
respond to fast changes in the dynamics.

e Showing that the IMM based algorithm performs better (in our context) than
the KF based solution in estimating unsmooth drift, however, at the cost of

the computational complexity.

Chapter 6 presents a formal statistical procedure for estimating sensor drifts and
correcting sensor measurements in a non-densely deployed WSN. The solution in-

troduces the novel idea of using Support Vector Regression (SVR) to model the
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interrelationships of sensor measurements in a neighbourhood in a non-densely
deployed WSN. This enables the incorporation of the spatio-temporal correlations
of neighbouring sensors to predict future measurements. The prediction is used
by a KF to estimate the drift in the reading of the sensor under consideration. The
algorithm runs recursively and is fully decentralised. Chapter 6 also demonstrates
using real data obtained from the Intel Berkeley Research Laboratory (IBRL) that
the algorithm successfully suppresses the drifts developed in sensors. However, it
also shows that the KF introduces some system error that accumulates with time

and refers that error to the use of the KF with nonlinear system.

The main contributions of this chapter are:

e Introducing the novel idea of using SVR to model the interrelationships of
sensor measurements in a neighbourhood in a non-densely deployed WSN.
This enables the incorporation of the spatio-temporal correlations of neigh-
bouring sensors, to predict future measurements. The prediction is used by
a KF to estimate the drift in the reading of the sensor under consideration.

e Using the general framework of statistical modelling (using SVR) rather than
physical modelling, to model the spatio-temporal cross correlations among
sensors, which in principal, seems to be applicable to most sensing problems

with minor changes.

Chapter 7 introduces a solution for the non-densely deployed WSN that solves the
problem of system error accumulation of chapter 6. The solution may seem to be
similar to the SVR-KF framework of chapter 6, whereas, it is substantially different.
Instead of the KF, Unscented Kalman Filter (UKF) is used. The use of UKF reduces
the system error noticed in the SVR-KF evaluations since it is a better method for
estimating the mean and the variance of a random variable propagating through
nonlinear systems. The estimated variable here is the actual temperature whereas
in chapter 6 it is the drift. Similar to chapter 6, SVR is used to model the interrela-
tionships of sensor measurements in a neighbourhood. This enables the incorpora-
tion of the spatio-temporal correlations of neighbouring sensors, to predict future

measurements. The prediction is used by a UKF to estimate the actual value of the
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measured variable (here temperature) at the sensor under consideration. The al-
gorithm runs recursively and is fully decentralised. No assumptions regarding the
linearity of drift or the density (closeness) of sensor deployment are made. Eval-
uations for the performance of the algorithm using real data obtained from the
IBRL show that the algorithm successfully suppresses the drifts developed in sen-
sors and thereby prolongs the effective life of the network. However, it is noticed
that a major source of error in temperature estimation and drift correction method
(though small) is the sudden steep change in the measured variable. This is dealt
with in this chapter by increasing the sampling rate of the data in a trade-off with

the communication overhead.

The main contributions of this chapter are:

e Introducing the use of UKF to reduce the accumulating system error noticed
in the SVR-KF evaluations since UKF is a better method for propagating the
mean and the variance of a random variable through nonlinear systems.

e Extensive evaluation of the algorithm under several scenarios showing that
the algorithm is reliable and successfully suppresses the drifts developed in

sensors and thereby prolongs the effective life of the network.

Chapter 8 proposes the use of the IMM algorithm with the SVR-UKF framework
presented in chapter 7, to overcome the error in the temperature estimation caused
by the sudden steep changes in the measured data. The IMM-SVR-UKF framework
serves as an alternative for increasing the sampling rate of the data, in order to re-
duce the effect of the jumps on the accuracy of the estimated readings. Besides its
ability to follow (track) data that suffer from sharp changes and sudden jumps, the
IMM-SVR-UKF framework can deal with jumps in the readings caused by lower-
ing the sampling rate. Consequently, this will cause less communication overhead
between sensors to maintain the calibration, and eventually reduce the energy con-
sumed from the batteries. The evaluations conducted using IBRL data show that
the IMM-SVR-UKF performs better than SVR-UKF for half sampling rate of the

data.
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The main contributions of this chapter are:

e Introducing the use of the IMM algorithm with the SVR-UKF framework to
overcome the error in the temperature estimation caused by the sudden steep
changes in the measured data.

e Allowing for reducing the sampling rate and thereby reducing the energy

consumed in communication among the neighbouring sensors.

Finally, chapter 9 concludes the thesis and presents the future research directions.

1.3 Publications arising from this thesis

Journal Papers

e M. Takruri, S. Rajasegarar, S. Challa, C. Leckie, and M. Palaniswami, "Spatio-
Temporal Modelling Based Drift Aware Wireless Sensor Networks,” to ap-
pear in the International Journal in Distributed Sensor Networks, 2010.

e M. Takruri, S. Challa, and R. Chakravorty, "Recursive Bayesian Approaches
for Auto Calibration in Drift Aware Wireless Sensor Networks,” to appear in
the the Journal of Networks, Academy Publisher, 2010.

Book Chapter

e M. Takruri, K. Aboura, and S. Challa, "Distributed recursive algorithm for
auto calibration in drift aware wireless sensor networks,” in Innovations and
Advanced Techniques in Systems, Computing Sciences and Software Engi-
neering (K. Elleithy, ed.), pp. 21-25, Springer, 2008.

Conferences

e M. Takruri, S. Challa and R. Yunis, ” Data Fusion Techniques for Auto Cali-
bration in Wireless Sensor Networks,” Proceedings of the 12th International
conference on information fusion (Fusion 2009), Seattle, USA, July, 2009.

e M. Takruri, S. Challa, and R. Chakravorty, "Auto calibration in drift aware
wireless sensor networks using the interacting multiple model algorithm,”
Mosharaka International Conference on Communications, Computers and

Applications MIC-CCA 2008, Amman, Jordan, August, 2008.
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e M. Takruri, S. Rajasegarar, S. Challa, C. Leckie, and M. Palaniswami, "On-
line drift correction in wireless sensor networks using spatio-temporal mod-
elling,” Proceedings of the 11th International conference on information fu-
sion (Fusion 2008), Cologne, Germany, July, 2008.

e M. Takruri and S. Challa, "Drift aware wireless sensor networks,” Proceed-
ings of the 10th the International conference on information fusion (Fusion

2007), Quebec City, Canada, July, 2007.



Chapter 2

Literature Review

HIS chapter introduces Wireless Sensor Networks (WSNs) and some of their
Tintended military and civilian applications along with some discussion on
some of the most important challenges facing the wide spread of these networks.
The chapter focuses on the fault tolerance as a major problem in WSNs. It reviews
most of the common sensors faults addressed in literature, especially, the drift and
bias. It then defines the calibration process and summarises some single sensor
based calibration techniques. Finally it surveys several methods for detecting/ de-
tecting and correcting sensor faults in WSN and gives comparisons among the al-

gorithms available in literature.

2.1 Wireless Sensor Networks

WSNss are an important and promising field of research that have a lot of prospec-
tive applications in all aspects of our lives. A WSN usually consists of cheap sensors
with limited processing capabilities and energy resources. However, as a group
they can accomplish more complex sensing tasks than the expensive individual
traditional sensors. Moreover, they can be deployed in inaccessible areas without
the need for carefully engineering their position of deployment and their commu-
nication topology [2].

Wireless sensor nodes are small in size and able to sense, process data, and com-
municate with each other to transfer information to the interested users. Typically,

a sensor node consists of four sub-systems [6, 7}:
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e Computing sub-system (processor and memory): responsible for processing
the collected data, controlling the sensors and the execution of communica-
tion protocols.

e Communication sub-system (transceiver): used to communicate with neigh-
bouring nodes and the outside world.

e Sensing sub-system (sensing elements) and

e Power supply sub-system (battery): supplies power to the node.

Sensor networks are usually composed of a large number of sensor nodes, which
are deployed randomly either inside the phenomenon or very close to it [2]. They
represent a collection of self-organised sensor nodes that form a temporary net-
work. Neither pre-defined network infrastructure nor centralised network admin-
istration exists. This also requires that sensor network protocols and algorithms
possess self-organising capabilities. The wireless nodes communicate with each
other via radio links. Due to the limited transmission range, distant nodes wishing
to communicate with other nodes employ a multi-hop strategy for communicating,

causing each node to simultaneously act as a router and as a host (2, 8].

The inferences made by the WSN are a result of the cooperative effort of sen-
sor nodes [9]. Sensor nodes collect data from their respective environments and
send their measurements after being half-processed, to a fusion centre where the
inferences and conclusions are made and the corresponding actions are decided
[10]. Processing the data by the sensor node before being sent to the fusion centre
reduces the communication overhead and the bandwidth required for communica-

tion in the network.

WSNs have many prospective civilian and military applications. They can be
deployed in controlled environments, for applications such as sensing the atmo-
sphere in buildings and factories [11}, or they can be spread in hazardous and hos-
tile environments such as battlefields [2]. Originally motivated by surveillance in
battlefields for the military, interest in WSNs spread over a wide range of applica-
tions, from scientific exploration and monitoring, for example, the deployment of a

WSN on an active volcano [12, 13], to monitoring the microclimate throughout the
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volume of redwood trees [14], to building and bridge monitoring [15,16], to health-
care monitoring [17] and a number of other applications such as home automation
[18], target tracking [19], detecting and monitoring car thefts [20], vehicle tracking

and detection [21]. A key application for WSNs is environmental monitoring [2,22].

Currently, the trend is to move from the centralised ordinary WSNs to the dis-
tributed and decentralised WSNs [10]. Distributed and decentralised WSNs out-
weigh ordinary sensor networks by the fact that being less centralised, more pro-
cessing, analysis and understanding of observed phenomena are conducted on the
sensor nodes level without referring to the server. This results in reducing the band-
width and energy requirements. Examples of such networks are given in [23-25]. A
review of recent developments in distributed WSNs relating to the network struc-
ture, the data processing paradigm, the sensor fusion algorithms and the optimal

sensor deployment strategies is given in [26].

Typically, a WSN consists of large number of sensor nodes left unattended for
long periods of time. This makes them prone to failures due to either lack of energy
or due to the harsh environmental conditions surrounding them [4]. This empha-
sises the importance of implementing fault tolerant algorithms for the successful
deployment of WSNs [5]. On the other hand and due to the need to take more
data for a certain phenomenon, sensor nodes are to be added to the network. In
both cases the network should be able to adapt with the changes. This highlights
scalability as a key issue in WSN research [22]. Another important challenge is the

limited energy resources [2].

To address the energy problem in WSNs, researchers suggested equipping the
sensor nodes with power scavenging methods [27] such as solar cells, or imple-
menting decentralised and distributed algorithms [28-30]. Scalability of WSN re-
ceived special attention in WSN literature. Weng et al proposed a method for dy-
namic adaptation of sensor node architectures to improve the scalability of sensor
networks [31]. Chiassserini and Rao tackled the scalability problem from another
direction. They introduced a collaborative computational algorithm and communi-

cation scheme that makes sensors operate as a distributed digital signal processor.
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The algorithm was implemented on a WSN to calculate Fast Fourier Transform
(FFT) in collaboration among all sensors of the network. This resulted in overcom-
ing the energy and computational limitations of an individual sensor and improv-
ing significantly the energy efficiency of the overall network [24]. A more complex
system named IRISNET was implemented by Intel Research Pittsburgh. It clearly
showed the effect of decentralisation of the WSN on improving the scalability in
high bit rate multimedia sensors (mainly video cameras) (25, 32, 33]. The fault tol-
erance in WSNss is the main focus of this thesis. The coming sections will give an
overview of sensor faults and the available techniques in literature addressing sen-

sor calibration both on the sensor scale and the WSN scale.

2.2 Sensor Faults, Drift, Bias and the Calibration Problem

The purpose of wireless sensor networks is to deploy low cost sensors with suf-
ficient computing and communication capabilities to support networked sensing
applications. The emphasis on lower cost led to sensors that are less accurate and
less reliable and suffer from several types of faults. This affects the inferences and
the decisions made by the network and shortens its operational life. For a better
performance of the sensor network, the sensors should be continuously calibrated.
The calibration process is mapping the sensor reading to the true value of the mea-
sured phenomenon by knowing the function that relates them. The function can be
linear or nonlinear depending on the characteristics of the sensor itself. The sensors
failures are assumed to be uncorrelated. This is a reasonable assumption since these
failures are primarily due to imperfections in the manufacturing process and not a
function of the nodes’ spatial deployment [5]. Following, we give an overview of
these failures form the sensors literature:

Koushanfar et al. in [34] introduced taxonomy for classification of faults in
sensor networks. First they defined the bias fault as the offset in the readings and
then they defined drift as a generalisation of the bias model were the correct value

of the measurement is subject to alteration that is time invariant function of the



2.2 Sensor Faults, Drift, Bias and the Calibration Problem 17

correct value. Other types of error models they mentioned are the error when the
reading of a sensor is frozen on a particular reading and when the sensor is dead
and does not report any values. They also mentioned another two error models
and specified them as more complex error models. The first is characterised by the
degradation in the sensor readings variance often due to ageing of the sensor and
the other error model is characterised by the transformation of the sensor readings
by a particular function that may or may not be dependent on the sensor readings.

Laura Balzano in her master thesis [35] categorised the sensor faults into 5 types,
namely, offset fault, gain fault, variance degradation fault, stuck-at-fault and static
fault. She modelled the relationship between the value reported by the sensor and

the actual value (groundtruth) as linear relationship given in (2.1).

y:ﬁo+ﬁ1x+e (2.1)

Where y is the sensor reading, x is the actual value and € is an additive noise.
represents the offset fault and B, represents the gain fault. The variance degra-
dation fault is caused by the increase in the sensor readings variance due to the
degradation of the sensing element. It is modelled in (2.1) by increasing the vari-
ance of the noise component. Similar to the frozen fault in [34], the stuck-at-fault
is characterised by the no-change state in the readings irrespective of the chang-
ing measured variable. Finally, in the static fault, the sensor reports highly noisy
measurements that are not related at all to the measured phenomenon.

An experimental study by [36], on the porous silicon humidity sensors showed
that they suffer from long term drifts in their measurements. The authors related
the drift to the ageing in the sensor’s material which is an irreversible change in the
material properties over time. Unlike the assumption in [35], the results showed
that on the long run, the drift has a nonlinear response with time. However, on the
short term, they stated that it can be modelled as linear.

Similarly, in another two studies on the tin oxide gas sensors [37, 38], it was
stated that tin oxide gas sensors suffer from long term drift that causes significant

temporal variations in the sensor response when exposed to the same gases under
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identical conditions. The two studies modelled the drift in tin oxide gas sensors as

linear function with time.

In this work we address two types of sensor faults, namely the drift fault and
the bias fault. We define the drift as an irreversible long term change in the sensor
readings that is a function of time. It is usually caused by the ageing of the sens-
ing element or by the harsh environmental conditions the sensor is deployed in.
The drift usually is a slow function of time. We call this type of drift as smooth
drift and we model it as mixture of slow exponential functions, linear and/or slow
sinusoidal functions that can be linearized for small time intervals. Examples of
smooth drifts are shown in figure 1.2. Another type of drift we consider is the
unsmooth drift. We sometimes refer to it as smooth drift with jumps. It is simi-
lar to the smooth drift; however, it suffers from sudden changes, surges or sharp
peaks. Examples of unsmooth drifts are shown in figure 1.3. As mentioned earlier,
the drifts are dependent on the environmental conditions, and strongly related to
the manufacturing process of the sensor. It is highly unlikely that two electronic
components fail in a correlated manner unless they are from the same integrated
circuit. This implies that drifts of the neighbouring sensors in a sensor network
may be considered uncorrelated, or in other words, the instantiation of drift differs

from one sensor to another.

The inherent bias is the error in the sensor reading at the very first instant of
deployment. The distinct difference between the drift error and the bias error is
that the former changes with time and often becomes accentuated, while the latter,
is considered to be a constant error from the beginning of the operation. Therefore,

it can be said that the drift at time zero is equal to the bias.

Unlike Balzano's assumption in [35] of the constant offset term in equation (2.1),
we consider the offset (here the drift) to be a nonlinear function of time and we
introduce frameworks to evaluate it continuously. In [35] the offset and gain are
evaluated once and the relationship is used to map the readings into the true value.
This is a great solution if the deviations are linear; however, if the long term rela-

tionship is nonlinear as in [36], it will give erroneous results.
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Although the focus of this thesis is on finding auto calibration solutions for
sensors in the context of wireless sensor networks, we survey below some solutions
for calibrating individual sensors. These solutions are interesting to us here since

they use machine learning techniques for the continuous calibration of the sensors.

The authors of [37] proposed a solution for the classification of gases using a
self organising map neural network with Tin Oxide gas sensor. The network was
trained on the sensor response for several gases and was able to classify them into
distinct clusters. However, when the neural network was tested on drifting sensors,
it resulted in erroneous classification of the gases. To compensate for the drift effect,
the authors proposed that keeping the neural network to learn during the normal
operation phase (testing phase) with very low learning rate and zero neighbour-

hood extension would dramatically improve the recognition of the gases.

Having studied the response of the porous silicon humidity sensors noticing
that it suffers from nonlinear long term drift and other nonlinearities, the authors
of [36] used a neural network to account for the drift and recover the groundtruth
humidity values. The neural network was trained (in a supervised fashion) with
the actual sensor output as an input, and the linear drift free response as the desired
output. The training was repeated on sensor data that suffered from drift. Finally
the trained network was tested and showed the ability to successfully recover the

actual humidity from the drifting sensor measurements

Wang and Ye in [39] stated that the porous silicon humidity sensors usually
developed errors in their measurements due to the hysteresis effect and nonlin-
earities (including nonlinear drift) in their responses. To solve the problem, they
introduced a framework comprising a cascade of two Support Vector Regression
(SVR) blocks. The first SVR block was used to compensate for the hysteresis ef-
fect whereas the second was used to compensate for nonlinearities. The authors
claimed that the periodic training of the SVR resulted in compensating the long

term drift.

Having introduced sensor faults, the calibration problem and addressed our

drift and bias problem, we give in the following section a survey of the techniques
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and methods found in literature that address the problems of fault detection and

fault detection/correction in sensor networks.

2.3 Related Work

On their work addressing sensor faults, Koushanfar et al. introduced in [34] a cross
validation based technique for online detection (but not correction) of sensor faults.
They applied the approach on different fault models. The key idea of their ap-
proach was to compare the results of multi-sensor fusion with and without each of
the sensors involved, and to use non-parametric statistical techniques to identify
sensors that had the highest probability to be faulty. They modelled the multi-
modal sensor fusion by a set of nonlinear equations and then translated the system
into an instance of nonlinear function minimisation and obtained a solution by ap-
plying Powell method. The method was applied on a network of light sensors and
in the presence of random noise. It showed better detection results for low number
of faulty sensors.

Another work addressing sensor faults in wireless sensor networks was given
in [40]. The paper proposed a way for identifying faulty (crashed) nodes through
the information gathered by the operational sensors of the network, which can be
used then by the algorithm to detect the faulty sensors. According to the scenario
given in the paper, the detected faulty sensors had to either be replaced or their
batteries be changed by the network operator. Thus, extending the lifetime of the
network. The solution given in [40] seems to be impractical to many large-scale sen-
sor networks applications where the sensors are left unattended and are required
to automatically detect and correct their errors.

Closely related areas to the context of this thesis in wireless sensor networks lit-
erature are anomaly or outlier detection and trust management in sensor networks.
[41] gives a recent survey on anomaly detection and discusses the state-of-the art
techniques used in the field. The paper highlights the importance of detecting

anomalies for tasks such as intrusion detection, monitoring applications and de-
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tecting faulty sensors. It also emphasises that the key challenge for the anomaly
detection techniques is minimising the energy consumption and the communica-
tion requirements by exploiting distributed in-network processing. Several tech-
niques are currently used for anomaly detection in sensor networks. Of these are
data clustering approaches [42,43] and support vector machine approach [44]. The
most relevant application of anomaly detection to our work is detecting faulty sen-
sors and the most relevant technique is the use of support vector machines to detect

sensors that report faulty data.

The trust problem focuses on detecting sensors that report malicious data or
do not report at all due to either a fault in the sensor itself or a problem in the
communication link. It builds a reputation for each sensor along time. It also labels
sensors with malicious behaviours and then removes them from the network. Most
of the work done in the field of trust management in sensor networks considered
the effect of communication on trust. This resulted in binary modelling of the trust
depending on whether the communication link is reliable or not [45, 46]. Besides
the communication effect, Momani et al. in [{47] emphasised that the major compo-
nent of trust in sensor networks is related to the reliability of the data reported by
the sensors. They added that this is substantial to the sensor networks as the in-
ferenices made by the network not only depend on the communication among the
sensors, but also on how true the reported data are. Therefore, they presented in
[48] a novel methodology that combines the data component and the communica-

tion component in one continuos model as opposed to the previous binary models.

An algorithm for detecting and correcting faults in sensor measurements in an
application specific context was introduced by Krishnamachari and Iyengar in [5].
They proposed a distributed Bayesian algorithm for fault-tolerant event region de-
tection in WSNs. They addressed the challenge of distinguishing between faulty
sensor measurements and unusual environmental conditions by exploiting the no-
tion that measurement errors due to faulty equipment are likely to be uncorrelated,
while environmental conditions are spatially correlated. To simplify the problem,

they considered a binary fault-event disambiguation problem i.e. a node either
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reports a reading indicating a normal value or an event. The reported value of an
event can be an actual event or a false alarm caused by a sensor fault. In order to de-
cide whether its reading is true or not, the sensor collects the neighbouring sensors
readings. If the number of neighbouring sensors (or the average of the neighbour-
ing sensors readings) reporting the same value is above than a certain threshold,
then the sensor reading is true. Otherwise, the sensor is considered faulty and its
reading is disregarded. The optimal threshold decision scheme for their average-
correlation model was proved to be that half of the neighbouring sensors. The au-
thors suggested that algorithm could be generalised to the correction of real-valued
sensor measurement errors i.e. nodes in a sensor network should be able to exploit
the spatial correlation of environmental readings to correct for the noise in their

readings considering continuous noise models not binary 0-1 failures.

The sensor bias and drift problems and their effects on sensor inferences have
not been addressed thoroughly in the sensor networks literature. In contrast, the
bias correction problem has been well studied in the context of the multi-radar
tracking problem. In the target tracking literature the problem is usually referred
to as the registration problem [49],[50]. When the same target is observed by two
sensors (radars) from two different angles, the data from those two sensors can be
fused to estimate the bias in both sensors. In the context of image processing of
moving objects, the problem is referred to as image registration, which is the process
of overlaying two or more images of the same scene taken at different times, from
different viewpoints, and/or by different cameras. It geometrically aligns two im-
ages: the reference and sensed images [51]. Image registration is a crucial step in
all image analysis tasks in which the final information is gained from the combina-
tion of various data sources like in image fusion [52]. That is, in order to fuse two
sensor readings, in this case two images, the readings must first be put into a com-
mon coordinates systems before being fused. The essential idea brought forth by
the solution to the registration problem is the augmentation of the state vector with
the bias components. In other words, the problem is enlarged to estimate not only

the states of the targets, using the radar measurements for example, but also the bi-
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ases of the radars. This is the approach we consider in the case of sensor networks.
Target tracking filters, in conjunction with sensor drift models are used to estimate
the sensor drift in real time. The estimate is used for correction and as a feedback
to the next estimation step. The presented methodology is a robust framework for

auto calibration of sensors in a WSN.

A straightforward approach to bias calibration is to apply a known stimulus to
the sensor network and measure the response. Then comparing the groundtruth
input to the response will result in finding the gain and offset for the linear drifts
case [53]. This method is referred to by [54] as non-blind calibration since the
groundtruth is used to calibrate the sensors. Another form of non-blind calibration
is manually calibrating a subset of sensors in the sensor network and then allow-
ing the non-calibrated sensors to adjust their readings based on the calibrated sub-
set. The calibrated subset in this context form a reference point to the groundtruth
[3,55]. The above mentioned methods are impractical and cost prohibitive in the

case of large scale sensor networks.

The calibration problem of the sensor network was also tackled by [54, 56] in
a different fashion. They stated that after sensors are calibrated to the factory set-
tings, when deployed, their measurements will differ linearly from the groundtruth
by certain gains and offsets for each sensor. They presented a method for estimating
these gains and offsets using subspace matching. The method only requires rou-
tine measurements to be collected by the sensors and does not need groundtruth
measurements for comparison. They referred to this problem as blind calibration
of sensor networks. So by identifying these gains and offsets (which they assumed
to be constant for each sensor), the future readings of the sensors can be mapped to
the true values. The method does not require dense deployment of the sensors or a
controlled stimulus. However, It requires that the sensor measurements are at least
slightly correlated over space i.e. the network over samples the underlying signals
of interest. The theoretical analysis of their work does not take noise into consider-
ation and assumes linear calibration functions. Therefore, the solution may not be

robust in noisy conditions and will probably result in wrong estimates if applied in



24 Literature Review

a scenario where the relationship between the measurement and the groundtruth is
nonlinear. The evaluations they presented showed that the method worked better

in a controlled environment.

An earlier work on blind calibration of sensor nodes in a sensor network was
presented in [3,55]. They assumed that the sensors of the network under considera-
tion were sufficiently densely deployed that they observed the same phenomenon.
They used the temporal correlation of signals received by neighbouring sensors
when the signals were highly correlated to derive a function relating the bias in
their amplitudes. Another method for calibration was considered by [57]. They
used geometrical and physical constraints on the behaviour of a point light source
to calibrate light sensors without the need for comparing the measurement with an
accurate sensor (ground truth). They assumed that the light sensors under consid-

eration suffered form a constant bias with time.

The authors in [58,59] argued that calibrating the sensors in sensor networks
is a problematic task since it comprises large number of sensor that are deployed
in partially unobservable and dynamic environments and may themselves be un-
observable. They suggested that the calibration problem in sensor/actuator net-
works should be expressed as a parameter estimation problem on the network
scale. Therefore, instead of calibrating each sensor individually to optimise its mea-
surement, the sensors of the network are calibrated to optimise the overall response
of the network. The joint calibration method they presented calibrated sensors in a
controlled environment. The method was tested on an ad-hoc localisation system
and resulted in reducing the error in the measured distance from 74.6% to 10.1%.
The authors claimed that the joint calibration method could be transformed into
an auto calibration technique for WSNs in an uncontrolled environment i.e. some
form of blind calibration where the value of the groundtruth measurement (here the
distance) is unknown. They formulated the problem as a quadratic programming
problem. Similar to [58,59], blindly calibrating range measurements for localisation
purposes between sensors using received signal strength and/or time delay were

considered in [60,61].
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The work of [62] aimed to reduce the uncertainties in the sensors readings. It in-
troduced a Bayesian framework for online cleaning of noisy sensor data in WSNs.
The solution was designed to reduce the influence of random errors in sensors mea-
surements on the inferences of the sensor network but did not address systematic
errors. The framework was applied in a centralised fashion and on synthetic data

set and showed promising results.

The author of [35] described a method for in-situ blind calibration of moisture
sensors in a sensor network. She used the Ensemble Kalman Filter (EnKF) to correct
the values measured by the sensors, or in other words, to estimate the true moisture
at each sensor. The state equation was governed by a physical model of moisture
used in environmental and civil engineering and the measurements were assumed
to be related to the real state by a certain offset and gain. The state (moisture) vector
was augmented with the calibration parameters (gain and offset) and then the gains

and offsets were estimated to recover the correct state from the measurements.

Another method for detecting a single sensor failure that is a part of an au-
tomation system (a sort of wired sensor network) was proposed by [63]. Using the
incoming sensor measurement, a model for the sensor behaviour was constructed
and then optimised using an online maximum likelihood algorithm. Sensor read-
ings were compared with the model. In event that the sensor reading deviated
from the modelled value by a certain threshold, the system labelled this sensor as
faulty. On the other hand, when the difference was small, the system automatically

adapted to it. This made the system capable of adapting to slow drifts.

A neural network-based instrument surveillance, calibration and verification
system for a chemical processing system (a sort of wired sensor network) was in-
troduced in [64]. The neural network used the correlation in the measurements
of the interconnected sensors to correct the drifting sensors readings. The sensors
that were discovered to be faulty were replaced automatically with the best neural
network estimate thus restoring the correct signal. The performance of the system
depended on the degree of correlation of the sensors readings. It was also found

that the robustness of the monitoring network was related to the amount of signal
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redundancies and the degree of signal correlations. The authors concluded that
their system could be used to continuously monitor sensors for faults in a plant.
However, they noted that retraining the entire network may be necessary for major

changes in plant operating conditions

Support Vector Machines (SVM) were used in [44] to detect anomalies and
faulty sensors of a sensor network. The data reported by the sensors were mapped
from the input space (the space where the features are observed) to the feature
space ( higher dimensional space) using kernels. The projected data were then
classified into clusters and the data points that did not lie in a normal data cluster
were considered anomalous. The sensor that always reported anomalous data was

considered faulty.

The authors of [65] presented a method for in-network modelling of sensor data
in a WSN. The method used kernel linear regression to fit functions to the data mea-
sured by the sensors along a time window. The basis functions used were known
by the sensors. Therefore, if a sensor knew the weights of its neighbour, it would
be able to answer any query about the neighbour within the time window. So
instead of sending the measured data of the whole window period from one sen-
sor to another, sending the weights would considerably reduce the communication
overhead. This was one of the aims of the method. The other aim was to enable
any sensor in the network to estimate the measured variable at points within the
network where there were no sensors using the spatial correlation in the network.
An application for the introduced method is computing contour levels of sensor
values as in [66]. Even that the work in [65] considered the unreliable communi-
cation between distant sensors and the noise in sensor readings, it did not address
the systematic errors (drift and bias) which can build up along time and propagate
among sensors causing the continuously modelled functions to produce estimates

that deviate from the groundtruth values.

In addition to its superb capabilities in generalisation, function estimation and
curve fitting, SVR is used in other applications such as forecasting and estimating

the physical parameters of a certain phenomenon. Wang et al. in [67] used SVR
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in medical imaging for nonlinear estimation and modelling of functional magnetic
resonance imaging (fMRI) data to reflect their intrinsic spatio-temporal autocorre-
lations. Moreover, Kashif et al. in [68] used SVR to successfully predict the ground
moisture at a site using meteorological parameters such as relative humidity, tem-
perature average solar radiation, and moisture measurements collected from spa-
tially distinct locations. A similar experiment to predict ground moisture was con-
ducted by Gill et al. in [69]. In addition to using the SVR to predict the moisture
measurements ahead in time, they introduced the use of an EnKF to correct or
match the predicted values with the real measurements at certain points of time
(whenever measurements are available) to keep the predicted values close to the

measurements taken on site and eventually reduce the prediction error.

The above survey, has introduced most of the work undertaken in the area of
fault detection and fault detection/correction in wireless sensor networks. This
research approaches the problem in a more comprehensive manner resulting in
several novel solutions for detecting and correcting drift and bias in WSNs. It does
not assume linearity of the sensor faults (drift) with time and addresses smooth
drifts and drifts with sudden changes and jumps. It also considers the cases when
the sensors of the network are densely and non densely deployed. Moreover, it in-
troduces recursive online algorithms for the continuous calibration of the sensors.
In addition to all of that, the solutions presented are decentralised to reduce the
communication overhead. Some of the papers that have arisen from this research
are surveyed below: The idea of drift aware wireless sensor network that detects
and corrects sensors drifts and eventually extends the functional life time of the
network was first introduced in [4]. A formal statistical procedure for tracking and
detecting smooth sensors drifts using decentralised Kalman Filter (KF) algorithm in
a densely deployed network was introduced in [70,71]. The sensors of the network
were close enough to have similar temperature readings and the average of their
measurements was taken as a sensible estimate to be used by each sensor to self-
assess. As an upgrade for this work, the KFs were replaced in [71,72] by interacting

multiple model (IMM) based filters to deal with unsmooth drifts. A more general
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solution was considered in [73]. The assumption of dense sensor deployment was
relaxed. Therefore, each sensor in the network ran an SVR algorithm on its neigh-
bours’ corrected readings to obtain a predicted value for its measurements. It then
used this predicted data to self-assess its measurement, detect (track) its drift using

a KF and then correct the measurement.

Finally, a more robust and reliable decentralised algorithm for online sensor
calibration in wireless sensor networks was presented in [74]. The algorithm repre-
sents a substantial improvement of method in [73]. By using an Unscented Kalman
Filter (UKF) here instead of the KF, the bias in the estimated temperature (system er-
ror) was dramatically reduced compared to that reported in [73]. This is justified by
the fact that UKF is a better approximation method for propagating the mean and
covariance of a random variable through a nonlinear transformation than the KF
is. Unlike the work in [35], statistical modelling rather than physical relations was
used to model the spatio-temporal cross correlations among the sensors measure-
ments. Similar to [73], statistical modelling was achieved by applying SVR. This in
principal made the framework applicable to most sensing problems without need-
ing to find the physical model that describes the phenomenon under observation,
and without the need to abide by the constraints of that physical formulation. The
algorithm runs recursively and is fully decentralised. It does not make assump-
tions regarding the linearity of the drifts as opposed the work in [54] . The imple-
mentation of the algorithm on real data obtained from the Intel Berkeley research
laboratory (IBRL) showed a great success in detecting and correcting sensors drifts

and extending the functional lifetime of the network.

As previously mentioned the idea of using regression to model spatio-temporal
correlation among the sensors of the network was used by [65]. This is in principal
similar to the approach followed in [74] and [73]. Contrary to them, the work in
[65] ignored the systematic errors that are inherent in this type of sensors. In fact,
the main purpose of the methods presented in [74] and [73] was to detect and cor-

rect these errors.
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The work in [74] and [73] that is based on an SVR-UKF framework may also seem
to be similar the research of Gill et al. in [69]; however, the objective is totally differ-
ent. In their work, Gill et al. used SVR to predict ground moisture measurements
ahead in time and used the EnKF to correct or match the predicted values with the
real measurements at certain points of time (whenever measurements are available)
to keep the predicted values close to the measurements taken on site and eventu-
ally reduce the prediction error. In contrast, [74] and [73] dealt with a WSN that
comprises a number of cheap sensors and tend to develop drift. Their use of an
SVR-UKF framework was to correct the readings of the sensors using the predicted
values given by a well-trained SVR. So in principal, the scheme of Gill et al. trusted
the measurements of the sensors more than the predicted values, whereas, in the
case of [74] and [73] where a wireless sensor network was used, they did not totally
rely on the values measured by the sensors because they usually tend to develop

drifts with time.
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Chapter 3

Drift Aware Wireless Sensor
Networks

IRELESS sensor networks comprise low cost sensors with sufficient com-
W puting and communication capabilities to support networked sensing ap-
plications. The emphasis on lower cost led to sensors that are less accurate and less
reliable than their wired sensor counterparts. Sensor measurements usually suffer
from both random and systematic errors. Even when the sensors are properly cali-
brated at the time of their deployment, they develop drift in their readings leading
to biased sensor measurements. This poses a real problem from the end application
point of view as the data from the network becomes progressively useless. To solve

this problem, an automatic way for calibrating these sensors has to be found.

The focus of this chapter is to give a quantitative overview of the drift problem,
familiarise the reader of the effects of the drift problem on the inferences made by
the network, highlight the importance of finding a solution for it and show how
neighbouring sensor can collaborate to detect the drift and partially correct the

reported measurements.

The method presented here is rather simple. It assumes that the sensor network
is densely deployed, the phenomenon under consideration does not vary with time
and that the instantiations of drifts are uncorrelated. The evaluation results of the
presented algorithm emphasise that detecting and correcting drift/bias extend the

operational life time of the network.

31
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3.1 A Simple drift detection and correction algorithm

The sensor network under consideration consists of N sensors deployed randomly
in a certain area A. The sensors are grouped into clusters according to their spatial
distances. Each sensor considers its n — 1 closest sensors as its neighbours in the
cluster, i.e., the cluster size is n. Without loss of generality we have chosen to apply
the algorithm on a temperature sensor network even though it is applicable to all
other types of sensors that suffer from drift and bias errors. The reading r; of each

sensor is given by:

rix = Ty + dix + wix wix ~ N(0,R;y) (3.1)
0 if k< DT;

dix = DV; ~ U(0, a) (3.2)
d if k> DT,

Where Ty is the groundtruth temperature and is assumed to be constant in the clus-
ter Ty = 25C° d;y is the drift of sensor i at time instant k. It is a unidirectional
(positive) long-term change in the sensor measurement. w;y is the measurement
random error (noise). It is assumed to be Gaussian noise with mean y;; = 0 and
variance R;; = 0.09, i.e,, the standard deviation is ¢ = 0.3C° DT; is the drift
starting time. d is the drift amplitude. It follows a uniform random function with
maximum possible value of a. The steps of algorithm are explained below:

Each sensor in cluster or the sub network calculates the average value of the
neighbouring sensors that report their measurements. We assume it has reliable
communication channels with them. The average value calculated by sensor i at
time step k, T; is given by:

Yoy Lt~ Lixtie .
e if n#£1

?i,k — );:_,‘:] l_ji,k*Iii,k (33)

Tik if n=1
Where i is the number of the sensor calculating the average, r;y is the reading of
sensor j at time step k, n is the number of sensors in the cluster and I is the

communication channel reliability index between sensors j and i at time step k.
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lijx is always equal to 1. Ij;y takes two values either 1 or 0 indicating that the
wireless channel is reliable (sensors i and j can communicate with each other) or
not, respectively. The value of Ij;; is simulated in our work according to equation
(3.4).

0 if a~ U(0,1) > reliabilityj;

Liix = (3.4)

1 if a~ U(0,1) < reliability;;

Where reliability;; is the reliability of the wireless channel between the two sen-
sors i and j, « is the realisation of a uniform random variable defined between 0
and 1. When the value of « is less than reliabilityj;, the communication channel is
considered reliable (I;;x = 1), and node j measurement is counted in the average
in equation (3.3). The case when reliability of the communication channels of all
neighbours of sensor i is equal to zero is equivalent to the case when n = 1. After
finding the average of its neighbours, each sensor calculates the difference between
its measurement and the neighbours average; if the absolute value of the difference
is greater or equal to 3¢, the sensor considers itself to have developed a consider-
able drift error and takes the drift value to be equal to the difference. At this point a
correction bias has to be added to the reading of the drifting sensor to compensate
for the drift. Each sensor calculates the correction bias CB;; according to (3.5) and
then adds the correction bias to its reading (3.6).
0 if |Tix—rix] <30

CBijx = (3.5)
Fip— rggx if |Fpp— 13| = 30

rix = rix + CBix (3.6)

The continuous bias additions to compensate for the drift in sensors readings will
result in moving the total average value NET} of all sensors up. This means that
not only the sensors which develop drift will result in wrong temperature mea-
surements, but also the conclusions and actions taken by the whole network will
be affected. Since the inferences and conclusions made by the network may be de-

pendent on fusing data coming from all sensors and in some applications on the
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average of their readings (as in [5]), a threshold on the average of all sensors of the
network NETj has to be considered. We set the threshold to 3¢. The total average
NETj is calculated by the network’s centre node. If the total average exceeds this
threshold, the network is considered to have broken down and is deemed to be
useless.

The total average value at the time of deployment NET; should be taken as
a reference since all the sensors at time k = 0 are considered to be drift free and
correctly calibrated. As time passes, some sensors will start to develop drift. If no
correction operation is conducted, the total average of network will rapidly deviate
from the initial average as more drifts may develop. However, if the correction
operation is conducted, the deviation will be slower. The network is considered to
be working properly as long as its total average does not deviate by 3¢ from the
initial total average. If the total average passes the 3¢ threshold, the network is

considered to have broken down as follows:

N o
NET, = % (3.7)
NET, — NETy| > 3¢ == Breakdown (3.8)
i

A note on the observability of the system

The system constituting of state equation (3.2) and measurement equation (3.1) is
completely observable at the deployment stage of the sensor network, when no
sensors are drifting. However, as the sensors start to develop drift there is a chance
that the system becomes unobservable or partially observable. However, if we de-
tect and correct drifts as soon as the drifts are developed we continue to prolong
the state of no drift. One of the explicit assumptions we have made in this thesis
is to assume that the instantiations of drifts are random, i.e., the time at which the
drifts are generated are random and it is very likely to be different for different sen-
sors. However, if multiple drifting sensors start to drift simultaneously, the system

becomes progressively unobservable. Thus when employing the algorithms intro-
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duced in this thesis, the drifts are detected and consequently the readings of the
sensors are corrected to become close to the ground truth. This together with that
the probability of sensors start drifting simultaneously is low, enhance our ability to
extend the period of observability of the system. Hence, extending the useful time
of the sensor network and giving us the opportunity for making the most use of
the network. Here we present a simple case to provide an insight into observability
and partial observability of such systems.

In this chapter we have assumed that the temperature T is constant. At the
deployment of the sensor network, the sensors are also assumed to be properly
calibrated and therefore, the initial drift for all the sensors is zero. For the sake of
simplicity, we use the same drift value d for all sensors in the neighbourhood but
persist with the realistic assumption that the instantiations of drifts are random.
While simplifying the discussion and making a point on the nature of observability,
it does not diminish the generality of the concept.

As stated before in equation (3.1), the measurement (reading) of sensor i is given
by:

rik = T+ dik + wix wik ~ N(O, Rix)

where Tj is the actual (ground truth) value of the measured variable at sensor i, d;
is the drift in the measurement of sensor i and wj is the measurement noise and is
taken here to be a Gaussian noise with zero mean (y;x = 0) and variance Rj.

We also define another variable x;j, the corrected measurement of sensor i at
time instant k. x;; is never sensed but calculated. It is the difference between the
sensor reading and the drift and is calculated by x;x = rjy — d;j to resultin x;; =
Ty + wik. Therefore, the average of the corrected (bias free) readings of the nodes
in the neighbourhood of sensor i is taken as an estimate for the (unbiased) ground
truth temperature X;; = E{ Ty} = Ty as w; is a zero mean process.

The average of the readings of the sensors neighbouring to sensor i will be:

T = T+ di

ng

= Tk + d

n—1
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where ny is the number of drifting sensors in the neighbourhood of sensor i and n
is the number of sensors in the neighbourhood including sensor i. dis the ampli-
tude of drift which we previously assumed to be equal for all sensors whereas the
instantiations of these drifts are random. This leads to:

ny
n—1

Lh=7u- d (3.9)
Since d;; = d, equation (3.1) can be written as:
rix = Ty +d+ wix wix ~ N(O,Rjy) (3.10)
Substituting equation (3.9) into equation (3.10) leads to:
— ny
ik = Tig— ——7d+d+wi wix~ N(ORiy)

g

= Tiu—(1-—=

)d+ wix wix ~ N(0, R;) (3.11)

We also define y;y, the drift measurement, as the difference between the average

corrected reading X; and the reading r; as follows:

Yik = ik — Xik (3.12)

At early stages of the deployment, when no sensor has started to develop drift
(ng = 0), it can be found from equation (3.9) that Ty = 7;;. Also given that, as
mentioned earlier, X;; = T, then substituting equation (3.11) into equation (3.12)
results in:

Yik=d+ ik ik ~ N(0,6:%) (3.13)

Where #;, as will be shown in chapter 4, is a Gaussian noise with zero mean and
variance J;. It can be noticed from equation (3.13) that the drift of sensor i is totally
observable and measurable. However, when the sensors in the neighbourhood

start drifting and taking 7;; &~ T as r;j is the only really measured quantity by the
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sensors, equation (3.13) becomes:
ng
Yik = (1= ——=3)d+ 1k ik ~ N(0. ) (3.14)

Which means that if all the neighbouring sensors are drifting (ng = n—1), y;x
will be equal to the noise component leading to the conclusion that the drift is
completely unobservable. Whereas if (n; < n — 1) the measured drift will have a
value that is a fraction of the true drift value d and therefore we consider the drift

as partially observable.

In addition to the above we show here that the probability that many sensors
start drifting at the same point of time is low. Lets define P4(i) as the probability
that sensor i starts developing drift in the time slot (k—1 to k). Assuming that
the instantiations of drifts in the sensors are random, and independent, then the
probability that sensors i and j start developing drift together in the time slot (k —
1 to k) will be given as the product of the two probabilities py(i, j) = pq(i).pa(j)-
Similarly, the probability that all sensors start developing drift at the time slot (k —
1 to k) will be:

pa(all) = [ | pa(i) (3.15)
=]

Since P;(i) < 1 then Py(all) << 1 which is one of the main conditions for our
algorithms in this chapter and the following chapters to be able to accurately detect
the drift in the sensor’s reading and correct it. It is shown in the evaluation section
of chapter 3 how having different instantiations of drifts in sensors enables our

algorithm to extend the functional life of the network.

The above discussion have showed that at the deployment stage of the sensor
network, when no sensors are drifting, the system is completely observable and
the ground truth temperature can be found from the readings of the sensors. How-
ever, as the sensors start to develop drift the system becomes partially observable.
When our algorithm is implemented it detects these drifts and correct the readings
of the sensors to the ground truth value leaving ny very small for longer period of

time. This together with that the probability of many sensors start drifting simul-
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taneously is low, enhance our ability to extend the period of observability of the
system. Thus, extending the useful time of the sensor network and giving us the

opportunity for making the most use of the network.

3.2 Evaluation

In first part of our simulation we consider a sensor network consisting of N = 15
sensor distributed randomly in an area A. The temperature of the surroundings
is Ty = 25C° over the whole area. The cluster size is n = 10, the communication
channels reliability is 1, the standard deviation of the sensors noise is ¢ = 0.3C°
and the number of drifting sensors is ny = 5. We compare two situations: the first
is when the network corrects the drifting sensors and we call it Drift Aware Sensor
Network (DASN). The other is the situation when the network does not correct
the drifting sensors and we call it Non Drift Aware Sensor Network (NDASN).
Referring to equation (3.8) it can be easily shown that an average drift of (3No/ng)
per sensor or more, for ng number of sensors, will certainly result in raising the
average of sensors readings by 3¢ in the case of NDASN causing breakdown. It
is worth noting here that all the evaluations given in this chapter are base on 100
Montecarlo simulations. Figure 3.1 shows the comparison between the two types
of networks under two drift timing scenarios when applying a drift of (3No/ny) =
2.7C° per sensor for nd = 5.

From figure 3.1.a and 3.1.c it is obvious that in the case of the NDASN, the
network will breakdown if the drift value for each of the five sensors is equal to
2.7C° irrespective of drift times. On the contrary, in the case of DASN see fig 3.1.b
and 3.1.d, a breakdown will only occur if the ng drifts occur in the same time slot
k = DT = 50 which is practically improbable. Hence the DASN can be considered
to prolong the life of wireless sensor networks.

In the second part we consider a sensor network with 100 sensors (N = 100)
deployed randomly in an area A. The reliability of the communication channel is

modelled as a uniform random variable. Drift times are random. The relationship



3.2 Evaluation 39

a) b)
265 Breakdown 265
Threshold
O O 26f
T T
2255 TotalAvg(t) % 255
g 25 g 25
5 TotaAvg(0) E
@ 1)
? 245 g 245
g g
< 24 < 24
235 235
0 50 100 150 200 0 50 100 150 200
Time Time
c) d)
26.5 26.5
(O] - G 26p-—<
e i
‘E 255 «?E 255
2 g
E 25 E 25
8 ]
[ o
2245 g 245
g g
< 24 < 24
235 235
0 50 100 150 200 ] 50 100 150 200
Time Time
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between the number of sensors in each cluster and the probability of breakdown of
the network is shown in figure 3.2 for different drift scenarios (a = 1.5, 3,4.5,6). The
reliability of communication channels in this case is fixed at 1. Looking at figure 3.2,
it can be clearly seen that the probability of Network breakdown decreases as the
cluster size n increases. It is obvious that for each drift scenario, there is a cluster
size after which the network does not breakdown unless sensors develop more

drifts, some other faults occur or some of the sensors’ batteries die.

Figure 3.3 shows the relationship between the reliability of communication chan-
nels between the sensors and the probability of network breakdown for different
drift scenarios (a = 1.5, 3, 4.5, 6) when the cluster size is fixed at n = 10. The prob-
ability of network breakdown decreases as the reliability of the communication
channels increases. It can be seen that for each drift scenario and for a certain clus-
ter size, there is a communication channel reliability after which the network will
not breakdown unless sensors develop more drifts, some other faults occur or some

of the sensors’ batteries die.
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Looking at both figure 3.2 and figure 3.3 we notice an analogy between the
effect of cluster size and communication channel reliability on the probability of
networks breakdown. This can be justified by noticing that reducing the commu-
nication channel reliability is actually reducing the number of sensors a sensor can
communicate with to use their measurement in the averaging process. In other

words, it means reducing the size of the cluster.

Figure 3.4 shows how the network breakdown time is affected by the number
of sensors in the cluster for a communication channel reliability of 1. It can be seen
in figures 3.4.b, 3.4.c that the breakdown time increases with n, and that for n = 10
in figure 3.4.d no breakdown happens causing the network to continue operating
properly unless it develops more drifts. Similarly, no breakdown is noticed in fig-

ure 3.4.a since the drift in this case is zero.

Figure 3.5 shows how the network breakdown time is affected by the commu-
nication channel reliability for a cluster size of 10. It can be seen in figures 3.5.b,
3.5.c that the breakdown time increases with reliability, and that for reliability = 1
in figure 3.5.d no breakdown happens causing the network to continue operating
properly unless it develops more drifts. Similarly, no breakdown is noticed in fig-
ure 3.5.a since the drift in this case is zero. Comparing figure 3.4.b and figure 3.5.b
emphasises our reasoning that for the same drift scenario, the cases when n = 1,
and the case when reliability = 0, are exactly equivalent. In either of these cases

the network is like a NDASN.

Figure 3.6 shows the relationship between the cluster size and the probability
of network breakdown at a certain drift level a = 4.5 and for different number
of sensors N in the network. It can be seen that N has a negligible effect on the
probability of network breakdown, when taking the threshold for breakdown to
be a probability of 0.01. So for a cluster size n = 8 or higher, the network can
be considered to have approximately zero probability of breakdown due to drift,

irrespective of the value of N.

Finally, figure 3.7 shows the relationship between the communication channel

reliability and the probability of network breakdown at a certain drift level and for
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different number of sensors N in the network. It can be seen that N has a negli-
gible effect on the probability of network breakdown provided that the threshold
for breakdown is taken to be a probability of 0.01. So for a communication channel
reliability reliability = 0.7 or higher, the network can be considered to have ap-
proximately zero probability of breakdown due to drift, irrespective of the value of

N.

As a summary, our simulation results showed that:

e Breakdown depends on the value of the drift in each sensor, the time spac-
ing between drift occurrences, the communication channel reliability and the
number of sensors in each cluster.

e The case when n = 1 or reliability = 0 is equivalent to the case when the net-
work is non drift aware since no drift correction is performed in both cases.

e The number of sensors in the network has a negligible effect on the probabil-
ity of network breakdown.

e Therefore we can generalise that for a certain drift level, there is a certain clus-
ter size and communication channel reliability that will prevent the network

breakdown, due to drift, no matter what the size of the network is.

3.3 Conclusion

We have addressed the problem of systematic errors (drifts and bias) in sensor mea-
surements and explained their bad effects on the inferences made by the sensor
networks. We argued that the nature of deployment of the sensors in the sensor
network imposes finding an algorithm for auto calibrating these sensors. There-
fore, we introduced a simple algorithm for auto calibration of these sensors under
the simple scenario of dense deployment of the sensors to observe the same data.
Each sensor uses the average value of it's neighbours as a basis to self-assess its
readings and then detect and correct its drift. Another important assumption that
supports the solution is that the instantiation of drift in one sensor is unlikely to

be the same as the other. The simulation results showed that using the algorithm
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results in increasing the effective life span of the network. We have also showed
that the number of the sensors in the neighbourhood, the communication channel
reliability, the instantiation and amplitude of drifts are important factors affecting
the performance of the solution.

The solution introduced in this chapter is rather simple. The scenario of the
constant temperature is simplistic. However, the objective is to demonstrate and
show the effect of the drift problem on sensor networks and to demonstrate how
auto calibrating the sensors will extend the lifetime of the network. In the next
chapter, we propose a new algorithm to deal with more realistic situations where
the temperature or any other parameter of interest is variable time in the area of

deployment of the sensor network.
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Chapter 4

Correcting Measurement Errors
under Smooth Drift Scenario

HIS chapter presents a formal statistical framework for correcting both sys-
T tematic and random sensor measurement errors in a WSN. The solution pre-
sented in this chapter is inspired by the solution of the Registration Problem in
target tracking, where a target may be observed by a group of sensors (radars),
from different angles. The observations of these sensors are reported, and fused, to
estimate not only the true target location, but also the biases of the sensors [49, 50].

In addressing the sensor measurement errors problem, we follow a Bayesian
reasoning that leads us to a Kalman Filter (KF) based solution for estimating the
drift. The estimate is used for correcting the measurements and as a feedback to the
next estimation step. The solution is designed for smooth drifts i.e. drifts that are
slowly varying with time. The neighbouring sensors in the network are assumed to
have correlated measurements and the instantiation of drift in a sensor is assumed
to be uncorrelated with other sensors . The sensors in the neighbourhood (clus-
ter) are assumed to be densely deployed with similar measurements. That is, the
measurements in the cluster are space invariant. Hence, the average of the sensors’
corrected readings in the cluster, is taken as a basis for each sensor to self-assess.
The presented methodology is a robust framework for auto calibration of sensors
in a WSN.

In the following section, we introduce a Bayesian formulation for the sensor
measurement errors detection and correction problem. The evaluation of the new

solution is presented in section 4.3 followed by conclusion.
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4.1 Smooth drifts estimation and measurements correction
algorithm

In this section we introduce a Bayesian approach to solve the sensor measurement
errors problem in WSN, assuming that the drifts are smooth (see figure 1.2) and that
sensor nodes are densely deployed. Under the dense deployment assumption, all
the sensors nodes in a cluster are assumed to measure the same value. Therefore,
the average of corrected sensor measurements Xy is considered as a good estimate
for the expectation of the ground truth value E{ Ty} in the cluster. It is also consid-

ered as a good basis for the sensors to self-assess their measurements.

Let us assume that at time instant k, a measurement or a reading r;; is made
by node i. Rather than sending that value to its neighbours, the node is aware
of its drift, and has an estimate for it at this time instant. It is a projected value
from an estimate of the drift made at the previous time instant. Using this estimate
of the drift, the node i computes its corrected measurement x; and sends it to its
neighbouring nodes. This applies to all the nodes in the neighbourhood. Each node
then collects all the neighbourhood sensors corrected measurements {x;}! ,, and
computes the average X, = Y.i | x;x/n. At this point each sensor computes the
drift measurement. We define the drift measurement as the difference between the
sensor measurement and the average value computed by that sensor. We denote
the drift measurement of node i at time instant k by y;. The drift measurement is
used by a KF to estimate the drift. The problem is formulated mathematically as

follows:

Assuming that the drift is slow and smooth, it is modelled by:
dik = dij-1+ Vik Vik ~ N(0, Qjx) (4.1)

where d; j is the drift/bias on sensor node i at time instant k, v; is the process noise
and is taken to be a Gaussian noise with zero mean and variance equal to Q.
Since the sensor measurement r;; usually suffers from random error w;; and

systematic error (drift/bias) d;x, the reading or measurement of sensor i is given
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by:
rix = Te+dig+ wix wix ~ N(pik Rix)

where Ty is the actual (groundtruth) value of the measured variable at sensor i and
w;k is the measurement noise and is taken here to be a Gaussian noise with zero

mean (jt;x = 0) and variance R;.

We also define x;y, the corrected measurement of sensor i at time instant k. x; x
is never sensed but calculated. It is the difference between the sensor reading and

the estimated drift and is calculated by x;x = rjx — d; to resultin x;x = Ty + wjy.

Since the sensors are densely deployed and the instantiations of drifts in the sen-
sors are random, we use the average of corrected sensors’ measurements close to
node i as an estimate for the expectation of actual (ground truth) value X = E{Ty}.
We also define y; in equation (4.2) as the difference between the measurement r;
and the average of corrected sensors measurements X and refer to y;; as the drift

measurement of node i at time instant k.

Yik = Iix — Xi (4.2)

At early stages of deployment of the sensor network when very few sensors have
started to develop drift, and given that the instantiations of drifts in all the sensors

are random, we assume that E{ Ty} = T}. Substituting r; into equation (4.2) results

in:
1 n
Yik = Ti+dig+wix— E{Ti} — 5 Z Wik
j=1
1 n
= dix+wix— o Y wik
j=1
= dix+¢ix Yix ~ N(0,6;x) (4.3)
where ;= wiy — 7]1-21’.’_,_1 wj is the drift measurement noise and is actually a

mixture of Gaussians. It is well known in literature |75, 76] that a Gaussian mixture

can be approximated by a Gaussian ¢; y ~ N(7y, ;) with the mean found by the
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weighted sum of the means of the original Gaussians:

1 n
Tk = Hik— T lej,k =0
j=1

and the variance found by:

. 12
{Rix+ [lli,k - ﬂi,k][l‘i,k - ﬂi,k]]} ~ 3 Z{Rj,k + [.Uj,k - ffi,k][llj,k - 7T1',k]T}
j=1

ik

Il

1 n
Rix— =) R
n =1

Assuming that all sensors are neighbours in the cluster and that they can report to
each other, then equation (4.1) and equation (4.3) can be written in vector form for

all the sensors of the cluster as follows:
Dy = FDy_; + Vi Vi ~ N(0, Q) (4.4)

Y, = HD,+ Y, Yy~ N(OAk) (4.5)

where Qg and Ay are the process noise and measurement noise covariances, re-
spectively. Dy = [ dig .. dig... dny ] ! is the vector of drifts of all sensors in
the cluster at time instant k. Similarly, Yy, V4, ¥y are the vectors of drift measure-
ments, process noise and drift measurement noise of all sensors in the cluster at
time instant k, respectively. F and H are the state transition model matrix and the
observation model matrix, respectively. Both matrices, H and F, are taken in this

scenario to be equal to the identity matrix.

We also define Y¥ = {Y1,Y,--- Y} as the set of all drift measurements made
up to time k. Accordingly, the problem can be stated as follows: given the set of
drift measurements up until the current time k, what is the best estimate of the
current drift Dy. Probabilistically, the conditional density relating the state and
the measurement vectors is expressed as p(Dj|Y¥) and the estimate would be the
expected value [ Dyp(Dy|Y¥)dDy. This estimate is denoted by Dk]k- Dkik% denotes

the estimate of Dy given the measurements up until time k — 1. p(Dy|Y¥) can be
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expanded by Bayes rule as follows:

p (DY) = p(DYi Y1)

_ p (D, YA - p (D YA
N p (Yl V<) o

Assuming the measurement noise is white Gaussian; i.e. not correlated in time,
then the current measurements do not depend on the previous measurements and

(4.6) reduces to:

likelihood ~ Predicted density

D e AR
p (YiDi) - p (Dy|Y* )
p (YY)

(O —

normalisation

p(DiYH =

The Likelihood p( Y| Dy) for sensor i can be obtained from the measurement equa-
tion (4.5) where ¥ is a noise vector, assumed to be Gaussian with zero means and
covariance Ay. Given Dy, the probability of obtaining a drift measurement vector

Yy should be equal to the probability of the noise with mean HDy:
p (Y«|Dyx) = N(HDy, Ay) (4.8)

The predicted density predicts the current state Dy of the sensors based on the old
measurements. We expand it here by Chapman-Kolmogorov identity (an approach

used by [77]) as follows:

p (DY) = [ p(DyIDy1, Y*!) p(Dy1 Y1) dDy.

Assuming the system obeys markov evolution, which implies that its current state
directly depends on the previous state, with any dependence on old measurements
encapsulated in that previous state, then the transition density can be simplified by

neglecting the measurement term as follows:

p (D

Y1) = [ p(DylDi1)p(Dy 1Y) Dy (4.9)
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To evaluate the predicted density p (D;|Y*"!) we have to evaluate p(Dy|Dy_;) and
p(Dy_1|Y*"1) and then substitute them into (4.9). From (4.4) and similar to the
likelihood:

p (Dx|Dy—1) = N(FDy—1, Qx) (4.10)

p(Dy_1|Y*"1) is the prior and is also assumed to be Gaussian with a known mean

and covariance from the last iteration:
p (D1 | Y1) = N(Dy_y -1 Pic k1) (4.11)

Substituting into (4.9) and evaluating the integral as given in [77] we get:

p (DY) = /N(Dk—I]kflvpk-—llkfl)N(FDk—l‘Qk) dDy,
= N(Dyj_1. Pus_1) (4.12)
where
Dyje1 = FDy_ypyey (4.13)
Pk“(—-l - Fkal[k—-I FT ~+ Qk (414)

Using total probability lemma and assuming that measurement noise is white Gaus-

sian, the normalisation term can then be expanded as follows:

p(IY") = [ (YD, Y )p(Di Y )dD,

[ p(%ID) p(DI Y1) dD, (4.15)

Substituting the likelihood and the predicted density in the integral of (4.15) results

in:

pOIY") = [ N(HD,8)N(Dyycr. Pys1)dDs

= N(HDyjy1. Sk) (4.16)
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where

Sk = HPy H' + A (4.17)

Putting all the terms together in (4.7) and evaluating using an identity given in the

appendix of [77] results in:

N(HDy, A ) N(Dy_1. Pyi—1)

p(DilYy) = >
N(HDyji-1, Sk)
where
K = Py H'(HPy_ H + A" (4.19)
Dyx = Dyt + K(Ys = HDyy_y) (4.20)
Pyv = (1—KH)Py (4.21)

Equations sets (4.13-4.14) and (4.19-4.21) represent a KF framework [78], [79] for n
sensor nodes in the cluster. Since F and H are identity matrices, the system above
can be solved as an n-dimensional KF (by a central node and requires high compu-
tational capability) or as n 1-dimensional KFs solved by each sensor in the cluster.
The first solution is centralised, whereas the latter is decentralised and requires no
special processing power by the sensor nodes. We adopt the decentralised solution
in this work. F and H are taken to be equal to one. This leads to the probabilistic

solution for drift djx ~ N(d; . P; yx) with mean and variance:

digk =  Dik-1jk=1 + K(¥ik — dix) (4.22)

Pk = (Bigeijk—1 + Qi) (1 — K) (4.23)
P 11+ O;

K — ik—1jk—1 T Qik (4.24)

Pix—1jk—1 + Qik + ik

The above equations are obtained by substituting the prediction equations of the

KF (4.13-4.14) into the update equations (4.19-4.21). d; is the predicted drift at

the beginning of stage k, before the correction. In this case, d~,-‘k = F&i,k—l\k—l =
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d;_1jk—1 a straightforward prediction given by the KF solution. The variances
Qiks Ok Pig—1)k—1 and Py, are numbers, and therefore the solution is easy to com-
pute. Once d,-,k'k is obtained, it is used as the predicted drift d,-,kH for the next stage.
This allows for the correction of reading r;x,;. The solution is implemented in a
decentralised iterative procedure i.e. it is run in each node and at each time step to
estimate its drift d; ;. Using this estimation; r; is corrected to x;x,; and the drift
d;j k.1 is estimated again and so on. A block diagram describing the algorithm is
shown in figure(4.1).

The system described in this chapter is completely observable at the deploy-
ment stage of the sensor network, when no sensors are drifting. However, as the
sensors start to develop drift the system becomes partially observable. When em-
ploying our algorithm, the drifts are detected and consequently the readings of the
sensors are corrected to become close to the ground truth. This together with that
the probability of many sensors start drifting simultaneously is low, enhance our
ability to extend the period of observability of the system. Hence, extending the
useful time of the sensor network. Thus, giving us the opportunity for making the

most use of the network. The algorithm is summarised as follows:

Decentralised error correction algorithm for smooth drifts

For each node i

e At step k, the predicted drift (ik = cf,-,k_”k_l and the previous time step pro-
cess variance Pj;_,_ are available.

e Each node i obtains its reading r;

e The corrected reading is calculated, x;; = rj; — (},,\ and then transmitted to
the neighbouring nodes.

e Each node computes the average Xj.

e The Drift measurement y;; = rjx — Xx is computed.

e Substituting into (4.22-4.24) results in the current time step estimates d,-vk“\,
and P .

e The projected drift (’j;‘vk+.1 = dA,-'k!k is obtained and the algorithm iterates.
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5 A Y | -3 d
ik : Be =t ik — Tk r;',k ~X yl,k . z.}:|k

| = d‘,k+1
ik

7

Figure 4.1: A block diagram for the smooth drift estimation and measurement cor-
rection algorithm

4.2 Complexity analysis

The computational complexity and memory complexity of our smooth drift correc-
tion algorithm is mainly contributed by the KF computations. The KF estimates the
drift at every time step using equations (4.22-4.24). This involves real number com-
putations rather than matrix computations. Hence the computational complexity is
only contributed by the number of multiplications and divisions of real numbers.
Memory complexity is mainly contributed by storing the values of the estimated
drift of the current and previous instances, current reading, and the calculated av-
erage. The communication overhead in the network is contributed by the reporting

of x among the neighbours.

4.3 Evaluation

Our aim is to evaluate the ability of our proposed framework to correct the drift ex-

perienced in a sensor node using the information gathered from the nearest neigh-



56 Correcting Measurement Errors under Smooth Drift Scenario

bouring nodes. We simulate a small sub-network of 10 densely deployed sensor
nodes measuring the temperature in a certain area. We assume that 2 sensors are
developing smooth drifts of the forms shown in figure 1.2. The measurement noise
is taken to be Gaussian with zero mean and variance 0.01. The measurement vari-
ance J;x for each node is chosen from [0.005-0.01] and the state variance Q;y is taken
to be 0.001. The results of the KF drift tracking algorithm are shown in figures 4.2
and 4.3. It is clear from figure 4.2 that our algorithm is capable of estimating the
drifts accurately. We see that the estimated drifts of sensor 1 and 2 are very close to
the actual drifts. It is also clear that the algorithm corrects the erroneous measure-

ments to become very close to the actual temperature as seen in figure 4.3.

Figures 4.4 and 4.5 show the results of the KF drift tracking algorithm when
seven sensors out of ten have developed drift. It is clear that the system can still
detect and correct the drift even when 70% of the sensors are drifting. However,
when comparing figure 4.4 of the seven drifting sensors with figure 4.2 of the two
drifting sensors, we see that the error increases as the percentage of drifting sensors

increases.

Looking at figures 4.3 and 4.5, It is clear that in both cases (when 2 sensors and
when 7 sensors are drifting), the KF drift tracking algorithm extends the effective
operational life time for node 1. If we ignore the transient overshoot period (29-35)
when the drift starts to develop, and assume that for our application the maximum
tolerable temperature error in node’s 1 reading is 1 C?, then the life of node 1 is
extended from 27 time units when there is no drift correction (Reading of node
1 curve), to at least 100 time units for both cases (Corrected reading curve). This
applies to all of the network’s sensors that develop drift. Hence, the life of the
network will be extended by applying the drift tracking and correction algorithms.
The overshoot in the transient period is due to the fast change in the drift when it
starts developing. A slower drift will cause a smaller overshoot. This can be solved
by adding another component to the state vector, namely, the speed of the drift
or by using the Interacting multiple model algorithm as will be seen in the next

chapter.
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Figure 4.2: Actual and estimated drifts in nodes 1 and 2 for when 2 sensors are
drifting
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Figure 4.3: The reading of node 1, the corrected reading and the actual temperature
when 2 sensors are drifting




58 Correcting Measurement Errors under Smooth Drift Scenario

-2

+ == = Actual Drift 1
=S © Actual Drift 2
Tracked Drift 1
=4 | == Tracked Drift 2
_5 L L L 1 L L L L L
0 10 20 30 40 50 60 70 80 90 100

Time

Figure 4.4: Actual and estimated drifts in nodes 1 and 2 when 7 sensors are drifting
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Figure 4.5: The reading of node 1, the corrected reading and the actual temperature
when 7 sensors are drifting
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The average error between the reading of node 1 and the actual temperature
after the transient period is 4.4 C°. The average error between the estimated tem-
perature and the actual temperature is 0.2 C° when two sensors are drifting and
0.8 C° when seven sensors are drifting. This means that the average error has
been reduced by %% = 95.5% for the case of two drifting sensors and by
“4#% = 81.8% for the case of seven drifting sensors. Therefore; it can be said

that the intuitive idea of correcting sensor errors immediately and in a distributed

procedure, prolongs the effective life of the sensor network.

In addition to the drift, we also address the bias problem. As we mentioned
earlier, the bias is the initial reading error or in other words, the drift at time zero.
We assume that the sensor nodes are factory calibrated before deployment. There-
fore, it is unlikely that a high percentage of the sensors will suffer from bias. In a
sensible situation, if most of the sensors are without bias at time 0, then such a bias
can be captured by the proposed solution as a constant drift of a certain amplitude.
Figures 4.6 shows the KF algorithm results when both sensors 1 and 2 suffer from
both bias and drift. The results demonstrate that the algorithm efficiently captures
and corrects the bias. It is important to note here that if many sensors suffer from
the bias, then our solution will not be accurate, as we get little help from the neigh-
bouring sensors to correct the bias. Furthermore, it is unrealistic to have many
sensors with initial bias as the sensors are supposed to be factory calibrated before

deployment.

We conducted several simulations and observed that the method worked as
long as not all sensor start drifting at the same instant of time. Generally speaking,
we noticed that the performance of the algorithm is dependent on the number of
drifting sensors, the amplitude and the sign of drifts or biases and the starting
times of the drifts. If all the sensors suffer from considerable biases at time zero
the method will not work accurately. The dependence on the amplitude and the
sign of the drift will be taken care of by using machine learning techniques to find
the relation among the sensors in the cluster instead of using the average. Using

machine learning for this purpose will be the topic of future chapters.
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Figure 4.6: Actual and estimated biases/drifts in nodes 1 and 2

4.4 Conclusion

In this chapter we have proposed a formal Bayesian framework for estimating sen-
sor bias and smooth drift and correcting measurements errors in a WSN. Our pro-
posed solution exploits the notion that measurements errors due to faulty equip-
ment are likely to be uncorrelated. The sensors in the neighbourhood are assumed
to be densely deployed. Hence, the average of their corrected readings is taken as
a basis for each sensor to self assess. The solution is computationally simple us-
ing an averaged sensing value and a single state KF iterative procedure, allowing
its implementation in a WSN. The proposed solution is completely decentralised -
each node only needs to obtain information from its neighbouring sensors and then

apply the KF iterative procedure.

We consider at first a smooth drift model. The simulations conducted showed
that, with our distributed recursive algorithm, sensors readings errors can be re-
duced by more than 81 percent when 70 percent of the sensors in the sub-network

are drifting and more than 95 percent when fewer sensors are developing drift.



4.4 Conclusion 61

In the coming chapters, we introduce probabilistic models that capture drifts
and errors of a different nature. Drifts that have surges and sudden escalations are
considered in (Chapter 5). We will also address the problem when the phenomenon
under consideration (here temperature) in the sub-network varies with distance

and time (Chapters 6, 7).






Chapter 5

Correcting Measurement Errors
under Unsmooth Drift Scenario

HIS chapter introduces another solution for correcting both systematic and
Trandom errors inherent in sensors measurements in a WSN. The algorithm
presented here is capable of detecting and correcting both smooth and unsmooth
drifts i.e. drifts with abrupt changes or jumps. The jumps are either inherent in
the drift itself or caused by under sampling the data received by each node, or in
other words, reducing the frequency of reporting the corrected readings among the
neighbours in order to reduce the communication overhead and save the battery
life. The jumps differ in their amplitudes and instantiation. Both the amplitudes
and the instantiations of the drifts are considered to be random.

Such drift behaviour is not followed well by the KF algorithm given in the pre-
vious chapter and [70]. The standard KF with single drift model is limited in per-
formance since it does not efficiently respond to rapid changes in the dynamics as
the drift changes abruptly at some points. Alternatively, adaptive estimation tech-
niques such as the adaptive Multiple Model (MM) approaches have the potential to
correct them. The adaptive MM approaches have been successful in dealing with
similar problems in tracking manoeuvring targets [75]. They are based on the fact
that the behaviour of a state cannot be characterised at all times by a single model,
and that finite number of models are needed to adequately describe its behaviour
in different regimes [80].

The optimal multiple model solution for the problem is computationally infea-

sible [80]. It requires an exponential computational complexity O(ST) for alength T

63
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and M models [81]. As a result, many suboptimal approximations such as the Gen-
eralised Pseudo Bayesian algorithms (GPBs) and the Interacting Multiple Model
algorithm (IMM) have emerged. IMM was first introduced by [82] as a filtering
algorithm for linear discrete time system with markovian coefficients. It consists of
a bank of M number of filters (KF here) working in parallel to result in M number
of estimate pairs (states and covariances) each corresponding to a state model. The
models estimates are then fused together taking the models probabilities into ac-
count to result in the resultant state estimate. The attraction of IMM comes from the
fact that its computational requirements are nearly linear in the size of the problem
(number of models) while its performance is almost the same as that of an algo-
rithm with quadratic complexity [80]. Moreover, It can be set up using KF or EKF
as its building blocks to account for nonliearities [80]. Therefore, it is used in the
algorithm that is presented in this chapter. We show the derivation of the IMM

algorithm in the next section following the steps of [75].

5.1 Derivation of the IMM Algorithm

The state (here the drift with abrupt changes) is modelled the as a jump marko-
vian system. It is a system whose parameters evolve according to the realisation of
a finite state markov chain [81]. The jump markovian systems have been used to
model systems in which the system behaviour switches between number of mod-
els. A wide variety of control systems lie in this category. Mathematically, the state
dynamics of jump markovian systems are assumed to belong to the set of models
defined by:

dy = fm,(dk—1, ux) + v, my € {1,2,..., M} (5.1)

where vp, is the process noise and assumed to be Gaussian with zero mean and
covariance Qp,. my is assumed to be a random variable satisfying a homogeneous
discrete-time Markov chain with state space {1,2, ..., M} and a transition matrix T’
where

Two = p(mg = 0lmy_; = «) (5.2)
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with initial condition p(my = 8) = m(0). The measurements are assumed to be

model dependent and related to the true state through:

Yk = hm (di) + Pm, (5.3)

where ¢, is the process noise and assumed to be Gaussian with zero mean and
covariance d,,,. Since the model jumping process is assumed to be a random process
with an underlying Markov chain, the true model can never be known. However, it
can be estimated by treating it as a joint random variable with the state dj, forming

a hybrid state (dy, my).

The joint probability function p(dy, m|y*) can be decomposed into M compo-

nents since my is a discrete random variable as follows:

p(di m = 0]y*) 6 = {1,2,..., M}

The density of interest in our application is the posterior conditional density p(di|y*).
It can be obtained by summing the individual components of the joint density as

follows:

M
p(dily*) = Y pldy, my = 0]y%) (5.4)

=1
Using the conditional probability lemma, the joint density in the right hand side of

(5.4) can be broken into two components:

pldy, my = B]y*) = p(di|my = 6, y*) p(my = 6]y*)

Letting ;42’“( = p(my = 0]y*) then the posterior density equation becomes:

M
pldly*) = ), p(dilmy = 6. y") iy, (5.5)
f=]

The optimal Bayesian recursion for the first component can be derived by first
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expanding the measurements y* into {y*~!, y;} and then using Bayes’ rule:

pldilm = 6,y*) = p(dilmg =6,y y* ")
dy, my = 0, y! _
p?p}@k(‘,:k: 9 yk}ikl) )p(dk|mk =0,y (5.6)

where p(di|my = 6, y*7!) is the predicted density, p(yx|dy, mx = 8, y*~1) is the like-

lihood function and p(yx|m; = 6, y*~!) is the normalisation factor. The posterior

model probability yzlk = p(my = 8]y*) can also be recursively calculated as follows:

— g, ! )
Hige = P(my = 81y, y* 1) = p(Yk}I:(r;(”yk“l})lk )P(mk =0y (5.7)

0

Tl = p(my = 8]y*~1) then the probability recursion can be rewritten as:

Letting p

plyilmg = 6.y ")
p(yxly*=1)

0 _ 0
Pk = Hik—1

0

where i, is the predicted model probability, p(yilmy = 6,y*~!) is the likelihood

function and p(y,|y*~!) is the normalisation factor.

The IMM derivation conditions on my_ . Therefore, using the laws of probabil-

ity, the term p(dy|my = 6, y¥*~!) is expanded as follows:

M
pldilmy =6,y ") = Y p(di. my_y = a|my = 6. y*")

a=1

M
= Y plddmyy = a.m =0,y ) p(my_y = almy =6,y ")

a=1

M
, 1y, al6
= ) p(di|my_, =&, my = 0, y* 1);1;"_1“( (5.8)
x=1
where ;42’_9”,( = p(my_; = a|my = 6, y*!) are called the mixing probabilities [83].

The mixing probabilities relate to the transition probabilities as follows:
0 .
;12'71“( = p(m_; = a|mg =0,y 1)

plmy = 0|my_y = &,y 1) p(my_; = a|y*"")
p(my = 0[y*~1)
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p(my = 8lmy_y = &) p(my_y = ay* 1)
2113\/1:1 p(my = 8lmy_y = B, y*~1)p(my_, = Bly*!
p(my = 0|my_; = &) p(my_y = afy*!)
L5l plmy = 6]my_y = B)p(my_y = Bly*!)
Cup py—1jp—1(a)

_ (5.9)
Y501 Tpo pie1jk-1(B)

Introducing the prior state dy_; in (5.8), the prediction density can be expanded

into:

M
pldi|my =6, y*") = 21 /P(dk~dk—1|mk—1 = a,my = 0, y*1) i} ”k ddy
o ¥

Invoking the conditional density lemma on the joint density inside the integrand,
and using the fact that the state dy_, at time k — 1, is independent of the model my,

at time k, the prediction can be decomposed into:

M,
pldlmg = 0.y*") = Z /P(dklqu,mkq = @, my = 0, y*"
p(di_i|my_y = &, m = 6, y*~! ;l:“”k ddy_,

& Z / p(dildi—y. my = 6, Y1) p(di—y|my—y = a, y*7") x

A]H

Hi—1ik ddy_,
M
= [ pldildir. oy = 0.5°7) Y- pldrlmyy = .y
b =1
«lf
My }1“( ddy

The first integrand can be now identified as the transition density. It can be derived

from the state dynamical equation:

pldildi1, mg = 6, ") = py(di — fa(di_1, uy))

where vy = vp,—g and fy = f;, 4. The function fy is taken to be linear (fy =

Fyd,_; + up). Since vy is modelled as Gaussian noise with zero mean and covariance
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Qp , the transition density is:
pldildicy, mg=6,y"") = N(Fydi_i + up, Qp) (5.10)

According to the IMM approach, the second term in the integral is approximated
by a normal distribution as follows: p(dy_i|my_; = «, y*~!) is approximated by a

Gaussian

p(dy—1|my_ = “v}’k_l) = N(dﬁ_uk-]'Pﬁuk—l)
and the resulting mixture of Gaussians is also approximated by a Gaussian

M
- (|0
lp(dk_1|mk—l = &, ) l‘il_llk = N(& i po P i)

o

where
0 L e
X
d.i—l|k—-1 = Zdlnllk-l}lk”llk (5.11)
a=1
00 il al6
’ 4
Pli1 = ) TR AT
a=1
: 6 5 00 T
[ ﬁ—l\k»l - d[?—l[k‘l][ 2-~1|k»--l - d}?iukle } (5.12)

The prediction step can be carried out now:

: M
p(di|my =6, y*") /P(dkldk—lymk =0,y Y pldir[myy = a, Y1) x
“ a=1

l‘:!_guk ddk—l
[ N(Fodicr + uo. Q)N(H . P i) i
= N((j{I:M—I'PI(:M—l) 5-23)

l

where the mean and covariance are given by:

Ak){k—l - Ff’&lg‘i1|k--1+uﬁ (5.14)

Pltj\k‘l = Ff?Pl?ﬁ”k_lFt;r*' o (5.15)
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0

The predicted model probability can be obtained by expanding Mijk—1 @S follows:

lli|k—1 = p

[
gk

=

[
Mz

=

[
Mz

=

Il

—

my = 0]y*")

p(my = 0|my_y = a, y* ") p(my_y = afy* ")

Taep(my_y = a|y*")

TaoMi1jk-1 (5.16)

Measurements are assumed to be linear functions of the state and independent of

the modal state my. Under these assumptions (5.3) reduces to yy = Hdy + ¢, and

the first likelihood function p(y;|dy, my = 6, y*~1), simplifies to p(yx|dy). As a result

the first likelihood becomes:

p(yildi. my = 8,y*") = p(yildi) = N(Hdy. &)

The second likelihood function p(yi|my = 6, y*~!) needs further simplification;

. /P()’k,dklmkzayk_l) dd
= / p(yxldi. my = 0, y*1) p(di|my = 6, y*~") ddy

[ NCHAL 8N, By,

= N(Hdy,_,, HPy,_ H" + 81) = Ak(6) (5.17)

p(yilmg = 6,y¥1) = A(8) is also the normalisation factor of (5.6). The second

normalisation factor given in (5.7) is evaluated using the derivation of the predicted

model p(my = 0|y*~!) given in (5.16) as follows:

plyily ™)

p(yilm = 6.y ") p(my = 8]y* ")

Il
z T

1 M
= Ak(8) Y Tap pri—tjh—1(a) (5.18)
1 a=1

S
Il
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Putting all the terms together in (5.6), the conditional density becomes:

p(yldi. my = 6., y*=) p(di|my = 6, y* 1)
dy|my = 6, =
p(dx|my ¥ p(elm = 6, A1)

N(Hdy, 5)N(dy, . B}, _,)

N(Hd, . HP), | HT+ &)

= N(dy,. Pg,)

where the mean and the covariance are:

dye = diygoy + P H (HP_ (H' + 807 (o~ Hdy,)  (5.19)
Pix = Py — Py H'(HPy_H" +8,)7'HP, (5.20)

substituting (5.16), (5.17) and (5.18) into (5.7) the conditional model probability sim-

plifies to:
o Ad(8) YaL Tao i 1jp—1(2)
L5 1 Ak(B) ol Top patji-r (¢)

The posterior density becomes a Gaussian mixture given by:

i (6) (5.21)

M
p(dily*) = Z p(di|my = 6. y*) i (6)

=1

The conditional mean d,; and covariance Py of this Gaussian mixture are given

by:
-~ M A)
gk =) dige 1igu(0) (5.22)
0=1
M ' R R ) . .
Poe = ) i) { Py + [diys — diged [y — digil "} (5.23)

=1

The resultant estimates (fk,k, Py can be found by evaluating the following equations

in order (5.9), then (5.11-5.12), then (5.14-5.15), then (5.17) and finally (5.19-5.23).
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5.2 Unsmooth drifts estimation and measurements correc-
tion algorithm

In this section we present a probabilistic approach that accounts for errors in sen-
sors measurements and instantly captures drifts that have surges and sudden es-
calations. Such drift behaviour is not followed well by the KF algorithm given in
the previous chapter. The standard KF with single drift model is limited in per-
formance since it does not efficiently respond to changes in the dynamics as the
drift changes abruptly at some points. Therefore, we make use of IMM in our so-
lution since it is designed to deal with abrupt changes in the estimated states. The
IMM approach is originally used in target tracking to track manoeuvring objects
that show sudden changes in their dynamics [75, 76,83, 84]. In accordance with the
IMM algorithm, each sensor is assigned an M number of modes to account for the
possible jumps in the drift. Our solution for the sudden step drift problem (also
works for smooth drift) consists of the following iterative steps: As for the case of
smooth drift, at time step k, a reading r;; is made by node i. Rather than sending
the reading as it is to it's neighbours, the node is aware of its drift d;, and has an
estimate for it at this stage. It is a projected value from an estimate of the drift made
at the previous time step. Using this estimate of the drift, the node computes the
corrected sensor reading x; and sends it to it's neighbours. Each sensor computes
the average X, = Y.I' | x;x/n to self-assess it's measurements. To account for the
possible jumps, the drift with abrupt changes is modelled as a jump markovian lin-
ear system. It is a system whose parameters evolve according to the realisation of a
finite state markov chain [81]. Mathematically, we model the drift d; to belong to
the set of models defined by (5.24):

{dis = dipr + o + Vighaly Vi~ N(0. Q) (5.24)

1,

where§ =1,2,... M, uj:’ is the input or jump corresponding to 8, model for sensor
i and at time instant k. v‘,.’k is the process noise for each model. It is taken to be

Gaussian with zero mean and variance Q?k‘ We assume that all models have the
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same variance. Therefore, we denote the process variance for all the modes as Q.

Equation (5.24) represents an M number of possible drift models for each node.
Each model differs from the others in the size of the jumps uf. The resultant esti-
mated drift for node i at time instant k, (f,-'k“(, would be a weighted combination of
the estimated drift of each model dA?,k|k' The resultant estimated drift for each node

d; yx is found as will be shown later in this section by:

M

y g 3

dikk = Z Hi kik d?,k|k
0=1

4

where Hikik

is the model probability. It is the probability that the estimated drift

d,uk“( follows the drift model &‘fklk given the measured values until the time step k.

A source of information is needed to provide input to a statistical model such as
equation (5.24). Since the sensor measurement r; usually suffers from random er-
ror w; and systematic error (drift/bias) d;, the reading or measurement of sensor
iis given by:

rig = T+ dix+ wix Wik ~ N(pix Rix)

where Tj is the actual (ground truth) value of the measured variable at sensor i and
w;x is the measurement noise and is taken here to be a Gaussian noise with zero
mean (j; x = 0) and variance Rj.

We also define x;, the corrected measurement of sensor i at time instant k. x; 4
is never sensed but calculated. It is the difference between the sensor reading and
the estimated drift and is calculated by x; 4 = r;x — d;x to resultin x;; = Ty + wj.

Since the sensors are densely deployed and the instantiations of drifts in the
sensors are random, we use the average of corrected sensors’ measurements close
to node i as an estimate for the expectation of actual (groundtruth) value X; =
E{Ty}. We also define y;; in (4.2) as the difference between the measurement r;
and the average of corrected sensors measurements Xy and refer to y; as the drift

measurement of node i at time instant k.

Yik = Tik — Xk (5.25)
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At early stages of deployment of the sensor network when very few sensors have

started to develop drift, and given that the instantiations of drifts in all the sensors

are random, we assume that E{Ty} = Ty. Substituting r;y into equation (5.25)
results in:
1 n
Yik = Tk+di,k+W,"kAE{Tk} — ;ijk
j=1

1 n
= dix+ Wik — a5 Y wik
j=1
dix + ik Pix ~ N(0,0;4) (5.26)

Il

where ¢, = wjx — %Z;’;l wj is the drift measurement noise and is actually a
mixture of Gaussians. It is well known in literature [75, 76} that a Gaussian mixture
can be approximated by a Gaussian ¢; ~ N(77y, d;x) with the mean found by the

weighted sum of the means of the original Gaussians:
1 11

Tph = Pip~ & Zl’lj,k =0
Jj=1

and the variance found by:

i . I >
bk = {Rix+ ik — mind ik — mial 7} - e Y ARk + [k — misd lix — minl '}
j=1
1 n
= Ry-=) Ry
o £t

Referring to equations (5.24) and (5.26) we notice that they represent an M pairs
of KF equations corresponding to M number of drift models (jumps). This leads
according to the IMM algorithm to M number of KFs working in parallel to result
in M number of estimations for drift and covariance. Each model has a probability
;4?1(“ = p (mj; = 0]y*) depending on the drift measurement values until that time

step. Switching between models is governed by a pre-defined Markov transition
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matrix I' of dimension M x M for M models.

oo "M
r= oL : (5.27)
™ML - YMM
where v, = p (m;x = 6|m;;_; = «) which is the probability of switching from

model « to model 6 in one time step.

The IMM step of our drift tracking algorithm is explained as follows: At time
step k each node is supposed to know the previous time step models probabili-
ties {F‘?,k—uk—l }M |, estimated drifts {(?‘ka_lxk_l}g’il and the associated covariances
{Pfkv”k_l}f,‘il. Unlike our standard KF drift tracking algorithm, the previous es-
timates are not used as priors for the M Kalman Filters. Instead, the predicted

4

models probabilities {}l,,k_uk

= LX) a0 H'}:k_,uk_] }{,Vil are calculated. Then the

¢

previous estimates together with {]ll'kﬁl‘

Jo1, are used in the mixing stage to cal-
culate {d(i],7(~l|k—l tM | and {P?i-uk- 1M, The mixing stage drift estimates and
the associated covariances are then fed as priors to the corresponding M filters
(substituted in KF equations (4.22-4.24)) to result in the posterior models estimates
{ d?,k[k}gil A ngjk}t[?\il'

The output of the IMM algorithm is then found by first updating the models
probabilities {;4?1(“(}6’){,, which are used then together with the outputs of the M
KFs to find d,»vk“( and P, ;. The algorithm then reiterates taking the predicted drift

for step k+ 1 to be equal to the estimated drift at the current time step (’i’vk{,] = (f,'vk“(.

The system described in this chapter is completely observable at the deploy-
ment stage of the sensor network, when no sensors are drifting. However, as the
sensors start to develop drift the system becomes partially observable. When em-
ploying our algorithm, the drifts are detected and consequently the readings of the
sensors are corrected to become close to the ground truth. This together with that
the probability of many sensors start drifting simultaneously is low, enhance our
ability to extend the period of observability of the system. Hence, extending the

useful time of the sensor network. Thus, giving us the opportunity for making the
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Figure 5.1: A block diagram for the unsmooth drift estimation and measurement
correction algorithm

most use of the network.

Figure (5.1) shows a block diagram describing the unsmooth drift tracking al-
gorithm. The IMM block in figure (5.1) is further broken down in figure 5.2. The

steps of our unsmooth drift tracking algorithm are stated below:

Decentralised error correction algorithm for unsmooth drifts

For each node i

e At step k, a predicted drift J,‘,k = (f,-vk_ Ik—1 is available

are available.

e The prior model probabilities ;42

—1[k=1

e Fach node i obtains its reading r;

e The corrected reading is calculated, x;; = rj; — (ik and then transmitted to
the neighbouring nodes.

e Each node computes the average Xj.

e The drift measurement y;y = r;; — Xy is obtained.
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00
Pi,kA1|k—1 + Qik
P?.i~1|k4 + Qik + ik

e IMM output stage
The Model probabilities are updated

. Ok ey )’
. B Hik—1k € “
i - : 7
iklk M 0 _ T e i
L1 Mik—1ph ©

where A = P%

ik—1k—1 T Q;x + dix- The resultant estimated drift and its asso-

ciated covariance are updated as follows:

M
digk = leiuk (o

a=1

& ; = i 2
Pk = 2 ik B P+ {dige — dinad®)

x=1

e The projected drift &;,Hl = d,.'k“( is then obtained and the algorithm reiterates.

5.3 Complexity analysis

The computational complexity and memory complexity of our unsmooth drift cor-
rection algorithm is mainly contributed by the IMM algorithm computations. The
IMM algorithm estimate of drift at each time step, involves running M KFs, eval-
uating the predicted model probability, the mixing stage outputs and evaluating
the updated probability, the resultant drift and the resultant variance according to
the equations listed in the previous section. This involves real number computa-
tions rather than matrix computations. Hence the computational complexity is only
contributed by the number of multiplications and divisions of real numbers. Ob-
viously, the computational complexity of the IMM algorithm is more than M times
the computational complexity of the KF. To compare between the complexities of

the two methods, we use in the next section the processing time required by each
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algorithm as an indication. Memory complexity is mainly contributed by storing
the values of the predicted model probability, the mixing stage outputs, the KF up-
date stage outputs and the updated probability. The communication overhead in

the network is contributed by the reporting of x among the neighbours.

5.4 Evaluation

Our aim is to evaluate the ability of our proposed framework to correct measure-
ment errors experienced in a sensor node using the information gathered from the
nearest neighbouring nodes. We simulate a small sub-network of 10 densely de-
ployed sensor nodes measuring the temperature in a certain area. We assume that
two sensors are developing smooth drifts with jumps of the forms shown in figure
1.3. We compare our IMM drift tracking algorithm with the plain KF drift tracking
algorithm under the same drift and random error (noise) scenarios. The measure-
ment noise is taken to be Gaussian with zero mean and variance 0.01. This means
that the measurements will at most suffer form 40.3 C° error due to noise only.
The drift measurement variance J;; for each node is chosen from [0.005-0.01] and
the state variance Q; is taken to be 0.001.

The number of models we consider in our evaluation of IMM algorithm is
M = 11. The results of the KF drift tracking algorithm are shown in figures 5.3
and 5.4, whereas, the results of the IMM drift tracking algorithm are shown in fig-
ures 5.5 and 5.6. Comparing figures 5.6 and 5.4, it is clear that both algorithms
track the drift in node 1. However, the IMM drift algorithm performs considerably
better. It follows the drift with jumps instantly with minimal errors and more effi-
ciently than the plain KF drift tracking algorithm. Hence, the IMM based algorithm
outperforms the KF based algorithm in terms of the speed and the accuracy of es-
timating the drift. It is also clear from figures 5.5 and 5.3 that both the IMM and
the KF based algorithms correct the erroneous measurements by accounting for the

drifts and the random noise to become very close to the actual temperature.

Looking back at figures 5.5 and 5.3, we notice that both the IMM and the KF
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Figure 5.3: The reading of node 1,
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Figure 5.4: Actual and estimated drifts in nodes 1 and 2 for KF.
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Figure 5.5: The reading of node 1, the corrected reading and the actual temperature
for IMM.
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Figure 5.6: Actual and estimated drifts in nodes 1 and 2 for IMM.
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drift tracking algorithms extend the effective operational life time for node 1. If we
assume that for our application that the maximum tolerable temperature error in
node’s 1 reading is 1 C, then the life of node 1 is extended from 20 time units when
there is no drift correction (Reading of node 1 curve) to at least 100 time units when
the IMM or the KF algorithms is applied (Corrected reading curve). This applies to
all of the network’s sensors that develop drift. Hence, the life of the network will be
extended by applying the drift tracking and correction algorithms. It is also worth
noting from figures 5.5 and 5.3 that the difference between the actual and corrected
reading curves tend to be in average smaller for the IMM algorithm results. This
indicates that the error accumulation in the case of IMM is less and so it is expected

to give longer life for the network.

In addition to the drift, we also address the bias problem. As we mentioned
earlier, the bias is the initial reading error or in other words, the drift at time zero.
We assume that the sensor nodes are factory calibrated before the deployment and
so it is unlikely that a high percentage of the sensors will suffer from bias. In a
sensible situation, if most of the sensors are without bias at time 0, then such a bias
can be captured by both the KF and IMM based solutions as a constant drift of a
certain amplitude. Figures 5.7 and 5.8 show the KF and IMM algorithms results

when both sensors 1 and 2 suffer from bias and unsmooth drift.

It is obvious from both figures that the two algorithms efficiently capture and
correct the bias. However, the IMM algorithm catches and corrects the bias faster.
It is important to note here that if many sensors suffer from the bias, then both
solutions will not be accurate, as we get little help from the neighbouring sensors
to correct the bias. Furthermore, it is unrealistic to have many sensors with initial

bias as the sensors have to be factory calibrated before deployment.

More comparisons between the two algorithms are shown in figure 5.9, when
two sensors in the sub-network are subject to smooth drifts, and in figure 5.10,
when the same two sensor are subject to unsmooth drifts. It is clear, in both sce-
narios, that the IMM drift tracking algorithm performs better than simple KF drift

tracking algorithm in terms of speed of following the drift and in terms of the RMS
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Figure 5.7: Actual and estimated biases/drifts in nodes 1 and 2 for KF.
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error between the estimated and actual drifts. However, the improved performance
of IMM is at the cost of the increased computational complexity. We use the pro-
cessing time required by each algorithm as an indication of its computational com-
plexity. Table 5.1 shows the average processing time required by the KF based
algorithm and the IMM based one (for different number of models) as reported by
our MatLab simulations. The Ratio column clearly shows that the IMM based al-
gorithm requires approximately 2M the time required by the KF based algorithm.
Obviously, the computational complexity can be reduced by reducing the number
of models M used in the IMM algorithm. Figure 5.11 shows the RMS error in the
estimated drift for the KF based algorithm and the IMM based algorithm for dif-
ferent number of models. We notice that the RMS error reduces with M. However,
the rate of change in the RMS error also decreases with M; the difference between
the RMS errors for M = 7 and M = 11 is very small. In fact, it is well known in
target tracking literature that using more models does not necessarily lead to bet-
ter estimation, whereas it definitely increases the computational complexity [85].
Therefore, M should be chosen carefully. Alternatively, a model such as the vari-
able structure IMM (VSIMM) which adaptively determines the minimal number

models for estimating the state may be used [86].

It is important here to note that the speed of following the drift for the KF based
algorithm can be increased by increasing Q;;. However, this will lead to more
oscillatory response and will result in increasing the RMS error. Adding another
component to the state vector, namely, the speed of the drift while maintaining the
same value of Qjy, will result in faster tracking of the drift with less RMS error.
Unfortunately, this will increase the mathematical complexity, as the problem of
estimating the drift will then involve matrix multiplications and inversions, which

is not desirable in a wireless sensor with limited computational capability.

We conducted several simulations and observed that the method worked as
long as not all sensors start drifting at the same instant of time. Generally speaking,
we noticed that the performance of both algorithms is dependent on the number

of drifting sensors, the amplitude of drifts or biases and the starting times of the
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Figure 5.9: RMS error for both algorithms under smooth drift scenario.
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Figure 5.10: RMS error for both algorithms under unsmooth drift scenario.
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Table 5.1: Processing times required by KF based and IMM based drift estimation
and correction algorithms.

Algorithm Processing time/iteration (PT) | Ratio = };7;(3('%)
KF 1.4 ms 1

IMM (M =3) | 851 ms 6.079

IMM (M =17) 19.83 ms 14.16

IMM (M = 11) | 32.49 ms 23.21

drifts. If all the sensors suffer from considerable biases at time zero the method
will not work accurately. We went as far as 70% of the sensors drifting, and the
corrections still made the network system data validity hold. It can be higher than

this, but it depends on the error amplitudes.

5.5 Conclusion

In this chapter we have introduced a formal statistical procedure for correcting sen-

sor errors in a WSN based on the assumption that neighbouring sensors have cor-
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Figure 5.11: RMS error under unsmooth drift scenario for different number of mod-
els.
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related measurements and that the instantiation of drift in a sensor is uncorrelated
with other sensors. The sensors in the neighbourhood are assumed to be densely
deployed. Hence, the average of their corrected readings is taken as a basis for each
sensor to self-assess. The solution is designed to capture both smooth drifts and un-
smooth drifts that have jumps and sudden escalations. It is also computationally
simple as it is decentralised dealing with single state IMM based algorithm. Com-
pared to KF solution introduced in the previous chapter, the IMM based algorithm
performs better in detecting and correcting both the smooth drift and unsmooth
one, however, at the cost of the computational complexity. It is important here to
note that in the case of smooth drift, including the speed of the drift in the state
model of the KF, would result in better estimate of the drift than that of the IMM
solution (interms of accuracy and speed). However, that would involve the evalua-
tion of matrix operations such as inversion which is not desirable in WSNs scenario.

Next chapter, we will address the problem when the sensors are not densely
deployed and therefore the average cannot be used by the sensors to self-assess
their readings. In this case each sensor is required to find a way to express it's
reading in terms of its neighbour’s measurements. As will been seen this is done

using support vector regressior.



Chapter 6

Spatio-Temporal Modelling of
Measurements in Wireless Sensor
Networks

N this chapter, we introduce a more general solution for the problem of sensor
I measurement errors WSNs. We relax the assumption of the dense deployment
of the sensor network. As a result, the measurements of the sensors within a cluster
are assumed to be variable with distance and time. This means that the average of
the sensors reported corrected readings cannot be used by the sensors to self as-
sess their readings. Instead, the solution adopts the novel idea of using Support
Vector Regression (SVR) by each sensor to model the spatio-temporal correlation
among sensors in the cluster. SVR implements this in two phases, namely the train-
ing phase and the running phase. During the training phase, sensor measurements
collected during the initial deployment period (training data set) are used to model
a function which expresses the reading of one sensor in terms of the readings of its
neighbours. The sensors at this stage are assumed to be correctly calibrated. Dur-
ing the running phase, each sensor uses its trained model to find a predicted value
for its measurement in terms of the corrected measurements of its neighbours. It
then uses this predicted value to self-assess its measurement and estimate its drift

using a KF and then correct its measurement as was done in chapter 4.

Similar to the previously proposed solution in chapter 4, the solution presented
here is designed for smooth drifts and is based on the assumption that neighbour-

ing sensors have correlated measurements and that the instantiation of drift in a

87
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sensor is uncorrelated with other sensors. The use of statistical modelling rather
than physical relations to model the spatio-temporal cross correlations among sen-
sors makes the framework presented here, in principle, applicable to most sens-
ing problems. The algorithm also runs recursively and is fully decentralised. We
demonstrate using real data obtained from the Intel Berkeley Research Laboratory
that the algorithm successfully suppresses drifts developed in sensors and thereby

prolongs the effective lifetime of the network.

6.1 Modelling and predicting measurements using SVR

Our aim is to predict the actual sensor measurements X; x of a sensor node i at time
instant k using the corrected measurements from neighbouring sensors. Our inten-
tion is to learn a model function f(.) that can be used for predicting the subsequent
actual sensor measurements through out the whole period of the experiment. SVR
implements this in two phases, namely the training phase and the running phase.
During the training phase, sensor measurements collected during the initial de-
ployment period (training data set) are used to model the function f(.). During the
running phase, the trained model f(.) is used to predict the subsequent actual sensor
measurements X; ;. Below we describe the mathematical formulation of SVR.

For simplicity, we consider a training data set represented by Xs = {(xy, %) :
k = 1..m} in the input space, where m is the number of training vectors. The data
vectors X; are mapped to a feature space via a non linear function ¢(.) : RY — RP,
resulting in image vectors X = {(¢(xx),z) : k = 1..m}, where p is the dimension
of the feature space and d is the dimension of the input space. Our aim is to fit a
function f(¢(x)) to the data set in the feature space that has at most € deviations
from the targets z; of the training input [87]. This means that errors less than e
are ignored and that errors greater than € are penalised. For the linear case, the

function f(¢(x)) is given as:

F(p(x)) = (w0p(x)) +b (6.1)
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where ( . ) denotes the dot product in X, w € RP and b € R is the bias. Choosing
a function f(¢(x)) for X in the feature space that ensures a smooth function in the
input space can be obtained by minimising the norm ||w||* [87,88]. This leads to the
following optimisation problem for support vector regression with an e-intensive

loss function [87,89].

l m
min §||wi|2+CZ(§k+§z)
k=1
subject to:  z — (w.¢(x)) — b < €+ &
(we(x)) +b—z < e+

€l >0, k=1..m (6.2)

where {{y. &} : k = 1..m} are the slack variables that allow some errors to be toler-
ated in approximating the function f(¢(x)) using the input X (see Figure 6.1). The
constant C > 0 determines the trade off between the complexity of the function
f(¢(x)) and the degree to which deviations more than € are tolerated (see Figure
6.1). Using the Lagrange technique, a dual for the above primal optimisation prob-
lem (6.2) can be obtained. The Lagrange function for this optimisation problem is
as follows:
m m

] 1 +\ Y/ x * e ) 4 * K
L =35 leol® + C Y (& + &) — Y (meh+ 1iGh)
k=1 k=

Y (et B 7+ (wp(x)) + b)
k=1

— ) ajp(e+ & + 2z — (wp(x)) —b) (6.3)

k=1

where {ay, &}, 17k, 7 > 0 : Vk} are the Lagrange multipliers. Equating the partial

derivatives of L with respect to b, w, ¢} and ¢; to zero yields:

oL m o
T 0 = g(mk —af) =0 (6.4)
aL m .

a—(;:O = W — Z(nk~ak)¢(xk) =0 (6.5)

k=1
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oL

— =0 = C—ua;—1=0 6.6
5% k— Mk (6.6)
oL

— =0 = C—a"T—pyr=0 6.7
ac;:;: k Tk ( )

Substituting (6.4) - (6.7) in (6.3) results in

1 m
—5 2 (e m) () {p(x0)-p(x)
k=11=1
+sz ak—a;)—eZ(akjLa;) (6.8)
k=1 k=1

Therefore, the dual problem is as follows:

max L
m
subject to: Y (ax — o) =0,
k=1
0 <wayap <C k=1.m (6.9)

Further, using (6.5) and (6.1), we can obtain

ak — o) P (xx) (6.10)

w

Ell B

(p(x) = Y (a—a}) {(p(xi)-p(x) +b 6.11)

k

Il

This dual problem (6.9) is a quadratic optimisation problem with linear constraints.
The solution can be obtained using widely available convex optimisation tech-

niques such as the interior point methods [87,90, 91].

From the Karush-Kuhn-Tucker (KKT) conditions [87,88,90] for the optimal solu-
tion of the dual problem (6.9), the data vectors that satisfy | f(¢p(xx)) — z| < € will
have their {a, a}} as zero. Only data vectors that fall outside or on the e-tube (i.e.,
| f(¢(xk)) — zx| = €) will have nonzero {xy, a} }. These data vectors are called sup-
port vectors. Hence, only the support vectors, rather than the whole data set, are

required to approximate the function f(¢(x)). Therefore the approximate function
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f(x)

Loss

= - +E& 2-4(x)

Figure 6.1: Support vector regression framework [91].

that models the input vectors becomes f(¢p(x)) = L™ (ax — &}) (P(x4).¢(x)) + b,
where mg, < mis the number of support vectors.

The bias b can be computed using support vectors that fall on the e-tube [92]
using the equation b = average,{6; 4 z; — Ls(ay — as*) (Pp(x5).¢(x;))) }, where 6, =
€ sign(a; — a). In the case of using an interior point optimisation technique for
optimising (6.9), b happens to be the by-product of that optimisation process [87].

Using Mercer kernels, the dot product computations of the image vectors in the
feature space can be computed in the input space without any knowledge of the
non-linear function ¢(.). Hence the optimisation problem (6.2) can be expressed in
terms of a Mercer kernel function K(u, v) = ¢(u)¢(v)’, by replacing the dot prod-
ucts with the kernel function. This is called the kernel-trick [89]. This provides a
way to fit non linear regression to the data in the input space. Hence the function
approximation (6.11) now becomes:

mg,

f(x) = Z(!Yk = R;)K(Xk,X) + b (6.12)
k=1

In this chapter, we use the Gaussian kernel K(u,v) = exp(~ﬂ“2%vvlﬁ) for the SVR
G

with 7 as the kernel width parameter. There are three modelling parameters that
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need to be considered in using SVR to fix a model to the data, namely C.e and 7.
In practice, the parameter values are obtained by grid-search and cross-validation
techniques [68,91]. Further, the number of support vectors produced also depends
on these parameter settings [88,91], thereby providing flexibility in terms of obtain-
ing the desired number of support vectors during training.

We use sensor measurements collected during the initial periods of deployment
of the network as our training data set. We assume that this data is void of any drift
and can be used for training the SVR at each node. This is a reasonable assumption
in practice, as the sensors are usually calibrated before deployment to ensure that
they are working in order. Hence the training data set we consider at each node i is
given by Xy = (TrX, TrZ), where TrX = {Xj), Xjk—1 : j= l..n— 1,k = 1..m,j # i},
TrZ = {x; : k= 1..m} and m is number of training data vectors.

After the training phase, each node i has only to keep in memory the support
vectors, the non-zero Lagrange multipliers (ax — ay*) and the bias b. This model
obtained via SVR training will then be used during the running phase for predicting
the subsequent actual measurements x; using (6.12). The output of SVR and the
readings r; are used by the KF to estimate the drift experienced in that sensor node
and correct the reading error. Below we explain the KF formulation that utilises the

SVR prediction for online error correction in sensor networks.

6.2 Iterative drift estimation and correction using SVR-KF
framework

In this section, we consider a solution for the smooth drift problem under non dense
deployment conditions. It is similar to the smooth drift detection and correction al-
gorithm presented in section 4.1. However, instead of using the average of the
neighbourhood X;j, each sensor uses the predicted corrected reading X; to eval-
uate the drift measurement y;y. X;j represents a better modelling for the spatio-
temporal correlation of measurements within the cluster. The trained SVR of each

node i finds X; x as an approximation to Tj using the current and previous corrected
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readings of the neighbours xj = F({Xj—1. X} j)-

The solution to the smooth drift problem consists of the following iterative
steps. At stage k, a reading r;y is made by node i. Rather than sending that value
directly to its neighbours, the node is aware of its drift, and has an estimate &;k
for it at this stage. It is a projected value from an estimate of the drift made at the
previous stage c?,-vk_”k,]. Using this estimate of the drift, the node computes the
corrected sensor measurement x;, and sends it to its neighbours. Each node then
collects all the neighbours’ values and computes x; . To estimate the drift of a node,
the mathematical model given in (6.13) is used, assuming smoothness in the way
the drift changes.

dix = dix—1 + Vix Vixk ~ N(0, Qi) (6.13)

where v is the process noise and is taken to be a Gaussian noise with zero mean

and variance Qj.

A source of information is needed to provide input to a statistical model such as
equation (6.13). Since the sensor measurement r; x usually suffers from random er-
ror w;x and systematic error (drift/bias) d;y, the reading or measurement of sensor
iis given by:

rig = Tix 4+ dig + wix Wix ~ N(pix Rix) (6.14)

where T;; is the actual (groundtruth) value of the measured variable at sensor i
and w;y is the measurement noise and is taken here to be a Gaussian noise with

zero mean (p;x = 0) and variance Rj.

We also define x;y, the corrected measurement of sensor i at time instant k. x; x
is never sensed but calculated. It is the difference between the sensor reading and

the estimated drift and is calculated by x;x = ;4 — d;j to result in x;x = T;x + Wj.

Since the sensors are not densely deployed, we use X;; = ({1, Xj,k}}?_,l'#j)
(the output of the SVR modelled function) as an estimate for the expectation of
actual (groundtruth) value X;; = E{T;x} + €;x. e;x is an error component and is
ideally equal to zero when the SVR algorithm is well trained. We also define y;j in

(6.15) as the difference between the measurement r;; and the SVR modelled value
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X and refer to y; as the drift measurement of node i at time instant k.

Yik = Tik — Xik (6.15)

At early stages of deployment of the sensor network when very few sensors have
started to develop drift, and given that the instantiations of drifts in all the sen-
sors are random, we assume that E{T;x} = Tjx. Substituting equation (6.14) into

equation (6.15) results in:

Yik = Tig+dig+ wip— Xy
= Tix+dix+ wig— E{Tix} — eix
= dix+ Wik — €jx

= dix+ Pik (6.16)

If we assume 9 is Gaussian (; x ~ N(0,4;x)), then d; x can be estimated accurately
by a KF [78]. Else the estimated drift will build error along time. In this chapter
we adopt the assumption that ¢; is Gaussian (;x ~ N(0, d;)) and therefore, we
use the KF to estimate d;y. It can be seen from equations (6.13) and (6.16) that the
state transition matrix F and the observation matrix H of the KF are equal to an
identity matrix of dimension (Ix1). This dramatically reduces the computational
complexity of the KF, as no matrix multiplication or inversion is required for the
evaluation of innovation covariance and the Kalman gain. As shown in section 4.1,

this leads to the probabilistic solution for drift d;x ~ N(d; . P; ) with mean and

variance given by:

digk = dig—1jk—1 + K(yik — dix) (6.17)

Pk = (Pik—1jk—1 + Qix)(1 = K) (6.18)
P 111+ O;

K — ik—1)k—=1 T Qik 6.19)

Pixorjg—1 + Qik + ik

d;x is the predicted drift at the beginning of stage k, before the correction. In this



6.2 Iterative drift estimation and correction using SVR-KF framework 95

case, diy = (f,-‘k_”kAl, a straightforward prediction given by the KF solution. Note
that (y;x — (fi‘k) = Xjx — Xjx. The variances Q;y, d;x, P;y_1 and P,y are numbers, and
therefore the solution is easy to compute in a sensor network with a very small
complexity. Once dA,-yk[k is evaluated, it is used as the predicted drift d;;,; for the
next stage. This allows for the correction of reading rj .

The system described in this chapter is completely observable at the deploy-
ment stage of the sensor network, when no sensors are drifting. However, as the
sensors start to develop drift the system becomes partially observable. When em-
ploying our algorithm, the drifts are detected and consequently the readings of the
sensors are corrected to become close to the ground truth. This together with that
the probability of many sensors start drifting simultaneously is low, enhance our
ability to extend the period of observability of the system. Hence, extending the
useful time of the sensor network. Thus, giving us the opportunity for making the
most use of the network.

Figure 6.2 shows a block diagram that summarises our SVR-KF drift correction
framework in sensor i. The steps of our smooth drift tracking algorithm are also

stated below:

Decentralised error correction using the SVR-KF framework

For each node i

e At step k, the predicted drift &,,\ = cfj‘kqlk__l and the previous time step pro-
cess variance P;;_ . are available.

¢ Each node i obtains its reading r; 4

e The corrected reading is calculated, x;x = rj — (7“( and then transmitted to
the neighbouring nodes.

e Each node computes X;x using the SVR equation (6.12).

e The drift measurement y; ; = r;y — X;x is computed.

e Substituting into (6.17-6.19) results in the current time step estimates dA,-'k|k
and P ;.

e The projected drift dw,-ka = dA,;k“( is obtained and the algorithm iterates.



96 Spatio-Temporal Modelling of Measurements in Wireless Sensor Networks

X o X g
%]
T |
| )
. i k41
Iy di.k SVR
’
di,ki
7

Figure 6.2: The SVR-KF drift estimation and measurement correction framework
at node i.

6.3 Complexity analysis

The computational complexity and memory complexity of our online drift correc-
tion framework are mainly contributed by the SVR and KF computations.

The computational complexity for modelling data using SVR is mainly con-
tributed by the training phase. Training the SVR involves a quadratic optimisa-
tion process. Polynomial time algorithms such as the interior point methods incur
O(m?®) arithmetic operations and have a complexity of O(y/mLs) iterations [93]. m
is the number of training vectors and L; is the size of the optimisation problem,
i.e., roughly the number of bits required to represent the problem. The overall
complexity for the training phase is of O(m®). Alternatively, linear programming
based support vector regressions can be used in place of the current quadratic pro-
gramming based SVR [94, 95], which is advantageous in terms of computational
complexity. There are several algorithms available for linear programming in the
literature [93]. The simplex algorithm is extremely efficient in practice, although it
has been shown to have worst case exponential complexity in the number of vari-

ables [96].
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The training of SVR is usually done once or at low frequencies during the life
time of the sensor network, unless the network is deployed in a highly dynamic
environment. Hence they can be trained off-line or at a high performance node
which is resourceful. Then the trained SVR can be uploaded to each sensor for
use in the running phase. Note that only the support vectors are required to be
uploaded to the sensors as opposed to the whole training data set. This way the
communication and memory overhead in the sensor during the running phase can
be reduced. Further, the SVR can be retrained if there is a significant change in
the observed phenomenon. This can be done in an incremental fashion with less
computational overhead. This is a topic of future research in this context.

The running phase of the SVR involves evaluating the output of the function
f(.) for the corrected measurements of the neighbourhood obtained at each time
step. This involves a maximum computational complexity of O(m?,) in each sensor,
where mg, << m is the number of support vectors. The memory complexity for
the SVR training phase is O(m + 2my, + n+ 1) and for the running phase O(2ms, +
1). Each node has to communicate its corrected measurements among its closest
neighbours in each time step. This involves a communication overhead of O(n— 1),
where n is the number of nodes within the closest neighbourhood (cluster).

The KF estimates the drift at every time step using equations (6.17-6.19). This
involves real number computations rather than matrix computations. Hence the
computational complexity is only contributed by the number of multiplications and
divisions of real numbers. Memory complexity is mainly contributed by storing the
values of the estimated drift of the current and previous instances, current reading,

and the predicted measurement from the SVR.

6.4 Evaluation

Our aim is to evaluate the ability of our proposed framework to correct the drift ex-
perienced in a sensor node using the information gathered from the nearest neigh-

bouring nodes. The data in our evaluation are a set of real sensor measurements
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Figure 6.3: Sensor nodes in the IBRL deployment. Nodes are shown in black with
their corresponding node-IDs. Node 0 is the gateway node [97].

gathered from a deployment of wireless sensors in the Intel Research Berkeley Lab-
oratory (IBRL) [97].

In 2004, a set of wireless sensors with 55 sensor nodes (including a gateway
node) were deployed in the IBRL lab for monitoring the lab environment (refer to
Figure 6.3). They recorded temperature, humidity, light and voltage measurements
at 30 seconds intervals during the period starting from 28" February 2004 to 5
April 2004.

We consider a network consisting of seven sensor nodes (n = 7) selected from
the IBRL deployment. The node IDs considered here are 1, 2, 3, 4, 33, 34 and 35.
These nodes come from a cluster of neighbouring sensors in the IBRL deployment
(refer to Figure 6.3). Temperature measurements are used in our evaluations.

Data from the sensor nodes are re-sampled at seven minute intervals and the
first 2000 samples are used for our evaluation purposes. This corresponds to the
data collected during a ten day period from 28" February 2004 to 9" March 2004.
We used the first 1000 samples (this corresponds to the first five days data) as the
training set for use in the training phase. An exponential drift is introduced to the
real data in each node, starting randomly after the first 1000 samples. The data after

1000 samples and up to 2000 samples are used in the running phase for testing our
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algorithm for drift correction. These samples correspond to the next five days of

the IBRL data.

Our algorithm is implemented in MatLab, utilising the SVM toolbox from [98].
For comparison purposes, we run the algorithm on two data sets. The first, is the
data without the introduced drift (WOD), and the other, is the data with drift intro-
duced (WD). Initially the SVR is trained on the first 1000 samples at each node. We
fix the € parameter to 0.05 in all our evaluation. Parameters C and ¢ are selected us-
ing grid search and cross-validation. In order to obtain this, we divide the training
set (the first 1000 samples) into two parts. The first 60% of the training set is used

for training the SVR and the other 40% is used for testing. Root mean square error

RMSE = _):_,_(y,q# mean absolute error MAE = Y| | |y, — f(x))| (where q

is the number of training vectors) and number of support vectors are computed for
each (C, y¢) pair. The pair (C, ) that yields lowest RMSE and MAE errors with a
reasonable number of support vectors is selected and then used to obtain the com-
pletely trained SVR using the first 1000 samples for each node. The (C, ;) pairs
satisfying these conditions are {(1600,40), (1600,40), (1600,80), (1600,40), (1600,80),
(1600,160), (1600,40)} for the respective node [Ds {1, 2, 3, 4, 33, 34 ,35}.

During the running phase, each sensor node i at time instant k uses the corrected
measurements collected from neighbours {x;; : j = 1..n,j # i} and the previous
corrected measurements {x;;_; : j = l..n,j # i} as the input of the SVR. The
SVR outputs the predicted measurement X; . X;x and the current reading r; are
then fed to a KF to estimate the drift &,‘yk[k. Using the estimated drift (f,.‘k,k and the
current measurement r;y, the corrected measurement x; ; is computed. This process
is repeated at each time step for the rest of the 1000 samples. The KF parameters
Q;x and J; are tuned using trial and error. The values used in our evaluation are
Qix = 0.001 and 9;; = 2. If §; is set to a high value, the estimated drift starts to
follow the reading as it starts to trust the reading more than the SVR model. When
Qi is high, the estimate becomes oscillatory and leads to an unstable state. Hence,
a compromise has to be made in selecting these values in order to obtain good drift

estimations.
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We have conducted two simulations using two data sets. One data set has no
drifts introduced. We denote this data set by R-WOD, which stands for 'Read-
ings Without Drift" and represents the sensor measurements that only suffer from
noise. The other is the same data set with drifts introduced in seven different sce-
narios. We denote the readings of this data set by R-WD, which stands for ‘Read-
ings With Drift" and represents the sensor measurements that suffer from both drift
and noise. The seven drift scenarios considered in R-WD are as follows: scenario 1
being one node drifting, scenario 2 being two nodes drifting and so on until the last
scenario (scenario 7) having all seven nodes drifting. The resulting corrected mea-
surements obtained when the algorithm is run on the R-WD data set are denoted
by DCM-WD, which stands for ‘Drift Corrected Measurement for readings With
Drift". Similarly, the corrected measurements obtained using data set R-WOD are
denoted by DCM-WOD. It stands for ‘Drift Corrected Measurement for readings
Without Drift .

Figure 6.4 shows a graph obtained for the network having one of the nodes with
drift introduced (namely, node ID 2). The plot shows curves for R-WOD, R-WD,
DCM-WOD and DCM-WD during the sample period from 900 to 2000. From the
graph, it can be observed that the DCM-WD curve is coinciding or very close to the
DCM-WOQOD curve. This shows that the algorithm almost eliminates the introduced
drift into the measurements with minimal error. We ideally expect the curve DCM-
WOD (and DCM-WD curve) to coincide with the R-WOD curve. However, this
is not the case as evident from the graph. This is because the SVR-KF framework
introduces some system error (R-WOD - DCM-WQOD) into the process during the
operation. The reason behind that is that KF, by definition, assumes the linearity of
the system and Gaussianity of the noise. However, ¢;; may be here non Gaussian
and the SVR is a highly nonlinear system. Therefore, the KF estimate will have
some bias which will propagate among the neighbours and build overtime. A bet-
ter candidate to solve the problem of system error is to use the Unscented Kalman

filter (UKF) as will be seen next chapter.
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Figure 6.4: Results for node ID 2 when only this node experiences a drift. The
curves shown are (i) R-WD (ii) R-WOD (iii) DCM-WD (iv) DCM-WOD

Looking back at the figure, it can be observed, as said earlier, that the gap between
the DCM-WOD and R-WOD widens with time. This is because the errors intro-
duced by the system accumulate as time progresses. If this trend is allowed to con-
tinue, the system becomes useless as the corrected measurements become overly
erroneous. In practice, this accumulation of error can be limited by re-initialising

the KF periodically during its operation.

Figure 6.5 shows the readings mean absolute error (|[R — WD — R — WOD)) for
the whole network and for each of the 7 scenario (i.e, one sensor with drift, two
sensors with drift and so on). This error is computed for each scenario as follows:
For each node, and at each time instant, the absolute error between the observed
readings R-WOD and R-WD is computed. Then the average error is computed by
taking the average of the absolute errors of all the seven nodes. This graph, in
essence, shows the mean absolute value of the drift introduced to the network in

each of these scenarios, separately.
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Figure 6.5: Mean absolute error of readings for each scenario.

As seen from figure 6.4, the DCM-WD curve incurs 2 error components. The first
is the system error (R-WOD - DCM-WOD), the other, is the error in accounting for
the drift (DCM-WOD - DCM-WD). Therefore, to judge the ability of the SVR-KF

framework to eliminate the drift, we compare between the mean absolute error of

the readings (|[R — WD — R — WOD)|) and the mean absolute error of the corrected
measurements ((DCM — WD — DCM — WOD)|).

Figure 6.6 shows the mean absolute error between the corrected measurements

({DCM — WD — DCM — WOD)) for the whole network and for each of the 7 sce-
nario. This figure reveals the effect of drift error in the network as a whole, as the
number of sensors with drift increases. It is evident from this figure that when
more than 50% of the nodes develop drift, the error starts to increase significantly
and becomes comparable to the case when there is no correction applied (figure
6.5). For example, in the case of 3 sensors drifting, the maximum error with the
error correction algorithm applied is approximately 0.4 as opposed to 0.85 when

there is no correction. In contrast, the case when 4 sensors are drifting results in
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Figure 6.6: Mean absolute error of the corrected measurements for each scenario.

a maximum error of approximately 1.2 when the correction algorithm is applied,
whereas it results in maximum error of 1.3 when no correction is applied.
Furthermore, comparing the two figures 6.5 and 6.6 for the scenario of 3 sen-
sors drifting, it can be observed that the network with the error correction ability
incurs a mean absolute error of 0.4 or less for the whole period of 2000 samples. In
contrast, the network without the error correction ability, incurs a maximum mean
absolute error of 0.4 up to the sample 1500. Beyond this the mean absolute error
increases up to 1. This is an evidence that the network with error correction ability

extends its useful life time compared to the one without the error correction ability.

6.5 Conclusion

In this chapter we have proposed a formal statistical procedure for estimating sen-
sor errors in a non densely deployed WSN. The solution assumes that neighbouring

sensors in a cluster have correlated measurements and that the instantiation of drift
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in a sensor is uncorrelated with other sensors. We have used SVR to model sensor
measurements by incorporating the spatio-temporal correlation among neighbour-
ing sensors and then to predict future measurements. The prediction is used by
a KF to estimate the drift in the sensor reading under consideration. The algo-
rithm runs recursively and is fully decentralised. We have demonstrated using real
data obtained from the IBRL that the algorithm successfully suppresses the drifts
developed in sensors and thereby prolongs the effective life of the network. We
have noticed that although the KF based algorithm estimates the drift and corrects
the reading of a node, it introduces some system errors that accumulate with time.
Therefore, in the next chapter, we incorporate instead, UKFs as they can deal with

non Gaussian noises and nonlinear systems.



Chapter 7

Addressing Estimation Errors
Caused by Nonlinearity of SVR

N the previous chapter we have introduced an SVR-KF framework for detect-
I ing and correcting sensor measurement errors in a WSN. The solution did not
require the sensors to be densely deployed. From the evaluations, we showed that
the algorithm successfully eliminated the drift introduced into the measurements
with minimal errors. However, we also noticed that the SVR-KF framework intro-
duced some system errors (different from the sensor drift) into the process during
the operation. The system error accumulated with time. If this were allowed to con-
tinue, The system corrected measurements would have become overly erroneous.

In this chapter we introduce a new algorithm that solves the above mentioned
problem under the non dense deployment conditions. The solution may seem to be
similar to the SVR-KF of the previous chapter, whereas it is substantially different.
We use here UKFs instead of KFs. The use of UKF reduces the system error noticed
in the SVR-KF evaluations since it is a better method for estimating the mean and
the variance of a random variable propagating through a nonlinear system. The
estimated variable here is the actual temperature whereas in the previous chapter
it is the drift. The SVR is also used in a different fashion.

As we did in the previous chapter, we use the SVR as a form of statistical mod-
elling rather than physical relations to model the spatio-temporal cross correlations
among sensors. This, in principle, makes the framework presented in this chapter
applicable to most sensing problems. The solution presented here does not assume

linearity of the drifts and is fully decentralised. We demonstrate using real data
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obtained from the IBRL that our algorithm successfully suppresses drifts and noise

developed in sensors and thereby prolongs the effective lifetime of the network.

7.1 Modelling and predicting measurements using SVR

Similar to the previous chapter, we aim by using SVR to predict the actual sensor
measurements X;; of a sensor node i at time instant k using the corrected mea-
surements from neighbouring sensors. Our intention is to learn a model function
f(.) that can be used for predicting the subsequent actual sensor measurements
through out the whole period of the experiment. SVR implements this in two
phases, namely the training phase and the running phase. During the training phase,
sensor measurements collected during the initial deployment period (training data
set) are used to model the function f(.). During the running phase, the trained model
f(.) is used to predict the subsequent actual sensor measurements X .

We use the Gaussian kernel K(u, v) = exp(— ‘“T;(V;) for the SVR. There are three
modelling parameters that need to be considered in using SVR to fix a model to the
data, namely C,e and 7. These were defined in the previous chapter. In practice,
the parameter values are obtained by grid-search and cross-validation techniques
[68,91]. Further, the number of support vectors produced also depends on these
parameter settings [88, 91], thereby providing flexibility in terms of obtaining the
desired number of support vectors during training.

The sensor measurements collected during the initial periods of deployment of
the network are used as our training data set. We assume that this data is void of
any drift and can be used for training the SVR at each node. This is a reasonable
assumption in practice, as the sensors are usually calibrated before deployment to
ensure that they are working in order. Hence the training data set we consider at
each node i is given by X; = (TrX, TrZ), where TrX = {xj4_; : j = L.nk =
l..m,j # i}, TrZ = {x;x : k= 1..m} and m is number of training data vectors.

After the training phase, each node i has only to keep in memory the support

vectors, the non-zero Lagrange multipliers (ay — ay*) and the bias b. This model
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obtained via SVR training will then be used during the running phase for predicting
the subsequent actual measurements X, using (6.12). The output of SVR and the
readings r;; are used by the UKF to estimate the corrected measurement of that

sensor. The SVR-UKF framework is explained in the next section.

7.2 Iterative measurement estimation and correction using
an SVR-UKF framework

The solution to the smooth drift problem consists of the following iterative steps.
At stage k, areading r; is made by node i. The node also has a prediction for its cor-
rected measurement (actual temperature at this sensor), X; x= f({X;x-1 }}Ll’j#j). asa
function of the corrected measurements of all neighbouring sensors in the cluster
from the previous time step. Using this predicted value (X; ) together with r;, the
corrected reading x;; and the drift value d; are estimated. The node then sends
the corrected sensor value x;j to its neighbours. After that, each node collects the
neighbourhood corrected measurements and computes X;; and so on. It is im-
portant here to emphasise that our main objective is to estimate x;; the corrected
reading which represents our estimate for the groundtruth value T;; at node i. As-
suming that x;; and d;; change slowly with time the dynamics of x;; and d;j are

mathematically described by:

(L) (1) (1)
Xik = Xik—1 1ty ’/;,k'NN(O‘QE‘k’) (7.1)

% )
dig = dir+15 1y ~ NO.QY) (7.2)

where I]}'}() and ;],.(? are the process noises. They are taken to be uncorrelated Gaus-
sian noises with zero means and variances QE’IR) and Qﬁyzk), respectively.

The value x;; is never sensed or measured. What is really measured is r;j, the
reading of the sensor. As we argued earlier, r;; deviates from x;; by both sys-
tematic and random errors. The random error is taken to be a Gaussian noise

wix ~ N(0, R;x) with zero mean and variance R;; (measurement noise variance).
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The systematic error is referred to as the drift d;. This leads to (7.3).
Vi = rie=xi+ dig+ wi Wi~ N(O, Ryy) (7.3)

We also define yﬁ) as the difference between the measurement r;; and the SVR
modelled value X;; and refer to yﬁ) as the drift measurement of node i at time

instant k.

2 1 .
Yg,k) = )’},k)_ F({Xjh-1}o )

= Xk + dik+ wix — F({Xju-1}j1 j21)

= Xjk+ dix+ wix— Xix Wik ~ N(0,R) (7.4)

The model is expressed in vector notation as follows:

Xj 1 0 X k- 1 (1)
Bo=1 = " "('g) (7.5)
d,"k 0 1 di,k-—l ']i,k
(1)
Yy = [ S I I I I (7.6)
1 2 - = 4
[ )’,(-_k) 11 d;k Wik Xik

The noise component associated with X;; is Gaussian with mean vector py,, =

(1)
y Q;
[0 0]7 and covariance matrix Qx;; = - @ |- The noise component as-
0 Qi
sociated with Y has a mean vector py, = [0 0] "and covariance matrix Ry;; =
Rik Rix e - . .
which indicates that it is not Gaussian. The system is clearly observ-
Rik Rix

able when X;; = x;y, i.e. when X is a true, bias free, representation of x;, and the

difference between x; and X; is zero.

Since the noise component associated with Y is not Gaussian, the KF cannot
be used [99] to estimate x; x and d; . Another filter that can be used for solving such
a problem is the Particle Filter. Unfortunately, the high computational complexity

of the Particle Filter makes it unsuitable for the use in WSNs, where the sensors
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are limited in their energy and computational capabilities. A better alternative is
to use the UKF. The Unscented Transformation (UT) was introduced by Julier et
al. in [100] as an approximation method for propagating the mean and covariance
of a random variable through a nonlinear transformation. This method was used
to derive UKF in [101]. UKF can deal with versatile and complicated nonlinear
sensor models and non-Gaussian noise that are not necessarily additive [75] with a
comparable computational complexity to the Extended Kalman Filter (EKF) [102].
It also outperforms the EKF since it provides better estimation for the posterior
mean and covariance to the third order Taylor series expansion when the input is
Gaussian, whereas, the EKF, only achieves the first order Taylor series expansion

[102]. Below, we explain the UKF algorithm in detail.

The UT as mentioned before is a method for finding the statistics of a random
variable Z = g(X) which undergoes nonlinear transformation. Let X of dimen-
sion L be the random variable that is propagated through the nonlinear function
7 = g(X). Assume that X has a mean X and a covariance P. According to [75],
to find the statistics of Z using the scaled unscented transformation, which was
introduced in [103], the following steps must be followed: First, 2L + 1 (where L
is the dimension of vector X) weighted samples or sigma points o; = {W,, X;} are
deterministically chosen to completely capture the true mean and covariance of the
random variable X. Then, the sigma points are propagated through the function
g(X) to capture the statistics (mean and covariance) of Z. A selection scheme that

satisfies the requirement is given below:

o= % owpe

Wi = x%ﬁ—(l—a%ﬁ)

Xy = X+(\/m)iv M’i:m

Xy = X—(/@+ NPy, wmzz—(-/-\—lﬁ-) (1)

where i = 1,...,Land A = &®(L + k) — L is a scaling parameter. « determines the
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spread of the sigma points around the mean X and is usually set to a small positive
value (e.g.,0.001). x is a secondary scaling parameter which is usually set to 0, and
is used to incorporate prior knowledge of the distribution of X. The optimal value
of B for a Gaussian distribution is § = 2 as stated in [102]. The term (\/m);
is the ith row of the matrix square root of matrix (L + A)P. In our work here &, «
and B are taken to be equal to 0.001, 0, 2, respectively. The UKEF is used to estimate
X for sensor i at time step k. The dimension L of X is equal to 2. This means that
we only have five sigma points for each node i. The steps of the UKF algorithm are

given below as in [75]:

Let Xi,kfllk—l be the prior mean of the state variable and P;;_;;_, be the asso-
ciated covariance for node i. To simplify the notation we write the prior mean of
the state variable and the associated covariance as Xk41|k_1 and Py (without
showing the sensor number i) keeping in mind that they refer to a certain sensor
node i. This also applies for all the other parameters we use in describing the UKF

algorithm.

The sigma points are calculated from (7.7) and then propagated through the
state equation function g(.). This results in X 1, X} k-1, Xo k-1, X3 441 and

Xy k-1 as shown in (7.8).
Xigk-1 = 8(Xk—1) = Xk (7.8)

The predicted mean and covariance of the state variable are given by (7.9) and

(7.10), respectively.

2L
Xigko1 = Wi Xo -1 + Y Wi (7.9)
=1
P = WE(Xosuor — Xigk1) (Xogko1 — Xigxo1)

2L
+ Y Wil X1 — Kigee1) (Xisgeor = Kie—1) T+ Oxi (7.10)
i=1
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The propagated sigma points are then passed through the measurement function
h(.) as shown in (7.11).
Vijk=1 = h(Xy-1) (7.11)

Then the predicted mean and covariance of each sensor measurement are given by

(7.12) and (7.13), respectively.

2L
Vi1 = WiVosk-1 + Y Widik-1 (7.12)
i=1

Pyy, = W§(Vosk-1— Yiko1) Yokt — Yik—1)"

2L -
+ Y WiVikk—1 — Yire1) Vikw—r — Y1) T + Ry (7.13)
i=1

The cross covariance of the predicted state and sensor measurement is found by

(7.14).

Pxy, = W§(Xoxko1 — Xik-1) Vosprt — Y1)’
2L _
+ Y Wi Xigie1 — Xige—1) Vigr—1 — Y D] (7.14)
=i
where
Ki = Pxy Pyy, (7.15)

The updated posterior mean and covariance of the state are then estimated by (7.16)

and (7.17), respectively.
Xk = Xigk—1 + Kie(Yi = Y1) (7.16)

Pyk = Py—1 + KiPy,y, K} (7.17)

where Xk,k and Py are the mean and covariance of the state of node i at time step

k.
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Figure 7.1: The SVR-UKF Measurement correction framework at node i.

Figure 7.1 shows a block diagram of our drift correction algorithm. It clearly

summarises the stages of the SVR-UKF framework in one of the nodes in the cluster.

The steps of the algorithm are stated below:

Decentralised error correction algorithm using the SVR-UKF framework

At time step k

Each node i finds its predicted corrected measurement X; y= f({x; }J’.’:l #‘.).
Each node i obtains its reading y? Ik) = Iij.

(2)
Pe

Each node i calculates the drift measurement y,

Each node i finds the sigma points ¢; = {W,, &;} from )‘(I-ka”k_l = [Rip_1(k-1
‘il:kfukfx] %

For each node i, the sigma points are propagated through the state equation
function g(.).

The UKF estimates the corrected measurement and the drift using (7.9)-(7.17)

and then sends the result to the neighbouring nodes.

The algorithm reiterates.
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7.3 Complexity Analysis

The computational complexity and memory complexity of our online drift correc-
tion framework are mainly contributed by the SVR and the UKF computations.

The computational complexity for modelling data using SVR is mainly con-
tributed by the training phase. Training the SVR involves a quadratic optimisa-
tion process. Polynomial time algorithms such as the interior point methods incur
O(m?®) arithmetic operations and have a complexity of O(y/mLs) iterations [93]. m
is the number of training vectors and L; is the size of the optimisation problem,
i.e., roughly the number of bits required to represent the problem. The overall
complexity for the training phase is of O(m®). Alternatively, linear programming
based support vector regressions can be used in place of the current quadratic pro-
gramming based SVR [94, 95], which is advantageous in terms of computational
complexity. There are several algorithms available for linear programming in the
literature [93]. The simplex algorithm is extremely efficient in practice, although it
has been shown to have the worst case exponential complexity in the number of
variables [96].

The training of SVR is usually conducted once or at low frequencies during the
life time of the sensor network, unless the network is deployed in a highly dynamic
environment. Hence they can be trained off-line or at a high performance node with
sufficient resources. The trained SVRs can then be uploaded to their respective sen-
sors for use in the running phase. Note that only the support vectors are needed to
be uploaded to the sensors as opposed to the whole training data set. This reduces
the communication and memory overhead at each sensor. Further, the SVR can be
retrained if a significant change is observed in the measured phenomenon. This
can be done in an incremental fashion with less computational overhead. This is a
direction for future research in this context.

The running phase of the SVR involves evaluating the output of the function
g(.) for the corrected measurements of the neighbourhood obtained at each time
step. This involves a maximum computational complexity of O(m?,) in each sensor,

where mg, << m is the number of support vectors. The memory complexity for
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the SVR training phase is O(m + 2my, + 1) and for the running phase is O(2my, +
1). Each node has to communicate its corrected measurements among its closest
neighbours in each time step. This involves a communication overhead of O(n— 1),
where n is the number of nodes within the closest neighbourhood (cluster).

The standard UKF incurs a computational complexity of O( %L:‘ +8Lp?+2pL? +
8L% + p) with L as the dimension of the state vector and p as the dimension of the
measurement vector [99]. In our case L = 2 and p = 2. The memory complexity
is mainly contributed by keeping the previous time step estimates and the value
predicted by the SVR.

The communication overhead in the network is contributed by the reporting
of x among the neighbours. This overhead can be considerably reduced by ap-
plying adaptive sampling that is governed by the knowledge of the behaviour of
the sensed phenomenon. If the measured phenomenon tends to change linearly,
the frequency of reporting the values of the neighbours can be reduced. If the
phenomenon tends to change in a highly nonlinear fashion, then the reporting fre-
quency of the neighbour values should be increased. Hence, by incorporating an
adaptive neighbour reporting mechanism with an adjustable frequency, guided by
the level of nonlinearity present in the measurements, the communication over-
head can be minimised in practice. This kind of adaptive strategy has been used
previously for selective sampling and anomaly detection in sensor networks as in

[104].

7.4 Evaluation

Our aim is to evaluate the ability of our proposed framework to correct the drift
experienced in sensor nodes and to extend the functional life of the sensor network.
The data in our evaluation are a set of real sensor measurements gathered from a
deployment of wireless sensors in the IBRL [97].

Similar to chapter 6, the data from the sensor nodes are re-sampled at seven

minute intervals and the first 2000 samples are used for our evaluation purposes.
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This corresponds to the data collected during a ten day period from 28" February
2004 to 9™ March 2004. We use the first 1000 samples (this corresponds to the first
five days’ data) as the training set for use in the training phase. An exponential drift
is introduced to the real data in each node, starting randomly after the first 1000
samples. The data after 1000 samples and up to 2000 samples are used in the run-
ning phase for testing our algorithm for drift correction. These samples correspond
to the next five days of the IBRL data. Temperature measurements are used in all

our evaluations.

We formed two networks of sensors using nodes selected from the IBRL deploy-
ment. We call these as case I and case 2. In case 1, a network is formed using seven
sensor nodes selected from the IBRL deployment. The node IDs considered here
are {1, 2, 3, 4, 33, 34 ,35}. These nodes form a cluster of neighbouring sensors in
the IBRL deployment (refer to Figure 6.3). In this set up, each sensor communicates
with all of its six neighbours in the network. In case 2, a network is formed using
sixteen sensor nodes. Here, each sensor communicates only with its eight closest
neighbours. The node IDs used and their respective neighbour list are shown in

the first two columns of Table 7.1.

Our algorithm is implemented in MatLab, utilising the SVR toolbox from [98]
and the UKF toolbox from [105]. For comparison purposes, we run the algorithm
on two data sets. One, the data without the introduced drift (WOD), and the other,
the data with drift introduced (WD). Initially, the SVR of each node is trained on
the first 1000 samples of itself and its neighbours. We fix the € parameter to 0.05
in all of our evaluations. Parameters C and vy are selected using grid search and
cross-validation. In order to obtain this, we divide the training set (the first 1000
samples) into two parts. The first 60% of the training set is used to train the SVR

and the other 40% is used for testing.

(50 v Fm?
The root mean square error RMSE = \ ;l—-l(iq[(—’))z the mean absolute error
MAE = Y| | [y1— f(x))| (where g is the number of training vectors) and the num-
ber of support vectors are computed for each (C, ) pair. The pair (C, y¢) that

yields lowest RMSE and MAE errors with a reasonable number of support vec-
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Table 7.1: Sensor nodes IDs, their assigned neighbours and the SVR parameters (C
and 7y¢) for Case 2 with 2 sampling rates.

Node | Neighbour node IDs C(2001 v¢(2001 | C(4001 v (4001
ID samples) | samples) | samples) | samples)
1 2,3,4,6,32,33,34,35 3200 80 1600 40
2 1,3,4,6, 33, 34, 35, 36 3200 80 1600 320
3 1,2,4,6, 32,33, 34,35 3200 160 1600 320
4 1,2,3,6,7,10, 33, 35 3200 80 1600 160
6 1,2,3,4,7,8,9,10 3200 80 1600 160
7 1,2,3,4,6,8,9,10 3200 160 1600 320
8 1,2,3,4,6,7,9,10 3200 40 1600 160
9 1,2,3,4,6,7,8,10 3200 40 1600 160
10 1,2,3,4,6,7,8,9 3200 80 1600 160
31 1,2,3,32,33, 34, 35, 36 3200 40 1600 40
32 1, 3, 31, 33, 34, 35, 36, 37 | 3200 40 1600 160
33 1,2,3,31,32, 34, 35, 36 3200 320 1600 320
34 1,2, 31, 32, 33, 35, 36, 37 | 3200 40 1600 80
35 1,2,31, 32,33, 34, 36,37 | 3200 80 3200 80
36 1,2, 31, 32, 33, 34, 35,37 | 3200 320 1600 320
37 1,2,31, 32,33, 34, 35,36 | 3200 80 1600 320

tors is selected and then used to obtain the completely trained SVR of each node.
For case 1, the (C, 7y¢) pairs are {(1600,40), (1600,40), (1600,80), (1600,40), (1600.80),
(1600,160), (1600,40)} for the respective node IDs {1, 2, 3, 4, 33, 34 35}. For case
2, the (C, ) pairs are shown in the 3’ and 4" columns of Table 7.1 against their
node IDs. The 5" and 6" columns show the (C, 7) pairs for case 2 when doubling

the sampling rate (4001 samples).

The UKF parameters i, x and f are set to the default values as explained in
Section 7.2. Through out our evaluations, we take Q; Q,k = Q- Qijx and R;y
are tuned using trial and error for both cases. The values used in our evaluation are
Qix = 0.001, R;; = 0.01 for case 1, and Q;; = 0.001, R;x = 0.02 for case 2. If R,y is
set to a high value, the estimated temperature will follow the reading (which may
have drift) whereas if R; is set to a small value, the estimated temperature will not
be able to follow the real temperature. Thus, it will not totally correct the drift. On
the other hand, a high value for Q;x will result in oscillatory estimates and lead to

an unstable state. Hence, a trade off has to be considered in selecting the values for
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Q;x and R; to obtain the best results.

For each case (case 1 and case 2), we have conducted two simulations using
two data sets. One data set has no drifts introduced. We denote this data set by R-
WOD, which stands for ‘Readings WithOut Drift" and represents the sensor mea-
surements that only suffer from noise. The other is the same data set with drifts
introduced in several scenarios. We denote the readings of this data set by R-WD,
which stands for ‘Readings With Drift" and represents the sensor measurements
that suffer from both drift and noise. The drift scenarios considered in R-WD are
as follows: scenario 1 (SCN 1) being one node drifting, scenario 2 (SCN 2) being
two nodes drifting and so on until the last scenario (SCN 7 for case 1 and SCN
16 for case 2) having all nodes drifting. The resulting corrected measurements ob-
tained when the algorithm is run on the R-WD data sets are denoted by DCM-WD,
which stands for ‘Drift Corrected Measurement for readings With Drift’. Similarly,
the corrected measurements obtained using data set R-WOD are denoted by DCM-
WOD, which stands for ‘Drift Corrected Measurement for readings WithQOut Drift".

Figure 7.2(a) shows a graph obtained for the network of case 1 having one of the
nodes with drift introduced (namely node 1D 2). The plot shows curves for R-WOD,
R-WD, DCM-WOD and DCM-WD during the sample period [900-2000] samples.
From the graph, we can observe that the DCM-WD curve is coinciding or close to
the DCM-WOD curve. This shows that the algorithm successfully eliminates the
introduced drift into the measurements with minimal error. Further, the DCM-WD
curve also coincides with the R-WOD curve. This also emphasises that the SVR-

UKEF framework successfully corrects the drifted measurements.

Similarly, Figure 7.2(b) shows a graph obtained for the network under the same
drift scenario ( drift introduced to node ID 2 only). The error correction algorithm
that is applied for this figure uses the SVR-KF framework which was proposed in
chapter 6. From the graph, we can observe that the DCM-WD curve is close to the
DCM-WQOD curve. Further, it can be seen that there is a gap between the DCM-
WOD and R-WOD that widens with time. This means that error in the case of the

SVR-KF framework accumulates with time. As discussed in chapter 6, the reason
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Figure 7.2: Results for node ID 2 when only this node experiences a drift. The
curves shown are (i) R-WD (ii) R-WOD (iii) DCM-WD (iv) DCM-WOD.

for such a poor response of the SVR-KF framework is that the KF assumes linearity
of the system while it is, in reality, nonlinear (especially the regression function
f(.)). Also it assumes the Gaussianity of the drift measurement noise while it may
be non Gaussian. In contrast, for the SVR-UKF framework (Figure 7.2(a)) the DCM-
WD, DCM-WOD and R-WD curves nearly coincide. This clearly shows that the
SVR-UKF framework outperforms the SVR-KF framework. The use of UKF gives
better results as it can deal with non Gaussian noises and is specially designed for

nonlinear systems.

To evaluate the performance of our algorithm from the network’s point of view,
we compare the average absolute error of all the sensors of the network with and

without implementing our drift correction algorithm.

Figure 7.3 shows the mean absolute error between the true temperatures (R-
WOD) and the values reported by the sensors (R-WD) for the whole network (case
2), for five different scenarios. The mean absolute error of the network is computed
for each scenario as follows: for each node, at each instant of time, the absolute er-
ror between the true temperature (R-WOD) and the value reported by the sensors
(R-WD) is computed. The average for all these nodes’ absolute errors is then found.
This gives the mean absolute error of the network. Similarly, the mean absolute er-

ror between the true temperatures (R-WOD) and the drift corrected measurements
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Figure 7.3: Mean Absolute Error for the network without correction.

(DCM-WD) is calculated at each instant of time and plotted in Figure 7.4. By com-
paring Figures 7.3 and 7.4 it is evident that applying the drift correction algorithm
results in less measurements error for all of the scenarios. For our evaluation pur-
poses we assumed that the maximum mean absolute error that can be tolerated in
the network is 1°C. If the mean absolute error of the network exceeds that limit,
the network is deemed to be useless or has broken down. This maximum limit
is shown by a horizontal threshold line in Figures 7.3 and 7.4. The choice of the

threshold is dependent on the error tolerance allowed by the application.

In Figure 7.3, it is evident that the curves for scenarios 6, 9, 12 and 15 cross
the threshold line after the 6" day of the experiment. In contrast, in Figure 7.4,
the curves for scenarios 6 and 9 do not cross the threshold line at all for the whole
period of the experiment, while the curves of scenarios 12 and 15 cross the thresh-
old line on the 8" day and the 7" day, respectively. This demonstrates that our

algorithm extends the operational life of the network for all of the scenarios.

In another simulation we repeated case 2 after doubling the sampling rate. This

resulted in 4001 samples for the 10 days experiment. Figure 7.5 shows the mean ab-
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Figure 7.4: Mean Absolute Error for the network with correction for 2001 samples
in 10 days

solute error between the true temperatures (R-WOD) and the drift corrected mea-
surements (DCM-WD) for the whole network (case 2 for 4001 samples) for five
different scenarios. The error is computed in a similar way to the method used for
the Figures 7.3 and 7.4. By comparing Figures 7.3 and 7.5, it is evident that the ap-
plication of the drift correction algorithm results in less measurements errors for all

of the scenarios.

Looking at Figures 7.4 and 7.5, we can notice that the performance when using
4001 samples is better for scenario 9 since the absolute error curve does not cross
the 1°C threshold line as it does in the 2001 samples case. This means that the oper-
ational lifetime has been extended from around 8 days in the case of 2001 samples,
to more than 9 days for the case of 4001 samples. Moreover, we notice in Figure
7.5 that the curves for each scenario are smoother than the corresponding curves in
Figure 7.4 and that the observed occasional jumps and peaks are smaller. The jumps
in the curves are caused by the fast changes in the readings or the ambient temper-
ature at some instants of time. An effective way of reducing the size of the jumps is
to increase the sampling rate as we noticed in Figure 7.5. However, that would be

at a cost of the increased communication overhead due to the increased data trans-
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Figure 7.5: Mean Absolute Error for the network with correction for 4001 samples
in 10 days

missions among the sensors. This means that a trade off between the smoothness
of the curves and the communication overhead has to be made. A possible solution
to reduce the size of the jumps without the need to increase the sampling rate is to
use the IMM algorithm with the SVR-UKF framework. The IMM algorithm is used
in target tracking to deal with manoeuvring objects that show sudden changes in
their dynamics [76, 84]. Next chapter, we will use IMM with the SVR-UKF frame-
work to enhance our drift correction algorithm as in {72]. Another important thing
to note in both Figures 7.4 and 7.5 is that the mean absolute error of the network’s
estimated temperatures is proportional to the number of sensors developing drift.

The SVR-UKEF framework efficiently reduces the drift generated in the sensors
and extends the operational life of the network. Nevertheless, it induces some error
in the estimates of the sensors that do not actually suffer from drifts. However,
the introduced error is very small in comparison with the generated drift. This is
demonstrated in figures 7.6 and 7.7, which show the real and estimated drifts for
the case of 2001 samples and 4001 samples, respectively. Both figures are plotted
for SCN 6 of case 2 showing only the graphs of 4 nodes (2 drifting nodes and 2

non drifting nodes) out of the 16 nodes present in the network. We notice from the
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figures that the estimated drifts in both nodes 7 and 36 have some error induced
by our algorithm, whereas it accurately tracks with some fluctuations the actual
drifts of nodes 1 and 2. Moreover, the induced error as well as the fluctuations in
the case of 2001 samples has higher peaks than those for the case of 4001 samples.
It is clear that most of the time the induced error is negligible compared with the
actual drift and our 1°C threshold, except for some peaks especially in the 2001
samples case. This leads to the conclusion that a higher sampling rate results in
less induced error and better estimation of the drift. This agrees with our previous
observations for the mean absolute error of the network plotted in figures 7.4 and
7.5. The reason why increasing the sampling rate results in less error, is that our
algorithm is derived for smooth changes in the observed phenomenon. However,
our data set has some relatively fast changes in temperature. Hence, more samples
will result in smoother variations in the measurements and thereby resulting in less
error. As stated before, a possible alternative to deal with these fast changes is to

integrate the IMM with our SVR-UKF framework.

The choice of R;; and Q;y is crucial. It affects the accuracy of estimating the
temperature and the induced error. In general, we can say that increasing R;; im-
proves the tracking of drift in the drifting sensors. However, it also increases both
the induced error in drift estimation in the non drifting sensors and the fluctuations
in the drifting sensors. Since, the error caused by the fast changes in temperature
in the case of 4001 samples is less than that for the case of 2001 samples (as ex-
plained previously), R;y is taken to be 0.05 for the case of 4001 and 0.02 for the 2001
samples case. This way, the drift tracking is improved for the 4001 samples case
keeping error levels comparable to the case of 2001 samples. On the other hand,
increasing Q; increases the fluctuations in the estimated drift in both drifting and
non-drifting sensors and causes the response to become less stable. The Q;; used

in all our simulations is equal to 0.001.

The drift correction performance for a sensor node in a cluster is dependent on
the correlation of the actual temperature at the sensor under consideration with

the actual temperatures at the neighbours. The SVR at a sensor predicts the ac-
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Figure 7.6: Estimated Drift in sensors with and without drift when the sampling
rate is 2001 samples in 10 days.

tual temperature at the sensor X; 4 using previous estimates of the neighbourhood
{Xj.k—1|k~1}};1,j¢i- Therefore, low correlation will lead to a poor prediction, and re-
sult in poor estimate of the actual temperature at the sensor under consideration.
In practice, the correlation among the nodes may change depending on their spa-
tial proximity within the cluster and with the change in the observed phenomenon

along time.

It can be observed in the IBRL sensor deployment that not all the sensors were
subject to the same conditions. This is because of their physical locations. Some of
the nodes were closer to air conditioning. Some were closer to windows and hence

were affected by the sun. Some were closer to the kitchen and thus affected by
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Figure 7.7: Estimated Drift in sensors with and without drift when the sampling
rate is 4001 samples in 10 days.

the heat and humidity coming from there. Furthermore, the patterns followed by
sensor measurements changed seasonally. As an example, during a week period,
the pattern followed in week days was different than that followed in weekends.
That was because the air conditioning was reduced or turned off in the laboratory
on the weekends. This caused the interrelationship among the sensors to vary not

only with their spatial locations, but also with time.

We have chosen a node (Node ID 32) in the IBRL deployment to demonstrate
how the correlations with its neighbours changes with time (the data considered
here are void of any introduced drift). Table 7.2 shows the correlation coefficients

p between the readings of node 32 and the readings of each one of its neighbours
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for two time intervals: (1) the training phase (the first five days of the experiment),
and (2) the running phase (the last five days). It can be observed that the corre-
lation values, in general, vary between the training phase and the running phase.
This change in correlation would affect the drift correction performance as the SVR
model obtained in the training phase would not necessarily accurately predict the
readings in the running phase.

A solution to overcome such a problem is to choose the neighbour sensors of
each node so that they are physically close and subject to similar conditions. An
alternative solution is to upgrade the model to become incremental with time to
account for phenomenal changes. This can be achieved using incremental learning
of the SVR. The learning process can then be performed at each time step (incre-
mentally) or at predefined short intervals, depending on how severe the change is.
Incremental SVR learning algorithms [106,107] can be utilised with the UKF to per-
form adaptive drift correction in the network. Devising an adaptive drift correction

framework by incorporating incremental learning is a direction for future work.

Table 7.2: Correlation Coefficients of Node ID 32 with it's neighbours at the training
phase p; and running phase p;.

| Neighbours'ID | 1 g (8 183 | 135 3 13F |
oy 0.969 [ 0.939 ] 0.998 ] 0.990 [ 0.804 [ 0.846 [ 0.775 [ 0.877
or 0.948 | 0.913 [ 0.998 | 0.974 [ 0.851 | 0.804 | 0.845 | 0.845

7.5 Conclusion

In this chapter we have proposed a formal statistical procedure for detecting and
correcting sensor errors in a non densely deployed WSN based on the assumption
that neighbouring sensors have correlated measurements and that the instantia-
tion of drift in a sensor is uncorrelated with other sensors. We have used SVR
to model the interrelationships of sensor measurements in a neighbourhood. This
enables us to incorporate the spatio-temporal correlation of neighbouring sensors,
in order to predict future measurements. The prediction is used by a UKF to es-

timate the actual value of the measured variable (here temperature) at the sensor
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under consideration. The algorithm runs recursively and is fully decentralised. No
assumptions regarding the linearity of drift or the density (closeness) of sensor de-
ployment are made. We use statistical modelling (our SVR-UKF framework) rather
than physical modelling to model the spatio-temporal correlation among sensors.
This makes the framework presented in this chapter applicable to most sensing
problems. We have demonstrated using real data obtained from the IBRL that the
algorithm successfully suppresses the errors developed in sensor measurements
and thereby prolongs the effective life of the network.

A major source of error in our measurement estimation and correction method
(though small) is the sudden steep change in the measured variable. This is dealt
with in this chapter by increasing the sampling rate of the data in a trade-off with
the communication overhead. Next chapter, we will use the idea of the IMM with
our SVR-UKF framework to minimise that problem. In future, we intend to imple-
ment an incremental SVR framework to periodically re-train the SVR, in order to
adapt to any phenomenal changes that may occur in the network. Moreover, we
intend to apply this solution to a WSN deployed in an outdoor environment, since
the interrelationships among sensors in such an environment are expected to be

different.



Chapter 8

Coping with Unsmooth
Measurements and Under Sampled
Data

major source of error in our measurement estimation and correction method
A (though small) presented in the previous chapter is the sudden steep change
in the measured variable. This was dealt with in that chapter by increasing the sam-
pling rate of the data in trade off with the communication overhead and energy
consumed in communication. In this chapter, we use the idea of IMM with the
SVR-UKF framework to minimise that problem. The advantage of using the IMM
algorithm in this context is two-fold: It can follow (track) data that suffer from
sharp changes and sudden jumps. Secondly, it can deal with jumps in the read-
ings caused by lowering the sampling rate. This means that using IMM will allow
reducing the communication between sensors to maintain the calibration. This is

expected to reduce the energy consumed from the batteries.

The proposed algorithm is designed for non-densely deployed sensor networks.
It is tested on real data obtained from the IBRL sensor deployment. The results
show that the IMM-SVR-UKF framework performs better than SVR-UKF frame-
work in terms of smoothness and stability of the networks’' mean absolute error
curve for considerably lower sampling rate. A direct result for that is reducing
communication among the sensors and eventually saving the energy consumed in

communication.
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8.1 Iterative measurement estimation and correction using
SVR with UKF based IMM algorithm

The algorithm presented in the previous chapter was designed taking into consid-
eration that sensors readings and drifts change smoothly. However, the measure-
ments taken by the sensors and the drifts as well may sometimes have relatively
fast changes and jumps, either due to the actual fast change in the measured phe-
nomenon, or due to reducing the sampling rate for the sake of reducing the commu-
nication overhead. In this case, we use IMM for better tracking of the fast changes

in the readings and the drifts as was done for unsmooth drifts in chapter 5.

To account for the possible jumps, the corrected reading with abrupt changes
and also the drift with abrupt changes are modelled as a jump markovian system.
Mathematically, the state dynamics of jump markovian systems are assumed to

belong to the set of models defined by (8.1):
{Xik = X1 + 1l + 13,3020 ik ~ N(0, Qxi)y) (8.1)

where Xy = [x;x dikl I'is the state vector with the corrected measurement X;x and
the drift d; 4 as its states, § = 1,2,... Mis the model number, u! = [ux! ud/]" is the
input vector or jump vector corresponding to 8 model for the iy, sensor and ;]fk
is the process noise vector for each model. ’l?k is taken to be Gaussian with mean
dy’ o

0(2)

0 Q

Equation (8.1) represents an M number of possible models for each node. Each

vector pix,, = [0 0]" and covariance matrix Qx{, =

model differs from the others in the size of the jumps uf The resultant state vector
estimate for node i at time instant k, X,-‘_Hk, would be a weighted combination of
the estimates of each model X?lqk' The resultant state vector estimate for each node

X ik is found as was shown in chapter 5 by:

M

__— P

Xikk = Y Mk X\?,k[k
=1
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g

where Hikik

is the model probability matrix. It is the probability that the estimated
state vector Xi,k‘k follows the model vector X?klk given the measured values until

the time step k.

The value of the corrected measurement x;x is never sensed or measured. What
is really measured is rjy, i.e., the reading of the sensor. As we argued earlier, r;; de-
viates from x;, by both systematic and random errors. The random error is taken
to be a Gaussian noise w;; ~ N(0, R;x) with zero mean and variance R;x (measure-
ment noise variance). The systematic error is referred to as the drift d;. This leads
to (8.2).

yf-,'k] = rix = Xk + dix + wix wix ~ N(0, Rj;) (8.2)

We also define yﬁ.i) as the difference between the measurement r;x and the SVR
< 2 . S
modelled value X;, and refere to yﬁ k) as the drift measurement of node i at time

instant k.

(2) (1) '
Yik = JYik f({xjkal}jlhi#i)
= Xjx+dix+ Wiy — f(‘{xj,k~ 1 }J"]_;Lﬁ»f,,')

= Xjx+dig+ wix— Xjx Wix~ N(0,Rix) (8.3)

This can be expressed in vector notation by:

(1) ]

Y 1 1 Xi k Wi k 0
Yu=| "5 | = + -1 (8.4)

Yik L1 ]| dik Wik Xik
The noise component associated with Y, has a mean vector py, = [0 0] T and

: . Rik Rik A - .
covariance matrix Ry;; = which indicates that it is not Gaussian.
Rik Rix

The system is clearly observable when Xﬁ* = X i.e. when X;; is a true, bias free,
representation of x; and the differnce between x;; and X is zero.

Since the state equation and the measurement equation are both linear, the IMM
model discussed in chapter 5 can be used to estimate X;;. However, KFs are re-

placed by UKFs to deal with the non Gaussian noise associated with Y.
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Figure 8.1: Measurement correction framework at node i for fast changing readings,
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‘“i,k o ‘”:k—lik'
Figure(8.1) shows a block diagram of our drift correction algorithm. It clearly

summarises the stages of the IMM-SVR-UKF framework in one of the nodes in the

cluster. The steps of the algorithm are stated below:

Decentralised measurement correction algorithm using the IMM-SVR-
UKEF framework

At step k

e Each node i finds its predicted corrected measurement x; y= {lekA] }JI‘LIJ'#J

e The prior model probabilities ]l‘?l are available.

k—1[k—1
e Each node i obtains its reading rj

o Mixing stage

}law B Tag pig—1k-1(2)
k—1lk
e ):Z;‘L Tgo pik—1k-1(B)
{06 _ |6
Xik-1k-1 = Z ke k=1 Hik—1]k
n=1

06 X e

Pi,k—-l[k—l - Z lk—llk{ k=1lk—1 T
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% 0 r
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1.

3.

8.2

Unscented Kalman Filter update stage
for each model @ the sigma points ¢; = {W;, X;} are found from X?,?(—Hk—l
using equations (7.7).
For each model 6, the sigma points are propagated through the function g(.)
using equation (7.8).
The UKF finds model estimates X?,k|k and Pfklk using equations (7.9)-(7.17).
IMM output stage

The Model probabilities are updated as follows:

Aik(0) ZM ) Tao g (@)
2211 Aik(B) Zpti Top Hik—1jk-1 (@)

0
Hi ki k

where A;(6) = N(HX?

ikk—1" Hpgkikfl H' + Ry;).

The state estimate and its associated covariance are updated as follows:

LA

X - " ‘

Xk = Y Xikik Mikik
=1
L 1

o € 1 T vt v ‘

Pux = ). i P+ X kg — X (X g — Xiwad '}

f=1

The estimated corrected measurement X; ; is sent to the neighbouring nodes.

The algorithm reiterates.

Evaluation

Our aim is to evaluate the ability of our proposed framework to correct the drift

experienced in sensor nodes and to extend the functional life of the sensor network.

The data in our evaluation are a set of real sensor measurements gathered from a

deployment of wireless sensors in the IBRL [97].

In our evaluations, we use the same network (case2), the same training set, the

same SVR parameters (case2) and the same UKF parameters as the ones used in

the previous chapter. Having used the same data, we compare the performance

of the IMM-SVR-UKF framework with the SVR-UKF framework in terms of the
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Figure 8.2: Mean Absolute Error for the network with correction for 2001 samples
in 10 days using 11 levels IMM.

network’s mean absolute error for several drift scenarios. In addition to that, we
show the effect of the number of the IMM modes on the overall performance of the
algorithm.

Figure 8.2 shows the mean absolute error for the network when using an 11
mode (M = 11) IMM with the SVR-UKF framework for 2001 samples in 10 days.
We refer to the resulting combination as IMM-SVR-UKF framework.

By comparing figure 8.2 with figure 7.4 (both of them are for 2001 samples), it
can be noticed that the IMM-SVR-UKF framework (see figure 8.2), as opposed to
the SVR-UKEF (see figure 7.4), results in smoother curves and stable mean absolute
errors for the network after the 6" day, for all of the 5 scenarios. Similarly, the
results of using the IMM-SVR-UKEF in figure 8.2 are relatively smoother and more
stable than the results of applying the plain SVR-UKF framework on 4001 samples
(see figure 7.5). It is obvious that for half the sampling rate, the IMM-SVR-UKF
framework gives us comparable results. This means that the communication over-
head is reduced by half and so is the energy consumed in communication among

the sensors. However, the improved performance when using IMM is at the cost of
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Table 8.1: Processing times required by SVR-UKF based and IMM-SVR-UKEF based
error correction algorithms.

Algorithm Processing time/iteration (PT) | Ratio = %((37%%
SVR-UKF 2.82 ms 1
IMM-SVR-UKF (M = 3) | 17.95ms 6.36
IMM-SVR-UKF (M =7) | 40.36 ms 14.31
IMM-SVR-UKF (M = 11) | 62.74 ms 22.24

the increased computational complexity. We use the processing time required by
each algorithm as an indication of its computational complexity. Table 8.1 shows
the average processing time required by the SVR-UKF framework and the IMM-
SVR-UKEF one (for different number of models) as reported by our MatLab simula-
tions. The Ratio column clearly shows that the IMM-SVR-UKF framework requires
approximately 2M the time required by the SVR-UKF framework. Obviously, the
computational complexity can be reduced by reducing the number of models M
used in the IMM algorithm.

The results of the mean absolute error for the network, when using the IMM-
SVR-UKF framework for M = 7,5, 3, are shown in figures 8.3, 8.4 and 8.5, respec-
tively. From these figures, It is clear, that using more models for IMM results in
a relatively smoother response. Nevertheless; the differences are very small and
still for M = 3 the system performs better than the plain SVR-UKF framework in
terms of smoothness and stability of the absolute error curves for both cases of 2001
samples (figure 7.4), and of 4001 samples (figure 7.5).

As mentioned earlier, the sampling rate of the IBRL data was 2 samples /min.
However, some data were missing. The average number of samples in the group of
sensors we are dealing with is 17500 samples in the 10 days period. By using IMM,
we reduced the sampling rate in the 10 days period from 17500 to 2001 and got
very stable response with acceptable error level for our application (within the 1C°
threshold). Comparing the SVR-UKF framework with the IMM-SVR-UKF frame-
work, we notice that the latter gives better results with half the sampling rate i.e.
half the communication energy is saved. This results in longer battery life. Even

that the complexity of the IMM-SVR-UKEF is higher, which means higher energy
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Figure 8.3: Mean Absolute Error for the network with correction for 2001 samples
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Figure 8.5: Mean Absolute Error for the network with correction for 2001 samples
in 10 days using 3 levels IMM.

consumed in sensors calculations per iteration, the power consumed in a sensor
for signal processing is usually small compared to the power consumed in com-
munication as seen in table 8.2 quoted from [108]. Another example from WSN
literature supporting that is given in [109]. It is shown there, that the ratio between
communication and computation energy consumption ranges from 10° to 10! for
sensors like Sensoria sensors and Berkeley motes. In conclusion, it can be said that
using IMM is expected to preserve energy, especially, when dealing with low M as

in figure 8.5.

Table 8.2: Energy consumed for each sensor action, based on measurements of the
Mica2 sensor node qouted from [108].

| Action | Energy consumed |
sample (single sensor) 1.637x107° ]
send (single message) 1.653x107 ]
listen (for 1 sec) 23.88x107° ]
sleep (for 1 sec) 90x107° ]
aggregate (compute max of array) | 1.637x10° ]
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8.3 Conclusion

In this chapter we have proposed the use of the IMM algorithm with the SVR-
UKF framework presented in the previous chapter, to overcome the error in the
measurement estimation caused by the sudden steep changes in the measured data.
We refer to the resulting framework as IMM-SVR-UKF framework. The IMM-SVR-
UKF framework serves as an alternative for increasing the sampling rate of the data
in order to reduce the effect of the jumps on the accuracy of the estimated readings.

Besides its ability to follow (track) data that suffer from sharp changes and sud-
den jumps, the IMM-SVR-UKF framework can deal with jumps in the readings
caused by lowering the sampling rate. Consequently, this allows reducing the com-
munication overhead among sensors to maintain the calibration, and eventually

reduces the energy consumed from the batteries.



Chapter 9

Conclusions and Future Work

9.1 Conclusions

N this thesis, we have addressed the problem of random errors and systematic
I errors (drifts and bias) in sensor measurements and explained their bad effects
on the inferences made by the sensor networks. We have argued that the harsh
conditions of deployment of the sensors in the network impose finding automatic
procedures for continuously calibrating these sensors as manual calibration is in-
feasible. We have surveyed several solutions for error detection / error detection
and correction from WSN literature. Most of these solutions are application specific
and assume the linearity of the faults to simplify the problem. They do not explic-
itly address the problems of random and systematic errors in sensor measurements.
Alternatively, we use statistical modelling rather than physical modelling to model
the spatio-temporal cross correlations among sensors’ measurements. This makes
the frameworks presented in this thesis applicable to most sensing problems with
minor changes. In addition to that, the solutions presented here account for both
the systematic and the random errors in sensor measurements and do not assume
linearity of the faults.

The solutions presented here rely on the fact that a physical phenomenon in a
certain area follows some spatio-temporal correlation. According to this, we as-
sume that the sensors readings in that area are correlated. We also assume that
measurement errors due to faulty equipment are likely to be uncorrelated. Based

on these assumptions, and inspired by the resemblance of the registration problem
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in radar target tracking with the bias error problem in WSN, we follow a Bayesian
framework to estimate the correct sensor measurements, together with the drifts
and biases they suffer from. We present several methods for solving the drift prob-
lem in WSNs. These methods can be categorised into 2 categories according to the

density of deployment of sensors in the WSN.

In the case of densely deployed WSN, the sensors in the neighbourhood are
assumed to be close to each other that they observe the same phenomenon and
ideally read similar measurements. Hence, the average of their corrected readings
is taken as a basis for each sensor to self-assess its measurement and to estimate
its drift using a KF. The KF output is then used to correct the sensor reading, and
as a feedback to itself to estimate the next time step drift. The solution is com-
putationally simple using an averaged sensing value and a single state KF iterative
procedure, allowing its implementation in a WSN. The above mentioned solution is
designed to detect and correct smooth drifts. In the case of drifts that have sudden
jumps or surges, the KF is replaced by an IMM based filter since KF does not re-
spond efficiently to changes in the dynamics as the drift changes abruptly at some
points. The IMM based algorithm performs better (in our context) for both the
smooth and unsmooth drift cases, however, at the cost of the increased computa-
tional complexity. Nevertheless, the IMM solution is still considered in this context,
as computationally simple since it deals with one element state and measurement
vectors and uses the average of the neighbourhood. Both solutions are completely
decentralised and also scalable. Any new node joining the neighbourhood needs
only to obtain information from its neighbouring sensors and then find the average
and apply the KF or the IMM iterative procedures. Similarly, any sensor excluded

from the neighbourhood will not affect the others as they use the average.

On the other hand, when the sensors are not densely deployed, the average can-
not be used by the sensors to self-assess their readings. In this case each sensor is
required to find a way to express it's reading in terms of its neighbour’s corrected
measurements. This is done using SVR. We use SVR to model the interrelation-

ships of sensor measurements in a neighbourhood. This enables us to incorporate
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the spatio-temporal correlation of neighbouring sensors, in order to predict future
measurements. In Chapter 6, the SVR predicted value is used by a KF to estimate
the actual drift in the measured value (here temperature) at the sensor under con-
sideration, so that it can be used to correct the reading of the sensor. We have
noticed that although the KF algorithm estimates the drift and corrects the reading
of a node, it introduces some system errors that accumulate with time. We refer
that error to the use of KF filter with the SVR nonlinear systems. A solution for this

problem is given in chapter 7.

In chapter 7, the KFs are replaced by UKFs since they are specially designed
to deal with nonlinear systems. Particle filters have not been used due to their
high computational complexity which is undesirable in WSNs applications. The
use of UKF reduces the system error noticed in the SVR-KF evaluations, since it
is a better method for estimating the mean and the variance of a random variable
propagating through nonlinear systems (here SVRs). The estimated variable here
is the corrected measurement (temperature) as opposed to drift in chapter 6. A
major source of error in the SVR-UKF temperature estimation framework (though
small) is the sudden steep change in the measured variable. This is dealt with
in chapter 7 by increasing the sampling rate of the data in a trade-off with the
communication overhead. An alternative solution to increasing the sampling rate

is given in chapter 8.

In chapter 8, we have proposed the use of IMM with the SVR-UKF framework
to overcome the error in our temperature estimation caused by the sudden steep
changes in the measured data. Besides its ability to follow (track) data that suffer
from sharp changes and sudden jumps, the IMM-SVR-UKF framework can deal
with jumps in the readings caused by lowering the sampling rate. Consequently,
this results in less communication overhead among sensors to maintain the calibra-

tion, and eventually reduces the energy consumed from the batteries.

The solutions presented for the non-densely deployed sensor networks are de-
signed for smooth drifts. Similar to the solutions presented in the dense deploy-

ment case, the solutions are recursive and totally decentralised. The use of UKF
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and IMM considerably increases the computational complexity of the measure-
ment correcting system. Although using IMM in chapter 8 increases the compu-
tational complexity per iteration of the SVR-UKF algorithm and therefore increases
the energy per iteration consumed by each sensor for computation, it reduces the
communication overhead and therefore reduces the communication energy. The
communication energy is the main component of the total energy consumed by the
sensor as was discussed in chapter 8. The computational complexity for modelling
data using SVR is mainly contributed by the training phase. The training of SVR is
usually done once or at low frequencies during the life time of the sensor network,
unless the network is deployed in a highly dynamic environment. In the case of
IBRL data, the environment is controlled. Hence, the SVR can be trained off-line
or at a high performance node which is resourceful. The trained SVR can then be
uploaded to each sensor for use in the running phase. It is important to note that
only the support vectors are required to be uploaded to the sensors as opposed to
the whole training data set. This way, the memory overhead in the sensors during

the running phase is reduced.

Extensive evaluations of the presented algorithms for both simulated and real
data proved that they are effective in detecting and correcting sensor errors. A com-
parison between the performance of the sensor network with and without applying
the error detection and correction algorithms clearly showed that implementing
these algorithms extends the useful life time of the network. A study of the limits
of proposed techniques as a function of number of sensors deployed, the amount
of computing and communication required was made. The processing time re-
quired by each algorithm was used as an indicator of its computational complexity.
The evaluation results under dense deployment conditions using simulated data
(chapters 4, 5) showed that the average error in sensor readings was reduced by
95% when 20% of the sensor nodes were drifting as opposed to 81% when 70% of
the sensors were drifting indicating that performance of the error correcting algo-
rithms degrades as the number of sensors with biases increases. It was also shown

in chapter 3 that the performance of the error correcting algorithms is dependent
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on the number of sensors in the neighbourhood and their ability to communicate
with each other.

The algorithms addressing the practical application of sparsely deployed WSN
in an office area (chapters 6, 7, 8) were evaluated on real data obtained from a
sensor network deployed in IBRL. The evaluations clearly showed that the use of
SVR to model the spatio-temporal correlations among neighbour sensor measure-
ments and predict the future sensor measurements, led to correcting biased sensor
measurements and extended functional life time of the network. The functional
life time of the network was extended from six days when no drift correction al-
gorithms were implemented to more than nine days with the error detection and
correction algorithms implemented. The effect of changing the data sampling rate
was studied showing better error correction results and more stable response for
higher sampling rates at the cost of increased ccmmunication energy expenditure.
The performance under low sampling rate was improved using IMM to result in

lower communication energy consumption and extended battery life.

9.2 Future Research Directions

In future, we intend to implement an incremental SVR framework to periodically
re-train the SVR, in order to adapt to any phenomenal changes that may occur in
the network. This way, the WSN will continue to able to automatically calibrate
its sensors, even if the environment they are working in has changed from the en-
vironment they were trained in. So if the heating and cooling pattern changes in
the IBRL, the sensors will still continue to detect and correct their drifts. Such phe-
nomenal changes are expected to be encountered more often in an uncontrollable
environment such as outdoor environment. Therefore, a future step will be imple-
menting and testing this solution in a WSN deployed in an outdoor environment.
We also intend to implement and test the validity of a hybrid model that uses
both the average and the SVR for detecting and correcting drifts and biases in the

measurements of the nodes. A scenario where the hybrid model is expected to be
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applicable is in a sensor network comprising large number of nodes and deployed
in an area that shows spatial variation in the phenomenon under consideration.
Sensors that are close to each other form clusters. The sensors in each cluster run
an algorithm such as the ones in chapters 4, 5 for detecting and correcting drifts
using the average. In order to make use of the spatio-temporal correlations among
the clusters, each cluster head runs an SVR based drift detection and correction
algorithm. This way, the network will automatically detect that a cluster, with too
many drifting sensors, is reporting erroneous data. The operator of the network can
then deploy new sensors in the area covered by that cluster, and the algorithm will
work without the need for re-initialisation. In event that a cluster head develops
a considerable drift to the extent that it should be removed from the network, it
can send its support vectors to one of its properly operating neighbours or to a
newly deployed sensor to become the new cluster head and continue running the
SVR based drift correction algorithm with the other cluster heads. This makes the
hybrid model scalable.

We are also planning to come up with a combined model addressing both the
drift problem and the trust management problem in WSNs. The trust in the data
reported by each sensor will depend on the reliability of the link with that sen-
sor (communication trust) and on how correct the sensor’s reported data are (data
trust). The data are considered trusted as long as the drift correction is working
properly and the drift does not exceed a certain value. However, the data trust
value will also depend on the number of the sensors that are drifting in the neigh-
bourhood, since as showed in this thesis; the number of drifting sensor affects the
performance of the drift correction process. The combined trust, which depends on
both the data and communication trust, will determine whether to keep the sensor
or label it as untrustworthy and remove it from the network. Finally, we intend to
implement our designed models in a live sensor network and, if possible, commer-

cialisation of the models.
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