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Abstract 

The exponential growth in wireless communication and micro-electro-mechanical 

systems gave birth to low power, low cost, multifunctional and miniature wireless 

sensors. Wireless sensor networks (WSNs) are finding applications in many areas, 

particularly in healthcare, a WSN can be used highly effectively in the form of a 

Body Area Wireless Sensor Network (BAWSN), to enhance the quality of the 

contemporary healthcare services. This tendency triggered the in-house healthcare 

monitoring application (HMA) with the BAWSN as their monitoring component. 

The quality of life of the patients can be improved with the deployment of a BAWSN 

because the patients and the care staff would be able to monitor the health 

condition, to access the electronic medical records and communicate with each 

other by using a Personal Digital Assistant (PDA) or smart phone in their hands, 

regardless of where they are located or what their duties might be. This remote 

monitoring and consultations might reduce the traditional stressful and costly 

exercise of frequent hospitalisation. 

The rising costs of healthcare in many developed countries have influenced the 

introduction of the HMA into existing health care practices. However, the successful 

deployment of the civilian and commercial HMA is still in its infancy stages for 

some of the following reasons: (a) a generic fratnework for building the HMA is 

needed for the application developer to materialise the concepts, (b) an effective 

set of measurable properties is required for the users to evaluate the performance 

of the BA WSN used in the HMA, (c) the method used for measuring the 

performance of a monitoring application is not suitable for the BAWSN used in the 

HMA, (d) any unauthorized modifications to health data may induce a false 

diagnosis and put a life in danger; this must be considered together with the 

privacy of the users in the application, without any compromise and, (e) the body 

sensors operate in close proximity to the human body, therefore it is imperative to 

ensure the operational safety of BAWSN. 

Our research shows that the dependable properties of an application encompass 

most of the essential demands for the actual realization of the HMA. It also shows 
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that the dependable system can deliver services that can be justifiably trusted. The 

focus of this work is on the BAWSN, because the service ability of the HMA 

depends heavily on its monitoring component, the BAWSN. Therefore, in this 

thesis, we define and investigate six fundamental effective properties, 

maintainability, reliability, availability, confidentiality, integrity and safety, based 

on BAWSN requirements under the dependabil ity framework. We built an 

Assistive Care Loop Framework (ACLF), a maintainable BAWSN-based HMA, for 

monitoring pregnant women based on an event-driven architecture that follows 

layered functionalities . A novel cri t ical t ime parameter is introduced to satisfy the 

needs of the medical diagnoses that require the BA WSN to rely on the collection of 

data within a critical t ime from all of the source sensor nodes. The process and 

issues involved in the medical diagnoses are also explored; these influenced the 

characterization of the BAWSN as a t ime critical application. Based on the critical 

time, we derived non-device-centr ic time-specific parameters with wh ich we 

formulated a novel empirical measure model for the transmission reliability and 

availability in the BAWSN. To compare the empirical measure model, analogous 

theoretical models are also derived for the BAWSN's reliability and availability. To 

safeguard the patient's health data and also to ensure their privacy in the BAWSN, 

we proposed a secure adaptive triple-key scheme (aTKS) in such a way that it 

incurs minilnal overheads while meeting the stringent tirr1e requirements of the 

BAWSN. 

The deployed ACLF exemplifies the concept of the HMA being used not only for 

alerting the care staff in case of emergency, but also for analysing a patient's 

progress over a period of time to forecast any emergency situation. The 

performance of the proposed measure models and the implemented aTKS from 

our real -time test-bed would enable the application developer to measure the 

performance of the BAWSN-based application because, to the best of our 

knowledge, no measure exists in the literature as such for a BAWSN-based 

application. The formulated minimal set of dependable properties might serve as a 

benchmark for evaluating the performance of a BAWSN, and in turn, the HMA. 

xvi 
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1 
Introduction 

1.1 Background 

In recent years, the advancements in data communications have paved the way for 

the development of various wireless technologies, such as Bluetooth, ZigBee, 3G, 

Wi-Fi, High Speed Downlink Packet Access (HDPSA), RFID, wireless hotspots, ad 

hoc computing and wireless sensor networks. Consequently, many promising 

applications, such as smart farms, smart parking, smart shopping malls, healthcare 

monitoring, habitat monitoring, building and structure monitoring, environmental 

monitoring and distributed robotics, have been developed through the use of these 

wireless technologies. 

Among these, the healthcare monitoring application has received more attention 

recently across the world. The demographic trends are indicating an aging 

population caused by increased life expectancies. For example, studies [1] show 

that the population of ages 65 and older in the USA will grow from 10.6 million in 

1975 to 18.2 in 2025, an increase of 72°/o, while the overall population increase is 

about 60°/o. In Australia, the number of people over 80 years old has grown from 

260,000 in 1981 to 560,000 in 2001 and it is expected to reach 790,000 by 2021. 

Some European countries already have more than 16°/o of their population over 65. 

The trend is global and the worldwide population over age 65 will more than 

double from 357 million in 1990 to 761 million in 2025 [2]. Because of this trend, 

the field of healthcare has a large and growing number of ageing populations and 

patients. It has become imperative to provide an effective healthcare system for 

these populations. 



Introduction 

Commonly, most people often consider themselves healthy, so long as there are no 

notable symptoms in their health condition; most of the chronic diseases show 

notable symptoms only in the later stage of the diseases [2,28-31] . This is more 

prevalent for aged people, who consider themselves healthy and avoid seeing 

doctors at regular intervals; these people often end up with diseases where the 

health condition may be irreversible, once diagnosed. 

Studies [29-34] show that many acute or chronic diseases have early symptoms 

that are often ignored or overlooked, leading to the progress of diseases to a critical 

stage; most of the time, diseases at that critical stage are incurable. However, 

continuous monitoring of the health condition after the early symptoms are noted 

can detect disease at the initial stage, which can be cured or t reated more 

effectively than in the later or cr itical stages [28- 34,104-110,118-126,]. Therefore, 

the constant monitoring of the vital signs of the aged or other patients is necessary 

to keep their health in check. However, traditional in-patient hospital monitoring is 

inconvenient for the patients/aged, who prefer to perform day-to-day activities in 

their own environments without being hospitalized. In addition, a long time spent 

in monitoring will also cause a monetary cost for the prevailing healthcare 

applications. 

Many developed and developing nations are plagued by the high-rising costs of the 

healthcare liabilities. Subsequently, the patient will incur these costs. In-house 

healthcare monitoring applications provide a better alternative by delivering 

healthcare to a dispersed population having a variety of diseases requiring regular 

monitoring and care. This is especially true in suburban or rural areas where 

expert doctors, nurses, electronic equipment and other infrastructures are 

inadequate or difficult to access in time. Fundamentally, an infrastructure for a 

healthcare monitoring application is designed and built using various wireless 

technologies and the Internet. 
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The infrastructure involved has been evolving rapidly and has now reached the 

point where it is feasible to place a health-monitoring system in the patient's 

residence or care room. This level of connectivity will allow patients and care staff 

to interact in new ways, thereby eliminating, where possible, the traditional 

stressful and costly exercise of moving the patient to a care staff environment or 

vice versa. 

Clinical exercises that use various wireless and Internet technologies are also 

referred to in the literature as eHealth. Nevertheless, eHealth is an over-used term 

that characterizes not only ~Internet medicine', but also virtually everything 

relating to computers and medicine. Industry leaders and marketing people, rather 

than academics, apparently first used this superlative term [3]. They created and 

used this term in line with the attempt to bring the promises, principles and 

excitement concerning e-commerce (electronic commerce) to the health arena. To 

provide an account of these new possibilities, the Internet opens up the area of 

healthcare (3]. In a broader sense, the tenn characterises not only a technical 

development, but also a state-of-mind, a way of thinking, an attitude and a 

commitment for networked, global thinking to improve healthcare locally, 

regionally and worldwide by using information and cornmunication technology. 

The healthcare application (HA) should be considered as a technical advancement 

in the medical arena that uses information technology for collecting, maintaining, 

analysing and disseminating the patient's health data for clinical needs. Although, 

maintaining and disseminating the patient's data are achieved through the use of 

various technologies to measure and collect the health-related data of the patient, 

the HA uses a manual/traditional method that requires the patient's attendance at 

the hospital. However, this approach can be replaced by extending the healthcare 

application to a healthcare monitoring application (HMA) using state-of-the-art 

cutting edge technologies to measure the intrinsic data of the patient in-house, so 

that the health condition of the patient can be remotely monitored. This limits the 
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number of visits by the patient to the hospital without compromising the 

continuous health checks. An HMA is built by extending the HA with a body area 

wireless sensor network (BAWSN) as the monitoring component and by using the 

Internet as the data transfer medium. 

A BAWSN consists of a number of wireless sensors1 located on or in close 

proximity to the human body, such as on the clothing. The low-power sensors, such 

as medical sensors, wearable sensors, mobile sensors and fixed sensors, depending 

on the disease or needs of those aged and other patients, are equipped with a 

wireless interface and are capable of sensing the requi red intrinsic health data of 

that person over an extended period of t ime. In addition, these sensors can 

transmit the data to a monitoring application in a Local Processing Unit (LPU), such 

as a personal digital assistant (PDA) or a smartphone, via the base station for pre-

processing. Thus, when patients need an emergency intervention, the PDA with the 

pre-processed data can provide a direct communication channel to summon 

medical assistance. Also, the pre-processed data can be sent to an extended HA at 

the required intervals for further clinical diagnosis and monitoring. 

1.2 Problem statement 

The capabilities of a BAWSN to self-organize itself on-the-fly, to monitor the 

. patient's' vital health . data and to . avoid ariy man'ual entry requiring human 

intervention gave birth to HMA [ 4-7,94-1 00]. However, the successful deployment 

of the civilian and commercial HMA is still in its infancy stages for the following 

reasons: (a) The process and issues associated with the medical diagnoses have to 

be analysed and taken in to consideration in detail when building the HMA, (b) a 

generic framework to build the HMA is not defined for the application developer to 

1 Biosensors are the specific name given to those sensors that are used to measure health intrinsic 

data, such as cells, protein, nucleic acid or biomimetic polymers. In the context of this thesis, both 

biosensors and sensors mean the same and are used interchangeably. 
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materialise, (c) effective measurable properties2 are not available to select suitable 

HMAs for any given requirement, (d) distinctions between other monitoring 

applications, such as habitat monitoring, structural monitoring and environmental 

monitoring with the HMA, are not well defined, (e) various available properties 

whose methods used for measuring the performance of a monitoring application 

are not suitable for an HMA that uses the BAWSN, (f) the parameters3 that 

constitute the properties used to measure the BAWSN in an HMA are device-

centric, (g) the application developers have no control over the parameters that 

influence the application~ performance, (h) the security and privacy of the medical 

data about the patient are emphasised but not implemented/proposed as per the 

requirements of the HMA and, (i) methods and/or approaches are essential for the 

application developer to ensure the safety of the healthcare devices before their 

deployment. 

The importance of the measurable properties for any contemporary application 

can be best explained by using an analogy. Consider a refrigerator, an everyday-

purpose application that can be defined as an appliance, cabinet or space for 

storing food or other substances at a low temperature. In this rnodern age, one is 

aware that there are several types of refrigerators; such as domestic refrigerators, 

bar ~fridges', wine coolers, chest freezers and upright freezers. In selecting a 

refrigerator for one's personal needs, several existing properties must be 

considered, including but not limited to the following properties, storage size (in 

cubic feet or metres), top/bottom freezer, door swing (open to the left or to the 

right), the side-by-side door, the exterior dimensions, energy labels and water /ice 

dispenser. It should be noted that all these mentioned properties might not be 

applicable for all types refrigerators. In other words, any one type of refrigerator 

2 To maintain the flow of sentences, measurable properties are sometimes referred to as 

properties. 

3 For example, volume is one of the measurable properties of a storage space and the parameter 

used to calculate the volume is distance. 
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does not require all these properties to be evaluated. However, pragmatically, there 

might be a few common properties that need to be considered for all types of 

refrigerators, such as the storage size, the exterior dimensions and the energy 

labels. Similarly, these types of common properties are also applicable for other 

types of contemporary applications used by the person. 

The analogy is used to emphasise the necessity for the measurable properties of 

any given application. The measurable properties would assist the users in 

evaluating and comparing the appl ications they require. Therefo re, it is imperative 

to create effective measurable properties to gain the confidence, and hence the 

acceptance, of the users of the applications. Even though researchers have 

proposed the philosophy of building hospitals without walls, there seem to be 

several aspects that must be resolved to carry forward the proposed philosophies 

to their actual realization. 

Therefore, the objective of this work is to tackle the issues/problems, listed at the 

beginning of this section~ which might hinder the deployment of the HMA for 

civilian use. The initial focus is, (a) to design a tangible generic framework for 

building the monitoring application for the application developer to materialise the 

concept of the in-house health care monitoring application, (b) then to explore the 

process and the issues associated with the medical diagnosis . to understand the 

difference between the HMA and other monitoring applications in terms of 

tnanoeuvring the health-related data, (c) one of our major focuses in this work is to 

formulate measurable properties for the BAWSN-based HMA because, as such, no 

measure exists in the literature. Hence, we define and investigate various 

properties that could be used to measure the performance of the monitoring 

application, (d) importantly, our aim is to devise the parameter used in the 

properties to be at a level visible to the application developer and scalable, (e) 

security is always an issue in any application that involves data transfer between 

other systems. Owing to the sensitivity of the health data, a security scheme is 

essential for protecting any unauthorized modification of the health data, because 
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any false diagnosis may put the life in danger. Also, any devised security scheme 

should be lightweight, because of the low processing power, minimal storage and 

battery life of the sensors. Hence, our approach is to deliver a security scheme that 

has the minimal overhead without compromising the performance of the BAWSN, 

(f) to test the BAWSN-based application is not as straightforward as it might sound, 

because a realistic test case/scenario in the HMA involves human life. Therefore, 

one of our intentions is to overcome this challenge to devise a method for testing a 

health-related application before its deployment. Once these important issues are 

addressed then it is feasible for an application developer to build a secured real-

time healthcare monitoring application with the capability of evaluating its 

performance. 

1.3 Motivation 

Initially, as a part of this thesis, an Assistive Maternity Care (AMC) healthcare 

application (pilot) was developed to assist the care-staff (such as doctors, nurses 

and midwives) and pregnant women to access the hea]th records from beyond the 

physical location of a hospital zone, not only through desktop computers, but also 

through PDAs. In the AMC application, a pregnant woman enters her blood 

pressure (BP) value regularly using a PDA or a desktop con1puter at home or at 

work, to allow her care-staff to monitor her condition. To monitor the BP without 

any manual data entry, we extended this to an HMA by adding a BAWSN. 

We see the HMA as two distinct parts, an HA and its monitoring component, and 

the BAWSN. Although HAs can be more sophisticated with various functionalities, 

they differ considerably, depending on the healthcare requirements. For instance, 

the developed AMC should be modified to accommodate the requirements of the 

lymphoma4 patients who need remote continuous monitoring. But any HA would 

need health data only through its BAWSN. Based on our research and experience in 

4 Lymphoma is a cancer in the lymphatic cells of the immune system. 
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building an AMC, we found that the monitoring component in the HMA has the 

crucial function of continuously collecting the intrinsic health data about the 

patient. 

For continuous monitoring, the data collected periodically (for example, every few 

seconds) from the sensors at the LPU in the BAWSN should be pre-processed in the 

LPU before it is sent to the HA. The pre-processed data are updated at the HA 

periodically (for instance, every few minutes or more). In general, the HA, that is an 

AMC in our case, is used fo r stor ing the health-related data and might consist of 

sophisticated functional ities to analyse the patient's progress over a period of time 

to foretell any emergency situation by sending an alert message to the care-staff. It 

should be noted that for the HA to predict any situation, it should rely not only on 

the sensed value, but also on the time stamp when this value is received. We 

extended our research to generalize the HMA beyond the necessity of any specific 

HA and their users, so that our research outcomes can be applied for those who 

need hospitals-without-walls. 

1.4 Contribution 

The dependability of an application is the ability of the application to deliver 

services that can be justifiably trusted [8], because the service ability of the HMA 

depends heavily on its monitoring component, the BAWSN. Our main scope in this 

research is to define and quantify those properties involved in evaluating the 

dependability of the BAWSN that have not been covered in the literature; in turn, 

this quantification can be used to evaluate any HMA. This thesis exemplifies the 

definition, analysis, design, quantification and implementation, wherever 

appropriate and feasible, for the six fundamental dependability properties of a 

BAWSN -- maintainability, reliability, availability, confidentiality, integrity and 

safety. The selection of the dependable properties is based on the exhaustive 

literature reviews that have been carried out not only in the technological aspects 
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of a BAWSN, but also in the field of medical diagnosis and should be considered as 

the minimal required properties. 

In the current situation, to realize the use by civilians, of a BAWSN, in turn the 

HMA, the application developer should be made aware of the necessary important 

functionalities and the process to build the BAWSN and the HA to form an HMA. 

The patients in the proposed/existing BAWSN use a PDA or a 'smart phone, to run 

the monitoring application, but the intricacies in developing easy-to-use mobile 

applications and mobile web applications are not documented for a BAWSN-like 

usage. Also, the HMA differs from other monitoring applications in terms of the 

monitored data analysed at the LPU, because for a medical diagnosis, the semantic 

and the time stamp of the received data must be considered. The parameters used 

to measure the performance of the BAWSN are device-centric, which provides a 

minimal opportunity for the application developer to control these parameters. In 

addition, the unison between the various device-specific parameters is minimal, 

which makes it difficult to generalize these parameters for measurement. 

Consequently, the performance evaluation of the BAWSN by measuring the 

reliability and the availability of the application is remote for the application 

developers. Las t but not least, even though the security frameworks for the WSN 

have been proposed and studied, the BAWSN used in the l-IMA requires special 

attention in terms of health data privacy and integrity. In proposing the security 

framework, the resource-starved BAWSN must also be considered. 

The following contributions made in this thesis deal with the above-mentioned 

issues and requirements, and also tackle the identified problems in Section 1.2 

either individually or collectively. The contributions are made not only in the field 

of the BAWSN in building an HMA with the aim of being realized by the civilians, 

but also in the field of healthcare to assist the medical diagnoses through the 

remote monitoring of the patients/ aged. 
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1.4.1 Time-critical applications 

The drive for the HMA is to provide for the continuous remote monitoring of the 

health condition of the patient. For this to happen, the sensors in the monitoring 

component of the BAWSN should continuously send data to the HA through the 

PDA/LPU. We showed that to provide continuous health data, the BAWSN relies on 

the collective data provided by all the source sensor nodes and not on any 

individual data, because any medical diagnosis of the health data is not based on 

any one specific parameter [104-106,111-115,118-122]. In addition, the arrival 

time of these data should be within the expected time because any elapsed arrival 

of health data does not indicate the actual health condition of the patient. For 

example, a high blood pressure and a high heart rate when a person is at rest is a 

clinical incident and should be taken care of immediately; whereas, the same 

condition for a person during substantial movements may not be a clinical 

incident. It should be noted that the arrival time of health data, both the blood 

pressure and a heart rate is necessary for medical diagnosis. Therefore, in this 

work, we defined and implemented a novel critical time parameter for the BAWSN 

operations. Because the BAWSN has stringent timing requirements concerning the 

arrival data rate from the sensor nodes within the defined critical time, we 

characterized the HMA as a time-critical application. 

1.4.2 Time-specific parameters 

The measurable properties for any given application are generally given as a 

function of a few specific parameters and therefore, the choice of these parameters 

significantly influences the properties measured. The BAWSN is used for time-

critical applications and has stringent timing requirements; hence, the parameters 

should be based on the critical time. Based on these essential criteria and also 

considering that the parameters should be at a level visible to the application 

developer, in this work we propose the following time-specific parameters, namely 

critical lack time (TLAcK), error time (TE) and buffering error time (Ts). The 
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ide1.tified parameters are non-device-centric and are at the levels where the 

ap:r:lication developers have control, and some of the properties of the BAWSN can 

be measured. 

1.4.3 Measure model for Reliability and Availability 

Time-driven applications require high data reliability and availability to maintain 

detection and make responses. Hence, their measures are more important for 

determining the performance of the application. Because the BAWSN relies on the 

collective data, the reliability measure based on the definition of the 

retransmission is inapplicable in a BAWSN and would only lead to an elapsed data 

arrival that is not acceptable for a time-critical application. Similarly, the measure 

of availability for the BAWSN's application should also be based on the time and 

data delivery from all the sensor nodes. We formulated measure models for both 

the reliability and the availability of the BAWSN based on the unreliable time (TuR) 

and unavailable time (TuA), respectively that are derived using the time-specific 

parameters. With these measure models, the application developers would be able 

to measure the operation properties of the BAWSN numerically. We also developed 

c. mathematical model for a BAWSN to demonstrate the relationships between the 

critical lack time, buffer time and buffering error time in calculating the reliability 

c:nd availability of a BAWSN. 

1.4.4 Security scheme for the BAWSN 

':'he wireless medium used in the BAWSN for communications is prone to 

vulnerabilities that could open a door to attackers wishing to tamper with or 

compromise the user's data privacy. Therefore, it is imperative to maintain the 

privacy and integrity of the data to gain the confidence and also the acceptance of 

the users of the healthcare applications. Furthermore, in time-critical applications, 

the vital health conditions must be monitored at regular intervals within specified 

critical times. Therefore, the security model proposed for the BAWSN must not 

incur undue overheads when meeting the critical time requirements of the 

cpplication. We proposed and implemented a secure adaptive triple-key scheme 
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(aTKS) for the BAWSN to achieve the privacy and integrity of the monitored data. 

In addition, while designing the aTKS we also considered the inherent resource-

starved nature of the BAWSN, so that the adapted security scheme should deliver 

minimal but acceptable overheads for the BAWSN operations. We also 

demonstrated that the adaptive TKS is simple to implement. 

1.4.5 A generic Healthcare Monitoring Framework 

We devised a generic Healthcare Monitoring Framework (HMF) by amalgamating 

the advantages of event-driven and the layered architecture. Based on the HM F, an 

end-to-end HMA, named the Assistive Care Loop Framework (ACLF), was built to 

provide a real-time test-bed to explore the infl uence and behaviour of the 

dependable properties. The strength of the ACLF is in monitoring disease over a 

longer period of time and in consulting patients who are then able to discuss their 

conditions with the care staff. The ACLF provides for the feas ib ility of placing a PDA 

or smart phone in the hands of care-delivery staff and the patients, regardless of 

their location or what their duties might be. Moreover, the staff would be able to 

access the patient's records and communicate with the patients in a flexible and 

cost-effective manner. Where patients need emergency intervention, the ACLF can 

provide a direct communication channel to summon assistance and to manage the 

situation until the assistance arrives. With a regul9r scheciu.le .of m.onitoring and 

consultation, the ACLF has the capacity to forestall and manage non-critical 

situations and therefore the system can be deployed to minimize the rate and costs 

of hospitalizations. 

1.4.6 Challenges in Mobile Application Development 

A part of this thesis identifies and explains the unique requ irements and 

challenges, and presents an overview of the approaches and techniques for 

adapting web pages developed for desktops for deployment in mobile hand-held 

devices. Developing and deploying web applications for rnobile devices like the 
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HMA is not as straightforward as it might sound. Compared with their desktop 

versions, web pages and applications for mobile environments pose certain unique 

requirements and challenges. These challenges primarily arise from the small size 

of the mobile devices, the limited input and interaction capabilities, slower 

communications and the need for tailored content depending on the dynamic 

context of use. In our initial work, the AMC application allows the care-staff and 

pregnant women to access their health records using a PDA/Internet user 

interface. The successful development and deployment of mobile web applications 

calls for a better understanding of these requirements and challenges. 

As a suggestion to carry forward this research in future, we built a generic HA 

based on the functioning of hospitals in regional Australia. Following this, we 

instigate the concept of emulating a cloud-based Healthcare Monitoring as a 

Service (HMaaS) by harvesting the benefits of cloud-based Software as a Service 

(SaaS) rnodel [11-13], because the SaaS has becon1e a common delivery model for 

most business applications, but not for any HMA at the time of writing this thesis. 

We developed a generic, open-source Healthcare Support System (HSS) for 

upcoming researchers to aid them in building the could-based HMaaS for their 

research in studying the performance of cloud computing in integrating healthcare 

and also to resolve the security concerns surrounding the cloud. 

1.5 Significance 

The advance of Wireless Sensor Networks (WSN) encouraged researchers to invent 

many sensor-based applications. A BAWSN is built using an underlying WSN. 

However, the time delay between the invention and the deployment of sensor-

based applications for general use is longer than expected. One of the major 

reasons is that the capabilities for measuring the performance of time-stringent 

appl ications are a less-explored area and, to the best of our knowledge, no measure 

exi ts in the literature as such for a BAWSN-based application. 
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Apparently, a measure that is inline with the requirements of the BAWSN would 

allow the deployment of the BAWSN-based application for civilian use, because the 

measurement of any application would allow the application developers to control 

its performance. For instance, the medical diagnoses that are carried out based on 

the received health data from the BAWSN relate to the existing physical condition 

of the patient. But, without any measure, it would be highly difficult to validate the 

freshness of the received health data; if the medical diagnosis is made based on the 

obsolete health data value, it might instigate a false diagnosis for the user. And also, 

without any measures, any medical diagnosis derived from the health data of a 

particular HMA cannot be verified/compared for accuracy. In other words, the 

absence of the measurable properties for a performance evaluation for any 

application would hinder its advancement, because the output from the application 

cannot be validated. In addition, it is also very difficult to validate whether the 

received health data belong to the patient for whom the medical diagnosis is 

carried out. 

Therefore, the tnain focus of this thesis is to establish those properties for the 

BAWSN-based application that would allow the application developer to measure 

the performance. In doing so, this research enables a new class of application 

called time-stringent ap plication with lightweight security scheme that is easy to 

implement and capable of providing adequate security for a BAWSN operation with 

minimal overhead. 

Nowadays, an application that uses an underlying computer network should aim to 

provide quality-of-service (QoS) capabilities for the applications. However, the 

concept of QoS measures, such as delay, jitter, packet loss and throughput [15] that 

are used for time-bounded applications in a wireless local area network (WLAN) 

and wired networks may not be applicable as such for time-stringent applications 

built using WSNs. For instance, the measure of the throughput in a BAWSN is 
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inapplicable, because the semantics of the health data would be lost if the times 

vNhen the data was received were not considered. 

Our approach will serve as a benchmark for quantifying the performance of a 

BAWSN. The approach is not only suitable for a BAWSN, but also for any time-

stringent WSN applications, because the WSN also relies on the collective data 

from the sensor nodes and not on any individual sensor node. In the HMA, if the 

data were sent continuously (every few seconds) from the BAWSN to the HA 

through 3G/GPRS, this would be a heavy monetary cost burden on the user. 

However, in the future, with the exponential growth in mobile technologies, it 

might be more cost effective in addition to adding quality. In such a case, our 

approach is scalable, because it is based on time as its parameter, which can be 

used for an end-to-end HMA without any modifications. Our proposed event-

layered-based ACLF demonstrated greater flexibility in building a generic HMA. 

1.6 Approach 

The development of the AMC application during the initial phase of the project has 

sown the seeds for this thesis. This provided the opportunity for developing a real-

time healthcare application by closely associating with the team of the care-staff 

and the clinicians. In the initial phase, to build the AMC application, an electronic 

Medical Record ( eMR) of the patient was constructed to facilitate the clinical 

diagnosis. Subsequently, the knowledge about the clinical diagnosis and their 

requirements was gained from this experience. 

To substantiate the gained knowledge and to document the clinical requirements, 

the literature pertaining to medical diagnoses was studied. Apart from this study, 

the technical literature related to the BAWSN and its architecture, the mobile 

application development, existing healthcare applications and other measurable 

properties proposed by the researcher, were studied in detail. The studies showed 

the cavity in terms of the performance evaluation of the BAWSN for an HMA. 
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Based on the requirement of medical diagnosis and the characteristics of the 

BAWSN, a set of measurable properties was proposed (maintainability, reliability, 

availability, integrity, confidentiality and safety) to evaluate the performance of the 

BAWSN. Although there were few parameters (to measure the properties) 

mentioned in the literature for evaluating the performance of the BAWSN, the 

proposed parameters ensured that they were not device-centric. The proposed 

measure model for the properties reliability and availability is derived empirically 

for it to be evaluated at the application developer level. 

To substantiate the measure model, a corresponding mathematical model was also 

derived. The studies revealed the importance of the medical data and the privacy of 

the patient. This necessitated securing the data transmitted through the BAWSN 

with a lightweight security scheme without compromising the performance. 

Subsequently, the scheme also achieved integrity and confidentiality in the BAWSN. 

To resolve the maintainability, it is necessary to propose the framework or model 

and mentions its advantages; but to go a step further, the proposed framework 

(ACLF) was built to show its generality and its strength to adapt to any kind of 

HMA. The performance measure of the reliability and the availability is measured 

by conducting real-time experiments in the built framework. The implementation 

of the security features in the sensors is also maintained in the built framework, 

and the performance is evaluated to show the significance of the minimal 

overhead. However, certain attributes, such as the battery discharge by the sensors, 

could not be evaluated in real-time owing to a feasibility issue. The sensors used in 

the experiment contain 2 x AA batteries, which could take --two years to discharge 

completely with fair usage. In these cases, a discrete event simulator was used to 

study its performance. For ethical reasons, the BAWSNJs safety cannot be shown in 

real-time. 
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Therefore, the safety of the BAWSN is determined based on the exhaustive 

literature review. Various safety issues in the BAWSN were mentioned and an 

existing model-based engineering approach to ensure the safety in the BAWSN was 

suggested. In addition, the required medical device application standards that must 

be obtained to ensure safety in a BAWSN are also documented. Finally, to 

demonstrate the flexibility of the framework, an emulated open-sourced cloud-

based healthcare monitoring application was built based on the ACLF for the 

upcoming researchers to conduct their experiments for future research. 

1.7 Organization of the thesis 

While this chapter has provided an overview of the background, motivation, aims, 

brief contribution and scope of this research, the related works in the literature 

pertaining to mobile application developments, the BAWSN, healthcare application, 

medical diagnoses with most of the required properties of a BAWSN being given in 

Chapter 2. In Chapter 3, the detailed description about our healthcare application 

AMC and its features are presented. Because the core of the thesis revolves around 

the BAWSN and its dependability measure, Chapter 4 is devoted entirely to 

exemplifying the intricacies of the BAWSN and the details about the dependability 

measures. The significance of the dependable properties in the BAWSN and their 

definition with respect to a computing application system (CaS) are detailed in this 

chapter. 

The initial property, the maintainability of the CaS, is emphasised in Chapter 5; this 

chapter also features the proposed ACLF and its detailed implementation with 

component descriptions. The sophistication involved in interpreting the health 

data in terms of medical diagnosis is mentioned in Chapter 6, together with the 

detailed formulation of the time specific parameters given in this chapter. Chapter 

7 contains the detailed empirical derivation of reliability and availability properties 

of a BAWSN, followed by their corresponding mathematical model. 
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Chapter 8 is segregated into two major sections, the various threats in the BAWSN 

that define the integrity and confidentiality of the patient are shown in the first 

section of Chapter 8, followed by the sub-sections describing the proposed key-

based lightweight security scheme, its implementation and how it provides the 

required security in the BAWSN. The second section of Chapter 8 highlights the 

importance and the challenges involved in ensuring safety in the BAWSN, which is 

followed by the sub-sections that also document a model-based approach to ensure 

the safety of the BAWSN during the development and the features of the medical 

device standards. 

The results and the discussion on the reliability, availability and security 

performance of a BAWSN by conducting experiments and/or by simulation are 

shown in Chapter 9. The final chapter concl udes the thesis by presenting an 

overview of the contributions made by this research and suggesting directions for 

future research by presenting the cloud-based heal thcare application. 
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2 
Related Work 

2.1 Introduction 

The evolution of this thesis began with the research work carried out in 

understanding the necessity for an in-house healthcare monitoring application. 

Consequently, it became imperative to build a health care application as part of the 

research work. An opportunity arose to build an HA for pregnant women and the 

care staff equipped with a PDA to browse the eMR. Hence, the initial related work 

was already completed in finding a suitable way to design the web pages for 

viewing on the small PDA screen. Following this, the I-lA was extended with 

monitoring component so that the BP value could be entered automatically into a 

PDA. To do that, an exhaustive study of the BAWSN was carried out together with 

the existing HMAs to build our ACLF. After building our ACLF, it became necessary 

to evaluate its performance. This required the study of the properties of the 

BAWSN and how it affects the HA, that is, the AMC application in our case, while 

giving equal importance to the literature regarding the medical diagnoses. 

Subsequently, the intu ition that arose from the study showed that the semantics of 

the sensed data should be considered for the evaluation. Once the semantics of the 

data received the priority, the set of properties selected should justify the service 

provided by the computing application system. Hence, the related works in the 

literature pertaining to the set of properties were considered when deriving our 

measure model. Apart from the above literature reviews, other works related to 

sending the alert messages using SMS and the onus of implementing the built ACLF 

in-cloud infrastructure were also studied. The following sections are organised in 

such a way to gain the conceptual understanding of th e research towards this 

thesis. 
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2.2 The BAWSN 

Advances in wireless communication and micro-electro-mechanical systems 

(MEMS) [47-49] allowed the establishment of a large-scale, low power, 

multifunctional and low-cost miniature network. The miniature wireless sensor 

networks (WSNs) are finding applications in many areas, such as medical 

monitoring, emergency response, security, industrial automation, environment, 

agriculture, seismic detection, infrastructure protection and optimization, 

automotive and aeronautic applications, building automation and military 

applications [47,50,51] . 

To fully exploit the benefits of the wireless sensor technologies in healthcare and 

telemedicine, a new type of wireless network emerged, termed a wireless on-body 

network or a Wireless Body Area Network (WBAN). Van Dam et al. were the first to 

coin the term WBAN in 2001 [52]. Subsequently, this received the interest of 

several researchers to show how wireless sensor networks can be effectively used 

in healthcare to enhance the quality of life provided for the patients and also the 

quality of the healthcare services [53-58]. Some researchers use the expanded 

name as Body Area Wireless Sensor Network (BAWSN), where each node 

comprises a biosensor or a medical device with sensing unit (sensors) or, in short, 

a Body Sensor Network (BSN) instead of a WBAN [59]. 

A .patient equipped with .a BAWSN need not be always physically present with the 

physician for the diagnostics, because the sensors need to send their data to an 

external medical server that resides outside the BAWSN, where it can be analyzed 

and stored [66] . This process can be considered as the next step for enhancing the 

personal health care and in coping with the costs of the heal thcare system. 

Therefore, a BAWSN proves in assisting the emergency cases where it 

autonomously sends data about the patient's health so that physician can prepare 

for the treatment immediately [60-65]. 
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2.2.1 Components of a BAWSN 

The components of BAWSN can be classified into three different types of devices as 

follows and as mentioned in [54-57,66-68]: 

1. Sensor node. A device that responds to and gathers data on physical stimuli 

processes the data if necessary and reports this information wirelessly. It 

consists of several components, sensor hardware, a power unit, a processor, 

memory and a transmitter or transceiver [68] . 

2. Actuator node. A device that acts according to the data received from the 

sensors or through interactions with the user. The components of an 

actuator are similar to the sensors, actuator hardware, a power unit, a 

processor, memory and a receiver or transceiver [67,55,70] . 

3. Personal Device. A device that gathers all the information acquired by the 

sensors and actuators and informs the user (the patient, a nurse, a General 

Practitioner and so on) via an external gateway, an actuator or a 

display /LEDS on the device. The components are a power unit, a (large) 

processor, memory and a transceiver. This device is also called a Body 

Control Unit (BCU), body gateway or a sink [54, 56]. In some 

implementations, a Personal Digital Assistant (PDA) or smart phone is used 

[57, 67]. 

Many different types of sensors and actuators are used in a BAWSN. The main use 

of all these devices is to be found in the area of health applications [67]. In the 

following, the term nodes refer to both the sensor and also the actuator nodes. The 

number of nodes in a BAWSN is limited by the nature of the network, that is, 

amount of health data required by the medical application. It is expected that the 

maximum number of nodes will be in the range of 20-30; however, having more 

nodes in the human body, though not defined exactly, may also cause discomfort 

issues with the patient [56, 69]. 
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2.2.2 Communication standards for the BAWSN 

The development and research in the domain of the BAWSNs is only at an early 

stage [67]. As a consequence, the terminology is not always clearly defined. In 

literature, the protocols developed for the BAWSNs can span from communication 

between the sensors on the body to communication from a body node to a data 

centre connected to the Internet. [67] proposes the following definitions, intra-

body communication and extra-body communication. The former controls the 

information handling on the body between the sensors or actuators and the 

personal device [72-76]. The latter ensures communication between the personal 

device and an external network [71,77-79]. The combination of intra-body and 

extra-body communications can deliver the medical data from the patient at home 

to be consulted by a physician or stored in a medical database. The combination 

can be divided in to three levels [67], the first level communication pattern is the 

intra-body communication that constitutes the communication between the sensor 

nodes and the actuator, while the second level is the extra-body communication 

that occurs between the personal device and the Internet. The third level 

represents the extra-body communication from the Internet to the medical server. 

Different wireless technologies, such as IEEE 802.11 (Wi-Fi), IEEE 802.15.1 

(Bluetooth), IEEE 802.15.4 (ZigBee), IEEE 802.15.6 (Body Area Network) and the 

3G/GPRS, are used to achieve the various levels of communication that can be seen 

as .the enabler· for the ubiquitous health care service provisioning.· Descriptions of 

these technologies are given below. 

Wi-Fi. Wireless LAN, also known as Wi-Fi, is a set of low tier, terrestrial, network 

technologies for data communication. The \tVLAN standard operates on the 2.4 GHz 

and 5 GHz Industrial, Science and Medical (ISM) frequency bands [80]. The three 

most important versions of the WLAN standard are the 802.11a, 802.11b, and 

802.11g. The most popular one is 802.11b, allowing 11 Mbps at a range of up to 

100 metres, though the actual throughput of the user data is typically 6 Mbps. The 

application of the WLAN has been most visible in the consumer market, where 

most portable computers support at least one of the variations. 
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Bluetooth. The IEEE 802.15.1 standard [81] is the basis for the Bluetooth wireless 

communication technology. Bluetooth is a low tier, ad hoc, terrestrial, wireless 

standard for short-range communication. It is designed for small and low cost 

devices with low power consumptions. The technology operates with three 

different classes of devices, Class 1, Class 2 and Class 3, where the range is about 

100 metres, 10 metres and 1 metre respectively. The Wireless LAN operates in the 

same 2.4 GHz frequency band as Bl uetooth, but the two technologies use differe nt 

signall ing methods, which should prevent interfe rence. Bluetooth can transmit at a 

speed of 1 Mbps, fo r the latest Bluetooth version 2 the transmit speed is 2.1 Mbps 

at ranges up to 10 metres. 

ZigBee. IEEE 802.15.4 is a low tier, ad hoc, terrestrial, wireless standard in some 

ways similar to Bluetooth. The IEEE 802.15.4 standard [82] is commonly known as 

ZigBee, but ZigBee has some features in addition to those of the 802.15.4. The 

physical layer supports three frequency bands: a 2450 MHz band with a maximum 

data rates of 250 Kbps, a 915 MHz band with 40 Kbps and an 868 MHz band with 

20 Kbps, at ranges up to 10 metres. The ZigBee applications usually have lower 

data requirements, vvhere Bluetooth is generally aimed at high data-rate 

applications. 

BAN. The IEEE 802.15 Task Group 6 (TG 6) is developing a new communication 

standard called the IEEE 802.15.6 [83], also known as the Body Area Network 

(BAN) standard, for low-power devices and operation on, in or around the human 

body to serve a variety of applications including medical, consumer electronics, 

entertainment and others. The BAN is still an ongoing standard whose first draft 

was released by the TG 6 in May 2010 with the latest draft of the new standard, the 

third version, being re leased in April 2011. 

GPRS/3G. The General Packet Radio Service (GPRS) [84] evolved from the Global 

System for Mobile Communication (GSM) to transport both voice and data in 

wireless cellular technology. The GPRS uses packet switching for sending data. It 
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enables connections to public and private data networks, such as TCP /IP and X.25 

networks. The maximum data rate for the GPRS networks is 171 kbps. The Third 

Generation (3G) wireless devices use packet-switched networks for both voice and 

data. Theoretically, the 3G networks can offer a maximum data rate of 144 kbps 

[84,85] in rural areas when a user is travelling at 500 km/h; 384 kbps in suburban 

areas at 120 kmjh; and 2 Mbps at 10 km/h. 

4G. The 4G systems are being designed to support higher bit rates than 3G and full 

mobility. It is designed to deliver 5 to 10 times the rates of 3G - that is, downlink 

above 100 Mbps and uplink above 50 Mbps [221]. The high data rates in 4G are 

achieved by using the technologies based on orthogonal frequency division 

multiplexing (OFDM) and Multi-Carrier Code Division Multiple Access (MC-CDMA). 

These technologies are also compatible with other enhancement technologies such 

as smart antennas and Multi Input' Multi Output (MIMO) devices, together, 4G 

provides higher spectral efficiency and lower cost per bit than 3G [222]. 

2.2.3 Types of body sensors 

Over the last few years, there has been a significant increase in the number of 

various wearable health-monitoring devices, ranging from simple pulse monitors, 

activity monitors and portable Holter5 monitors, to sophisticated and expensive 

implantable sensors [86]. Biosensors may be used for monitoring the physiological 

parameters, such as blood pressure, glucose levels and collecting data for further 

analysis [87]. Given below are different types of biosensors (or simply, sensors) 

found in the literature that are used in the HMA to target various diseases. 

5 The Holter monitor is a portable device for continuous monitoring various electrical activity of the 

cardiovascular system. 
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Cardiovascular diseases. Smart sensor nodes that can be installed on the patient in 

an unobtrusive way can prevent a large number deaths caused by cardiovascular 

diseases [60,61,63,64,88,89]. The corresponding medical staff can commence 

treatment preparation in advance, because they receive vital information regarding 

heart rates and irregularities of the heart while monitoring the health status of the 

patient. 

Cancer Detection. One of the leading causes of death with the rising numbers each 

year, and nowadays one of the biggest threats for human life, is cancer [90]. A 

sensor with the ability to detect nitric oxide (emitted by the cancer cells) can be 

placed in the suspected locations. These sensors have the ability to differentiate 

cancerous cells between the different types of cells. 

Alzheimer and Elderly People Monitoring. A recent study found that almost one 

third of adults in the USA, most of whom held fulltime jobs, were serving as 

informal caregivers, mostly to an elderly parent. A wireless sensor network can 

help homebound and elderly people, who often feel lonely and depressed, by 

detecting any abnormal situation and alerting neighbours, family or the nearest 

hospital [91]. 

Glucose Level Monitoring. The USA National Institute of Health (NIH) reported 15.7 

million people had the emerging disease, diabetes, in 1999 in the USA [23]. 

Diabetes can yield other complicated diseases, such as heart disease, strokes, high 

blood pressure, blindness, kidney disease and amputations. A biosensor implanted 

in the patient could provide a more consistent, accurate and less-invasive method 

by monitoring the glucose levels, transmitting the results to a wireless PDA or a 

fixed terminal, and by injecting insulin automatically when a threshold glucose 

level was reached [92]. 

Asthma. A wireless sensor network can help those millions of patients suffering 

from asthma by having sensor nodes that can sense the allergic agents in the air 

and report the status continuously to the physician and/or to the patient himself 

[93]. 
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2.2.4 Mote 

The tiny sensor nodes that are capable of performing some processing, gathering 

sensory information and communicating with other connected nodes in the 

network are also called motes. 

Table 2-1 Specificat ion of Th ree Different Types of Sensors 

Specifications Crossbow's MICA2 
! 

CSIRO'S FLECK Crossbow's Imote 

Processor 8 MHz,Atmel 

I 

4 MHz, Atmel 13-416 MHz, Intel 

ATMega128L ATMega 128L I PXA271 XScale i 

Memory 128 KB Program Flash 512 KB Program Flash 256 KB SRAM and 
and4 KB RAM I and 4 KB RAM 32MB SDRAM 

I 
External Storage 512 KB Serial Flash 1 MB (Fleck3) 32MB Flash 

Default power 2.7v- 3.3v 1.3v- 5.3v includes 3.2v- 4.5v 

i 2xAA solar charger circuit 3xAAA 

Sleep mode <15 microA 23 0 microA 390 microA 
I 

Radio 916 MHz 433 MHz 2400 MHz 

LEOS 3 LED indicators 3 LED indicators 

Size 58 x 38 mm 60 x 60 mm l 36 x 48 x 9 mm 

Range 
30m (line of sight 

300m 500 m with integrated 
! antenna) 

OS · . TinyOS TiriyOS . . Tiny'OS' 
I 

It should be noted that a mote is a node, but a node may not always be a mote [24]; 

in other words, the mote refers to a sensor node that has autonomous sensing and 

communication within a few cubic millimetres of space. There are several sensors 

nodes [25] available in the market for sensing the various parameters related to 

healthcare, weather, automotive, chemical emission and fluid flow. However, the 

researchers vastly preferred the Crossbo\v znotes for couple of important reasons. 

First, they are the pioneers in the supply of the Berkeley-style MICA mote; and 

second, they provide more control over their functionality, such as programming 
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the sensor to implement the research ideas and to study their performance. The 

above Table 2-1 lists the specifications of three different types of nodes used 

prominently among the researchers in wireless sensor networks: Crossbow's 

MICA2 [16], CSIRO's FLECK [26] and Crossbow's Imote [16]. 

Memory. Typical sensor nodes are tiny devices that come with a very limited 

memory and storage capacity. Berkeley's MICA2 possess 4-8 MHz, 4 KB of RAM, 

128 KB flash and, ideally, 916 MHz radio frequency [16]. This means any measure 

designed for sensor networks should be few lines of code. 

Energy. Energy is another important factor to consider when designing any 

measures for sensor nodes. Given the sensor network topology, which makes 

accessing them impracticable after deployment, it is very important to limit the 

energy consumption and thereby extend the battery life. Ho-vvever, adding security 

measures to sensor networks necessarily has a significant impact on the energy 

consumption, for example, to perform the encryption and decryption functions, to 

store, manage and send the encryption keys and so on. 

2.3 Healthcare monitoring application 

The integration of the existing specialized medical technology with pervasive 

wireless networks will be the future [93]. Because of this, medical applications will 

benefit from wireless sensor net-vvorks in m.any ways, one of which is the 

continuous monitoring of the patient. Non-intrusive, wearable sensors will allow 

the automatic collection of vast amounts of data, reducing the cost and 

inconvenience of regular visits to the physician. Many build an HMA using the 

BAWSN target heart problems, asthma, emergency response and stress monitoring. 

The paragraphs below briefly describe some of the existing HMA that shows how 

the wireless sensors are used for gathering health-intrinsic data about the patient 

and in enhancing the health care services. 
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· Figu.re. 2-1 Different Healthcare Monitoring Appiications (a) HipGuard ·pa.nts for hip patient 

rehabilitation [103] (b) Wireless Mica 2 based pulse oximeter sensor [102](c) Smart LifeShirt 

[98] {d) An ECG module communicating with the base station [100] 

The HipGuard system is developed for patients who are recovering fron1 hip 

surgery. This systern monitors the patient's leg, hip position and rotation with 

embedded wireless sensors. Alarm signals can be sent to the patient's Wrist Unit if 

the hip or leg positions or rotations are false and hence, the HipGuard system can 

provide useful real-time information for the patient rehabilitation process [94]. 

Figure 2-l(a) shows the shorts for the hip patient rehabilitation. 
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The Ayushman [95] is a sensor network-based medical monitoring infrastructure 

that can collect, query and analyse patient health information in real-time. A 

wireless ECG, gait monitoring and environment monitoring was developed using 

off-the-shelf components with a Mica2 wireless transceiver. In addition, the 

necessary software for consulting the data at a remote client was developed. 

The CodeB/ue [7], being developed at Harvard University, is a medical research 

project based on sensor networks. This project includes pre-hospital care and in-

hospital emergency care, disaster response and stroke patient rehabilitation. 

Research from this project has potentials for resuscitative care, real-time triage 

decisions and long-term patient observations [96]. The system integrates low-

power wireless-wearable vital sign sensors, handheld computers and location 

tracking tags. It also offers services for credential establishment and hand-off, 

location tracking and within-network filtering and the aggregation of sensor-

produced data. A simple query interface allows emergency medical technicians to 

request data from groups of patients. CodeB/ue is designed to scale across a wide 

range of network densities, and operates on a range of wireless devices, from 

resource constrained motes to the more powerful PDA and PC-class systems [97], 

Figure 2-l(b) shows a Mote-based pulse oximeter, a Wireless Vital Sign Sensor, 

which forms a part of the hardware. 

The Human++ project by IMEC-NL [55] aims to achieve highly-miniaturized and 

autonomous sensor systen1s that enable people to carry their personal body area 

network. An ambulatory EEG/ECG system with a transn1itter working on 2.4 GHz 

was developed. This system can run for approximately three months using two AA 

batteries. To obtain a longer autonomy, the project also investigates energy 

scavenging with thermoelectric generators (TEG). In 2006, a wireless pulse 

oximeter was presented, fully powered by the patient's body heat. Furthermore, 

the project investigates new wireless technologies, such as the UWB, to make an 

ultra-low power transmitter. 

LifeShirt is a comfortable and completely non-invasive 'smart garment' that gathers 

data during a patient's daily routine, providing the most complete remote picture 

of a patient's health status. It enables healthcare professionals and researchers to 
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accurately monitor more than 30 vital life-sign functions in the real-world settings 

where patients live and work [98]. LifeShirt collects patient data using integrated 

sensors including respiratory bands (which measure pulmonary function) and an 

ECG, which records the electrical activity of the heart. It also tracks and records 

posture and physical activity. Figure 2-1( c) shows a smart LifeShirt. 

The European MobiHealth project [99] provides a complete end-to-end mobile 

Health (mHealth) platform for ambulant patient monitoring, deployed over the 

UMTS and GPRS networks. The MobiHealth patient/user is equipped with di fferent 

sensors that constantly monitor vital signals, the blood pressure, heart rate and 

electrocardiogram (ECG). Communication between the sensors and the personal 

device is Bluetooth- or ZigBee-based and is si ngle-hop. The major issues 

considered are security, reliability of communication resources and QoS 

guarantees. 

The UbiMon (Ubiquitous Monitoring Environment for Wearable and Implantable 

Sensors) aims to provide a continuous and unobtrusive monitoring system for 

patients to capture transient events [100]. A number of biosensors were developed 

such as a 3-lead ECG, 2-lead ECG strip, and Sp02. Furthermore, a compact flash 

WBAN card is developed for the PDAs, where sensor signals can be gathered, 

displayed and analysed by the PDA, as shown in Figure 2-1(d). 

2.4 . Medical diagnosis . 

Medical diagnosis is a complicated process that involves various health-related 

parameters that must be analysed before predicting the appropriate diseases. In 

addition, some parameters might require more than one value from various parts 

of the body. For example, the HMA discussed above [96,98-100] requires the 

patient/user to be equipped with different sensors that constantly monitor various 

vital signals such as blood pressure, heart rate, glucose level, pulse oximeter and 

electromyogram (EMG). In addition, UniMon [100] uses more than one sensor to 

measure the ECG. The discussion below from some of the medical literature shows 

that the cause of a well-known disease can be diagnosed more accurately with 
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more than one vital signs/parameters; naturally, these parameter values should all 

be received at the same time. 

Prostate cancer is the most commonly diagnosed form of cancer and is the second 

leading cause of cancer-related deaths in males. Because of the poor success rate in 

the treatment of advanced prostate cancer, intervention at an early stage may 

reduce the progression of small carcinomas into large metastatic lesions, thereby 

reducing cancer-related deaths [104,105]. There is substantial evidence in the 

literature [105] that the serum6 of cancer patients contains circulating levels of 

antibodies that recognize antigens7 present in their tumour tissues. These 

antibodies react to a variety of tumour-associated antigens. Because these 

antibodies appear to be elicited by the early presence of tumour-associated 

antigens changes, it has been proposed that the antibodies can be monitored for 

the early diagnosis of cancer [106]. The presence of three different types of 

antibodies and hence, three parameters, W632, anti-plakoglobin and anti-EDDR1, 

in the serum can be used for the diagnosis of prostate cancer. In [105], biosensors 

were developed for the detection of tumour-associated serum antibodies to 

diagnose prostate cancer early and to monitor the effectiveness of the treatment 

and the recurrence of the disease. 

Asthma is typically triggered by the following toxic gases -- Ozone (03), Carbon 

Monoxide (CO), Oxides of Nitrogen (NO~ NOz) and Sulphur Dioxide (SOz) - found 

in the atmosphere from factors such as vehicular emissions, the burning of fuel in 

industrial processes, natural sources such as wildfires and tobacco smoke, 

[107,108]. Long-term exposures can cause respiratory illnesses and alter the lung's 

defence mechanisms [109]. These toxic gases cause coughing- especially at night 

- wheezing, chest tightness and shortness of breath, in the case of these 

symptoms, [110] strongly recommends the frequent monitoring of the two 

6 A component of blood that is collected after coagulation 

7 An antigen is a substance or molecule that, when introduced into the body, triggers the 
production of an antibody by the immune system, which will then kill or neutralize the antigen 
that is recognized as a foreign and potentially-harmful invader [27]. 
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parameters, peak expiratory flow rate (PEFR) and forced expiratory volume, in one 

second (FEV1) for the early detection of an asthma attack. 

Depression is most common problem and can be termed a condition of mental 

disturbance, typically with a lack of energy and difficulty in maintaining 

concentration or an interest in life [111]. It is more than just a low mood - it is a 

serious illness. One of the causes of depression, that elderly people, often ignore, is 

sleep apnoea [112] - a sleep disorder characterized by abnormal pauses in 

breathing or instances of abnormally low breathing during sleep. Studies in [113] 

found correlations between the body positions during the sleep for the various 

breathing problems. Monitoring the various body position parameters would 

provide information about the body movements made while sleeping that can 

determine sleep quality and irregular sleeping patterns. The various physiological 

parameters are regarded as the most accurate means for differentiating between 

the sleep and wake phases. For instance, the Electroencephalogram (EEG) - the 

measurement and frequency analysis of brain waves - shows the difference 

between the sleeps and wake stages [114]. The Electrooculogram (EOG) and 

Electromyogram (EMG) are also standard technologies for sleep monitoring. The 

electrocardiogram (ECG) is used to derive the heart rate, which is well known to 

decrease at sleep onset. The [115] studies the heart rate variation over different 

sleep stages. 

Cardiovascular disease is the leading cause of mortality in the developed world. It 

refers to various medical conditions that affect the heart and the blood vessels. 

These conditions include coronary artery disease, myocardial infarction (heart 

attack), angina, congestive heart failure, hardening of the arteries and peripheral 

vascular disease [116]. In these, heart attack and unstable angina8 are dangerous 

8 This type of angina is a sign that a heart attack may happen soon. 
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conditions and require emergency treatment; the failure to provide treatment 

immediately may even cause sudden death [117]. 

A heart attack comes with warning signs that are not always recognised by the 

victim. People often confuse a heart attack with indigestion or heartburn. Although, 

the ECG can be used to assess the occurrence, the heart attack or the evidence of a 

previous heart attack, [118-120] recommends that the continuous monitoring of 

the three parameters, the blood pressure, glucose level and the cholesterol level, 

can detect the warning signals and can be used to help the prevention of a heart 

attack. 

A stroke or brain attack occurs when an artery supplying blood to the brain is 

blocked [121]. The research found in [122] suggests that the atrial fibrillation 

(increased heart rate and rhythm) is the major risk factor for a stroke; thus, 

frequent ECGs together with other parameters, such as blood pressure and glucose 

levels, will certainly detect the occurrence and reduce the incidence of the stroke. 

Seizure, in general terms, refers to a sudden malfunction in the brain that causes 

someone to collapse, convulse or have another temporary disturbance of a normal 

brain function, often with a loss or change in consciousness [123]. Most seizures 

are physical findings or changes in behaviour that occur after an episode of 

abnormal electrical activity in the brain [124]. Stereotypic movements caused by a 

seizure may vary from individual to individual, but are consistent from seizure to 

seizure within any individual patient with epilepsy [125]. Because seizures can 

occur in people who do not have epilepsy, the method shown in [126] can be used 

to detect different types of seizure (myoclonic, clonic and tonic) events in patients 

by monitoring the parameters from an accelerometer, which is positioned on the 

trunk and the four limbs of the patient. In turn, the classified seizure can be used to 

detect whether they are epileptic seizures or not. 

2.5 Application system properties 

Whenever there is an emergence of a new technology or application in modern 

days, there is a stern scrutiny about the functionalities provided and how suitable 

they are for the user needs. Some researchers that proposed various HMA in 

[55,94-100] also mentioned various properties that must be considered when 
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measuring the performance of the HMA. In addition, the surveys that describe the 

medical applications based on the BAWSN also proposed various properties. The 

following paragraphs describe those properties mentioned in the literature that 

might influence the performance of the application. 

1. Power Management. Most of the sensor networks are battery-operated. 

Therefore, power management is essential in almost every application where 

sensors are used. In addition, the limitation of an implanted sensor on a person 

poses even further challenges. In [127], it is shown that a typical alkaline 

battery provides about SO watt-hours of energy and, in full active mode; a node 

can operate for only a month. However, in practice and for many applications, 

the users expect the device guarantee to work for a year or two without any 

replacements. This could include devices such as heart pacemakers. To deal 

with these power issues, the developers must design better scheduling 

algorithms and power management schemes [127] . 

2. Lin1ited Computation. The biosensors nodes have limited power and low 

memory; consequently, the computation ability of the biosensors is also 

limited. Hence, the biosensors cannot perform large bit computations. Because 

communication is vital and memory is low, little power remains for the 

computations [128]. 

3. Quality of Service (QoS). The need for QoS for a given application that is built 

upon a computer network is not a new requirement - the BAWSN is built 

upon wireless sensor networks. In [129], it is given that proper QoS handling is 

an important part of the framework of risk management in medical 

applications. Prior research [130-133] has focused on managing and reserving 

resources on the Internet, w ireless networks and ad hoc networks. However, 

most of these prior solutions do not apply to the WSN or BAWSN applications 

[129] . The proposed QoS specific for WSNs mainly focuses on one or a few QoS 

featu res, such as delay, bandwidth specifi cation or reservation [134] . 
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4. Location. The placement of the sensors on the body has extreme importance 

[137, 138], for this reason, studies in [138-141] show that significant 

variations in the received power are found when the arms are moved. The arm 

motions to the front and side of the body can have an impact on the line of sight 

between the antennas of the sensors. A similar conclusion was found in an 

actual implementation [76] where the sensors communicate directly with the 

personal device; loss rates of more than 50o/o were fou nd when the body was in 

motion. 

5. Survivability. The definition of survivabil ity states that the ability of the system 

is to fulfil its mission in a timely manner in the presence of attacks, failures or 

accident [142], because the survivability requirements vary substantially based 

on the scope of the system [142] . The areas affecting the survivability for the 

WS N are given in [143] as node power, node destruction/repair and security. Not 

all these areas may be applicable to the BA WSN, because of the less physical 

adversaries of the sensor nodes in the BA WSN. As such, the survivability for the 

BAWS N is a less-explored area and, fo r example, in [144] the reliability of the 

BA WSN is measured in terms of network survivability. 

Apart from the above-mentioned properties that can be used to evaluate the 

BAWSN, various literatures intensely discussed four other properti es, namely 

reliabil ity [67,129,130,132], availability [67,87], security [50,67,68,72,87] and 

safety [128,135,136] . The sections below focus on how these four properties are 

determined in the literature, and also show how these are used in the performance 

evaluation of the BAWSN. The justification for considering only the following 

properties for the BAWSN is deferred to Chapter 4. 

2.6 Reliability 

The reliability of the health data provided by the BAWSN directly affects the quality 

of the patient monitoring and, in a worst-case scenario, it can be fatal when a life-
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threatening event has gone undetected [129,67]. In conventional reliability9, the 

transport service has little knowledge about the semantics of the data; therefore, 

the reliability solutions are based on the 'per transport message segment' 

[145,146]. In such transport solutions, end-to-end reliability ensures that data are 

received by the intended end-point successfully using retransmission and/or other 

error-control techniques. However, a conventional reliability would only involve 

the reliable delivery of the data using retransmission that may constitute a 

redundant delivery of the data. Much of the prior work on reliability for wireless 

sensor networks discusses similar message-level reliability for both upstream 

(sensor-to-base station) and downstream (base station-to-sensor) reliable data 

delivery. For instance, the Pump Slowly, Fetch Quickly (PSFQ) [14 7] approach is 

proposed for downstream reliable data delivery from the source to the sensor 

nodes. It is based on the hop-by-hop error recovery with in-network caching and 

sending the repair request via a negative acknowledgement (Fetch) that is faste r 

than the source transmission rate (Pump) . In GARUDA [148] , the downstream 

message reliability is achieved through a virtual infrastructure composed of local 

and designated loss-recovery servers. Reliable Multi-Segment Transport (RMST) 

[149] is a transport layer protocol designed to run in conjunction \Vith directed 

diffusion. It is a selective NACK-based message-level reliability scheme used for the 

transference of large amount of data from sensors to the base station. 

The reliability of an application is generally ·defined a·s a filnctfon of a number of 

parameters that strongly influence the performance measure of the application. 

The literature [150-153] shows that the reliability of a wireless sensor network 

(WSN) is closely related to its routing algorithm. Consequently, the parameters are 

also related to the routing algorithm. For example, the energy coeffici ent (EF) 

parameter was considered paramount in sensor networks, because wasted energy 

9 The term 'conventional reliability' is used to refer to the TCP reliability in which continuous 

streams of data split into multiple data packets, with each data packet carrying a fragment of the 

continuous stream. 
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shortens life and reliability [150] . The distance (D) between the transmitter and 

receiver also influences the reliability of the WSN s [15 1]. The environment 

coefficient (CE) parameter was chosen to resolve the complex influence of 

environmental factors in the communications quality fo r the WSNs [152, 153]. In 

free space, it is shown that the power a receiver receives is proportional to the 

wavelength of the signal (A.) and the height of antennas (H) [153]. Although these 

existing parameters influence the reliability most of the parameters are device-

centric. 

2. 7 Availability 

Availability determines whether a node has the ability to use the resources and 

whether the network is available for the messages to communicate. The formal 

definition [154] for availability states that a system is highly available if the fraction 

of its downtime is very small, either because failures are rare or because it can 

restart very quickly after a failure. The literature shows that much of the prior 

work on availability is based on energy-saving schemes targeted only towards the 

underlying WSNs. For instance, [155] investigates the 'on' (activate) and 'off 

(deactivate) 1nodes of sensors. Because the on-off modes of the sensors will affect 

the network connectivity, the availability metric is employed to characterize the 

behaviour caused by the intermittent operations and to evaluate the performance 

of the WSNs in which the nodes work alternatively in the on and off modes. The 

work in [156,157] employs self-generative software components to perforn1 the 

optimal software rejuvenation in the WSNs with a vievv to increasing the 

availability of the sensor nodes in the sensor networks against a malicious attack. 

In [158], the author introduces a middleware layer mechanism specifically 

designed for WSNs in which a group of sensor nodes forms a cluster and a 

replicated service is run on each cluster head to increase the availability. 

The availability of any given application is generally given as a function of a few 

specific parameters and therefore, the choice of these parameters signi ficantly 

influence the availabil ity measure. We conducted an exhaustive study of the pre-

existing parameters in the literature, such as the Bit error rate (BER) [159], Link 

availability (L) [151], Mean on time (Ak) and Mean off t ime (~k) of a sensor node (k) 
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[160], Environment Coefficient (CE) and Energy Coefficient (EF) [161 ]. The studies 

showed that these parameters influence the availability measure in the WSN and 

all are device-centric. 

2.8 Security 

Stringent security mechanisms are required to ensure the strictly private and 

confidential character of the medical data. Owing to the wireless nature of the 

BAWSN, it is extremely challenging to ensure authentication. The energy and 

computational limitations of the sensor nodes also make it impractical to deploy 

complex cryptographic techniques. A few security measures were proposed 

especially for the BAWSN. In [162], the authors describe the Denial of Service (DoS) 

attacks and the corresponding defences in the area of Wireless Body Area 

Networks (WBAN) with reference to the Open System Interconnection (OSI) layers. 

Alternatively, hardware-level encryption in sensor nodes uses a 128-bit encryption 

key with the help of one key per session, where a personal server shares one 

encryption key with all the sensor nodes in the BAWSN [164]. Howeve1~ a 128-bit 

Message Authentication Code (MAC) can be very expensive in wireless sensor 

networks in terms of the overheads. Interestingly, the approach proposed in [165] 

claims that hardware-level encryption does not significantly increase the power 

consumption, which is an important factor governing the deployment of wireless 

sensor networks. However, this claim has not been supported with any empirical 

or simulation results. A lightweight Identity-Based Encryption (IBE) is presented in 

[166] and depends on Elliptic Curve Cryptography (ECC), and therefore translates 

the public-key-based encryption. It has been understood in the wireless sensor 

networks that any public-key-based encryption is expensive [167]. 

2.9 Safety 

As mentioned in [128] , safety is of the utmost importance in medical applications. 

On the other hand, it is very difficult to find all the possible potential safety issues 

[169] owing to the restrictions involved in testing these applications in real-time. 

Therefore, sometimes it is conceivable that some in1moral researchers could 
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perform tests and trials with devices that are dangerous to the volunteers [66]. 

However, some potential safety issues are resolved in the literature because of the 

interaction of the computing entities and the human body in the BAWSN, and these 

are given below: 

1. Thermal Safety. The sensor nodes used in the BAWSN use Radio Frequencies 

(RF) for communication. The heating caused by the RF inductive power may 

damage the human tissue. As a threshold, it has been shown that the maximum 

temperature of the human issue in contact with the sensor node should not 

exceed 39°( for 24 hours of operation [170]. Any exposure of human tissue 

more than the above-mentioned threshold may cause trauma, damage to 

human tissues and organs that might have serious implications, depending on 

the degree of the damage. 

2. Electrical Safety. Manufacturers are producing smaller sensor nodes, and also 

with batteries, to enhance the level of comfort for the users in wearing these 

sensor nodes. The sensor nodes in the BAWSN are small in size and therefore 

the batteries used in them are also small. In general, the small batteries are 

pritnary batteries that are electrical storage batteries that cannot be recharged 

[171]. The most common types of primary batteries for use carbon/zinc, 

alkaline and lithium as the material for storage [172]. These materials contain 

harmful substances and, in the case of leakage, may be harmful, because of 

their close their proximity to the human body. 

3. Radiation Safety. The radiation [172] from the sensor nodes poses safety issues 

for the human body, because the human body is composed mostly of water that 

may be heated by excessive radiation. Consequently, two main biological 

effects are produced in the human body, short-term and long-term effects. The 

first is related to reproducible and immediate phenomena such as the thermal 

effects, as mentioned above, while the second could be perhaps more serious 

- the responsibility for some degenerative diseases after many years of 

exposure [173]. Hence, the radio power negotiation scheme should be adopted 
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to reduce the transmission power and must be strictly limited to meeting the 

standards of patient safety [172]. As a safety measure, the IEEE and World 

Health Organization (WHO) have developed Radio Frequency exposure 

recommendations specifying near-field restrictions, referred to as SAR10 

between 10 MHz and 10 GHz [172,175]. 

4. Biocompatibility. The wearable sensors in the BAWSN should be 

biocompatible for safe operations. The biocompatibility of a sensor may 

include properties, such as the shape, size and materials used for the sensors 

that directly act on the human body, because any bio-incompatibility of the 

sensor with human body may lead to the growth of unwanted tissue over the 

implanted devices [172-174]. In the case of biocompatible sensors and to 

avoid any growth of tissues, the sensor nodes are packaged in biocompatible 

materials [128,176]. 

5. Operational Safety. The sensor nodes can interfere with the operations of other 

medical devices. Similarly, other medical devices can interact with the sensor 

nodes; for instance, the interference from a sensor node can cause heart 

pacemakers to provide a wrong stimulus [177]. Some other distinguished 

safeties in the · BAWSN include channel model · and · antenna design, because 

sensor nodes are very close to or are implanted in the body. The body tissue 

may change the waveform propagation and antenna pattern to cause a 

software failure, subsequently leading to a wrong diagnosis. 

lO Specific Absorption Rate is a measure of the rate at which energy is absorbed by the body when 

exposed to a radio frequency (RF) electromagnetic field. 
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2.10 Test-bed development 

The AMC application, the healthcare test-bed, is not only built for research 

purposes, but also to demonstrate the possibility of such an application in real-

time, the application was built by following the Model/View /Controller (MVC) 

framework and the design pattern [183,184]. In the AMC application, the pregnant 

women and the care-staff receive emails and SMS as alert messages. The email is 

used for a less critical situation and the detailed alert message, while the SMS is 

used for an emergency and short messages. To send emails using Java Servlets 

[178] was straightforward and was achieved with ease [179]. Sending SMS was 

achieved after considering some packages, such as the SMS integration [180] that 

required a real-time SMS gateway and was difficult to customize for the AMC 

application. Instead of using any customized packages, a Java-based program was 

developed to send the SMS using the AT commands [181,182] by connecting the 

GSM phone using Bluetooth or through a serial connection. 

2.10.1 Presentation of web pages in mobile 

Web page presentation should enable the users to easily navigate the presented 

content and also be appealing, intuitive, informative and useful [22]. For the 

presentation of the web pages on hand-held devices, different techniques have 

been proposed. These include, page block, zone-zoom, fisheye, thumbnail, 

directory and a structure-aware directory. A brief description of these follows. 

Page Block. In this approach, a web page's structure is analyzed and the web page 

is split (using a page-analysis algorithm) into smaller, logically-related units that 

can fit onto a hand-held device's screen. The web page is then be adapted to form a 

two-level hierarchy with a thumbnail representation at the top level, providing a 

global view, and an index to a set of sub pages at the bottom level providing 

detailed information [39]. 

ZoneZoom. ZoneZoom [ 40] is a navigational technique that permits users to 

traverse a large information space on mobile phones. It segments a given view of 
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an information space into nine sub-segments with each segment being mapped to a 

key on the number keypad of the mobile phones [40]. The user can then initiate an 

animated zoom into one of these sub-segments by pressing the number key that 

corresponds to that segment [ 41] . 

Fish eye. The fish eye presents an overview of the entire large screen. Normally, 

HTML control is used to display a web page in hand-held devices [ 42]. In PDAs and 

mobile phones, this view takes up most of the screen, but the gutter around the 

edges displays small icons. The icons in the gutter will indicate whether there is an 

image, table or text below, above or to the side of the current position on the page 

[43]. 

Thumbnail. Thumbnails, al so called (graphical summaries', are useful for 

conveying information quickly [44]. Users familiar with a web page on the screen 

can often recognize it in thumbnail form. The user is free to zoom into any part of 

the thumbnail without having to scroll to get there. When resized, the thumbnail 

shows the page as desktop browser would, with wrapping and layout identical to 

that of a typical desktop browser. 

Directory. A directory type presentation can be described as a Mobile Link (m-

link) infrastructure for using the existing web content and services on hand-held 

devices [ 46]. Because not all web information is appropriately (linked', the Mobile 

links use a middleware proxy - a navigation engine - to incorporate data-

detectors to extract bits of useful information, such as names, phone numbers and 

addresses, and link them appropriately. It makes Web navigation on small devices 

faster and less disorienting, which led to culling the links from the content. 
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Structure-aware Directory. A structure-aware presentation is similar to a 

directory presentation, except that it focuses on structure-aware transcoding 

heuristics that preserve the original web page's underlying layout as much as 

possible [36]. Most of the complex web sites generally use multiple-repeated layout 

patterns [36]. The transcoding module groups the different repeated patterns and 

creates a separate link for each layout, which maintains the relative importance of 

the web page components. A detailed comparative evaluation of these presentation 

techniques is presented below. 

A set of experiments [39] showed that the page block approach is better suited for 

pages with multiple topics, but it falters for single-topic pages, such as pure news 

content pages. Although the page block technique splits the web page for easy 

navigation, both the thumbnail and page block techniques present an overall 

content of a web page, which happens to be a larger size for the mobile phone 

display area. Familiar web sites that have multiple topics and the user's spatial 

memory [ 45] make page blocks and thumbnails suitable presentation techniques 

for these ·web sites. ZoneZoom is a presentation technique specifically designed for 

browsing a map. Geographical vveb sites, which deal in maps of the local-area, are 

well suited for this kind of presentation; they also provide an easy navigation for 

users, using the D-pad (nurnbers from 1 to 9 in a keypad), for any kind of small 

screen device. 

The fisheye view presents an exact replica of the original web sites designed for 

desktops with minor modifications by omitting Flash, Java scripts and other 

embedded objects that are not suitable or compatible for hand-held devices. This 

presentation technique allows hand-held device users to see the exact web page as 

they might see it on desktops. By doing so, the fisheye presentation presents all the 

available information in the web page to the users. But the navigation of entire web 

pages using hand-held devices takes much scrolling and keystrokes. Directory-type 

presentation, which provides links for World Wide Web (Web) information in a 

directory-like structure, is considered to be the most primitive and is easily 

navigable for hand-held devices. Informative web sites that give less importance to 
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images and other multimedia objects can use this type of presentation. A structure-

aware directory can be considered as an enhanced directory-type presentation that 

maintains the relevant importance of the web page components and is more 

appealing than the directory-like structure [22]. A comparison of these techniques 

is presented in the below Table 2-2. 

Table 2-2 Comparison of Web Page Presentation Methods 

Presentation Examples of Compatible Merits Demerits Type Compatible Web Devices 
PaGes 

Page Block www.cnn.com PDAs, • Easy • Not much 
www.msn.com Palmtop navigation informative 
www.bbc.com • Appealing • Not suitable 

• Intuitive for 
unfamiliar 
Web sites 

ZoneZoom www.whereis.com.au All • Easy • Applicable 
www.nationalgeograhic.com Handheld navigation only for 

Devices • Appealing Geographical 
• Intuitive Websites 
• Informative 

Fish eye All types of Web sites All • Informative • Requires a 
Handheld lot of 
Devices scrolling. 

• Not intuitive ---------
Thumbnail www.cnn.com PDAs, • Easy • Unfamiliar 

www.msn.com Palmtop navigation Web sites 
www.bbc.com . • Appe~li~g are less 

• Intuitive informative 
• Informative 

Directory Corporate Web sites All • Very easy • Not 
like: Handheld navigation appealing 
www.ibm.com devices • Intuitive 
www.cisco.com • Specifically 

Informative 
Structure- All types of Web sites All • Very easy 

Aware Handheld navigation 
Directory devices • Intuitive 

• Informative 
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2.11 Evaluation of related works 

To carry forward the innovations discussed in [94-100], the BAWSN-based HMA 

should not be considered as a mere alert-messaging-system when there is an 

emergency need for the monitored patient. But, it should be considered as a 

sophisticated medical application capable of providing information either to 

humans (Doctors and Medical Specialists) or any Artificial Intelligence (AI) 

algorithm to forestall the patient's condition based on the collected health data. 

This can be achieved only when the evaluation of the performance of the BAWSN is 

precise and considers the semantics of the sensed data. Because, any error in the 

health data may be fatal, as given in the studies that approximately 98,000 people 

die every year because of medical accidents caused by human or system errors 

[185,186]. 

The works mentioned in [86-100] show that the BAWSN consists of various sensor 

nodes that send health data consisting of various vital signs, but the works hardly 

exemplify how the health data from the various sensors for the same or different 

parameters are collated and measured to make a decision. In addition, for most of 

the related works on the BAWSN [86-93] or in the HMA [94-100], the alert 

message is sent to the required users based on one or a few of the monitored 

parameters. However, the precise medical diagnosis [104-126] can only be 

achieved when based on all the required health related parameters. Naturally, 

these health data should all be received from the sensors at the same time. In 

addition, most of the HMAs discussed in [94-100] measure the reliability based on 

the QoS provided by 802.15.4. However, studies in [187,188] show that it is not 

scalable in terms of the power consumption and cannot be used as a single solution 

for all BAWSN applications. Hence, there is a need for a scalable measure model to 

evaluate the performance of the BAWSN. 

The literature review on mobile application development was carried out while 

developing the AMC application. This required a PDA for the pregnant women to 

browse their medical record and also to input the BP values either using a 

Webpage or our web application. Our studies showed that no particular adaptation 

technique was suitable for all types of web sites to satisfy most of the user 
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requirements. Better presentation techniques were needed that satisfied most of 

the user requirements for all types of web sites. 

2.12 Conclusion 

This chapter discussed the heterogonous elements, such as the mobile application 

development, and described the existing BAWSN and the BAWSN-based HMA, the 

different technologies that can be used in building a BAWSN, various medical 

conditions that can be monitored, different aspects of the BAWSN for evaluating its 

performance and how they are discussed in the literature. In addition, the 

intricacies in the medical diagnoses were also discussed in detail. Our 

observations show that there is a need for a set of properties for the performance 

evaluation and thus there is an apparent cavity in measuring some of the vital 

BAWSN properties. 
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3.1 Introduction 

In healthcare monitoring applications, the health data gathered by the BAWSN 

from the patient is delivered to the healthcare application (HA), which can be 

defined as a sophisticated application assisting the doctors/care staff to monitor 

the patients' health condition and consult with the patient 1
0n the fli, regardless of 

where they are located. Although the BAWSN achieves the critical function of 

gathering trustworthy health data from the patient, the HA provides the 

visualisation of the patients' progress to the doctor and can have many 

functionalities. Examples are maintaining the electronic medical records in the 

database, alerting the concerned clinicians about the condition of the patients, the 

ability to provide a com1non ground for the patients and the care staff to discuss 

their needs in detail and also in private; it can also have an intelligent algorithm to 

predict any forthcoming emergency situation. The general functionalities 

mentioned above are under the perspective of the user of this application. 

However, from the application developers' perspective, the specific implementation 

of these functionalities differs considerably depending on the health care 

requirements. For instance, the design of the electronic medical records differs 

considerably for patients who are suffering from lymphoma and heart disease, and 

for those w ith other functionalities associated with an intelligent algorithm to 

predict any situation. 

To comprehend the above claims in a pragmatic way, one of the objectives in our 

research is to build an HA to realize the complete end-to-end HMA. And also, in 
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building an HA, it is imperative for our work to have a real-time test-bed to 

determine how the data generated and gathered from the BAWSN is used at the 

other end of the HMA in a real-t ime environment. Hence, an Assistive Maternity 

Care (AMC) application is built to maintain the electronic medical record and to 

monitor the women during their pregnancy period. The reason for selecting the HA 

for pregnancy is because it provides a real-time test-bed application to explore the 

various dependability modes under the influence of its properties. Also, the 

medical research in pregnancy is a well-matured and studied area with vast 

documentation and has been in practice since the beginning of mankind. In 

addition, we had the opportunity for working closely with the midwives and the 

pregnant women during our research and development, for whom the AMC was 

built as the real-time users of the system. 

This chapter describes the foundation works carried out for ensuring further 

research on the dependability of the BAWSN. The chapter articulates the 

understanding of the different functionalities in an HA for the readers, mentions 

the initial contributions made in building a real-time AMC by establishing the 

electronic medical records and also resolves the specific challenges involved in 

developing mobile applications. In addition, this chapter forms the basis for 

understanding the demarcation of the BAWSN in the HMA from the HA and also 

how the HA is dependant on the BAWSN for the health data. 

3.2 Assistive Maternity Care Application 

The Assistive Maternity Care (AMC) application (the pilot) is a healthcare 

application (HA) designed and developed in strong collaboration with the 

midwifery and information technology disciplines to assist the pregnant woman 

and the midwives/nurses of the health services in New South Wales (NSW), 

Australia. Initially, woman-held paper-based health records have demonstrated as 

being an effective method for record keeping in pregnancy. For the health services 

in NSW, the users, the pregnant women, are allowed to have more choice and 

control over their care and health during their pregnancy and labour. However, 

pregnant women could carry only a condensed version of their full paper-based 
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health records. Giving women their full paper-based record, known as the 'woman-

held' record, means they could see thei r own results and follow their progress 

more closely than if they had the smaller version [194] . There are advantages for 

women carrying their own records [189-191]; the records allow women to refer to 

their personal information outside the clinical setting, which encourages family 

support and involvement, communication with carers, continuity of info rmation 

across different providers, and settings and personal control of health. This 

enhances the women's control and confidence in their interactions with nurses and 

midwives, and increases the women's satisfacti on with their care. 

The paper-based records used in the health services have a number of 

disadvantages, including the poor use of space, fragility, being limited to a single 

user at all times, the vulnerability of records being misplaced or lost and the efforts 

required to search for information from either a large single record or a collection 

of records. Some efforts have been made to establish an electronic Medical Record 

( eMR). However, such systems remain limited to electronic records housed in 

hospital desktops computers, accessible only by the midwives and the doctors 

providing the care [192,193]. Community midwives and nurses generally do not 

have access to the electronic information unless they are 'wired in' to the hospital 

network. The current electronic records are reactive systems pritnarily used to 

collect data for producing annual statistics about birth outcomes. Pregnant women 

are passive partners who do not have a means for interacting with the electronic 

system or even seeing the data [194]. 

In these modern days, women now expect access to more information to make 

decisions about their own care. Increasingly, the pregnant women also want to 

access health records from beyond the physical location of a hospital zone, not only 

through desktop computers using the Internet, but also through 'smart phones' or 

PDAs. Moreover, the women also wish to interact with fellow women to share their 

experience and difficulties, and also to raise any queries through online forums 

either with their midwives or with their fellow community. These requirements 

49 



Healthcare Applications 

from the pregnant women and the care-staff 11 (nurses/midwives) motivated us to 

deliver a research-oriented development through constant interaction with the 

midwives. The specific objective of this research-oriented development is to design 

and develop the application that supports active interactions through the web or 

mobile interface for the pregnant women with the nu rses/midwives by creating an 

eMR. The following paragraphs describe the AMC application architecture with a 

detailed description of the major functionalities. 

3.2.1 AMC Architecture 

The AM C architecture is made up of three major components, the health server 

system (HSS), the client system and the communications infrastructure supporting 

the applications, as shown in Figure 3-1. The HSS consists of an eMR server, a 

database server, and a Short Messaging Service (SMS) gateway. The eMR server is 

built using a web server, a web application container and the appl ication that 

implements the eMR. The client system consists of desktops/PDAs and thei r users. 

The infrastructure consists of wired and wireless mobile networks [194]. 

3.2.1.1 The Health Server System 

The built application contains the intelligent logic for processing users requests by 

interacting with other components and making decisions. The application contains 

authentication facilities to control the access rights of the users and to process the 

user-data on request. The web server receives the· user requests and redirects 

them to the web application container that houses the built application. The server 

al so receives responses from the application and returns them to the browser on 

the user's PDA. The web application container is connected to the database server 

using their database connection pool; this allows the application to create the user 

information in the form of an eMR. The database also contains the functionality 

that triggers simple actions, such as sending reminders and notifications via SMS 

or email under specific prescribed conditions, for example, an abnormal range of 

11 Care-staff are generally referred to as clinicians in our AMC application. 
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entered physiological parameters, reminders of a visit date to the hospital and re-

test date, and so on. 

SMS Gateway 
3G/ GPRS 

WAN 
Pregnant Women 

802.11g/Wired 

eMR Server Server 

Client System Health Server System 

Figure 3-1 Assistive Maternity Care Application 

3.2.1.2 The Client System 

The users, pregnant women or the care-stafC can operate the smart phone or a PDA 

that is capable of connecting to the Internet and then to the server using Wi-Fi or 

3G/2.5 GPRS mobile networks. Any standard web browser installed in the PDA can 

be used to communication with the application. A user can operate the smart 

phone to interact with other users and the system. The care-staff are allowed to 

register using the application to access or to inspect the records of the pregnant 

women who were under their care. The application provides interfaces for 

pregnant women to submit any queries concerning their pregnancy, while the 

clinicians can give out their appropriate advice or responses. Also, the clinician and 

the pregnant woman can always interact through a phone conversation as 

necessary [194]. The web application is always available through the desktop 

computer connected to the Internet, should a smart phone or a connection to the 

application via a smart phone not be available. 
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3.2.1.3 The communication infrastructure 

To facilitate the use of the AMC application on the move, an existing 3G or GPRS 

mobile network is required to support the connection between the server and the 

client system. The existing mobile network is capable of supporting voice and data 

communications within its coverage. In recent times, the availabil ity of 3.SG has 

also enhanced browsing impressively. Any available hot spots (or Wi-Fi networks) 

can also enable the client system to connect to the server system [194]. 

3.3 Electronic Medical Record 

The newly-developed AMC application transforms the paper-based version into an 

electronic version, known as the electronic Medical Record ( eMR). In developing 

this eMR, a comprehensive mapping between the paper-based record and its 

equivalent electronic system was stud ied. It should be noted that a paper-based 

record might have a flexible information structure; thus, mapping it to an eMR 

presents a challenge and requires careful consideration, especially with a mobile 

device that is limited in its display area. The meaningful presentation of the 

information requires a major design that involves technology in addition to user 

perceptions and usability. 

The developed eMR provides a uniform set of necessary information about a 

pregnant woman and her pregnancy. This includes details of the woman's personal 

data, her current pregnancy, her pregnancy history and the result of the pregnancy 

diagnostics and other information. In general, it retains all the information 

contained in the paper-based system with future extensions to include features 

that come about because of the advantages of the eMR. Eventually, the eMR is 

stored in the form of a data record in some structured format for easy access. The 

eMRs are often stored in the form of tables in a database. 
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3.3.1 Active Database System 

The client/server paradigm is based on a request/response directive for the 

content from the user. However, it is more effective if the system can respond 

automatically to changes in the environment or be responsive to conditions 

generated by the users. These types of systems are termed active systems. In the 

AMC application, the specific component of an eMR is made active. Because the 

database is made up of eMR tables, an active database system (ADS) is established 

by selecting those specific components of an eMR that can be primed for automatic 

activation when certain predetermined conditions are met. The database server 

incorporates mechanisms for triggering data conditionally and determining 

intelligent actions defined by set of rules. For example, if the value of the blood 

glucose component recorded in the pregnant woman's eMR falls below a certain 

predefined threshold, an alert must be raised so that the appropriate remedial 

action can be performed. In addition, a set of protocols is developed to allow active 

and effective communication and interaction between the pregnant woman and 

midwife through the application [194]. 

3.4 Mobile Web .Application 

There is a growing demand for viewing web pages on mobile devices and hence, 

the AMC application was equipped with a PDA for the patient in addition to the 

care staff, but the display area of these devices is much smaller than that of the 

desktop computers. For example, the display area of a typical PDA is 6 x 8 em, while 

that of standard notebook/desktop computer is 28 x 21 em [35]. The following 

gives a brief description about re-authoring and the presentation methods used to 

adapt web pages for hand-held devices. 

3.4.1 Mobile web page adaptation 

While the wireless web access could provide users with anytime, anywhere access 

to the same information they would get through their desktops, it also facilitates 

the provision of new and value-added services that might be based on the user's 

location, preferences and device capabilities specific for mobile use [21, 22]. 
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The web page content developed for desktops can be presented in three ways, as 

shown in Figure 3-2: 

• Web page content (Verbatim) - without tailoring - can be adapted to be 

viewable by hand-held devices. 

• Web page content is generically tailored and adapted to be viewable by hand-

held devices. 

• Context-aware Web content. Many users of mobile services prefer to access 

only that information relevant to their current situation or use. To cater for this 

need, the mobile wireless service must provide adaptation capabilities to 

handle the dynamically-changing environments. Based on the context, such as 

the user's location, information of interest and device capabilities, the system 

could adapt the \Neb content before presenting it to the hand-held devices. 

User 's 
Prefere nce Time 

Original Web Page Content 

Device 
Capab ilities 

Figure 3-2: Presentation of web pages on ha nd-he ld devices 
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It is especially difficult to browse a document by scrolling in the small screen area 

and the user needs more time and keystrokes to get their target datajhyperlinks. 

Hence, it is highly desirable or even necessary to manipulate and minimize the 

content of a web page for presentation in hand-held devices. Segmentation and 

regrouping [38], tables of contents [ 46], summarization and hybrid schemes [36] 

are some of the generic approaches proposed for this purpose. The following sub-

section describes various design aspects in presenting web pages on hand-held 

devices. 

3.4.2 Design aspects in mobile web pages 

The design and development of web applications for mobile and device-

independent operations is very complex and more challenging, because it must 

resolve rr1any additional aspects compared to traditional web pages [21] . Based on 

our experience, we summarized some of the key elements for mobile Web designs, 

as given in [21], content and functionality, presentation, usability and interaction, 

device independence, personalization and context-awareness. 

• Content and functionality. Content of the web pages - text, links, images 

and video - and the functionality offered should be appropriate for the 

given purpose and scope of the application and the device being used to 

access the Web. Content might have to be adapted as appropriate (see 

context awareness). 

• Presentation. Web pages can be designed to suit a variety of handsets 

having different form factors and display capabilities. The way in which the 

information or content is presented assumes a greater significance in 

mobile web applications. Besides text and images, other forms of delivery, 

such as voice prompts, might be considered. For example, voice response is 

more appropriate for gaining the immediate attention of the user when 

driving a car or engaged in an activity, such as responding to an emergency. 
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• User Interface and usability. This is another key area that needs special 

consideration in view of the interaction with the web pages from the 

handsets that have small or no keyboards, touch sensitive screens, menus 

and stylus, and recognizing handwriting, voice prompts and gestures. 

Special attention to navigation is also required. 

• Personalization. Mobile devices are more personal than desktop computers. 

A growing number of people are 'living' with mobile devices. Users would 

like to receive information or alerts or respond in specific ways that suit 

their preferences, which may also depend on the device they use. 

• Context-Awareness. The application - content and interface - could be 

made context-sensitive, depending on parameters, such as the location of 

the usage/user, time of use, task currently being performed and history of 

use, to provide the user with the information and functional ity relevant to 

the current usage. 

The developed web pages are deployed at the server using the server-side 

adaptation technique. Our research [22] shows that if there is sufficient 

information about the delivery context and the delivery device's capabilities, then 

the server-side adaptation offers the maximum author control over the delivered 

content, including the ability to radically change the content volume and its styling, 

navigation and layout. This was made possible during this development process, 

because constant consultation with the care providers ensured the content to be 

delivered had utility in the clinical setting, and the interface in the PDA was user-

friendly [194]. 

3.4.3 Obi-MATE 

The concept of developing an eMR and its assistive Web application for the 

pregnant women and the midwives has been given the name of Obi-MATE [195]. 
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The success of this new breed of second-generation web applications lies in the 

value and features they offer to the users (pregnant women and midwives) and 

their usabil ity. The applications must be compelling; the users must perceive them 

useful and fu lfil the purpose fo r which they were built. Furthermore, they should 

be well executed. Web pages should be specifically tailored to suit hand-held 

devices. Unlike many known websites, such as cnn.com, bbc.com and 

espncricinfo.com that have their own mobile version at m.cnn.com, 

www.bbc.co.ukjmobilej and m.espncricinfo.com respectively, our aim is to produce 

the web pages that are not only designed as suitable for a desktop display but also 

should be adaptable for the PDA display, as shown in Figure 3-3 and Figure 3-4. 

This poses severe issues when designing the web pages that can be adapted to the 

small screen. The issue of developing the application for a desktop display is not so 

critical, because the screen size is more or less adequate to accommodate the items 

on the paper record. However, the issue is more about optimizing the content on 

the screen and the navigation facility to rnake it easier for the user to operate and 

still provide a familiar feeling and control over the displayed information [194] . 
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Figure 3-3 Desktop Interface for AMC application (a) details of visit, (b) list of options for 

viewing 

(a) (b) (c) 

Figure 3-4 PDA Interfaces for AMC application, (a) details of visits, (b) drop-down menu for 

viewing selection, (c) woman's details 
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3.4.4 Security in Mobile Web Applications 

A security mechanism is an implicit requirement for any newly-built system and its 

users. The AMC application requires a security mechanism for both the data 

transfer over the communication network and also for accessing the application 

and its data within the system. The security mechanisms of the 3G/GPRS are built 

on the GSM's security and it minimizes the existing security problems in the GSM 

with the newly-added security features [196-199], which makes 3G/GPRS a 'good 

enough' protocol even for mobile banking [199]. Hence, we rely on the security 

mechanisms of the 3G/GPRS for data transfer from the PDA or smartphone to the 

server. 

To access the system, each system user must be authenticated. For example, a 

midwife must be authenticated before he or she can register into the system. A 

role-based approach is used for authorization. Selective information and interfaces 

are accessed depending on the user's role. For example, the role of the midwife or 

doctor must be defined with proper access rights to ensure that the display is only 

reJevant for that role and can only access the information of the pregnant women 

under his or her care. Similarly, a pregnant woman must be authenticated before 

she can access her own inforrnation. She cannot gain access to another user's data . 

In particular, the personal details of the woman are always protected and only 

displayed when an authentication test is passed every time the details are 

requested [194]. Another related issue is that a mobile device has a high 

probability of being lost, even when it is being used. Hence, the minimal possible 

information is cached within the device. 

3.4.5 Usability Study of AMC application 

The AMC application was demonstrated in the presence of the actual users. During 

the demonstration over a three-day workshop, a focus group was created 

consisting of IT staff and nurses/midwives. Under our guidance, the midwives 

undertook a structured role-play scenario of taking antenatal booking histories on 

the PDA from selected fictitious case histories. 

The midwives gained experience in downloading the data into the PDAs, and 

undertook mock follow-up visits. The group devised a series of scenarios, including 
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recording high blood pressure (simulated) readings, so that alerts would be sent to 

the acting midwives. The project midwife collected data through observations 

throughout the workshop [195] . Overall, the response was very positive, the 

aesthetics of the PDAs were favourable and they were easy to navigate and use. 

However, recommendations were offered for improvements in terms of the 

required antenatal data. These included the addition of more space and the option 

for adding details to the discussion fields. In addition, the inclusion of educational 

website links for women was also recommended [195]. 

The midwives stated a few issues fo r improvement related to clinical information. 

For example, there were suggestions to include an obstetric calculator, blood group 

data, and a fi nal due date by ultrasound scan or last menstrual period. There was 

also a need for more woman-friendly terminology on the PC screens that women 

could access. There was a necessity to ensure sensitive information such as blood 

tests for Hepatitis, HIV, and issues relating to domestic violence recorded on the 

PDAs were not accessible to women. This was thought to pose confidentiality 

problems to women to access their information fron1 home with third parties 

present. It was also necessary to ensure that women did not have the ability to 

alter information without discussing with thei r care provider. 

3.5 Conclusion 

The fundamental functionali.ties of .an HA . such as an . eMR, active data bases for 

storing the eMR, the capability of the application to alert the clinicians and the 

infrastructure with the ability for the users (patients/cl inicians) to access the 

service, are illustrated in this chapter by using the real-time test-bed AMC 

healthcare application. The developed AMC is one of the components of the ACLF 

and forms the basis for developing the complete end-to-end HMA. Subsequently, 

the developed ACLF is used for performance analysis and for investigation to 

enhance any functionality. The technical implementation of the AMC is described, 

together with our ACLF, in Section 5.5. 
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Dependability of Body Area 

Wireless Sensor Network 

4.1 Introduction 

In general, an application system consists of a group of related application 

programs designed to perform certain functions. The HMA is an application system 

made up of two related applications, the healthcare application (HA) and the 

BAWSN, the monitoring application component. In this work, the ACLF is an HMA 

consisting of the AMC as its HA and the BAWSN, the monitoring application 

component. The AMC application described in Chapter 3 requires the rnanual entry 

of the health data by the pregnant women. To automate the entry of the health 

data, the AMC application is extended with a BAWSN to forn1 the ACLF. For 

instance, in the AMC, it is not comfortable for any pregnant women to continuously 

enter health data, such as the B~ heart rate and glucose levels, for monitoring 

purposes. 

The distinct functions of a BAWSN are to authenticate the patient for continuous 

monitoring, to sense the health data from the patient, to pre-process the health 

data of the patient for sending any alert messages in the case of an emergency and 

to send the pre-processed data to the HA for further medical diagnoses. It is 

evident from the literature [94-100], and also from the AMC application, that the 

HMA depends heavily on its monitoring component, the BAWSN, for the 

continuous generation of the health data. Apparently, to verify the suitability of the 

application for the user needs, there would be a stern scrutiny of the functionalities 
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of the BAWSN that might bring forth several questions among the application 

developers such as: 

- Is the data received for making the medical decision current? 

- Would the data be readily available for making a medical decision? 

- Does the received data belong to the patient to whom it actually belongs? 

- Is the received data used for the medical diagnosis unaltered? 

- Is it easy to receive data from the monitoring component? 

- Are there any safety issues when generating the data from a human? 

Therefore, to quantify the HMA, it is imperative to evaluate the performance of the 

BAWSN in such a way that the properties used to evaluate the performance should 

also be capable of resolving the application developers' demands, either implicitly 

or explicitly. For measuring the performance of the BAWSN, it is first essential to 

demarcate the BAWSN and its functions precisely within the HMA before any 

further discussion, because the precision at which the BAWSN is discussed in the 

literature [86-93] is indistinguishable from the HMA to compute its performance 

separately. Second, the performance evaluation is based on the selected properties. 

Therefore, it is initially crucial to select those properties. 

This chapter articulates the functions and the architecture of the BAWSN and the 

necessary properties for BAWSN performance measure. Although one can advance 

ample properties for a given application, the aim is to determine those properties 

that form the effective and minimal requirements for a BAWSN. Subsequently, the 

selected properties can be defined and formulated to evaluate the performance of a 

BAWSN. The follo\Ning section exemplifies the BA\A/SN architecture and its 

functions in the ACLF. 

4.2 BAWSN Architecture 

The BAWSN consists of wireless sensors located on or in close proximity to the 

human body. These sensors form a self-organized wireless sensor network (WSN) 

with a sensor-to-base station (aggregation point) and a base station-to-sensor 
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interaction. The 'base station' is called the data aggregation point, because it 

collects the measured data from the surrounding sensors, which in turn can send 

the data to the monitoring application running in an LPU. It should be noted that 

the underlying WSN only constitutes a part of a BAWSN. To build a BAWSN, the 

underlying WSN should be extended with an LPU, that is, a PDA, for further 

processing of the data, as shown in Figure 4-1. 

Healthcare Application Domain 

3G/ GPRS 

Healthcare Server 

Figure 4-1 Different Domains of an Healthcare Monitoring Application 

In addition, the PDA can also serve as the connector between the BAWSN don1ain 

and the HA domain, the AMC in our case. Hence, the PDA12 (or the LPU) is 

considered as the end-point for the BAWSN and the entry-point for the AM C. 

The sensors sense the health data periodically (say, every few seconds) of the 

patient/aged care and send the data directly or via another sensor13 to the base 

station. The base station aggregates the data from the sensors and sends it to the 

PDA upon its request. In rnost cases, the PDA functionalities are not entirely 

devoted to monitoring the health condition unless otherwise required by the 

12 Since our im plementa tion uses a PDA as LPU in ACLF, hereafter for simplicity LPU will be termed 

as PDA. 

13 The sensors can communicate among each other using ZigBee, Bluetooth or BAN as mentioned in 

Section 2.2.2 
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patients. To collect the health data, the PDA places a request to the base station and 

the base station responds with the aggregate data. It should be noted that the 

request is initiated by the PDA and can be instantaneous or continuous depending 

on the patient requirements, which are based on the doctor's advice. In continuous 

monitoring, the PDA sends a request every pre-determined interval (say every few 

seconds), which is less than the periodicity of the sensed data from the sensors. 

The collected data at the PDA are pre-processed to handle any emergency 

situation. The purpose behind the pre-processing of the monitored data in the PDA 

before it sends to AMC or any HA is for the following critical reasons: 

1. The raw data collected from the sensor consists of information, such as the 

sensor identification, the checksum, the acknowledgement and the broadcast 

address, that need to be cleaned-up to provide the actual sensed value. 

2. The time stamp when the each data (or sensed value) is received from the 

sensors should be recorded in the LPU for basic diagnostics and for further 

diagnostic purposes in the HA. 

3. Importantly, the LPU should be sufficiently adequate to carry out the basic 

diagnostics by understanding the semantics of the sensed data and sending an 

alert message in case of an emergency (such as a heart attack). 

In addition, with the pre-processed data it is now feasible to develop sophisticated 

mobile applications capable of providing useful information to the users about the 

first aid needs in case of emergency and also the application can handle many 

emergency situations, such as strokes, epilepsy and heart attacks that can be 

initiated from the BAWSN. The pre-processed data received at the AMC is used to 

predict any clinical situation based on the analysis of the patient's health condition 

over a period of time. For this reason, the BAWSN is exclusively responsible for 

authenticating the sensed data and for cleaning up to produce the required actual 

data with the exact time stamp. 
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The sophisticated AMC in the ACLF is used to store the health related data 

consisting of various functionalities that differ considerably depending on the 

healthcare requirements. Our AMC consists of all the necessary modules for 

monitoring a pregnant woman; hence, it is unrealistic to generalize the functions 

for an HA. However, the ACLF and the other HMAs mentioned in our exhaustive 

literature [94-100] require health data about the patient either through manual 

entries or through remote monitoring using a monitoring component. Based on 

these considerations, one of our major goals is to determine the measurable 

properties through which the performance of the BAWSN can be evaluated. 

4.3 Justification for dependable properties 

Based on the above-mentioned characteristics of a BAWSN, the literature review in 

Chapter 2 showed various properties for measurements. However, the closest 

contender that has a set of properties that might be applicable for evaluating the 

BAWSN is the Quality of Service (QoS). In general, the QoS is a broad term used to 

denote the level of predictability and manageability of the services supplied by one 

or more service providers. Moreover, the QoS refers to resource reservation control 

mechanisms rather than the achieved service quality. 

In computer networks, the QoS is the ability to provide different priorities to 

different applications, users or network data flows or to guarantee a certain level of 

performance for a data flow [200]. The QoS is more applicable for the underlying 

network in a given application system. Although the underlying wireless networks 

form the foundation for a BAWSN, the BAWSN itself forms an integral application 

component in an HMA system. In addition, the functionalities in a BAWSN are also 

well defined and termed as critical in an HMA system. Once the component 

functions are distinctly defined as a part of an application, it is essential to evaluate 

the component's performance to quantify the performance of the overall 

application system. This can be achieved by measuring its properties effectively 

(that is, to measure the achieved service qualities), so that an improved 

performance can be provided based on the quantified properties. 

The properties that define the QoS for a BAWSN [134] do not emphasise the 

security aspects that are defined as important for the BAWSN [67,68,72,87]. In 
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addition, the construction and the maintenance of the component are less explored 

areas, even though they are vital for achieving the availability and fault detection. 

The studies in [187,188] also show that the QoS in a BAWSN is not scalable in 

terms of power consumption and cannot be used as a single solution for all kinds of 

BAWSN applications. Based on these shortcomings in using only the QoS for the 

performance evaluation, the properties that define the dependability of the 

component are considered. In addition, the dependable properties also comprise 

the properties of the survivability because the properties that define the 

survivability of the WSN are given as node power, node destruction/repair and 

security in [143]. While the node power and node destruction/repair are 

encompassed by the availability property [155-157] from the dependability 

property list. Therefore, the dependability of the component comprises an effective 

set for evaluating the performance and is chosen based on the description given in 

the following sub-sections. 

4.4 Definition of dependability 

The dependability of a computing application system (or simply, a system) is the 

ability to deliver service that can justifiably be trusted. The service delivered by a 

system is its behaviour, as perceived by its user(s); a user is another system 

(physical, human) that interacts with the forn1er at the service interface. The 

functioning of the system is the system's intention and is described in the system 

specifications. The correct service is delivered when the service implements the 

systen1 function [201,202] . 

A system failure is an event that occurs when the delivered service deviates from 

the correct service. A failure is thus a transition from a correct service to an 

incorrect service, that is, a non-implementation of the system's function. The 

delivery of an incorrect service is a system outage. A transition from an incorrect 

service to a correct service is service restoration. Hence, the dependable system 

should avoid failures that are more frequent or more severe and outage durations 

that are longer than is acceptable to the user(s) [201]. 
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4.4.1 Properties of dependability 

Dependability is an integrative concept whose properties encompass the 

acceptable frequency and severity of the failure modes, and of the corresponding 

acceptable outage durations, for a stated set of faults, in a stated condition of the 

application system. Based on the definition and the requirement of the system, the 

dependability of the system can be broken down, as shown in Figure 4-2, into the 

following six fundamental properties [201,202]: 

• Maintainability. It should be easily configurable and sustainable 

• Reliability. The application system will keep operating correctly while being 

used 

• Availability. The readiness for a correct service; that is, it is expected that a 

dependable application will be operational when needed 

• Confidentiality. There will be no unauthorized disclosures 

• Integrity. The modification of the information that the appl ication system is 

using 

• Safety. The absence of catastrophic consequences for the user and the 

environment. 

Figure 4-2 Properties of Dependability 
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In the above properties definitions, availability and reliability emphasize the 

avoidance of failures, while safety and security (confidentiality and integrity) 

emphasize the avoidance of a specific class of failures (catastrophic failures, 

unauthorized access or the handling of information, respectively). Reliability and 

availability are thus closer to each other than they are to safety on the one hand, 

and to security on the other. Reliability and availabil ity can be grouped together 

and collectively defined as the avoidance or minimization of service outages. Based 

on the dependability requirements of the system, different emphases may be put 

on different properties; that is, the properties of dependabil ity may be emphasized 

to a greater or lesser extent depending on the appl ication system. 

4.4.2 Dependable properties description for a BAWSN 

While the above sub-sections define the properties for dependability, this sub-

section describes the dependable properties with respect to the BAWSN. The given 

descr iption is essential for formulat ing the properties to measure the BAWSN's 

performance and also shows how these properties are perceived in accordance 

with the requirements and the characteristics of the BAWSN. 

Maintainability. The elaborated definition as mentioned in [224] for 

maintainability is that the ease with which a software system or component can be 

modified to correct faults, improve the performance or other attributes or adapt to 

a changed environment. . Separ~tely, . maintainability . in ~ BAWSN is a lesser 

exposure area} because the application of a BAWSN is still under intense research 

[67] and also because most of the times a BAWSN application exists collectively 

with an extended HA [67,68,96]. 

Reliability. The reliability of the application is seen as one of the features of the 

QoS [129,130,132]. Many researchers have detached the reliability from the QoS 

and emphasised its importance separately. In [129,67], it is given that reliability is 

a crucial issue in transtnission for guaranteeing that the monitored data is received 

correctly by the healthcare system/professionals for medical diagnoses. The 

reliability includes, but is not limited to, the guaranteed delivery of the data, in 
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order delivery, packet delivery ratio and error free delivery in the BAWS N. 

Researchers in [129] suggested that the sensed data in the BAWSN should be 

received within a reasonable time. The reliability can be considered either end-to-

end or on a per link base [129,67] in the BAWSN. 

Availability. Continuous operation must be ensured for the lifecycle of a sensor, 

because it is expected to operate for days, sometimes weeks, without operator 

intervention [87]. In addition, the availability quality metric is frequently used to 

refer the operational continuity of the BAWSN to the timely delivery of the 

monitored data [ 6 7]. Availability is closely related to reliability, because the 

availability of the BAWSN is essential for the BAWSN to be reliable. 

Security. Many surveys on the BAWSN [50,67,68,72,87] claim that one of the very 

important issues that must be considered, especially for medical systems, is 

security, because the physiological data collected by the sensor network is health 

information, which is of a personal nature. The security of the BAWSN in the 

surveys [50,67,68,72,87] encompasses both the confidentiality and integrity of the 

data. It is critical, and in the interest of the individual, to keep this information 

from being accessed by unauthorized entities. This is referred to as confidentiality, 

which can be achieved by encrypting the data with a key during transmission 

[67,87]. The property data authenticity is also very important for the biosensor 

network, because the absence of this property may lead to situations where an 

illegal entity, disguised as legal, reports false data to a control node or gives the 

wrong instructions to the other biosensors, possibly causing significant harm to 

the host [SO, 68]. 

Safety. It is of the utmost importance: regulatory requirements must be met for the 

medical applications and devices [128]. There must be some testimony that these 

devices will not harrn human body. The wireless transmission of data must not 

harm the surrounding tissues and the chronic functioning and power usage of 

these devices must also be non-malignant [135,136]. Design for safety must be a 

fundamental feature of the biomedical sensor development, even in the earliest 

stages [128]. 
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The discussed properties will contribute towards enhancing the dependability of 

the BAWSN through fault management techniques. Although the implementation of 

fault management techniques for the BAWSN is not part of this research, in gene rat 

it is important to know how these properties are directly correlated to these 

techniques, which is shown in the following sub-section. 

4.5 Use of dependable properties in fault management 

Manipulating various fault management techniques can enhance the dependability 

of the system. Before understanding the intricacies of the various fault 

management techniques, it is necessary to understand the classical definition of a 

fault in a system. A system may fait either because it does not comply with the 

specifications or because the specifications do not adequately describe its function. 

An error is that part of the system state that may cause a subsequent failure: a 

failure occurs when an error reaches the service interface and alters the service. A 

fault is the adjudged or hypothesized cause of an error. A fault is active when it 

produces an error; otherwise it is dormant [201]. 

Several other dependability attributes have been defined that are either 

combinations or specializations of the six basic attributes listed above [203]. 

However, [201)04] states that when developing a dependable computing system, 

the properties of the system should be able to apply the fault prevention, fault 

tolerance, fault removal and fault forecasting techniques. The following paragraphs 

name the various dependable properties and briefly describe the four fault 

management techniques that can be handled to attain the dependable system: 

• In a dependable system, the maintainability property provides a sustainable 

infrastructure that can resolve the occurrence or introduction of faults. 

Hence, owing to maintainability, the fault prevention is attained by quality 

control techniques employed during the design and manufacture of the 

hardware and software. They include structured programming, information 

hiding, modularization and so on, for the software, and rigorous design 

rules for the hardware [201]. 
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• The availability and reliability properties can be used to indicate the 

quantity of correct service delivered in the presence of faults. Therefore, the 

fault tolerance technique is intended to preserve the delivery of the correct 

service in the presence of active faults. It is generally implemented by error 

detection and the subsequent system recovery [201]. 

• The security property can reduce the number or severity of the faults 

caused by modifications, while the safety property can achieve the same 

owing to the loss of information. The maintainability property also accounts 

for the removal of errors by following effective measures in the system 

implementation. Correlated to these properties, the fault removal technique 

can be performed during both the development phase and the operational 

life of a system. Fault removal during the development phase of a system 

life cycle consists of three steps, verification, diagnosis and correction. Fault 

removal during the operational life of a system is corrective or preventive 

maintenance. Corrective maintenance removes faults that have produced 

one or more errors and have been reported, while preventive maintenance 

uncovers and removes faults before they might cause errors during normal 

operation [201]. 
111 The availability and reliability properties of the system are capable of 

providing quantitative occurrences of the fault at the stated condition of the 

system. This can be used to evaluate the performance of the system and 

hence, forecast the fault for various conditions of the system. In relation to 

the operational properties reliability and availability, the fault forecasting 

technique is conducted by performing an evaluation of the system 

behaviour with respect to fault occurrences or activations [201]. 

The purpose of the above discussion for enhancing the dependability of the system 

demonstrates how the dependable properties can handle the fault management 

techniques inheritably. Although one can design state-of-the-art fault management 

techniques for a system, one should rely on the properties of the system and their 

quantitative value to identify or to prevent any faults. The design and development 

of fault management techniques are outside the scope of this thesis. The main focus 

of this thesis, with respect to the HMA, is to define the properties, formulate those 
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properties by selecting the suitable parameters, achieve the requirement of the 

properties and quantify certain properties to identify the errors and hence pave 

the way for enhancing the dependability of the system. 

4.6 Conclusion 

This chapter demarcated the BAWSN from HMA precisely and emphasised how 

dependable properties are suitable for the BAWSN's performance evaluation. The 

extent to which a system possesses the properties of dependability should be 

interpreted in a relatively probabilistic sense and not in an absolute deterministic 

sense. Because of the unavoidable presence or occurrence of faults, systems are 

never totally available, reliable, safe or secure. In addition, because of their 

characteristics, not all properties can be quantified in a dependable system. For 

instance, maintainability can be achieved, but cannot be measured absolutely, 

while security can be defined to satisfy the system requirements and implemented. 

Certain safety measures for the environment and the users can be attained based 

on the system requirements. The properties reliability and availability can be 

formulated using a selected set of parameters and quantified. The following 

chapters define, formulate, achieve and quantify certain properties of the BAWSN 

that, in turn, can quantify the ACLF. 
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A Maintainable Healthcare 

Framework 

5.1 Introduction 

According to [224], maintainability is the ease with which a software system or 

component can be modified to correct faults, improve performance or other 

attributes or adapt to a changed environment. Many resources are spent, especially 

in industry, in producing software applications that are easy to maintain, reusable 

and able to accommodate any changes in the future, with the potential aim of 

saving costs. Although many tools, process and procedures were developed to 

enhance the maintenance of the software application, one cannot control what one 

cannot measure, and there is yet no universal measure of maintainability [223, 

225]. However, it is shown in the literature [223, 225-228] that developed 

applications that are reusable and able to accommodate changes cost less in 

maintenance. The business aspect of the maintainability that is cost effective in 

maintaining the application is not within the scope of this thesis. Rather, it is 

assumed that the developed software application, which is easy configurable, 

reusable and flexible for the application developer, is characterised as a 

maintainable application. Therefore, this chapter exemplifies the technical aspects 

to achieve the maintainability in the dependability framework of an HMA. As 

mentioned in Chapter 4, a BAWSN component exists collectively with an extended 

HA most of the times this chapter details how to build a maintainable HMA, by 

doing we not only achieve the maintainability of the BAWSN but also for the 

complete end-to-end HMA. 
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5.2 Architecture-level maintainability 

One can broadly classify the software application maintenance into two categories 

(i) architecture-level maintainability, which is based on the ease-of modification of 

the componentsjfunctionalities in the software architecture and, (ii) the software-

level maintainability, which is based on the ease of modification of the lines of code 

(LOC) in the software programs. The discussion in this chapter is focused on the 

architecture-level maintainability with the intention of assisting the application 

developer to understand the major components when building the HMA. In 

general, the concept of modularisation in terms of the objects and the layering in 

terms of the functionalities is followed substantially in building a computing 

application system. The objective when following these concepts is to attain a high 

quality maintainable application. For the architecture-level maintainability, the 

design of the application framework components should be in such a way that, 

with ease, the application is adaptable to the required changes and undergo repairs 

to correct faults and, in the case of modifications, to improve the performance and 

correct any failures in the existing state of the required efficiency. 

In case of the HMA, the functionality of the HA varies depending \1\Tith the type of 

the diseases or the patient's requirements. Also, with the existence of various 

hardware and software for developing an application, the framework for the HMA 

should be generic to be applicable to any kind of HMA development without 

compromising the required functionalities. The frameworks that have been 

discussed in [ 4-7, 9,10] with overlapping functionalities do not follow any defined 

framework. Moreover, they are devoted solely to continuous medical monitoring 

with limited or no user interaction, which consumes more energy in the framework 

components. The use of a server database in the HA, for recording the critical data 

for the future diagnosis of a patient or aged, is also not emphasized. In addition, the 

data are sent continuously over a 3G/GPRS network from the aged or patient's PDA 

to the server database costs the user heavy expenses, which could be reduced by 

limiting the data transfer based on the sensed value. 
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Based on our studies, we established that the event-driven architecture, which is 

used heavily in the industries and has proved to be a maintainable architecture 

[205,229, 230], could be correlated with the requirement of the HMA, because the 

sensed values from the sensors could be termed as events in the HMA. Therefore, 

the initial section in this chapter describes the concept of the event-driven model 

followed by its association with the HMNs event flow with the ED's event flow. 

Consequently, the association is used to frame the layered functions of the ACLF, 

because of the following known advantages of the layered function with respect to 

the application development in the layered approach, (a) each layer can be an 

abstraction of the operational view of the application, (b) it has the ability to 

design and develop each individual layer independent of the others, (c) it has the 

ability to test and verify the layers independently, (d) it can fast-track the 

development, because each layer can be developed concurrently, (e) it has the 

ability to share the functionalities if needed and, (f) the transfer of knowledge 

about the functionalities of the complete application can be achieved as 

layers/stages by the application developer. 

5.3 Event-driven Paradigm 

Service orientation is an architectural concept that refers to the loose coupling of a 

service (that can be as a defined job), its provider and the physical asset(s) that 

perform the tasks. A requestor only knows what the service's job is and how to 

request it. The service is the only one that knows its implementation [205]. 

Service-oriented architecture (SOA) is an information technology (IT) architecture 

strategy for an infrastructure solution based on the concept of the service 

orientation. The event-driven model employs features from the SOA in the 

occurrence of an event, a notable occurrence that happens inside or outside the 

system that can trigger the invocation of one or many services. Those services, 

framed using the SOA, may perform simple functions or entire system processes. 

The interaction between the event and services is commonly referred to as event-

driven SOA or event-driven architecture [205]. 
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5.3.1 Event-driven architecture 

In an event-driven (ED) model, an event may signify a problem or an impending 

problem, an opportunity, a threshold or a deviation. Upon generation, the event is 

immediately disseminated to all interested parties (human or automated). The 

interested parties evaluate the event and optionally take action [205]. The event-

driven action may include the invocation of a service, the triggering of a 

determined process and/or further information for publication/syndication. In this 

model, the service is also purely one of many event sources in a broader event-

driven architecture. By its nature, an event-driven architecture is extremely 

loosely-coupled, and highly distributed. The creator (source) of the event knows 

only the event that transpired. The creator has no knowledge of the event's 

subsequent processing or the interested parties. 

To 'get a heads-up', it can be seen that an HMA is made up of various events. 

Basically, it starts with the sensing of the health data of the patient, the processing 

of the data based on the sensed values, that is, normal or abnormal, the triggering 

of an alert message locally or the updating of the server database and the diagnosis 

of the patient's condition at the HA. The following paragraphs describe the event 

flow layers in the ED architecture that can be used for building any HMA, 

subsequently, our ACLF. 

5.3 .2 Event Flow Layers 

The most common type of ED architecture is a stream event processing (SEP) 

[205]. In the SEP, both ordinary and notable events occur. The ordinary events, 

such as the normal health data of the patient in the healthcare monitoring, are 

screened for notability and streamed to the information subscribers. The SEP is 

commonly used to drive the real-time flow of information in and around the 

application system to enable it to make in-time decisions. Figure 5-1 shows the 

event flow starting with the event being generated and culminating with the 

execution of any downstream (event-driven) activity in an HMA. However, the 

description is generalized for a couple of reasons, first, for the readers to correlate 

the ED model with the HMA abstractly, second, the features of the ED model are not 
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reproduced as such in the HMA. The event flows in the ED model are segregated 

into four logical layers, as follows [205]: 

Event Generators Event Channel Event Processing Downstream Event· Driven Activity ) 

Subscribers 

Performance 
monitnr 

Decision 
A,;ent 

Figure 5-l Event Processing Flows in Event Driven Architecture 

1. Event Generators. Every event is generated from a source. The source might 

be an application, data store, service, systen1 process, transn1itter, sensor or a 

collaboration tool such as an instant messenger or email. An ordinary event 

may be evaluated for notability by an event pre-processor (router, filter), 

resulting in the generation of a new notable event. Because of the variety of 

event generators, not all events will be generated in the required format for 

event processing. In those cases, the events need to be transformed to the 

required standard format prior to being deposited in the event channel. 

2. Event Channel. The event channel, typically a messaging backbone, transports 

standard formatted events between the event generators, event processing 

engines, and downstream subscribers. 

3. Event Processing. Upon receipt in the event-processing layer, events are 

evaluated against the event-processing rules and actions are initiated. The 

event-processing rules and actions are defined in accordance with the needs of 

the interested parties, not those of the event generators. The actions include 

invoking a service, initiating a system process, publishing the event out to a 

subscription hub, directly notifying humans or systems, generating a new event 
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and/or capturing the event for historical purposes. Generally~ for achieving 

modularity in implementation~ events are processed by an event engine~ which 

processes each event occurrence independently. More complex event engines 

process new event occurrences in the context of prior and future events. 

4. Downstream event-driven activity. A single event or event correlation may 

initiate numerous downstream activities. The invocation of the activity might 

be a push by the event-processing engine (service i nvocation~ system process 

initiati on~ notification) or a pull by the subscribers of the event publications. 

Subscribers might be humans~ applications~ active system processes~ data 

warehouses~ performance dashboards and/or automated agents. The events 

should be published in the standard event format. Transformation to 

subscriber-specific fo rmats is typically achieved through a system integration 

backbone. 

The above-described functionali ties of the four layers in the ED model can be 

employed in constructing the layered functions of the ACLF. The following section 

describes the functi onalities of each component in the ACLF and their mapping 

with the logical layers in the ED model. 

5.4 ACLF Architecture 

The ACLF is constructed with the major focus of creating a framework that can 

exploit the cutting-edge sensor wireless networks and the service delivery 

organizations involved in the healthcare domain to cope with the complex needs of 

the patients. The design of the framework is not only used to send the alert 

message in the case of emergency need for the patient~ but it also satisfies the 

complex needs of the existing healthcare system requirement as mentioned in the 

paragraph below. 

Paper-based patient-held health records are sti.ll predominantly used in most 

hospitals in Australia. Most importantly~ there is no interconnection between the 

patienfs records between hospital s~ unless maintained by the patient itself. These 

non-standardized records with the known disadvantages (such as fragility~ occupy 

more space and maintenance) of using paper-based records can be overcome by 
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establishing an electronic record, such as the eMR in the AMC application as 

mentioned in Chapter 3. Inherently, electronic records about the patients can be 

interlinked easily, which can enhance the existing clinical diagnosis and avoid the 

costs involved in repeated clinical examinations. Other facilities, for instance, the 

availability of the recommend specialist for the related disease and the 

collaboration of the doctors (general practitioner and specialist) about the 

patient's condition, can be achieved 'on the fly'. Using online forums, the patients 

can discuss their condition with their fellow patients and also with the their 

doctors. Because the design and implementation of the ACLF has the capacity to 

achieve the above needs in the existing healthcare system, it would pave the way 

for deploying a civilian and commercial state-of-the-art HMA in the coming years. 

The following section describes the general and layer functions of the ACLF. 

5.4.1 Functioning of ACLF 

The ACLF monitors the health condition of the aged and patients using any of the 

available sensors, such as medical sensors, wearable sensors, mobile sensors and 

fixed sensors, depending on the disease or the needs of those aged and patients. 

The self-organized sensor network collects the non-intrusive and intrusive health 

conditions of the patients. The sensible and meaningful data are collected and 

aggregated in the base station. The aggregated data are pulled, using a PDA 

controlled by the patient, where the data is pre-possessed and stored in the server 

database, thus updating/creating an electronic record of the patient via the 

combinations of the various netvv-orking protocols. Furthermore, depending on the 

gravity of the updated data, the database notifies the health server system, which 

automatically sends an alert message with the specific information to the patient 

or the care staff using either a short messaging service (SMS) or email. As 

described in the following section, the functions of the ACLF are layered to allow 

data to n1ove from one defined level of processing to another. This provides control 

not only for the user, but also for the application developer to exploit the 

framework with the various available technologies. 

5.4.2 ACLF Layer Functions 

The concept of sensor-based monitoring has found extensive clinically-related 

applications in recent years [4-7,94-100]. In building a sensor-based monitoring 
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system, one should consider the energy efficiency of the low-powered sensors and 

the PDA, and the variety of the HA [206]. The proposed framework extends our 

earlier work on the AMC, as detailed in Chapter 3, and it can be functional for any 

type of application that uses the BAWSN. Based on the requirements for the next 

generation (nextG) healthcare system, we layered our ACLF into five levels, as 

shown in Figure 5-2(b) (i) Sensor Node Software (SNoS), (ii) Sensor Network 

Software (SNeS), (iii) Local Processing Unit (LPU), (iv) Active Database (AcDa) 

System and, (v) eHR System. The functionalities of each layer are described below. 

Sensor Node Software. The SNoS is a set of simple and minimal instruction-based 

programs, developed by the user, deployed in the sensors to cope with thei r low 

processing power. The sensors are selected based on the application needs, fo r 

example, in the AMC application, we can go with any of the available sensors to 

monitor the blood pressure level (systolic and diastolic), blood sugar level, heart 

beat rate or electrocardiogram (ECG), respiration rate, body temperature and body 

mass. The SNoS controls the sensors when generating the event (data) in the ACLF. 

The functions of the SNoS are programed into the sensor depending on the 

necessity of the monitoring application, such as the size of the data (or packet 

size), packet structure; secure key for sensor node identification and the timing 

instruction to sensor to sense/send data. 

Sensor Network Software. The SNeS is programmed in the base station to receive 

all the sensed data from the sensors. The bas·e station · acts · as the event (data) 

channel between the sensors and the LPU. The basic function of the SN eS is to 

aggregate the data from the sensors and send it to LPU upon its request. Apart 

from this, the SNeS can also be programmed to authenticate the sensors. 
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Figure S-2 (a) ED Architecture for HMA (b) ACLF Layers Framed Based on ED Architecture 

Local Processing Unit. The LPU is the event (data) processor in the ACLF. 

Therefore, the application in the LPU should be capable of receiving the 

authenticated sensor data through the base station. Recall that, in the ED model, 
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the event processor initiates the actions and the processing rules upon the receipt 

of the event, and these rules and actions are defined in accordance with the needs 

of the interested parties, not those of the event generators. Likewise, in the ACLF, 

the LPU transfers only those data that are critical and sensible to the database. In 

the case of detecting any alarmingly anomalous critical health data, the LPU 

automatically calls or alerts the patient and the care staff for immediate attention. 

Apart from this, the LPU creates an eMR in the database by acting as a router 

between the base station and database. The rules that dictate the transfer of data 

and the actions to send the alert message and to create eMR are defined in 

accordance with the needs of the HMA. 

Active Database. The AMC appl ication is a database-dr iven web application made-

up of a health server system (HSS), the client system and the communication 

infrastructure (see Chapter 3 for details). The HSS consists of an eMR server 

(application logic), a SMS gateway and a database server that contains active data. 

Here, the term active data means that data that is being monitored regularly for 

clinical analysis. Alternatively, the database, that is capable of notifying the system 

whenever there is a change or the addition of active data, is called the Active 

Database (AcDa) . The choice of active data depends solely on the type of the 

healthcare requirement of the application. For instance, in the AMC, we have 

chosen the Blood Pressure (BP) as our active data for the implernentation of our 

framework. 

eMR Server. The eMR server is the application logic in the AMC application that 

can be used not only for pregnancy monitoring, but also for any types of BAWSN 

applications by modifying its logicjfunctionalities. The other monitoring purpose 

includes the continuous medical monitoring for degenerative diseases, such as 

Alzheimer's, Parkinson's or similar cognitive disorders [10]. The eMR server that 

connects to an SMS gateway to send an alert message can be enhanced to deliver 

more sophisti cated alerts, such as context-aware information about the patient or 
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aged received from the LPU, and voice message and multimedia images or videos of 

the patient through streaming. The sophisticated alert messages with rich data 

about the patient are sent only through eMR server rather than from the LPU, 

because of its device capabilities and monetary cost to the patient. 

The combined functionalities of the AcDa and eMR system layers form a complete 

HA. In turn, their functionalities also form the downstream event-driven activity 

for the ED model. It can be noted that some of the statements about the 

functionalities of the AcDa and eMR systems are biased towards our AMC 

application rather than generically towards our framework. The purpose of those 

statements is for the readers to understand the basic functioning of these layers 

that might also be common for other HAs. Moreover, the reader would gain further 

understanding about those layers' functionalities upon reading the detailed 

implementation of our ACLF. 

5.5 Implementation of the ACLF 

Our ACLF, as shown in Figure S-3, is deployed using heterogeneous framework 

components. The components differ not only in processing po\ver and storage 

capacity, but also in having a diverged platform. As a research-oriented 

development, this framework uses open source software wherever possible. 

The following sub-sections present in-depth details of the hardware, software and 

communication infrastructure used in each of our framework components. The 

sections below are arranged in accordance with the flow of sensed data from the 

sensor to the SMS gateway, that is, the end-to-end process in the ACLF. In so doing, 

it is necessary to exemplify the components in the BAWSN, the monitoring part 

followed by the components in the AMC application, the HA. Also, the arranged 

section can be correlated with the above-mentioned ACLF layers. 
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BAWS 3G/GPRS AMC Application 

Zi:tBee 

Figure 5-3 Assistive Care Loop Framework 

5.5 .1 BAWSN 

The BAWSN is made up of three different types of devices, sensors, base station 

and the PDA. The processing power, storage capability, software platforms and the 

communication protocols used by these devices vary considerably. The sensor 

components in the BAWSN consist of four crossbow-technology-based mote 

sensors [16] that operate using the TinyOS [17] . The end-point in the BAWSN is a 

local processing unit, usually a PDA, connected with a Stargate gateway [17] that is 

used as the base station and interconnects the 802.15.4/ZigBee-based crossbow 

family motes and the 802.11b14 PDAs. 

5.5.1.1 Sensor 

A crossbow-technology-based mote consists of a MICAz processor and a radio 

platform together with a sensor board (see Figure S-4). This sensor board is a 

single hardware. Crossbow produces different types of sensor boards that are 

capable of sensing light, temperature, heart rate, arterial pressure and so on. The 

14 For simplicity, 802.11-based a/b/g technologies are generally referred to as 802.11 
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MICAz has an 8 MHz Atmel (ATMega128L) 8-bit microprocessor connected to a 2.4 

GHz Chipcon CC2420 (IEEE 802.15.4/ZigBee compliant) radio transceiver, having a 

transfer rate of up to 250 Kbps. The ZigBee or 802.15.4 compliant devices consume 

the least amount of power relative to other available wireless technologies, such as 

Bluetooth, 802.11 and 3G/GPRS. Sensor motes operate using a TinyOS [17], which 

is a simple but highly concurrent open-source operating system that has been 

implemented using nesC [18] and a C-hased programming language for networked 

embedded systems, such as sensor networks. The packet size for all the sensor 

motes was configured to 40 bytes including the header, which also includes the 

security keys for authentication (See Chapter 8 for details). The sensor motes have 

a hardware on/off switch and have been programmed to transfer data every 10 

seconds when the switch is turned on in the ACLF. Here, the term sensor motes 

refer to the crossbow motes that are plugged-in to the required sensor board. The 

sensors are capable of collecting the non-intrusive and intrusive health data of 

patients while the base station (aggregation point) receives all the sensed data 

from the sensors in a High-level Data Link Control (HDLC)-like format using the 

serial port. 

ZigBee 

Star gate housed with 
base MICAz Mote 

WiFi 

PDA 

Figure S-4 Implemented Hardware Components in BAWSN 

Although there are a few types of BP sensor boards available in the market, we 

have used temperature sensors instead of the actual BP sensors, because of the 

ethical issues when testing this pilot application. The data sent by the mote sensors 
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are then calibrated using the BP look-up table in the PDA. Please note that in 

conducting the experiment for the pilot application the semantic value of the 

sensor data is only used to send the alert message, it is not used for any clinical 

purpose. Therefore, use of temperature sensor is not going to influence the results 

produced in the BAWSN. 

5.5.1.2 Base Station 

The ZigBee or 802.15.4 communication standard used by the mote sensor is not 

widely used for a personal area network (PAN). Most of the available PDAs or 

smartphones come with only Bluetooth as the communication standard fo r a PAN, 

and 802.11 for IP-based communication. To overcome the incompatibility of 

communication standards between the PDAs and the mote sensors, a Stargate is 

used as the gateway to interconnect the 802.1 5.4/ ZigBee-based Crossbow fam ily 

motes and the 802 .11-based PDAs. Note that a Stargate can be used as a base 

station only after housing a base mote sensor in the Stargate board, as shown in 

Figure 5-4. The Stargate is a powerful single board computer with enhanced 

communications and sensor signal processing. It uses an Intel 400 MHz XScale 

processor (PXA255) that directly supports applications around the TinyOS, based 

on the WSNs. The Stargate development kit is shipped with a preinstalled 

embedded Linux operating system kernel. This device has a larger memory, better 

processor capabilities and connectivity (VVi -Fi, USB, Ethernet, serial connector) 

than the sensors and other gateways [16]. The Stargate is progra1nmed using a C-

hased application, Seria/Forwarder, provided by the TinyOS [17]. The 

Seria/Forwarder is used to read/send packets from/to the serial port used by the 

Stargate to contact the sensor mote. The Stargate is reachable from a PDA using 

802.11 in the ad hoc mode. 

5.5.1.3 PDA 

To establish a connection between the PDA and the Stargate, the PDA must start a 

protocol to register the SerialForwarder application installed in the Stargate. To 

register a PDA with the Stargate, we have developed an application with a protocol 

[19] and implemented it in a PDA using a .NET Compact Framework 2.0 web 
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service application. The developed stand-alone monitoring application, known as 

the Obi-MATE 2, allows the user to control the monitoring part of the whole 

framework. Simple Object Access Protocol (SOAP) [20] then integrates the Obi-

MATE 2 with the AMC application to maintain the defined level of processing at 

each layer, as detailed in Section 5.3 .. The details about the SOAP and the event 

process in the Obit-MATE 2 are as follows : 

(a) {b) 

Figure 5-S The GUI for the Obi-MATE 2 (a) continuous monitoring, {b) to get current data 

Simple Object Access Protocol. The SOAP in the web services technology stack is a 

standardized packaging protocol for the n1essages shared by the applications. The 

specification defines a simple XML-based envelope for the information being 

transferred and a set of rules for translating the application and platfonn-specific 

data types into XML representations. The SOAP protocol design makes it suitable 

for a wide variety of application messaging and integration patterns. Hyper Text 

Transfer Protocol (HTTP) is a reliable protocol and is the most common transport 

used to exchange SOAP messages. SOAP-over-HTTP is a natural match with SOAP's 

Remote Procedure Call (RPC) for request-response conventions, because the HTTP 

is a request-response based protocol [20]. The SOAP request message is posted to 

the HTTP server with the HTTP request and the server returns the SOAP response 

message in the HTTP response. The intended use of the SOAP is to provide a secure 

service for the health-care applications. The active data collected by the PDA via 

the Stargate is analysed in the PDA itself. It should be noted that the measure of 

reliability and availability is done for the active data for the BAWSN in the PDA, 
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while the SOAP is used to transfer the monitored data from the LPU to the HA 

asynchronously, so that the LPU can monitor the health data of the patient 

autonomously. The analysed data is compared with the threshold value, as 

provided by the midwives, that is, programmed into the PDA application. Based on 

the severity of the received value, the application defines an XML-based envelope 

and sends the value to the AMC application over the 3G/GPRS service. 

Event Process. The user can execute the Obi-MATE 2 whenever he/she wants to 

monitor the BP value. Although the appl ication is a stand-alone, sending an 

encrypted usernamejpassword as a SOAP message completes the user 

authentication. Once authenticated, the user can see the monito ring screen as 

shown in Figure 5-5. As mentioned earl ier, we have used the temperature sensor to 

test our pilot project and the calibrated look-up table for the temperature-to-B P 

conversion is included within the developed application. When the user begins 

continuous monitoring, the registered protocol is initiated and the request is sent 

from the PDA to the Stargate to retrieve all the sensed data. Because the Stargate 

gathers data every 10 seconds from the sensor and has an adequate buffer memory 

for storage, we have programmed the Stargate to respond to every request. Should 

the user wish to enter only the data in her visit details [206] instead of continuous 

monitoring, she can obtain the current value by clicking the (get data' button as 

shown in Figure 5-5 (b) . In either case, the received data in the PDA are sent to the 

AMC application using SOAP messages via the 3G/GPRS. 

5.5.2 Health Server System 

The HSS in the AMC application consists of an eMR sever, an SMS gateway and an 

active database. The e~.t1R server, which has the actual implementation of the e~.t1R 

application, contains all the functionalities for the maternity care with two main 

interfaces, the clinician interface and the pregnant woman interface. The clinician 

interface holds most of the functionality of the system. It allovvs a clinician to 

register as the midwife who would be looking after several pregnant women under 

their care. Once registered, the clinician can display the eMR of a particular 

pregnant woman to review the progress of the pregnancy case. The pregnant 
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woman interface allows registered pregnant women to view and modify their own 

personal details. The pregnant woman can access a similar set of screens as seen 

by the physician. She can enter and modify certain relevant data as appropriate; 

however, she has limited access rights to certain data fields and screens. 

The eMR application is developed using the Model/View /Controller (MVC) 

[18 3,184] design pattern. The perfect MVC is achieved by using Java Beans, Java 

Server Pages and Java Servlet for the Model, View and Controller respectively. In 

detail, the controller is deployed using a Java Servlet. Every functional request of 

the eMR application goes through the controller that retrieves the necessary model 

object by using Java Beans. The model object sends the output results back to the 

controller. The controller takes the results and places them inside the web browser 

session and forwards a redirect request to a particular Java Server Page (JSP). In 

this case, the JSP is the view. 

The developed eMR application is placed under an Apache Tomcat, the web 

application container, for execution. This application was demonstrated to the 

focus group (as given in Chapter 3) in a real-time-like environment by connecting 

the web application container to a powerful Internet Information Services (liS) 6.0 

web server using a public IP-address to form an eMR server; this can then be 

reached by using the Internet. The values received from either the sensor or by 

user entry will be stored in the MySQL database. The AcDa is achieved by 

implementing the table in the database, which contains active data. Here, in our 

application, we have used the Visit15 table that contains BP (Systolic and Diastolic) 

as active data. 

5.5.2.1 Alert Notification and SMS Gateway 

To reach the users of the application, we have implemented two simple methods to 

alert the user, either by email or by SMS. In default mode, an email is used to send 

notifications to the pregnant women and the clinicians. Mostly for less critical 

notifications and alerts, emails are sent to the clinicians. However, the users can 

15 Visit table in the AMC application records all the regular check-up information during each visit 

to a pregnant woman. 
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choose their preference for receiving the notification. One of the advantages of 

sending alerts through email is that one can attach additional medical information 

and images to the alert. However, alerts through email may not be very effective 

unless the users check their email box frequently. The EMR system uses a Java 

Servlet to send email notifications with attachments, when necessary; one such 

email notification is shown in Figure S-6. SMS is the best medium for sending 

alerts, because of mobility and effectiveness. An alert message sent via SMS must 

be short and concise. If further details of a patient's condition are required, the 

clinicians need to access the system. A telephone conversation may follow between 

the pregnant woman and her clinician, if desired. 

Daily BP Reminder-First Reading ~nt:ox I x 

from PregnancyPijotSyatem@it..uts.edu.au 
to buvanavenku@gmai.com 

date 6 February 2008.19:02 

subject Daily BP Reminder-First Reading 
mailed-by it.uts.edu.au 

Dear Buvana Venk.u. 
This Is a first reminder to remillld you to check ~r blood pressure today and record it on your electronic 
record . The blood pressure needS In he taken on your right arm after you have sat and rested for 5-10 
minutes. Feet free to contact us if you have any concerns about it. 
Click the link lo login to the sys!Bm. http:/Jactivecare.it.uts.edu.au/system/W Login.jsp. Thank you . 

(a) 

(b) 

Figure 5-6 Alert M essage using (a) notification email (b) an SMS 
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For sending an SMS, an SMS gateway is established by connecting a GSM modem to 

the eMR server using the serial communication port. The SMS is sent via AT 

communication commands implemented by a stand-alone Java program triggered 

by a Java Servlet from the eMR application. Figure S-6(b) shows the example of the 

output for sending the SMS. In sending the SMS, the gravity of the situation is taken 

care of, because the SMS is sent to all the nominated clinicians for that particular 

pregnant woman. The robustness of the whole process is achieved by checking the 

modem connectivity before sending the SMS, and recording all the responses from 

the modem for a successful delivery. In either case, if an error occurs, the system 

sends a notification to the system administrator for appropriate actions. 

5.5.3 Mode of Monitoring 

For active monitoring in the AMC application, the system automatically evaluates 

the data and sends an alert to the woman advising her to pursue a follow-up 

procedure. This is vital in the case of a high BP reading or whenever the BP's value 

entered into the eMR record falls within an abnormal range. If necessary, the 

clinician will be alerted and he or she will initiate a conversation with the woman 

for further advice and action. In our implementation, we use a trigger for 

monitoring the BP. A trigger that checks the systolic and diastolic values is created 

in the database. When pregnancy data is entered into the Visit table, the trigger 

will check every systolic and diastolic value. If the systolic value is within the 

normal range, the trigger will not be executed. 
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Figure 5-7 Behaviour of the AMC application when receiving data from a PDA, (a} monitored 

sensor data (b) user input data using Web Page 
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In contrast, if the parameter is above the specified threshold, the trigger will insert 

the systolic values and details of the woman into the MonBP16 table and 

immediately notify the midwives about the incident. The same process applies to 

the diastolic values. If it is not in the normal range, the diastolic values and the 

corresponding details of the monitored woman are forwarded to MonBP table and 

alerts are sent out. We used a stored procedure and trigger in the MySQL database 

for monitoring the parameters; this trigger will induce the relevant Java Servlet 

program in the eMR application and, in turn, this will induce the stand-alone Java 

program. Similar to contemporary web-based applications, the values are entered 

in the web interface, mainly a JSP, which in turn, is updated in the database through 

the Java Servlets, as shown in Figure 5-7(b). However, in our ACLF with the 

BAWSN, for the monitoring part, the pregnant women are not required to enter the 

data manually. Each can use the Obi-MATE 2 from her PDA to collect the BP data 

from the sensor and send it to the AMC application automatically, as described in 

Section 6.4.1.3. When the AMC application receives the monitored data from the 

PDA, it executes a web method (RPC) that is housed in the liS to update the active 

database, as shown in Figure 5-7(a) . The database triggers the eMR server to send 

an alert message depending on the gravity of data. In either scenario, the database 

executes a trigger that then notifies the application to send the alert message, if 

necessary. 

5.6 Conclusion 

The advantage of using a layered architecture by amalgamating the ED model 

helped us in various ways, such as in our initial software developrnent for the AMC 

application, in extending the same application to have monitoring components, for 

testing each and every part in the ACLF separately, to fix various bugs in different 

components synchronously with the help of fellow researchers, to resolve any 

failure during the mode of operation and, most importantly, we were able to 

16 MonBP table in the AMC application stores all the monitored BP values from the pregnant 

women. 
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identify the failures more quickly. The user manual and relevant program codes for 

the BAWSN monitoring applications are given in Appendix A and B. 
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6 
Time Critical Parameters 

6.1 Introduction 

In general, the operational properties of an application, reliability and availability 

are defined as a function of a number of parameters that strongly influence the 

performance measure of the application. The exhaustive studies shown in Chapter 

2 reveal that approximately ten different parameters [150-153,159-161] influence 

the performance of both the reliability and the availability. Apparently, the 

combinations of these parameters would be used to measure the performance of 

the BAWSN for the various scenarios. It was found that most of these parameters 

are device-centric, because they are established to improve the routing algorithms 

and energy-saving schemes used in the BAWSN. 

Hence, these studies articulate that one has to formulate a measure for operational 

properties comprising all the existing parameters or one parameter that should 

comprise all these existing parameters; thus, a generalized measure model can be 

formulated to evaluate the performance of any BAWSN-based application. Even so, 

in both the cases, the formulated measure model would not be scalable, because 

any new device-centric parameters in the future that influence the reliability and 

availability must be incorporated in the formulated measure model and hence, a 

generalized measure model using the existing device-centric parameters is not a 

reasonable solution. 

In addition, literature [187, 188] also states that existing measures based on the 

QoS provided by 802.15.4 are not scalable in terms of the power consumption and 

cannot be used as a single solution for all BAWSN applications. The BAWSN 

depends on the health data from all of the source sensor nodes within the expected 
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time, absence or elapsed health data from any one of the sensors nodes within the 

expected time might not indicate the exact condition of the patient. Therefore, this 

chapter derive time specific parameters that are non-device centric, scalable and 

abi lity to encompass any upcoming device centric parameters implicitly. Later in 

the following chapter, these time specific parameters would be used to formulate a 

generic measure model for operational properties of the BAWSN. 

6.2 Time-critical application 

Surprisingly, the BAWSN-based applications are widely used for remote medical 

diagnosis purposes; the measures used to evaluate the perfo rmance of the BAWSN 

overlooked the aspects of the medical diagnosis, because most of the mentioned 

and the suggested improvements are widely based on the WSN. To the best of our 

knowledge, as such, no measures exist in the li terature, especially for a BAWSN. 

This is evident based on the works mentioned in [86-100], that show that the 

BAWSN consists of various sensor nodes sending health data consisting of various 

vital signs. But these previous works hardly exemplify how the health data from 

the various sensors for the same or different health related parameters are collated 

and measured to make a medical diagnostic decision. 

Our research on the BAWSN and medical diagnoses reveals that certain 

characteristics of the BAWSN differ heavily from other WSN applications in terms 

of manoeuvring the health data for a medical diagnosis. We found that a precise 

medical diagnosis [104-126] can only be achieved based on various required 

health-related parameters and not on any single parameter. Naturally, these health 

data should all be received at the same time for the analyses. In addition, certain 

health-related parameters (a single parameter) may require values from various 

parts of the body and cannot rely on any one value. It was mentioned in the studies 

that researchers agree that the interpretation of the measured data from one ideal 

body location is not always the same, because the body may be in motion (walking, 

running, twisting and so on), which induces channel fading and shadowing effects 

[71]. 
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To understand the intricacies of analysing the various health data from the BAWSN 

in continuous monitoring, a simple hypothetical scenario is presented below: 

Scenario: for the purpose of this discussion, let us consider our patient to be Bob 

who is a heavy smoker over the past 20 years and aged 40. Upon the initial medical 

examination, he is considered as a high-risk candidate for a myocardial infarction 

(heart attack). Although, the ECG can be used to assess the occurrence, the heart 

attack or the evidence of a previous heart attack, [118-120] recommends that the 

continuous monitoring of the three parameters, the blood pressure, glucose level 

and the cholesterol level, can detect the warning signals and can be used to help 

the prevention of a heart attack. 

Studies in [34] show that sudden cardiac death does not come 'out of the blue' and 

people often have typical symptoms as long as two hours before cardiac death 

occurs. Because the purpose of the continuous monitoring is to detect the possible 

heart attack before it occurs, our patient Bob is equipped with three sensors17 

capable of monitoring one set of health data at a given time instant comprising the 

parameters B~ Glucose level and Cholesterol level. In the medical arena, these 

three parameters are rneasured as follows. 

Blood Pressure: measured as systolic BP and diastolic BP in the form 

systolic/diastolic using the unit millimetre of mercury (mm Hg), where Hg is 

chemical symbol for mercury. 

Glucose Level: measured as a random glucose level using the unit millimoles/Liter 

(mmoljL). 

Cholesterol Leve/18 : measured as total cholesterol level using the unit 

millimoles/Liter (mmoljL). 

17 Please note that he can also wear an ECG sensor, but for the purpose of our discussion, we are 

considering only three sensors. 

l8 The cholesterol level of the patient does not change as frequently as the BP and Glucose, but the 

assumption is made for purpose of the discussion. 
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The three sensors in the BAWSN measure one set of health data periodically and 

send it to the LPU for pre-processing. In continuous monitoring, these sensors send 

the data at a pre-determined time period for each set; however, for the purpose of 

this discussion, the time period between two sets of health data is not defined 

exactly (it can be few seconds, minutes and so on). The set of values received from 

the sensors at the sequential t ime instants for this scenario at sTi1, sTi2 and sTiJ are 

tabulated below. 

Table 6-1 Three sets of health data received at sequent ial t ime instant (CASE 1) 

sTi2 

BP 130/ 90 mm Hg 160/110 mm Hg 180/120 mm Hg 

Glucose 3.8 mmoljL 6 mmoljL 8 mmoljL 

Cholesterol 6 mmol/L 9 mmolj/., 11.5 mmoljL 

In CASE 1, purposefully for understanding the importance of the time stamp and 

the semantics of the sets of values, the time instant columns (in Table 6-1) sTi1, sTi2 

and sTiJ are arranged to indicate the normat abnormal and critical conditions of 

the patient Bob. That is, the set of values BP: 130/90 mm Hg, Glucose: 3.8 mmoljL, 

Cholesterol: 6 mmol/L at sTi1 indicates a normal condition [211] for Bob, while the 

set of values BP: 160/120 mm Hg, Glucose: 8 mmoljL, Cholesterol : 11.5 mmol/L at 

sTi3 indicates Bob needs immediate medical attention and a heart attack might 

occur any time [211 ]. And the set of values at sTiJ indicates abnormal condition, in 

this instance Bob has to be cautious and seek rnedical attention as soon as possible. 
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Table 6-2 Three set s of health data rece ived at sequential time instant (CASE 2} 

sT i 2 

BP 130/90 mm Hg 160/110 mm Hg 160/110 mm Hg 

Glucose 3.8 mmoljL 6 mmoljL 3.8 mmoljL 

Cholesterol 6 mmoljL 6 mmoljL 11.5 mmoljL 

In CASE 2, assume that the time stamp and the semantics of the sets of values 

received at the LPU are not considered and are recorded as received at the LPU 

(see Table 6-2), subsequently, these values are used for medical diagnosis. Even 

though the required set of values is received at all the given time instants, the value 

Glucose: 3.8 mmol/L at the time instant sTi3 is redundant data caused by 

retransmission, so as with the value BP: 160/120 mm Hg at sTi3. In this case, the 

medical condition of Bob cannot be diagnosed precisely, because the abnormal BP 

with a normal glucose level and with a critical cholesterol level may not be 

considered as a critical condition for a heart attack [211] . 

It should be noted in CASE 2 that even when the data is received at all the required 

time instants, the appl ication could not be termed as ideal for a medical diagnosis. 

Because the health data received at elapsed time does not reflect the actual 

condition of the patient and any medical diagnosis carried out based on these 

values might not be accurate. These types of applications are termed time-critical 

applications, where the time at which the data received at the end-point for 

processing is as important as the semantic value of the data. Majority of the 

BAWSN-based HMAs are time-critical applications. 

Researchers in [129] suggest that the sensed data in the BAWSN should be 

received within a reasonable time; however, this reasonable time is not derived or 

quantified in the literature. In addition, any assumption in the received time and 

data may induce a false diagnosis. The literature has strongly recorded 

approximately 98,000 people die every year, because of medical accidents caused 

by human or system errors [185, 186]. 
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6.3 Selected Parameters 

In time-critical healthcare monitoring applications, it is imperative that the end-

point receives the monitored data within the expected time period. The success of 

these time-critical applications not only depends upon the delivery of error-free 

data to the end-point, but also upon the episodic delivery of the data by the 

underlying wireless sensor networks. Therefore, these applications should be 

evaluated based on the delivery of the data at regular time intervals. Moreover, in 

time-critical applications such as the BAWSNs, the arrival of an error-free event 

data at the end-point later than the expected time is considered as futile. The 

expected time is termed as the critical time in our fo rmulation. 

Although the existing parameters influence the reliabil ity and availabil ity measure 

in the \t\TSN, they are device-centric and are at the levels where application 

developers have very littl e control over them. In this section, we identify and 

selectively define several reliabil ity and availabili ty parameters at a level visible to 

the application developers and also measurable. We have identified parameters 

based on the following four considerations, (i) the application developer should 

have a certain control over these parameters, (ii) these parameters should cover 

most of the pre-existing parameters, (iii) the parameters should be easily 

measurable and, (iv) the measure of these parameters should be time-dependent 

(an essential criterion for a time-critical applications). 

Based on the above-considerations, we selected the parameters, critical lack time, 

error time and buffering error time. The critical lack time, TLACK, is defined as the 

elapsed time for which the application is inoperative owing to the delayed packet 

arrival. Error time, TE, is defined as the inoperative time of the application caused 

by error packets. Buffering error time, T8 , is defined as the inoperative time of the 

application caused by the Joss of the packet in the base station buffer. The 

derivation of these parameters with the rationalization for choosing these 

parameters is given in the following sub-sections. 
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6.3.1 Critical time rate 

In continuous HMAs, it is a requirement that the arrival data rate at the end point 

should be within the required critical time rate. This arrival rate depends on every 

individual sensor node, thus the variance in any one-sensor node will influence the 

total arrival data rate. To achieve the critical time rate, all sensor nodes are 

assumed to have the same flow rate. The sensor nodes in the BAWSN, for example, 

send event data every tm seconds (equation 6.1) in the operative time of the 

application from 0 to t. 

l 

t= ~t L.Jm 
m=l 

Where, l is the total number of intervals within the operative time 0 to t. 

{6.1) 

(6.2) 

{6.3) 

Although, in real-time, it is highly unlikely to turn l(on'' all the sensors at the same 

time, which n1ight induce dissimilar arrival times of the data from the sensors at 

the end-point (PDA). A tolerance time tc (equation 6.2) is introduced to estimate 

the arrival time for all the packets from all the sensors. Depending on the dissimilar 

arrival time of the data packet at the LPU an additional constant time t!,tc is used to 

compute the estimated time Etm (equation 6.3) for the data arrival. Thereby, 

Etmcan accommodate all the data from the sensors at the end-point. In other 

words, at the end-point, one can expect all the sensed data from all the sensors per 

Etm seconds. Consequently, Etm will be the critical time rate for the BAWSN 

application that could be used for monitoring purpose. Below sub-sections shows 

the derivation of selected the parameters, critical lack time, error time and 

buffering error time based on the critical time rate. 
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6.3 .2 Derivation of Parameters 

Consider a sequence of data packets from sensor 51 as shown in Figure 6-1, 

P/1 , ?2
51

, ?3
51

, ?4
51

, ?5
51 and assume that the data packets are received in the following 

time instants, T1
51

, T,J1
, T{1

, TJ1
, T:1 respectively. With the same consideration for 

sensor 52 (see Figure 6-1 ), at the transmission instants, T/2
, T2

52
, T3

52
, T12

, T:2
, the 

following data packets are received in the order P/2
, ?2

52
, P~2 , P5

52
• The data packets 

P1
52

, P2
52

, P5
52 are error-free packets received at T/2

, T,J2
, T5

52
, respectively, while the 

packet P~2 denotes the fi rst error packet for the sensor 52 at the time instant T{2
• 

Figure 6-1 Pa cket timing from sensors at PDA showing error and lost packets in BAWSN 

Here the time difference between TJ2 and T{2 is denoted by error time 

T%
1

2 (equation 6.4 ), which represents the unavailability of BAWSN application owing 

to the first error packet in 52, because the application is not capable of generating 

102 



Time Critical Parameters 

valid data for this time difference even if encounters an invalid data from any one 

of the sensors. 

TSz _ TSz _ TSz 
£1 - 4 2 (6.4) 

The summation of such time differences between the error free packets within the 

operative time t, in the case of the error packets, is defined as the total error time 

(T}2
) for sensor 52 , as shown in the equation 6.5. 

K2 

r~·2 = ):r~2 (6.5) 
i=l 

Where, 

- Index for counting the error time during the period 0 to t from the sensor 

K2 - Total number of error time for the sensor S2 

Likewise, it is assumed that during the expected time instant rJz, no packets are 

received, because they are assumed to be lost in the base station buffer. The time 

differences, such as T5
52 

- rJz within the operative time t, is defined as the 

buffering error time T%
1
2 (equation 6.6) for sensor S2. Because, the application is not 

capable of generating valid data for this time difference, since it fails to receive the 

expected data packet at the expected time r;z' 

TSz _ TSz _ TSz 
81 - 5 3 (6.6) 
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The summation of such time differences between the received data packets within 

the operative time t, in the case of lost packets, is defined as the total buffering 

error time (T%2
) for sensor 52 , as shown in the equation 6.7. 

(6.7) 

Where, 

j - Index for counting the buffering error time during the period 0 to t from 

the sensor 52 

L2 -Total number of buffering error time for the sensor 52 

It can be observed that for both Ti2 and T%2
, the application is unavailable for 

generating valid data. By amalgamating these two parameters, one can compute 

the total error and buffering error time for which the application was unavailable 

because of errors or lost packets from the sensors 52 , and we represent it by r%~ 

(equation 6.8). 

(6.8) 

Similarly for sensor 53 , the error time, buffering error time and total error and 

buffering error time is represented by the equations 6.9, equation 6.10 and 

equation 6.11 respectively. 

K3 
Ts3 = ~Ts3 

E LJ Ei 
i=1 
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(6 .11) 

Upon considering the above equations, the general notation to compute the error 

time and buffering error time for any given sensors (51 to Sn) in a BAWSN are given 

by the equation 6.12 and equation 6.13 respectively. While the total error and 

buffering error time fo r a BAWSN is given by the equation 6.14. 

Kn 

r:" = 2T~" (6.12) 
i=I 

(6.13) 

(6.14) 
n=l 

n -Index for counting the sensors in a BAWSN 

N -Total number of sensors in a BAWSN 
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Figure 6-2 Packet timing from sensors at PDA showing delayed packets in BAWSN 

To detern1ine the parameter critical lack time TLACK' consider the above Figure 6-2, 
s s s s s . for the sensor 511 the sequence of data packets, P1 

1
, P2 

1
, P3 

1
, P4 

1
, P5 

1 arnves at the 

following time instants, T1
51

, T{1
, T{1

, r;1
, Ti1 respectively. All the packets except 

P/1 arrives within the expected critical time, the packet P/1 arrives at rJ1 that is 

more than the expected critical time Et2. Owing to this delayed packet arrival the 

application lack data during this elapsed time and is incapable of producing 

enough information for the user at this critical time. The elapsed time TZ1cK
1 
for 

51 owing to the delayed P2
51 arrival is calculated using the equation 6.15 and 

equation 6.16 as shown below: 

(6 .15) 
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0 Et > T 51 
m ~ 

Tsl = T 51 -Et Et < T 51 
LACK1 L1 m m ~ (6.16) 

0 Et = T 51 
m ~ 

The summation of such elapsed time between the received data packets within the 

operative time t, in the case of delayed packets, is defined as the total critical lack 

time crtlcK) for sensor 5v and is given by equation 6.17. 

(6.17) 

Where, 

k - Index for counting the critical lack time during the period 0 to t from the 

sensor 51 

Q1 -Total number of critical lack time for the sensor 51 

Upon considering the above equation 6.15, equation 6.16 and equation 6.17 the 

general notation to compute the total critical lack time for any given sensors (51 to 

Sn) in a BAWSN is given by the equation 6.18. 

N 

T~cK = }:rjcK 
(6.18) 

n=l 

Where, 

n -Index for counting the sensors in a BAWSN 

N -Total number of sensors in a BAWSN 
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The reliability and availability of the real-time applications is mainly affected by 

factors, such as the delay in the packet arrival, the error in the arriving packet and 

the loss of packets. Considering that the reliability and availability is affected by 

many parameters at different levels, we choose to resolve reliability and 

availability by these parameters at the user-visible and controllable levels and 

encompassing the existing parameters as in [150-153,159-161] . In addition, these 

existing parameters are very much device-centri c and are not feasible for 

measuring by an application developer. Taking these difficulties into account, we 

defined TLACK' TE and T8 , and derived their formulations. Since the parameters are 

empirically calculated, the appl ication developer can easily compute the reliability 

and availability of BAWSN. 

6.4 Conclusion 

This chapter arti culates the characteristics of time-critical application and 

emphasised the importance of non device-cent ri c parameters for BAWSN 

operational properties. Suitably, we constructed three vital parameters: the critical 

lack time, error time, and buffering error time based on critical time. These vital 

parameters encompass the existing parameters that affect the reliability and 

availability of a BAWSN and also, they can be controlled by an application 

developer. The following chapter describes the formulation of availability and 

reliability measure model using the time specific paran1eters. 
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7 
Availability and Reliability Measure 

Model 

7.1 Introduction 

The time critical parameters derived in Chapter 6 is employed in this chapter to 

formulate the measure model for the two operational properties, the availability 

and the reliability of the BAWSN. These two properties are considered as the 

primary properties of the dependability of the applications during their operation, 

because both these properties determine how well the application responds to the 

needs of the user during usage, and they are closely related to each other [210]. 

Studies in [67, 87,129,130,132] emphasise the significance of the availability and 

reliability for the BAWSN operation. Subsequently, as mentioned in Chapter 2, for 

the reliability, various studies [145-153] suggest a means for improving the 

routing algorithm or the protocol used for the data transfe1: For the availability, 

much of the prior work mentioned in [155-158] is based on improving the energy-

saving schemes. As such, the suggested improved means for both the reliability and 

the availability is targeted only towards the underlying WSNs. Apparently they are 

also applicable to the BAWSN, because the underlying WSN is extended with an 

LPU to form a BAWSN. Even though suggested improvements in the 

protocol/energy schemes in the WSN could be used in the BA\tVSN for an enhanced 

performance, when validating these performances there has to be an overall 

measure model that fits future enhancements and also does not depend on any 

particular device-centric parameter(s). Therefore, the scope is not to propose yet 

another reliability and availability algorithm/scheme for the BAWSN, but to 

formulate a measure model for the two operational properties - the reliability 
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and availability of the BAWSN with the parameters that are non-device-centric. 

Thus, the formulated measure model can be used to evaluate the performance of 

the BAWSN-based application irrespective of the protocol/scheme used in the 

BAWSN and also scalable in terms of size of the network. This chapter details the 

formulation of the availability and the reliability using the time critical parameters 

derived in Chapter 6 and also provides examples to show how to calculate these 

properties numerically. 

7 .2 Availability Measure Model 

The BAWSN-based applications have stringent t iming requirements and are often 

run continuously without interruptions. Hence, it becomes imperat ive to 

determine the operational continuity of the BAWSN appl ications by measuring 

their availability. Recall that the BAWSN-based applications rely on the collection of 

data within a critical time from all of the source sensor nodes rather than the data 

from an individual source. The measure of availability for a BAWSN application 

should be based on the critical time and the data delivery from all the sensor 

nodes. Taking into account these specific characteristics and the constraints of the 

BAWSN, the availability measure model for BAWSN is calculated based on the 

unavailable time. 

The formal definition [154] for availability states that a system is highly available if 

the fraction of its downtime is very small, either because failures are rare or 

because it can restart very quickly after a failure. Without contradicting the formal 

definition of availability, the unavailable time in the BAWSN is considered as the 

downtime in the BAWSN that indicates the presence of error or a lost packet within 

the critical time, because the application is unavailable for generating valid data 

during this error time (TE) and the buffering error time (T8 ). The unavailable time 

based on the above-formulated time-specific parameters is used to measure the 

availability of a BAWSN [239]. 
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sts t 

Figure 7-1 Packet timing from sensors at PDA showing overlap packets for availability measure 

The following paragraphs show the derivation of unavailable time TcJA using 

various co-existing time-specific parameters. 

The equation 6.14 gives the total error and buffering error time for which the 

application was unavailable because of errors or lost packets in a BAWSN. 

However, the possibi1ity of overlaps in the time-stamp between the parameters TE 

and T8 can occur between the sensors in a BAWSN, as shown in Figure 7-1. For 

instance, the time difference rJz - T-f2 of sensor 52 occurs at the same instant of 

TJ3 
- TJ3 for sensor 53 • To consider these possibilities, we used a factor a to 

represent the number of redundant errors or lost packets at the overlap time-

stamp from all the sensor nodes. The value of the factor a is calculated using the 

set A as shown in equation 7.1, whose elements consists of only the redundant 

overlapped instants of the error and buffering error times, for a particular interval 

(Etm- Etm_ 1) from all the sensors in a BAWSN and for all the intervals within the 

operating time 0 to t. For instance, the set A (for Figure 7-1) consists of the first 

instan t of buffering error time ri: for 53 , which overlaps the firs t instant of error 
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time T%
1

2 for 52 . Similarly, ri: for 53 occurs at the same instant of ri: for 52 , 

apparently, the factor a in equation 7.2 gives the number of elements in set A: 

(7.1) 

a== IAI (7.2) 

It should be noted that the parameters error time and buffering error time are 

calculated using the previous and the next instant of the data packet arrival rather 

than the instant where the error or loss occurred; this induces an additional time 

for all T~n and ri;. Initially, this is essential, because the delayed data packets 

within the particular interval ( Etm - Etm-d should be considered for the 

availability in a BAWSN. To counter this additional time and also based on the 

above equations 6.12, 6.13 and 6.14, the unavailable time (TJA) of a BAWSN 

application is given by equation 7.3: 

(7.3) 

A -1 TJA BAWSN- - --
( (7.4) 

The availability of a BAWSN ( A8AwsN ) is measured as the absence of errors or lost 

packets within the critical time, which is considered to be the uptime for the 

BAWSN application. Hence, from the unavailable time parameter, the availability of 

the BA\tVSN component in terms of time is given by equation 7.4. An analogous 

theoretical model characterising the availability of a BAWSN is presented in the 

following sub-section [239] . 

7.2.1 Availability mathematical model 

In a BAWSN-based application such as the ACLF, one can expect fewer physical 

adversaries that may influence the availability of the application - because the 
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sensors are on the patient's body - when compared with other sensitive sensor 

applications, such as the deployments in military-related surveillance. 

Nevertheless, the BAWSNs are equipped with a key-based scheme that provides 

security measures against any BAWSN-related adversaries and avoidance against 

any user-related errors while using the sensors. Hence, the unavailability of the 

health data caused by a malicious act in the BAWSN is not considered in this model, 

because the security measures in the BAWSN (as detailed in Chapter 8) are capable 

of informing the user of any incident of malicious activities occurring during the 

operation of the application. In the BAWSN, the monitoring application in the PDA 

is programmed to alert the users in the case of any malfunction. Please note that 

the BAWSN is built using the underlying WSN, so the modelling is initially 

constructed for the WSN in accordance with the time-stringent requirements and 

is then adapted for the BAWSN [239]. 
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Figure 7-2 State transition model, (a) for WSN cluster, (b) for BAWSN 

In general, the transmission efficiency of the WSN is lower than that of 

conventional wired and wireless networks, because of a high bit error rate (BER). 

The average BER is known to be in the range 10-6 to 10-3, implying that many 

packets would be corrupted and thus dropped over the wireless channels [207]. 

Studies in [151,159-161] show that many other system parameters in the WSN can 

also cause corrupted and lost packets in the WSN. It should be noted that the 
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occurrence time of these errors/lost packet in the WSN is random and the lifeline 

of the WSN can be represented by a finite set of states. 

Markov chain models are a natural approach to take when modell ing the 

transitions of a network between discrete states over time. The distinction 

between discrete-time Markov chains and continuous-time Markov chains is that, 

the discrete-time would consider the transitions occurring at fixed points in time 

and work with the transition probabilities; while in the continuous-time, the 

transitions can occur at any point in time and work with the transition rates [208] . 

Table 7-1 Rate and probabilist ic parameters for availability in BAWSN 

Parameters Description 
WSN related parameters 

o, Rejuvenation Service Rate 

b.r Recovery rate from Failure 
State 

r / Failure rate 
t---'· 

r , Rejuvenation rate 
r-· --

rc Compromised rate 

BA WSN related parameters 
T UH Unhealthy rate 

OH Recovery rate 

PH The probability that the system 
is in Healthy State 

PuH The probability that the system 
is in Unhealthy State 

PF The probability that the system 
goes to Unhealthy State 

PR The probability that the system 
goes to Healthy State 

The transition from one state to other states in the continuous operation of the 

WSN is described by certain random processes that can occur at any point in time 

and are influenced by many system parameters [161] . Hence, the WSN can be 

modell ed as a stochast ic process based on the continuous-time Markov chain 
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process. Figure 7 -2(a) depicts the stochastic approach model for a single cluster in 

the WSNs. The figure also shows the dynamic behaviours of the single cluster when 

the sensor nodes in the cluster are under the normal, compromised and failure 

states. The system stays at the Healthy State (H) as long as possible until any lost or 

error packets occur and when this occurs, the system goes to the Compromised 

State (C). The system goes to the Rejuvenation State (R) when the software 

rejuvenation is adapted to inform the user. After the successful rejuvenation, the 

system goes to the Healthy State; otherwise, it will go to the Failure State (F). 

Figure 7-2(a) shows a four-state Markov model, in which the transition from H to F 

or R occurs only through the State C, while the transition from F or R to H can occur 

directly, because the automatic rejuvenation at F can shift the system to State H. 

Based on the transition rate notation given in Table 7-1, the following transition 

rate matrix (G) for the WSN is constructed: 

HI_~ c F R 

1:c 0 0 c 
G =C 0 - (rf +rr) 1:! 1:r 

F 6! 0 -6! 0 

R 6r 0 0 -6 r (7.5) 

The above transition rate matrix G provides the rate at which various transitions 

happen from one state to another. The transition rate in matrix G could be read in 

terms of their rows and columns as follows: for the system transition from H to C, 

the rate is defined as Tc and hence, the element at (H, C) in the matrix is rc. 

Likewise, the transition from H to F or R is not defined and hence, the element at 

(H, F) and (H, R) is zero. In addition, for the system to remain in the same state, 

that is, if the system is in H State and to remain in the same H State, the transition 

rate for H is given at (H, H), for C at (C, C) and so on. For this scenario, negating the 

rate(s) that cause the system to shift from that particular State represents the 

transition rate. For example, the transition rate rc causes the system transition 

from H to C and no other transition rates are defined for this transition; therefore, 

the element at (H, H) for the system to remain in H State is given as -rc. 
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Recall that in the BAWSN, the PDA serves as the connector between the BAWSN 

and the AMC application. Alternatively, the base station in the WSN serves as the 

connector for any extended WSNs. In comparison, the base station in the BAWSN 

assumes the role of a cluster head in the WSN. Unlike the WSN, the BAWSN 

consists of only one cluster head that is connected directly to the PDA. Based on the 

comparison shown in Figure 7-3 the BAWSN is comparable to the cluster in the 

WSN with the time-stringent characteristics. 

LPU 

Base Statio n 

Cluster Head 

Cluster n --===------ Cluster 1 

WSN BAWSN 

(a) (b) 

Figure 7·3 A comparison of a (a) WSN cluster and (b) the BAWSN architecture 

When considering the time-stringent characteristics of the BAWSN, during the 

rejuvenation state, the monitoring application Obi-MATE 2 in the PDA is 

programmed to inform the user within one minute if the end-point failed to receive 

data from any of the sensors. This type of software rejuvenation technique aids the 

time-stringent application to clean up the system state to prevent the occurrence of 

more severe future crash failures. However, the software rejuvenation in the 
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BAWSN also demonstrates the absence of valid data caused by lost packets within 

the specified time period the BAWSN is said to be unavailable during rejuvenation. 

Apparently, the Compromised State and the Failure State in the BAWSN signify the 

presence of an error or lost packets; hence, the BAWSN is said to be also 

unavailable in these states. So, it is noted that the States C, F and R in the BAWSN 

denote the inability of the system to deliver valid data within the required critical 

time, which can be termed as an unhealthy state for the BAWSN application, see 

Figure 7-2(b). To formulate the parameters recovery rate (oH) from the unhealthy 

state and the unhealthy rate (ruH) from the healthy state, consider the transition 

matrix G given in equation 7.5. Note that each state row of G must sum to zero, 

while the each state column must sum to the transition rates required for the WSN 

to be in that state in a given time period. Based on this, the transition rates for 

WSN to be in H, C, F and R are given by ( o1 +Or)- Tc,Tc- ( r1 + Tr ),r1 - o1and 

Tr - On respectively. However, the States C, F and R are said to be unhealthy, while 

the State H is said to be healthy in the BAWSN application. Hence, we formulated 

the following equations for the recovery rate (oH) using H and the unhealthy rate 

( r u H) by the summation of C, F and R: 

Solving equation 7.7, we get the following unhealthy rate for the BAWSN: 

(7.6) 

(7.7) 

(7.8) 

The absence of r1 and Tr in the equations 7.6 and 7.7 validates the claim for the 

time-stringent application; that is, if the system is in the C State until it comes to 

the H State, the system is said to be unhealthy, as shown in Figure 7-2 (b). The 

above-formulated parameters can be used not only for the BAWSN, but also for any 
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type of time-stringent application that uses a WSN. Apparently, the BAWSN is said 

to be available if it is in the Healthy State (H) and in all other states, the BAWSN is 

assumed to be unavailable. 

PUH 

Figure 7-4 A two-state Markov chain for a BAWSN w ith the State probabilities 

H UH 

(7.9) 

Figure 7-4 depicts a two-state Markov chain, for which a transition probability 

matrix is constructed using the notati'ons given in Table· 7 .:1. Later, the matrix in 

equation 7.9 is simulated in Chapter 9 with initial values to study the behaviour of 

the BAWSN in discrete time [239] . 

7.3 Reliability measure model 

The reliability of the network directly affects the quality of the patient monitoring 

and, in a worst-case scenario; it can be fatal \.vhen a life-threatening event has gone 

undetected [129,67]. Hence, the time-driven applications such as the BAWSN 

require high data reliability to maintain detection and responses. 
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Figure 7-5 Packet timing from sensors at PDA showing overlap packets for reliability measure 

The BAWSN-based applications rely on the collective data of a group of sensor 

nodes. Unlike conventional reliability, the definition of retransmission is 

inapplicable in a BAWSN and would only lead to an elapsed data arrival that is not 

acceptable for time-critical application. The existing approaches [14 7 -149] work 

well in delivering error-free data segments from the sensor to the aggregate point 

(base station) or vice-versa by using retransmission or other error-control 

techniques over a data-exchange session. However, the performance of the 

message-level reliability for the WSN may not be appropriate for a BAWSN 

application, because data are delivered from the sensor to the end-point via an 

intermediate aggregation point. For instance, the scenario given in Section 6.1 also 

showed that the retransmission of the health data in the BAWSN may induce a false 

medical diagnosis or simply a medical diagnosis cannot be made precisely. 

Therefore, in these applications, the measure of the reliability using the message-

level reliability methods may not be suitable. Hence, the transmission reliability for 

the BAWSN should be based on the critical time [237]. 

In the BAWSN, the intrinsic data received at the end-point is based on the 

aggregation of the data provided by all source sensor nodes. The elapsed, error and 

buffering error times of any one sensor will subsequently count towards the 

unreliable time of the entire application, because the application is considered 

119 



Availability and Reliability Measure Model 

inoperative until the end-point receives all the data from every sensor node. Hence, 

the unreliable time based on the above-formulated time-specific parameters is 

used to measure the reliability of a BAWSN. The following paragraphs show the 

derivation of unreliable time TJR using various co-existing time-specific 

parameters [2 3 7]. 

The application is unreliable owing to the delayed packet arrival at the end-point, 

which is given by the critical lack time in a BAWSN. Apparently, in addition, in the 

BAWSN the unavailable time equation is also unreliable, because in both instances, 

the application lacks data at the critical time and is not capable of generating 

reliable data. Hence, the unreliable time is calculated using the equations 6.18 and 

7.3 . Similarly, as seen in Section 7.2, the complexity of the overlap for the 

parameter critical lack time from the various sensors is rectified by set B, as shown 

in equation 7.10, whose elements consists of only the redundant overlapped 

instants of critical lack time fo r all the intervals from all the sensors within the 

operating time 0 to t . For instance, the set B (Figure 7 -5) consists of the first 

instant of the crit ical lack time T{1cK
1 

for S11 which overlaps with the first instant of 

the critical lack time TL].cK
1 

for S2 . Similarly, Ti
1

2 for 52 occurs at the same instant of 

T{1cK
1 

for S3 . Please note that the possibility of overlaps in the time-stamp between 

the parameters TE and T8 is already taken into consideration while formulating the 

unavailable t ime TJA: 

(7.10) 

For simplicity, set B is represented by using the set B' as shown in equation 7.11 to 

generalize the total unrel iable time of the sensors in a BAWSN and is given by 

equation 7.12: 

(7.11) 

IB 'I 

T;R = T{ACK + T;A - ~ R~CK (7.1 2) 
r= l 
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Based on equations 7.11 and 7.12 derived above, the rel iability of the BAWSN in 

terms of time is given by: 

R 1 TJR 
BA WSN = ---

( 
(7.13) 

The reliability of a BAWSN ( R8AwsN ) is defined based on the parameters T8 , TE and 

TLACK· Because the parameters are empirically calculated, the application 

developer can easily compute the reliability of the BAWSN, which subsequently can 

be used to quantify the ACLF. The realistic reliability measure model is justified 

using the probabilistic mathematical model, which shows the cohesive relationship 

among the selected vital parameters [237] . 

7.3.1 Reliability mathematical model 

A mathematical model for a BAWSN was developed to show the relationship for the 

crit ical lack t ime, buffering error time and error time in calculating the reliability of 

a BAWSN. This model also demonstrates how the base station buffer affects the 

reliability; a parameter over which the application developer has total control. To 

illustrate the coherent effect of the proposed parameters, a BAWSN is modelled by 

a probabilistic graph, as in Figure 7 -6(b) with the equivalent network diagram in 

Figure 7 -6(a). The nodes in the graph represent the sensor, the base station and the 

end-point in a BAWSN, while the edges in the graph represent the links between 

them [23 7]. 

P LACK 

PE PB 
(a) 

BS- Base Station 
E -End-poi nt 
A. 8, C - Sensor 

(b) 

Figure 7-6. (a) A Body Area Wireless Sensor Network, (b) t he corresponding gra ph model 
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In a BAWSN 1 it is common that all sensors have the same coverage area and can 

communicate directly to the base station nodel as shown in Figure 7-6(b) . However~ 

without loosing its generality~ our reliability model provides a general framework 

in which the reliability of any specific BAWSN architectures can be mapped and 

formulated. The critical lack time occurs when the LPU receives data at the elapsed 

time interval from all the sensor nodes. Even when all sensor nodes are assumed to 

have the same data flow ratel a delay in the total arrival data at the LPU is expected ~ 

owing to the various factors [150-1531159-161] discussed earlier. The probability 

that a BAWSN is considered inoperative is derived below. Considering an ACLF-like 

scenari o~ where N sensors generate data at the same rate (every 10 seconds) 

because all the sensors can communicate directly to the sink nodel the operation 

probabil ity p for the N sensors is the same. Therefore~ the inoperative probability 

P LACK of a BAWSN can be calculated based on binomial di stribution [209]: 

(7.14) 

Where the inoperative probability PLACK denotes the probability of delayed packet 

arrival from all sensors nodes to base station. In a real-time BAWSNI it is not 

feasible to show the exact cause or network link for errors and lost packets. 

Henceforth~ the probability of an error packet PE in the ZigBee (sensors to base 

station) under the influence of a Wi-Fi (base station to end-point) is considered as 

proposed in [212]. In our traffic modet (Figure 7-6(b))~ it is possible that the lost 

packet encountered at the end-point may occur either in the sensor-to-base station 

or in the base station-to-end-point link. Moreover~ an error packet can get lost 

either in the sensor-to-base station link or in the base station-to-end-point link. 

Hencel when a packet is lost at the end-point~ it is assumed to be lost in the base 

station buffer~ which rationalizes all the possibilities and is denoted by the 

parameter p8 . To substantiate the claiml the error time TE and the buffering error 

time T8 (in Section 6.2 .2) are calculated at the LPU rather than at the base station. 

Although the probabilistic factors PE and p8 are independent of each otherl their 
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combined effect influences the BAWSN application's reliability. The inoperative 

probability PERR' caused by error or packet loss in terms of PE and p8 , is given by: 

PERR == PE + PB. (1- PE) 

PuR == PLACK + PERR · (1 -PLACK) 

(7.15) 

(7 .16) 

Similarly, although PERR and PLACK are independent of each other, their combined 

effect will influence the BAWSN application's reliability. The unreliable probability 

PuRof a BAWSN is formulated using equations 7.14 and 7.15. The simulation was 

performed, based on the above equations, and the results are presented in Chapter 

9. 

7.4 Critical time measurement 

The performance evaluation of the properties reliability and availability depends 

on the critical time; it is imperative to understand the intricacies of how the critical 

time is achieved dynamically during the runtime. Although all the sensors were 

programmed to send the data packets every 10 seconds, it is highly unlikely that all 

those packets would be received at the same time in the LPU. Hence, the following 

cases were used to show how the critical time is calculated, using equation 6.2 for 

determining !:ltc in these cases. 

IDEAL CASE: In this case, the data packet from all the sensors is received at the LPU 

within the first expected time interval t 1 as shown in Figure 7-7(a). Consequently, 

in this case, tltc is zero and is not required for calculating the critical time. 

Therefore the expected critical time Etm == tm. 

Slider Slider 
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Slider Slider 

10 20 21 10 11 12 

(c) (d) 

Figure 7-7 Evaluation of critical time in BAWSN (a) IDEAL CASE {b) NORMAL CASE (c) SPECIAL 

CASE (d) RESTART CASE 

NORMAL CASE: Most of the time, it is highly unlikely that all the packets from all the 

sensors would be received at the same time in the LPU, as shown in the Figure 

7-7(a). In general, a tolerance time tc is introduced to estimate the critical time 

(equation 6.2), the tolerance time for our experiment is taken as one-tenth of the 

expected time interval tm. The application calculates the critical time by using a 

logical slider (as shown in Figure 7 -7) that slides along the tolerance time until it 

receives the last packet for the first expected time interval t1 . The slider stops once 

it receives the last packet. The time at which it stops would be the additional 

constant tirne for the expected critical time; for instance, in Figure 7-7 (b), 

11tc = 0.26 and the calculated expected critical time interval E'tm =· 10.26. From 

here on, the application expects all the packets from all the sensors for every £tm to 

measure the reliability and the availability based on the calculated critical time 

£tm . 

SPECIAL CASE: Often, after beginning the experiment, some of the initial packets 

from the sensor are lost before they reach the LPU. In this case, the slider slides all 

the way till it reaches the maximum value of tc for the first expected time interval 

t 1 : in our case, that is one second. If all the packets from all the sensors are not 

received, the slider resets and starts expecting the packet for the second expected 

time instant t 2 . This is shown in Figure 7-7(c); the first data packet from 53 is 
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received at 20.12 seconds at the LPU; depending on the packet serial number, it can 

be identified whether the received packet belongs to the second expected time 

instant t 2 . If it does belong, the expected critical time is calculated based on the 

received value from all the other sensors as shown in Figure 7-7(c), otherwise, the 

slider resets and waits for the third expected time t3 • If the data packet from 53 

arrives at the same interval again at t3 - that is, at --30.18 seconds - it is 

assumed that the data interval time for 53 is --10.06 seconds and the expected 

critical time is calculated in the same manner as shown in Figure 7-7 (c). 

RESTART CASE: In some cases, the initial packets from the sensors arrive at the 

delayed instant, even from the start of the experiment owing to the delayed turning 

'on' of the sensor by the user or because of an undefined delay caused by the 

sensor's clock. This causes an indeterminate value for l:ltc and thus, the application 

is not sufficiently capable of calculating the expected critical time as shown in 

Figure 7-7(d). In this case, the slider resets to receive the next instant of the data 

packet and because the data packet interval for 53 (in Figure 7 -7( d)) remains the 

same for forthcoming instants, the BAWSN application is restarted to determine 

the value for l:ltc- In Obi-·MATE 2, after every six unsuccessful resets or after one 

minute, the monitoring application alerts the user about the inability to determine 

the expected critical time. 

It should be noted that the above cases were based on the implementation of the 

monitoring application in the BAWSN for the developed ACLF. The value for the 

tolerance time and the response of the slider behaviour depends on the 

requirements of the monitoring application that are based on the required health 

data from the patient in accordance with the needs of the clinicians. And also, the 

packet that arrives earlier than tm in the base station is approximated; being 

negligible, because the requests send from the PDA is based on the inequality 

programmed in the PDA. The details about the inequality are discussed in Section 

9.2. Otherwise, the RESTART CASE would handle any considerable dissimilarities in 

the arrival of the packet. However, the measure of the operational properties of the 

dependability varies based on the l:ltc value, which should be a fraction of tc to 

attain a high measure of reliability and availability. Also, it is not imperative to 

calculate the expected critical time exactly from the first expected time instant; the 
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application developer can allow the network to settle and then calculate the critical 

time at later expected time intervals. In any case, the process for determining the 

expected critical time remains the same. 

7.4.1 Availability and Reliability measurement 

The measurement of the availability and the reliabil ity for the BAWSN are 

illustrated in this sub-section by considering two cases of sensor flows, IDEAL and 

NORMAL, as seen in the previous section. For both cases, all the sensors in the 

BAWSN are used having the same flow rate, that is, each sensor nodes sends data 

every 10 seconds and the operative time t is considered as 50 seconds. The 

calculation of both the availability and the reliabil ity measure of the BAWSN are 

based on these following cases. 

7.4.1.1 Availability and Reliability for IDEAL CASE 

The critical time value for this case is Etm == tm, because in the IDEAL case, all the 

sensor values from all the sensors arrives at the LPU at 10-second intervals, as 

shown in Figure 7-7(a). The sequence of the data packets P1
51

, P2
51

, P3
51

, P4
51

, P5
51 

from sensor 51 is shown in Figure 7-8, and the data packets are expected in the 

transmission time instants, 7~51 , T2
51

, T{1
, Tf1

, T:1
, respectively. To ease the 

understanding in calculating the operational properties, the time at which each 

packet is received for 51 is given within the brackets adjacent to their expected 

time instant. For example, the transmission time instant T2
51 for the packet P2

51 from 

sensor 51 is 20 seconds; however, P2
51 arrives at the LPU in 20.26 seconds, which is 

represented as T2
51 (20.26). While for 52 , Figure 7-8 shows the transmission 

instants, T152
, Tz52

, 7;52
, T12

, T:2
, for which the following data packets are received in 

the order P/2
, P2

52
, P~2 , P5

52
. The data packets P/2

, P/2
, P5

52 are error-free packets 

received at T1
52

, T2
52

, T5
52

, respectively; while the packet P~2 denotes the first error 

packet for the sensor 52 at the time instant T{2 and at the expected time instant Tf2 
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no packets are received, because they are assumed to be lost in the base station 

buffer. 

Availability Measure 

To calculate the availability of the BAWSN, the error time and buffering error time 

for all the given sensors (51 to 54 ) in a BAWSN are calculated based on equations 

6.12, 6.13 and 6.14. In Figure 7-8, the error packet and packet loss occurs only for 

the sensors S2 and 53 within the operative timet. 

St 

Sz 

tr.~ r:s,. 
3 

53 

S;~ 

10 20 30 40 so 

Figure 7-8 Packet t im ing of sensors in the BAWSN fo r IDEAL case 

Hence, for sensors 52 : 

The total error time for 52 is calculated as foll ows: 

TS2 _ ySz _ TSz 
£1 - 4 2 (7.17} 

(7 .18} 

(7 .19} 

Because the total number of error t ime (K2) for the sensor 52 is one, based on the 

equation 6.5, the total error time (Tf 2
) for 52 is given below: 

(7 .20} 

The buffering error time for 52 is calculated as follows: 
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(7.21} 

r%: =so- 30 (7.22} 

r%: = 20 (7.23} 

Because the total number of buffering error time (L2 ) for the sensor 52 is one, 

based on equation 6.7, the total buffering error time (T%2
) for 52 is given below: 

TSz _ ySz 
B - B1 

Therefore, the total error and buffering error time for Sensor 52 is given by: 

rf~ = 20 + 20 

rf~ = 40 

Similarly, for sensors 53 , 

The total number of error time K3 = 1, therefore: 

1 

Ti3= I Tii3 
i=l 

The total number of buffering error time L3 = 2, therefore: 

2 

T~'= IT~j3 
j=l 
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(7.34) 

Similarly, ri: = 20 and hence, Ti3 = 40 

Therefore, the total error and buffering error time for sensor 52 is given by: 

(7 .35) 

T~~ = 20 + 40 (7 .36) 

(7 .37) 

The number of sensors (N) used in this BAWSN is four and also, there were no 

errors or packet losses from sensors 51 and 53 ; the total error and buffering error 

time for this illustration is given below by using equation 6.14: 

4 

4 

~ TSn TSz TS3 L EB = EB+ EB 
n=l 

Lr~~ = 40 + 60 = 100 
n=l 

(7.38) 

(7 .39) 

In this illustration as shown in Figure 7-8, the first instant of buffering error time 

T8
53 for 53 overlaps with the first instant of error time T£52 for 52 . Similarly, T8

53 for 
1 1 2 

53 occurs at the satne instant of r;: for 52, apparently, the factor a is given by the 

elements in set A: 

(7 .40) 

a= IAI = 2 (7 .41) 

By using equation 7.3, the unavailable time of the BAWSN (TJA) for this example is 

given below: 

TJA = _: (100) - (2 X 10) 
2 

(7.42) 

(7.43) 
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Therefore, the availability measure of the BAWSN for the packet timing shown in 

Figure 7-8, for the operative timet, is given by the following equation: 

30 
ABAWSN == 1 --so 

ABAWSN == 0.4 

(7.44) 

(7.45) 

In other words, the availability of the BAWSN within the operative time t == 

50 seconds is 40 °/o. 

Reliability Measure 

The reliability measure of the BAWSN is not only based on the total error and 

buffering error time, but is also based on the total critical lack time. In Figure 7-8, 

the packets P/1 and P5
51 for S1 arrives at the LPU in 20.26 seconds and 50.17 

seconds, respectively; this is more than the expected times of 20.0 seconds and 

50.0 seconds, respectively. Likewise, the packet P2
54 for 54 arrives at the LPU in 

20.17 seconds, which is more than the expected time of 20.0 seconds. 

Hence, for sensor 51 : 

(7 .46) 

T~1 == 20.26 - 10 == 10.26 (7.47) 

Because Etm < T~1 , by using the equation 6.16: 

TZlcK
1 

== 10.26- 10.0 (7 .48) 

{7 .49) 

Similarly, 

TL~l == 50.17- 40 == 10.17 (7 .50) 

TZlcKz == 10.17 -· 10.0 == 0.17 (7.51} 
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Because the total number of the critical lack time (Q1 ) for the sensor 51 is two, 

based On the equation 6.17, the total Critical lack time (T{;CK) for 51 is given below: 

2 

rsl - ' rsl - rsl rsl 
LACK - L LACKk - LACK1 + LACK2 

k=l 

(7 .52} 

s 
TL;CK = 0.26 + 0.17 = 0.43 (7.53} 

Similarly, for sensor 54 : 

(7 .54) 

rz;cK1 = 10.17- 10 = 0.17 (7.55} 

r s4 rs4 0 17 
LACK - LACK1 = . (7 .56} 

The number of sensors (N) used in this BAWSN is four and also there were no 

elapsed packets in sensors 52 and 53 ; the total critical lack time for this illustration 

is given below by using equation 6.18: 

4 

Ts 'Tsn TS1 TS4 
LACK = L LACK = LACK + LACK 

n=l 
(7 .57} 

TfAcK = 0.43 + 0.17 = 0.60 (7.58} 

In Figure 7-8, the first instant of the critical lack time rz;cKl for .Sv overlaps with 

the first instant of he critical lack time rLs;_cK
1 

for 54 . Moreover, rff
1
2 for 52 occurs at 

the same instants of both rz;cKl and rz;cKl' The application is already unavailable 

during this critical time instant ( Et2) and also the possibility of overlaps in the 

time-stamp between the parameters TE and T8 is already taken in to consideration 

while formulating the unavailable time TJA' The redundant overlapped instants of 

he critical lack time for all the intervals from all the sensors within the operating 

time 0 tot is given by equations 7.59, 7.60: 

(7.59} 
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B' == {0.26, 0.17} (7 .60} 

By using equation 7.12 and the values from equation 7.43, the unreliable time of 

the BAWSN (TJR) for this example is given below: 

TJR == 0.60 + 30 - 0.43 (7 .61} 

TJR == 30.17 (7 .62} 

Therefore, the reliability measure of he BAWSN for the packet timing shown in 

Figure 7-8, for the operative time t, is given by the following equation: 

30.17 
RBAWSN == 1 - --so 

RBAWSN == 0.3966 

(7 .63} 

(7 .64} 

In other words, the reliability of the BAWSN within the operative time t == 

50 seconds is 39.66 °/o . 

7.4.1.2 Availabil ity and Rel iab il ity measure for NO RMAL CAS E 

The cri tical time valu e for this case is Etm == 10.26 because in the NORMAL case, 

even though all the sensors have the same flow rate, in a normal operation, the 

packets from these sensors arrive at LPU in dissimilar intervals, as shown in Figure 

7-7(b). 
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0 10.26 20.52 30.78 41.04 51.30 

Figure 7-9 Packet timing of the sensors in the BAWSN for the NORMAL CASE 

The packets from sensors 51 , 52,53 and 54 arrive at the LPU every 10.17, 10.26, 

10.06 and 10.10 seconds. To ease in understanding the calculation, the error and 

lost packets occur at the same expected critical time instants as seen in the IDEAL 

case. 

Availability Measure 

In Figure 7-9, the error packet and packet loss occurs only for the sensors 52 and 53 

within the operative time t. 

Hence, for sensors 52 : 

The total error time for 52 is calculated as follows: 

r%
1

2 = 41.04 - 20.52 (7 .65) 

Ti2 = 20.52 
1 

(7.66) 

Because the total number of the error time (K2 ) for the sensor 52 is one, based on 

equation 6.5, the total error time (T%2
) for 52 is given below: 

T S2 _ TS2 
E - £1 

The buffering error time for 52 is calculated as follows: 
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ri: = 51.3- 30.78 (7.68) 

ri: = 20.52 (7.69) 

Because the total number of the buffering error time (L2) for the sensor 52 is one, 

based on equation 6.7, the total buffering error time (T%2
) for 52 is given below: 

(7.70) 

Therefore, the total error and buffering error time for Sensor 52 is given by: 

s 
TE~ = 20.52 + 20.52 = 41.04 (7.71) 

Similarly for sensors 53 : 

The total number of error t ime K3 = 1, therefore 

(7.72) 

Tf3 = 20.12 (7.73) 

The total number of the buffering error time L3 = 2, therefore : 

r!~ = r!3
- T~3 = 40.24- 20.12 = 20.12 (7 .74) 

Similarly, T%: = 20.12 and hence T%3 = 40.24 

Therefore, the total error and the buffering error time for sensor 52 is given by: 

(7 .75) 

r!~ = 60.36 (7.76) 

The number of sensors (N) used in this BAWSN is four and also there were no 

errors or packet losses from sensors 51 and 53 ; the total error and buffering error 

time for this illustration is given below by using equation 6.14: 

4 I r;~ = 41. 04 + 60.36 = 101.40 
n=l 

(7.77) 
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In this illustration as shown in Figure 7-9, the first instant of the buffering error 

time ri: for 53 , overlaps with the first instant of error time rf: for 52 . Similarly, T%
2

3 

for 53 occurs at the same instant of ri: for 52 , apparently; the factor a is given by 

the elements in set A. 

(7 .78) 

a= IAI = 2 (7 . 79) 

By using equation 7.3, the unavailable time of he BAWSN (TJA) for this example is 

given below: 

TJA = ~ (101.40)- (2 X 10.26) 
2 

(7.80) 

rJA = 30.18 (7.81) 

Therefore, the availability measure of the BAWSN for the packet timing shown in 

Figure 7-9, for the operative timet, is given by the following equation: 

30.18 
ABAWSN = 1 - --so 

AsAwsN = 0.3964 

(7.82) 

(7.83) 

In other words, the availability of the BAWSN within the operative time t = 
50 seconds is 39.64 o/o. 

Reliability Measure 

In Figure 7-9, the packets P2
51 and P5

51 for 51 arrive at he LPU in 20.55 seconds and 

51.41 seconds, respectively; this is more than the expected transmission time of 

20.34 seconds and 50.85 seconds, respectively. Likewise, the packet P/4 for 54 

arrives at he LPU in 20.68 seconds, which is more than the expected transmission 

time of 20.20 seconds. 

Hence, for sensor 51 : 

(7.84) 

s TL 1 = 20.55- 10.17 = 10.38 
1 

(7.85) 

Since Etm < TL~1 , by using equation 6.16: 
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rz;cK
1 

= 10.38- 10.26 (7.86) 

(7.87) 

Similarly: 

s TL
2

1 = 51.41- 40.68 = 10.79 (7.88) 

r{;CKz = 0.53 (7.89) 

Because the total number of the critical lack time (Q1 ) for the sensor 51 is two, 

based On the equation 6.17, the total critical lack time (T{;CK) for 51 is given below: 

s TL;CK = 0.12 + 0.53 = 0.65 (7.90) 

Similarly, for sensor 54 : 

(7.91) 

TLs;CK = 0.32 (7.92) 

The number of sensors (N) used in this BAWSN is four and also there were no 

elapsed packets in sensors 52 and 53 ; the total critical lack time for this illustration 

is given below by using equation 6.18: 

TfAcK = 0.65 + 0.32 = 0.97 (7.93) 

The redundant overlapped instants of critical lack time for all the intervals from all 

the sensors within the operating time 0 to t is given by the below equation: 

(7.94) 

B' = {0.12, 0.32} (7.95) 

By using equation 7.12 and the values fron1 equation 7.43, the unreliable time of 

the BAWSN (TJR) for this example is given below: 

TJR = 0.97 + 30.18- 0.44 (7.96) 

TJR = 30.71 (7.97) 
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Therefore, the reliability measure of he BAWSN for the packet timing shown in 

Figure 7-9, for the operative timet, is given by the following equation: 

30.71 
RBAWSN = 1 - --50 

RBAWSN = 0.3858 

(7.98) 

(7.99) 

In other words, the reliability of the BAWSN within the operative time t = 

50 seconds is 38.58 °/o. 

From the above calculation for the Normal case, the additional time fltc 

compensates for the dissimilar arrival times of the data packets from the sensors. 

However, note that fltc should be a fraction of tc or negligible to attain a high 

accuracy for the health data in terms of the medical diagnosis, because the health 

data received from the other sensors earlier or later than the expected critical time 

may not indicate the exact condition of the patient. Therefore, the larger the 

deviance in the received value, the lesser is the accuracy of the reading in terms of 

the medical diagnosis and hence, the lesser the reliability of the BAWSN. 

7.4.1.3 Variable flow rate for sensors 

This forn1ulation can be used for sensors with variable flow rates; for exatnple, 

consider the scenario discussed in Section 6.1. The patient Bob is continuously 

monitored for a possible heart attack and, in that scenario, to diagnosis that 

possibility; Bob is Inonitored for three required health data, the BP, Glucose and 

Cholesterol levels. For the purpose of this discussion, let us add one more 

parameter ECG for monitoring. In accordance with medical norms, the Cholesterol 

level of the person would not change spontaneously and therefore, it is not 

necessary to monitor the Cholesterol level as frequently as the other parameters, 

because the other three parameters can change spontaneously to indicate the 

critical condition of the patient. In this case, the sensor that monitors Cholesterol 

can send the data, say every two minutes, while other sensors send the data every 

10 seconds. To attain the continuous monitoring, the expected critical time for the 

four parameters (including Cholesterol) would be .....,z minutes; whereas, for three 

parameters (excluding Cholesterol) it would be .....,10 seconds. The 

clinicians/doctors would be able to real ize or make use of the health data of Bob, 
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by using two reliability values, one for the four parameters and other for the three 

parameters. Likewise, the formulation can be used to manoeuvre for any number of 

scenarios using any number of sensors/parameters, because the formulation is 

based on the criterion that the health data value obtained at a particular time 

indicates the exact condition of the patient health at that particular time. 

7.5 Conclusion 

This chapter proposed the empirical measure model for both the operational 

properties of the BAWSN. The realistic reliability measure model was justified 

using a probabilistic mathematical model, which also showed the cohesive 

relationship among the vital parameters. While the realistic availability measure 

model was justified, using our theoretical model based on the stochastic process. In 

addition, the process of how to choose the critical time for a BAWSN operation 

together with a couple of numerical examples showing the calculation of the 

availability and the reliability measures was also presented in this chapter. The 

results of the experiments and the simulation conducted to measure the operation 

properties in our real-time test-bed are given in Chapter 9. 
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8 
Security and Safety 

8.1 Introduction 

In general, security has not been introduced as a single property for a computing 

application system. Security is the concurrent existence of confidentiality, integrity 

and availability as mentioned in [201]. However, in dependable properties for a 

computing application system, the availability should be seen in a broader sense, as 

mentioned in Chapter 7. For instance, a simple definition of availability, with 

respect to security, mentions the prevention of the unauthorized withholding of 

infonnation [213]. It should be not d that most of the definitions for availability 

[201,213- 215] with respect to security take into account only the unauthorized 

withholding. However~ in Chapter 7, because the availability measure is based on 

the time parameter, it takes into account not only the unauthorized withholding, 

but also any other factors that might withhold information, such as hardware 

failures, softvvare malfunctions, losses of information in the communication 

channel and the prevention of service caused by power outages. Because, in the 

BAWSN any kind-of withholding would influence the availability of the application 

and also the monitoring application in the PDA is programmed to alert the users if 

the withholding (or loss of data) extends more than one minute. Therefore, the 

security aspects for the BAWSN in the ACLF are based on the remaining two 

properties: integrity and confidentiality. 

The wireless medium used in the BAWSN for communications is prone to 

vulnerabilities that could open a door to attackers tampering with or 

compromising the user's data confidentiality. Hence, it is imperative to have a 

security scheme that not only maintain the confidentiality and integrity of the data 
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but also the scheme should be easy to implement with minimal overhead to the 

data to gain the confidence and thus, the acceptance of the users of the ACLF. That 

is the security of the monitored data should be achieved with li ttle overheads and 

acceptable costs. This chapter presents the deployment of our proposed adaptive 

secure triple-key scheme (aTKS) in a BAWSN to ensure the confidentiality and 

integrity of the data collected with minimum overheads. 

In addition, integrity is a prerequisite for availability, reliability and safety, but may 

not be so for confidentiality. For instance, attacks via covert channels or passive 

listening can lead to a loss of confidentiality without impairing the integrity. One of 

the major sections (Section 8.2) in this chapter describes the necessity for security, 

which encompasses the two properties confidentiality and integrity in the 

dependability domain of the BAWSN, with scenarios, and our approach for 

securing the BAWSN that considers the resource starved nature of the BAWSN, 

using our adapted security key management technique. 

Apart from the security, in this chapter, another major section (Section 8.3) defines 

and describes the safety of the computing application system and exemplifies how 

it can be attained for the BAWSN requirements in the ACLF. In certain computing 

application systems, safety may be considered as an extension of reliability when 

the state of a correct service and the state of an incorrect service owing to non-

catastrophic failure are grouped into a safe state. Here, the term safe state means 

that the system is free from catastrophic damage, but not fron1 danger. However, 

safety and reliability are not the same in a computing application system made up 

of multiple hardware components [216]. Here, the property safety means the 

occurrence of accidents that may cause catastrophic danger to the user or to the 

environment. The accidents are caused by random failures arising from the 

interactions among the multiple hardware components [216, 177] that might be 

exacerbated by the introduction of software. Therefore, it is imperative to select 

hardware components carefully when building a heterogeneous system such as the 

ACLF. 
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8.2 Security 

In any HMA, success relies heavily on the assurance of privacy and the integrity of 

the data. In addition to the common network threats, the BAWSN is prone to 

security vulnerabilities, not the least because of the wireless medium and the lack 

of well-defined boundaries for such a medium. As a result, any unauthorized 

modification to a monitored patient's condition may induce a false diagnosis of the 

patient and may put the patient's life in danger. Therefore, in an HMA, such as the 

ACLF that uses the BAWSN, it is essential to ensure the privacy of the patient's 

monitored condition through the provision of a confidentiality service. Similarly, 

the accuracy of a patient's condition must be maintained to minimise the 

occurrence of a life-threatening scenario. 

Importantly, the HMA are often tiine-critical, where the arrival of error-free health-

related data to the LPU later than the expected critical time is considered as futile 

or unreliable, as mentioned in Section 7.4. Therefore, the security overhead must 

not add intolerable delays to the arrival period of the data and must not be the root 

cause for decreasing the reliability of the systen1. Our Triple Key Scheme (TKS) 

proposed earlier in [217, 218] works well for the WSN, but for t ime-critical 

applications that use the BAWSN, the algorithm and the key management scheme 

of the TKS should be modified to deal with the issues that are specific to the 

BAWSN. To achieve the safety requirements for the BAWSN, we propose a key-

based security scheme known as an adapted TKS ( aTKS) with new features that 

provide high security with minimal but acceptable overheads for the BAWSN in an 

ACLF. The adaptive TKS is also simple to implement. 

This section is organized into the following sub-sections. In Section 8.2.1, we 

briefly present the background about the secure TKS and Section 8.2.2 provides the 

description of the security requirements for the BAWSN. The adapted TKS (aTKS), 

the integration of an aTKS and the BAWSN, and the analysis of the integration are 

described in Section 8.2.3. 
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8.2.1 A Secure Triple Key Scheme 

The TKS consists of three keys, (a) two keys (Kn and Ks) pre-deployed at all nodes 

and, (b) Kc as a cluster key to deal with the hierarchical nature of the sensor 

network. The network key (Kn) is generated by the base station, pre-deployed at 

each sensor node, and shared by the entire sensor network. Nodes use this key to 

encrypt the data that is passed onto the next hop. The sensor key (Ks) is also 

generated by the base station, pre-deployed at each sensor node, and shared by the 

entire sensor network. The base station uses this key to decrypt and process the 

data. Also, the cluster leader uses this key to decrypt the data and send it to the 

base station. The cluster key (Kc) is generated by the cluster leader and is shared 

by the nodes in that particular cluster. The nodes from a cluster use this key to 

decrypt the data and forward it to the cluster leader. The nodes use this key only 

when they are serving the purpose of a cluster leader, otherwise the nodes will not 

need to decrypt the message received from other nodes, thereby saving energy and 

processing power. 

Let us assume that a sensor node A uses Kn to encrypt the data with its ID before 

transmitting it to the next-hop. On receiving the data, the next-hop sensor node B 

would then forward the data to the next-hop and the process repeats until the data 

reaches the Cluster Leader (CL). The CL then uses the Kc to decrypt the received 

data, appends its own 10 and re-encrypts the modified data using its Kn. The CL 

forwards the encrypted data to the next-level CL and the process is repeated until 

the protected data reaches the base station. The base station then decrypts the 

received data using Ks and, on the other hand, uses the Kn to encrypt its broadcasts. 

Finally, the base station verifies the decrypted message by checking the Timestamp 

(TS) and the 10 of the sending node. In summary, these triple keys serve the 

purpose of confidentiality and integrity in wireless sensor networks. 

8.2.1.1 Analysis of Secure Triple Key Scheme 

To performance and overheads of the Secure Triple Key Scheme (STKS) was 

analysed in [231] by comparing with two well-known security schemes TinySec 
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[16 7] and Mini Sec [168]. As per the analysis in [231] it is shown that the STKS 

overcomes the weaknesses of TinySec because of its complicating three different 

states: (1) no TinySec (CRC), (2) TinySec- (Authentication only) and (3) TinySec-

(Authentication and Encryption) . Also TinySec assumes a message length of 8 

bytes or more and does not address smaller messages. TinySec fails to provide 

secure localization or a secure routing mechanism while STKS address these 

weaknesses. Furthermore, TinySec does not provide security against insider 

attacks when a node is captured or compromised, whereas STKS detects the 

malicious nodes and disperses the information about the presence of such 

malicious nodes to their neighbours. MiniSec provides a good level of security, 

however, its overheads are far greater than those for TinySec and for STKS [2 31] . 

Table 8-1 Comparison of overheads in TinySec, MiniSec and STKS 

Application Packet Total Increase Latency Energy 
Data Overhead Size over Overhead Overhead 

(Bytes) (Bytes) (Bytes) TinyOS 
stack 

Tiny Sec- AE 29 12 41 8% 7.3% 10% 

Mini Sec 29 15 44 12.8% 11.5% 12.2% 
--r-------------

STKS 40 8.2% 29 11 6.3% 5.9% 
---------'---------'-· 

The above Table 8-1 show a comparative study of the security overheads in 

TinySec, MiniSec and STKS. It can be observed that the overheads for STKS are 

lower than those of the other security schemes. Lower overheads allow the 

effective use of block cipher algorithms to achieve high degree of security in sensor 

networks [231]. 

To deploy the TKS in the BAWSN, these keys must be precisely tailored so that the 

TKS is adapted to the requirements of the healthcare monitoring system using the 

BAWSN. 
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8.2.2 Security Requirements for the BAWSN 

Given the nature of a patient's sensitive data in the ACLF, it is necessary to maintain 

the confidentiality and integrity. This is because any illegitimate or unauthorised 

access to the data can be used for an illegal purpose and even a minor 

unauthorised alteration or fabrication to the data can lead to a life-threatening 

situation. For instance, the focus group for our ACLF revealed that privacy and 

integrity warranted attention to ensure that the ACLF was not prone to breaches. 

For example, it is necessary to ensure that sensitive information, such as blood 

tests for Hepatitis, HIV and issues relating to the domestic violence that were 

recorded on the PDAs, are not accessible to the pregnant women. This information, 

in the presence of third parties at home, is believed to pose confidentiality 

problems for the pregnant women. It is also necessary to ensure that women 

should not alter their own information without discussions with their care 

provider [195]. 

While accessing the web-interface of our ACLF using the PDA or a desktop 

computer, the women and the care staff are provided with encrypted 

usernamejpasswords. Recall that the PDA application, the Obi-MATE 2, is a stand-

alone monitoring application, whose operational authenticity is achieved by 

sending, encrypted usernamejpasswords as a SOAP message through the 

authentication module. Once authenticated, the user can then see the monitoring 

n1odule in the PDA that is coupled with the authentication module. This 

authentication provides the required application-level security for both the web-

interface and the monitoring application. However, the same is not achieved at the 

message-level. Therefore, this aTKS focuses primarily on the message-level security 

for the BAWSN in the ACLF. 

8.2.3 Adaptive Triple Key Scheme 

As mentioned above, it is a pre-requisite for resolving the threats at the hop-by-hop 

message-level communication so that the end-to-end application-level 

communication can defend against those threats in the BAWSN. In the following 
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paragraphs, we describe the message-level security requirements for the BAWSN, 

which is then followed by our adaptive Triple-Key Scheme (aTKS) model and its 

deployment in the BAWSN with the analysis of an aTKS using various real-time 

based scenarios [238]. 

8.2 .3.1 Message-level Security requirements for BAWSN 

Although fewer physical adversaries (as sensors are on the patient's body) can be 

expected in the BAWSN of the ACLF, when compared with other sensitive sensor 

applications (such as deployments in military-related surveillance), our study 

revealed that the BAWSN is constantly exposed to severe threats, not the least 

because of their HDLC-like data format, as mentioned in Section 6.4.1. In the 

following, we present a few scenarios that emphasise the importance of message-

level security and also demonstrate how to exploit the BAWSN of the ACLF. 

1. Node Subversion. Any captured sensor node's data would reveal its 

information without the need for any further processing owing to the nature 

of the data format used in the BAWSN. This leads to node subversion, thus 

implementing a confidentiality service to the data can defend against such 

node subversions. 

2. Passive InforTnation Gathering. In the ACLF systems, there is a high 

likelihood that more than one BAWSN may be positioned within the 

boundary of an AMC or other similar healthcare applications. In such a 

situation, an adversary may act as a base station in the vicinity and can collect 

the plain HDLC-like data, because of the promiscuous nature of the wireless 

medium. Adding a confidentiality service can successfully eliminate such 

passive informative gatherings. 

3. Node Falsification. While monitoring more than one parameter, such as the 

(a) BP, (b) heart-beat rate (ECG), (c) body temperature and, (d) body mass of 

a patient in the BAWSN, the existing setup may fall short in differentiating the 

semantics of the data and therefore, may lead to the issue known as node 

falsification. Equally, a patient (or care staff) may implant incorrect sensors 

during the monitoring process that consequently lead to a false diagnosis. 

Note that authenticating the received information can mitigate such mistakes. 
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4. Message Corruption. The promiscuous wireless medium may open a door to 

attackers to corrupt or modify the data transmitted by the sensors. Message 

corruption can be completely eliminated by introducing additional control 

fi elds that can communicate the integrity of the message. 

5. Node Malfunction. The total arrival time at the base station would be 

noticeably influenced if the BAWSN experienced any node malfunction as a 

result of the patient (or care staff) failing to turn sensors on or if there was a 

breakdown in any one of the sensors. Fault detection approaches can mitigate 

such issues. 

Given that all the health-care monitoring applications (ACLF) using the BAWSN 

have the above security requirements in common, we have tailored the TKS to fu lfil 

those security requirements in the BAWSN and we refe r to the ta ilored TKS as an 

adapted-TKS ( a TKS). In other words, the aTKS is designed to deliver the following 

objectives, (i) meet the security requi rements of the BAWSN, (ii) ensure that 

sensors consume less computation power for their security operations, (iii) 

minimize the overhead, (iv) permit application developers to have control over the 

implementation and, (v) resolve attacks that are specific to the sensor networks. 

The following sub-sections describe the model and implementation of an aTKS in 

the BAWSN. 

8.2.3.2 aTKS Model 

Recall that in the BAWSN, the PDA acts as the LPU and also serves as the connector 

between the BAWSN and the AMC application. Alternatively, the base station serves 

as the connector for any extended Wireless Sensor Networks (WSNs). In 

comparison, the base station in the BAWSN assumes the role of a cluster head and, 

unlike the WSN, the BAWSN consists of only one cluster head that is connected 

directly to the PDA. Because this paper focuses on securing only the BAWSN, the 

PDA (or the LPU) is considered as the end-point for the BAWSN. Remember that in 

the ACLF: the PDA pulls the data that is sent to the base station by the sensor nodes 
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for further processing. Therefore, it is necessary to encrypt the data that is 

transferred from the sensor-to-base station and then from the base station-to-PDA. 

The network key (Kn) is programmed into both the sensors and the base station 

using nesC [18], a C-hased programming language for the networked embedded 

systems. The sensor nodes in the BAWSN are designed to send the data only to the 

designated base station and therefore, the sensor nodes boycott any data 

designated to them. Alternatively, these sensor nodes can route the designated data 

to the base station. In other words, such a boycott or redirection can mitigate the 

packet floods that may otherwise impact the network resource and performance. 

Hence, these sensor nodes are not equipped with any decryption key, thereby 

eliminating the need for data processing. The base station is programmed with the 

cluster key (Kc) so that it can decrypt the data received from the sensor nodes and 

the PDA is programmed with the sensor key (Ks) and can decrypt the data received 

from the base station (see Figure 8-1) [238]. 

Kc to decrypl mess ge 

1AC (IDs. TS, message)]} 

I 

."' 

K to decrypt message 

Figure 8-1 Implementation of aTKS in the BAWSN components 

1. Sensor Node Key Calculation. For instance, when a sensor node (IDs) sends the 

data to the base station, it constructs the data using the actual message 
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together with the pre-deployed Message Authentication Code (MAC) and the 

current timestamp (TS) as follows: 

IDs--+ Base Station: {Kn [IDs, TS, message, MAC (IDs, TS, message)]} 

Note that the data sent from the sensor node to the base station is encrypted 

using the network key (Kn). 

2. Base Station Key Calculation. The base station uses the cluster key (Kc) to 

decrypt the data received from the sensor node. First, the base station checks 

the identity of the sensor node, that is, using the IDs contained in the data and 

second, verifies the authenticity and integrity of the data through the MAC. 

Any mismatch would cause the base station to drop the data. The base station 

then encrypts the authenticated data using the network key (Kn) together 

with its identity (IDB). As shown below, the newly encrypted data is then 

placed in the base station buffer for collection by the PDA. 

IDB--+ PDA: {Kn (I DB, IDs, TS, message, MAC (I DB, IDs, TS, message)]} 

3. LPUjPDA Key Calculation. When the PDA retrieves the data from the base 

station at regular intervals, it decrypts the data using the sensor key (Ks). 

Initially, the PDA checks the identity from the data and then verifies the 

authenticity and integrity of the data through the attached MAC. In addition, 

the PDA also checks the identity of the sensor nodes (for example, IDs) in the 

decrypted data and should any of those identities mismatch, it drops the 

acquired data. 

Although, it is crucial to have a security solution that is effective, it could be 

expensive in terms of the security overheads. There is always a trade-off between 

the security and performance. We believe that a balance in this trade-off for 

BAWSN can be achieved by design of the aTKS. This is because it takes into account 

the ad hoc nature and resource limitations of the sensor networks that hinder the 

deployment of computationally expensive key management system. The 

deployment of an aTKS in a BAWSN ensures the Confidentiality and Integrity of the 

data collected with minimum overheads. Our experimental results discussed in 
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Section 9 show that the deployment of an a TKS does not affect the performance of 

the BAWSN; in fact, it achieves a significant level of security with a very minimal 

trade off. 

8.3 Safety 

The wearable and implanted medical sensors found in BAWS N are required to 

support life saving application such as ACLF. The involvement of human users 

require BAWSN to be safe to reduce any medical hazards and sustainable, to 

provide seamless operation. In doing that the computing entities such as sensors 

and PDAs closely interact with the human physical body. Thus the safety of the 

computing and body interactions and operational aspects need to be considered. 

Subsequently, safety is an important property for a dependable application before 

any deployment because real life experimental safety or sustainability analysis can 

be hazardous and costly. 

Any medical applications that deal with human body are safety-critical appl ications 

and must have fault-tolerant operation. The ACLF, with BAWSN, operates closely 

with patient/age care should require intelligent desi gn to achieve safety and 

sustainability while respecting the real time requirements of the applications. 

Given below are the challenges in achieving the safety in BAWSN and also a tnodel-

based approach is discussed so that can be applied to ACLF. 

8.3.1 Challenges and Approach for BAWSN Safety 

Although it is highly difficult to identify all the safety concerns as described in 

Section 2.9 in implement ing the BAWSN in a real use, the factual challenge is to 

identify the safety measures to overcome the identified safety issues. To ensure 

safety in the BAWSN, it is initially necessary to gather the safety requirements to be 

deployed in the real life scenario; following this, the experimental setup to emulate 

this real time should be developed. However, the participation of humans, which 

might be necessary for the experimental set up, should resolve the ethical issues 

and the side effects of the actual experiment. Any possible risks or hazards during 

the experiment should be studied and made known to the users participating in 

that exper iment, the cost and the tilne to achieve any relevant terms and 
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conditions would be more than the usual expectation, because of the response 

action for any emergency situation might have an associated cost. For instance, for 

the performance analysis in the ACLF, we used temperature sensors rather than BP 

sensors to avoid any ethical issues and the related cost. 

The HMA differ from other types of application such as banking, finance and other 

non-life critical application in terms of testing. It is always possible and it is a 

requirement in terms of software engineering methodologies, for non-life critical 

applications to undergo stress testing before the real time deployment. However, 

any stress tests for an HMA may not be feas ible owing to direct human 

involvement, that is, one cannot emulate the actual heart attack of a person, this 

limits the actual test cases fo r these kind-of applications. There are very few 

approaches from researchers to verify the safety for any medical applications 

before the real li fe deployment. The followi ng paragraphs describe an approach 

that might be applicable for the ACLF to verify two types of safety in the BAWSN. 

Model-based Engineering [177]: The 1nodel-based engineering (MBE) of the 

BAWSN is based on the system model and the assumptions, which is closely related 

to the real life deployment. In the BAWSN, the sensors are worn on or implanted in 

the human body and use a wireless medium to communicate. Although, the ACLF 

interactions given in Chapter 6 are about the interaction of the software modules in 

the BAWSN, the modules are precisely segregated, based on the software that is 

implemented in the corresponding hardware. This provides the liberty for the 

application developer to exploit various technologies without compromising the 

actual requirement of an HMA. The MBE assumes that interaction safety is 

dependent on some threshold values in the interactions between the modules. 

Hence, the system can be tested or emulated to determine how the system behaves 

beyond the threshold. Thus, the critical events, for which the operational safety 

needs to be ensured beyond the threshold, can be known beforehand. The MBE for 

the BAWSN can be used to verify the types of safety as given below: 

• Interaction Safety. This is safety in spite of the unintended side effects of the 

medical devices-human interactions, for example, thermal safety and 
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radiation safety. 

Operational Safety. This is safety in spite of the critical events in the 

environment, for instance, the human body or even the environment the 

human inhabits. 

Model-based analysis in the MBE is normally used to verify critical systems without 

the need for an actual scenario generation putting lives and property at risk. To 

analyse the system, formal models are built to abstract the system behaviour. In a 

given system, the expected system properties depend on the requirements, and the 

built models are analysed through model checking to verify the system properties. 

In other words, the MBE is the method of developing behavioural models of real 

systems and analysing the models for the requirement verification. Figure 8-2 

depicts the different phases in this methodology. There are two main phases in the 

MBE, (1) model development and, (2) model analysis. In the model development 

phase, a set of the expected properties of the system is determined from the system 

requirements. An abstract modelling is fu rther performed that generally involves 

capturing the appropriate parameters whose variations can reflect the system 

behaviour. A mathematical analysis (model analysis) is then performed on the 

abstract model to evaluate the expected properties and to verify the system 

requirements. 
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Figure 8-2 M odel based engineering methodology [177] 

The modelling framework helps in the model development phase of the MBE (see 

Figure 8-2). There are three inputs to the framework [177]: 

(1) BA WSN Requirements. These are usually a set of limits or thresholds on the 

system parameters. For example, an upper limit on the maximum body 

temperature (system parameter) ensures safety. Similarly, for the BAWSN's 

sustainability, the requirements are to ensure that at least a given number 

of nodes (system parameter) can be operated using the available power 

fron1 different energy resources, 

(2) BA WSN System. This includes the BAWSN deployment information, such as 

the number, types, spatial distribution and communication topology of the 

nodes. 

(3) Analysis Parameters. These are specific parameters for the model analysis. 
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Examples of such parameters include time steps, spatial granularity of 

differential equation solvers and functions determining the aggregate 

effects (for instance, a summation function to combine the heat effects from 

multiple computing units). 

Given these inputs, there are two types of modelling methodologies in the MBE 

framework. 

(1) Requirements Modelling . The thresholds for the system parameters, which 

characterize the BA WSN requirements, can be modelled in the MBE by 

providing a set of constants. These constants will be used in the 

requirements verification phase to check if the BA WSN behaviour is 

suitably constrained. 

(2) Abstract Modelling . This modelling methodology is used on the BA WSN 

system inputs to model the BA WSN behaviour. This type of modelling [219] 

envisions a BAWSN as cyber-physical systems (CPS) that consist of a set of 

computing (cyber) components (medical devices) and a physical 

environment (human body). Both the intentional and un-intentional 

interactions can be considered in this type of model. 

BAWSN-CPS: The BAWSNs are modeled in the BAWSN-CPS as a combination of two 

types of components, (1) the cyber components (corresponding to the medical 

devices) and, (2) the physical components (corresponding to the human body). The 

physical components are abstracted as enclosing the regions of the human body 

around the medical devices with which the devices interact. In this regard, two 

types of modeling abstractions, Region-oflnterest (ROin) and Region-oflmpact 

(ROim), are proposed for the intentional and unintentional interactions, 

respectively. The boundary of the ROin and ROim are determined by the computing 

properties (the sensing range and communication range) and the physical 

properties (the extent of heat dissipation) of the medical devices, respectively. 

Furthermore, the ROin and ROim are inter-dependent with each other. For 

example, increasing the communication and sensing range can increase the device 

power consumption, thus, increasing the heat dissipation. Similarly, tissue growth 
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(change in the ROim) can affect the sensing and communication ranges of the 

devices. 

A single medical device with its ROin and ROim is termed as a Local CPS (LCPS). A 

collection of LCPSs constitutes a Global CPS (GCPS). This CPS view of the BAWSN is 

termed as the BAWSN-CPS [177,219] that enables the BAWSN designers to develop 

cyber-physical-oriented analysis-driven abstract models of the BAWSNs and to 

perform an evaluation of the model for the safety and sustainability requirements. 

The model can used to perform analysis against the design requirements of 

accuracy, minimal resource usage and low latency. It is accepted that the CPS model 

is sufficiently generic to analyze a varied set of the BAWSN applications for the 

safety and sustainability requirements [219]. 

The purpose of the above description is to suggest possible approach based on our 

study in the existing literature to ensure safety in the BAWSN for the application 

developer, as part of this thesis; for ethical reasons, no real-time experiments were 

conducted for safety that involves a human. However, the ACLF is designed to suit 

the MBE approach to ensure the safety evaluation of the BAWSN-based application 

with their layered functionalities. 

8.3.2 Safety Standards for Medical Devices 

Apart from the application development approach for the safety of the BAWSN, it is 

imperative for applications that involve medical devices to undergo proper 

certification to gain the confidence of the civilians. The International Standard 

Organisation (ISO) comes with the Collateral Standard International 

Electrotechnical Commission (IEC) 60601-1-11:201019 for the Home Healthcare 

Environment [220]. The standard applies to the basic safety and essential 

performance of medical electrical equipment and medical electrical systems that 

are intended by their manufacturer for use in the home healthcare environment, 

regardless of whether the medical electrical equipment or medical electrical 

19 For simplicity IEC 60601-1-11:2010 will be referred as the IEC. 

154 



Security and Safety 

system is intended for use by a lay operator or by trained healthcare personnel. 

The object of the IEC is to specify the general requirements to serve as the basis for 

particular standards; based on our analysis, we summarized some of the notable 

requirements of the IEC [220]. 

1. Electrical Supply. Low mains supply requirements are broader with -15°/o of the 

minimum rated voltage for a normal monitoring device and -20% of the 

minimum rated voltage for life supporting equipment. The protective earth 

connection is used only for the equipment that is permanently installed (hard 

wired) by an electrician. 

2. Temperature and Humidity. Home healthcare equiprnent is not located merely 

in well-controlled professional healthcare facilities. It is expected to work over 

the range of +5 to +40 oc and 15 to 93o/o Relative Humidity (RH). 

3. Environmental Change. If the equipment is intended to be used while in 

movement that is, transit-operable, It needs to continue to function properly. 

This includes body-worn equipment when moved from it lowest specified 

temperature to its highest specified temperature. 

4. Accessibility. When evaluating those parts of the equipment considered 

electrically accessible, this must be possible not only by using the standard 

adult finger, but also the smaller child finger (5.6 mm diameter) . 

5. Reusable Equipment. For equipment, those parts or accessories intended for 

other than a single use can become contaminated through contact with the 

patient or with body fluids or expired gases during intended use. The 

equipment should have validated cleaning, disinfection and/or sterilization 

instructions that must be capable of being performed in the home environment 

or be labeled for professional reprocessing. 

6. Electromagnetic Environment. Equipment intended for the home healthcare 

environment must be Class 8 with respect to emissions. Such equipment is 

intended for ~domestic establishments' and should not interfere with TV and 

radio broadcast signals. 

In addition to the above requirements the IEC, the details of the sustainability of 

the equipment by mentioning the mechanical strength with threshold values, the 

usability evaluation of the equipment by following a set of attributes and the 
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various the threshold values must be given for transit-operability. 

8.4 Conclusion 

The acceptance of the BAWSN services depends heavily on their ability to maintain 

the security and the safety of the application. We discussed these two vital 

properties of the BAWSN in this chapter. In the first major section, the necessity for 

the integrity and confidentiality in the BAWSN are assessed using a scenario that 

might happen during the actual operation of the BAWSN. It showed that the 

security of the monitored data should be achieved with little overheads and 

acceptable costs. Following this, we presented the deployment of our proposed 

adaptive secure triple-key scheme (aTKS) in a BAWSN to ensure the confidentiality 

and integrity of the data collected w ith minimum overheads. 

The second major section exempl ified the real t ime deployment of the BAWSN 

devices, which included device implantations that might harm the human body 

ow ing to faulty BAWSN operations or over-usage. On the other hand, the 

verification of the BAWSNs under real situat ions can be highly intrusive, 

hazardous, time-consuming and costly. However, it is imperative to perform the 

automated design and verification of the BANs that can provide a credible feedback 

in early design phases without requiring any actual deployment. Our studies 

showed the MBE approach could be used to perform the safety evaluation of the 

BAWSN without being deployed in real -time environment. We also emphasized 

and summarized the requirements of the IEC certification for the HMA that was 

revised recently, especially for home health care applications. Because there are few 

approaches available in determining the safety of the BAWSN, we suggest that 

additional research might be needed in the future to assure the safety of the 

BAWSN. 
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Performance Evaluation of the 

BAWSN 

9.1 Introduction 

The main focus of this work is to emphasise the necessity of measurable properties 

for the BAWSN-based applications. Chapter 4 defined the set of properties under 

the dependability umbrella, while Chapters 5-8 methodically characterised, 

pronounced and derived these properties in accordance with the requirements of 

the time-critical applications. To show how these properties can be used to 

evaluate the performance of the BAWSN in real-time is just as important as 

formulating these properties for the application developer. Apparently, not every 

property of the dependability can be measured numerically, because certain 

properties such as maintainability and safety can only be realized by assessing 

their flexibility in the design during its development and their adaptability to the 

environment during its real-time deployment. The properties such as availability, 

reliability and the security can be quantified, based on the derived time-specific 

parameters. 

This chapter details the performance evaluation of the BAWSN by conducting both 

the real-time test-bed experiment and the simulation. The availability and the 

reliability of the BAWSN are measured using the non-device-centric formulation 

and are based on the critical time. Technically, they are determined by the 

frequency and the accuracy of the essential health data needs of the continuous 

HMA. The experiments for the operational properties in the BAWSN are conducted 

based on the arbitrary frequency for a continuous HMA. The BAWSN operates most 
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of the time as an in-house healthcare monitoring system, mainly using the 

lightweight security scheme. The proposed aTKS deals with the privacy and 

integrity requirements of the patient/care-staff for the healthcare domain. The 

tailoring of the aTKS was provided in Chapter 8; however, scrutinizing the TKS 

using the threat model was not within the scope of this thesis, because it was 

already exhibited in [231]. The experiment for the proposed security scheme was 

conducted to study the variance in the performance of the BAWSN with and 

without the aTKS. The calculation of the results presented in this chapter are at the 

levels where the application developers can implement this measure in their HMA, 

based on the critical time in their monitoring application. 

Apart from the experimental results, simulations were discussed and carried out 

for the proposed mathematical model for the reliabil ity and the availabili ty. For 

security, certain attr ibutes, such as the battery discharge by the sensors used in the 

experirnents, could not be evaluated in real-time owing to a feasibi lity issue. In 

these cases, a discrete event sim ulator was used to study the performance of 

BAWSN with the security scheme. 

The design and implementation of the ACLF were presented in Chapter 5; the 

framework was developed by extending the AMC, which was primarily developed 

for monitoring pregnant women and has numerous functionalities to suit the 

specific requirements for pregnancy. However, the research community -

especially for those not a part of this project, which apparently, would be the case 

most of the time - needs a generic HA for a research purpose rather than any HA 

with specific functionalities. Hence, a Healthcare Support System (HSS) was 

developed for the computer scientists working in the field of the BAWSN and 

healthcare. This generic HA can be harnessed with the BAWSN and the other plug-

ins to build a different HMA. The sub-sections in this chapter are organized in the 

manner in which the research for this thesis 'Nas performed. The Section 9.2 details 

the real-time test-bed used for evaluating the performance of the availability and 

the reliability. Section 9.3 illustrates the performance of the reliability and the 

availability in the BAWSN operation. The simulated results its obtained for the 
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reliability, availability and security are given in Section 9.4. Details about the HSS 

are provided in Section 9.5, which is followed by the chapter conclusion. 

9.2 Experimental facilities 

The experiment was conducted in the BAWSN, as shown in Figure 9-1. The BAWSN 

includes heterogeneous components differing not only in processing power and 

storage capacity, but also having a diverged operating platform. The sensor 

components consist of four crossbow-technology-based sensor motes [16] that 

operate using the TinyOS [17] . The end-point is the local processing unit, usually a 

PDA connected with a Stargate gateway board [16], which is used as the base 

station to interconnect the 802.15.4/ZigBee-based crossbow family motes and the 

802.11-based PDAs. Recall that a Stargate can be used as a base station only after 

housing a base sensor mote in the Stargate board. Please note that Figure 9-1 

shows six mote sensors; however, during our initial experiment to calculate the 

availability and reliability of the BAWSN, only four sensors were used. To 

implement and test the proposed aTKS in the BAWSN, six sensors were used in 

which the sensors marked 5 and 6 in Figure 9-1 have been programmed with a 

different identification set. These two sensors are used to test the behaviour of the 

security scheme in the BAWSN. The in-depth details for the software, hardware and 

the communication infrastructure used in the BAWSN in our ACLF were detailed in 

Section 5.5.1. 

The mote sensor and the Stargate (base station) have a hardware on/off switch, 

with the sensors being programmed to transfer data packets every 10 seconds to 

the base station when the switch in the BAWSN is turned 'on'. The user initiates the 

continuous monitoring application the Obi-MATE 2 using a PDA. The application 

starts the protocol that registers the PDA with the base station. Once the PDA has 

been registered, the gathered data at the base station can be fetched through the 

Stargate gateway. Because the base sensor mote attached to the Stargate has a 

limited buffer memory for storing the sensed data received from all the sensor 

nodes, it is essential that data are fetched from the base station before the buffer 

overflows and causes a loss of data. 
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Figure 9-1 Experimental setup for the BAWSN 

Therefore, we have modelled the PDA to request the Stargate at a specific 

frequency, fR; the number of requests sent from the PDA over a selected time 

interval should satisfy the following inequality: 

Where, 

N.d 
fR<--S-C 

S is the size of the maximum base sensor buffer (bytes) 

Cis the current level of base sensor buffer (bytes) 

N is the number of sensors used in a BAWSN 

dis the data rate of the sensors (bytes/sec). 

(9.1) 

The above inequality means that data must be requested by the end-point (PDA) 

before the buffer of the aggregation point (base station) is full: otherwise, it is lost. 

This inequality is programmed into the PDA to mitigate the loss of the packets in 

the base station buffer. After the initial request, the PDA computes the request time 
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interval tR (1/ fR) on the fly, at which time the next request is sent, based on the 

current buffer level C, whereas the other factors S, N and d are kept constant for a 

given BAWSN. Note that the PDA's request time interval tR can be achieved merely 

by using the lesser value compared to the programmed time in the sensor - less 

than 10 seconds in our scenario. This proved to be highly inefficient in terms of 

sending a request to the base station, even if the buffer is empty. Consequently, 

these inefficient requests considerably reduce the PDA's battery power. Moreover, 

the application developer can configure the monitoring application to compute the 

request time interval based on N, C and d instead of hardcoding the request time 

interval in the monitoring application, because tR depends on the requirement of 

the continuous monitoring and the data rate of the sensors used in the BAWSN. The 

inequality in equation 9.1 enables the end-point to send a request to the base 

station just before the buffer is full and empties the buffer. This timely request 

from the PDA gradually reduces the base station buffer overflow and also ensures 

that no data is lost owing to implementation/system faults. The following Section 

9.3 presents the results for reliability and the availability obtained by conducting 

the experiments in the real~time test bed. 

9.3 Experimental Results 

The packet size for all the sensor motes was configured to 29 bytes, including the 

header. During the initial phase, the data packets of the sensors were not 

encrypted. To study the impact of the inequality on the performance of the BAWSN 

and also to calculate the operational properties, a series of experiments were 

conducted in our BAWSN under similar conditions with each a duration of 60 

minutes. The results of the five experiments and their average are plotted as shown 

in Figure 9-2. The properties reliability and the availability values in the 

experiment are calculated for every 10-minute interval within the actual duration 

of the experiment. 
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Figure 9-2 Performance of a BAWSN (a) Operational Reliability (b) Operational Availability (c) 

Operational Throughput (d) number of error and lost packets during operational time 

These experiment results demonstrate a gradual increase in the operational 

properties throughout the duration of the experiment. The decreased reliability 

and the availability during the initial interval is caused by the system calculating 
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the critical time during this initial phase and also, the programmed inequity in the 

PDA learns about the buffer level only after a few requests, because there were 

some dropped packets. 

Following this, the experiments demonstrate that the loss of the packets in the base 

station buffer is gradually reduced, thereby mitigating Tf. A significant reduction in 

TfAcK is also noted owing to the timely retrieval of the packets from the base 

station. It is noted that, because of the decreased Tf and TfAcK' the operational 

properties of the BAWSN foster and stabilize with time, because of the negligible 

Ti and TfAcK· Even though negligible, the Tf and TfAcK are achieved; the 

operational properties remain basically unchanged, because a consequential Tj is 

noted from time to time throughout the experiment. In Figure 9-2(a) and (b), the 

operational properties show very little increase in the later half of the experiment. 

The consequential Tj during the experiment is caused by the use of various 

wireless technologies, such as ZigBee and Wi-Fi. It is evident from the Figure 

9-2 (d), the packet drop reduced to zero in the later part of the experiment whereas 

there is always the presence of error packets. Intense research is required [212] to 

establish the actual cause of error packets that can be controlled by the user, so 

that the reliability and availability of the BAWSN can be improved. On the other 

hand, the possibility of attaining maximum operational properties is to obtain a 

negligible ~tc· This can be achieved by providing a common hardware switch for 

the sensors, so that all the sensors can be turned 'on' simultaneously. The Figure 

9-2(c) shows the comparison of an ideal throughput and the actual throughput 

(from for sensors) for the operational time. The purpose of this graph is to 

substantiate that the throughput measure in the BAWSN is of a lesser significance 

to measure its performance. Because, during the initial phase of the experiment, 

the actual throughput is less than the ideal because of the dropped/lost packets; 

however, it is inline with an ideal throughput in the later part that demonstrates 

that system is working flawlessly. But this is not the case, because the occurrence 

of an error packet is also considered during the throughput measurement. Also, 

Figure 9-2(d) shows the number of dropped packets during the operational time 

that might be an inappropriate measure for evaluating the performance of the 
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system. Most of the packets drop at the same time instant during the initial part of 

the experiment, so the system is not performing well only at that time instant, not 

for that complete interval. 

9.3 .1 Performance of security scheme 

The reliability of the BAWSN with an aTKS is marginally lower than the reliability 

realized in a BAWSN without an aTKS, as shown in Figure 9-3(a). The timestamp of 

the data packets at the LPU occurs only after decrypting the data packets for 

processing, because it is necessary to check the authenticity of the packets before 

the data can be accepted for further processing. Also, the PDA checks the identity 

of the sensor nodes (for example, IDs) in the decrypted data and should any of 

those identities mismatch with the programmed list of acceptable sensors, the 

acquired data is dropped. In the conducted experiment, sensors 5 and 6 do not 

belong to the experimental instance of the monitoring application running in the 

PDA, so their packets were dropped by the PDA after processing at the application 

level. Because these processes were carried out before the data packets were time-

stamped at the LPU, this might induce an additional time lack that causes the 

reliability to decrease 1narginally. 

However, in both scenarios, a significant improvement in the reliability could be 

observed at the beginning and then a marginal improvement as time proceeded. 

Interestingly, the reliability of the BAWSN with the aTKS narrowed the difference 

with its counterpart when the experin1ents reached their maximum time limit. As 

discussed in the Section 9.3, the inequality design may facilitate achieving a 

negligible data loss as a result of the buffer overflow. In such a situation, the 

reliability of the BAWSN then depends only on the error-prone data and the delays 

in the data arrival times. 
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As shown in Figure 9-3 (b), it is important to note that the increase in the data size 

caused by the aTKS failed to contribute towards the error packets, because they 

can occur in any wireless sensor network as a result of the various factors stated in 

[212]. In summary, the addition of the aTKS minimally decreases the reliability, 

because of the delay in the packet's arrival that resulted from the augmented 

computational time to encrypt/decrypt data at the various levels; but on the other 

hand, the same operation extensively improved the security of the BAWSN and 

satisfies the privacy requirement for medical application. 

9.4 Simulation Results 

In this section, we simulated the mathematical model and stochastic model derived 

for reliability and availability respectively in Chapter 7. The performance of the 

BAWSN for the security scheme is also simulated where conducting the experiment 

is not feasible. 

9.4.1 Reliability probabilistic model 

A simulation was performed, based on the equations presented in Chapter 7, and 

the results are presented in Figure 9-4. These results clearly den1onstrate the 

effects of the three selected parameters on the reliability of a BA\NSN. The overall 

PERR varies with probabilities Pe and p8 equally, as shown in Figure 9-4(a). 

Reducing either Pe or p8 will decrease PERR considerably. Our experimental 

analysis in Section 9.3 shows that, initially, the error time caused by an error 

packet is less compared to the buffering error time of a lost packet in the base 

station buffer. In addition, as tnentioned in Section 9.3.1, error packets occur 

periodically throughout the experiment. In fact, an error packet can occur in any 

given wireless sensor network depending on various factors, as given in [212], over 

which an application developer has little control. Consequently, there is a decrease 

in the reliability when the error packet is compromised. However, the buffer 

overflow can be controlled by an application developer and can be purged using 

the proposed inequality, and then the overall PERR depends on PE (Figure 9.4 (b) 

and (f)). 
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Figure 9-4 Effect of probability in base station buffer on reliability of a BAWSN: (a) 
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PuR vs PLACK for different values of PE · (f) PERR vs PE for different values of p 8 

The inoperable probability PLACK is one of the major factors directly influencing the 

reliability of a BAWSN. It is noted from Figure 9-4( c) that even for a negligible PE 

and a minimal value for p8 , PuR almost equals PLACK· Both Figure 9-4( c) and Figure 

9-4(d) show that for a constant value of PLACK' PuR increases with PE and p8 . 

Therefore, by controlling the parameter PLACK' one can achieve a higher reliability 

for a BAWSN, which is also evident from the Figure 9-4(e) that even when PE is 

minimal; PuR increases with PLACK· In the ACLF, an acceptable reliability is achieved 

with the use of a proposed inequality; it not only purges the buffer overflow, but 

also minimizes PLACK considerably through the prompt retrieval of the packets 

from the base station buffer. 

9.4.2 Availability stochastic model 

The BAWSN is said to be available if it is in the Healthy State (H) and in all other 

states, the BAWSN is assun1ed to be unavailable. We simulated the state transitions 

of the BAWSN based on the initial state values (0.83, 0.17) obtained from our 
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conducted experiments because at the start of the experiment in the very first 

minute, there is always an error or packet loss accounted towards unavailability. 

The LPU expects one aggregated value, from all sensor s, fo r every 10 seconds -

the possibility of a loss/error packet in one of the six intervals (that is in one 

minute) from any one of the sensors occurs often du ring the initial fi rst minute of 

our experiment. Therefore, the initial probability to be in the unhealthy state is 

0.17 ( =1/6) and the state probability matrix is given in equat ion 7.9. 
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Figure 9-5 Healthy state probability transition for the BAWSN 

The above figure shows that the probability of a healthy state increases and 

steadies for a finite set of time instants. In comparison, our experimental analysis 

in Section 9.2 also shows that the availability grows, because of the rnitigation of 

the lost packet in the base station buffer using the inequality as given in equation 

9.1, and also steadies with time because the error time caused by an error packet 

occurs periodically throughout the experiment. 

9.4.3 Battery discharge in a secured BAWSN 

To study the performance of the power consumption resulting from the increase in 

the packet size and also to investigate the behaviour of the BA WSN in the presence 

of more than four mote sensor nodes, we have simulated a BA WSN that ranges 

from two sensor nodes to 24 sensor nodes, using the j-sim [233]. The j-sim has 
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extended the notion of network emulation to mote-based WSNs. The extended 

module has Berkeley motes, equipped with sensors and RF circuitry, and is used as 

the real devices for extracting the required data. A sensor node also has a power 

model that embodies the energy-producing components (battery) and the energy-

consuming components (radio and CPU) . 
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Figure 9-6(b) presents the overhead at the sensor nodes (with and without an 

aTKS). Here, the throughput is seen as the total amount of data received from the 

sensors in a BAWSN. Although, it is unlikely that a BAWSN may use more than six 

sensor nodes for any given single parameter (BP in our case), the overhead of data 

with an aTKS would always be less than 672 bits (security overhead: bits x number 

of sensor nodes). It is important to note that this overhead has a minimal impact on 

the processing power of the sensors (Figure 9-6(a)) . Furthermore, it can be seen in 

Figure 9-6(a) that the discharge rate of the battery is almost identical for both 

cases. 

9.5 Achieving maintainability 

As mentioned earlier, the maintainabili ty of the application can only be realized by 

assessing its flexibility in the des ign during its development and its adaptability to 

the environment during the real-time deployment. Also, in accordance with the 

definition of the maintainability for the dependable application, a generic HA is 

developed to substantiate the above claims and also to show the maintainability of 

the ACLF. 

The technical aspects of the definition of the n1aintainability covered in Chapter 5 

mean that the developed application should be reusable and should be able, with 

ease, to accommodate any changes in the future. The business aspect of the 

maintainability, that is the cost effectiveness in maintaining the application, is not 

within the scope of this thesis. The an1algamated framework ACLF is implemented 

using the AMC application during the initial stage of this thesis and used 

extensively for this research. Because the future of software applications is 

receptive towards cloud computing, a generic Healthcare Support System (HSS) is 

developed only because the AMC is not a generic HA; it implements most of the 

functionalities required for monitoring the application for pregnant women. 

The HSS is built based on some of the functioning of the hospitals in regional 

Australia. The following Section 9.5.1 only briefly describes the functionality of the 

application, because the full technical details about the implementation and the 
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various modules in the application are provided in Appendix B. The software code 

itself is uploaded, because the open source repository in the GitHub [232] is a web-

based hosting service for software development projects that use the Git revision 

control system. 

9.5.1 Healthcare Support System 

The developed HSS application was integrated into the ACLF with ease, because it 

follows the layered functionalities based on the event-driven architecture. The 

event generator and the event channel remain the same and thus, their 

functionalities SNoS and SNeS in the ACLF remain the same. The functionality in 

the event processor, that is the monitoring application running in the PDA, is 

updated only for the SOAP module. Because the developed HSS was built using PHP 

[235L it required a different plug-in when compared to the Java used in the AM C. In 

addition, the integration of the HSS with the existing MySQL database used for the 

AMC was achieved with a very minimal effort, which was spent in designing the 

database to suit the HSS requirements (see Figure 9-7 (a)). The sending of the alert 

message in the AMC is accomplished by using an AT -command-based Java 

program. This programmed was reused in the HSS seamlessly by calling the Java 

class using the PHP module. 

The principal behind building the HSS is to develop a cloud-based nextG HMA, a 

Healthcare Monitoring as a Service (HMaaS) cloud by harvesting the benefits of 

cloud-based Software as a Service (SaaS) model [11-13] for the upcoming 

researchers. By using this generic HA, one can emulate the cloud-based 

infrastructure with ease through using various instances of the HA running in a 

Virtual Machine (VM) [236]. The challenges involved in integrating the HA with the 

cloud that needs further research are given in the future work section in the 

concluding chapter. 

9.5.1.1 Functionalities of the HSS 

The functionality of the monitoring component is unchanged in the HSS, while the 

functionalities of the HA in the HSS are modified to make it generic. The 

administrator of the HA could be the Chief Doctor (CDoC) of the hospital capable of 

173 



Performance Evaluation of the BAWSN 

creating accounts for the doctors who work along/under him/her. Inheritably, the 

Doctors (DoC) in the HSS are responsible for creating the account for the patient for 

whom they are diagnosing or for those patients that wish to have a consultation 

with this particular DoC. Because the patients have the liberty to change their 

DoCs, all the created patients' medical records are viewable and editable by the 

CDoC, who is responsible for reassigning the DoC in accordance with the patients' 

requirement or according to their diseases. The DoCs are capable of 

viewing/editing the list of the patients' medical records that are getting 

treatment/consultation from him/her as shown in Figure 9-7(b). 

(a) 
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The forum functional ity in the HSS helps the DoCs and the patients to collaborate 

and discuss among themselves; it also facilitates the discussion among the patients. 

To access this forum, the patients and the DoCs should have an account and the 

forum is not for public access. The privacy of the patient's record is intact and can 

be viewed only by that particular patient, CDoC and the responsible DoC. The 

patient using the updated monitoring application in the PDA initiates the 

continuous monitoring. In the HSS, all the monitored values are sent across the 

Internet and updated in the HSS and are viewable by the DoC instantaneously. In 

other words, if the DoC wants to diagnosis the health condition of the patient and 

his/her progress, the DoC can send an SMS to the patient through the HSS to start 

the continuous monitoring. This enables the DoC to view the monitored data 

continuously using his/her account, as shown in the Figure 9-7(c) . 

9 .6 Conclusion 

The chapter has detailed the performance evaluation of the operational properties 

of the dependable application with experiment results conducted using the real-

time test-bed. The chapter also described the performance of the tailored security 

scheme implemented in the BAWSN using the same real-time test-bed. Simulations 

were also conducted to study the performance of certain attributes that might get 

affected owing to the implemented security scheme. In addition, a generic HA 

developed to build a cloud-based HMA for the upcoming researcher was also 

presented. Finally, it is important to note that the performance evaluation shown in 

this chapter does not advocate the accuracy of any medical diagnosis. The 

foll owing chapter concludes this thesis and also suggests future work and their 

challenges. 
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10 
Conclusion and Future Work 

10.1 Introduction 

This research work intended to formulate the understanding of the HMA to show 

how this technology can be used not only for alerting the care staff in case of 

emergency, but also for storing the medical records of the patients and monitoring 

the patients' health data continuously to analyse a patient's progress over a period 

of time to forecast any emergency situation. 

To assist in analysing the characteristics of the health data required to forecast the 

medical condition by the clinician [34, 211], a minimal set of properties is desirable 

for the following major reasons: (i) to evaluate the dependability of the health data 

from an HMA, (ii) to compare the perfonnances of different HMAs for user /medical 

needs and, (iii) any measured numerical values of the properties could be used to 

assist the medical diagnosis for a particular disease. In addition to the analyses of 

the health data, the security is always an issue in any application that involves data 

transfers between other systems. Particularly for medical applications, the 

challenge is to deliver the original value of the health data of the patient for 

medical diagnosis, because any unauthorized modification of the health data of the 

patient might induce a false diagnosis that could be fatal for the patient. 

Deployment of any developed applications need rigorous testing before the actual 

implementation and several tools have been proposed for testing the applications. 

However, when testing medical applications, it is a real challenge to emulate any 

actual scenarios that might involve human life. The following section focuses the 

above-mentioned needs for an HMA and summarizes the outcomes from this 

research. 
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10.2 Summary of research outcomes 

A comprehensive real-time-like healthcare monitoring application was developed 

with a well-defined generic framework to assist the application developers in 

building a commercially viable in-house HMA. Both the users of these applications 

and the application developers would like to scrutinize the behaviour to appreciate 

whether the built HMA satisfies the requirements of the medical needs and is 

acceptable for standard use. Hence, a set of six effective properties, maintainability, 

reliability, availability, confidentiality, integrity and safety under the dependability 

framework were defined, based on the requirements for a medical diagnosis and in 

accordance with the requirements of the BAWSN in an HMA, and were investigated 

individually in this research. The initially-developed real-time healthcare 

application test-bed, the AM( was demonstrated in the presence of the actual 

users. During the demonstration of this application over a three-day workshop, a 

focus group was created consisting of IT staff and nurses/midwives. Under our 

guidance, the midwives undertook a structured role-play scenario of taking 

antenatal booking histories on the PDA from selected fictitious case histories. 

The midwives gained experience in downloading the data into the PDAs, and 

undertook mock follow-up visits. The group devised a series of scenarios, including 

recording high blood pressure (simulated) readings, so that alerts would be sent to 

the acting midwives. The project midwife collected data through observations 

throughout the workshop [195]. Overall, the response \vas very positive, the 

aesthetics of the PDAs were favourable and they were easy to navigate and use. 

However, recommendations were offered for improvements in terms of the 

required antenatal data. These included the addition of 1nore space and the option 

for adding details to the discussion fields. In addition, the inclusion of educational 

website links for women was also recommended [195]. 

The maintainability of the HMA was achieved by harnessing the advantage of using 

a layered architecture by an1algamating the ED architecture. This facilitated us in 

various ways, such as in our initial software development for the AMC application, 

in extending the same application to have monitoring components, for testing each 
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and every part in the ACLF separately, to fix various bugs in different components 

synchronously with the help of fellow researchers, to resolving any failures during 

the mode of operation and, most importantly, we were able to identify the failures 

more quickly. For instance, if any one of the sensors runs out of battery power, it 

will be identified by the PDA monitoring software more or less immediately, and 

also in the case of a base station failure. We were able to develop more 

sophisticated functionalities in the PDA, such as generating log files of sensed data 

and artistic user interfaces with the pregnant women and their clinician details for 

the Obi-MATE 2, without modifying any of the other layers in the framework. 

Finally, the generic framework was sufficiently flexible to harness the newly 

developed generic HA, the HSS that can be used to emulate a cloud-based 

healthcare framework in future. 

To initially formulate the measure model for operational properties, the reliability 

and the availability of the BAWSN, a detailed literature study concerning the 

process involved and the requirements for the medical diagnoses were carried out. 

Based on the needs of the medical diagnoses, a novel parameter, called critical time, 

was introduced to measure the health data from all the sensors. Subsequently, to 

measure the operational properties, three novel tirne-specific parameters were 

derived based on the critical time. The derived parameters are non-device centric 

and are scalable for use with any number of sensors having variable flow rates. 

Because of these measure models, it now feasible to nu1nerically measure the 

health data transmission reliability and the availability of the BAWSN; thus, the 

measured values can be used to compare and evaluate the performance of various 

HMAs that use the BAWSN. Particularly, the numerical value of the operational 

properties might directly assist in a medical diagnosis for the clinicians or for the 

HA with an intelligent algorithm to foresee any emergency condition of the patient. 

The necessities for the security in the application are assessed using various 

scenarios that might occur during the actual operation of the application. To attain 

the privacy of the patient and also to exterminate any unauthorized modification of 

the sensed health data that might induce false medical diagnoses for the patient, a 

secured triple-key scheme (aTKS) was proposed and implemented in the BAWSN. 

The adaptive key enabled the use of more than one BAWSN in the same vicinity 
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with the ensured integrity and confidentiality of the health data. The security in the 

BAWSN with aTKS is achieved with minimal overheads and with an acceptable 

trade-off in their operational properties. Because, any complex security scheme 

with large overheads in the resource starved BAWSN might decrease the 

performance considerably owing to the less computational power and the less 

memory in the BAWSN. 

The real t ime deployment of the BAWSN devices impose various safety issues, 

which included device implantations that might harm the human body owing to 

faulty BAWSN operations or over-usage. On the other hand, the verification of the 

BAWSNs under real situations can be highly intrusive, hazardous, time-consuming 

and costly. However, it is imperative to per form the automated design and 

verification of the BAWSNs to provide a credible feedback in the early design 

phases without requiring any actual deployment. Our studies showed the MBE 

approach could be used to perform the safety evaluation of the BAWSN without 

being deployed in a real-tin1e environment. We also emphasized and summarized 

the requirements of the IEC certification for the HMA revised recently, especially 

for home healthcare applications. Because there are few approaches available for 

determining the safety of the BAWSN, we learned that intense research would be 

needed in the future to assure the safety of the BAWSN. The proposed architecture 

for the HMA, the formulated measure model for the operational properties of the 

BAWSN and the adaptive secured key scheme for the BAWSN are demonstrated by 

building a real-time test bed, because no matter how good they are, the simulations 

must have their own limitations. The real-time test bed also showed us the 

problems and the intricacies involved in testing for safety. This research had its 

limitations, not only in terms of the ethicality, but also in terrns of finding the exact 

threshold values for any proposed emergency situation of the patient. Hence, it is 

recommended that various scenarios must be studied and tested before one can 

establish the safety of a BAWSN in the HMA. 

We classified the HMA as a time-critical application capable of monitoring a patient 

for longer period of time. The research outcome is not only applicable for a BAWSN 
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in the HMA, but also for any time-stringent WSN application, because the time-

stringent WSN also relies on the collective data from the sensor nodes and not on 

any individual sensor node. The operational property measures are centred 

towards the BAWSN operation, because if the data were sent continuously (every 

few seconds) from the BAWSN to the HA through the 3.5Gf3G, it would be a heavy 

monetary burden on the user. Moreover, the BAWSN achieves the critical 

functionality in alerting the clinicians in the case of emergency and produces the 

necessary pre-processing of the sensed data. However, in the future, with the 

exponential growth in mobile technologies, it might become monetarily feasible to 

add quality. In such a case, our approach is scalable, because it is based on time as 

its parameter, which can be used for an end-to-end HMA without any major 

modifications; in addition, the doctors/clinicians would be able to remotely 

visualize the continuous monitoring of the patient, as shown in Chapter 9.4. 

It is believed that this work that distinctively classified the various components of 

the HMA and the ability to quantifying the performance of an HMA through the 

BAWSN would enable the application developer to understand the requirements of 

the real-time healthcare monitoring application. Based on the outcomes and the 

lessons learned from this research, there seems to be the potential for the 

follovving future vvork to realize the quote, Ia nanochip will search our blood for 

cancer- five years before they grow uncontrollably' as mentioned in [234] . 

10.3 Future work 

In the upcoming years, the doctors may not be certain about what is going on 

inside our body, but the technology would [234]. Based on the knowledge we 

gained from this research, for future work we propose three major areas in which 

this work could be extended. In reality, the presence or occurrence of faults in any 

applications have never been totally available and reliable. Hence, mappings 

between the numerical value of the operational properties and the actual medical 

diagnosis have to be carried out. In other words, thorough studies and research, 

together with the doctors/specialists, is needed to decide whether the attained 

available and reliability value of the health data is good enough for forecasting the 

precise medical diagnostic decisions for any particular disease. As mentioned 
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before, the safety of a BAWSN in an HMA needs intense research, because of the 

various hardware that is in close proximity to the body or implanted within it. The 

effect of radiation and the temperature from the sensors on the human body needs 

thorough research not only during the normal condit ion of the patient, but also 

during any emergency situations. Apart from various scenarios, such as the 

malfunctioning of the hardware, the effect of the surrounding environment and 

even the continuous use of a smartphone must be considered before ensuring the 

safety of the BAWSN. 

Besides the above proposals, we have embarked on a new cloud-based project but 

this project is not the focus of this research. We have an interest in exploring the 

cloud-based healthcare system comprising the BAWSN that can continuously 

monitor the healthcare of the patients. To attain a seamless integration between 

the stakeholders (that is, the medical practit ioners, patients and health insurance 

providers) , we envisage building a cloud-based Healthcare Monitoring as a Service 

(HMaaS,) as suggested in the Section 9.4. Apart from harvesting the benefits of he 

cloud-based Software as a Service (SaaS) model, the HMaaS will be designed to 

resolve the security concerns surrounding the cloud. For example, the 

confidentiality, integrity and availability of data stored vvithin the cloud and the 

data that is in motion between the cloud and the end-points, the privacy of the data 

and complying with the healthcare regulations, multi-tenancy, data remanence and 

so on. 

As a part of our research, we will also focus on the time-bound delivery of 

healthcare data from the BAWSN to the cloud by taking into account the resource 

limitations of the BAWSN. The cloud-based approach can provide a real-time 

visualization of a pat ient's health status to the medical practitioners with the 

different types of HA. In addition, we expect that such a cloud-based system will 

respond to the disparate components of the information systems in a seamless 

manner and will also reduce the load imposed on the health insurance programs 

through the early detection of diseases. 
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Throughout this thesis, we used various software and hardware for the 

requirements in our research and for the demonstration of the AMC application to 

the clinicians. In this Appendix, we have described the implementation details of 

the HMA that uses complete open source software for its development and the 

deployment. The end-to-end HMA consists of the developed Healthcare Support 

System as the HA, the PDA as the LPU that contains the monitoring application and 

the micaZ/Stargate as the sensors/base station. The implementation and 

configuration details for the micaZ sensors and Stargate base station are given in 

[240, 241]. The software components for the HA are chosen in order to do rapid 

development, it should be noted that the choice of the components for the HA is 

not going to influence the results generated in the BAWSN because as stated 

before, micaZ can be programmed only by using nesC [18]. 

It should be noted that for a real-time end-to-end HMA, the application developers 

require a public IP address for the HSS server, so that the PDA client can connect 

with the server using 3G/3.5G and the Stargate base-station using a private IP 

address in the ad hoc mode. Because the focus of this manual is to assist the 

application developers to test the interaction between the PDA client and the HSS 

server, we have used a private IP address for setting up the client-server 

architecture. In the case of using a public IP address for the client-server 

interaction, the configuration details to set-up the Stargate in the ad-hoc mode can 

be found in [241]. 

Before the detailed configurations, it is essential to list the components used for 

the HMA development and deployment. Hence, Table A-1 lists the software and 

the hardware required for the complete client-server interaction. 
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Table A-1 List of Software and Hardware used in HMA 

Software Version 

Microsoft Windows Operating System Windows 7 Home 
Premium, 64-bit OS 

NetBeans IDE 6.9.1 

nusoap 0.9.5 

ksoap2-j2me-core 2.1.2 

Java Software Development Kit (JD K) 1.6.0_20 

Java Runtime Environment (JRE) 1.6 

Zend Server Comm unity Edit ion (P HP 5.3) includi ng Java 5.03 
Bridge, PHP, MySQL, Apache and phpMyAdmin 

HeadWind GSM Modem Dr iver 4.0 

Hardware Specification 

Laptop ASUS K52F 

SMS Gateway Nokia 6300 

Mobile Device HP iPAQ 

Data cable USB 2.0 

A.t Setting up Ad Hoc Network Connections 

An ad hoc network connection is necessary for establishing communications 

between the client (PDA) and the server (HSS). To achieve this, both the client and 

the server must have Wi-Fi adapters. Both the client and the server were assigned 

with the unique private IP addresses within the same subnet range. For example, in 
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our setting, we used the IP address between the range 169.254.0.0 and 

169.254.255.255. 

A.1.1 Server Network Setup 

The process of allocating an IP address to the server in Windows 7 Home Premium 

64-bit OS machine is described in the following steps: 

1. Right click on Wi-Fi icon in the system tray 

2. Click on Open Network and Sharing Centre option 

3. Click on Change adapter settings link located in the left pane under 

Control Panel Home section 

4. Right click on one of the Wi-Fi adapters listed there 

5. Click on Properties option in the context menu 

6. In the Wireless Network Connection Properties dialog box, select 

Networking tab 

7. Highlight the Internet Protocol Version 4(TCP /1Pv4) option and click on 

Properties button 

8. Select the General tab In Internet Protocol Version 4 (TCP /1Pv4) 

Properties dialog box 

9. Select Use the following IP address option 

10. In IP address field, type 169.254.168.175 

11. In Subnet mask field, type 255.255.0.0 

12. Click on Ok button to close the Internet Protocol Version 4 (TCP /1Pv4) 

Properties dialog box 

13. Click on Close button to close the Wireless Network Connection 

Properties dialog box. 

A.1.2 Client Network Setup 

The process of allocating an IP address to the client in the HP iPAQ PDA is 

described in the following steps: 

1. Turn on Wi-Fi by tapping on the Wi-Fi button 

2. Tap on iPAQ Wireless label 

3. In Wi-Fi tab, tap on View Wi-Fi Networks link 
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4. In Wireless tab, select Add New 

5. In General tab, enter the name TestHealthcare in the Network name field 

6. Select Work in Connects to field 

7. Check on This is a device-to-device (ad hoc) connection option 

8. In Network Adapters tab, select Work in My network card connects to : 

field 

9. In Tap an adapter to modify settings: list, select HP iPAQ Wi-Fi Wireless 

Adapter option 

10. Choose the option use specific IP address 

11. Enter 169.254.168.174 in IP address fi eld 

12. Enter 255.255.0.0 in Subnet mask field 

13. Enter 169.254.168.174 in Standard gateway fi eld 

14. Tap OK button. 

A.1.3 Establishing the ad hoc connection 

To connect the server with the client, turn on Wi-Fi for both the client and the 

server and perform the following steps: 

1. Click on Wi-Fi icon in the server's system tray 

2. Look for the TestHealthcare ad hoc connection option in the list of 

networks 

3. Select the option and click on Connect button. 

A.1.4 Testing the connectivity 

To make sure that the client and the server are able to communicate with each 

other, perform the following steps: 

1. Click the Run menu item in the windows Start menu in the server and enter 

cmd in the open field 

2. Press Enter key 

3. In the Command prompt, type in ping 169.254.168.174 and press Enter 

key. 
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If the cl ient is accessible, it wil1 send a n acknowledgement; otherwise, a request 

timeout message will appear. 

A.2 Setting up the Web Server 

The above-mentioned configuration steps establish a ad hoc connection between 

the client and the server machines. To set up the web server in the server machine 

to host the Healthcare Support System web application, we used the Zend 

Application Server in this work. The following sub-section details the installation 

of the Zend Server. 

A.2.1 Installing Zend Server (Community Edition) 

A Zend Server is preferred when there is a need to instantiate a Java class from 

PHP. In this work, the server sends an SMS, the program for sending the SMS is 

written in Java and needs to be invoked from PHP. To do this, we must install the 

Java Bridge for PHP that is built-in with the Zend Server. Once the Java Bridge is 

up and running, one can call the java class from PHP to send the SMS from the 

server, as detailed in the following steps. 

1. Download latest version of the Zend Server Community Edition for 

Windows from [242]. In our case, we downloaded the Zend Server 

Community Edition (PHP 5.3) 5.03 

2. Double-click the downloaded ZendServer-CE-php-5.3.3-5.0.3-

Windows_x86.exe file to run the set up 

3. Click on Next button in the Welcome screen 

4. Accept the Terms of the license agreement and click on Next button 

5. Select Custom in Setup Type option and click on Next button 

6. Under PHP section in the Custom Setup dialog, select Zend Java Bridge 

option. 

7. Under the Zend Framework section in the Custom Setup dialog, select 

phpMyAdmin (separate download) and MySQL Server (separate 

download) options 

8. Leave other default values as such and click Next button 

9. In the Web Server dialog, select the option called Install an Apache 2.2.16 

Web Server 
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10. In the same window, select the location to install the Zend Server in the 

Destination folder section. For this project, the location is set as 

D:\Program Files (x86)\Zend in the Windows 7 Home premium (64-bit 

operating system) 

11. Click on Next button 

12. In the Apache Port Number dialog box, enter the appropriate port 

numbers for Web server port and Zend server interface port. In this 

project, we accepted the default value as 80 and 10081 for the Web server 

port and Zend server interface ports, respectively. 

13. Click on Next button 

1.4. In the Installation Settings dialog box, cl ick on Install button 

15. Click on Finish button to complete the installation 

16. Accept the License agreement and cl ick on Next button in the web 

browser 

17. Set the appropriate password in the next page and click on Next button 

18. Provide an email address or deselect the option in the next page then click 

on Finish button. 

A.2 .2 Setting up the httpd.conf file 

After setting up the server, the value of the ServerName property in the 

httpd.conf file has to be changed for the server to be visible to the clients. The 

value must be set to 169.254.168.175, which is the same as the IP address of the 

server that was assigned at the time of Server Networl< Setup. The following steps 

detail the above-mentioned process. 

1. Go to D:\Program Files (x86)\Zend\Apache2\conf and open httpd.conf 

file 

2. Set the ServerName property as 169.254.168.175 

3. Leave the port number unchanged, which is 80 by default 

4. Remove the(#' character from the beginning of the line. 

5. Save and close the file 

6. Click on Apache Services icon in the system tray 
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7. Click on Apache2.2-Zend ->Restart. 

A.2.3 Setting up the php.ini file 

In this project, we used the Simple Object Access Protocol (SOAP) to enable PHP 

to handle the Web Service request from the client. To use the SOAP, the php.ini file 

in the server has to be modified as mentioned in the following steps: 

1. Click on Zend Controller icon in the system tray 

2. Click on Zend Extension Configuration command in the Zend Controller 

dialog box 

3. Inside the Server Setup tab, click on the Extensions link 

4. Look for soap and make sure it is turned on. 

A.2 .4 Testing the Server's Name 

To ensure that the web server has picked-up its new identity (169.254.168.175), 

carry out the following steps: 

1. Open any web browser and type in http:!/169.254.168.175 in the address 

bar 

2. If you see the Zend Server Test Page then the server is successfully 

installed and configured. 

A.2.5 Calling Java Class from PHP 

This sub-section describes how to call the Java class from PHP. The process is 

illustrated with an example of the Factorial java class and the accompanying PHP 

script. The purpose is merely to show that the Java class can be invoked from PHP 

by making use of the Java Bridge module that comes with the Zend Server. 

1. Go to D:\Program Files (x86)\Zend\ZendServer\etc 

2. Open the java_bridge_server.ini file 

3. Append the location of the Java class file at the end of the CLASSPATH 

string. 

For example, we created a class that calculates the factorial of a number. The code 

is as follows: 
package factorial ; 

public class Factorial 
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public int getFactorial( int num) { 

if ((num == 0) II (num == 1)) return 1 ; 

return num * getFactorial(num- 1) ; 

The class was created in Eclipse IDE and saved as 'Factorial.java' inside the 

D:\ workspace\Factorial folder. The compiled Factorial.class file is 

located in D:\ workspace\Factorial\bin\factorial\. 

In thi s case, the original value of the CLASSPATH in java_bridge_server.ini 

fil e was as follows: 

CLASSPATH= "D: \Program Files (x86) \ Zend\ZendServer \ bin Vavamw.jar;." 

To call the Factorial class from PHP, the CLASSPATH in the 

java_bridge_server.ini file was modified as follows: 

CLASSPATH= "D: \Program Files (x86) \Zend\ZendServer\ bin Vavamw.jar; 

.; d:\ workspace\Factorial\bin"; 

Note: The line is continuous without any newline character. 

The added location is shown in boldface and points to the location of the 

factorial package inside the bin folder. The actual Factorial.class, which is 

to be called from PHP, is located inside the factorial folder (package). 

4. Restart the computer so that Zend Server recognizes the modified classpath 

5. Make sure Java Bridge is turned on by clicking on Start->Zend Controller 

(Note: Java Bridge will not turn on if the CLASS PATH string is invalid.) 

6. Write a PHP script to make use of the Factorial.class file 
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For example, the following PHP script is saved as factorial.php inside the web 

server folder (D:\Program Files (x86)\Zend\Apache2\htdocs): 

<?php 

$objFactorial =new Java (' factorial.Factorial'); 

$num = 10; 

echo "Factorial of $num is {$objFactorial->getFactorial($num)} <br />"; 

?> 

Then type localhostjfactorial.php in the web browser's address bar. The 

output should look like this: 

htt:p~l/lacalh 

Facto :at o 

A.3 Setting up the Website 

The developed database-driven web application Healthcare Support System is 

kept inside the healthcare folder. To make this application accessible to the clients, 

we need to put the folder inside the server directory and set up the web application 

and the database for the application through the following steps. 

A.3.1 Web Application Setup Steps 

1. Copy the healthcare fo lder and paste it inside D:\Program Files 

(x86)\Zend\Apache2\htdocs 

2. Open any web browser and type in 169.254.168.175/healthcare in the 

address bar 

3. The Homepage of the website should appear in the screen on success 

If we click on the Create a new account link in the homepage, a Database not 

found message would appear on the screen. To avoid this, we need to setup the 

database for the application through the following steps. 
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A.3.2 Database Setup Steps 

1. Go to Start->All Programs->Zend Server Community Edition->Zend 

Server 5.03 

2. Type in the password that was created during the Zend Server setup then 

cl ick on Login button 

3. Click on Open phpMyAdmin under Tasks section 

4. In the Welcome to phpMyAdmin page, type in the Username and 

Password fi elds. Default Username is (root' and the Password is a space 

character 

5. Click on Go button to login to the database 

6. Click on the Import tab 

7. Under the File to import section, click on Browse button 

8. Select the healthcaresupportsystem.sql file from the following location: 

D:\Program Files (x86)\Zend\Apache2\htdocs\healthcare\db\ 

9. Click on Go button at the bottom right of the page to create the database. 

A.4 Using the Website 

The web application can be used after setting up the database. Initially, at least one 

doctor (Chief Doctor) should be registered in the system by logging in as an 

administrator. The process of logging in as an administrator is detailed in the 

following steps. 

A.4.1 Steps to use administrator's module 

1. Open any web browser and type in bttp://169.254.168.175/healthcare 

in the address bar 

2. In the Login section, type admin@hss.com as username and admin as 

password 
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3. Click on Submit button to login to the system 

4. Click on Add new doctor link in the Activities page 

5. Fill in the doctor's detail in the Registration page 

6. Click on Save button to create the doctor 

7. Click on Logout link to logout from the system. 

A.4.2 Steps to use doctor's module 

The created doctor can now login into the system by using the Username and 

Password assigned by the administrator during the registration. After logging in as 

a doctor, the following links will appear in the Activities page: 

• 
• 

• 
• 

View patient's medical record 

Go to message board 

View current patients 

View patients request . 

Because there are no patients registered in the database, initially, the doctor would 

see empty records about the patient in the above links in the Activities page. 

A.4.3 Steps to use patient's module 

1. In the Homepage, click on Create a new account link to register as a patient 

2. Fill in the patient's details on the Registration page 

3. Click on the Save button to create the patient. 

After logging in as a patient, the following links will appear in the Activities page: 

• View medical record 

• Go to messageboard. 

Because there is no medical record registered in the database for the patient, the 

patient would see empty records in the above links in the Activities page. 
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A.4.4 Accepting the patient's request 

A request is sent from each patient to the corresponding doctor after the 

registration. The doctor must accept the patient's request for the patient to login 

from the mobile device. To accept the patient's request, the following steps have to 

be followed: 

1. Login as a doctor 

2. Click on View patients request link in the Activities page 

3. Click on Accept link in the View Patient's request page 

4. Click on Back link to go to the Activities page 

5. Click on View current patients link 

6. View Patient page will appear showing the list of patients currently 

assigned to the doctor under the List of patients section. 

Once the doctor has accepted the patient request as rnentioned above, the patient 

can login from the mobile device by using the username and password that were 

entered during the registration. 

A.S Web service components 

When the user logs in from the mobile device, the client application (PDA 

monitoring application) invokes various web services available on the server. 

These web service modules make use of nusoap. The latest version of nusoap 

(nusoap 0.95) was downloaded from [243] and integrated with the vveb 

application. 

Apart from nusoap, the client application (running on the mobile device) requires 

a component for the invocation of the web services available in the server. This 

project makes use of the module called kSOAP2 (ksoap2-j2me-core2.1.2.jar) 

downloaded from [244] and integrated with the mobile application. 
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A.6 Sending SMS using Third Party Software 

To send the SMS from the server using the third-party software, we made use of a 

Nokia 6300 mobile phone as an SMS gateway. The phone is connected to a USB 

port in the server. The SMS program uses the components of the GSM Modem 

driver installed in the server through the following steps. 

GSM Modem driver installation 

1. Download the latest version of the Headwind GSM Modem driver from 

[245]. We used the version 4.0.1710 

2. Install the downloaded hgsmdrv40.exe into the default location 

3. Go to Start-> Run and type dcomcnfg in the text box 

4. Press Enter to open the Component Services dialog box 

5. In the left pane of the dialog box, go to Component Services->Computers-

> My Computer-> DCOM Config-> HeadwindGSM 

6. Right click HeadwindGSM node and select Properties 

7. In the HeadwindGSM Properties dialog box, select the Identity tab 

8. Select The launching user option 

9. Click OK button 

10. In the System tray, right click on HeadwindGSM icon and select Connect. 

Configuring the Apache2.2-Zend Service 

1. Go to Start-> Run and type Services in the text box 

2. Press Enter to open the Services dialog box 

3. Select Apache2.2-Zend from Services list 

4. Right click on Apache2.2-Zend and select Properties 

5. In the Apache2.2-Zend Properties (Local Computer) dialog box, select 

Log On tab 
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6. Select Local System account radio button, and Allow service to interact 

with desktop checkbox 

7. Click OK button. 

As described above, one can use a third party modem driver, such as HeadWind 

GSM Modem Driver, to send the SMS from the server. An alternative method is to 

develop the SMS program instead of any third party software and call it from the 

PHP application (HSS). In this project, we also developed a Java-based SMS 

program that is called using PHP as given in sub-section A.2.5. 
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The code bases for the complete Hea/thcare Support System and most of the mobile 

application Obi MATE 2 are placed in the GitHub [232]. In this Appendix, we have 

given the API details for the HSS, Obi MATE 2 and code snippets for those programs 

that are not part of the open source distribution. 

B.1 API Details 

The tables below list the methods and the corresponding description used in the 

different class and interfaces in the HSS and in the Obi MATE 2. It should be noted 

that, for the mobile application only, the general APis were given; protocol specific 

API are not part of the open source distribution, because they contain device-

centric hardcoded inforn1ation. 

Table B-1 HealthCare Support System API descibtion 

Methods 

public static function getlnstance() 

public function insertRow(string) 

public function getTable(string) 

Database Class 

Description 

Returns the reference to the Database. If 
the database object is not already 
created, it then creates one and returns 

If the insertion is successful, it returns 
the primary key of the new inserted 
record; otherwise, returns -1 

Returns multiple records in a 20 array 
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public function getiD(string) 

public function getRow(string) 

public function update(string) 

Methods 

public function doLogin(string,string) 

If successful, it returns the primary key 
of the single record; otherwise, returns -
1 

If successful, it returns the single record 
in an array; otherwise, it returns -1 

If successful, inserts or delete the row 
and returns the number of affected 
rows; otherwise, it returns -1 

Login Class 

Description 

If the supplied username and the 
password match, it returns an array 
containing the id, firstname, lastname, 
and the persontype; otherwise, it 
returns -1 

MedicalRecord Class 

Methods 

public function getMedicalRecord() 

public function 
getMedicalRecordDetails(int,string) 

Methods 

public function getAllPatient() 
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Description 

If successful, it returns the multiple date 
entries for a person in a 2D array; 
otherwise, it returns -1 

If successful, it returns the multiple 
entries in a particular day for a person in 
a 20 array; otherwise, it returns -1 

Person Class 

Description 

If successful, it returns the id, firstname, 
and lastname of all patients in a 20 



public function getAIIDoctors() 

public function getMyPatients(int) 

public function getMyDoctor(int) 

public function getMyDetails(int) 
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array; otherwise, it returns -1 

Returns a two-dimensional array upon 
success and -1 upon failure 

Returns a two-dimensional array upon 
success and -1 upon failure 

Returns a one-dimensional array upon 
success and -1 upon failure 

Returns a one-dimensional array upon 
success and -1 upon failure 

Registration Class 
This class implements an Interface called InputValidator 

Methods 

private function _getlndex(string) 

private function 
_resetRegistrationDataArray() 

public function doRegistration() 

private function _checkDuplicateiD() 

public function validatelnput() 

private function _getSQL() 

Description 

Returns an index of an element in the 
array based on the supplied key 

Removes some elements and adds some 
other elements in an existing associative 
array 

If validation is successful, it inserts a 
new record in the database and returns 
the id of the newly-inserted record; 
otherwise, it returns a 20 array 

If the duplicate entry is found in 
database, it adds the 
1duplicateEmailAddress' element in the 
existing associative array 

Applies the validation logic against the 
user input . If validation is successful, it 
populates the _success array; otherwise, 
it populates the _failure array 

Builds a query string using the 
registrationData associative array and 
returns the string 
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Validator abstract Class 

Methods Description 

public static function getSuccessArray() Returns an associative array populated 
with valid input fields 

public static function getFailureArray() Returns an associative array populated 
with invalid input fields 

public static function initialize(array) Initializes the internal array with 
database fields as keys and user-
supplied form data as values 

public static function checkFirstN arne() If the firstName field is valid, it adds the 
field in _success array; otherwise, it adds 
the field in _failure array 

public static function checkLastName() If the lastName field is valid, it adds the 
field in _success array; otherwise, it adds 
the field in _failure array 

public static function If the phoneNumber field is valid, it adds 
checkPhoneNumber() the field in _success array; otherwise, it 

adds the field in _failure array 

public static function If the mobileNumber field is valid, it 
checkMobileNumber() adds the field in _success array; 

otherwise, it adds the field in _failure 
array 

public static function If the emailAddress field is valid, it adds 
checkEmailAddress() the field in _success array; otherwise, it 

adds the field in _failure array 

public static function checkStreet() If the street field is valid, it adds the field 
in _success array; otherwise, it adds the 
field in _failure array 

public static function checkSuburb() If the suburb field is valid, it adds the 
field in _success array; otherwise, it 
adds the field in _failure array 

public static function checkCity() If the city field is valid, it adds the field in 
_success array; otherwise, it adds the 
field in _failure array 

public static function checkState() If the state field is valid, it adds the field 
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public static function checkPostcode() 

public static function checkPersonType() 

public static function checkYear() 

public static function checkMonth() 

public static function checkDay() 

public static function checkSex() 

public static function checkPassword() 

public stati.c function checkld() 

public static function checkSubject() 

public static function checkMessage() 
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in _success array; otherwise, it adds the 
field in _failure array 

If the postcode field is valid, adds the 
field in _success array; otherwise, it 
adds the field in _failure array 

If the personType field is valid, it adds 
the field in _success array; otherwise, it 
adds the field in _failure array 

If the year field is valid, it adds the field 
in _success array; otherwise, it adds the 
field in _failure array 

If the month field is valid, it adds the 
field in _success array; otherwise, it 
adds the field in _failure array 

If the day field is valid, it adds the field in 
_success array; otherwise, it adds the 
field in _failure array 

If the sex field is valid, it adds the field 
in _success array; otherwise, it adds the 
field in _failure array 

If the password field is valid, it adds the 
field in _success array; otherwise, it 
adds the field in _failure array 

if the Id field is valid, it adds the field in 
_success array; otherwise, it adds the 
field in _failure array 

If the subject field is valid, it adds the 
field in _success array; otherwise, it 
adds the field in _failure array 

If the message field is valid, it adds the 
field in _success array; otherwise, it 
adds the field in _failure array 
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InputValidator Interface 

Methods 

public function Validateinput() 

Description 

This is the function without a body. The 
Registration Class and the Discussion 
Class implement the interface; therefore, 
these classes must also define the 
Validateinput() method 

WebService Class 

Methods 

public function authenticateUser(string, 
string) 

public function 
addTemperature(int,float) 

public function sendSMS(int,float) 

Description 

If the supplied username and password 
match, it then returns the userid; 
otherwise, it returns -1 

If the insertion is successful, it then 
returns the Id of the new record; 
otherwise, it otherwise returns -1 

populates patient's name, doctor's 
mobile number from the database, sends 
an sms and returns the st ring 

Discussion Class 

This class irnplements an Interface called lnputValidator 

Methods 

public function getMessageid(int) 

public function getMessage(int) 

public function 
getMessageSender(int,bool) 
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Description 

Returns a two-dimensional array upon 
success; otherwise, it returns -1 

Returns a two-dimensional array upon 
success; otherwise, it returns -1 

If the second parameter is true, it 
returns a one-dimensional array upon 
success; otherwise, it returns -1 



public function setViewStatus(int,int) 

public function deleteMessage(int) 

public function getUnreadMessages(int) 

public function validatelnput() 

public function save() 

private function _getSQL() 

HMA API and Code Snippets 

If the second parameter is false, it 
returns a two-dimensional array upon 
success; otherwise, it returns -1 

If the status is set, it returns the total 
number of rows affected; otherwise, it 
returns -1 

If successful, it returns the total number 
of rows affected; otherwise, it returns -1 

If successful, it returns the total number 
of unread messages; otherwise, it 
returns -1 

Populates the internal arrays and 
returns nothing. Internally, it calls the 
following methods of the validator class 

• initialize( array) 
• checkSubject() 
• checkMessage() 
• ge tSu ccessArray() 
• getFail u reArray() 

If all fields are valid, it then saves the 
discussion information into the database 
and returns the id of the newly-inserted 
record 

If some or all fields are invalid, it then 
returns a one-dimensional array 

Returns a string. This private method is 
internally called by the save() method to 
automatically generate the sql string 
from a two-dimensional associative 
array 
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Table B-2 Obi MATE 2 API Describtion 

Logger Class 
This class inherits from built-in MIDlet class and implements the 

built-in interface called CommandListener 

Methods 

public Logger() 

protected void destroyApp(boolean) 

protected void pauseApp() 

protected void startApp() 

public void 

commandAction(Command,Displayable) 

private void clearlnputFields() 

private void displayLoginError() 

private int validate User() 

Description 

Initializes MID let GUis 

Not implemented 

Not implemented 

Sets a GUI as the current GUI when 
the application starts 

Performs an action based on the 
button pressed by the user. If the user 

I 
presses the Login command, it tries to 
login; if the user presses the Exit 
command, it tries to exit the 
application 

If the Login fails, the function clears 
up the previous text inputs 

If the Login fails, it displays the login 
error message in the screen 

When the user taps on the Login 
command, the commandAction 
function calls this function to validate 
the user by calling 'authenticateUser 
( username,password) on server side. 
If the login is successful, it returns the 
userld of the user, otherwise returns -
1. 
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Receiver Class 
This class implements two built-in interfaces, namely, 

CommandListener, and Runnable 

Methods Description 

public Receiver(MIDlet,int,string) Sets up MI Dlet GUI and other 
variables and starts the thread. This 
class is initialized in the Logger class's 
commandAction method when the 
user successfully logs in. The MID let 
argument is the Logger class's midlet; 
the int argument is the userld of the 
authenticated user, and the string 
argument is the IP address of the 
machine. 

private int insertTemperatureData() Invokes the addTemperature function 
on the server by supplying userld and 
the ten1 perature. If successful, it 
returns the Id of the new record; 
otherwise, it returns -1 

private boolean isAbnormal(float) Checks the temperature range before 
invoking the web service. If the 
temperature is within the normal 
range, it returns false; otherwiseJ it 
returns true 

private int isAbnormal(float) Checks the temperature range before 
calling the web service. Returns an 
integer code based upon the severity 
of the data 

public void run() This method reads the temperature 
data from the sensor and displays it 
on the screen. 

It checks the temperature range by 
calling the isAbnormal(float) function 
and if the method returns 2 or 3, it 
calls the insertTemperatureData() 
method to insert the temperature into 
the database 

public void Perfo rms the action based on the 
command supplied. If the user taps 
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commandAction(Command,Displayable) the exit button, the application exits 

private void stop() This method is called by the 
commandAction() method. It closes 
the connections if any and calls the 
midlet's destroyApp(boolean) method 

private String sendSMS() If the temperatureData method 
returns 3, then this private method is 
called by the run() method to send an 
sms. 

8.2 Code Snippets 

We presented two important code snippets for the application developers; the first 

code snippets implement the Seria/Forwarder [17,246] protocol in both Java and 

C#, while the second code snippets implement the AT commands [181] necessary 

fo r communicating with the modem. 

SerialForwarder Protocol Implementation 

It is essential that thi s protocol is programmed into the PDA to communicate with 

the Stargate, the base station. Below, we have provided its basic implementation in 

the two programming languages widely used during the development of this 

project. 

1. SFProtocol.java 
1. /* 
2 . * Seria l Forwarder Protocol 
3. 
4. 

* Check the IP address of the Stargate and the HP PDA before Testing 
* I 

5. package protocol; 
6 . import javax .microedition.midlet . *; 
7 . import javax . microedition .io.* 
8 . imp ort java.io.* ; 
9 . import java.io .InputStream ; 
10. import java.io . OutputStream ; 
11. import java .io.PrintStream ; 
12 . import javax . microedition.lcdui . * ; 
13 . import org . netbeans.microedition.lcdui . LoginScreen; 
14. 
15. /** 
16 . * @author Venki Balasubramanian 
17. *I 
18. public class ProtocolMIDlet extends MIDlet implements CommandListener { 
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1 9 . 
20 . 
2 1. 
22. 
23 . 

pr ivate boolean midletPaused 
private Command exitCommand ; 
private Command Exit ; 
private Command OK ; 

24 . private Command exitCommandl ; 
25 . private Command Exitl ; 
26 . private Fo r m form ; 
27. private TextField textField2; 
28 . private TextField textFieldl ; 
29. private TextField textField; 
30 . private TextField textField3 ; 
31 . private TextField textField4 ; 
32 . private TextField textFieldS; 
33 . private TextField textField6 ; 

false ; 

34. private LoginScreen loginScreen ; 
35. 
36 . private int count ; 
37 . private String tdisplay , test 
38. 
39 . private Alert alert; 
40. private Display display 
41 . private SocketConnection sgEndP 
42 . private InputStream is ; 
43 . private OutputStream os ; 
44 . private PrintStream send 
45. private String datavalue ; 
4 6 . 
4 7 . public ProtocolMIDlet () { 
4 8. } 
49 . private void initialize() 
50 . } 
51. public void startMIDlet () { 
52 . II write pre-action user code here 
53 . switchDisplayable(null , getLoginScreen() ); 
54. II write post-action user code here 
55. 
56. I** 
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57. * Performs an action ass~gned to the Mobile Device - MIDlet Resumed point. 
58. *I 
59. public void commandAction(Command command, Displayable displayable) { 
60. II write pre-action user code here 
61. if (displayable == form} { 
62. jf (conunand ==Exit) [ 
63. II write pre-action user code here 
64. System. exit ( 0) ; 
65. exitMIDlet() ; 
66. 
67. 
68. 
69. 
70 . 
71. 
72. 
73 . 
7 4. 
75. 
76. 
77 . I* 

II write post-action user code here 
} else if (command == OK) { 
II write pre-action user code here 

textField getTextField () ; 
textFieldl getTextFieldl(); 
textField2 getTextField2() ; 
textField3 getTextField3(); 
textField4 getTextField4(); 
textField5 getTextField5(); 
textField6 getTextField6(); 

78 . Check the Stargate IP address because it would get resets to default IP after 
79 . every resets *I 
80. try 
81. display= Display . getDisplay(this); 
82 . alert= new Alert( 11 Info " , 11 Test ", null,AlertType . INFO); 
83 . sgEndP = (SocketConnectlon) 

Connector. open ("socket : I 1169 . 254.168.175 : 9001 II ) ; 
84 . sgEndP . setSocketOption(sgEndP . DELAY , 0) 
85. sgEndP.setSocketOption(sgEndP . KEEPALIVE, 0) 
86 . is= sgEndP . openinputStream() ; 
87 . os = sgEndP . openOutputStream() 
88 . send= new PrintStream(os) 
89 . 
90 . catch (Exception e) { 
91 . alert . setString( 11 Error 1 11 + e . toString()) ; 
92 . alert . setTimeout(Alert . FOREVER) 
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93 . di s play . setCurrent (alert ) ; 
9 4 . 
95. II The SF prot ocol i s in i tiated by sending the protoco l vers i on as 'T' and ' ! ' 
96 . t ry { 
97 . 
98 . 
99 . 
100. 
101. 
102 . 
103 . 
104. 
105. 
10 6 . 

c har[) us= new c har[ 2 ); 
us [ OJ I T I; 
US [ 1) = I! I; 

send.print( us ) 
send. flus h () ; 
if (send . c he c kErr o r () == true ) { 

al e r t .setSt r i ng ( 11 Erro r 1 Sendi n g Data 11
) ; 

al e r t . setTimeou t (Alert.FOREVER ) 
di splay .s e t Current( alert ) ; 

107. 
108 . II Receive the protoco l response 
109 . b yte[) c heck =new byte[ 2 ) ; 
110. is . read (chec k , 0 , check.l e n gth ) 
111. textField. setString (chec k [ 1) + 11 11 + c he c k [ 0 ] ) ; 
112 . II Receive the p l atform information (4 bytes ) 
11 3 . b yte[) non c e Rem = new b y t e [ 4 ) ; 
114. is . read (non c eRem, 0 , n onceRem. l ength ) 
115 . tex tFi eldl. s etStr i n g(non ceRem[ 3 ]+ II 

11 +nonceRem[2) + 11 11 +no nceF 
11 +n once Rem [ 0) ) ; 

11 6 . 
117 0 

118 . 
11 9 . 

I* Send the information of the platform we are using , in our case the platform 
is micaz and the corresponding value is 3 *I 

int platform= 3 ; II micaz 
120 . c har[ ) nonce= ne w char [4 ) ; 
121. nonce [OJ ((cha r ) (p l at f orm)) ; 
122. no nce[l ) ((char) (p l at f orm >> 8)) ; 
123 . no n ce [2) ((char) (pl at f orm>> 16)) ; 
124 . n once [ 3) ( (char) (platform >> 24)) ; 
125 . 
126 . send . print(nonce) ; 
127 . send.flush() ; 
128. if (send . checkError() == true) 
129 . alert . setString( 11 Error 2 Sending Data " ); 
130 . alert.setTimeout(Alert.FOREVER) 
13 1 . display.setCurrent(alert); 
132 0 

133. II Now we will receive one byte that show us the length of next message 
134. byte[) datalen =new byte[2) ; 
135. byte[) datapay ; 
136. is.read (datalen , 0 , 1) ; 
137. textField2 . setString(datalen[l) + 11 

II +datalen[O)); 
138. II Following , we will receive the data that is the actual amount of bytes 
139. int leno f data = (int) data l en[OJ 
140. datapay = new byte[lenofdata) 
141 . is . read(datapay , O, lenofdata) 
142 . count= 0 ; 
143 . datava l ue = 1111 

; 

144. while (lenofdata >count) 
145 . da tavalue = datavalue + datapay[count) + 11 11 

146 . count++ ; 
147 . 
148. I* We display the data in the text box depending on the sensor node id, in our 
149. case the node id is 1,2,3,4 and resides in the 8ch byte of the payload *I 
150 . textFieldJ . setString(datavalue ) 
151 . switch (datapay[7]) { 
152. case 1 : 
153 . textField4 . setString( 11 11 +datapay[5) ) ; 
154. break; 
155 . case 2 : 
156. textField5.setString( 1111 +datapay[5)) ; 
157. break ; 
158 . case 3 : 
159 . textField6.setString( 1111 +datapay[5) ) ; 
160 . break ; 
161 . case 4 : 
162. textField7.setString( 1111 +datapay[5)) ; 
163. break ; 
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164 . 
165 . 
166. 
167. 
168. 
169. 
170 . 
171. 
172 . 
173. 
174. 
175. 
176. 
177 . 
178 . 
179. 
180. 
181. 
182 . 
183 . 
184. 
185. 
186. 
187 . 

I* 

} 
} 
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catch (IOExcept ion e) { 
alert.setString( " Error 2 IO : " + e.toString() ); 
alert.setTimeout(Alert.FOREVER) 
display.setCurrent(alert) ; 

catch (NullPointerException e) { 
alert.setString( " Error 3 NP : "+ e . toString()); 
alert.setTimeout(Alert.FOREVER) 
display.setCurrent(alert); 

For continuous monitoring we keep reading the data , here the 
CycleReceiving () can be called based on the inequiality *I 

CycleRecei ving () ; 

else if (displayable == loginScreen) { 
if (command == LoginScreen.LOGIN_COMMAND) 

II write pre-action user code here 
if (loginScreen . getUsername() .equalsignoreCase("Venki" ) && 

loginScreen.getPassword() .equalsignoreCase ("passl23" )) { 
188. switchDisplayable(null, getForm() ); 
189. else { 
190 . switchDisplayable(null, getLoginScreen() ) ; 
191. System.out.println("Incorrect Password"); 
192. 
193. 
194. 
195. 
196. 
197. 

} 

II write post-action user code here 
} 

II wriLe post - action user code here 

198. II Function for contionous receive of data 
199. private void CycleReceiving() { 
200. byte[] datalen new byte(l]; 
201 . byte[] datapay 
202. while (true ) ( 
203. try { 

is.read (datalen, 0, 1) ; 
textField2.set.String(datalen[l) + " " +datalen[O]) 

204. 
205. 
206. 
207. 
208 . 
209 . 
210. 
211. 
212. 
213 . 
214. 
215 . 
216. 
217 . 
218 . 
219. 
220. 
221. 
222. 
223 . 
224 . 
225. 
226. 
227. 
228 . 
229. 
230. 
231. 
232 . 
233. 
234 . 
235 . 
236. 
237. 

catch (Exception e) ( 

try 

alert.setString( " Error "+ e.toString() ); 
alert.setTimeout(Alert.FOREVER) 
display . setCurrent(alert) ; 

int lenofdata = (int) datalen[OJ 
datapay =new byte[lenofdata] 
is.read(datapay , O,lenofdata) 
count = 0 ; 
datavalue = "" ; 
while (lenofdata > count) { 

datavalue 
count++ ; 

datavalue + datapay[count) + " " 

textField3 .setString (datavalue) 
switch (datapay[7]) { 

case 1: 
textField4 . setString(""+datapay[5] ); 
break ; 

case 2 : 
textField5.setString(""+datapay[5] ) ; 
break ; 

case 3 : 
textField6.setString(" " +datapay[5)) ; 
break ; 

case 4 : 
textField7.setString( "" +datapay[5]); 
break ; 
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238 . 
239. 
240 . 
241. 
242. 

c atch (NullPointerException e ) { 
alert . setString ("Error 5 NP : " + datalen[ O] + sgEndP + 

e.toString() ) ; 
243 . 
244 . 

alert . setTimeout (Alert . FOREVER ) 
display.setCurrent (alert ) ; 

245 . 
24 6 . catch (IOException e ) { 
247 . 
248 . 
249. 

alert . setString ("Error 6 IO : " + e.toString () ) ; 
alert.setTimeout (Alert.FOREVER ) 
display . setCurrent(alert) ; 

250 . 
251. 
252 . 
253. 

273 . publi c Command getEx it () { 
274. if (Ex it == null ) { 
275. 
276 . 
277. 
27 8. 
27 9 . 
280 . 
28 1. 

II write pre-init use r c ode here 
Exit= new Command (" Ex it", Command.EXIT, 0 ) ; 
II write post - init user code here 

retu r n Ex i t ; 

383. 
384 . public void startApp() { 
385 . if (midletPaused) 
386 . resumeMIDlet () ; 
387 . else { 
388. i nitialize () ; 
389 . startMIDlet () ; 
390 . 
391 . midletPaused = false ; 
392 . 
393 . 
39 4 . public void pauseApp () 
395. midletPaused = tru e ; 
396 . 
397 . 
398 . publ i c void de s troyAp p (boolean uncond i tiona l) ( 
399 . } 
400. 
40 1. 
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2. SFProtocol.cs 
1. /* Seria1Forwarder Protocol for Windows mobile 
2 . using Sys tem; 
3 . using System.Collections . Generic; 
4. using System . ComponentModel ; 
5. using System.Data ; 
6. using System.Drawing; 
7 . using System . Text; 
8. using System . Windows.Forms; 
9 . using System . Threading; 
10. using System.IO; 
11 . using System.Net ; 
12. using System.Net.Sockets ; 
13. 
14. 
15. namespace HealthCare 
16. { 
17. 
18 . 
19. 
20 . /* 

public partial class Form3 
{ 

Socket m socket ; 

Form 
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21. Check the Stargate IP address because it would get resets to default IP after 
22. every resets 
23 . *I 
24 . 
25 . 
26. 
27 . 
28 . 
29. 
30 . 
31. 
32 . 
33 . 
34. 

String m_ipStargate = "16 9 . 254 .1 68 . 175"; 
int m_portStargate = 9001; 

const string SENSOR FILE "Sensor_Log .txt"; 

StreamWriter sw ; 

int soapResponse ,flag, patientiD 
string data; 
string [] Split; 

0 ; 

35. static int sensorVal1, sensorVal2 , sensorVal3 , sensorVal4, sensorSum, 
sensorNQmber , sensorData = 0; 

36. int count = 0; 
37 . 
38. 
39. 
40. 
41. 
42. 
43. 
44 . 
45. 
4 6. 
47. 

51. 
52 . 
53. 
54 . 
55 . 
56. 
57 . 
58 . 
59. 
60 . 
61. 
62 . 
63. 
64 . 
65. 
66. 
67 . 
68. 
69. 
70 . 
71. 
72 . 
73 . 

public static Form4 fourthForm =new Form4(); 

public static int getsensorvalue1() 
{ 

return sensorVal1; 

public static int getsensorvaJue2() 
{ 

return sensorVal2; 

public Form3 () 
{ 

InitializeComponent(); 

private void Form3 Load(object sender , EventArgs e) 
{ 

/*Patient Details*/ 
flag 0; 
data = Form1.output; 
data = data.Trim(); 
if (data != "" ) 
{ 

Split = data . Split (new Char [] { 1 
-

1 
} ) ; 

Split [0] 
Split[1] 
Split[2) 
Split[5) 

Split[O) . Replace("Name : ", "" ); 
Split[1).Replace( " Sex : ", '" 1

); 

Split[2].Replace( " Age : ", "" ) ; 
Split [ 5) . Replace ( " Name :" , "" ) ; 

textBoxl.Text = Split[O) ; 
if (Split[l) == "m" ) 

211 



HMA API and Code Snippets 

74. 
75 . 
76 . 
77 . 
78 . 
79. 
80. 
81. 
82. 
83 . 
84 . 
85. 
86. 
87 . 
88 . 
89. 
90 . 
91. 
92. 
93 . 
94 . 
95. 
96. 
97. 
98 . 
99 . 
100 . 
101. 
102. 
103. 
104. 
105 . 
106 . 
107. 
108 . 
109. 
110. 
111. 
112. 
113. 
114. 
115. 
116. 
117. 
118. 
119 . 
120 . 
121. 
122. 
123 . 
124. 
125. 
126 . 
127. 
128. 
129 . 

textBox2 . Text "Male "; 
else 

textBox2.Text " Female " ; 
textBox3 . Text = Split[2) ; 
patientiD = System.Convert . Toint16(Split[3)) ; 
//textBox8 . Tex t = Sp1it[5); 

/*Log File Creation*/ 
if (!File . Exists(SENSOR_FILE )) 

sw = File . CreateText (SENSOR_ FILE ) ; 

public void packetcapture() 
{ 

II Data Packet Length 
byte[) datalen =new byte[2) ; 
MessageBox.Show( " Before receive " ) ; 
m_socket.Receive(datalen , 0 , datalen.Length, SocketFlags.None) ; 
MessageBox . Show( "After Receive " ); 
//Data Packet 
byte[) datapay =new byte[datalen[O)); 
MessageBox.Show( " 1 " ) ; 
inti= (int)datalen[O) ; 
MessageBox.Show( "befo re datapay " ) ; 
m_socket.Receive (datapay , 0 , datapay.Length, SocketFlags.None); 

if (datapay . Length 9) 
{ 

if (datapay[5) 
{ 

3 && datapay[7) 

sensorNumber = 1; 
sensorVal1 = sensorData 

2) 

sw = File .AppendText(SENSOR_FILE) ; 
sw.Write(sensorData); 
sw .Wri te( " \t " ) ; 
sw.WriteLine(DateTime.Now); 
sw.Close(); 
textBox 4 . Text = System.Convert .ToString(sensorData); 
textBox4.Update(); 
Th r ead.Sleep(200) ; 

else if (datapay[2) == 4 && datapay(7] 
{ 

sensorNumber = 2; 
sensorData = datapay[5) ; 
sensorVal2 = sensorData; 
sw = File.AppendText (SENSOR_FILE ) ; 
sw.Write(sensorData); 
sw . Write("\t"); 
sw .Wri teLine(DateTime . Now); 
sw.Close( ) ; 

1) 

textBox5 . Text = System.Convert .ToString(sensorData) ; 
textBox5.Update(); 
Thread.Sleep(200); 

17 6 . 
3; 

sensorSum = ( sensorVall + sensorVal2 + sensorVa13 + sensorVal4) I 

177. 
178. 
179. 
180. 

if (sensorSum > 39 . 0 II sensorSum < 34 . 0) 
{ 

int temp= System . Convert.Toint16(Split[3)) ; 
float conversion= (float)sensorSum; 

181. Tempera t ureSOAP . temperatureService updateTemp 
TemperatureSOAP . temperatureService() ; 

182 . // Sending the value to the server through SOAP message 
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1 83 . s oap Re spon s e updateTemp . WebServiceaddTemperature (temp , 
conv ersi on) ; 

184 . 
185. 
1 86 . 
1 87 . 
1 88 . 
189. 
1 90 . 

1 91. 
1 92 . 

pub l ic void buttonl Click(objec t sender, Ev entArgs e ) 
{ 

I PEndPoint sgEndP = n e w IPEndPo int ( IPAddress. Parse (m_ ipStargate ) , 
m p or t St argat e ) ; 

//Socket creation 
1 93 . m socke t ne w Socket (AddressFamil y .InterNetwo rk, 

1 94. 
1 95. 
1 96 . 
1 97 . 
1 98 . 
19 9 . 
200 . 
201. 
202 . 
203 . 
204 . 
205 . 
206 . 
207. 
208 . 
209 . 
2 1 0 . 
2 1 1. 
212 . 

Socke tT ype . St r e am, ProtocolType . Tcp) ; 

try 
{ 

m_s ocket . Connect( sgEndP ) ; 
Mess a geBox . Show( "scoket c reati on" ) ; 

catch (Exception) 
{ 

label6 . Text = " Not connected"; 

int platform = 3 ; //micaz platform 

char[) us= new char[2) ; 
II Send Protocol Version 
us [ OJ I T 1

; 

US [ 1) = I I I; 

213. //Send the information to SerialForwarder on s argate 
214 . m_socket.Send(Encoding . UTFB . GetBytes(us) , 0 , us.Length , 

215. 
216. 
217. 
218. 
219. 
220 . 
221. 
222 . 
223. 
224. 
225. 
226. 
227. 
228. 
229 . 
230. 

SocketFlags . None) ; 

//Now Receive the c 11 back from serial forwarder to start to talk 
byte[] recibido =new byte[2) ; 
m_socket.Receive(recibido, 0 , reci.bido . Length , SocketFlags.None); 

//Receiving platform information 
byte(] nonceRem =new byte[4); 
m_socket.Receive(nonceRem, 0, nonceRem . Length, SocketFlags.None); 

//Send information about the platform 
char[) nonce= new char[4); 
nonce[O) (char)platform; 
nonce[l] (char)(platform >> 8); 
nonce[2) (char) (platform>> 16); 
nonce[3) (char) (platform>> 24) ; 

231. m_socket.Send(Encoding . UTFB . GetBytes(nonce) , 0 , nonce . Leng t h , 

232 . 
233 . 
234 . 
235 . 
236. 
237 . 
238. 
239. 
240 . 
241. 

250 . 
25 1. 
252 . 
253 . 
25 4 . 
25 5. 

SocketFlags.None); 

flag = 0 ; 
while (flag == 0) 
{ 

MessageBox.Show( "packet capture " ) ; 
packetcapture() ; 
Application.DoEvents() ; 

MessageBox . Show( " End") ; 

private void buttonS Click(object sender , EventArgs e) 
{ 

m_socket.Close() ; 
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AT Communication using java 

This program requires the modem, which is a mobile phone in our work, to be 

connected to the machine by using either the USB or Bluetooth. A communication 

(COM) port is assigned to the modem, which is then used to send the AT commands 

to the modem. 

3. SendSMSat.java 
1. I* This p r ogram sends SMS t o the d e s tinat i on mobile numbe r - b y tak ing mobile 
2 . numbe r and the message as parameter s in Send SMS method *I 
3 . package sms; 
4. import java . io.* ; 
5 . import java.uti1.* ; 
6. import javax.comm.*; 
7 . import ema il . Emai1SmsErr; 
8 . public c l ass SendSMSa t { 
9 . static Enumeration portList; 
10 . static CommPortidentif i er portid; 
11. static SerialPort serialPort ; 
12 . static OutputStream outputStream; 
13. static InputStream inputStream; 
14. public SendSMSat() { 
15 . ) 
16. II The mobile number , message, clinican id are passed as parameter 
17 . public void SendSMS(String num , String Msg, String email,String c lini cian id) 
18 . String dest = num; 
19. String messageString = Msg; 
20 . String commandString1 = "" ; 
21 . String commandString2 = "" ; 
22 . String commandString3 "" · 
23 . String recDATA= "" 
2 4. int c=O ; 
25 . I* The below 3 strings are constructed and used appropriately in the program, 
26 . these strings forms the required AT commands for sending the SMS *I 
27 . commandString1 "AT+CMGF=1\r\n " ; 
28 . comrnandString2 = "AT+CMGS= " + "\ "" + dest + " \" " + " \r\n " ; 
2 9. coiTLmandString3 = messageString + " \u001A " ; 
30 . portList = CommPortidentifier . getPortidentifiers(); 
31. while (portList . hasMoreElements ()) { 

32 . 
33. 
34 . 
35 . 
36. 
37. 
38 . 
39 . 
40 . 
41. 
42 . 
43 . 
4 4. 
45. 
4 6. 
47 . 
48 . 

4 9 . 

II 

portid = (CommPortidentifier ) portList . nextE1ement(l; 
lf (portl d.getPortType() == CommPortidentlfier . PORT SERIAL) 

This work connect s t h e modem in t he COM 40 port 
if (porti d . getName () . equals ( "COM40 " )) { 

System.out . println( " Inslde COl\140 \n " ) ; 
try { 

serialPort = (SerialPor t ) portid.open( " SimpleWnteApp " , 2000) ; 
catch (PortinUseException e) { 
System . out.println( " Po.r:t In Use " + e ); 

try { 
outputStream = serialPort.getOutputStream(); 

} catch (IOException e) { 
System . out.println( "Error writing to output stream " + e); 

} 
try { 

serialPort.setSerialPortParams(9600 , SerialPort.DATABITS 8,SerialPort.STOPBITS 1 , Se 
rialPort.PARITY_NONE) ; 

) catch (UnsupportedCommOperationException e) { 
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50 . 
51. 
52 . 
53 . II Sending 
54. 
55. 
56. 
57. 
58. 
59. 
60 . 
61. 
62 . 
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System . out .pr intln( "Err-or establ ish i ng the out put stream " + e ) ; 

try { 
the initial command String l and checks the response from the modem 

outputStream.write(commandStringl . getBytes( "ASCII " )) 
outputStream.flush() ; 
inputStream = serialPort .getinputSt ream () 
c = inputStream.read () 
while (c != - 1) { 

if (c !=l3 ){ 
recDATA = recDATA + (char ) c 
c = inputStream.read() 

else { 
63. System.out.println(recDATA) 
64. lf ( (recDATA.indexOf( " OK " ) != - 1) II 

(recDATA.indexOf( " ERROR" ) !=-1)) { 
65. 
66. 
67. 
68. 
69. 
70. 
71. 
72. 
73. 
74 . 
75. 
76 . 
77. 
78. 
79 . 
80. 
81. 
82. 
83. I I Sending 
84. 
85. 
86. 

c = - 1 ; 
else { 

recDATA= "" 
c = inputStream .read () 

if ( (recDATA.indexOf( "ERROR" ) !=-1)) { 
msg = " There is a communication problem with the MODEM 
EmailSmsErr sendEmail= new EmailSmsErr(); 
sendEmail.EmailSmsErr(clinician_id, email,msg); 
System . out.println( " Problem with the modem " + recDATA) 
System . exit(O) ; 

catch ( IOException e) 
System . out.println( "Error writing message " + e); 

uy { 
the initial command String 2 and checks the response from the modem 

outputStream.write(commandString2.getBytes( "ASCII" )) 
outputStream.flush( ) ; 
inputStream = sericilPort.getinputStream() 

87. c = inputStream.read() 
88 . recDATA= "" ; 
89. whil e (c != -1) { 
90. c = i nputStr e am.read() 
91. if (c != 13 ) { 
92. recDATA = recDATA + (char ) c ; 
93. it ( (recDATA . indexOf( " '> " ) 1 = -1)) {c -1 ; } 
94 . )else ( 
95. System.out.println(recDATA) ; 
96. if ( (recDATA. indexOf ( ">" ) ! = -1) I I 

97. 
98. 
99 . 
100. 
101. 
102. 
103. 
104. 
105 . 
106. 
107. 
108 . 
109. 
110 . 
111. 
112. 
113 . 
114. 
115. 
116 . 
117. 
118 . 
119 . 
120 . 
121. 
122 . 

( recDATA . indexOf ( "ERROP " ) ! =-1) ) { 

II Sending 

) 

System. out. println ( "Inside Loop " ) 
c = -1 ; 
else { 

recDATA= "" ; 
c = inputStream.read() 

if ((recDATA .indexOf( "ERROR" ) !=-1 )){ 
msg = " There is a some problem w1th the !V'obile Number 
EmailSmsErr sendEmail= new EmailSmsErr() ; 
sendEmail.EmailSmsErr(clinician_id , email,msg) ; 
System.out.println( " Problem with the mobile number " + recDATA); 
System.exit(O) ; 

catch (IOException e) 
System.out.println( " Error writing message " + e) ; 

try { 
the initial command String 3 and checks the response from the modem 

outputStream.write( commandString3 . getBytes( " ASCII" )) 
outputStream.flush( ) ; 
inputStream = serialPort . getinputStream(l 
c = inputstream. read ( l ; 
wnile (c 1 = - 1) { 

c = inputStream . read() 
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123 0 
1240 
1250 

if (c!= l3 ){ 
recDATA = recDATA + (char ) c 
else { 

1260 System oout oprintln(recDATA) ; 
1270 if ( ( recDATAoindexOf ( 11 0K 11

) != - 1 ) II 
(recDATAoindexOf( " ERROR " ) !=- 1 )) { 

128 0 c = - 1 ; 
1290 
130 0 
131. 
1320 
1330 
134 0 
1350 
1360 

and 
137 0 

138 0 
1390 
1400 
141. 
1420 
1430 
144o 
1450 
1460 
147 0 
1480 
1490 

MODEM are 

else { 
recDATA= 11

" 

c = inputStream oread() 

if ( (recDATA oindexOf( 11 ERROR 11
) !=- 1 )) { 

msg = 11 There is some problem in sending the SMS - but mobile 
working fine " ; 

EmailSmsErr sendEmail= new EmailSmsErr(); 
sendEmailoEmailSmsErr(clinician_id, email , msg) ; 
Systemooutoprintln( 11 Problem in sending SMS 11 + recDATA) 
Systemoexit( O) ; 

catch (IOException e) 
System ooutoprintln( " Error writing message " + e); 

AT+CMGF=l 
OK 
AT+CMGS=="+61400001 Ill" 
+CMGS: 166 
OK 

AT+CMGF=l 
OK 
AT +CMGS="+61400001112" 
+CMGS: 167 

Figure B-1 Console output of AT commands when sending an SMS 
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Nomenclature 

Probabilistic parameters 

N 
p 

PB 
PE 

Number of sensor used in a BAWSN 

Operational probability of sensors 

Probability of lost packet owing to buffer overflow in base station 

Probability of error packet in ZigBee (sensors to base station) 

under the influence ofWi-Fi (base stat ion to end-point) 

PERR Inoperative probability of a BAWSN owing to error or lost packet 

PLACK Inoperable probability of a BAWSN 

PuR Unreliable probability of a BAWSN 

PH The probability that the BAWSN is in Healthy State 

PuH The probability that the BAWSN is in Unhealthy State 

PF The probability that the BAWSN goes to Unhealthy State 

PR The probability that the BAWSN goes to Healthy State 

TuH Unhealthy rate for BAWSN 

oH Recovery rate for BAWSN 

Or Rejuvenation Service Rate for WSN 

o1 Recovery rate from Failure State for WSN 

r1 Failure rate for WSN 

Tr Rejuvenation rate for WSN 

Tc Compromised rate for WSN 



Nomenclature 

Request Time parameters 

C Current level of base station buffer (bytes) 

d Data rate of the sensors (bytes/sec) 

Request frequency - the number of requests sent from the PDA 

over a selected time interval 

Number of sensors used in a BAWSN 

Maximum base station buffer size (bytes) 

Request time - the time interval at which the next request is sent 

from the PDA 
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Nomenclature 

Time-specific parameters 

t Operative time of a BAWSN application 

tm Actual time interval for sensors to send data in a BAWSN 

tc Constant tolerance time fo r every tm 

Etm Expected time interval for a BAWSN to receive data from the 

sensors 

Total number of time intervals within the operative timet 

n Index for counting sensors in a BAWSN 

Sn nth Sensor in a BAWSN 

r:_n Time instant of the ath data received from the sensor S11 within the 

operative time 

a th data received from the sensor S11 

Critical lack time, elapsed time for which the application is 

inoperative owing to delayed packet arrival 

TE Error time, inoperative time of application owing to error packet 

T8 Buffering error time, inoperative time of application owing to loss 

of the packet in the base station buffer 

rfn Total error time for the sensor 511 in a BAWSN 

Kn Total number of error time for the sensor Sn in a BAWSN 

r:n Total buffering error time for the sensor 511 in a BAWSN 

Ln Total number of buffering error time for the sensor Sn in a 

BAWSN 

rf; Total error and buffering error time for the sensor S11 in a BAWSN 

r 5n The bth time difference between the delayed tin1e instant of the 
Lb 

packet and the previous time instant for the sensor Sn in a 

BAWSN 

Total critical lack time for the sensor Sn in a BAWSN 

Total critical lack time in a BAWSN 

Total unavailable time of a BAWSN 

Total unreliable time of a BAWSN 
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Nomenclature 

Operational parameters 

ABAWSN Availability of a BAWSN 

RBAWSN Reliability of a BAWSN 
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Veda Vyasa, "Vishnu Sahasra Nama Strotram", Mahabharata, 500 BC 
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