A Trust-Aware Framework for Service
Selection and Service Quality Review in
e-Business Ecosystems

Submitted by
Stefan Schmidt

A thesis in total fulfilment
of the requirements for the degree of

Doctor of Philosophy

Faculty of Information Technology
University of Technology, Sydney (UTS)
Sydney, NSW 2007

Australia

2008



Certificate of Authorship/Originality

I certify that the work in this thesis has not previously been submitted for a degree nor has it
been submitted as part of requirements for a degree except as fully acknowledged within the

text.

I also certify that the thesis has been written by me. Any help that I have received in my
research work and the preparation of the thesis itself has been acknowledged. In addition, 1

certify that all information sources and literature used are indicated in the thesis.

Production Note:
Signature removed prior to publication.

e —

A

Signature of Author

Date A3 = C‘Q‘ 2 0C &




Acknowledgements

I would like to thank my supervisors Robert Steele and Tharam Dillon for their
encouragement and guidance over the past 3 years. Both provided many hours of advice,

research discussions, suggestions, comments and support which made this thesis possible.

Love, gratitude and admiration to Patricia Peters, my spouse and best friend. Patricia not
only ‘endured’ endless hours of discussions about the perception of trust, reputation and
credibility concepts by human beings but also helped graciously with the editing of this

thesis. Without her support, I would not be who or where I am today.

Finally, I would like to thank my family and friends who supported me throughout my

academic career.

11



Contents

Certificate of Authorship/Originality................ccuuu..... v sxsusssssensssdvssssasssesatsns 2
Acknowledgements................ A R SRS, o 3
COHIEHIS  cmsvssmssmmvmsamsss s ss s s ST A by AT SAVERASS . SER——
FIBUres  covmssvomveses eeRsesERs TR REs R Ty .10
Tables G ST T PR A P SRR T e £2
b L7 — wxisinss B
ADSIHCT  consssssssssusessinses S—— — . e 15
List of Publications...................... SOETp— ssenssssisssassssssesssrsssssics 4 O
Chapier 1 TrtrodReIion q e eassosmsimssataon 5o r s .
1.1 Introduction 1
12 Thesis Background and Motivation 1
1.2.1 History of the Internet Gnd @-BUSINESS ..............cccociiiiiiiiieiieeie et 1

1.2.2 Challengesifor - Digital Business ECOSYSTIEIMS: «wwsssssimimnismansassnsssssss snvsmimssssmsssamessmsndi e duosssissmmnsenanes 4

.23 Motivation for Decentralised Service ReQISIPALION ............cccivvrvesesissseisssssonasissinssssssssssiosmensssnsssasssnsane 7

1.2.4 Risks in the Digital ECOMOMY ...........ccccoiiiiiiiiiiiiii it 8

1.3 The Importance of Trust in Digital Business Networks 10
1.4 Objectives of this Thesis 14
1.5 Contribution and Scope of the Thesis 15
1.6 Significance of the Thesis 17
1.7 Structure of Thesis......cceereeerennennnnee. 18
1.8 EONCIUSION: s s 19
1.9 References 20
Chapter 2 Evaluation of Existing Literature.................. L 23
2.1 Introduction 23
22 Definitions of Trust and Reputation Concepts 24
2.2.1 Trust Concepts in Digital ECOSYSIEMS ...........c..ccoiiiiiiiiiiiii i 24

222 Reputation Concepts in Digital ECOSYSIEMS ............cc.coueiiiiiiiiiiieieeeeee e 26

23 Trust and Reputation Management Protocols 27
24 Computational Models for Trust and Reputation-Based Decision Support 29
2.4.1 Critical ASPeCtS O REOVIEW ...........ccc.iiiiiiiiiiiiii e 31

242 DEBIETINISHIC MOBBIS - o csmmsarass s sonin somamonsssmnssmmsnsissiins swosi s e s o5 358 S48 55 3 8 S5 BN 19 33

2.4.3 Probability-based Entity Assessment MOelS.......................cccciiiiiiiiiiiiiiiiiiiiceeee 38
2H:3: 0 BAYESIOMANICHGIICE 5osuimssrnswsssvssssvwsmssssimssssiesisss i s e a8 88 s s S5y s o SERR 5495559 S S SRS 36 RO SRS 38

2.4.3.2  Dempster-SRAEr TREOKY ...........cooiueeieiieee ettt ettt ettt ettt e 40

244 Fuzzy Logic-based MOGEIS ...................cocooeiiiiiiiiiiiiiiiiiieeeteeetee ettt 42

245 SOCIO-COGRITIVE APPFOACRHES ..o oo 46

2.5 Trust or Reputation-Aware Architectures.......eiveeeinnveennieennenienrnennnnns 48
2.5.1 Critical ASPects fOF REVIEW .................ccoi it 48

252 Community Formation based on Network SeCurity................ccccoicuiiiiiiiiiiiiiiiiiecec 49



253 Community Formation based on Behavioural Trust EIements...............ccccccccccoieiiincciiiiciaene. 51

2.6 Summarising Identified Problems 52
2.6.1 General Shortcomings of Trust and Reputation Models .....................cccccooiiiiiiiiiiiiiiiiicieee 53
2:6.2 Lack of Trust and Reputation-aware Architectures for Distributed Communities ...................c......... 55

2.7 Conclusion 56

2.8 References 57

Chapter 3 Problem Definition............ccueeeeeeenes 67

3.1 Introduction 67

3.2 General Concepts & Definitions 68
3.2.1 S@FVICE. ...
3.2.2 V&1 {077 (71c] SOE T N NUNICT NN VUM WNSNATRE SN SO~ SO, SNETRNORTRE SIS SUNE SR S W
3.23 R Ny

8235 [ HUMARAZENT o vossoiumsmrosmimes S BB Fania ahod S TR s s R o S A B e B
3.2.3.2  Software Agent ....
3.24 COMTEHL s wesmesmee T aTonionis eswomiemsans e smia s o Ty e o ST G ST o i e e v e S 70
33 Digital Business Concepts 70
3.3.7 FCOMIMEICE wosvsrosmims swrems somsmmssansn 5rvpini s St Sousame s 50§50 S50 G5 oS A R Ao 3 SR oV e 71
3.3.2 E-MOTKC . 051 i 5 55055 scaim s e dins 5ot sunie snamis s ST SRS s ST o B S S s e e s o S s b 71
3.33
3.34
3.4 E-Business Participants 72
3.4.1 CONSUMICE ... et 72
3.4.2 BUSINESS PAVINGY wovusvnsonvnssatsotissn savss oo soasw st v s 555008 o 0 w000 S e S s S o s 72
3.4.2.1  Business Service Providers & Manufacturers. ...............ccc.cccoiiuiiiiiiiiiiii oottt 72
3.:4.2.2 SEIVICE BFOKEE ...t 72
3.4.2.3  Service Reseller & REIQIIOr.................ccoccc.oiveieeeeeee et 73

3.4.3

3.4.4

3.4.5

3.5 Behavioural Trust Elements ; .74

3.5:.1 TSl e T T S T e T T T G T T e R T e TS 74
3Bl DrUSING AT et s B s i s B B o i v SRR Y T S S S 76
35002 THUSIEA AN ...ttt 76
BTdi8 WV PG ICEE cuupsossmsweswsmsn s vassonsaes sy s s A 4 R 5 SN A N5 B ST P e 76
BT A CAPADHTIY v s s ssss s S5 S S S S 5 SRS S 357 S S S S S 76

352 RED GOl n v 3. 1 T 0 00 0 A O 1 8 T 5 P T T TP 0 0 P S 0 18 B 76
3.5.2.1  Reputation Query............... = L
3.5.2.2  Witness Reput@tion OPIMION ...............ccccoi ittt oottt 77
3028 Wilness AREnbssennanscnmammermms s R s G s o o S S SR T S 77
3.5.2.4  Reputation QUEried EMIIIY (...t 77

353 C OIDIIILY ... e e ettt ae et e eae et e seseeaeeaeeseeneeenn 77

3.54 CORJIAERICE ... 78

3.5.9 D T T LR e S — 78

3.5.6 SUtability/MAtCRING .............co oo 78

3.5.7 SQUSTIADITILY ..o 79

358 QUALTEY Of SEIVICE. ... 79

3.6 Problem Definition .79
3.6.1 Definition of Central Problem................................... e 79



3.6.2 Additional Identified Issues and Challenges ..o

3.6.2.1  Trust-based, Transparent and Autonomous Formation of Business Network .

3.6.2.2  Trust-based DeciSION SUPPOFL .........ccc..coccoueiiaiieseeeeeeeeee ettt ettt ettt ettt et
3:6:23 InformationAccessice OWNESHID. . xcswabiwssersnmmsesmmsssssnsnisessass iossssas s sosms s s e as oo e aa s AEo an AR S50 s A
3.6.2.4  FQirness & TrANSPArenCY .............cooeiuiiieeieiiieee ettt e 81
3:0.2.5  OPEMNESS s voncsvsimsonssaomismsmssmssmssssssumsssasssesmesssam s ssssmeba s osam Ao s S o 3 TR RS R PSS PR oA TF VES T TA T SRR 82
3.6.2.6  Scalability & Faull TOICFANCE .................ccooeuiieiiieiiieieiiieeeee ettt 83
3:6.2.7 Infrastructure:& Real-Time ASPelS . xsiimswsvvisesssrssassrissonsevansesssssa skt ensese s s St sssssos s RS Sa R 25

3.6.2.8  Interoperability .......................

3:6.2.9 Addressing MaliCious BeRAVIOUT .i:.oossssisossucussssssssmnensasssssssssst ssmsson s i s sssssnassssys s ssaessigssisssausmmmamsassinns
3.7 Selection of Solution Approach
3.7.1 AFCHHBOIUIE, o050 ssmsmsioimsgumsmmmesspsssmmmsssssnsuedrosnionssSasmessmnsbosshssmmeshanusssonsmnvnngs Susvasosmoilouio s Sons Tt e wens
3.7.1.1  Choice of Architectural Style for e-Business Networks...
3712  (CHOTCE Of MOSSAPE FOTTIALS <z cor2uesssnssvssonsanssssssamms s s ieas 5t Hnia oS A S U A SO B B S Th A oS5 T oSS S
3.7.2 Choice of Assessment Methodology for Trust, Reputation & Credibility.................ccccceccoviniannnn. 88
3.8 Research Methodology 89
3.9 Conclusion 91
3.10 References 91
Chapter 4 Definition of ArCRITECIUTE c.....unneneeeenneenneeensueniirrniessrneessreenssnseeessnsesenes ssswssssess. 94
4.1 Introduction 94
4.2 The DEco Arch Framework 95
4.2.1 Motivation for Decentralised ArcRileCtUFe.......................cc.occuiieeiiie i 95
422 AHCHIICCIUN v nirmasiymmamsvs = momenammmssssem s s e s 458 S R S S0 S G S A 6 ST SR 69
4.2.3 The Business Domain Connector Agent
4.3 Service Discovery & Matching.. 112
4.4 Business Domain Evolution ....... 113
4.4.1 A Business Service Provider Agent joins an existing Business Domain (Service Registration) ........ 114
4.4.2 A Business Service Provider establishes a new Business Domain ..., 115
4.4.3 Reputation Review of Business Service Providers within a Business Domain s (§45)
4.4.4 Business Domain Voting Criteria and Procedures ..................ccccoouiiiviiiiiiciiiiiiiiiciiiie 116
4.5 Global Business Interaction Choreography 118
4.6 Addressing Malicious Behaviour in Digital Business Ecosystems 120
4.6.1 TACHTILY Fraut ... oo iivinssmcemmanamstsinsinssonssamessmssossssmsasssnssssss sss s sonmuss s s55w Svs s58 s Sess S soiives susamnsnss 121
4.6.2 Dishonest Opinions ...... sl D
4.6.3 BO R R ITITTOS 5o 25T oo mopsoalone TN T s B o BTt Bl S ST T 5 S e . 122
4.6.4 SPUIITTRG ..o e 123
4.6.5 Mari iri the Middle AUGEK...........coiisimsmsissvmssonssssimsmnionss sissssssssisssas s smsssesms si5es s s ases isspesessusososs 123
4.7 Conclusion 124
4.8 References 125
Chapter 5 Fuzzy Business Partner Assessment and Selection.................. RO —— 128
5.1 Introduction 128
5.2 Criteria and Relationships Assessed during Business Partner Trustworthiness Assessment...... 130
5.2.1 Additional Advantages of Individual Business Partner Element ASSeSSment ..............c..cccccccceeceen... 131
S22 TrUSTWOFTRINESS ASSESSIENL ..ottt et ettt et e st e 133

5.2.2.1  Direct REPUIALION................ccuvoneuiicinicuinieiiieeaeseeiees et sasasies s s s st sa et sesh st ersea et e s rasnseaennen 134



5.2.2.2  INGIFECt REPUIGLION .ooreovessnvssmsmisusossrsssosssssmrsssnssatusnsrsssssordsnsbann ssseme sonssonssss sasdomsnsas o dasisntsyionsosisintsens ot b sssmannssoss

5.2.2.3 CHUBILIY +ooroooeooeoeeoeeeeeeeeeeeeee oo e e oot
523 Business Partner Satisfiability ..
53 Choice of Fuzzy Logic for Reputation, Credibility and Trustworthiness Assessment ................. 137
5.4 Business Trustworthiness Assessment 138
5.4.1 Opinion Aggregation....
542 Trend CAlCUIQIION ..............c..ooouiiiiiiiieieeee e
5.4.3 Confidence Colenlation. . ..vscssvmsssmimmaanimm s s wosmsgmaswrsim it 145
5.4.4 Direct Trust, Reputation and Credibility Inference (DEco Arch Stage 1)...........ccccccoevvveeeeinnnne. 146
5.4.5 Trustworthiness Inference (DEco Arch Stage 2) ..............ccccocoiiiiiiiiiiiiiiiiiiiiiiiiccee 147
55 Business Partner Selection 148
3.5 Satisfiability Assessment (DEco Arch S1Age 3) ........oooovieiiiiiiiiieiiieeee e 149
5.5.2 BUSTNESS SEIOCHION ... 150
5.6 Conclusion 150
S References 151
Chapter 6 Business Interaction Review and Trust Adjustment........................... WOREO L. -
6.1 Introduction 153
6.2 Motivation 154
6.3 Fuzzy Extension of CCCI Metrics 155
6.3.1 ComMmMItMENt 10 @ CFIIEFION .........c.eiiii i 157
6.3.2 ClArity Of @ CFIEFION ..o 159
6.3.3 INfIUBREC: OF @ CPHBFION i o3 svmvsssassvoninsssonss sssvsssasssussan vonsi e sowsssssss sas vass sooss £ 555 25 88w oby S oeFasspsaTEn 160
6.4 Review of Business Transactions .. 162
6.5 Adjustment of Behavioural Trust Elements 165
6.5.1 Direct Reputation Valtie AQTUSTINENT . osssssess s worss sosnnsseomssisssn ssossssismon sassm s ssmaser s ams s 6 sssmssm sy 165
6.5.2 Adjustment of Direct Trust Value, Indirect Reputation Value and Witness Credibility Value .......... 170
6.6 Conclusion 172
6.7 References. 173
Chapter 7 Case Study............... cisisas BT iU T S e b a iR R SR o8 e TTR R TR S STTTRRALEREEE 174
7.1 Introduction 174
7.2 Case Study Context and Requirements Description 175
7.3 Business Network Architecture 176
7.4 Business Partner Selection Process Details 177
7.4.1 Step 1: Initialise Agent & Load User Preferences ................ccooiiiiiiiiiiiiiiiiiiieieeeeeece 178
7.4.2 Step 2: Find all Registered Business Domain CORNECIOFS ...............c..ccooiciiiiiiiiiiiie e 180
7.4.3 Step 3: Select most suitable Business Domains and request Business Service Provider Contact
Details [rom Business Domiainn COMMBEIOR w.ss e v ssnsssss aosssssssssss o sssss s ssse oy gs 555563 182
7.4.4 Step 4: Contact suitable BPAs or Alliances directly and request Offer ... 184
7.4.5 Step 5: Query Witness Agents for Opinions about Potential Business Partners .......................... 187
7.4.6 Step 6. Calculate Weighted Reputation Values .....................ccccoccuiiiiiiiiiiiiiiiiiiiicce 190
7.4.7 Step 7: Calculate Business Element Reputation Values, Direct Trust Value and the Credibility
Value for each Potential Business PArtner.....................cccociiiiiiiiiiiii i 192
7.4.8 Step 8: Calculate Overall Business Partner Trustworthiness and select most Satisfiable

BUSINESS PAFICE ... oo 195



7.5 Business Interaction Review 196

7.5.1 Review of BUSiness TrANSACIION .............c.ccocuiieieiiiieieieeieee e 197
7.5.2 Adjustment of Direct Trust Value, Indirect Reputation Value and Witness Credibility value............ 199
7.6 Conclusion 201
7.7 References 202
Chapter 8 Validation and Verification of Empirical Results............... . 204
8.1 Introduction 204
8.2 Experimentation Methodology and Evaluation Criteria 205
8.2.1 General Evaluation CFIIEFIA ..............c.cccoueiiieiiiii e 206
822 EXPerimentation PHIRCIDIES ... ...vsoessvcrsorssseiss osiossnosss wimss st s45e5ss5mmauss s sses s sis s oness sousensmss pesossusnes 208
823 Issues in Experimenting with Behavioural Trust Models ......................cccccccccooiiiiiiiiiiiiiiiiic 210
8.2.4 Complexity of Comparative EXPeFrimENLS .............c.coocuieuiiuiiiiiiiaiiiiie e 211
8.3 Experimental Setup 212
8.3.1 Technical Simulation ENVIFORMENLS..............cccccuoiiiiiiiiiiiiiiieeieee e 213
832 Simulation Environment Parameters ....................ooccceviiiiiiiiiiceeniiiiiieiieeeeienieeie s 213
8.3.3 Configuration of Average-based Models to Support Comparison and Analysis in the
F a1 T P RARRHEE SRR 217
834 Validity and Reproducibility of the EXperiments................ccccccccoiiiiiiiiiiiiiiiiieeee 218
8.4 Observations for Individual Business Partner Types 219
84.1 Static Business Partner Behaviour CORfIgQUrQLIONS ...............ccccccocuiiiiieiiiiiiiiiiiiiiiieeeee e 220
8401 HonespBuSinesSiParmer TYDe . cmssisassssmsoSdmsmonss daonTalViaond el oo Ty B T0 Vs T PR o 220
84.1.2 Cheating Business Partner TYPE. . .- wsswswisssecs ssnssmnessssss ioas i st s ss 5t 50005 0 ST N AN o8 SRR G ARV E a3
84.2 Dynamic Business Partner Behaviour Configurations..
84.2.1  Rardom:-Business Partier: TYDe. ..cussuemmmnsrssionsgomise s esosmnteverosesestsdieitosdsbiods ddoedoady S lona oscsies
8422 Alternating Business PArNer TYDE......uwws-suswsncsrssinsssnssressss siovssassmibscosns s sss5sssaosus s 5o a5 05 4 0o 450 o3ianssstonssssrs
8.4.2.3  Cyclic Cheating Business Partner Type ......
84.3 Reputation and Credibility ASSESSIMENT ..................ccooiiiiiiiiiii i
8.5 Observations for Trustworthiness and Satisfiability Measures 234
8.5.1 DEco Arch Stage .2 TruStWortRINess VAIIE . s susrspscissens omsnssssipsmsmnions sopsisnssss siaswn ssmss s s s’ 234
8.5.2 DEco Arch Stage 3 Satisfiability Value.......................cccccociiiiiiiiiiiiiiiiiiic e 2238
8.6 Other Considerations = 242
8.6.1 Statistical Validation of DEco Arch Trustworthiness Assessment Criteria.......................ccccoco.... 242
8.6.2 Risk Settings in Fuzzy Logic CORIFOIIErS..................cc.cciiiiiiiiiiii e 246
8.6.3 Resource Efficiency of the DEco Arch framework .................cccccooiiiiiiiiiiiiiiiiiiiieceee 248
8.7 Revisit of Evaluation Criteria 251
8.8 Conclusion SR TSR SIS SR BRSSO 253
8.9 References 254
Chapter 9 Conclusion and Future Work ........................ e SR R Y 257
9.1 Introduction 257
9.2 Recapitulation of Research Contributions to the State of the Art... 258
9.2.1 Architecture that supports Autonomous Formation of an e-Business Ecosystem 258
9.2.2 Methodology for Business Partner Assessment and Selection ............................. 259
9.2.3 Methodology for Business Interaction Review and Adjustment of Behavioural Trust Elements ....... 261
9.24 Case Study and EMPIPICAL RESTS cxv s onomsavssivs sovss sammvsisisssongns s srins i 5o 88855555 05658 565 S35 i S e s 261

9.3 Future Work and Research Directions T R T T T T 262




9.3.1 Ontological Representation of Behavioural Trust Concepts in Digital Business Ecosystems........... 263

9.3.2 Integration of Ontology Matchmaking Methodology into DEco Arch Service Discovery Model...... 263

9.3.3 Integration of the DEco Arch E-Business Framework into a Large Field Study............................... 263

9.3.4 Fine-tuning and Auto Adjustment of Fuzzy Rule Bases..............coccceoveevenerieneinvenienuesnsicnsineenenns 264

9.35 Reducing Bootstrapping Times for Business Partners entering the DEco Arch framework.............. 264

9.3.6 Extension and Integration of Business Choreography (WS-CDL) into Field Study Environment.....265

9.4 References 265
Appendix A Introduction to Fuzzy LOgic .........cuueeeeunenens SUESUPRTIRITR—— ¢ §
A.1 Fuzzy Set Theory 267
A.2 Fuzzy Rule Bases 269
A.3 Fuzzy Inference Methodologies 271
A.4 Fuzzy Expert System Example 272
A.5 References 274
Appendix B Fuzzy Inference Engines............. ceveesasessssenenens PSSP ., |
B.1 DEco Arch Stage 1 FLC Controller Configuration 275
B.2 DEco Arch Stage 2 FLC Controller Configuration 277
B.3 DEco Arch Stage 3 FLC Controller Configuration 279



Figures

Figure 1.1 — Adoption ladder of ICT fOr BUSINESS......coviiiiieiieiiieiee ettt e 6
Figure 1.2 — Roles in the elementary SOA ..ot 8
Figure 2.1 — DeCiSIon TTEE [90] ... uiiiiiiiee ettt ettt 48
Figure 3.1 — A Systems Development Research approach (adapted from [27]) ......cccooeiiiiiiiiiiiiiiecs 90
Figiire 4.1 —=Exaniple of theDEco Areh framEWOTK: . :sssmsrsssnsssmimonmsssssssessisosssassass sl st consrs s 100
Figure 4.2 =Layered view of the DECo APEH STAMEWOLK wcxcosseomsesssssnsssovsssmunssymssssmansssvessss fasssassssssmimss sssnss s ss ssgsssssiss 102

Figure 4.3 — Integration of JXTA virtual network layer and DEco Arch business network layer with information data
SOUTCES (DHT) TAYET .ot e e et s st s e e e e eeneeeaeebe et eteenne e 104

Figure 4.4 — Business partner selection and review in the DEco Arch framework from a service consumer perspective

.................................................................................................................................................................................... 106
Figure 4.5 - DEco Arch interaction SEQUENCE OVEIVIEW ........c.iiuiriiiieuriieriiesteste et eueeseeteeteteeteieeeeeaeeaeese e eaeeeeeae e eaeeas 109
Figure 5.1 — Business partner assessment and its influencing factors..............coooeiiiiiiiiiiicicci e 131
Figure 5.2 = Influenicing Factors for the Trust CONCEPL. corwsemsssusmmmmsmmscssmssssssamanssassvasremsssasssss ssvsssssssss sassassasssaswssss 133
Figure 5.3 — Direct reputation and its iInfluencing factors..........coooiiiiiiiiiii e 134
Figure 5.4 — Indirect reputation and its influencing faCtors ..........ocoiiiiiiiiiiiie e 135
Figure 5.5 — Satisfiability and its influencing factors ............ooiiiiiiiiiiii e 137

Figure 5.6 — Example fuzzy sets for trustworthiness, reputation or credibility values using triangular fuzzy

MEMBEISNID TN CHONS 0 uss e sosapssmssnsss camssenssiensnimss o sasmmie s 1T 5 5 5o S T s S S S TR eSS RS 8 141
Figure 5.7 — Influence of @-denominator for rate of decay of opinions Over time............ccooveeiiiiiiiiiiiiiiccee 142
Figure 5.8 — Example fuzzy sets for trend value using triangular fuzzy membership functions............................... 144
Figure 5.9 - Example fuzzy sets for confidence value using triangular fuzzy membership functions....................... 145
Figure 5.10 — DEco Arch (stage 1) reputation fuzzy inference module for business partner element ........................ 146
Figure 5.11 — DEco Arch (stage 2) business partner trustworthiness evaluation model ............c..c..cooiin. 148

Figure 5.12 — Example fuzzy sets for service suitability and service cost factors using triangular fuzzy membership

ST GRTOTNS) s om0 01 A 0 5 S A S35 S A s 149
Figure 5.13 — DEco Arch (stage 3) Business Partner Satisfiability Fuzzy Inference ... 150
Figure 6.1 — Business partner asseSSment CYCIE...........cuiiiiiiiiiii e 154
Figure 6.2 — Fuzzy membership functions for commitment variable................cooooiiiiiii e 159
Figure 6.3 — Fuzzy membership functions for the clarity variable.................oooii 160
Figure 6.4 — Fuzzy membership functions for the influence variable ... 161
Figure 6.5 — Fuzzy membership functions for the output “service quality” variable...............cocooiiiiiii 162
Figure 6.6 - Fuzzy QoS calculation system archit@Cture ............ocooiiiiiiiiiiiiiii e 164
Figure 6.7 — Functions for credibility increase, credibility decrease assuming minimal opinion fluctuation ............. 169
Figure 6.8 — Direct reputation assessment & reVieW CYCIe ..o 170
Figure 6.9 — Complete trust, reputation and credibility assessment & review cycle ... 172

Figure 7.1 — Business Domains & Business Alliances applicable to case study...........cooooiviiiiiiiiiiiii 177



Figure 7.2 — Agent Task Configuration in the DEco Arch application ...........coceevivcierinnencinirninieeensenenreseessessnenes 178
Figure 7.3 —Risk configuration inthe DEco Arch applCAtiON .. ..o ssmmsscssmmus sessemmmsssnissssseriarnersarossessrosinsnssssarsrssassansass 179
Figure 7.4~ Fuzzy tule base editor in:the DEco Arch applioation......cmus sosetasesssssssss sossibspsssisnississsinssibrrsstssvasess 180

Figure 7.5 — Extract from the DEco Arch stage 1 fuzzy inference process for reputation assessment of service

DUSINESS PATtNET CIEMEIIT......o.eiiiiiiiiit ettt e 194
Figure 7.6 — Business review undertaken by the agent owner after the completion of the business interaction......... 198
Figure 8.1 — Simulation Setting Dialogue of the DEco Areh testbed.........cvcuimmmmsinssimsismomssmsassesimsesisnsvessss 215
Figure 8.2 — Simulation results in the DEco Arch testbed application........c.ccccuuiecrsuesinscrsissnsuesmsissesessmossessessissssnsanes 217
Figure 8.3 — Direct trust value modelling of VeryGood (honest) potential business partner at cold start................... 221
Figure 8.4 — Direct trust value modelling of VeryGood (honest) potential business partner ..............c.ccccceceeverevenennns 222
Figure 8.5 — Direct trust value modelling of VeryBad (cheating) potential business partner ...........c.ccccccceeeieenennns 224
Figure 8.6 — Direct trust value modelling of Neutral potential business partner................cccccooiiiiiiiiniiininicnes 226

Figure 8.7 — Direct trust value modelling of Neutral potential business partner with periods of consistent behaviour

DATETTIS . e s 2 s wmmswomn e o mE S vas oo e SRS RS o P S e A e o v i b S eSS S e P Ao eSS RS SRR RN SRR 227

Figure 8.8 — Direct trust value modelling of potential business partner which alternates behaviour from VeryGood to

VeryBad at NATETIING «.ucveescimssssunsesssonasasmsvsssmssssans smessss s oissssnss s s 54 smessunssins ssisssonss g ss S aiiss s sousab s nonvsss aesns 229

Figure 8.9 — Direct trust value modelling of potential business partner which alternates its behaviour with a

PIODADIIIEY OF 0.1 .ottt ettt e eh et e eae e e e 231

Figure 8.10 — Direct trust value modelling of potential business partner which alternates its behaviour with a

prObability OFf 0iDS cvvisucsssssssumssmss mssmsasionsmmsmmussnsmmousossnivns susssasive s hmspbngsssssussooness oviotens 56 a shussr vsth sosuses Son seipaat desioss 232
Figure 8.11 — Direct Reputation Value Assessment for Alternating Business Partner Type ... 233

Figure 8.12 — Business Partner Trustworthiness Assessment for 6 Potential Business Partners with Different

Behaviour Patterns and Different HiStoric ReCOTAS ... ..o e 237

Figure 8.13 — Business Partner Trustworthiness Assessment for 7 Potential Business Partners with Different

Behaviour Patterns and Similar HiStoric RECOTAS. .. .. ... e eee e e e 238

Figure 8.14 — Business Partner Satisfiability Assessment for 6 Potential Business Partners with Different Behaviour

Patterns and HiStOriC RECOTAS .. ...o.ooiiiiiiiec ettt e 239
Figure 8.15 — Fuzzy Rule Base Surface Visualisation (DEco Arch stage 3 medium risk configuration).................... 240

Figure 8.16 — Business Partner Satisfiability Assessment for 7 Potential Business Partners with Different Behaviour

Rattemis and Sitnilar Histori G RECOTAS s s snsamsmonssssssmms st os it sibnivssns s i aiession st donssis 241
Figure 8.17 — Trustworthiness Assessment Error Rates of DEco Arch Stage 2 Input Parameters.............................. 244
Figure 8.18 — Impact of Different Risk Configurations for DEco Arch Business Partner Assessment Modules........ 248

Figure 8.19 — Execution Time Comparison of MA and TSK-type FIS for small rulebases [3 rules] (left) and large

rulebases [30 Tales]i(Fight) [28 ] . .. cousesmmsmmnemsnnspis o asassns sumesssmnmsnmsssssponsesuiesssmnessaninns s ks onssmepastis issesoatavamsissoFagmassy 250
Figure A.1 — Classical (two-valued) sets vs. fuzzy (multi-valued) SEts .........ccocevuirieenninseniinennecccec e, 268
Figire A.2 — Fuzzification-of an input temMperatireiof B0%C o s souss omsasssus s s sopsussns assns spmaramssssnssses ssasprnsmiamssuss 269
Figure A.3 — Representation of @ Fuzzy Rule ... 269
Figure A.4 - Fuzzy inference system example for simple weather model.................... 273

X1



Tables

Table 4.1 — Aggregated reputation votes for a business domain with 6 BPAs (including 1 BDCA) ..........ccccocceea. 117
Table 4.2 — Business domain membership criteria and BDCA selection............ccocoooiiiiiiiiiiiiiececcccceccece 117
Table 5.1 — Semantic and Numeric Representations of Trustworthiness, Reputation & Credibility Values .............. 140
Table 5.2 — Semantic and Numeric Representations of Trend Measure ..........c.ccecceueeiieiiiiicniinieneccccceeccennes 144
Table 5.3 — Semantic and Numeric Representations of Confidence Measure..........ccc.oeoveovivieienincnieniiecceceee 145

Table 6.1 — Quality criteria as defined by the trusting agent in the ‘Internet solutions’ business domain and context

Table 6.3 — Semantics, description & value ranges of the commitment Criterion ............ococceveiviniiciniciciececeeenes 158
Table 6.4 — Semantics, description & value ranges of the clarity Criterion..........cocceeeerieiincriininiceiceieeeieee e 159
Table 6.5 — Semantics, description & value ranges of the influence Criterion ............coceeoeviiiiiiiniiiiiiinicececee 161

Table 6.6 — Example service criteria, expected behaviour, influence metrics, and responsibilities specified in the

SEIVIEE CONATHS . Bt B emrsssn s lbussee TS Bonss T r WS Thsme Tl I T ST 0 165
Table 6.7 — Example criteria used during review process during or after the business interaction..................c.......... 166
Table 7.1 — Initial Travel REQUITEIMENTS ........coiiiiiiiii ettt et 176
Table 7.2 — Business domaitl diSCOVETTTESUIS «ovcrioivmmmsurmsmsmsinrskesmssmsmssvns sossisnissssismsss o Soalasgereite it bimsnits bopeons 182
Table 7.3 — Business domain SUitability VAIIES wuoi s icomessarssnmmssmnsssssssssussssssvssves sevsasisss sssseseivssssvssns sas sssse sas spmsssasmesuos 183
Table 7.4 — Service attributes and suitability of potential business partners. ..............cccccooeeiiiiiiiiiciciieeeeee 184
Table 7.5 — Business offers collected from BPA (uuid _S596[..])...occooiiiiiiii e 186
Table 7.6 — Business offers collected from other BPAS ... 187
Table 7.7 — Example reputation value table for one potential business partner ..............cccccceovieieiiniciiieicncnecns 190
Table 7.8 - Reputation values, direct trust value and credibility value for a potential business partner..................... 195
Table 7.9 — Trustworthiness values for 3 potential business Partners....c..eumsimmimimoimiommmarsmassiasesrssessssssaesssssses 195
Table 7.10 — Satisfiability values for 3 potential business partners ..............c.cccocioiiiiiiiiiiiee 196
Table 7.11 — Service quality values for all business partner elements after review ... 199
Table 7.12 — Value change decision based on the revView OUtCOME .........ccoviviiiiiiiiiiiiicccceee e 200

Table 8.1 — Relevant simulation model parameters for static behaviour observations for honest (VeryGood) agent

confipuration; At ColA STATE .o s immmme sttt n s masrds v s v rfe sssonsvionh o TEase s i s mins s wm Thsen s s b on s 220

Table 8.2 — Relevant simulation model parameters for static behaviour observations for cheating (VeryBad) agent

CONTIBUTATION. «.csessme e smisonemsams st soss et vo b s aamsnas sssse asmasiusssbesrssy sl s siouss ss et Sode ok 505 o B UbTbEeb e USRS TS U e sen G e 223
Table 8.3 — Relevant simulation model parameters for behaviour observations for random agent configuration ......225
Table 8.4 — Relevant simulation model parameters for alternating behaviour observations..................ccccoooiie 228

Table 8.5 -~ Relevant simulation model parameters for behaviour observations for cyclic cheating business partner

O D T LTI, o cirnspamsismsiowsisos st o e S P A A S A8 RS TEl 230

Table 8.6 — Simulation model parameters for DEco Arch stage 2 trustworthiness experiment with 6 potential business

D AT TN CTIS s S0t cme oo s B onpinsis it siiesbomm oo S vy BT D T TV L ST e e 235



Table 8.7 — Relevant simulation model parameters for DEco Arch Trustworthiness Assessment Criteria Comparison

.................................................................................................................................................................................... 243
Table 8.8 — Critical ValUes fOr £ ......c.ccoerreesimivamecasesiessmsionasesssssassssosussssessossssssssssassssssssesssnsesosssassasssrssossssasssssbarsessess 245
Table 8.9 — Statistical Data for Trustworthiness Assessment INPUts ...........c.cooooiiiiiiiiiii e 245
Table 8.10 — t-scores and Statistic Significance Tests for Hy(1), Ho(2) and Ho(2)...ccveovrciiiiiiiiiiiiccceece 246
Table 8.11 — Risk Configuration Impact EXperiment SEttNES.........coceoiruiriiriiiiiieiieecieee et 247
Table 8.12 — Business Transaction Assessment Execution Time COmPariSon .........cccoeceeieiereenicnieeiiieieeececeeenen 249

Xiil



Listings

Listing 2, I —Saniple RDF response-10.Must QUELY [48] usassummrmmymineesssnthssismsssysommssnssn fisssgsonmssihibssisssnss 35
Listing 4.1 — Simple Attribute Matching AIZOrithm ..........ooiiiiiiii e 113
Listing 4.2 — Extract from WS-CDL DOCUMENL .........ccuiiiiiiiiiiiiiis e 119
Listing 5.1 — DHT response to gez request by SCA ... 139
Listing 7.1 — DEco Arch JXTA peer group advertiSeImMENt ...........c.cueiiuiiiiiiiiieieieieiiieeeie e 181
Listing 7.2 —Contact detail TEGUESE .....cocrueremiurienrecssisocsmiimisiesnsmsesaemsusssssssnsasssissssesessessssssosss ssssmsrosssasssrsns saossossassssss 183
Listing 7.3 = Contact detail TESPONSE sucicscorsmsssssussmsasssresnsssossinsssssssussnsnssssssss oo ssassass o5 aessasass s shisasss S sissns sos mussases s 184
Listing 7.4~ 0ffer tEQUEst. nuunsmabammmnemmmmb oo St S ens S 185
Listing 7.5 = Binding Offer RESPONSE: :vcusuomussisssessssssvossssrsssamssorssesiassssssssssssss s s ssssas s veis oy ssa8556ms s 553585503 865 soosnse 185
Listing 7.6 — DHT “put’ witness Opinion SUDIMISSION ......c.coueuiiiiiiiiiie it ettt 188
Listing 7.7 — DHT get response fOr WItness OPINMION . .......c.oiutiiiiriiiai e cete ettt ettt ettt 189
Listing B.1 -~ DEco Arch Stage 1 FLC Controller COnfiguration .............cccocuiiiiiiiiiioiieiie e 276
Listing B.2 — DEco Arch Stage 2 FLC Controller Configuration ...............cccoiiiiiiiiiii i 278

Listing B.3 — DEco Arch Stage 3 FLC Controller Configuration ............c.ccccoiiiiiiiiiiiiiieceeee e 280



Abstract

As e-Business has moved from a niche market to a decisive contributor for the success of
most companies, some issues need to be solved in order to assist the continued success of e-
Business. The challenge, to deploy fully autonomous business service agents which
undertake transactions on behalf of their owners, often fails due to lack of trust in the agent
and its decisions. Four aspects can overcome this challenge. Firstly, intelligent agents need
to be equipped with self-adjusting reputation, trustworthiness and credibility evaluation
mechanisms to assess the trustworthiness of potential counterparts prior to a business
transaction. Secondly, such evaluation mechanisms must be transparent and easy to
comprehend so agent owners develop trust in their agents’ decisions. Thirdly, the
calculations of an agent must be highly customisable so that the agent owner can apply his
personal experiences and security requirements to govern the decision making process of
the intelligent agent. And finally, agents must communicate via standardised and open
protocols in order to facilitate interaction between services deployed across different
architectures and technologies. This thesis proposes the DEco Arch framework which
integrates behavioural trust element relationships into various decision making processes
found in e-Business ecosystems. We apply fuzzy-logic based soft computing techniques to
increase user confidence and therefore enhance the adoption of the proposed assessment
and review methodologies. A proof-of-concept implementation of the DEco Arch
framework has been developed to showcase the proposed concepts in a case study and to
conduct empirical experiments to evaluate the robustness and practicability of the proposed

methodologies.

XV



List of Publications

(1]

[3]

[4]

(7]

[9]

Schmidt, S., Steele, R. & Dillon, T., “Fuzzy Service Selection and Interaction Review
in Distributed Electronic Markets”, 4th International Conference on Trust, Privacy &
Security in Digital Business, Regensburg, Germany, 2007, pp. 237-245.

Schmidt, S., Dillon, T., Steele, R. & Chang, E., “Trust and Reputation Ontologies for
Electronic Business™, 9th International Conference on Enterprise Information Systems,
Funchal, Madeira - Portugal, 2007, pp. 215-223.

Schmidt, S., Chang, E., Dillon, T. & Steele, R., “Fuzzy Decision Support for Service
Selection in E-Business Environments”, in [EEE Symposium on Computational
Intelligence in Multi-Criteria Decision-Making Honolulu, USA, 2007, pp. 374-381.

Schmidt, S., Steele, R. & Dillon, “DEco Arch: Trust and Reputation Aware Service
Brokering in Digital Ecosystems”, in [EEE International Conference on Digital
Ecosystems and Technologies Cairns, Australia, 2007, pp. 285-291.

Schmidt, S., Steele, R., Dillon, T. “Fuzzy Trust Evaluation and Credibility
Development in Multi-Agent Systems”, Applied Soft Computing, vol. 7, pp. 492-505,
2006.

Schmidt, S., Steele, R. & Dillon, “Towards Usage Policies for Fuzzy Inference
Methodologies for Trust and QoS Assessment”, in International Conference on
Computational Intelligence Dortmund, Germany, 2006, pp. 263-274.

Schmidt, S., Steele, R., Dillon, T. & Chang, E., “Fuzzy Service Quality Review in
Service Oriented Architectures”, in /EEE International Conference on Fuzzy Systems
Vancouver, Canada, 2006, pp. 2247-2254.

Schmidt, S., Steele, R., Dillon, T. & Chang, E. 2005b, “Building a Fuzzy Trust
Network in Unsupervised Multi-agent Environments”, in International Workshop on
Web Semantics Agia Napa, Cyprus, 2005, pp. 816-825.

Schmidt, S., Stecle, R., Dillon, T. & Chang, E. 2005a, “Applying a Fuzzy Trust Model
to E-Commerce Systems”, in Joint Conference on Artificial Intelligence Sydney,
Australia, 2005, pp. 318-329.



	Title Page
	Acknowledgements
	Contents
	Figures
	Tables
	Listings
	Abstract
	List of Publications



