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Abstract

Wireless Sensor Networks (WSNs) consist of miniature sensor nodes deployed to
gather vital information about an area of interest. The ability of these networks to mon-
itor remote and hostile locations has attracted a significant amount of research over the
past decade. As a result of this research, WSNs have found their presence in a variety of
applications such as industrial automation, habitat monitoring, healthcare, military surveil-
lance and transportation. These networks have the ability to operate in human-inaccessible
terrains and collect data on an unprecedented scale. However, they experience various
technical challenges at the time of deployment as well as operation. Most of these chal-
lenges emerge from the resource limitations such as battery power, storage, computation,

and transmission range, imposed on the sensor nodes.

Energy conservation is one of the key issues requiring proper consideration. The need
for energy-efficient routing protocols to prolong the lifetime of these networks is very
much required. Moreover, the operation of sensor nodes in an intimidating environment
and the presence of error-prone communication links expose these networks to various
security breaches. As a result, any designed routing protocol need to be robust and secure

against one or more malicious attacks.

This thesis aims to provide an effective solution for minimizing the energy consump-
tion of the nodes. The energy utilization is reduced by using efficient techniques for cluster
head selection. To achieve this objective, two different cluster-based hierarchical routing
protocols are proposed. The selection of an optimal percentage of cluster heads reduces
the energy consumption, enhances the quality of delivered data and prolongs the lifetime
of a network. Apart from an optimal cluster head selection, energy consumption can also
be reduced using efficient congestion detection and mitigation schemes. We propose an
application-specific priority-based congestion control protocol for this purpose. The pro-

posed protocol integrates mobility and heterogeneity of the nodes to detect congestion. Our

XViil



proposed protocol uses a novel queue scheduling mechanism to achieve coverage fidelity,

which ensures that the extra resources consumed by distant nodes are utilized effectively.

Apart from energy conservation issue, this thesis also aims to provide a robust solution
for Sybil attack detection in WSN. In Sybil attack, one or more malicious nodes forge
multiple identities at a given time to exhaust network resources. These nodes are detected
prior to cluster formation to prevent their forged identities from participating in cluster
head selection. Only legitimate nodes are elected as cluster heads to enhance utilization
of the resources. The proposed scheme requires collaboration of any two high energy
nodes to analyse received signal strengths of neighbouring nodes. Moreover, the proposed
scheme is applied to a forest wildfire monitoring application. It is crucial to detect Sybil
attack in a wildfire monitoring application because these forged identities have the ability
to transmit high false-negative alerts to an end user. The objective of these alerts is to divert
the attention of an end user from those geographical regions which are highly vulnerable

to a wildfire.

Finally, we provide a lightweight and robust mutual authentication scheme for the real-
world objects of an Internet of Thing. The presence of miniature sensor nodes at the core of
each object literally means that lightweight, energy-efficient and highly secured schemes
need to be designed for such objects. It is a payload-based encryption approach which
uses a simple four way handshaking to verify the identities of the participating objects.
Our scheme is computationally efficient, incurs less connection overhead and safeguard

against various types of replay attacks.
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