Risk Assessment Through Big Data: An
Autonomous Fuzzy Decision Support System

Mohammad Siami, Mohsen Naderpour, Fahimeh Ramezani, Jie Lu, Fellow, IEEE

Abstract— Decision support systems (DSSs) are computer-based
systems that support managers in making operational, tactical,
and strategic decisions. DSSs have been built to assist with a wide
range of applications; however, in this paper, we are primarily
concerned with risk assessment, which helps decision-makers to
evaluate the risk of events. In recent years, advancements in big
data processing, artificial intelligence, and machine learning have
provided new opportunities for businesses to use these
technologies for risk assessment. Yet, using these techniques with
massive unlabeled data in an uncertain situation is challenging.
This paper presents an autonomous fuzzy decision support system
(AFDSS) for risk assessment that uses advanced artificial
intelligence, unsupervised learning, and fuzzy logic. The model
learns from big data characterized by uncertainty and a lack of
labels for maximum utility. In an innovative approach, fuzzy
clustering first extracts events from big data. Then, the risks
associated with those events are assessed via a fuzzy inference
system. New events are subsequently predicted based on their
similarity to previously evaluated events. Evaluations of AFDSS
with a real-world insurance dataset containing 500,000 journeys
by 2500 drivers show that the proposed model can consistently
assess risk in the big data environment. These results were drawn
from a sensitivity analysis where all input parameters were
changed using optimistic, pessimistic, and neural strategies.
Performance was good across all three categories.

Index Terms— Big data, risk assessment, decision making, fuzzy
systems

I. INTRODUCTION

Decision support systems (DSS) are computerized systems
that help decision makers find the best options from a
range of alternatives by learning and analyzing historical and
current data [1]. Multiple types of DSSs, such as model-driven,
data-driven, and knowledge-driven systems, have been widely
applied in different domains and have become more prevalent
in recent years [2]. These systems require a number of criteria,
a set of options, and a ranking methodology to sort alternatives
according to the goal of a decision-maker. Various criteria need
to be defined; experts and stakeholders need to answer related
questions; numerical values need to be processed; and one
option needs to be selected [3]. Therefore, they can be very
costly and time-consuming. However, in recent years, DSS
modeling has  changed significantly.  Technological
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improvements in  database engineering, information
technology, and the Internet of Things (IoT) have increased
data volume, variety, and velocity [4]. Further, recent
advancements in artificial intelligence and advanced analytical
techniques are providing new opportunities for decision-makers
to create unimaginable value from big data [5, 6].

Risk assessment is the process of evaluating the possibility
of dangerous events and the activities involved in them [7]. It
involves a broad range of activities to assess the probability and
severity of an accident using quantitative or qualitative
approaches [8]. Calculating risk exposure in big data with a
complicated data structure is a challenging problem requiring a
complex process. Identifying quantitative and qualitative
criteria is the primary concern for a risk assessment DSS [9].
Over the past few years, machine learning and artificial
intelligence algorithms have provided new opportunities for
business experts to automate the risk assessment process in
uncertain situations using advanced analytic techniques [10].
For example, neural networks perform outstandingly well at
health risk assessment [11]. Random forest classifiers are doing
well at financial risk assessment [12], and boosting algorithms
work efficiently for fraud risk assessment [13]. Any of these
models might be the right choice for risk assessment in a big
data environment — but only when labeled data is available.

Therefore, this study's main motivation is to build a risk
assessment framework that can handle unlabeled data
challenges in a big data environment. Labeled data is a critical
resource for any machine learning project, and a lack of labeled
data can raise many challenges for these kinds of projects. Thus,
we introduce a new autonomous fuzzy decision support system
(AFDSS) to assess risk in big data environments characterized
by uncertainty and a lack of labeling. As such, unsupervised
learning algorithms and fuzzy logic are integral to the
framework. The unsupervised algorithms handle the unlabeled
data using degrees of truth instead of crisp logic. The fuzzy
logic simulates the human mind in a complex risk decision
making problem to reduce mathematical challenges.

The paper addresses the following research questions:

1) The availability of labeled data is critical to many
machine learning algorithms, and these models typically
minimize their cost functions based on access to labeled
data. Thus, how can we build an autonomous decision
support system that learns from unlabeled big data using
advanced artificial intelligence and machine learning
algorithms to support risk assessment in complex
situations?
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2) Emerging technologies such as IoT, social media, and
sensor technologies generate a massive amount of data
with complex structures. The data generated by these
devices are noisy, inconsistent, and incomplete [14].
Therefore, how can we assess the risk of IoT generated
time-series data in uncertain situations with high
precision?

3) How can we evaluate the effectiveness of the proposed
decision support system using a case study with
appropriate measures and performance indicators?

To answer these questions, we propose a novel decision
support system that, using big data, learns to extract various
criteria for risk assessment via an unsupervised learning
algorithm. Within the framework, a fuzzy inference system
evaluates the risks, and the system’s performance is evaluated
in the context of car insurance. Therefore, the main
contributions of this paper are as follows:

e First, an autonomous fuzzy decision support system that
learns from big data is proposed. The proposed framework
has five major components: 1) data preparation; 2) risk
factor mining; 3) fuzzy risk modeling; 4) event detection;
and 5) risk calculation. Although the framework is
designed to handle risk assessment, it is still general and
can also be proposed toward other multi-criteria decision
making.

e Second, an unsupervised learning framework is proposed
to automatically extract different risk factors for decision
making. A lack of labeled data is a fundamental challenge
for all machine learning and artificial intelligence
algorithms. Thus, in this study, we deal with the current
challenges of unlabeled data in the big data domain, which
remains an open problem. The provided algorithm is a two-
step clustering algorithm incorporating a self-organizing
map (SOM) and fuzzy clustering. The SOM reduces the
complexity of the data, and the fuzzy clustering categorizes
the input dataset.

e Third, a new fuzzy decision support system is proposed to
handle uncertainty and a lack of confidence in the noisy
data. The big data generated by sensor technologies
contains noise, and analyzing them can impair analytical
results. Therefore, we use the capability of fuzzy inference
systems to decrease uncertainty and a lack of confidence in
this domain.

e Finally, we undertook a case study to demonstrate and
evaluate the proposed system in a practical sense. Using
big data collected by smartphones, we assess the risk of car
journeys for usage-based insurance, evaluating the results
using sensitivity analysis to show confidence.

The rest of this paper is organized as follows. Section II
provides a literature review. Section III presents the proposed
model. Section IV explains the risk assessment case study, and
validation results are seen in Section V. Section VI provides a
discussion, and Section VII concludes the paper and describes
future works.

II. LITERATURE REVIEW

The literature review serves as a foundational exploration of
our Autonomous Fuzzy Decision Support System (AFDSS),
providing a comprehensive overview of the methodologies and
concepts that underpin its development. It directs focus towards
pivotal components such as the self-organizing map (SOM),
which enables unsupervised learning from vast datasets while
concurrently streamlining complexity. Additionally, attention
is drawn to the significance of fuzzy C-mean clustering in
facilitating the extraction of actionable insights for risk-based
decision-making within a fuzzy framework.

A. Self-organizing map

A SOM is a colloquial unsupervised learning algorithm that
generates a map of the neurons in a neural network from input
records. It has many applications, such as vector quantization,
dimension reduction, and data visualization [15]. Decreasing
computation costs is the primary advantage of a SOM because
most clustering algorithms are based on calculating the distance
between records to categorize data in similar groups. Therefore,
clustering algorithms have very high computational costs, even
with only small volumes of data. A SOM decreases the
complexity of data by abstracting the input data to several
prototypes. Then a clustering algorithm is used to cluster the
prototypes instead of the full dataset [16].

Moreover, a SOM algorithm is not sensitive to noisy data
because each node represents a group of records; thus, noise is
less likely to affect it [17]. By contrast, detecting outliers is one
of the most significant weaknesses of a SOM. There are
generally only a few outlying data points, and SOMs have
difficulty generating a suitable prototype to represent that data
[18].

SOM algorithms map the input data into a two-dimensional
map with N nodes that is either a rectangular or hexagonal grid.
Each node has d features, which is equal to the number of input
features with a weight w; = [W;, Wiz, .., wig]T . The
algorithm is iterative. In step ¢, a data sample x(¢) is selected
randomly from the training data, and the most similar node to
x(?) is selected according to the calculated distances between
x(?) and all the nodes with the following:

¢ = argmin(dist(x(t),w;), Viin[l12,..,N] (1)
where dist(x(t), w;) is equal to the distance of the sample x(t)
with the i-th node.

Then, the winning neuron updates both itself and its
neighboring neurons using the following rule:
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where N, is the winning neuron’s neighbors, and y(t) is the
learning rate, which reduces in each iteration (t) according to the
following equation:

y(8) = vo.exp (—a-f) ©)

Here, y, is the initial learning rate, « is the exponential decaying
constant, and 7 is the maximum number of iterations. hy(t) is a



neighborhood kernel function that indicates the distance of the k™
neuron to the winning neuron c, as calculated by:

[(xk—xc)2+(J/k_J’c)2]) (4)

hie = exp (_ 2(60)?)

where g (t) is equal to the width of the neighborhood function.
This decreases in each iteration ¢ by

o (t) = vo.exp (—-.log (a0) ) ®)

where g, is the initial width [19].

B. Fuzzy C-means (FCM) clustering

Fuzzy and k-means clustering algorithms are very similar
and have shown outstanding performance at pattern
recognition. K-means clustering provides a discrete clustering
result, which means each member is part of only one cluster.
Conversely, fuzzy clustering offers more information than k-
means by providing a range score between zero and one, which
is the similarity between members and clusters [20]. This
characteristic is very useful for recognizing patterns in driving
styles. Interestingly, most driving behaviors are similar, making
it hard for transportation experts to easily specify a discrete
cluster for each driving behavior. However, using fuzzy
clustering for pattern recognition can detect unique and
particular driving styles, as follows.

Let X = {X,,X,,...,X,} and be a multi-dimensional input
dataset. A fuzzy clustering process categorizes n items into ¢
clusters by developing an optimization process with the
following objective function [21]:

JEMWV) = S Sl —vlll  ©

where u; | is a membership function, Vj=1,..,n, and
fz1u;j = 1.V = {vy,v,, ..., v} and represents the center of
the clusters. m is a fuzzy factor that should be > 1 (usually m

is set to 2). FCM uses the following optimization steps to reach
the optimal situation:

UCD = grgmin ],(,fCM){U, v} @)
et = argmin],(,fCM){U(t“), v} (8)

where ¢ represents the number of iteration steps. V(® and U©®
are initiated randomly, and their values are updated through the
optimization procedure. The following equations calculate the
membership function values and the vector of the cluster

centers:
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C. Fuzzy sets and fuzzy logic systems

Fuzzy set theory was first introduced by Zadeh [22]. He
proposed this logic to simulate uncertain situations in the

human brain by using a membership function between zero and
one. The significant difference between fuzzy logic and crisp
concepts is the Boolean concept that a particular object may or
may not have a specific value. But, in fuzzy logic, a particular
value is given a range from 0 to 1. This membership function
helps experts to define linguistic variables for the inputs and
outputs of their systems.
Definition 1. Fuzzy set [23]: A is a fuzzy set and represents a
universal set X by a membership function. V x € X, u,(x) €
[0,1],i.e uy(x): X - [0,1].
Definition 2. A-cut [23]: The a-cut or a-level set of the fuzzy
set A is the crisp set A, defined by:
Ay = {xeX |ua(x) = a}

Definition 3. Fuzzy number [23]: A fuzzy set A in R satisfies
the following conditions:

e Aisnormal,

* A,isaclosed interval for every a € (0,1],

e The support of A is bounded.

Definition 4. Fuzzy logic system (FLS) [24]: A simple fuzzy
logic system consists of three phases: 1) fuzzification; 2) a
fuzzy interface engine; and 3) defuzzification. The first step
transforms crisp inputs and variables into fuzzy sets. Then, a
fuzzy interface engine defines the relationship between fuzzy
input and output variables and, finally, the fuzzy output variable
is transformed into a crisp output through defuzzification.

D. Data-Driven Decision Support Systems

Lu et al. [1] categorized DSSs into two main categories:
traditional decision support systems, and data-driven decision
support systems. Within both these categories, we have multi-
criteria decision-making (MCDM), which is one of the first
model-driven DSS. In MCDMs, various decision-making
techniques are used to find the best option for solving a
problem, such as simple linear weighing, TOPSIS (the
technique for order of preference by similarity to ideal
solution), analytic hierarchy processes (AHPs), and so on [25,
26]. Moreover, fuzzy versions of these techniques have been
used to model uncertainty in complex situations [27, 28]. For
instance, Seiti et al. [29] proposed a risk-based fuzzy DSS that
involves a fuzzy MCDM approach to assess the failure of
components and equipment. The fuzzy approach was chosen
due to a lack of available information to apply quantitative
models. They used fuzzy numbers to explain reliability,
associated risks, and error for analyzing metrics. They
evaluated the effectiveness of the proposed method across
different scenarios in a steel plant case study, and the results
gave flexibility and confidence for decision-makers to handle
risks in uncertain situations. In another study proposed by Zhu
et al. [30], uncertainty during the decision-making process was
suitably handled. They presented a fuzzy rough number for
design concept evaluation and used this concept in two
methodologies, including fuzzy AHP and fuzzy TOPSIS. The
results showed that the fuzzy rough number had outstanding
performance in group decision making. These traditional forms
of decision-making require a set of options and criteria to rank
alternatives according to the goal of a decision-maker.



Moreover, multiple criteria should be defined, experts and
stakeholders should answer the related questions, and
numerical values are processed to select or classify one choice
[3].

The second category is data-driven DSS. By integrating
diverse operational databases with data warehouse technology,
structured data has been widely used for supporting decisions
[31]. These integrated data have invaluable information about
the future to make better data-driven decisions. Further, these
data can be stored as both internal and external information
available through transactional systems or the Internet in an
integrated data warehouse, which plays a useful role in data-
driven decision making [32].

E. Fuzzy Decision Support Systems

The first time that the application of fuzzy logic and fuzzy
set theories were found in decision analysis and DSS was in the
early 1970s. [36]. Since that time, various applications of fuzzy
logic have been proposed to handle uncertain situations of
decision-making processes [34, 37, 38].

Fuzzy risk assessment is widely used to apply data-driven
DSS for risk evaluation. Namvar et al. [12] proposed a data-
driven DSS to assess the risk of lenders in financial service
companies. They proposed a machine learning framework in a
peer-to-peer lending environment. Their results show that
supervised learning machine learning models can help decision-
makers with risk assessment in banking by automatically
scoring credit risk. Another study [33], proposed an intelligent
situation awareness support system to manage abnormal
situations, including hardware failure and human mistakes.
They assessed the risk of abnormal events using Bayesian
networks and fuzzy logic in a safety-critical environment.

Recent advancements in information systems and big data on
one hand, and advancements in artificial intelligence and
machine learning algorithms, on the other hand, provide new
opportunities for decision-makers to use big-data-driven DSSs
in more innovative ways [35]. Sensor data is noisy and
providing analytical results from these data might be faulty or
uncertain. Therefore, we used fuzzy logic to reduce the impact
of these noisy data in big data environments. Currently, most of
the studies on big data-driven DSSs that have been proposed are
based on the capabilities of the supervised learning algorithms
and labeled data [39], but labeled data is not always easily
accessible in the real-world. Moreover, according to a study by
Lu et al. [1], using unsupervised learning techniques in a data-
driven DSS is still cause for concern. In addition, Shukla et al.
[40] advises that, although extensive research has been carried
out on big data-driven DSSs, few studies exist that apply fuzzy
logic to reduce the uncertainty in big data. To cover these gaps,
we propose an AFDSS which leverages an unsupervised
learning algorithm and fuzzy logic for risk assessment.

III. AuTOoNOMOUS Fuzzy DECISION SUPPORT SYSTEM
(AFDSS)

The risks associated with unwanted situations or events are
calculated based on probability and severity. Hence, risk
assessment can be considered a process of estimating those two

Fig 1- Autonomous Fuzzy Decision Support System (AFDSS) framework
illustrating the extraction of risk criteria from historical data and
subsequent intake of new data for risk assessment.

variables. We took those principles and developed a framework
that identifies and assesses risk. The framework has two main
components, as illustrated in Fig.1. The risk identification
component extracts the risk criteria from big data and stores
them in a knowledgebase. The risk assessment component
calculates the risk level of new data according to the similarity
between the extracted criteria and their risk level.

A. Risk Factor Identification

The workflow in this component starts with data preparation.
The risk factors and then mined and the risk levels of those
factors are then estimated.

1) Data Preparation

Data preparation is an essential step in any data mining or
knowledge discovery project. Hence, the primary goal of this
step is to clean the data and reduce its complexity. The data
generated by [oT devices have big data characteristics, i.c., they
are multi-dimensional, large-scale, and fast.

Consider a multi-dimensional data of n dimensions as D =
{D:,D,,...,D,}, where each dimension D; represents a time
series of data with similar length. Further, x € Dij , which is
equal to the j-th value of the i-th dimension. For example, we
have three dimensions in our case study. D = {V,Ax, Ay} -
velocity, x-axis acceleration, and y-axis acceleration. Each
dimension shows the value of instantaneous velocity, x-axis or
y-axis acceleration/deceleration over time t [41].

To prepare the input data for analysis, it needs to be divided
into time windows of similar length, ie., W =
(W, W,, ...,W,,}, where W, is the s-th sequence of data with a
number of values depending on the length of window. So, if we
had an input data of, say, length 4096, and the length of each
time window was equal to 128, then we would have 32 windows
in total [41].

Our data preparation algorithm comes from previous work
[42]. Designed for pattern recognition with big data of [oT -
generated data, the algorithm divides the input data into fixed-
length segments. Each window contains three-dimensional data
of a fixed length. Then a relative unconstrained least-squares
change detection method detects the events with the highest rate
of change according to three key characteristics. Once finalized,
the divided data form a dataset that can be used for the



subsequent steps.
2) Risk Factor Mining

Defining the criteria for decision-making is a critical step in
any risk identification system. A complete list of all risk and
success criteria is typically defined according to the literature
and/or expert judgments. However, this process is both costly
and time-consuming [43]. So, to remove this process, freeing
up time and financial resources, we propose a two-stage
clustering algorithm that extracts unique patterns. These unique
patterns play the role of criteria in our DSS. The model
categorizes various time windows into similar groups through a
two-stage clustering technique that involves SOM then fuzzy k-
means clustering.

o SOM

The SOM algorithm reduces the complexity of data to a
subspace with two dimensions and transforms the input data
into a map of MxN neurons. The size of the map depends on
the number of input records in the source data [44]. SOM
iteratively maps the input records to the closest neuron in the
hidden layers of the feature map. This neuron is known as the
best matching unit (BMU). Then, the weight vector of each
neuron is updated according to this change. The process is
repeated until no remarkable changes in the data are detected.
The advantage of using the SOM algorithm for clustering is that
data generated from sensors is usually large-scale and noisy. A
dimension reduction method decreases both the computational
cost and the impact of the noise [16].

o Fuzzy clustering

Real-world problems and the data that they manifest are a
little different from academic research and laboratory-
generated data. For example, one category of data generated by
IoT devices can be similar to more than one group of data. Thus,
we used fuzzy clustering to calculate one score to find the
similarity between the input data and the selected clusters [45].

Although the SOM algorithm in the first stage has reduced
the dataset into an abstract subspace, there are still too many
points to analyze directly. Thus, these abstracted subspaces
need to be further categorized into similar groups. Here, a fuzzy
clustering algorithm extracts unique patterns from them. To
cluster the abstract data X from the SOM, the objective function
as presented in Eq. (6) is used considering that the square
weighted distance is calculable by

(xiej=vig)?
Il — vill* = Z}Ll%
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where m is the fuzzification coefficient, which is greater than

1, and g; is the standard deviation of the j® feature. The input

data X has n records that need to be clustered into ¢ number of

clusters. U is the partition matrix of a size c¢xn, and V is the

center of the clusters. The algorithm is given as Algorithm 1.
The fuzzy clustering results in a partition matrix U that

indicates the coefficient of each record to the clusters. These

results are used in the risk modelling step next.

Algorithm 1: Fuzzy clustering algorithm [45]

Input: Data set X and ¢ number of clusters, & very small

threshold

Qutput: Data points with cluster label

1 Set the number of clusters as an input parameter.
2 Initialize UcXn as the partition matrix
3 Do
_ Zheaufin
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3) Fuzzy Risk Modeling

The unique patterns extracted from the data using fuzzy
clustering serve as the criteria for our DSSs. The risk factor
assessment itself is done through an FLS, which simulates
human reasoning. We chose the FLS because it can handle
uncertain and vague variables. The procedure takes the factor
probability and severity estimations into account and then
produces a risk level.

The probability of an event occurring is calculated using
predictive analysis. More specifically, the likelihood of each
event is estimated using statistical analysis based on the
frequency of previously occurring events. Conversely, the
estimated severity of each event is treated as a business
problem. Here, several domain experts should be convened to
provide estimates of these various. In our case study, we
calculated the severity of each event using previous research
conducted in the field of transportation [24, 46].

To estimate the risk factor levels, the FLS uses membership
functions. Several different membership functions might be
used to determine the fuzzy linguistic variables, such as
triangular, trapezoidal, or Gaussian. Selecting a suitable
membership function fundamentally depends on the
characteristics of the variable, the available information
available, and expert knowledge. We opted for parametric
(trapezoidal/triangular) functions, deeming these sufficient to
capture the vagueness of the variables [47]. The relations
between the input and output variables are defined using a risk
matrix based on the expert’s knowledge. Mamdani’s fuzzy
interface method [48] was used to implicate each rule and
aggregate the input variables into a risk output. As a last step,
the defuzzification process converts the set of fuzzy output risks
into one crisp variable being a risk score.

B. Risk Assessment

After finding the risk score of all extracted criteria using the
clustering algorithm, the next step is assessing each probable
event's risk. This occurs in two steps: event detection and risk
calculation.

1) Event Detection

Event detection is a component that detects the most similar
patterns in the knowledgebase. In this component, fuzzy
clustering provides a U partition matrix for all new events
according to their similarity to the previously known events. Let
U be partition matrix from fuzzy clustering:

G G G
Dy Y11t Ugj
U partition matrix = o l (11)
Di Uiy o Uy

where D; is a multidimensional data, C; represents the j-th



extracted cluster number, and w;; is the similarity score of i-th
input data to the j-th clusters. The fuzzy clustering algorithm is
responsible for providing these fuzzy scores.
2) Risk Calculation

Risk calculation is the final component in our proposed DSS.
Each group of input data contains many fixed-length windows,
so the total risk per event is calculated according to the
following equation:

RE; = Fi(B-1 Rjug; ), (i = 1,2,3,..., N,k = 1,2,...,¢) (12)

where F is the function used to calculate top k similar events,
N is the total number of events we want to calculate risks for,
and c is the total number of criteria, which were extracted using
the clustering algorithm. R is the risk score of the event and
u;; is the similarity score which is calculated by fuzzy
clustering.

The total risk score entirely depends on the risks (RE;) in all
sub-categories. Thus, the equation for determining the total risk
score is:

Total Risk Score = AF(RE;), (i = 1,2,3,...,N) (13)

where AF is the aggregation function, which could be
optimistic, pessimistic, or neutral depending on one’s business
strategy. For example, the total risk score given an optimistic
strategy might be equal to the minimum score of all events. In
a pessimistic strategy, the maximum value might be considered
as the total risk. With a neutral strategy, the average value of all
events would be regarded as the total risk score.

C. Evaluation

Evaluation is key to assessing the confidence of the proposed
DSS. We evaluated the model in this study using a sensitivity
analysis through a usage-based insurance risk assessment case
study in a big data environment. We closely monitored all used
parameters of the models and assessed their impact on the risk
score provided by our DSS.

IV. CASE STUDY

To evaluate the performance of our proposed system, we
undertook a real case study to assess the risk of drivers based
on their driving behavior. Our dataset is a large-scale collection
of data from a European insurance company that contains
driving characteristics of over 500,000 journeys from more than
2500 drivers. Traditionally, the computational cost to process
this entire dataset would be extremely high. But, according to
Dong et al. [49], each person has their own unique driving
pattern, so no new useful information would be gained by
analyzing more than a few trips per driver. Hence, we selected
the 20 longest trips per driver to include in the analysis. Thus,
the final dataset contained 50,000 journeys (20 trips x 2500
drivers). Table I provides brief details about the data used.

We implement the framework in Python 2.7 on an Intel®
Xeon® 3.01 GHz CPU, 64 GB of RAM, running a Linux
operating system. The software platform was Anaconda 2.7.
We used implemented versions of SOM [50], scikit-fuzzy, and
change detection libraries [51].

TABLE I: SELECTED DATASET

Trips Drivers J ougn'eys Traveling time (minute)
perdriver Min Average Max
50,000 2,500 20 23:21 26:13 30:00

A. Data Preparation

We divided the driving characteristics into 15-second fixed-
length time windows with a one-second sliding step because,
according to a study by Zhang et al. [52], it takes around 15
seconds to complete a single driving event. RuLSIF-based
change detection scores were then applied to remove
unnecessary from data. The change detection model gave us a
score showing the number of changes (driving maneuvers) in
each window. We assessed almost 8-million-time windows to
select the most important time frames. Following Lee and Jang
[53], we selected the 5% with the highest RuLSIF scores to
represent the most significant changes, and further selected all
windows with a change score higher than a threshold of 68.598.
Therefore 394,833 windows remained, each representing one
driving event with 15 seconds of data.

B. Risk Criteria Mining

As outlined in the framework, we used SOM and fuzzy
clustering to extract the unique driving patterns from our
dataset. In SOM, designing a map with an appropriate number
of prototypes is critical because a small n means the prototype
is very generic, and large n will generate a very detailed map.
Following Céréghino and Park [44], we defined an optimal
number of nodes as equal to 5 X v/n where n is the total
number of selected events. With 394,833 events, the optimal
number of nodes was therefore 2814. In addition, we selected a
map size of 21x134 based on the eigenvalues and eigenvectors
[16]. After reducing the complexity of data via SOM, we
clustered data points with a partitive clustering algorithm.
Finding the optimum number of clusters is crucial here. Hence,
we followed our previous study on this data to define the
optimum number of clusters [42], which was 29. Table II
summarizes the information about the extracted clusters.

Each cluster represents a group of drivers, and as discussed,
this output serves as our decision-making criteria. In other
words, understanding the risks associated with these driving
patterns provides insights into the risk attached to all drivers
with a similar driving pattern.

TABLE II- FUZZY CLUSTERING RESULT

g2 52 | 22 52 | 22 St
gz g2~ | Sz g2~ | Sz gE-
|y |y |y

17 16.493% 12 3.388% 15 1.803%
29 9.082% 18 3.101% 7 1.706%
13 6.682% 16 2.872% 1 1.629%
8 5.179% 3 2.428% 5 1.496%
2 4.955% 28 2.345% 19 1.371%
11 4.594% 22 2.200% 24 1.287%
27 4.545% 14 1.947% 4 0.978%
23 4.495% 9 1.875% 20 0.960%
6 4.369% 10 1.822% 21 0.728%
26 3.863% 25 1.808%




C. Fuzzy Risk Modelling

Once the driving patterns have been extracted, the next step
is to assess the risk. To do this, we first assessed the probability
of risk attached to each pattern cluster, then we estimated the
severity.

1) The probability estimation

From the criteria mining step, we found 29 driving patterns
in our data set. These patterns are unique, and each has a
different likelihood of occurring. The probability of each
driving pattern was therefore estimated using the following
equation:

_nE)

¢ n(Ep)
where n(E;) is equal to number of times that the i-th driving
pattern occurred, divided by the total number of driving events
in our sample space.

The results show that the scores ranged between 0.7% and
16.5%, which we normalized to a range between 0 and 1 using
a min-max transformation.

2) The severity estimation

Assessing the severity of an event depends on the situation
and is usually conducted via an investigation process with a
number of experts in risk assessment. In our case, we developed
the severity analysis using previous research conducted by
domain experts in the field of transportation [24, 46].

Most notably, we followed the research of Eboli et al. [54] to
find the severity of each driving pattern. These researchers
explored the relationship between velocity and acceleration to
distinguish dangerous driving conditions and found correlations
between dangerous driving patterns, instantaneous velocity,
and acceleration. Based on their findings, a driver’s behavior is
risky when the acceleration value is greater than the threshold
defined in the following equation:

P(E) = (14)

(15)

where |a| is the instantaneous acceleration norm, V is the value
of velocity (km/h), and g denotes gravity, which is equal to 9.18
(m/s?). According to this equation, when the value of
acceleration is more than |@|(m/s?), the driver is engaging in
risky behavior.

We used the proposed equation to find the percentage of
abnormal acceleration for each driving event. The consequence
analysis proposed by Eboli et al. [46] assessed the frequency
and severity of abnormal events. The distributon of driving
severity is skewed; thus, we used a log transformation and a
min-max transformation to standardize the average number of
dangerous events per second to a range between 0 and 1.

3) Event risk estimation

The FLS uses the membership functions represented in
Tables III-V and shown in Fig. 2. The relation between the
probability and severity variables with risk is shown in Table
VI. For example, if the probability is U and the severity is M,
then the risk is TA. Mamdani’s fuzzy inference method is used
to calculate the output risk score. Table VII describes the
functions used to obtain the fuzzy outcomes from the input
variables. Finally, the defuzzification process transforms the
fuzzy risk set into a crisp risk score.

lal = g. [0.198. (%)2 —0.592. (%)2 + 0.569]

TABLE III- PROBABILITY LINGUISTIC VARIABLES

a cut
Fuzzy set Linguistic term
Level 1 Level 0
VU Very Unlikely 0,0.1 0.3
U Unlikely 0.3 0.1,0.5
E Even 0.5 0.3,0.7
L Likely 0.7 0.5,0.9
VU Very Unlikely 0.9,1 0.7
TABLE IV SEVERITY LINGUISTIC VARIABLES
a cut
Fuzzy set Linguistic term
Level 1 Level 0
N Negligible 0,0.1 0.3
MI Minor 0.3 0.1,0.5
M Medium 0.5 0.3,0.7
MA Major 0.7 0.5,0.9
C Catastrophic 0.9,1 0.7
TABLE V- RISK LINGUISTIC VARIABLES
Fuzzy set Linguistic term o cut
Level 1 Level 0
A Acceptable 0 0.3
TA Tolerable Acceptable 0.3 0,0.6
TNA Tolerable not acceptable 0.6 0.3,0.9
NA Not Acceptable 0.9,1 0.6,0.9
Probability
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Fig 2- Fuzzy membership functions of Probability, Severity, and Risk

TABLE VI- RISK MATRIX

Severity
N MI M MA C
- VL TNA TNA NA NA NA
g L TA TNA  TNA NA NA
s E A TA TNA NA NA
§ 8] A A TA TNA NA
VU A A TA TNA  TNA




TABLE VII- MAMDANI MODEL[55]

Operation Operator Formula
Union (OR) MAX se = max (s (x), up (%))
Intersection (AND) MIN He = min (g (x), up(x))
Implication MIN He = min (s (x), up (%))
Aggregation MAX Ue = max (s (x), up (x))
Defuzzification CENTROID CoE = 7+ = L2H @2
[ (2)dz

The proposed fuzzy risk estimation model has been
developed to calculate the risk score of all driving events. In our
previous study, we analyzed all extracted events [42]. Table
VIII shows the calculated risk score for each driving category
quantitatively. The results show that Clusters 20 and 21 have
the top two dangerous driving events. Cluster 20 is a very high-
risk cluster and accounts for 0.96% of all driving events. This
cluster represents those who drive dangerously during
cornering. The other high-risk cluster is Cluster 21. This cluster
reflects the behavior of reckless drivers who drive faster than
the speed limit. At the opposite end of the spectrum, the driving
behaviors in Cluster 29 pose a low risk. The behavior clustered
in this group is changing lanes at low speed.

TABLE VIII- CALCULATED RISK SCORES

Severity
Cluster Number Probability Score Score Risk Score
1 0.19 0.75 0.600
2 0.31 0.33 0.265
3 1.00 0 0.600
4 0.28 0.83 0.666
5 0.59 0.08 0.326
6 0.46 0.08 0.180
7 0.27 0.58 0.406
8 0.43 0.17 0.277
9 0.43 0 0.110
10 0.53 0.17 0.333
11 0.42 0.42 0.455
12 0.32 0.33 0.288
13 0.24 0.5 0.300
14 0.58 0.08 0.324
15 0.09 0.42 0.286
16 0.26 0.5 0.300
17 0.54 0.17 0.351
18 0.50 0.08 0.187
19 0.31 0.58 0.415
20 0.33 1 0.857
21 0.29 0.92 0.795
22 0.52 0.08 0.259
23 0.51 0.17 0.300
24 0.38 0.42 0.408
25 0.00 0.67 0.494
26 0.14 0 0.104
27 0.33 0.17 0.197
28 0.27 0.25 0.102
29 0.21 0.67 0.483
D. New drivers risk calculation

After calculating the risk score of all extracted driving
patterns using fuzzy logic, we can calculate the risk score of
new driving events according to the provided knowledge. Table
IX shows the calculation procedure of one trip. In this table, the
columns show the list of all extracted driving behavior in our
DSS, and the rows show the list of detected driving events in
one trip. The cells show the similarity score between driving

events in the trip and the extracted driving patterns in the
knowledgebase. The trip has 31 detected events according to
the driver’s behavior. We calculated the similarity score of all
events with all risk factors which are extracted from our
knowledge base. Afterwards, the risk score of each event was
calculated according to the most similar driving behavior risk
score. In this example, we calculated the risk of each event
using Eq. 12. Finally. The risk score of the selected trip
according to the optimistic, pessimistic, and neutral strategies
are equal to 0.192, 0.646, and 0.318 respectively.

V. EVALUATION

The most important step in developing a DSS is the
validation methodology. The result of this step shows the
confidence of the proposed model and the provided results. The
proposed DSS is based on a fuzzy clustering algorithm which
extracts various criteria for decision making, and the fuzzy risk
matrix is used for risk score calculation.

We developed a sensitivity analysis for various trips with
different risk levels to validate the proposed system. The
sensitivity analysis shows how much uncertainty in the input
parameters might affect the model result. This sensitivity
analysis of these drivers, which partially validates the approach,
was undertaken with the following conditions:

e Condition 1: the top k similar driving patterns were
selected, where all possible values for k were considered.

e Condition 2: three different aggregation strategies were
defined: optimistic, pessimistic, and neutral.

We selected three trips with different risk levels and assessed
their risk with the proposed DSS, considering different
confidence parameters.

The driving behavior on our three trips shows that Trip A is
a safe trip with no dangerous events. Trip B has few unsafe
driving events, and Trip C is a very dangerous trip with
numerous high-risk events. We calculated the risk score of
these trips using all possible parameters in our DSS. Fig. 3
shows the sensitivity analysis results across the three different
strategies. The x-axis shows the number of k according to
Condition 1, and the y-axis shows the calculated risk score.

The analysis shows that the model has very stable results.
Changing the models’ parameters had no impact on
performance. In all results, safe drivers demonstrated a lower
risk score in comparison to medium and dangerous drivers
using all parameters according to Conditions 1 and 2.
Moreover, the figures show that variations decrease by
increasing the number of selected driving patterns (k), and the
model becomes more stable.

Fig. 3A shows the results for the optimistic strategy. This
strategy's range of scores is very small because it optimistically
ignores some of the high-risk events and bases its risk scores on
the minimum calculations. Notably, the optimistic strategy is
more reliable for assessing the risk of safe drivers. The
pessimistic strategy, however, shows different behavior. By
increasing the value ofk, risk score decreases, and the risk value
only becomes stable once k is reaches 9. The neutral strategy
shows different behavior again. The risk score for Trip A, the
safe trip, increases, but the score for the other two trips



decreases. The sensitivity analysis shows that changing the
model's parameters has no impact on the final results because
trip C is always dangerous, regardless of the input parameters

extraction with neural networks, random forest decision making
models, and deep learning models all give outstanding
performance in this area when labeled data is available, but,
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A- Neutral strategy
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Fig 3- Sensitivity analysis strategies

= Medium level trip ( B)

Dangerous trip ( C)

Sensitivity analysis results across three different strategies are shown into three parts. Part A shows optimistic strategy and part B and C depict pessimistic

and Neutral strategies.

for possible value of k in all strategies.

Selecting a suitable strategy with the optimum number of k
truly depends on the type of driving behavior we want to
evaluate the risk of. In this regard, a pessimistic strategy is more
applicable to dangerous drivers than an optimistic one and vice
versa. A neutral strategy would be most useful without any
predetermined ideas of the severity of the driving risk
associated with certain behaviors. The most important note in
this analysis is that AFDSS allows us to compare the risk scores
of two different types of drivers using the same strategy.

VI. DISCUSSION

The proposed DSS has superior performance in comparison
to traditional forms of DSS. They typically overlook the
relationships among the involved criteria and are not able to
identify the imprecise reasoning embedded in their criteria.
Rule-based risk assessment methods are also time-consuming
and challenging as they rely heavily on expert knowledge,
making them very subjective. AFDSS relies upon new
advancements in artificial intelligence and machine learning to
provide new opportunities for risk experts to use unsupervised
learning and automatic rule extraction algorithms to build risk
models in various domains. The availability of labeled data is a
major concern for risk modeling in a big data environment. Rule

without true labels, none are not suitable for helping risk experts
with analytics.

These weaknesses mean unsupervised learning techniques
need to be applied to risk management to understand unknown
labels in big and complex datasets. Various unsupervised
learning models have been applied for risk assessment and
anomaly detection. These models try to cluster unlabeled data
into number groups, but they cannot provide a fuzzy
membership function to cluster data. Therefore, in this study,
we clustered unlabeled data into different clusters with a fuzzy
membership function that shows the similarity of big data
patterns to all clusters. Then, we applied fuzzy logic to assess
the risk level of all extracted patterns to develop our proposed
DSS.

The proposed system can contribute to the risk assessment
industry in big data environments. However, using this model
in a practical sense would require a particular big data platform
with a cloud computing feature. Further, all the functionalities
of the proposed system would need to be accessible to
employees by implementing this framework on a distributed
computing system.

VII. CONCLUSION AND FUTURE WORKS

This paper proposes a new DSS for risk assessment in big



data environments. To support decision-makers, we applied an
autonomous artificial intelligence and machine learning
algorithm to extract decision-making criteria and risk factors
from big data. Our DSS automatically extracts patterns from big
data, the risks associated with those patterns are assessed using
a fuzzy inference system. The proposed system is evaluated via
a case study on usage-based insurance risk drawn from a
telematics-generated big dataset — namely, driver’s insurance
and driving behaviors. Our results, including a sensitivity
analysis, show that the results from the proposed DSS are
consistent across various input parameters and optimistic,
pessimistic, and neutral business strategies.

In future, we want to implement this framework for
supervised learning environments. One of the main challenges

10

of this study was lack of labeled data, which led us to provide
an unsupervised learning risk assessment method. Now that we
have labeled data, we can use these labels to build a supervised
model. Proposing a deep sequential model to predict the next
driving behavior is another research stream that needs to be
investigated. Moreover, Al and machine learning are black box
models that need explainability to be useful in business. Thus,
we also need to expend effort towards explainable Al in future
studies to turn black box models into white boxes. Last but not
least, the applications of AFDSS are not limited to insurance.
Work needs to be done to extend the framework to other
domains, such as cyber security, financial risk prediction, and
fraud detection.

TABLE IX- TRIP RISK CALCULATION PROCESS
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0.001
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