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Abstract
Given the exponential expansion of the internet, the possibilities of security attacks and cybercrimes have increased accord-
ingly. However, poorly implemented security mechanisms in the Internet of Things (IoT) devices make them susceptible to 
cyberattacks, which can directly affect users. IoT forensics is thus needed to investigate and mitigate such attacks. While many 
works have examined IoT applications and challenges, only a few have focused on both the forensic and security issues in IoT. 
Therefore, this paper reviews forensic and security issues associated with IoT in different fields. Prospects and challenges in 
IoT research and development are also highlighted. As the literature demonstrates, most IoT devices are vulnerable to attacks 
due to a lack of standardized security measures. Unauthorized users could get access, compromise data, and even benefit 
from control of critical infrastructure. To fulfill the security-conscious needs of consumers, IoT can be used to develop a 
smart home system by designing the security-conscious needs of consumers; IoT can be used to create a smart home system 
by designing an IoT can be used to develop a smart home system by designing a FLIP-based system that is highly scalable 
and adaptable. A blockchain-based authentication mechanism with a multi-chain structure can provide additional security 
protection between different trust domains. Deep learning can be utilized to develop a network forensics framework with a 
high-performing system for detecting and tracking cyberattack incidents. Moreover, researchers should consider limiting the 
amount of data created and delivered when using big data to develop IoT-based smart systems. The findings of this review 
will stimulate academics to seek potential solutions for the identified issues, thereby advancing the IoT field.
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GA	� Genetic algorithms
CPU	� Central processing unit
GPU	� Graphics processing unit
DRL	� Deep reinforcement learning
D3QN	� Dueling double deep Q-Network
ML	� Machine learning
LC	� Lossless compression
TPU	� Time processing unit
MAC	� Multi-agent collaboration
AP	� Adversarial perturbations
PFTE	� Permanent faults and timing errors
BOC	� Beyond orion compression

1  Introduction

The Internet of Things (IoT) is the interconnection of com-
putational devices and physical objects with unique identi-
fiers, sensors, and the ability to process and share data. The 
Internet of Things is revolutionizing the way we interact 
with technology by seamlessly connecting devices, sensors, 
and systems to the internet, enabling them to communicate 
and exchange data in real time [1, 2]. It is thought to be 
one of the most groundbreaking technological developments 
of recent times [3]. This technological innovation has pro-
foundly impacted various domains, including healthcare, 
agriculture, transportation, manufacturing, and smart homes 
[4–7]. IoT has also improved many daily life activities, such 
as introducing the production and consumption of data and 
online smart services [8–10]. Through the IoT, common 
devices, processes, and exchanges of information can all 
be upgraded to higher levels of sophistication and useful-
ness [11]. The IoT is equipped and able to pursue new and 
novel purposes, such as surveying, handling, and automating 
activities carried out by humans, because it employs cloud 
computing to merge previous services employed in apps for 
service-based works [12]. Users also get an opportunity to 
make the best choices based on their desires in accessing, 
handling, and surveying cloud-based resources [13]. How-
ever, not all IoT systems rely on the cloud, as some work 
within private networks. IoT also comes with several secu-
rity issues due to the placement and distribution of nodes, 
and the nature of data comprised and shared over the IoT 
network makes it a security concern. With the rapid adoption 
of IoT devices across various domains, the interplay between 
security challenges and forensic analysis has become more 
critical than ever. Modern IoT ecosystems often operate 
within diverse environments, requiring solutions that cater 
to their heterogeneity, scalability, and dynamic nature [14, 
15]. While reviewing the applications of IoT in industrial 
management, Mu et al. [2] discuss several security issues 
regarding data integrity, cyber threats, and the heterogene-
ity of IoT devices. Conti et al. [16] briefly reviewed some 

existing security threats that come with the IoT framework. 
The authors discussed authentication, which is the addition 
of different contextual IoT devices and authenticating the 
routes and source of data. They also described authoriza-
tion and access control, specifying rights to access differ-
ent resources using only authorized devices [17, 18]. As 
reported in this paper, certain sensitive information in IoT 
can affect the security of user privacy and the efficiency of 
IoT nodes in compiling data while ensuring privacy in case 
of user, content, and context. IoT architecture should also 
address issues and challenges when IoT devices are imple-
mented over Software Defined Networks (SDN) and cloud 
environments [16].

Xiao et  al. [19] introduced a blockchain-based digi-
tal forensic framework to address challenges in evidence 
collection and responsibility determination for industrial 
safety accidents involving Industrial Internet of Things 
(IIoT) devices. The framework employs decentralized 
blockchain storage for remote forensic data preservation 
and smart contracts for efficient evidence retrieval and trac-
ing. A token-based access control mechanism ensures the 
security of IIoT device nodes, while a novel batch consen-
sus mechanism facilitates real-time evidence acquisition. 
Existing studies on blockchain-based evidence preserva-
tion in IoT forensics were examined by Sakshi et al. [20]. 
This study found that concerns about privacy and security 
in IoT necessitate decentralized data storage, where block-
chain provides a secure and transparent platform. Blockchain 
enhances IoT systems by offering privacy, authentication, 
and trustworthiness.

Kumar et al. [21] proposed an IoT framework called 
Internet of Forensics (IoF) that addresses issues like dis-
tributed computing, decentralization, and transparency in 
IoT forensics investigations. This solution adopts a block-
chain-tailored framework, delivering a transparent view of 
any investigative process that includes all the entities and 
stakeholders in a single outline. It implements a chain based 
on blockchain to deal with the process, including the chain 
of custody and evidence chain. The lattice-based crypto-
graphic primitives reduce complexities and are programma-
ble, adding a layer of novelty to the idea. IoF has proven to 
be efficient, less complex, and time-efficient utilizes memory 
and CPU and is sustainable in case of energy consumption. 
However, blockchain technology faces security and immu-
tability issues with private keys and data, as well as privacy 
concerns, because all network nodes have access to data. 
A blockchain-based approach developed for a smart home 
domain was presented by Brotsis et al. [22], which deals 
with collecting and preserving digital forensic confirma-
tion. Forensic evidence is maintained in an encrypted pri-
vate database, and the system also uses a blockchain author-
ized by the court to provide security features like integrity, 
authentication, and non-repudiation. The blockchain holds 
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the extensive metadata of evidence for providing the services 
above, and it communicates via smart contracts with vari-
ous devices incorporated into an investigative process, such 
as Internet service providers (ISPs), law enforcement agen-
cies, and lawyers. IoT forensic evidence processing presents 
unique challenges, but this framework offers a high-level 
architecture of blockchain-based solutions to address them. 
Yet, the paper did not address the same blockchain-based 
problems, such as privacy vulnerability and data immutabil-
ity, and the proposed framework’s way to tackle them.

Shruti et  al. [23] explored innovative approaches to 
address data security and access control challenges in fog 
computing environments. While CP-ABE, a widely used 
cryptographic technique, provided precise access control, 
existing multi-authority CP-ABE methods were unsuitable 
for resource-constrained IoT devices due to the growing 
sizes of secret keys and ciphertext with additional attributes. 
To resolve this, the study proposed a novel multi-authority 
CP-ABE (MA-based CP-ABE) approach that optimized 
the lengths of secret keys and ciphertext, ensuring constant 
secret key size regardless of the number of attributes. A fog-
based IoT forensic framework was introduced by Masri et al. 
[24] that works to tackle the key challenges within digital 
IoT forensics. The fog computing concept is used in this 
framework to distribute nemanyintelligence to previously 
inaccessible nodes. This architecture is suitable for IoT sys-
tems with many interconnected nodes and a lot of data to 
process. Forensic investigations relying on data connections 
between IoT entities and a fog node or gateway should have 
a better chance of recovering relevant evidence using this 
framework. When this framework investigates, data are ana-
lyzed, and if any suspicious activity is determined, the IoT 
nodes or entities are notified of potential risk. In this way, the 
threat does not move to the other devices. However, fog and 
edge computing have certain drawbacks, such as increased 
design complexity, decentralized design, and entities placed 
in less secure conditions, which were not addressed in this 
paper.

Despite numerous forensic frameworks and techniques 
proposed over the years, addressing the diversity and com-
plexity of IoT devices and networks remains a significant 
challenge. Mahmood et al. [25] conducted a comparative 
analysis of existing forensic investigation frameworks, 
evaluating their strengths and weaknesses across ten key 
parameters, including heterogeneity, scalability, and chain 
of custody. The importance of IoT in the case of forensics 
in identifying, compiling, preserving, and reporting the 
evidence was reported by [16]. Given the autonomous and 
passive nature of IoT devices, it is hard to detect their pres-
ence due to the lack of well-reviewed methods to compile 
remaining evidence from devices in a forensically accept-
able way [26, 27]. Obtaining evidence from IoT devices is 
extremely difficult due to the lack of time information stored 

by most IoT nodes and the massive volume of data. The lack 
of reviewed methods, forensically acceptable tools for com-
piling, preserving, and processing systems data, and the lack 
of attribution of malicious activities present a significant 
challenge for IoT forensics [28]. The applications of IoT in 
sectors such as healthcare, education, homes, power distribu-
tion, cloud, web and mobile applications, agriculture, and 
technology were explored in various studies [29–32]. The 
challenges with IoT applications have also been explored, 
including security, privacy, heterogeneity, lack of standard-
ized protocols, device identity, vulnerability detection, and 
scalability. Rehman et al. [33] identified the research chal-
lenges faced with IoT. These include the need for univer-
sal standards to deal with the heterogeneous climate of the 
devices and the challenges that come with their lack thereof, 
technical challenges with the network, architecture, and cel-
lular computing, and the problems arising with data privacy.

To investigate the forensic and security issues related to 
IoT implementations across different disciplines, an integra-
tive literature technique was conducted in this study. This 
study aims to fill the existing gaps in the literature by pro-
viding a comprehensive review of the forensic and security 
issues in IoT systems. By systematically analyzing various 
frameworks, challenges, and technological advancements, 
the study highlights the areas requiring immediate atten-
tion from researchers and practitioners. Specifically, relevant 
and reliable documents were gathered, sorted, inspected, and 
analyzed. We conducted our database searches using only 
the most prestigious resources available, including Scopus, 
Google Scholar, and the journals published by Elsevier, Tay-
lor & Francis, Wiley, Sage, Springer, ACS, Frontiers, MDPI, 
and Inderscience. Relevant literature was identified using 
various keywords, including Internet of Things, IoT, Secu-
rity Issues, Forensic Issues, IoT Architecture, Cyber Secu-
rity, and IoT Applications. While many reviews have covered 
IoT applications, research challenges in IoT, IoT forensics, 
or security issues, there is a lack of a comprehensive review 
that incorporates IoT architecture, forensics, security issues, 
research challenges, and the future of IoT, as illustrated in 
Table 1. In the present context of the twenty-first century, 
this article seeks to combine the applications and security 
issues along with forensics challenges and prospects of IoT. 
This review addresses the fundamental architecture of IoT, 
the forensics and security issues associated with IoT, the 
numerous uses of IoT, and the research challenges and pros-
pects of IoT. It provides a comprehensive compilation of the 
most pertinent IoT-related literature and a discussion of the 
many distinct facets of IoT, with sufficient correlations to 
establish a bridge between the existing body of knowledge.
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2 � Internet of Things architecture

The Internet of Things (IoT) is a network of interconnected 
devices/objects/mechanical and digital machines/etc.—
"things"—comprising sensors, software, and other such 
technologies that exchange data [44, 45]. In its most basic 
form, an IoT architecture is a collection of components that 
includes sensors, protocols, controllers, cloud services, and 
layers. In addition to devices and sensors, the IoT architec-
tural layers are separated by protocols and gateways that 
track the continuity of a system [46, 47]. There is no widely 
accepted IoT architecture; numerous architectural alter-
natives have been proposed. A thorough overview of the 
present state-of-the-art IoT architectures across different 
domains can be found in [11]. The impact of IoT on peo-
ple’s lives today is unprecedented as it is implemented in 
healthcare systems, wellness, education, amusement, social 
activities, energy efficiency, environmental sensing, remote 
monitoring, and transportation systems, among many other 
industries.

Nevertheless, an architecture using IoT and other tech-
nologies is needed to improve the resilience of the IoT infra-
structure itself. A novel IoT architecture was suggested by 
Abreuet al. [48] suggested a novel IoT infrastructure, includ-
ing IoT middleware, services, and architecture layers, to sat-
isfy the criteria while ensuring the quality and robustness of 
the services and infrastructure. Routing Protocol was imple-
mented for Lossy networks, and mechanisms were incor-
porated to wrap the IoT infrastructure details (Heterogene-
ity Manager, Communication Manager, Virtualize Device 
Manager, IoT Service Manager) [48]. The model utilizes the 
cloudlet and cloud approaches to increase the environment’s 
proliferation and extensibility. Additionally, the architecture 

demonstrated that resilience may be boosted by merging the 
proposed structure with the appropriate processes and proto-
cols. Consequently, many diverse situations can be improved 
in a smart city to benefit inhabitants, such as traffic control, 
emergency health support, and so on [48]. However, one of 
the issues that can emerge is the maintenance of the services’ 
robustness, which must be agile and flexible to scale. Secu-
rity and privacy are the key concerns since most connections 
with objects are vulnerable to hacks.

Chen et al. [44] proposed model checking and timed 
automaton modeling for the IoT architecture and introduced 
the theory and process of modeling with time automata. 
The authors verified the IoT system in the older popula-
tion’s health cabin using the UPPAAL validator. The results 
addressed deadlock system activity, and the design of the 
elderly health cabin did not waste any resources. The authors 
took into account the physical conditions of both summer 
and winter. The system problem was efficiently detected and 
signaled by the cloud control services. The model, however, 
did not create a multidimensional representation of the IoT 
system, nor was the modeling formalism, one of UPPAAL’s 
worst flaws, tackled.

IoT environments generate enormous amounts of data, 
which raises security vulnerabilities, including sensitive 
data and network manageability. Javaid and Sikdar [49] 
propounded a blockchain framework that uses a blocking 
checkpoint technique and dynamic proof of work consensus 
to address this. Unlike standard Proof of Work (PoW) based 
mining methods, which often use constant difficulty levels, 
the Dynamic PoW (dPoW) functioned with fluctuating dif-
ficulties in data extraction. As a result, the design was able 
to efficiently take into account increases in data transmis-
sions in IoT contexts and the related hardware. Moreover, 

Table 1   Comparison of the 
current review, which focuses 
on forensic and security issues 
in IoT, with other relevant 
reviews from 2018 to 2024

√: available; × : unavailable

Review study IoT archi-
tecture

IoT Forensics IoT security Research chal-
lenges in IoT

Future pros-
pects toward 
IoT

This study √ √ √ √ √
Conti et al. [16]  ×  √ √  ×   × 
Stoyanova et al. [34]  ×  √  ×   ×  √
Atlam et al. [35]  ×  √ √ √ √
Yaqoob et al. [36]  ×  √  ×  √  × 
Mahmoud and Aouag [37]  ×   ×  √  ×  √
Ogonji et al. [38]  ×  √ √ √  × 
Tahsien et al. [39]  ×   ×  √ √  × 
Aly et al. [40]  ×   ×  √ √  × 
Azmoodeh et al. [41]  ×  √ √ √ √
Yang et al. [42]  ×  √ √ √  × 
Mahmood et al. [25]  ×  √ √  ×  √
Qureshi et al. [43] √ √ √  ×  √
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enhanced security and a shorter block mining time are two 
benefits of using checkpoints instead of traditional PoW to 
mine a block. However, the model did not shed extensive 
light on the fact that with evolved technology, many new 
security problems could influence the protocol layers.

2.1 � Three‑ and five‑layer architectures

During the early phases of IoT research, the most funda-
mental architecture in this field was developed. It contains 
three layers: application, network, and perception [50], as 
shown in Fig. 1. The perception layer is made up of physical 
components that have sensors for observing and collecting 
information about the environment. It finds specific physi-
cal characteristics and recognizes other states of technology 
nearby. The network layer manages connections to services, 
networking hardware, and other electronic objects. Further-
more, its skills are utilized for distributing and analyzing 
sensor data. The task of offering the users software-specific 
services falls under the purview of the application layer, 
which describes a variety of IoT applications. However, this 
architecture is inadequate, given the growing breadth of IoT.

Bary et al. introduced a Multi-Layer (four-layer) Block-
chain Security Model designed to enhance the security of 
IoT networks. The model not only safeguards IoT networks 
but also aids in their implementation to protect similar net-
works, effectively preventing transaction privacy leakage for 
all users within a public blockchain network. The model 
leverages the clustering concept to support its multi-layer 
architecture[51]. The smart hybrid learning method (SHLM) 
is a learning approach that adapts to the Education 4.0 sys-
tem and allows for stakeholder involvement. Hartono et al. 
[52] developed a model and architectural framework design 
for SHLM using a three-layer architecture approach. Two 
parts of the framework were the suggested model based on 
the three-layer architecture and the conceptual framework. 
According to the conceptual framework, SHLM is a learn-
ing network portal that links educators, pupils, profession-
als, businesses, localities, and the government. Through the 

system, the students could navigate cases and ongoing pro-
jects and interact with businesses, professionals, and com-
munities using smart conferences, which were available on 
the portal. Along with the design evaluation report, the fin-
ished product must be uploaded to the system. The system 
is divided into three layers: View layer, which provides user 
interface displays and is accessible from anywhere at any 
time via a browser; Domain layer, which offers features like 
material access, scheduling, threads of discussion, videos, 
and learning groups; and Data Access layer, which provides 
data access (allowing users to backup, read, update, create, 
restore, and connect data to a database object). Students are 
able to learn outside of the classroom, thanks to SHLM. 
However, the authors did not consider the growth of each 
student’s unique professional path at their time of use, as 
the future guidance of each student is not the main focus of 
the model.

A deep learning-based framework was developed by 
Kethineni & Pradeepini [53] to detect intrusions in smart 
farming systems. The architecture was three-tiered, with the 
first tier being the sensor layer, involving the placement of 
sensors in agricultural areas. The second tier was the Fog 
Computing Layer (FCL), which consisted of Fog nodes 
where the proposed IDS was implemented. The gathered 
information was transferred to this fog layer for further data 
analysis. The third tier was the cloud computing layer, which 
provided data storage and end-to-end services. The proposed 
model included a fused CNN model combined with a bidi-
rectional gated recurrent unit (Bi-GRU) model to detect 
and classify intrusions. As the demand for more complex, 
higher-quality products increased, the manufacturing sector 
became more automated and computerized. Parto et al. [54] 
introduced a ground-breaking design for a scalable IoT that 
allows Industry 4.0 to thrive more effectively. The three lay-
ers of cloud, fog, and edge were presented as part of an inno-
vative IoT architecture for Cyber-Physical Systems (CPS). 
Operator inputs, embedded systems, and other sources of 
data from industrial applications were found at the edge 
layer. The fog layer’s primary responsibilities are cloud 
and local communication, stream analytics, and incremen-
tal machine learning. At the cloud level, federated learning 
and communication are the two key goals of the cloud layer. 
In the mentioned study, the mean and standard deviation of 
datasets were calculated using aggregation procedures. A 
Bayesian paradigm for vibration analysis was presented as 
an example application to demonstrate the application of the 
suggested framework. The outcomes demonstrate that the 
trained models from the sites might be successfully aggre-
gated without sending the raw information to the cloud. The 
development of computational IoT frameworks with better 
expandability and privacy using the suggested architecture 
was successfully shown using the vibration recognition 
framework, Federated Learning algorithms, and Bayesian Fig. 1   Three- and five-layer architectures
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classification [54]. However, the model falls short in terms 
of scalability to meet the ever-increasing demands. Also, 
the study failed to mention continued efforts to keep the 
architecture up-to-date by enhancing performance efficiency 
and reducing the storage, load, and bandwidth necessities 
for the cloud.

The five-layer architecture comprises perception, process-
ing, transport, business, and application layers [55]. The per-
ception and application levels serve the same purpose as the 
three-layer layout, and the responsibility of the other three 
layers is subsequently described. The transport layer uses 
networks to move visual information from the perception 
layer to the processing layer and back. The middleware layer 
also referred to as the processing layer, collects, analyzes, 
and evaluates high volumes of transport layer data. It has the 
ability to oversee and offer a variety of facilities to the differ-
ent layers. The business layer oversees the IoT infrastructure, 
including applications, services, business models, and pri-
vacy protection. More specifically, the layers of this architec-
ture include the physical perception, protocol and network, 
transport, application, and cloud and data services layers. In 
one study, a Wireless Body Area Network (WBAN), Wire-
less Sensors Network (WSN), Radio-Frequency Identifica-
tion (RFID), and other sensors and IoT devices were used 
in the physical layer of the suggested compact design [50]. 
An IoT system’s network and protocol layer includes Zig-
Bee, Ethernet, Wi-Fi, Bluetooth, Ethernet, and 5G, as well 
as other network communication protocols. The transport 
layer is made up of IP plus the suite of protocols known as 
Transport Layer Security (TLS) or Secure Sockets Layer 
(SSL) [50].

Zhu et al. [55] suggested a five-layer architecture intend-
ing to create a de-facto framework to turn massive data into 
useful information. To develop modern Big Data Processing 
and Analytics (BDPA) systems, a vast number of static data 
and online data streams were collected and analyzed. The 
study highlights the most recent technology and solutions 
while illuminating the five layers’ difficulties and function-
alities. The system requires a fundamental, scalable storage 
infrastructure for storing historical data as well as mov-
ing data from the online data stream. An analytics layer is 
necessary to gather information, forecast, and user-tailored 
activities. According to their research, an application layer 
must act as a configurable layer for the entire system so 
that the architecture can be adaptable enough to meet the 
needs of various industries. The system accepts both batch 
and streaming data inputs. The output of the architecture 
is generated at the analytics layer, where the results can be 
used for attribute testing and data retrieval [55]. Instead of 
addressing specific issues, the design addresses the analytics 
issue. However, less user-friendly BDPA solutions are now 
a drawback of this approach, in addition to the challenges 

associated with privacy, labelling, fault tolerance, hot-plug-
ging, and generalizability.

2.2 � Cloud and fog‑based architectures

In order to analyze and manage the massive amounts of data 
created by connected devices, cloud and fog-based archi-
tectures have emerged as two important concepts in the IoT 
field [56, 57]. Data collected by IoT devices is sent to remote 
cloud servers where it can be stored, processed, and ana-
lyzed [58]. Large-scale deployments of the IoT can be man-
aged effectively by cloud platforms due to their scalability, 
storage capacity, and computational power. They facilitate 
cutting-edge analytics, artificial intelligence (AI)/machine 
learning (ML) algorithms, and data visualization, ultimately 
allowing companies to gain useful knowledge from IoT data. 
When dealing with real-time and time-sensitive applications, 
however, cloud-based architectures might run into problems, 
including latency, network congestion, and higher bandwidth 
needs [59, 60].

As a supplementary method for resolving these issues, 
fog-based architectures have become prominent. Fog com-
puting relocates data processing, storage, and communica-
tion closer to the network’s periphery, which is physically 
closer to the data itself [61]. Data processing occurs closer 
to the data sources, decreasing latency and bandwidth usage. 
To facilitate rapid responses and decisions, fog nodes, 
located at the network’s periphery, are capable of real-time 
data analysis, filtration, and pre-processing [62, 63]. Auton-
omous vehicles, smart city infrastructure, and industrial 
automation are some of the applications that might benefit 
greatly from fog architectures’ low-latency interactions.

System architectures for fog and cloud computing are 
somewhat different in terms of data processing and secu-
rity. Cloud computers in various system topologies process 
data in a large, centralized manner, where the cloud is in the 
center with applications stacked upon it and a network of 
intelligent objects underneath, as illustrated in Fig. 2. Due to 
its high level of scalability and flexibility, it is given priority 
[46]. However, network interfaces, detectors, and sensors 
handle several data acquisition and analyses in fog comput-
ing. In a fog architecture, the pre-processing, monitoring 
storage, and security layers are positioned between the trans-
port and physical levels [64].

Hybrid architectures that combine cloud and fog com-
puting allow organizations to utilize the benefits of both 
approaches [65]. While fog nodes can process data at the 
edge for rapid actions, more resource-intensive tasks, such 
as in-depth analysis and long-term storage, can be offloaded 
to the cloud. This combined methodology increases the scal-
ability and effectiveness of IoT systems by making better use 
of available resources and decreasing reaction times.
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As the volume of sensitive data increases, IoT has 
increased demand for computation, networking, and storage 
capacities. However, this comes at a cost because unneces-
sary connections strain both the cloud data centre and core 
network. To address the aforementioned difficulties, Razouk 
et  al. [46] suggested a unique middleware architectural 
model. They described the general notion of combining fog 
computing and cloud computing to reach greater security. 
The model contains a Security Module comprising access 
control, data/privacy protection, authentication, and security 
profiles. Next, the Communication Module comprises a deci-
sion-making module, an API module, and IoT applications 
with cloud and fog computing [46]. The security features of 
the proposed framework include the implementation of data 
integrity checking, forward secrecy, replay attacks protec-
tion, impersonation attack protection, traceability protection, 
mutual authentication, and so on. However, the study does 
not mention the extensive application of this framework, be 
it in test beds and real-world scenarios. Another concern of 
the model is the constant update required to improve perfor-
mance, efficiency, and reliability. The security architecture 
also needs to be up-to-date as there is an increase in various 
advanced attacks.

Current Encryption as a Service (EaaS) architectures 
fails to effectively leverage cloud and fog layers, limiting 
their potential for performance enhancement. To address 
this, Javadpour et al. [66] introduced a novel EaaS archi-
tecture, termed full-cloud-fog, designed to boost EaaS 
throughput. This is achieved by positioning frequently 
accessed components in the fog layer while utilizing cloud 
nodes to manage resource allocations. The security fea-
tures of the proposed architecture were thoroughly ana-
lyzed, followed by implementation on a real-world test-
bed. Evaluation results demonstrate that the full-cloud-fog 
architecture increases EaaS throughput by 81%. An off-
loading technique to enhance the efficiency of IoT applica-
tions within a three-layer architecture in a fog computing 
environment was proposed by Abdulazeez & Askar [67]. 
Due to the limited storage and computational capabilities 
of IoT devices, task offloading to other layers was essential 
to ensure efficient processing and meet Quality of Service 
(QoS) requirements. To address this, a fuzzy logic-based 
task scheduler was employed to make informed offloading 
decisions by evaluating task attributes and determining the 
appropriate processing layer—locally, at collaborative fog 
nodes, or in the cloud. A Deep Q Network (DQN) method 
was also utilized to optimize fog node selection and main-
tain balanced workload distribution among collaborative 
fog nodes.

Li et al. [68] developed a framework for cloud-fog-local 
video encryption as part of their research. It features an 
extensive video encryption framework based on Spark, a 
three-layer service based on management approaches, and 
a fine-grain video encryption technology based on the Net-
work Abstract Layer Unit (NALU). A "cloud-edge-local" 
media cloud service hierarchy was introduced by the 
authors. As the brain of the entire system, the cloud layer 
serves two purposes: i) sending visual processing instruc-
tions to the fog layer was the initial stage, and ii) authenticat-
ing devices and verifying their legitimacy at the local layer. 
Before encrypting and decrypting the videos, the fog layer 
disperses computer power for adjacent devices. The local 
layer represents multiple user terminals, transmitting video 
encryption and decryption requests to the cloud layers. The 
three-level architecture of the suggested model was matched 
by the authors’ hierarchy key management approach. The 
research assessed the proposed fine-grained video encryp-
tion system’s encryption effectiveness, security, and com-
pression loss. The testing and analysis conducted in the 
study proved that the suggested video encryption approach 
complies with security protocols regarding private and pub-
lic videos. However, it did not result in any deformation or 
compression loss. Drawbacks do exist, though, as, in this 
scenario, video content was more informative than written 
content. As a result, additional issues concerning copyrights, 

Fig. 2   Cloud and fog-based architectures
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intellectual, and data leakage may arise. Another challenge 
concerns securing it against multiple attacks at once.

To deal with the delays in cloud-based technologies, 
Gupta et al. [64] developed a model based on fog-cloud 
architecture for hospitals to reduce energy usage, latency, 
and delay. The proposed method has a three-layer design, 
including healthcare IoT sensors, fog, and cloud layers. 
Specifically, the first layer of healthcare IoT sensors uses 
location, ultrasound, and other sensors to gather information 
about a patient’s health. After that, the cloud and IoT sensor 
layers for healthcare are positioned in the middle. Third, the 
data are kept in a cloud data centre by the cloud layer. As per 
the application, the outcomes based on this model showed 
a reduction in the death rate. The model does not, however, 
include a security mechanism that might improve the archi-
tecture’s speed and performance. There is also seemingly a 
need for an update to reduce delay.

The network produces more data as distributed energy 
resources (DERs) and IoT devices permeate distribution 
networks (DNs). Yue et al. [69] presented a state-of-the-
art energy-efficient approach, the cloud-fog hierarchical 
architecture, in response to the rising power management 
requirements of the upcoming generation distribution net-
works. By receiving raw data from the prosumers and basic 
users’ units in the DN, the fog computing layers perform 
regression and grouping analysis predictions. The cloud 
computing layer is used to achieve the overall objective of 
optimization. The system’s hierarchical cloud and fog lay-
ers work together to control energy while prosumers and 
customers wait at the DN’s terminal. The authors used the 
Genetic Algorithm (GA), a powerful tool for large-capacity 
nonlinear and discrete problems, to tackle the global optimi-
zation problem posed by the cloud employing cloud and fog 
layers and terminal units. GA simulates biological reproduc-
tion (survival of the fittest) through mutations, interchange, 
and natural selection by coding all possible solutions into 
a vector, each element of which is referred to as a gene, 
then evaluates each gene in the group using the objective 
function. The model demonstrated that the energy manage-
ment architecture makes it possible to arrange and manage 
various operating information in the DN in real time [69]. 
The technology will enable autonomous energy management 
and hourly outcomes for the following DN over the years. 
The model, however, lacked diverse stakeholders, cutting-
edge artificial intelligence, optimal decision-making, and 
intelligent energy management. The study did not investi-
gate the model’s performance under unpredictable network 
conditions and heterogeneous communication technologies. 
Table 2 summarizes the three and five-layer architectures & 
fog and cloud-based architecture.

2.3 � Social IoT

A new paradigm called the social IoT (SIoT) analyzes the 
social connections between inanimate items like humans do. 
One strategy to navigate the IoT is to start with one device 
and then move on to the other connected devices. SIoT also 
demands reliability and connection strength. Using tech-
niques to study human social networks, we can look at the 
social networks of IoT devices. ID, meta-information, secu-
rity control, service discovery, relationship management, 
and service composition are some of its fundamental compo-
nents [70–72]. The server side of the SIoT architecture con-
tains three layers: foundation, component, and application.

A study by Khan et al. [73] focused on developing intel-
ligent and efficient SIoT technologies to analyze human 
behaviors, enhancing activity accuracy and user perfor-
mance. Nine key features were evaluated to assess their 
potential impact on human behaviors and supporting facili-
ties. Seven SIoT innovations and devices were explored as 
alternatives to improve human behaviors. The EWM method 
was employed to quantify the accuracy of SIoT studies, 
while the TOPSIS methodology served as a reliable selec-
tion approach for identifying the best SIoT solution. The 
findings revealed that MCDM- and SIoT-based technolo-
gies were effective tools for evaluating and advancing SIoT-
driven human behavior analysis. To safeguard the 5G-IoT 
framework’s digital solutions, Ullah et al. [74] suggested a 
hybrid approach for the Control Flow Graph (CFG) and a 
deep cognitive approach. After extracting the newly given 
APK files, the JDEX decompiler was used to retrieve Java 
source documents from potentially duplicated and genuine 
apps. After that, the source code was divided up into dis-
tinct Android-based modules. After creating the control flow 
Graphs (CFGs), the graded features were extracted from 
each module. In order to better predict duplicated products, 
the Recurrent Neural Network (RNN) was created, which 
works by learning features from various Android applica-
tion modules. The proposed technique was compared to 
existing approaches like Random Forest (RF), Multi-Layer 
Perceptron (MLP), and Convolution Neural Network (CNN). 
Classification accuracy, recall precision, and F-measure 
were separate performance criteria used to compare each 
approach across four different cloning applications. For 
cloned programs selected from multiple Android app stores, 
the suggested strategy exhibited an average accuracy of 
96.24% [74]. However, it is not clarified how this method 
will be sustained in the long run, be it Android or other 
mobile operating systems. While the hybrid method follows 
instructions in textual form, the image-based impact has not 
been mentioned. In case of an attack on IoT systems, the 
security protocols seem lax.

Using the Atlas thing architecture and the thing (IoT 
device description language) IoT-DDL project, Khaled 
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and Helal [75] proposed a cross-interactions programming 
framework that creates a decentralized programming envi-
ronment/system for SIoT. A collection of specific asso-
ciations is included in the framework, which expands the 
social IoT thing-level links and enables the development 
of a far wider variety of beneficial IoT applications. The 
model’s architecture utilizes operating system services to 
provide extra capabilities required for ad hoc connections 
and interactions. The architecture is built on top of the IoT-
DDL standards, an XML-based descriptive language. The 
specialty of this language is that it specifies a thing’s identity 
along with its relevant applications that may be uploaded 
to it. The Atlas IoT platform layer of the framework con-
centrates on objects’ semantic and descriptive properties to 
increase item engagement and programmability. The three 
components needed for an IoT app in the suggested inter-
thing system include: recipe, Thing Relationship (TR), and 
Thing Service (TS). The framework incorporates three meth-
ods for wiring up and merging the various primitives: match, 
filter, and evaluate. However, the model does not mention 
the approach of the Atlas framework when it comes to its 
overall scope, different architectural layers, IoT protocols, 
and homogeneous communicating things.

IoT allows any gadget to interact with a user who can 
be individually identified. Interactions and relationships 
between gadgets and their users may be rather complex. 
Stelea et al. [76] developed cooperative service models and 
approaches based on societal communication between users 
and services. The SIoT paradigm and related interaction 
mechanisms serve as the foundation for these frameworks 
and approaches. The SIoT architecture for dynamic service 
composition is comprised of four functional levels: Aggre-
gation, Virtualization, Real World, and Application Users’ 
macro services. The ability of the Virtual Socially Aware 
Objects (VSAO) was increased with increased trustworthi-
ness and control thanks to the Socially Aware Parameters 
(SAP), which were utilized to produce social behaviour 
in virtual socially-aware objects. While this enables the 
abstraction of real-world services into simulated objects, 
their study provides limited information regarding its pri-
vacy implications. If technology simulates human behaviour, 
the question remains as to whether it also imitates its nega-
tive, radical, and sensitive characteristics.

Controllability is a critical issue in complex networks 
with significant applications in social, biological, and tech-
nical systems. Although it plays an essential role in manag-
ing social smart cities, it had not been explicitly defined 
as a problem within SIoT networks, nor had solutions been 
proposed. Aghee et al. [77] addressed the controllability 
problem in temporal SIoT networks. A formal definition 
of temporal SIoT networks was first introduced, along with 
their unique relationships, which were modeled systemati-
cally. The controllability problem was then applied to these 

networks (CSIoT) to identify the Minimum Driver Nodes 
Set (MDS). The proposed CSIoT approach was compared 
with state-of-the-art methods for performance evaluation. 
The results revealed that heterogeneity, including variations 
in types, brands, and models, was analyzed, with 69.80% of 
the SIoT sub-graph nodes identified as critical driver nodes 
across 152 sets. The proposed approach enabled distributed 
network control in temporal SIoT networks.

Privacy disclosure issues exist alongside cloud comput-
ing advancements. Therefore, a Persian framework was 
proposed by Bi et al. [78], offering individualized services 
to social IoT users while maintaining user privacy. Static 
Bayesian game theory was used in the strategic conflict 
between Cloud Service Providers (CSPs) and vulnerabilities 
to counter opponents with prior knowledge. Its main objec-
tives are implementing user classification, outlining the trust 
and security obligations of CSP, and striking a decent mix 
between Quality of Service (QoS) and Privacy Protection 
[78]. The users deduce their privacy choices independently 
using offline fuzzy reasoning. TMC oversees the CSP’s con-
fidence to implement effective service operations. The CSP 
offers its users individualized attention and service based 
on their unique tastes. Additionally, the authors achieved 
privacy protection by utilizing the game-mixing strategy 
equilibrium. Meanwhile, using the suggested paradigm, 
the authors assessed privacy disclosure using information 
entropy [78]. On the other hand, their study did not consider 
further adversaries in the IoT world like incorrect access 
control, application vulnerability, outdated software, etc. 
The accuracy of fuzzy reasoning resembling human reason-
ing was also not examined.

2.3.1 � Basic components

Social IoT users have made extensive use of search engines, 
some of that is created specifically for SIoT. The growth 
of SIoT is being driven by search engines, which gener-
ate shortcuts between network nodes inside communities, 
including between two independent SIoT. Fu et al. [79] pre-
sented a search SIoT (SSIoT) model that took into consid-
eration both link-adding and node-joining. A social network 
layer and an IoT layer are included in the proposed two-tier 
SIoT paradigm. The SSIoT model was built using social sci-
ence theories that have undergone empirical testing, includ-
ing Breiger’s ground-breaking research on two-dimensional 
concepts of social networks. A search engine, respective 
users, and objects are the three components of the SSIoT 
paradigm. The six measures utilized to describe changes in 
network structure were average distance, network stability, 
network diameter, degree distribution, network density, and 
user betweenness. The study further demonstrated that the 
degree distribution in SSIoT follows an improved power law, 
and the mentioned measures demonstrated an increment. 
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The authors then tested their models for each metric. How-
ever, the model performed poorly in real-world and prac-
tical applications. Thus, a more quantitative and accurate 
approach is needed regarding the relationship between SIoT 
structures and search engines.

2.3.2 � Representative architecture

There are several advantages to using a clustered design. 
By lowering the number of records for each limited object, 
a clustering design can save memory usage. Abderrahim 
et al. [80] presented the Trust Management Community of 
Interest Social Internet of Technology (TMCoI-SIoT), a trust 
management system (TMS) for SIoT. The study considered a 
variety of aspects, including indirect and direct trust, social 
trust modelling, and transactional considerations. Each clus-
ter in their study had a central element called the admin, 
which was in charge of calculating and documenting the 
community members’ levels of trust. The suggested TMS 
included filter-based trust prediction as well as trust calcula-
tion at the node and admin levels. Following the computa-
tion of direct and indirect observations, an overall trust cal-
culation was performed, and trust levels were updated. The 
authors ran Python simulations to demonstrate the robust-
ness, efficacy, and dependability of TMCoI-SIOT in an IoT 
context [80]. Their work was comparable to numerous other 
current efforts in terms of efficiency. Their study, however, 
did not clarify how the model will recognize and survive in 
the face of more attacks. Its shortcomings should be empha-
sized so that numerous viable responses might be proposed.

In summary, each possible architecture for the IoT has 
its uses and benefits. The implementation of an IoT sys-
tem can benefit from a structured framework provided by 
IoT architectures like the three- and five-layer architectures. 
Fog-based architectures enable edge computing, while 
cloud-based ones use the cloud for data storage and analy-
sis. Social IoT architectures encourage people and things to 
work together and share information. The following table 
(Table 3) summarizes the discussed concepts, methods, and 
findings of Social IoT (SIoT).

3 � Current progress in IoT

The IoT seems to have an infinite number of possible 
applications. The industrial Internet will advance thanks 
to enhanced network strength, machine learning, and the 
capacity to create, run, integrate, and protect a range of 
applications. This is made possible by both enabling smart 
objects at once and collecting enormous amounts of useful 
data, which can be used to manage a variety of business 
operations. IoT apps run on IoT hardware and can be tailored 
for almost any industry, including hospitals, control systems, 
smart devices, vehicles, and smart wearables [81, 82]. IoT 
applications increasingly employ AI and machine learning 
to provide the world with understanding and intelligence.

Smart information and communications technology 
(ICT) solutions can assist older populations with acute or 
chronic diseases by increasing their quality of life and allow-
ing them to live independently. The massive data generated 

Table 3   Summary of Social IoT

Aspect Details

Definition SIoT is a paradigm that examines social connections between devices, akin to human social networks, to 
improve device interactions and reliability

Fundamental components ID, meta-information, security control, service discovery, relationship management, service composition
Architectural layers Foundation, Component, Application
Key studies and findings Khan et al. [73]: Explored intelligent SIoT technologies to analyze human behaviors using EWM and TOPSIS 

methodologies, achieving effective behavioral assessments
Ullah et al. [74]: Proposed a hybrid approach with CFG and RNN for identifying duplicates, achieving 

96.24% accuracy but lacked long-term sustainability insights
Innovations and frameworks Stelea et al. [76]: Developed models for virtual socially-aware objects but provided limited privacy implica-

tions analysis
Controllability in SIoT Aghee et al. [77]: Defined controllability for temporal SIoT networks and proposed CSIoT to identify critical 

nodes, enabling distributed control
Privacy and security Bi et al. [78]: Introduced a framework using Bayesian game theory to balance QoS and privacy but did not 

address issues like incorrect access controls or software vulnerabilities
Search SIoT (SSIoT) Fu et al. [79]: Introduced a two-tier SSIoT model based on social science theories, utilizing measures like 

average distance and network density but underperformed in real-world applications
Clustered design architecture Abderrahim et al. [80]: Proposed TMCoI-SIoT for trust management using clustering but lacked clarification 

on recognizing and surviving attacks
Advantages of SIoT architectures SIoT encourages collaboration and information sharing between people and devices, leveraging structured 

architectures like fog-based, cloud-based, and clustered designs
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by IoT devices presents a significant challenge, as efficient 
processing and transmission become increasingly difficult. 
To address this, "Beyond Orion," a novel lossless compres-
sion method, was introduced by Mrewa et al. [83] to opti-
mize data handling in IoT systems. The algorithm combined 
advanced techniques like Lempel Ziv-Welch and Huffman 
encoding with strategies such as pipelining, parallelism, 
and serialization to enhance efficiency and reduce resource 
usage. Experimental results demonstrated impressive data 
compression, achieving reductions of up to 99% across vari-
ous datasets and a maximum compression factor of 7694.13. 
Comparative analysis further highlighted its effectiveness, 
with savings of 72% and a compression factor of 3.53.

Pateraki et al. [81] introduced biosensors as a dominant 
future of IoT, which are full analytical devices. They con-
sist of a receptor that can detect the presence of a specific 
analyte. IoT has become a low-cost technology that offers 
modular and expandable solutions. Smart healthcare systems 
can regularly review the well-being and behaviours of indi-
viduals and the older population, along with the security and 
safety of the immediate environment, using wearables and 
ambient sensors. Their study also emphasizes how IoT is, in 
a way, linked to the Internet of Medical Things. Future IoT 
advances were illustrated using the SMART BEAR project, 
which aims to incorporate a perceptive and individualized 
technology platform for extending healthy and wholesome 
life by including a financially sustainable, stable, and dis-
creetly innovative platform [81]. In future works, a more 
extensive application of biosensors in the real-world con-
cerning data mining techniques and data analysis will be 
appreciated. Other concerns about the proposed biosensor 
include low processing capabilities, privacy protection sys-
tems, reliability, and immature security functions.

IoT business model innovation is a look into the future 
of IoT application and expansion. With a focus on crucial 
decision points and criteria, Tesch et al. [84] made one of 
the first attempts to identify new IoT-based business model 
breakthroughs and their dynamic models. The authors chose 
13 instances from 8 businesses and selected case studies 
using the following criteria. The case firms are very promi-
nent companies in the IoT ecosystem; the chosen project 
was a business strategy invention for the IoT context, and the 
interviewees were specialists in various IoT implementations 
of business roles and tasks. The results were obtained using 
the popular "Stage-Gate approach" for idea generation and 
the underlying basic notions of stages and gates [84]. The 
authors found that practitioners employ a repeating proce-
dure, described by interviewees as a continual trial-and-error 
method, to build business models.

The main reason for this was increased complexity and 
ambiguity. The findings showed that, regardless of the 
kind of IoT business model innovation project, two gates 
appeared as important to go/kill or to prioritize decisions in 

all situations [84]. However, considering it was a qualitative 
case model, the study came with general limitations, includ-
ing poorly detailed findings. Also, the authors failed to share 
the types of companies they focused on.

Jindal et al. [85] highlighted the future scopes of IoT and 
its challenges. The IoT has exploded in popularity and will 
continue to do so, yet any new technology brings uncertainty 
and business risk. The key requirements, such as hardware 
and software assets, are either in short supply or in devel-
opment. It is also true that the security and confidentiality 
problems of IoT devices have not been adequately addressed 
during the last decade. The most critical difficulty in this 
regard is selective data storage on a cloud so that storage 
issues will not hamper future IoT device users. The key chal-
lenges in designing and developing IoT devices are privacy 
and security. Manufacturers and companies must consider 
the deployment of new security protocols as part of network 
layer security to ensure end-to-end delivery of sensitive data. 
Every facet of IoT, including technology, business, society, 
and law, works against its success. Therefore, acceptance 
of technology is also important and should be considered 
throughout its creation. People who do not like utilizing 
gadgets or smart devices or are uncomfortable interacting 
with technology would have a tough time working with the 
IoT’s complicated capabilities [85]. Some limitations of the 
study are that it was confined to difficulties in business, tech-
nology, and society and failed to discuss the widely utilized 
IoT in other systems in detail.

Machine learning, particularly deep learning, assists 
individuals in almost every aspect of their lives, especially 
in mobile and IoT applications. Many defense methods, 
such as inefficient resource allocation and limited coordi-
nation capabilities, still encounter challenges. To address 
these issues, Feng et al. [86] introduced a novel adversarial 
security scenario and proposed a security game model that 
integrates defense resource allocation with patrol inspec-
tion. They designed a deep reinforcement learning algorithm 
called SDSA for this game model to determine the optimal 
security defense strategy. SDSA identifies the best patrolling 
strategy by exploring the policy in a multi-dimensional dis-
crete action space and enables efficient cooperation among 
multiple defense agents by training a multi-agent Dueling 
Double Deep Q-Network (D3QN) with prioritized experi-
ence replay.

Zhang et al. [87] accentuated the current status of robust 
systems for machine learning-based applications, focusing 
on their challenges and certain research opportunities in 
deep neural networks (DNNs) efficiency and security. Chal-
lenges like permanent faults and timing mistakes arose as a 
result of process changes and aging. To decrease timing mis-
takes in MAC units of a TPU-like accelerator, the authors 
offered TE-Drop as a new approach. Inputs with carefully 
generated adversarial noise patterns were found susceptible 



3443Wireless Networks (2025) 31:3431–3466	

to DNN-based classifiers [87]. Adversarial perturbations and 
backdooring attacks were two of the most hazardous threats. 
The paper also suggested countermeasures, such as pre-
processing, trimming, and fine-tuning. All of the solutions, 
however, were confined to previously discovered attacks, and 
the study did not go into depth regarding the consequences 
of these assaults or how they influence the IoT infrastructure. 
Many machine learning-based systems are prone to various 
security and reliability issues.

The IoT has made significant advances in recent years, 
completely transforming how we use and experience tech-
nology and the physical world. Due to a growing number of 
connected devices, IoT has spread across many industries, 
from medicine to manufacturing to transportation to smart 
homes. Recent advances in networking technology, such 
as 5G and edge computing, have made it possible to ana-
lyze data in real-time at the very periphery of a network. In 
addition, IoT systems can now gain valuable insights from 
massive amounts of data owing to the incorporation of AI 
and machine learning. However, there are still challenges to 
overcome, especially when protecting the privacy and secu-
rity of IoT devices and meeting the demand for interoper-
ability. However, IoT is still developing rapidly, promising 
even more progress in the foreseeable future. Table 4 dem-
onstrates the current progress in IoT.

4 � Forensics and security issues in IoT

As the number of connected devices in use grows, forensics 
and security concerns in the IoT are more important than 
ever. Since IoT is a massive network of linked devices that 
can interact with one another [88], share information, and 
carry out a wide range of useful tasks, this interdependence 
poses serious issues for forensics and safety. One important 
issue is that IoT devices are typically unprotected and open 
to cyberattacks because they lack proper security protocols. 
As a result, unauthorized users could gain entry, compro-
mise data, or even take control of vital infrastructure.

As with any new technology, there are advantages and 
disadvantages to using blockchain technology for IoT foren-
sics and security. Due to the large volume of transactions 
caused by IoT devices, scaling blockchain networks can be 
challenging. The restricted computing power and storage 
space of IoT devices complicate blockchain implementation 
[89]. In addition to putting pressure on blockchain networks, 
the large data volume created by IoT devices also necessi-
tates careful selection and transfer of user data. The inherent 
delays in blockchain consensus systems may conflict with 
the need for low latency and near-instantaneous responses. 
The immutability of blockchain transactions threatens pri-
vacy and confidentiality [90]. Integrating blockchain and 
IoT presents regulatory and governance concerns that neces-
sitate updating legal frameworks. Consensus algorithms in 

Table 4   Current progress in IoT

Aspect Description

Applications IoT has diverse applications in industries such as healthcare, smart homes, vehicles, wearables, and manufacturing, 
leveraging AI and machine learning to enhance functionality and efficiency

Healthcare Impact Smart technologies enable improved quality of life for older populations and individuals with chronic conditions by 
facilitating independent living through wearables, ambient sensors, and connected medical devices

Data Handling Advanced compression techniques and optimization strategies are necessary to handle massive IoT-generated data 
efficiently, reducing resource usage and enhancing data processing capabilities

Biosensors Biosensors play a crucial role in IoT monitoring health and environmental conditions, with ongoing challenges related 
to processing capabilities, privacy, reliability, and security needing further exploration and improvement

Business Models IoT-driven business models focus on innovation and iterative development processes, highlighting the importance of 
adaptability and strategic decision-making in dynamic markets despite challenges like limited transparency in model 
design

Challenges Key IoT challenges include addressing security and privacy concerns, managing selective data storage, overcoming 
hardware/software limitations, and ensuring user acceptance of IoT’s complex functionalities

Security Innovations Effective IoT security requires advanced models integrating resource allocation and strategic defense mechanisms, 
enabling efficient coordination among security systems to counter threats

Machine Learning IoT systems face challenges in deploying robust machine learning models, including vulnerability to adversarial 
attacks and aging-related faults, with proposed solutions focusing on targeted countermeasures and reliability 
improvements

Technological Advances Innovations like edge computing and next-generation networking allow real-time data processing at the network edge, 
while AI integration provides actionable insights from massive IoT data streams

Future Prospects IoT is evolving rapidly, with promising developments in interoperability, enhanced security, and expanded applications 
across industries, though challenges in scalability and privacy remain to be addressed
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networks can be very resource-intensive. Exploring block-
chain architectures designed to the specific forensics and 
security requirements of the IoT is essential for finding solu-
tions to these issues.

4.1 � Forensic issues with IoT

IoT forensic issues include the wide variety of concerns 
forensic investigators encounter while examining IoT gadg-
ets and systems [91, 92]. The wide range of IoT devices is 
a major issue, including anything from smart home appli-
ances and wearables to industrial sensors and autonomous 
vehicles [93]. Each device might have its unique combina-
tion of hardware, including but not limited to its operating 
system, data formats, applications, and network protocols. 
Therefore, forensic investigators must deeply understand 
the devices to assess and collect evidence from them prop-
erly. The lack of uniformity in data formats, encryption, and 
device configurations further complicates forensic investiga-
tions [94]. Additionally, the sheer scale and real-time nature 
of IoT systems make it challenging to identify and preserve 
crucial evidence promptly. These complexities necessitate 
specialized tools and techniques to address the unique foren-
sic needs of IoT environments.

There are many situations (Fig. 3) in which IoT forensics 
is required. Still, the most common ones involve investigat-
ing and resolving security events, breaches, or other mali-
cious acts involving IoT devices and systems [95, 96]. IoT 
forensics is essential to investigate security issues, guaran-
tee accountability, ensure privacy, avoid future attacks, and 
assist in legal procedures. It is a crucial field that ensures 
the security and reliability of IoT infrastructure across 
many sectors. Investigating, analyzing, and preserving 

digital evidence from electronic devices, including comput-
ers, cellphones, and storage media, is the subject of digital 
forensics, a subfield of forensic science [97]. Using scientific 
methods and tools is essential for collecting, evaluating, and 
interpreting digital evidence supporting investigations and 
legal procedures. There are a number of key differences and 
issues with IoT forensics related to the forensics of more 
conventional devices [95] in terms of legal and regulatory 
frameworks, forensic tool availability, privacy and consent, 
data volume and velocity, time synchronization and times-
tamping, security and encryption, and fragmented evidence.

IoT involves interconnected nodes that communicate with 
each other independently while providing a diverse range of 
facilities. Yet, this open system’s extensive deployment and 
enormous computing power make IoT devices an ideal target 
for various cyberattacks. Especially if the nature of the infor-
mation that is collected and processed over an IoT network 
is private, it becomes even more susceptible to malicious 
attacks [16]. This is why ensuring the security and ways to 
identify nodes within a network that have been compromised 
is a huge priority for IoT networks. The reliability and con-
venience that IoT brings to the table also open a dimension 
of intruder entrance points. This leads to the area of digital 
forensics, which not only identifies compromised network 
objects but also retains evidence of attacks [34]. Forensics 
also allows developers to build better protection systems in 
IoT networks for future attacks.

4.1.1 � Evidence identification, collection, and preservation

IoT has escorted a technological evolution that also intro-
duces a new kind of threat for cyber-security concerns, given 
the complex and heterogeneous nature of IoT objects as well 
as the unique susceptibilities of IoT networks. It is neces-
sary to detect devices that have been compromised and to 
access and conserve evidence of malicious activities that 
can emerge as high-priority events. There have been many 
attempts to study processes of evidence identification, col-
lection, and preservation within IoT networks. For instance, 
a study targeting this problem used a blockchain-based 
solution designed for domains such as smart homes, explic-
itly collecting and preserving valuable evidence in digital 
forensics [22]. The study used a database that stores private 
forensic evidentiary data where the accumulated evidence 
would be kept, coupled with a permitted blockchain that 
would provide facilities, such as integrity and authenticity, 
to ensure courts can utilize this evidence. This method saves 
metadata of evidence that would be extremely useful for 
providing appropriate services. It allows it to communicate 
with various processing objects, such as ISPs, law enforce-
ment agencies, and other entities. This approach allows for 
handling very different challenges associated with forensic 
evidence from IoT networks. However, many drawbacks of Fig. 3   A schematic for IoT forensics
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blockchain technology, such as scalability, open nature, and 
complexity, could cause inefficiency and overkill of the pro-
posed approach.

A generic methodology was developed by Alqahtani 
& Syed [98], integrating each forensic transaction into an 
immutable blockchain entry, which established transpar-
ency and authenticity from data preservation to final report-
ing. The framework was designed to manage a wide range 
of forensic applications across various domains, including 
technology-focused areas such as the Internet of Things 
(IoT) and cloud computing, as well as sector-specific fields 
like healthcare. Central to the approach were smart con-
tracts that seamlessly connected forensic applications to 
the blockchain via specialized APIs. A privacy-preserving 
blockchain-based scheme for supply chain traceability was 
proposed by Li et al. [99]. The approach leveraged zero-
knowledge proof technology, allowing participants to enter 
the system using a one-time pseudonym, thereby protecting 
their identity information. A secure and reliable method for 
sharing product information was proposed, utilizing attribute 
encryption technology to encrypt product information stored 
in the blockchain.

Hossain et al. [100] developed a framework that uses 
a public digital ledger to detect the evidence of criminal 
activities in IoT networks. Due to increased deployment, IoT 
devices have become easy targets for certain attacks. This 
approach identifies and collects interactions in IoT networks 
and objects as evidentiary data, then stores them in a secure 
system similar to a Bitcoin network. This eliminates a sin-
gle entity over-storing evidence, helps avoid single-point-
of-failure on the storage media, and ensures that evidence 
is highly available. The framework also assures integrity, 
confidentiality, and anonymity of evidence. However, as 
discussed before, it also has drawbacks similar to those of 
blockchain technology.

A study by Bouchaud et al. [101] discusses three key 
steps in evidence gathering and preservation in IoT: detec-
tion, localization, and recognition. The detection mechanism 
is often achieved passively through a frequency mapping that 
recognizes the signature at the scene as a digital footprint. 
The scan is done at several layers and, thus, detects object 
presence at the crime scene. One challenge of this approach 
is that only active devices are detected, which is time-con-
suming and sometimes incomplete. Evidence localization 
is achieved by studying RSS (received signal strength) and 
performing many measurements to locate devices, which 
provided a direction in the investigation. Finally, recogni-
tion is conducted at two levels: i) digital recognition is done 
in numerous ways, such as collecting MAC addresses of 
communicating devices to generate a trace, and ii) physi-
cal recognition is done by utilizing the electromagnetic 
signature that depends on the time for response and signal 
confirmation to characterize the device’s physical location 

uniquely. It can also provide information about the device’s 
manufacturer and country of origin.

When conducting forensic investigations involving the 
IoT, it is crucial to correctly identify, gather, and store all 
evidence. The first step is to secure the crime scene and 
isolate the associated IoT devices to preserve any potential 
evidence. Information on the device’s capabilities and vul-
nerabilities can be better understood with complete docu-
mentation of the device’s development, model, and firm-
ware versions. Information on network activity and potential 
security breaches can be gathered by collecting network and 
device data, such as logs and configurations.

The correct extraction, analysis, and interpretation of evi-
dence require specialized forensic tools and the cooperation 
of experts in other fields, such as digital forensics and IoT 
security experts. Accurate and valid investigation outcomes 
in IoT forensic cases are ensured by adhering to established 
forensic processes and requesting professional guidance. If 
possible, preserving cloud data allows users to reconstruct 
activities and events conducted in the cloud. Data synchroni-
zation between gadgets and systems should be carefully con-
sidered. Evidence obtained must be kept secure and legally 
admissible, which can be achieved by maintaining a chain 
of custody records.

4.1.2 � Evidence analysis and correlation

IoT forensic investigations rely heavily on analysis and cor-
relation of evidence to reconstruct what happened and pro-
vide conclusions about its significance [102]. Analyzing net-
work traffic captures, device logs, and forensic investigation 
of firmware or software are some methods that can be used 
to analyze the obtained data [103]. This analysis focuses 
on patterns, deviations, and possible evidence of access or 
malicious behavior.

Digital evidence in IoT is incredibly important as it makes 
the case of cybercrime admissible in a court of law. The 
complex system of an IoT network includes collecting, ana-
lyzing, and correlating evidence, which can be achieved by 
many relevant forensic methods and tools fruitfully and effi-
ciently. One study utilized the Last of Scene (LoS) algorithm 
for evidence collection and analysis, investigating the last 
item found in communication first [26]. This facilitated and 
lowered the odds for the investigators in digital forensics. 
LoS can be easily explained by limiting the investigation to a 
0 zone before any future workload and overhead occur. This 
procedure was more efficient because of its ability to identify 
several objects and use otherwise hard-to-reach entities.

The versatility of IoT devices makes them much more 
susceptible to continuous cyber-attacks. Additionally, it is 
difficult for forensic investigators to keep records of many 
attacks on these networks due to the lower processing 
power and memory of IoT [104]. Another study proposed 
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an intelligent forensic analysis mechanism that automatically 
identifies an attack on an IoT network utilizing a machine-to-
machine (M2M) framework. Here, the evidence collection 
and analysis are performed using a third-party logging server 
to determine the effects and nature of the attacks. However, 
since the process adopts a machine learning framework, it 
has many drawbacks of ML, such as high training datasets 
and high error vulnerability.

The increasing complexity of multi-level interconnec-
tions in IoT ecosystems has introduced new challenges in 
identifying connected devices. Kim et al. [105] examined 
IoT services capable of connecting to various devices to 
reveal their interconnections, analyzing forensic artifacts 
across six interconnected scenarios. The study found that 
not all services retain traces of interconnection. Based on the 
findings from scenario-based experiments and existing IoT 
forensic frameworks, an improved IoT forensic model was 
proposed to identify the interconnectivity between devices. 
The framework introduced additional phases for identifying 
interconnected devices, designed to investigate IoT-related 
cases by identifying all connected devices, ensuring relevant 
data collection, narrowing down areas of investigation, and 
integrating the data. The proposed model facilitated the dis-
covery of interconnected devices.

Another study introduced a fog-based IoT forensic frame-
work that tries to acknowledge and work on the challenges 
in evidence analysis [24], in which resources are distributed 
to the edge of a network for computing and storage. This 
approach showed improvement in scalability, lower latency 
of the network, quick responses, and better security and 
privacy than other methods in the literature. Some draw-
backs of fog computing include complexity, higher risk of 
attacks due to increased connections, data leaving premises, 
and more encryption, which makes it harder to share data 
across networks. A study by Kebande et al. [106] introduced 
a cloud-centric protocol to isolate big data for forensic evi-
dence from IoT infrastructures for accurate analysis and 
investigation. However, integrating the cloud with IoT has 
created a massive array of data that is open to malicious 
risks from cybercriminals. The authors proposed a CFIB-
DIoT framework where evidence was framed to be collected 
over IoT clouds. Results show that the framework can sup-
port a cloud-based IoT tool with good accuracy.

In conclusion, matching timestamps, comparing network 
activity with device logs, or lining up activities made on IoT 
devices with cloud platform data are examples of how to 
correlate the evidence. This correlation method helps deter-
mine dates, establish cause-and-effect relationships, and 
assign responsibility for events to particular tools or people. 
Accurately interpreting the evidence and discovering valu-
able insights calls on knowledge of digital forensics, network 
analysis, and IoT security. Working collaboratively with 
legal professionals guarantees that the evidence analysis 

and correlation meet all legal criteria and may be presented 
competently in legal proceedings. An in-depth understand-
ing of the IoT forensic issues at hand can be attained by 
investigators through careful examination and correlation 
of the available information.

4.1.3 � Attack or deficit attribution

A common outcome of any investigation in forensics is to 
find the criminals involved in the attack. However, given the 
rise in the autonomous vehicle industry, it will soon become 
a problem for forensic investigators to identify perpetra-
tors of cybercrimes. This is due to the lack of documenta-
tion and sound tools of forensics to collect, preserve, and 
analyze cyber-physical systems. Without a proper system, 
this becomes a challenge [16]. Sana et al. [107] focused on 
anomaly detection, which identifies deviations from nor-
mal system behavior that may indicate attacks. The study 
explored methods to enhance detection performance, inves-
tigating the design and evaluation of a novel IDS. Super-
vised ML techniques, including tree-based Support Vector 
Machines (SVM), ensemble methods, and neural networks 
(NN), were leveraged alongside advanced deep learning 
approaches such as long short-term memory (LSTM) and 
vision transformers (ViT). Singh [108] used a cross-layer 
design as a modern architectural method to establish com-
munication between layers that can adapt quickly. Results 
indicated that the technique helped provide quality service, 
lowered energy consumption, and encouraged efficient 
resource utilization.

Limiting attacks or detecting gaps in IoT forensic issues 
can be difficult and require a well-thought-out study. Attack 
attribution determines who or what was responsible for an 
attack [109]. This could be an external hacker, an insider, or 
a misconfiguration. Expertise in digital forensics, network 
analysis, and cybersecurity is needed to determine where 
an attack came from, how it spread digitally, and what 
vulnerabilities were exploited. When deficiencies must be 
determined, attention moves to analyzing the security issues 
in the IoT device or system that enabled the breach [110]. 
Methods of authentication, firmware releases, and update 
management policies should also be examined. Understand-
ing the attack methods, motivations, and possible counter-
measures requires cooperation with IoT security profession-
als and using threat intelligence.

Experts in forensics, IoT development, networking, and 
security must work collaboratively to solve the identified 
forensic issues. This process includes implementing privacy-
aware protocols, improved data integrity procedures, and IoT 
system-wide privacy awareness. By addressing these issues, 
the forensics community can better protect the privacy, secu-
rity, and reliability of IoT devices and networks, benefiting 
the entire IoT ecosystem.
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4.2 � Security issues with IoT

While the IoT has greatly improved our experience with 
technology, it has also raised a number of security issues. 
The connected devices’ inherent weaknesses are a significant 
source of concern when it comes to IoT security [111, 112]. 
Due to the constraints of computing power with memory, 
many IoT devices do not have adequate security features 
[113]. Because of this, they may be open to attacks and 
misuse. Furthermore, malicious people can more easily 
obtain control of devices or access sensitive data due to poor 
authentication and authorization methods in IoT devices. 
Another significant issue is insecure communication, as 
many IoT devices use wireless transmission of data, leaving 
it open to eavesdropping, malicious activity, and tampering.

The IoT enables uncountable devices, users, and services 
to communicate and exchange data. It is applied in smart cit-
ies, such as highways and hospitals, and smart homes, such 
as operating doors, air conditioner units, and fire alarms, 
among other things [114]. These IoT gadgets are linked 
to the network via the Internet and exchange data through 
that network [115]. Due to the rising use of IoT devices in 
multiple sectors, IoT networks are prone to various security 
vulnerabilities [116]. For example, data obtained from IoT-
embedded sensors are delivered to cloud servers or other 
analytical engines via middleware, like gateways and routers. 
These IoT-processed data and information have garnered a 
great deal of positive and negative attention. Several unex-
pected security challenges for current networking technolo-
gies have arisen because of the inherently open IoT structure 

and widespread adoption of the paradigm [117]. The secu-
rity problems in IoT vary, observed in individual authentica-
tion, authorization, access control, and data protection, as 
well as in the architecture, as shown in Fig. 4.

4.2.1 � Authentication

When it comes to protecting data on the IoT, authentication 
is essential. Authenticating individuals and verifying the 
authenticity of their devices has taken on more importance 
as the number of connected devices continues to grow [118, 
119]. To ensure that only authorized people, machines, and 
organizations have access to the infrastructure and services 
of the IoT, authentication procedures are used. Credentials 
like biometric data, digital certificates, passwords, and 
multifactor authentication mechanisms are all part of this 
process.

Every object in the IoT should be able to recognize and 
authenticate every other item within the network, or at least 
in a specific area where the system would interact [120, 121]. 
Verifying devices and users before accessing a network or a 
communications system is known as authentication. Authen-
ticating each gadget is a tedious task that should be resolved 
by the specified architecture [122]. Authentication occurs in 
secured and unsecured networks, making them susceptible to 
malicious assaults, such as distributed password dictionary 
attacks, denial-of-service (DDOS), and man-in-the-middle 
attacks [123]. Authentication is challenging due to the het-
erogeneity of linked devices and multiple security schemes. 
Traditional techniques that focus on usernames and pass-
words or involve a single authentication pattern are perhaps 
insufficient for coping with the heterogeneity expected by 
IoT as they are readily exploited [124, 125]. Any proposed 
authentication strategy must have a lightweight feature for 
many IoT devices with low-power CPUs, minimal computa-
tion, and storage. Additionally, the system may implement 
multi-factor authentication that entails multiple authentica-
tion factors simultaneously. It must efficiently handle the 
complementary load of multi-factor authentication and 
may integrate encryption technology, such as RSA, Elliptic 
Curve, AES, or hash functions, to ensure robust security 
[126, 127].

To address authentication concerns, researchers devel-
oped various methods tailored to the IoT context [125]. 
For instance, a novel lightweight authentication mecha-
nism, named RAM-MEN, was introduced by Tanveer & 
Aldossari [128] to secure IoT-enabled Mobile Edge Com-
puting (MEC) environments in the 6G era using cryptogra-
phy and physically unclonable functions. The mechanism 
protected against insider threats and fake MEC access points 
while ensuring efficiency and scalability. RAM-MEN also 
established a secure communication channel (session key) 
between IoT devices and the MEC server, enabling the Fig. 4   Schematic for security issues in IoT
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secure offloading of computationally intensive tasks. The 
security of the session was rigorously evaluated through 
formal methods, including Scyther and the random-or-real 
model, as well as informal approaches. Comparative perfor-
mance evaluations demonstrated that RAM-MEN reduced 
communication costs by 21.54–45.53% and computational 
costs by 17.09–83.72% while providing enhanced security 
features. Li et al. [124] presented a blockchain-based authen-
tication mechanism rather than relying on a third party to 
mitigate the pitfalls and assaults that might develop when 
counting on a centralized authority. This method is light-
weight, affordable, and tamper-resistant as it depends on 
public-key cryptography. Besides, it eliminates single-point 
failure attacks and ensures the system continues function-
ing effectively even if some nodes are targeted by a DDoS 
attack. Moreover, the multi-chain structure provided addi-
tional security protection between different trust domains. 
However, its performance depends on the blockchain plat-
form. Subsequently, Shah and Venkatesan [129] developed 
a mutual authentication technique that uses a shared secret 
key and multi-password between the IoT device and server. 
This approach shields against side-channel attacks, password 
cracking, DOS assaults, and man-in-the-middle attacks. The 
set of passwords must be updated after every session, mak-
ing it resistant to several attacks even with limited power. 
The method was tested on an Arduino device to verify its 
feasible implementation with constraint memory and com-
putational capability on IoT devices. However, the key size 
must be extended to enhance security, which would neces-
sitate high processing and more energy.

Authentication of IoT systems associated with multi-
WSNs is a novel decentralized strategy to fix the problems 
that cause centralized authentication [130–132]. A public 
blockchain-based multi-wireless Sensor Network (WSN) 
verification method was proposed by Anitha & Bapu [133] 
using a Light-Weight Authentication Algorithm (LWAA) 
for IoT to enhance secure authentication and performance 
in a multi-WSN model. This approach categorized nodes as 
access points, group head nodes, and regular nodes based 
on their power variations, forming a hierarchical model. 
The standard authentication of nodes across various com-
munication scenarios was managed through blockchain. The 
cryptographic technique improved the network lifespan and 
significantly reduced computation time. Khalid et al. [134] 
introduced a decentralized authentication concept for mul-
tiWSNs’ IoT-based communication infrastructure using fog 
computing as an open authentication mechanism to validate 
the credibility of cooperating sensor devices. This scheme 
outperformed the state-of-the-art blockchain-based authen-
tication system. Nevertheless, further study might be con-
ducted to create a lightweight consensus protocol to pre-
vent massive energy consumption using the Proof-of-Work 
(PoW) algorithm to evaluate every block. Radiofrequency 

identification (RFID) can be significantly favorable to iden-
tifying entities, as it uses electromagnetic wave propagation 
and induction to differentiate across objects. Cryptographic, 
password-based, biometric, token-based, zero-knowledge 
proof, digital signature, and multi-factor authentication are 
some security mechanisms experts recommend addressing 
the same issue. Alternatively, researchers are particularly 
interested in multi-factor authentication because of its adapt-
ability in rendering the authentication process safer and 
more effective [135–139].

In summary, unauthorized access, data breaches, and 
malicious actions can be prevented with the help of strong 
authentication systems. As the number of IoT systems and 
vulnerabilities to these systems rise, authentication strate-
gies thus need to be optimized, which necessitates consistent 
modifications to current procedures. Authentication also aids 
in keeping private and confidential data transmitted inside 
IoT ecosystems secure. In order to establish reliability, pre-
vent illegal access, and preserve the integrity of IoT security, 
strong authentication techniques, in addition to secure key 
management and communication protocols, are required. For 
IoT security measures to be reliable and successful, authen-
tication technologies and standards must keep improving to 
implement them correctly and educate users.

4.2.2 � Authorization and access control

The IoT ecosystem relies heavily on authorization and access 
control to solve security problems [119, 140]. With so many 
connected devices, it’s critical to restrict access to impor-
tant data and features to authorized users only. IoT systems 
use efficient authentication and access control technologies 
to manage user access and prevent unauthorized behavior 
[141]. This entails developing and implementing policies 
that specify which users and devices have access to which 
data and services and under what conditions.

With the rise of IoT, prevalent use is responsible for cre-
ating a mass number of log information that is transferred, 
shared, and processed regularly. These logs might contain 
sensitive and necessary user information and might hold evi-
dentiary details in forensic investigations. However, the legal 
aspects of this evidence and internal safety issues in current 
logs are not yet adequately understood. Hsu et al. [142] pro-
posed a log storage management system that autonomously 
adheres to a blockchain mechanism and access control for 
IoT services. This model allows sensors to log encryption 
when sending to the gateway and server, so it would not 
be publicly readable if assessed between communications. 
In addition, a concept of “signature chain” was also intro-
duced that provides efficiency in management with valuable 
security assurance for logs, including verification of identity, 
data integrity, non-repudiation, resistance to data tempera-
ment, and legality.
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Due to the protocol’s use of blockchain technology, weak-
nesses associated with blockchains, such as scalability, open 
nature, inefficiency at certain times, and complexity, can 
pose problems. IoT is also becoming highly prevalent in 
healthcare sectors, particularly smart sensors and wear-
able devices that make medicine smart, fast, and accessi-
ble. However, medical data makes IoT far more susceptible 
to attacks and raises a big concern for security and users’ 
access control. Considering the increasing size and consist-
ent presence of this system, a more manageable protocol that 
is flexible and scalable is required. A novel Ciphertext Policy 
Attribute-Based Signcryption (CP-ABSC-MIoT) scheme 
was proposed by Patil [143] to provide privacy preserva-
tion and access control for Electronic Health Records (EHR) 
in Mobile Internet of Things (MIoT) environments. The 
scheme aimed to achieve fine-grained access control, con-
fidentiality, authenticity, and privacy preservation of EHRs 
by combining the advantages of attribute-based encryption 
and digital signatures. The system enforced access policies 
tailored to the unique characteristics of authorized EHR 
users. The proposed scheme, built on bilinear pairing, sup-
ported several security features, including data confidenti-
ality, authentication, and efficient access control. Pal et al. 
[144] proposed an architecture for access control in con-
strained healthcare environments that use IoT resources. 
The policy-based approach provides neatly analyzed access 
for services to authorized users while protecting important 
data from intrusion. In addition, a hybrid route is used for 
authorization design, which employs roles, attributes, and 
capabilities. It applied parameters for the role membership 
assignment and evaluating authorization. The membership 
permits the assignment of capabilities based on additional 
user attributes, which is then used to grant access permis-
sion to specific IoT-related services. This lowered the policy 
number needed for user access control specification settings. 
This particular framework is XACML-oriented and imple-
ments a prototype known as proof-of-concept and analysis. 
The assessment results proved that this approach needs less 
overhead in comparison to existing schemes for IoT’s access 
control issues.

There are some drawbacks to using XACML, such as not 
explicitly requiring specification for the intent needed in 
privacy policies, complexity, and not having standardized 
interactions involving PAP and PIP. Sadineni et al. [145] 
presented a holistic forensic model based on ISO/IEC 27043 
international standard containing three phases corresponding 
to proactive, incident, and reactive that covered the full of 
IoT forensics: preparedness, initialization, and inquiry. The 
model provides a configurable and customizable environ-
ment that would support a diverse range of IoT applications 
and would be better to build a comprehensive framework.

Overall, verifying the identities of people and devices is 
made easier by strong authentication protocols like digital 

certificates and multifactor authentication. Fine-grained 
management of permissions can be exercised on the basis 
of user roles, device attributes, or other contextual elements 
with the help of access control techniques like role-based 
access control and attribute-based access control. Authori-
zation and access control systems are more effective in pre-
venting data breaches, malicious actions, and unauthorized 
access when properly implemented and configured. The 
integrity and security of IoT networks, as well as the protec-
tion of sensitive information, depend on the regular monitor-
ing, auditing, and updating of access control policies.

4.2.3 � Privacy

IoT privacy safeguards one’s personally identifiable infor-
mation from disclosure in IoT-protected space. An indi-
vidual is given a unique identifier and the ability to com-
municate on the Internet in an IoT-protected environment. 
One of the best features of IoT is that it offers consumers 
a significant amount of operation and control over routine 
tasks by filling the surroundings with smart devices. Secu-
rity and privacy have become the main concerns because 
of the overwhelming usage of IoT devices [146]. Limita-
tions of devices and complex heterogeneity significantly 
impact IoT privacy, as IoT devices are often limited with 
constrained resources because of weight and size and net-
work access issues.

According to Yu et  al. [147], IoT devices can be 
exploited to disclose confidential information by providing 
vulnerable access points to key facilities, such as health-
care and defense institutes. Two key findings regarding IoT 
systems are: i) host-based techniques are more vulnerable 
than network-based approaches because of the underlying 
restrictions and plausible unfixed security flaws, and ii) 
statistic perimeters are implemented deep within the IoT 
network due to their constant physical and cyber-shifting, 
these are incapable of safeguarding IoT technologies. As a 
result, resource constraints make each IoT layer’s security 
difficult [148].

A significant risk is posed by the flow of data produced 
by IoT devices, which may breach people’s privacy and 
compromise their security [149]. One of the most serious 
misuses of the massive amounts of data exchanged is when 
that data is connected to a particular individual. As a result, 
user obfuscation is another factor to consider when main-
taining confidentiality in networked environments. Miorandi 
et al. [150] explain using a suitable query language to allow 
apps to retrieve the required data and maintain secrecy in an 
IoT situation. Usman et al. [151] proposed a security infra-
structure that considers user anonymity, security problems, 
and confidentiality. The author prioritized IoT security and 
addressed the challenges of IoT manageability, availability, 
and privacy.
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In summary, protecting users’ personal information is a 
top priority in IoT security. Data privacy and security are 
major issues brought to light by the massive amounts of 
data networked IoT devices collect. Adopting strong pri-
vacy protections to protect user privacy is critical as IoT 
devices continuously capture personal and sensitive informa-
tion. This involves embracing privacy-by-design principles, 
which call for incorporating privacy protections into every 
step in developing an IoT system. Data confidentiality can be 
protected through the use of anonymization and encryption 
methods when being sent or stored. Users should be pre-
sented with clear and transparent privacy rules that explain 
the collection, usage, and sharing of their data. Individuals 
are given more agency over their data when given choice 
and control over it through mechanisms including gaining 
informed consent from users and having access to their data. 
Potential privacy risks in IoT systems should be identified 
and remedied through routine security assessments and 
audits.

4.2.4 � Secure architecture

A secure architecture is required to ensure strong security 
within the IoT ecosystem [152, 153]. To secure IoT net-
works, it is necessary to develop and deploy a multi-pronged, 
defense-in-depth strategy adapted to the specific threats and 
weaknesses of these networks. The term "security architec-
ture" refers to a comprehensive approach to securing a given 
situation or environment that takes into account both the 
requirements and potential risks. A novel security frame-
work was introduced by Lilhore et al. [154], leveraging deep 
learning to address risks in IoT channels and 5G networks. 
The framework utilized lightweight CNNs (MobileNetV3-
SVM) and transfer learning to detect intrusions in real time 
by analyzing network activity patterns and identifying mali-
cious behavior efficiently. It employed a multi-layered struc-
ture to hierarchically learn from raw network data, reducing 
computational overhead and making it suitable for IoT and 
5G edge devices. The hybrid model combined MobileNetV3 
with SVM for auto-classification, enhancing intrusion detec-
tion accuracy and adaptability to evolving threats. Koroni-
otis et al. [155] proposed a network forensics framework 
implementing Deep Learning for IoT that uses Particle Deep 
Framework (PDF), which describes the phases of a digital 
investigation for proper identification and tracing of attack-
ing behaviors within IoT networks. The framework includes 
the following three novel functionalities: i) extraction of net-
work flow data and verification of their integrity to deal with 
encrypted networks; ii) utilization of particle swarm opti-
mization (PSO) algorithm to automatically adapt to param-
eters of deep learning, and iii) development of a deep neural 
network based on the PSO algorithm to find and trace events 
laced with abnormality from smart home IoT networks. The 

framework was evaluated using Bot-IoT and UNSW_NB15 
datasets and compared with other deep learning algorithms. 
Results implied a high-performing system for the discov-
ery and tracking of events of cyber-attacks in comparison to 
other techniques. A few drawbacks of implementing a deep 
learning network include requiring large amounts of data for 
better performance, expensive training modules for complex 
data models, and complexity overall.

How blockchain technology was used to create a tam-
per-proof and transparent system for secure data sharing 
in autonomous vehicular (AV) networks was analyzed by 
Hemani et al. [156]. Smart contracts, implemented in Solid-
ity and deployed on a blockchain using Ganache and Truffle, 
established predefined rules for data sharing. The proposed 
approach enhanced the security, safety, and reliability of AV 
networks, with MATLAB used for system analysis. A block-
chain-based shared audit framework (BSAF) was proposed 
by Shakeel et al. [157] for analyzing digital forensics data 
from IoT. The framework was created to detect and trace 
the causative agent of data scavenging attacks in virtual-
ized resources (VRs). Blockchain technology was used for 
accessing logs and managing control. The access log was 
analyzed for consistency in detecting events using logistic 
regression (LR) machine learning and cross-validation. Any 
adversary event discovered was filtered after cross-valida-
tion to hold back the precision level of data analysis for a 
variety of user densities and VRs. Results showed that the 
framework is consistent and reduces both analysis time and 
adversary event rate. Drawbacks of machine learning, such 
as high levels of error susceptibility, time-consuming, and 
resource consumption, as well as blockchain technology, like 
scalability, open nature, and complexity, may pose problems 
within this framework.

In general, there are a few foundational components of 
an IoT-safe architecture. There have to be robust procedures 
in place for authenticating devices and users and control-
ling access to resources. To protect information while it 
is stored and in transit, encryption mechanisms should be 
used. To avoid data tampering or interception, secure com-
munication routes, such as encrypted tunnels and secure 
protocols, should be set up. By isolating and organizing 
networks, attacks can be contained and their damage mini-
mized. Addressing security issues and protecting against 
known exploits requires regular software updates and patch 
management techniques. It is easier to notice and respond 
to potential threats or unusual behaviour with the help of 
intrusion detection and prevention systems and effective 
monitoring and logging procedures. In order to success-
fully resolve security issues and limit damage, a complete 
incident response strategy should be established. Therefore, 
IoT systems can reduce risks, prevent attacks, and retain 
ecosystem trust by employing a secure architecture. Table 5 
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summarizes some recent studies that investigated forensic 
and security issues of IoT.

Various forms of attacks, aimed specifically at IoT 
devices and networks, have emerged as a direct result of the 
proliferation of IoT [158]. Some of the common IoT attacks 
include denial of service attacks, distributed DoS, jamming 
attacks, intrusion detection system attacks, botnet attacks, 
malicious node attacks, power analysis attacks, side chan-
nel security attacks, device exploitation, man-in-the-middle 
attacks, physical attacks, wormhole attacks, Sybil attacks, 
zero-day exploits, routing attacks, buffer overflow attacks, 
supply chain attacks, impersonation attacks, eavesdropping 
and data interception, firmware tampering, and spoofing 
attacks. These common attacks are summarized in Table 6. 
Security techniques such as encryption protocols, strong 
authentication procedures, network segmentation, regular 
firmware updates, and monitoring for aberrant behavior are 
essential for protecting against these IoT attacks.

In conclusion, insufficient encryption or poorly deployed 
network protocols might compromise data confidentiality 
and integrity. In addition, devices are susceptible to known 
exploits and vulnerabilities due to the lack of frequent firm-
ware upgrades and security patches from manufacturers. 
Concerns about privacy arise because of the large amounts 
of personal and sensitive data acquired by IoT devices, which 
could be disclosed or misused if suitable data handling 
policies and consent mechanisms are not in place. Another 
concern is the lack of protection against physical theft or 
tampering with IoT gadgets used in the real world. Distrib-
uted denial of service attacks that leverage compromised IoT 
devices are becoming more common. Providing consistent 
and effective security measures across the IoT ecosystem is 
also complicated by the lack of unified security standards 
and compatibility among IoT devices and platforms. Strong 
authentication systems, encryption protocols, regular secu-
rity updates, privacy measures, and industry-wide security 
standards are all necessary to address these security chal-
lenges, and they require a multi-pronged strategy involving 
manufacturers, developers, users, and regulatory agencies.

5 � Research challenges in IoT

IoT intrigues researchers and scientists owing to its vast 
scale and scope. In recent decades, scientists have put sig-
nificant efforts into various disciplines of IoT, including its 
architecture security, application development, reliability, 
protocols, privacy, and connectivity. Many enterprises are 
engaged in IoT application projects and progress in several 
sectors. For instance, major international standards develop-
ment organizations (SDOs), such as ISO, IEC, IETF, ITU, 
and IEEE, are scrutinizing the need for the success of IoT 
[178].

5.1 � Technical challenges

Although technologies like blockchain, fog, edge comput-
ing, and low power wide area network (LPWAN) work to 
enhance or protect IoT activities, implementing them has 
some challenges. For instance, blockchain technology adds 
a substratum of protection to accumulate IoT data that hack-
ers must bypass to ingress the system. It provides relatively 
higher encryption standards, making it highly unfeasible to 
alter existing data entries [179, 180]. However, the current 
blockchain infrastructure is inadequate for humongous IoT 
networks due to the limited node numbers in public block-
chain networks and the limited latency in permission-less 
networking.

The development of consensus methods to limit redun-
dant processing power utilization in resource-restrained 
devices remains a challenge in this field of research [181]. 
Furthermore, the inception of trash data is a crucial element 
of blockchain’s tamper-proof aspect as it influences the ulti-
mate execution of the underlying program. Consequently, it 
entails suitable garbage data managing procedures. Service 
providers and manufacturers also confront regulatory and 
legal challenges, which hinder the acquisition of blockchain 
technology in the workplace. Another significant stumbling 
block is storage, as the ledger must be stored on the nodes 
but on a central server. The inability to comprehend and 
derive the potential of blockchain in the IoT area harms its 
appeal [182].

Ensuring robust data security, compliance with regula-
tory standards, ethical alignment with societal values, and 
the reliability and accuracy of IoT devices is essential for 
safeguarding users’ safety [183]. Excessive reliance on IoT 
technology makes supply chain management vulnerable 
to technological dependencies and single points of failure 
[184]. Failures or disruptions in IoT devices, communica-
tion networks, or cloud infrastructure can lead to widespread 
operational interruptions and substantial financial losses.

Devices, such as sensors, embedded devices, RFID tags, 
etc., with scarce resources at the network’s edge, are prone 
to a range of malicious activities. Because these devices 
are primarily reliant on external power sources, blackouts 
can halt the entire edge layer [185]. Furthermore, deploy-
ing security protocols on these devices adds to their com-
putational overhead. Subsequently, LPWAN aims to reach 
optimal IoT network performance. However, tackling inter-
ference challenges in LPWAN (co-layer, cross-layer, and 
inter-symbol) is still a continuing process. Unauthorized 
technologies similar to LoRa and SigFox are one cause of 
these problems, precisely due to their operator ISM bands 
that cause the interruption [186].

Due to the exponential decline in the LPWANs’ perfor-
mance, ensuring scalability in heavy IoT networks is another 
crucial concern. Effective energy handling in IoT devices 
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also presents an existing issue that needs to be remedied. 
Low-power communications is an essential research dis-
cipline because battery renewal is expensive, particularly 

for vast implementations, such as IoT. While many energy-
efficient strategies exist at multiple-element layers of the 
Open System Interconnection (ISO) paradigm, batteries 

Table 6   Common attacks in IoT, along with their description

Attacks Description Ref

Denial of service (DoS) attacks DoS attacks, which consist of a mass of network packets aimed at a specific application node, 
disrupt service in real time. This attack is frequently seen in the IoT applications

[159]

Distributed DoS Distributed DoS attacks include making a server unavailable and preventing network nodes with 
intelligence from accessing the resources they need

[160]

Jamming attacks A type of DoS attack in which the attacker attempts to disrupt communication [161]
Intrusion detection system (IDS) An IDS monitors network activity for unauthorized changes. Misuse detection, host-based IDS, 

network-based IDS, and anomaly detection are different kinds of IDS attacks
[162]

Botnet attacks Insecure IoT devices are prime targets for employment in botnets like the infamous Mirai botnet. 
Distributed DoS attacks, launched from these botnets, can overwhelm their targets and disrupt 
service

[163]

Malicious node attacks Due to the diverse nature of IoT devices, malicious node attacks are a real threat in decentralized 
networks. The malicious nodes can be identified, and trust between the nodes can be built using 
perception and K-means

[164]

Power analysis attacks Power analysis attacks mainly occur to increase the computing capacity of the nodes to the point 
where the fundamental cryptographic algorithm cannot be executed. To establish node-to-node 
trust in an IoT network, privacy must be maintained

[165]

Device exploitation Attackers exploit devices to obtain access to or control IoT infrastructure. This may involve taking 
advantage of weak or default passwords, unpatched hardware/software, or unsecured methods for 
communication. Once infiltrated, attackers can use devices to perform unauthorized actions, steal 
information, or gain access to other networks

[166]

Man-in-the-middle attacks Attackers can access sensitive information or modify existing files by intercepting communications 
between IoT devices and backend services. Rogue access points and corrupted network infra-
structure are two common causes of this problem

[167]

Physical attacks Attacks, including device theft, hardware tampering, and side-channel attacks, are all made pos-
sible by having physical access to IoT devices. A device’s security can be compromised in a 
number of ways, including the theft of encryption keys, the manipulation of sensors, and the 
injection of malicious components

[168]

Wormhole attacks At the 6LoWPAN layer, an attacker can launch a wormhole attack by creating a tunnel between 
two connected nodes

[169]

Sybil attacks Sybil Attacks are cybercrimes in which an individual creates several fake accounts on a distributed 
database to breach security

[170]

Zero-day exploits Zero-day exploits are used by attackers to take advantage of vulnerabilities in IoT devices before 
the manufacturers patch them. These vulnerabilities allow attackers to take control of systems or 
launch additional attacks

[171]

Buffer overflow attacks The Buffer overflow exploit is the act of writing a program into an insufficiently sized memory 
block. The IoT network is susceptible to a memory overflow attack while nodes execute various 
programs on devices for processing or computing purposes

[172]

Supply chain attacks Because of the complex structure of the IoT supply chain, there are several points of vulnerability 
in the hardware, software, and distribution channels where devices can be compromised. Devices 
can be infiltrated before they ever reach end users by inserting malicious firmware or hardware 
implants

[173]

Impersonation attacks An impersonation attack is one in which a malicious node poses as a trustworthy one to steal 
data from other nodes in the network. Smart devices in IoT applications tend to be low-cost and 
diverse, making this a difficult problem to solve

[174]

Eavesdropping and data interception Sensitive data sent between IoT devices might be compromised by insecure communication 
pathways and inadequate encryption. Attackers can eavesdrop on communications and potentially 
steal sensitive information or violate users’ privacy rights

[175]

Firmware tampering Attackers can modify the firmware of IoT devices to change their behavior or insert malicious 
code. This can make the device vulnerable to attacks in which it is used as part of a broader 
network of compromised machines

[176]

Spoofing attacks Spoofing attacks entail unauthorized access to private data stored on IoT-connected devices. Spoof-
ing attacks can benefit from this data in the future

[177]
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must be substituted occasionally, which is a prodigious hur-
dle to adopting IoT technology [187]. Scalability, one of the 
most significant technological issues, arises from the large 
interlinked objects connected with IoT. The primary intent of 
creating a scalable gadget is to fulfill shifting needs that can 
never be static because people’s interests and tastes change 
over time and under different circumstances. All the devices 
are expected to be accommodated in the address space.

To retrieve and save  relevant information from enor-
mous amounts of data, adequate  information extraction 
procedures must be applied. In IoT, service discovery is 
challenging because we are expected to find the node that 
confers the client request among interconnected devices 
[187]. To solve the challenges surrounding blockchain, 
fog, and edge computing in the future, guidelines must be 
formulated globally  to maintain optimal IoT execution. 
The United States, Malta, Gibraltar, and Belarus are some 
countries working on these guidelines. Implementing end-
to-end networks in fog computing would lead to more effi-
cient trade-offs between distributed and centralized network 
configurations. Adopting artificial intelligence and machine 
learning approaches can help develop intelligent fog nodes 
that determine adaptive data management and relaying deci-
sions [187]. Meanwhile, Named Data Networking (NDN) is 
a revolutionary naming scheme for edge computing that 
ensures effective scalability [188, 189].

5.2 � Security assurance and privacy concerns

IoT demands the appropriate address of security and trust 
functions since it has become a critical component of the 
growth of the Internet with its massive utilization. Core IoT 
networks need authorization, authentication, confidential-
ity, non-repudiation, and integrity to be considered secure 
[190]. Many cyberattacks exploit vulnerabilities in specific 
devices to access their networks, leaving protected appli-
ances vulnerable [191, 192]. Researchers are conscious of 
the existing flaws because IoT is built on top of conventional 
wireless sensor networks (WSNs), thus inheriting the same 
protection concerns that WSN faces [193, 194]. As most 
of the nodes utilized in IoT systems have memory, energy, 
and other limits, adopting robust security approaches is a 
complex phenomenon that needs to be appropriately handled 
by researchers.

The four dominant categories of cyberattacks affecting 
the IoT system are software, network, encryption, and physi-
cal [195]. Because IoT extensively uses a wireless interface 
for data transmission, message forging, interference, and 
eavesdropping present some threats. This privacy vacuum 
further stimulates efficient security alternatives, consisting 
of probes in non-cryptographic security mechanisms and 
frameworks that assist in developing strong encryption on 
heterogeneous systems. Despite various anonymization 

strategies proposed for ensuring security and privacy, most 
of them require a massive number of resources, such as 
power, memory, and bandwidth in actual use. As a result, 
traditional IP-based security protocols are insufficient in IoT 
networks [187, 196].

Extensive procedures and regulations must be established 
to guide the disclosure of personal data alongside technolog-
ical improvements to ensure that unscrupulous parties do not 
infiltrate such information. Several studies have developed 
algorithms and frameworks to tackle privacy and security 
challenges. For instance, Pacheco and Hariri [197] recom-
mended a security framework that provides a secure system 
in smart infrastructure (i.e., smart buildings) and proffers 
a reliable system. The proposed network has IoT service, 
node, network, and application layers. The researchers also 
established a threat model to discern the vulnerabilities in 
each layer and the plausible countermeasures required to 
prevent their swindling. The model can identify IoT nodes 
and the suitable mitigation method instead of encrypting 
the data owing to the truncated computing potency of IoT 
devices. Although it is possible to reuse some conventional 
IP-based security mechanisms, the limited resource features 
must be regarded. As a result, hardware security support and 
numerous IP-based safety protocol versions, such as Data-
gram HIP Diet Exchange, TLS, lightweight encryption, and 
minimal IKEv2, have recently been created [146, 198–200]. 
However, effective security strategies are necessary for the 
future, precisely for data transmission and software updates, 
as conventional security techniques are expensive to deploy.

5.3 � Standardization issues

Communication protocols, application requirements, object 
identification, security, information processing, data, and 
service platforms require standardization [198, 201]. It 
enables interoperability, promoting seamless information 
exchange and integration among distributed applications. 
The rise in critical cybersecurity threats has also height-
ened the demand for advanced IoT infrastructure configura-
tions [202]. This necessitates standardized platforms and 
protocols for communication across multiple devices and 
vendors. Unifying IoT standards could also enhance gen-
eral security, as linking equipment from distinct vendors 
would be facile to secure [203]. LPWPANs in place of IPv6, 
Routing over Power and Lossy Networks, and Constricted 
Restful Environments are intended to expand web design 
to the most constrained networks and embedded systems 
[204]. Although the ETSI and IETF institutions are working 
on developing IoT standards, the universal communication 
standard remains a research challenge in IoT [33].

Standardized IoT communication technologies and 
architecture are the future cornerstones of IoT evolution. 
W3C, ITU, ETSI, IEEE, NIST, IETF, OneM2M, OASIS, and 
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other leading entities are collaborating to provide a stand-
ard IoT framework. Nevertheless, integrating distinct criteria 
and initiatives in a cohesive sense is challenging as it may 
lead to inadequate interfaces, incompleteness, ambiguity, 
and poor maintenance [205]. Additionally, several experts 
are developing a unified architecture for IoT, which requires 
compliance across existing schemes and tackles heterogene-
ity abstraction and interoperability, etc. Data must be emit-
ted to other devices in IoT using effective routing protocols. 
Nevertheless, implementing effective communication con-
ventions is challenging because of IoT and WSN features 
like scarce resources and Lossy wireless networks [187]. 
The potential solutions associated with the challenges in IoT 
are summarized in Table 7.

Overall, there is a wide variety of noticeable challenges 
that researchers in the IoT field must solve to ensure the reli-
able and secure operation of connected devices and systems. 
Major obstacles involve dealing with the scalability and dif-
ficulty of IoT deployments, ensuring security and privacy in 
the face of rising cyber threats, developing interoperability 
and standardizing among different IoT platforms, maximiz-
ing energy efficiency in limited resource environments, mak-
ing efficient data analytics and decision-making techniques, 
taking on the challenges of fog and edge computing architec-
tures, and dealing with the social and ethical implications of 
IoT. To overcome these obstacles and guide the IoT toward 
a more responsible and sustainable future, we need to invest 
heavily in collaboration, research, and innovation.

6 � Future prospects of IoT

Recently, the future of IoT has been a key field of study, 
allowing various actuators, IoT sensors, and diverse objects 
to communicate specifically without human interaction. Fur-
thermore, with critical cybersecurity threats, the demand and 
standards for a sophisticated IoT infrastructure are rapidly 
increasing [187]. Several next-generation configurations (i.e. 
Named Data Networking [NDN]) can be used to address and 
name features in IoT applications. NDN can also be operated 
in IoT instead of IPv4 or IPv6 addresses, and incorporating 
NDN in IoT infrastructure has already been investigated by 
some experts [207]. Further research is conceivable because 
the Internet is heading towards a content-centric paradigm 
[5].

Seeking novel IoT applications in Content-Centric Net-
working (CCN) and DTN is another step toward a more 
futuristic vision. Guo et al. [208] offered the first effort to 
build a delay-tolerant variant of IoT by linking gadgets to 
generate infrastructure-less networks leveraging short-term 
communication systems, including WiFi or Bluetooth. Data 
dissemination and pooling across devices in such an oppor-
tunistic IoT are initiated based on mobility and fortuitous 
interactions. Since P2P CNN  techniques are becoming 
more prevalent in Internet applications, integrating IoT into 
this context is another prospect to inspect [209]. Similarly, 
only a few studies have explored IoT underwater and how 
to develop delay-tolerant IoT systems, both of which are 
attractive themes for continued investigations in the future 
[210, 211].

Fifth-generation (5G) cellular networks are crucial deter-
minants for the widespread acceptance of IoT technology. 
Massive connectivity, extensive coverage, high security 
and privacy, ultra-low latency, and ultra-high reliability 

Table 7   Challenges in IoT and their potential solutions

Challenges Potential solutions Remarks Refs

Technical Implementing End-to-end networks Provide fog computing with a more efficient configuration [187]
Adopting AI and ML Develop intelligent fog nodes that determine adaptive data manage-

ment
NDN framework Ensure effective scalability [188, 189]

Security & Privacy Security Framework Essential to develop security features, compatible hardware, and 
third-party smart apps

[146]

Light-weight block cipher Expanding the applications of cryptography to constrained devices 
and its related international guidelines and standardization compila-
tion are recently underway

[200]

Standardization Internet Engineering Task Force (IETF) Connect the limited nodes in a restricted environment efficiently [206]
IoT Azure Hub Support a wide range of environments, standards, processing pat-

terns, and scenarios with high scalability and security
[203]

SmartThings It can connect several goods and functions as a complete home hub, 
compatible with various standards for various intelligent systems. 
However, the hub connection is relatively slow
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are imperative in new business models intended for IoT 
deployment. Furthermore, effective security strategies are 
necessary for the future, precisely for data transmission and 
software updates, as conventional security techniques are 
expensive to deploy. Data volume rates, wider coverage, and 
high bandwidth are features of the renowned 5G-enabled 
IoT that answer business models and allow IoT to be used 
for actuators, drones, and robotics [193]. Future intelligent 
platforms require IoT nodes to work in various operational 
environments and with the cloud and network to enhance 
system intelligence while conserving energy consumption.

Many practical applications demand data analysis on 
vast scales. As a result, future researchers may confront 
intense challenges in producing Big Data analysis for pro-
spective IoT systems. To sum up, the prospects for IoT in 
the future are boundless. IoT’s potency is in activating bil-
lions of devices concurrently and harnessing massive usable 
data, streamlining a wide range of business operations. An 
exhilarating wave of IoT applications will emerge when IoT 
platforms overcome the challenges by expanding efficiency 
and artificial intelligence. This will necessitate strong col-
laboration between IoT and network platforms to introduce 
IoT in the future. Future intelligent platforms require IoT 
nodes to work in various operational environments and with 
the cloud and network to enhance system intelligence while 
conserving energy consumption [212].

In summary, the IoT is predicted to grow in scope as tech-
nology develops, leading to an explosion of wirelessly net-
worked devices that penetrate every aspect of modern life. 
New opportunities for real-time use and data-intensive IoT 
systems will be made possible with the advent of 5G net-
works, allowing quicker and more dependable communica-
tion. More responsive and efficient IoT deployments will be 
achievable as edge computing develops, allowing for local-
ized data processing and lowering latency. Automation, pre-
dictive analytics, and individualized user experiences are all 
potentially feasible by the massive amounts of data produced 
by IoT devices. AI and ML will play a crucial role in this 
process. Developments in security and privacy controls will 
be essential to maintain reliability and protect private data 
in the IoT ecosystem. Healthcare, transportation, manufac-
turing, and agriculture are some sectors that will undergo 
radical change due to IoT’s capacity to drive efficiency, inno-
vation, and sustainability. With an ever-expanding network 
of linked devices, transformative- applications, and constant 
connection, IoT’s future is promising.

7 � Conclusions

IoT can collect and share data with other objects and systems 
over the internet or any other network. However, there is a 
dearth of discussion and a lack of sufficiently detailed IoT 

literature to address the identified challenges. This review, 
thus, examined the architecture, current progress, security 
and forensic challenges, applications, and research chal-
lenges of IoT by analyzing and reviewing many new and 
emerging techniques and developments. The findings dem-
onstrate that it is pertinent to develop a high-performing 
framework for network forensics that can detect and trace 
cyberattack incidents using deep learning. Additional 
security can be provided by utilizing a blockchain-based 
authentication system with a multi-chain structure con-
necting several trust domains. In a Fog-based IoT forensic 
framework, additional encryption makes it more challeng-
ing to share data. As a solution, a FLIP-based system can 
be developed using IoT, which is very scalable and adap-
tive to meet consumers’ security-conscious expectations. 
Therefore, researchers who use big data to build IoT-based 
smart systems should carefully contemplate how much data 
is created and supplied when designing such systems. Strong 
protections are also needed to keep IoT systems safe from 
cyber attacks, as privacy and security issues remain crucial.

IoT’s wide range of applications shows its revolutionary 
potential across industries, from healthcare monitoring and 
environmental management to smart homes and industrial 
automation. Interoperability, scalability, data analytics, 
energy efficiency, and ethical concerns are still major obsta-
cles to study. Despite these difficulties, IoT’s future looks 
promising. The introduction of 5G networks, developments 
in edge computing, AI, and improved standards will all con-
tribute to the IoT expansion. Incorporating IoT into society 
will transform industries, stimulate innovation, and increase 
productivity. To realize the full potential of IoT as it devel-
ops, it is essential to take on these difficulties and promote 
sustainable and responsible IoT installations.
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