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Preface

This volume presents the proceedings of the scientific satellite events that were held in
conjunction with the 21st International Conference on Service-Oriented Computing
(ICSOC 2023), held from November 28 to December 1, 2023 in Rome (Italy). The
satellite events provide an engaging space for specialist groups to meet, generating
focused discussions on specific sub-areas within service-oriented computing, which
contributes to ICSOC community building. These events significantly enrich the main
conference by both expanding the scope of research topics and attracting participants
from a wider community.

As is customary at ICSOC, this year’s satellite events were organised around four
tracks, a workshop track and a demonstration track, as well as a Ph.D. symposium and
an invited tutorial track.

The ICSOC 2023 workshop track consisted of the following six workshops covering
a wide range of topics that fall into the general area of service computing:

– The 7th Workshop on Adaptive Service-oriented and Cloud Applications (ASOCA
2023)

– The 3rd International Workshop on AI-enabled Process Automation (AI-PA 2023)
– The 19th International Workshop on Engineering Service-Oriented Applications

and Cloud Services (WESOACS 2023)
– The 1st International Workshop on Secure, Accountable and Privacy-Preserving

Data-Driven Service-Oriented Computing (SAPD 2023)
– The 1st Services and Quantum Software Workshop (SQS 2023)
– The 1st International Workshop on Sustainable Service-Oriented Computing:

Addressing Environmental, Social, and Economic Dimensions (SSCOPE 2023)

This year in the workshop track, the themes of Internet of Things, artificial intel-
ligence and quantum computing along with its applications in service computing were
particularly noticeable. Workshops were selected based on the submission of a detailed
description to the Conference Workshops Co-chairs. After a review of all the sub-
missions, six workshops were selected by the Workshops Co-chairs, in consultation
with the General Chair. All submitted papers to the workshops went through a heavy
review process where each paper was single-blind reviewed by at least three members
of the Program Committee of the workshop to which it was submitted. The Conference
Workshops Co-chairs checked the assignments and the reviews before the final deci-
sions were made. A total of 41 papers were submitted to the workshops and 21 were
accepted. The workshops were held on November 28th, 2023, and included keynote
talks from prominent speakers from industry and academia.

The demonstration track offers a highly interactive way to share practical research
work in service-oriented computing and related areas. ICSOC 2023 Demo track
received 8 submissions, of which 4 were accepted for publication and presentation.
Demo authors had the chance to engage the audience’s interest in a one-minute



presentation per demo. Afterwards, all demos were successfully run in parallel and
fruitful discussions between the authors and the other conference participants took
place.

The Ph.D. Symposium received 5 submissions. Each submission was reviewed by
three members of the Program Committee and after a thorough review process 2
submissions were accepted and 2 were invited to constitute the program of the Ph.D.
symposium. The authors presented their work in front of a panel of experts, giving Ph.
D. students an opportunity to showcase their research and providing them with feed-
back from both senior researchers and fellow Ph.D. students.

This volume contains 27 papers from the satellite events, selected from a total of 54
submissions. This represents an acceptance rate of 50%.

Finally, the volume also contains the extended abstracts of four tutorials that were
invited by the General Chair and the Program Co-chairs on the basis of their relevance
for the ICSOC community.

We would like to thank all the authors for submitting their work to the satellite
events, as well as the various committee members, who together contributed to these
important events of the conference. We hope that these proceedings will serve as a
valuable reference for researchers and practitioners working in the service-oriented
computing domain and its emerging applications.

November 2023 Pierluigi Plebani
Naouel Moha

Helen Paik
Johanna Barzen

Gowri Ramachandran
Devis Bianchini

Damian A. Tamburri
Massimo Mecella

vi Preface
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Introduction to the 4th International Workshop
on AI-enabled Process Automation (AI-PA 2023)

Amin Besheti1 , Boualem Benatallah2 , and Hamid Motahari3

1Macquarie University, Australia
amin.beheshti@mq.edu.au
2Dublin City University, Ireland

boualem.benatallah@dcu.ie
3UpBrains AI, Inc., USA

hamidreza.motaharinezhad@mq.edu.au

The 4th International Workshop on AI-enabled Process Automation (AI-PA) was held
as one of the workshops of the 21th International Conference on Service-Oriented Com-
puting (ICSOC 2023). The AI-PA workshop aimed to provide a forum for researchers
and professionals interested in Artificial Intelligence (AI)-enabled Business Processes
and Services; and in understanding, envisioning and discussing the opportunities and
challenges of intelligent ProcessAutomation, ProcessDataAnalytics andprovidingCog-
nitive Assistants for knowledge workers. Recognizing the broad scope of the potential
areas of interest, the workshop was organized into FOUR themes, as follows:

– Theme 1: Artificial Intelligence (AI), Services and Processes
– Theme 2: BigData, Services and Processes
– Theme 3: Smart Entities, Services and Processes
– Theme 4: AI in Industry

The papers selected for presentation and publication in this volume showcase fresh
ideas from exciting and emerging topics in service-oriented computing and case studies
in Artificial Intelligence (AI)-enabled Business Processes and Services. We selected
7 high-quality papers from the AI-PA 2023 submissions keeping the acceptance rate
at around 43%. Each paper was single-blind reviewed by a team comprising a senior
Program Committee member and at least two regular Program Committee members,
who engaged in a discussion phase after the initial reviews were prepared. AI-PA 2023
workshop paid the Workshop Registration Fees for all accepted papers, and offered
AUD$500.00 for the best paper award, thanks to AI-PA Workshop Sponsors:

• IBM Australia (https://www.ibm.com/au-en)
• SystemEthix (https://www.systemethix.com.au)
• NavigatorGroup (https://www.navigatorgroup.com.au)
• Centre for Applied Artificial Intelligence at Macquarie University
• (https://www.mq.edu.au/research/research-centres-groups-and-facilities/centres/cen

tre-for-applied-artificial-intelligence)
• Google Australia (https://www.google.com.au)

https://orcid.org/0000-0002-5988-5494
https://orcid.org/0000-0002-8805-1130
https://orcid.org/0000-0002-6259-5359
https://www.ibm.com/au-en
https://www.systemethix.com.au/
https://www.navigatorgroup.com.au/
https://www.mq.edu.au/research/research-centres-groups-and-facilities/centres/centre-for-applied-artificial-intelligence
https://www.google.com.au


Introduction to the 4th International Workshop 3

We are grateful for the support of our authors, sponsors, program committees, and
the ICSOC Organizing Committee. We very much hope you enjoy reading the papers in
this volume.

November 2023 AI-PA 2023 Workshop Organizers
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Predictive Auto-scaling: LSTM-Based
Multi-step Cloud Workload Prediction

Basem Suleiman1,2(B), Muhammad Johan Alibasa3, Ya-Yuan Chang1,
and Ali Anaissi1

1 University of New South Wales, Sydney, Australia
b.suleiman@unsw.edu.au, ycha8280@uni.sydney.edu.au,

ali.anaissi@sydney.edu.au
2 The University of Sydney, Sydney, Australia

basem.suleiman@sydney.edu.au
3 Telkom University, Bandung, Indonesia

alibasa@telkomuniversity.ac.id

Abstract. Auto-scaling, also known as elasticity, provides the capac-
ity to efficiently allocate computing resources on demand, rendering it
beneficial for a wide array of applications, particularly web-based ones.
However, the dynamic and unpredictable nature of workloads in web
applications poses considerable challenges in designing effective strate-
gies for cloud auto-scaling. Existing research primarily relies on single-
step prediction methods or focuses solely on forecasting request arrival
rates, thus overlooking the intricate nature of workload characteristics
and system dynamics, which significantly affect resource demands in the
cloud. In this study, we propose an innovative approach to address this
limitation by introducing a multi-step workload prediction method using
the Long Short-Term Memory (LSTM) model. By considering workload
attributes over a specific time frame, our approach enables accurate pre-
dictions of future workloads over designated time intervals through multi-
step forecasting. By utilising two real-world web workload datasets, our
experiments aim to underscore the significance of using real-world data
in delivering a comparative performance analysis between single-step and
multi-step predictions. The results demonstrate that our proposed multi-
step prediction model outperforms single-step predictions and other base-
line models.

Keywords: cloud services · auto-scaling · workload prediction ·
machine learning

1 Introduction

Cloud computing has revolutionized the way users access and leverage comput-
ing resources by offering Web service APIs and adopting a pay-as-you-go model,
where users pay only for the resources they consume. This transformation enables
high-performance and cost-effective cloud services, emphasising the importance
c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
F. Monti et al. (Eds.): ICSOC 2023 Workshops, LNCS 14518, pp. 5–16, 2024.
https://doi.org/10.1007/978-981-97-0989-2_1

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-97-0989-2_1&domain=pdf
https://doi.org/10.1007/978-981-97-0989-2_1
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of auto-scaling and cloud resource elasticity. These capabilities provide cost-
efficient computing resources, avoiding the complexities of maintaining internal
infrastructures. Cloud consumers can seamlessly request and adjust computing
resources on-demand to accommodate the dynamic variations in their applica-
tion workloads.

Proactively scaling applications based on accurate web workload predictions
has long been a focal point in research, presenting two key challenges. First,
precise workload predictions rely on effective workload characterization, consid-
ering the varying resource requirements of different application request types, as
discussed in [11]. Second, in the context of auto-scaling, forecasting workloads
multiple steps ahead, over an extended time period, holds significant value as it
enhances resource preparation and acquisition. However, the literature analysis
reveals the absence of datasets with predefined labels or observable patterns that
could aid in workload classification and forecasting. For example, e-commerce
web applications frequently experience increased workloads during weekends or
holidays, underscoring the importance of scaling to avoid under-provisioning or
over-provisioning during known events.

There are three primary auto-scaling methods: reactive, proactive, and pre-
dictive. The most widely adopted approach is reactive auto-scaling, as it enables
responses based on pre-defined scaling rules or policies. Reactive and proactive
auto-scaling both rely on reactive workload prediction, with the decision-maker
pre-configured to adjust resources when the workload exceeds predefined thresh-
olds, such as CPU or memory utilisation, and application performance measures
[4]. However, these approaches can be ineffective due to factors such as the time
required to detect workload changes, delays in requesting computing resources
due to server booting, and sudden bursts of workload over short periods [12].
This may result in Service Level Agreement (SLA) violations until an appropriate
autoscaling decision is made and executed. In contrast, predictive auto-scaling
addresses these challenges by forecasting future workloads, identifying patterns,
and provisioning the necessary resources.

Given the aforementioned challenges, the primary goal of this research is to
propose an effective workload prediction model. The objective is to facilitate
predictive autoscaling, allowing the seamless handling of fluctuating workloads
from web applications by leveraging and adapting relevant machine learning algo-
rithms. In comparison to previous studies, our approach emphasizes forecasting
workloads multiple steps into the future. In summary, the key contributions of
this study are as follows:

– We introduce pre-processing methods that employ various strategies to
enhance the performance of multi-step workload predictions.

– We develop an LSTM-based model that leverages the pre-processed data to
improve the accuracy of multi-step workload forecasting.

– We conduct a comparative analysis to assess the performance of single-
step and multi-step workload predictions between our proposed LSTM-based
model and a baseline model using Multi-layer Perceptron (MLP).
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2 Related Work

According to the applied algorithm and forecasting process, the methods for
predicting workload in cloud computing can be classified as either rule-based or
machine learning prediction. Yang et al. [19] suggested a linear regression model
to react to the changing resources configuration of cluster resources and to esti-
mate the load of the application. They introduced a greedy method along with
a user-defined threshold, which helps to lower the cost and to reduce SLA viola-
tions. Similar to Yang, Zang et al. [20] also provided a prediction-based scaling
solution along with the collaborative filtering and pattern matching technique.
This method slightly improved reactive rule-based scalability since it links SLA
according to lower-level metrics from the infrastructure, yet more infrastructure
metrics should be considered.

Many researchers have explored the comparison between the performances
of ARIMA and other deep learning methods in different fields. Fu et al. [5] tried
to forecast traffic flow and traffic speed. They found that RNN and LSTM per-
formed better than the ARIMA models. Debashins et al. [15] also performed
a comparison analysis between LSTM, MLP, and ARIMA for network load
dataset. Their study also found that LSTM outperforms MLP at most of the
time. Similarly, Cao et al. [2] have compared ARIMA and RNN in field of
forecasting wind speed, and they found that RNN models have outperformed
ARIMA models.

The majority of previous works focused on predicting single steps, as predict-
ing multiple steps has presented a challenging problem. However, in recent years,
numerous methods have been proposed in the literature across various engineer-
ing fields for multi-step prediction of time series variables. These methods have
been applied to diverse domains, including stock price prediction, electric load
forecasting, wind speed prediction, and weather forecasting. For predicting stock
price, multi-step forecasting along with deep neural network have also been uti-
lized in [14] and [16]. In the field of cloud computing, Zhu et al. [21] has used
LSTM models to predict multiple steps ahead of the host load using the dataset
from Alibaba and Dinda Traces. Another study by Gao et al. [6] also used Bi-
LSTM to perform task failure prediction in cloud data centres.

Time series analysis is also applied to predict future workload and resource
usage. Many existing time series problems comprise the works of forecasting a
sequence of future values. However, time series workloads exhibit higher variabil-
ity and larger noises [13], which in turn leads to very challenging issues and a
lack of available studies for multi-step forecasting. Additionally, non-stationary
workloads in the cloud environment continuously change their patterns, leading
to increased overheads and constraints on prediction models [13]. Nevertheless,
time series algorithms are widely utilised for estimating future workloads. Most of
the existing studies and comparisons of the ARIMA and RNN models have been
conducted for short-term prediction and specifically focused on single-step pre-
dictions. The existing state-of-the-art predictive auto-scaling methods for work-
load, which focus on request arrival rate or the number of requests per time



8 B. Suleiman et al.

step, often neglect the crucial and essential aspect of multi-step ahead predic-
tions. Incorporating multi-step predictions is vital for achieving greater accuracy
and cost reduction.

3 Method: Multi-step Workload Prediction

3.1 Data Collection

1998 World Cup Dataset: The 1998 World Cup took place from June 10,
1998, to July 12, 1998. The website for the 1998 World Cup was launched on May
6, 1997, providing live scores for soccer matches and other related information
[1]. The trace logs of incoming requests to the website were collected from April
30, 1998, to July 26, 1998, spanning 88 days and in total 1,352,804,107 web
requests. The ITA website [1] recorded 92 days of trace log data, with the initial
4 days left empty to serve as placeholders to identify the days of the week. To
manage file size, each day’s log data was further split into several files, each
containing a maximum of 7 million requests. For instance, day 40 was divided
into two files: wc_day40_1.gz with 6,999,999 requests and wc_day40_2.gz with
1,297,254 requests. A total of 249 binary files were generated, which required
additional processing to read their contents.

The FIFA 1998 log site includes a recreate tool for converting binary logs
back into Common Log Format. As we are only interested in the timestamp of
the request, we have modified recreate.c file to ensure that the recreating file
in common log format only returns the timestamp and ignores other variables
such as ClientID, objectID, size, method, status, type, and server. In this way,
it largely reduces the file size and the time to read and convert for each file. In
our experimental setup, we focused on data extracted from June and July. To
simplify the dataset and enhance its usability, we aggregated and processed all
logs that occurred in the same minute but in different seconds. As a result, each
record in the adapted dataset represents the total number of HTTP requests per
minute. The minute interval spans from 0 (22:00:01 on May 31, 1998) to 80,639
(22:00:05 on July 26, 1998). The number of requests during this period ranges
from 0 to 229,676, with an average of 15,890.92 requests per minute.

NASA Web Request Traces: The NASA website traces are utilized to assess
the high accuracy of our model’s predictions on different datasets. These traces
encompass all HTTP requests made to the NASA Kennedy Space Center WWW
server in Florida, spanning from July 1, 1995, to August 31, 1995. Notably, there
is no access record from 14:52:01 on August 1, 1995, until 04:36:13 on August 3,
1995, due to Hurricane Erin. The dataset was split into two files, namely July
and August, containing 1,891,715 and 1,569,898 web requests, respectively. Alto-
gether, the dataset encompasses a total of 3,461,613 requests. These traces are
employed to evaluate the model’s predictive capabilities across different datasets.
As we are only interested in the number of requests, only the timestamp variable
will be kept in the data frame. We also combined all the logs that appeared in the
same minute but in different seconds. Thus, the overall dataset is converted in
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such a way that each entry represents the number of HTTP requests per minute.
The minute interval ranges from 0 (00:00:01 July 1, 1995) to 89,280 (23:59:53
August 31, 1995). To access the data, we obtained two files from the ITA website.
Each log entry comprises host information, timestamp, HTTP request details,
reply code, and reply size. As our focus is solely on the number of requests, we
extracted only the timestamp variable, discarding the rest from the data frame.
To streamline the dataset, we combined all the logs that occurred within the
same minute, but had different seconds. Consequently, the entire dataset was
transformed to represent the number of HTTP requests per minute. The minute
interval spans from 0 (00:00:01 on July 1, 1995) to 89,280 (23:59:53 on August
31, 1995).

SHARCNet Cluster Traces: The SHARCNet traces encompass a year’s
worth of accounting records from the SHARCNet cluster, installed at various
academic institutions across Ontario, Canada. Designed as a “cluster of clusters”
that spans western, central, and northern Ontario, the SHARCNet infrastruc-
ture serves the computational needs of researchers across diverse research areas,
facilitating cutting-edge tools for high-performance computing. The SHARCNet
cluster traces consist of a total of 1,195,242 requests, recorded from 02:55:33
on December 21st to 11:41:00 on January 16, 2007, with a resolution of 1 s.
We aggregated all entries occurring within the same minute but with different
seconds into single minute intervals, presenting the dataset with the number of
requests occurring in each minute. For file size reduction and comparability with
other datasets, we specifically extracted data for two months, spanning from
00:00:01 on July 1, 2006, to 23:59:53 on August 31, 2006. Consequently, the
resulting dataset comprises minute intervals ranging from 0 to 89,290.

3.2 LSTM-Based Multi-step Workload Prediction

Workload prediction can be categorized into two main approaches: single-step
prediction and multi-step prediction. In single-step prediction, only one value is
forecasted for the future, treating it as a singular input vector, with no feedback
used for further predictions. On the other hand, multi-step prediction involves
forecasting the next H values using historical time series, where H > 1 repre-
sents the forecasting horizon. There are three distinct strategies for multi-step
prediction. Figure 1 demonstrates the use of historical data of size 4 to predict
3 steps ahead, illustrating various forms of multi-step predictions.

– Direct Strategy : A separated model is developed in each timestamp. It brings
the benefit of not prone to any accumulated errors. However, it has some
weakness as it requires a large computational cost since the number of models
to learn is equal to the size of the horizon.

– Recursive Strategy : A single model is used multiple times for each prediction.
The forecasted value from prior step fed into the model as an input for cre-
ating the prediction on next step [18]. A drawback of recursive method is
its sensitivity to errors since it allows prediction errors to accumulate which
degrades the performance as the forecasting horizons increase.
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– Multiple-Input-Multiple-Output (MIMO): Both direct and recursive methods
are only capable of predicting single-output using multiple input where the
output is respectively yt+1 for recursive case and yt+k for direct case. How-
ever, single-output ignores the existence of stochastic dependencies between
future values (yt+k and yt+k+1) with a very long term prediction, and there-
fore biases the prediction accuracy. Learning from a single multiple-output
model, Multiple-Input-Multiple-Output prevents the conditional indepen-
dence assumption made by Direct Strategy and Recursive Strategy [7,8].

Fig. 1. Single Step And Various Form of Multi-Step Prediction

Based on the strategies mentioned earlier, the selected dataset requires pre-
processing before being fed into LSTM models. The transformation of the
datasets can be described in four key steps:

1. The first step involves re-framing the sequence of time series data into super-
vised learning problems, forming pairs of input and output sequences. This
enables the algorithm to learn how to predict output patterns based on input
patterns. This can be achieved by employing a shift() function where previ-
ous time steps (t − n) used as inputs and a collection of current time steps
(t) is used as output for the observed data.

2. The second step involves addressing trends and seasonality that may exist
in the time series data. Trends can result in varying means over time, while
seasonality can cause changing variances [9,17]. Both these factors contribute
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to the non-stationarity of the time series data. To facilitate the model and
improve forecasting accuracy, we transform the time series dataset into a
stationary time series dataset. To achieve this, a few steps are followed. Firstly,
the difference between the current observation and the previous observation is
calculated. Then, to revert to the original scale, the difference value is added
to the observation at the prior time step. This process effectively mitigates
the impact of trends and seasonality, resulting in a stationary time series
dataset.

3. The third step involves forcing the data points to be scaled within the range
of −1 to 1. This scaling is necessary to ensure that the data falls within the
appropriate range for the activation function used in the model. By scaling
the data to this range, we facilitate the effective functioning of the neural
network model during training and prediction processes.

4. Finally, the dataset is reshaped into a matrix form with a dimension of sam-
ples, timesteps, and features [17]. To achieve this, we fix the number of fea-
tures to one and transform the original 2D array into a 3D array. This is
accomplished by extracting the dimension value and the number of elements
in each dimension from the original array. The dimension value is used as the
value for the “sample” dimension in the matrix, while the number of elements
in each dimension is used as the value for the “timesteps” dimension. This
reshaping process prepares the data in a suitable format for input into the
LSTM model.

Table 1. Data Partitioning

No. Splitting Method Train Test

1 One week of June to train and the
rest of June to test

10,079 min (23.33%) 33,120 min (76.66%)

2 One week of June to train and the
rest of June and July to test

10,079 min (12.49%) 70,560 min (87.5%)

3 The whole June to train and the
whole July to test

43,200 min (53.57%) 37,440 min (46.42%)

3.3 Prediction Models

After being pre-processed using the previous methods, the data were fed into
LSTM (long short-term memory) model. LSTM models are good at persisting
information for a long time and are suitable to predict the next sequence of the
workload over time. The LSTM Model were developed using Python Ecosys-
tem. Then fit() function was called to train the model and predict() function
was called to make predictions. To perform the sample forecasting using LSTM
models, the dataset were split into train and test to train the models and check
the performance respectively. We have experimented with three different ways
of splitting the dataset. Table 1 shows an overview of the split. After several
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experiments on testing out the number of input and outputs, the third way of
splitting the dataset showed the best result of all. Therefore, we continued our
experiments with the dataset split between June and July.

LSTM Model: The number of hidden nodes, the number of training epochs,
and the number of samples to include in each mini-batch are fundamental archi-
tecture decisions for LSTM network. As there is no rule of thumb for selecting
the right combination of parameters, to tune the hyper-parameters and select
our network architecture, we perform a simple grid search on the above vari-
ables. To determine the number of hidden nodes, we conducted a grid search
over n_node ∈ {5, 10, 20, 50}. The one n_node = 50 achieves the best perfor-
mance. For the number of epochs and samples to include in each batch, we also
performed a grid search over epoch ∈ {100, 200, 500, 1000, 2000} and batch ∈
{4, 8, 12, 32, 64}. The value of epoch = 100, batch = 4 gives the best result.
Simple LSTM network has been designed with single layer. To train our network,
we used Adam optimization algorithm [10] and Root Mean Square Error as our
loss function. The LSTM network used to configure our LSTM model was fitted
with 50 hidden nodes, 100 epochs, and a batch size of 4.

Baseline Model: As a baseline to the LSTM model, we also build another
model using Multiple Layer Perceptron (MLP). MLP is a feedforward artificial
neural network which is often used for time series prediction. It follows supervised
learning paradigm and is commonly trained with back propagation [15]. Each
training pair consists of an input layer and an output layer. To evaluate it against
our proposed model, we fed in the same configuration to our LSTM model, i.e.,
50 hidden nodes were included with 100 epochs and a batch size of 4.

Different combinations of number of inputs and outputs are used to evaluate
the performance. The sampling frequency of data was a minute. For example, if
targeting one step ahead prediction with a history of five minutes, then single
step prediction is used with the value of number of input is five and the value
of number of outputs is one. On the other hand, using the past fifteen minutes
to forecast ten minutes ahead will require multi step forecasting with the value
of number of input is fifteen and the value of the number of output is ten. To
forecast multiple steps ahead in the future, we are using Multiple-Input-Multiple-
Output strategy in multiple step prediction as, rather than producing a single
output, we are more interested in having multiple outputs. This can also avoid
accumulating the errors in previous steps during the prediction. To measure the
performance of the models, a frequently used quadratic evaluation in machine
learning, root mean square error (RMSE) is used. The advantage of using RMSE
is that it penalizes relatively large errors [3]. It is useful for companies who use
predictions to make decisions that affect their profits because large individual
errors entail more significant consequences [3].

4 Experiments and Results

Table 2 and 3 show the results of RMSE using different combination of the
amount of historical values and steps ahead among World Cup, NASA and
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Fig. 2. Visualize Results of Each Dataset with LSTM and MLP Models

SHARACNET dataset for LSTM and MLP model respectively. Furthermore,
Fig. 2 illustrates the trend of RMSE in each datasets.

Based on Table 2 and Fig. 2, it is shown that multi-step prediction perfor-
mance depends on the number of steps ahead. Some of the multi-steps pre-
diction did perform better than single step prediction. Specifically, for both
World Cup and NASA datasets, using 5 historical data points to predict 5 steps
ahead showed the lowest RMSE. The RMSE of World Cup dataset and NASA
dataset resulted in similar pattern, where the error increased as the output steps
exceeded the number of input steps when using 5, 7, or 10 historical points. How-
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Table 2. RMSE of LSTM Models With Three Datasets

Steps
Ahead

WC NASA SHARCNET

H = 5 H = 7 H = 10 H = 20 H = 5 H = 7 H = 10 H = 20 H = 5 H = 7 H = 10 H = 20

1 1965.2 2777.7 3596.8 4888.9 12.9 14.0 14.9 14.6 12.9 12.7 14.6 13.9

5 1357.6 2896.9 3279.7 5547.8 12.3 12.9 13.2 19.2 13.1 11.4 12.3 12.2

10 1916.4 2168.7 3021.4 4291.6 13.7 13.0 12.9 16.1 11.4 11.2 11.8 12.1

15 2239.2 2272.2 2783.3 3807.0 14.4 14.0 13.8 19.1 11.6 11.4 11.4 12.1

20 3019.1 2731.5 2436.7 4396.5 14.9 14.8 14.2 20.4 11.5 11.5 11.7 20.2

Table 3. RMSE of MLP Models With Three Datasets

Steps
Ahead

WC NASA SHARCNET

H = 5 H = 7 H = 10 H = 20 H = 5 H = 7 H = 10 H = 20 H = 5 H = 7 H = 10 H = 20

1 2945.2 3656.3 4641.7 5998.9 14.9 14.9 14.3 15.2 13.2 13.3 14.4 13.9

5 2595.0 3452.4 4459.0 6343.5 12.9 12.6 13.5 14.3 11.0 11.2 12.1 12.6

10 2544.9 2894.2 3556.8 5756.8 14.2 14.7 13.0 14.2 11.4 11.2 11.6 12.3

15 3061.2 3106.1 3428.0 5138.2 15.5 17.8 13.7 14.1 11.5 11.6 11.5 11.9

20 3729.4 3588.2 3909.5 4988.2 16.4 17.4 14.2 14.2 11.4 11.5 11.6 11.8

ever, using 20 historical data points did not produce a consistent result among
any dataset. While World Cup dataset and NASA dataset showed a similar
trend, the RMSE result of SHARCNET dataset was not consistent with others
even though the model was still able to perform better in the case of multiple
step prediction compared to single step prediction. The potential reason of not
having aligned results was that there were many unexpected bursts. The average
incoming requests per minute of SHARCNET dataset was 1.85, yet there were
several bursts with over 800 requests per minute. Comparing to NASA dataset
which had similar range of number of requests, it had an average request of 38.77
with only one burst that hits 400. Furthermore, based on our dataset exploration,
the overall trend of SHARCNET dataset was much more bursty than the one in
NASA dataset. Most data points in NASA dataset ranged between 0 to 200 with
one burst at 400, while multiple spikes existed in SHARCNET dataset. Thus,
the results of SHARCNET did not follow similar trend as other datasets.

To further evaluate our proposed model, we compare it with a baseline
method using MLP algorithm. In Fig. 2(b), (d), and (f), MLP appeared to have
worse results compare to the ones using LSTM on the left for all datasets. The
RMSE range was between 1000 to 4000 for World Cup dataset when using LSTM
while it was between 2500 to 5000 when using MLP. Nevertheless, even though
it did not produce low error rate compare to using LSTM model, it was also able
to perform better in multiple steps prediction for some cases. We found that it
produced similar result as using LSTM while using 5 historical data points to
predict 5 steps ahead. This set up was able produce the best result for both
models. For SHARCNET, it did not appear to have a clear pattern and the
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differences between RMSE results of varied combinations of inputs and outputs
were not obvious, which might due to the unsteady spikes among the dataset.

To summarize our evaluations in terms of the dataset, we found that, in
general, using 5 historical data points to predict 5 steps ahead with LSTM
model produced the best result when the data is relatively intensive such as
World Cup dataset. While the proposed model also worked well on less intensive
workload like SHARCNET, there was not a distinct difference between various
combinations of inputs and outputs. Among all the datasets, it is worth noted
that having too many historical data points (eg. 20) did not necessarily guarantee
lower error rate.

5 Conclusion and Future Work

In this paper we proposed pre-processing methods for multi-step workload pre-
diction. We conducted experimental analysis using real-world datasets to evalu-
ate the accuracy of our multi-step LSTM-based workload prediction. The exper-
iments involve various combinations of the number of historical data points and
the number of prediction steps ahead. The results demonstrated that both our
proposed LSTM-based model and MLP neural network model predicted mul-
tiple steps ahead with improved accuracy compared to single-step predictions.
However, our LSTM-based multi-step prediction consistently outperformed MLP
across all tested scenarios. Existing auto-scaling methods often rely on sim-
plistic heuristics and struggle with the complexities of real-world workloads,
leading to suboptimal performance. This research aims to address these limi-
tations by developing a more versatile and adaptable auto-scaling approach to
meet the evolving demands of modern cloud computing. LSTM models offer
promise for real-world large-scale deployment due to their effectiveness in han-
dling sequences, but their computational intensity and resource requirements
can pose scalability challenges.

It would be valuable to expand this study by incorporating workload char-
acterization to enhance decision-making in the auto-scaling process. Specifically,
the dataset can be categorized into several clusters, and workload prediction
for multiple steps ahead can be performed for each cluster. This approach
enables the prediction of not only the number of requests but also the types
of requests, enabling more precise scaling based on the required resources. Fur-
thermore, extending this research to facilitate prediction in other contexts, such
as CPU/memory usage or the number of containers, presents another promising
research direction that merits further investigation.
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Abstract. The advent of Large Language Models (LLMs) heralds a
pivotal shift in online user interactions with information. Traditional
Information Retrieval (IR) systems primarily relied on query-document
matching, whereas LLMs excel in comprehending and generating human-
like text, thereby enriching the IR experience significantly. While LLMs
are often associated with chatbot functionalities, this paper extends
the discussion to their explicit application in information retrieval. We
explore methodologies to optimize the retrieval process, select optimal
models, and effectively scale and orchestrate LLMs, aiming for cost-
efficiency and enhanced result accuracy. A notable challenge, model
hallucination-where the model yields inaccurate or misinterpreted data-is
addressed alongside other model-specific hurdles. Our discourse extends
to crucial considerations including user privacy, data optimization, and
the necessity for system clarity and interpretability. Through a compre-
hensive examination, we unveil not only innovative strategies for integrat-
ing Language Models (LLMs) with Information Retrieval (IR) systems,
but also the consequential considerations that underline the need for a
balanced approach aligned with user-centric principles.

Keywords: Retrieval-Augmented Generation (RAG) · Scaling and
Orchestrating LLM-based Applications · Examining Language
Learning Model-Integrated Applications

1 Introduction

In the current digital landscape, there’s a massive increase in data. This has
intensified the need for systems that can effectively retrieve the right information.
Information retrieval plays a crucial role in helping us navigate the vast amount
of digital data, requiring methods that are both accurate and sensitive to context.
The systems should not only be precise but also capable of understanding the
context to provide users with the most relevant results. Additionally, they should
be adept at summarization to condense information, thereby enabling users to
quickly grasp the essence of the content and make well-informed decisions [1–3].

c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
F. Monti et al. (Eds.): ICSOC 2023 Workshops, LNCS 14518, pp. 17–26, 2024.
https://doi.org/10.1007/978-981-97-0989-2_2
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While traditional information retrieval systems have been helpful, they some-
times struggle to fully grasp the context of queries [4]. This can lead to results
that don’t quite match what the user was looking for [5]. Recent advances have
brought forward neural network models, which have seen many improvements
over the years [6]. Among these, Large Language Models (LLMs) stand out. They
have exhibited notable capabilities in generating human-like language across var-
ious applications, from executing language tasks to creating content. They can
understand and create text that’s very similar to how humans write, due to the
extensive data they’ve been trained on.

Despite their ability to produce seemingly fluent and authoritative responses,
LLMs also present risks, making them principally advantageous for prototyping
while often being limited in broader production contexts. One significant risk is
the production of inaccurate or “hallucinated” information, in addition to con-
fronting challenges related to bias, consent, and security. Secondly, their knowl-
edge is confined to the information available up to the point of their last training,
restricting their ability to utilize new data. Thirdly, their effectiveness in spe-
cialized tasks can be limited due to their generalized training background. Con-
sequently, in a business context, granting excessive control to an LLM may yield
unwelcome results, prompting it to generate irrelevant, harmful, or even danger-
ous content, all while exuding a misleadingly high level of confidence. Further-
more, the frequent refinement of these models can incur substantial costs. Given
these risks, a pivotal question arises: How can we wisely employ the strengths
of LLMs in our product development while minimizing potential drawbacks? It
is imperative to acknowledge and navigate their inherent limitations, applying
meticulous evaluation and probing techniques for specific applications, rather
than solely relying on ideal-case interactions.

In this paper, we navigate through the extant challenges linked with Large
Language Models (LLMs), addressing the pivotal question: ‘Can integrating
LLMs with current retrieval technologies engender a novel, enhanced strategy
for information retrieval?’ We explore potential solutions and scrutinize a vari-
ety of extant approaches. Our discourse is anchored steadfastly in the pragmatic
aspects of the challenge, aiming to ensure that our findings and recommenda-
tions reverberate meaningfully across both academic and industrial domains.
Our objective is to enrich the discourse in the field of information retrieval and
delineate a trajectory for impending advancements in the field.

2 Related Work

The quest for better ways to extract information from large data repositories
has been a constant theme in computational linguistics and computer science,
especially with the complexity of the Internet’s hyperlink networks [7]. Algo-
rithms like PageRank [8] have tackled this challenge, navigating this network to
evaluate the importance of web pages and bring some order to the vastness of
the Internet. Early on, notable work by researchers like Salton and McGill intro-
duced the Vector Space Model (VSM) [9] to the global academic and scientific
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community, setting the stage for many advancements to come. This model con-
ceptualized text documents as vectors within a multi-dimensional space, igniting
curiosity that subsequently catalyzed the advent of neural network-based lan-
guage models [10–12]. The journey from early sequence modeling, represented by
RNNs and LSTMs [13], to the transformative era brought about by transformer
models [14], has been swift. Large Language Models (LLMs) like OpenAI’s GPT
series and Google’s BERT have gone beyond just text retrieval or recognition,
evolving to understand and generate text in a way that is much like human
communication [15–17].

In the sections that follow, we delve into the crucial role of LLMs in enhanc-
ing information retrieval, with a special focus on employing Retrieval-Augmented
Generation (RAG) [18] to address the prevalent challenges associated with lan-
guage models. We outline the architecture of RAG models and discuss their
applicability and efficacy in various settings. Furthermore, we explore the inte-
gration of knowledge bases with information retrieval systems to augment the
richness of contextual understanding and provide a more comprehensive and
accurate retrieval of information. This integration is pivotal in bridging the gap
between structured and unstructured data, thereby facilitating a more informed
and insightful interaction for users [19,20].

3 LLM as IR Enhancer: Methods and Implications

Despite the remarkable capabilities of foundation models, their utilization as
direct information sources presents challenges. In this section, we expound upon
key discussions related to employing language models within the context of infor-
mation retrieval. We navigate through prevailing challenges, explore potential
solutions applicable in varied situations. We particularly discuss the following
considerations in context of information retrieval:

– Is fine-tuning a model advisable in an enterprise setting?
– What factors should be scrutinized before deploying large language models?
– How can different components be effectively integrated?
– What metrics should be in place for continuous performance evaluation?
– What security measures and privacy compliance standards need to be adhered

to?

3.1 Enhancing the Information Retrieval Process

Foundation models, although powerful, encounter several limitations due to their
intrinsic reliance on static, pre-trained knowledge, hampering their capability
to stay abreast of contemporary developments and demonstrating difficulties in
executing specialized, domain-specific tasks. Moreover, these models, while being
vast reservoirs of general knowledge, sometimes fail to navigate the intricacies
and depth required in specialized domains. This issue, paired with the risk of
“hallucination” - generating plausible but incorrect or nonsensical information -
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Fig. 1. An overview of the RAG architecture.

underscores the importance of seeking enhancements to leverage these models
effectively and safely.

Retrieval-Augmented Generation (RAG) emerges as a pivotal technology to
address some of these limitations, forging a connection between the foundational
knowledge of large language models and the dynamic, up-to-date information
contained in external repositories. Imagine a system that goes beyond just under-
standing a query, having the intelligence to know where to look for answers and
the ability to form responses coherently and contextually. This vision, named
Retrieval-Augmented Generation (RAG), was detailed by Lewis et al. [18], show-
ing a close connection between retrieval systems and the generative capabilities
of language models. An overview of teh RAG architecture id depicted in Fig. 1.
This approach strengthens the model’s ability to find relevant information and
present it in a useful and contextually relevant way, enhancing the usefulness of
machine learning models in real-world information query scenarios. By facilitat-
ing real-time retrieval of relevant information during the inference process, RAG
circumvents the static knowledge limitation, providing outputs that are not only
rich and contextually relevant but also verifiable against a known dataset.

Navigating the practical implementation of RAG brings several key advan-
tages to the forefront. The potential for cost and computational savings is evi-
dent, as the need for frequent, exhaustive retraining of the model is mitigated,
supplanted by updates to the retrieval database. Interestingly, the approach of
RAG also lends a hand in addressing privacy concerns. Since RAG pulls from an
external retrieval database, instead of integrating data into the model, it aids in
keeping sensitive information more secure. This characteristic ensures that the
responses generated are current and relevant, while also providing a structured
way to handle sensitive or private information within the retrieval data. This
setup aims at striking a careful balance between dynamism and privacy.

A question that often arises is whether RAG can be replaced by fine-tuning.
The distinction between RAG and fine-tuning becomes apparent when consider-
ing the dynamic nature of the information involved, the computational resources
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available for retraining, and the specific requirements of the task at hand. While
both methodologies aim at enhancing the performance and applicability of Large
Language Models (LLMs), they cater to different aspects and scenarios. Fine-
tuning is a well-suited approach for tailoring a model to a specific domain or
set of long-term tasks, especially when the underlying challenges are relatively
static. It involves adjusting the model parameters on a new dataset to make
the model’s behavior more aligned with the desired task or domain. On the
other hand, RAG is designed to tackle scenarios where the model needs to stay
updated with rapidly evolving or expansive information without requiring con-
tinuous retraining. By leveraging an external retrieval database, RAG enables
the model to interact dynamically with the latest data, ensuring its responses
are current and relevant. While fine-tuning demands substantial computational
resources for retraining with new data, RAG offers a cost-effective alternative by
minimizing the need for exhaustive retraining. In summary, the choice between
RAG and fine-tuning is not a matter of simple replacement, but rather a strate-
gic decision based on the particular demands of the task, the nature of the data,
and the available resources. Each approach has its own set of advantages and is
suited to different use cases, necessitating a careful consideration of the project’s
requirements to determine the most appropriate strategy.

3.2 Determining the Optimal Model: Criteria and Considerations

Selecting a suitable Large Language Model (LLM) requires a careful look at
different factors. Domain specificity is crucial. Specialized models often perform
better than general-purpose ones in specific areas. Given the variety in their
training datasets, different models may be more suitable, each aligning well with
different scenarios in their own way.

Scalability is a key feature when selecting an LLM. This refers to the model’s
ability to effectively manage increased demands, handle a growing number of
requests without a significant drop in performance. Computational costs, infras-
tructure needs, the possible need for distributed processing, and a smooth tran-
sition to updated models or versions are factors that highlight an LLM’s scalable
nature. A truly scalable LLM should not only meet immediate needs but also
anticipate and accommodate future growth, ensuring continued relevance and
performance in a rapidly changing environment.

Addressing bias and fairness is critical when deploying LLMs. LLMs, trained
on vast web-based data, may unintentionally reflect and spread societal biases
present in their training data, potentially producing outputs that reinforce
stereotypes or marginalize groups. Moreover, how a model deals with biases
and possibly produces inappropriate content, as well as its ease of integration
and availability of support, tools, and community resources, all play a role in
its usefulness and upkeep in practical situations. Ensuring fairness requires that
outputs are unbiased and don’t unfairly favor or disadvantage any group, needing
ongoing, use-case-specific testing, tuning, and validation.

Data privacy is also a major concern, requiring measures to ensure that LLMs
neither retain nor disclose sensitive data and comply with global data protection
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standards. Moreover, transparency and interpretability, although challenging due
to the ’black-box’ nature of LLMs, are essential for trust and understanding the
reasoning behind the model’s outputs, requiring methods that reveal its workings
to users and stakeholders.

3.3 Orchestrating and Deploying LLM-Based Applications

Solving advanced tasks with language models and retrieval models require frame-
works to unify techniques for prompting and fine-tuning LMs - and approaches
for reasoning, self-improvement, and augmentation with retrieval and tools.
Langchain1 serves as a pioneering framework tailored for crafting applications
that harness the power of language models. At its heart, it operates on the prin-
ciple that multiple components can be seamlessly chained together, enabling the
design of sophisticated use cases centered around LLMs. While Langchain offers
a robust solution, the ecosystem is enriched by the presence of other notable
frameworks. LlamaIndex2 and DSPy3, for instance, also bring unique capabili-
ties to the table, each contributing to the expansive landscape of language model
application development. Navigating through the domain of sophisticated lan-
guage model application frameworks, it is pivotal to delve into the strengths and
capabilities of the emerging libraries like Langchain, LlamaIndex, and DSPy.
These libraries proffer unique functionalities and methodologies, each converg-
ing on the development and deployment of Large Language Models (LLMs) but
diverging in the nuances of their application and usability.

Langchain emerges as a front-runner, providing a pioneering framework that
meticulously blends various components and tools to harness the might of LLMs,
thereby establishing itself as a versatile framework, especially for developers
seeking a flexible and extensible interface for a general-purpose application. Its
principle revolves around the seamless chaining of multiple components, creating
a vibrant ecosystem that is not only adaptable but can synergistically integrate
with numerous external models, which in turn, pave the path for the deployment
of innovative and versatile solutions. The inherent flexibility of Langchain enables
the realization of varied use-cases, thus broadening the horizons for developers
engrossed in crafting applications anchored on LLMs.

On the flip side, LlamaIndex, while maintaining some functional overlap with
Langchain, prioritizes efficiency and simplicity in search and retrieval applica-
tions, particularly via its conversational interface. It’s not merely a tool but
an intuitive facilitator that empowers developers to efficiently manage, search,
and summarize documents by utilizing LLMs and inventive indexing techniques,
with graph indexes being a cornerstone feature. It is interesting to observe how
LlamaIndex and Langchain, while overlapping in functionalities such as data-
augmented summarization and question answering, distinguish themselves in
their approach and utility. LlamaIndex’s intensive utilization of prompting and

1 https://www.langchain.com.
2 https://www.llamaindex.ai.
3 https://github.com/stanfordnlp/dspy.

https://www.langchain.com
https://www.llamaindex.ai
https://github.com/stanfordnlp/dspy
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its prowess in creating hierarchical indexes for efficient data organization carve
its unique niche in the landscape of language model application development.
However, Langchain offers a more granular control and caters to an expansive
array of use-cases.

On a slightly divergent trajectory, DSPy maneuvers the pathway by empha-
sizing programming, complemented by an encompassing approach that unifies
techniques for not only prompting and fine-tuning LMs but also enhancing them
through reasoning and tool/retrieval augmentation. Its distinctive facet lies in
its ability to provide composable and declarative modules for instructing LMs in
a syntax familiar to developers acquainted with Python. Moreover, DSPy’s auto-
matic compiler, which traces programs and crafts premium prompts or trains
automatic finetunes, exemplifies a nuanced approach to instructing LMs in task
steps, thus presenting an alternative methodology compared to Langchain and
LlamaIndex.

Although LlamaIndex and Langchain boast frequent updates and a steadfast
evolution, posing a potential for amalgamation in the future, and DSPy treads
its own unique path with a definitive emphasis on programming and a Pythonic
approach, all three libraries together enrich the developer’s toolkit, each offering
varied approaches and functionalities catering to diverse application needs in the
realm of language model application development and the choice between them
would pivot on the specific requisites of the project.

3.4 Examining Language Learning Model-Integrated Applications

In traditional machine learning problems, ‘Ground Truths’ are pivotal for model
building as they measure the quality of the model’s predictions. They are crucial
for determining which model experiment should be deployed in production and
help teams sample and annotate production data to identify and improve cohorts
of low model performance. Before the advent of Large Language Models, which
excel in custom use-cases right out of the box, model evaluation followed a fairly
straightforward protocol: data was split into training, test, and dev sets, with
the model being trained on the training set and evaluated on the test/dev set.
This category also includes transfer learning and fine-tuning of models. LLMs,
however, navigate scenarios where establishing a clear Ground Truth is arduous.

Given the multi-dimensional nature of the problem, a comprehensive perfor-
mance evaluation framework is necessitated. Proper evaluation metrics should
encompass all aspects of an application. Key engineering aspects required for
model performance evaluation during development include:

– Prompt Tuning: Framing the prompt differently can yield considerably varied
results.

– Embeddings Model: Connecting custom data with LLMs provides the neces-
sary context. The choice of embeddings and similarity metrics is crucial.

– Model Parameters: Parameters like temperature, top-k, and repeat penalty
in LLMs are noteworthy.
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– Data Storage: For advanced retrieval augmented generation (RAG) solutions,
considerations on how to store and retrieve data, such as storing document
keywords alongside embeddings, are important.

There are some other aspects that need to be evaluated post-development,
which include:

– Accuracy: Are the answers relevant to the query?
– Speed/Response time: Is the answer generated within a reasonable time-

frame?
– Completeness: Are all relevant items retrieved?
– Error rate: Frequency of errors or incorrect information.
– Prompt quality: The number of interactions needed to attain the desired

result.
– Output structure: The quality of the presented answer.

With evaluation parameters in place, deciding on the evaluation metrics and
model performance evaluation becomes feasible. Generating evaluation datasets
from representative user inputs might pose a challenge; however, benchmark
datasets like MTBench, MMLU, and TruthfulQA can serve as guidelines. Recent
developments like RAGAS4 and LangSmith5 have attempted to streamline LLM
evaluation based on various metrics such as faithfulness, relevancy, and harmful-
ness which provide a framework to debug, test, evaluate, and monitor LLM appli-
cations respectively. The shift from employing Generative AI as personal search
engines to integrating them into production underscores the exciting prospects
in deploying, monitoring, and evaluating LLMs.

There is also a new line of research on how to evaluate LLM-based appli-
cations. A recent paper by Zheng et al. [21] proposed employing robust LLMs
as judges to evaluate applications on nuanced, open-ended questions. By intro-
ducing two benchmarks, MT-bench and Chatbot Arena, it aims to bridge the
conventional evaluation metrics and human preferences gap. The paper explores
the potential of using state-of-the-art LLMs like GPT-4 as a surrogate for human
judges, termedc “LLM-as-a-judge,” to automate the evaluation process. A sys-
tematic study revealed that the LLM-as-a-judge approach could achieve over 80%
agreement with human evaluations, matching the level of human-human agree-
ment. This suggests a scalable and swift method to evaluate human preference
in LLM-based applications, presenting a promising alternative to traditionally
slow and costly human evaluations. The study also emphasizes the importance of
a hybrid evaluation framework, amalgamating existing capability-based bench-
marks and new preference-based benchmarks with the LLM-as-a-judge approach,
for a more comprehensive evaluation of both core capabilities and human align-
ment of models.

4 https://github.com/explodinggradients/ragas.
5 https://www.langchain.com/langsmith.

https://github.com/explodinggradients/ragas
https://www.langchain.com/langsmith
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4 Conclusion

In conclusion, this paper sheds light on the nuanced advantages and chal-
lenges tied to employing Large Language Models (LLMs) in refining Informa-
tion Retrieval (IR) systems. Emphasizing personalized and efficient informa-
tion retrieval, we investigated various strategies to bolster the retrieval pro-
cess, choose suitable models, scale and manage LLMs effectively, and thoroughly
assess their performance and impacts. LLMs, with their capacity for human-like
text comprehension and generation, extend beyond traditional query-document
matching, paving the way for a richer, personalized IR experience.

Nevertheless, the path to fully unlocking LLMs’ potential in IR systems is
laden with obstacles. Notable challenges include model hallucination, ensuring
user privacy, optimizing data usage, and maintaining system clarity and inter-
pretability. These issues underscore the necessity for a balanced approach encom-
passing technical innovations, ethical considerations, and user-centric design.

The dialogue advanced in this paper advocates for a harmonious fusion of
LLMs and IR systems, inviting a collective effort among researchers, practi-
tioners, and policymakers to tackle model-centric challenges and broader rami-
fications. As the lines between human and machine interaction blur further, the
collaborative intelligence of this human-machine amalgam is instrumental in nur-
turing an IR ecosystem that is efficient, personalized, and accountable. Through
relentless exploration and iterative improvements, the potential of LLMs in sub-
stantially elevating the IR domain is not only conceivable but also promising.
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Abstract. Enhancing insurance processes when workers grapple with physical
injuries necessitates a deep dive into the cognitive science facets to optimize recov-
ery. Time series analysis emerges as an instrumental tool within this framework,
offering profound insights and data-driven analysis, ultimately paving the way
for a more refined and efficient insurance process. This paper uses time series
analysis, a machine learning approach, to enhance insurance business processes
by understanding the cognitive aspects of post-injury workers. We delve into
the intertwined roles of legislative environments, administrative processes, and
their impacts on recovery outcomes, gauged through psychometric measures. By
distinguishing between “state” (changeable) and “trait” (constant) psychological
variables, we ascertain how legislative measures influence these variables, espe-
cially under adverse impacts leading to discernible patterns in claims. Our study
compares time series models across various legislative environments in Australia,
examining the claims managed by multiple insurers to discern any variability due
to legislation. This analysis is enriched by the data from the Navigator Support
Program, which screens claimants through psychometric tests, providing insights
into the effects of legislation and insurer behaviour on recovery from workplace
injuries. The ultimate aim is to harness these insights to improve insurance business
processes.

Keywords: Workers Compensation · prognosis · OMSPQ-FS · PSS · SES ·
DES · HWS · ARIMA · Facebook™ Prophet

1 Introduction

Enhancing insurance processes when workers grapple with physical injuries requires
a deep dive into the psychological and social components to recovery. Recovery from
insured injuries involves not only the physical injury itself, but a complex social envi-
ronment with multiple stake holders, legislative and administrative processes. Suffering
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an injury can be stressful, but so too the repercussions on lifestyle, finances, the demands
of rehabilitation and return to work are also stressful. These cognitive aspects intertwine
with the physical, often influencing the duration and quality of recovery, the percep-
tion of pain, and return-to-work timeline. The bureaucratic and legislative environment
can exacerbate or relieve stress. Within these multifaceted environments, the need for
nuanced, data-driving insights becomes evident. Time series analysis offers a method
of deriving insights by analysing data points over time to identify patterns, predict out-
comes, and understand the interplay between psychological and administrative factors
on recovery, paving the way for more refined and efficient insurance processes.

Psychometric measurement of recovery, being correlates of recovery, allow the com-
parison of different injuries over time. Psychologists distinguish between “state” and
“trait” variables, with state variables being changeable, and trait variables being resis-
tant to change or immutable. It would be expected that legislative environments may
affect state but not trait variables. Stress is a state variable, changing in response to
perceived adversity. At times when legislation or administration has greatest adverse
impact, then stress would be expected to increase, producing identifiable seasonality
in claims. Comparing the results of times series analyses of psychometric measures in
different legislative environments, could inform on the effects of legislation on recovery
fromwork related injury. In Australia each state or territory has its own legislation. Com-
paring a single insurer between different locations within the same state and between
different state’s legislative environments would contribute to identifying the effect of an
insurers administrative style.

Set against Australia’s diverse legislative environments, this paper harnesses the
power of time series analysis and psychometric evaluations. We aim to develop a more
responsive insurance process that not only acknowledges but actively addresses the
psychological complexities experienced by injured workers. To achieve this goal, we
compare various time series models of state and trait psycho-metric measures for claims
managed by multiple insurers across different states and a single insurer between other
regions within states and between states to see if there was variability attributable to
legislation. The population was screened successively across their claims with psycho-
metric measures by an independent support service known as the Navigator Support
Program.

The rest of the paper is organized as follows: In Sect. 2 we provide the background
and related work. We present the Curve Fitting and Forecasting Models in Sect. 3.
In Sect. 4, we present the experimental work for states, before concluding the paper
with discussion and remarks for future directions in Sect. 5. Table 1 is a table of the
abbreviations and terms used throughout the paper.

2 Related Work

2.1 Time Series Analysis in Healthcare and Insurance

Time series forecasting has been applied to many different problems in health care
including expenditure and medication consumption [1], survival rates and emergence
rates for medical conditions, and patterns of expression for different medical conditions
over time [2, 3]. Methods for determining future states of people within healthcare
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Table 1. Abbreviations and terms used throughout the manuscript.

Abbreviation Term Manuscript Location

OMSPQ-SF Orebro Musculoskeletal Pain Questionnaire-Short Form 2.2

PSS-4 Perceived Stress Scale-4 Item 2.2

SES Single Exponential Smoothing 3.1

DES Double Exponential Smoothing 3.2

HWS Holt Winters Seasonal 3.3

ARIMA Autoregressive Integrated Moving Average 3.4

Prophet Facebook™ Prophet Model 3.5

MAE Mean Absolute Error 2.1

MAPE Mean Absolute Percentage Error 2.1

MSE Mean Squared Error 2.1

ACT Australian Capital Territory

NSW New South Wales

QLD Queensland

WA Western Australia

NT Northern Territory

SA South Australia

TAS Tasmania

systems on the basis of current features of their condition can assist policy makers
to optimes health care systems. Systematically searching for predictors of outcomes
and expenses is a meaningful enterprise. For example, Harly et al. demonstrated that
the best method for determining medical expenditure within a health fund was not the
degree of comorbidity or various complex risk measures, rather it was a simple count
of prescriptions which lead to the most accurate predication of future medical expenses
[4]. In Australia there are multiple workers’ compensation schemes with different legal,
procedural and medical funding dynamics. It would be meaningful to policy makers to
see if these insurance environments effected injured people differently or if there are
some universal psychosocial variables that predict recovery. Time series analyses of
the prediction of recovery outcomes across these different insurance environments is a
practical application of this statistical method, unique from its use in reserving [9].

There are many ways to fit and forecast curves in general in times series analysis
and with variations within a class of models [7]. Approaches such as Simple Expo-
nential Smoothing (SES), Double Exponential Smoothing (DES), Holt-Winters’ sea-
sonal (HWS), Auto-Regressive Integrated Moving Average (ARIMA), the Facebook™
Prophet Model and other models have been applied in diverse health contexts from
predicting outpatient attendances, medication consumption patterns, to the spread of
COVID19 and as alternate approach in general insurance reserving [3, 6–9]. System-
atic application of time series forecasting has shown differences between performance
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on different types of data. Pinho et al. found ARIMA outperformed Prophet models
in most cases on telecommunications data [10], qualifying the models with Root Mean
Squared Error (RMSE) andMeanAbsolute Percentage Error (MAPE). Time series mod-
els can also be compared using Mean Squared Error (MSE) and Mean Absolute Error
(MAE). The present study will systematically review the accuracy of time series models
for state and trait measurements between compensable environments and evaluate the
goodness of forecast using MAPE, MAE and MSE.

2.2 Psychometric Testing

The Orebro Musculoskeletal Pain Questionnaire-Short Form (OMPQ-SF) is a 10-item
questionnaire, based on a longer scale [11], which has been demonstrated to identify peo-
ple at risk of developing persistent pain. Such a trait measurement should be predictable
over time and remain relatively unchanged over the course of a claim, regardless of the
number of times it is administrated; a feature referred to in psychometry as test-retest
reliability. The OMPQ-SF has good test-retest reliability in chronic lower back pain
and across languages [12] suggesting that these questions are assessing some universal
constructs that transcend language and time.

The Perceived Stress Scale-4 (PSS-4 [13]) is a 4-item version of a longer ques-
tionnaire of the same name which measures the self-assessed state of being stressed.
While internally consistent, such a state is expected to be variable over time and to
increase at times of stress such as when adverse administrative thresholds are crossed
such as wage payment reductions. These would be expected to cause predictable spikes
of scores, or seasonality, coinciding with these thresholds in similar legislative environ-
ments. Like theOMPQ-SF, the PSS-4 has been translated and validated across languages,
such as German and Chinese, suggesting that the questions are assessing some universal
construct.

3 Curve Fitting and Forecasting Models

Exponential smoothing (ES) is a time series forecastingmethod for univariate data. Expo-
nential smoothing forecasting methods are similar in that a prediction is a weighted sum
of past observations, but the model explicitly uses an exponentially decreasing weight
for past observations. Specifically, past observations are weighted with a geometrically
decreasing ratio. Exponential smoothing methods may be considered as peers and alter-
native to the Box-Jenkins ARIMA class of methods for time series forecasting. There are
three main types of exponential smoothing time series forecasting methods. A simple
method that assumes no systematic structure (SES), an extension that explicitly handles
trends (DES), and the most advanced approach that adds support for seasonality (HWS).
If mt is a trend component, st is a seasonal component, and Yt is zero-mean error, a time
series model (Xt) over time (t) described as:

Xt = mt + st + Yt

The Dicky-Fuller Test is a statistical test of stationarity, which is the property of
a time series that the mean of the series should be independent of the effect of time.



Towards Improving Insurance Processes 31

Secondly the amplitude of variance in a time series should not be a function of time,
that is the series should have homoscedasticity across time. Time series methods are
differentiated in how they accommodate stationarity and homoscedasticity. The Dickey-
Fuller test compares the mean and amplitude of variance to a series generated by a
random walk, which will have no stationarity or homoscedasticity. The null hypothesis
being that the time series is non-stationarity. For a detailed treatment see [14].

3.1 Single Exponential Smoothing (SES)

The simplest time series model is one with no trend or seasonal component. In SES each
observation is used to forecast the next value in succession. A single forecast, with α is
a given weighting value to be selected with limits 0 < α < 1, is defined as:

Ft+1 = αYt + (1 − α)Ft

So, Ft+1 is the weighted average of the current observation Yt with the forecasted
value F the retrospective value at time point t-1. Iterating this process, the formula
becomes:

Ft+1 = (1 − α)tF1 + α

t−1∑

j=0

(1 − α)jYt−j

This causes the dependency of the current forecast for successive forecasts to fall
away in an exponential way controlled by the weighting value α.

3.2 Double Exponential Smoothing (DES)

DES extends SES by controlling the decay of the influence of change in trend. This beta
factor (β) is a weighting, with limits β < 1, to mitigate this decay or dampen in a linear
way, so called “additive trend”, or exponentially, “multiplicative trend”. In multistep
forecasting a trendmay continue unrealistically, and it can be useful to dampen or reduce
the size of the trend over time, again this can occur linearly in “additive dampening”
or exponentially in “multiplicative dampening”. This permits a damping coefficient
φ. As such DES offers more controls and descriptors for curve estimation being the
hyperparameters:

α = Smoothing factor for the level
β = Smoothing factor for the trend
Trend Type = additive or multiplicative
Dampen Tye = additive or multiplicative
φ = Damping coefficient
The resulting equations are:

Lt = αYt + (1 − α)(Lt−1 + bt−1),

Bt = β(Lt − Lt−1) + (1 − β)bt−1

Ft+m = Lt + btm

where Lt and bt are exponentially smoothed estimates of the level and linear trend of
the series at time t respectively, while Ft+m is the linear forecast from t onwards.
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3.3 Holt-Winters Seasonal (HWS)

HWS is an extension of the DES taking into account seasonality denoted as St. It engages
three smoothing equations, one for the level Lt , one for the trend bt, and one for the sea-
sonal component St . . There are two variants with additive seasonality and multiplicative
seasonality, treating seasonality as either a linear or exponential effect respectively. The
HWS additive seasonality method equations are:

Lt = α(Yt − Yt−s) + (1 − α)(Lt−1 + bt−1)

bt = β(Lt − Lt−1) + (1 − β)bt−1

St = γ (Yt − Lt) + (1 − γ )St−s

Ft+m = Lt + btm + St−s+m

where s is the number of periods in one cycle, the initial values of Ls and bs can be as in
the multiplicative case. The initial seasonal indices are:

Sk = Yk − Ls,k = 1, 2, . . . , s.

where α, β, γ are values within the interval of (0, 1) selected to minimize MAE, MSE
or MAPE.

The HWS Multiplicative Seasonality equations are:

Lt = α(Y1/St−s) + (1 − α)(Lt−1 + bt−1)

bt = β(Lt − Lt−1) + (1 − β)bt−1

St = γ (Y1/Lt) + (1 − γ )St−s

Ft+m = (Lt + btm)St−s+m

To initialise the computation a single cycle of data, (i.e. s values) must be completed
and set:

Ls = (1/S) ∗ (Y1 + Y2 + . . . + Ys)

And to initialise trend s + k time periods:

bs = (1/k) ∗ ((Ys+1 − Y1)/s + (Ys+2 − Y2)/s + . . . + (Ys+k − Yk)/s))

where α, β, and γ are values within the interval of (0, 1) selected to minimize MAE,
MSE or MAPE.

3.4 Autoregressive Integrated Moving Average (ARIMA)

ARIMAmodels combine autoregression (AR)withmoving average (MA), and in general
ARmodels are classified by the number of time lags, p.Generally, anARmodel is defined
by the pth order of time lags, and termed an AR(p) model written as:

Yt = c + φYt−1 + φYt−2 + . . . + φpYt−p + et

where c is constant, φj are parameters to be determined and et is the error term with four
constraints on allowable values of φj:
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• For p = 1, − < φ < 1
• For p = 2, −1< φ < 1, φ2 + φ1 < 1 and φ2 -φ1 < 1
• For p > 2, more complex conditions are applied.

Moving average models (MA) are regressions on error terms at previous time lags.
As with AR, MA are defined by the number of time lags, q, used in the regression. A
general model is defined MA(q) and written:

Yt = c + et − θet−1 − . . . − θqet−q

where c is constant, θj are parameters to be determined and et are the error terms. There
are restrictions on the allowable values of θj:

• For q = 1, −1 < θ < 1
• For q = 2, −1 < θ2 < 1, θ2 + θ1 < 1 and θ2 - θ1 < 1
• For q > 2, more complex conditions are applied.

An ARIMAmodels combines AR and MA with seasonal differences of order s, and
the models are defined:

ARMIA(p, d , q)(P,D,Q)s

where s is the number of time periods per season, with:

• AR (p) at time lag p.
• Integrated (I) difference of order d.
• MA(q) regression on errors to lag q.
• seasonal autoregression to time lag P
• seasonal differences of order D
• seasonal regression on errors to lag Q

This results in seasonal and non-seasonal variants of equations. ARIMA addresses
correlation between observations which are not accommodated by simpler models. The
above components are combined in the following linear equation:

Yt = c + φ1Ydt−1 + . . . + φpYdt−p + et + θ1et−1 − . . . − θqet−q

Our approach to ARIMA model selection was to determine stationarity using the
Augmented Dickey-Fuller test, then use difference or logarithmic transformation to
convert nonstationary times series into stationary time series. Determine the p, d, and q
values, with d determined by the number of differentials. From autocorrelation function
(ACF) and partial autocorrelation function (PACF) plots against lag length to identify
potential models, then the AR and MA parameters were selected. Comparing Akaike
information criterion (AIC) andBayesian information criterion (BIC), the optimalmodel
was chosen on the basis of the smallest AIC and BIC values. An estimation of the fit-
ted model was made using the appropriate p and q values using the maximum like-
lihood estimation method and checked using Ljung-Box Q test to see if the residual
series is white noise, and if so the model was accepted. The Ljung-Box Q statistic is:

Q = n(n + 2)
h∑

k=1
(n − k)−l r2k
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Where n is the number of observations and h is the maximum time lags considered.
If the residuals of the model are white noise, Q has a chi-square (X2) distribution with
(h-m) degrees of freedom where m is the number of parameters in the model. If the
Q lies in the right-hand 5% tail of the X2 distribution (with a p-value of < 0.05), it is
concluded that the data are not white noise. If the estimated residuals were white noise
we moved to forecasting and if not, then there was a return to the model identification
phase.

3.5 Facebook™ Prophet

Time series forecasting with Facebook™ Prophet model is more machine driven with
automatic identification of inflexion points in the data originated in changes in trend on
varying scales from hourly to weekly tomonthly. A disadvantage of suchmachine driven
approaches is there is little transparency into the action of the equation. A novel feature
is the possibility of accommodating the existence of seasonal features e.g. festive periods
or events like the Superbowl in modeling such as conducted by Facebook™. It combines
three components: the trend (a logistic function), the seasonality (Fourier function) and
the festive periods modeled by some function as follows:

Y (t) = g(t) + s(t) + h(t) + (t)

where g(t) describes a piecewise-linear trend or “growth term”, s(t) describes the various
seasonal patterns, h(t) captures the seasonal features or “holiday effects”, and ε(t) is a
white noise error term.

4 Experimental work for States

The data used for modeling was deidentified OMSPQ-SF and PSS-4 test scores recorded
from2500workers compensation claimantswhowere screened by theNavigator Support
Program across the time of their claims, and whose claims had closed. The claimants
were distributed across all states Australia. There were 10139 telephone screening calls
made, with 6482 administrations of the OMSPQ-SF and 3874 administrations of the
PSS. All data was cleaned, loaded and transformed using MINITAB and R (version
4.2.1) and the test of stationarity was conducted using the ‘tseries_0.10–54’, ARIMA
model was fitted using ‘forecast’ package and Prophet with the ‘prophet’ package. For
each State SES, DES, HWS, ARIMA, and Facebook™ Prophet Models were generated.

4.1 Inferential Statistics

We first generated histograms plotted against the normal curve for basic demographics,
levels of support provided by the service, different levels of certification, and states and
insurance environments which visual inspection showed generally normal frequency
distributions by state and insurance environment, and skewness for support level, which
reflects the psychometric properties of the OMPQ-SF and PSS-4. There were no sig-
nificant differences between genders (OMPSQ-SF mean = 43.93 (SD = 16.41), PSS-4
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mean = 4.28 (SD = 2.90)). ANOVA comparing states on the OMSPQ-SF approached
significance (sig. 0.05) and Tukey’s Simultaneous 95% confidences intervals revealed
greatest difference between NSW (mean = 45.97 (SD = 17.47) and VIC (mean =
36.25 (SD = 15.15) accounting for 0.14% adjusted variance. Similar analysis for PSS-4
showed a significant (p= 0.028) difference between states with VIC having significantly
less stress than other states and this accounted for 0.23% of adjusted variance.

4.2 Time Series Analysis Between States

In this section we will report the results of the application of the time series analysis
methods as outlined in 3.1–3.5 comparing the states and the accuracy of methods were
compared usingMAE,MAPE andMSE. Data was divided 90% training and 10% testing
data. Augmented DFS results showed all states had stationarity except for SA and VIC
which had very small sample size. The ARIMA values for models forecasting OMSPQ-
SF and PSS showed that non-seasonal differences for stationarity are immaterial, and
where there was sufficient data ARIMA usually produced few forecast errors in the
prediction equation.

Where data was sufficient long-term forecasts can be made. Table 2 shows the num-
ber of days of successful forecast for each state for the best model.As can be seen in
Table 3, the more sophisticated Prophet models have better prognostic value. However,
in the largest data set, WA, ARIMA had better forecasting capacity. There was little pre-
dictability to PSS stress levels at the state level with successful models being generated
in only QLD and SA, with both states having small and very small data sets.

Table 2. Number of Days Forecast for each Measure by State.

ACT NSW NT QLD SA TAS VIC WA

OMSPQ-SF 63 20 44 8 4 48 3 346

PSS-4 37 12 37 5 1 36 1 150
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Table 3. Best Models by MAE, with MAPE and MSE reported by State.

OMSPQ-SF PSS-4

State MAE MAPE MSE MAE MAPE MSE

ACT Prophet 50.500 14.181 300.154 Inf 2.4523 2.8107

NSW Prophet 36.136 13.930 298.77 Inf 2.0943 2.5484

NT Prophet 46.579 13.202 264.206 Inf 2.6374 2.9248

QLD ARIMA 26.555 13.475 247.951 166.9253 2.5319 2.6138

SA Prophet 33.703 16.971 643.436 21.3874 3.4376 3.4376

TAS Prophet 51.982 13.766 291.527 Inf 2.5587 2.8901

WA ARIMA
(4, 0, 3)

35.772 13.300 267.709 Inf 2.7356 2.6950

4.3 Inferential Findings by Insurance Environment: Regions Held by One
Insurer Across Administrative Regions Within and Between States

Comparing the scores of a single insurer across 6-insurance environments with two
locations in two states and cases from two other states using ANOVA showed that
workers in the region of Launceston Region of Tasmania (mean = 38.3, SD = 18.43)
had significantly (p = 0.003) lower scores on the OMSPQ-SF than workers from the
state of ACT (mean = 43.960, SD = 17.397) and in the Bunbury Region of WA (mean
= 44.215, SD = 17.121) with location accounting for 0.25% adjusted variance. No
significant difference was found between these insurance environments in terms of PSS.

4.4 Time Series Analysis Between Insurance Environments: Regions Held
by One Insurer Across Administrative Regions Within and Between States

Augmented DFS showed that all-time series were stationary. The most successful
ARIMA Models for each region again showed non-seasonal differences for station-
arity were immaterial, and where there was sufficient data ARIMA usually produced
few forecast errors in the prediction equation. The number of days’ forecast can be seen
in Table 4. The MAE, MAPE and MSE for the best models can be seen in Table 5.

Table 4. Number of Days Forecast for each Measure by Administrative Region

ACT Bunbury Hobart Launceston NT Perth

OMSPQ-SF 58 58 41 14 58 291

PSS-4 46 42 28 8 43 150
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The ARIMA model for Perth was the most successful predictive model, with MAE
of 12.3723, given the OMSPQ-SF has a total score of 100, at 291-days represents good
accuracy of forecast. Nevertheless, overall, Prophet tended to be better than othermodels.

Table 5. Best Model MAE, MAP and MSE by each region for one insurer.

OMSPQ-SF PSS-4

Region MAE MAPE MSE MAE MAPE MSE

ACT Prophet 47.6194 14.1577 17.2791 Inf 2.4719 2.8307

Bunbury HWS 31.7209 12.9082 15.2747 Inf 2.6519 2.9522

Hobart Prophet 50.6491 13.5935 16.9218 Inf 2.5133 2.8947

Launceton HWS 38.8256 13.4987 18.2019 171.0107 3.2004 3.3077

NT Prophet 44.1650 12.8793 16.0591 Inf 2.5938 2.9073

Perth ARIMA
(2, 0, 0)

12.3723 4.4703 9.4361 Inf 2.7169 2.9646

5 Discussion

The main purpose of this study was to use time series analysis to make inferences about
different insurance environments across states within Australia. Unlike telecommunica-
tions data, where ARIMA models predominated [10] for this type of data, Facebook™
Prophet models tended to have better capacity to predict than other models, especially
as the subject data set increased in size. With that said, the best model was an ARIMA
(2, 0, 0) model for the Perth region which was able to predict OMSPQ-SF scores within
12.37/100 points of accuracy out to 291-days. This suggests a sinusoidal oscillation of
scores over time with random changes, “like the motion of a mass on a spring that is
subject to random shocks” [15].

The predictability of scores over time contributes the construct validity of the
OMSPQ-SF, that it measures a trait type construct permitting prediction of future scores
due to the stability of the measure over time. Nevertheless, that it is not similarly predi-
cable across administrative environments reveals the impact of the insurer on the claim.
Similarly, the poor predictability of the PSS-4 shows it to be a state construct, and the
absence of successful prediction at time points across claims in state-wide jurisdiction,
infers that administrative thresholds do not cause predictable stress. The accuracy with
which trait scores can be predicted within a specific administrative region, versus across
a state, suggests that it is the local behaviour of insurers rather than simply the jurisdic-
tional environment, that influences claims. The upshot is that there are discrete insur-
ance environments within which predictions can be made, rather than gross legislative
regions producing predictable psychosocial and claims outcomes. Timeseries has been
proposed for use as an alternative to standard actuarial practice to predict claims costs
[9]. The present paper represents a unique use of time series to predict psychosocial out-
comes from insurance processes, and will permit the evaluation of future interventions
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to improve psychosocial outcomes in insured injury. Future research will also address
the relationship between psychosocial outcomes and claims costs.
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Abstract. Large Language Models (LLMs) have gained significant
attention for using natural language to generate program code without
direct programming efforts, e.g., by using ChatGPT in a dialog-based
interaction. In the field of Service-Oriented Computing, the potential of
using LLMs’ capabilities is yet to be explored. LLMs may solve signifi-
cant service composition challenges like automated service discovery or
automated service composition by filling the gap between the availabil-
ity of suitable services, e.g., in a registry, and their actual composition
without explicit semantic annotations or modeling. We analyze the clas-
sical way of service composition and how LLMs are recently employed
in code generation and service composition. As a result, we show that
classical solution approaches usually require extensive domain model-
ing and computationally expensive planning processes, resulting in a
long time needed to create the composition. To ground the research on
LLMs for service compositions, we identify six representative scenarios of
service compositions from the literature and perform experiments with
ChatGPT and GPT-4 as a notable, representative application of LLMs.
Finally, we frame open research challenges for service composition in the
context of LLMs. With this position paper, we emphasize the importance
of researching LLMs as the next step of automated service composition.

Keywords: Automated Service Composition · Large Language
Models · Code Generation · Automatic Programming · ChatGPT ·
GPT-4 · Service-Oriented Architecture

1 Introduction

Service composition is about the automatic discovery of remote services and their
coordinated invocation to solve a complex business goal. While the service com-
position problem has been identified and addressed extensively over the years,
there is no final solution to the problem as of now [1]. Large Language Mod-
els (LLMs) are a recent technology based on natural language inputs that can
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be applied for code generation. Their abilities in Service-Oriented Computing
(SOC) and the service composition challenge are yet unknown but can impact
the field of automated service composition by not requiring semantic annota-
tions, explicit modeling, or long composition times. With the present work, we
provide an initial investigation on the potential of using LLMs for service compo-
sition. Our investigation consists of identifying a set of representative examples
from the literature on service composition and using them to experimentally
evaluate the performance of LLM for service composition. For our experiments,
we select ChatGPT with GPT-4 as an application of a state-of-the-art LLM
and identify six representative examples from the literature on service composi-
tion. In particular, we focus on the subproblems of service discovery and service
composition design.

Multiple “classical” approaches are trying to solve the service-composition
challenge, such as using semantic Web technologies or AI planning. These,
though, may suffer from issues such as the time and effort necessary for annotat-
ing the services, the long composition times, or the need to transform generated
compositions into executable code. The shortcomings are especially apparent
when putting these systems to work on real-world services and their implemen-
tations.

1.1 Classical Approaches to Service Composition

From the early days of SOC, the service composition challenge is considered a
search into an immense space of possible combinations of online services. The
search is often modeled as an AI planning problem solved using various planning
techniques, e.g., with a domain-specific planner [28] or a domain-independent
planner [19]. Advanced planning techniques can cope with more complex scenar-
ios, e.g., continual planning [24] or hierarchical planning [13]. Another approach
is to use the situation calculus by describing a set of user objectives as a suf-
ficiently generic Golog program [20,29]. Further, the “Roman model” abstracts
services to transition systems, resulting in the use of finite state machines to
describe the execution of the available services [6,12]. All of these methods need
modeling of the problem in some specific format, e.g., as a planning problem or
with semantic annotations. These models are rare and laborious to create, which
leads to a low level of dissemination in practice.

1.2 LLMs for Code Generation

While the research on LLM-based service composition is at the beginning, a con-
siderable body of work on code generation is already available. Within software
engineering, Gu et al. use LLMs to elicit and process natural language require-
ments to generate the program code [14]. Huo et al. use LLMs to extract pro-
gram explanations or APIs [15]. Researchers and practitioners have shown that
LLMs are capable of code generation, and several systems have been built based
on LLMs that can generate code, such as Google’s Bard, ChatGPT, CODEX,
CodeGen, GitHub Copilot, INCODER, and PolyCoder [8]. While such tools can
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support the programmer in generating code and reduce production times, several
authors remark that the generated code is far from perfect. For example, Khoury
et al. notice that the code generated by ChatGPT is not secure, and even with
multi-shot prompting, one cannot achieve strongly secure code [16]. Others show
how to improve the quality of the results by appropriately prompting the system
using the recent technique of chain-of-thought prompting with multi-step opti-
mizations [18]. In the SOC domain, Alizadehsani et al. captured service usage in
open-source projects and trained a GPT-2 model using this data. The model is
then used to perform auto-completion [4]. Another recent significant advance is
the integration of LLMs with chat interaction in the GitHub Copilot [25]. Aiello
and Georgievski introduce the idea of LLM to generate a service composition
using a single demonstrative example, which showed promise but lacks statistical
validity [2].

1.3 Service-Composition Benchmarks

To fairly compare service composition approaches, a standardized benchmark
is needed. Unfortunately, such a widely accepted benchmark does not exist.
A keyword-based search on Google Scholar to determine suitable service-
composition benchmarks and our experience confirm this. In our search, we use
the keywords web, service-composition, benchmark, and service-computing and
their combinations. A popular benchmarking framework is “WSBen,” consist-
ing of synthetic web services in WSDL [22]. The services do not possess any
semantic meaning but are composable syntactically. Later versions of similar
benchmarking approaches add Quality of Service (QoS) capabilities but stick to
synthetic services [3,31]. These benchmarks are limited to composition abilities
without semantic meaning and, therefore, have difficulties representing realistic
service-composition challenges.

For service discovery challenges, service registries like “ProgrammableWeb”
are resorted to [17,32]. Cremaschi et al. perform experiments using JSON-LD
annotations for OpenAPI specifications to achieve ontological compatibility [9].
Serbout et al. use GitHub to create a dataset with 106,873 APIs based on their
OpenAPI specifications to analyze compatibility by matching property names
and data types [27]. These approaches usually stick to tasks like service classifi-
cation and do not expose complete service compositions.

Meanwhile, other researchers also identify the lack of holistic service-
composition benchmarks with semantic details and look for representative exam-
ples in the literature that can be used for comparison studies [11,26,30]. There
are lists with ten composition examples [11], eighteen [26], and six [30].

Using the Google Scholar results, the listed examples, and snowballing, we
identify 57 examples1, of which we select six representative service composition
examples for our experiments. The selection is based on (i) how common the
described scenario is, (ii) how complex it is, i.e., how many services interact,
and (iii) how detailed the description of the services and parameters is. Table 1

1 https://doi.org/10.18419/darus-3767.

https://doi.org/10.18419/darus-3767
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Table 1. Representative Examples of Service Composition from the Literature.

ID Author Reference Application Domain Number of Services

S1 Pautasso [23] Online shop 3
S2 Zhang et al. [33] Context awareness 5
S3 Cremaschi et al. [10] Book info retrieval 2
S4 Netedu et al. [21] Transport 6
S5 Bultan et al. [7] Online shop 4
S6 Benatallah et al. [5] Travel agency 7

lists the six papers, the application domain of the example, and the number of
services involved in the composition. The other papers found in our search have
very similar examples to the selected six. Often, the described services cannot
be used for papers using real services because the services no longer exist.

In particular, we select the example S1 because it is representative of service
composition describing RESTful web services and defining a comprehensive set
of operations for all services. S1 is about an online shop of RESTful web services
described in detail with all operations, endpoints, parameters, etc. [23]. We select
examples S2 and S3 because they allow us to evaluate whether ChatGPT can
compose existing services. In S2, Zhang et al. present a context-aware service
mashup of real services to discover relevant and physically close services [33].
In S3, Cremaschi et al. describe a book information system consisting of real
services [10]. We rely on the first described composition of Google Books API
for information about the book and the Amazon Market API for its availability.
We selected S4, S5, and S6 because their application domains are typical for
service composition, and the described set of services is relatively complex and
described in detail with operations, parameters, and an invocation order. S4 rep-
resents the transport domain expressed with all input and output parameters,
data types, and how they can be composed [21]. In S5, Bultan et al. show an
online shop of a store, a bank, and two warehouse services. They describe each
interaction, including parameters, in detail [7]. S6 presents a complex compo-
sition example from Benatallah et al. in the travel domain, consisting of seven
services, including conditional service invocations depending on the location and
destination of the traveler. It involves flight and accommodation booking, attrac-
tion search, car rental, and travel insurance. All invocations and conditions are
present in detail [5].

2 Experiment

We conduct three experiments by choosing ChatGPT as a tool with GPT-4 as a
contemporary representative of LLMs and take the six representative composi-
tion examples from Table 1. Our prompting strategy is to (i) ask for the service
composition, (ii) check for any error, and then, for each error, (iii) request a
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fix until we have a fully functional service composition. For each composition
example, we perform three experiments each in a separate chat to avoid the con-
textual effects of the prompts. We define the following experiments to analyze
ChatGPT’s capabilities. The full chats are available online (see Footnote 1).

Experiment 1: Service Discovery. To examine the service discovery abili-
ties, we ask ChatGPT for existing real services matching the functionality
described in the composition example from the literature.

Experiment 2: Service Composition. Given the list of services from Exper-
iment 1 and the task specified in the composition example, we ask to create
a composition in Python matching the task.

Experiment 3: Combined Service Discovery and Composition. We ask
to make the composition purely based on the natural language description of
the task without providing a list of available services.

2.1 Service Discovery

We evaluate the ability of ChatGPT to discover actual existing services on the
Internet. We prompt an OpenAPI specification matching to a service of the
composition example and ask for matching real services. Each specification of
the composition example is entered as its own prompt. We measure the results by
counting how many of the proposed services are valid, i.e., real and reachable. For
all composition examples and services, our experiments reveal that 82% are valid
services. In addition to providing the APIs, ChatGPT always summarizes what
the service does in natural language. The experiment shows that, in general,
the stated services are valid but often do not offer a public API. The lists of
proposed services vary between queries and are incomplete. E.g., for S3, it also
states “Library-specific APIs,” which is not a valid service.

2.2 Automated Service Composition

To assess ChatGPT’s service composition capabilities for real services, we take
the services from Experiment 1, i.e., their names and the natural language com-
position task, and ask for a service composition in Python. Then, we check the
used API against its specification, and if the API is publicly available, we execute
the code. We prompt for a correction in case of coding errors, code omissions,
or an invalid API.

We can generate valid service compositions for all composition examples after
a few prompts. Especially for map, routing, and payment services, ChatGPT can
generate valid code without extensive user interactions. Often, we get incomplete
snippets, mock code, or excuses that the code cannot be generated, which can
be fixed with additional prompts. One issue that emerges is that ChatGPT
does not know the APIs for the services of Experiment 1. We can alleviate this
by prompting ChatGPT until it states a known API. Especially in such cases,
hallucinations are a problem. E.g., for S1, the system states the non-existent URL
“https://stripeapi.com/process-payment.” Likewise, the remainder of the APIs

https://stripeapi.com/process-payment
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include hallucinations, such as headers, request data, attributes, parameters, or
even endpoints. By stating the errors in further prompts, ChatGPT can correct
these. Another problem is outdated data, e.g., in S2, ChatGPT tried using an old
Foursquare API version. We then described the new endpoint in natural language
within five prompts and got a current functioning version. Sometimes, we must
be very explicit, e.g., by putting the Shopify Python package in the prompt.
Then, ChatGPT can use it in the composition correctly. These problems seem
minor and fixable, but they require further research to be eliminated.

2.3 Combined Service Discovery and Composition

The final test is about generating compositions without providing a list of avail-
able services but simply stating the goal of the composition in natural language.
We do this by rephrasing the prompts used in Experiment 2 and removing the
list of discovered services, e.g., “Create a service composition in Python that
searches for cinemas and the route to them. For the cinemas, combine multiple
services. Combine the location information with the movie schedule. Find and
use real services.” For the validation, we adopt the same approach as in Experi-
ment 2, analyzing the API specifications and executing the code, if possible. In
case of errors or omissions, we prompt for fixes.

The service compositions are generally correct but use fewer services than in
the previous cases, e.g., in S4, the number of used services decreased from six to
one. ChatGPT often has difficulties discovering the services, even if it can find
this information in Experiment 1. In comparison to Experiment 2, the number
of prompts needed to get a proper composition is lower. On the other hand,
in S6, ChatGPT cannot determine a service for travel insurance booking. For
the car rental service, it needs to be persuaded to search for real services with
three prompts.

3 Open Research Challenges

In accordance with very recent literature on LLMs for code generation, our
preliminary experiments reveal the potential of LLMs to solve or at least alleviate
the service-composition challenge. While the research in this area is in its infancy,
we notice the potential of LLMs to revolutionize the field of automated service
composition as a novel approach that does not rely on semantic annotations
or modeling and allows for fast composition to be generated. We synthesize the
following open research challenges from our results and lessons learned as a guide
for future research.

Analysis of LLMs. LLMs are a probabilistic approach. In comparison to, e.g.,
AI planning, correctness cannot be guaranteed without further efforts. To
further analyze its capabilities, we need to determine to which degree LLMs
can automatically compose services by specifying appropriate measures and
quantitatively identifying limitations.
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Full Automation. Our preliminary experiments are based on ChatGPT as
a dialog-based application of LLMs. It requires a user to manually design
and input the prompts and manually interpret the output. Future research
must automate the process by measuring the presented solutions’ quality,
determining deficits, and reacting to the answers automatically. The analysis
outputs can then be input for the following query to enhance the composition.
Using the APIs of the LLMs, we can create a fully automated approach that
steadily improves itself and solves the service composition challenge.

Prompt Engineering. A further finding of our experiments is the need to
appropriately specify the prompts to the LLMs as we often experience excuses
and abbreviated code snippets. Consequently, it is crucial to investigate and
define guidelines for prompting to improve the answer quality. This research
involves concise “system” and “user” messages.

Informed Machine Learning. Service compositions with LLMs can be
enriched with other technologies like AI planning or workflow languages like
BPMN or BPEL to incorporate the benefits of all involved technologies. The
LLM is applied to the natural language parts, whereas the other technologies
are involved in the formal composition modeling and execution. It is neces-
sary to analyze how and if this approach is beneficial compared to solely using
LLMs. They might affect the quality of the result or the composition time.

Integration with Tooling. To enhance the integration of LLMs in the auto-
mated service composition workflow, there is the demand for sophisticated
tool support, e.g., as Alizadehsani et al. propose by enabling auto-completion
for available services [4]. Such approaches need to be further investigated and
improved to allow practitioners to easily create service compositions, reducing
development effort and eliminating manual work errors.

4 Concluding Remarks

LLMs are a contemporary technology useful for code generation, which are based
on natural language prompts and do not require any formal modeling. Their
application in the SOC domain is in its infancy. Our preliminary experiments
show that LLMs have the potential to alleviate the drawbacks of current solu-
tions to service composition. We state open research challenges to guide future
research to exploit this promising technology in SOC. If these research attempts
are successful, LLMs can revolutionize SOC and should be, therefore, further
researched.
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Abstract. Predictive modelling has emerged as an indispensable tool in the
dynamic business realm, shaping strategies and driving impactful decisions. This
study provides a framework to transform rawdata (customer behaviours, employee
responses) into actionable insights, emphasizing the importance of data-driven
decision-making. This research aims to harness Decision Tree (DT) Analysis to
develop a robust predictive modelling system suitable for regular application in
business decision-making processes. Data from two customer types (350 versus
267) were analyzed to predict process outcomes categorized as Successful (S),
Needing Further Intervention (NFI), or Non-Compliant (NC) with standard pro-
cesses. Various predictive models, including Classification and Regression Tree
(CRT), Chi-squared Automatic Interaction Detection (CHAID), Exhaustive Chi-
Squared Automatic Interaction Detection (Ex-CHAID), and Quick Unbiased Effi-
cient Statistical Tree (QUEST) were employed, with systematic tweaks in their
hierarchical structures. Through this method, 324 DTs were generated, adjusting
structural parameters. Upon consolidating both datasets, a CRT model yielded a
correct classification rate of 71.6%. Specific indicators and interview data pin-
pointed the Ex-CHAID model as the most predictive for the first dataset at 70.1%
accuracy, while the CRTmodel for the second dataset was most accurate at 74.5%.
When diving deeper into specific indicators, the first dataset best aligned with
a CHAID model, predicting 74.3% of outcomes, whereas the second dataset
favoured a CRT model with a 77.7% prediction accuracy. A CRT model with spe-
cific structural parameters achieved the pinnacle of performance, registering an
88.6% accuracy. However, its intricate 15-leaf, 6-level structure suggests potential
overfitting, and the complexity rendering it less practical for routine business appli-
cations. The ability to predict how consumers or clients might respond to a product
or service after their first interaction can provide valuable feedback for product
and program development teams. The unique outcome of this paper will result in
service refinement, risk management, and improved operational efficiency.
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1 Introduction

In the age of digitalization and information abundance, businesses face the challenge
of sifting through vast amounts of data to make well-informed decisions. This deluge
of data, when leveraged appropriately, can act as a powerful catalyst for transformative
change within organizations. Over recent years, predictive modelling has evolved from
a niche analytical tool to a cornerstone of strategic business initiatives. It is a testament
to the union of technology and business acumen, creating pathways for companies to
anticipate market trends, customer behaviours, and even internal employee dynamics.

The power of predictive modelling lies not just in forecasting future occurrences but
in shaping present strategies to align with anticipated outcomes. In this context, Deci-
sion Tree (DT) Analysis has gained prominence. DTs, with their hierarchical structure
and ability to handle multifaceted datasets, offer businesses a structured methodology
to transform raw, often overwhelming, data into actionable insights. These insights are
potential game-changers that can steer a business towards unprecedented growth, miti-
gate risks, and create competitive advantages. However, the effectiveness of thesemodels
hinges on their adaptability and accuracy. A delicate balance must be struck between
model complexity and practicality. Overly intricate models, while potentially accurate,
may not be feasible for regular business applications due to their inherent complexity
and the time required to interpret them.

This paper delves into the intricacies of DT Analysis applied to two distinct
datasets—representing markedly different customer types. Both datasets, though dif-
ferent, carry significant business implications. Understanding customer reactions can
inform product development teams, optimize marketing strategies, and ensure a
higher return on investment. Concurrently, grasping employee responses post-task can
improve training programs, better human resource management, and enhance opera-
tional efficiency. In our exhaustive research, we ventured into various predictive models,
continuously tweaking their structures to achieve optimal results.

The onboarding data of 350-clients withWhiplash Associated Disorder (WAD) after
a motor vehicle crash and of 267-clients with work-related Shoulder Injuries (SI) were
used to predict the discharge status as Successfully treated (S), suffering chronic pain
and Needing Further Intervention (NFI), or Non-Compliant (NC) with standard pro-
cesses or treatment. WAD is the most common injury after motor vehicle accident and
known to have inflated expenses due to excessive imaging, inappropriate treatment, and
delays in appropriate treatment. SI are the third most common workplace injury pre-
senting for treatment and prone to the same injury management inefficiencies as WAD,
with the addition of excessive surgical costs. These injuries are high value targets for
motor vehicle accident and workers compensation insurance companies respectively.
Classification and Regression Tree (CRT), Chi-squared Automatic Interaction Detec-
tion, Exhaustive Chi-Squared Automatic Interaction Detection (Ex-CHAID), and Quick
Unbiased Efficient Statistical Tree (QUEST)models were usedwith systematic variation
of the parent and child node values to predict discharge status. 324-DTs were generated
systematically varying parent and child nodes sizes. Using combined WAD and SI data
a CRT model with 6-levels and 9-leaves correctly classified 71.6% of outcomes. Using
psychometric test total scores and interview variables, the best model for WAD was an
Ex-CHAID model that predicted 70.1% and for SI a CRT model that predicted 74.5%.
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Using psychometric test item-level data the best model for WAD was a CHAID model
that predicted 74.3% of outcomes correctly and for SI was a CRT model that predicted
77.7% of outcomes. The best-performing tree was a CRT for SI with a minimum parent
node of 10 and minimum child node of 2 and had 88.6%, but with 15-leaves and 6 levels,
this likely represented overfitting and was too complex for everyday use by clinicians
and will not be deployed to clinical practice.

Our findings, as outlined in the forthcoming sections, underscore the transformative
potential of predictive modelling, primarily when powered by DTAnalysis. The insights
derived from this study will serve as a beacon for health businesses aiming to harness the
full potential of their data, ensuring they remain agile, proactive, and poised for success
in a rapidly evolving marketplace.

The rest of the paper is organized as follows: In Sect. 2 we provide the background
of related work. We discuss the acquisition of data including psychometric testing and
the coding of the outcome of treatment in Sect. 3. In Sect. 4 we discuss the system-
atic generation and comparison of effectiveness of decision tree model types. Section 5
comprises the probabilistic narratives generated for clinical use in the process of prog-
nosis by the multidisciplinary teams, and in Sect. 6 we discuss future validation and
research applications of these models. Table 1 contains abbreviations used repeatedly in
this manuscript.

Table 1. Abbreviations used repeatedly in this manuscript.

Abbreviation Term

DT Decision Tree

WAD Whiplash Associated Disorder

SI Shoulder Injury

S Successfully Treated

NC Non-Complaint

NFI Need Further Intervention

CRT Classification and Regression Tree

CHAID Chi-squared Automatic Interaction Detection

Ex-CHAID Exhaustive Chi-squared Automatic Interaction Detection

QUEST Quick Unbiased Efficient Statistical Tree

ML Machine Learning

ARC Active Recovery Clinics

VAS Visual Analogue pain Scale

IES Impact of Events Scale

NDI Neck Disability Index

SPADI Shoulder Pain and Disability Index

TOMM 1/2 Test of Memory Malingering trial 1 or trial 2

ACE Adverse Childhood Experiences

AAE Adverse Adult Experiences
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2 Background and Related Work

2.1 Machine Learning in Health Care

There are a multitude of ML models that have been applied in healthcare with varying
risks and challenges, with a central challenge being the ethical and practical application
of these methods [1]. There have been attempts to identify predictors of recovery at a
meta-analytic level, using logistic regression [2] in the primary care environment, how-
ever there is an absence of systematic prognostic indicators for compensable injuries
like Whiplash Associated Disorder (WAD) and Shoulder Injury (SI) at the specialist
clinic level. Machine learning (ML) methods have been used in predicting outcomes to
diverse problems in health such as employment outcomes of people with orthopaedic
disabilities [3, 4], outcomes of traumatic brain injuries, [5–7], improvement in aphasia
[8], the effects of COVID on the heart [9], antibody incompatible kidney transplantation
[10], and youth mental health status from psychosocial antecedents [11] with successful
DT having prediction accuracy between 70% and 86% formedical conditions. In another
study related to health insurance claim data, a machine learning predictive regression
model Least Absolute Shrinkage and Selection Operator (LASSO)was developed to for-
mulate a population health management in Japan [12]. In other fields ML has been used
on datasets looking at defects in the construction industry [13] and have systematically
compared different DT models to determine which model is best for practical applica-
tion in construction. For predicting accidental claims using telematics data, the logistic
regression showed better prediction than the eXtreme Gradient Boosting (XGBoost)
machine learning algorithm [14]. There are no successful systematic comparisons of
different DTs for prediction on biomedical data [15], although there are some papers
comparing other machine learning models to DTs [10, 16]. The present study aims to
compare different DT models appropriate for relatively small data sets including Chi-
square Automatic Interaction Detector (CHAID [17]), Classification and Regression
Tree (CRT [18]) analysis, Quick Unbiased Efficient Statistical Tree (QUEST [19]) algo-
rithms to predict the discharge status of clients of an interdisciplinary clinic from data
collected at onboarding.

2.2 Ethics and Reporting Requirements in Healthcare

Non-malfeasance is a primary concern for the deployment of machine learning in health-
care [20] with threats coming from clinical relevance, data governance, model relevance,
and utilization safety. Luo et al. provide guidelines for reportingMLpredictivemodels in
biomedical research (JMIR) [21]. The Transparent Reporting of amultivariate prediction
model for Individual Prognosis or Diagnosis (TRIPOD) statement is a 22-item check-
list to improve the reporting of predictive models [22]. The ML/Artificial Intelligence
Transparent Replicable Ethical and Effective (AI-TREE) framework sets 20-questions
to identify issues and facilitate project planning for ML/AI projects and Vollmer et al.
take a similar approach [23, 24]. The present paper aims to satisfy these requirements.
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2.3 Interpretability and Utility

ComparingDTpredictivemodels formotor vehicle crash-relatedWADandwork-related
SI and the combined data, can show if there are uniform factors at play in recovery from
these insured injuries, or if different psychosocial factors affect these injuries.Ultimately,
these DTmodels will generate clinical narratives for prognosis that are easily interpreted
by working clinicians and permit valid prognostic statements [24, 25]. The immediate
benefits to the insured injury environment, inwhich the specialist interdisciplinary clinics
are embedded, is that the insurers canhave realistic expectations of the responseof injured
people to the interdisciplinary programs and secondly strategies to address negative
prognostic factors can be tailored to try and improve recovery rates in the future.

3 Data Acquisition and Outcome Coding

3.1 Multidisciplinary Clinics

The specialist interdisciplinary clinics, known as the Active Recovery Clinics (ARC),
treat only high frequency compensable injuries in an outpatient clinical setting or via
telehealth. The research period was from January 2018 until November 2021 and 350
WAD and 267 SI were onboarded during this period. Each clinic visit comprises of
30-min reviews by either an orthopaedic surgeon or sports medicine physician, a psy-
chologist, and either a physiotherapist or exercise physiologist. The client then completes
a tailored exercise program on a digital platform with motion sensors. The client may
also have psychological therapy if required which was usually delivered remotely via
telehealth. The clinicians reviewed WAD clients at a physical clinic or remotely every
6-weeks until discharged at a maximum of 12-weeks. The clinicians reviewed SI clients
at a physical clinic or remotely every 4-weeks until discharged at a maximum of 12-
weeks. All health data recorded in the course of these clinics and treatment is retained
on specifically configured Sales Force Health Cloud on a secure server within Australia
and using systems that are compliant with ISO 27000 and deidentified and exported
for statistical processing purposes, a process considered of negligible risk by Sydney
University Human Ethics Committee.

3.2 Psychometric Testing

Along with various historical information including number of adverse childhood and
adult experiences, pre-existing mental disorder, and medical disorder, at attendance to
the ARC injured people completed a brief battery of screening tests recommended by
various guidelines which constitute the predictors in the DT models. These included
the 25-Item Impact of Events Scale-Revised (IES [26]) to assess for current traumatic
symptoms and the Visual Analogue Scale (VAS [27]) for pain. WAD completed the 10-
item Neck Disability Index (NDI [28]) and SI completed the 13-item Shoulder Pain and
Disability Index (SPADI [29]) to measure injury related pain and disability. The medical
review included a general history, assessment of collateral medical disorders and formal
assessment of the WAD or SI. The psychologist administered a semi-structured clinical
interview inquiring about history of mental disorder, adverse/traumatic experiences in
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childhood (ACE) or adulthood (AAE), and assessment of the presenting issue. The
psychologist then administered standardized measures at initial assessment including
the Test of Memory Malingering (TOMM [30]) to assess feigning spectrum behaviour;
with the second trial not administered if TOMM Trial 1 was over 45 [31].

3.3 Treatment and Outcomes

The psychological treatment was in the form of structured Eye Movement Desensitiza-
tion and Reprocessing Therapy protocol and assumed moderate structural dissociation
of personality [32–34]. The physiotherapy program was a curated a personalized pro-
gram using the SWORD Phoenix system and when there were significant barriers to
the use of SWORD Phoenix, such as supply issues or technical limitations, a Physitrack
program was developed [35]. The catalogue of exercise for WAD were taken from the
SIRA guides [36] and for SI from a systematic review of evidenced-based rehabilitation
for rotator-cuff impingement [37].

Clients were discharged either recovered with Successful (S) treatment, having
chronic pain (CP) and Needing Further Intervention (NFI), or being non-compliant
with the process of treatment (NC). S was defined as a substantial reduction in pain, sub-
clinical psychometric scores, and a return to pre-morbid function. NFI was defined as
persistence of pain and physical disability that produces a clinically significant reduction
in function and clinical elevations on psychometric measures. NC was defined as engag-
ing in less than 1-h of treatment, either physical or psychological, or that the individual
was lost to follow-up with less than 1-h of digitally recorded exercise engagement.

4 DT Generation

4.1 Inferential Work: Statistical Comparison of WAD and SI Groups

There were significant differences in the onboarding characteristics of the WAD and SI
groups which may be antecedents for different DTs predicting recovery. Table 2 shows
these comparisons between WAD and SI.

The pattern of medical determinations at onboarding and psychometric results
reflect different factors at play in recovery, however the general results appear equiv-
alent between WAD and SI when there was treatment compliance. Table 3 shows the
onboarding, psychometric and recovery differences between WAD and SI.

Table 2. Comparison of WAD and SI Onboarding Characteristics

WAD
(N = 350)

SI
(N = 267)

Gender (female), n, % 205, 58.57% 158, 59.17%

*Age (years), Mean (SD),
[Range]

40.54 (13.850) [16–80] 49.21 (11.49) [18–72]

(continued)
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Table 2. (continued)

WAD
(N = 350)

SI
(N = 267)

Unemployed/Retired/DSP % 15.43% 0%

Home Duties/Carer’s Pension
%

3.71% 0%

Student % 3.43% 0%

Unskilled % 20.86% 39.1%

Skilled % 28.57% 54.24%

White Collar % 28% 6.64%

Frontline Worker n, % 14, 4% 95, 35.58%

*Interval Date of Injury to
Onboard Mean weeks (SD)
[Range]

7.13 (6.50) [1–68] 25.5 (38.60) [2–663]

Reported ACEs, n, Mean (SD)
[Range], % > 0

322, 0.165 (0.475) [0–4]
13.62%

241, 0.115 (0.343) [0–3]
14.94%

*Reported AAEs, n, % > 0 322, 0.394 (0.81) [0–3]
30.74%

241, 0.811 (1.085) [0–11]
49.37%

Pre-Existing Psychopathology,
n, Mean (SD), %

322, 0.375 (0.485) 40.0% 241, 0.424 (0.496) 44.81%

* Indicates significant differences calculated by MANOVA and T-test at the p < 0.000 level.

Table 3. Differences between WAD and SI

WAD
(total N = 350)

SI
(total N = 267)

Administrative Withdrawals, n, % 14, 4% 12, 4.4%

*Not Suitable for Clinic, n, % 1, 0.29% 13, 4.8%

*Surgical Withdrawal, n, % 1, 0.2% 34, 12.5%

*Lost To Follow Up, n % 16, 4.68% 1, 0.41%

*Non-Compliant (NC), n, % 52, 15.2% 13, 5.35%

*SWORD Mean Minutes, (SD) 266, (375) 332, (333)

Optimistic About Recovery, n, % 342, 52.33% 243, 51.44%

*TOMM Trial 1, n, Mean (SD) 266, 43.96 (7.35) 170, 47.42 (3.49)

*TOMM Trial 2, n, Mean (SD) 264, 47.59 (5.94) 170, 49.68 (1.68)

(continued)
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Table 3. (continued)

WAD
(total N = 350)

SI
(total N = 267)

*VAS OB, n, Mean (SD) 349, 59.96 (21.93) 256, 49.51 (24.97)

*IES OB n, Mean (SD) 332, 34.56 (19.42) 243, 19.74 (16.93)

NDI OB n, Mean (SD) 339, 23.15 (9.03) N/A

SPADI OB, n; Mean (SD) N/A 249: 63.49 (27.67)

Recovered/Onboarded, X/n, % 213/342, 62.28%, 135/243, 55.55%

Recovered/Onboarded-NC, X/n, % 213/259, 82.24% 135/170, 79.41%

Chronic Pain Needing Further Intervention 46, 17.76% 35, 20.588%
* indicates significant differences calculated by MANOVA and T-test at the p < 0.000 level.

4.2 DT Pooled Common WAD and SI

Pooling the data common to WAD and SI, CHAID, Ex-CHAID, CRT and QUEST
models were generated classifying outcome using onboard data Age, Injury to Onboard
Interval, Optimistic About Recovery, VAS, IES, TOMM1, TOMM2, ACE, AAE, and
Pre-existing psychopathology varying minimum parent node [100, 75, 50, 25] and child
node [50, 25, 10, 5, 2] sizes, 60-models were generated. The top 10 models on pooled
data were 6-CRT models which correctly classified 75%, 73.2%, 72.6% (x2), 71.6%
(x2) and 4-QUEST models that correctly identified 71% (x4).

4.3 DT WAD and SI Using Common Variables

The process in Sect. 4.2 was replicated for WAD and SI for the data in the common
variable fields. The top 10WADmodels were all CHAID or Ex-CHAID but for one CRT
and correctly classified 76.6% (CRT), 71.1% (CHAID), 70.7% (Ex-CHAID), 70.4% (x2
CHAID), and 70.1% (x5 Ex-CHAID). The top 10 SI models were all CRT models but
one and correctly classified 79.3% (CRT), 77.2% (CRT), 75% (Ex-CHAID) and 74.5%
(x6 CRT).

4.4 DT WAD Using WAD Specific Variables

28-DT Models were calculated for WAD using the scale total scores of psychometric
measures and demographic variables, with parent nodes at 50, 25, 10 and child nodes
25, 10, 5, and 2. The top 5 total score models for WAD classified 77% (CRT), 75.7%
(CHAID), and 74.3% (CHAID x 3). 28- DTModels were calculated for WAD using the
item level responses with parents at 50, 25, 10 and child nodes 25, 10, 5, and 2. The
top 5 item level models for WAD classified 75.35% (Ex-CHAID), 74.7% (Ex-CHAID),
74% (CRT), 72.7% (CHAID), and 72% (5 x CHAID).



Transformative Predictive Modelling in the Business of Health 57

4.5 DT SI Using SI Specific Variables

28-DT Models were calculated for SI using the scale total scores of psychometric mea-
sures and demographic variables, with parent nodes at 50, 25, 10 and child nodes 25,
10, 5, and 2. The top 5 total score models for SI classified 88.6% (CRT), 80.4% (Ex-
CHAID), 79.3% (CHAID), and 77.7% (CHAID x 3). 28- DT Models were calculated
for WAD using the item level responses with parents at 50, 25, 10 and child nodes 25,
10, 5, and 2. The top 5 Item level models for SI classified 85.3 (CRT), 82.6% (CRT x
2), 80.4% (Ex-CHAID) and 79.3% (CHAID).

4.6 Statistical Comparison of DT Types for Identifying S, NFI, and NC

Overall, we conducted an extensive analysis involving a total of 324 models. To assess
the accuracy of DT model type, we employed a Multivariate Analysis of Variance
(MANOVA) comparing the accuracy of the classes of DTs. The results of this analysis,
characterized by Wilks’ Lambda (p = 0.001) and significance (Sig = 0.000), indicated
highly significant differences in the performance of the DTModels under consideration.
Following the MANOVA, we conducted Post Hoc testing using the Scheffe method to
delve deeper into these differences. Notably, our findings revealed that CRTmodels out-
performed the QUEST models in overall accuracy, and this difference was statistically
significant. However, CRT was not significantly better than the other models under con-
sideration. Further analysis revealed that all models significantly outperformed QUEST
in identifying the S.

Additionally, our results indicated significant variations in the classification of NC
instances among different models. QUEST identified significantly more NC instances
compared to the CHAIDmodel. The Ex-CHAIDmodel identified significantly more NC
instances than the CHAID model. But otherwise, there were no significant differences.

Lastly, both CRT and CHAID models were significantly better than QUEST in
identifying NFI.

5 Recovery Narratives or Prognostic Statements from DTs

5.1 Narrative for Combined SI and WAD Data

Narrative 1 (71.6% accuracy): Injured people scoring at or below 41 on T1 of the TOMM
and being younger than 30-years of age are likely to be NC. For people scoring above
41 on T1 of the TOMMwith pain greater than 69.5mm on the VAS, who have an injury-
onboard interval of less than 7.5-weeks and who are male are as likely as not to be
NC, and those with greater than 7.5-weeks onboard to injury who have more than three
adverse childhood experiences are as likely as not to NFI if the VAS is less than 89.5mm
or NC if the VAS is greater than 89.5mm. Otherwise, the prognosis is S.

5.2 Narratives for WAD

Narrative 2 (70.1% accuracy) Common variables with SI: For injured people who were
not optimistic about their recovery, if Trial 2 on the TOMMwas less than or equal to 42
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then there was a risk of chronic pain, if Trial 2 on the TOMM was between 42 and 49
then there is a risk of NC, and if Trial 2 on the TOMM was 49 or 50 the person is likely
to recover. Otherwise, the prognosis is S.

Narrative 3 (74.3% accuracy)Assessment and Psychometric Total Scores: If theNDI
is less than or equal to 25 the prognosis is for recovery. If the NDI was not completed
or between 25 and 34, and the TOMM Trial 2 was less than or equal to 48 then the
prognosis is NC. If the NDI is greater than 34 and the injury to onboard interval is less
than 5-weeks then the prognosis is for S, if it is greater than 5-weeks then the prognosis
is likely NC. Otherwise, the prognosis is S.

Narrative 4 (72% accuracy) Assessment and Psychometric ItemScores: If the person
is pessimistic about recovery and they endorse Item 6 of theNDI as “I have a ‘fair degree’
(2) or ‘a lot of’ (3) difficulty concentrating or do not respond to the question and endorse
Item 10 of the NDI as “I cannot do any recreation activities at all” then the prognosis is
NC. If on NDI Item 6 they have “no difficulty concentrating” (0), have “slight difficulty
concentrating when needed” (1) or “cannot concentrate at all” (5) and on item 14 of
the IES endorsed that “any reminder brought back feelings about it” as ‘sometimes’ (3)
then the prognosis is as likely as not to be NC. If on Item 6 of the NDI, they endorsed “I
have a great deal of difficulty in concentrating when I want to” (4) then the prognosis is
NC. Otherwise the prognosis is S.

5.3 Narratives for SI

Narrative 5 (74.5% accuracy) Common variables with WAD: If the VAS at onboard
greater than 79mm it is as likely as not the prognosis is to NFI. Otherwise, the prognosis
is S.

Narrative 6 (77.2% accuracy) Assessment and Psychometric Total Scores: If the
SPADI is less than or equal to 57 there will be S and if the score is greater than 57 then
the prognosis is likely to be NFI.

Narrative 7 (77.7% accuracy) Assessment and Psychometric Item Scores: If on Item
9 of the SPADI the injured person scored 6 or greater, but not 9, for difficulty “putting
on a shirt with buttons down the front”, but not eight or less on Item 13 for difficulty
“removing something from your back pocket” then they are likely to NFI. Otherwise the
prognosis is S.

6 Conclusion

Recovery outcomes from a multidisciplinary clinic treating high frequency insured
injuries can be effectively predicted from measurements at onboarding using CHAID,
Ex-CHAID and CRT modelling with comparable accuracy to predictors of other prob-
lems in health. As in Lin and Fan’s [13] research in construction QUEST produced
poorer predictions in comparison to other models. Unlike the other methods tested here
QUEST involves “post-pruning”, as opposed to “pre-pruning”, and does not interrogate
all nodal splits, just highly weighted ones i.e., the “Quick” in QUEST. In problems
like medical prognostication, it appears breadth of variable consideration may be more
important than depth of calculation or specificity. The predictive accuracy of the DTs
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generated in this paper were adequate compared to other DTs used in health to predict
likely outcomes of interventions, and comparable to unrelated fields such as predicting
faults in building construction.

Easily interpretable injury narratives can be generated from DTs that assist clini-
cians to make probabilistically informed prognostic statements rather than relying on
clinical judgment alone. Machine learning, such as DTs, can augment clinical practice
by generating ethical and utilisable insights especially for frequent injuries like WAD
and SI which have high unnecessary cost burdens such as unnecessary imaging and sur-
gical costs, and overservicing with inappropriate interventions. For those clients likely
to NFI, the accurate prediction of this requirement overcomes common issues and treat-
ment inefficiencies associated with delays due to waiting lists, funding approval delays,
and perseveration of ineffective treatment at the clinic level. Research like the present
paper can improve both the customer journey for the injured person and the cost effi-
ciency of treating insured injury. Generation of similar modelling across other injuries
and services would reduce the costly inefficiencies in systems of injury management
through more accurate prognostic processes, thus improving the business of healthcare.

The current paper has focused on the development of these DTs on a suitably sized
data set. Future research will involve systematic validation and refinement of these
models on a larger clinical data set. These validated models will then be used to inform
clinical practice and evaluate new interventions for the variables identified as critical
to recovery. Systematically addressing these variables with interventions will show the
mutability of these factors, and further DTs can be generated to see if further treatment
is valid or moot. This future research will possibly demonstrate the value of the interplay
betweenML insights and clinical practicewith compensable injuries and the contribution
this can make to the business of healthcare.
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Abstract. The deployment of transformer models on edge devices like
smartphones and tablets is pivotal for leveraging machine learning bene-
fits in real-world scenarios. However, it brings forth challenges including
hardware compatibility, memory efficiency, energy efficiency, and real-
time performance. We introduce a versatile Hardware Abstraction Layer
(HAL) to (1) bridge pre-trained transformer models with the target hard-
ware for optimized deployment, and (2) incorporate intermediate repre-
sentations (IR) as a crucial element. The IR facilitates seamless execution
of models across diverse hardware backends, ensuring enhanced privacy,
security, and functionality, especially in regions with limited internet
connectivity. Our HAL, endowed with configurable parameters, dynamic
model optimizations, and a modular design, caters to varied performance
objectives, offering a unified layer that eases the deployment of IR while
focusing on user-specified performance priorities. The main contribution
of this work is the introduction of IR within the HAL framework, push-
ing the frontier in edge-device machine learning deployments to focus on
latency, energy efficiency, or memory usage. Our results exhibit that the
proposed HAL, with its IR component, significantly trims down deploy-
ment time and boosts inference efficiency, without compromising model
accuracy on iPhone devices.

Keywords: Hardware Abstraction Layer (HAL) · Deep Learning
Model Optimization · Ultra-low edge-device inference · Performance
Optimization · Real-Time Performance Monitoring

1 Introduction and Related Work

The drive to deploy machine learning models, particularly transformer mod-
els, on-edge devices has escalated due to the proliferation of smart devices and
the increasing demand for on-device intelligence. However, the heterogeneity in
hardware platforms and the distinct performance requirements in edge scenar-
ios necessitate a robust mechanism to bridge the gap between high-level model
representations and low-level hardware intricacies. Previous works have delved
into various aspects of this domain, albeit with a narrower focus.
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1.1 Model Optimization Techniques

Numerous studies Numerous studies have explored model optimization tech-
niques such as quantization, pruning, and knowledge distillation to reduce the
computational footprint of models for edge deployment. These techniques are
crucial for fitting large transformer models into the resource constraints of edge
devices [1].

Model Optimization Techniques

– Quantization: Quantization is a technique that reduces the precision of the
numerical representations in models, thereby reducing the required memory
and computational resources. Techniques like weight quantization and activa-
tion quantization have been explored to achieve significant model size reduc-
tion and speedup in inference time, with minimal impact on model accuracy.

– Pruning: Pruning involves removing certain elements of the model such as
weights, neurons, or even entire layers that contribute less to the model’s
output. Various pruning strategies like weight pruning, neuron pruning, and
structured pruning have been employed to create sparser models that require
less computational resources while retaining a comparable level of accuracy.

– Knowledge Distillation: Knowledge distillation is a technique where a
smaller model (student) is trained to mimic the behavior of a larger, more
accurate model (teacher). Through this process, the student model learns
to generalize the knowledge encapsulated in the teacher model, enabling the
deployment of smaller, more efficient models on edge devices while maintain-
ing a high level of accuracy.

These optimization techniques are particularly pivotal for the deployment of
large transformer models on edge devices, where computational resources and
memory are at a premium. They provide a pathway to compress models while
maintaining acceptable levels of performance, thereby facilitating the practical
deployment of advanced machine learning models in resource-constrained edge
environments.

Despite the advances in model optimization techniques, there remains a
pressing need for a robust Hardware Abstraction Layer (HAL) that can further
streamline the deployment process, ensure hardware compatibility, and provide
a user-centric interface for performance tuning based on specific user-defined
criteria [2]. Our proposed HAL aims to address these challenges by offering a
unified, configurable interface for optimized deployment of transformer models
on diverse edge devices.

1.2 Hardware-Specific Deployments

Efforts have been channeled towards hardware-specific deployments, a paradigm
where machine learning models, especially transformer models, are meticulously
optimized to exploit the full potential of particular hardware platforms. These
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optimizations could range from leveraging hardware accelerators, tuning model
parameters to align with hardware specifications, to employing hardware-specific
libraries and frameworks [3,4].

1. Hardware Accelerators: Certain hardware platforms come equipped with
dedicated accelerators for machine learning tasks. Tailoring models to leverage
these accelerators can significantly boost performance. For instance, utilizing
Apple’s Neural Engine on iOS devices or exploiting the capabilities of GPUs
on other platforms.

2. Hardware-Specific Libraries and Frameworks: Libraries and frame-
works such as Apple’s Core ML for iOS, or Qualcomm’s Neural Processing
SDK for Snapdragon platforms, offer a suite of tools and optimizations for
deploying models on specific hardware.

3. Parameter Tuning: Adjusting model parameters like batch size, precision,
and others in accordance with the hardware capabilities can also contribute
to enhanced performance.

While hardware-specific deployments often yield high performance, they
inherently lack the flexibility to adapt to different hardware platforms with-
out substantial re-optimization. This model-to-hardware tight coupling can be
resource-intensive and might hinder the broad adoption of models across a
diverse range of devices. Moreover, the rapid evolution of hardware technolo-
gies necessitates a continual adaptation of models to new or updated hardware
platforms, further exacerbating the challenge.

1.3 Benchmarking and Evaluation Frameworks

Benchmarking frameworks such as MLPerf have emerged as standard tools for
evaluating and comparing the performance of machine learning models across
a variety of hardware platforms. These frameworks typically provide a set of
benchmarks that assess various performance metrics like throughput, latency,
and energy efficiency under different operational conditions. They aim to pro-
vide a standardized environment for fair comparisons among different models
and hardware configurations, thereby aiding developers and researchers in under-
standing the performance characteristics of their models [5].

1. Performance Metrics: MLPerf and similar frameworks define a suite of
performance metrics that provide insights into how well models perform across
different hardware setups. These metrics are essential for understanding the
trade-offs involved in deploying models on edge devices.

2. Standardized Benchmarks: By offering standardized benchmarks, these
frameworks ensure a level playing field for comparing different models and
hardware configurations, which is crucial for the community to measure and
drive progress in machine learning efficiency and effectiveness.

3. Cross-Platform Comparisons: Benchmarking frameworks facilitate cross-
platform comparisons, enabling a better understanding of how different hard-
ware architectures impact model performance.
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However, while these benchmarking frameworks are invaluable for perfor-
mance evaluation, they often do not delve into the intricacies involved in deploy-
ing models on diverse hardware platforms. Deployment intricacies could include
hardware-software compatibility issues, optimization for specific hardware fea-
tures, and the ease of deployment and maintenance over time.

– Hardware-Software Compatibility: Different hardware platforms may
support different sets of operations, data types, and runtime environments
[6]. Ensuring compatibility between the model and the target hardware is a
non-trivial task that goes beyond performance benchmarking.

– Hardware-Specific Optimizations: Achieving optimal performance may
require hardware-specific optimizations that are not captured by standard
benchmarks. These optimizations might include leveraging hardware acceler-
ators, tuning model parameters, or employing hardware-specific libraries and
frameworks.

– Ease of Deployment and Maintenance: Ease of Deployment and Main-
tenance: The process of deploying, updating, and maintaining models on edge
devices poses challenges that are not addressed by benchmarking frameworks.
These challenges include but are not limited to, model versioning, update roll-
out, and real-time monitoring of model performance.

These gaps underline the necessity for a more comprehensive solution that not
only evaluates model performance across different hardware platforms but also
addresses the deployment intricacies and hardware compatibility issues. Our pro-
posed Hardware Abstraction Layer (HAL) aims to bridge these gaps by provid-
ing a unified, configurable interface for deploying transformer models on various
edge devices, thus addressing the challenges associated with hardware-specific
deployments and ensuring a seamless deployment experience.

1.4 Runtime Environments

Runtime environments like TensorFlow Lite and ONNX Runtime have emerged
to facilitate model deployment on edge devices. These runtimes provide some
level of hardware abstraction, but often fall short in providing a configurable
and user-centric interface for optimizing model deployment based on specific
performance focuses.

TensorFlow Lite and ONNX Runtime handle the allocation and dealloca-
tion of hardware resources required for model execution, such as memory and
computation resources. They manage memory buffers, schedule operations, and
orchestrate the execution flow of the model. These runtimes map the high-level
operations in a model to the low-level operations supported by the target hard-
ware. For instance, they map matrix multiplications or convolution operations
to the respective hardware-accelerated operations if available. They may apply
some optimizations to improve execution efficiency, like operation fusion, where
multiple operations are combined into a single operation to reduce the compu-
tational overhead.
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While TensorFlow Lite and ONNX Runtime provide a level of hardware
abstraction, they often lack the configurability to tailor the deployment based
on specific performance focuses like latency, energy efficiency, or memory usage.
The settings are usually static and may not cater to diverse user requirements.
These runtimes generally don’t provide a user-centric interface that allows end-
users to define and adjust performance thresholds, select optimization profiles, or
monitor model performance in real time. Although they facilitate generic opti-
mizations, they might not fully exploit the hardware-specific features or opti-
mizations that could significantly enhance performance on a particular device.
They do not inherently provide tools for continuous monitoring and analysis
of model performance and hardware resource utilization, which are crucial for
understanding and optimizing the deployment.

2 Need for Hardware Abstraction Layer (HAL)

The proposed Hardware Abstraction Layer (HAL) addresses the limitations of
the existing solutions by providing a unified, configurable interface for deploy-
ing transformer models on various edge devices. The HAL encapsulates the
hardware-specific details, offering a standardized interface for model deployment
and execution while allowing for user-defined configurations to meet diverse per-
formance goals. The need for a Hardware Abstraction Layer (HAL) stems from
several factors:

– Hardware Heterogeneity: The diverse range of hardware platforms with
varying computational capabilities, memory sizes, and energy constraints
requires a flexible interface that can cater to these differences while ensuring
optimized model deployment.

– User-Centric Optimization: End-users may have different performance
priorities such as latency, energy efficiency, or memory efficiency. A config-
urable HAL empowers users to tailor the deployment to meet their designated
performance goals.

– Ease of Deployment: Simplifying the deployment process by abstracting
the hardware intricacies facilitates a smoother transition from model devel-
opment to deployment, accelerating the realization of on-device intelligence.

– Performance Monitoring and Adaptability: A HAL can provide tools
for monitoring and analyzing the performance of deployed models, enabling
dynamic adjustments to meet the desired performance criteria.

3 Benefits of Hardware Abstraction Layer (HAL)

– Cross-Platform Deployment: A HAL facilitates the deployment of trans-
former models across different hardware platforms without necessitating
hardware-specific optimizations, thereby promoting a more streamlined and
scalable deployment process.
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– Performance Tune-ability: By allowing for user-defined performance
focuses, a HAL enables fine-grained control over the trade-offs between accu-
racy, latency, energy consumption, and other critical metrics.

– Reduced Development Effort: Developers can focus more on model devel-
opment rather than the nuances of hardware compatibility and optimization,
thus reducing the development effort and time to deployment.

– Enhanced User Experience: Providing users with the ability to define and
adjust performance thresholds ensures a better alignment with their expec-
tations and use case requirements, enhancing the overall user experience.

The envisioned HAL is not merely a tool for model deployment, but a compre-
hensive solution aimed at simplifying, optimizing, and personalizing the deploy-
ment of transformer models on edge devices to meet the real-world demands of
diverse application scenarios.

4 Methodology

The following is an outline of how the HAL can interconnect with pre-trained
models to facilitate optimized deployment on edge devices. Through this method-
ology, the HAL facilitates a streamlined, user-centric, and optimized process for
deploying pre-trained models on edge devices. It ensures that the deployment
is tailored to both the capabilities of the hardware and the performance goals
defined by the user, enabling a more effective and efficient utilization of edge
computing resources in machine learning applications.

4.1 Model Preparation and Deployment

The Model Preparation outlines the systematic conversion and optimization of
pre-trained models into a standardized format, along with the generation of a
user-defined deployment configuration profile in Table 1.

Table 1. Model Preparation Stages

Stage Input Process Output

Conversion Pre-trained model
files (TensorFlow,
PyTorch, etc.)

Conversion to a
standardized IR
compatible with HAL

Standardized model IR for
optimization and
deployment

Optimization Standardized model
IR

Optimization techniques
application (quantization,
pruning, knowledge
distillation) based on
configurations

Optimized model IR with
reduced size and demands

Configuration User-defined
performance goals
(latency, energy
efficiency, etc.)

Generation of a
configuration profile for
deployment

Deployment configuration
profile
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4.2 HAL Interface

The HAL Interface in Table 2 delineates the process of hardware profiling,
dynamic mapping of model operations to hardware instructions, and efficient
resource allocation guided by the deployment configuration profile.

Table 2. HAL Interface Stages

Stage Input Process Output

Hardware
Profiling

Target hardware
specifications

Profiling to ascertain
hardware capabilities,
including memory,
computational power, and
accelerators

Hardware
capability
profile

Dynamic
Mapping

Optimized model
IR, hardware
profile, deployment
configuration

Dynamic mapping of model
operations to hardware
instructions, utilizing
hardware acceleration if
available

Execution
blueprint for
deployment

Resource
Allocation

Execution
blueprint,
hardware profile

Allocation and management
of memory and
computational resources
based on the execution
blueprint

Resource
allocation
blueprint

4.3 Deployment

The Deployment stages explained in Table 3 encapsulate the execution and real-
time monitoring of the deployed model on the target hardware, ensuring adher-
ence to the specified performance parameters.

Table 3. Deployment Stages

Stage Input Process Output

Execution Execution and
resource allocation
blueprints

Model deployment and
execution on target hardware,
adhering to specified
performance parameters

Inference results,
performance
metrics

Monitoring Inference results,
performance metrics

Continuous monitoring and
analysis of performance and
resource utilization

Performance
analysis report

Feedback Loop
Performance
Analysis

Performance analysis
report, user-defined
performance goals

Comparative analysis for
alignment between actual
performance and goals

Insights for
optimization

Iterative
Optimization

Insights from
performance analysis,
optimized model IR

Iterative optimizations and
HAL configuration
adjustments for improved
performance

Updated model
IR, updated
deployment
configuration
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5 Evaluation

The essence of the proposed Hardware Abstraction Layer (HAL) unfolds a new
paradigm in easing the deployment of transformer models on edge devices,
addressing the quintessential challenges of hardware compatibility, memory effi-
ciency, energy efficiency, and real-time performance. By encapsulating the hard-
ware intricacies and furnishing a unified, configurable interface, HAL mitigates
the tedious and often error-prone manual optimizations typically required for
model deployment on diverse hardware platforms.

A thorough review of the existing literature and industry practices revealed a
distinct lack of frameworks similar to our proposed HAL, specifically tailored for
transformer models. The unique challenges posed by transformer models, due to
their inherent complexity and the high computational resources they demand,
necessitate a dedicated abstraction layer like HAL for optimized deployment on
edge devices.

6 Results

Our empirical evaluation of HAL on ARM processors within iPhone 14 device,
leveraging the Apple Neural Engine Transformers and utilizing insights from the
Xcode Core ML Performance Report, demonstrated significant enhancements in
latency and memory efficiency for ML tasks like face recognition and image seg-
mentation, while preserving high accuracy levels as illustrated in Table 4. These
findings emphasize HAL’s prowess in optimizing transformer model deployments
on edge devices. HAL’s unified interface notably diminished the development
effort and deployment time, aligning well with user-specified performance objec-
tives. The simplified deployment process, real-time performance feedback, and
user-centric configurability of HAL were instrumental in achieving these encour-
aging results, showcasing its potential as an essential tool for enabling optimized,
user-centric model deployments on edge devices.

Our results, albeit promising, are preliminary and could vary under different
conditions or hardware configurations. The numbers presented are derived from
a controlled set of experiments and further comprehensive testing is warranted
to validate the robustness and effectiveness of HAL across a broader spectrum of

Table 4. Performance Metrics of Various Tasks on iPhone 14 using HAL

Task Model Latency
(ms)

Memory
Usage (MB)

Model Size
(MB)

Accuracy
(%)

Face Recognition MobileFaceNet 10 14 40 95.0

Object Detection Tiny YOLOv4 30 28 23.1 90.0

Image Segmentation DeepLabV3+ 50 56 105 88.0

Speech Recognition DeepSpeech2 60 84 180 92.0

Language Translation DistillBERT 40 28 77 85.0
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scenarios and hardware platforms. This underscores the necessity for extended
experimentation to solidify our understanding and optimization of HAL for real-
world, diverse deployment landscapes.

7 Conclusion

Our crafted Hardware Abstraction Layer (HAL) emerges as a potent bridge,
adeptly navigating the nuances between transformer models and the hardware
terrain of edge devices. It unfolds an intuitive, user-tailored deployment arena,
significantly dialing down the developmental grind and launch lag. As the clamor
for on-device acumen escalates, HAL is well-positioned to expedite machine
learning model deployments on edge devices, delivering the machine learning
marvels directly into the everyday user’s ambit across a spectrum of real-world
endeavors.

The empirical validations and gleaned insights from this venture solidify the
groundwork for the continual refinement and expansion of HAL’s horizon. Ven-
turing forth, the spotlight will focus on amplifying HAL’s functionality, delving
into avant-garde optimization avenues, and widening its embrace to accommo-
date a diverse spectrum of hardware ecosystems and machine learning mod-
els, making strides towards a more inclusive and optimized machine learning
deployment landscape on the edge. For instance, efficient summarization tech-
niques can be employed within the HAL to compress the models without sig-
nificant loss of accuracy, facilitating smoother deployments on hardware with
limited resources [7–9]. Additionally, intelligent planning algorithms can be inte-
grated to manage the computational resources dynamically, ensuring real-time
performance while adhering to the energy constraints inherent in edge deploy-
ments [10–12].
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Abstract. Deep learning techniques have recently demonstrated
remarkable precision in executing tasks, particularly in image classifi-
cation. However, their intricate structures make them mysterious even
to knowledgeable users, obscuring the rationale behind their decision-
making procedures. Therefore, interpreter methodologies have emerged
to introduce clarity into these techniques. Among these approaches is
the Local Interpretable Model-Agnostic Explanations (LIME), which
stands out as a means to enhance comprehensibility. We believe that
interpretable deep learning methods have unrealised potential in a vari-
ety of application domains, an aspect that has been largely neglected
in the existing literature. This research aims to demonstrate the util-
ity of features like the LIME heatmap in advancing classification accu-
racy within a designated decision-support framework. Real-world con-
texts take centre stage as we illustrate how the heatmap determines the
image segments playing the greatest influence on class scoring. This crit-
ical insight empowers users to formulate sensitivity analyses and discover
how manipulation of the identified feature could potentially mislead the
deep learning classifier. As a second significant contribution, we examine
the LIME heatmap data of GoogLeNet and SqueezeNet, two prevalent
network models, in an effort to improve the comprehension of these mod-
els. Furthermore, we compare LIME with another recognised interpretive
method known as Gradient-weighted Class Activation Mapping (Grad-
CAM), evaluating their performance comprehensively. Experiments and
evaluations conducted on real-world datasets containing images of fish
readily demonstrate the superiority of the method, thereby validating
our hypothesis.

Keywords: Deep learning classification · Visual explanation · LIME ·
Image classification · Interpretable deep learning methods · Local
Interpretable Model-Agnostic Explanations

1 Introduction

From the business world to the intelligence community, machine learning has
significantly advanced in many fields [1]. Increasingly, researchers and scientists
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rely on machine learning models to improve decision-making in a variety of con-
texts [2]. Neural networks, especially deep learning models such as convolutional
neural networks (CNNs), are renowned for their ability to perform complex tasks
competently [3].

However, using deep learning in high-stakes situations such as healthcare
and security presents a significant challenge [4]. In these circumstances, a strong
partnership between human experts and artificial intelligence (AI) systems is
required to prevent or mitigate potential deep learning-related issues. The mys-
terious nature of deep learning models, also known as “black boxes”, makes it
difficult to explain their decisions. Explainability becomes crucial for machine
learning in order to develop trust and comprehension [5]. While some applica-
tions may tolerate errors with minimal repercussions, errors in high-risk situa-
tions can cause severe damage or even death. Therefore, it is essential to com-
prehend how these models make decisions. Explaining a system’s decision can
help unearth biases and encourage users to trust and understand the model’s
suggestions [3]. So, given the potential challenge technology might pose [6], and
deep learning tries to address several security and safety issues [7], providing
humans with a transparent and interpretable model can be beneficial.

Innovative approaches such as LIME [8] have been created to resolve the
issue of transparency. LIME provides crucial insights into the image and text
decision-making processes. The primary objective of this study is to investigate
LIME’s application in image classification models and evaluate its consistency
in explaining image data [5,9]. This method seeks to establish a more efficient
connection between humans and deep learning models by revealing which fea-
tures are essential for decision-making and which parts of a test image have the
greatest impact on the model’s classification. There have been numerous pro-
posed solutions to the interpretability problem in deep neural networks. This
study focuses on the interpretability of the LIME framework’s most valuable
features. In this study, we evaluate the accuracy of a convolutional neural net-
work’s judgements and validate the significance of input data. We accomplish
this by extracting the most important features from the LIME heatmap, which
indicates which portions of the test image are essential for the classification
decision. Figure 1 illustrates the most important characteristics identified by the
LIME heatmap. We also demonstrate how removing specific features from the
test image affects the classification accuracy. We have captured the image of the
fish shown in Fig. 1. The following are the primary contributions of this work:

– Analysing the LIME heatmap to investigate potential failure scenarios in deep
learning models.

– Using LIME, evaluating the reliability and precision of two advanced, pre-
trained networks (GoogleNet [10] and SqueezeNet [11]).

– A comparison of LIME’s effectiveness and Grad-CAM’s [12] performance.
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Fig. 1. (a) After applying CNN model to the test image, the image classified the object
as a “goldfish”, with 98% accuracy (b) LIME heatmap shows which features have been
used to make that decision. The red part is the most critical part, which by removing
this part, the ccuracy of the neural network will be decreased. (c) Shows the most
important features. (Color figure online)

2 Related Work

This section describes similar methods for visual explanations of neural networks,
including Layer-wise Relevance Propagation (LRP), Grad-CAM, and LIME.

– Layer-wise Relevance Propagation (LRP) is an explanation technique pro-
posed by Bach et al. [13]. LRP explains the decisions of deep neural networks
by allocating a relevance score to every neuron of the network. The relevance
allocation is attained by propagating the relevance score of a target prediction
from the outputs back to the inputs [14]. LRP can be used for both text and
image explanations. Eitel et al. [15] used LRP to uncover the decision of neu-
ral networks for diagnosing multiple sclerosis on conventional MRI images.
They assumed that utilising LRP could enable them to transparent relevant
image features that a trained network uses for decision-making. Sun et al. [16]
extended the LRP technique to design an LRP-inference fine-tuning method
that can reduce the object visualisation of image captioning models. They
employed LRP to create an explanation-weighted context representation.

– The Gradient-weighted Class Activation Mapping (Grad-CAM) approach can
be used to reveal why a deep neural network makes its classification decisions.
Grad-CAM generates a localisation map by including the gradients of any
target feature into the last convolutional layer, emphasising critical locations
in the photo that may be used to anticipate the effect’s consequences. Grad-
CAM, introduced by Selvaraju et al. [12], generalises the class activation
mapping (CAM) method. Gorski et al. [17] used Grad-CAM in the domain
of law to indicate the explainability concept for legal texts. Using adapted
Grad-CAM metrics showed the interaction between the choice of embedding,
its attention to contextual data, and its effect on downstream processing.
Chattopadhay et al. [18] extended the Grad-CAM method to Grad-CAM++,
which utilised a weighted combination of the last layer of convolutional neural
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network feature maps about a particular class score as weights to create a
visual description for the class label under observation.

– Local Interpretable Model-Agnostic Explanations(LIME), introduced by
Ribeiro et al. [8], describe the classification behaviour of a machine learning
model (classification or regression) for a single data point by finding impor-
tant features and fitting a simple, explainable model, such as a regression tree.
Chen. et al. [19] used LIME to create an interpretable neural text classifier.
They adopted LIME to propose the variation word mask (VMASK) method
to automatically learn task-specific important words and reduce irrelevant
information on classification, which ultimately refines the model prediction’s
interpretability. Magesh et al. [9] utilised the LIME framework to prepare
superpixel markings for brain scans focusing on the most effective features.
They used the LIME explanation to distinguish Parkinson’s Disease from
non-Parkinson’s Disease, using visual superpixels on the scans of the brain
images. Mohseni et al. [20] contrasted the results of LIME and GradCAM
explanations against human judgement to discover possible biases. Some other
research works have employed LIME to enhance the detection and identifica-
tion of objects, as seen in references [21,22].

As far as we are aware, there have been few efforts to implement and employ
interpretable deep learning methods in order to facilitate better communication
between deep learning systems and human experts. This work contributes to
bridging this divide by facilitating a more efficient exchange of data for a more
comprehensive evaluation of deep learning performance.

3 The Research Approach

This study aims to investigate and evaluate the factors underlying the complex
decisions made by LIME in convolutional neural network image classification,
with a particular emphasis on determining the dependability of these decisions.
Numerous visual explanation techniques for image classification have been devel-
oped. However, a substantial portion of these current approaches for interpre-
tation require previous understanding or human annotations as additional data
inputs during the training phase of the network [19]. When interpreting CNN
decisions, LRP has difficulty distinguishing between valid (true-positive) and
incorrect (false-positive) terms, whereas LIME is capable of providing explana-
tions for a wide variety of CNN models. Grad-CAM has difficulty accurately
localising objects in a test image, particularly when the image contains multiple
instances [18].

We demonstrate how LIME can be utilised to improve the collaboration
between individuals and deep learning networks. In addition, we demonstrate
how the accuracy of image classification can be improved by concentrating on key
aspects of an input image during photo capture. We suggest, for instance, that
the presence of a fish’s eyes, which plays a crucial role in identifying fish species,
is one of the most influential factors in the result of classification. Therefore,
when capturing the input image, it is essential to capture the fish’s eye in order
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to achieve higher classification accuracy, a fact that can be derived from LIME’s
heatmap. A knowledge worker or data scientist may be involved in this situation.
While there are numerous techniques for enhancing the interaction between deep
learning networks and individuals, we provide two LIME-based approaches.

1) We conduct an analysis of the feature map to evaluate test images and vali-
date the network’s input by identifying the most important features on which
classification relies. Any alteration of these essential characteristics can result
in inaccurate or inappropriate categorisation. In simplified terms, the visual
feature of LIME enables any average user to evaluate the dependability of
a particular deep learning algorithm. Using real-world examples, we demon-
strate that the omission of these critical features substantially affects clas-
sification accuracy. In order to facilitate this, following MathWorks [23], we
generate a LIME heatmap in Matlab that enables regular users to quickly
identify the most important features in any given instance.

2) Furthermore, we explain how LIME’s heatmap can explain the fundamental
causes of errors made by various deep learning methods in particular cases.
This feature-based comparison is especially advantageous for non-technical
users with extensive domain expertise who may not be familiar with deep
learning models’ complex and opaque structures. This capability is demon-
strated by comparing the performance of two well-known deep learning meth-
ods: GoogLeNet [10] and SqueezeNet [11].

3.1 Deep Learning Performance Sensitivity Analysis

The first section offers a framework designed to aid data scientists and knowledge
workers in evaluating the efficacy of deep learning using a LIME-based methodol-
ogy. This framework improves the utility of a specific deep-learning network. The
proposed and illustrated structure is depicted in Fig. 2, and the captured image
is referred to as the Human Intelligence Task (HIT). When the knowledge worker
is already familiar with the image’s label, this is referred to as a “golden HIT”.
Figure 2 depicts how the LIME heatmap can be utilised to increase the prac-
tical dependability of deep learning systems. This suggests that three different
situations are possible when the red portion is eliminated. In extreme circum-
stances, deleting the red area may fail categorisation, functioning as a form of
error mitigation for regular users. In a second scenario, the categorisation score
will decrease, and the outcome will not change in exceedingly rare instances.

3.2 Feature-Based Comparison of Deep Learning

We utilise LIME to identify the regions in a test image that substantially impact
the output of the classifier. The segmentation of the input image is a crucial stage
in the process of generating explanations in LIME. LIME accomplishes this by
segmenting the input image into distinct features using a variety of techniques.
The superpixels paradigm has been used, which typically produces superior
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results, particularly for photographic image data. In contrast to prior segmen-
tation algorithms, LIME’s superpixels model is adept at identifying important
regions within the input image and extracting features based on pixel values [8].
This implies that features are selected based on the content of the image, effec-
tively dividing the input image into sections based on pixel values. Our research
employs the LIME framework, using different fish images and classifying them
with a deep neural network. To generate a heatmap, the significance of these
features is translated into a map that emphasises the image regions with the
greatest influence on the model. This heatmap is a valuable resource for illus-
trating which aspects of an image are crucial to the classification decision. This
information can assist users in comprehending how deep learning reacts to the
sensitivity of these particular features.

Fig. 2. LIME-based framework for deep learning models.

4 Experimental Result and Evaluation

This section presents three different types of experiments as running examples
of our proposed framework, demonstrating how the LIME heatmap’s supplied
capabilities could be utilised to analyse and enhance a given decision-support
system.

4.1 Database

Two different datasets are utilised for our experiments: 1) The first dataset
contains a collection of fish images for classification, gathered from publicly
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available images on Wikipedia. 2) The second one is a custom database in which
the fish images are chaptered by the authors of this research work with a phone
camera (Samsung note8).

4.2 Deep Learning Structure

In this work, we have chosen a convolutional neural network as a classifier for
our experiments because CNN is adaptable and performs well with image data
but lacks transparency. We use GoogLeNet as a pre-trained network [10]. This
network has 22 deep layers, and the overall number of layers utilised for the
construction of this network is about 100 [10].

4.3 Experiments

Experiment 1: Deep learning performance sensitivity analysis: This experiment
aims to identify the most important part of the image that the initial net-
work used for classification to increase the reliability of deep learning methods
in practice. For this aim, we use a heatmap of LIME and apply it to several
instances (images) to find out which parts of fish are the most significant parts
for classification according to the GoogLeNet network. Then, the performance of
GoogLeNet is studied by manipulating the input’s identified feature. This anal-
ysis first allows us to see to what extent GoogLeNet relies on the identified in its
operation; second, it shows what the possible failure looks like. This information
can be used for designing a better quality-checking mechanism for the network’s
inputs. Figure 3 shows the effect of applying the LIME heatmap on the classified
image.

Table 1. The amount of F1 score for 20 images after blurring the most important
parts.

Experiment F1-score

Blurring the most important feature 63%
Blurring the two most significant features 41%
Blurring the three most important features 29%

It is clear from the figures that by removing the eyes of the fish (red parts),
the classification results will be changed. Therefore, we can investigate that the
network focuses on the eye of fish to make the prediction, which, without using
the LIME heatmap, makes it hard for an ordinary user to find this critical
information. Figure 3.1 and 3.2 are captured by ourselves (belong to the custom
database). To obtain the overall statistics based on all pictures used in this
experiment and to draw inferences regarding diminishing accuracy, we employed
the F1-score, which considers both precision and recall when determining the
model’s accuracy. We calculated the F1 score using 20 photographs from both
databases in this experiment. The F1 score is shown in Table 1 for three distinct
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Fig. 3. (a) Shows the original test image and the result of the classification score. (b)
Shows the LIME heatmap; the features have been used to make that decision. The red
part (fish eye) is the most critical. (c) We removed the fish eye and tested the accuracy
of the edited image again; (d) Shows the most important features after editing the
image. (Color figure online)

Fig. 4. Comparing two networks of GoogLeNet and SqueezeNet via LIME. (a) Shows
the original test fish image (Eel fish [24]). (b) Displays how GoogleNet accurately
identifies the test image with a 91% accuracy rate; the LIME heatmap helps us to clearly
understand how GoogleNet works properly to detect important parts of the fish (c) In
the case of Squeeznet, it achieved a lower accuracy rate of 83%. The LIME heatmap
shows that Squeeznet focused on specific parts of the fish for object identification.
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scenarios involving the blurring of one critical feature, two critical features, and
three critical features. In this experiment, we used GoogLeNet as a pre-trained
model. According to Table 1, we can determine how much classification accuracy
is lost by obscuring the critical features that the LIME heatmap reveals.

Experiment 2: Comparing the reliability of two states of art trained net-
works (GoogLeNet and SqueezeNet) via LIME The two well-known CNN models,
GoogLeNet and SqueezeNet, have been validated in the ImageNet Large Scale
Visual Recognition Competition (ILSVRC) [25]. This experiment shows how
LIME assists both knowledge workers and data scientists in the behavioural anal-
ysis of various deep learning networks. Figure 4 compares the features of every
network for classification. The heatmap of LIME in Fig. 4 shows how GoogleNet
accurately identifies the type of fish. In the case of Squeeznet, while it did not
fail, it achieved a lower accuracy rate. The LIME heatmap indicates the partic-
ular parts of the fish that Squeeznet focus on for recognizing the object. The
image for Fig. 4 has been chosen from Wikipedia [24]. As a part of this exper-
iment, we explored the F1 calculation for GoogleNet and SqueezNet networks
after blurring the most critical regions of 20 photographs from the databases,
shown in Table 2.

Fig. 5. Comparing the heatmaps from LIME with Grad-CAM. LIME is based on the
superpixel to highlight the most impacting features, but Grad-CAM used the class
activation mapping method. (a) Shows the original test fish image (Gar fish [26]) (b)
displays LIME heatmap (c) Shows Grad-CAM heatmap.

Experiment 3: Comparing LIME with Grad-CAM. This experiment compares
the obtained heatmap from LIME and Grad-CAM. The idea behind LIME is to
provide superpixel markings on images to highlight the most impacting features;
however, the Grad-CAM framework achieves a similar goal by using the gradient
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Table 2. Comparing the F1 score for networks of GoogleNet and Squeeznet after
blurring the most important parts.

Experiment F1-score
(GoogLeNet)

F1-score
(SqueezeNet)

Blurring the most crucial feature 63% 55%
Blurring the two most significant features 41% 36%
Blurring the three most critical features 29% 19%

of the score of the classification. It is clear from Fig. 5, which compared the two
heatmaps, that LIME can identify the most important feature more accurately
and clearly. This image has been selected from Wikipedia [26]. To compare the
accuracy of the heatmap acquired with LIME and Grad-CAM, we analysed
several images and calculated the F1 score for each one after blurring the red
portions. Table 3 summarises the output of the two heatmap models. As shown
in Table 3, LIME is more effective than Grad-CAM at highlighting the most
significant area (red part) in this scenario.

Table 3. Comparing the amount of F1 score from heatmap of LIME and Grad-CAM
after blurring the red part

Experiment F1-score (LIME) F1-score (Grad-CAM)

Blurring the red part 68% 59%

5 Conclusions and Future Work

The visual explanations created by the LIME heatmap approach are employed in
an innovative way in this study to promote communication between deep learning
networks and humans. It was presented in three instances how the interaction
between deep learning networks and people may be enhanced further by utilising
the visual explanation of LIME. Two distinct datasets of fish categorisation were
utilised to demonstrate the proposed framework’s applicability and usefulness.
The three situations demonstrated how the LIME’s acquired heatmap might
be utilised for fish image categorisation as a decision-support system to detect
fish more reliably. In the first scenario, we demonstrated how manipulating the
specified critical attributes of individual fish instances might result in network
failure. The second experiment further examines the GoogleNet and SqueezNet
CNN models by examining their LIME heatmaps. In the third experiment, we
compare the evaluation of LIME with Grad-CAM. We expect that as the area of
explainable machine learning grows, our analysis of the obtained heatmap will
be applicable to a greater range of machine learning challenges. In future studies,
in order to contribute more theoretically, the dependability of the trained model
can be increased further by adjusting the learning mechanising.
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The ASOCA 2023 workshop addressed the adaptation and reconfiguration issues of
Service-oriented and cloud applications and architectures.

An adaptive and reconfigurable service-oriented application can repair itself if any
execution problems occur, in order to successfully complete its own execution, while
respecting functional and non-functional agreements. In the design of an adaptive and
reconfigurable software system, several aspects have to be considered. For instance, the
system should be able to predict or detect degradations and failures as soon as possible
and enact suitable recovery actions.

The main topics of the ASOCA 2023 workshop were devoted to the design and
implementation of adaptive and reconfigurable service-oriented and cloud applications
and architectures. Specifically, the relevant topics included, but were not limited to:

– Distributed and centralized solutions for the diagnosis and repair of service-oriented
and cloud applications

– Design for diagnosability and repairability
– Monitoring simple and composite architectures, components and services
– Semantic (or analytic) architectural and behavioral models formonitoring of software

systems
– Dynamic reconfiguration of service-oriented and cloud applications
– Planning and decision-making technologies for ensuring autonomic properties
– Predictive management of adaptability
– Management of autonomic properties
– Experiences in practical adaptive and reconfigurable service-oriented and cloud

applications
– Tools and prototypes for managing adaptability

After reviewing the submitted papers, the program committee selected one paper
based on the originality, quality, and relevance to the topics of the workshop, keeping
the acceptance rate at 50%. Each submission was single-blind reviewed by at least two
reviewers.

– Claudia Raibulet, Xiaojun Ling.Non-Expert Level Analysis of Self-Adaptive Systems.
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Abstract. Self-adaptivity is mainly used to address uncertainties, unpredicted
events, as well as to automate administration tasks. It allows systems to change
themselves while executing in order to address expected or unexpected changes
and to adapt as much as possible to the current execution context. Self-adaptivity
is particularly meaningful for dynamic application domains such as Internet of
Things (IoT), Cyber-Physical Systems (CPS), service oriented based solutions
(SOA), cloud computing, robotics, amongmanyothers. There are various available
solutions in these domains that exploit self-adaptivity. The question is how can
we analyze them to understand how self-adaptivity is implemented and exploited
in order to use and re-use, as well as to adapt existing solutions to new or other
systems? In this paper, we propose a first step in this direction, by analyzing
available self-adaptive systems (and especially their self-adaptive mechanisms) in
various application domains using the Understand tool - widely used for software
development, analysis, and quality assessment.

Keywords: Self-Adaptation · Self-Adaptive Systems · Static Analysis ·
Understand tool · Software Quality Assessment

1 Introduction

In the last two decades, several self-adaptive systems (SAS) [1, 2, 7] have been developed
in various application domains both in industry [2] and academia [1] – as those provided
by the Software Engineering on Adaptive and Self-Managing Systems1 (SEAMS) com-
munity. All of them propose interesting and meaningful self-adaptive mechanisms that
may be potentially adopted or extended for other systems in the same or in different
application domains. The self-adaptive mechanisms are usually documented in a related
scientific paper. Also, the related code implementation is made available by the authors.
However, to deeply understand the self-adaptation mechanisms, a software engineer
non-expert (with no or limited experience) in SAS may need tool support to analyze an
implemented solution, zoom in into its self-adaptive mechanisms, and identify the parts
suitable to be reused or adapted for the current system.

1 SEAMS Artifacts: https://www.hpi.uni-potsdam.de/giese/public/selfadapt/exemplars/.
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Considering these premises, the main idea of this paper is to analyze SAS solutions
through available tools, e.g., Understand2, and provide a preliminary guide for the analy-
sis and understanding of self-adaptive artifacts for software engineers without a relevant
background on SAS. Specifically, this paper presents: (1) overviews of self-adaptive
artifacts considered as case studies (Sect. 2), (2) analysis of the self-adaptive artifacts
through tool support (Sect. 3) by focusing on their architectures, entities, and features
(Sect. 4), (3) comparisons of self-adaptive exemplars in terms of their self-adaptivity
(Sect. 4), and (4) a guideline on analyzing self-adaptive artifacts for software engineers
with limited knowledge of self-adaptation (Sect. 4).

In our previous work, we analyzed SAS for the assessment of their quality (e.g., [3,
5, 6]). For example, we have considered the code smells present in SAS or the most fre-
quent design patterns [5, 6]. We have analyzed their adaptive mechanisms theoretically,
approach that does not scale for large SAS [11]. In this paper, we propose guidelines to
approach SAS for non-experts in the domain (e.g., students or developers with software
engineering background but no knowledge on SAS).

2 Self-adaptive Artifacts

Self-adaptive systems (SAS) are self-aware (i.e., have explicit representation of them-
selves) and context-aware (i.e., have explicit representation of their execution environ-
ment) [4, 7, 12, 13]. These features allow SAS to ensure the quality of their functionality
even in the presence of variations, faults, or other expected or unexpected changes. To
achieve this, SAS have to implement a MAPE-K loop through which to Monitor their
execution environment, Analyze their current execution conditions and, if necessary,
Plan the adaptation to be applied, and finally, Execute the adaptation (see Fig. 1). The
loop uses common Knowledge accessible during all the adaptation steps. The function-
ality of a SAS is provided by the managed part, while self-adaptation is implemented
by the managing part. Every SAS has its own self-adaptive mechanisms suitable for
the application domain and for the actual system. Even if SAS solutions are different,
conceptually they also have various common features. In this section we provide a brief
overview of three available SAS artifacts from different application domains, with the
objective of further analyzing them and extracting common steps in their analysis from
a non-expert point of view. This will help software engineers not familiar with SAS to
know how to approach SAS artifacts to understand and use them.

2.1 Platooning LEGOs

Platooning LEGOs [9] is an artifact that allows independent vehicles to form a platoon
and drive together by applying self-adaptive mechanisms. Unlike most self-adaptive
artifacts, it uses LEGOMindstorms EV3 vehicles to provide a real physical experimen-
tal environment rather than relying entirely on software data simulations to inject the
uncertainty that can exist in a real environment. Its implementation consists of two parts,
the physical and the software implementations. The former consists of physical compo-
nents such as LEGO robots, which are used to perform the functionality of the managed

2 Understand Tool - https://scitools.com/.

https://scitools.com/
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Fig. 1. SAS - Managing and Managed Parts

part, and the latter consists of user-written programs that invoke physical components
through the LEGO API to perform the functionality of the managing part.

Adaptation is achieved through the activities of the vehicles organized as aMAPE-K
loop. Each vehicle operates an independent loop. By monitoring the distance to obsta-
cles ahead and receiving information about the vehicle ahead, as well as receiving man-
ual commands from the driver, an independent vehicle obtains all the information for
adaptive decision-making. This information is analyzed according to adaptation goals,
adaptation decisions are made, and the corresponding decisions to change the driving
speed or driving path are executed.

2.2 TAS: Tele Assistance System

TeleAssistance System (TAS) [10] is a reference implementation of a healthcare service-
based system using the Research Service Platform (ReSeP). Its intended use case is
providing healthcare services to patients with chronic diseases. Assuming that a patient
is recuperating at home, TAS monitors and analyzes the patient’s vital parameters and,
based on the results, changes the dosage or type of medication to be delivered, or triggers
an alarm so that the patient can be treated appropriately. TAS is build based on the service
oriented paradigm.

To achieve self-adaptation, TAShas an adaptation engine and implements theMAPE-
K loop. The adaptation engine uses workflow probes for monitoring the failures and
costs of service calls. Based on the monitored conditions, different adaptive policies
customized by the user are applied to the workflow via effectors.

2.3 RDMSim

RDMSim [8] is a Remote Data Mirroring Environment (RDM) simulator. Its objec-
tive is to provide a customizable RDM experimental environment and multiple config-
urable experimental scenarios with varying uncertainties to test the performance of the
designed adaptation logic, to confirm whether the applied adaptation strategies result
in a system that achieves the desired quality objectives, and to allow comparison with
other decision-making techniques. It primarily aims at self-adaptive decision-making in
the RDM domain but can also be utilized more generally to test decision-making logic
applicable to other domains. It provides a cloud-based approach.

This artifact achieves self-adaptation through a two-layered architecture, which con-
sists of a managing system and a managed system. The managing system implements
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the MAPE-K loop which monitors through probes various physical elements of the net-
work component that reside in the managed system, and executes adaptive decisions to
achieve the desired system quality goals by setting these elements through effectors.

3 Understand Tool

Understand is a static analysis tool that allows visualization of the source code using
graphs, charts,metrics, and reports. It can function as an integrated development environ-
ment (IDE). In addition, it is capable of standard testing, instant search and has plug-in
support. It generates hierarchy graphs, cluster graphs, structure graphs, UML diagrams
(e.g., class, sequence), dependency graphs,metrics treemaps, comparison graphs. It com-
putes variousmetrics including complexitymetrics (e.g.,McCabeCyclomatic Complex-
ity, Path Count, Knots), count metrics (e.g., SLOC, Number of Functions, Statements),
object oriented metrics (e.g., Coupling, Depth of Inheritance Tree, Lack of Cohesion).
The types of graphs and metrics available for generation are dependent on the program-
ming language. Understand supports various languages such as Ada, Assembly, C/C++,
C#, Cobol, Java, JavaScript, PHP, Python, .NET], and XML.

4 Guidelines for SAS Analysis Using Understand

In this section, we compile a guideline containing the main steps in analyzing SAS
artifacts and the support in which Understand can facilitate these steps, building on
the analysis experienced. The resulting guideline can be of general use to studies of
SAS in both academic research and industrial environments. It shows that when new
to conducting analysis on self-adaptive based solutions, it is possible to understand the
specifics of SAS by following the guidelines as indicated in Fig. 2. The left-hand side of
this flowchart shows the specific steps of SAS analysis, while the right-hand side reflects
the means by which Understand can provide insights into the analysis at each step. The
Understand user interface and a summary of the features involved in the process are
shown in Fig. 3. In the following, each step in the guideline, the motivation for that step,
the relevance to the conducted analysis, and the support provided by Understand for that
step are elaborated upon.

1. Identify the components/classes/entities and the relationships among them. In
this step, it is necessary to identify which entities are present in the artifact, how they
relate to each other, and how they are divided; in more specific terms, if there are
inclusion and interaction relationships among entities, and if the entities are func-
tional or non-functional, i.e., meaningful for adaptation. Typically, entities in SAS
are architecturally divided into a managed part and a managing part. The managed
part contains the functional entities that are deployed to implement system function-
alities, such as a drivable LEGO robot with a series of sensors for detecting road
conditions in the Platooning LEGOs artifact, a combination of sensors for moni-
toring different vital signs of patients in TAS, and all the entities for simulating an
RDM network in the RDMSim. The managing part contains the entities required to
make the system self-adaptive. Some entities that provide other services to the sys-
tem, may also be present. For instance, most SAS experimental environments use
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software simulations rather than real physical experimental environments, such as
TAS and RDMSim, so simulation-related entities are needed to enable data gener-
ation from functional entities and uncertainties that may exist in real environments.
Furthermore, communications between the managed part and the managing part need
to be achieved through interfaces. For example, the software implementation part of
Platooning LEGOs uses the Python API provided by LEGO to manipulate the move-
ments of the LEGO robots and adjustments to the traveling status, while both TAS
and RDMSim apply probes and effectors as interfaces to the managed part. There
are also knowledge base components that store system logs, formulas, and other data
inputs for adaptation managers.

To summarize, this step is intended to provide a comprehensive understanding of
the composition of a SAS and to understand the artifact’s architecture. In this step,
software engineersmay useUnderstand to import the artifact source code and identify
all the entities in the artifact and the relationships among them by a view of code, the
directory structure of the artifact, the UML class diagrams, and the butterfly diagrams
showing the include tree of all entities.

2. Obtain the architectural view of the SAS with the managed and managing parts.
Based on the information observed in the previous step, we draw the architecture of
a SAS representing the main entities and the relationships among them. The focus is
to show the division between the managed and managing parts, the composition of
each part, and the interaction among the two parts.

To summarize, this step is intended to identify the functional, i.e., managed part
and the adaptive, i.e., managing part of a SAS. Understand can help identify these
two parts and can provide an overall visual view of the SAS architecture. Further, it
can help software engineers to further zoom-in for details.

3. Analyze the managed part – identify the functionalities of SAS and how they
were designed. By examining the functionalities of the identified entities in the
managed part, software engineers can gain awareness of SAS goals. For Platooning
LEGOs, LEGO robots equipped with sensors are used to carry out driving tasks, so it
is about driving multiple LEGO vehicles while sensing road conditions; for TAS it is
about sensors and central hubs to observe and analyze the health status of patients; for
RDMSim,multiple network properties and simulation properties are implemented for
RDMnetwork construction, so it is about building RDMnetworks as an experimental
environment.

To summarize, this step is intended to understand the details in the managed part.
Understand enriches the knowledge about the functionalities with direct code display
of the relevant entities, function descriptions of the classes in UML class diagrams,
Calls & Called By diagrams describing the invocation relationships between entities,
and control flow diagrams showing how entities operate.

4. Analyze the managing part – identify the self-adaptive mechanisms of SAS and
how they were designed. By examining the functionalities of the identified entities
in the managing part, software engineers can gain awareness of the self-adaptivity.
We identified the following sub-steps in the guideline:
a. Identify feedback control loops. For instance, the MAPE-K loop is frequently

used for implementing SAS. The goal of this step is to clarify the process of self-
adaptive mechanisms in SAS. The identification of a control feedback process
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Fig. 2. SAS Analysis Guidelines

provides a starting point for the subsequent analysis of the specific steps in the
process. In the analysis conducted, the control flows that manipulate the opera-
tions of the three vehicles in Platooning LEGO show that self-adaptation follows
the MAPE loop; the series of functions monitor, analyze, plan and execute that
TAS applies corroborate the existence of the MAPE-K loop; RDMSim has also
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Fig. 3. Understand User Interface and Features Meaningful for SAS Analysis

implemented an explicit MAPE-K loop. In this step, Understand aids the anal-
ysis by providing a view of code, UML class diagrams of classes implementing
the MAPE-K loop, Calls & Called By diagrams describing invocation relation-
ships of entities, and control flow diagrams that show operations of self-adaptive
mechanisms.

b. Identify adaptation goals.Before analyzing the details of self-adaptive processes,
a good point to start with is the discovery of adaptation goals. This is because, in
general, adaptation goals are related to the information that an adaptation manager
obtains froma systemor environment in a control feedback process, and also reflect
the adaptations that are ultimately executed. For example, Platooning LEGOs’
adaptation goals are keeping vehicles in a platoon and avoiding collisions, while
the objects monitored by the artifact in the MAPE-K process include the driving
lane and the speed of the vehicle in front of it, and finally adapts by adjusting
the driving lane and speed. TAS balances the two interplaying QoS attributes
of reliability and cost through adaptation, while the system attributes and self-
adaptive policies monitored and produced are QoS attributes and set points of QoS
attributes respectively; RDMSim’s adaptation goal also lies in the QoS attributes
of cost and reliability, while it monitors and executes on the network properties
related to cost and reliability in the self-adaptive process. Understand can provide
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the same observations in this step as in the previous one since adaptation goals can
be confirmed by observing the objects being monitored or adapted in the control
feedback loop.

c. Identify entities involved in each step of the control feedback loop. This step
identifies the entities involved in each step of the self-adaptive process and provides
a basis for the subsequent detailed analysis of each step. In the performed analysis,
Platooning LEGOs exhibits the components involved in each step of the MAPE-
K process through the vehicles’ control flows, such as sensors and Bluetooth
mailboxes involved in monitoring the environment; TAS uses workflow probes
for monitoring the failures and costs of service calls; based on the monitored
conditions, different adaptive policies customized by the user are applied to the
workflow via effectors; RDMSim’s probes and effectors interact with the network
module in the managed part to participate in the monitoring and execution steps.
The support that Understand was able to provide for the prior two steps may
continue to be useful for deepening researchers’ understanding of the artifact in
this step.

d. Zoom-in the identified components to identify how the managing part acquires
information influencing adaptation. This step helps to develop an understanding
of how a control feedback loop obtains system or environmental information to
detect adaptation needs. For example, as can be observed in the conducted anal-
ysis, Platooning LEGOs ensures the collection of information about the vehicle
in front and the environment by setting up Bluetooth servers or clients to form
a chain of information transmission and through sensors; in TAS, the adaptation
engine uses workflow probes for monitoring the failures and costs of service calls;
RDMSim also uses probes to learn the properties of the RDM network. This step
can still be achieved with the help of relevant code views provided by Understand,
class diagrams of the identified entities, Calls & Called By diagrams between the
identified entities, and control flow diagrams containing the process of obtaining
information about the environment or system affecting adaptation. Examples of
diagrams generated through Understand for the RDMSim artifact are shown in
Fig. 4 and Fig. 5.

e. Zoom-in the identified components to identify the algorithms used for ana-
lyzing and planning. This step focuses on the analyzing and planning steps of a
control feedback loop. The analysis performed in this step can further refine the
understanding of the artifact’s self-adaptive process. As in Platooning LEGOs, the
control flows of the three vehicles show in detail the logic of self-adaptive decisions
formation; TAS monitors and analyzes the invocation of pre-defined services in
the workflow, while the object of its analyzing and planning of self-adaptive poli-
cies is also the services that make up the workflow; e.g., the self-adaptive policy
may be to retry if the service invocation fails or to invoke other services with the
same utility but with a higher commitment to provide the service in terms of cost
or other QoS attributes; RDMSim is used as an artifact for evaluating decision-
making techniques, and the analyzing and planning steps arewhere users can apply
their designed decision-making logic. Understand helps with specific code views
and control flow graphs for the self-adaptive algorithms.
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Fig. 4. RDMSim Architecture

Fig. 5. RDMSim: UML Diagrams Generated by Understand

f. Zoom-in the identified components to identify how adaptations are performed
for execution. The focus here is on the last step in a control feedback process,
namely the execution of self-adaptive decisions. The analysis performed in this
step reveals how SAS applies adaptive changes to reach adaptation goals. In the
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carried out analysis, the control flows of Platooning LEGOs’ vehicles reveal that
the artifact adapts by changing turn rates and travel speeds to the vehicles; TASuses
ReSeP’s effectors to provide multiple self-adaptive actions to tune the workflow,
e.g., change the dosage or the type of the drug, activate the alarm service, press the
alarm button; RDMSim employs effectors to tune the network properties of the
managed system through its series of predefined interface functions. Understand
can support the analysis in this step by providing views of code for the execution
step, UML class diagrams of the entities involved, Calls & Called By diagrams
between the entities involved, Declaration diagrams showing all functions defined
by the interface used for execution, and control flow diagrams describing the
execution step.

5. Analyze SAS from the self-adaptive solution, usage, extensibility, and main-
tainability points of view. In this step, the focus of the analysis reverts from the
implementation details back to the self-adaptive artifact as a whole. We can arrive
at a holistic view of the self-adaptive solutions and a range of observations on SAS
from the common software system properties of usage, extensibility, and maintain-
ability. Through the analysis steps described in the preceding text, a certain level of
understanding of the general architecture, the managed part, and the managing part
of a SAS are obtained. Meanwhile, some facts can be drawn from the aspects of the
self-adaptive solution, usage, extensibility, and maintainability. For example, how is
a self-adaptive solution implemented in a SAS? E.g., in Platooning LEGOs the self-
adaptive solution is integrated into the code for driving vehicles (hence being less
re-usable and maybe more complex to maintain and extend), while TAS and RDM-
Sim employ independent adaptation managers (which can be reused, maintained, and
extended more easily being independent of the managed part). Moreover, Understand
provides a presentation of the actual code, a directory structure of the artifact, UML
class diagrams, and metrics and visualizations reflecting the size and complexity of
the entities in the artifact, which provide arguments for evaluating SAS from the
usage, extensibility, and maintainability points of view.

6. Comparisons among SAS solutions. SAS artifacts may be compared from various
points of views. In Table 1 we provide an example of possible criteria for the com-
parison of SAS. More detailed comparison can be made for the managing part based
on the four adaptation steps of the MAPE-K loop. Or, based on the metrics provided
by the Understand tool (e.g., complexity).
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Table 1. SAS artifacts comparison from various points of view

SAS Application
Domain

Domain
Dependency

Architecture
Model

Self-Adaptive
Model

Self-Adaptive
Strategies

Platooning
LEGOs

CPS Dependent Client Server MAPE-K Ad-hoc
strategies

TAS IoT Dependent Service
Oriented

MAPE-K Ad-hoc
strategies

RDMSim Remote Data
Mirroring

Dependent Cloud based MAPE-K Ad-hoc
strategies

5 Conclusions and Further Work

This paper presents how non-experts in self-adaptive domain may approach available
SAS with the objective to understand, use, or extend them. We provide a starting point
for the analysis and comparison of SASwith the aid of a well-known static code analysis
tool, i.e., Understand. Three SAS exemplars, Platooning LEGOs, BSN, and RDMSim
from various application domains and using different adaptation mechanisms have been
analyzed in a multidimensional way, from an architectural, functional, overall, and com-
parative perspective. This paper intends to provide insights and methodological refer-
ences for non-expert software engineers in SAS. Therefore, we have considered the three
exemplars to demonstrate the feasibility of our analysis approach. We summarized the
output of our approach in a guideline consisting of various key steps for the analysis of
SAS and their comparison. The steps follow the self-adaptation MAPE-K loop.

Further work may focus on refining the guideline by considering additional SAS
artifacts to identify potential variations. Another directionmay consider the specification
of more precise guidelines for a particular domain (e.g., cloud computing, service-
oriented systems, IoT). Application domains may have specific characteristics driving
their adaptation needs, and hence, they may also need specific guidelines.
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the European Union Horizon Programme under Grant Agreement No. 101093164.

References

1. Weyns, D.: An Introduction to Self-adaptive Systems: AContemporary Software Engineering
Perspective. Wiley, IEEE Press (2020)

2. Weyns, D., et al.: Self-adaptation in industry: a survey. ACMTrans. Auton. Adapt. Syst. 18(2),
5:1–5:44 (2023). https://doi.org/10.1145/3589227

3. Masciadri, L., Raibulet, C.: Frameworks for the development of adaptive systems: evaluation
of their adaptability feature through software metrics. In: Fourth International Conference
on Software Engineering Advances, pp. 309–312 (2009). https://doi.org/10.1109/ICSEA.200
9.51

https://doi.org/10.1145/3589227
https://doi.org/10.1109/ICSEA.2009.51


102 C. Raibulet and X. Ling

4. Raibulet, C., Drira, K., Fornaro, C., Fugini, M.: Software architectures for smart and adaptive
systems (SASAS). Inf. Softw. Technol. J. 157 (2023). https://doi.org/10.1016/j.infsof.2023.
107158

5. Raibulet, C., Arcelli Fontana, F., Capilla, R., Carrillo, C.: Chapter 13 - An overview on quality
evaluation of self-adaptive systems. Mistrik, I., Ali, N., Kazman, R., Grundy, J., Schmerl, B.
(eds.)ManagingTrade-Offs inAdaptable SoftwareArchitectures, pp. 325–352.MorganKauf-
mann (2017). https://doi.org/10.1016/B978-0-12-802855-1.00013-7. ISBN 9780128028551

6. Raibulet, C., Arcelli Fontana, F., Carettoni, S.: A preliminary analysis of self-adaptive systems
according to different issues. Softw. Qual. J. 28(3), 1213–1243 (2020). https://doi.org/10.
1007/s11219-020-09502-5

7. Salehie, M., Tahvildari, L.: Self-adaptive software: landscape and research challenges. ACM
Trans. Auton. Adapt. Syst. 4(2), 14:1–14:42 (2009). https://doi.org/10.1145/1516533.151
6538

8. Samin,H., Paucar, L.H.G.,Bencomo,N.,Hurtado,C.M.C., andFredericks, E.M.:RDMSim:
an exemplar for evaluation and comparison of decision-making techniques for self-adaptation.
In: 2021 International Symposium on Software Engineering for Adaptive and Self-Managing
Systems (SEAMS), pp. 238–244 (2021). https://doi.org/10.1109/SEAMS51251.2021.00039

9. Shin, Y. -J., Liu, L., Hyun, S. and Bae, D.-H.: Platooning LEGOs: an open physical
exemplar for engineering self-adaptive cyber-physical systems-of-systems. In: International
Symposium on Software Engineering for Adaptive and Self-Managing Systems (SEAMS),
pp. 231–237 (2021). https://doi.org/10.1109/SEAMS51251.2021.00038

10. Weyns, D., Calinescu, C.: Tele assistance: a self-adaptive service-based system examplar,
software engineering for adaptive and self-managing systems. In: International Symposium
on Software Engineering for Adaptive and Self-Managing Systems (SEAMS), pp. 88–92
(2015). https://doi.org/10.1109/SEAMS.2015.27

11. Oh, J.-Y., Raibulet, C., Leest, J.: Analysis of MAPE-K loop in self-adaptive systems for
cloud, IoT and CPS. In: Troya, J., et al. (eds.) ICSOC 2022. LNCS, vol. 13821, pp. 130–141.
Springer, Cham (2022). https://doi.org/10.1007/978-3-031-26507-5_11

12. Arcelli Fontana, F., Raibulet, C., Tisato, F., Adorni, M.: Architectural reflection in adap-
tive systems. In: Sixteenth International Conference on Software Engineering Knowledge
Engineering (SEKE 2004), pp. 74–79 (2004)

13. Raibulet, C., Arcelli Fontana, F., Mussino, S., Riva, M., Tisato, T., Ubezio, L.: Components
in an adaptive and QoS-based architecture. In: International Workshop on Self-Adaptation
and Self-Managing Systems (SEAMS 2006), pp. 65–71 (2006)

https://doi.org/10.1016/j.infsof.2023.107158
https://doi.org/10.1016/B978-0-12-802855-1.00013-7
https://doi.org/10.1007/s11219-020-09502-5
https://doi.org/10.1145/1516533.1516538
https://doi.org/10.1109/SEAMS51251.2021.00039
https://doi.org/10.1109/SEAMS51251.2021.00038
https://doi.org/10.1109/SEAMS.2015.27
https://doi.org/10.1007/978-3-031-26507-5_11


SAPD: Secure, Accountable
and Privacy-Preserving Data-Driven

Service-Oriented Computing
Introduction



Introduction to the 1st International Workshop
on Secure, Accountable and Privacy-Preserving

Data-Driven Service-Oriented Computing (SAPD 2023)

Mattia Salnitri1 and Sebastian Werner2

1Politecnico di Milano, Italy
mattia.salnitri@polimi.it

2TU Berlin, Germany
werner@tu-berlin.de

The 1st International Workshop on Secure, Accountable and Privacy-Preserving Data-
Driven Service-Oriented Computing (SAPD 2023) was held as one of the workshops of
the 21st International Conference on Service-Oriented Computing (ICSOC 2023). The
workshop focused on exploring cutting-edge approaches to addressing security, privacy,
and accountability concerns in data-driven systems. It delved into topics such as federated
data governance and new security approaches in distributed service-oriented systems.
With the increase in data and the need to share and incorporate it to build emerging
machine learning models or increase data space value, it becomes crucial to explore new
approaches for privacy, accountability, and security and ensure that these practices can
be easily modeled into policies attached to services. Therefore, the workshop invited
submissions on the following topics:

– Adaptive Approaches in Security Governance for Service-Oriented Computing
– Privacy and Data Protection in Service-Oriented and Cloud Computing
– Trust and Accountability in Data Sharing Systems
– Application of Machine Learning (ML) in securing, optimizing, and protecting

Service-Oriented Computing

Accepted Papers

After carefully reviewing the five submitted papers, the program committee selected two
that showcased originality, high-quality research, and strong relevance to the workshop’s
objectives. Each submission was single-blind reviewed by at least two reviewers and
received at least one meta-review.

Acknowledgements

We thank the authors, program committees, and the ICSOC Organizing Committee for
their support and contribution during the event. Moreover, the workshop was supported
by the EU Project TEADAL (101070186).

November 2023 SAPD Organizers

https://orcid.org/0000-0002-9736-2774
https://orcid.org/0000-0001-8051-7226


Organization

Workshop Organizers

Mattia Salnitri Politecnico di Milano, Italy
Sebastian Werner TU Berlin, Germany

Program Committee

Frank Pallas TU Berlin, Germany
Andre Ostrak Cybernetica, Estonia
Victor Casamayor-Pujol TU Wien, Austria
Boris Sedlak TU Wien, Austria
Duncan Ki-Aries University of Bournemouth, UK
Michele Carminati Politecnico di Milano, Italy
Achim Brucker University of Exeter, UK



Federated Data Products: A Confluence
of Data Mesh and Gaia-X for Data Sharing

Farouk Jeffar and Pierluigi Plebani(B)

Politecnico di Milano, Piazza Leonardo da Vinci 32, 20133 Milan, Italy
farouk.jeffar@mail.polimi.it, pierluigi.plebani@polimi.it

Abstract. The goal of this paper is to investigate to which extent the
principles defined by the Data Mesh paradigm can find a valuable support
in Gaia-X. In particular, an alignment between the Data Mesh self-serve
platform and the Gaia-X federated services has been analyzed to under-
stand if the concept of data product, which is central in data mesh, it can
evolve into a federated data mesh, serving as the architectural element
that supports data sharing in a federated setting.

Keywords: Data sharing · Data sovereignty · Data spaces

1 Introduction

Regardless of the domain and the market in which a company operates, dig-
italization has increased the amount, and at the same time also the value, of
data. As a consequence, data has been recognized as one of the most fundamen-
tal assets in a company and a lot of effort has been dedicated to increase the
effectiveness and the efficiency of data internally managed.

Recently, it has become increasingly clear that the value of data can be
enhanced through sharing it with other companies [11]. While data sharing is
a common practice among organizations to support supply chains, organiza-
tions themselves see an opportunity in sharing complementary data assets. For
example, for those who produce sensorized products, the data linked to what
is collected by these sensors. We then move from sharing transactional data to
sharing analytical data [14] but, at the same time, it is important to protect
one’s data so that the value of the asset is not lost. In other words, once the
data has been shared, it must be clear that ownership of the asset is not trans-
ferred, but, on the contrary, must be safeguarded. It is therefore important that
an organization has full control of the data and thus has assurance that the data
is used according to its instructions.

In this context, the European Commission, in line with its data strategy [3],
is promoting the creation of data spaces [7]: federated architectures enabling the
data sharing while preserving data sovereignty that, among the several defini-
tions offered in the literature [9], it is considered in this paper as the ability for
the data owner to have a complete control on their data, where control includes,
c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
F. Monti et al. (Eds.): ICSOC 2023 Workshops, LNCS 14518, pp. 107–118, 2024.
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among the others, the decisions on where to store the data, who has the right
to access them, according to which purpose.

From a technical standpoint, Gaia-X1 has been proposed to create a safe
and reliable environment for data sharing in a federated context. Gaia-X pro-
motes data ownership by providing data owners with the tools to have complete
control over their data, i.e., to ensure data sovereignty. While Gaia-X is mainly
focused on the architectural aspect, less interest is given to the data management
practices that must be put in place to use the provided toolset.

To fill this gap, this paper analyses to which extent Gaia-X can take advan-
tage of the principles indicated in Data Mesh: a decentralized socio-technical
approach to share, access, and manage analytical data in complex and large-
scale environments, within or across organizations [2]. Data Mesh advocates for
a self-serve data platform that empowers data consumers to discover, access, and
use data autonomously without relying on centralized teams. A key element of
the Data Mesh proposal is represented by the data product : the architectural
unit with high functional cohesion and that can be independently deployable
and managed.

Considering that, on the one side, the concept of data product seems to
be aligned with the Gaia-X approach setting and, on the other side, the data
sovereignty has not explicitly covered by Data Mesh, the primary objective of
this paper is to assess the compatibility of Data Mesh and Gaia-X, identify areas
of convergence, and see whether they can interplay to support the definition of
mechanisms enabling sovereignty-aware data sharing among organizations.

The rest of the paper is organized as follows. Section 2 contextualizes the topic
discussed in the paper in the existing literature. Section 3 and Sect. 4 introduces
Data Mesh and Gaia-X limiting itself to the basic notions considered essential to
understand the proposed approach. Section 5.1 discusses the proposed alignment
between the Data Mesh self-serve platform and the Gaia-X federated services
toolbox. Finally, Sect. 6 concludes the document with a discussion on the limi-
tations and potential development of the proposed approach.

2 Related Work

Organizations are finding the need to share data with other organizations increas-
ingly pressing. Data that does not only concern the performance of operational
processes, but data resulting from analysis processes that can provide greater
insights into one’s processes [11].

To enable an effective data sharing, as discussed in [10], infrastructural, tech-
nological, and legal concerns must be taken into account to support an articu-
lated process. Such process includes activities related to the preparation of the
data to be shared, the definition of an agreement among the involved parties,
the actual data exchange, and the monitoring of what have been done.

Especially in the European Union there is a strong push towards the creation
of solutions capable of facilitating data sharing. In this context, the definition of
1 https://Gaia-X.eu.

https://Gaia-X.eu
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data spaces are holding a central role [7] where, as pointed in [5], different levels
of governance may be required as part of a governance continuum. Broader
governance regulates the federation, while narrower governance regulates the
single data exchange also involving the technical aspects related to the platform
supporting such exchange. Data mesh [2] is emerging as an approach able to
support a governance in line with this vision [13] but, at the same time, other
initiatives have been started in the recent years: IDSA2 and Gaia-X to name the
most relevant ones. As far as we know, no one in the literature has considered
analyzing the overlaps, contiguity and oppositions in these approaches. This
contribution therefore aims to start a discussion in this direction.

3 Data Mesh

As Data Mesh is an articulated proposal [8], this section introduces the minimum
set of concepts useful to understand the rest of the paper. Notably, this section
discusses the four main principles, the data product as the basic architectural
element and the main functionalities of the self-serve platform.3

3.1 Data Mesh Principles

The logical architecture and operating model of Data Mesh can be summed up
in four straightforward principles [2]:

– Domain ownership. Inspired by the domain-driven software design [4], the
responsibilities of the data are given to the people that are closer to them.
Talking about people and not technology implies a distribution of responsibil-
ities that does not depend on the way in which the platform used to manage
data is organized, but is aligned with the business.

– Data as a product. Like in the service oriented solutions, data sets need to
be managed having in mind the final consumer which can be also seen as a
customer. For this reason, data need to be curated, properly described, made
visible, and easily and efficiently accessible.

– Self-service data platform. To avoid situations where the different teams
involved in managing their own data products independently develop plat-
forms and applications for this purpose, a common platform offering a set of
capabilities to support the data life-cycle managed is offered.

– Federated computational governance. Having different teams that indepen-
dently manage their data products could lead to a chaotic scenario where
every team decides to govern their products according to policies which could
clash with each other. This call for a common data governance based on
policies that enactment needs to be automated as much as possible.

These guidelines are intended to move us closer to the goals of Data Mesh:
maximizing the value of data at scale, maintaining agility as a company expands,
and embracing change in a challenging and unstable business environment.
2 https://internationaldataspaces.org.
3 For a complete introduction to this topic, we suggest the readers to refer to [2].

https://internationaldataspaces.org
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Fig. 1. Overview of Data Mesh Data product with the minimum viable components

3.2 Data Product

An architectural quantum [6] pertains to the most compact architectural entity
capable of standalone deployment. It boasts significant functional unity and
encompasses all necessary structural aspects for its operation.

In the context of the Data Mesh concept, a data product embodies an archi-
tectural quantum. It signifies the tiniest autonomous deployable and manage-
able architectural component [13]. Demonstrating strong functional coherence, it
executes a precise analytical transformation and securely disseminates domain-
specific analytical data. It encompasses all essential constituents for its function:
the transformation algorithms, the dataset, governing data regulations, as well as
metadata for comprehension, discovery, and monitoring. Additionally, it includes
its interconnections with the underlying platform.

While data is a very important aspect of a data product, it is not its sole com-
ponent (see Fig. 1). Since a data product needs to be autonomously discoverable
and understandable, it also needs to contain the structural components needed
to sustain such requirements. This means that the data product would also con-
tain a set of APIs and software (code) in order to enable it to autonomously
oversee the lifecycle of data-handling the creation of business logic, overseeing
revisions, regulating access, and facilitating content sharing.

3.3 Self-serve Data Platform

The essential purpose of a self-service data platform is to provide the means for
diverse cross-functional domain teams to independently manage their respective
data products. It also enables data users to securely explore, understand, and
utilize an array of interconnected data products, all in compliance with estab-
lished mesh policies. This approach involves dividing a sophisticated platform
into distinct capabilities, accessible through APIs, each featuring open interfaces
designed to seamlessly integrate with other collaborating capabilities.

The Data Mesh self-serve data platform is operationally summarized in five
fundamental components (see Fig. 2) that constitute the minimum viable com-
ponents needed to operate the data platform:

– Data queries unification: Facilitates and unifies the data exchange protocols
and standards between domains via providing a unified querying language
adapted to the mesh.
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Fig. 2. Data Mesh Self-serve platform overview

– security services: These services ensure that the data and information
exchange within the mesh are secure while also ensuring the authentication
of users and identity systems.

– governance services: This component implements the Data Mesh principle
of automated governance, meaning that governance policies are encoded and
automatically enforced in an effort to overcome any issues that may result
from decentralization.

– Catalogue: The data products shared on the mesh need to be discoverable
and reachable, the catalogue publishes the data products and constitutes the
entry point before engaging in data sharing.

– Administration tools: The tools range from monitoring data sharing, contin-
uous integration and deployment engine, and enabling infrastructure support
for any centralized services .

4 GAIA-X

The objective of Gaia-X involves creating a structure for sharing data, encom-
passing shared norms, effective methods, tools, and governance systems. It
also establishes a collaborative network of cloud platforms and data utilities
anchored within the European Union, with commitment from all 27 EU member
nations [1].

Similarly to what have been done for Data Mesh, due to the complexity of
Gaia-X, we here focus only on the toolbox offered by this platform to support
the data sharing in a federated setting (see Fig. 3) [12].

Identity and Trust

– Authentication and Authorization (AAU): Authenticate users and systems in
a reliable and distributed self-sovereign fashion.

– Organization Credential Manager (OCM): Builds trust among diverse Par-
ticipants in the Gaia-X ecosystem through the issuance of credentials to cor-
porate Participants and the management of organizational credentials.

– Personal Credential Manager (PCM): Supplies the necessary technological
tools to selectively reveal attributes for authentication and utilizing services.

– Trust Services (TRU): The Trust Services serve as the technological realiza-
tion for upholding policies governing the usage of Gaia-X’s decentralized and
self-sovereign elements.
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Fig. 3. Gaia-X Federated Service Toolbox

Federated Catalogue

– Catalog (CAT): A Catalog houses Self-Descriptions, both individually and
in an aggregated form using a graph data structure. The Storage of Self-
Descriptions contains the original Self-Description files in the JSON-LD
(JavaScript Object Notation for Linked Data) format, accompanied by sup-
plementary lifecycle metadata. Once published a Self-Description cannot be
altered.

– Self-Descriptions: Gaia-X Self-Descriptions convey attributes of Resources,
Service Offerings, and Participants, all tied to their respective Identifiers.
Providers bear the responsibility of generating Self-Descriptions for their
Resources. Self-Descriptions serve various purposes including: (i) identifying
and assembling Service Offerings found within a Catalog; (ii) Facilitating the
assessment, selection, incorporation, and orchestration of Service instances
and Resources with the help of tools; (iii) enforcing adherence to Usage Poli-
cies, while maintaining continuous validation and trust monitoring; (iv) sup-
porting negotiations related to contractual terms concerning Resources of a
Service Offering and the Participants involved.

Sovereign Data Exchange. Preserving the right to informational self-
determination for all Participants encompasses two essential facets within the
data ecosystem, i.e., transparency and control over data usage, offered via two
tools:

– Data Contract Service (DCS) which role is to (i) enables contract negotiation;
(ii) initiates the initial interaction between the data provider and consumer;
and (iii) verifies, authenticates, and disseminates the contract

– Data Exchange Logging (DEL) that is in charge of logs exchanged data and
enforces rules and records violations.

Compliance. The primary goal of the Compliance Federation Service is to
provide Gaia-X users with confirmation of compliance to the specified attributes
for each individual Service Offering.

– Onboarding and Accreditation Workflow (OAW): ensures that all Partici-
pants, Resources, and Service Offerings undergo a validation procedure before
inclusion in a Catalog.
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– Continuous Automated Monitoring (CAM): facilitates ongoing compliance
oversight based on the previously mentioned Self-Descriptions within the con-
text of the Federated Catalog. CAM operates by engaging with the service
being tested in an automated manner, employing standardized protocols and
interfaces to gather technical evidence.

– Notarization Service (NOT): manages requests for notarization, issuing digi-
tal, legally binding, and dependable credentials.

Portal and Integration. The Gaia-X Portal functions as an illustrative inte-
gration layer, displaying the Federation Services and offering user-friendly access
to these services.

– Orchestration: Through the orchestration service, Gaia-X consumers can
swiftly initiate service instances from the catalog search results using the por-
tal. The orchestration service incorporates a Life Cycle Management Engine
(LCM Engine) and a standardized API dedicated to LCM services.

– API Management: Facilitating the coordination of different Gaia-X services
along with their respective APIs.

– Workflow Engine: Predominantly operates in alignment with the onboard-
ing and accreditation process, granting approval and maintaining records of
service provisioning.

– Compliance Documentation Service: To demonstrate that a Federation Ser-
vice meets all specified requirements, this provides relevant evidence.

5 A Confluence of Data Mesh and Gaia-X

5.1 Comparative Analysis of Data Mesh and Gaia-X

Looking at the short description of Data Mesh and Gaia-X, it is evident that
Data Mesh paradigm has a rather conceptual approach compared to Gaia-X
which is a more technical approach that aims at providing not only a technical
architecture but also software and tools to implement the architecture.

Nevertheless, there are different points of contact. They are both focused
on decentralization with small form of centralization that rests in the self-serve
platform. Moreover, governance and automated governance are also similar in
both cases, the only difference is that while Data Mesh keeps it purely concep-
tual, Gaia-X provides tools embedded in the trust framework that enables the
federator to execute and automate governance tasks within the federation. One
very similar aspect of both is the self-serve data platform as they both emphasize
some centralized party in a mainly decentralized structure. Therefore, it is safe
to say that the core paradigm of Data Mesh is preserved in the Gaia-X approach.

Architecturally speaking, the concept of a data product is not present in
Gaia-X, it is simply referred to as service offering/dataset, whereas in Data
Mesh some guidelines have been proposed such as the embedding of APIs for
data management. This means that in order to fusion the two approaches it is
needed to propose a technical design for the data product as it is a core element
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of the Data Mesh, and it does also enable domain-ownership and data quality
monitoring which are core principles of Data Mesh that cannot be overlooked nor
disregarded like it is in Gaia-X. However, this does not mean that the principle of
data as product from Data Mesh is completely overlooked, in fact, discoverability,
security, and policies as code, which are Data Mesh sub-principles within data
as a product, are present in Gaia-X via the catalogue, the Trust Framework, and
the data exchange services respectively.

The notion of data contract is present in the Gaia-X architecture but while
it is introduced, it is clearly stated that it is out of scope Gaia-X when it comes
to terms and negotiations. While the negotiations’ part is normal not be in
the scope of Gaia-X, the contract terms not being taken into consideration is
an issue and diverts from Data Mesh which considers contracts an enabler of
domain-ownership and control over data. At this stage, we note the data contract
concern, but it will be further explored in the following chapters. It is also
important to remember that while nothing blocks the Data Mesh from being
a federation it is designed primarily and targeted towards use within a single
organization, whereas Gaia-X is purely federation oriented, making the use Gaia-
X a solid foundation for the extension of Data Mesh as a federation but also
in improving gaps that Gaia-X has left unattended such as data quality, data
products, and contract management between participants.

Fundamentally, there is a noticeable resemblance and convergence between
the concepts employed in the contexts of Data Meshes and Gaia-X. Conversely,
the divergences exhibited by Gaia-X in relation to the previously mentioned Data
Mesh paradigm can be seen as a kind of concept simplification, it means that
while Data Meshes mainly focus on overseeing the management of diverse data
types, including analytical data, within a solitary entity (even if it’s sizeable and
intricate, legally defined), Gaia-X introduces standardized organizational princi-
ples and technological elements aimed at actualizing interconnected ecosystems
comprising numerous distinct entities.

5.2 Gaia-X as an Enabler of Federation Capabilities

While the Data Mesh has a strong foundation for federation purposes, it lacks
the infrastructure, security, and sovereignty standards that are the core focus
of Gaia-X. While Gaia-X has many tools in the Gaia-X federation services, the
focus would be on the following:

– Federated Catalogue: Ensures discoverability of services using a self-
description system.

– CDCS: Modified version of Data contract services that manages participants
agreements on a federal level while taking into account their veracity.

– Gaia-X Trust Framework: Responsible for safety, security and policy enforcing
for the federation.

– Authorization and Authentication: Secure authentication for participants into
the federation.
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Fig. 4. Connection between Data Mesh and Gaia-X

On these basis, Fig. 4 presents a possible alignment between the self-serve
platform of Data Mesh and the toolset offered by Gaia-X, which can be seen as
an initial step to achieve a federated mesh.

5.3 Federated Data Product

In addition to the alignment between Data Mesh and Gaia-X from a function-
alities standpoint, a Federated Data Product can be also proposed. This results
from the connection of data product with the facilities offered by Gaia-X. A
Federated Data Product is as an enhanced component of the typical data prod-
uct defined in Data mesh, which is able to communicate with the federation
and also adds another layer of access control to preserve sovereignty for each
provider on the federation (see Fig. 5). Each federated data product must have
self-description and thus must interface with the Federated Catalogue to create
and manage the self-description. Moreover, one major part of the federated data
product is handling the data contracts. The data contracts are part of the data
product, they are used to automate the application of the agreements during
the data/service exchange as the data contracts are computable and machine
readable. Because the CDCS provides a set of services, the data product can
directly exchange with the self-serve platform for any process related to contract
making or validation.

The federated data product should also be linked to the infrastructure of
its original domain in order to enforce terms that are linked to the Quality of
Service aspect of the data contract, in this case it is up to the domain owner to
either include this capability as part of the data exchange protocol or to have
these terms enforced outside the data product but with ability to log proof that
these terms have been respected, these proofs should be available not only to
the data product but also to the self-serve platform since it encapsulates audit
components responsible of verifying that the terms have been respected and this
is part of the monitoring component of the self-serve data platform.
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Fig. 5. Federated Data Product

Evidently, since providers are proposing advanced form of data (high quality,
queries, QoS) and even services(computations for example), it is up the domain
to pick the appropriate infrastructure to host its data products but they are
required to follow the principles described in this section so that data quality is
kept at a good threshold, automate governance and sovereignty, enable monitor-
ing of data transactions, and allow discoverability and accessibility of the data
and services shared on the federation.

5.4 Key Insights

The exploration of the Data Mesh concept and its principles showed not only the
potential it has to implement a data federation but also its limitations when it
comes to sovereignty and governance as the Data Mesh was initially designed and
conceived to solve scalability issues facing organizations. This means that Data
Mesh was made primarily for use within an internal organization and not within
a mesh of nodes having different laws and policies. On the other hand, Gaia-X
made its sole purpose focused on the federated services and most importantly
the security, sovereignty, and governance behind it.

However, Gaia-X was not a perfect solution either since it lacked the concept
of a proper data product which is necessary for fulfilling data quality objectives
that Data Mesh mandates in its principles. Moreover, Gaia-X omitted certain
aspects from its scope such as the data contract which breaks the self-serve
data platform principle from Data Mesh. This necessitated a custom solution to
replace and enhance the contract mechanisms that were implemented in Gaia-X
contract services in order to not only add custom terms and policies to the data
contract but also connect it to the Federated Catalogue which lead to the design
and implementation of the Custom Data Contract Services which interfaces not
only with the catalogue but also with the data product in order to allow it to
control access and monitor its data.

In our framework, the data product is not only raw data but a combination
of component (APIs and scripts) that enable the data product to control its
quality, automate data processing and querying, and preserve domain ownership
by enabling each federated data product to have full sovereignty on its data
through the CDCS, for example, during data exchange. In summary, the idea
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behind the data product is to modernize the data and code combination. Tra-
ditionally, the code always lived outside the data, which often lead to silos and
bottlenecks due to centralization, but in the federated data product the code
lives with the data enabling not only decentralization but also contributing to
enhance data quality due to services being made-to-measure and not generically
made without taking into account the data itself, its type, and its characteristics.
Furthermore, another pivotal aspect of the federation is the discoverability and
reachability of the data products. The implementation of these two concepts was
facilitated by the self-description notion within Gaia-X, which enabled the data
product to group its terms, policies, type of data, provider, and other fundamen-
tal information such as how it can be accessed or previewed. This self-description
would then be listed in a federated catalogue where every participant could see
it, interact with it, or start negotiations in relation to the data contract.

Consequently, by putting this together we achieve a federated Data Mesh that
is focused on sovereignty, security, governance, data quality, and decentralization;
thus, answering the research questions by affirming that a Data Mesh can be
extended into a federation through Gaia-X and also by proposing an architecture
that englobes all the major and necessary components of such Federated Data
Mesh extended via Gaia-X.

6 Concluding Remarks

In this paper, we have delved into the concepts and paradigms of Data Mesh and
Gaia-X in order to design and introduce a decentralized Federated Data Mesh
based on Gaia-X Federation Services.

While the designed architecture and solution of the federated Data Mesh
depict the minimum viable product and the backbone of a federation, more
research and development are needed in the implementation side. It is necessary
to work on implementing common software solutions to facilitate the operating
of the data product to encourage software reusability and avoid reinventing the
wheel as long as generalizing these services within a data product would not
negatively impact the data quality. Moreover, the contract services need to be
more integrated and automated with both the federation and the data product
to provide more features and possibilities for both the consumer and provider.

The big portion required next is the self-serve data platform, implementing
and designing a profound architecture for the self-serve data platform which
requires many considerations such as integrating well with decentralized aspects
of the federation, provide a unified data exchange (queries, exchange protocols)
that preserve performance and unifies the data transfer lexicology within the
federation and should allow for easy integration with data products. The concept
of unified exchange should be tied to the catalogue as the idea is to transition
from the self-description listed in the catalogue to a data transfer given that
an agreement has been reached. Additionally, the self-serve data platform also
plays a monitoring role since it is the central piece in a decentralized ecosystem.
The portal, which is also part of the platform should be addressed in a software
engineering approach because it needs accurate and calculated requirements in
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order to craft a federation portal that operates for all users no matter what
their role within the federation is (Federator, provider, consumer) and enable
easy-to-use tools to manage their presence in the federation.

Finally, one aspect of the self-serve data platform that is crucial to a fed-
eration is governance, while data products enable sovereignty and governance
at the level of the domain, the self-serve data platform enables governance and
sovereignty for the entire federation. Finally, the platform should enable through
code and computable terms (machine readable policies) the possibility to auto-
matically enforce these terms and conditions and monitor whether they are being
respected and followed adequately.
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Abstract. This paper presents a content-based publish/subscribe (pub-
/sub) middleware system designed to securely broker/filter XML events
over insecure computing platforms without the complexities of the tra-
ditional cryptographic approaches (i.e., homomorphic encryption). We
adopt a combination of Micro-services based pub/sub service imple-
mentation, and XML predicate/filter and the metadata hashing scheme
to simultaneously achieve security and privacy objectives by design. To
illustrate the practicality of the proposed system, we discuss the design
and implementation details with system demonstration of a prototype,
dubbed XPS++. Then, show a preliminary performance results.

Keywords: Micro-services · Publish/Subscribe · Security & Privacy

1 Introduction

Publish/Subscribe (pub/sub) is a dissemination paradigm that has emerged as
a popular means of disseminating time-sensitive filtered messages across large
number of clients. There are two types of pub/sub: topic-based where the events
are filtered and routed based on the topic/name, and content-based where
the metadata content is filtered against registered predicate/filter. This paper
focuses on both types of pub/sub.

Typically, in pub/sub, a broker(s) mediates the exchange of the events/mes-
sages between loosely coupled producers (publishers) and consumers (sub-
scribers) to prevent the publishers flooding the network with information that
are not of interest to the subscribers. The loosely coupled abstraction nature
of pub/sub requires both the predicate filters and the metadata in clear-text
to be brokered efficiently. This poses security and privacy challenges for many
applications, especially when deployed in public cloud platforms.

There have been several solutions addressing this issue as in [13,22], and
[19], to name a few. However, the common denominator of the existing solutions
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is their underlying crypto primitives such as Identity/Attribute Based Encryp-
tion (IBE/ABE ) [18], Predicate/Policy Based Encryption (PBE) [7], Ciphertext
Policy-ABE (CP-ABE) [6], and homomorphic Paillier [14] or ElGmal [10]. Most
importantly, these protocol primitives are mathematically proven to be secure.
However, the construction of the cryptographic key parameters of these primi-
tives does not align well with pub/sub due to its conflicting requirements; per-
formance in terms of predicate registration and filtering efficiency, scaleability
and loose coupling (space/time coupling) due to required crypto handshakes.

On the other hand, Message Queuing Telemetry Transport (MQTT) [4], a
widely adopted standardized messaging protocol, supports security and privacy
through TLS and OAuth protocols, however, it lacks fine-grained privacy sup-
port (i.e., query/filter and topic name). With wide adoption on cloud computing,
we believe shifting from over-emphasis on cryptographic protocol-centric solu-
tions to a design-based security and privacy solutions. In this paper, we intro-
duce a content-based XML pub/sub system prototype, dubbed [X]ML [P]ublish
[S]ubscribe (XPS) plus Security and plus Privacy (XPS++), that simultane-
ously addresses the integrity (security) of the published contents/payload, and
the subscribers predicate filters along the published metadata privacy by design.
Thus, we make the following key contribution:

We introduce a design-based privacy-preserving scheme for XML pub/sub
middleware system that preserves the privacy of the predicate filters and data
from suspicious brokers without the complexities of cryptographic schemes.

We organized the paper as follows: First we present XPS++ system model
in Sect. 2, followed by the threat model in Sect. 3. In Sect. 4, we describe the
algorithms, then, discuss the implementation details in Sect. 5. We report a pre-
liminary performance evaluations in Sect. 6. Finally, highlight the related work
in Sect. 7 and the conclusion in Sect. 8.

2 XPS++ System Design

Inspired by Software Defined Networking (SDN) design concept, the separation
of network functionality into a control and data plane for the program-ability of
the network functions. We decompose the pub/sub system into control and data
planes and assign two groups of services in each plane. As the name implies,
we assign Controller micro services (CS) group to the control plane to per-
form the pub/sub control functions such as; subscription and topic registration
management, providing brokering/routing service endpoints (url’s) to clients. In
addition, it enables service discovery, access control, and enforcing security poli-
cies (beyond the scope of this work). On the other hand, we assign Broker (BS)
and Notifier (NS) micro services to the data plane to match the registered pred-
icates/filters against the incoming events/data from the publishers then route
the matched event to the subscribers.

Figure 1 illustrates a high-level architecture of the proposed system model,
dubbed XPS++. In Fig. 1, the pub/sub clients connect to a Trusted Authority
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Fig. 1. High-level XPS++ System Architecture.

(TA), beyond the scope of this work, via a secure channel. The TA provides the
public (for publishers) and private keys (for subscribers) with a Unique User
ID (UUID), security tokens for service access authorization, and the Controller
endpoint (url) (arrows labeled 1). Then, clients connect to the CS to register
their hashed interests (subscription predicates and publishers’ topics) using only
their security token and UUID (arrows labeled 2) where the CS provides them
the data plane (BS/NS ) service endpoints and injects their interests into these
services (arrows labeled 3), specifically, the predicates/filters to the BS and the
publication topic ID to the NS. Thus, the information flow of our pub/sub system
model is as follows:

1. The publishers send hashed event metadata fragments (discussed next) to the
Brokers as shown in Fig. 1 arrow 4, and an encrypted content (payload) to
the Notifiers (arrow 5).

2. The Brokers filter the hashed metadata fragments against the registered
hashed subscription predicates and send only the ID of the metadata fragment
to the Notifiers if there’s a match (arrow 6).

3. The Notifiers route the encrypted payload of the given event ID to the sub-
scribers (arrow 7).

Note that the Broker operation is content-based pub/sub since it compares
the fragmented hashes of the metadata against the hashed predicates/filters, and
the Notifiers are topic-based since they match the ID of the metadata with the
ID of the encrypted payload.

2.1 XML Data and XPath Predicate Model

One of the common data format for machine-to-machine communication is
eXtensible Markup Language (XML). XML is a standardized markup language
created by the World Wide Web Consortium (W3C) which defines a syntax for
encoding documents readable for humans and machines through the use of tags
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that define the structure of the data in a tree form for processing and transmis-
sion. XML is a widely adopted data format for pub/sub systems in an enterprise
environments due to its standardized text and rich content distribution support.
For example, events/data in pub/sub typically consists of an XML metadata file
to describe the rich content file, referred to as a payload (i.e., XML payload,
blob, images/video).

Fig. 2. An illustration of XML Event Fragmentation into Hashed Key/Values

On the other hand, XPath is the query/predicate filtering language for XML
data that defines operations for checking the existence of a given path (i.e.,
attributes ki, kj) in the tree with a specific leaf value (i.e., x, y . . . z). For exam-
ple, subscription filters are in the form of //stocks/company/IBM = 500, //s-
tocks/company/IBM ≥ 500, and //stocks/company/IBM > 500 < 700. This is
analogous to our notional XML event tree depicted in Fig. 2 (left quadrant),
//A/B/D = x where A is the branch of the tree name stocks, B represents
companies, and D which is the last node in the tree is a specific company like
IBM with stock value x, where x= 500, for instance.

With this XML tree representation, we fragment/slice each event into
attribute key and value pairs where the branches of the tree are the attribute
keys (k1 . . . kn) and the leaf nodes are the values (v1 . . . vn). To illustrate, Fig. 2
shows a simple XML metadata represented as a tree (left), then, fragmented/s-
liced into key/value pairs where the fragments F1 ←//A/B/D = x (left branch)
and another Fn ←//A/C/F = y (right branch) form the key/value pairs as
shown in the middle quadrant. Finally, hashing the key and the value pairs sep-
arately and assigning each of the fragments to an ID as shown in right quadrant.
Note that the encrypted payload of this metadata is also assigned to this exact
ID (discussed in Sect. 5) to ensure correct routing of the fragments.

Furthermore, XPath subscription predicates/filters can be expressed as
attribute key/value pairs with conjunction and dis-junction forms such
as attribute J = x AND attribute K = y AND/OR attribute M = z(...).
These logical operations can be evaluated in clear since they don’t leak any
information about the hashed key/value pairs. With this XPath predicate and
XML metadata slicing techniques, we enable the brokers to preserve the pri-
vacy of both the Xpath predicates and the metadata by design. It is intuitive to
see that a hashed predicate attribute key/value comparing it to a hashed XML
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metadata key/value is a simple string comparison, however, this implies that the
system only supports exact string matching filters (equality matching).

To deal with the range XPath predicates (<and>) with numerical values,
only the attribute k is hashed and the numerical value v is processed in clear
text. This is because, it is mathematically proven (with some probability) for
finding a pre-image of a hash of an attribute key k (i.e., //stocks/company/IBM)
from a given numerical value v ($500), especially, when the clients’ real ID’s are
masked with UUID and a collusion-resistant hash (i.e., SHA-256) is used.

2.2 Limitations

The key limitation of the proposed system lies in the XPath predicate filter
model. Specifically, XPath supports predicate expressions with a star * where
the attribute key can occur in any path within the XML data tree. For example,
//*/IBM = 500 or //*/disease = "diabetes" where the star * represents
the stock info from any provider/publisher or disease info from any hospital.
Since we hash the key/value pairs separately, such expression will require break-
ing the key into multiple parts that are hashed independently, hence, imposes
performance cost. A workaround for this problem is for the subscribers construct
full XPath predicate filters from the XML schema.

3 Threat Model

We consider the semi-trusted threat model where the pub/sub services, the
Controller, Broker and Notifier services are trusted but curious. However, they
should not know neither the published events nor the subscription predicate fil-
ters. We further assume the publishers are trusted to send “good” data and the
subscribers are trusted to send “good” subscription predicates/filters and cannot
collude.

The Controller services could intercept subscription predicates registration
requests from the subscribers and topic registration requests from the publishers.
This is to inject the registrations into the broker and notifier services and provide
service endpoints to them. Note that the controllers neither store the hashed
predicates/filters nor the topic names from the publishers.

The Broker services could intercept the fragmented metadata from the pub-
lishers to apply arbitrary functions (matching the predicate filters with the meta-
data fragments) in order to route the fragment IDs to the Notifiers when there
is a match. Similarly, the Notifiers could intercept the encrypted events from
the publishers and the matched fragment event IDs from the Brokers to perform
arbitrary functions (matching two IDs) in order to route the encrypted event to
the subscribers.

4 Algorithms

Algorithm 1 illustrates the Controller (CS) micro service function. In Algorithm
1, the clients send their registration request to the Controller service through
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the REQUEST/RESPONSE channel in line 4 and 7. Note that the accesToken
used for the registration is issued by the TA as illustrated in Fig. 1. (omitted).
The CS injects the subscription predicates to the Brokers (BS) in the data plane
then returns the Notification (NS) endpoint to the subscribers in line 5, and the
BS and the NS service endpoints to the publishers in line 9.

Algorithm 1. Controller Micro Service (CS)
1: procedure Controller
2: require: Predicate, Topic � subscription predicate, publisher topic
3: repeat
4: if (REQ/RESsub,accessToken) then
5: BS[list] ← Predicate return NSendpoints

6: end if
7: if (REQ/RESpub,accessToken) then
8: NS[list] ← Topic
9: BS[list] ← Topic return BSendpoints, NSendpoints

10: end if
11: until terminate
12: end procedure

Algorithm 2 illustrates the Broker (BS) micro service function. In Algorithm
2, the Broker checks if there is data in the PULL channel (from CS ) and adds
the predicate in its list in line 4. Also, it checks the SUB channel (fragmented
hashed events from the publishers) and compares the fragment with the reg-
istered hashed predicates injected by the CS, then it forwards the ID of the
matched fragments to the NS in line 7. On the other hand, the NS Algorithm
(omitted due to space limitations) is similar to the BS Algorithm as it checks the
SUB channel (fully encrypted event from the publishers) and compares the event
ID with the ID the BS sent when matched/brokered, then, publishes/routes it
to the subscribers if it is a match.

Algorithm 2. Broker Micro Service (BS)
1: procedure Broker
2: require: Predicate P, Fragments F � P from CS, F from publishers
3: repeat
4: if (DEV ICEcontrol) then Predslist ← P
5: end if � from Controller
6: if (SUBF

publisher) then � from Publishers
7: if (F − in − Predslist) then PUSH ← FID

8: end if � to Notifiers
9: end if

10: until terminate
11: end procedure
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Fig. 3. XPS++ Building Blocks and Information Flow labeled 1–7.

For the client Algorithms (omitted due to space limitations), the publish-
ers publish the hashed key/value pair fragments F to Broker ’ SUB channel
as shown in line 6 in Alg. 2 using 0MQ’s broker_socket.send_multipart
([part1„..n]) and the encrypted payload to the NS using the PUSH channel.
Similarly, the subscriber micro service function is to simply connect to the Noti-
fier endpoint given by the Controller as shown in line 5 in Algorithm 1 for the
matched events.

5 Implementation

Figure 3 illustrates the building blocks of the system. The Trusted Authority
(TA) shown in the top cylinder box handles service access control and crypto
key distribution for the clients depicted in arrows labeled 1. Building upon our
previous code base [3], we compose three micro-services; a Controller Service
(CS), Brokering Services (BS), and Notification Services (NS) where the CS
operates in the control plane and both the BS and NS services in the data plane.
They are interconnected with Stream Service (SS) (depicted as a cylinder), and
Monitoring Service (MS) depicted as triangles on the arrows for logging.

We built our pub/sub services on top of ZeroMQ (commonly written as 0MQ
or zmq), an open source message brokering library. Specifically, we used pyzmq,
a Python implementation of the zmq message brokering library. The algorithms
are implemented also with the Python programming language with 20 lines of
code (LOC). 0MQ was selected from a number of other libraries analyzed in [5].

We implemented PULL/PUSH messaging patterns for inter-services and
PUB/SUB between the publishers and the data plane services. The PUSH/PULL
pattern is used because it requires the service to be active and bound together
in order to pull/push data to and from a channel. With this, the Controllers,
Brokers, and the Notifier services have to be active and work together at all
times given that they are deployed independently.
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We implemented the predicate and event confidentiality functions with
xxhash [20] library. This is for hashing the key/val predicate filters and event
metadata fragments. Extremely Fast Hashing, referred to as xxhash for short,
is an efficient hashing library that transforms messages of any size to a 16 byte
string. The performance of a number of hashing algorithms compared against
xxash is elaborated in [20]. Note that any collusion-resistant hashing library such
as SHA256 or RIPEMD can be used.

On the other hand, we used pycryptodome [15] library– Python implemen-
tation of symmetric AES encryption for encrypting the event with a locally
generated key, detailed implementation scheme can be found in [3]. We inter-
connected the services and the clients with specialized high throughput and low
latency Streaming Services (SS). The SS uses Facebook’s Tornado IOLoop open
source library [11], highly efficient message routing library for native sockets.
This is to allow the formation of different service topology and service plug-
ability without code changes.

We packaged the services as Docker container images [2], then deployed and
managed in a Kubernetes. Kubernetes is a cloud agnostic service orchestration
engine for ease of deployment and load-balancing for high availability (HA) with
unprecedented scale. It supports upto 5,000 nodes with 300,000 containers on
each cluster [1], thus, the proposed system is highly scaleable by design.

5.1 Proof-of-Concept Demonstration

Figure 4 shows the publisher screen output. Highlighted is the hashed key/value
pairs of an event that will match the subscribers’ predicate (shown in Fig. 7).

Fig. 4. Publisher screen shot showing fragmented and hashed slices of an event meta-
data [EventID, topic|key|value] with published time stamp.

Fig. 5. The subscription registration processed by the Controller shown in the first
two lines and passing to the Stream Service named zmq_device-1 (underlined) to be
injected to the Brokers to register the predicate filter (dotted lines).
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Fig. 6. Hashed key/value brokering–Underlined is the published hashed metadata frag-
ment matched by the Broker with the registered hash predicate which is then its ID is
matched with the encrypted event by the Notifier and routed to the subscriber (dotted
lines).

Fig. 7. Subscriber screen shot–Underlined is the hashed registered predicate [topic* key
= value] sent to the Controller. Dotted line is the transaction ID cb03c386f22c09eb
assigned to the predicate by the Controller. The last three rows are the XML payload
cipher and the decrypted version of the event.

Figure 5 above shows how the subscribers’ predicate filter is injected to the
Broker by the Controller service through the Stream Service. Then, blindly
brokered by the Broker and routed to the subscriber by the Notifier as shown
in Fig. 6. Finally, Fig. 7 shows the subscriber receiving the encrypted event and
displaying the decrypted form (see details in the Figure captions).

6 Performance Evaluations

Figures 4, 5, 6 and 7 above shows the practicality of a privacy-preservation in
pub/sub without the complexity of the traditional cryptographic protocols. To
assess the efficacy, we evaluated the performance impact on blindly brokering
events vs. the traditional pub/sub system brokering in plain-text.

6.1 Experimental Setup

We run the experiments on an 8 core MacOS machine with 32 GB of memory.
For the experimental data, we developed a tool that generates variable XML
metadata sizes from an English dictionary data set with random words for the
XML attribute keys, and a combination of strings, integers and floating point
data types for the values. We use variable XML and jpeg image sizes for the
payload. We took the delta between the event publication time and the received
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time by the subscriber. We run one Controller (CS), a Broker (BS) and a Notifier
(NS) services on docker container with one subscriber and a publisher with mixed
metadata and payload sizes. Each experiment is run 10 times and averaged the
results.

6.2 Experimental Results

Figure 8(a) shows the results for a variable XML metadata with fixed encrypted
payload. We used a primitive predicates (single attribute key/value) to show the
performance impacts on brokering plain XML (PRIVACY OFF) vs. brokering
hashed key/val XML fragments (PRIVACY ON). Figure 8(b) shows the results
for a fixed metadata size (200 Bytes) with variable payload size to evaluate
the inherent performance impact of the (NS ). We found the variable encrypted
payload sizes has no performance impact because the NS only compares two
ID’s and routes the encrypted payload if there is a match regardless of its size.

Fig. 8. Key/Value Hash Brokering vs. Plaintext XML

Note that a 200 Bytes long of XML metadata is four branches that can
represent 4 distinctive key/value pairs. This is common data format for several
pub/sub application domains such as; IoT, stocks, health, and weather. For
example, a metadata with stock prices can be blindly filtered and also routed as
encrypted payload or a metadata with longitude and latitude for a location where
the payload is an image/video of that location. Similarly, for health applications
where the metadata specifies certain types of a disease and an X-ray image is
the payload.

We found that XPS++ performs better on small metadata (≤1 KB) and
with negligible performance impact on larger metadata sizes. This is credited
to the combination of ZeroMQ ’s efficiency in handling small messages, and the
XML transformation to key/val pairs that reduced the metadata 40% to 60%.
Furthermore, we observed memory usage increases 0.5% linearly as the XML
metadata size increases. This is due to the XML DOM parsers loading the entire
XML object into the memory vs. our key/value hash string matching.
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7 Related Work

There have been a wide range of solution schemes that addressed pub/sub secu-
rity and privacy. Early studies such as k-anonymity [17] and l-diversity [23],
were based on ad-hoc techniques that either supports subscription privacy or
event integrity. With the advances in cryptographic protocols, authors of [16]
introduced a secure pub/sub system that preserves confidentiality and integrity,
and another approach is introduced that extended these techniques with Paillier
homomorphic for full privacy [13]. Due to the computational overhead of the
cryptographic protocol primitives, these solutions suffered performance issues.

Authors of [13] introduced a technique to guarantee performance in which a
trusted third party performing a second layer of encryption with Paillier homo-
morphic for the attribute filters and ABE for the payload. A dual-policy ABE
scheme for efficient and secure pub/sub content brokering is introduced in [21].
Authors of [12] completely shifted the filtering role from the brokers to the sub-
scribers and combined PBE for encrypting the meta data and CP-ABE for
the content (payload) with Paillier primitives where the key is shared between
clients to improve performance, hence, broke pub/subs loose coupling require-
ments. Similarly, in [22] authors shifted the key exchanges to the brokers for
loose coupling but suffer scaleability issue due to the explosion of the number of
messages exchanged in relation to the broker hops.

From middleware messaging protocol solutions, authors of [8] proposed VIR-
TUS, a middleware built on XMPP protocol to provide secure event-driven
communications with both authentication through TLS protocol and encryp-
tion through SASL protocol mechanisms. Similarly, a combination of MQTT,
CoAP, and HTTP as application-layer protocols for security is introduced in [9].
Due to their dependency on transport-level security for privacy (i.e., TLS), they
lack predicate/filter and topic-level privacy support. To the best of our knowl-
edge, this work is the first design-based security and privacy for XML pub/sub
built on ZeroMQ. Given that we did not employ any complex cryptographic
primitives which are computationally intensive or specialized vendor specific
hardware, XPS++ is different from above systems in terms of the simplicity of
the SDN -based design concepts with the internet-scale deployment using cloud-
native tools to simultaneously address pub/subs’ conflicting requirements. Most
importantly, our approach explores a new area that have not been sufficiently
explored, thus, complementing these works.

8 Conclusion

We introduced a pub/sub system that preserves subscription predicate filters
and metadata privacy by design. We discussed the implementation details of
a prototype, dubbed XPS++, and presented preliminary experimental results.
For future work, we plan for a more formal approach to defining the security
properties associated with XPS++, and consider experiments with a realistic
use cases and distributed network settings to assess; throughput and scaleability.
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The 1st Workshop on Quantum Software and Services was held on 20 November 2023
in Rome, co-located with ICSOC 2023. The workshop was organised on the basis of
the evidence that quantum software is already a reality. It is commonly accepted that
future software will be hybrid, integrating both classical and quantum pieces. With this,
interest in Quantum Software is also beginning to appear from researchers in the field
of Software Engineering. In this scenario, it is necessary to start designing the way
in which the integration between the classical and quantum parts of systems will take
place. This is where Service-Oriented Computing can provide techniques for this. The
aim of SQS was to bring together experienced participants interested in discussing dif-
ferent techniques for building information systems by composing classical services with
hybrid services. SQS topics of interest included Quantum Program Models, Quantum
Program Styles, QuantumHybrid Computing, Quantum in the Compute Continuum and
Execution Environments for Hybrid Quantum Services.

SQS received twelve high-quality submissions. Each paper received at least three
single-blind by members of the Program Committee. After the review process six papers
were accepted, with an acceptance rate of 50%. The number of workshop attendees was
22.

SQS was held as a full-day event. The scientific programme during the morning con-
sisted of two industrial keynotes, each of which was followed by a discussion session.
The first keynote was given by Vincent van Wingerden, Business Development Man-
ager Europe atCLASSIQ (https://www.classiq.io/), which is a leading company devoted
to quantum software development. The talk was entitled “Create large-scale quantum
programs using Classiq”. The capabilities of the tool developed by the company were
demonstrated and the attendees were even able to practice with it.

The second keynote was given by Iraitz Montalbán, Lead Software Developer
at Kipu Quantum GmbH (https://kipu-quantum.com/), a German startup aiming to
provide quantum advantage to industry in the near future. He is also co-author of the book
“Financial Modeling Using Quantum Computing”. In his talk titled “Making quantum
computing an industry grade solution for the near future” Iraitz explored the past,
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present and future ofQuantumComputing and howKipuQuantum ismerging its cutting-
edge technology with the latest advances in the field to make quantum computing an
industry-grade solution in the near future.

The afternoon programme was devoted to the presentation of the accepted papers in
two sessions. The titles of the papers and their authors are listed below.

1. Linear Structure of Training Samples in Quantum Neural Network Applications
by Mandl, Alexander; Barzen, Johanna; Bechtold, Marvin; Keckeisen, Michael;
Leymann, Frank; Vaudrevange, Patrick K.S.

2. Hybrid DataManagement Architecture for Present QuantumComputing by Zajac,
Markus; Störl, Uta

3. Quantum Block-Matching Algorithm using Dissimilarity Measure by Martínez
Felipe, Miguel de Jesús; Montiel Pérez, Jesús Yaljá; Onofre, Víctor; Maldonado
Romo, Alberto; Young, Ricky

4. On Rounding Errors in The Simulation of Quantum Circuits by Klamroth, Jonas;
Beckert, Bernhard

5. Towards higher abstraction levels in quantum computing by Fürntratt, Hermann;
Schnabl, Paul; Krebs, Florian; Unterberger, Roland; Zeiner, Herwig

6. Some Initial Guidelines for Building Reusable Quantum Oracles by Sanchez-
Rivero, Javier; Talavan, Daniel; Garcia-Alonso, Jose; Ruiz-Cortés, Antonio; Murillo,
Juan M.

Detailed information about the workshop, the keynotes and the accepted papers can
be found at the url https://sqs2023.spilab.es/.

The SQS organisers would like to thank the keynote speakers and their compa-
nies for their full availability, the authors of both accepted and unsuccessful papers for
their contributions, the attendees for their interest in the event, the members of the Pro-
gramme Committee for their selfless contribution as well as the ICSOC 2023 Organising
Committee for hosting the event.
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Abstract. The realm of quantum computing is inherently tied to real
numbers. However, quantum simulators nearly always rely on floating-
point arithmetic and thus may introduce rounding errors in their calcu-
lations. In this work, we show how we can nevertheless trust the com-
putations of simulators under certain conditions where we can rule out
that floating-point errors disturb the obtained measurement results. We
derive theoretical bounds for the errors of floating-point computations
in quantum simulations and use these bounds to extend the implemen-
tation of an existing verification tool to show the soundness of the tool’s
analysis for a number of well-established quantum algorithms.

Keywords: quantum simulation · floating-point arithmetic · software
verification

1 Introduction

Motivation. Quantum computers have undeniable potential, allowing for a super-
polynomial speedup compared to classical solutions. Providing insight into this
new field of computation is thus more important than ever. However, imple-
menting quantum programs cannot be compared to that of their conventional
counterparts, since quantum computers constitute a completely new paradigm.
Additionally, current quantum computers are not able to provide logical (error-
free) qubits. To both these challenges simulators for quantum circuits provide a
solution as they allow for the logical execution of quantum circuits and provide
means to debug and test quantum circuits in ways an actual quantum computer
cannot. Thus simulation of quantum circuits is a very relevant topic in the realm
of quantum computing. However, since simulators are written in classical pro-
gramming languages they normally rely on classical data types as well. The use
of floating-point numbers instead of reals famously introduces rounding errors.

This work is part of the SEQUOIA End-to-End project funded by the Ministry of
Economic Affairs Baden-Württemberg, Germany.
c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
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If these rounding errors get too big they could potentially introduce mismatches
between the theoretical result and the simulation. In this work, we will take a
deeper look at these disparities and try to provide practical solutions on how to
avoid them or at least rule out that they are indeed problematic.

Contribution. Our contribution is twofold. We first examine the use of floating-
point arithmetic in quantum simulators or similar programs. We show that, due
to the nature of how quantum computation works, several unique properties hold
in the realm of floating-point arithmetic. In particular, we are able to derive a
bound for the maximum possible rounding error that can occur during the sim-
ulation of a given quantum circuit assuming the standard matrix semantics. We
then use this bound to provide conditions under which the most likely measure-
ment computed by a simulator is indeed the correct result even accounting for
all possible rounding errors.

As a second contribution, we use this theory to extend an existing verifica-
tion tool for hybrid quantum circuits which relies on the translation of quantum
circuits into equivalent Java programs. Due to the use of floats in Java rather
than reals, this translation may introduce rounding errors and, thus, may not be
a faithful simulation, which could render the translation-based verification app-
roach unsound. With the presented extension of the tool (based on our theoretical
findings) this soundness gap can be ruled out. We show that with the presented
approach we can prove the soundness of the verification for several practical
examples including implementations of Shor, Grover and Deutsch-Josza. We
also show that the additional verification effort is very limited for most of the
examples.

Outline. This article is structured as follows. We start by introducing some
fundamentals of floating-point arithmetic and make first observations about their
nature regarding rounding errors. We then characterize these errors in more
detail which results in the main theoretical contribution. In the following section,
we present how we implemented the theoretical contributions into an existing
verification tool and show its effectiveness. We conclude with related work and
some final remarks.

2 Considerations on the Use of Floating-Point Numbers

In the following sections, we will use the following notation: variables or liter-
als with a subscript f are assumed to be calculated in floating-point arithmetic
whereas a subscript r indicates that calculations are assumed to be carried out
with real values. Variables that only differ in subscript refer to the same calcu-
lations only differing in the type (float/real) in which they were executed. E.g.
varr = 0.1r + 0.2r would be a real-valued assignment. Then varf refers to the
same calculation carried out with floats instead of reals and introduces rounding
errors (which results in varf = 0.30000000000000004, if calculated as IEE 754
float). If the type is clear from context we may leave out subscripts. Furthermore,
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we will use the terms floating-point numbers or floats interchangeably and will
use those terms to refer to the general format of floating-point numbers rather
than the 32-bit precision as defined in several typical programming languages.

2.1 Floating-Point Format

Floating-point numbers are widely used as a means to represent real numbers
with finite precision. The format most commonly used is the following: Floats
are represented as a triple (s,m, e) where s is the sign of the number, m is the
mantissa and e is an exponent (basically moving the “point” around, hence the
name). The value of such a triple is s × (1.m)× be, where b is a predefined basis
(commonly 2 or 10). In this work, we consider the floating-point standard IEEE
754, which is the most commonly used standard. It defines two main versions for
floating-point numbers with different precision: 23 resp. 52 bits for the mantissa
and 8 resp. 11 bits for the exponent (and 1 sign bit). These are commonly known
as float resp. double types in programming languages such as Java or C. The
IEEE standard defines several properties that implementations have to satisfy.
The most important property for this work is that certain operations have to be
rounded to the nearest representable floating-point number [6]. These operations
include addition, subtraction, multiplication, division and taking the square root
among others. In the remainder of this paper, we will call these operations base
operations.

The IEEE standard also defines several special values including NANs (“not a
number”) as well as positive and negative infinity. However, for this work, these
special values can be ignored as they never occur in the relevant calculations
(which is important for the following considerations).

2.2 Some Fundamental Observations About Floating-Point
Numbers

In this section, we will make two very fundamental observations about the nature
of floating-point numbers which will allow us to find more interesting properties
later on regarding the use of floating-point numbers in the context of quantum
computations.

Observation 1 (Distance between floats). The distance between two con-
secutive floats is increasing (or equal) for increasing absolute values. More for-
mally: If FP is the set of all floats, then, for all x, y ∈ FP , |x| > |y| implies
|nf(x)| − |x| ≥ |nf(y)| − |y| (where nf(·) is the floating-point number with the
next biggest absolute value).

Proof Sketch: As the sign bit does not change the absolute values we can ignore
it here. If the exponent of two floating-points is identical, then the difference
between the two values just depends on the position of the mantissa bit that is
changed. Thus changing a bit with higher significance also increases the differ-
ence. Since changing the exponent is essentially just shifting the bits around the
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“point”, this is true for different exponents as well. Note that changing a man-
tissa bit will always result in a smaller value change than changing the exponent
as the exponent changes the value by exactly one order of magnitude while the
mantissa only changes the value within one magnitude.

Using this observation, we can bound the error of each floating-point opera-
tion given a bound on the size of the result of the operation.

Observation 2 (Error bounds for floats). If the result of some base opera-
tion is known to be in some interval [−bf , bf ], then the maximum rounding error
associated with this operation is (|bf − pf (bf )|/2)r (where pf(·) is the floating-
point number with the next smaller absolute value).

Proof Sketch: A direct consequence of Observation 1 is that the largest rounding
error occurs when the result is right between the largest and second-largest
absolute values in the interval. Thus the resulting error would be half the distance
between those two values.

Consider the following example: The addition of two floating-point values,
each taken from the interval [0.0, 10.0], is known to result in a value in the interval
[0.0, 20.0]. We can simply look up the biggest floating-point value smaller than
20.0 to be 19.999998 and, thus, know that the maximum error for this kind of
operation is (20.0−19.999998)/2.0 = 0.000001. Similarly, for the same operation
with double precision, we get a maximum error of (20.0−19.999999999999996)/
2.0 = 2 × 10−15.

2.3 Charaterizing Floating-Point Errors for the Simulation
of Quantum Circuits

In this section, we make further observations leading to the possibility to bound
the maximum rounding errors occurring during a simulation of a given quantum
circuit. We start by realizing that any floating-point computation occurring in
the simulation of a quantum circuit is restricted to a very small subset of all
possible floating-point values.

Observation 3 (Value of range for quantum circuits). All real numbers
(complex numbers are considered to be two real numbers) occurring in a quantum
computation are in the interval [−1.0, 1.0].

This can be seen by the fact that every quantum state |φ〉 is normalized and,
thus, ||φ〉| = ∑n

i=0 |φ[i]|2 = 1, which implies |φ[i]|2 ≤ 1. Let φ[i] = x + yi where
x, y ∈ R. By the definition |φ[i]| =

√
x2 + y2 of the absolute value of a complex

number, we know that |φ[i]|2 = x2 + y2 ≤ 1, which leads to the aforementioned
observation that |x| ≤ 1 and |y| ≤ 1 or equivalently −1 ≤ x ≤ 1 and −1 ≤ y ≤ 1.

The same is true for any value that occurs in a unitary matrix. An easy way
to see this is by the fact that one property of unitary matrices is that their rows
are orthonormal. Thus any row has length 1 and the same argument as above can
be applied. Notice that the property observed above does not rely on the strict
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normalization constraint. Rather we can relax this constraint to be ||φ〉| ≤ 1.
The arguments are identical to the ones used above. Thus, any quantum state
(normalized or not) with a length less or equal to 1 can be represented with
real values only from [−1, 1]. Using Observation 2 and 1 we can see that if all
occurring values are in the interval [−1, 1] the maximum possible rounding error
per operation during the simulation of quantum circuits is 3 × 10−8 for single
precision and 5× 10−17 for double precision (assuming only base operations are
needed). We will call this maximum error ε and use ε as a placeholder for the
value corresponding to whichever precision we are talking about. Note that this
is a very coarse overapproximation of the error that the use of floating-point
arithmetic may introduce. We will later discuss one possibility to improve that
approximation. For now, however, we will be content with a generic ε as the
upper bound for the error introduced per operation.

Now that we have found an upper bound for rounding errors in quantum
circuits we want to characterize the maximum error of simulating a circuit. To
do so, we need to compute a limit on the number of operations needed to do so. In
the following when we talk about simulation of quantum circuits we will consider
the approach where quantum states are vectors in an n-dimensional complex-
valued Hilbert space and quantum gates are simulated as matrix multiplications.
We will call this approach a standard simulation (although we are aware that
other methods exist). We start by computing the number of base operations
needed to calculate the effect of a single gate on an arbitrary quantum state.

Observation 4 (Number of operations to simulate a gate). Computing
the effects of the application of a gate described by a unitary matrix to a given
quantum state can be done with n × (6n + 2(n − 1)) = n × (8n − 2) = 8n2 − 2n
float/real-operations where n is the size of the quantum state.

A matrix multiplication can be considered as computing each element of the
resulting vector separately. Each of these computations consists of n multipli-
cation and n − 1 additions (multiplying the row of the matrix with n elements
with the elements of the vector and then adding those up). However, in the
general case, all those elements are complex values which means addition and
multiplication have to be done with complex values. Adding up two complex
values requires the addition of 2 real values and multiplying two complex values
requires 4 multiplications as well as 2 additions. This leaves us with a total of
2 operations per complex addition and 6 operations per complex multiplication.
Thus, for n complex multiplications, we need 6n real operations and equivalently
for n − 1 complex additions we need 2(n − 1) operations. Since there are n ele-
ments in the vector and the operations have to be done for each of them we get
a total number of operations of n × (6n + 2(n − 1)) = n × (8n − 2) = 8n2 − 2n.

Observation 5 (Number of operations to simulate a measure-
ment). Computing the effects of a measurement of one qubit given a quantum
state can be done with 5 × n

2 + n
2 − 1 + n

2 = 7n
2 − 1 float/real-operations where

n is the size of the quantum state.
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A measurement consists of two parts. Calculating the probabilities with which
each outcome will occur and adapting the state according to the measurement.
Calculating the probability of measuring 0 for a certain bit in a given quantum
state is done by adding up all squared absolute values of half of the elements
of that state (the other half constitutes the probability of measuring 1). Since
computing the absolute value of a complex number |c| = |a + bi| = √

a2 + b2

can be done with 2 multiplications, 1 addition and 1 square root a total of 5
operations is needed. Adding up all those n

2 values takes n
2 − 1 operations thus

computing the probability takes 5 × n
2 − 1. Normalizing the state can be done

with n
2 operations as normalizing is effectively just multiplying the state vector

with a scalar. However, we know that after a measurement at least half of the
elements of that vector are equal to 0 thus leaving only n

2 operations. This results
in the final number of operations of 7 × n

2 − 1 per measurement.
Using the last two Observations we can now compute the total number of

operations needed for the standard simulation of a quantum circuit.

Observation 6 (Number of operations for quantum circuits). The final
state of a quantum circuit with q qubits, g gates and m measurements can be
computed using g × (8× 22q − 2× 2q) +m × (7× 2q−1 − 1) real/float operations.

This is basically a direct result from Observation 4 and 5. Since the state
size of a quantum state with q qubits is 2q and each application of a gate is
equivalent to one matrix multiplication, the given number of operations follows
directly.

As we have characterized the amounts of operations needed to simulate a
quantum circuit and the maximum error each operation can carry, we can now
quantify the maximum error that can occur when simulating a quantum circuit
in the way we depicted.

Theorem 1 (Maximum error of quantum circuit). Given a quantum cir-
cuit with q qubits, g gates and m measurements, the maximum error for each
element of the final state resulting from a standard simulation is: (g × (8× 22q −
2q) + m × (7 × 2q−1 − 1)) × ε.

This follows directly from our previous Observations 6 and 2 with one small
adaptation. Due to the fact that each element of a unitary matrix may be subject
to rounding errors, we additionally account for a maximum error of n×ε = 2q×ε
this may introduce. The reason why this is not quadratic but only linear in the
size of the vector will become evident in Sect. 2.4. Theorem 1 allows us to bound
the error on the calculated probability distribution for a given circuit.

We have now characterized the maximum rounding error possible in the sim-
ulation of quantum circuits. To reason about how this might affect the observed
measurement results we realize the following: For a lot of quantum algorithms,
the full probability distribution is not of interest. In fact, for major quantum
algorithms, it suffices to know which state is measured with the highest proba-
bility. Neither the exact probability nor the total order of all possible states is
relevant as the most likely result encodes the solution to the problem at hand.
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Examples of such algorithms include the Deutsch-Josza [3], the Shor [11], and
the Grover [7] algorithm. Assuming this property of an algorithm we can use our
analysis of floating-point rounding errors to reason about whether such rounding
errors could possibly affect the outcome of an algorithm. Or put differently: if
the most likely observed bit sequence obtained by measurements could be differ-
ent for simulations and real quantum computations. This is the case if the most
likely and second most likely measurements differ by less than the rounding error
that can at most occur. We state the following theorem capturing the relation
between the errors possibly occurring and the possibility that the observed result
is not the actually correct one.

Theorem 2 (Perturbance of most likely measurement).
Given

– the probabilities p1f and p0f to measure 1 and 0 for some qubit in some
quantum state

– and the number of floating point operations k necessary to compute p0f

|p1f − p0f | > (k + 4) × εf implies p0f < p1f ↔ p0r < p1r.

Proof Sketch: If p0f is computed using k floating-point operations and each of
these operations can (by Observation 2) introduce a rounding error of at most
ε. The computed value of p0f can be off by at most k × e. The value of p1f can
then be computed with one operation p1f = 1.0f −p0f . The total rounding error
can thus at most be (k+1)× ε. So if the difference between the two probabilities
is greater than the maximum possible rounding error then the order of them can
not be affected by rounding errors. As the inequality |p1f − p0f | > (k + 4) × εf
introduces three floating-point operations itself we use k + 4 instead of k + 1
operations and thus allow this expression to be evaluated as floats rather than
reals. This allows us to show the irrelevance of floating-point errors purely in the
domain of floats.

Using the same logic, we can also derive the maximum rounding error for
which the most likely observed measurement is guaranteed to be unchanged by
rounding errors.

Observation 7 (Maximum allowed rounding error). The most likely
observed result of a circuit and its simulation do not differ as long as the maxi-
mum error ε per operation in the simulation is bound as follows:

εr <
pf − (1 − pf )

k

where k is the number of operations to calculate the final state and pf is the
probability of observing the most likely result in the simulation.

This is obtained by rewriting the inequality derived in Theorem 2.
Instead of using k as a given number of operations, we can again calculate

the number of operations necessary for a circuit with q qubits, g operations and
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m measurements: g × (8× 22q − 2× 2q) +m × (6× 2q−1 − 1). Using this we can
rewrite the bound for the maximum error in Observation 7 as:

εr <
pf − (1 − pf )

g × (8 × 22q − 2q) + m × (6 × 2q−1 − 1)

As an example let us consider the Deutsch-Josza Algorithm for a function
with 3 bits. The circuit to solve this problem has 4 qubits and 9 gates (assuming
a given oracle as one gate). Additionally, we know that the algorithm returns the
correct result with 100% probability. Using this information we can determine
the maximum allowed rounding error:

ε <
1 − (1 − 1)

9 × (8 × 22×4 − 24) + 3 × (6 × 24−1 − 1)
=

1
18429

≈ 5, 4 × 10−5

Notice how despite that being a 100% theoretical success the probability of
the allowed error gets quite small as we consider a very coarse overapproximation
of the error here. On the other hand, even for single precision floating-points,
this is still magnitudes away from the actual maximum error which we showed to
be 3×10−8. However, due to the exponential scaling in the number of qubits for
the same amount of gates at 9 or more qubits this threshold gets broken. On the
other hand, the same logic applied to a circuit with 10000 gates and 15 qubits
but using doubles instead of floats still allows us to show the absence of relevant
floating point errors. As a final example consider a circuit with 1000000 gates
and 50 qubits (which is around what current HPCs can simulate) and the most
likely result being observed with a probability of 70%. The resulting maximum
allowed error would be approximately 6.9 × 10−38. This is beyond the scope
even of double precision however we could use this to determine the necessary
precision for such a circuit.

2.4 Improve the Error Bound

We already talked about the fact that we can do much better than the coarse
overapproximation introduced in Observation 7. This has to do with the fact that
by multiplying unitary matrices and normalized vectors we basically calculate
the dot product of two unit vectors multiple times. But a unit vector has the
obvious property that increasing one of its elements always has to come with the
decrease of another element. Thus, the maximum error can not occur for each
operation (because this would imply that all operations have a result very close
to 1). Using this intuition we arrive at the following theorem:

Theorem 3 (Maximum floating-point error for unit vector dot prod-
ucts). Calculating the dot product of two unit vectors with length n has a max-
imum error of (n + 1) × ε.

Proof Sketch: To break down this theorem we decompose the dot product. A dot
product of two vectors of length n consists of n multiplications and n − 1 addi-
tions. We will discuss the rounding error resulting from the multiplications first.
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To do so consider the intervals of [2−i, 2−i+1) for all i > 0. These intervals cor-
respond with the intervals in which the distance between two consecutive floats
is always the same. Additionally, this distance decreases/increases by a factor of
2 when increasing/decreasing i by one. For example the distance between two
consecutive floats in the interval [0.5, 1.0) is twice as big as the distance between
two consecutive floats from the interval [0.25, 0.5). Conversely, the maximum
number of float that sum to 1.0 out of each interval is inversely correlated to the
distance between the floats in this interval. For the previous example: At most
2 floats from [0.5, 1.0) can sum to 1.0 (exactly 0.5 two times) and equivalently
at most 4 floats from the interval of [0.25, 0.5) can sum to 1.0 (exactly four
times 0.25). Furthermore, we know that the maximum rounding in any inter-
val is equivalent to the maximum distance between two floats in that interval
(modulo factor 2). So the maximum rounding error if only using floats of the
interval [0.5, 1.0) is 2 × ε. We can now replace any value of this interval with at
most 2 values of the next smaller interval however as we increase the number
of elements by a factor of two the maximum rounding error decreases by the
same factor. So the maximum rounding error overall stays identical. Using this
argument recursively we can see that the maximum combined rounding error of
all n multiplications is bound by 2× ε. This argument can be applied as long as
the results of the multiplications are great enough to be representable as floats
and are not rounded to 0.0.

The sum of all those products is unfortunately more prone to errors as the
possibility of adding small values to big values multiple times is the opportunity
for more errors. Thus we can only limit the error to (n − 1) × ε as all additions
add an error of e in the worst case (as they may all be carried out in the biggest
interval from above). This leads to a maximum error of (2+n−1)×ε = (n+1)×ε
for a dot-product of vectors of length n.

For simplicity, we argued with real-valued vectors here. An analogous argu-
ment can be made for complex-valued vectors which increases the maximum
rounding error by a constant factor of 4 only.

3 Practical Application

In this section, we are going to show how the theoretical considerations we made
in the previous section can be used in an existing tool to prove the absence of
relevant rounding errors and thus prove soundness.

3.1 The Verification Tool QIn

In [9], we presented a tool that is able to prove the correctness of quantum circuits
based on a translation of the circuits into a classical host language followed by the
application of a verification tool. In the paper mentioned above, we used JJBMC
[1] as a verification tool which is a bounded model checker for Java annotated
with JML. The basic idea for the translation is that one can automatically
translate a given quantum circuit into an equivalent Java program using the
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standard matrix representation of quantum gates. The main drawback of this
approach is that the translation into Java introduces floats instead of reals as the
main algebraic data type. As we discussed, this will introduce rounding errors,
and as long as these are not bounded or somewhat quantified the resulting
verification becomes unsound.

3.2 Implementing the Approach

As QIn introduces floats in its translation it is a perfect match to implement
the theoretical considerations we made in Sect. 2. Given a quantum circuit, we
can add appropriate assertions after each measurement thus showing that the
occurring floating-point errors are not relevant regarding the most likely result.
In particular, we use Theorem 2 and turn it into a Java assertion. This can
be checked by the verification tool along with all other proof obligations to
show the absence of relevant rounding errors. An example of a translation of a
measurement including such an assertion is given in Listing 1.1. The two variables
measureProb1 and measureProb2 capture the probability of each outcome of the
measurement. This can then be used to decide which measurement outcome is
more probable and thus will be applied. The state gets updated accordingly and
the result is stored in measureVar. Eventually, we add an assertion to check
whether or not the probabilities for each outcome are far enough apart such
that rounding errors could not have influenced their order. We extended QIn to
allow for the automatic addition of soundness assertions as described above. The
translation remains fully automatic and the soundness check may be toggled on
or off via a command line option. No additional user input is necessary as we
can derive the number of necessary operations during the translation process.

Listing 1.1. Example of the translation of a measurement including the assertion
guaranteeing irrelevance of floating-point errors (maxError varies depending on context)

boolean $$_measureVar ;
$$_measureProb1 = q0 [ 0 ] ∗ q0 [ 0 ] + q0 [ 1 ] ∗ q0 [ 1 ] + . . . ;
$$_measureProb2 = 1 .0 f − $$_measureProb1 ;
i f ( $$_measureProb2 > $$_measureProb1 ) {

q0 = new f l o a t [ ] { 0 . 0 F , 0 .0F , 0 .0F , . . . } ;
$$_measureVar = true ;
a s s e r t $$_measureProb2 > $$_measureProb1 + maxError ;

} e l s e {
q0 = new f l o a t [ ] { q0 [ 0 ] , q0 [ 1 ] , q0 [ 2 ] , . . . } ;
$$_measureVar = f a l s e ;
a s s e r t $$_measureProb1 > $$_measureProb2 + maxError ;

}

3.3 Evaluation

Using the implementation outlined in the previous subsection we were able to
prove that for all existing case studies of QIn, the translation of the circuits



On Rounding Errors in the Simulation of Quantum Circuits 147

into Java was not introducing relevant floating-point errors (based on the obser-
vations made in Sect. 2). Not only that but the additional proof obligations
introduce only minor increases in run time of the verification tool for almost all
case studies. We observed that the times for verification with and without the
additional assertions are very similar. A table comparing run times with and
without soundness assertions is given in Table 1.

Table 1. Overview of all Case Studies presented in the QIn paper with the number of
gates and qubits as well as the time to verify with and without soundness assertions

Case Study #gates #qubits time w/o
soundness (s)

time w/
soundness (s)

BB84 3 1 2.0 1.8
DeutschJozsa 9 4 5.0 6.8
Grover 10 2 2.6 2.9
GroverBroken 10 2 2.1 2.4
Shor 15 7 19.3 (period) +

20.1 (rest)
31.3 (per) + 20.1
(rest)

SuperdenseCoding 6 2 1.9 2.4

4 Related Work

Considering the pitfalls of floating-point arithmetic is a topic that has been
examined by many researchers under various different aspects. Several general
examinations have been published that tackle floating-point arithmetic and its
challenges as a whole (e.g. [6,10]). This differs from our approach in that we use
a subset of floating-point numbers (e.g., only from a certain interval) as well as
operations (e.g., only base operations) and try to exploit the special properties
that come with those restrictions (including the fact the special values are not
a concern for us).

Additionally, there is a plethora of tools and approaches that tackle the chal-
lenge of verifying floating-point programs on different languages and abstraction
levels. Examples of such work include support for floating-point arithmetic pro-
vided by Why3 [5]. Also, floating-point arithmetic was formalized in several well-
known interactive theorem provers which allow the verification of complex prop-
erties [2,8,12]. However, all these approaches require a relatively high amount
of user interaction in order to conduct proofs. In contrast, our approach focuses
on a very small set of properties that we are able to prove fully automatically
without additional user-provided specifications or other input.

In the area of verifying or simulating quantum circuits, floating-point arith-
metic apparently has not caught too much attention yet. Fatima and Markov [4]
acknowledge the potential errors floating-point arithmetic may introduce and
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present methods to reduce the number of operations needed for simulating quan-
tum circuits. Combining our approach with their ideas seems like a promising
direction for further research.

5 Conclusion

In this work, we have demonstrated how properties of floating-point arithmetic
can be exploited to formally prove that rounding errors do not exceed defined
bounds. We use this knowledge to derive conditions under which the simulation
of a given quantum circuit will always compute the most likely result correctly
– regardless of any rounding errors. Furthermore, we show how this can be
implemented in an existing verification tool for hybrid quantum programs to
prove its soundness. We show that with this combined approach a number of
well-known quantum algorithms including Shor, Grover, and Deutsch could be
proven correct and any type of perturbance through rounding errors could be
ruled out.
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Abstract. Quantum Neural Networks (QNNs) use sets of training
samples supplied as quantum states to approximate unitary operators.
Recent results show that the average quality, measured as the error of
the approximation, depends on the number of available training samples
and the degree of entanglement of these samples. Furthermore, the lin-
ear structure of the training samples plays a vital role in determining the
average quality of the trained QNNs. However, these results evaluate the
quality of QNNs independently of the classical pre- and post-processing
steps that are required in real-world applications. How the linear struc-
ture of the training samples affects the quality of QNNs when the classical
steps are considered is not fully understood. Therefore, in this work, we
experimentally evaluate QNNs that approximate an operator that pre-
dicts the outputs of a function from the automotive engineering area. We
find that the linear structure of the training samples also influences the
quality of QNNs in this real-world use case.

Keywords: Quantum Neural Networks · Entanglement · Risk
function · No-Free-Lunch

1 Introduction

The field of Quantum Machine Learning (QML) aims to employ quantum com-
puters for solving machine learning tasks [6,17]. One such task is the reproduc-
tion of quantum operators using Quantum Neural Networks (QNNs) [3,7,10].
Similar to classical machine learning, QNNs are trained by adapting a given
model in a supervised fashion until it can reproduce the given operator faith-
fully. However, as opposed to classical machine learning methods, QNNs can
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make use of the properties inherent to quantum computers to improve this train-
ing process. For example, entangled quantum states can be used to improve the
generalization error after training [18,22].

For classical training data, however, the data has to be transformed into
quantum states first to perform the training process [4,11,25]. Similarly, the
predictions of the QNN have to be extracted from the measurements on the
quantum computer [5]. Thus, training and using QNNs is a hybrid quantum-
classical task that requires classical pre- and post-processing in addition to the
classical optimization of quantum circuit parameters [11,24]. How these steps
are performed influences the quality of the resulting QNNs.

In particular, the encoding of training data as quantum states influences the
linear structure of the resulting quantum training samples. The linear structure
includes the degree of entanglement of the prepared quantum states [18], as well
as their linear independence and orthogonality [12]. Previous work has shown
that this linear structure plays a critical role in predicting the quality of QNNs
after the training process: Theoretical estimates for the QNN quality indicate a
reduction in the quality of a trained QNN if the used training samples are linearly
dependent or orthogonal [12,18]. However, these results evaluate the expected
performance of QNN algorithms with respect to all possible operators that are to
be approximated. Thus, it is unclear whether or not these results readily apply
to practical applications of QNNs, where only one specific operator is of interest.

Therefore, in this work, we apply QNNs to a specific problem from automo-
tive engineering: predicting the movement of a car’s suspension system depend-
ing on road conditions. We use a quantum implementation of this predictor as a
black box operator to study the effect of different compositions of training inputs
on approximations of this operator. This is done by experimentally comparing
the average quality of trained QNNs with respect to the black box operator on
a simulator. This investigation highlights the importance of the state prepara-
tion operator in training QNNs, showing that certain ways of preparing training
samples on the device are detrimental to the quality of the trained QNN.

This paper proceeds by introducing the operator that is approximated in this
evaluation and presenting the background and the motivation for this work in
Sect. 2. Section 3 presents related work on QNNs and the training data structure.
Section 4 describes the quality measures used in our experiments and the setup
and input data used. The experiment results are presented and discussed in
Sect. 5 and summarized in Sect. 6.

2 Background and Motivation

This section introduces the fundamentals for QNNs training in Sect. 2.1. To
study the effect of different compositions of training samples for QNNs, we use
an application from automotive engineering. This application is described in
detail in Sect. 2.2, before showing existing results on how QNN training benefits
from entanglement (Sect. 2.3). These existing results provide the motivation for
this work, which is further elaborated in Sect. 2.4.
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2.1 Quantum Neural Networks

QNNs are used to approximate unitary operators on quantum computers by
approximating this operator’s behavior on a set of training samples [3,8]. The
operator U : HX → HX that is approximated is referred to as the target operator
and the QNN that is learned using the training data is referred to as the hypoth-
esis operator. The operator U acts on the d-dimensional Hilbert space HX . The
training data is a set S = {(|ψj〉, |φj〉) | 1 ≤ j ≤ t} containing training input-
output pairs, where each output is obtained by applying the target operator to
the associated input: |φj〉 = U |ψj〉.

In this work, we use Parameterized Quantum Circuits (PQCs) [5,9,16,20]
to implement the QNN. A PQC is a quantum circuit V (�θ) that is parameterized
by a collection of real numbers �θ that are adjusted during the training process.
The goal is to obtain a set of optimal parameters �θ∗, such that the deviation of
the outputs V ( �θ∗)|ψj〉 from the expected outputs |φj〉 is minimal for each pair
(|ψj〉, |φj〉) ∈ S [3,18]. This deviation is minimized by maximizing the fidelity
|〈φj |V (�θ)|ψj〉|2 [13]. Thus, the training process minimizes the loss function

L(�θ) := 1 − 1
t

t∑

j=1

∣∣∣〈φj |V (�θ)|ψj〉
∣∣∣
2

. (1)

Herein, t = card(S) is the size of the set of training samples. Since the loss func-
tion calculates the average deviation of the outputs with respect to S, minimal
loss implies that the QNN can reproduce the training samples correctly. In the
following, we refer to a QNN that is trained using S as VS .

2.2 Predicting Suspension Movement

As the target operator for our work, we consider a use case from the automotive
engineering process: a predictor for the chassis movement of a car driving on a
bumpy road. We use a simulation model of a simplified car, which is made up of
a rigid chassis body that sits on a suspension system comprised of springs and
dampers. Using the simulation model, different dynamic behavior can be deduced
in the systems transfer function, mapping road excitation at a given frequency
ν ∈ [0 Hz, 4 Hz] to the unitless ratio WU (ν) of vertical chassis displacement per
road bump height. This ratio is referred to as the displacement ratio. Figure 1
shows the displacement ratios within the applicable frequency range.

Therefore, this problem is a function mapping real-valued frequencies ν to
real-valued displacement ratios WU (ν). It is comprised of the quantum operator
U , which is used in a larger algorithm with two additional operators: the state
preparation operator SP(ν) and the readout operator M . These operators encode
the inputs and extract the outputs of the quantum circuit. The prediction of the
displacement ratio is performed by the operator U , which serves as the black
box target operator for the experiments. It was initially obtained by training
a PQC using classical data to reproduce the function in Fig. 1. We use four
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Fig. 1. The predictions of the simulation model using the unitary target operator U .
It maps the real-valued frequency of road excitations to the real-valued displacement
ratios according to the function in this plot.

qubits for this operator as this enabled us to reproduce the function accurately
in the initial training step. The state preparation operator SP(ν) encodes the
frequency ν as an input state |ν〉 = SP(ν)|0〉 for U . It is implemented using RZ
and RY rotations [2] that are parameterized by ν. After applying U , the readout
operator extracts the displacement ratio from the state U |ν〉. This is achieved by
performing measurements to estimate the expectation value of U |ν〉 with respect
to an observable O. The readout operator uses the observable O = (|0〉〈0|⊗I⊗3)
since its expectation value can be calculated by simple one-qubit measurements.
Lastly, since the expectation value is in the interval [0, 1], it is rescaled with the
maximal possible displacement ratio s that is predicted according to the function
in Fig. 1. Thus the quantum circuit computes

WU (ν) = 〈ν|U†OU |ν〉 · s. (2)

2.3 QNN Training with Entangled Training Samples

In this work, we use QNNs to reproduce the target operator U that is used in
the chassis-movement prediction circuit WU (ν). During the training of any QNN
VS , its accuracy is evaluated by the loss function (Eq. (1)). However, the loss
function gives no indication of the quality of the hypothesis unitary on inputs
that are unknown during training. To describe the quality of a QNN on unknown
inputs, the risk R(U, VS) is used [12,15,18]. The risk is the average deviation
between the expected output U |x〉 and the actual output VS |x〉 with respect to
all possible inputs |x〉 ∈ HX [12]. There are theoretical bounds on the expected
risk in QNN training that can be used as estimates [15,18].

Particularly, the Quantum No-Free-Lunch (QNFL) theorem [15,18] gives a
lower bound for the expected risk EU [ES [R(U, VS)]] with respect to all possible
operators U and all possible sets of training samples S. It shows that the lower
bound for the expected risk can be reduced by either increasing the number of
training samples t or by using training samples of a high degree of entangle-
ment [18]. This relationship is captured by the inequality
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Fig. 2. One iteration of the optimization loop when training a PQC V (�θ) with entan-
gled states. Although the individual summands in the cost function are calculated with
respect to the combined system HX ⊗ HR, the PQC is applied to HX only.

EU [ES [R(U, VS)]] ≥ 1 − (rt)2 + d + 1
d(d + 1)

. (3)

Herein, the degree of entanglement r is given by the Schmidt rank [13,18] with
respect to the factorization HX ⊗ HR and d = dim(HX). Thus, the individual
training sample inputs |ψ〉 and outputs |φ〉 are elements of a combined space
HX ⊗ HR, where HR is referred to as the reference system. Figure 2 shows one
iteration of the adapted training process when a reference system is used for
training a PQC with entangled quantum states. Since V (�θ) is applied to HX

only, the output of the QNN for an input |ψ〉 is |φ̃〉 = (V (�θ) ⊗ I)|ψ〉. The loss
function then averages the fidelity |〈φ|φ̃〉|2 with respect to S.

According to Eq. (3), the quality of the trained QNN is not governed solely by
t but instead by the product r · t. Therefore, sets of training samples comprised
of t states of Schmidt rank r have the same lower bound for the risk in Eq.
(3) as sets of training samples comprised of r · t states of Schmidt rank 1 [12].
However, this does not necessarily imply that this lower bound is saturated for a
particular instance of minimal loss. Theoretical results show that two properties
of the linear structure of the training samples influence the risk after training
negatively. In particular, for pairwise orthogonal training samples or for linearly
dependent training samples, the lower bound for the expected risk after training
in Eq. (3) is not reached [12].

2.4 Motivation and Research Question

Although the theoretical restrictions on the structure of the training samples
to minimize the risk in QNN training are known, so far these restrictions have
only been experimentally evaluated for randomly generated target operators [12].
These experiments show that the risk increases depending on the linear struc-
ture of the training samples. However, they consider the average risk over all
possible target operators, independently of possible pre- and post-processing of
the algorithms [12]. Whether or not this increase in average risk also affects spe-
cific real-world use cases for QNNs is not fully understood. Therefore, in this
work, we investigate the effect of the linear structure on the quality of a QNN
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in a real-world use case. As the use case, we consider the chassis movement pre-
dictor operator WU (ν) presented in Sect. 2.2. Hence, the research question we
investigate in this work is: How does the structure of the input data influence
the quality of a QNN for chassis movement prediction? To answer this research
question, we first discuss and select the applicable ways to measure the quality
of the QNN prediction with respect to WU (ν). We then experimentally evaluate
QNNs that reproduce U on a simulator using training samples of varying linear
structure using this quality measure.

3 Related Work

The theoretical results on QNFL theorems presented by Sharma et al. [18] and
Poland et al. [15] build the fundamentals for the experiments in this work. These
works give the bounds on the risk for arbitrary sets of training samples. For
certain restricted sets of training samples, such as pairwise orthogonal and lin-
early dependent sets, these bounds are reevaluated and experimentally compared
in [12]. These works evaluate the expected QNN quality with respect to all pos-
sible unitary target matrices and show that, in the worst case, an exponential-
sized set S is required for the best approximations. However, Caro et al. [7]
show that the required amount of training data is reduced when only efficiently
implementable target operators are considered.

Our experiments require that the loss function for each training step is cal-
culated by a quantum operator exactly. In practice, however, this loss function
is estimated using a finite number of measurements. Wang et al. [23] show that
the benefit of using entangled samples in QNN training is dependent on this
number of measurements. Thus, their theoretical investigation serves as further
guidelines on when training using entangled samples is beneficial.

4 Methods and Experiment Design

To answer the research question posed in Sect. 2.4, we experimentally evaluate
the quality of QNNs that approximate the operator U . These QNNs are trained
with training samples of varying linear structure on a simulator to compare the
effect on the QNN quality. For this experimental evaluation, it is first required
to specify how the quality of predictions for the displacement ratio (Eq. (2)) is
measured. Thus, Sect. 4.1 describes the different error functions that are used in
this work to evaluate the approximation quality. Afterward, Sect. 4.2 describes
the properties of the different structures of training samples that are investigated,
and Sect. 4.3 presents the experiment setup and implementation.

4.1 Quality Measurements

The first measure for the quality of the learned operators VS is the risk. The
risk is given as the average distance between the expected output U |x〉 and the
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actual output VS |x〉 with respect to all possible inputs, i.e., all possible four-
qubit states |x〉 ∈ H⊗4 in our case. Since we train QNNs on a simulator, we
can extract VS as a matrix from the simulator. This allows to use an equivalent
representation of the risk [15,18] to calculate it in our experiments as

R(U, VS) = 1 − d +
∣∣Tr[U†VS ]

∣∣2

d(d + 1)
, (4)

for the d = 24 dimensional operator U from Sect. 2.2. Since
∣∣Tr[U†VS ]

∣∣2 is max-
imal if and only if VS = U (see [12]), Eq. (4) further shows that the risk is
minimal for exact reproductions of the target operator U .

Although the risk measures how well the QNN approximates the target oper-
ator U , it comes with two downsides. First, extracting the exact matrix that is
learned by the QNN is not possible on a quantum computer. Thus, calculating
Equation (4) as described above is not always possible. Second, the risk consid-
ers the quality of the QNN outputs with respect to all possible inputs. However,
for our use case, only QNN outputs for inputs that are prepared by the state
preparation operator SP (see Sect. 2.2) are relevant. Therefore, we consider a
second measure for the quality of a QNN in the following.

Like the target operator U , the hypothesis operator VS is used in a larger
circuit WVS

(ν). The displacement ratio WVS
(ν) is the relevant quantity to mea-

sure the quality of VS , when applied in the context of this application. There-
fore, we use a function that quantifies the error with respect to the real-valued
functions WU (ν) and WVS

(ν). A common choice for comparing functions is the
squared error or L2-loss (WU (ν) − WVS

(ν))2 [17]. To approximate and compare
the squared error over multiple hypothesis operators using a finite set of evalu-
ations, we compute the mean squared error (MSE):

R̂MSE(U, VS) =
1
N

N∑

i=1

(WU (νi) − WVS
(νi))

2
. (5)

Herein, N is the number of function evaluations and νi is sampled uniformly at
random in the applicable range [0, 4].

4.2 Structure of Training Samples

Since we strive to reproduce the target operator U with maximal precision, we
use training samples such that r · t = d. This implies using Eq. (3) that the
expected risk should be minimal after the training process. We evaluate if this is
the case using the above quality measurements for training samples of maximal
degree of entanglement and for training samples comprised of separable states.
This section describes the training sample compositions that are summarized in
Table 1, i.e. the different ways of composing sets of randomly generated training
samples of varying linear structure that are studied in the experiments.
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Table 1. The four different compositions of training samples for the experiments.

Training Sample
Composition

Description

MAX_ENT One maximally entangled training sample (Schmidt rank
r = d = 24). Since there is only one training sample in this case,
the studied sets of maximally entangled training samples are
always linearly independent and pairwise non-orthogonal

LD_NONORTHO Linearly dependent training samples of Schmidt rank 1 that are
pairwise non-orthogonal

LI_NONORTHO Linearly independent training samples of Schmidt rank 1 that
are pairwise non-orthogonal

LI_ORTHO Linearly independent training samples of Schmidt rank 1 that
are pairwise orthogonal

Maximal Entanglement. We randomly create sets of training samples com-
prised of only one maximally entangled training sample, referred to as MAX_ENT
in the following. The theoretical results in Sect. 2.3 show that the lower bound
for the expected risk in this case is zero. Thus, the experiments investigate if
this is also the case for concrete operators.

No Entanglement. As discussed in Sect. 2.3, there are two properties that
influence the theoretical bounds on the risk for QNN training in the absence
of entanglement. The first one is the linear dependence of the training samples.
Thus, we compare training samples that are linearly independent (referred to as
LI in the following) with training samples that are linearly dependent (referred
to as LD). The second property is the orthogonality of the training samples. This
property is evaluated by comparing sets of training samples that are pairwise
orthogonal (referred to as ORTHO) with sets of training samples that are pairwise
non-orthogonal (referred to as NONORTHO). Since it is not possible to create states
that are linearly dependent and, at the same time, orthogonal, three combina-
tions of these properties remain to be investigated for unentangled samples.

4.3 Implementation

The implementations and the results of the performed experiments are available
online1. For the experiments, we simulate the training process of PQCs VS using
the four different compositions for training samples. The target operator for this
training process is the operator U presented in Sect. 2.2. For the sets of training
samples S, we use SciPy [21] to randomly sample training inputs |ψ〉 ∈ HX ⊗HR

of the linear structure summarized in Table 1. For a detailed discussion on how
these requirements are enforced for random training sample inputs, refer to the

1 https://github.com/UST-QuAntiL/linear_struct_QNN.

https://github.com/UST-QuAntiL/linear_struct_QNN
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Fig. 3. We compare U and VS by computing the predicted displacement ratios WU (ν)
and WVS (ν) respectively and compute R̂MSE(U, VS) by averaging the squared difference
of these outputs.

appendix of [12]. The expected output |φ〉 for each training sample is computed
by performing the multiplication (U ⊗ I)|ψ〉 classically.

To obtain a sufficient number of evaluations to compute the average quality,
we perform the training process described in Fig. 2 for 100 different randomly
generated sets S for each composition. After the training process, we extract
the prediction of the hypothesis operators as described in Fig. 3. Thus, for each
trained VS , we evaluate WU (ν) and WVS

(ν) for N = 100 frequency inputs νi
selected uniformly at random and calculate R̂MSE(U, VS) according to Eq. (5).
Furthermore, we calculate the risk R(U, VS) for each operator according to Eq.
(4) by extracting the complex-valued matrix VS from the simulator.

As the PQCs for these experiments, we use an ansatz similar to the circuits
given in [20] implemented in Pytorch [14]. The ansatz is comprised of 25 layers
initiated by U3 gates, which entail generic single-qubit rotations with three Euler
angles as parameters on each qubit [2]. These are subsequently followed by a
circular application of CNOT gates on the qubits. The final layer of the ansatz
ends with an additional layer of U3 gates. Lastly, the optimization routine uses
the Pytorch implementation of the Adam optimizer [1] for 1000 iterations, where
each iteration equates to one calculation of the cost function for the whole set of
training samples S. We chose 1000 iterations since it allows us to reliably obtain
QNNs with L(�θ) < 10−4.

5 Experiment Results and Discussion

In order to answer the research question of this work, the average quality of
the QNNs for the different compositions of training samples is compared. The
results are summarized in Fig. 4. The markers in this plot show R̂MSE(U, VS)
and R(U, VS) for each composition of training samples. The error bars show
one standard deviation from the mean to indicate the spread of the obtained
risks. Additionally, the dotted lines indicate the expected risk w.r.t. all possible
quantum inputs for each composition of training samples. These expected risks
are calculated according to the bounds in [12].

The results presented in Fig. 4 show a clear relationship between the expected
risk and the experimentally evaluated average risk R(U, VS). The expected risk
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Fig. 4. Average of R̂MSE(U, VS) and R(U, VS) for each of the compositions of the train-
ing samples given in Table 1. The error bars show one standard deviation from the
average. The dotted lines indicate the lower bound for the expected risk.

Fig. 5. The effect of the increased risk for LD_NONORTHO and LI_ORTHO training samples.
This figure shows the learned unitary operators of the lowest error (solid lines) and the
highest error (dashed lines) for these cases.

is within one standard deviation of the actual risk after training. Thus, they
present additional evidence that, although the expected risk for QNNs is usually
given as a lower bound with respect to all possible operators, it can also be used
to estimate the performance of a learning algorithm in practice. Furthermore, an
increase in the average error for LD_NONORTHO and LI_ORTHO is present for both
R̂MSE(U, VS) and R(U, VS), which shows that this increase in risk also negatively
affects the classical predictions WVS

(ν) of the application.
In Fig. 5, we specifically highlight the effect of this increased error. This

plot shows the prediction of the displacement ratio WVS
(ν) using two learned

operators VS each for the cases with non-zero average risk (LD_NONORTHO and
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LI_ORTHO). The solid lines show the outputs WVS
(ν) for the operators with

the lowest risk, and the dashed lines show the outputs of the operators with
the highest risk. This plot shows that, although all operators were trained with
minimal loss, the latter outputs differ considerably from WU (ν).

6 Conclusion

The presented experiments highlight the crucial role of the linear structure of
training samples when training QNNs. The experiments show that the increase
in approximation error that was found when evaluating the average error over
arbitrary problem instances in previous work [12] also affects concrete problem
instances. For the application from automotive engineering that was considered
in this work, this error is apparent in the risk with respect to all possible quantum
inputs for linearly dependent and for pairwise orthogonal inputs. Furthermore,
even when the evaluation of the approximation error is restricted to only consider
the error of the classical outputs of the predictor application, the increase in
error is present. Thus, this work shows that the restrictions regarding the linear
structure of the quantum training data have to be observed when approximating
quantum operators, as they affect also the outputs of the overall application that
makes use of the QNN.

This study leverages quantum computer simulators to easily create necessary
quantum states for training. When dealing with target operators already repre-
sented as quantum circuits, as seen, for example, in quantum compiling [19,22],
accessing the operator on the quantum device achieves this. However, preparing
these states from classical data introduces further challenges in the QNN train-
ing process. Thus, in future work, we propose investigating the computational
complexity of the required state preparation operator.

Furthermore, for industrial applications such as the application from automo-
tive industry, this work brings QNNs closer to their real-life application. Using
QNN training it is possible to derive simpler quantum circuits for the target
operator, thus increasing its quality on noisy machines. We plan to continue our
research into this direction by examining larger operators in the future.
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Abstract. This work is a survey and a position paper towards a higher
abstraction in quantum computing (QC) programming frameworks and
software development kits (SDKs). Since in 2003, Peter Shor complained
about the limited increase in the number of QC algorithms [19], we see an
urgent need to bridge the gap between well-established classical physics
and quantum physics so that approaches become more intuitive, and
- hopefully - more quantum algorithms can be discovered. In service-
based hybrid QC frameworks, where algorithms need to be partitioned
into quantum and classical tasks, we look at the methods available and
the abstractions used.

For this paper we have investigated the various levels of abstraction in
Silq, Qrisp, OpenQl, Qiskit, Cirq, IonQ, and Ocean, which are originated
in the QC domain, as well as CUDA Quantum, rooted in the classical
software domain. With the rise of Large Language Models (LLMs), we
have also explored the capabilities of LLM-powered tools like GitHub
Copilot, which currently represents the top level of abstraction.

Keywords: Abstraction · Quantum Computing · Software
Engineering · Hybrid Systems

1 Introduction

Abstraction is a fundamental principle in software development that helps man-
age complexity, improve code readability, and enhance code reusability. It allows
developers to focus on essential aspects of a problem while hiding unnecessary
details [1,3]. In quantum computing, abstraction ensures hardware independence
as well [4]. To make quantum devices work, an interdisciplinary approach is
needed in two different domains:

– the physics domain, providing fundamental knowledge how to create devices
that follow the rules of quantum mechanics.
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– the computer science domain, which controls QC hardware, but also tries
to develop algorithms for solving a wide range of problems, preferably with
quantum advantage.

A huge progress1,2 has been made on quantum hardware in the last year,
but challenges like a high error rate or limited scalability still have a significant
impact on quantum software design [8]. Computation needs to be split between
classical and quantum devices, and thus between the two domains. As their
domain specific languages (DSLs) are remarkably different, adapting their levels
of abstraction would facilitate heterogeneous computing.

This paper is organized in the following manner. In Sect. 2, we present a
taxonomy of abstraction levels based on [15] and explore its impact from dif-
ferent points of view. In Sect. 3, we analyse the selected quantum computing
frameworks and SDKs for their overall properties, and especially, which kind
of abstraction they support. We evaluate, to what extend the revealed abstrac-
tions lead to a higher level of understanding. Finally, Sect. 4 draws a conclusion
on what to improve in the near future and briefly discusses possible long-term
developments.

2 Levels of Abstraction

In the computer science domain, we deal with different levels of abstraction.
Our software engineering goal is to translate high-level requests (e.g. “solve the
problem of climate change”) into low-level commands for devices that compute
possible solutions. Each level of abstraction represents a degree of complexity,
i.e. the higher the level of abstraction, the lower the level of complexity.

So we define the level of algorithms above the level of control flow abstraction
and data abstraction. As quantum computing is at a very early stage of devel-
opment, the concepts for programming quantum devices are focused at a very
low level (i.e. circuits and gates). Due to the nature of quantum physics, and -
not yet perfect - hardware, we are currently only able to create small programs
(circuits) that contain a very limited amount of global variables (qubits and
ancillas) with no loops but a small amount of control flow branching (controlled
gates). More abstractions such as control flow loops or garbage collection are
on the way (with loop unrolling and uncomputation), as described in the next
section.

From a classical software engineering point of view, with increased availability
of well-known abstractions used in the QC domain (e.g. arithmetic operations,
client-server, publisher-subscriber, . . . ) and more qubits, we will get more classi-
cal algorithms on quantum devices. QC devices will evolve to contain additional

1 Quantinuum Launches the Most Benchmarked Quantum Computer in the World;
https://www.quantinuum.com/news/quantinuum-launches-the-most-benchmark
ed-quantum-computer-in-the-world-and-publishes-all-the-data; 2023.

2 AQT erreicht Quantum Volume von 128; https://www.uibk.ac.at/de/newsroom/20-
23/aqt-erreicht-quantum-volume-von-128/; 2023.

https://www.quantinuum.com/news/quantinuum-launches-the-most-benchmarked-quantum-computer-in-the-world-and-publishes-all-the-data
https://www.quantinuum.com/news/quantinuum-launches-the-most-benchmarked-quantum-computer-in-the-world-and-publishes-all-the-data
https://www.uibk.ac.at/de/newsroom/20-23/aqt-erreicht-quantum-volume-von-128/
https://www.uibk.ac.at/de/newsroom/20-23/aqt-erreicht-quantum-volume-von-128/
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functionality. Hence transferring classical abstractions to the quantum domain
is one way to go. The other, much harder way for pure quantum computing is
to recognise, that we don’t have any solid mental model yet, on which to build
new quantum algorithms like those of Shor, Grover or HHL. One possible rea-
son might be human convenience, because it would require us to think radically
differently than we are used to. And after Mermin’s famous quote to better
“Shut up and calculate!” than to think of new ways in the quantum domain, it
seems difficult to motivate people to leave the established paths and to explore
new territories (which is considered as embarrassing by physicists such as Sean
Carroll).

Table 1 shows a selection of abstractions used for evaluation in the following
section. The items are ordered by increasing complexity.

Table 1. Taxonomy of selected abstractions.

3 Analysed SDKs

3.1 Silq - ETH Zurich

Created 2020. An imperative programming language [2] which claims to provide
a higher level of abstraction and to be more intuitive than traditional quantum
computing languages (e.g. Quipper [6]).

Benefits. Usage of subroutines with generic parameters. Increased readability
of code. Silq introduces a type system for classical and quantum data types.

Fig. 1. Silq: function definition with
parameter x, which is a variable array
of n boolean quantum states.

It allows (explicit) data type conversion.
Silq supports safe automatic uncomputing
(disentangling ancillas via qfree annota-
tion). It provides control flow pattern like
for/while loops and conditionals that
transform to proper gate representation.

Drawbacks. Silq’s domain specific lan-
guage is designed to be easily processed by the Silq parser, but does not necessar-
ily lead to better readability in the context of classical programming languages.
Silq provides no backend interface.
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Abstractions

– Data types 1,B,N,Z,Q,R (only B, which is boolean, is quantum-allowed)
– Control flow loops and conditionals
– Uncomputation3

Conclusion. Silq is a pionieer among quantum programming languages, as it
initiates the evolution from plain quantum circuits programming to imperative
programming with mixed data types. The claim to be “more intuitive” is clearly
within the domain of physics. In the domain of computer science many abstrac-
tions are partly counter intuitive - i.e. they evoke different meanings (e.g. τ^n
for a vector definition τ of length n, vs. τ to the n exponentiation) (See footnote
3). See Fig. 1.

3.2 Qrisp - Fraunhofer FOKUS

Created 2023. A programming language4, strongly inspired by Silq, and inten-
tionally similar to Qiskit. Qrisp is a modern Python framework for higher level
quantum computer programming. It offers a classically inspired type system,
with integrated floating point arithmetic and a RESTful backend interface.

Benefits. Qrisp is a lightweight framework using the Python idiom [20]
aiming towards user-friendly programming5. Qrisp defines base data types
like Qubit and Clbit (classical). It has a sophisticated qubit management
(QuantumVariable), and a sophisticated circuit management (parameterised
circuits) as well. Qrisp offers a fine grained abstraction for Operation and
Instruction. It provides additional quantum data types (e.g. QuantumArray
or QuantumDictionary) Qrisp supports safe (automatic) uncomputing (dis-
entangle ancillas via @auto_uncompute decorator or manual uncompute()
call). It provides optimised control flow pattern like for/while loops
(IterationEnvironment) and conditionals (ConditionalEnvironment). Qrisp
contains a submodule with 9 well-known quantum algorithms (e.g. QFT, QPE,
HHL, . . . ). A small client-server simulation of several quantum computers within
a network is available.

Drawbacks. Floating point encoding is restricted by phase angle resolution.
32-bit arithmetic may require a large (40k+) amount of RZ and CX gates.

Abstractions

– Data abstraction with types: QuantumFloat, Bool, Char, String, Array,
Dictionary

3 Documentation Silq - High-level Quantum Programming; https://silq.ethz.ch; ETH
Zurich.

4 Qrisp 0.2 - documentation; https://www.qrisp.eu/general/changelog/0.2.html#v0-
2; Fraunhofer FOKUS.

5 Python is ranked within the top 3 of currently most popular programming languages
according to rating sites.

https://silq.ethz.ch
https://www.qrisp.eu/general/changelog/0.2.html#v0-2
https://www.qrisp.eu/general/changelog/0.2.html#v0-2
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– Control abstraction with array processing
– Control flow loops and conditionals
– Supports symbolic development
– Abstract parameters for parameterised circuits (e.g. Symbol(’phi’))
– Algorithm abstraction (e.g. for QFT, QPE, HHL)
– Automatic uncomputation [18]
– Sevice abstraction with VirtualBackend
– Distributed client-server communication model

Conclusion. Qrisp is a lightweight quantum programming framework that con-
tinues the evolution from pure gate-based quantum programming - which is con-
sidered to be low level - towards programming paradigms used in modern clas-
sical programming languages. With the abstraction of classical data types like
float and its corresponding arithmetic implementation based on semi-boolean
polynomials [17], it tries to open the door to classical algorithms. Apart from
the abstraction, Qrisp also provides specialised components (e.g. global Mølmer-
Sørensen gates) to optimize low-level circuits for specific quantum hardware (i.e.
ion traps).

3.3 OpenQl - QuTech

Created 2017. Hardware-agnostic programming is an important step towards
an algorithm-centred development. The OpenQl quantum computing frame-
work offers that possibility. It has been developed at the university of Delft,

Fig. 2. OpenQl example algorithm in
Python.

with a layered programming interface
in Python and C++ and its own com-
piler - cQasm [10] that decomposes
gates, and compiles the circuit sources
to platform independent assembler
code, which is then transpiled and
optimised for various simulation and
hardware backends (e.g. the spin-2
or starmon-5 instance, which can be
accessed via the Quantum Inspire
platform [21]). For a Python based
example6 see Fig. 2. OpenQl’s clear
preference is on circuit based algo-
rithm development with cQasm.

Benefits. OpenQl uses the Python
and C++ idiom. It supports a com-
mon quantum gate set [9] that allows
access to an electron spin based quan-
tum dot system.

6 OpenQl read the docs; QuTech TU Delft; https://openql.readthedocs.io/en/latest/,.

https://openql.readthedocs.io/en/latest/
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Drawbacks. The Qubit topology must be given manually before compiling.
Currently, no error occurs if the hardware topology does not match with the
compiled program.

Abstractions

– Uses layered approach from Platform to Program, incorporating one or more
SPSVERBc24s to describe an algorithm.

– Abstraction also aims at compiler level.

Conclusion. QuTech is mainly focusing in their high level program language
OpenQl, which provides a library of common quantum expression. The input
file is a Pyhton script that imports modules, and gives a representation of an
algorithm that OpenQl understands. An OpenQl algorithm is usually a complete
program and consists of different kernels. Each of these kernels represents gates
of different kinds in the low level cQasm language or other quantum backends.

3.4 Qiskit - IBM

Created 2017. Qiskit is by far the most prominent collection of quantum software
for gate-based programming. It offers hardware access to various backends - not
only IBM ones, and several simulation environments. Due to a large amount of
education resources (examples, tutorials, classes, . . . ), which are available online
(e.g.7), and a concise development roadmap8, Qiskit continues to drive innova-
tion towards distributed heterogeneous computing for quantum advantage.

Benefits. Qiskit is a comprehensive development platform with multiple SDKs
(3–5, depending on Qiskit version). It uses the Python idiom and offers a sophis-
ticated circuit management (parameterised circuits and sub-circuits). Further-
more, algorithms for variational threaded primitives for improved modularity
(PrimitiveJob). Qiskit has a quantum serverless cloud-based programming
model for distributing tasks easily between CPU, GPU and quantum proces-
sors (QPUs) (announced for 2023). The comprehensive implementation of (68)
gates is partly templated. Backends (BackendV2) have a more intuitive semantic
than in the previous version.

Drawbacks. Due to the fast pace in the Qiskit software development life cycle
(in 2022: 15 version updates, 2023: 12 updates until Sept.) [16], deprecated
methods/classes are keeping the learning curve steep.9 IBM’s convention of little
endian qubit order causes interoperability issues.

Abstractions

– Abstraction of opaque gates, i.e. gates that are not unrolled.
7 IBM Quantum Documentation; https://docs.quantum-computing.ibm.com/; IBM

Corporation.
8 IBM Quantum Computing Roadmap; https://www.ibm.com/quantum/www.ibm.

com-/quantum/roadmap; IBM Corporation.
9 Steep in the sense of requiring effort to stay up-to-date.

https://docs.quantum-computing.ibm.com/
https://www.ibm.com/quantum/www.ibm.com-/quantum/roadmap
https://www.ibm.com/quantum/www.ibm.com-/quantum/roadmap
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– Abstraction of composite gate, which represents a sub-circuit
– Representation of DAGCircuit, as directed acyclic graph (for scheduling opti-

misation)
– Control flow with conditionals and for_loop(), but only for classical registers
– Some high level algorithm abstraction (e.g. Grover), but in general more

explicit versions (e.g. SciPyRealEvolver)
– Abstraction of devices/simulators (i.e. QiskitRuntimeService) with job

based communication

Conclusion. Qiskit offers plenty of functionality, especially in the circuit and
backend area. Algorithms are also provided, but due to a software paradigm
switch recently, many algorithms are marked deprecated. Abstraction is cur-
rently focused on job distribution in a cloud environment, which is important
for heterogeneous computing.

3.5 Cirq - Google AI Group

Created 2018. Cirq is a lightweight quantum SDK from the Google AI Group.
Cirq aims to build quantum algorithms with gates. The algorithms can run
on a simulator or one of several hardware backends (Google’s own hardware
devices are accessible only in limited special cases). Realistic conditions can be
simulated using noise models. For control flow, conditionals are available, but
only for classical registers. Qubit topologies may be linear or in 2D grid order.
To simulate error correction, stabilizer classes are available.

Benefits. Cirq is focused on algorithm development. It uses the Python idiom.
Tutorials10 cover a large area of research topics. The framework allows to create
custom gates with higher logic levels (Qutrits, . . . ).

Drawbacks. The fact that the qubit topology has to be specified by the user
(e.g. GridQubit()) might be a requirement for certain algorithms like quantum
walk(See footnote 10), but is in general not considered to be of advantage for
algorithm development. It is better to hide the topology, as transpilers take care
of optimising the circuit for a target device.

Abstractions.

– Control workflow abstraction covers conditional branching for classical re-
gisters.

– Properties of single qubits (or qubit pairs) may be visualised as heatmap.

Conclusion. Cirq’s aims towards the circuitry. It allows to create and run quan-
tum circuits with different topologies (linear or 2d-grid) in simulators or on quan-
tum hardware. Noise models can be applied and custom n-level logic (Qutrits or
n-Qudits) can be developed and tested.
10 Experiments using quantum circuits; https://quantumai.google/cirq/experiments;

Google AI.

https://quantumai.google/cirq/experiments
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3.6 IonQ

IonQ has built several generations of high performance quantum hardware which
are available via Google Cloud Marketplace or Amazon and Microsoft web ser-
vices. The provided API uses a RESTful architecture, where quantum programs
can be send to the cloud service which return an HTTP-based response. Addi-
tionally an OpenAPI service is provided to use any code of any programming
language.

Benefits. IonQ offers a cloud service based approach. It can run Qiskit programs
with IonQ backends. IonQ understands Q# programs and most of the common
programming language of the user choice.

Drawbacks. Only a few tutorials are available.

Abstractions

– Cloud service based approach, with companies such as Microsoft, Amazon
and Google as cloud provider. User which are familiar with those services can
easily execute quantum based algorithms.

Conclusion. IonQ focuses on delivering the quantum computers into big cloud
service providers, which provide a common user interface that has already been
established with classical services.

3.7 Ocean - D-Wave

D-Wave has been one of the first companies to offer commercial quantum anneal-
ing technology. Ocean software is a suite of open source Python tools for solving
problems with D-Wave quantum annealing hardware. The first release dates back
to 2018. It offers hardware access to D-Wave QPUs and simulation environments
on the local CPU.

Benefits. Ocean is an open-source SDK with a Python idiom. It offers hybrid
solvers that combine quantum and classical computing resources. Furthermore,
high level abstractions for optimization problems are available, but also plugins
to interface Qiskit via D-Wave.

Drawbacks. Since annealing systems are not considered to be universal QC
devices, the problem domain for annealer is mainly limited to optimization. The
graph of a formulated Ising (QUBO) model has to match the topology of the
hardware, otherwise qubits are unused and constrain the problem size [22]

Abstractions

– Abstraction of various optimisers are available
– Abstractions for (hybrid) workflows are available as well.

Conclusion. The Ocean SDK is focused on solving optimization problems and
offers many tutorials and an ease-to-use interface to quantum annealers.
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3.8 CUDA Quantum

Created 2022. The CUDA Quantum framework is Nvidia’s approach to close
the gap between the QC domain an the classical domain with a scalable and
performant heterogeneous system [13]. The platform offers a unified program-
ming model to run distributed computing tasks on QPUs along with GPUs and
CPUs. Programming language is a templated version of C++. The compiler and
simulator are part of the Nvidia ecosystem.

Fig. 3. Cuda Quantum: templated
type definition of quantum data types
with focus on future developments.

Benefits. The framework uses the C++
idiom with meta templates. Communica-
tion channels are abstracted away by the
compiler using pragmas. Simulations can
take advantage of GPU acceleration. It
allows great flexibility in the interplay
between simulator and hardware backend. Just by switching the startup param-
eter --qpu, the application may target different devices. Due to containerisation,
the platform may easily migrate from on-premises into the cloud.

Drawbacks. Levels of abstraction beyond a distributed hybrid computing are
not currently expected.

Abstractions

– Nvidia offers data abstraction towards an intermediate type representation
with respect to handle data uniformly for different hardware platforms [14]

– In the QC domain, a basic data type is a (C++) templated qudit, which
anticipates higher order quantum systems (see [7]). The plain qubit definition
starts as qudit with 2 levels (see Fig. 3).

Conclusion. Nvidia is one of the first vendors that start the integration process
for QPUs from the ‘classical’ side. Since the company offers experience integrat-
ing different classical hardware systems, the step towards a hybrid environment
with QC systems seems promising.

3.9 GitHub Copilot

Created 2021. GitHub Copilot is a cloud-based LLM-powered development assis-
tant that can respond to text input. It is considered to be at the highest
level of abstraction and involves LLM-generated recommendations, optimization,
and auto-completion functionality that assists programmers in writing quantum
code more efficiently. LLMs can analyse patterns in quantum programs, sug-
gest improvements and generate optimised snippets of code based on desired
behaviour or performance requirements. Trained on a large language model, the
assistant can only use pre-trained knowledge that is neither complete nor per-
fectly correct. This means that a developer can never rely on generated code,
but must always use their own knowledge to check and correct the code. See
Fig. 4 for a generated Grover algorithm.
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Benefits. Copilot may be a start for programming beginners. It may increase
the productivity. Over time, the assistant may learn the developer’s coding style
to produce similar code.

Drawbacks. Although the percentage of accepted code rises constantly (cur-
rently 26%11 every line of code has to be examined and double-checked by the
developer. Because developer fatigue may occur after a while of using such tools,
all sorts of bugs and security issues may be introduced. With pre-trained knowl-
edge, only existing code can be generated. There is no incentive to find new solu-
tions. Such effort would require a different ansatz, e.g. Reinforcement Learning.

Fig. 4. Left: incorrect LLM-generated code. Right: manu-
ally user corrected code.

Abstractions

– With a text input
like “write grover’s
algorithm in qiskit”
you abstract away
all implementation
details

Conclusion. LLM-driven
assistance services have
the potential to increase
the knowledge about
QC programming quickly.
This means more peo-
ple can get involved
and try out new ideas
in quantum computing,
which seems to be a
good precondition for
further discoveries and
inventions.

11 GitHub Copilot YourAI pair programmer; https://github.com/features/copilot.

https://github.com/features/copilot
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4 Conclusion and Discussion

Without claiming to be exhaustive, as more QC frameworks are becoming avail-
able [5,11], we have analysed 9 current quantum software frameworks and SDKs.
Starting from a low level of abstraction in SDKs that allow direct access to the
underlying hardware, new approaches have developed that incorporate concepts
from classical computer science - like in Qrisp. This facilitates the migration
of classical algorithms into the QC domain in a hybrid way. In addition, new
approaches are also emerging on how classical and QC systems can communicate
with each other in a more user-friendly way. These developments are paving the
way for more intense hybrid computing.

On the other hand, no major expansion can currently be observed in the area
of pure QC algorithm development. Efforts are underway to change the mental
model (e.g. via pattern building blocks [12]) but for the long term, the question
still remains: How can we provide new stimuli for future QC algorithms?
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Abstract. Quantum computers promise polynomial or exponential
speed-up in solving certain problems compared to classical computers.
However, in practical use, there are currently a number of fundamen-
tal technical challenges. One of them concerns the loading of data into
quantum computers, since they cannot access common databases. In this
vision paper, we develop a hybrid data management architecture in which
databases can serve as data sources for quantum algorithms. To test the
architecture, we perform experiments in which we assign data points
stored in a database to clusters. For cluster assignment, a quantum algo-
rithm processes this data by determining the distances between data
points and cluster centroids.

Keywords: Data management for quantum computing · hybrid
quantum computing · data loading · data encoding

1 Introduction from the Database Perspective

Quantum computers have the potential to perform certain calculations much
faster than classical computers. They can be used in various application areas,
such as optimization, machine learning or search algorithms, to name just a
few examples [1,6,8]. Depending on the problem, a polynomial or exponential
acceleration can be assumed compared to a classical computer [20]. It is foremost
a mathematical superiority. However, for practical use, certain hurdles must be
addressed.

First of all, the current generation of quantum computers (NISQ) can be
termed as noisy and limited in scalability [12,26]. This means that the number
of qubits is limited, and the qubits themselves are error-prone. Next difficulty
concerns loading data into the quantum computer. From the perspective of a
database, data is managed in various database models that need to be processed
to solve a particular problem or query. In principle, it may be interesting to per-
form this processing on a quantum computer for certain problems or queries. We

This work has been funded by Deutsche Forschungsgemeinschaft (DFG, German
Research Foundation) grant #385808805. We would like to thank Stefanie Scherzinger
from University of Passau for many prolific discussions as well as helpful suggestions.
c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
F. Monti et al. (Eds.): ICSOC 2023 Workshops, LNCS 14518, pp. 174–184, 2024.
https://doi.org/10.1007/978-981-97-0989-2_14

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-97-0989-2_14&domain=pdf
http://orcid.org/0000-0002-9338-9259
http://orcid.org/0000-0003-2771-142X
https://doi.org/10.1007/978-981-97-0989-2_14


Hybrid Data Management Architecture for Present Quantum Computing 175

introduce some computationally intensive queries later on. Quantum computers,
however, cannot access databases directly [23]. Moreover, today’s quantum algo-
rithms assume its input data is already in the desired form [10]. The data to
be processed has therefore first to be encoded in a suitable way in order to be
used on a quantum computer at all. The encoding must reflect the structure of
the data, for example, when data is organized hierarchically (in trees) or semi-
structured (in documents). Efficient encoding of data is a challenge [7,10] as
well as a future research direction [8]. Last but not least, workflows and inter-
faces for data exchange between classical systems (such as applications but also
databases) and quantum computers are an issue. An important design goal of
such hybrid systems should be the reduction and manageability of complexity.
Our contributions are therefore the following:

1. In this vision paper, we describe a hybrid system that enables the exchange
of data between applications and databases and quantum computers and call
it Hybrid Data Management Architecture (HDMA). The architecture acts
as a framework for researching and piloting appropriate encoding methods
for data in different data structures and models. It is also a framework for
designing future data-centric applications for quantum computing.

2. We validate an early prototype of this architecture on an example.

The remainder of the paper is structured as follows: In Sect. 2 we discuss
related work. In the following, we describe the HDMA (Sect. 3) and in Sect. 4 its
proof of concept. In doing so, we use a quantum distance estimation algorithm.
Section 5 provides a summary and outlines next steps.

2 Related Work

We review work on computationally intensive database queries, quantum tech-
nologies in the database environment, data encoding, and data exchange.

Computationally Intensive Queries. We first addressed the question of
whether data models and corresponding queries exist that are of interest for
quantum computing. We first look at queries that are computationally intensive
and therefore represent interesting objects of investigation to determine whether
quantum computers can generally enable their acceleration. As an example,
data organization in labeled trees (like XML trees) can be given here. David [2]
describes an NP-Complete problem involving data tree patterns as a query lan-
guage for such trees. Gottlob et al. [5] discuss the complexity of XPath queries
(used for node selection) on such trees. These queries exhibit a polynomial run-
time, and for some the polynomial degree can be 4 or 5. Another NP-hard prob-
lem is the keyword search in (graph) databases, which is related to the so-called
Group Steiner Tree problem [14]. This non-exhaustive list of examples shows
that interesting query candidates exist for quantum computing.

Quantum Technologies in the Database Environment. In [1] quantum
algorithms (such as Grover) and heuristics (such as Variational Quantum Algo-
rithms or Quantum Annealing) for optimizing queries and transaction plans are
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presented. The development of hybrid algorithms for database problems is men-
tioned as a future research direction. Yuan et al. [27] also conduct a literature
review on quantum computing for database problems (such as database search,
database manipulation, or query optimization). In addition, the paper outlines
a vision of a quantum-based multi-modal database. Jóczik and Kiss [9] describe
some possible applications for database systems based on Grover’s algorithm.
In [13], the idea of a so-called data center with Quantum Random Access Memory
(QRAM) is presented. Classical or quantum information should be able to be
uploaded and downloaded to the center. This uploaded information can be pro-
cessed, e.g. by suitable quantum algorithms. However, the authors assume that
QRAM has been constructed in a fault tolerant manner and has been error cor-
rected. Today, however, noise resilience and scalability represent major unsolved
hurdles [17]. An implementation of a sufficiently large memory therefore seems
to be impossible today [15].

In summary, the papers present visionary ideas, future research directions,
and reviews of the literature. Our contribution is to develop not only concepts
for the use of quantum technologies in the database environment, but also a
hybrid architecture that can be implemented today to successively realize these
concepts. The architecture is a framework for exploring and testing appropriate
encoding methods for data in various data structures and models, and imple-
menting certain queries using quantum computing. To the best of our knowl-
edge, there is no other work that addresses a framework for realizing the above
database queries using database systems or classical technologies and quantum
technologies.

Data Encoding. Encoding represents the transformed classical data by means
of qubits [10]. Only then can the data be processed on a quantum computer.
In [23–25], various encoding procedures are explained, which are understood as
patterns. These patterns are reusable self-contained building blocks that can be
reused in the construction of quantum algorithms.

As mentioned earlier, data can be organized in different data models and
structural information must be preserved when encoding. A first idea of how to
encode data organized in labeled trees was presented in [28]. We are not aware
of any other work on encoding specific database data models. In general, the
encryption methods we are developing are also intended to serve as a blueprint for
future improved quantum hardware. For these, roadmaps are given, accompanied
by appropriate research [19].

Data Exchange. Another aspect concerns the exchange of data between clas-
sical components and quantum computers. Data wrangling, pre-processing, job
management, post-processing, and feeding back the results to applications or
a databases are individual processes here. The work of Weder et al. [22] deals
with orchestration using BPMN workflows. The described approach with many
steps and modeling aspects seems complex to us. It can be generally stated that
more complex systems (such as so-called data mesh architectures) tend towards
complexity and cause considerable additional expenses for their operation [11].



Hybrid Data Management Architecture for Present Quantum Computing 177

To reduce complexity, we propose a decentralized approach with a
lightweight, asynchronous communication mechanism by adopting the microser-
vice paradigm. Microservices are typically used to manage the increase in com-
plexity of systems [4].

3 Architectural Description

This Section introduces the Hybrid Data Management Architecture (HDMA).
We derive these from the introductory Sect. 1 and the considered work of Sect. 2.
Figure 1 shows the schematic structure of the architecture. The classic compo-
nents include a series of loosely coupled services that follow the microservice
paradigm. These are the following services: Decision Service, Circuit Service,
Data Service, Backend Service and Result Manager. Some services communicate
with a Gate-based Quantum Computer that processes data to solve a task. A
Gate-based Quantum Computer is characterised by its ability to be used for a
wide range of problems. This type of quantum computer is based on quantum
gates for encoding and processing data, which form a Quantum Circuit. Today,
quantum computers are usually provided as cloud services. Instead of quantum
computer, a simulator can also be used.
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Fig. 1. Hybrid Data Management Architecture [Source: Own representation]

We will first provide a brief overview of the services before focusing on com-
munication. As motivation, we imagine an Application that would initiate a
computationally intensive query or intends to solve another computationally
intensive problem. The decision as to whether a problem is calculated using a
Gate-based Quantum Computer or completely classically is made by the Deci-
sion Service. The data required to solve a problem, as well as the results of the
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calculations, are stored in Databases and managed by the Data Service. The Cir-
cuit Service generates Quantum Circuits for the Gate-based Quantum Computer
that contain the data and processing instructions. The transmission of Quantum
Circuits to Gate-based Quantum Computer is the responsibility of the Back-
end Service. The Result Manager determines whether previously transmitted
Quantum Circuits have been executed and notifies the Application and/or Data
Service if a result is available. Based on the services and the Gate-based Quan-
tum Computer, we define the following reference procedure in which messages
are exchanged asynchronously between the services.

Message 1. An Application notifies the Decision Service of the problem to
be solved. This first verifies whether a problem should be calculated using
a Gate-based Quantum Computer or not and notifies the Application of the
decision. We assume in the following that a Gate-based Quantum Computer
is to be used. Otherwise, the problem is solved classically and the Application
communicates directly with the Data Service for the purpose of data exchange
(Message 9).

Message 2. The Data Service is notified in order to extract the data required
to solve the problem.

Message 3. After all data is available, the Circuit Service is notified to generate
a corresponding Quantum Circuit. If appropriate, several circuits are created.

Message 4. Once the circuits have been successfully created, the Backend Ser-
vice is triggered to transfer them to a Gate-based Quantum Computer.

Messages 5–6. The Backend Service then transmits the circuits to a Gate-
based Quantum Computer using a quantum cloud service and initiates their
execution (Message 5). At the same time, the Result Manager is notified,
which monitors the status of the execution (Message 6).

Messages 7–8. Once the Result Manager determines that the execution of a
circuit has been completed, it retrieves the result. The status and result are
retrieved via a quantum cloud service (Message 7). At the same time, the
Application and/or Data Service can be notified (Message 8). The result
can be sent directly to the Application, stored in a Database or both. Usually,
the result obtained must be post-processed. In particular, other data records
stored in Databases can be used for this purpose. This step is performed by
the Application.

Next, we take a brief look at the structure of a Quantum Circuit. A Quantum
Circuit can be roughly divided into the areas of Encoding, Unitary Transforma-
tion and Measurement [21,23]. The Encoding block is responsible for encoding,
which means that data and, if necessary, parameters are loaded and encoded
in a quantum state. This quantum state forms the starting point for the actual
quantum algorithm in the Unitary Transformation block, which can manipulate
the initial state. The execution of an algorithm ends with the Measurement of
the final quantum state, which represents the result.

Finally, we address two aspects that are to be supported by the HDMA.

Circuit Generation. In some cases, the circuits are generated on demand, in
others automatically, e.g. when data changes. The first method can be useful
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if, for example, different small portions of historical data or predefined problem
instances are to be processed. In the second case, data changes (e.g. new or
updated data records) must be detected automatically and the circuit genera-
tion must then be triggered automatically at certain times. In this scenario, a
quantum algorithm works with data set at a given time or the most recent time.

Data Restrictions/Data Economy. Considering data restrictions in the
architecture is central to quantum computing. More data requires more qubits
and longer runtimes of state preparation routines. We propose to store data con-
straints in profiles to define only a reasonable minimum amount of data to be
processed on a quantum computer. For a given use case, different profiles can be
used, e.g. to manage different data value ranges or different graph partitions. In
the latter case, different circuits could be generated for the different node sets
(each partition forms the input for a calculation task). Some use cases (which
especially process historical data) allow different circuits to be executed inde-
pendently of each other. In the NISQ era, this is of particular interest. Due to
the hardware limitations, the width and depth of quantum circuits should be
reduced as much as possible [3]. In general, validation of use cases respectively
the aforementioned computationally intensive queries is only possible with small
problem instances in the NISQ era.

4 Experimentation

In this Section, we describe the experiment to test the hybrid architecture. For
the development of the first prototype, we use Python, FastAPI, Docker and
ch1Qiskit [18] as implementation technologies. The objective is to verify the
functioning of the reference procedure described in Sect. 3. To validate the pro-
cedure, we resort to well-known quantum routines. We first consider the following
Table 1.

Table 1. Test Data

ID Feature1 Feature2 Cluster

Centroid A 0 −0.5 0.5 blue
Centroid B 1 0.2 −0.2 green
Data Point 2 0.15 −0.15 ?
Data Point 3 −0.45 0.45 ?

This represents some relational data. Each row (tuple) represents a data point
that has two properties (called features) Feature1 and Feature2. Each tuple also
has a unique ID. The first two tuples are data points, each representing a cluster
centroid. The remaining data points are now to be assigned to a cluster. We aim
to achieve this with the support of a routine or algorithm for distance estimation
as used in the Quantum K-Means algorithm [3,16].
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According to the reference procedure in Sect. 3, we implement the following
services and functionalities in the prototype:

1. The Decision Service receives a request from the Application for the assign-
ment of data points to clusters and decides to solve this problem using a
Gate-based Quantum Computer. The Application is informed of this.

2. Next, a defined amount of data records is extracted via the Data Service.
3. The Circuit Service creates several circuits. We create a circuit for each pair

of data point and centroid. In this first experiment, we have opted for this
simple approach. First, the data provided is encoded. In our case, these are
the features and the ID of the data points. We need the latter for post-
processing (cf. step 5). For the encoding of the features we use the so-called
angle embedding [3,16]. For this we calculate per tuple the two angles θ =
(Feature1+1)π

2 and ϕ = (Feature2+1)π
2 , whereby angle values between 0 and

π are allowed. For the encoding of the IDs we use the basis encoding in this
example [25]. Next the distance estimation algorithm follows, which works on
the encoded information (cf. Subsect. 4.1). Note: For the encoding of the IDs,
we have chosen basis encoding in this first example. Other implicit encoding
types (as in [15]) are also of interest. In addition, the identification of records
in a distributed database system requires more comprehensive identifiers than
just an ID as in this example. This was reported in [29].

4. The generated circuits are transmitted to a Gate-based Quantum Computer
via the Backend Service and their execution is triggered. In our case, it is the
quantum cloud service from IBM Quantum1, which we used for our tests.

5. In the final step, the Result Manager checks the execution status and retrieves
the result after a circuit has been executed. The result is then forwarded to
the Application. The corresponding cluster of each data point can be derived
from the overall result (comparison of all points with both centroids, cf. Sub-
sect. 4.2). The IDs of these data points are included in the individual results.
The Application is responsible for post-processing the overall result. Based on
the IDs, the Table 1 can be supplemented with the information of the correct
cluster. In a relational database, we can imagine that this table is indexed by
ID, so that records can be efficiently identified by ID for an update.

4.1 Circuit

The circuit created in Step 3) can be roughly divided into two sections Encoding
and Algorithm. Figure 2 shows the circuit as an example for a data point centroid
pair. The encoding is marked. To encode the features, so called U3(θ, ϕ, 0) gates
can be used. The parameters of the gates are the previously calculated angles.
Pauli X gates can be used for encoding the IDs. In this case, an ID is represented
by a corresponding bit string.

The core of the actual algorithm is the estimation of the distance between
a data point and a centroid. The basis of the algorithm is described in [16].

1 IBM Quantum. https://quantum.ibm.com/, 2023.

https://quantum.ibm.com/
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Fig. 2. Distance Estimation Algorithm following [16] with additional encoding of the
Tuple IDs to utilize them in post-processing. Parameterized with Data Point ID = 3
and Centroid A. Drawn by Qiskit.

We supplement it with the encoding of the IDs. The distance is reflected in the
measurement result and how often a particular measurement result occurs. We
will deal with this in Subsect. 4.2.

4.2 Results

In this Subsection we review the results, which are shown in the Table 2.

Table 2. Experiment Results

Data Point Bit sequence Determined Calculated
ID for c[2] = 1 Frequency Frequency

Centroid A 2 110 43 ≈47
Centroid B 2 – 0 ≈0.513
Centroid A 3 – 0 ≈0.061
Centroid B 3 111 43 ≈46

Each data point (Column 1) is compared to the two centroids to deter-
mine the proximity in each case. In quantum-based distance estimation, the
estimated distance between points can be derived from the frequency of a par-
ticular state that we obtain from the measurements. For this purpose, we use
the ibmq_qasm_simulator with 1000 shots (number of repetitions) per cen-
troid/data point comparison. According to the Fig. 2, we measure q0 → c[2],
q3 → c[1], and q4 → c[0] and obtain in this way a bit sequence representing the
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measured state (Column 2). c[1]c[0] corresponds to the binary representation
of the ID of the data point. We are interested in the case c[2] = 1 (the par-
ticular state) and the frequency of its occurrence (Column 3). In this case, a
low frequency correlates with a low estimated distance between a point and a
centroid (if the value for the determined frequency is zero, then it means that
the probability of measuring the particular state is low). Column 4 contains
the calculated frequencies (for 1000 repetitions). We need these to compare the
determined values (in Column 3) with predicted values and thus verify the cor-
rectness of the architectural workflow. The calculated probability for c[2] = 1
is: 1

2 − 1
2 | 〈q1|q2〉 |2 [3,16]. The calculated frequencies correspond approximately

to the determined values and prove the correct functioning of the architecture
implementation.

Based on the estimated distances, the source table can be supplemented. The
supplemented entries are shown in Table 3.

Table 3. Updated Test Data

ID Feature1 Feature2 Cluster

. . . . . . . . . . . . . . .
Data Point 2 0.15 −0.15 green
Data Point 3 −0.45 0.45 blue

The architecture thus allows data from a database to be processed by a
quantum algorithm to assign data points to the correct clusters. The correct
generation of the corresponding circuits was ensured by the previously mentioned
comparison of determined and calculated frequencies.

5 Summary and Future Work

In this paper, we have presented a Hybrid Data Management Architecture to
enable data exchange between databases and quantum computers. We have
experimentally proven a correct functioning of the architecture. In the exper-
iments, quantum circuits were created and executed based on relational data.
The circuits implement an algorithm for the distance estimation between data
point and centroid and includes the encoding of the classical data. However, the
architecture is not limited to this use case.

Next, we would like to leverage the architecture to implement more data-
centric applications. In doing so, we would like to encode data organized in
hierarchical structures (for example, labelled trees for which we have outlined
an initial idea [28], or graphs) in order to execute selected queries on the encoded
data using appropriate quantum algorithms. The implemented routines are also
accompanied by time and space complexity analysis to deduce any advantages
over purely classical solutions.
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Abstract. Finding groups of similar image blocks within an ample
search area is often necessary in different applications, such as video
compression, image clustering, vector quantization, and nonlocal noise
reduction. A block-matching algorithm that uses a dissimilarity measure
can be applied in such scenarios. In this work, a measure that utilizes
the quantum Fourier transform through the draper adder or the Swap
test based on the Euclidean distance is proposed. Experiments on small
representative cases with ideal and depolarizing noise simulations are
implemented. In the case of the Swap test, the IBM, OQC and IonQ
quantum devices have been used through the qBraid services, demon-
strating potential for future near-term applications.

Keywords: Quantum Block-Matching · Quantum Image Processing ·
Quantum Noise Models · Quantum Euclidean Distance

1 Introduction

Block-matching (BM) is a way to locate patch blocks in a sequence of digital
images. These BM algorithms use a similarity or dissimilarity measure to com-
pare images or some regions of an image [3]. There are various applications for
BM, mainly in video compression, image clustering, nonlocal noise reduction,
and vector quantization [5].

Quantum image processing (QIP) opens the possibility to design, store,
develop, and implement new methods applied to image processing algorithms.
For example, there are some quantum image representations such as flexible
representation (FRQI) [11], multi-channel (MCQI) [17], and novel enhanced
(NEQR) [19], which is one of the earlier forms of quantum image representa-
tion. It uses a normalized superposition to store pixels in an image. NEQR
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was created to leverage the basis state of a qubit sequence to store the image’s
grayscale value.

Developing new methods and algorithms using the quantum computing
framework offers a possible advantage over classical computing. Nevertheless,
these quantum computers contain hundreds of noisy qubits and perform imper-
fect operations in a limited coherence time. We are in the Noisy intermediate-
scale quantum (NISQ) era [13], it is necessary to mitigate the error rates. Recent
theoretical works have shown improvements in implementing error mitigation
techniques with these NISQ devices [2,7,10], opening opportunities for near-
term applications.

In this work, we develop quantum circuits in order to map the BM prob-
lem in a noisy environment using dissimilarity measurement based on Euclidean
distance. Since low-complexity block-matching algorithms based on patch recog-
nition in image processing are required for comparing images, exploring some
regions of one image plays a crucial role in standard video codec due mainly
to the motion estimation process but also in applications previously mentioned.
Nevertheless, using the properties of quantum computing as superposition or the
amplitude encoding of a qubit, the quantum block-matching algorithm could help
to reduce the complexity in many operations since n = log2(M) + 1 we could
use only n qubits to encode M classical data.

This paper is structured as follows: Sect. 2 explores the block-matching algo-
rithms, and Sect. 3 explains the methodology used. Section 4 is dedicated to
explaining the result for different quantum noise models. Finally, Sect. 5 sum-
marizes this proposal work and experimental results.

2 Block-Matching Algorithms

In previous works [9], there has been an implementation of the generalized quan-
tum image representation (GQIR), where the size of an image is 2m × 2m and
I (x, y) ∈ {0, 1, · · · , 2n − 1}, where m is an integer related to the size of images
and n the number of qubits. The idea is to find a small image in a big image
using Grover’s algorithm. Nevertheless, noisy environments to find a particular
patch in an image are not applied. Although this algorithm improved in [4] to
solve the error of matching at the upper left corner of one pixel, maintaining
an advantage with less complexity than classical algorithms. On the other hand,
there are methods based on the quantum-classical approach. In [16], a method
for image matching with a scale-invariant feature transform (SIFT) algorithm
is presented. In this last work, feature extraction from images is done to assign
an orientation to each key point location. Although these related works present
novel solutions, none of the previous works study how quantum noise affects the
results in a Quantum Processing Unit (QPU). These works are compared in the
Table 1.
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Table 1. Comparison between block-matching related works.

Related works Algorithms Noisy models

Analysis and improvement of the
quantum image matching [4]

NEQR + Grover’s algorithm
+ improvement

No

Quantum image matching [9] NEQR + Grover’s algorithm No
A Hybrid Quantum
Image-Matching Algorithm [16]

SIFT + amplitude encoding
+ similarity measure

No

Proposal methodology Hierarchical search + encode
+ Quantum Swap Test or
Quantum Fourier Transform

Yes

2.1 QFT Approach

The standard dissimilarity measure is obtained between two vectors using the
Draper adder [6], arguably one of the most elegant quantum adders, as it directly
invokes quantum properties to perform addition. The insight behind the algo-
rithm is that the Fourier transform can be used to translate phase shifts into
a bit shift. It follows the implementation with an adder by applying a Fourier
transform, applying appropriate phase shifts, and then the Fourier transform
inverse is done. Unlike many other adders that have been proposed, the Draper
adder does not have a natural classical counterpart.

2.2 Swap Test

A dissimilarity measure based on a swap test [18] to compare two states, |φ〉
and |ψ〉 to compute the Euclidean distance [12,20] is implemented. First, the
classical data, represented by the vectors A and B is encoded in quantum states:

A −→ |A〉 = 1
|A|

∑

i

Ai|qi〉

B −→ |B〉 = 1
|B|

∑

i

Bi|qi〉
(1)

then, the quantum states |ψ〉 and |φ〉 are defined:

|ψ〉 = |0〉 ⊗ |A〉 + |1〉 ⊗ |B〉√
2

|φ〉 = |A||0〉 − |B||1〉√
Z

(2)

where, Z = |A|2 + |B|2. The advantage of this methodology is to perform a few
qubits, specifically n = log2(M) + 1 where n is the number of qubits and M
the classical data coded with amplitude embedding [15]. The quantum circuit
is shown in the Fig. 1. Now, to obtain the quantum Euclidean distance, the
following equation is solved:
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D2 = 2Z|〈φ |ψ〉|2 (3)

Fig. 1. Quantum circuit swap test to compute the quantum Euclidean distance.

3 Methodology

The proposal work is introduced, and the general diagram of the present method-
ology is shown in Fig. 2.

3.1 Classical Approach

In this first part, it is essential to resize the tested images in order to obtain
experimental results implementing quantum circuits. So, the original images are
contaminated with Gaussian noise Ir = Io+G, where Ir is the image with noise,
Io is the original image and G is a normally distributed random variable of mean
μ and variance σ2. In the present work μ = 0 and σ2 = 20 [1]. After this, since
the original images are 512 × 512 pixels, size reduction is applied to obtain an
image with 64 × 64 pixels. For the last stage in image processing, a grayscale
palette reduction is applied from 8-bit grayscale to 4-bit grayscale Fig. 3.

The resulting image from Fig. 3 can be smoothed in a spatial domain trans-
form or a low pass filter. Such transformation can introduce some robustness
in a noisy environment. In order to reduce the complexity of some operations,
a hierarchical search algorithm is implemented in comparison to the full search
algorithm [3]. With this proposal, the complexity can be reduced from O(n2K)
to O((n2 )

2K), where K is the search area and n is the size of the window for
each patch image. Once the search algorithms are introduced, the next step is
to define the experiment parameters. In the present work, k = 10 and n = 8
are chosen; considering the hierarchical search, the size of the vectors is reduced
from n = 8 to n = 4.
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Fig. 2. Diagram of the proposal methodology for a quantum block-matching algorithm
using dissimilarity measure.

3.2 Quantum Approach

The standard dissimilarity measure is obtained between two image blocks.
Firstly, the image blocks are flattened in vectors of size rx. Secondly, to imple-
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Fig. 3. (a) The original image. (b) The original image with Gaussian noise μ = 0 and
σ = 20 and 4-bit grayscale.

ment the measure of Euclidean distance D, the QFT or the Quantum swap test
is implemented; it can be formulated as [14]:

D (Img1, Img2) =

rx−1∑

i=0

[Img1(x + i)− Img2 (x + ox + i)]2 ,
(4)

QFT Approach. In order to apply the Quantum Draper Adder, first, the
qubits where the sum is stored are initialized using the Hadamard gate (H);
after this, the rotation of each pixel value is coded. For save numbers of rotations,
the Quantum Phase Estimator is introduced to encode the pixel value of each
vector �Img1 and �Img2 . After this, the inverse quantum Fourier transform is
implemented. Finally, a measurement is executed in the qubits, where the sum
is stored. The quantum circuit is shown in Fig. 4.

Fig. 4. Quantum Circuit for the QFT approach.

Quantum Swap Test Approach. The advantage of this approach is the num-
ber of qubits. In performing the quantum circuit Swap Test, n = log2(M) + 1
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qubits are implemented. From the Eq. 2 and Eq. 3, the dissimilarity measure can
be executed. So |ψ〉 and |φ〉 are obtained since A = �Img1 and B = �Img2 . The
quantum circuit is shown in the next Fig. 5.

Fig. 5. Quantum Euclidean Distance using Swap Test approach with the vectors
�Img1 = [9, 9, 9, 9] and �Img2 = [9, 9, 8, 9].

3.3 Quantum Noise Models

A method to analyze the behavior of quantum circuits before running it on a
QPU is to create a noise model that considers the noise in the real QPU. The
main errors in a QPU are decoherence and gate errors. We focused on a noise
model with different gate errors - fidelities of the two qubits gates. Decreasing
the fidelity will affect the results considerably. Finding a reasonable fidelity in
the simulations will give us an estimate of the resources we will need for a perfect
outcome of the circuits in real QPU.

4 Results

The experiments were implemented with Qiskit [14] using the qBraid environ-
ment [8] and with AWS braket in the case of Hardware jobs with IonQ and
Oxford Quantum Circuits (OQC).

4.1 Results for QFT Approach

The results using the QFT approach are ideal in the perfect simulation. Never-
theless, many qubits are needed since the quantum circuits have a considerable
depth. Therefore, this approach is unreasonable for the current NISQ devices.
To showcase the disadvantage of this approach, a simple subtraction operation
of two integers, as shown in the Fig. 6 is simulated. In the worst case, at least
12 qubits with more than 200 CNOT gates will be used. In implementing the
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BM problem, each vector represents sections of an image with multiple subtrac-
tions needed to compute the Euclidean distance. Despite this approach having
many quantum resources, the result will always be accurate in a fault-tolerant
device. The error increases rapidly once a slight noise into the CNOT gates is
introduced. Currently, improvements to the resources needed for this approach
are being made.

Given the high number of quantum resources needed for the QFT approach,
the Swap Test, a more suitable algorithm for NISQ devices, is explored.

Fig. 6. Noisy simulation with different CNOT gate fidelities using the QFT approach
for the subtraction operation

4.2 Results for Swap Tets Approach

The results with the Swap Test approach were done with 17 pairs of vectors
of 4 dimensions. Based on the classical part similar to those representing the
different sections of images for the BM problem.

The Fig. 7 shows results with noiseless simulations of 20 runs with 4000 shots
each for the different vectors. In Fig. 8, a noise simulation results with depolar-
ising errors in the CNOTs (with 99% gate fidelity), and one qubit gate (with
99.99% gate fidelity) is shown. For both cases, the results are accurate when the
distance is more significant, starting on the order of 5 units in the case of perfect
simulation and 10 in the noisy model.

The error in the small distance area is attributed to the encoding in the angle
of rotations; when the two vectors are close to each other, the angle will become
small enough to create errors. As seen in the transpiler circuit shown in Fig. 9,
the swap test involves fewer CNOT gates than the QFT approach.

Given the applicability of the Swap test in current NISQ devices, the experi-
ments for different pairs of vectors in several QPUs using the qBraid environment
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Fig. 7. Noiseless simulation of the computation of the Euclidean distance using the
Swap Test for 17 pairs of vectors. With an average of 20 runs and 4000 shots each.

Fig. 8. Noisy simulation with a CNOT fidelity of 99% and one qubit gate of 99.99% of
the Swap Test for 17 pairs of vectors. With an average of 20 runs and 4000 shots each.

Fig. 9. Transpiled circuit for the Swap Test with the gate basis [cx, id, rz, sx]
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are executed. The proposal quantum-classical hybrid block-matching algorithm
with the image vectors �Img1 = [9, 9, 9, 9] and �Img2 = [9, 9, 8, 9] in the following
QPU’s: IonQ Harmony device, Oxford Quantum Circuits (OQC) and IonQ Aria
device and Ibmq-Belem were executed. The experimental results are shown in
the Table 2 with the number of qubits and shots used in each case. As expected
with the noise models Fig. 8, we found that when less dissimilarity is considered,
the error is more significant than in the cases of bigger distances from the vectors
previously presented.

Table 2. Comparison between the Quantum Euclidean Distance (QED) and the Clas-
sical Euclidean Distance (CED) using vectors �Img1 and �Img2 . The proposal quantum-
classical hybrid block-matching algorithm was executed in IonQ Harmony, OQC, IonQ
Aria, and Ibmq-Belem.

Provider Qubits Shots QED CED

Ibmq-Belem 5 1000 6.55 1
OQC 8 1000 15.887 1
IonQ Harmony 11 1000 7.452 1
IonQ Aria 25 1000 10.173 1
Ibmq-nairobi 7 4000 5.54 1
Ibmq-nairobi 7 4000 16.74 11.747
Ibmq-nairobi 7 4000 26.82 23.11

5 Conclusions

This work presented a proof of concept of the standard dissimilarity measure
using the Euclidean distance in a quantum computing approach. Also, the hier-
archical search has been implemented to reduce the size of the vectors and encode
the pixel value between two image blocks for the quantum approach. In this case,
only the dissimilarity of a set of 17 pairs of vectors was obtained. However, the
approach can be scaled to a complete image showing an application of quantum
computing in image processing. Based on the experiments executed, we found
that when more dissimilarity is considered, the algorithms based on the swap test
obtain results very close to the classical Euclidean distance, assuming a fidelity
in the CNOT gates of 99%, with promising results for future applications within
the NISQ era. As shown in the experiments run on the hardware devices of IBM,
IonQ, and OQC.

The depth of the quantum circuit based on the Quantum Fourier Trans-
form approach can be optimized using fewer quantum resources, obtaining the
final rotations in the classical part. Also, to improve the results we can apply
error mitigation techniques as Zero-Noise Extrapolation to both approaches. In
addition, we plan to use this work in a sequence of digital videos.
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Abstract. The evolution of quantum hardware is highlighting the need
for advances in quantum software engineering that help developers create
quantum software with good quality attributes. Specifically, reusability
has been traditionally considered an important quality attribute. Increas-
ing the reusability of quantum software will help developers create more
complex solutions. This work focuses on the reusability of oracles, a well-
known pattern of quantum algorithms that can be used to perform func-
tions used as input by other algorithms. In this work, we present sev-
eral guidelines for making reusable quantum oracles. These guidelines
include three different levels for oracle reuse: the reasoning behind the
oracle algorithm, the function which creates the oracle, and the oracle
itself. To demonstrate these guidelines, two different implementations of
a range of integers oracle have been built by reusing simpler oracles. The
quality of these implementations is evaluated in terms of functionality
and quantum circuit depth. Then, we provide an example of documenta-
tion following the proposed guidelines for both implementations to foster
reuse of the provided oracles. This work aims to be a first point of dis-
cussion towards quantum software reusability.

Keywords: quantum computing · quantum software reuse · oracle ·
reuse guidelines · quantum algorithms

1 Introduction

Quantum software is beginning to become a reality and with it, the first forums
have begun to appear that address the discipline of Quantum Software Engineer-
ing (IEEE QSW, ICSE Q-SE, Q-SET, etc). One of the problems to be addressed
by this discipline is that of achieving good quality attributes in quantum pro-
grams [24].

The standard ISO/IEC 25010:2011 - Systems and software Quality Require-
ments and Evaluation (SQuaRE) [9] identifies Reusability as one of the sub-
characteristics of the quality attribute Maintainability. It is defined as the degree
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to which an asset can be used in more than one system, or in building other
assets. Thus, in terms of efficiency of cost and effort, software is of better quality
the more reusable it is. Modularity can contribute to reusability in that the asset
to be reused needs not be a complete program but a smaller module of whatever
it may be (procedure, function, component, service, etc.).

If one tries to port these concepts to the realm of quantum programming,
oracles would be a good asset to promote modularity, reusability and maintain-
ability. The oracle has been identified as a pattern for quantum algorithms [13].
An oracle can be thought as a black box performing a function that is used by
another algorithm [14]. Following the principles of Separation of Concerns [3],
they can be designed in isolation and then applied in solving different problems.

The above features make oracles a good candidate asset for quantum soft-
ware reuse. However, oracles are not reusable by themselves. As in classical
systems programming [15], quantum programmers must apply techniques that
make the code they build reusable by design. In addition, proper documentation
is a necessity for the systematic reuse of software [19].

This work focuses on how to properly document quantum software and more
specifically quantum oracles. In this scope, some guidelines for documenting
oracles are proposed. With this, the authors of this work seek to contribute to
enable programmers to build complex quantum software by reusing and com-
posing simpler pieces. To demonstrate the use of the guidelines two different
implementations of the range of integers are provided. One of them corresponds
to the reuse and composition of two oracles: less than and addition. While the
other one corresponds to the reuse and composition of two less than oracles.

The remainder of this paper is structured as follows. Section 2 introduces
some background and related works about oracles and their usage. Then, Sect. 3
introduces two different implementations for the range of integers oracle. One
of them is based on the composition of two oracles less than and greater than.
The second one corresponds to a direct implementation optimizing the depth of
the produced quantum circuit. Section 4 analyses the documentation needs for
oracles to be reused. We analyse three different levels of re-usability said reuse
of the ideas inspiring the oracle, reuse of the oracle and reuse of the classical
function that builds the implementation of the oracle. Finally, Sect. 5 gives some
conclusions and explores future works.

2 Background and Related Work

A well-known example of a quantum algorithm that uses an oracle is Grover’s
algorithm [6]. This quantum algorithm can search a value in an unordered data
sequence faster than any classical algorithm. To do that, it needs an oracle that
encodes the desired value. There are many other quantum algorithms that use
oracles such as Deutsch-Jozsa [2], Simon [23] or Bernstein-Vazirani [1]. This can
be seen as one of the first cases of quantum software reuse.

It is desired that reusable software has the best possible quality attributes.
This is especially relevant in quantum software as actual quantum computers are
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prone to decoherence. One of the crucial factors regarding reliability of results
is the depth of circuits. As depth is a measure of the execution time of a given
circuit, the deeper the circuit, the greater the exposition to noise and lower its
reliability [18]. Consequently, disregarding the depth of the circuit may arise
results indistinguishable from noise [16]. Many of the works being developed
nowadays in the area of quantum computing is focused on improving existent
oracles to reduce depth [10], reduce the number of required qubits [7] or simpli-
fying the gates they use [11]. However, those works are very difficult to reuse.
Usually they provide a description of the oracle being very unusual to find, for
example, an algorithm to implement the oracle parameterizing magnitudes like
the number qubits or the state to which they must be applied. So, reusing those
oracles requires a deep understanding and a big effort of programming. To help
with this situation some standard to describe oracles would be very helpful.

In this paper we present an example of quantum software reutilization by
combining existing quantum software to build a range of integers phase-marking
oracle. We present two different implementations of the same oracle to showcase
the need for a good description to have easily reusable oracles. Based on this
example, we provide some guidelines for making reusable oracles.

3 Oracle for Range of Integers

In this section we present two different implementations of what is, in principle,
the same oracle. These two different implementations exemplify how already
existing oracles can be reused to achieve a different purpose.

The aim is to design a phase-marking oracle which, assuming quantum states
encode natural numbers (including 0), gives a π-phase to those numbers within
a given range, [n1, n2]. This oracle ideally would encode the following function:

f(x) =
{−1 if x ∈ [n1, n2]

1 otherwise (1)

These two implementations of a phase-marking oracle for a range of integers
have been developed by reusing existing quantum software. We have used, in
all cases, the linear-depth multi-controlled Z-gate as provided in [22]. The less-
than oracle presented in [21] is also used in both implementations (another,
similar, oracle was also created from this line of work for marking multiples of
an integer, additional information can be found in [20]). The quantum addition
presented in [4] is used in implementation B. As all these quantum software
pieces have a depth with polynomial growth with the number of qubits, the
resulting compositions of these oracles have polynomial depth. The code for
both implementations as well as the data of experiments conducted in this work
can be found here1.

1 https://github.com/JSRivero/range-integers-oracle.

https://github.com/JSRivero/range-integers-oracle
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3.1 Implementation A: Two Less-Than Oracles

The first way of implementing a range of integers oracle is by combining two
less-than oracles. If the aimed range is [n1, n2], notice the close interval, the
oracle which marks these states can be obtained by applying oracles less-than
n2+1 and less-than n1. It is noticeable that this oracle marks the desired states
regardless of the order. This happens because the states smaller than n1 are
marked twice, so the second phase-marking applied to already marked states
return them to 0-phase. This implementation does perform the function 1 for
any input state.

An example of this oracle is shown in Fig. 1. The upper part of the figure
corresponds to the quantum states after applying the circuits displayed in the
bottom part. In blue, the states with a 0-phase, in red, the states with a π-
phase. Figure 1a represents the states after the initialization to full superposition.
Figure 1b shows in red the quantum states marked after applying a less-than 4
oracle to the circuit. Figure 1c shows the states within the desired range success-
fully marked after a less-than 8 oracle is applied to the circuit.

3.2 Implementation B: Less-Than Oracle and Displacement

The second way of implementing this oracle is by applying a less-than oracle
followed by a displacement of the marked states by using quantum addition. If
the aimed range is [n1, n2], the oracle can be obtained by applying the oracle
less-than n2 − n1 + 1 followed by quantum addition of n1. Contrary to the first
implementation, the order of the oracles in this implementation must always be
as explained.

However, this implementation possesses some drawbacks. A hard condition
on the input state is needed as the oracle only performs function (1) given a full
superposed input state without relative phases, formally:

1√
N

N−1∑
i=0

|i〉 (2)

where N = 2n being n the number of qubits.
An example of this oracle is shown in Fig. 2. The upper part of the figure

corresponds to the quantum states after applying the circuits displayed in the
bottom part. In blue, the states with a 0-phase, in red, the states with a π-
phase. Figure 2a represents the states after the initialization to full superposition.
Figure 2b shows in red the quantum states marked after applying a less-than 4
oracle to the circuit. Figure 2c shows the states within the desired range success-
fully marked after an addition of 4 is applied to the circuit. This addition may
be seen as a displacement of the already marked states.
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Fig. 1. Implementation A of range of integers oracle for [4, 7].

3.3 Depth Comparison of both Implementations

To properly compare the depth of these two methods, we have transpiled
both circuits to the gate set used in one of the IBM quantum computers
(ibm_washington), using the fake provider2.

In order to do the comparison we generate a range of integers circuit for
each possible interval [n1, n2] where 0 < n1 < n2 < N − 1, where N is the
total number of states. We have conducted this analysis from 3 to 12 qubits,
both included. Figure 3 shows the comparison of the two implementations of the
range of integers oracle. While both implementations have polynomial depth on
the number of qubits, it can be noted that Implementation B has a lower depth
than Implementation A. It is more suitable to be used in NISQ devices given a
full superposed initial state without relative phases. However, Implementation
A, as stated, does not have this constraint and would work on any input state.

2 Fake providers are built to mimic IBM quantum systems, they have the same prop-
erties (gate set, coupling map, etc.) as the real devices.
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Fig. 2. Implementation B of range of integers oracle for [4, 7].

4 Guidelines for Making Reusable Oracles

From the above examples, it is clear that is not enough to document the function
that an oracle is performing in order for them to be reused later. Both oracles
perform the same function in the adequate input, however choosing one of them
over the other can have a significant impact in the final quantum software. From
the current version of the oracles, it seems clear that implementation B of the
oracle is the preferred one due to the lesser depth of the circuit. However, this
could change if a more efficient implementation of the less than oracle that is
used twice to create implementation A is discovered. For developers to be able
to effectively reuse quantum oracles, they should be aware of all the aspects of
the oracle that could have an impact in their software.

In order to facilitate the creation of such reusable oracles, and based on the
experience of the creation of the two implementations of the range of integers
oracle, in this section we present some initial guidelines for making reusable
oracles. We present these guidelines organized in three subsections that represent
three different levels of oracle reuse in quantum software.
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Fig. 3. Depth comparison of implementations A and B.

First, we propose some guidelines for making the fundamental reasoning
behind the oracle algorithm easier to reuse. Given the current state of quantum
software development, oracles are usually based on algorithms with low abstrac-
tion levels. As has been demonstrated in classical software reuse, this kind of
low abstraction level patterns or algorithmic paradigms, if well understood, can
help developers in the development process.

Then, we consider two different levels of specification for the reuse of the
oracles. On one side, we consider the classical algorithm that is used to create
the oracle circuit. This algorithm is needed for generating the actual quantum
circuit that would be used as part of the quantum program, adapted to the
required size of the input. And on the other side, we considered the oracle itself.
This will be the final piece of software that could be reused to create more
complex functions by composing them with others and, therefore, developers
should be made aware of how to reuse it, how it can be composed, its effects on
the quantum state, the impact in the resulting circuit and many other elements
needed for effective reuse.

4.1 Reuse of the Reasoning Behind the Oracle Algorithm

As is well known from classical software, all approaches to software reuse refers
to some form of abstraction [12]. One of the higher level abstractions in classical
software are algorithmic paradigms, a generic model or framework that underlies
the design of a class of algorithms. Oracle, as patterns for quantum algorithms,
can be considered as an algorithmic paradigm and, therefore, a prime candidate
for reuse.

Nevertheless, a high abstraction level is not enough. Any approach to
reusability should help software developers locate, compare, and select reusable
software artifacts [12]. By treating oracles as black box functions, we might pro-
vide enough information for quantum software developers to understand how an
oracle can be used. However, as demonstrated by the presented examples, is not
enough if they need to compare them and select the best suited one.
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If we constrain ourselves to the function of oracles A and B, there is not
enough information to determine which oracle is better for a given situation. For
this specific example, it can be argued that, since the depth of one of the oracles
is always smaller, there is no need to select one of the oracles, as the answer will
always be the most optimized one. We believe this to be a shortsighted approach
given the current status of quantum devices and software. The current diversity
in quantum hardware could make a more efficient oracle to perform worse in
a given quantum computer or advances in quantum algorithms or transpilers
could make a less efficient oracle suddenly improve its performance over others.

For this reason, the first proposed guideline for oracle reuse is that it is not
enough to document the function that oracles perform. The underlying compo-
nents used to create an oracle need to be detailed if we want the oracle to be
reused effectively. In the Documentation of implementation A and Documen-
tation of implementation B (included in the above mentioned repository3) the
Oracle as a Black Box and Oracle as its components show the difference between
the two types of oracle documentation.

Additionally, by providing a more detailed description of the oracle we not
only make them more reusable by themselves, we allow developers to reuse the
reasoning behind the oracle algorithm for the creation of other oracles. An exam-
ple of this can be found in implementation A. As mentioned above, one of the
key ideas of this implementation is that if a given state is marked two times (in
this case by both less-than oracles) it returns to 0-phase. This is not an obvi-
ous behavior of the less-than oracle, and by making developers aware of it they
could be inspired for the creation of new software that can take advantage of
this property.

Taking this into account we can propose another guideline for creating
reusable oracles. To foster reuse, a developer must be able to navigate through,
and reason about, the source code and its dependencies in order to identify pro-
gram elements that are relevant [8]. In the specific case of quantum oracles this
means that the reasoning behind the oracle algorithm should be thoroughly doc-
umented alongside the oracle for the developer to be able to reason about them
and get inspired for the creation of new oracles based on such ideas.

Another example of this kind of reuse can be found in implementation B of
the proposed oracle. In that oracle, we make use of the quantum addition to
shift the states the marked states to the desired one.

4.2 Reuse of the Algorithm that Creates the Oracle

Once the reasoning behind the oracle algorithm is clearly documented, another
relevant level of reuse to consider is the reuse of the function that creates the
oracle circuit. For most oracles, a classical algorithm is used in order to generate
a specific quantum circuit that implements the oracle for a given size of the input.
As such, to foster reuse its documentation should focus on some of the metrics

3 https://github.com/JSRivero/range-integers-oracle.

https://github.com/JSRivero/range-integers-oracle
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that traditionally help software reuse like the ratio of input/output parameters
or the ratio of comments [5].

Additionally, some aspects have to be considered that are specific of quantum
software in general and oracles in particular. Specifically, a relevant guideline
when documenting for reuse an algorithm that creates oracles is to differentiate
between input parameters that are only used by the algorithm that those that
are used by the oracle itself.

One example of such parameters in the case of the range of integers oracle
are the two specific integers that define the limits of the range. These values
are used by the function to create the quantum circuit. However, once the cir-
cuit is generated those are not input parameters of the oracle. The circuit that
implements the oracle for the range [4, 7] will only work for those values and a
completely different circuit should be created for the range [3, 8] or any other
range.

How this kind of parameters of the function but not of the oracle work
may not be obvious for developers wanted to reuse an oracle, especially for
those coming from classical software engineering, and therefore should be clearly
documented as such. To make these functions more reusable, the user must
clearly understand their interface (i.e., those properties of the function that
interact with other artifacts) [12].

To improve reuse these parameters should be clearly distinguished from other
types of input parameters like those that are only used by the oracle and not by
the function that creates it or those parameters used by both. An example of the
first type is the specific qubits to which the oracle is going to be applied. This
information is relevant for the oracle itself, and therefore it would be discussed
in the next section, but is irrelevant for the function that creates the oracle. The
quantum circuit for the range [4, 7] would be the same regardless of whether it
is applied to qubits from q0 to q4 or from q5 to q8.

4.3 Reuse of the Oracle

Finally, the last level of reuse to consider when creating oracles is the reuse
of the oracle itself. Similar to classical software, using a formalized process to
foster reuse, as the one proposed by these guidelines, increases the chance that
the software can be reused successfully [17]. In the specific case of quantum
oracles, some additional aspects should be considered that are not included in
the reuse of classical software.

As part of classical software documentation, pre and postconditions are fun-
damentals aspects of software reuse. For oracles, one of the most relevant precon-
ditions is the quantum state that the oracle is expecting as input. This is a key
difference between implementations A and B. Whereas implementation A marks
the states regardless of their amplitude, implementation B requires a superpo-
sition of all possible states with no relative phase. If the input does not meet
this precondition, the oracle B will not behave as expected. In other oracles, the
expected state could be different.
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As important as the input quantum state are the postconditions that can
be guaranteed after the oracle has been applied to the quantum state. Specifi-
cally, the quantum state in which the qubits are left once the oracle has been
applied. This can be extrapolated from the oracle’s unitary matrix (as shown
in Sect. 3 for the range of integers example), however a textual description of
the state would improve readability and foster reuse. For both implementations
of the range of integer oracles, the postcondition of the quantum state is that
states that represent integers in the selected range would have π-phase without
any other change to the input quantum state (as long as input state fulfills the
preconditions). Another example would be the addition oracle. The postcondi-
tion of this oracle is just a displacement on any given input state, i.e., for an
input state |4〉 = |100〉 an addition of 3 results in the state |7〉 = |111〉. It also
maintains the phases of the displaced states.

Therefore, an important guideline for creating reusable quantum oracles is to
clearly document the pre and postconditions of the quantum state manipulated
by the oracle. Providing this information will make oracles easier to reuse, since
developers understand the expected state and how to keep working with the
output state once the oracle has been applied.

Finally, the last proposed guideline is to document the properties of the
oracles’ quantum circuits that are relevant for future users.

One of the most relevant properties of the circuit to be documented is the
depth of the oracle’s circuit. This property is crucial to determine if a given
oracle can be used in a NISQ era quantum computer and, therefore, it should
be known by developers willing to reuse the oracle. The depth of the circuits
should be measured by transpiling them to a specific device, as the architecture
of quantum chips is not yet standardized and can affect the resulting depth.

Nevertheless, other aspects of the circuit should also be considered. For exam-
ple, the quantum gates used in the circuit are also a relevant aspect to consider if
it is going to be run a real device. Although not available quantum gates can be
replaced by alternative circuits, this could heavily impact the circuit’s depth or
other properties, so it should be documented for reuse. Something similar hap-
pens with the assumption of connections between given qubits for entanglement.
Although this is usually handled by the transpiler it can affect the circuit prop-
erties. In general, any aspect of the circuit that could affect to its performance
should be thoroughly documented.

For the range of integer oracles, both implementations need the universal
set of quantum gates. Moreover, all qubits require connections between them,
because the less-than oracle and the Quantum Fourier Transform.

5 Conclusions and Future Work

We have presented two implementations of a range of integers oracle built by
reusing two different oracles. This is done to exemplify the reusability of ora-
cles. The functionality of both implementations has been shown with the same
example. A study on the depth of both implementations has been made. An
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improvement in depth is clearly shown with one of the implementations. More-
over, we have presented several guidelines for making reusable oracles, including
the reasoning behind the oracle algorithm, the function which creates the oracle
and the oracle itself. We have provided an example of a documentation that
follows those guidelines for both implementations presented.

This work aims to be a first point of discussion towards quantum software
reusability. There is still work to do in establishing proper criteria for quantum
software reusability. Further guidelines may be presented not only on oracles, but
also on any type of quantum software, such as full algorithm implementations.
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Abstract. While the environmental impact of cloud computing is
increasingly evident, the climate crisis has become a major issue for
society. For instance, data centers alone account for 2.7% of Europe’s
energy consumption today. A considerable part of this load is accounted
for by cloud-based services for automated software development, such as
continuous integration and delivery (CI/CD) workflows.

In this paper, we discuss opportunities and challenges for greening
CI/CD services by better aligning their execution with the availability
of low-carbon energy. We propose a system architecture for carbon-aware
CI/CD services, which uses historical runtime information and, option-
ally, user-provided information. Our evaluation examines the potential
effectiveness of different scheduling strategies using real carbon intensity
data and 7,392 workflow executions of Github Actions, a popular CI/CD
service. Results show, that user-provided information on workflow dead-
lines can effectively improve carbon-aware scheduling.

Keywords: continuous integration · carbon-aware scheduling · carbon
intensity · sustainability

1 Introduction

It is widely accepted that the main cause of anthropogenic climate is the release
of greenhouse gases, such as carbon dioxide (CO2), into the atmosphere. The
burning of fossil fuels such as coal and gas for energy production is a major
contributor to the release of greenhouse gases. Globally, data centers, which are
an important part of modern digital infrastructure, consumed about 205 TWh
of electricity in 2018, representing about 1% of global energy consumption [1],
while in the EU they accounted for 2.7% of energy consumption [2]. Many cloud
providers are taking steps to reduce the environmental impact of their data
centers by utilizing more renewable energy. However, the production of renewable
energy sources such as solar and wind varies greatly over time and different
locations, making it difficult to ensure a constant supply of energy. A common
metric to quantify the operational carbon emissions of energy consumption is
called carbon intensity, which describes the grams of CO2-equivalent greenhouse
gases emitted per killowatt-hour of consumed energy (gCO2/kWh).
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A significant portion of the work performed in cloud data centers pertains to
services that enable the automated testing, building, and delivery of software,
often referred to as continuous integration and delivery (CI/CD) [3]. According to
a survey conducted by the CD Foundation [4], the use of CI/CD in the context
of development and operation has become a standard practice today and has
steadily increased. Out of 70,000 developers, about 47% reported to use CI or
CD in their software engineering process, as they increase productivity, software
quality, and enable faster release cycles.

The operation of CI/CD services is a promising target for carbon-aware com-
puting – the alignment of a computing system’s power usage with the avail-
ability of energy with low carbon intensity – as they often include recurring
or non-time-critical jobs. Moreover, the execution of CI/CD workflows can be
resource-intensive and thus energy-intensive, since separate virtual machines or
containers are usually used for each individual job. On the other hand, many
CI/CD workflows are expected to execute as fast as possible and therefore have
no temporal flexibility that can be leveraged. In this paper

– we discuss challenges and opportunities for carbon-aware CI/CD and propose
a system architecture for more sustainable CI/CD services.

– we quantify potential improvements of carbon-aware scheduling using real-
world carbon intensity and CI/CD workflow execution data.

The remainder of this paper is structured as follows. Section 2 reviews related
work. Section 3 discusses the main opportunities and challenges of carbon-
awareness in CI/CD followed by a carbon-aware system architecture in Sect. 4.
Section 5 evaluates different scheduling scenarios. Section 6 concludes the paper.

2 Related Work

In this section we survey related works on CI/CD job management as well as
general carbon-aware scheduling approaches.

2.1 CI/CD Workflow Scheduling

Major cloud and CI/CD service providers typically do not publicly disclose the
specifics of their workflow scheduling heuristics. Jenkins, an open-source CI/CD
automation server, employs a controller-agent architecture where a controller
server schedules jobs to available agent nodes based on user-defined criteria,
such as labels and priorities. While cloud providers keep their scheduling algo-
rithms under wraps, the research community has been advancing cloud comput-
ing scheduling algorithms. For example, in the work of Ibrahim et al. [5] different
state of the art scheduling heuristics that aim to optimize resource allocation and
load balancing in cloud environments were compared and evaluated. However,
to the best of our knowledge, no service provider inherently includes features for
carbon-aware job scheduling at this point.
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2.2 Carbon-Aware Computing

Due to an increasingly critical public perception of unsustainable business prac-
tices and the fact that carbon pricing mechanisms, such as emission trading sys-
tems or carbon taxes, are being implemented on a global scale [6], the IT indus-
try is actively striving to increase the utilization of low-carbon energy within
datacenters. Carbon-aware computing aims to reduce the emissions linked to
computing by adjusting flexible workloads in terms of both timing [7–9] and
geographic locations [10–12] to align with clean energy sources.

Like the concept proposed in this paper, the majority of carbon-aware
approaches aims at consuming cleaner energy from the public grid [7,8,11,13,14].
For example, Google defers delay-tolerant workloads during periods when power
generation is associated with high carbon intensity [8], which describes the
amount of greenhouse gas emissions per unit of consumed energy (gCO2/kWh).
Although CI/CD workflows are sometimes used as exemplary use cases in eval-
uation scenarios [7], none of these works explicity addresses the opportunities
and challenges arising when implementing carbon-awareness in CI/CD services.

Besides optimizing for grid carbon intensity, recent works also try to better
exploit renewable energy fluctuations directly. For example, GreenSlot [15] is a
scheduler that predicts the near-future availability of solar energy and schedules
workload to maximize green energy consumption while also meeting job submis-
sion deadlines. Similarly, Cucumber [16] is an admission control policy which
accepts low-priority workloads on underutilized infrastructure, only if they can
be computed using excess energy. Zheng et al. [10] explore workload migration
on underutilized data centers as a measure to reduce curtailment.

3 Opportunities and Challenges

In this section, we discuss ways in which existing CI/CD services can be made
more carbon-aware and debate what challenges arise in doing so. After that,
we look into the possibilities of utilizing additional user-supplied information to
further improve carbon-aware scheduling.

3.1 Leveraging Temporal Flexibility vs. Fail Fast

The fail fast concept is a fundamental concept of CI/CD. It involves providing
fast feedback to developers on whether their code changes meet the requirements
or not. This helps to identify issues early in the development process, which can
save time and resources in the long run.

Many carbon-aware scheduling strategies involve shifting workloads to times
when there is a greener energy mix or when there is renewable excess energy
available. However, as the fail fast concept demands workflows to be executed as
soon and as fast as possible, it strongly conflicts with one of the most important
properties of jobs suitable for carbon-aware computing: Temporal flexibility. This
conflict highlights the need for a careful analysis of which jobs are eligible and to
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what extent carbon-aware scheduling can be implemented without compromising
the speed and efficiency of the development process. Thus, a balance must be
struck between these two concepts to achieve both fast feedback for developers
and reduced carbon emissions.

3.2 Promising CI/CD Workflows for Carbon-Aware Scheduling

As stated above, not every CI/CD job is viable for full emission reducing schedul-
ing, i.e. scheduling in time and location. Identifying this subset of jobs is the
important first step in making CI/CD more carbon friendly.

– The first and most important category is made up of periodically running
jobs. These are triggered by a date and time and not by a code change, such
as nightly builds, integration test pipelines, or database backups. They are
often not subject to the fail fast constraint: For example, the very require-
ment to perform a workflow nightly is often to perform it outside of business
hours, which is usually more than half a day. The size of flexibility windows
significantly impacts the potential for carbon footprint reduction [7].

– Second, CI/CD workflow often comprise of a multitude of interdependent
jobs that are sometimes executed in parallel. Some of these steps may take
multiple hours to complete, while other finish in a few minutes. Through the
use of historical runtime data, carbon-aware schedulers can estimate flexibility
windows for shorter tasks and leverage this information for carbon-aware
scheduling.

– The third and last category is made up of jobs which are unnecessarily exe-
cuted. Some code changes to a repository, e.g. changes to documentation,
do not warrant the execution of, for example, unit tests. Some research has
already been done in this direction [17]. Detecting these cases and abort-
ing the workflow yields the greatest benefit because their carbon emissions
can be reduced by 100%. However, identifying unnecessary CI/CD workflow
executions is not the focus of this paper.

If there are multiple datacenters available to the CI/CD service to schedule
workflows on, even workflows that cannot be shifted in time have a large potential
in carbon reduction through the use of carbon-aware scheduling. This potential,
however, highly depends on data locality and data protection regulations of the
specific workflow.

3.3 Leveraging Historical Runtime Data

Integrating carbon awareness into existing CI/CD solutions is the most sensible
way to achieve a high level of adoption. Therefore, we will now examine which
information could be extracted from existing services without external input for
carbon-aware scheduling.

The first bit of information needed is to identify a job’s category (as defined
above). Since a key concept of CI/CD services is automation, workflow defini-
tions are seldom created on the fly but instead are defined in some machine
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readable format. These are then passed to the CI/CD framework used to exe-
cute. These configuration files, typically in YAML format, can also be fed into
the scheduler to extract information about the parallelism, dependencies as well
as periodicity of the jobs. This information can then be used to try to determine
the category and make decisions on the scheduling. Additionally, configuration
files may contain further execution requirements such as build system, mockup,
or test data. As data transmission can also generate carbon emissions [18], it is
furthermore important to inform the scheduler about where data is stored.

Data points produced by one or more actual executions of a job can also be
used to influence scheduling decisions. For example, knowing the average and
maximum runtime allows to better choose a time frame for execution. Moreover,
start and finish times of jobs can be used to guess dependencies between jobs
which might have not been included in their definitions. The time frame between
the end of one job and the start of the next earliest depending job offers flexibility
for scheduling. Even if a job is not dependent on another job, the start and end
times can give an indication of a possible deadline: Consider a job that is not
triggered by some user activity, starting after office hours or in the night and
finishing before the start of the next days office hours. In this case, it can be
assumed that this job is some kind of over night build or test and the time frame
deducted from this can then be used for scheduling. This is especially useful for
jobs which run periodically.

The last source of information is the current state of the CI/CD system.
As service providers try to optimize their computing resources they cache con-
tainer/VM images as well as required data at certain locations. Furthermore,
providers have to keep spare computing resources available at different sites to
guarantee fast response times (fail fast) under high system load. A scheduler
can make use of this information and the learned workflow execution require-
ments to influence where (machine, data center, or region) a job will be executed.
For example, starting a new server creates higher associated carbon costs than
consolidating work on running machines. As outlined before, moving data to a
desired location also consumes energy and therefore produces carbon emissions.
Following, if some or all data requirements for a job execution are present at
a certain data center it can be more efficient to run the job there even if the
carbon footprint of the electricity is higher than elsewhere.

3.4 Improving Scheduling with User-Supplied Information

To further increase the effect of carbon-aware scheduling, we now investigate
the potential effect of user-supplied information on the scheduling. To imple-
ment this, a user interface must be provided by the CI/CD service provider. An
example is provided in Listing 1.1. Furthermore, users should be incentivized to
provide additional information on their workflow runs and to accept potential
delays in workflow executions.

One example of useful information that users can provide to the scheduler is
runtime estimates. Especially for new workflows where historical information is
not available, the cold-start problem significantly hinders the scheduler’s ability
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Listing 1.1. Exemplary interface which allows users to provide additional information
on a workflow’s duration, deadline, and allowed regions for execution.

---
name: CI /CD j o b s
on: [ push ]
j o b s :

job−a:
runs−on: ubuntu− l a t e s t
carbon−aware : y e s
s t e p s :

- name: My f i r s t s t e p
use s : a c t i o n s / he l l o_wor ld@ma in
wi th :

du r a t i o n : 1h
d e a d l i n e : 3h
a l l owed−r e g i o n s : [ eu−c e n t r a l −1]

---

to perform sensible carbon-aware decisions. If users are able to provide estimates
of the duration of the job we can incorporating this information into the planning
process to enable adjustments to the schedule, as needed. However, it is impor-
tant to consider the validity and accuracy of user information. This especially
applies to the estimated runtime. It is known from high-performance computing
that users more often than not tend to overestimate the runtime [19–22]. We
expect the same to be true for CI/CD jobs. One possibility to counteract that
is to gradually move to using historical data as it becomes available. The user
should be informed of this change.

Another highly valuable input for carbon-aware schedulers are deadlines. As
described above, if this information is not provided we can only try to guess a
job’s deadline based on interdependecies with other workflows. Since estimates
must be conservative to avoid introducing delays or even errors, the potential
carbon reductions can not be fully exploited. With a user-specified deadline, this
ambiguity is removed, jobs are still guaranteed to finish on time, and the full
potential can be realized. As described above, periodic jobs benefit the most
from this.

Lastly, users should also be able to specify allowed regions for scheduling,
for example, to avoid the scheduling in regions that require the migration of
large volumes of data or that contradict with data protection regulations. This
information can is used to influence the selection of the assigned region, as shorter
transfer times are taken into account.

4 A Carbon-Aware CI/CD Service Architecture

In the following, we present a high-level systems architecture for carbon-
aware CI/CD services in a distributed computing environment. We intentionally
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describe the concept in a general manner and do not specify whether it is an
internal part of a CI/CD framework or provided by a third party to ease the
integration into existing solutions such as GitHub Actions, Jenkins, or propri-
etary services. We assume that the scheduler is fed on a job-by-job basis and
that it can query the information outlined in Sect. 3 in an effective manner.

To reduce the carbon footprint of CI/CD services, we first filter out promising
jobs for carbon-aware scheduling and then plan their execution using informa-
tion about previous runs, the state of the CI/CD system, and carbon intensity
forecasts at different locations. The overall concept is depicted in Fig. 1. When
a CI/CD workflow starts, a request is made to the scheduler. The result then
contains when the job should be run, the region where to run and optionally the
estimated duration that was used in the scheduling process. If the job should
run at a later point in time we need to store meta information about the job.

A preprocessor filters all incoming requests, to sort out jobs which cannot
or should not be processed further. Jobs cannot be processed further if it is
not possible to apply carbon-aware scheduling (see Sect. 3) and should not be
processed further if the expected carbon savings are smaller than the costs of the
scheduling. Calculating this difference depends on many factors such as resource
consumption of the scheduling process or length of the job. Therefore, we can
not give a general answer when to apply the scheduling to a job and when not.
If a user provides an estimate for the runtime of a job, the duration used in the
scheduling process is a combination of this estimate and historical data. The
weight of the user input decreases with increasing historical data. Additionally,

Fig. 1. High-level systems architecture
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a time buffer is added to account for unforeseen increases in the duration, e.g. a
sudden increase in the code base or tests. With an increasing number of previous
runs the buffer is reduced.

The second step is the actual scheduling, which is the most important step,
since the carbon reduction happens here. To estimate the carbon footprint, fore-
cast data predicting the future carbon intensity per time and region is used. This
data is fetched from an API for the time frame spanning the arrival time of the
request to the (estimated) deadline of a job. An algorithm then uses this and
available data of the CI/CD framework to estimate the total carbon footprint
for each possible start time and region and selects the best result in terms of
carbon intensity. For jobs that were previously filtered out, the currently best
region in terms of carbon intensity is selected. To compare the prediction with
the actual carbon emissions and provide feedback to the user, the runtime and
energy consumption of a finished job is used to estimate the actual carbon inten-
sity.

The interface for the human user to input information about a job (e.g.
estimated runtime) can be implemented by a extending existing specification
formats, see Listing 1.1. This also applies to reporting results back to the user,
by adding this data to CI/CD framework’s reporting mechanisms.

5 Evaluation of Carbon-Aware Scheduling Strategies

We implemented a first prototype of our proposed architecture using Node.js and
evaluate different carbon-aware scheduling strategies against it. After describing
the experimental setup, we present our results, and discuss the limitations of
this analysis.

5.1 Experimental Setup

To model varying carbon intensity at different datacenters, we utilized marginal
carbon intensity data provided by WattTime1 over a four day period (October
12–16, 2022). Marginal carbon intensity describes the carbon intensity of the
power source that would meet any new demand – also called marginal power
plant. For the example, the grid’s marginal carbon intensity is very low if an
additional kilowatt of demand would be produced by an otherwise shut-off wind
turbine, but high, if it is generated by a gas turbine. This makes marginal carbon
intensity a very meaningful metric for scheduling decisions. The data by Watt-
Time contains actual and forecasted carbon intensity for 12 different regions
across Europe, North America, and Australia. Each region was assumed to have
unlimited resource capacity for jobs to be executed.

To model the CI/CD service, we collected 7,392 historic workflow executions
from the same time period by crawling ten popular GitHub repositories2 that
1 https://www.watttime.org.
2 alibaba/arthas, apache/dubbo, apache/flink, apache/spark, k3s-io/k3s,

kubernetes/minikube, microsoft/typescript, microsoft/vscode, netdata/netdata,
Tencent/ncnn.

https://www.watttime.org
https://github.com/alibaba/arthas
https://github.com/apache/dubbo
https://github.com/apache/flink
https://github.com/apache/spark
https://github.com/k3s-io/k3s
https://github.com/kubernetes/minikube
https://github.com/microsoft/typescript
https://github.com/microsoft/vscode
https://github.com/netdata/netdata
https://github.com/Tencent/ncnn
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perform their CI/CD using Github Actions. The resulting dataset included the
workflow name, start date, and runtime for each workflow execution.

We analyzed five experiments using different scheduling strategies. For each
experiment, we iterate over all jobs in the dataset in temporal order. The five
scheduling strategies are

– Round-robin. This naive strategy uses round-robin scheduling establishing
a baseline to assess the improvements introduced by carbon-awareness.

– Location Shifting. This strategy demonstrates the effectiveness of schedul-
ing CI/CD jobs at locations of low carbon intensity. Yet unknown jobs - those
for which we lack historical data to estimate the runtime - are scheduled using
the round-robin method.

– Location+Time Shifting ({1, 3, 6} h). The remaining strategies show
the full potential of carbon-aware scheduling by additionally enabling the
scheduler to exploit temporal flexibility of jobs. This approach is tested across
three cases with varying deadline buffers (1 h, 3 h, 6 h) – information which,
in practice, could be provided by users. The job’s deadline was set to the
sum of the duration and the buffer, ensuring each job had the same flexibility
window for rescheduling. We will abbreviate this strategy in the following
section as LTS-{1, 3, 6}.

5.2 Results

For each scenario, we report the distribution of jobs and accumulated carbon
emissions over time relative to the round-robin baseline. We opted for relative
results, as our dataset did not contain any energy consumption values and there-
fore we could not calculate carbon emissions in grams of CO2eq or similar. This
means that our findings provide an indication of the relative carbon intensity of
different scheduling strategies, but not an absolute measure of carbon emissions.

In Fig. 2, it can be observed that in the round-robin baseline, the number of
jobs is relatively evenly distributed, except for October 15th (Saturday), when
the number of jobs is reduced over the weekend. Carbon emissions show some
spikes on the afternoon of October 13th, as well as the early morning of October
12th and 14th. However, there are only a few periods where there are no or very
low carbon emissions.

Since the Location Shifting strategy involves no temporal scheduling, the
distribution of jobs over time remained the same, but the carbon emissions in
Fig. 2 are noticeable lower overall. As a result, the overall carbon emissions could
already be reduced by 25.31%.

In the Location +Time Shifting strategy, the effect of additionally leveraging
temporal flexibility becomes apparent. For LTS-1, there was a noticeable reduc-
tion in carbon emissions, with some of the spikes shifting in time, which led to
an improvement of 28.59% compared to the baseline. In the cases of LTS-3 and
LTS-6, the impact was even more pronounced: jobs were significantly shifted to
periods with lower carbon intensity. This redistribution resulted in more concen-
trated job clusters, along with intermittent gaps that featured fewer or no jobs.
The overall carbon emissions were reduced by 31.20%.
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Fig. 2. Amount of currently running jobs and accumulated carbon emissions for all
five strategies.

5.3 Limitations

Although our data set used real-world data, we do not have the necessary infor-
mation about data locality, the carbon cost of moving data, or resource utility.
Furthermore, power consumption was assumed to be steady, constant, and equal
for each job – meaning it only scales with its duration. This assumption simpli-
fies the evaluation but may not reflect real-world scenarios accurately. Lastly, the
data set also lacks information about sequential jobs and dependencies. Since our
scheduler does not account for these cases, it would have been useful to evaluate
dependency violations as well. This would provide insights into how our sched-
uler handles complex job dependencies and potential improvements needed in
this area. Therefore, our results are to be considered rather indicative, and results
in real environments may be different.

6 Conclusion and Future Work

In this paper, we presented the idea of integrating approaches from carbon-aware
computing into CI/CD services. We discussed the opportunities and challenges
when doing so and evaluated different carbon-aware scheduling strategies to
demonstrate their possible effectiveness in carbon footprint reduction.

Solely relying on historical runtime data for estimating the job duration and
immediately allocating jobs to the region with the best window already resulted
in a 25.31% reduction in overall carbon emissions. A key observation was that the
effective distribution of jobs across multiple regions with varying carbon intensi-
ties was a significant factor in reducing emissions. Building on this, our complete
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scheduling approach introduces user input for estimated durations and dead-
lines, giving jobs the flexibility to be rescheduled in more carbon-efficient time
windows. When we employed this strategy, the improvement further increased
by an additional 3.28–5.89%, bringing the total improvement to approximately
31.2%. It is important to clarify that our test data did not accurately represent
real-world user input; the estimated durations were closely aligned with actual
runtimes. Thus, we anticipate even greater improvements when accounting for
the inaccuracies commonly found in real user input.

As a next step, we will investigate the practical implications of different
carbon-aware CI/CD scheduling by testing them on the internal CI/CD service of
a large industrial company. We anticipate that real-life deployments with global
knowledge about the number and types of jobs offer additional opportunities
as, for example, workflow duration and deadline estimates can be performed
in a more sophisticated manner. On the other hand, we expect new challenges
in terms of data locality, resource constraints, and interdependencies between
workflows which limit scheduling flexibility. Lastly, we plan to simulate different
seasons and datacenter locations through the use of a carbon-aware computing
testbed [23] to give us a better picture of when and where there is substantial
potential for savings.

Acknowledgments. We sincerely thank WattTime for providing us with access to
their marginal carbon intensity data. This research was supported by the German
Ministry for Education and Research (BMBF) as Software Campus (grant 01IS17050).
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Abstract. The paper likely introduces the concept of “Be-in/Be-out”
system, discussing the need for more efficient and user-friendly trans-
portation systems in urban areas. This system often relies on technol-
ogy like RFID or Bluetooth to automatically detect when passengers
board and exit public transport. This can provide a seamless and conve-
nient experience for travellers. iBeacon technology is commonly used for
location-based services and could be applied to enhance the passenger
experience or optimize operations. The paper also explains how iBeacon
devices are used in the context of smart public transport and discusses
the advantages of implementing such systems, including improved pas-
senger convenience and better data collection.

Keywords: Smart cities · mobile ticketing · Be-in/Be-out system ·
iBeacon devices

1 Introduction

Significant technological development in recent years has affected every sphere
of human life, including a change in the approach to the infrastructure of urban
areas. In response to these greatest inconveniences, the concept of smart cities
was born. This idea is aimed at solving problems with the deteriorating living
comfort of residents. This idea is related to the parallel development of intelligent
public transport. It assumes the development of IT systems that will be able to
eliminate problems in the provision of communication services. This issue aims
to revolutionize the approach of residents to transport by changing the manual
interaction with vehicles.

The constant boom of technologies based on the paradigm of the Internet of
Things has opened up the possibility of introducing changes in the calculation of
tolls. One solution involves the introduction of the Be-in/Be-out (BIBO) model.
This is the most advantageous solution, as it allows passengers to travel by public
transport, excluding manual interactions. This model enables the implementa-
tion of a non-contact form of payment, thus replacing the outdated method of
ticket validation. When creating an effective solution based on the Be-in/Be-out
model, you can use the technology of energy-saving Bluetooth devices. One of
c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
F. Monti et al. (Eds.): ICSOC 2023 Workshops, LNCS 14518, pp. 229–240, 2024.
https://doi.org/10.1007/978-981-97-0989-2_18
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the types of devices that use this idea are devices of the iBeacon type. These
small-sized technological innovations are able to initiate interactions with pas-
sengers’ phones. The main problem of this model is the correct registration of
the presence of a passenger in the vehicle. When this problem is solved, it will be
possible to create a fully functioning system based on the Be-in/Be-out model
that meets the assumptions of the smart city concept.

The paper likely introduces the concept of “Be-in/Be-out” system, discussing
the need for more efficient and user-friendly transportation systems in urban
areas. This system often relies on technology like RFID or Bluetooth to auto-
matically detect when passengers board and exit public transport. From other
point of view, iBeacon technology is commonly used for location-based services
and could be applied to enhance the passenger experience or optimize opera-
tions. The paper is likely to explain how iBeacon devices are used in the context
of smart public transport. Finally, the paper discusses the advantages of imple-
menting such systems, including improved passenger convenience, better data
collection for transit planning, and cost-efficiency.

2 Be-in/Be-out Systems in Public Transport

The Be-in/Be-out system is an innovative concept, characterized by an uncon-
ventional approach to collecting payments for the journey made by public trans-
port. This variant is characterized by full automation of the operation of start-
ing and ending the calculation of tolls. In addition, the passenger automatically
purchases a ticket while on the move. Such system focuses on introducing new
interactions with the public transport system, thus simplifying the process of
purchasing the tickets. This system is attractive to all social groups. This solu-
tion eliminates the queues that occurred when using the classic system. It is
worth noting that this system is an extension of the Check-in/Be-out system,
which introduced a partial automation process and showed technological possi-
bilities [1,3,7,8].

Focusing on the method of purchasing virtual tickets, two methods that can
be used by passengers should be mentioned. The first form of interaction with
this system is the use of a card that does not differ in appearance from a bank
card. The card stores basic information about the person who is its owner and
an electronic identification number. The number stored on the card is read by
sensors located at the vehicle doors using RFID technology [2,9–11].

Fig. 1. General operation of the Be-in/Be-out system.
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The second way to interact with the Be-in/Be-out system is by using a mobile
phone, which replaces the card with RFID technology. To use the services, a
passenger needs a dedicated application provided by the carrier [2,3,13,14]. The
requirement for the proper functioning of the software on a mobile device is the
availability of network services and Bluetooth technology. For the application
to work properly, the passenger must provide information about his bank card,
from which the carrier will be able to collect the accrued fares. A passenger
who wants to use this method of payment must run the application and must
have Bluetooth technology turned on. The application on the passenger’s phone
will automatically recognize the means of transport, because information about
the vehicle is propagated using iBeacon devices located in the vehicles. The
communication system with Internet of Things devices is based on the Check-
in/Be-out system (Fig. 1).

3 Related Works on Be-in/Be-out Systems

It is possible to use Internet of Things devices supporting wireless communica-
tion to identify the passengers in public transportation, e.g. by using Bluetooth
technology in Be-in/Be-out system. The analysis of state-of-the-art on wireless
communication for systems using transmitters keeped by passengers, systems
using Bluetooth technology supported by GPS services and systems supported by
sensors built-in in passengers’ mobile devices focused on finding out the answers
to the following questions:

– How could an architecture using Bluetooth communication work?
– How to effectively check whether a passenger is actually in the vehicle?
– Does the use of wireless communication methods give promising results?
– How far does Bluetooth technology work?
– Are wireless technologies immune to external factors such as interference?
– Does the location of transmitters in the vehicle matter?
– Is it possible to obtain a more efficient version of the system by extending the

Be-in/Be-out system with another technology?

In [4], the authors conducted research on the possibility of using Bluetooth
technology in the Be-in/Be-out system. The aim of researchers was to propose an
effective Be-in/Be-out system that would replace the outdated payment methods
included in the classic system. The authors based on the architecture in which it
is possible to simultaneously use mobile devices supporting Bluetooth technology
and IBeacon devices that “spread” a unique passenger number. In this concept,
the passenger would communicate wirelessly with a minicomputer placed in the
vehicle. The minicomputer would be an intermediary device in contact with the
carrier’s IT systems.

The authors of [5] are of the opinion that the combination of two technologies,
such as Bluetooth and GPS, gives a lot of benefits in terms of facilitating user
detection. The aim of the authors was to create a prototype of Be-in/Be-out
system using Bluetooth technology and geolocation services. The authors have
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created a prototype of the system, which is based on the approach that the
passenger carries an iBeacon device that is able to broadcast a unique MAC
address. This address is assigned by the manufacturer and is then associated
with a specific passenger in the carrier’s system.

In the paper [6], the authors created a prototype of a Be-in/Be-out system
using sensors such as Bluetooth, GPS and an accelerometer. Their main goal
was to design a Be-in/Be-out system that would enable manual ticket purchase.
At the very beginning of their work, the researchers created a prototype of
Check-in/Check-out system, and then added automatic ticket validation to it.
The proposed system uses iBeacon devices installed in vehicles and stops. The
prototype designed for passengers can interact with these devices in two ways: by
monitoring the zone change area and by creating a ranking of iBeacon devices.
Analysis of collected material shows that the use of additional sensors installed
in the device can help to determine whether the user is actually in vehicle.

The main problems of the created and analysed solutions are: checking by
applications whether the user is in the vehicle; checking whether the user is not
mistakenly scanned by the system because he is standing at a stop where a
given means of transport has just stopped; detecting whether the passenger has
left the vehicle he/she was travelling in; constructing an efficient user detection
algorithm; implementation of a secure solution, without the participation of an
intermediary computer. The software architecture plays an important role in the
Be-in/Be-out system. The system may incorrectly charge travel costs when the
system is heavily loaded. Moreover, the analysed prototypes of systems had a
problem with maintaining an appropriate level of security of the processed data.

4 Be-in/Be-out System Concept Using iBeacon Devices

This section presents the concept of effective Be-in/Be-out system prototype,
using wireless communication based on iBeacon devices and supported by the
geolocation service. Summing up the analyses carried out in the subject of Be-
in/Be-out systems, it can be said that most of the prototypes performed calcu-
lations regarding the presence of a passenger in the vehicle using mobile devices,
without taking into account the aspects of sensitive data protection. Addition-
ally, portable devices have insignificant amounts of computing resources that can
significantly impact the performance and accuracy of a Be-in/Be-out system. The
analysed materials do not take into account anomalies that may occur on mobile
devices in the context of operation of the devices themselves and the signals they
receive. Taking into account the concept of Smart Cities, an important aspect is
to be able to conduct further analyses related to the study of human behaviour
patterns. By implementing data processing on mobile devices, we significantly
complicate the processes of transferring information to IT systems.

The main task of the proposed approach is to simplify the computational
complexity involved in charging users for the stations travelled. In addition, this
concept shows a new approach to detecting the user of the system in the vehicle.
This idea is based on iBeacon devices with unique identifiers that are assigned
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to vehicles. With the use of mobile devices with the Bluetooth function turned
on, it is possible to detect the vehicle in which the system user is moving. The
main use of mobile devices is to provide information about the current position
of the user and RSSI (Received Signal Strength Indication) measurement of
detected iBeacon devices. The server software, having an archival record of RSSI
measurements, coordinates of the user’s position and vehicle routes, is able to
calculate the number of routes travelled by the system user. It is worth noting
that the calculation of fees is based on historical data. The model of the Be-
in/Be-out system designed in this way, performing calculations on the server
software, is resistant to the factors:

– anomalies resulting from the lack of continuity of operation of user’s device,
– irregularities resulting from the performance of the device,
– battery charge level in the user’s device,
– interference with the operation of the user’s device,
– irregularities resulting from the inattention of system user.

The main function of the Be-in/Be-out system is represented by an algorithm
that counts the number of stops travelled by individual users of the system. This
function uses the following data: record of the received RSSI signal from Blue-
tooth devices, user’s coordinates, time interval, coordinates of stops registered
in the system, identifiers of iBeacons detected during the journey. It is worth
emphasizing the role of recording the received RSSI signal. This indicator mea-
sures the amount of power present in the radio signal emitted by the iBeacon.

In the proposed algorithm, the calculation of distance between the coordi-
nates of user’s device and the stops saved on the route have the greatest impact
on the final result. The algorithm takes into account only the coordinates of stops
assigned to the route. It is worth noting that routes are searched on the basis
of devices assigned to vehicles registered in the system. The distance between
two points is calculated using the Haversine formula. It defines the shortest path
between two points on the globe. This formula takes into account the longitude
and latitude of these points – Algorithm 1 [12]:

1. Set variables lat1, lon1, which are latitude and longitude of first point.
2. Set variables lat2, lon2, which are latitude and longitude of second point.
3. R = 6371e3; // Approximate radius of Earth in meters.
4. φ1 = lat1 ∗ Math.PI/180;
5. φ2 = lat2 ∗ Math.PI/180;
6. Δφ = (lat2 − lat1) ∗ Math.PI/180;
7. Δλ = (lon2 − lon1) ∗ Math.PI/180;
8. a = Math.sin(Δφ/2) ∗ Math.sin(Δφ/2) + Math.cos(φ1) ∗ Math.cos(φ2) ∗

Math.sin(Δλ/2) ∗ Math.sin(Δλ/2);
9. c = 2 ∗ Math.atan2(Math.sqrt(a), Math.sqrt(1 − a));

10. Return R ∗ c;

Based on the above information, the algorithm can be defined to count the number
of stops travelled by individual users travelling with different vehicles saved in the
system – Algorithm 2 [12]:
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1. Set userId variable (specifies system user ID).
2. Set fromDate variable (defines from when user’s trip data should be fetched).
3. Set toDate variable (defines when user’s trip data should be fetched by).
4. Retrieve list of user’s travel waypoints based on RSSI that was less than -90 dBm

and assign them to the userTracks array.
5. If userTracks array contains no elements, exit the program.
6. Get list of devices from userTracks array and assign them to devices array.
7. If devices array contains no elements, exit the program.
8. Retrieve list of vehicles from devices array and assign them to vehicles array.
9. If vehicles array contains no elements, exit the program.

10. Retrieve list of assigned routes from vehicles array and assign them to route array.
11. variable results = []
12. For each vehicle from vehicles array:

(a) matchedStops = []
(b) Find list of routes assigned to vehicle variable and assign them to routesAs-

signedToVehicle array.
(c) For each userTrack element in userTracks array:

i. For each stop element from routesAssignedToVehicle.stops array:
A. Calculate distance between userTrack - stop and result in meters

assign to distanceBetweenUserTrackAndStop variable
B. If distanceBetweenUserTrackAndStop <= 0.3 and userTrack.rssi <

-70 :
– Add stop element to matchedStops array

(d) Add structured element to results array
i. matchedStops, //stops travelled
ii. matchedStops.length * 0.35, // travel cost where 0.35 is the base rate per

stop
13. Return results

The Algorithm 2 counts the number of stops travelled for one user in the Be-
in/Be-out system. This implementation uses the entered identifier that is assigned to
the user in the system. A unique identification number is generated when basic user
information is entered into the system. An additional parameter passed to the function
is information on the period of data processing. This parameter defines from when
and to when historical data on the received radio signal strength indicator and GPS
coordinates should be downloaded. This information is transferred to the system when
the user is within the range of iBeacon devices propagating a unique identification
number. It is worth noting that the algorithm downloads historical data that contains
non-empty information about the signal strength, which cannot be lower than –90
dBm. This condition introduces the minimum value of the signal that allows the correct
transmission of the iBeacon device identification number. This condition also screens
out mobile devices, which are likely to be within 15m of the transmitting device. The
algorithm, taking into account historical information about detected iBeacon devices,
retrieves information about the vehicles assigned to them and their routes.

The main part of this algorithm calculates the number of stops travelled for indi-
vidual vehicles with which the system user had radio contact. It takes into account
the calculated distance between the coordinates of the user’s position and the stops
assigned to the detected route. The distance is calculated using the formula described
in Algorithm 1. If the calculated distance between the stop and the user is less than or
equal to 3 m and the power of received radio signal is greater than –70 dBm, the algo-
rithm recognizes the stop as passed. As the final result of the algorithm, the function
returns information on the qualified stops and the total cost of trip, which depends on
the base rate for the travelled stop.
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5 Implementation of Be-in/Be-out System Using
iBeacons

The implementation of Be-in/Be-out system includes server application, mobile appli-
cation that is available directly to the passengers and set of IoT devices that act as
iBeacon devices. The devices used diffuse unique UUID (Universally unique identifier)
version 4 through Bluetooth Low Energy technology.

Fig. 2. Entity class diagram for implemented Be-in/Be-out server software.

The server application is characterized by following functional and non-functional
requirements (Fig. 2): (1) software calculates the cost of the trip based on number
of stops travelled by the user, (2) cost of the trip is calculated based on the base
price per stop, (3) system user has the options to introduce the route representations,
representation of stops, vehicle representation, (4) system has unique representations of
iBeacon devices and makes it possible to assign IBeacon devices to vehicles, (5) system
has the ability to enter basic information about the user, (6) user has the option to
add the information about geographical location to the stop and communicates using
an endpoint management tool, (7) system has the ability to prescribe many unique
devices to the vehicle, (8) server application processes iBeacon devices that have a
verified device ID and queues the entry of vehicle positions, (9) server application
stores historical data and algorithm for calculating the route travelled by users must
work on this historical data, (10) unique identifiers of objects in the database are based
on UUID version 4, (11) server software calculates the distance based on geographical
coordinates using Haversine pattern and it should automatically call the method.

6 Evaluation of Implemented Be-in/Be-out System

The evaluation tests of implemented system concerned the analysis of signals propa-
gated by used iBeacon devices and the detection of user in and outside the vehicle.
The aim of tests was to determine the arithmetic average value of the signal strength
for used individual iBeacon devices. This test shows the general characteristics of the



236 A. Poniszewska-Marańda et al.

signals transmitted by both types of devices and checks for possible differences in signal
strength. The measurement set for determining the average signal strength included
the following elements: mobile device with Bluetooth version 5.0, iNode Beacon device,
ESP32 device.

At the very beginning of the experiment, iNode Beacon and ESP32 devices were
placed on a flat surface at a distance of 20 cm from each other. Then, every meter,
the values of the emitted signals of both devices were measured three times. The
measurement was carried out by the created mobile application. Measurements were
carried out in a closed room (Table 1).

Table 1. Average signal strength values for iNode Beacon and ESP32 devices.

Test number Distance [m] Average signal strength for
iNode Beacon [dBm]

Average signal strength for
ESP32 [dBm]

1 0 –39,33 –39,67
2 1 –66,33 –67,67
3 2 –71,33 –71,67
4 3 –72,33 –72,67
5 4 –72,67 –73,67
6 5 –73,67 –75,67
7 6 –74,67 –75,33
8 7 –73,67 –75,00
9 8 –75,33 –75,67
10 9 –74,33 –78,33
11 10 –75,67 –78,00

The average value of the signal strength decreases with increasing distance between
the devices transmitting the Bluetooth signal and the receiver. The greatest difference
in the average signal strength can be seen at a distance of 2 m from the transmitting
device. This value decreases by about 30 dBm at the border of 1m from the transmitting
device. Based on the obtained results of the average signal strength propagated by
iBeacon devices, it can be concluded that the mobile device receives similar signal
strength for both devices. The biggest difference in the strength of signals can be seen
in the distance of 2 m from the device propagating the signal. At a distance greater
than 2m, the signal shows a downward trend and tends towards noise.

The aim of next experiment was to check the function of detecting the presence of
human moving in a vehicle registered in the prototype of Be-in/Be-out system. This
study also checked the correctness of calculations of the algorithm counting the number
of travelled stops. This experiment simulated realistic conditions of using the prototype.
When creating a research platform, a 2.8 km long route was introduced to Be-in/Be-
out system software, which corresponds to a realistic public transport route. There are
11 stops along the route assigned to the ride route. Then, the route was assigned to
the vehicle entity. Two iBeacon devices were assigned to the vehicle with which the
user could communicate. Simulated data were introduced into the prototype, which
concerned the read RSSI signals and GPS coordinates. The number of such samples
was 122.

Figure 3 shows the simulated route of a public transport vehicle marked with a
blue line. Table 2 shows sample samples of user readings entered into the prototype
Be-in/Be-out system (simulated RSSI values were randomly generated in the range
<–30, –85>).

Analysing the data in Table 2, it can be concluded that the system correctly clas-
sifies samples 1, 2, 3, because the average value of the signal strength is not lower than
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Fig. 3. Simulated route entered into Be-in/Be-out system for 2nd test.

Table 2. Samples of user readings entered into Be-in/Be-out system for 2nd test.

Sample number iBeacon device ID RSSI [dBm] Coordinates (latitude, longitude)

1 dc02f682-82ad-439e-973a-566970c899c3 –31 51.7614565267312, 19.483516348218163
2 dc02f682-82ad-439e-973a-566970c899c3 –45 51.7614241292915, 19.483157420201234
3 24578b5f-3c4c-4c78-9435-b303542d9317 –61 51.76137553308835, 19.48271997669032
4 dc02f682-82ad-439e-973a-566970c899c3 –78 51.76134544969958, 19.482103069173554
5 24578b5f-3c4c-4c78-9435-b303542d9317 –98 51.76130770453379, 19.481522369549086

–70 dBm and the distance between the user and any stop is not greater than 0.3 m.
However, the system does not take into account samples 4, 5 when calculating the
number of stops driven by the user, due to the fact that these conditions are not met.

By calling the endpoint responsible for counting the number of stops travelled for
the test user, it can be concluded that the algorithm is working correctly, because
the system has detected all stops travelled by the user. The prototype of the system
qualified 10 completed stops, did not correctly qualify 1 stop not travelled by the user.
In addition, the software did not generate any errors during the calculations.

The purpose of the next study was to check the function of detecting the presence of
a person moving parallel to the vehicle in which the prototype of Be-in/Be-out system
operates. This study checks correctness of the algorithm counting the number of stops
travelled by system users who have the application turned on, but do not use a means
of transport.

When creating the simulation, a 400m long route was entered into the system
software, which corresponds to a realistic public transport route. There are 2 stops
assigned to the route, which are located along the route. The route was then assigned
to the vehicle. Two iBeacon devices were assigned to the means of transport, whose
signal could be received by the user walking parallel to the vehicle and having the
mobile application of Be-in/Be-out system turned on. Simulated data were introduced
into the prototype, which concerned the read RSSI signals and GPS coordinates. The
number of such samples was 21.

Figure 4 shows the simulated route of a public transport vehicle for the 3rd test,
marked with a blue line. The values in RSSI column of Table 3 simulate the received
signal based on the results of tests performed server application. The simulated RSSI
values were randomly generated in <–70, –90> range.

Analysing the data in Table 3, it can be concluded that the system tried to include
samples 1, 4 in the calculation of the number of stops driven by the user. Samples 2,
3, 5 were not considered. By calling the endpoint responsible for counting the number
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Fig. 4. Simulated route entered into Be-in/Be-out system for 3rd test.

Table 3. Samples of user readings entered into Be-in/Be-out system for 3rd test.

Sample number iBeacon device ID RSSI [dBm] Coordinates (latitude, longitude)

1 dc02f682-82ad-439e-973a-566970c899c3 –70 51.7622445686098, 19.456697308306012
2 dc02f682-82ad-439e-973a-566970c899c3 –71 51.76226656478569, 19.45693602488649
3 24578b5f-3c4c-4c78-9435-b303542d9317 –75 51.762321000733586, 19.45777177903929
4 dc02f682-82ad-439e-973a-566970c899c3 –70 51.76237405071485, 19.458387199365486
5 24578b5f-3c4c-4c78-9435-b303542d9317 –74 51.76242922262921, 19.459078047252543

of stops travelled for the test user, it can be concluded that the algorithm does not
work correctly. The prototype of the system qualified one stop. A detailed analysis of
the problem shows that the condition that checks the strength of the received signal
is particularly important in the algorithm. Repeating the experiment with lower RSSI
values, the system does not correctly register the presence of system user walking
parallel to the vehicle. Based on the above results, the better way is to place more
iBeacons in Be-in/Be-out vehicles and limit the received signal strength condition to
–70 dBm.

Based on conducted experiments, the original concept of Be-in/Be-out system cor-
rectly classifies the presence of an user in vehicle, except for the case when the user
moves in parallel with the vehicle. IoT devices subjected to an analysis of the average
signal strength, show similar characteristics of transmitting the Bluetooth signal. Both
types of devices can be used in this type of systems.

7 Conclusions

The paper presented the proposal of approach of Be-in/Be-out model using wireless
technologies to user detection in the vehicle, which eliminates errors in already created
solutions. The experiments were carried out on the prototype of the system, which
was supported by iBeacon devices. The particular attention was paid to the study of
operation of the algorithm that counts the number of stops travelled for individual users
of the system. This algorithm uses RSSI readings, GPS coordinates, and metadata from
IoT devices in its calculations.

In analysed existing studies, too little attention was paid to the issue of user detec-
tion in the vehicle. In addition, it can be said that most of the existing prototypes per-
formed calculations regarding the presence of a passenger in the vehicle using mobile
devices, without taking into account the protection of sensitive data. Additionally,
portable devices have insignificant amounts of computing resources that can signifi-
cantly impact the performance and accuracy of a Be-in/Be-out system. The analysed
works did not take into account anomalies that may occur on mobile devices in the
context of operation of the devices themselves and the signals they receive. On the basis
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of the analysed works, it can be concluded that too little attention has been paid to
research in the context of checking the operation of the system in realistic conditions.
Analysed works do not provide information on characteristics of devices using wireless
technologies, in particular strength of propagated signal in relation to the distance.

The new concept of Be-in/Be-out system was proposed, which focuses on simplify-
ing the computational complexity involved in charging users for the number of stops
travelled. This idea is based on iBeacon devices that propagate unique identifiers that
are assigned to vehicles. The role of mobile devices is to provide information about
the current position of the user and RSSI measurement of detected iBeacon devices.
The server software having a historical record of RSSI measurements, coordinates of
the user’s position and the vehicle’s route is able to calculate the number of routes
travelled by the system user. The made analyses show that the use of iBeacon devices
in Be-in/Be-out system is promising. These devices can play their part well in terms of
propagating additional metadata. It is worth noting that the information emitted can
significantly optimize the calculation processes of the Be-in/Be-out system. In the con-
ducted study on the propagation of signal by two separate IoT devices, similar values
were obtained over the tested distance. Experiments show that the greatest difference
in signal strength can be read on a 2 m distance from the device propagating the sig-
nal. At a distance greater than 2 m, the signal showed a downward trend and tended
towards noise.
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Abstract. The growing need to understand and compare elements
in service agreements has generated strong interest in the industry.
Although there are projects and tools for the automatic detection of
information in contracts, automatic analysis is still a developing area of
research. This becomes even more relevant with the rise of cloud service
organizations, which highlights the need for tools for comparing con-
tractual agreements. In this paper, we present a framework designed to
automate contract analysis and comparison. In order to demonstrate the
effectiveness of this approach, we created a prototype that uses language
models to automatically detect obligations, rights, and parties involved
in contracts. In addition, we applied an initial metric to determine the
extent to which the customer benefits compared to the provider. The
results of the evaluation support the effectiveness of the system by facil-
itating the understanding and reasoning of both parties regarding the
terms of the agreement.
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1 Introduction

In today’s digital age, most companies often outsource some of their infrastruc-
ture management and storage to cloud services, which exposes them to a whole
range of risks in terms of security, loss of data property, business continuity
disruptions and other associated challenges. To mitigate these risks, it is cru-
cial to understand the terms and conditions offered by providers and to ensure
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that they fulfill the clauses stipulated in the service agreement (also known as
Customer Agreement or CA) that governs cloud services. CAs are composed of
a set of legal documents that contain the terms and conditions concerning the
acquisition and use of the provided cloud service [15]. They are the basis for pro-
tecting the interests of the parties and are an essential resource for bringing legal
actions, for obtaining compensation or for termination of the contract, among
other possible scenarios.

In spite of the importance of the agreement in the cloud computing ecosys-
tem, there is currently no effective mechanism to clearly comprehend the terms
and conditions and compare the services offered by different providers. This
entails additional costs for companies, as they need a higher number of profes-
sionals to analyse and ensure both the successful evolution of their contracts
and new subscriptions. Moreover, since this is a manual task and considering
the heterogeneity of the content within each supplier’s contract, the analysis is
frequently tedious, time-consuming, and prone to error. Therefore, the lack of
a tool that allows for the extraction and analysis of the information contained
in the agreement, as well as the need for a set of general metrics that facilitate
the evaluation and comparison across services, are two of the primary challenges
limiting the automated analysis of CAs.

To address this issue, a solution is needed that is able to reason about terms
and conditions defined in the agreements, providing answers to a set of analysis
operations that allows customers to compare between CAs. In other words, we
refer to a system capable of identifying the relevant information in the agree-
ment, giving answer to questions that may arise for both parties throughout
the entire lifecycle of the agreement [5], spanning from before, during, and after
the subscription process. From these answers, we can derive the value of various
indicators applicable to all agreements, providing an effective way to compare
the characteristics of the agreement. In this article, we present the following
contributions:

– A framework to automatically analyse and compare CAs. We define the func-
tionality of the system and the components necessary for its development.

– A preliminary solution that applies the previous approach to partially address
the analysis of Service Level Agreements (SLAs). It allows automatic extrac-
tion of obligations and rights of the parties and execution of an analysis
operation.

The remainder of the article is organized as follows. Section 2 describes our
motivating scenario. Then, Sect. 3 introduces the proposed framework, while
Sect. 4 describes our initial solution for detecting obligations, rights and actor in
SLAs. Section 5 discusses some related work and finally in Sect. 6 we discuss our
conclusions and future work.

2 Motivating Scenario

The increasing number of available cloud service providers presents a challenge
for IT organizations when selecting the most suitable one for their business goals.
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Most cloud providers offer services with similar features but differ in the terms
and conditions outlined in their agreements and the associated costs. At this
point, the analysis and comparison of individual providers’ agreements can be a
complex task due to the lack of uniformity and the absence of a set of measurable
general characteristics. Therefore, having a system that allows customers to ask
questions about any doubts they may have about the terms and conditions of
services becomes even more crucial in this context.

To better motivate the need for a CA comparative framework, let us examine
the following example represented in Fig. 1, which provides a general overview
of the situation a customer faces when they need to subscribe to a new service.
Consider the case where the company Acme would like to host some of their sys-
tems on a cloud infrastructure, so that its personnel could search for the different
Infrastructure-as-a-Service (IaaS) alternatives available. Moreover, they have to
assess which of them best suits their needs. Of all the possibilities, imagine
that they only select Amazon Web Services, Microsoft Azure and Google Cloud
for simplicity, as exemplified in the figure. Each of these selected organisations
structures their agreements differently, possibly including some vendor-specific
policies. In addition, they have a multitude of documents that need to be anal-
ysed because they may contain information that can directly affect the services
to be contracted. In this situation, comparing the terms and conditions estab-
lished by each provider and selecting the one that most closely aligns with the
customer’s requirements is often costly, particularly when properly managing
potential operational risks that may arise.

Fig. 1. Essential topics covered by each provider’s CA



244 E. Molino-Peña and J. M. García

This scenario motivates the definition of a CAs comparative framework to
effectively and efficiently support customers in these decisions, by automatically
extracting and reasoning about the information contained in each of these agree-
ments.

3 Systematic Comparison Framework

This section aims to outline the minimum requirements necessary for building a
framework that automates the CA analysis and facilitates comparisons between
different providers. The main objective of this system is to accurately process
agreements, enabling automated analysis operations. This analysis culminates
in the calculation of various quantitative and qualitative metrics, allowing for
an evaluation of the agreement from the perspective of operational risks and its
impact on the client’s business. This provides an efficient means of comparing
agreements from different providers.

Fig. 2. Scenario of automatic analysis and comparison

Operational risks arising from the terms and conditions established in the
CAs can result from a wide variety of issues. Some of the situations that can
generate weaknesses in the business can be highlighted, such as non-compliance
with current regulations in terms of security and data protection, lack of respon-
sibilities defined for certain participants in the contract, non-existent or ineffec-
tive clauses and inconsistencies between various conditions, among other possible
aspects. Trying to mitigate and be aware in time of the scope of these potential
losses and the rights granted can help the client to realise the actual coverage
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offered by each provider, to understand the responsibilities of the parties, to
take legal action if deemed necessary, and in general to get the most out of the
contracted service.

Figure 2 shows the general workflow of our proposed systematic CA compar-
ison framework. The system can take as input the CAs from different providers
and, in addition, a set of analysis operations that need to be solved. The auto-
matic reasoner must obtain responses to each of the analysis operations using the
information contained in the agreements to be evaluated, represented as Qi and
Ai, respectively. This response must be able to be affirmative, negative, with-
out sufficient information, or with detailed explanations. The ultimate goal is to
facilitate the understanding of the differences between providers with respect to
these analysed characteristics, as represented in the bottom-right part of Fig. 2.

For this process to be effective, the automatic reasoner will need at least
two critical and necessary components to automate CA analysis. The first of
this is the information extractor, which in general should be responsible for
processing the text in natural language and identifying those clauses that contain
relevant information based on the query to be performed. There are several
techniques that can be applied to solve this task, such as tokenization, Part-Of-
Speech (POS) tagging and other preprocessing possibilities to analyse text. In
addition, patterns, traditional Natural Language Processing (NLP) models and
Large Language Models (LLMs) can be used to obtain the information.

The second component is the engine responsible for enabling reasoning about
the content of the agreement. This engine applies analysis operations to the struc-
tured information previously extracted. This allows obtaining simple answers,
such as “yes” or “no”, as well as more complex answers, including detailed expla-
nations of the answer provided. One of the ways to reason about the identified
information is to interpret it and translate it into a formal language or structure
that allows the application of a resolution or optimization algorithm to obtain
a solution based on the defined constraint functions [4]. Another alternative is
to use LLMs to process the detected clauses and answer the questions provided.
Finally, another approach could involve establishing quantitative and qualitative
metrics to derive conclusions from the information extracted.

4 Use Case Validation

Cloud services are used to deliver value to customers by simplifying the man-
agement and maintenance of IT resources. It is important to keep in mind that
the provider will make every effort to minimize its own losses. At this point,
it is particularly interesting to understand the obligations and rights of each
party involved to ensure that all parties are fulfilling their responsibilities. Fur-
thermore, a comprehension of these clauses can help both parties to understand
critical aspects such as who benefits the most, potential impacts on the busi-
ness resulting from subscribing to the services, and whether both parties have
fair and sufficient rights and responsibilities. Hence, it is essential to have a set
of analysis operations that, through various metrics, provide a comprehensive
representation of the agreement to be evaluated.
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In order to translate this idea into practice using our systematic comparison
framework approach, we developed a prototype solution that can automatically
extract from the SLA part of CAs their obligations and rights, together with the
actors involved. On the other hand, we propose a first simple metric that allows
to assess the risk or benefits of the parties, taking into account the relationship
between the obligations and the rights of the parties involved in the agreement.
Figure 3 shows the workflow that the developed system follows. Its architecture
is divided into two proposed components for the automatic reasoner, which are
the information extractor and the analysis engine. These components will be
explained in detail below.

In general terms, the figure aims to show the different activities and elements
necessary to achieve the expected results. First, we process the agreement by
dividing the SLA text into sentences that are then evaluated by an LLM which
is able to decide whether any of the clauses is an obligation, a right or a simple
condition of the contract. Once we obtain these propositions, we use the Open
AI GPT-3.5 turbo model to identify who is the actor involved in each of these
clauses. Finally, using all of this information we can calculate the ratio of clauses
that benefit each party.

Fig. 3. Prototype solution workflow

4.1 Information Extractor

The important advances in NLP and deep learning techniques lead us to con-
sider that an excellent alternative to extract information from SLAs is to apply
LLMs. Most of these models are prepared to address a variety of tasks, such as
text classification, translation, question-answering, or text summarising. These
models have been trained with a large corpus, which allows them to be flexible
solutions for different domains. However, their main limitation is that they are
not specifically designed to solve a particular problem. Therefore, it is usual to
perform a fine-tuning process of a pre-trained model with a specific data set to
address the required task [2].
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Given the diversity of options, we decided to fine-tune a model specifically
for classifying statements into the categories of obligation, right, or neither. In
this context, due to the limited amount of labeled data in the agreement domain,
we had to generate a corpus1 of SLA sentences from various providers, classified
into the categories mentioned above. Despite performing a manual tagging of 52
SLAs from 18 leading cloud providers, it is important to note that the available
data set is still quite limited.

Therefore, we decided to use an innovative approach known as SetFit for
training a variety of models, getting the best results with the paraphrase-mpnet-
base-v2 model2, a modification of the Bert model [14]. SetFit is a framework
that has proven to be highly effective for fitting pre-trained models, even when
a limited number of examples are available, by applying contractive learning
techniques [16]. The result is the paraphrase-mpnet-base-v2-sla-obligations-rights
model3 specially trained to detect obligations and rights in the SLA domain. The
values obtained for the model evaluation metrics are as follows: Accuracy: 0.83,
F1-macro: 0.829, Precision-macro: 0.8309, and Recall-macro: 0.83.

After having a model that can extract a catalog of sentences indicating an
obligation or right from any SLA, we query the OpenAI API to detect the actor
using the gpt-3.5-turbo model4. The process consists of generating a prompt with
the extracted obligations or rights, and as a result the model generates a list with
the actors involved in the corresponding clause.

We have developed an initial prototype5 following this approach. The system
has an API that allows interacting with all the previously defined functions. The
proposed solution for information extraction automatically assigns the phrase
type based on the semantics of the input data, avoiding the dependency on
specific patterns. However, it is important to note that this assignment may be
affected by the knowledge and possible biases of the classifier. In addition, one of
the most robust models for actor detection is used, reducing possible problems
produced by previous techniques used in other approaches. Although we need
to further validate this solution, we have obtained promising early results, as
outlined in Sect. 4.3.

4.2 Analysis Engine

The information extracted allows us to reason about the terms of the agreement.
Based on a set of metrics, we can, for instance, analyse whether the agreement
is beneficial to the customer or the provider, as well as the risks involved in
subscribing to the cloud service, among other analysis operations. Currently,

1 Dataset available at https://huggingface.co/datasets/marmolpen3/slas-obligations-
rights-sentences.

2 https://huggingface.co/sentence-transformers/paraphrase-mpnet-base-v2.
3 https://huggingface.co/marmolpen3/paraphrase-mpnet-base-v2-sla-obligations-

rights.
4 https://platform.openai.com/docs/models/gpt-3-5.
5 Prototype available at https://github.com/isa-group/iContracts.

https://huggingface.co/datasets/marmolpen3/slas-obligations-rights-sentences
https://huggingface.co/datasets/marmolpen3/slas-obligations-rights-sentences
https://huggingface.co/sentence-transformers/paraphrase-mpnet-base-v2
https://huggingface.co/marmolpen3/paraphrase-mpnet-base-v2-sla-obligations-rights
https://huggingface.co/marmolpen3/paraphrase-mpnet-base-v2-sla-obligations-rights
https://github.com/isa-group/iContracts
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there are limitations regarding the impact that the detected clauses can have
on the reasoning process. This is because the system is unable to identify the
meaning of the clause.

For the identification of a meaningful metric, we use the Goal Question Metric
(GQM) method. Our metric seek to understand the balance of obligations and
rights between parties involved in the agreement, through a quantitative analysis.
In other words, it is about assessing the extent to which the contract could
provide protection against potential risks.

– Goal: The degree to which the terms and conditions are favourable to the
parties.

– Question: What is the distribution of favourable clauses for each party?

– Client benefit: benefitclient =
Obp

Obp+Obc
+ Rc

Rp+Rc

2
– Explanation: The customer’s benefits are represented by the sum of the

percentage of the provider’s obligations and the percentage of the customer’s
rights, where a higher number of obligations on the provider’s side leads
to a higher coverage and consequently to a more significant benefit for the
customer.

– Provider benefit: benefitprovider =
Obc

Obp+Obc
+

Rp
Rp+Rc

2
– Explanation: The provider’s benefit is represented by the sum of the per-

centage of the customer’s obligations and the percentage of the provider’s
rights, where a higher number of obligations on the part of the customer
leads to a higher benefit for the provider.

In the formulas, Obp represents the number of obligations on the provider’s
side, and Rp represents the number of rights. Conversely, Obc denotes the num-
ber of obligations on the customer’s side, while Rc signifies the number of rights.
To calculate the ratio between the customer’s and provider’s percentage of ben-
efit, we divide the customer’s percentage by the provider’s percentage. This
determines whether the provider’s responsibilities are greater than those of the
customer.

4.3 Initial Evaluation

In order to perform an initial validation of the developed system, we propose to
answer the following evaluation objectives:

– Goal 1: How does the system behave in a real use case? We intend to eval-
uate the performance of the system against a real scenario, such as the one
described in the motivation section (Fig. 1).

– Goal 2: What are the results if an agreement is analysed with different tools?
Our objective is to evaluate the performance of the system compared to other
tools available for the automatic analysis of obligations and rights in SLAs.
We will compare the results obtained when evaluating an SLA using the Chat
GPT language model, the framework developed by Natalona et al. [12], and
our solution approach.
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Fig. 4. Excerpt of Google Compute Engine obligations, rights and actors detected by
our proposal

Table 1. Results obtained for each SLA

SLA EC2 Compute Engine App Service

Obp 3 2 6
Obc 2 4 5
Rp 3 0 0
Rc 4 3 4
Metric 1 0.586 0.667 0.773
Metric 2 0.414 0.333 0.227
Ratio 1.415 2 3.4

Experiment 1: Analysis of Cloud Computing SLAs. In this experiment,
we aim to answer the first goal by evaluating the obligations, rights and actors
detected by our approach. We analyse the SLAs of the companies mentioned
in the motivation scenario, which are AWS’ EC2 SLA, Microsoft’s App Service
SLA and Google’s Compute Engine SLA. Figure 4 showcases an excerpt of the
information that our system can extract from the agreement. The global results
are presented in Table 1, which shows a summary of the information extracted
by the system. According to these results, the customer benefits more than the
provider in all SLAs analysed, with the biggest difference in the Microsoft App
Service SLA. Specifically, in this case, the customer’s benefit is 3.4 times higher
than the provider or, in other words, the provider’s responsibilities are greater
than those of the customer. The experimental study confirms the system’s ability
to extract information from the SLA, helping the customer to better understand
the responsibilities and rights of the parties, as well as the most supportive
agreement.
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Experiment 2: Comparison Between Tools that Automate SLA Anal-
ysis. In this experiment, our aim is to answer the second goal by comparing the
results obtained by three different tools, including our prototype, when auto-
matically analysing the SLA of Digital Realty. Among the tools compared is
Chat GPT, the most representative chatbot based on large language models at
present. Despite being more robust than our system, the main difference is that
it is not specifically trained to extract obligations and rights from legal texts.
We also use Natolana’s framework [12], whose approach focuses on extracting
knowledge from the SLA, in fact part of this information is the obligations,
rights and actors involved. However, its technique has limitations as it is based
on patterns, as we discussed in a previous work [9].

To study the results, we compared the outputs obtained by each of the sys-
tems evaluated with the manual analysis of the agreement. According to our
manual study, the SLA is composed of 12 obligations and 4 rights, which are
represented in the Fig. 5 as the blue dashed line. These graphs summarises the
results of our study, in which our approach has a higher precision and recall
than the other tools. In comparison with the rest of systems we correctly detect
a greater number of clauses representing obligations and rights. More informa-
tion on this experiment can be found in a previous work [8].

Fig. 5. Comparison between correct positives and detected values

5 Related Work

The automation of contract analysis has been studied from a variety of per-
spectives. Some approaches have focused specifically on the analysis of terms of
service (TOS), while others have addressed the automation of pricing plans or
the management of SLAs. Marco Lippi et al. [7] propose Claudette, a solution
designed to evaluate abusive clauses found in TOS. In automatic SLA analysis,
several approaches have been developed. For example, Lucia De Marco et al.
[1] have as main objective the automatic extraction of service level objectives.
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Efforts have also been made to automatically detect inconsistencies between the
conditions defined in the SLA [10,11]. One of the most novel works is the one by
Natolana et al. [12]. In this work, they present a comprehensive framework for
SLA knowledge extraction, combining text mining, semantic web, and traditional
NLP techniques.

There are also community efforts, such as the project Terms of Service; Didn’t
Read (ToS;DR) [6], which aims to analyse and grade the TOS and privacy poli-
cies, though this evaluation is carried out manually. Within this line of work,
the commercial platform Term Scout [13] is highlighted from an industrial per-
spective. It employs a hybrid approach, combining legal expert analysis with
the use of artificial intelligence. This tool focuses on facilitating the review of
agreements, especially TOS. It works as an extensive database that hosts public
contracts previously analysed through a set of questions related to the terms
of the agreement. Based on the answers to these questions and supported by
the 22 WorldCC Contracting Principles [3], which are fundamental to ensure
balanced commercial contracts, the platform provides a set of conclusions about
the agreements.

6 Conclusions and Future Work

This article presents a common approach for the development of systems that aim
to automate some parts of the analysis of CAs and facilitate comparisons between
agreements. We have also developed a first prototype that following this approxi-
mation, allowing users to automatically extract the obligations, rights and actors
involved in those clauses. This system can be valuable to ensure transparency
and responsibilities in the agreement, allowing users to better comprehend the
commitments and operational risk involved in subscribing to a cloud service.

Many challenges remain for future work, one of the most important being to
improve the extraction of current knowledge. In order to not only identify the
clauses that indicate obligation or right, but also the meaning of these clauses,
allowing us to develop metrics that perform a more complete reasoning of CAs.
Currently, we are trying to improve the developed system to increase its effi-
ciency, defining also a more exhaustive experimental evaluation.

Acknowledgements. The authors would like to thank Antonio Ruiz Cortés for his
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Abstract. Microservices have emerged as an architectural style in which
applications are composed of small and focused services. Several patterns
have been proposed to guide the construction of microservices applica-
tions. However, they are usually stated in natural-language, which may
lead to ambiguity and erroneous application. This paper addresses these
issues by advancing in the formalization of microservices patterns using
the Event-B method. An Event-B model for the Service Registry pattern
is proposed, which is then leveraged for verification/validation purposes.
The overall goal is to contribute to the comprehension of microservices
patterns and the quality of microservices applications.

Keywords: microservices patterns · event-b · service registry

1 Introduction

Microservices have emerged as an architectural style in which applications are
composed of small and focused services [24]. Several patterns have been pro-
posed to guide the construction of microservices applications, document knowl-
edge and address recurring situations. Particularly, the list of patterns compiled
by Richardson covers areas such as service discovery (e.g. Service Registry),
reliability (e.g. Circuit Breaker) and data management (e.g. Saga) [24].

Microservices patterns are frequently stated in natural-language, which may
lead to ambiguity and erroneous application. Indeed, different implementations
for the same pattern have variations in behavior.

A broadly applied strategy to eliminate ambiguity in prose descriptions is
applying formalization techniques. Particularly, the Event-B method has been
used to formalize different types of systems [1] (e.g. architectural patterns [30]).

In this line, our previous work leveraged this method to formalize integra-
tion and policy-based solutions [13,18]. We have recently focused on formalizing
microservices patterns, such as the Circuit Breaker [33].

This paper continues advancing in this area by proposing an Event-B for-
malization for the Service Registry (SR) pattern and using the resulting model
c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
F. Monti et al. (Eds.): ICSOC 2023 Workshops, LNCS 14518, pp. 253–264, 2024.
https://doi.org/10.1007/978-981-97-0989-2_20
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for verification and validation (V&V) purposes. The overall goal is to contribute
to the comprehension of microservices patterns, aiming to facilitate the devel-
opment of microservices applications and positively impact their quality.

The paper is organized as follows. Section 2 presents the background.
Section 3 describes the SR Event-B model, and Sect. 4 shows its use for V&V.
Section 5 analyzes related work. Section 6 presents conclusions and future work.

2 Background

This section provides background on Event-B and related tools, as well as on
the Service Registry pattern.

2.1 Event-B and Rodin Tool

The Event-B method enables the formalization of systems that can be modelled
as discrete transition systems [26]. It is centered around the notion of events
(i.e. transitions) and its main purpose is to aid the development of correct by
construction systems [2]. It is based on first-order logic and a typed set theory.

Event-B models comprise contexts (static part of the system) and machines
(dynamic part of the system) [3]. The Event-B method enables the incremental
development of models by context extension and machine refinement.

Contexts may contain carrier sets (user-defined types), constants, axioms and
theorems [26]. Machines specify behavioural properties of Event-B models and
may be related to several contexts [26]. Machines may contain variables (state
of a machine), invariants (constraining variables), theorems, a variant (to prove
convergence properties) and events. Events describe the dynamics of machines
[26] and may contain parameters, guards (conditions under which an event is
enabled) and actions (how the state variables evolve when the event occurs).

Proof obligations (POs) specify what is to be proved for an Event-B model
[1]. They verify a model’s properties, demonstrate that a model is sound, analyse
a model, and guide the user while building a model [15]. Proof obligations may
focus on invariant preservation, numeric variant, variant and well-definedness,
among others [1].

The Rodin tool is intended to support the construction and verification of
Event-B models [3]. It automatically generates proof obligations and transmit
them to provers, which support automatic and interactive proofs within the tool.

2.2 Service Registry Pattern

When a client needs to communicate with microservices, it requires their network
locations which are unknown beforehand. Indeed, many microservice instances
may be running simultaneously, with locations set at runtime [28].

In this context, the Service Registry (SR) pattern aims to provide a database
that can be queried and containing the network locations of available microser-
vices’ instances, so that clients can communicate with them [24]. Optionally, the
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SR may have information on each microservice health check API (i.e. an API
that returns the health of the service), in favor of keeping registry data updated.

In summary, a SR stores the location of each service instance. Service
instances are registered with the SR on startup and deregistered on shutdown.
Lastly, the SR can be queried to retrieve all the available instances of a service.
Moreover, the SR might invoke the health check API of its registered service
instances to verify that they are ready to handle requests.

3 Service Registry Formalization

The first step in modeling a system with Event-B is identifying its requirements
[1]. Within this work, the scope of the system to be modeled consists of the
SR per se, a mechanism for registering/unregistering services and their instance
endpoints, and a way to query the endpoints of registered services. Table 1 shows
these requirements gathered for the SR pattern, as described in Sect. 2.2.

Table 1. Reference Text for Service Registry Requirements.

Req. Description

FUN-1 A SR stores the location of each service instance
FUN-2 Instances are registered with the SR on startup and deregistered on shutdown
FUN-3 The SR can be queried to retrieve all the available instances of a service

The SR Event-B model, developed with the Rodin tool and available online
[34], comprises one context and one machine. Listing 1.1 presents the context
named c0_service_registry.

Listing 1.1. SR Event-B Context
CONTEXT

c0_service_registry
SETS

S // set of all possible services
E // set of all possible instance endpoints to assign to the different services

CONSTANTS
S1
..
S5
E1
..
E6

AXIOMS
ax1 : partition(S,{S1},{S2},{S3},{S4},{S5})
ax2 : partition(E,{E1},{E2},{E3},{E4},{E5},{E6})

END

In order to address FUN-1, the context defines a set (S) containing all possible
services to be registered and a set (E) containing all possible instance endpoints
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to be stored (as Event-B handles finite sets). Services (S1..S5) and endpoints
(E1..E6) are defined as constants. The context also defines two axioms (ax1,
ax2) using the predicate partition(P, p1, .. , pn), which indicates that sets p1...pn
constitute a partition of P (the union of p1..pn is P and p1..pn are disjoint).

Listing 1.2 shows part of the SR Event-B machine, named
m0_service_registry.

Listing 1.2. SR Event-B Machine: Variables and Invariants
MACHINE

m0_service_registry
SEES

c0_service_registry
VARIABLES

services // represent the set of microservices in the registry
endpoints // represent the endpoints of microservices in the registry
last_endpoint_query_result // last response obtained from querying a service endpoints

INVARIANTS
inv1 : services ⊆ S
inv2 : endpoints ∈ services → P(E)
inv3 : last_endpoint_query_result ∈ P(E)

The machine sees the c0_service_registry context and defines three variables:
services (representing the set of registered services in the SR), endpoints (rep-
resenting the endpoints of microservices), and the last_endpoint_query_result
(representing the last response obtained from querying the endpoints of a ser-
vice).

One invariant per variable is used to designate its type. First, services
are a subset of all possible services to be registered in the SR (inv1). Sec-
ond, endpoints are functions whose domain is services and their range is the
power set of all possible endpoints to be stored in the SR (inv2). Lastly, the
last_endpoint_query_result belongs to the power set of all possible endpoints
to be stored in the SR (inv3).

Listing 1.3 presents the events identified for the SR Event-B machine.
The INITIALISATION event sets all machine variables to empty sets (init1,

init2, init3).
The register event receives a_service belonging to the set of all possible

services minus the services set (grd1), so that only new services are registered.
The register event adds a_service to services and initializes its endpoints to an
empty set (act1 and act2).

The unregister event receives a_service belonging to services so that only
registered services can be unregistered (grd1). This event removes all endpoints
of the service and the service from the set of services (act1 and act2).

The add_endpoint event receives: a_service belonging to the registered ser-
vices (grd1), and an_endpoint belonging to the set of all possible endpoints
minus all the registered ones (grd2), so that services cannot share endpoints.
This event adds an_endpoint to the registered endpoints of a_service (act1).
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Listing 1.3. SR Event-B Machine: Events
EVENTS

INITIALISATION =̂

BEGIN
init1 : services := ∅

init2 : endpoints := ∅

init3 : last_endpoint_query_result := ∅

END

register =̂

ANY
a_service

WHERE
grd1 : a_service ∈ S\services // can only register a new service

THEN
act1 : services := services ∪ {a_service}
act2 : endpoints(a_service) := ∅

END

unregister =̂

ANY
a_service

WHERE
grd1 : a_service ∈ services // can only unregister existing services

THEN
act1 : endpoints := {a_service} �− endpoints // domain substraction
act2 : services := services\{a_service}

END

add_endpoint =̂

ANY
a_service
an_endpoint

WHERE
// can only add endpoints to registered services
grd1 : a_service ∈ services
// two services can not share endpoints
grd2 : an_endpoint ∈ E\union(ran(endpoints))

THEN
act1 : endpoints(a_service) := endpoints(a_service) ∪ {an_endpoint}

END

remove_endpoint =̂

ANY
a_service
an_endpoint

WHERE
// can only remove an endpoint from a previously registered service
grd1 : a_service ∈ services
// can only remove a registered endpoint of a service
grd2 : an_endpoint ∈ endpoints(a_service)

THEN
act1 : endpoints(a_service) := endpoints(a_service)\{an_endpoint}

END

query_endpoints =̂

ANY
a_service
result

WHERE
grd1 : a_service ∈ S
grd2 : result ⊆ E
grd3 : a_service ∈ services ⇒ result = endpoints(a_service)
grd4 : a_service /∈ services ⇒ result = ∅

THEN
act1 : last_endpoint_query_result := result

END
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The remove_endpoint event receives a_service and an_endpoint, both of
which must be registered in the SR (grd1 and grd2). This event removes
an_endpoint from the registered endpoints of a_service (act1).

The query_endpoints receives a_service to query the endpoints for and a
guard-defined argument result. While a_service belongs to the set of all possible
services, result is a subset of all possible endpoints. Particularly, result is defined
as empty when a_service is not registered and as the registered endpoints of
a_service otherwise. This event sets the variable last_endpoint_query_result
to the value of result.

4 Verification and Validation Using the Event-B Model

This section presents how the SR Event-B model was used for verification and
validation purposes by leveraging tools such as Rodin, ProB and BMotionWeb.

4.1 Proof Obligations

The PO generator of Rodin did not produce POs for the context, but it produced
nine POs for the machine. Five POs are related to invariant preservation, which
ensures that each invariant in a machine is preserved by each event [1]. The rest
are related to well-definedness, which ensures that a potentially ill-defined axiom,
theorem, invariant, guard or action is indeed well-defined [1]. Five POs were
discharged automatically by the auto provers included in Rodin. The rest were
interactively discharged. Figure 1 shows elements of the proving view of Rodin.
In particular, the Event-B Explorer shows the generated POs, indicating if they
are discharged (the ones in green) and how (the “A” stands for automatically).
Also, the Goal and the Proof Tree are shown for the selected PO.

Fig. 1. Rodin Proving View Elements. (Color figure online)

4.2 Event-B Model Animations

Model animation complements modeling/proving, by enabling users to validate
that the modelled system operates as expected (according to requirements) [1].
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Fig. 2. SR Event-B Model Animation with ProB plugin.

Animations of the SR Event-B model were performed using ProB [17]. As
shown in Fig. 2, the ProB plugin for Rodin was used to animate the model. A
video showing this animation is available online [34].

The ProB view enables the user to select the next event to be executed and
indicate its parameters’ values (left). It also shows the history of executed events
(right) and the state of the machine (i.e. values of its variables) (middle). In this
case, after the INITIALISATION event, the following events were executed: two
register events, receiving S1 and S2; three add_endpoint events, receiving (E1,
S1), (E2, S1) and (E3, S2); and a query_endpoints event, receiving S1. As shown
in the machine’s state, the result of the last event is {E1, E2}.

BMotionWeb was used to create a formal prototype (i.e. an animation of a
model that provides a lightweight formal validation of a system using an inter-
active mockup and model execution) [16]. BMotionWeb is built on top of ProB,
leverages web technologies (e.g. HTML, SVG), and comprises a visual editor and
a simulation engine. The editor aims to facilitate the development of mockups
and their bindings to the formal model, using observers and events. The engine
enables users to interact with the formal prototype and explore its behavior.
Figure 3 presents the formal prototype of the SR (developed and animated with
BMotionWeb). The code of the animation and a video are available online [34].

Fig. 3. BMotionWeb Animation of SR Formal Prototype. (Color figure online)
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In particular, the visualization shows the set of all possible services and end-
points to be registered. The blue square represents the SR and the table on it
lists the stored data. When the SR has any data, the green hexagons are dis-
played. Two inputs enable the user to indicate a service and an endpoint, which
are used as parameters for operations. The available operations are presented
as buttons. The result of querying the endpoints of a service is displayed on
the right side between braces. The animation comprises five events (E) and five
observers (O), associated with animation elements, as shown in Fig. 3.

4.3 Test Cases Automatic Generation

Model-based Testing (MBT) is an extensively used approach to validate a system
under test (SUT). The idea behind MBT is to depart from an abstract model
of the SUT, and from it generate test cases automatically by means of tooling
[27]. In this context, MBT can be leveraged to determine the compliance of an
implementation with respect to a formal model of a system.

ProB offers two algorithms to generate test cases [23]: model-checking-based
(MCM) and constraint-based (CBC). MCM test case generation builds the state
space of the model and traverse it in breath-first manner until the coverage
condition specified is met. Feasible coverage criteria for this approach are: (i)
depth of the state space graph, (ii) have passed through a maximum number of
states, (iii) the satisfaction of an end predicate by the final state, and (iv) have
covered at least a set of operations. On the other hand, the CBC algorithm makes
use of the constraint solver to build feasible sequences of events in a breadth-
first manner and stops when the coverage condition is met. In this approach,
constants and parameters of the operations are instantiated as required by the
target sequence. As a drawback, this alternative cannot detect cycles, so it might
get caught in an infinite loop.

By using the ProB Cli, a command-line interface for ProB, abstract test
cases were generated for the SR Event-B model using both algorithms: MCM
and CBC. Due to space limitations, the set of abstract test cases are not included
in this paper, but they are available online as well as the parameters used for
invoking ProB Cli in both cases [34].

Nevertheless, Listing 1.4 presents an example of an automatically generated
test case with ProB comprising a sequence of steps which, in particular, may
indicate operations, values of parameters and modified variables.

Listing 1.4. Automatically Generated Test Cases
<test_case>
<initialisation>
.....

</initialisation>
<step name="query_endpoints">
<value name="result">{}</value>
<value name="a_service">S1</value>

</step>
</test_case>
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In this example the test case comprises two steps: an initialisation step, where
all variables are set, and a query_endpoints step, representing a query to the
SR for the network locations of microservice S1 and whose result should be the
empty set.

The XML-based abstract test cases are the basis for generating concrete test
cases targeting specific pattern implementations. In the context of this work and
as shown in Listing 1.5, the generation of concrete test cases from abstract test
cases was performed manually leveraging JUnit. However, it is important to note
that the automation potential of this task is remarkable.

Listing 1.5. Manually Generated JUnit Test Case
public void testCase_1(){

// case setup
Endpoints endpoints = Endpoints.parse("{}");
SetString last_endpoint_active_query_result = SetString.parse("{}");
SetString services = SetString.parse("{}");

// case execution
Wrapper app = new Wrapper();
app.initialisation(endpoints, last_endpoint_active_query_result,
services);

assertTrue(app.isValid(endpoints, last_endpoint_active_query_result,
services));

a_service = "S1";
app.query_endpoints(a_service);
assertTrue(app.isValid(endpoints, last_endpoint_active_query_result,
services));

......

}

5 Related Work

Many authors have worked on design patterns formalization resulting in different
approaches to fulfill this gap. These approaches can be characterized as being
based on: an existing language or the combination of many [12,21,22], extending
a specification language [7], interactive theorem proving [8], formalization of
temporal logic [6,20], developing a new language [19,29], and formal methods
[14,25,31].

In the particular context of microservices, there are also formalization pro-
posals based on time-basic Petri nets for specifying and verifying microservices-
based process flows [11], and formal approaches for reasoning on microservices
applications deployment aspects [9].
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In addition, the Event-B method has been used in related contexts for devel-
oping formal specifications of patterns and systems. In particular, it was lever-
aged for the formal modeling of web service compositions [5], service-oriented
architecture design patterns [30] and BPMN models [10]. More recently, the
method has also been used for the modeling and verification of cyber-physical
systems [4] and Internet of Things (IoT) design patterns [32].

However, to the best of our knowledge, Event-B models have not been used
to formalize microservices patterns nor have been leveraged for V&V of such
patterns in the way that we propose.

6 Conclusions and Future Work

This paper presented advances in the formalization of microservices patterns
with Event-B, aiming to contribute to their precise comprehension. We proposed
an Event-B model for the Service Registry (SR) pattern and leveraged it for V&V
purposes. This enabled us to confirm the potential that these models may have
to: eliminate ambiguity of natural-language descriptions of patterns, facilitate
their comprehension (e.g. by using animations), and determine the degree of
compliance of concrete implementations (e.g. by using MBT). The main con-
tribution of this paper is the SR Event-B model and related developments for
V&V (e.g. formal prototype), which constitutes a step forward in formalizing
microservices patterns.

We are currently enhancing the SR Event-B model, by context extension and
machine refinement, in order to consider other aspects such as Health Check
APIs. We are also improving the formal prototype and advancing on MBT to
automatically generate concrete test cases for specific pattern implementations.

Future work includes addressing the formalization of other microservices pat-
terns (e.g. Saga), evaluating the degree of compliance of patterns’ implementa-
tions, and providing an integrated environment for the formalization and V&V
of these patterns. In addition, we are planning to apply this approach within
other areas such as complex event processing and blockchain.
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Abstract. Privacy engineering, emphasizing data protection during the
design, build, and maintenance of software systems, faces new chal-
lenges and opportunities in the emerging decentralized data architec-
tures, namely data mesh. By decentralizing data product ownership
across domains, data mesh offers a novel paradigm to rethink how privacy
principles are incorporated and maintained in modern system architec-
tures. This paper introduces a conceptual framework that integrates pri-
vacy engineering principles with the decentralized nature of data mesh.
Our approach provides a holistic view, capturing essential dimensions
from both domains. We explore the intersections of privacy engineering
and data mesh dimensions and provide guidelines for the stakeholders
of a data mesh initiative to embed better data privacy controls. Our
framework aims to offer a blueprint to ensure robust privacy practices
are inherent, not just additive, during the adoption of data mesh.

Keywords: Privacy engineering · Data mesh · Privacy by design

1 Introduction

Privacy Engineering (PE), as a discipline, concerns itself with integrating privacy
principles into software and system development, right from design to deploy-
ment [9,19]. This discipline arises from a need to protect data subjects and
to ensure that software, systems, and processes comply with established pri-
vacy laws and regulations. The concept of Privacy by Design (PbD), enshrined
in Article 25 of the General Data Protection Regulation (GDPR), emphasizes
proactive privacy measures that aim to prevent data privacy violations from
occurring [4]. Such legal mandates have increased attention to PE in research
and practice. At the heart of PE’s practical application are Privacy Enhancing
Technologies (PETs) which facilitate the collection, processing, and sharing of
data in a privacy-preserving manner [18].
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The data mesh is an emerging decentralized and domain-driven architecture
for managing enterprise data at scale [11]. Although efficient in many ways, tradi-
tional centralized data platforms and architectures can become bottlenecks when
scaling and adapting to the dynamic nature of modern businesses [11,16]. Data
mesh addresses this by promoting domain-oriented ownership of data, product
thinking, and self-serve platforms. In this paradigm, teams or domains treat their
data as a product, offering it to consumers within and outside the organization.
The decentralized nature of this approach promises scalability, flexibility, and
democratization of data.

The data mesh principles of domain ownership of data and computational fed-
erated governance can facilitate applying PbD principles for enterprise data [20].
While PE provides a robust framework for building privacy-preserving systems,
its application in a decentralized, domain-centric architecture like data mesh has
yet to be investigated [34]. This paper aims to bridge this research gap, intro-
ducing a framework that integrates the strengths of PE with the agility and
scalability of data mesh architecture.

This paper presents a conceptual framework that can guide the integration
of PE principles into data mesh architectures. Our framework aims to serve
both practitioners at the forefront of building next-generation data systems
and researchers, who provide the theoretical foundations for these systems. In
terms of scope, this paper restricts itself to conceptual guidelines and founda-
tional principles. While practical implementations can vary based on specific use
cases, industries, and regulatory landscapes, the framework provides a versatile
blueprint that can be adapted and expanded upon.

This paper is organized as follows. Section 2 introduces PE and data mesh and
reviews the related studies. Section 3 presents our framework in detail, including
dimensions of data mesh and PE and their interconnections. Section 4 concludes
the paper while providing the directions for further research.

2 Background and Related Work

2.1 Privacy Engineering

The inception of Privacy Engineering (PE) is deeply rooted in society’s growing
concern about individual privacy in the digital age. With the emergence of dig-
ital platforms and the Internet in the 1990s, the vast data generated posed new
threats to individual privacy. Early endeavors in the domain, such as Cranor’s
P3P [6], aimed to grant users increased control over their sensitive information.
Yet, as technology advanced, so did the techniques and methods to compromise
privacy. This escalating threat made the establishment of a structured discipline
essential. Legislative responses like the GDPR [28] and the California Consumer
Privacy Act (CCPA) [27] emphasized the importance of integrating privacy con-
siderations from the outset.

Central to PE is the principle PbD [4], which emphasizes the integration of
privacy rights from the conceptual phase of software development. This proac-
tive approach dictates that privacy should be considered throughout the entire
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life cycle of software systems and business processes. PETs [18] have been
the primary technical solution. Over the years, they have matured from basic
anonymization techniques to sophisticated strategies tailored for complex soft-
ware systems and service architectures. Other crucial principles include Data
Minimization (DM), which aims to ensure that only the essential data for a par-
ticular process is collected and Purpose Limitation (PL), which restricts the use
of data to its intended purpose [3].

Despite its importance, implementing privacy in modern software engineering
environments is challenging. The agility and speed of contemporary development
processes, such as DevOps, sometimes appear to be at odds with the thorough,
proactive approach required by PE [31]. The surge in interconnected devices,
thanks to the Internet of Things (IoT), exponentially expands the landscape of
potential vulnerabilities. Additionally, distributed architectures, like microser-
vices and cloud-native platforms, introduce data management and control com-
plexities, often straining traditional privacy-preserving techniques [17,24]. These
systems’ dynamic and evolving nature calls for a reconceptualization of how we
view and implement privacy.

2.2 Data Mesh

Data mesh emerged as a response to the challenges posed by traditional cen-
tralized data architectures [11,16]. In a typical enterprise, business domains
generate data. The centralized collection and management of domain data hin-
ders domain teams from transforming domain data into valuable assets for the
enterprise. Data mesh aims to unlock this bottleneck. At the heart of the data
mesh paradigm is treating data as a product, owned and maintained by cross-
functional domain teams, who intimately know the data. These teams are respon-
sible for the entire data product lifecycle, from creation to distribution and use.
The domain teams are equipped with a self-serve platform technology.

The decentralized nature of data ownership in a data mesh introduces chal-
lenges and advantages. On the one hand, it democratizes data access, enabling
more rapid and domain-specific insights. It also facilitates better scalability, as
data solutions can be designed and scaled at the domain level, rather than being
hindered by a centralized platform team [16]. However, this decentralization
also brings challenges, especially regarding data consistency, interoperability,
and governance. Ensuring that data products from various domains seamlessly
interoperate and adhere to organizational standards requires robust governance
mechanisms and possibly new tooling [11,23].

The implications of data mesh for privacy are multifaceted. Decentralized
data ownership can allow for tighter control over data, as domain teams may
have a clearer understanding of the specific privacy concerns related to their
data. However, the distributed nature of the architecture can also pose challenges
in uniformly enforcing privacy regulations and standards. The inherently open
and accessible ethos of data mesh might conflict with stringent data protection
measures unless privacy is embedded as a core tenet from the outset [10].
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2.3 Related Work and Research Gaps

The transition from centralized architectures to decentralized ones, notably from
monolithic systems to microservices in software engineering, mirrors the evolu-
tion in the data realm from centralized data architectures to data meshes [25].
While fostering adaptability and modular design, this paradigm shift brings intri-
cate challenges, especially concerning governance and traceability [29,34]. Histor-
ically, centralized governance, with its single-point control, allowed for relatively
straightforward privacy protocol enforcement, such as adherence to GDPR [33].
However, this enforcement becomes significantly more complex in the dispersed
landscape of data meshes. One of the pioneering methods to address these chal-
lenges is the k-anonymity approach, which has been crucial for understanding
and identifying data attributes that could potentially compromise privacy in
centralized databases [32]. However, when applied to decentralized systems, this
method’s time complexity and other limitations become accentuated, revealing
its constraints in such environments.

Data meshes, with their modular and decentralized structure, are fraught
with complexities. While allowing for quick iterations and deployment, their flex-
ible nature also introduces challenges in tracing data lineage and ensuring consis-
tent governance [11,16]. The issue of quasi-identifiers (i.e., indirect identifiers of
individuals such as area code or date of birth) exemplifies these challenges. While
these have always been a potential threat to data privacy, in a decentralized con-
text, the risk is amplified. The fragmented nature of data meshes makes track-
ing and managing quasi-identifiers across various domains an arduous task [13].
Another notable gap lies in scalability. As data grows and more instances are
integrated into the mesh, there is a marked increase in execution times, high-
lighting the inefficiencies that can emerge in such setups [30]. Crucially, the tools
and methodologies tailored for centralized systems can become inefficient in the
decentralized landscape. Accurate and efficient data lineage remains a significant
challenge [8]. Furthermore, the distributed quasi-identifiers problem within data
meshes is a pressing issue. This problem is not just a scaled version of existing
challenges but presents unique complexities. Identifying Personally Identifiable
Information (PII) scattered across multiple database instances in a data mesh
complicates the task manifold.

3 A Framework for Decentralized Data Privacy
Governance

This section presents our framework for incorporating PE into data mesh archi-
tecture. First, we present the dimensions of our framework and then discuss the
manifestation of those dimensions within the data mesh architecture.

3.1 Dimensions of Decentralized Data Privacy Governance

We divide the elements of decentralized data privacy governance into two over-
arching themes: data mesh dimensions and PE dimensions. Figure 1 visualizes
these dimensions.
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Fig. 1. Data Mesh and Privacy Engineering Dimensions

Data Mesh Dimensions. The data mesh is a decentralized data architecture
that adheres to four principles: data as a product, domain ownership of data,
self-serve data platform, and federated computational governance. Based on the
previous studies on PE [17,35], we identify seven conceptual dimensions of data
mesh that any PE approach for data mesh should consider.

Regulations, Standards, Policies, and Goals (RSPGs). The elements of
the data mesh (e.g., data products, platform services, and governance appli-
cations [11,16]) should comply with common data privacy regulatory frame-
works such as GDPR [28] and CCPA [27]. In addition, the standards adopted
by the organization (e.g., security standards, metadata management stan-
dards, and data quality assessment standards), organizational policies, goals,
and expectations of the internal and external stakeholders of the organization
can also contribute to the compliance and privacy requirements for the data
mesh of an organization.

Organization. The data mesh introduces a set of new roles and responsibilities
for teams and individuals in an organization, which change the existing opera-
tional and governance structures in the organization [11,16,34]. For example,
autonomous domain teams own the domain data and are responsible for turn-
ing their data into privacy-compliant data products. The central platform
team builds and manages platform services, including self-serve PE tools.
The federated governance team is responsible for defining and enforcing poli-
cies for privacy-preserving integration and interoperability of data products.
These teams define the roles and responsibilities of various actors involved
with the governance and management of data in an organization [21,22].
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Processes. An organization needs to establish processes and guidelines to ensure
various teams across (and outside of) the organization can effectively com-
municate and collaborate in managing data and supporting infrastructure in
a consistent and privacy-compliant manner [21]. Some examples are a proce-
dure for assessing the trustworthiness of data sources used by data products
or processes for reviewing business rules and requesting and making changes.
Some of these processes may be automated through services/tools the self-
serve platform provides.

A data mesh architecture comprises four main building blocks: data prod-
ucts, self-serve platform, operating infrastructure, and computational federated
governance.

Data Products. The data mesh applies product thinking to process and con-
sume analytical data in an organization. The data owners offer their data as
valuable assets to potential data consumers within and outside of the organi-
zation. To become a valuable asset, a data product should possess attributes
such as discoverable, interoperable, trustworthy, and secure [11,16].

Computational Federated Governance. The data mesh adopts a compu-
tational federated governance model [34] where data products’ compliance
with policies and regulations is automated using software code and associ-
ated tools (i.e., policy-as-code and compliance-as-code [1]).

Self-serve Data Platform. Self-serve platforms offer a set of platform ser-
vices/tools to data owners (from data domains) to build and manage data
products efficiently, including embedding privacy by design principles into
data products.

Infrastructure. Data products, self-serve data platforms, and data source sys-
tems are deployed and hosted using fundamental resources such as com-
puting, storage, and networks. An organization can acquire these resources
from public and private clouds, and may also adopt a hybrid or multi-cloud
strategy. The data privacy requirements of an organization can significantly
influence the selection of the cloud strategy [5].

Privacy Engineering Dimensions. This section discusses the key dimensions
of PE, which are fundamental to ensuring comprehensive privacy practices in the
data mesh.

Modeling and Specification. This PE dimension elicits and represents privacy
requirements for the data mesh, including data products and self-serve data
platforms. The privacy requirements help bridge the gap between high-level
privacy goals and their tangible realization in technical architectures. They
can be derived from various sources, including regulations, standards, poli-
cies, and stakeholders’ expectations (e.g., data product owners, data product
consumers, and platform and governance teams). For instance, when dealing
with a healthcare data product, privacy requirements might be modeled to
ensure compliance with regulations such as the Health Insurance Portability
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and Accountability Act (HIPAA) and to specify the permissible data access
and sharing mechanisms among various medical stakeholders. The modeling
approaches, such as goal modeling and ontologies, can be used to specify the
privacy requirements formally [26].

Privacy Metrics. In the context of the data mesh, metrics play an integral role
in assessing the privacy attributes of distributed data products and self-serve
data platform services. Privacy metrics (e.g., amount of leaked information,
system anonymity level, and maximum information leakage) quantitatively
measure the level of privacy protection, providing insights into how well pri-
vacy requirements are met across various data domains and zones within
the mesh. For example, in a retail data product scenario, metrics might mea-
sure the proportion of customer data that remains unidentified in aggregated
sales reports, ensuring that no single customer’s purchase behavior can be
easily discerned. These metrics facilitate evaluating and comparing privacy
implementations across different data products, thereby driving alignment
with privacy standards and best practices throughout the data mesh ecosys-
tem [12].

User-centric Privacy. In the decentralized data mesh, emphasizing user-
centric privacy is crucial. Prioritizing consumers and stakeholders in privacy
decisions ensures that protections are robust and contextually appropriate.
For example, a healthcare data product might offer clear privacy controls,
letting users share specific medical data while withholding sensitive details.
As data products get developed and consumed across the mesh, a user-centric
approach ensures that privacy is seamlessly integrated, empowering users and
fostering trust throughout the data ecosystem [14].

Privacy-Enhancing Technologies (PETs). In the data mesh, where data
is distributed across various data products and infrastructures, PETs play
an instrumental role. These tools and protocols protect users’ sensitive data
across the mesh, particularly when data products are shared and consumed
across different teams and domains. For example, when dealing with geolo-
cation data within a transportation data product, differential privacy tech-
niques might be employed to ensure that individual users’ locations are obfus-
cated to prevent potential misuse or identification. As the data mesh pro-
motes decentralized data ownership and autonomy, PETs, integrated into
the self-serve platform, can help maintain a consistent and robust privacy
protection layer across this dispersed ecosystem [36].

Privacy Verification and Testing. In the data mesh, where data products
are autonomously developed and managed by diverse domain teams, privacy
verification and testing become paramount. For instance, after introducing a
new anonymization technique in a healthcare data product, one might employ
privacy penetration testing to ascertain if the anonymized data can be re-
identified or if any other privacy breaches are feasible. These methodologies
and tools ensure that privacy requirements are uniformly and correctly imple-
mented across the entire mesh despite the decentralized ownership and man-
agement of data. As data products continually evolve and interact, regular
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assessments validate that they consistently uphold their privacy guarantees,
thus fostering trust and compliance in the mesh ecosystem [2].

Lifelong Privacy Management. In the data mesh, continuous privacy man-
agement is vital due to the dynamic nature of data products and their interac-
tions. Take, for instance, a data product focused on users’ shopping behaviors.
As it evolves to incorporate location-based promotions, fresh privacy issues
like users’ geolocation arise. This evolution demands updated privacy con-
trols, possibly employing geo-obfuscation methods. This dimension empha-
sizes the need for ongoing privacy evaluations, from a product’s creation to
its retirement or adaptation. It ensures that privacy measures keep pace with
shifting data dynamics, usage trends, and emerging vulnerabilities, bolstering
trust and resilience in the data mesh [15].

Data Minimization and Purpose Limitation (DM & PL). Within the
data mesh, it is essential to ensure data products gather and utilize data
strictly relevant to their set goals. For example, a data product targeting
users’ reading choices in an online bookstore should not collect data on their
physical whereabouts, as it’s unnecessary and might pose privacy risks. DM
& PL serve to mitigate dangers from superfluous data and amplify the trans-
parency and reliability of each product’s role in the mesh. Matching data
practices with defined purposes is key to safeguarding individual privacy and
upholding the data mesh’s integrity [7].

3.2 Responsibilities of Actors in Privacy-Compliant Data Mesh

This section discusses the roles of the key stakeholders in a data mesh regarding
adopting PE when creating and managing a data mesh. Figure 2 shows the four
primary teams in a data mesh architecture [11,16] and their responsibilities.

Governance Team. This team develops and operationalizes data governance
policies using the tools provided by the governance plane and self-serve plat-
form. For example, the governance team can use a regulatory compliance
management system to monitor the compliance of the data mesh interac-
tively. Such a tool can actively illuminate adherence levels, preemptively indi-
cate potential non-conformities, and facilitate instantaneous rectifications,
maintaining perpetual congruence with legal injunctions and organizational
directives.

Domain Teams. These teams are responsible for embedding privacy directly
at the heart of every data product. Recognizing each data product’s unique
characteristics and requirements, they can adopt specialized PETs tailored
to each dataset’s nuances. For example, while differential privacy might be
applied to datasets prone to re-identification risks during analytics, homo-
morphic encryption could be chosen for data products requiring computa-
tions on encrypted data without decryption. This product-centric privacy
approach ensures that from the moment data is created to when it is con-
sumed, every step of its journey is transparent, controlled, and infused with
privacy-preserving measures. In doing so, the domain team can ensure the
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Fig. 2. Roles and Responsibilities of Actors in Privacy-Compliant Data Mesh Archi-
tectures

data products’ reliability and integrity and consistently generate audit trails
that can be tangible evidence of privacy-preserving practices, bolstering trust
and confidence in decentralized data ecosystems.

Platform Team. The self-serve data platform team is instrumental in adopting
foundational, privacy-centric infrastructures. Key to their responsibilities is
the endorsement and implementation of PETs, such as secure multi-party
computation protocols and advanced cryptographic solutions. These tech-
nologies ensure the protection and confidentiality of data across its entire
lifecycle and enforce privacy standards and policies of the data mesh. Addi-
tionally, their adoption streamlines collaborative analytics, guaranteeing data
confidentiality and reinforcing the rigorous data privacy standards.

Enabling Team. This team is pivotal in ushering in technological advancements
and championing the cause of data democratization. Embracing principles
of PbD, the enabling team is entrusted with the inception of decentralized
storage solutions that accentuate data sovereignty and prioritize DM and PL
by instituting efficacious data ownership protocols. They ensure that data
remains an asset without unwarranted privacy risks. Moreover, with a keen
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eye on enabling privacy-enhanced collaborative interactions, they foster an
environment where data discoverability is supplemented with mechanisms
like anonymization and pseudonymization. In doing so, they pave the way
for standardized data interfaces, robust metadata management, and better
data privacy controls.

4 Conclusion and Research Directions

The data mesh aims to solve the deficiencies in the centralized data architectures
related to sharing data across business domains in an enterprise and extracting
value from domain data. It grants data ownership to business domains that pro-
duce the data and also empowers those domain teams by providing a self-serve
data platform and automating data governance. While data mesh positions orga-
nizations to capitalize on their data resources effectively, ensuring data privacy
under a decentralized ownership model remains a formidable challenge.

To address this challenge, we presented a framework that holistically applies
PE principles to the data mesh architecture. PE comprises tools and method-
ologies for integrating privacy controls seamlessly into software systems. Our
framework offers a structured methodology for integrating data privacy across
the various facets of the data mesh architecture.

Empirical validation remains instrumental in translating theoretical con-
structs into actionable insights. While our framework aims for broad applica-
bility, understanding its nuances about specific data mesh domains is essential.
For that reason, we have established a collaboration with an industrial partner
who is currently transitioning to the data mesh. Their transitional phase offers a
fertile ground, providing a rich context for both the application and refinement
of our framework.

Our collaborative action plan is outlined as follows:

1. Integration within the Ongoing Transition: Initially, a deep dive into the cur-
rent transition state of our industrial partner to identify areas apt for our
framework’s integration.

2. Continuous Feedback Loop: After integration, institute regular checkpoints to
amass feedback from domain teams, enabling timely resolution of challenges.

3. Calibration and Refinement: Use the accumulated feedback to iteratively
refine the framework, ensuring it resonates with the real-world intricacies
faced during the data mesh transition.

4. Documentation and Case Study: Post refinement cycles, draft a detailed case
study that encapsulates the framework’s efficacy and offers a beacon for enter-
prises on a similar trajectory.

In conclusion, our framework sets the stage for a landscape where the pillars
of data collaboration and individual privacy stand together, supporting a future
where they harmoniously coexist.
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Abstract. Nowadays, the Internet of Things (IoT) and intelligent decision-
making systems are growing exponentially, rising new needs to be addressed.
Although we can currently find a large number of IoT applications that can pro-
cess huge amounts of data in real time, it is difficult to find solutions that integrate
data from different application domains for further contextualization and person-
alization of the offered services. To address this gap, we propose a taxonomy and
a context-aware software architecture. The taxonomy will allow the description
of data from different domains according to current needs and their use for further
contextualization of smart applications. Through the software architecture it will
be possible to easily integrate and correlate, thanks to the use of taxonomy, data
from different application domains, processing large amounts of data in real time,
and enabling the development of smarter decision making systems.

Keywords: Context Awareness · Taxonomy · Smart Everything · Collaborative
Internet of Things · Complex-Event Processing

1 Motivation and Problem Statement

In recent years the Internet of Things (IoT) has evolved to a large extent due to the
exponential growth of Smart Everything [1] applications. Smart Everything refers to
heterogeneous application domains inwhich real-time data processing enables improved
decision making, by enriching the context of smart applications, smart cities, etc.

Over the years, research related to data processing in Smart Everything applications
have focused on processing and monitoring data from a specific application domain,
providing intelligent actions for that domain, without taking into consideration data
from other domains (context). Furthermore, there is currently no consensus or standard
on the definition of the specific data of a Smart Everything domain. This situation makes
it difficult to integrate and correlate data from different systems. However, increasing
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the contextualization of smart devices, through a software architecture that facilitates the
integration and correlation of data from heterogeneous domains, would benefit society.
We therefore seek to pave the way towards the Collaborative Internet of Things (C-IoT)
[2, 3], which would require agreeing on a common criterion for successfully sharing
data from heterogeneous domains.

These are two of the gaps that we aim to solve in this PhD thesis: firstly, we intend to
fill the existing gap in the IoT and Smart Everything domain with respect to a standard
description of data from different application domains. For this purpose, we intend to
define a taxonomy to facilitate the description of IoT and Smart Everything data in a
homogeneous way for different application domains. This taxonomy will provide a set
of common attributes for IoT and Smart Everything domains, but at the same time,
it will be extensible with other attributes that might be specific to a given domain.
Secondly, we seek to achieve the integration and correlation of data from different
application domains to enrich the context in Smart Everything applications. To this end,
we propose a software architecture for the acquisition, processing and correlation of
domain and contextual data, defined according to the previously mentioned taxonomy,
and using Complex Event Processing (CEP) technologies for real-time data processing
and decision making.

The rest of the paper is organized as follows. Section 2 presents the research chal-
lenges. Section 3 presents the proposal. Section 4 presents the research plan,while Sect. 5
presents related work. Finally, Sect. 6 presents the conclusions.

2 Research Challenges

In this PhD, we will face the following research challenges:

1. First of all, to define a taxonomy generic enough to be useful across multiple Smart
Everything application domains, but at the same time providing the appropriatemech-
anisms to tailor the elements of the taxonomy to be useful in each particular domain.
In addition, we seek to address the lack of consensus on the definition of data specific
to a Smart Everything domain, which makes it difficult to integrate and correlate data
from different systems. Furthermore, although some standards focused on streaming
data processing have been defined [4], these standards are too generic and their use
practically requires a redesign of the standards in order to adequately represent the
different domains.

2. Secondly, to define different types of events that allow us to represent data from
different Smart Everything application domains using the defined taxonomy. To do
so,we consider thatwe need to classify events into three types according to the domain
they come from: domain events, local context events, and remote context events, as
explained in Sect. 3.

3. Thirdly, to design a software architecture with a processing system that facilitates
the integration and real time processing of data from different application domains.
Therefore, integration of the different application domains will be facilitated by using
the three previously mentioned event types, which will be defined according to a data
structure that makes use of the taxonomy. Then, the different type of events will be
processed together according to a series of previously defined event patterns through
the use of the CEP engine incorporated in the software architecture proposed.
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4. Finally, since the software architecture can handle data from a very wide range of
Smart Everything application domains, including many critical user data, security
and privacy must be a priority. This includes ensuring secure communications, data
encryption, and accessibility to the various storage and processing systems.

3 Proposed Solution

The proposed software architecture can be seen in Fig. 1; in the following lines we
explain and motivate its components.

As mentioned in the introduction, one of our aims is to define a taxonomy (in the
left-hand side of Fig. 1) to facilitate the description of IoT and Smart Everything data in
a homogeneous way for different application domains. We evaluated whether to use a
taxonomy or an ontology. Although ontologies have some advantages, such as allowing
a better description of the relationships between attributes and defining rules of action,
their use also has some limitations, such as the complexity of their use, the few available
languages, etc. Taxonomies, however, allow defining the context but not the rules asso-
ciated to it. But, although this may be a limitation, it has the advantage of allowing us
to be more flexible in describing the information. For these reasons we decided to make
use of a taxonomy, considering that they are more adapted to our needs and complement
them with CEP to address the lack of taxonomy rules. We are currently in the process of
defining a taxonomy based on the most common attributes and classes present in other
approaches and in IoT and Smart Everything domains.

On the other hand, the proposed taxonomy will be accompanied by a data structure
that will facilitate the description of IoT data according to the taxonomy, in order to facil-
itate data processing. Although there are currently some standards focused on streaming
data processing such as XES [4], this standard is too generic and based on the use of
XML. The reality is that many datasets are offered in JSON, for example many more
JSON datasets than XML datasets can be found on the European Union’s data portal
[5]: 112 047 JSON datasets are currently available compared to 33 313 XML datasets,
which is why we strongly consider that a JSON structure should be used.

Furthermore, we consider necessary the categorisation of events into three types,
domain events, local context events and remote context events, also represented in Fig. 1.
We believe this categorisation is necessary to clearly distinguish whether the events are
exclusively related to the domain in question (domain event), for example if a person
opens a door inside his/her house, that interaction will be a domain event, whether the
event is generated by the interaction of our user with another domain (local context
event), for example if a person leaves his/her house and makes a card payment in a shop,
that interaction would be a local context event, and whether our event is not related to
any local user of the system (remote context event), for example information from a
temperature sensor in the street, would be a remote context event.. This classification
will facilitate dealing with the sharing polices more easily. Particularly, domain events
will not be sharedwith other domains, in order to preserve the privacy of domain-specific
data; local context events will be shared if we consider they might be relevant to other
domains; remote context events will be publicly available.

Therefore, the data sources will generate the different types of events as JSON
structured events and according to the defined taxonomy. These events will be sent to a
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message broker, which will allow us sharing domain and contextual data from different
application domains. This datawill be integrated andprocessed together in the processing
system (in the right-hand side of the Figure), which in our proposal will be a CEP engine;
other approaches could replace it by other processing system. Finally, the processing
system will generate notifications or actions as output.

This way, the architecture allows facilitate data correlation and a better knowledge
of the context of the system.

Fig. 1. Proposed software architecture

4 Research Plan

In this section we will explain the current status of the doctoral thesis one year after its
start in November 2022.

The PhD thesis started with an extensive study of the state of the art of the problem,
as well as an analysis of a possible solution. After that we decided that it was necessary
to make use of some kind of element for the definition of the data. Therefore, a detailed
study of the different ontologies and taxonomies existing in the literature was carried
out, looking for the advantages and disadvantages of using each of them, as well as the
most common elements in each of them. After carrying out this analysis, taking into
account the attributes and classes most commonly found in the different approaches,
we proceeded to define a taxonomy. Once the taxonomy was defined, we analyzed the
situation of the context and domain data, and proceeded tomake a division of the different
types of events that our domain could receive according to their relationship with the
user. This led us to the need to make use of a JSON data structure based on the taxonomy
to send the data to the processing system.

Currently, after designing a prospective software architecture, we are in the phase of
developing it for the integration of the different domain and contextual events. Once the
architecture has been developed, it will be essential to implement security and privacy
measures in accordance with the critical data that the system is expected to process.
Finally, we will carry out the implementation of a case study to evaluate the functioning
of the whole system, to finally write and defend the PhD thesis.
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5 Related Work

Over the years, the approaches proposed for the definition of context data have been based
on the use of ontologies or taxonomies. On the one hand, we find well-known ontologies
such as the one proposed by Chen et al. [6], where a first approach to context-aware
ontologies was made. Later, this proposal was extended with SOUPA [7] extending the
previously general use ontology to be used for a specific application domain. Also Gu
et al. [8] propose an ontology for IoT domains in which cross-domain data sharing was
provided.

Regarding taxonomies, we find different proposals such as the one from Hemmati
et al. [9], where firstly an assessment of the state of the art for the applications of
autonomous things is made, subsequently a taxonomy to fill the existing gap in this field
is presented. Mountrouidou et al. [10], propose a taxonomy that considers categorisa-
tion as an abstraction of the network of things, being a very specific taxonomy. Also,
Iftikhar et al. [11] proposed a taxonomy focused on edge and cloud computing based on
artificial intelligence. On the other hand, Islam et al. [12] make a proposal focused on
fog computing that allows linking the IoT layer with the cloud layer; based on an initial
study of different context parameters and fog computing practical cases they provide a
context-aware taxonomy for fog computing.

The main drawback we found in the existent related work is that the proposed tax-
onomies are only applicable to specific application domains, and do not facilitate the
correlation of data from different domains of IoT and Smart everything.

6 Conclusion

Wehaveproposed aPhDfocusedonproviding a system for the integration and correlation
of data from different application domains, with the aim of enriching the context of
smart applications. We envision a solution based on the definition of a taxonomy and
structure for the description of data from different application domains for IoT and
Smart Everything. Furthermore, we envision the creation of a software architecture for
the integration and correlation of these heterogeneous domain data using the previously
defined taxonomy. This proposal is an evolution of the a first approach presented last year
[13]. We have currently advanced in the definition of the taxonomy, the categorization
of the events into domain, local context and remote context events, and the design of
the software architecture to facilitate the sharing, correlation and contextualization of
several domains data to enrich the smart decision making.
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Abstract. Serverless computing is becoming an attractive means to
implement applications on top of edge infrastructures. Developers break
applications into small components (functions), and this modularity
allows one to cope with the limited resources of edge nodes and meet the
stringent response times typical of edge applications. Different frame-
works already support serverless edge computing, that is, the manage-
ment and operation of serverless applications on top of edge infrastruc-
tures, but they usually cope with the different problems in isolation: for
example, function placement, dependency management, cold starts, data
management, and resource allocation. In contrast, we claim that these
aspects must be dealt with all together. This work borrows from NEP-
TUNE and aims to fill the gap. We plan to complement NEPTUNE with
dependency-aware function placement and resource allocation, to tackle
image instantiation and cold start mitigation, and to address data man-
agement. The first results on the use of function dependencies to amelio-
rate resource allocation indicate significant improvements with respect
to the state of the art.

Keywords: serverless · edge computing · function dependencies ·
resource allocation · placement · image instantiation · cold start · data
management

1 Introduction

Serverless computing provides suitable means to properly deploy, manage, and
operate applications on top of edge infrastructures. Serverless applications are
usually developed and deployed as cooperating isolated components (functions).
The granularity imposed by serverless computing fits perfectly the needs of edge
applications: it helps manage the efficient placement of functions on edge nodes,
the allocation of limited resources [7], and fluctuating workloads. Functions’
modularity and isolation produce applications that are more flexible and can
quickly be scaled to meet contingent needs.
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Serverless edge computing, that is, serverless applications on top of edge
infrastructures, has already been widely studied [8]. Function isolation can foster
flexibility and adaptation, but dependencies, instance creation, and data man-
agement may complicate application management. All these (advanced) aspects
pose new challenges that an advanced infrastructure must deal with. Existing
solutions [7,12,13] tend to approach the different problems in isolation, and
thus they are not complete. For example, some solutions focus on placement [8],
resource allocation [7], or cold start mitigation [12]. To the best of our knowledge,
only NEPTUNE [1] addresses placement, routing, resource allocation, and GPU
support all together, but it does not consider function dependencies, and does
not support instance allocation, cold start mitigation, dynamic node assemblies,
and data management.

This work aims to borrow from and complement NEPTUNE to design, imple-
ment, and assess an advanced serverless edge infrastructure that: (i) exploits
function dependencies to allocate computations on nodes and to provision them
with suitable resources, (ii) resorts to dynamic slicing of node topologies to cope
with their sizes, (iii) addresses the problem of function instantiation and cold
start mitigation, and (iv) manages computation and data in a coherent way.

The rest of the paper is structured as follows. Section 2 briefly describes NEP-
TUNE, that is, the starting point of this work. Section 3 frames the problem.
Section 4 introduces envisioned contributions, while Sect. 5 summarises some pre-
liminary results. Section 6 concludes the paper and introduces some deadlines.

2 NEPTUNE in a Nutshell

NEPTUNE is a state of the art serverless edge infrastructure [1]. It requires
users to upload the source code of functions as container images and to specify,
for each function, a threshold on the response time (also known as a service level
agreement or SLA), and the memory necessary for their execution. It employs a
three-tier management architecture consisting of topology, community, and node
levels. At the topology-level, the edge network is divided into independent com-
munities, each containing edge nodes with low network latency between them.
These communities are only changed periodically in case of node failures.

At the community-level, a controlled based on Mixed-Integer Programming
determines the optimal function placement and routing policies that minimize
network latency within the community. Function placement entails selecting the
optimal number of function instances and their corresponding hosting nodes.
Due to the limited resources available on nodes, NEPTUNE calculates routing
policies to distribute the workload across the community when the receiving
node cannot handle it in its entirety. The workload that can benefit from GPU
acceleration is managed first and placed on GPU-equipped nodes (if possible);
the remaining workload is then tackled using nodes with standard CPUs.

A node-level controller focuses on ensuring that CPU-based executions com-
ply with the expected SLA. Each function instance is equipped with a lightweight
Proportional Integral (PI) controller to maintain response times close to a pre-
defined set point that is equal to or lower than the corresponding SLA. In the
short term, these controllers manage the workload fluctuations typical of edge
computing.
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3 Problem Formulation

Serverless edge computing is an open research topic already tackled by diverse
solutions. For example, Wang et al. [11] propose LaSS to cope with the response
time of serverless functions by means of careful resource allocation. LaSS scales
resources up and down given the actual workload; weights associated with func-
tions are used to allocate resources when they are not enough to serve all
requests.

Resource allocation is not enough. One should also consider function place-
ment and exploit their dependencies to improve it. For example, He et al. [6]
exploit dependencies to properly deploy microservice applications onto edge
nodes and optimize their response times. They also manage function instances,
but do not consider resource allocation and GPU management. Deng et al. [3]
address placement and minimize response times by considering network band-
width and the computational power of the different nodes. They do not consider
load balancing, GPUs, dynamic instance management, and cold starts. Similar
limitations can be identified in [13].

Edge infrastructures are live entities where nodes crash, users may move, and
workloads fluctuate significantly. This means that the sub-network of interest
can change over time, and the whole infrastructure must be organized in groups
dynamically to cope with the aforementioned problems. Sinaeepourfard et al. [9]
partition the network into static sub-groups to simplify network management
but they cannot handle dynamic changes.

Cold start in serverless computing refers to the latency incurred when deploy-
ing a new function instance, and it is particularly critical in edge environments
where low latency is a primary requirement. While numerous studies address
the cold start problem [10], they do not consider function dependencies. NEP-
TUNE and others [6] assume that function images are always stored onto nodes
properly, but this might not be true in practice and remote and time-consuming
downloads are required.

Data management [13] means allocating computation and data close to each
other to mitigate network latency during data access, while also tackling data
consistency in a geographically distributed setup. Consequently, optimizing the
placement of both computation and data is crucial, alongside designing strategies
for data replication and sharding at the edge. This research is still in its infancy
and requires further investigation [4].

Advanced serverless infrastructures should assemble all these aspects into a
single integrated solution. They should take into account function dependencies,
network delays, workload routing and balancing, dynamic instance management
(given the current workload), and cold start mitigation. In addition, the use of
GPUs could speed up the performance of computation-intensive applications, but
complicates the placement problem that must deal with heterogeneous executors
—no existing solutions can handle them. NEPTUNE is a good starting point that
supports the wider set of characteristics we are aware of, but it is not complete
and can be improved significantly.
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4 Foreseen Contributions

The main goal of this work is to extend NEPTUNE and make it provide addi-
tional capabilities in addition to those summarized in Sect. 2. The plan is to mix
extensions to already identified solutions and novel problems (contributions) that
were not previously considered. The first part of the work [2], whose first results
are summarized in Sect. 5, extends the solution implemented in NEPTUNE by
considering function dependencies when allocating resources. For example, let us
consider two functions f1 and f2, where the former depends on the latter, and
f2 experiences a workload peak that increases the response time of both f2 and
f1. Increasing the resources provisioned to both functions —as existing solutions
would do— is useless since the dependency implies that the slowdown of f1 is
due to f2, and thus one should only add resources to the second function.

In a similar way, we are also working on exploiting dependencies to ame-
liorate function placement on nodes. Serverless functions are isolated, but they
are not independent and thus a placement that eases cooperation would posi-
tively impact the overall performance of the different applications. Dependent
functions should stay as close as possible: being on the same node would be the
ideal solution, but two adjacent nodes could become a reasonable compromise if
a single node cannot host all related functions. Again, we are working on con-
straining how NEPTUNE places function instances to always minimize the delay
between dependent functions. The idea is to start from endpoint functions and
create clusters of related functions, which must be allocated one near the others.

The third aspect for which dependencies can help is for mitigating the cold
restart problem of newly created instances. Being aware of who does what can
help foresee which instances must be activated and when. While existing solu-
tions mostly address cloud applications and use learned models [10] to anticipate
the activation of the instances of interest, we would like to adapt the solution
proposed by Gunasekaran et al. [5] to predict future workloads for entry-point
functions, and then create, reuse, or kill instances based on when they were or
will be used. We want to exploit the workload of entrypoint functions, the last
time they were called, and their dependencies to decide where and when we run,
pause, or kill function instances.

As said above, NEPTUNE partitions the edge infrastructure into sub-nets to
slice the global problem into manageable chunks, called communities. Unfortu-
nately, the highest level control manages communities periodically —and with
periods in the order of hours— and thus it cannot cope with exceptions and
unforeseen spikes in incoming workload. The plan is to extend the overall control
embedded in NEPTUNE and conceive a two-step process: a first solution that
can react to emergencies quickly, and then exploit NEPTUNE to re-balance the
different communities properly. We can envision two types of exceptions: node
crashes and then they are not part of a community anymore, and communities
that become overloaded and they cannot manage (properly) the workload they
should. Note that the former case may imply the latter. In the former case, it
is mainly a matter of removing crashed nodes from the routing tables and repli-
cating lost function instances properly. In the latter case, we are working on
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migration rules to move nodes from one community to another. For example,
one could think of suspending instances running on a node N , migrate them to
another node of the same community, and then move N to the new community.
We could also think of isolating N , wait till all its computations end, and then
move it. In case of strict emergencies, the computations on N could even be
killed and the node moved immediately.

The last open problem we would like to address refers to data management
and to the symbiosis between data and computation in edge computing, that
is, every time we want to keep latency under control. The problem is manyfold
since one must work on where data are generated with respect to where the
computation takes place. Given moving data can easily become a bottleneck, one
should move the computation, and thus the placement of function instances must
also take into account the data they are supposed to exploit. The last dimension
refers to the possible partitioning and replication of data elements, which must
be considered very carefully to avoid useless delays and to not waste too many
resources with this activity. Currently, we are more aware of the problem and
of what we would like to have, but we are still studying the state of the art to
identify and frame our contribution properly.

All contributions will be formulated properly, assessed by means of dedicated
simulators, and then implemented and embedded in our framework for serverless
edge computing. All solutions will also be assessed through known and real
case studies, and released as open-source software to support the replicability of
experiments.

5 First Results

The first part of the envisioned work focused on the use of dependencies to
ameliorate resource provisioning, without changing the way NEPTUNE allocates
function instances to nodes.

The set F of dependent functions is represented as a DAG(F,E), where ver-
tices are function instances and edges are invocations between functions. The
response time of a function fi ∈ F is the sum of local response time, that is,
the time needed to execute the code of fi without considering function invo-
cations, and external response time, which is the time spent interacting with
other functions. Invocations can be either sequential (synchronous) or parallel
(asynchronous).

Given a DAG and the SLA for each user-invoked function, we measured
the nominal response time and nominal local response time by profiling each
function. We then used such metrics to compute local set points for the node-
level controllers so that they were aware of how long they had to wait for external
calls.

We implemented the new provisioning strategy in a special-purpose simu-
lator1 and tested it with three different applications, simulated 10 times for

1 Source code available at https://github.com/deib-polimi/RAS.

https://github.com/deib-polimi/RAS
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20min each. Hotel reservation2 comprises four functions and two entry points,
shock shop3 has seven functions and five entry points, and complex is a complex
application, we generated randomly, that embeds twenty five functions and six
entry points.

Since Baresi et al. [1] had already highlighted NEPTUNE’s advantages over
industrial solutions such as K3S, Knative, and OpenFaaS, we compared our
solution against NEPTUNE in terms of response time, SLA violations, and core
allocation with and without bottlenecks. Obtained results witness that the new
solution saves more than 42% of CPU cores, and the more complex the appli-
cation is, the more cores are saved. Detailed results are available in Baresi et
al. [2].

6 Conclusions

A PhD program lasts three years in Italy. We used the first half to identify the
problem, survey the state of the art, and work on the first sub-problem. We plan
now to speed up the development and cover the other sub-problems described
above in the second half. We are confident we should be able to address all the
features, but we might decide to skip data management in the end given its
intrinsic complexity.
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Computing (ICSOC2023) provided a platform to showcase innovativeworks in progress,
late-breaking research, and impactful contributions across various domains related to
Service-Oriented Computing. This encompassed submissions on pioneering applica-
tions influencing Data Science, Artificial Intelligence (AI)-enabled services, process
automation, crowdsourcing and social services, Internet of Things (IoT)-enabled ser-
vices, cloud and edge services, quantum services, and virtual and augmented reality. In
a noteworthy addition this year, the track invited presentations and sharing of resources
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Abstract. We propose a 3D simulator tailored for the Drone-as-a-Service
framework. The simulator enables employing dynamic algorithms for
addressing realistic delivery scenarios. We present the simulator’s archi-
tectural design and its use of an energy consumption model for drone deliv-
eries. We introduce two primary operational modes within the simulator:
the edit mode and the runtime mode. Beyond its simulation capabilities,
our simulator serves as a valuable data collection resource, facilitating the
creation of datasets through simulated scenarios. Our simulator empow-
ers researchers by providing an intuitive platform to visualize and inter-
act with delivery environments. Moreover, it enables rigorous algorithm
testing in a safe simulation setting, thus obviating the need for real-world
drone deployments. Demo: https://youtu.be/HOLfo1JiFJ0.

Keywords: Unmanned Aerial Vehicles · Drones · Drone Delivery ·
Simulator

1 Introduction

The rapid proliferation of Unmanned Aerial Vehicles (UAVs), also known as
drones, has transformed many industries, including logistics and transportation
[1]. The potential for drone delivery systems to enhance the efficiency and speed
of last-mile deliveries has captured the attention of both researchers and industry
leaders [1,2]. In parallel, the concept of skyway networks, i.e., aerial corridors
designated for autonomous drone traffic, has gained traction as a solution to the
challenges of managing and regulating drone operations in urban environments
[3]. Consequently, several drone service approaches have been proposed to achieve
efficient delivery [3,4]. However, testing these approaches by deploying them
on physical drones is challenging due to the potential safety risks [3]. Thus,
there is a pressing need for advanced simulators to harness the full potential
of drone delivery within skyway networks. These tools should be capable of
modeling, analyzing, and optimizing these complex systems, especially within
the framework of Drone-as-a-Service (DaaS).

Traditional simulations often rely on numerical tracking and data-driven
modeling [5–7]. However, these may fall short of replicating the dynamics of
c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
F. Monti et al. (Eds.): ICSOC 2023 Workshops, LNCS 14518, pp. 297–303, 2024.
https://doi.org/10.1007/978-981-97-0989-2_24
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real-world urban drone operations. 3D simulation, on the other hand, provides
a holistic and immersive environment that replicates the physical aspects of
the skyway network. This offers a more accurate representation of how drones
interact with their surroundings. Moreover, it allows for the evaluation of spa-
tial relationships, environmental factors, and dynamic obstacles, all of which are
critical in urban airspace management [8]. In a 3D simulation, researchers and
stakeholders may visualize complex scenarios, observe emergent behaviors, and
validate the feasibility of their solutions.

The existing drone simulation tools often focus on specific aspects of drone
operations, e.g., obstacle avoidance [9]. However, they lack the integration
required for comprehensive urban delivery system evaluation. Notable tools
include AirSim [10], Gazebo [9], and PX4 [9]. These tools focus on modeling
drone flight dynamics and sensor simulations. However, they primarily serve the
needs of the drone development community and are hardly useful in addressing
the unique challenges of urban drone delivery within a skyway network.

We propose a 3D simulator that distinguishes itself by offering a compre-
hensive analytical and visual framework. Our simulator is tailored to the DaaS
framework within urban environments [11]. It encompasses route planning, real-
world data integration, airspace management, and scalability analysis, all in a
3D environment that replicates the complexities of skyway networks. This com-
prehensive approach aligns with the growing demand for seamless, end-to-end
solutions. It enables researchers, businesses, city planners, and drone operators
to evaluate and optimize their operations from a service-oriented perspective.

2 Demo Setup

Drone-as-a-Service (DaaS) for delivery refers to the concept of providing delivery
services within a skyway environment [3,12]. The skyway network comprises
building rooftops equipped with charging and landing pads, functioning as nodes
in the system. Any segment of the network that is served by a delivery drone is
categorized as a DaaS service. The concept of Swarm-based Drone-as-a-Service
(SDaaS) extends this idea to encompass delivery services provided by a swarm
of drones [13,14]. In this context, a segment in the network serviced by a drone
swarm carrying multiple packages is referred to as an SDaaS segment [15,16].
Figure 2 provides a visual representation of the skyway arrangement.

This demo paper showcases a simulation system specifically designed for
evaluating DaaS and SDaaS within a 3D simulated skyway environment. In this
section, we will delve into the key components that constitute this simulator.

2.1 System Architecture

The system architecture comprises two primary modules that collaborate closely.
These modules consist of a front end (client side) and a back end (server side)
(See Fig. 1). The front end, implemented in Unity1, serves as the visual and
1 https://unity.com/.

https://unity.com/
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Fig. 1. System Architecture

simulation hub where users interact with the system. Meanwhile, the back end
is a Python script environment, chosen due to its popularity among researchers
[3,17]. Users may incorporate their Python code to implement their algorithms
in the back end and visualize the simulation at the front end.

Within the Unity-based front end, users engage with the Skyway Simula-
tor and Skyway Model, allowing them to interact with the system’s simulation.
Changes made in the front end are transmitted to the back end as drones traverse
the network. At each node, the Unity client updates the Python server, provid-
ing the algorithm with real-time information about the Skyway’s status. The
algorithm reacts dynamically to any changes, composing services as necessary.
It is essential to emphasize that this architecture operates non-deterministically,
and updates are regularly exchanged to trigger actions between the client and
server sides.

2.2 Energy Consumption Model

We employ the Kirchstein energy consumption model to simulate the drones
energy usage [18]. This model offers a distinct advantage as it accounts for drone
flight’s ascent and descent phases. Given that our simulation involves connecting
various buildings of varying heights with skyway segments, it becomes crucial
to factor in the flight angle as drones navigate this terrain. The model accounts
for vertical movements and hovering This is essential for accurately depicting
the drones’ actions during takeoff and landing at designated recharging pads.
Furthermore, it is important to highlight that this model is theoretical, which
makes it more suitable for simulations and adaptable to various drone types.
This sets it apart from regression models that depend on empirical data from
actual drones [19].

2.3 Simulation Environment

For the simulation environment, we incorporated a 3D city model in Unity to
represent the buildings. Our simulator offers two primary modes of operation.
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Fig. 2. Edit Mode

Fig. 3. Settings in Edit Mode

The first is the Edit Mode, which allows users to customize the skyway envi-
ronment and edit the experimental variables according to their preferences. The
second mode is the Runtime Mode, during which drones initiate flights based
on the Python algorithm provided, facilitating data exchange between the client
and server sides at each node. Below, we provide an overview of the specifics for
each mode:
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Edit Mode: Illustrated in Fig. 2, the edit mode provides users with the ability
to perform various actions such as adding or removing nodes, connecting or dis-
connecting segments, and resizing the skyway network to suit the requirements
of their experiments. This functionality proves invaluable for modeling both
densely interconnected and sparsely connected networks. Additionally, users can
reposition nodes through intuitive mouse controls within this mode. The “Load”
button facilitates the importation of a JSON file containing essential network
setup details. This includes node configurations, their positions, and segment
specifications. Conversely, the “Save” button empowers users to preserve the
current network configuration as a JSON file for future reference and utilization.

Furthermore, we introduce the concept of waypoints, as depicted in Fig. 2.
Waypoints connect segments that cannot be directly linked to two nodes due to
disparities in elevation or challenging terrain. This concept adds a layer of real-
ism by acknowledging that drones cannot always establish a direct, unobstructed
flight path between nodes [20]. Lastly, when the settings button is pressed, users
can specify attributes related to the energy consumption model, payload capac-
ity, and drone speed (Fig. 3).

Runtime Mode: Once the play button is hit in the Edit mode, the Runtime
mode starts (Fig. 4). In the runtime mode, the drones become visible and begin
traversing according to the provided algorithm. As previously mentioned, this
tool operates in a non-deterministic manner. Consequently, if a segment (a ser-
vice) becomes inaccessible from the originally composed path, the algorithm
promptly adapts to this change, redirecting the drones accordingly.

Fig. 4. Runtime Mode
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The camera tracks the drones during their journey automatically. However,
users also have the option to take control using the WASD buttons for man-
ual camera adjustments. To provide users with an enriched experience, double-
clicking on any item in the environment offers a close-up view. Each object within
the simulation is thoughtfully labeled to convey its relevant attributes, such as
segment length or drone battery percentage. The timer displays the simulation
time elapsed since the commencement of the trip and permits users to adjust
the simulation speed, enabling the drones to move at varying rates.

2.4 Data Collection

This tool serves a dual purpose: not only it assists users in visualizing poten-
tial scenarios in drone deliveries under the DaaS model but also functions as a
valuable data collection tool for environmental interactions. Following each trip,
users may export a CSV file containing comprehensive data regarding the status
of every drone in the network. This data encompasses crucial information such
as drone energy consumption, battery levels, time spent at each node, and travel
times for each segment at each time frame. Such data can be leveraged to refine
and improve DaaS composition algorithms.

Acknowledgements. This research was partly made possible by LE220100078 and
DP220101823 grants from the Australian Research Council. The statements made
herein are solely the responsibility of the authors.
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Abstract. In the digital age, the API Economy, fueled by microser-
vice architectures, is revolutionizing software development. Crucial to
this transition is the Open API Specification (OAS) that standardizes
API description of functional elements and has been complemented with
extensions like SLA4OAI to define limitations for the API users, like
qoutas or rates in a standard way. Building on this, the paper presents
SLA-Wizard, a tool designed to automate API Gateway configurations;
it supports four, widely used, proxies that are used in the Industry as API
Gateways (Envoy, Nginx, HAProxy and Traefik). This paper presents the
tool and highlights its effectiveness in managing API Proxy configuration
and how it paves the way for enhancing their capabilities and systematic
benchmarking.

Tool demonstration video available at: http://tiny.cc/sla-wizard.

1 Introduction and Motivation

In today’s digital era, the rise of the API Economy is driving innovation and mod-
ern software development. The rise of microservice architectures, which boost
cloud-native SaaS applications, has propelled this shift, emphasizing the deploy-
ment and integration of microservices via RESTful Web APIs (APIs from now
on). These architectures are critical to connect external APIs and enable orga-
nizations to position themselves as service providers in the market.

A key milestone in this evolution is the standardization brought about by
the Open API Specification (OAS), focusing on defining the functional elements
of APIs. It has encouraged the development of a diverse ecosystem of tools,
evidenced by its acceptance by the academy (e.g. [2] or [3]) and the extensive
industry tool catalog available (e.g. the portal https://openapi.tools/, featuring
more than 350 tools).

Furthermore, formulating business models incorporating API limitations,
such as quotas or rates (e.g., restricting API calls to 300 requests per second), is
crucial to regulating user behavior and ensuring service quality. Addressing the
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need for standardized information on API limitations, SLA4OAI [1] is introduced
as an extension to OAS, offering a structured approach to describing API limi-
tations and fostering the automation of API operations to enhance interaction
efficiency and reliability.

In this context, we present SLA-Wizard1, a tool developed to take advan-
tage of the SLA4OAI extension. Specifically, SLA-Wizard is engineered with
the capability to automate the configuration of the most used proxies in API
Gateways. This means that the tool can efficiently set up the correct quota for
each consumer API key based on a comprehensive set of SLA4OAI specifica-
tions. This functionality is particularly vital, as it ensures that API consumers
are allocated appropriate quotas, thereby maintaining a balanced and equitable
API ecosystem.

Using the SLA4OAI extension in conjunction with tools like SLA-Wizard,
developers and organizations can improve the manageability and operability of
their APIs. This approach not only helps to the precise allocation of resources
to each API consumer, but also fosters a more structured and standardized
environment for API development and utilization, thereby contributing to the
evolution of the API Economy.

The remainder of the paper is organized as follows. In Sect. 2, we outline
the main elements of SLA-Wizard, detail its main elements, and explain the
principles that guide its functionality. In Sect. 3, we develop a practical use case
involving proxy analysis to explore and compare different alternatives. Lastly,
Sect. 4 is dedicated to presenting some conclusions and potential directions for
future research and development.

2 Usage

The SLA-Wizard tool is available for use in various environments, and its archi-
tecture is modularized to be able to configure different types of proxies in an
extensible manner. Currently, support is provided for the following proxies:
Envoy (envoyproxy.io), HAProxy (haproxy.com), Nginx (nginx.org) and Traefik
(traefik.io). These proxies are widely used independently or integrated within
commercial API gateways.

To install the tool, users can use the npm package manager with the com-
mand npm install sla-wizard or by cloning the repository from its GitHub
page. The SLA Wizard command line interface includes two main commands:
configuration, used to generate a proxy configuration file with specified rate lim-
iting, and runTest, which validates the rate limiting defined on a proxy. The tool
provides a variety of options and arguments that allow customization, such as
specifying the proxy type, output file, service level agreement (SLA) path, and
authentication parameters.

The SLA Wizard operates with a set of SLAs and validates them against
the SLA4OAI-Specification JSON schema. It is crucial that SLAs are valid and

1 https://github.com/isa-group/sla-wizard.
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duplicated SLAs are ignored. The tool requires the indication of the API server
in the OAS document, considering only the first server if multiple servers are
listed. Although the SLA can be referenced directly in the OAS document, the
tool requires the use of the –sla option to locate the SLA document(s).

The tool supports various API authentication methods, such as API keys
in headers, query parameters, or parts of the URL. The tool’s config command
offers the –authLocation option to set the location of the API key, with a default
value set as header. The SLA should include the property context.apikeys, which
lists all valid API keys for authenticating API calls.

The tool is adept at creating new configuration files or modifying existing
ones for four distinct proxy technologies. After generating the proxy configura-
tion file and initiating it, the tool’s behavior can be validated using specific npm
commands.

Fig. 1. SLA-Wizard standard workflow.

2.1 Workflow

In order to utilize the SLA Wizard tool effectively, users are expected to adhere
to the workflow outlined below (as depicted in Fig. 1):

1. Providing Specifications and Agreements. The initial step involves
the user supplying the SLA Wizard with a functional description of the
API in OpenAPI Specification v3, alongside one or more SLA agreements
using SLA4OAI extension; these documents include the necessary informa-
tion regarding the API structure, endpoints, and the corresponding service
level agreements that detail the expected levels of service.

2. Generation of Proxy Configuration File. Upon receiving the required
specifications and SLA agreements, the SLA Wizard proceeds to generate a
proxy configuration file. This file defines the rate-limiting parameters derived
from the provided SLA(s). For further details, please refer to the section
titled “Creating proxy configurations” in the tool documentation.

3. Configuring the Proxy Server. Subsequent to the generation of the con-
figuration file, this file is then deployed to the proxy server during its initial-
ization. Users can select from the range of supported proxies. This versatility
ensures adaptability to varying user requirements and system architectures.
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4. Rate limit testing. The final stage of the workflow sees the implementation
of the rate limitation on API requests. This limitation is aligned with the
statements set forth in the proxy configuration file, thereby ensuring congru-
ence with the initial SLA(s) indicated by the user. Consequently, this step
guarantees that API interaction with API consumers adheres strictly to pre-
defined service levels, thus mitigating the risks of overuse and maintaining
system integrity.

3 Use Case Application

The main purpose of SLA-Wizard is to automatically generate the necessary
proxy configuration to provide an API gateway that manages accesses to those
APIs with respect to the limitations stated in the associated SLAs. After this
configuration process, proxy implementations are responsible for actually enforce
the desired quotas and rates. However, there are several factors that can affect
the correct application of these limitations, such as the number of API keys that
the proxy has to manage, the scalability of proxy solutions to support concurrent
API users, or even the configuration capabilities they offer. In this scenario,
we can introduce a benchmark to measure the performance and capabilities of
different proxy solutions [4], allowing us to compare them and choose the most
appropriate one to support the workflow described in Sect. 2.1.

To this extent, we used SLA-Wizard to systematically generate benchmarks
for a series of proxy implementations. Our use case focuses on benchmarking the
rate limiting capabilities of the different supported proxies. Specifically for this
use case, we generated the configuration for the four proxies reported in Sect. 2
according to a test bed that contains several SLAs defined using the SLA4OAI
schema. Then, SLA-Wizard generates HTTP requests to the corresponding API
endpoints above the limitations specified, so that we can check if those limitations
are properly enforced when using each proxy implementation.

Table 1. Excerpt of benchmarking results

Rate limit Expected Nginx HAproxy Traefik Envoy

1/second 90 93 81 93 �
2/minute 18 21 � � �
3/second 270 273 269 � �
4/minute 36 39 � � 39
5/second 450 453 � � �
10/second 900 903 897 � 894
20/minute 180 183 � � 183
30/second 2700 2699 2691 2693 2646
40/minute 360 363 � � �
50/second 4500 4497 4488 4487 4470
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Table 1 presents some preliminary results obtained from our experimental
use case. We carried out the benchmarking experiment by deploying each proxy
and configuring them so that for each endpoint tested, we simulated three API
keys under the same subscribed SLA, and then we ran the experiment for 30 s or
3min, depending on the temporal unit used to define the rate limit we wanted to
test. SLA-Wizard is configured to perform requests above the expected number
shown in the table for each endpoint, considering the temporal unit and the limit
stated. The other numbers in the table represent the actual requests that were
allowed by each proxy. These results show that Nginx usually allows for a few
more requests than allowed, while the other proxies in most cases either allow the
expected number of requests or a few less, with Traefik being the most accurate
one in terms of rate limiting. However, benchmarking results change substantially
when adding more API keys. Figure 2 shows our experimental results obtained
with different combinations of SLAs and API keys.

Fig. 2. Results variation based on number of API keys.
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The first row of the figure presents the results for 4 SLAs subscriptions,
each with 2 API keys, totaling 8 API keys. This configuration simulates 8 users
sending requests in parallel. Correspondingly, the second row shows the results
for 6 SLAs with 2 API keys each (12 API keys in total), the third row for 8
SLAs with 2 API keys each (16 API keys in total); and the fourth row for 8
SLAs with 4 API keys each (32 API keys in total). For all plots showcased in
the figure the y-axis represents the number of HTTP requests, while the x-axis
represents the different endpoints that the API offers (10 in total) identified by
the rate limiting that applies to each as described in the SLA plan. There is a
clear conclusion to take away from the plots: the more API keys, the worse the
results obtained in Envoy and Nginx are. Conversely, in the case of HAProxy
and Traefik, the results stay acceptable.

4 Conclusions

API gateways are a common facility in microservices architectures that are
responsible for managing access to the available APIs according to their busi-
ness models. SLA-Wizard helps with the configuration of proxies acting as API
gateways, automatizing their configuration with respect to the limitations asso-
ciated with APIs and their concrete consumers. With our proposed tool, APIs
specified in OAS v3 along with SLA detailed using the SLA4OAI extension can
be directly configured in the proxy API so that the quotas and rates can be
automatically enforced. SLA-Wizard is a modularized tool that currently sup-
ports four major commercial API proxies (Envoy, HAProxy, Nginx, and Traefik),
allowing the user not only to generate the configurations for them, but also to
test the accuracy of the rate limitations stated for each endpoint and consumer
using different approaches. We plan to extend the capabilities of SLA-Wizard
by supporting additional API proxies, such as Caddy (caddyserver.com), as well
as means of configuring and testing the quota specified in the SLAs. Further-
more, we are currently performing a more comprehensive benchmarking of the
supported tools to investigate the reasons behind the incongruencies detected in
our use case since SLA-Wizard greatly facilitates the task of running different
benchmarks and perform comparative analysis.
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Abstract. Web APIs contain inter-parameter dependencies that
restrict the way in which input parameters can be combined to form valid
calls to the service. Inter-parameter dependencies are extremely common
and pervasive: they appear in 4 out of every 5 APIs across all applica-
tion domains and types of operations. In this demonstration paper, we
present the IDL tool suite, a comprehensive collection of tools designed
to facilitate dependency management in web APIs. The IDL tool suite
includes a specification language for inter-parameter dependencies (IDL),
and OAS extension (IDL4OAS), a web editor for IDL specifications, an
analysis engine (IDLReasoner), a web API for the analysis of IDL, and a
website with detailed information about the tool suite and a playground.
In addition to these tools, we present a catalog of applications where the
IDL tool suite has already proven useful, including automated testing,
code generation, and dependency-aware API gateways. We trust that the
IDL tool suite will enable promising new research and applications in the
area of web API management. The demo video of the IDL tool suite is
available at https://www.youtube.com/watch?v=Hy5HYGK8Yn4.

Keywords: Web API · REST · OpenAPI Specification · IDL

1 Introduction

Web Application Programming Interfaces (APIs) facilitate communication
between software systems over the Internet, which makes them ideal for software
integration. Modern web APIs typically adhere to the Representational State
Transfer (REST) architectural style [3], and are often described using the Ope-
nAPI Specification (OAS) [9], which provides a human- and machine-readable
description of the API’s supported operations, parameters and responses. OAS
documents are a valuable asset for automating tasks in the API lifecycle such as
testing, code generation, and documentation. Despite this, OAS (and other spec-
ification languages) currently lack official support for describing inter-parameter

c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
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dependencies, i.e., restrictions between parameters that must be satisfied to form
a valid API request [5,6]. For instance, when searching for businesses in the Yelp
API [11], the parameter location is “required if either latitude or longitude is
not provided”. A recent study on 40 industrial APIs revealed that inter-parameter
dependencies are extremely common and pervasive, as they appear in 4 out of
every 5 APIs across all application domains and types of operations [6].

In previous work [5], we introduced the Inter-parameter Dependency Lan-
guage (IDL) and IDLReasoner as a first step to specify and automatically ana-
lyze dependencies, respectively. We also created IDL4OAS, an OAS extension
to integrate our approach in this language. Built upon this foundation, in this
demonstration paper we present the IDL tool suite, a comprehensive collection
of tools designed to facilitate dependency management in web APIs. The IDL
tool suite extends IDL and IDL4OAS with the following novel contributions: 1)
a web editor for IDL specifications, 2) an enhanced version of IDLReasoner, 3)
a new analysis operation (explanation), 4) a web API for automated analysis of
IDL with interactive documentation, and 5) a website with detailed information
about the tool suite and a playground. In the rest of the paper, we provide an
overview of the tools included in the IDL tool suite and the applications that
these have already enabled, as well as future promising applications.

2 The IDL Tool Suite

All our tools are publicly available on the IDL website [4]. The tool suite includes
the IDL language, the IDL4OAS extension, an enhanced version of IDLReasoner,
an IDLReasoner web API, and a web-based editor for IDL specifications. In the
following sections, we provide an overview of each of these tools (Fig. 1).

Fig. 1. IDL tool suite contributions.

2.1 Inter-parameter Dependency Language (IDL)

IDL is a textual domain-specific language (DSL) that allows to formally specify
all the seven patterns of dependencies identified in our previous study [6]. List-
ing 1 shows some real-world examples of inter-parameter dependencies from the
Google Maps Places API. For instance, line 3 shows a Requires dependency:
if parameter rankby is set to ‘distance’, then either keyword, name or type
must be present in the API request. Similarly, line 4 defines an Arithmetic
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dependency, which states that parameter maxprice must be greater than or
equal to minprice. IDL supports five other dependency patterns, namely, Or,
ZeroOrOne, OnlyOne, AllOrNone and Complex dependencies. We refer
the reader to our previous work for a detailed description of these dependencies,
the IDL language and its grammar [5].

1 // Operation: Search for places within specified area:
2 ZeroOrOne(radius , rankby=='distance ');
3 IF rankby=='distance ' THEN keyword OR name OR type;
4 maxprice >= minprice;
5
6 // Operation: Query information about places:
7 AllOrNone(location , radius);
8 Or(query , type);
9 maxprice >= minprice;

10
11 // Operation: Get photo of place:
12 OnlyOne(maxheight , maxwidth);
13
14 // Operation: Automcomplete place name:
15 IF strictbounds THEN location AND radius;

Listing 1. IDL specification of the Google Maps Places API.

2.2 IDL4OAS

IDL4OAS is an OAS extension that allows to describe inter-parameter depen-
dencies within an OAS document, as shown in Listing 2, which depicts the
specification of the search operation of the Google Maps Places API. As illus-
trated, the property x-dependencies is added at the operation level, allowing to
specify dependencies among its parameters with IDL. An IDL4OAS document
can serve as the basis for automated dependency-aware testing, code generation
and monitoring, as will be shown in Sect. 3.

1 paths:
2 /search:
3 get:
4 [...]
5 x-dependencies:
6 - ZeroOrOne(radius, rankby=='distance ');
7 - IF rankby=='distance ' THEN radius OR name OR type;
8 - maxprice >= minprice;

Listing 2. OAS document extended with IDL4OAS.

2.3 IDLReasoner

IDLReasoner is a Java library for automatically analyzing IDL specifications [5].
It supports analysis operations for multiple purposes, for example, to check if
an IDL specification is consistent, or to detect dead parameters (i.e., param-
eters that can never be used in API requests due to contradictory con-
straints). For instance, the IDL4OAS document shown in Listing 2 actually
contains a mistake, since the first dependency (line 6) states that radius and
rankby==‘distance’ cannot be used together, while the second dependency
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states that if rankby==‘distance’, parameter radius may be included in the
API request. IDLReasoner can detect these inconsistencies automatically.

In this paper, we introduce a completely refactored version of IDLReasoner
that leverages Choco [10]—a popular Java library for constraint programming—
as the default constraint solver, making it more time- and memory-efficient. In
addition, we implement a novel explanation analysis operation, which returns a
human-readable explanation of the output of any of the existing analysis opera-
tions. For example, for the previous error, the explanation message would indi-
cate the presence of two contradictory dependencies in lines 6 and 7.

2.4 Web API

One of our novel contributions to the IDL tool suite is the IDLReasoner API.1
It consists in a RESTful API described in OAS, complemented with a Swagger
documentation portal. The API supports all IDLReasoner analysis operations
via simple HTTP requests. It is a key asset for integrating IDLReasoner into
external projects such as test case generators or documentation portals. As a
matter of fact, the IDLReasoner API is integrated into the IDL web editor.

2.5 IDL Web Editor

Our last novel contribution for the IDL tool suite is a web-based editor for IDL.2
This editor acts as a playground for external users to learn and understand the
capabilities of IDL, IDLReasoner and IDL4OAS, but also to analyze their own
APIs on the fly, without the need of installing additional software.

3 Applications

In this section, we outline some of the useful applications that the IDL tool suite
has enabled in varied domains, including automated testing, code generation,
and API gateways.

3.1 Automated Testing

API specifications enhanced with IDL4OAS can be automatically analyzed with
IDLReasoner. Testing tools for web APIs generally derive test cases automati-
cally from the API specification. Thus, given an OAS document enriched with
IDL4OAS, the IDL tool suite can support the automated generation of valid test
cases (i.e., those satisfying all inter-parameter dependencies). This is the case of
RESTest [7], a constraint-based testing tool which has automatically found over
200 bugs in industrial APIs such as Spotify and YouTube [8].

1 http://idl-reasonerapi.tech/swagger-ui/index.html.
2 http://idl-playground.tech.

http://idl-reasonerapi.tech/swagger-ui/index.html
http://idl-playground.tech
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3.2 Code Generation

An OAS document can drive the generation of source code for API client libraries
or server stubs in a variety of programming languages [9]. Recently, we pro-
posed IDLGen [1], an approach to automatically generate code to handle inter-
parameter dependencies in servers written in Java and Python. Based on an OAS
document extended with IDL4OAS, IDLGen generates assertions to validate the
inter-parameter dependencies of incoming API requests, as well as code to han-
dle invalid requests that violate one or more dependencies. Our results show that
IDLGen can generate up to 10 times more code than current generators, and it
can save up to 25min of development time per API operation [1], potentially
avoiding input validation failures in production [8].

3.3 Smart API Gateway

When deployed in an API gateway, IDLReasoner can be used to detect and
block invalid requests that violate inter-parameter dependencies as well as to
automatically generate explanations for such violations. In a recent study [2],
we found that a dependency-aware API gateway could reduce response times of
invalid requests by up to 80%, while incurring a negligible overhead in terms of
latency and throughput for valid requests.

4 Conclusion and Future Work

The IDL tool suite is a comprehensive solution for inter-parameter dependency
management in web APIs. These assets have already proven useful for the devel-
opment of dependency-aware approaches for automated testing of web APIs,
code generation for client and server applications, and API gateways. We envi-
sion new promising applications of the IDL tool suite in the future, including
enhanced documentation portals, monitoring solutions, and API design tools.

Acknowledgements. This work has been partially supported by grants PID2021-126
227NB-C22 and TED2021-131023B-C21, funded by MCIN/AEI/10.13039/501100
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Abstract. Microservices are pervading enterprise IT, and securing
microservices hence became crucial. KubeHound is an open-source tool
devised for this purpose, as it enables detecting instances of so-called
security smells in microservice applications deployed with Kubernetes.
KubeHound features a plugin-based extensibility, meaning that its smell
detection capabilities can be extended by developing plugins implement-
ing additional smell detection techniques. In this demo paper, we illus-
trate how to extend KubeHound with plugins enabling to detect two
different instances of the own crypto code security smell, whose detection
was not yet featured by KubeHound. We also show the practical use of
the newly added plugins by applying them to case studies, two of which
are based on existing, third-party microservice applications.

Keywords: microservices · security smell · smell detection ·
Kubernetes

1 Introduction

Microservices enable obtaining cloud-native applications, namely applications
that can fully exploit the potentials of cloud computing [3]. This is one of the
main reasons why microservices are pervading enterprise IT [19].

Securing microservices is, therefore, crucial, and microservices raise new secu-
rity challenges [4,5]. These include the so-called microservice security smells,
which were recently proposed by Ponce et al. [14]. A security smell is defined as
a possible symptom of a bad (though often unintentional) decision while design-
ing a microservice application, which can negatively affect its security. Examples
of security smells are non-secured service-to-service communications and unau-
thenticated traffic, which occur when the interactions among the microservices
forming an application are not encrypted nor authenticated. Another example
is given by own crypto code security smell, which occurs when the encryption
solutions used for securing a microservice are (re-)implemented by the develop-
ers of the microservice, rather than by reusing established and widely assessed
encryption technologies.
c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
F. Monti et al. (Eds.): ICSOC 2023 Workshops, LNCS 14518, pp. 317–324, 2024.
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KubeHound [8] is an open-source tool that allows to detect security smells
in microservice applications deployed with Kubernetes. KubeHound – in its
original version [8] – featured the implementation of techniques for detecting
instances of a selected subset of the security smells in [14]. Such detection tech-
niques were all based on the static analysis of the specification of an application’s
deployment in Kubernetes, or on dynamically interacting with the Kubernetes
cluster where an application is running.

KubeHound is designed to be modular and extensible. New functionali-
ties can indeed be included by developing and integrating custom plugins, e.g.,
implementing the detection of other security smell instances. We retake this fea-
ture in this demo paper, with a twofold objective. One the one hand, we aim at
extending KubeHound to enable analysing the source code of an application
source code and to detect instances of the own crypto code security smell for
microservices (as per its definition in [14]). At the same time, we aim at demon-
strating the extensibility of KubeHound itself, by showing how we developed
the plugins implementing the extension mentioned above.

The main contributions of this demo paper are, therefore, the following.

– We first illustrate how we extended KubeHound with plugins enabling to
parse the source code of an application’s microservices and to detect instances
of the own crypto code security smell therein, if any.

– We then report on the practical assessment of the newly proposed plugins,
which we applied in three case studies. The first case study is based on a
mock application, while the other two case studies are based on two existing,
third-party applications, i.e., Sock Shop [21] and Online Boutique [11].1

The rest of this paper is organized as follows. Section 2 provides some background
on KubeHound. Section 3 introduces the plugins added to KubeHound to
detect the instances of the own crypto code security smell. Section 4 reports on
a case study practically assessing the newly introduced plugins. Finally, Sect. 5
draws some concluding remarks and sheds light on planned future work.

This paper builds on our previous work [8], where we already discussed the
positioning of KubeHound with respect to state-of-the-art solutions for secur-
ing microservices, e.g., [6,16,18,23], and with respect to the existing tools that
can be used for identifying security vulnerabilities/weaknesses in microservice
applications, e.g., [1,2,7,10,15,20,22]. For space limitations, we here piggyback
on the related work discussion in our previous work [8] and we only discuss
the novelty with respect to our previous work [8], which resides in adding the
support for statically analysing the source code of the microservices forming an
application, and in exploiting such a new feature to run static analyses enabling
to detect two possible instances of the own crypto code security smell.

1 A video showing how to run KubeHound with the newly added plugins is publicly
available online: https://youtu.be/3lSC7pO2vmQ.

https://youtu.be/3lSC7pO2vmQ
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Fig. 1. Plugin architecture of KubeHound.

2 Background: KUBEHOUND

To detect security smell instances, KubeHound can analyse the sources and
deployment specification of the microservices forming an application, when avail-
able. The information on where to find such files is given in an input configura-
tion file, which is used by KubeHound to retrieve the sources and deployment
specification, which are then analysed by the set of featured plugins.

KubeHound implements the plugin architecture pattern [17] as displayed in
Fig. 1. The tool is composed of three core components, namely Hound, Frontend,
and Scheduler, and a set of analysis plugins (sketched as AP1, AP2, . . . APn in
the figure). Each analysis plugin is responsible for implementing one or more
techniques for detecting instances of security smells for microservices. Prior to
this work, KubeHound already featured plugins for detecting instances of a
subset of the security smells defined in [14], details on which can be found in [8].

The core components are responsible for acquiring the configuration files
specifying an application deployment, parsing them, scheduling the analysis plu-
gins implementing the featured smell detection techniques, and collecting their
results. More precisely, Hound takes the input files and orchestrates the smell
detection on the microservice application specified therein. It first passes the
input files to the Frontend, which is responsible for application data acquisition
and parsing. Frontend then returns to Hound a collection of application objects,
each representing a resource in the application’s sources, together with some
metadata about them. Application objects and metadata are then passed to the
Scheduler, which is responsible for invoking the plugins to run the analyses
they implement. The Scheduler adopts a “best effort” approach, in the sense
that it schedules an analysis plugin only if all the inputs required by such plugin
are available. The results returned by the invoked plugins are merged by the
Scheduler and then passed to Hound. Finally, Hound returns the overall analysis
results to the end-user, by displaying them with a structured textual format on
the command line.
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3 Detecting Own Crypto Code Smell Instances

To enable KubeHound to detect the own crypto code security smell, we devel-
oped two different plugins for two different instances of such smells, i.e., usage of
cryptographic primitives and suspicious cryptographic names. The security smell
and its instances were carefully selected to showcase two different ways of imple-
menting a plugin, namely by integrating an existing analyser or by implementing
an analysis technique from scratch.2

3.1 Detecting the Usage of Cryptographic Primitives

The occurrence of a cryptographic primitive [13] in the source code of a microser-
vice may possibly denote the symptom of a cryptography solution being re-
implemented, instead of reusing established and trusted technologies [9]. There-
fore, the usage of cryptographic primitives is considered to be an instance of the
own crypto code security smell [14], which we wish to enable getting detected by
KubeHound.

The detection of cryptographic primitives is already featured in production-
ready code analysis tools, like SonarQube [20], which can be configured to detect
“security hotspots” denoting the presence of custom crypto code, e.g., definition
or invocation of custom cryptographic functions. Therefore, we decided to reuse
a suitably configure instance of SonarQube to develop a plugin implementing
the detection of the usage of cryptographic primitives. More precisely, we devel-
oped a plugin that spawns a Docker container running an instance of SonarQube
configured to analyse the security hotspots in the source code of the target appli-
cation’s microservices. The plugin waits for the SonarQube instance to complete
the analysis, and it then retrieves all the detected security hotspots. These are
filtered to keep only the security hotspots denoting the use of non-standard
cryptographic algorithms, e.g., the creation of BasePasswordHasher subclasses
in Python applications, or that of java.security.MessageDigest subclasses in
Java applications. Indeed, according to SonarQube documentation [20], such a
type of security hotspots denotes the use of custom cryptographic primitives.

3.2 Detecting Suspicious Cryptographic Names

The occurence of a name related to some cryptography technology may possi-
bly denote a symptom that such technology is being re-implemented, instead of
relying on established libraries [12]. Therefore, the occurrence of suspicious cryp-
tographic names is considered to be an instance of the own crypto code security
smell [14], and our aim here is to extend KubeHound to enable detecting one
such smell instance.

In this case, to showcase the from-scratch implementation of a plugin (rather
than integrating an existing tools), we decided to directly implement the static

2 The implementation of the plugins is publicly available on GitHub: https://github.
com/di-unipi-socc/kube-hound/tree/master/kube_hound/builtin_analyses.

https://github.com/di-unipi-socc/kube-hound/tree/master/kube_hound/builtin_analyses
https://github.com/di-unipi-socc/kube-hound/tree/master/kube_hound/builtin_analyses
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analysis of the source code of the microservices forming an application. In partic-
ular, for Java, JavaScript, and Python, the plugin exploit the existing libraries to
parse the source code files and obtain their representation in the form of abstract
syntax trees. For any other type of source file, the plugin instead relies on regu-
lar expressions to tokenize the lists of words therein. Then, the plugin processes
the obtained abstract syntax trees and/or lists of words, and it searches for
suspicious cryptographic names therein, namely for words including suspicious
keywords, e.g., RSA, IV, or AES. The detected suspicious cryptographic names –
which might be multiple within a same source file, if some own cryptography
solution is being implemented – are clustered by file when returned by the plugin.
More precisely, the plugin returns information on which files contain suspicious
cryptographic names and it lists, for each file, the numbers of the lines where
each suspicious keywords appear.

4 Case Study

We assessed the practical applicability of the proposed detection of own crypto
code smell instances by running three different case studies based on three appli-
cations, viz., a mock microservice application, Sock Shop [21], and Online Bou-
tique [11]. The source code for repeating such analyses with all the three appli-
cations is publicly available on GitHub.3 In all the three cases, we were able to
detect instances of the own crypto code smell. For reasons of space limitations,
and with the purpose of demonstrating both plugins, we here describe the case
of the mock application, since Sock Shop [21] and Online Boutique [11] only
included suspicious cryptographic names.

The mock application was configured so that its microservices include both
the considered instances of the own crypto code security smell, i.e., usage of cryp-
tographic primitives and suspicious cryptographic names. This was done by plac-
ing the microservices’ source code in a single remote repository,4 which includes
multiple different files, among which

– the files customCrypto.py, customCrypto.java, customCryptoPython.py,
and customCryptoJava.java include the usage of cryptographic primitives,
while

– test_ucp.java, test_ucp.php, test_ucp.py, test_ucp.js, test_ucp.kt,
test_ ucp.ts, test_ucp.vb include suspicious cryptographic names.

The files were organized in different folders and sub-folders, to also check whether
the implemented plugins can suitably navigate through the organization of a
remote repository. They were also of different types – denoted by their file
extensions – to check the effectiveness of the plugin searching for suspicious
cryptographic names with different file types.

3 https://github.com/di-unipi-socc/kube-hound/tree/master/data/examples.
4 https://github.com/di-unipi-socc/kube-hound/tree/master/data/examples/

sourcecode_mock.

https://github.com/di-unipi-socc/kube-hound/tree/master/data/examples
https://github.com/di-unipi-socc/kube-hound/tree/master/data/examples/sourcecode_mock
https://github.com/di-unipi-socc/kube-hound/tree/master/data/examples/sourcecode_mock
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We then run KubeHound with the newly included plugins, by feeding it with
a configuration file5 specifying where to find the source code of the microservices
forming the mock application. As a result, KubeHound successfully identified
all the injected smell instances, by displaying them as sketched in Fig. 2.

Fig. 2. Examples of (a) usage of cryptographic primitives and (b) suspicious crypto-
graphic names detected by KubeHound when running our case study.

5 Conclusions

We have extended KubeHound with two plugins detecting two different
instances of the own crypto code security smell, by also showing how they effec-
tively enabled detecting such smell instances when injected in the application
considered in our case study. This allowed us to not only demonstrate that the
instances of the own cripto code security smell can be detected in microservice
applications, but also to demonstrate the extensibility of KubeHound’s func-
tionalities by developing and integrating novel plugins.

KubeHound is an ongoing research project. We recently integrated three
other plugins, all based on reusing Checkov [15] for detecting two different
instances of the hardcoded secrets security smell, and an instance of the non-
encrypted sensitive data smell. These are also available in the GitHub repository
5 https://github.com/di-unipi-socc/kube-hound/blob/master/data/examples/

sourcecode_mock/config.yaml.

https://github.com/di-unipi-socc/kube-hound/blob/master/data/examples/sourcecode_mock/config.yaml
https://github.com/di-unipi-socc/kube-hound/blob/master/data/examples/sourcecode_mock/config.yaml
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of KubeHound, along with examples for showcasing their use. We plan to fur-
ther extend KubeHound by developing other plugins for detecting different
instances of the microservice security smells described in [14].

We also plan to further extend the applicability of KubeHound and
to enhance its performances. As for KubeHound’s applicability, we plan to
exploit its plugin-based extensibility to introduce a support for other container-
orchestration frameworks than Kubernetes. As for KubeHound’s performances,
instead, we plan to enable a parallel execution of the plugins, so as to run mul-
tiple different smell detection techniques in parallel, when possible.

Acknowledgments. This work has been partly supported by the research project
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PRIN 2022.
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Abstract. The content of this tutorial is drawn from a recent text-
book that the authors have published. The book aims at introducing
blockchain from scratch, providing first an implementation-agnostic view
of the mechanisms underpinning blockchain, like immutable databases,
consensus mechanisms, and smart contracts. Then, it moves to pre-
senting the most prominent blockchain systems and platforms currently
available. These range from widely known public blockchains and cryp-
tocurrencies like Bitcoin and Ethereum, to platforms for building private
blockchain network systems, such as Hyperledger Fabric. Next, the book
introduces a set of tools to support decision making regarding the suit-
ability of blockchain for a given business scenario. The book explains
how business models can be used to analyze blockchain-based business
scenarios. The book ends with illustrating how a blockchain system can
be part of an innovative business application landscape.

Keywords: Blockchain · platform · business scenario · teaching ·
textbook

1 Introduction

While most people may know about blockchain from Bitcoin and news about
its price in the financial markets, blockchain is a technology that increasingly
permeates the way in which modern businesses operate. However, its dynamics
and functioning remain obscure for most people. This tutorial, the content of
which is entirely drawn from a textbook recently published by the authors [1],
provides the tools to understand the full extent to which blockchain technology
is or can be used in business.

First, we focus on the functioning of blockchain systems, introducing basic
concepts such as transactions, consensus mechanisms and smart contracts, as
c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
F. Monti et al. (Eds.): ICSOC 2023 Workshops, LNCS 14518, pp. 327–334, 2024.
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well as giving a smooth introduction to the basic features of cryptography that
underpin blockchain technology, e.g., digital signatures and hashing. Then, we
shift to specific blockchain platforms (Bitcoin, Ethereum, private blockchain
platforms) currently used for the implementation of cryptocurrencies and other
blockchain systems. Finally, we introduce a set of tools to understand and anal-
yse the suitability of blockchain technology in different business scenarios from
the software architecture, business model, and business operation perspectives.

The book associated with this tutorial provides the basis for readers to under-
stand (i) the conceptual essence of blockchain technology, (ii) the design and
functioning of Bitcoin, Ethereum, and other private blockchain platforms for
the implementation of cryptocurrencies and smart contract-enabled blockchain
systems, (iii) the applicability of blockchain as an enabling and/or transforma-
tive technology in different business scenarios from both an economic and an IT
system perspective.

These goals are achieved through a modular structure of content. The tutorial
is, like the book, organised into three parts. Part 1 (see Sect. 2) introduces the
basic concepts of blockchain at a conceptual level, providing a solid basis to
understand any concrete implementation of blockchain platforms. Part 2 (see
Sect. 3) discusses prominent examples of concrete public and private blockchain
systems, such as Bitcoin, Ethereum, and Hyperledger Fabric, and provides also
an in-depth discussion of the potential role of blockchain in implementing IoT
systems. Part 3 (see Sect. 4) provides the conceptual background, knowledge
and tools to assess the applicability of blockchain technology in various business
scenarios using decision trees and business models. It also illustrates the use of
blockchain in a complex business application and technology context.

This tutorial and its associated book target students and educators with an
interest in blockchain technology providing a one-stop shop to obtain a deep and
complete insight in blockchain technology and its applicability in different busi-
ness scenarios. The textbook is designed primarily for undergraduate students
in industrial engineering, business and management, and information systems.
However, it can be adopted also in the computer science majors, since it does
not strictly require any specific pre-requisite knowledge. At the graduate level,
this book can be used in courses for industrial engineering, information systems
and management students. Finally, the book is also of interest to practitioners,
like business analysts, process analysts and information system architects, to
understand the enabling and transformative potential of blockchain in a given
business scenario.

2 Part 1: Defining Blockchain in an Implementation-
Agnostic Way

The first part of the tutorial faces the challenge of introducing blockchain.
Because of its novelty and multidisciplinary aspects, introducing blockchain to
students is challenging, no matter their background, whether more technical or
more business-oriented. We decided to tackle this challenge in this book and
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Fig. 1. A general architecture for blockchain systems. Reprinted from [1], Chapter 4.

tutorial by (i) first presenting blockchain as a general mechanism, abstracting
from any specific implementation of it, and (ii) separating the presentation of the
blockchain mechanism from the technical details of the core technology enabling
it, i.e., cryptographic tools.

One of the main outcomes of Part 1 is the general architecture of blockchain
systems shown in Fig. 1. According to the model proposed in Part 1, blockchain is
a combination of a P2P network of computational nodes, an immutable database,
i.e., a distributed ledger, replicated at each node, and a set of rules, i.e., a con-
sensus mechanism, for nodes to agree on the content of the database at any time.
Blockchain can be enhanced with smart contracts, that is immutable business
logic that can be triggered by transactions, and comprises two types of users:
data injectors, who provide the data, in the form of blockchain transactions, and
business users, who use the data stored in the blockchain application to fulfil
some business objective. Note that, in many business scenarios, the same entity
can play both the role of data injector and business user simultaneously.

3 Part 2: Blockchain Platforms

Blockchain is a mechanism that creates trust among a set of business part-
ners who face the need to exchange valuable assets and information, while not
necessarily trusting each other. This mechanism is enabled by a set of crypto-
graphic tools, which are presented avoiding as much as possible the more techni-
cal details. In all the discussions of Part 1, we have been careful in maintaining
an implementation-agnostic standpoint.
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Fig. 2. Architecture of an Ethereum-based Distributed Application. Reprinted
from [1], Chapter 6.

In Part 2, we look at how the blockchain mechanism is implemented into real-
world blockchain systems. To this aim, we must abandon the implementation-
agnostic standpoint and we must look at the implementation details of different
blockchain technologies. We begin by discussing the most famous examples of
(public) blockchain systems, of which most of you probably have heard already
in the news: Bitcoin and Ethereum. Then, we discuss the peculiarities of private
blockchain and how we can build private blockchain systems. Specifically, we dis-
cuss how Ethereum can also be used for private blockchain, and we additionally
present two frameworks for building private blockchains: Corda and Hyperledger
Fabric. Finally, we look in detail at the relationship between blockchain and IoT
technology. In this context, we introduce another blockchain framework, IOTA,
which has been created specifically to implement blockchain systems handling
IoT data.

This part presents extensive examples of the application of blockchain in
different scenarios. For instance, Fig. 2 and Fig. 3 show two instantiations of
the architecture of Fig. 1 to the case of tracking and tracing the provenance of
diamonds in the diamond trade and distribution market and the case of a general
IoT scenario, respectively.
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Fig. 3. Architecture of a blockchain-supported IoT application. Reprinted from [1],
Chapter 8.

4 Part 3: Blockchain Suitability for Business

The first two parts of this tutorial (and the book) focus on blockchain as a mech-
anism and a technology. The blockchain mechanism can be exploited to create
the trust required to exchange valuable information and assets in a trustless
network of business partners. In Part 2, we have then presented different types
of blockchain technology that implement the mechanisms introduced in Part 1.
In doing so, we have also introduced many concrete applications of blockchain
in the real world.

Blockchain is a technology that can support a wide range of business scenar-
ios, but certainly not all of them. So, in which situations or under which condi-
tions does the use of blockchain make sense? And if it makes sense, what would a
blockchain application look like from the business perspective? Answering these
questions is the focus of Part 3. We begin by presenting a set of decision-making
tools that help structuring the decision on whether to use blockchain in a given
business scenario. Then, we look at blockchain from the standpoint of business
models, with the aim of understanding how blockchain can transform existing
business models and even enable new ones. Finally, we discuss the application
of blockchain in a novel class of business scenarios, i.e., scenarios for outcome
management.

The first main outcome of this part of the tutorial and the book consists of
decision making tools to assess the suitability of blockchain. Figure 4 shows the
tool that we designed for assessing the features of a business scenario and their
fit with blockchain, while Fig. 5 shows the tool that can be used to assess the
more technical characteristics of a blockchain system implementation. The sec-
ond outcome is the demonstration of the use of business models for the analysis
of blockchain-based business scenarios. The final outcome is the demonstration
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Fig. 4. Assessing the suitability of blockchain for a business scenario. Reprinted
from [1], Chapter 9.

Fig. 5. Technical assessment of blockchain suitability. Reprinted from [1], Chapter 9.

that blockchain needs to be combined with other technologies in most real-world
business application scenarios. We show an example in business outcome manage-
ment in which blockchain technology is combined with IoT technology, federated
learning (as a sub-domain of artificial intelligence), wide-area network technol-
ogy, enterprise information system technology and software process management
technology. This is illustrated in Fig. 6.
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Fig. 6. Combining blockchain and other technology in a complex business scenario.
Reprinted from [1], Chapter 11.

5 Conclusion

This tutorial and the book associated with it fulfill a primary need of the authors:
finding an appropriate textbook for our courses on digital transformation using
blockchain. While there are excellent books focusing on the technical implemen-
tation aspects of specific blockchains, like Bitcoin or Ethereum, or looking at
blockchain from a software engineering or financial engineering perspective, we
have struggled to find a book taking a ‘design science’ standpoint on blockchain:
providing sufficient explanation of the technical details in order to understand
how blockchain can be used to address specific business needs in the real world.

For students, we hope that this tutorial and this book serve a twofold objec-
tive. First, helping you to shed some light on the inner functioning of a new
technology like blockchain, in its different forms. Second, allowing you to criti-
cally assess whether blockchain is an appropriate solution for a (new or existing)
business scenario.

For professionals, depending on your background, this tutorial and this book
will also serve diverse needs. If you come from a business-oriented background,
then this book helps you to understand the technical details behind a technology
that is increasingly adopted in the corporate world. If your background concerns
more the software design and implementation, this book helps you finding suit-
able business applications for a technology that you may know deeply only from
a technical standpoint, but for which you have struggled to grasp the usefulness
in the practical world.
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No matter your background, our objective is to give you the tools to evaluate
the potential of blockchain critically and fairly. In fact, while the world is pop-
ulated by many blockchain ‘maximalists’, who think blockchain is the solution
to everything, and blockchain ‘minimalists’, who think blockchain is only cryp-
tocurrency, and cryptocurrency is only a global scam, we take a balanced and
critical perspective on the impact of blockchain on modern, digitally-supported
and digitally-enabled business. Our Latin ancestors, unsurprisingly, used to say
that “in medio stat virtus”, or more precisely, “virtus est medium vitiorum et
utrimque reductum” (“virtue is the middle between two vices, and is equally
removed from either extreme”, Horace, Epistole, I, 18, 9).
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Abstract. The emergence of quantum computing has introduced a new
paradigm in the realm of computer science and software engineering,
expanding the frontiers of computer applications designed for problem-
solving. The transformation of quantum algorithms into services is a
promising avenue to address this new paradigm, as it allows them to be
integrated into conventional distributed applications. This tutorial pro-
vides an overview of the process of transforming quantum algorithms into
quantum services. It explains how these quantum services can be effec-
tively deployed, specifically using the Amazon Braket platform for quan-
tum computing, and how they can be invoked through classical service
endpoints. This tutorial not only presents the step-by-step methodology
but also provides insight into best practices for successful implementa-
tion through a development process. It highlights the use of an extended
version of the OpenAPI Specification and the automation capabilities
offered by GitHub Actions, which play a key role in improving efficiency
throughout the development and deployment phases.

Keywords: Quantum Computing · Service-Oriented Computing ·
Quantum Programming · OpenAPI · Continuous Deployment

1 Introduction

The advent of quantum computing has marked the beginning of a new era in
the fields of computer science and software engineering, opening new horizons
in the field of computational problem-solving applications [1]. This cutting-edge
technology has proven to be especially valuable in tasks that until now remained
beyond the reach of the most powerful classical computers within reasonable time
frames [2]. These tasks include the discovery of new materials or pharmaceutical
compounds and the analysis of vast data sets and applications in, for example,
the field of health care [3].

Several large computer companies have already successfully built functional
quantum computers, and have developed several programming languages and
quantum simulators that are accessible to the general population [4,5]. The
implications of this emerging paradigm are changing not only the landscape of
c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
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https://doi.org/10.1007/978-981-97-0989-2_29

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-97-0989-2_29&domain=pdf
http://orcid.org/0000-0002-3162-1446
http://orcid.org/0000-0003-0140-7788
http://orcid.org/0000-0002-4096-1282
http://orcid.org/0000-0002-6819-0299
http://orcid.org/0000-0003-4961-4030
https://doi.org/10.1007/978-981-97-0989-2_29


336 J. Romero-Álvarez et al.

computing but also the landscape of areas in which it can be effectively applied.
However, it is essential to recognize that, at present, and probably soon, quan-
tum computing must coexist with classical computing. Therefore, a coexistence
encapsulated in the concept of hybrid classical-quantum architectures is nec-
essary [6]. A solid guiding framework for navigating this landscape of hybrid
architectures lies in leveraging the fundamental principles service-oriented com-
puting provides, given the rich history of classical service engineering [7].

Therefore, from the point of view of Service-Oriented Computing, the inte-
gration of quantum software is not much different from that of classical services.
However, the current lack of software engineering techniques specific to quantum
services poses a challenge for performing quantum service-related activities [8].
In response to these problems, new approaches are emerging that simplify the
translation of conventional processes to the realm of quantum computing [9,10].

Hence, the main objective of this tutorial is to clarify the details of imple-
menting and deploying quantum services adapted to hybrid classical-quantum
architectures. The tutorial aims to provide developers with a thorough under-
standing of the process involved in transforming quantum algorithms into ser-
vices, hosting them in cloud environments, and seamlessly integrating them into
distributed applications. To this end, specific examples of real-world problem-
solving using quantum computing on the Amazon Braket platform service will
be presented.

Furthermore, we will outline a procedure for generating quantum services
employing the OpenAPI Specification1, allowing developers to follow a famil-
iar methodology similar to that of conventional services [11]. This approach not
only streamlines the definition of input and output parameters for quantum ser-
vices but also facilitates understanding and usability for other developers. In
addition, a continuous deployment approach will be presented by automating
the deployment of quantum services through GitHub Actions2, which stream-
lines the process of integrating quantum computing capabilities into software
development workflows.

2 Intended Audience

This tutorial is aimed at people from academia and industry who share an inter-
est in the world of Quantum Service-Oriented Computing. While some previous
experience in quantum software development is desirable, it is by no means a
strict prerequisite for understanding the tutorial content. However, a basic under-
standing of microservices, JSON file structures, and the Python programming
language is indispensable to actively participate in the practical aspects of the
tutorial. This background knowledge is necessary especially to be able to follow
the hands-on demonstrations.

1 https://www.openapis.org/.
2 https://github.com/features/actions.

https://www.openapis.org/
https://github.com/features/actions
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To facilitate the learning process, comprehensive resources are provided, such
as the source code of all examples used throughout the tutorial3. In addition,
a short introductory section on the fundamentals of quantum computing will
be provided as part of the tutorial to ensure that attendees have the necessary
background knowledge.

Those who wish to participate in the hands-on section of the tutorial should
have a laptop equipped with a text editor, a working Python installation, and an
active Amazon Web Services (AWS) account. The inclusion of these tools allows
attendees to actively participate in the hands-on exercises, thus consolidating
their understanding of quantum services.

Detailed instructions for setting up the required environment will be pro-
vided before attending the tutorial. These guidelines include the initial steps
involved in running quantum code on the attendee’s local machine, simulating
quantum processes using the Amazon Braket SDK, and advanced techniques for
individuals wanting to use real quantum machines. It is important to note that
these advanced steps, while valuable, are not obligatory for participation in the
tutorial.

For the convenience of attendees, the tutorial slides, in addition to the afore-
mentioned environment setup instructions, and supplementary resources, will
be available online (see Footnote 3), ensuring easy and convenient access to the
materials needed to fully benefit from the tutorial.

3 Outline of the Tutorial

This section provides a comprehensive outline of the tutorial—Fig. 1—, designed
to last a half-day duration, encompassing approximately three hours, during
which both informative lectures and hands-on practical activities will be fea-
tured.

Fig. 1. Outline of the Tutorial

Introduction
The tutorial begins with a brief but informative presentation that delves into
the concept of servitization within the realm of quantum software. This segment
3 https://uex.be/tutorial.

https://uex.be/tutorial
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clarifies the transformation of pre-existing quantum algorithms into traditional
services, providing insight into the conceptual framework.

Following the presentation, attendees will experience a hands-on demonstra-
tion of how these quantum services can be deployed and executed. The hands-on
aspect will leverage Python libraries tailored to classic services and Postman to
test the deployed services. This pragmatic demonstration is intended to bridge
the gap between theoretical concepts and real-world applications. To illustrate
these principles, quantum algorithms will be used as a practical example. These
algorithms will be adapted to the Amazon Braket platform and its associated
programming language, demonstrating the versatility of the platform and serving
as a template for similar adaptations on alternative quantum platforms.

Quantum Software as a Service
The second segment of the tutorial offers a hands-on experience for attendees.
Participants will actively deploy and invoke their initial quantum service during
this practical session. Two pivotal quantum algorithms will take center stage: 1)
Shor’s algorithm for factoring large numbers, representing gate-based quantum
computing, and 2) a solution to the Traveling Salesman Problem, symbolizing
annealing-based quantum computing.

The implementation of these quantum algorithms, customized for compati-
bility with Amazon Braket, will be provided to attendees. Their primary focus
will be deploying and utilizing these algorithms as traditional services. This
practical exercise empowers participants to gain firsthand experience in transi-
tioning quantum algorithms into practical services, thereby consolidating their
understanding of the conversion process.

Quantum Services using OpenAPI and Continuous Deployment
Given the current limitations arising from the need to use different software
development kits (SDKs) depending on the quantum machine provider, a solu-
tion is presented in this part of the tutorial. This solution involves the generation
of quantum services by using an extension of the OpenAPI Specification, which
streamlines the process of defining and generating quantum services.

In addition, a continuous deployment approach will be presented using
GitHub Actions—a GitHub feature that allows developers to automate various
tasks and workflows in their software development process—for the containeriza-
tion of these quantum services in Docker containers. These automatically gener-
ated services are ready for execution across multiple quantum service providers.

So, attendees will receive a comprehensive introduction to this innovative
tool, along with a live demonstration of its capabilities. An exemplary use case
will be presented, showing how a pre-defined specification can be leveraged to
automatically generate, deploy, and test quantum services.

The tutorial ends with a detailed presentation and practical demonstration of
the tool. The automation of quantum service definition, generation, deployment,
and execution will be explained with real examples, emphasizing the efficiency
and effectiveness of incorporating quantum computing into software development
workflows.
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In summary, the modular structure ensures that both beginners and experts
in the field can benefit from the session. Hence the delivery of a more theoretical
part and a practical part to allow participants to perform their experimentation
with the quantum software.

4 Learning Objectives and Outcomes

At the end of the tutorial, participants will have acquired a thorough under-
standing of the following key learning objectives and outcomes:

– Servitization of Quantum Algorithms: attendees will have gained an in-depth
understanding of the concept of servitization as it relates to quantum algo-
rithms. They will understand the principles of transforming quantum algo-
rithms into practical services, effectively bridging the theoretical and practical
aspects of this process.

– Hybrid classical-quantum service architectures: The tutorial will allow partic-
ipants to think and conceptualize in the realm of hybrid classical-quantum
service architectures. This new perspective will enable them to better under-
stand the current paradigms of classical and quantum computing.

– Extension of the OpenAPI specification for quantum services: Presentation of
the OpenAPI specification extension for quantum services. This knowledge
enables participants to define and generate quantum services efficiently. It
provides them with the necessary skills to streamline the integration of quan-
tum computing into software development workflows, increasing the level of
abstraction in the development of quantum services.

– Continuous development and deployment of quantum service: An essential
outcome of the tutorial is the ability to automate the deployment of quan-
tum services tailored to various service providers using GitHub Actions. The
proposal’s deployment approach will thus streamline the continuous develop-
ment and deployment of quantum solutions in various quantum computing
ecosystems.

In essence, the tutorial’s learning objectives and outcomes encompass not
only theoretical knowledge but also the practical skills necessary to navigate the
complex and evolving landscape of quantum computing and Quantum Service-
Oriented software development. This knowledge empowers attendees to actively
engage with quantum technology and implement it in real-world scenarios.

5 Biographies of Presenters

In recent years, the expertise of the presenters in the field of software engineering
has culminated in several noteworthy contributions and innovative approaches.
These contributions cover innovative Service-Based Computing models aimed at
realizing the vision of the “Internet of People” [12]. Moreover, their work has
extended to pioneering the concept of “People as a Service” (PeaaS) [13], which
reflects their dedication to redefining the paradigms of digital interaction.
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In the realm of quantum computing, the presenters have delved into hybrid
models that seamlessly blend classical computing techniques with the emerging
quantum paradigm [7]. Their endeavors have also shed light on the nuances and
challenges inherent in developing high-quality quantum services [14] and in the
management of these services [15], and also have made various advances in the
field of Quantum OpenAPI [11,16]. These insights are pivotal in enabling the
effective integration of quantum computing within various applications.

In addition to their work, the presenters are actively engaged in cutting-
edge projects within the domain of quantum computing. These projects include
“QSalud: Quantum Pharmacogenetics Applied to Ageing” and “QServ: Quan-
tum Service Engineering development, quality, testing & security of quantum
microservices”. These projects show their involvement in pushing the limits of
quantum computing and exploring its potential applications in a variety of fields.

Below, a brief biography of the presenters can be found:
Javier Romero-Álvarez is a PhD student and research scientist fellow at

the University of Extremadura, Spain. He obtained his degree in Computer Sci-
ence from the University of Extremadura in 2020. His research interests include
Web Engineering, Quantum Computing, Service-Oriented Computing, Mobile
Computing, and Chatbot Development.

Jaime Alvarado-Valiente is a PhD student and research scientist fellow at
the University of Extremadura, Spain. He obtained his degree in Computer Sci-
ence from the University of Extremadura in 2020. His research interests include
Web Engineering, Quantum Computing, Quantum Software Engineering, and
Service-Oriented Computing.

Enrique Moguel is an Assistant Professor at the University of Extremadura
(Spain). He completed his MSc in Computer Science at the University Car-
los III (Spain) in 2010 and a Ph.D. in Computer Science at the University of
Extremadura in 2018. His research interests include Software Engineering, Smart
Systems, eHealth, and Quantum Computing.

Jose Garcia-Alonso is an Associate Professor at the University of
Extremadura, Spain, where he completed his PhD in software engineering in
2014. He is the co-founder of Gloin, a software consulting company, and Health
and Aging Tech, an eHealth company. His interests include Web Engineering,
Quantum Software Engineering, Pervasive Computing, eHealth, and Gerontech-
nology.

Juan M. Murillo is Full Professor at the University of Extremadura,
Spain, and co-founder of the start-up Gloin. His research interests include soft-
ware architectures, Pervasive and Mobile Computing, and Quantum Computing.
Murillo holds a PhD in computer science from the University of Extremadura.
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Abstract. The space industry is undergoing a transformative shift
driven by the rapid growth of LEO satellite mega-constellations. These
constellations cater to growing demands in various sectors, from intelli-
gent transportation and smart cities to maritime surveillance and disas-
ter response. Satellite computing emerges as a pivotal foundation in this
evolution. In our tutorial lecture, we embark on a journey into the realm
of satellite computing, a burgeoning field with immense potential. We
begin by addressing a fundamental question: What is satellite comput-
ing? We delve into core concepts, revealing how satellites can function
as computational powerhouses orbiting our planet. As we progress, we
explore diverse scenarios where satellite computing shines. We also con-
front the unique challenges it faces in space’s harsh environment, featur-
ing deep vacuum conditions, radiation exposure, strong vibrations, and
extreme temperature ranges. Our tutorial offers insights into our research
in satellite computing. We share practical experiences from deploying the
Tiansuan constellation, showcasing the real-world applications of these
cutting-edge technologies. Our vision is to democratize satellite com-
puting access. By transforming satellites into servers “with wings”, we
envision a future where every corner of the globe reaps the benefits of
satellite computing’s vast potential.

Keywords: Satellite computing · Tiansuan constellation · LEO
satellite

1 Introduction

In the ever-evolving landscape of space technology, the resurgence of low-earth
orbit (LEO) satellites has emerged as a transformative force, fueled by advance-
ments in miniaturization, cost reduction, and an increasing demand for versatile
satellite capabilities. This tutorial embarks on a journey through the fascinat-
ing realm of satellite computing, unraveling the intricacies of LEO satellites and
their pivotal role in shaping the future of communication, earth observation, and
beyond.

As we delve into the satellite industry’s resurgence, the spotlight shines on the
Tiansuan constellation - an open research platform at the forefront of satellite
innovation [9]. Established with a vision to bridge global connectivity divides,
c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
F. Monti et al. (Eds.): ICSOC 2023 Workshops, LNCS 14518, pp. 343–349, 2024.
https://doi.org/10.1007/978-981-97-0989-2_30
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Tiansuan represents a paradigm shift in satellite experimentation, contributing
to real-world advancements in satellite technology and computing.

This tutorial is designed to provide a comprehensive understanding of the
driving forces behind the satellite renaissance, the diverse applications of LEO
satellites, and the compelling need for satellite computing in the face of complex
on-orbit tasks. Together, we will explore the goals, achievements, and ongo-
ing experiments on the Tiansuan constellation, offering participants a hands-on
experience in the realm of space technology.

From the deployment of 6G core networks [7] to the optimization of satellite
energy systems [5], Tiansuan serves as a beacon for cutting-edge research and
experimentation. Participants will gain practical insights into real-world satel-
lite advancements, exploring open-source codebases and unraveling the potential
future trends that could shape the landscape of satellite computing.

Join us in this tutorial to unravel the mysteries of LEO satellites, witness
the innovation behind the Tiansuan constellation, and gain a deeper apprecia-
tion for the transformative potential of satellite computing in addressing global
challenges and propelling us toward an interconnected future.

2 Intended Audience

This tutorial is crafted for professionals, researchers, and enthusiasts eager to
explore the dynamic intersection of space technology, satellite computing, and
the transformative applications reshaping our connected world. The content is
designed to cater to individuals with diverse backgrounds, including:

Communication and Networking Professionals: Professionals interested in
the role of satellites in global communication networks, exploring the evolution
of satellite-based technologies and their impact on connectivity.

Researchers and Academia: Scholars and researchers in the fields of space sci-
ence, telecommunications, and computer science looking to deepen their under-
standing of real-world satellite experiments and the potential implications for
future research.

Space Enthusiasts and Hobbyists: Individuals fascinated by space explo-
ration and technology, regardless of their technical background, who wish to
grasp the fundamentals of satellite computing and its practical applications.

Students in Relevant Disciplines: Undergraduate and graduate students
studying engineering, computer science, telecommunications, or related fields,
interested in gaining a practical understanding of satellite computing and its
applications.

By catering to a broad audience with varied expertise levels, this tutorial aims
to create an inclusive learning environment that fosters curiosity and enables
participants to navigate the intricate landscape of satellite technology and com-
puting.
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3 Part 1: Satellite Computing: Concepts, Applications,
Challenges, and Visions

The recent surge in LEO satellite constellations has transformed the satellite
industry, with advancements in miniaturization technology and reduced launch
costs driving this renewed interest. This section explores the factors contributing
to the resurgence of LEO satellites, with a focus on the diverse applications of
satellite computing. Additionally, the section delves into the challenges faced by
satellite computing, such as space radiation, orbital characteristics, and inherent
system limitations. Finally, the potential of satellite computing to revolutionize
space missions, wide area real-time communication, and space-based data centers
is discussed.

3.1 Advancements in LEO Satellites

The cost-effectiveness of satellite manufacturing and launch has significantly
increased, paving the way for the rise of small satellites. These satellites, defined
by NASA as those with a mass less than 500 kg [10], are becoming instrumental
in various applications, including communication, earth observation, global nav-
igation, and space exploration. Notably, the miniaturization trend enables more
agile and cost-effective solutions for space exploration and communication.

Satellites are evolving from single-function entities to sophisticated systems
requiring on-board computation. The complexity of on-orbit tasks, the demand
for on-orbit data processing, and the scalability challenges of ground control
systems are driving the need for satellite computing. On-board computation
becomes crucial for tasks like space autonomous control, dynamic calculations
of target positions, and alleviating pressure on space-to-ground communication.

3.2 Applications of Satellite Computing

Earth Observation. Satellite computing enhances the performance of earth
observation satellites by enabling on-board processing using deep learning mod-
els. This facilitates real-time data analysis, reducing the need for transmitting
large volumes of raw data to Earth.

Wide Area Real-Time Communication. Satellite computing addresses
latency issues in wide area real-time communication systems, particularly in
remote or underdeveloped areas. By optimizing communication paths and reduc-
ing round-trip times, satellite computing enhances user experience in real-time
communication [3].

Space Content Delivery Networks (CDNs). CDNs integrated with satel-
lites significantly reduce content access times for users by deploying CDN nodes
in space. Simulation experiments in [2] demonstrate the potential of satellite
computing in improving CDN performance.
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3.3 Challenges in Satellite Computing

Space Radiation. The industry is transitioning towards using low-cost, high-
performance Commercial Off-The-Shelf (COTS) products to replace radiation-
hardened components. The space environment poses challenges to satellite com-
puting, with space radiation affecting electronic components.

Orbital Characteristics. The dynamic nature of satellite constellations and
limited contact with the ground present challenges in maintaining collaboration
between satellites. Frequent switching of connections adds complexity to ensuring
a high-quality user experience.

Inherent System Characteristics. Satellite computation faces challenges
from the satellite’s primary mission of maintaining normal operation in orbit.
Energy and thermal control systems influence the performance of on-board com-
putation, with miniaturization trends impacting power collection and storage
capacities.

3.4 Innovations and Future Prospects

Despite challenges, innovations such as the use of COTS components in space,
advancements in radiation tolerance, and reliability design at both hardware
and software levels present opportunities for the continued development of satel-
lite computing. Additionally, the potential for satellite computing in supporting
space missions, improving communication systems, and establishing space-based
data centers highlights a promising future for this technology.

4 Part 2: Tiansuan Constellation: The Cutting-Edge
Technologies

This section explores the Tiansuan constellation, an open research platform
aimed at revolutionizing satellite computing and addressing global connectivity
challenges. With a focus on the deployment, experimentation, and optimization
of services, the Tiansuan project contributes to advancing space technology and
promoting universal connectivity. This section discusses the motivation, develop-
ment, goals, and achievements of the Tiansuan constellation, covering a range of
research topics and innovative experiments conducted on real satellites. The pre-
sented work includes the deployment of 6G core networks, energy optimization
strategies, and the development of a specialized operating system for satellites.
Future research directions and the vision for a unified public platform are also
outlined.

4.1 The Genesis of Tiansuan

As human society faces development bottlenecks and envisions interstellar voy-
ages, the role of satellite networks becomes crucial. However, most of land and
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ocean remain unconnected to the internet. Tiansuan Constellation is introduced
as an open research platform, addressing the connectivity divide through real
satellite experiments.

Established in June 2020, SNIC LAB in Shenzhen embarked on a mission
involving interstellar civilization, satellite networks, and distributed AI comput-
ing. After extensive experimentation on experimental satellites, Tiansuan Con-
stellation was initiated in October 2021, with goals spanning three phases and a
completion timeline by 2024 [8].

4.2 Experiments Conducted on Tiansuan

The Tiansuan constellation serves as a versatile research platform, supporting
experiments at various layers, including the physical, network, transport, and
application layers. It enables computing services in LEO satellites, offering real-
time earth observation, AI in space, new satellite operating system tests, security
and reliability technology, and hardware testing [9]. On the five launched satel-
lites, a series of innovative experiments were conducted, including the imple-
mentation of a 5G Core Network with 5G gNB software, a cognitive service
architecture for 6G Core Network, a cloud-native satellite system, QUIC pro-
tocol testing, and network measurement experiments. The satellite images and
related codebase are open-sourced on GitHub1.

4.3 Research Work Based on Tiansuan

Space Service Computing Architecture [1]. This work introduced the Space
Service Computing architecture, addressing challenges in space networking. The
architecture divides into three layers: Satellite Network, Aerial Network, and
Terrestrial Network, catering to spatial-temporal connectivity, efficient resource
utilization, and diverse user demands.

Dynamic Service Deployment and Optimization [4]. A Lyapunov opti-
mization technique and Gibbs sampling method were employed to dynamically
deploy services on Tiansuan. The focus was on achieving global on-demand
service coverage while ensuring robustness by balancing deployment costs and
redundancy.

Energy System Optimization [6]. The integration of satellite computing
posed challenges to the energy system due to volume and weight constraints.
A battery-aware power management strategy was developed, leveraging online
convex optimization frameworks. This optimization aims to improve satellite
lifespan by 1.32 times.

6G Core Networks on Tiansuan [7]. With the explosive growth of satel-
lite constellations, managing them becomes challenging. Deploying lightweight
core networks on satellites, Tiansuan verified a cognitive service architecture for

1 https://github.com/TiansuanConstellation/TiansuanExperimentPlatform.

https://github.com/TiansuanConstellation/TiansuanExperimentPlatform


348 Q. Li and D. Xu

6G Core Networks. The edge core deployment on Tiansuan aims to enhance
flexibility in constellation management.

Ongoing research on Tiansuan includes collaborative tasks, privacy in shared
learning, and machine learning efficiency. The project aims to create an upgraded
satellite computer system, offering advanced functions and a distributed com-
puting solution using System on Chip (SOC) clusters. The ultimate vision of
Tiansuan is to establish a public, web-based unified platform offering services
to third-party researchers and practitioners. This involves launching satellites,
building ground stations, and integrating with cloud data centers.

Tiansuan Constellation stands as a pioneering initiative in the satellite com-
puting domain, contributing to the evolution of space technology and the real-
ization of global connectivity. Through experimentation, optimization, and a
commitment to open research, Tiansuan paves the way for a future where satel-
lites play a central role in addressing societal challenges and advancing human
exploration beyond Earth.

5 Learning Objectives

By the end of this tutorial, participants will have a comprehensive understanding
of the recent developments in satellite computing. We expect the participants:

Understanding Satellite Resurgence. Gain insights into the factors driving
the resurgence of LEO satellites, including reduced costs, miniaturization, and
increased capabilities.

Exploring Satellite Applications. Explore the diverse applications of LEO
satellites, focusing on communication, earth observation, global navigation, space
exploration, and the emerging role of satellite computing.

Recognizing the Need for Satellite Computing. Understand the evolving
role of satellites from single-function entities to computing platforms, driven by
the increasing complexity of on-orbit tasks and the demand for on-orbit data
processing.

Hands-On Satellite Experimentation. Gain practical insights into satellite
experimentation by exploring the open-sourced codebase of Tiansuan on GitHub
and understanding its applications in real-world scenarios.

6 Biographies of Presenters

Qing Li is a postdoctoral fellow at Peking University. She received her Ph.D.
from Beijing University of Posts and Telecommunications and currently serves
as a core technical member of the Tiansuan Constellation. Her research interests
includes edge computing, satellite computing, and resource scheduling and opti-
mization. She has contributed to publications in top conferences and journals
in computer science, including MobiCom, TMC, and IoTJ. She has received the
Outstanding Ph.D. Award from the Service Computing Committee of the China
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Computer Society. She has also been honored with the IEEE EDGE’21 Best
Paper Award and the ICSOC’23 Distinguished Paper Award.

Daliang Xu is a third-year Ph.D. student in Peking University of China. His
research interest is in mobile computing and system software. He has contributed
to publications in top conferences and journals in computer science, including
MobiCom, ASPLOS, TMC.
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Abstract. In recent years, there has been a growing interest in employ-
ing intelligent techniques for managing manufacturing processes in smart
manufacturing. These processes often involve tens of resources dis-
tributed across several different companies that make up the supply
chain. The status of these various resources evolves over time in terms
of cost, quality, and the likelihood of failure, necessitating an adaptive
process that is resilient to disruptions. The tutorial explores the model-
ing of Industry 4.0 systems as services and their composition. We discuss
how these systems are designed, integrated, and orchestrated to create
an interconnected manufacturing environment. The potential and limita-
tions of automated reasoning techniques in enabling decision-making and
process optimization in the modeled systems are then analyzed. Finally, a
case study and a demonstration (Adaptive Industrial APIs - AIDA) will
be presented to illustrate the practical application of intelligent tech-
niques in a real manufacturing environment.

Keywords: Industry 4.0 · Smart Manufacturing · Agile supply
chains · Artificial Intelligence · Digital Services

1 Introduction

Industry 4.0 represents the latest evolution in industrial automation. In contrast
to Industry 3.0, which introduced the use of interconnection technologies such
as EtherCAT, Industry 4.0 brings the incorporation of the Internet of Things
(IoT). Like every stage of industrial automation evolution, starting from the
so-called Industry 1.0 (characterized by the introduction of the steam engine),
the objectives are to enhance productivity and the quality of finished products,
simplify workers’ tasks, and create new business opportunities [5].

The term Industry 4.0 is often used in conjunction to other trends such as
Zero Defect Manufacturing [12] and Mass Customization [14].

Compared to the past, the novelty of Industry 4.0 lies in the vast amount of
data that can be provided by the Internet of Things (IoT), which is supposed
to simplify prediction and estimation. However, data alone is not sufficient. It
is expected that this enormous volume of data will be fed into algorithms, such

c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
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as Artificial Intelligence techniques, to introduce “smartness” into the manu-
facturing process. For this reason, the term smart manufacturing is often used
synonymously with Industry 4.0, although it can also be applicable, in principle,
to Industry 3.0.

This tutorial focuses on a specific aspect of Industry 4.0: providing agility
to industrial supply chains [2], which consist of so-called manufacturing net-
works [11], by utilizing symbolic artificial intelligence [10]. While many conclu-
sions from this study may apply to Industry 3.0 as well, the type of information
required to model services necessitates the use of the Internet of Things (IoT)
and machine learning. These technologies are considered fundamental in Indus-
try 4.0

An agile supply chain is particularly resilient to disruptions (e.g., when a
machine is unavailable) and consistently chooses the solution that most likely
provides the best (most rewarding) outcome. Specifically, the common goal is to
develop what is known as the triple-A supply chain [8], which involves the simul-
taneous implementation of three distinct concepts: agility - responding quickly
to short-term changes in demand or supply; adaptability - adjusting the supply
chain design to accommodate market changes; and alignment - creating incen-
tives for partners to enhance the performance of the entire chain. We expand
this definition to include resilience as the ability to react to disruptions along
the chain. While adaptivity and the flexibility of processes are discussed in gen-
eral terms [13], the focus is typically on processes without specific reference to
industrial processes and supply chains, which is instead the focus of this tutorial.

2 Intended Audience

This tutorial targets individuals from both academia and industry who have an
interest in Industry 4.0 and, more broadly, in smart manufacturing.

While we strive to make the tutorial as self-contained as possible within
the constraints of the allotted time, a prior understanding of concepts from the
artificial intelligence domain (such as automated planning and Markov Decision
Processes) is beneficial.

Participants have the option to either conduct the experiments autonomously
during the tutorial or to carry them out later at their own pace by accessing the
materials on the GitHub repository.

3 Outline of the Tutorial

The tutorial consists of four sections. After a brief introduction to smart manu-
facturing (see Sect. 1), the idea of modeling Industry 4.0 systems in terms of dig-
ital services is introduced aimed at their composition to obtain complex resilient
industrial processes (see Sect. 3.1). In the third section, possible techniques from
the (symbolic) artificial intelligence world to obtain this goal are described (see
Sect. 3.2). Finally, the last section, introduces the AIDA tool, which implements
some of these techniques (see Sect. 3.3).
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3.1 Modeling and Composing Industry 4.0 Systems as Services

An Industry 4.0 supply chain encompasses a variety of actors, including humans,
machines, and information systems, often from different organizations [3]. In cer-
tain situations, entire organizations may be treated as actors within the supply
chain if more detailed information is not available. Additionally, the products
being manufactured can also be considered as actors in their own right.

Each actor in the supply chain has a range of possible actions, each defined
by specific preconditions and effects on the actor’s state. The formalism used to
describe these actions and state influences impacts (i) the accuracy of the actual
behavior of the actor, (ii) the specific reasoning techniques that can be employed
for resilience, and (iii) the methods required to keep the model current.

Actions can be classified as deterministic, non-deterministic, or probabilistic.
In deterministic modeling, an action leads the actor from one state to another
in a predictable manner. Non-deterministic actions, on the other hand, could
result in any one of a set of possible states. Probabilistic actions are similar to
non-deterministic ones, but they assign probabilities to each potential outcome.

When probabilistic actions are used, their probabilities can be determined
using prediction techniques, like estimating the Remaining Useful Life of com-
ponents.

Another important distinction is whether actions have associated costs or
rewards. The presence of these financial factors can influence the preference for
executing one action over another, or choosing one actor over another.

For instance, the wear of specific machine components might reduce the
reward from using that machine compared to a newer one, indicating the need
for maintenance to optimize the overall process reward.

These examples illustrate various ways to model actor behavior, and addi-
tional elements, such as precondition modeling, can be incorporated.

Representing actors by their available actions is akin to treating them as
services that can be invoked to achieve specific manufacturing goals. Moreover, as
most of these actions are accessible through digital interfaces, these services are
essentially digital services. This applies to humans as well, whose involvement can
be requested indirectly through devices like smartphones or advanced interfaces
like augmented reality.

From this discussion, it is evident that modeling actors as services demands
an abstraction effort that goes beyond just defining actions. It involves data
refinement, often favoring discrete or discretized attributes over continuous ones,
as continuous data can significantly increase the complexity of symbolic artificial
intelligence methods used for control.

3.2 Approaches to Agile Supply Chain

All adaptive approaches found in the literature can be modeled as black boxes
(controllers) taking as input the specification of the involved resources (in our
case a set of services) and the final target (in our case a manufacturing goal) and
providing as output an adaptive process (see Fig. 1). A conceptual classification
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Fig. 1. Service-based adaptive framework

Fig. 2. Schematizing adaptive strategies.

of the possible alternatives can be defined by considering the different options
for inputs and outputs. Concerning the input, we can distinguish between the
deterministic and non-deterministic (or probabilistic) behaviors of manufactur-
ing resources, and between fully specified and under-specified manufacturing
goal.

Figure 2 shows an intuitive representation of the three possible strategies
generated as output [10]. For each of them, the horizontal axis represents the
evolution over time, whereas the vertical axis is an intuitive representation of
the overall state of the resources (a tuple) in some numeric form. Each action
performed in a supply chain is actually a couple <a, r> where a is an action
and r is the resource executing the action. The chosen sequence of actions and
manufacturing resources change the state of the resources from an initial state,
to a final one representing the end of the manufacturing process and possibly
fulfilling the manufacturing goal(s). In the following the three different types of
strategies are described.

Instance Repair. The supply chain process is precisely defined. If an unex-
pected exception happens (e.g., a machine breaks), automated reasoning is
employed to restore the state of resources to the expected one. Adaptivity is
applied locally, but the overall forthcoming process remains unchanged. In Fig. 2,
the process model is represented using a solid line, whereas adaptation is repre-
sented using a dashed line. A noticeable example of instance repair is represented
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Fig. 3. The architecture of the AIDA tool.

by [9], where authors applies automated (classical) planning to “fix” the execu-
tion of a manually defined process.

Instance Planning. Every time that a new process instance is needed, auto-
mated reasoning is applied taking as input the most recent information about
resources and producing as output an entire process model. If, at a certain point
of the execution, something (e.g., a broken resource) prevents the plan to be
completed, automated reasoning is applied again. In Fig. 2, the part of the pro-
cess that cannot be executed is represented through a thin dashed line, whereas
the thick dashed line represents the process actually executed. An example is
presented in [4], where authors implements a mechanism based on cascading
non-deterministic planning domains to find a solution which takes into account
failures.

Policy-Based. Automated reasoning is employed to obtain a policy, i.e., a func-
tion that for each state proposes the next action. Differently from the instance
planning case, here if something unexpected happens, there is no need to reapply
planning, as all the possibilities have been already computed. In Fig. 2, all the
possible legal executions of the process are represented through dashed lines.
Among these, according to the state of the different resources, a specific one
(represented as a thick dashed line) is chosen. Authors in [7], for example, model
services as markov decision processes, taking into account probabilities and costs.
At this point they define a composition MDP, which integrates the process def-
inition, which produces a policy maximixing the probability of success which
minimizing the cost of execution.

3.3 AIDA - Adaptive InDustrial APIs: Case Study and Demo

Figure 3 shows the architecture of the AIDA tool [6], which is used during the
tutorial. The tool is freely available on the GitHub repository1

The tool is composed by three modules. The Design GUI allows to model
services (in the form of SDL - Service Definition Language files) and manufactur-
ing supply chains (in the form of TDL - Target Definition Language files). These
1 cf. https://github.com/iaiamomo/icsoc2023_tutorial.

https://github.com/iaiamomo/icsoc2023_tutorial
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Fig. 4. The monitoring tool.

files are load by the controller, which is in charge of finding the best solution
to the manufacturing process, i.e., to create an adaptive supply chain. At this
point the plan/policy is passed to the enactor that calls the actual actors through
the exposed Industrial APIs. The Design GUI can also be used to monitor the
execution of the process as shown in Fig. 4.

At the actual stage the tool implements (i) an instance planning solution
based on (classical) automated plannnig, (ii) a policy based solution with a rigid
manufacturing process, and (iii) a policy based solution with a loosely defined
manufacturing process (defined as an LTL - Linear Temporal Logic formula).

The tutorial shows the employment of the tool in the case of an electric motor
manufacturing case study.

4 Learning Objectives and Outcomes

Researchers participating in this tutorial will learn how to model Industry 4.0
actors as services and how to combine them to achieve an agile manufacturing
process. Additionally, attendees will explore the use of the AIDA tool (referenced
in Sect. 3.3) to experiment with a range of artificial intelligence techniques that
enhance supply chain agility.

Experimental results indicate that while the direct application of automated
planning and Markov decision processes to complex supply chains is promising,
it results in computationally intensive, albeit exact, solutions. Future research
should therefore focus on simplifying the problem formulation of service compo-
sition.

Moreover, this tutorial primarily concentrates on symbolic artificial intelli-
gence techniques for composing Industry 4.0 services. However, machine learning,
particularly deep learning and Large Language Models (LLM), present com-
pelling alternative approaches in the near future [1]. Researchers considering
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these methods should be mindful of challenges such as the scarcity of training
data and the inherent imprecision of automated learning techniques, such as
LLM-induced hallucinations.
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