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Abstract

Transmission lines, the core part of the transmission and distribution system in the smart
grid, require effective, efficient, and reliable protective measures against faults to avoid
severe damage to physical infrastructure and financial losses. Due to their growing pop-
ularity, machine learning models are used in fault detection and classification, whose
performances can be severely affected by cyber-attacks due to their data dependency, pos-
ing a critical concern. Hence, this paper introduces false data injection attacks to address
the vulnerability of machine learning-based fault detectors and classifiers. A comparative
study of 9 detection models and 6 classification models under normal conditions and dur-
ing a combination of two models of false data injection attacks is presented to evaluate the
severity of cyber-attacks. Experimental results show that highly accurate models in normal
conditions are more susceptible to cyber-attacks, with up to 69% and 28% degradations in
accuracy for fault detectors and classifiers, respectively. Furthermore, the detection models
are found to be more vulnerable to cyber-attacks than the classification models. With no
robust detectors and classifiers being found, this work addresses the importance of devel-
oping attack-resilient fault detection and classification schemes considering their academic
and industrial significance.

1 INTRODUCTION

The power grid, one of the critical infrastructures, is evolv-
ing towards the smart grid with a complete framework for
control and automation according to the IEEE Grid Vision
2050, as addressed in [1]. With the integration of informa-
tion and communication technologies (ICT), the smart grid
allows the progressive penetrations of distributed renewable
resources while enabling power flows in both directions among
energy retailers and consumers through two-way communica-
tion for providing efficient and economical services. Although
the two-way power flow is advantageous for both ends, they
require reliable and effective transmission–distribution systems
for transmitting electrical energy across long distances. As a
core part of the power transmission network, transmission lines
(TLs) play a critical role in energy transmission and are being
monitored by various smart sensors and Internet of Things
(IoT) based devices.
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Due to the significance of TLs, their failures can severely
affect the stability and uninterrupted operations of the power
grids. Extreme atmospheric and climatic conditions, including
lightning, ice, tree interference, bird nesting, breaking, hurri-
canes, aging, human activities, and a lack of preservation, are
some of the notable causes for the failures of TLs, as discussed
in [2]. Also, faults can be caused by other factors like dam-
aged insulation, faulty equipment, or outside interference. These
failures of TLs can cause voltage fluctuations, power supply
interruptions, blackouts, damage to physical infrastructure, and
financial losses. Hence, the detection and prompt identification
of TL faults are crucial to preserve the reliability and integrity of
power transmission networks. Several research works [3, 4] have
discussed efficient fault detection systems and strategies for pre-
cise diagnosis and localization, enabling quick restoration while
minimizing the operation of the power grid. Among different
approaches, machine learning algorithms have found popular-
ity in this application [5, 6]. These data-dependent methods
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are greatly facilitated by data collected from various monitoring
units through two-way communications using ICT systems.

Although the cyberinfrastructure offers various notable
advantages in monitoring and control, it comes with a wide
surface of vulnerabilities to security lapses and illegal access by
cybercriminals. Cyber-attacks can take advantage of weaknesses
in data management, control, and communication networks,
posing severe risks to the power grid’s dependability, availability,
and resilience. Due to cyber-attacks on the smart grid, power
transmission can be disrupted, and physical infrastructure can
be compromised with the possibility of massive outages. For
example, a significant outage lasting several hours affected
Ukraine in December 2015, where three main distribution firms
and over 225,000 consumers were affected due to an attack
on the supervisory control and data acquisition (SCADA) sys-
tem, resulting in manual reset of the circuit breakers [1]. This
event has emphasized the importance of strong cyber security
procedures, leading to the development of various protective
measures, as addressed in [7–10].

Similar to other areas of the smart grid, transmission and
distribution systems are also vulnerable to cyber-attacks. Pha-
sor measurement units (PMU), responsible for collecting data
at different points of transmission systems, are susceptible to
cyber-attacks, as discussed in [11]. As addressed in [12], cor-
rupting time stamps of data collected by PMUs can affect the
conventional fault localization method. Also, machine learning
(ML) algorithms used in smart grids are susceptible to vari-
ous cyber-attacks [13], especially the data-driven nature of ML
algorithms makes them susceptible to cyber-attacks. In other
sectors, examples of adversaries manipulating data during real-
time operations to mislead models have been discussed in [14,
15]. Although ML-based schemes have become important in
fault detection and classification in recent years, their vulner-
abilities to cyber-attacks are yet to be addressed. Hence, this
study aims to address this research gap by thoroughly exploring
the performance of various ML models used in fault detection
and classification during normal and cyber-attack scenarios. The
contributions of this work are listed as follows.

1. Introducing false data injection (FDI) based cyber-attacks
in transmission line fault detection and classification using
a mixed attack template,

2. Investigating the impacts of FDI attacks on ML-based fault
detectors and classifiers,

3. Comparing performances of fault detection models under
normal cases and cyber-attacks through a comparative study,

4. Comparing performances of fault classifiers under normal
cases and cyber-attacks through a comparative study.

The remainder of the paper is laid out as follows. A
review of the existing research works is presented in a sum-
marized manner in Section 2. Then, the ML-based fault
detection and classification models are discussed with per-
formance evaluation metrics in Section 3. Also, Section 3
presents cyber-attack templates used in this work. After that,
the experimental analysis of detectors and classifier models in
different scenarios is described in Section 4, including the nec-

essary experimental setup. Lastly, this work is concluded in
Section 5.

2 LITERATURE REVIEW

Traditional failures in TLs are frequently brought on by a num-
ber of variables, including weather and atmospheric conditions,
lightning strikes, tree interference, insulation problems, defec-
tive equipment, and external disruptions from human activity
or other external sources, as mentioned in Section 1. Artificial
intelligence (AI) has shown the potential to develop protective
measures against these TL flaws by providing efficient methods
for fault detection, classification, and localization. For exam-
ple, discrete Fourier transform (DFT), naive Bayes classifier
(NBC), and NBC integrated with discrete wavelet transform
(DWT) have shown high accuracy with fast response in fault
detection and classification, as discussed in [16, 17]. As data can
be noisy, considering their collection by physical infrastructure
and their transmission through communication channels, fast
discrete orthonormal s-transform (FDOST) has been used by
combining with different methods for fast, accurate, and robust
fault classification [18–20]. Also, due to fault localization being
supportive of improving the efficiency and effectiveness of pro-
tective measures, several works have addressed this in addition
to detection and classification. In [21], a decision tree classifier
(DTC) combined with traveling wave analysis has been utilized
for fault identification and localization in multi-terminal trans-
mission lines (MTTLs) systems. In other works [22, 23], random
forest (RF) has been applied to classify and locate TL faults with
high accuracy in the presence of noisy data.

Similar to ML-based methods, neural networks have been
found useful for such applications. For instance, artificial neural
network (ANN), feedforward neural network (FNN), convolu-
tional neural network (CNN), and deep neural network (DNN)
have been used for fault detection and classification of TLs
in [24–28]. The applications of ANN with wavelet-oriented
methods have been discussed in [29–31] to achieve low-cost,
fast, and reliable operation in real-time for fault detection, clas-
sification, and localization. Also, with the objectives of fault
detection, classification, and localization, a CNN-based protec-
tive system has been presented in [32], demonstrating robust
performance across diverse fault and power swing conditions
during a real-time simulation on an OPAL-RT digital simula-
tor. In another work [33], a CNN and long short-term memory
(LSTM) based hybrid model has been used for improving
performances in high impedance faults. The fault diagnosis effi-
ciency in diverse length transmission lines has been improved
by using a transfer learning framework based on a pre-trained
LeNet-5 CNN, as addressed in [2]. Furthermore, YOLOv5 deep
learning algorithm has been employed in [34] to improve TLs
fault identification accuracy in complicated backgrounds. How-
ever, although the applications of ML approaches in data-driven
power grids are susceptible to cyber-attacks [13, 35], all the
above-mentioned research works are limited to normal cases,
raising concerns about their robustness during cyber-attacks.
Hence, the effectiveness of ML-based fault detection and
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classification during cyber-attacks is yet to be addressed despite
the transmission system being vulnerable to cyber-attacks.

As the transmission system is responsible for the efficient,
reliable, and economical transmission of electrical energy, the
attackers may intend to hamper its normal operations. Hence,
the vulnerability of the transmission system is discussed from
a broad perspective with a component interdependency graph-
based attack strategy in [36]. The impacts on mathematical
approach-based fault detection and localization are analysed in
the presence of corrupted time stamps of the measured values
collected from PMUs in [12]. Also, the attacks can be intended
to affect the proper functioning of the protective units in the
transmission system. The possibility of cyber-attacks to cause
malfunction of fault current limiter is addressed with coun-
termeasures in [37]. In [38], an approach for improving the
robustness of line current differential relays is discussed with
the ability to identify actual faults in the presence of attacks for
tripping lines appropriately and resiliently. In another work [39],
to enable resilient PMU data-based protection applications, a
new scheme for a wide area measurement system is discussed,
considering the severity of cyber-attacks. Although these studies
are notable for addressing the vulnerability of transmission sys-
tems while presenting countermeasures, they have yet to analyse
the performances of fault detectors and classifiers during cyber-
attacks. Hence, this work is intended to introduce cyber-attacks
for ML-based fault detectors as well as classifiers and to analyse
the resiliency of the ML-based approaches.

3 METHODOLOGIES

One of the critical activities in monitoring and control of the
power grid is to monitor faults and initiate protective protocols
upon successful fault identification. An overview of a simpli-
fied ML-based fault monitoring unit for transmission lines is
presented in Figure 1. As illustrated in Figure 1, measured data
(e.g. voltages, currents, and others) are transmitted using cyber-
infrastructure, which is used as input for fault detection. Later,
the fault classification is performed using those data in case
of a positive response from the fault detectors. For the proper
functioning of the fault monitoring unit, the employment of a
classification unit along with the detection unit is crucial. While

FIGURE 1 An overview of an ML-based fault monitoring unit and its
vulnerability.

the protective protocol might be activated upon any fault detec-
tion, the fault classification module can help to identify the
specific type of fault. The fault type identification allows for
more targeted and appropriate protection measures to be imple-
mented, resulting in damage, downtime, and cost minimization
while improving the system efficiency, as addressed in [40, 41].

The protective protocols are activated depending on the
response of the fault monitoring unit. As illustrated in Figure 1,
the proper functioning of the fault monitoring unit and the
implementation of the protection protocol depends on the mea-
sured data shared using ICT. During the data transmission
process, there is a possibility of cyber-attacks corrupting the
transmitted data, as illustrated in Figure 1. Hence, this area is
identified as the vulnerability of the fault monitoring unit in
this work to perform a comparative analysis of different fault
detectors and classifiers during cyber-attacks. In this section, a
summarized discussion of the fault detection and classification
models is provided while presenting attack templates for FDI
attacks and performance evaluator metrics.

3.1 Fault detectors and classifiers models

Fault detectors and classifiers perform classification tasks in
general, where the former identifies the presence of faults,
and the latter determines the types of the identified faults.
Different ML models have been used in this work as fault
detectors and classifiers. As the objective of this work is to
evaluate the impacts of cyber-attacks on fault detection and clas-
sification systems, few models with good performances have
been utilized. For fault detection, ANN [25], adaptive boost-
ing (AdaBoost) [42], k-nearest neighbours (k-NN) [43], DTC
[43], RF [43], extra trees classifier (ETsC) [44], bagging classi-
fier (BC) [45], extreme gradient boosting (XGBoost) [46], and
light gradient-boosting machine (LGBM) [47] have been used.
On the other hand, quadratic discriminant analysis classifier
(QDAC) [48], DTC [43], RF [43], ETsC [44], BC [45], and
XGBoost [46] models have been utilized for fault classifications.
Among these models, ANN is developed for this compara-
tive study, whereas the other models are based on the existing
literature. A brief description of these models is provided in
this section.

3.1.1 ANN

A modified architecture for ANN-based fault detection is pre-
sented in this work for comparative analysis with different
ML-based approaches during normal conditions and cyber-
attacks. Due to the notable performance of back-propagation
networks with different combinations of hidden layers and vary-
ing numbers of neurons during fault detection in [25], an ANN
featuring a 6-16-10-5-1 structure is implemented. As shown in
Figure 2, the modified ANN consists of three hidden layers
with 16, 10, and 5 neurons in each respective layer. The first
three layers use rectified linear unit (ReLu) as transfer functions,
whereas the fourth layer uses sigmoid. This specific network
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FIGURE 2 The architecture of the modified ANN model.

architecture has been selected after careful evaluation of various
configurations, prioritizing high accuracy at normal conditions.

3.1.2 AdaBoost

AdaBoost is an ensemble learning algorithm known for its
simple structure and parameter-free nature while having the
resistance to overfitting and the ability to combine multiple
weak classifiers into a strong classifier [49]. This algorithm
is popular for classification tasks. Due to its sensitivity to
outliers and/or noises, it requires well pre-processed data to
perform effectively.

3.1.3 k-NN

The k-NN algorithm is another popular approach for classifica-
tion that uses proximity to make decisions. It selects the most
suitable neighbour based on calculated distances using various
methods, such as Euclidean, Cityblock, Minkowski, Chebyshev,
and Manhattan distances. Its performance relies on the choice
of distance matrix and the number of nearest neighbours (k)
[43]. Computational expenses and high memory requirements
can make it less desirable for some applications. Also, similar to
AdaBoost, its performance depends on the quality of data.

3.1.4 DTC

DTC is a classification and regression algorithm that mimics
a tree structure, where each branch represents a class, and the
dataset is recursively split based on features to make predic-
tions [43]. Although this algorithm is prone to overfitting and
sensitive to data quality, it has gained popularity due to its versa-
tile nature, less data preparation requirement, and simplicity in
understanding and interpretation.

3.1.5 RF

RF is a supervised learning algorithm that combines multi-
ple decision trees to improve prediction accuracy by utilizing

random attribute selection and aggregating the results of indi-
vidual trees for classification tasks [43]. It offers a reduction in
overfitting with comparatively higher accuracy, but it is compu-
tationally expensive and has a comparatively long training time.
Also, it has low interpretability.

3.1.6 ETsC

The ETsC is an estimator that fits randomized decision trees
on sub-samples of the dataset, utilizing averaging and random
splits to improve accuracy and mitigate overfitting [50]. Also,
this algorithm offers computational efficiency and feature selec-
tion flexibility while having less sensitivity to noise. Although
it has some similarities with RF, its construction makes it
easily distinguishable.

3.1.7 BC

The BC is an ensemble method that creates a group of
classifiers by training them on random subsets of the train-
ing set, combining their outputs through averaging or voting
to classify test patterns, and it is particularly effective for
unstable learning algorithms like neural networks and deci-
sion trees [51]. Although this approach is easy to implement,
it is computationally expensive and has less interpretability
and flexibility.

3.1.8 XGBoost

With increased scalability and utilization of resources, XGBoost
is a scalable and highly effective tree-boosting system that
uses sparsity-aware algorithms, weighted quantile sketches, and
optimization approaches to produce state-of-the-art results
on machine learning problems [46]. This algorithm is suit-
able for applications requiring high accuracy and speed, but it
needs comparatively large memory space while having compu-
tational complexities, lack of transparency, and the possibility
of overfitting.

3.1.9 LGBM

Both the XGBoost classifier and the LGBM classifier use
ensemble tree approaches, but the LGBM classifier stands out
for having a distributed, extremely effective gradient boosting
structure based on decision tree algorithms and for using a leaf-
wise method that generates better precision than other boosting
techniques [52]. It requires low training time and less memory
space while having higher efficiency and less interpretability.

3.1.10 QDAC

QDAC is a machine learning method that employs a quadratic
surface to effectively separate different classes in order to
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generate a prediction model [53]. This algorithm is capable of
modelling more complex relationships among variables while
offering flexibility, but can be computationally expensive with
the possibility of overfitting.

3.2 Models of cyber–attacks

Data-driven methods are vulnerable to data contamination and
data unavailability attacks. Data unavailability attacks, such as
denial of service (DoS) attacks, can be severe, but they are
comparatively easier to notice due to data flow discontinuous
for several data points. On the other hand, data contamina-
tion attacks are stealthier due to maintaining data flow while
corrupting data with small changes. Hence, this work focuses
on data contamination attacks to introduce cyber-attacks to
ML-based fault detectors and classifiers. Among different data
contamination attacks, FDI and adversarial attacks are quite
popular, where FDI attacks involve comparatively lower com-
putational complexities and easier implementation processes
without requiring any knowledge about the detection and clas-
sification models. As addressed in [54], FDI attacks are notable
for their severity in different areas of smart grids. Consequently,
this attack is often used to introduce cyber-attacks and inves-
tigate vulnerabilities even for emerging areas, as addressed in
[55]. Hence, FDI attacks are discussed in this work to introduce
cyber-attacks on TL fault detectors and classifiers.

For any data-driven models, any FDI attacks corrupt histor-
ical data at different data points, which are used as inputs for
the models. These maliciously crafted data can misguide the
decision-making process for any model, as indicated in [56].
Especially for the trained models, as they are used to predict
or classify utilizing clean data, the falsified data causes the mod-
els to perform incorrectly. For any deployed TL fault detection
and classification systems, FDI attacks often focus on manipu-
lating real-time sensor data during transmission to compromise
the integrity of the information, resulting in notable impacts on
fault detectors and classifiers for degrading the systems’ perfor-
mance and reducing stability and reliability, as presented later in
Section 4.2. In this work, two different attack templates of FDI
attacks have been utilized to investigate the susceptibility of ML-
based algorithms to cyber-attacks during fault detections and
classifications. Among the five different FDI attack templates
discussed in [57], scaling and pulse attacks have been considered
in this work.

3.2.1 Scaling attack

Scaling attacks model data contamination through changing
variables over a certain period of time by multiplying them using
a scaling attack parameter 𝜆S , as mentioned in [57]. This attack
template can be mathematically expressed as follows.

X ∗F
t = (1 + 𝜆S ) × X F

t , for ts < t < te (1)

where ts and te represent the beginning and end of the
cyber-attack, respectively. X F

t is the original value, which is

not corrupted by cyber-attacks. X ∗F
t is the value tampered

with cyber-attacks.

3.2.2 Pulse attack

Pulse attacks model data contamination through raising or low-
ering variables at a certain point during the attack period while
setting the attack parameter to 𝜆p [57]. This attack template can
be mathematically expressed as follows.

X ∗F
t = (1 + 𝜆p) × X F

t , for t = tp (2)

where tp, X F
t , and X ∗F

t indicate the attack period of one pulse
attack, uncorrupted original value, and corrupted value due to
cyber-attacks, respectively.

3.3 Performance evaluator metrics

Model performance is evaluated using two key metrics, which
are the confusion matrix and the accuracy of the testing set. The
confusion matrix provides a more detailed analysis of various
models’ classification capabilities, while the testing set accuracy
gives a more comprehensive picture of the models’ overall pre-
diction ability. Additionally, accuracy deviation is used to point
out the impacts of cyber-attacks on each model.

3.3.1 Confusion matrix

Confusion matrix is a visual tool that provides a clear illustra-
tion of classification accuracy by comparing classification results
with actual measured values. The confusion matrix, also known
as the probability matrix or error matrix, grows into an X-by-
X matrix with rows and columns denoting the many classes in
issues involving X-classification [49]. In this work, a confusion
matrix with a structure made up of four elements has been used,
which is shown in Figure 3. The four elements discussed below

FIGURE 3 Confusion matrix structure.
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are true positive (TP), true negative (TN), false positive (FP),
and false negative (FN).

1. True positive (TP): A TP identifies when a model correctly
classifies a sample as belonging to the positive class. TPs
are desirable outcomes, demonstrating the model’s ability to
accurately detect the condition of interest (e.g. a specific fault
type). A higher number of TPs indicates good sensitivity [58].

2. True negative (TN): A TN occurs when a model correctly
classifies a sample as belonging to the negative class. TNs
are also desirable, indicating the model’s ability to correctly
identify instances that don’t belong to the target category. A
higher number of TNs indicates good specificity [58].

3. False positive (FP): An FP, also known as a Type I error,
occurs when a model incorrectly classifies a sample as
positive when it actually belongs to the negative class.
FPs diminish a model’s performance, potentially leading to
unnecessary actions or false alarms. A high FP rate can erode
trust in a model’s output [58].

4. False negative (FN): An FN, also known as a Type II error,
occurs when a model incorrectly classifies a sample as neg-
ative when it actually belongs to the positive class. FNs can
have severe consequences, especially in fault detection sys-
tems. Missing true faults (high FN rate) could lead to safety
issues or equipment damage [58].

3.3.2 Accuracy

The ratio of correctly predicted labels to the total number of
samples in the testing set is used to measure the model’s accu-
racy [49]. In fault detection and classification tasks, accuracy
plays a multifaceted role. Firstly, it indicates how reliably a model
can distinguish between normal operating conditions and the
presence of a fault, which is crucial for timely intervention and
preventing equipment damage. Secondly, accuracy reveals the
model’s ability to correctly identify the specific type of fault,
facilitating targeted troubleshooting and effective repair strate-
gies. This metric is used to perform a comparative analysis
of different models using the testing set. Also, the impacts of
cyber-attacks are indicated by evaluating the deviations in accu-
racies between normal conditions and cyber-attacks, which can
be expressed as in Equation (3).

Deviation = A − A∗

A
∗ 100% (3)

where A and A∗ indicate the accuracy in normal conditions
and during cyber-attacks, respectively. A high accuracy score
suggests a model that effectively detects faults and accurately
classifies their types, even under the threat of cyber-attacks.

4 EXPERIMENTAL SETUP AND
ANALYSIS

This section presents a summarized description of the
experimental setup and a detailed analysis of experimen-

tal observations. The experimental setup includes details
about system configuration, data collection with processing,
and attack implementation process to support the investi-
gations. The experimental analysis presents observations on
detectors and classifiers separately. Also, to evaluate the
impacts of cyber-attacks on detectors and classifiers, they
have been investigated independently, although they work
sequentially.

4.1 Experimental setup

4.1.1 System configuration

The experiments have been conducted using Google Colabo-
ratory and a computer with an Intel 5 processor and 8 GB of
RAM. Using this system, the outcomes from 30 experiment
runs have been averaged to obtain the findings presented in
this study.

4.1.2 Data collection and processing

Open datasets have been used to facilitate TLs fault diagnosis
and evaluate their performance under cyber-attacks. The details
about the data collection process are discussed in [49], where
both the dataset for detection and the dataset for classification
have been used for independent investigations on the detec-
tors and classifiers. The detect dataset was utilized for fault
detection, containing two distinct labels such as normal and
fault. On the other hand, six different labels, including nor-
mal state, two-phase short circuit fault (LL), three-phase short
circuit fault (LLL), single-phase ground fault (LG), two-phase
ground short circuit fault (LLG), and three-phase ground short
circuit fault (LLLG), have been used in the class dataset for fault
classification purposes [49].

The fault detection and classification models have been
trained and tested using electrical measured data as inputs,
which are the 3-phase voltages (Va,Vb,Vc ) and currents
(Ia, Ib, Ic ). To facilitate accurate and effective model training,
data normalization is used as a pre-processing step to ensure
each feature contributes equally to the model’s performance
[59]. For this pre-processing step, the package scikit-learn [60]
has been used to import the ‘MinMaxScaler’ class from the
‘sklearn.preprocessing’ module. The ‘MinMaxScaler’ can scale
and transform the data, bringing it within a standardized range
between 0 and 1. For this investigation, the detect dataset and
class dataset have been split into 80% for training and 20% for
testing for the traditional ML models. On the other hand, for the
modified ANN model used for detection, the detect dataset has
been divided into 70% for training, 10% for validation, and 20%
for testing. As the validation dataset can guide the optimization
process [61], the training and validation datasets have been kept
separate for the modified ANN model to prevent overfitting. By
keeping 20% of the datasets for testing for all models, their per-
formances have been evaluated on equal ground during normal
conditions and cyber-attacks.
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4.1.3 Cyber-attack implementations

Attacks have been implemented on the test datasets to assess the
resilience of the normally trained models against FDI attacks
for both fault detection and classification tasks. This method
has been used in order to evaluate how well the models per-
formed in actual attack scenarios. Based on the attack modelling
in [57], the values of 𝜆S in Equation (1) and 𝜆p in Equation (2)
have been 0.2 and 0.1, respectively. As most works related to
FDI attacks consider a single attack template, a mixed attack
template has been considered in this work by applying both
scaling and pulse attacks on 50% of the test data. Compared
to a single template-based FDI attack, a mixed attack template
can create more diversity in attack patterns for increasing the
impacts of attacks while causing complexities in developing
defensive measures. For the mixed attack template-based FDI
attacks, Equations (1) and (2) have been used for simulating half
of the data contamination by scaling attack and another half
of the data contamination by pulse attack, respectively. Dur-
ing attack implementation, overlaps of the attacks have been
avoided by selecting one input parameter at random in each
case to attack. The detailed steps involved in the experimental
analysis are outlined in Algorithm 1.

4.2 Experimental analysis

During the investigation, the data contamination has been kept
moderate using the mixed attack template, as illustrated in
Figures 4 and 5. As presented in Figure 4, there are changes
in currents and voltages due to data contamination compared
to the currents and voltages at normal conditions, including
fault cases, but the changes may be barely visible to human
eyes. The same phenomena can be observed for the classifica-
tion datasets, as shown in Figure 5. These voltages and currents
without and with data contaminations due to the mixed attack
template of FDI attacks have been used for experimental anal-
ysis of different fault detectors and classifiers in this section.
The experimental analysis presented in this section points to
the susceptibility of the considered models to cyber-attacks
while indicating the urgency of developing robust models, as
discussed below.

4.2.1 Analysis of fault detectors

As mentioned in Section 3.1, ANN, AdaBoost, k-NN, DTC,
RF, ETsC, BC, XGBoost, and LGBM have been used for fault
detection. For these models, the training time and the accuracy
during normal conditions and cyber-attacks with the deviations
in accuracy due to the attacks have been summarized in Table 1.
As presented in Table 1, all the models have high accuracy at
normal conditions, where the modified ANN, RF, and XGBoost
have outperformed others. Although these models have accu-
racy above 99% at normal conditions, their performances have
degraded significantly during cyber-attacks, as shown in Table 1.
AdaBoost has been affected the most, and BC is the least

ALGORITHM 1 TLs fault diagnosis under cyber-attacks

affected model based on the percentage of deviations, while the
impacts of cyber-attacks on other models are the same. In the
case of the training time at the normal scenario, all the models
require comparatively less time, except for the modified ANN.

To provide a better presentation of the impacts of cyber-
attacks on fault detectors, confusion matrices for normal and
attacked scenarios have been used for each model, as illus-
trated in Figure 6. In the confusion matrix of fault detector
models, label 0 and label 1 correspond to the normal condi-
tion or no-fault scenario and the fault condition, respectively.
As shown in Figure 6, ANN, RF, and XGBoost have the same
performance at normal conditions, while others are very close
to them. On the other hand, the impacts of cyber-attacks have
caused notable performance for them, as mentioned earlier.
The AdaBoost has the worst performance with notable false
cases, as shown in Figure 6(b). Among other models, k-NN, RF,
ETsC, XGBoost, and LGBM have performed similarly during
cyber-attacks by predicting all cases as faults irrespective of the
actual scenarios. Also, the modified ANN has performed closely
to these five models. Although DTC and BC have performed
closely and comparatively better than others based on the con-
fusion matrices, BC has been found superior to DTC due to

 20513305, 2024, 7, D
ow

nloaded from
 https://ietresearch.onlinelibrary.w

iley.com
/doi/10.1049/tje2.12412 by N

ational H
ealth A

nd M
edical R

esearch C
ouncil, W

iley O
nline L

ibrary on [03/02/2025]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



8 of 13 TUSHER ET AL.

FIGURE 4 Three phase voltages and current for fault detection without and with FDI attacks.

FIGURE 5 Three phase voltages and current for fault classification without and with FDI attacks.
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FIGURE 6 Comparison of different fault detectors at normal and attacked scenarios based on confusion matrices.

having more true cases. Based on the observations in Table 1
and Figure 6, BC has comparatively better performances than
others considering all metrics.

4.2.2 Analysis of fault classifiers

For fault classifications, QDAC, DTC, RF, ETsC, BC, and
XGBoost have been utilized, as mentioned in Section 3.1. The
comparative analysis of these classifiers has been summarized

in Table 2 in terms of the training time and the accuracy dur-
ing normal conditions and cyber-attacks with the deviations
in accuracy due to the attacks. Among the considered models,
only QDAC has an accuracy above 90% at normal conditions.
Although QDAC has outperformed others based on accuracy
and training time in normal scenarios, it has been affected the
most during cyber-attacks. On the other hand, the other mod-
els with comparatively low accuracy at normal conditions have
been less affected by the cyber-attacks. The XGBoost model
with the lowest accuracy is the least affected model during
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TABLE 1 Comparison of different models for fault detections.

Model

Name

Accuracy

Normal Attack Deviation (%) Training time (s)

ANN 0.9979 0.4611 54 127.0366

AdaBoost 0.9971 0.3082 69 0.6957

k-NN 0.9975 0.4561 54 0.0216

DTC 0.9958 0.4565 54 0.4416

RF 0.9979 0.4561 54 1.5834

ETsC 0.9975 0.4561 54 0.0970

BC 0.9975 0.5498 45 0.4652

XGBoost 0.9979 0.4561 54 0.9443

LGBM 0.9963 0.4561 54 0.1791

Bold font - Best performance

TABLE 2 Comparison of different models for fault classifications.

Model

Name

Accuracy

Normal Attack Deviation (%) Training time (s)

QDAC 0.9822 0.7088 28 0.0244

DTC 0.8919 0.8519 04 0.1095

RF 0.8875 0.8519 04 1.4811

ETsC 0.8907 0.8519 04 0.6277

BC 0.8786 0.8519 03 0.3800

XGBoost 0.8557 0.8493 01 4.2441

Bold font - Best performance

cyber-attacks, as indicated by the percentage of deviation. Also,
among these models, only RF and XGBoost have required more
than 1 s for training, while the rest have completed training in
less than 1 s. These observations in Table 2 indicate the trade-
offs between accuracy and robustness. Also, DTC has been
found comparatively better than others based on training time,
deviation, and accuracy in both scenarios, while ETsC has been
found to be competitive.

For a more comprehensive understanding of the perfor-
mance of the fault classifiers, the confusion matrix has been
used for each model to provide insights into the perfor-
mances during normal conditions and cyber-attacks, as shown
in Figure 7. The labels assigned in the confusion matrix of fault
classifier models are as follows: 0 for the normal condition or
no-fault scenario, 1 for LG fault, 2 for LL fault, 3 for LLG
fault, 4 for LLL fault, and 5 for LLLG fault. The high accuracy
of QDAC at normal conditions compared to others becomes
more visible using a confusion matrix, while highlighting the
notable performance degradations during cyber-attacks. On the
other hand, DTC, ETsC, RF, XGBoost, and BC have shown
almost similar in classifying each type of fault under normal
conditions based on their confusion matrices. Also, the changes
in performances due to cyber-attacks become barely noticeable
for these models. Among these five models, DTC and ETsC
have shown comparatively better performances than others in

classifying faults during normal conditions, while ETsC and RF
have been found to be better in fault classification during cyber-
attacks. Based on these observations in Table 2, ETsC has been
found better than others in attack classification in all scenarios.

4.2.3 Summary

For fault detectors, although BC has been found to be com-
paratively better than others, considering all scenarios none
of the fault detection models have performed reasonably well
during cyber-attacks. This highlights the vulnerabilities of the
fault detector models to cyber-attacks. Hence, the comparative
analysis of ML-based fault detectors presented in this work sig-
nifies the necessity of developing attack-resilient fault detectors
to ensure reliable, effective, and robust performances. Simi-
larly, ETsC has been found to outperform others considering
all scenarios, but its low accuracy during normal conditions
is concerning. Although the classifier models have performed
better than the detector models during cyber-attacks, the trade-
offs between accuracy and robustness point to the necessity of
developing an attack-resilient fault classification system.

As the highly performed models under normal condi-
tions suffer severely during cyber-attacks, pre-processing based
defensive mechanisms such as attack detection can be one
possible solution for developing robust fault detection and clas-
sification systems for utilizing the existing models. On the other
hand, there is some room for improvement from the model per-
spective. As the models are usually trained with clean data, they
are inherently vulnerable to any form of data abnormalities. A
comparative analysis of models belonging to the same group
can help to understand the changes in inherent robustness with
changes in architectures, which can lead to the development of
a robust architecture. While defensive security measures help
to prevent the impacts of cyber-attacks, a robust architecture
development can help in mitigating the impacts of attacks in
the absence or failure of defensive measures. Nonetheless, con-
sidering the severity of cyber-attacks addressed in this work,
improving the resiliency of fault detectors and classifiers by any
means is of high importance for smart grids.

5 CONCLUSIONS

The vulnerability of the protective system for TLs has been
explored through a comparative analysis of ML-based fault
detection and classification systems. Nine fault detectors and
six fault classifiers have been utilized under normal conditions
and cyber-attacks, which has indicated the severity of cyber-
attacks on their performances. A mixed attack template for
an FDI attack has been used by combining scaling and pulse
attack models for corrupting 50% of data. The impacts of
cyber-attacks on detectors and classifiers have been investigated
separately by using different datasets, which has highlighted
the susceptibility of detector models to cyber-attacks compara-
tively more than classifier models. As no model has been found
to be reasonably accurate and robust for fault detection and
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FIGURE 7 Comparison of different fault classifiers at normal and attacked scenarios based on confusion matrices.

classification, the study addresses the theoretical and indus-
trial significance of conducting more research in this area to
improve the fault detection and classification system of TLs.
In the future, different types of cyber-attacks will be investi-
gated to identify the vulnerability of fault monitoring systems
of TLs from a broad perspective, including adversarial examples
and DoS attacks. Simultaneously, a comparative analysis of ML-
based algorithms can be conducted to identify their limitations
under normal and attack scenarios, while finding their com-
patibility with different defence mechanisms to develop robust
fault identification systems. Furthermore, as DL-based mod-
els are data-dependent like ML-based models, this work can be
extended to DL-based fault detectors and classifiers to find their
vulnerabilities and improve their resilience.
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