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We define QSE, a symbolic execution framework for quantum programs by integrating symbolic variables into
quantum states and the outcomes of quantum measurements. The soundness of QSE is established through a
theorem that ensures the correctness of symbolic execution within operational semantics. We further introduce
symbolic stabilizer states, which symbolize the phases of stabilizer generators, for the efficient analysis of
quantum error correction (QEC) programs. Within the QSE framework, we can use symbolic expressions
to characterize the possible discrete Pauli errors in QEC, providing a significant improvement over existing
methods that rely on sampling with simulators. We implement QSE with the support of symbolic stabilizer
states in a prototype tool named QuantumSE.jl. Our experiments on representative QEC codes, including
quantum repetition codes, Kitaev’s toric codes, and quantum Tanner codes, demonstrate the efficiency of
QuantumSE.jl for debugging QEC programs with over 1000 qubits. In addition, by substituting concrete values
in symbolic expressions of measurement results, QuantumSE.jl is also equipped with a sampling feature for
stabilizer circuits. Despite a longer initialization time than the state-of-the-art stabilizer simulator, Google’s
Stim, QuantumSE.jl offers a quicker sampling rate in the experiments.
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1 INTRODUCTION

Nowadays, quantum computing hardware is developing rapidly [Arute et al. 2019; Bluvstein et al.
2024; Madsen et al. 2022; Wu et al. 2021a], and the number of its physical qubits is also gradually
increasing. For instance, IBM has introduced the IBM Condor, an advanced quantum processor
featuring 1,121 superconducting qubits [IBM 2023]. However, these quantum hardware suffer from
errors caused by quantum noise and inaccurate quantum gate implementations, so deploying
quantum error correction (QEC) programs on quantum hardware is the key to large-scale quantum
computing in the future [Aharonov and Ben-Or 1997; Gottesman 2014; Shor 1996]. There are already
several experimental studies exploring QEC in quantum hardware [Abobeih et al. 2022; Acharya
et al. 2023; Bluvstein et al. 2024; Chen et al. 2021; Zhao et al. 2022], among which the recent result
of Bluvstein et al. [2024] has successfully encoded 48 logical qubits on neutral atom arrays with
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up to 280 physical qubits. On the other hand, as diverse and more complicated QEC protocols
are introduced, we will need to conduct prior analysis and verification of them to guarantee their
correctness before deployment. This leads us to the following basic question:

How can we check whether a QEC program (e.g., the one depicted in Fig. 1), as a hybrid quantum-

classical program, has any bugs, especially the part involving quantum variables; and more
importantly, if the QEC program has bugs, how can we automatically find them?

|000) + B111) Initial state in the code space
——N—

§ @1 ¢ g3
1 ifer==1{Xq}; g Inject X error at q; if e; = 1
2 ifep==1{Xq}; = Inject X error at g, if e, =1
3 ifes==1{Xgqs}; § Inject X error at q3 if e3 = 1
4 CNOT g1, q3; -
5 mp = measure q; 2 Measure observable 7,7,
6 CNOT q1,9z; 2 5

I G N RN
7 CNOT q3,q3; 2 ) e & e
8 my = measure gs; 2 [j 2- 3% Measure observable Z,Z5
9 CNOT q2,q3; = )
10ifmy==1&my==0{X q1 }; = [ X ] Find and fix the X error on ¢;
11ifm ==1&my==1{X q2}; § X | Find and fix the X error on g,
12ifm==0&my==1{Xgq3} & [ X F=—+¢ Find and fix the X error on g3

ﬁ—/
«|000) + B|111) The same final state

Fig. 1. A QEC program (Lines 4-12) for the three-qubit bit-flip code with code distance 3. Ensuring the
program is bug-free requires that for any initial state @|000) + $|111) within the code space, the final state
remains «|000) + f3|111) after error injection (Lines 1-3) and execution of the QEC program (Lines 4-12).
Error injection injects errors that the QEC code can tolerate into the quantum state, and then the QEC
program corrects these errors. Here, the possible errors correspond to variables eq, ez, e3 € {0, 1} that satisfy
e1 + ez +e3 < 1 (up to one X error occurs). We also refer to the errors X¢1, X¢2, X introduced during error
injection as "adversarial" because of their potential to disrupt the integrity of information in quantum states.

Fortunately, current QEC programs only involve stabilizer circuits and thus can be efficiently
simulated on classical computers [Gottesman 1997]. Indeed, several specific stabilizer circuit simu-
lators have been developed [Aaronson and Gottesman 2004; Anders and Briegel 2006; Gidney 2021;
Krastanov 2019] for analyzing QEC circuits. For instance, Google’s recent QEC experiment [Acharya
et al. 2023] utilized a fast simulator, Stim [Gidney 2021], to sample a prior distribution for detectors
of the experimental QEC circuit. For the example program in Fig. 1, the current practice involves
enumerating/sampling the potential values of e; € {0, 1} such that e; + e; + e5 < 1, then execut-
ing the program with them by using a fast simulator. However, for a general QEC code with n
qubits and a code distance of d, the potential errors during error injection correspond to variables
e, e, ...,e, € {0,1} with the condition e; +e; +---e, < L%J. The count of these errors exceeds
(L% J), which goes beyond polynomial-time complexity. Despite the simulator’s rapid performance’,
such number of errors would make this approach unscalable at a large scale. Additionally, as noted
by Gidney [2021], generating samples of QEC circuits is the bottleneck in analyzing QEC programs.

In classical computing, symbolic execution (SE) was proposed [King 1976] to handle such a large
number of samples or test cases. It is an automated method for finding bugs in programs and has been

le.g., the simulator Stim [Gidney 2021] can simulate a distance 100 surface code circuit (20 thousand qubits, 8 million gates,
1 million measurements) in 15 seconds.
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Symbolic Execution for Quantum Error Correction Programs 189:3

successfully applied in many different fields, including software testing [Cadar et al. 2008; Cadar and
Sen 2013; Godefroid et al. 2005; Poeplau and Francillon 2020] and security and privacy [Aizatulin
et al. 2011; Farina et al. 2019], and extended to non-deterministic programs [Luckow et al. 2014;
Siegel et al. 2008; Yu et al. 2020] and probabilistic programs [Gehr et al. 2016; Susag et al. 2022].
Recently, SE has also been introduced into quantum computing in several pioneering papers [Bauer-
Marquart et al. 2023; Carette et al. 2023; Tao et al. 2022]. But all of them only deal with quantum
circuits without control flows. As is well-known, one of the most essential advantages of SE is that
it can systematically explore many possible execution paths (determined by control flows) at the
same time. Therefore, the power of SE has not been fully exploited in quantum programming.

In this paper, we significantly extend SE to a quantum programming language with (classical)
control flows, which is particularly suited to writing QEC programs. Our SE framework introduces
symbols to represent the possible (probabilistic) outcomes of quantum measurements in a uniform
manner, rather than splitting the measurement outcomes into cases as in previous work [Bauer-
Marquart et al. 2023]. This approach circumvents the potential exponential growth of execution
paths that comes with quantum measurements, which are a fundamental part of QEC programs.
To make our SE framework efficient in handling QEC programs, we further introduce symbolic
stabilizer states by a partial symbolization of stabilizer states, the underlying quantum states in
stabilizer circuits. Thanks to the fast simulation algorithm of stabilizer circuits [Aaronson and
Gottesman 2004], our symbolic stabilizer states can be efficiently manipulated during SE.

More importantly, symbolic stabilizer states allow us to handle conditionally applied Pauli gates
(see Lines 1-3 and 10-12 of Fig. 1) without forking into multiple execution paths: the conditional
guards, e.g.,e; == 1and e, == 1, are absorbed into the symbolic stabilizer state, yielding only a single
execution path and transforming subsequent measurement outcomes into symbolic expressions,
e.g., e; @ e for variable m; in Line 5 of Fig. 1. Consequently, we can use symbolic expressions, e.g.,
e; + ez + e3 < 1, to characterize the possible errors in error injection and use SMT solver to deduce
the correctness, obviating the need for enumerating concrete values that satisfy the condition.

Contributions and outline. After reviewing some background knowledge (§2) and demonstrating
our approach on a running example (§3), our major contributions are presented as follows:

o We develop a framework for symbolic execution of quantum programs (QSE) with classical control
flows (§4) and prove a soundness theorem for our QSE framework (§5).

e We introduce symbolic stabilizer states to enable our QSE framework to efficiently analyze
QEC programs and prove an adequacy theorem for symbolic stabilizer states in the analysis and
verification of QEC programs (§6).

e We introduce symbolic Pauli gates with a newly designed SE rule that can handle the conditional
application of Pauli gates without forking like classical SE and demonstrate how it can be used
to characterize the possible adversarial errors for QEC programs (§7).

o We implement our QSE framework together with the special support of symbolic stabilizer
states in a prototype tool named QuantumSE.jl and demonstrate its efficiency and the ability to
outperform existing tools in experimental evaluation (§8).

The paper is concluded by discussions about related work (§9) and issues for further research (§10).

2 BACKGROUND

In this section, we provide a minimal background of quantum computation and QEC. The reader
can consult the book [Nielsen and Chuang 2010, Chapter 2,4,10] for more details.
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2.1 Quantum Preliminary

We assume basic knowledge of linear algebra, including the concepts of vector space and tensor
product. For a d-dimensional complex vector space C?, we use the Dirac notation [i/) to denote a
column vector in it. The conjugate transpose of |) is then a row vector denoted by (¢/|. The inner
product of /) and |@) is a complex number denoted by (¢|/). The outer product of |/) and |§) is a
d x d matrix denoted by |i/)($| € C¥*?. The norm of a vector |} is defined as |||¢/)|| = \/(¥/|¢). In
addition, the tensor product of |/1) and |¢) is denoted by |¢/1) ® |2), which is sometimes written
as |Y1)|») or even |11 ) for short.

Quantum states. The state space of a quantum bit (qubit) is the 2-dimensional vector space C?
with [0) = (§),11) = (9) being the computational basis. In general, the state space of n-qubit system
is the tensor product of n copies of the state space C? of a single qubit, which is (C?)®" = C?", with
{|x)|x € {0,1}"} being the computational basis. A pure quantum state is represented by a unit
vector |/). Thus, an n-qubit pure state |1/} € (C?)®" can be expressed as 2xe{01}n x|x), where
ay € Cand Y cqoyn la|* = 1. When the state of an n-qubit system is not completely known,
one may think of it as a mixed state (an ensemble of pure states) {(p;, |¢/;))} meaning that it is
in state |¢/;) with probability p;. Such a mixed state can also be represented by a density operator
p = 2; pil¥;){¥;l, which is a 2" X 2" positive semidefinite complex matrix. In particular, a pure
state |/) can be represented by the density operator |{/)(y|; for simplicity, we write ¢ = |{/)(¢/|.

Unitary transformations. A 2" X 2" complex matrix U is called unitary if UTU = 1,», where U'
stands for the conjugate transpose of U, and 1, denotes the 2" x 2" identity matrix. It models a
transformation or an evolution of an n-qubit system from a pure state |y € C?" to U|y/). For mixed
states, it transforms a density matrix p € C*"*?" to UpU". Such a unitary transformation U is often
called an n-qubit gate. Common quantum gates include the single-qubit gates H (Hadamard gate),
S (Phase gate), and I = 1,, X, Y, Z (Pauli gates) as well as the 2-qubit gate CNOT (controlled-NOT
gate):

1 {1t 1y . (1 0 (o1 (o —i (1t o0 (3988
wegl = oo v ) 2ol ) o= (1]

The H gate can produce another important basis, called the + basis, {|+) = \/%(IO) + 1)), ]-) =

\/LE(|0) —|1))} of C? from the computational basis as H|0) = |+) and H|1) = |-). The Phase gate S
leaves |0) unchanged and adds a phase of i to |1), i.e., S|0) = |0), S|1) = i|1); similarly, the Pauli Z
gate only adds phase —1 to [1), i.e., Z|0) = |0), Z|1) = —|1). The Pauli X gate acts like a “NOT” gate,
exchanging |0), |1), i.e.,, X|0) = |1) and X|1) = |0); similarly the Pauli Y gate switches |0),|1) and
introduces additional phases of i and —i, i.e., Y|0) = i|1), Y|1) = —i|0). In terms of the computational
basis, the CNOT gate, which can be rewritten as CNOT = [0)(0] ® [ + |1){1]| ® X, performs a “NOT”
gate X if the first qubit is set to |1), otherwise does nothing.

For an n-qubit system with label g;,1 < j < n for each qubit, a k-qubit unitary U € czexe
applied to qubits § = gj,,qj,, - - -, qj, is expanded to the unitary U; ® 1(4,1<j<n}\g € C¥"*2" that
performs a local unitary U on qubits § and does nothing with the remaining qubits. We often write
Uy that omits the identity operator for U; ® 14, 1<j<n}\g, if there is no ambiguity. For example,
consider a 3-qubit system with label j for the j-th qubit, we write Z; for Z ® I ® I and write X;Y3
for X@IQY.

Quantum measurements and observables. The information about a quantum system has to be
acquired by quantum measurements. A measurement on n-qubit system is described by a collection
M = {Mp,}, of 2" x 2" complex matrices with the normalization condition Y, M,,M,, = 1n.
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When performing it on a pure state |¢/) and a mixed state p, the measurement outcome of index
m occurs with probabilities p,, = (xﬁlM,Tanhﬁ) and py, = tr(MmpM,Tn), respectively, and the state
after the measurement with outcome m collapses into |/,,,) = Mp|¥/) /\/pm and p,, = MmpMjn/pm,
respectively. For example, the computational basis measurement {|0){0], |1)(1|} performed on the
state |+) will result in a state |0) (0|+) /\/7 = |0) with probability (+]0) (0|+) = [{0]+)|* = % and
state |1) (1]+) /4/1/2 = |1) with probability (+1) (1|+) = [(1[+)]* = L.

For an n-qubit system with label g, 1 < j < n for each qubit, the computational basis measure-
ment on a qubit g € {q1,...,qn} is given as

{Mo =10)g (0] ® Ly, 1<j<nprgs M1 = [1)g{1] ® L4, 1<j<n}\q)s

where we use the same notation as in unitary transformations and also write |j)4(j| for |j)q{jl ®
ﬂ{qj,ISan}\W

We say a linear operator O is an observableif O' = O. The spectral decomposition of an observable
O =}, mPy, (a sum over its eigenvalues and corresponding projectors) corresponds to a quantum
measurement {Py, }, with outcome m for each projector P,,. For example, Pauli gates X, Y, Z are
all observables. In this paper, for those observables with eigenvalues +1, e.g., Z; Z,, we use Boolean
values 0 and 1 to indicate the measurement outcomes (—1)° = 1 and (-1)! = -1, respectively, to
make it convenient in presentations.

2.2 Stabilizer States and Quantum Error Correction

Pauli strings and Clifford gates. An n-qubit Pauli string P is defined as the tensor products of n
Pauli gates with a phase in {*1, +i}, i.e,

P2iP@P,® - -®P,,

where k € {0,1,2,3}, P, € {[,X,Y,Z} for 1 < ¢ < n. The set of all n-qubit Pauli strings forms
a group with matrix multiplication. A Clifford gate V is a unitary such that for any Pauli string
P, VPV (conjugation by V) is still a Pauli string. In particular, each Pauli gate is a Clifford gate.
Clifford gates have a nice structure; that is, any Clifford gate can be constructed from the three
gates: H, S, and CNOT [Gottesman 1997], e.g.,I = HH, X = HSSH, Y = SHSSHSSS and Z = SS.

Stabilizer and stabilizer states. A state |{) is stabilized by a gate U if U|¢) = |¢), i.e., [§) is an
eigenvector of U with eigenvalue 1. For example, |+) is stabilized by Pauli X gate and |—) is stabilized
by —X as (=X)|-) = |-). For a list of n-qubit Pauli strings Py, P, ..., Px # +I®",1 < k < n, that
are commuting independent? and PJZ. #—I®"for1 < j <k,letS=(P,P,,...,P;) be the group
generated by {Py, P, ..., Pi}. The subspace of states stabilized by all Pauli strings in S is denoted
by Vs and S is said to be the stabilizer of Vs. We can check that |{/) € Vs if and only if P;|¢) = [¢)
forany 1 < j < k, thus Vs = ﬂ’;zl\/( p;)- Moreover, Vs is a non-trivial subspace with dim Vs = 2n-k
since each P; halves the dimension of the space being stabilized.

In the case of k = n, which implies dim Vs = 1, we can use the stabilizer S = (P;, P,, ..., P,) to
represent the only state |{/) € Vs with global phase ignored; we say S is the stabilizer of |i/) and |¢/) is
a stabilizer state. For example, we have Z;|000) = Z;Z,|000) = Z;Z5|000) = |000), so0 (Z, Z1Z,, Z2Z3)
is the stabilizer of |000). Also, we have (—Z;)|111) = Z,Z,|111) = Z,Z3|111) = |111), and then
(=Z1,Z1Z,, Z>Z3) is the stabilizer of |111).

Evolution of stabilizer states by Clifford gates. Consider an n-qubit stabilizer state |¢/) with its
stabilizer S = (Py, Ps, ..., P,) and a Clifford gate V, the group VSV’ = (VP VT, VP,VT,.. ., VP, VT)
is the stabilizer of the state V|y) as VUV (V|¢)) = VU|¢) = V) for any element VUV of VSV

2Each P; commutes with each other and can’t be written as a product of others, i.e., P; ¢ ({P1,..., Py \ {P;}).
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189:6 Wang Fang and Mingsheng Ying

with U € S. Thus, the unitary transformation by a Clifford gate V for stabilizer state |¢/) is linked
with the conjugation by V for the stabilizer S of |¢/).

It is well-known that stabilizer circuits consisting of Clifford gates and the computational basis
measurements can be formalized into the dynamics of stabilizers, thus can be efficiently simulated
on a classical computer by tracking the generators of stabilizers [Aaronson and Gottesman 2004;
Gottesman 1998]. For example, consider the stabilizer state |00) with stabilizer S = (Z1, Z;Z;), an
H; gate followed by a CNOT; ; gate will change the generators Z;, Z1Z, to

CNOT,32H;Z1H;CNOT; » = X1 Xo, CNOT,;,H,(Z1Z;)HiCNOT, 3 = -Y1Y,.

Then the resulted stabilizer S’ = (X;X,, —Y; Y5). The stabilizer state of §” is (|00) + |11))/V/2, which
is exactly the state CNOT; 2H;|00).

Quantum error correction and stabilizer codes. The idea of quantum error correction is using
a large number n of physical qubits to encode k logical qubits to protect logical states against
the effects of quantum noise. A QEC code is identified by the subspace C, where C € C?" and
is isomorphic to C2, of all logical states. A QEC program (decoder) for C consists of two-stage
procedure of error detection and recovery:

o In the error detection stage, a list of syndrome measurements is performed on physical qubits to
detect potential errors, i.e., to check whether the measured state is in the code space C. The
measurement results are called the error syndromes.

o In the recovery stage, error syndromes are used to decide how to recover the initial state before
noise occurs, which can also be said to recover the measured state back to the code space C.

Quantum noise can be continuous, e.g., arbitrary single qubit unitary occurs at some physical
qubits, but fortunately, it has been proved that QEC codes that tolerate a set of discrete errors, e.g.,
Pauli errors (Pauli operators {1, X, Y, Z}), can also be used to correct continuous errors [Nielsen
and Chuang 2010, Theorem 10.2]. For QEC codes, the design of stabilizer codes allows us only to
consider Pauli X errors (bit-flip errors) and Pauli Z errors (phase-flip errors).

Example 2.1 (Stabilizer Code). For a list of n-qubit Pauli strings Py, Py, ..., Py, Z1, Zo, ..., 2y #
+I®" that are commuting independent with 1 < k < n and PJZ. # =% Z_jz. # —I®", an n-qubit

stabilizer code encodes the logical computational basis state |xy, X3, . . ., xk )1 of k logical qubits as
an n-qubit stabilizer state of the stabilizer

(=D Z, (=1)2Z, ..., (=1)*Zi, P1, Py, ..., Pu_i, ).
In particular, the space V(p, p, _p, ) equals to

span{|xy, X2, ..., xp)L|xi = 0,1 (i=1,2,...,k)} = Czk,

which is the code space of this stabilizer code. Py, Py, . .., P, are stabilizer checks that take on the
role of syndrome measurements, and Z;, Z,, . . ., Z are called logical operators. <

3 RUNNING EXAMPLE: THREE-QUBIT BIT-FLIP CODE

For better understanding, in this section, we illustrate the basic idea of our QSE technique through
the example of Fig. 1. Let us recall the classical bit-flip error, which flips a bit 0 — 1and 1 — 0.
A simple way to protect bits of information against this error is the three-repetition code that
encodes each bit with three copies of itself: 0 — 000 and 1 — 111. Suppose a bit-flip error changes
an encoded bit string 000 into 001, then through majority voting, it can be recovered back to 000.
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Quantum error correction. The program with a two-stage procedure of error detection (Lines 4-9)
and recovery (Lines 10-12) in Fig. 1 implements the decoding of the three-qubit bit-flip code [Nielsen
and Chuang 2010, §10.1.1], which is the quantum counterpart of the above three-repetition code.
The code encodes a qubit state @|0) + §|1) in three qubits as «|000) + |111) to protect qubits against
the quantum bit-flip error: a Pauli X operator at one qubit that takes a qubit state «|0) + f|1) to
X(a|0)+ B|1)) = aX|0) + X|1) = |1) + F]|0). Suppose an encoded state «|000) + |111) is changed
by a quantum bit-flip error into «|001) + |110), which is a superposition of |001) and |110). To
recover this state back to «|000) + |111), we need to design some clever quantum measurements
(syndrome measurements) so that we can extract useful information for both [001) and |110) without
destroying the superposition state. Fortunately, there exist two such measurements, the observables
Z1Z, and Z,Z3, which are executed in Lines 4-9 of Fig. 1. Here, the CNOT gates serve to disentangle
the measured qubits, thereby safeguarding the system’s information during measurement. Z; 7,
checks whether the first and second qubits are the same, and Z,Z; checks whether the second and
third qubits are the same. The measurement outcomes of Z;Z, and Z,Z; on state «|001) + |110)
will tell us that the first and second qubit are the same, while the second and third qubit are not
the same. Thus we can conclude that the bit-flip error occurs at the third qubit, and then we can
perform an X gate at the third qubit to recover «|001) + $|110) back to «|000) + |111).

Verification of QEC programs. Our goal is to verify the above statement automatically. More
generally, given a QEC code and its QEC program with error detection and recovery stages, how
can we verify that this program can correct all errors allowed by the QEC code for any state in the
code space, or provide some useful information for debugging/testing this program if there are
some bugs inside it.

Input Initialization Error Injection Error Detection Recovery Check Final State
Symbolic . .
Quantum State Lines 1-3 Lines 4-9 Lines 10-12  Final State
/\ /\

Zl S Zl sD e Zl s® e Zl sde &y Zl S
lez 0 ZIZZ e1 D ey ZIZZ e1 D ey lez e1de,®r®ry = ZIZZ 0
2223 0 ZzZ3 ey @ es 2223 ey @ es 2223 e, de3dry ®r3 ZZZS 0

se{0,1} s,ep, ez e3 € {0,1} s,e, ez, e3 € {0,1} s,e1, ez, e3 € {0,1}

ej+ey+e3 <1 ej+ey+e3 <1 ej+e+e3 <1
e; indicates whether an my=e ®ep m = e ©ep
my; =e;®e3 my =e; ®es

X error occurred at g;
ri=(m;==1&my ==0)

ro=(m; ==1&my ==1)
rs=(m; ==0& my ==1)

Fig. 2. lllustration of symbolic execution for the quantum program in Fig. 1.

Our solution — symbolic execution. To solve this problem, we develop a symbolic execution
method for quantum programs. By introducing a symbolic quantum state that can (partially) express
possible input quantum states, the quantum program is then “run” on this symbolic quantum state.
For the program in Fig. 1, its symbolic execution is illustrated in Fig. 2. More explicitly:

e In the input initialization stage, the symbolic quantum state is the stabilizer ((-1)°Z;, Z1Z,,
ZyZ3), a list of Pauli operator strings (Z;, Z1Z3, Z;Z3) (the light blue part in Fig. 2) with their
phases (s, 0, 0) (the light red part in Fig. 2) containing symbolic variable s, that represents the ba-
sis {|000), |111)} of the code space. This is because |000) is the stabilizer state of ((—1)°Z;, Z;Zs,
Z,73) and |111) is the stabilizer state of ((—=1)Zy, Z1Z,, Z273).
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189:8 Wang Fang and Mingsheng Ying

e In the error injection stage, instead of enumerating concrete values of e;, we consider e; as
symbolic variables over {0,1} and define X, X, X as symbolic X errors. The constraint
e;+ez+e3 < 1indicates that at most one X error occurs, thus covering all allowed errors. Define
X as X{'X;2 X3 It can be verified that X(Z))X' = (-1)*®¢Z;, X(Z:Z,)X" = (-1)9®%Z,Z,
and X(Z,Z3)X" = (-1)®%Z,7;. Thus, as shown in Fig. 2, these symbolic X errors make
the symbolic quantum state into ((—1)%®4Z;, (-1)9%%Z,7,, (—1)%2®%2Z,7;) with constraint
e1+e+e3 < 1.

e Then, in the error detection stage, we deduce that (—1)“1®¢ 7, Z, and (—1)%®¢ belongs to the
stabilizer (group) ((—1)5®41Z,, (-1)81%¢2Z, Z,, (—1)%2®%Z,7Z5). Consequently, according to the
stabilizer formalism [Nielsen and Chuang 2010, Chapter 10.5], the measurement outcomes for
Z1Z, and Z,Z5 correspond to symbolic expressions m; = e; ® e, and my = e, @ es, respectively.

e Finally, in the recovery stage, the phase part of the symbolic quantum state becomes a list of
symbolic expressions of e;, 1 < i < 3andr;, 1 < j < 3 with r; associating to boolean expressions
of conditionals. This final state in Fig. 2 under its constraints (including e; + e; + e5 < 1), can be
verified by an SMT solver to be equivalent to the initial symbolic quantum state. That is, the
program with error detection and recovery in Fig. 2 can correct at least one (< 1) X error for
the symbolic quantum state ((—1)*Z1, Z1Zz, Z2Z3).

In the same way, the program with error detection and recovery in Fig. 2 can also correct at least
one X error for the symbolic quantum state ((—1)°X1X,X3, Z1Z,, Z»Z3). Hence, according to our
Theorem 6.6, we can deduce that any state in the code space is satisfied.

4 QUANTUM SYMBOLIC EXECUTION

The successful application of symbolic execution to our running example (Fig. 2) motivates us to
develop a framework for the symbolic execution of quantum programs to be applied in formal
analysis and verification of other QEC programs. We first introduce a simple quantum programming
language that is suitable for describing QEC programs (§4.1). Then, by introducing symbolic
quantum states (§4.2), we extend the framework of standard symbolic execution for classical
programs to quantum programs (§4.3).

4.1 OpenQASM-like Language

We choose to extend IBM’s OpenQASM2 [Cross et al. 2017], an imperative quantum programming
language supporting classical flow control, with external calls (oracle calls) of classical functions.

Syntax. The set qProgs of quantum programs is defined by the following syntax:
Si=x=e|g=F(x)|Uqg|c=measureq|S;;S;|if b {S1} else {S;}

As in classic imperative languages, the assignment x = e evaluates the expression e and assigns
the result to the classical variable x. The statement 7 := F(X) executes an external call of a classical
function F, an m-ary function with n outputs, that accepts the values of a list of input variables
X = Xx1,Xa,...,Xn and assigns the outputs F(x) to a list of classical variables § = y1,ys,..., Y
in turn. This statement is introduced to wrap some classical algorithms used in QEC programs,
while independent of quantum variables. For example, the Blossom algorithm [Edmonds 1965;
Kolmogorov 2009] for minimum weight perfect matching (MWPM) is used extensively in decoding
surface codes (2D topological codes) [Dennis et al. 2002; Fowler et al. 2012]. Moreover, using such
algorithms like the Blossom algorithm is usually by calling existing implementations; thus, we only
need to care about the conditions that the input and output meet.

There are two quantum constructs involved with qubit variables. The unitary transformation
U g performs a unitary U on a list of qubit variables § = q1, gz, . . ., g». For example, X ¢ performs a
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Pauli X operator on the qubit g and CNOT qy, g, performs a CNOT operator on qubits qj, g2. The
measurement statement ¢ = measure g measures the qubit variable g in the computational basis
and assigns the measurement outcome to the classical variable c.

Control flow is implemented by sequential composition Sy; Sz, which executes subprograms S,
and S, sequentially; and conditional statement if b {S;} else {S,}, which executes the subprogram
Sy if the Boolean expression b is evaluated to be true, and otherwise executes the subprogram
S;. For convenience, we use the notation if b {S;} that omits the false branch and does nothing
when the Boolean expression b is evaluated to be false.

Operational semantics. A classical-quantum configuration is a triple (S, o, p), where S is a quan-
tum program or the termination symbol |, o is a classical state, and p is a density operator denoting

the state of qubit variables in S. A probabilistic transition is denoted by (S, o, p) 2, (8,0, p"),
where the label p is the transition probability and omitted whenever p = 1. Then following the
semantics of quantum while-language with classical variables given in [Ying and Feng 2011], the

operational semantics of our language is defined as a probabilistic transition relation— between
classical-quantum configurations by the transition rules presented in Fig. 3.

(As) (x =e,0,p) = (Lalo(e)/x].p)  (EC)(F = F(x),0,p) = (l.o[F(c(x))/7]. p)

tr(10q(0lp) 104(01p[0)g (0]
i +. (MO) (c = measure g, 0, p) — 5, a[0/c], W)
(UT) <U 9, OGP) 4 <~L, g, UqPUq> tr(11)g(1lp) 1)g(11p11)g(1]
(Ml) <C ‘= measure q, o, p> _— <l, O'[l/C], W)
P (CT) oFb
50) (S1,0,p) —> (S}, 0", p’) (if b {S;) else {?:2}, (b;,p> — (S1, 0, p)
p OF
S1: Sy, 0,0y —(S!;S5, 07, p’ CF
(51552, 0, ) (51552 P (CH) (if b {S1} else {S:}, 0, p) = (S2,0,p)
Fig. 3. Transition rules for operational semantics. For external call § := F(x) with X = x1,x2,...,x, and § =
Y1, Y2, - -s Yn, we use o[F(o(x))/g] as a shorthand for o[ fi/y1, f2/y2, .- -, fnlyn] provided by (fi, fo,.... fn) =
F(o(x1),0(x2),..., o(xm)). For sequential composition S1; S2, we make convention that |; Sz = Ss.

The rules (As), (SC), (EC), (CT), and (CF) are the same as in classical or probabilistic programming.
In (UT), quantum state p is transformed into UpU' by the unitary transformation U. In (M0)
and (M1), the computational basis measurement at qubit g brings two probabilistic branches
with probability tr(]0)4(0|p) and tr(|1)4(1|p), respectively, that transform quantum state p into
10)¢(01p10)q0] and [1q(1lpl1)q(1l

tr([0)q{0[p) tr(|1)g(1lp) >
0 and 1, respectively, to classical variable c.

respectively, and assign the corresponding measurement outcomes

. . P . . .
For convenience, we also write (S, o, p) —* (§’, ¢’, p’) if there is a sequence of transitions

p1 p: Pn ’ ’ ’
(S,O',P>—><51,O'1,P1>—2> s (S8 0%, p)
such that n > 0 and p =[], p;.

4.2 Symbolic Quantum States

Just like using symbols to represent a range of values and building expressions over constants
and symbols, we want to build a term that depends on some symbols, and when concrete values
substitute these symbols, this term becomes a quantum state—density operator. We begin with a
few examples of density operators with parameters.
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Example 4.1 (Handling quantum states of single-qubit). Consider a qubit system with state space
H = span{|0), |1)}. A pure qubit state can be written as

[/(0,$)) = cos §|0) +e'? singll),e € [0, 7], ¢ € [0, 27],

with a global phase ignored [Nielsen and Chuang 2010, Bloch Sphere]. Then, its corresponding
density operator is (6, §) = |(6, $)){¥ (60, $)|. By replacing variable 0 with a symbol sy over
[0, 7] and variable ¢ with a symbol s; over [0, 2], we would obtain a symbolic quantum state

¢(30,51)~ <

Example 4.2 (Handling quantum states of n-qubit). Consider an n-qubit system with state space
H = span{|0), |1),...,[2" — 1)}.

(1) For any (g, a1,...,00n_1) € Cc?", let lg(ao, a1, ..., an_1)) = 152 o |? 12:0_1 a;|i) pa-
rameterize all n-qubit pure states. Then, with each «; replaced by a symbol s; over C,
g(s0, 81, - - -, S2n—1) would be the symbolic quantum state we want.

(2) Moreover, we can choose |g;(@jo, @j1,...,Qj2n-1)) = YTt ajx]’ 2" _laj,i|i) and (fo,
Bi,..., Pan_1) € C¥" to define

2"-1 2
|t,|

h(ﬂ()’,Bl’~'"ﬂ2"—1>"~’aj,k"") = Z on_q
Jj=0 Z |ji

which parameterizes all n-qubit mixed states. Then, with ¢;, s; ; being symbols over C, h(f,
P, Pon_1,..., ik, . ..) would be a symbolic quantum state for n-qubit mixed states.

291(00 0501, os Ojgn_1),

<
Building on Examples 4.1 and 4.2, we introduce the general form of symbolic quantum states.
Definition 4.3 (Symbolic Quantum State). A symbolic quantum state p is an n-ary map
G:CixCyx---XCp, > D
with each argument substituted by a symbol over its domain, i.e.,
P = G(s1,82,---55n)s

where n is a positive integer, for each 1 < i < n, C; is a subset of complex numbers, and s; is the
symbol for the value ranging over C;, and D is the set of quantum states under consideration, e.g.,
the space of m-qubit mixed states if the program contains m qubits.

Quantum operations over symbolic quantum states. To use symbolic quantum states to capture
the quantum states in quantum programs, we need to further define unitary transformations and
quantum measurements over them.

Definition 4.4 (Quantum operations over symbolic quantum states). Let p be a symbolic quantum
state for qubit variables g1, gz, . . -, ¢n. Then:

o For a unitary statement U g with qubits § C {q1, gz, . . ., gn}, the unitary transformation function
ut is defined by

ut(U,§,p) = UspU], (1)
where Uz = Uz ® 1 (g, ,4,....qn)\q i the operation that performs a local unitary U on qubits § and

does nothing with the remaining qubits.
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e For a measurement statement ¢ = measure q with ¢ € {q1,qs,...,qn}, the measurement
function m is defined by
|s)q(slpls)g (sl

m(q, p) = |5, tr(Is)g(s|p), tr([s)q(slp)
q

with s a newly introduced symbol over {0, 1}, where [s)q(s| = [s)q(s| ® L{g, q,....qn}\ (g} 1S the
measurement operator that act on qubit q as |s)(s| and does nothing with the remaining qubits.
The output is a triple of a newly introduced symbol s ranging over measurement outcomes
{0, 1}, a symbolic expression p(s) = tr(|s)q(s|p) for the probability of obtaining outcome s when

performing measurement at qubit g of state p and a symbolic quantum state p’(s) = %

@)

that represents the state after this measurement.

Efficient representations. According to our Definition 4.3, there exist infinitely many symbolic
quantum states F : C; X C; X - - - X C, = D. However, in practical applications, we must carefully
consider which type of F can be efficiently implemented on a classical computer. If we trivially
employ the symbolic quantum state in Example 4.2, we would encounter several challenges:

e Exponential complexity: the number of symbols required, i.e., the dimension of the state
space, grows exponentially with respect to the number of qubits, leading to computational
complexity beyond what classical computers can handle.

o Lack of powerful solvers: without specialized solvers, addressing the problems arising from
QSE would become challenging.

On the other hand, the development of SMT solvers promotes the application of classical SE.

Similarly, we must make the symbolic quantum state take advantage of the existing solvers.
Fortunately, for QEC programs, we can construct suitable symbolic quantum states with efficient

representations—symbolic stabilizer states, which we will discuss later in §6.

4.3 Quantum Symbolic Execution

Following the idea of classical SE, we come up with an SE framework for quantum programs (QSE)
that maintains a symbolic configuration (S, 7, p, P, ¢), where:

e S is the quantum program to be executed.

e 7 is the symbolic classical state, which is the same as the symbolic state in classical SE, and
maps classical variables of the program to symbolic expressions over constants and symbolic
values.

e p is the symbolic quantum state, equipped with a unitary transformation function ut(U, g, p)
for statement U ¢ and a measurement function m(gq, p) for statement ¢ := measure g, for qubit
variables of the program.

e P is a set that records the symbolic probabilities corresponding to the outcomes of quantum
measurements in the program. At the beginning of the execution, P = 0.

e ¢ is the path condition, i.e., a conjunctive formula that expresses a set of assumptions on the
symbols due to external calls and branches taken in an execution path of the quantum program.

As a natural extension to the operational semantics of quantum programs in Fig. 3, the QSE
changes the symbolic configuration according to the QSE rules presented in Fig. 4. We also write

(S,0,p,P,p) =* (8,0, p', P, ¢’) if there is a sequence of transitions
(S,0,p, P, ¢) = (51,01, p1, Pr,o1) = -+ — (Sn. O, P> Py n)=(5", 0", p', P', 9"}
such that n > 0.

We assume that the function F in an external call has a logical formula Cr (%, 7j) asserting the
condition that input and output must meet, i.e., Cr(X, F(x)) = true. The existence of this condition
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(S-As) (x =e,0,p, P, ) — (l.olo(e)/x]. p, P, p)
(S-EC) (g = F(x),0,p, P, ¢) = (l.7[55/9]. p. P, ¢ A Cr(0(%),5))
(S-UT) (U q.0,p.P,¢) — (l.o,ut(U,q,p), P, )
(S-M) (c :=measure q,0,p, P, p) — (. a[s/c],p’(s),P U {(s,p(s))}, )
where (s, p(s), p’(s)) = m(q, p)
(S1,0,p, P, @) = (S, 0", p", P, ¢")
(S1;82,0,p, P, ) — (S};S2,0",p", P, ¢")
(S-CT) (if b {S;} else {S,},0,p, P, p) — (S1,0,p, P, A 5 (b))
(S-CF) (if b {S;} else {S;}, 0, p, P, 9) — (Ss, 0, p, P, A = (b))

(S-SC)

Fig. 4. Symbolic execution rules for quantum programs. For external call § = F(%), Cr(c(%),55) is the
condition that the input and output should satisfy for F, i.e., Cr(%, F(X)) = true for any concrete values x,
where 55 = sy, Sy,, ..., Sy, is a list of newly introduced symbols for output variables § = y1,y2, .. ., Yn.

is obvious, e.g., we can choose Cr(%, §) = (§ == F(x)), but such a choice may not be efficient to
(symbolically) compute for any F.

For measurement statements, our defined function m in Definition 4.4 uses a symbol to represent
the measurement outcomes, avoiding branches like conditional statements. Since a lot of measure-
ments are commonly required in QEC, this trick has the advantage of not facing the exponential
complexity over the number of measurements.

5 SOUNDNESS THEOREM

In this section, we present the soundness theorem for QSE (namely, the QSE rules in Fig. 4) with
respect to the operational semantics. The proof for this section is located in Appendix C of the
extended version [Fang and Ying 2023].

To precisely state the theorem, we need the notion of instantiation for symbolic quantum states.

Definition 5.1 (Instantiation). Let (o, p) be a pair of classical state and quantum state, and let
(o, p) be a pair of symbolic classical state and symbolic quantum state. Then we say that (o, p) is
an instantiation of (o, p) under a path condition ¢, written

(0,p) Iy (3, P)

if there is a valuation V that assigns every symbol in o, p and ¢ with concrete values such that
V() = true, 0 = V(o) and p = V(p). In particular, if ¢ = true, we simply write (o, p) E (7, p).

Our soundness theorem relies on the following two key lemmas about functions ut and m for
symbolic quantum states introduced in Definition 4.4.

LEMMA 5.2 (CORRECTNESS OF FUNCTION ut). For a unitary transformation statement U q, a path
condition @, a pair (o, p) of classical state and quantum state, and a pair (o, p) of symbolic classical
state and symbolic quantum state, if (U G, o, p) — (|, 0’, p’) and (o, p) k£, (0, p), then

(o".p") Ep (0, ut(U.q. p)).

LEMMA 5.3 (CORRECTNESS OF FUNCTION m). For a measurement statement c = measure g, a path
condition ¢, a pair (o, p) of classical state and quantum state, and a pair (o, p) of symbolic classical
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state and symbolic quantum state, if (c = measure g, o, p) 2, (l,d’,p") and (o, p) £, (0, p), then
(o".p") Fy (als/cl.p’(5)),
where (s, p(s), p’ (s)) = m(q, p").
Now we are ready to present the soundness theorem.
THEOREM 5.4 (SOUNDNESS OF QSE). For any quantum program S, any pair (o, p) of classical state

and quantum state, any pair (o, p) of symbolic classical state and symbolic quantum state, any set P
of symbolic probabilities and any path condition ¢, if

~ ~

-~ P ’ ’ 4 -~ = 4 / 4
(0.p) Ep (0.p), (S.0.p)—(S"0"p"), (S.0.p.P.9) = (5.0, p . P, ¢")
then (o', p") 4 (0',p’). Moreover, there is a valuation V such that V(o) = o,V(p) = p,V(p) =
true,V(c’') =0, V(p') = p/,V(¢’) = true and if P’ = P U {(s,p(s)}, then p = V(p(s)).
6 SYMBOLIC STABILIZER STATES

As we briefly discussed in §4.2, a general symbolic quantum state cannot be represented in an
efficient way. In this section, we propose a special class of symbolic quantum state with efficient
representations, called symbolic stabilizer state. This class of symbolic quantum states is what we
need in the analysis and verification of QEC programs. Then we extend this symbolic representation
to unitaries and measurements so that we have an efficient QSE framework for our application in
the analysis and verification of stabilizer codes.

6.1 Symbolic Stabilizer States

First, we present an efficient symbolic representation of stabilizer states by introducing symbols
into the phases of Pauli strings as follows.

Definition 6.1 (Symbolic stabilizer state). For any commuting independent set {Py, P, ..., P, |
pj # £I®", P]? # —I®"} of n-qubit Pauli strings with size n and n Boolean functions fi, f5, ..., fx
over m Boolean variables, let |(/(b, by, . .., by,)) denote a stabilizer state of

<(_1)ﬁ(b1’--~abm)P1’ . (_1)fn(b1’--~abm)Pn>.
A symbolic stabilizer state is defined as a symbolic quantum state
P =U(s1,52 - sSm) = |[W(s1,82 - s Sm) )W (51,825 - - - Sm)|
with s1, 52, . . ., s, being symbols over Boolean values.

Since the global phase of |/(b1, by, . .., b)) is canceled out in (b1, by, . . ., by), the stabilizer
((-1)fibrbm)p - (1) fa(brbm) Py corresponds to a unique density operator (b, by, . . ., by,).
Therefore, we slightly abuse the notation and also write the density operator

P(bibaw. . bn) = ((~)iBobm)py L (1)fBrsbm) ),

and the symbolic stabilizer state

Example 6.2. In our running example (Fig. 2), the initial symbolic stabilizer state is
(-1)°Z1,(-1)°Z125, (-1)°Z,25)
with s being a Boolean symbol. It represents a set of quantum states {|000), |111)} as |000) and
|111) are the stabilizer states of (Z1, Z1Z,, Z,73) and (—Z1, Z1Z,, Z»Z3), respectively. <
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6.2 Quantum Operations over Symbolic Stabilizer States

Now we can extend the symbolic representation for stabilizer states to unitaries and measurements.
Indeed, the unitary transformation function ut and measurement function m defined in §4.2 can
be naturally lifted to functions on stabilizers by the stabilizer formalism [Nielsen and Chuang
2010, Chapter 10.5]. The definitions are as follows, and their correctness for Lemmas 5.2 and 5.3 is
available in Appendix D of the extended version [Fang and Ying 2023].

Definition 6.3 (Quantum operations over symbolic stabilizer states). Let
p= <(_1)ﬁ(51:--~:sm)Pl, o (_l)fn(sl,-.-,sm)Pn>

be a symbolic stabilizer state for qubit variables g1, gz, . . ., gn. Then

e For a Clifford unitary statement V' § with qubits ¢ € {qy, ..., qn}, the unitary transformation
function ut is defined as ut(V, g, p) =

e For a measurement statement ¢ = measure q with q € {q1,qz, . . ., qn}, the definition of mea-

surement function m is divided into two cases:

(1) Z; commutes with all P;,1 < j < n. In this case, there exist a Boolean value b and a list of
indexes 1 < j; < j, < ... < jr < nwith1 < k < nsuch that Z, = (—l)I’PJ-le2 ---Pj,. The
measurement does not change the state and implies a determinate outcome [Nielsen and
Chuang 2010, §10.5.3]. The function m is defined as m(q, p) =

b fi(st,. .. 5m)® & fi (s1,.. ., sm) {1, P)-

(2) Z4 anti-commutes one or more of P;. In this case, without loss of generality, we can assume
P; anti-commutes with Z; and P, .. ., P, commute with Zq3. Then, the function m is defined

as m(q, p) =
1
(85 (0 Zg ()P (s ),
where s is a newly introduced Boolean symbol for the measurement outcome.

Example 6.4. In our running example Fig. 2, measuring Z; Z, (Lines 4-6 in Fig. 1) is implemented
by CNOT qi, q2;m1 = measure qz; CNOT qi, q. It changes the symbolic stabilizer state p, =
((=1)%®az,, (-1)a®@ 7,7, (-1)%%% Z,7;) as follows:

(1) CNOT gqy, g, transforms p; to p;
= ((-1)%%a CNOT,2Z,CNOT, (—1)cr9ez CNOT,3(Z1Z;) CNOT 2, (—1)2ZEBES CNOT,3(Z,Z3)CNOT1 )
— <(—1)SEBEIZI, (_l)eleaezzz’ (—1)e2®63212223>.

(2) Then m, = measure q; performs measurement Z, on ps. Since Z; commutes with all Pauli
strings in p3, we follow the case 1 in Definition 6.3 to get Z, = (—1)°Z,, thus m(qz, p3) =
(e1 @ e, {}, p3) leading to outcome m; = e; @ ez and the quantum state remains ps.

(3) Finally, CNOT ¢y, g2 transforms p3 back to ps.

in the generatmg set of p, and it will result in the same p. Then Z, only commute w1th PP;
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Efficient implementation. The two functions ut and m defined above require three subroutines:

e A subroutine that computes VPV for a Pauli string P and a Clifford gate V.

o A subroutine that determines whether two Pauli strings P; and P, are commutable or not.

e A subroutine that produce a Boolean value b and a list of indexes 1 < jy, ja, ..., jx < n with
1 < k < n such that (—1)qu = P} Pj, - -- P;, for a qubit g and a stabilizer (P, P, ..., pn) if Z,
commutes with all P;.

These subroutines are standard in stabilizer formalism, and there are already efficient implementa-
tions [Aaronson and Gottesman 2004; Gidney 2021] for them. We provide a detailed discussion of
the implementation in Appendix B of the extended version [Fang and Ying 2023].

6.3 Adequacy

In this subsection, we further show that our symbolic representation is adequate for our target
application in the analysis and verification of stabilizer codes. The proof for this section is located
in Appendix D of the extended version [Fang and Ying 2023].

To answer whether a decoder of a stabilizer code is correct, we need to verify that for any
quantum state p in the code space as the input state, the program S consisting of error injection
(inject errors allowed by the stabilizer code) and this decoder will output the same state p. Thus,
we need to verify whether the input quantum state and the output quantum state are the same.

Formally, let S be a quantum program that only uses Clifford gates and ¢ be a classical state. For
1 < k < n, assume that an n-qubit stabilizer code encoding k logical qubits with syndrome operators
Py, Py, ..., P,k and logical operators Ly, Ly, . . ., Lg. Let |x1, x5, . .., X )1 with x; € {0, 1} denoting
the logical computational basis state of the code as in Example 2.1, and H = H,; ® H;» ® - - - ® Hp
with Hy ; being the logical Hardamard gate, which is a Clifford gate, for the j-th logical qubit. It is
clear that states |xy, xy, . .., xx)r and H|xy, x2, . . ., Xk ), are both stabilizer states. We write 7~ for the
set of (density operators of) these states with x; € {0,1}(1 < j < k). Then we have:

LeEMMA 6.5. If for any p € T, it holds that

(S, 0,p) N “(l,0’,p"y withp > 0 implies p’ = p (3)

then (3) holds for all quantum state p in the code space.

THEOREM 6.6 (ADEQUACY OF SYMBOLIC STABILIZER STATES). Let:

(1) p1 be the symbolic stabilizer state (Py, ..., Py_k, (—1)*'Ly,..., (=1)*Ly); and

(2) p> be the symbolic stabilizer state (HPH, . ..,HP, H, (-1)*HLH, ..., (-1)**HL H) with
s;j symbols over Boolean values.

(3) @ be a classical symbolic state that does not contains s;,1 < j < k.

If for p = p1, p2,
(S,0,p,0,truey —=* (|,a’,p’, P',¢") implies ¢’ E p’ = p,
then for any quantum state p in the code space and any valuation V,
(S, V(0), p) 2, (1,0, p"y withp > 0 implies p’ = p.

This theorem tells us that we only need to check two symbolic stabilizer states to verify that a
program’s initial and final quantum states are the same.
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7 CONDITIONAL APPLICATION OF PAULI GATES WITHOUT FORKING

In classical SE, a branch of conditional triggers a path fork and update to the path constraints as
rules (S-CT) and (S-CF) in Fig. 4. However, there may be many conditional statements in QEC
programs, e.g., the conditionals in our running example (Lines 10-12 in Fig. 1) are designed for
each physical qubit; thus, when the number of physical qubits is large, the number of conditional
statements required is also large. Then, we will face the problem of path explosion. Fortunately,
with a newly designed rule (see Eq. (4) later), our symbolic stabilizer states can solve this problem.

Symbolic Pauli gates. We observe that to correct the X or Z error, QEC programs usually use a
conditional statement to determine whether to apply the X or Z gate in the recovery stage, e.g.,
the line 10 in Fig. 1:

ifm=1&m;==0{Xq;}
This application of X and Z gates inspires us to define the following symbolic Pauli gates.

Definition 7.1 (Symbolic Pauli gates). For a symbolic Boolean expression e, a Pauli gate r €
{X,Y,Z}, and a qubit g, we define the symbolic Pauli gate z¢ at qubit q as the conditional statement
if e {r q}; that is, r¢ applies 7 to qubit q if e is evaluated to be true and I if e is evaluated to be
false. For convenience, we also add a new statement

zle] g=ife{rq}
for symbolic Pauli gate 7°.

QSE rule for symbolic Pauli gates. Our symbolic stabilizer states are very friendly to symbolic
Pauli gates. For any Pauli string

P = (i)kP1®P2®...®Pn’
conjugation by a symbolic Pauli gate 7€ at qubit g transforms it into
(P ®- - ® (Tqu(TT)E) ®: - ® P, = (~1)[*Falp,

where [z # P;] = 1if 7 # Py, otherwise [7 # P;] = 0. We see that 7¢ only changes the phase of the
Pauli string. Thus, for symbolic stabilizer states, the unitary transformation by a symbolic Pauli
gate 7¢ can be rewritten as

where the g-th Pauli gate of Py is Py 4. Then, the QSE rule for 7[e] g can be redefined as

(S-SP) ([e] 4.5, p, P, @) — (1.7, ut(z°“), ¢, p), P, ) )

Conditional without forking. The rule (S-SP) provides a simpler and more effective way to
handle the statement z[e] ¢ than rules (S-CT) and (S-CF) for conditionals in Fig. 4. For example,
consider the program

X[my == 0] q1; X[my == 0] q2; X[m3 == 0] g3,

which is also
if my == 0 {X ql}; if my == 0 {X qZ}; if ms == 0 {X CI3},

for a symbolic configuration, the rule (S-SP) will eventually produce one symbolic configuration;
however, rules (S-CT) and (S-CF) will produce 8 symbolic configurations.
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Inserting symbolic Pauli errors through symbolic Pauli gates. The error injection in our
running example (see Fig. 1) can be done by the program

X[el == 1] Q1;X[€2 == 1] qz;X[€3 == 1] q3

with constraints e; + e, + e3 < 1,0 < ey, ez, e3 < 1, which characterizes all possible X errors with at
most 1 location of physical qubits. More generally, the following program

X[er ==1] qi; X[e3 == 1] q3;...; X[en == 1] ¢ (5)

with constraints e; + ey +---+e, <d, 0 <e; < 1,1 < j < n, captures all possible X errors at most
d locations of n physical qubits. By doing this, we efficiently overcome the challenge of dealing
with a large number of samples of possible Pauli errors, which grows exponentially as (;)

8 EXPERIMENTAL EVALUATION

We implemented our general QSE framework together with the special support of symbolic stabilizer
states in a prototype tool called QuantumSE.jlas a Julia [Bezanson et al. 2017] package. For an
initialized symbolic configuration (S, o, p, P, ¢), QuantumSE.jl constructs a set of the terminal
configurations (|, ¢’, p’, P/, ¢’) s.t. (S, 0, p,P,p) —* (l,0’,p’,P’,¢") by the QSE rules in Fig. 4.
Then, for an assertion that we are interested in at a terminal configuration (|, ¢’, p’, P, ¢’), e.g.,
o A ¢’ |Ep’ = p for QEC decoders, QuantumSE.jl will call the Bitwuzla SMT solver [Niemetz and
Preiner 2023] to prove it*. If the SMT solver is unable to prove it, the SMT solver will provide a
counterexample, from which QuantumSE.jl will report that the program S is buggy and generate
the test case.
To evaluate QuantumSE.jl, we consider the following research questions (RQs):

o RQ1. Is QuantumSE.jl scalable at finding bugs in QEC programs over different kinds of QEC codes?
e RQ2. Can QuantumSE.jl outperform other tools?
o ROQ3. What factors affect the performance of QuantumSE.jl?

All our experiments are carried out on a desktop with Intel(R) Core(TM) i7-9700 CPU @3.00GHz
and 16G of RAM, running Ubuntu 22.04.2 LTS.

8.1 RAQ1: Finding Bugs in QEC Programs

To address RQ1, we selected three representative QEC codes, i.e., quantum repetition codes, Kitaev’s
toric codes [Kitaev 2003, 1997], and quantum Tanner codes [Leverrier and Zémor 2022]. The
repetition codes and toric codes belong to surface codes [Dennis et al. 2002], a variant of which was
implemented in Google’s recent QEC experiment [Acharya et al. 2023] (with 72 physical qubits).
The quantum Tanner codes, which follow the recent major breakthrough [Panteleev and Kalachev
2022] of QEC codes, are pretty complicated. Fig. 5a shows one of the QEC programs evaluated in
this experiment. It has a strange bug that it will fail to correct errors when X errors occur at qubits
q1 9z -+ G| n1 ) A detailed description of the QEC codes and programs used in this experiment is
available in Appendix A of the extended version [Fang and Ying 2023].

Results. Based on the construction of these QEC codes, we evaluated QuantumSE.jl on repetition
codes with 50; physical qubits for 1 < j < 28, toric codes with 2d* physical qubits for 4 < d < 27,
and quantum Tanner codes with 343k physical qubits for 1 < k < 4. Fig. 5b shows the running
times for QuantumSE_jl to find bugs in the QEC programs for these different sizes of QEC codes.
We can see that the running time does not tend to increase dramatically with the number of qubits.
QuantumSE.jl can analyze QEC programs with over 1000 qubits in a short period of time, exceeding

4We choose Bitwuzla as it is a winner of the competition in the quantifier-free bit-vector logic category in SMT-COMP 2022
(see https://smt-comp.github.io/2022/results/qf-bitvec-single-query).

Proc. ACM Program. Lang., Vol. 8, No. PLDI, Article 189. Publication date: June 2024.


https://smt-comp.github.io/2022/results/qf-bitvec-single-query

189:18 Wang Fang and Mingsheng Ying

CNOT gy, q2; 51 = measure q»; CNOT gy, q2; // measure Z;Z;

CNOT g3, q3; 5, = measure q3; CNOT g5, g3; // measure Z,Zs [} . : B
1,000 |{ —@— Repetition codes 7
CNOT qu-1,qn; Sn-1 = measure qn; CNOT qyu-1, qn; // measure Z,_1Z, /J 750 i —m—  Toric codes b
CNOT gy, q1;5n = measure q;;CNOT gy, q1; // measure Z,Z; 8 | —m— Tanner codes =
FisFoseees rn = MWPM(sy, sp, . . ., Sn); // call MWPM \; 500 | i
X[r;==1] qi; // apply X if r; = 1 g [ i
X[r ==1] g2 // apply X if rp = 1 = 250 N H
. o L ce®et0000 |
X[ra ==1] qu; // apply X if r,, = 1 L ‘ | |
X[ry %y oo % Flami) == 1] ¢ // a strange bug! 0 500 1,000 1,500

(a) A QEC program with a strange bug for Number of physical qubits

quantum repetition codes. The quantum repeti- (b) Performance results of finding bugs in QEC pro-
tion code with n physical qubits has stabilizer grams by QuantumSE.jl. The runtime here is mainly
checks Z1Z3,Z275,...,Zn-1Zy. After measuring consumed by the SMT solver, and its irregular trend
these checks, we additionally measure the observ- is also due to performance anomalies of the solver in
able Z,,Z; for the convenience of calling MWPM. some special cases. See §8.3 for detailed analysis.

Fig. 5. An example of QEC programs evaluated in RQ1 and the performance results of RQ1.

the current physical experiments that use about 280 qubits. Thus, we believe that QSE will be useful
in future QEC experiments for debugging QEC programs.

8.2 RQ2: Comparing with Other Tools

Comparing with other SE tools. As we will discuss in related work (see §9.2), none of the existing
work on SE can handle QEC programs. Nevertheless, since SymQV [Bauer-Marquart et al. 2023]
provides an easy-to-use implementation, we compare QuantumSE.jl with it on a simple class of
circuits that only contains H and X gates (see Fig. 6a). We use SymQV and QuantumSE.jl respectively
to check whether the input states and output states of Fig. 6a are equivalent. Since SymQV uses Z3
as the SMT solver, we also use Z3 in this comparison.

Time to prove Fig. 6a is identity (sec.)
prove s —
1 || —e— QuantumSE.jl MML

: : : : : 10°

(a) A simple class of quantum circuits that 10 15 20
contains four layers of H,X,X,H gates, Number of qubits
which are canceled out into identity. (b) Performance results of SymQV and QuantumSE.jl.

Fig. 6. Comparison between SymQV and QuantumSE.jl. QuantumSE.jI’s runtime is fast, while SymQV’s is slower
even though we set up SymQV with product state and overapproximation.

Results. The runtime of SymQV and QuantumSE.jl are presented in Fig. 6b. The main reason for
the results in Fig. 6b is that QuantumSE.jl is based on stabilizers, while SymQV is based on quantum
states, which has a much larger dimension that grows exponentially with the number of qubits. But
the strange thing is that we have set up the product state approximation for SymQV, which should
not take too long as in Fig. 6b. We believe there is room for optimization in implementing SymQV.

Comparing with state-of-the-art simulators. Several other tools can handle QEC programs
(circuits), but since the dimension of the state space of qubits grows exponentially with the number
of qubits, the only existing work that can efficiently handle QEC circuits with over 1000 qubits
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are stabilizer-based simulators (see discussion in §9.1). However, finding bugs with the simulator
requires considering all possible errors. For example, in the QEC program of Fig. 5a with n =
1000, there are (n7) ~ 102 possible locations of 499 X errors, but the bug only occurs when
q1, 92, - - - » qaoe have X errors, which is in one of these possibilities. Even though the state-of-the-art
stabilizer simulator, Stim [Gidney 2021], is really fast at sampling measurement results, it is unrealistic
to sample one case out of 10%°° possibilities even with a supercomputer.

To give Stim a fair shake, we have added the ability to sample stabilizer circuits’ measurement
results to QuantumSE.jl° and compare it to Stim in terms of sampling functionality. A sample of a
stabilizer circuit refer to the (random) measurement outcomes obtained by running the circuit once.
For samples of a stabilizer circuit, Stim and QuantumSE.jl first initialize a sampler and then use it to
generate samples rapidly. To conduct a comparison, we choose the benchmark of layered random
interaction circuits used in Stim [Gidney 2021], where Stim outperformed popular simulators such
as Qiskit’s stabilizer method [Qiskit Community 2017], Cirq’s Clifford simulator [Cirq Developers
2018], Aaronson and Gottesman [2004]’s chp.c and GraphSim [Anders and Briegel 2006].

Time to initialize a sampler (sec.) Time to generate 10,000 samples (sec.)
I I I [ [ ]
6 [1 —— QuantumSE.jl . 107! |- |
4 [| —a— Stim a
B i 1073 - .y
2 [ N —e— QuantumSE.jl
I ] s —a— Stim
0L \ \ \ ] 107 [ | | I I il
0 200 400 600 800 1,000 0 200 400 600 800 1,000
n: Qubit Count and Layer Count n: Qubit Count and Layer Count

Fig. 7. Performance results of sampling layered random interaction circuits. Each circuit is made up of n
qubits with n layers. Each layer randomly applies an H, S, and I gate to each qubit, then samples 10 pairing
of the qubits to apply CNOT gate, then samples 5% of the qubits to measure in the computational basis. At
the end of the circuit, each qubit is measured in the computational basis.

Results. We present the comparisons of the time for QuantumSE.jl and Stim to initialize a sampler
(i.e., the time to analyze the input circuit and create a sampler for generating the measurement
results) and the time for QuantumSE.jl and Stim’s samplers to generate 10,000 samples in Fig. 7. We
can see that for n > 600, the sampler generated by QuantumSE.jl spends a shorter time than Stim’s
in generating samples, which means that QuantumSE.jl can exhibit a faster sampling speed than
the state-of-the-art stabilizer simulator. We also notice that QuantumSE.jl spends more time than
Stim to initialize the sampler. The main reason here is that Stim is well optimized in initializing the
sampler, while our QuantumSE.jl is not specifically designed for it.

8.3 RQ3: Analyzing Performance Factors

To analyze the factors that affect the performance of QuantumSE.jl, we count the running time of
QuantumSE.jl debugging QEC programs in three separate stages:
o Init: the initialization stage that prepares initial symbolic configurations for QSE. It takes time
mainly to initialize the symbolic quantum states as in Theorem 6.6 and to insert symbolic errors
as in Eq. (5).
e QSE: the quantum symbolic execution stage that performs symbolic execution of the quantum
program. The time spent in this stage depends on how QuantumSE.jl maintains the symbolic
configuration, especially its symbolic quantum state (symbolic stabilizer state).

5 After symbolic execution, we only need to substitute concrete values for all symbols (with corresponding probabilities) in
the symbolic expressions of measurement results to achieve sampling without having to go through the circuit again.
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o SMT: the SMT solver stage that calls an SMT solver to solve the assertions constructed by
QuantumSE.jl. The time spent in this stage depends on the performance of the solver.

—e— Init —&— QSE —u— SMT
T al
e
—~ 400 |- / — 4
Q / /
9 / /
) \
= -
§ 200 n o /2
i e
o | L ™ o - o o o o o @
400 800 1,200 400 800 1,200
Number of qubits Number of qubits

Fig. 8. The stack graph of time spent in three stages.

Results. We chose the QEC programs for Toric codes in RQ1 (§8.1) to analyze because of the
nontrivial trend of Toric codes in the time curve (Fig. 5b) and enough number of data points
available. We show the time spent by QuantumSE.jl in the three stages in a stack graph, Fig. 8,
which allows us to see that the stage SMT is dominating the running time. We can see that the
time used by the SMT solver does not increase regularly with the number of qubits. We find that
this is due to anomalies in the performance of the SMT solver in some special cases®. For example,
the adopted SMT solver Bitwuzla spent 210.3(s) in the case of 338 qubits; however, if we change the
configuration of Bitwuzla, it can solve it with only 11(s). This raises an interesting issue regarding
improving the combination of QSE and SMT solvers for further research. Additionally, we observe
that the time share of stages Init and QSE is small and the trend of their time curves is smooth.
Thus, these two parts are very scalable and do not restrict the performance of QuantumSE_jl.

9 RELATED WORK
9.1

With the rapid development of quantum hardware, researchers have recently put a lot of effort
into the simulation of quantum computation on classical computers, and with it comes a wealth of
quantum softwares [Bergholm et al. 2022; Cirq Developers 2018; Luo et al. 2020; Qiskit Community
2017; Suzuki et al. 2021; Svore et al. 2018], which help us to test and debug quantum circuits and
programs.

We first discuss the stabilizer-based simulation that is most relevant to our work. It is well-known
that stabilizer circuits can be efficiently simulated [Aaronson and Gottesman 2004; Anders and
Briegel 2006; Gidney 2021; Gottesman 1998; Krastanov 2019], where Gottesman [1998]’s tableau
algorithm and Aaronson and Gottesman [2004]’s improved tableau algorithm play a significant
role because of the tableau representation of stabilizers and destabilizers. Based on the tableau
representation and algorithms, Rall et al. [2019] proposed the Pauli propagation that speeds up the
rate of sampling Pauli noises, and it was adopted by Google’s Stim [Gidney 2021], which was used
in Google’s recent QEC experiments [Acharya et al. 2023]. However, even though Stim has excellent
performance, it still cannot handle all possible errors for QEC programs as we discussed in §8.2.

It is worth noting that, starting from the tableau representation again, Berent et al. [2022]
proposed an SAT encoding for Clifford circuits and demonstrated the applicability of equivalence
checking; Schneider et al. [2023] used a similar SAT encoding for Clifford circuit synthesis. However,

Simulation-based Analysis for Quantum Computing

%We have tried many SMT solvers, including Z3, Z3++, Yices2, and cvc5. They also have similar problems, but the instances
where the problem occurs are not the same instances that Bitwuzla encounters.
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all of these works only dealt with quantum circuits without mid-circuit measurements and control flows,
and thus cannot be directly used in debugging QEC programs considered in this paper. Additionally,
Rand et al. [2021] uses a type system to describe the stabilizer formalism elegantly. This type system
provides efficient verification of quantum circuits. However, it needs to deal with all possible errors
for QEC programs on a case-by-case analysis like a simulator.

There are also other techniques for simulation of quantum computation, e.g., tensor networks-
based simulation [Markov and Shi 2008; Ortis 2019; Pan and Zhang 2022], (binary) decision diagrams-
based simulation [Hong et al. 2022; Niemann et al. 2016; Sistla et al. 2024; Vinkhuijzen et al. 2023].
These simulation techniques are widely used in developing or testing quantum circuits and quantum
programs [Burgholzer et al. 2023]. But most works are limited to manipulating concrete data and do
not introduce symbolic expressions like ours.

9.2 Symbolic Techniques for Quantum Computing

Due to the difficulty of simulation and analysis of quantum computation on classical computers,
symbolic techniques have already been employed to improve their efficiency and scalability. The
current works can be roughly classified into the following two categories:

Symbolic simulation of quantum computation. Several work [Sistla et al. 2023, 2024; Tsai et al.
2021] used symbolic expressions or symbolic Boolean functions during the process of simulation of
quantum computation to speed up the simulation time; for example, Tsai et al. [2021] built a series
of Boolean formulas between binary decision diagrams for state evolution to replace matrix-vector
multiplication. Furthermore, Chen et al. [2023] used the tree automata [Comon et al. 2008] to
represent (set of) quantum states and introduced symbolic update formulae of tree automata for
quantum gates. Huang et al. [2021] converts the variational quantum circuit into logical formulas,
in which the parameters of the variational quantum circuit are temporarily symbolized. Then
with concrete values assigned, logical formulas provide an efficient sampling of quantum circuits.
Although they make use of symbolic expressions, these works focused on simulation, and the idea of
symbolic execution was not introduced there.

Symbolic execution of quantum circuits. Carette et al. [2023] used the algebraic normal form of
Boolean functions to perform the symbolic execution of Hardamard-Toffoli quantum circuits, which
cannot express QEC. Another work close to ours is symQV [Bauer-Marquart et al. 2023], in which n-
qubit quantum states are represented with 2" symbolic complex numbers |¢) = (a1, &z, . .., @an) or
product state |f/) = ®i, |/;), where |/;) is encoded by 4 symbols. Their experiments demonstrated
their applicability to 24 qubits. Although the target of symQV is the symbolic execution of quantum
programs, it is actually designed for quantum circuits without control flows, and thus symQV cannot
be directly used in the verification of QEC programs considered in this paper. In addition, Giallar [Tao
et al. 2022] introduced symbolic representation and execution for quantum circuits with 20 rewrite
rules to check the equivalence of quantum circuits, which also lack support for control flows;
Quartz [Xu et al. 2022] dealt with symbolic quantum circuits too, computing symbolic matrix
representations of circuits to discover equivalent circuit transformations by SMT solvers. However,
similar to Giallar, Quartz does not support control flows.

9.3 Verification and Analysis of Quantum Programs

There is a rich literature on the verification and analysis of quantum programs. We briefly discuss
three categories of research relevant to our work.

Formal verification with program logic. Based on quantum predicates of observables [D’hondt
and Panangaden 2006], Ying [2012] proposed the first sound and relatively complete quantum
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Hoare logic (QHL) for quantum while-programs. To simplify the verification, Zhou et al. [2019]
used projectors as predicates and proposed a variant of QHL. Since projectors may involve expo-
nential complexity for QEC programs, several works suggested to use stabilizers as predicates and
proposed corresponding variants of QHL [Sundaram et al. 2022; Wu et al. 2021b]. Their approaches
share a similar idea with Rand et al. [2021]’s type system and still need to deal with all possible
errors for QEC programs on a case-by-case verification. Beside quantum predicates of observables,
Qbricks [Chareton et al. 2021] used parameterized path sum representations for quantum circuits
and reasoned about the representation using quantifier-free predicate logic. It has good proof
automation and deduction rules for reasoning on circuits, but currently lacks support for classical
control flows.

Formal verification without program logic. The most representative work that does not use
program logic is perhaps QWIRE [Paykin et al. 2017; Rand et al. 2018] and SQIR [Hietala et al.
2021a,b], both of which directly formalize the denotational semantics of quantum programs in terms
of density matrices. In this way, it seems that they may also encounter exponential complexity,
when applied for verification and analysis of QEC programs.

Assertion checking and debugging. In addition to formal verification, an interesting line of
research is assertion checking for analyzing and debugging quantum programs. Some papers use
dynamic assertions [Li et al. 2020; Liu et al. 2020] to detect bugs at run-time, which seems not
suitable for QEC programs’ correctness before deployment. Others use statistical assertions [Huang
and Martonosi 2019], which may require repeated simulations and are thus inefficient for the case
of a large number of qubits. To verify assertions more efficiently, Yu and Palsberg [2021] introduced
a novel idea of abstract interpretation that abstracts concrete quantum states into the intersection
of small projections, which are closely related to the definition of stabilizer. For instance, in their
example, the abstract domain for GHZ is a stabilizer. However, their approach also requires a
case-by-case check for all possible errors in QEC programs.

10 CONCLUSION AND FUTURE DIRECTIONS

In this paper, we presented a symbolic execution framework for quantum programs. Within this
framework, we introduced symbolic stabilizer states, which facilitate the efficient analysis of QEC
programs. We also developed a prototype tool based on this framework and demonstrated its
effectiveness and efficiency. Issues for future research include:

(1) Incorporating our QSE with the recent technique of probabilistic symbolic execution [Gehr et al.
2016; Susag et al. 2022]: This will enable us to handle the analysis of random errors in QEC.
Specifically, it can be used to analyze the performance of QEC programs against random errors
when we have verified their correctness against adversarial errors.

(2) Improving the combination of QSE and SMT solvers: A key point here is to optimize the SMT
solver for the specific assertions posed by QSE.

(3) Exploring more applications of QSE and symbolic stabilizer states: A possible application is the
sampling task we have done in §8.2, promising to perform better with the existing engineering
efforts. Another is to use symbolic stabilizer states for assertions, which may make existing
work possible to handle all adversarial errors and all logical states in QEC without enumeration.
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