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Abstract—Isolated networked microgrids (INMGs) provide a
sustainable solution for future energy demands by leveraging
modern communication technologies to facilitate efficient coordi-
nation among isolated microgrids (IMGs). However, reliance on
communication networks brings cyber vulnerabilities, potentially
undermining the overall performance and reliability of INMGs.
Existing cyber-resilience solutions for IMGs are often inflexible,
computationally expensive, and lack the adaptability needed for
cyber-attack detection and mitigation. These challenges make
them unsuitable for INMGs, where the interconnected IMG
system complicates the detection of attacks. This paper introduces
a scalable, data-driven intelligent framework designed for the
concurrent detection and mitigation of attacks targeting the
upper control layers of the INMG. The framework employs
sparse Bayesian learning via the sequential Monte Carlo method
to estimate the posterior distribution weights of the dynamic
neural network model. This approach enhances sparsity by
prioritizing key weights and filtering out insignificant ones,
resulting in faster error estimation. This error identifies attacks,
compromised IMGs, and communication channels, triggering
timely attack mitigation for frequency restoration and cost-
efficient operation of the INMG. Compared to existing strate-
gies, the proposed approach offers significant improvements in
computational efficiency and effectively manages the complexity
of simultaneous attacks on multiple communication channels,
distinguishing between malicious interference and normal sys-
tem fluctuations, and enabling faster real-time mitigation. The
proposed framework is validated using an INMG frequency-
control model simulated in MATLAB and OPAL-RT under
various attack scenarios. Results demonstrate its effectiveness in
managing cyber-attacks and enhancing the adaptive frequency
resilience of the INMG.

Index Terms—Attack detection and mitigation, data-driven
framework, frequency restoration, and networked microgrid.

NOMENCLATURE

M(t) Estimated output vector at time t
M∗(t) Measured output at time t
X (t) Input vector at time t
Θ Weight parameter matrix of the DNN
Ω Coefficient matrix for auxiliary transformations
Φ Bias term for each neural network layer
f (l) Activation function of the l-th layer
gm(·) Auxiliary nonlinear transformation function
dM Memory order for output variables
dX Memory order for input variables
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P (Θ) Prior probability of weight parameters
P (X|Θ) Likelihood of input data given weights
P (Θ|X ) Posterior probability of weights given data
λ Sparsity parameter in the prior distribution
p Total number of features
Θ

(i)
t i-th particle of weights at time t

W(i)
t Weight of i-th particle at time t

Pp(·) Proposal prior distribution in SMC
δ(·) Dirac delta function
ΘMAP Maximum a posteriori estimate of weights
Ei Estimation error for i-th IMG
Zc,i(t) Attack-compensating signal for i-th IMG
Kp, Ki Proportional and integral gains of PI controller
Rd Droop coefficient
Tg Governor time constant
TDg Diesel generator turbine time constant (s)
Hm System inertia constant
Dl Load damping coefficient
Kr RES to fuel cell division gain
Ksc Secondary controller gain
Pter Output power of TCL
Ptd Total system demand
Pnom Nominal power generation
PDg Diesel generator power output
∆F Frequency deviation
∆Ttie Tie-line power exchange
∆Wg Speed deviation of the Governor
ϕ Malicious attack signal
Ec Area control error
P∗
ter Manipulated target power under attack

E∗
c Manipulated ACE under attack

Ne Effective sample size in SMC resampling
N Total number of particles in the SMC method

I. INTRODUCTION

Isolated networked microgrid (INMG) leads a transforma-
tive techno-economic energy solution for the next-generation
energy industry by maximizing the utilization of renewable
energy sources (RESs). By incorporating RESs, the INMG
contributes to sustainability by reducing its dependence on
fossil fuels, lowering carbon emissions, and promoting energy
resilience in remote areas [1]. However, their integration
presents significant challenges, including intermittent resource
availability, stability constraints, power quality issues, and the
need for enhanced energy storage (ES) management. Further-
more, seamless interoperability among various RESs requires
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advanced communication networks to achieve their growing
penetration while meeting rising load demands. The balance
between power demand and generation directly influences the
operating frequency of INMG. When generation falls short
of demand, frequency declines, which can result in power
outages. Conversely, excess generation results in frequency
increases, posing a risk of equipment damage [2].

To ensure the effective and safe operation of the INMG,
it is crucial to regulate the frequency and maintain a bal-
ance between generation and demand output. Implementing
a distributed hierarchical load frequency control (DHLFC)
mechanism can achieve this objective by employing its upper
and lower levels of control loops [3], [4]. The upper layer
primarily implements secondary and tertiary control loops to
minimize frequency deviation and set the optimal target power
(OTP) for the lower control level of the local isolated mi-
crogrids (IMGs). The lower control layer generates command
signals for the generator and ES systems of the local IMGs
by utilizing data from the upper layer. The safe operation of
these loops is essential for maintaining power balance and
regulating system frequency in response to varying generation
demands. However, they introduce stability challenges for
INMGs, potentially causing delays due to transmission issues
or cyberattacks that disrupt communication [5], [6]. These
changes jeopardize the system’s integrity, risking unsecured
communications that undermine resilience and reliability. Such
issues can degrade performance, resulting in operational de-
lays, equipment damage, power outages, and compromised
system integrity. Thus, dynamic cyber-resilient solutions are
needed to maintain adaptive frequency restoration and secure
INMG operations against cyber threats.

Researchers have focused on ensuring the safe operation
of INMG through distributed control mechanisms for IMGs.
A two-stage robust DHLFC mechanism based on day-ahead
optimization was proposed in [7] for the resilient operation of
IMGs. The primary objective of this mechanism is to achieve
low operating costs by formulating a mixed-integer linear
programming problem at the tertiary control layer (TCL).
However, this study lacks an assessment of its resilience to
cyber attacks. A modified two-stage DHLFC method based on
frequency security for multi-microgrid clusters was formulated
in [8]. This strategy outlines a joint energy and reserve
scheduling issue aimed at the cost-effective operation of IMGs.
However, it also fails to consider potential vulnerabilities,
leaving the system susceptible to cyber attacks that could
jeopardize its stability and security.

A cascaded proportional-integral-derivative (PID) controller
optimized via the imperialist competitive algorithm was pro-
posed in [9] to enhance frequency stability in multi-microgrids.
While this controller improves the frequency response, it
avoids measuring the cyber-resilience and cost-effective per-
formance. The authors in [10] developed a hierarchical control
system focusing on active power sharing and priority-based
load management to enhance the dynamic performance of the
INMG under steady-state load conditions. In [11], a modified
version of the control mechanism discussed in [10] was
introduced to validate the same level of performance of INMG
while manipulating loads. While these approaches enhance the

dynamic response of frequency stability over varying load
conditions, they are limited in their applicability regarding
cyber resilience. An intelligent hierarchical strategy leveraging
a deep learning framework was introduced in [12] to optimize
the frequency management of INMG. This method utilizes
a traditional recurrent neural network (RNN) to determine
optimal frequency regulation conditions in INMGs, but its
performance is affected by attack-induced fluctuations, lim-
iting real-time applicability. After thorough analysis, it’s clear
that while most of the research on INMG has focused on
achieving optimal frequency regulation and cost efficiency,
the interconnection of these systems highlights the need for
cybersecurity measures. An attack, such as altering sensor data
or manipulating control signals, could compromise the entire
system, potentially leading to power outages or infrastructure
damage. This highlights the need for an attack detection and
mitigation (ADM) framework that works in tandem with the
existing control systems to maintain cyber-safe operations.
Without proper safeguards, even well-designed INMGs remain
vulnerable, highlighting cybersecurity as a critical aspect of
modern INMG design.

Numerous studies focus on developing cyber-resilient mech-
anisms to secure frequency regulation of IMG, aiming to
mitigate the impact of cyber attacks on the secondary control
layer (SCL). A control strategy utilizing bilinear matrix in-
equalities (BMI) to restore the frequency of IMGs under false
data injection (FDI) attacks is examined in [13]. Similarly,
an observer-based two-layer control approach was introduced
in [14] for the adaptive frequency restoration of IMGs in
response to FDI attacks. This method features an observer in
the first layer to detect attack signals while the second layer
works to reduce their impact. Furthermore, Ref. [15] explored
a predictive control framework designed for cyber-resilient
frequency regulation of IMGs, which integrates distributed
integral action with a predictive component to improve resis-
tance to attacks and enhance dynamic performance. However,
these approaches are rigid and rely on complex mathematical
derivations, limiting their suitability for INMG.

In [16], a control method utilizing Hankel-norm approxima-
tion was designed to maintain stability and ensure the cyber-
resilient performance of IMG. While this approach effectively
restores frequency against attacks on local communication
links, it fails to uphold safe regulation principles when the
global communication network is compromised. Further, Ref.
[17] explored a sliding mode-based observer capable of han-
dling attacks on both local and global communication channels
of the IMG. However, it depends on accurate system models,
faces real-time implementation challenges, and is vulnerable to
noise. Data-driven cybersecurity solutions offer a viable alter-
native by eliminating the need for precise system modeling and
associated assumptions [18], [19]. Several approaches, such as
Support Vector Machine (SVM) with reinforcement learning
[20] and RNN-based attack detection [21], enhance cyber
resilience in IMGs. While these methods surpass traditional
models in many aspects, they often struggle with adaptability
to dynamic conditions and require high computational re-
sources due to slow convergence and structural constraints.
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Fig. 1: Load frequency control model of isolated networked microgrid.

A. Motivations and contributions

Given the challenges of existing methods, there is a pressing
need for an adaptive and computationally efficient ADM
framework to ensure the effective and techno-economic oper-
ation of INMG, addressing current challenges while bridging
the limitations of existing approaches. Now, existing literature
primarily focuses on methods designed solely for ADM in
SCL-driven IMGs. While several studies develop hierarchical
control methods for the efficient and cost-effective operation
of INMG, they often overlook the impact of cyber-attacks on
the TCL and the performance of these methods under such
conditions. Since the TCL requires information sharing among
all IMGs within the INMG, an attacker can target this layer
by tampering with the OTP for local IMGs. This temperament
increases the operating fuel cost of INMG or forces the
utilization of the ES system to maintain the power balance
between generation and demand, which degrades the cost-
effective performance of INMG. When an attacker exploits
both control layers to inject attacks into the INMG, it can
pose several additional challenges for existing methods in
accurately detecting and mitigating threats, including:

• Manipulation of multiple layers, along with load changes,
can obscure attack signatures, making detection more
difficult.

• Load changes or attack scenarios at both layers increase
challenges in differentiating their dynamic responses,
hindering the identification of altered communication
channels and triggering the mitigation mechanism.

• Existing data-driven techniques may address these chal-
lenges by training on multi-layer attack scenarios, which
increases the number of features and results in slow
convergence during training.

These challenges motivate us to modify the design strategy of
existing approaches and develop a data-driven ADM approach
for the cyber-safe and cost-effective operation of INMG.
The proposed approach aims to simultaneously identify and
mitigate attacks on the SCL and TCL of INMG while mini-
mizing redundant features to increase its convergence during

training. Unlike existing methods that mainly focus on a single
control layer, the proposed approach employs a model-free
DNN framework to detect and mitigate cyber-attacks on both
the SCL and TCL simultaneously. It also accelerates conver-
gence using sparse Bayesian learning optimized with SMC
techniques, which removes redundant features and lessens
computational resources. Moreover, a mitigation layer based
on a PI controller is developed to ensure cyber-safe and
cost-efficient frequency stabilization, especially in complex
scenarios with multiple attack layers and dynamic load varia-
tions that are not fully addressed by existing solutions. These
innovations highlight the newness of the proposed approach
compared to existing solutions, and their deployment signifies
a considerable advancement in cyber-resilient operations for
INMG.

II. SYSTEM MODELLING WITH CYBER ATTACKS

An IMG incorporates RESs, such as photovoltaic (PV) and
wave energy, which primarily serve as primary power sources
for generation. In comparison, INMG refers to the integration
of two or more IMGs. To enhance stability during significant
disturbances, it also integrates an ES system that reduces the
likelihood of frequency instability and power outages. How-
ever, traditional frequency stability assessments often overlook
inter-machine oscillations and transmission system dynamics
[22]. To streamline analysis, a simplified representation using
an electrical machine, turbine, and governor is commonly
adopted. As illustrated in Fig. 1, this reduced-order dynamic
model effectively characterizes the interaction between active
power and frequency while accounting for potential cyber-
attack vulnerabilities. Studies in [23], [24] have validated
this approach as a reliable framework for examining cyber-
resilient frequency control support in IMGs. Fig. 1 depicts the
studied system, which comprises two primary networks: an
energy network and multiple communication networks utilized
to send/receive information to/from both control layers. In
the SCL, the communication network collects system mea-
surements, including frequency deviations and power flows
through the tie line, to generate the command signal Ec,
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sending it to the ES systems for restoring frequency deviation
to its nominal value. Meanwhile, the TCL utilizes demand
and generation data from all IMGs to compute the allocated
OTP for each local IMG. This layer ensures efficient power
distribution while maintaining overall system stability and
cost-effective operation by adjusting the control signal of
the governor. The adjustment in the speed governor’s control
signal ∆Wg for ith IMG is expressed as follows:

∆Wg,i =
1

1 + sTg,i
(

1

Rd,i
·∆Fi − Ec,i − Pter,i), (1)

where Rd, Tg , and ∆Fi indicate the droop coefficient for
the primary control layer, the governor’s time constant, and
frequency deviation, respectively. In (1), Pter is the output of
the TCL that can be calculated for ith IMG as:

Pter,i =
Ptd

Pnom
tg

× Pnom
g,i , (2)

where Pnom
g,i denotes the nominal power generation for the

ith IMG, while Ptd and Pnom
tg indicate the total demand

and nominal power generation of INMG. This ensures that
the power distribution among IMGs is proportional to their
respective nominal power generation, optimizing system-wide
resource allocation while maintaining stability. Now, from Fig.
1, the output of SCL Ec for ith IMG can be calculated as:

Ec,i(t) = Ksc,i(

K∑
j=1,i̸=j

∆Ttie,ij +∆Fi) . (3)

Here, Ksc and K denote the gain of the secondary controller
and the total number of tie-lines, while ∆Ttie,ij denotes the
variation in tie-line power. Now, the turbine system is activated
by the adjusted speed governor signal from (1), initiating
power generation. Thus, the power PDg produced by the ith

IMG synchronous generator fluctuates as follows:

∆PDg,i =
1

1 + sTDg,i
·∆Wg,i, (4)

where TDg is the turbine time-constant of a diesel generator.
This reinstates the IMG frequency, allowing the system to keep
the frequency deviation ∆F zero over the disturbances, which
can be measured for ith IMG as:

∆Fi =
1

Hm,is+Dl,i
[Kr∆PRes,i +∆PBat,i+

∆PFw,i +∆PFc,i +∆Ttie,ij +∆PDg,i −∆Pl,i], (5)

where ∆PRes,i, ∆PFw,i, ∆PFc,i, ∆PBat,i, ∆TTie,ij ∆PDg,i,
and ∆Pl,i represent the per-unit power variations correspond-
ing to the RESs, flywheel, FC, battery, tie-line power, diesel
generator, and load for the ith IMG, respectively. The detailed
parameter description of (5) can be found in [21]. How-
ever, both control layers are particularly vulnerable to cyber
threats due to their dependence on communication and sensor
networks. Notably, other components of the system shown
in Fig. 1 do not require direct interaction with the control
centers, significantly reducing their risk of cyber compromise.
In an INMG, attackers exploit communication signals by
injecting various types of cyber-attacks, with FDI attacks being
among the most prevalent. This attack poses severe risks to

TABLE I: System parameters for real-time simulation.

Parameter Description Area 1 Area 2
TDg Diesel generator time constant (s) 1 1
Tg Governor time constant (s) 2 2
Λ Synchronizing coefficient 0.25
Tp PV time constant (s) 0.5 0.5

TBat Battery time constant (s) 0.1 0.1
Te Electrolyzer time constant (s) 0.5 0.3
Tw Wave energy time constant (s) 0.5 0.5
KFc FC gain 0.002 0.001
TFc FC time constant (s) 0.5 0.3
Ke Electrolyzer gain 0.002 0.001
TFw Flywheel time constant (s) 0.1 0.1
Rd Droop constant (Hz/p.u.MW) 0.6 0.75
Kr RESs to FC division gain 0.6 0.5
Hm System inertia (s) 0.2 0.3
Dl Load damping coefficient (p.u.MW/Hz) 0.012 0.03

system performance, leading to erroneous control decisions,
instability, power losses, communication failures, and overall
integrity degradation. By targeting communication networks,
attackers can alter the area control error (ACE) Ec and the
target power adjustment Ptar, ultimately compromising the
cost-effectiveness of frequency control in the INMG. Now,
consider attackers can manipulate the frequency signal or tie-
line power to modify the Ec signal as:

E∗
c = Ksc,i

(
(∆Fi(t)+ϕi(t)) +

K∑
j=1,j ̸=i

∆Ttie,ij(t)
)
, (6)

E∗
c = Ksc,i

(
∆Fi(t)+

K∑
j=1,j ̸=i

(
∆Ttie,ij(t) +ϕij(t))

)
, (7)

Similarly, for the TCL, the target power for the ith IMG under
the attack condition can be manipulated as:

P∗
ter,i =

Ptd

Pnom
tg + ϕi(t)

× (Pnom
g,i + ϕi(t)), (8)

where ϕ, E∗
c , and P∗

ter represent the malicious signal injected
into the communication pathway, manipulated ACE signal, and
allocated OTP, respectively. If the system remains free from
attacks, it adheres to the following communication principle:

∆Ttie,ij = ∆T S
tie,ij = ∆T R

Tie,ij ,

∆Fi = ∆FS
i = ∆FR

i , (9)

Pnom
g,i = Pnom,S

g,i = Pnom,R
g,i ,

where the superscript S and R denote the sending and re-
ceiving end signals, respectively, as transmitted by the system
and received by the control center for the corresponding
parameters.

Remark 1: Since this study primarily focuses on detecting
and mitigating cyber-attacks across both control layers of the
INMG while distinguishing between load changes and attack
scenarios, it assumes that the power generated by the TCL
represents the OTP allocated for the local IMG.

III. PROPOSED METHODOLOGY

This paper develops a scalable data-driven cyber ADM
framework to enhance the cyber-resilience frequency support
of INMG. The proposed framework utilizes sparse learn-
ing through SMC to approximate the posterior distribution
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weights of the DNN model. This strategy enhances spar-
sity by emphasizing relevant weights while filtering out the
less significant ones. The work in [25] develops a cyber-
resilient framework based on the DNN without integrating
sparse learning. While this method effectively addresses cyber
issues on DC microgrids, it requires substantial computational
resources, which may limit its real-time application. However,
implementing SMC-based posterior approximation within the
Bayesian framework of the proposed model improves its
computational efficiency by introducing sparsity. This enables
quicker updates and recalibrations of the model weights as
new data arrives, making the proposed framework a powerful
tool for real-time threat detection. The detailed formulation of
the proposed model is outlined in the parts below.

A. Modeling of the dynamic neural network

A DNN adapts its structure and parameters based on input
data and feedback. Unlike static neural networks with fixed
architectures, DNNs evolve, making them ideal for real-time
learning and adaptive forecasting. Numerous intelligent control
applications of IMGs depend on data-driven neural networks,
emphasizing the necessity of choosing the right type of DNN
modeling, which is mainly influenced by the relationship
between the inputs and outputs of the system. Feed-forward
DNN functions well for systems exhibiting stable, static input-
output relationships [26]. Conversely, RNNs, which have
memory capabilities, thrive in situations where outputs are
influenced by the historical values of inputs and outputs, such
as in the frequency control of IMGs [27]. The developed
DNN framework represents a unique variety of RNNs that
offer substantial advantages in terms of accuracy and learning
capability. While other RNN variations may reach similar
performance levels, they often have slower convergence rates,
which can limit their use in real-time scenarios.

Consider a conventional DNN used for time-series predic-
tion at time t, which depends on prior outputs and inputs by
mapping their relationship as follows:

M(t) = f(M(t− 1),M(t− 2) . . . ,M(t− dM),

X (t− 1),X (t− 2), . . . ,X (t− dX ); Θ), (10)

where X (t) = [∆Fi

∑K
j=1,i̸=j ∆Ttie,ij ] indicates the input

while M(t) = [E∗
c P∗

ter] indicates the output at time t
estimated by using the previous output M(t − 1) and input
X (t−1), scaled by the weight parameter Θ connecting to the
corresponding neurons. In addition, dM and dX are positive
integers indicating the memory order of the network’s outputs
and inputs. In this work, the developed DNN consists of
an input layer, a hidden layer, and an output layer with a
specified number of neurons through which data flows via the
subsequent transformation:

M(l) = f (l)(

n(l−1)∑
m=1

Θ(l)
m M(l−1)

m +

q(l)∑
m=1

Ω(l)
m gm(M(l−1)

m )) + Φ(l),

where M(l) carries the output of lth layer after transfor-
mations and the utilization of non-linear activation function
f (l). Additionally,

∑n(l−1)

m=1 Θ
(l)
m M(l−1)

m indicates the weighted
sum of the output from n(l−1) neurons in the (l − 1)th

layer, whereas
∑q(l)

m=1 Ω
(l)
m gm(M(l−1)

m ) determines the output
resulting from q(l) auxiliary nonlinear transformations gm(.),
scaled by coefficients Ω

(l)
m . This weighted sum, along with

the bias term Φ(l), enhances the transformation complexity by
adding more non-linearity. This increase in complexity allows
the model to learn more intricate relationships within the data,
thus improving its ability to make precise estimations. This
work considers the following activation function:

f (l) =
eM

(l) − e−M(l)

eM(l) + e−M(l)
.

Now, the initial stage in estimating the output of the
proposed DNN involves training a network with one hidden
layer h. This trained network then utilizes the following
mathematical mapping to estimate target variables:

M(t) = fou(Θou(Θ(h)X (h)(t− 1) + Φ(h)) + Φou), (11)

where Θou, Φou, Θ(h), and Φ(h) denote the weighted matrix
and biasing factors for the output and hidden layer, respec-
tively. Given that the model consists of only one hidden layer,
the transformation gm is directly applied to the output of
this layer, thereby increasing the complexity of the output by
adding more non-linearity. Additionally, X (h)

t−1 represents the
mapping of the input and target variables as follows:

X (h)(t− 1) =

[
M(t− 1) · · · M(t− dM),

X (t− 1) · · · X (t− dX )

]T
.

As indicated in (11), the output of the DNN relies on time-
sensitive information; therefore, a Bayesian learning approach
is used to model the proposed DNN. This approach is essential
for time-series prediction, providing a robust probabilistic
framework for time-dependent data. It integrates prior knowl-
edge to incorporate historical data and domain expertise,
especially when data is limited. A key benefit is its ability
to quantify uncertainty with complete posterior distributions,
improving decision-making. Regularization through priors and
likelihoods helps resist overfitting, making it suitable for
sparse datasets. It adeptly manages non-stationary time series
data by updating distributions with new data, which is critical
for dynamic systems. Now, as per the Bayesian rule, we
can define the notation of posterior distribution for the given
weight parameters Θ and input data X as follows:

P (Θ|X ) =
P (X|Θ)P (Θ)

P (X )
, (12)

where P (Θ), P (X|Θ), and P (Θ|X ) are the prior probability,
likelihood, and the posterior probability, respectively. The
denominator of (12) represents the marginal likelihood proba-
bility, computed as the normalizing constant of maximizing the
posterior distribution. This work utilizes the SMC approach
for the maximization of the posterior distribution P (Θ|X )
while incorporating a sparsity-promoting prior for the feature
minimization by iteratively focusing on the most informative
features. Now, consider the sparsity-promoting prior as:

P (Θ) ∝ exp(−λ

p∑
j=1

|Θj |), (13)
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In (13), λ > 0 maintains the level of sparsity while p measures
the total number of features. The objective of this prior is
to encourage the many elements of Θ to shrink towards
zero, effectively reducing the influence of less important
features. Also, the sparsity-based prior assists in normalizing
the weights to approximate the maximum posterior P (Θ|X ).

Now, consider that SMC approximates P (Θ|X ) by utilizing

a set of N weighted particles
{
Θ

(i)
t ,W(i)

t

}N

i=1
, where Θ

(i)
t

denotes the i-th particle at time t, and W(i)
t is its corresponding

weight. Thus, initializing the N set of particles for (13) as:

Θ
(i)
0 ∼ P (Θ) ∝ exp(−λ

p∑
j=1

|Θj |), (14)

with uniform weights as W(i)
0 = 1

N . In (14), the particle
Θ

(i)
0 is sampled from the P (Θ), which is proportional to

exp
(
−λ
∑p

j=1 |Θj |
)

. Once initialization is complete, the sub-
sequent step entails weight propagation, where new particles
of Θ

(i)
t are generated from the previous location of particles

Θ
(i)
t−1 and compare it with proposal prior distribution, Pp(Θt |

Θt−1,Xt), which governs the evolution of the particles. Thus,
each new particle Θ

(i)
t at time t can be sampled from the

proposal distribution as:

Θ
(i)
t ∼ Pp(Θt | Θ(i)

t−1,Xt), (15)

The next step involves updating the weights to refine the set
of particles, ensuring that they more accurately reflect the
accurate posterior distribution. By integrating the likelihood
and prior, this weight adjustment prioritizes the more relevant
particles in later steps, resulting in a closer approximation of
the posterior. Thus, updating the weights of each particle using
the posterior distribution as:

W(i)
t ∝ W(i)

t−1 ·
P (Xt | Θ(i)

t )P (Θ
(i)
t )

Pp(Θ
(i)
t | Θ(i)

t−1,Xt)
, (16)

When the weights are updated in this phase, the normalization
factor is considered for the subsequent normalization step.
Therefore, the proposal distribution does not influence the rel-
ative weights among particles; it merely directs the generation
of particles. Now, using (13), we can modify (16) as:

W(i)
t ∝ W(i)

t−1 · P (Xt | Θ(i)
t ) · exp

−λ

p∑
j=1

|Θj |

 , (17)

with normalized weights as Ŵ(i)
t =

W(i)
t∑N

j=1 W(j)
t

. As parti-

cles evolve, some may have minimal weights, indicating a
slight contribution to the posterior approximation. Eventu-
ally, particle degeneracy occurs when most particles have
insignificant weights, leading to a few particles dominating the
approximation. This results in an ineffective representation of
the posterior distribution. To prevent particle degeneracy, an
effective sample size of Ne needs to be measured, indicating
that duplicates of high-weighted particles replace particles

having lower weights than Ne that can be calculated as:

Ne =

( N∑
i=1

(
Ŵ(i)

t

)2)−1

, (18)

The resampled particle from (18) is utilized to approximate
the posterior distribution as:

P (Θ | X ) ≈
N∑
i=1

Ŵ(i)
t δ(Θ−Θ

(i)
t ), (19)

where δ(Θ − Θ
(i)
t ) is the Dirac delta function that is zero

everywhere except at the point where its argument is zero,
indicating the posterior distribution is concentrated at the
particles’ locations. Thus, the maximum a posteriori (MAP)
estimate, ΘMAP, which corresponds to the value of Θ that
maximizes the posterior distribution, can be approximated as:

ΘMAP = argmax
Θ

(i)
t

Ŵ(i)
t .

From (13), features that contribute minimally to the like-
lihood P (Xt|Θ(i)

t ) lead to smaller values of Θj . This occurs
because the term λ compels the model to reduce Θj values.
When the likelihood shows relative insensitivity to changes in
Θj , the gradient of the likelihood concerning Θj approaches
zero. Consequently, the value of Θj will experience less

Algorithm 1 Pseudocode for implementing the proposed
framework

Inputs: Data X (t)
Output: Estimate attacked signal Mi(t)
Initialize: Select values for weights, biases, prior distribu-
tions, and sparsity parameter
Model Specification: Define f (l), P (Θ|X ) and P (Θ)
Training Process: Initialize hidden layers and neurons
repeat

for each time step t do
for each layer l do

Update the output of each layer using (11)
end for
Estimate the target output Mi(t) using (12).
Weight Optimization: Initialize a set of N particles{

Θ
(i)
0 ,W(i)

0

}N

i=1

for each particle Θ
(i)
t do

Propagate each particle based on (16)
Update the weight W(i)

t using (17)
end for
Calculate Ŵ(i)

t =
W(i)

t∑N
j=1 W(j)

t

and Ne

if Ne < N then
Resample particles based on Ŵ(i)

t

end if
Approximate the P (Θ|X ) using (20)
Compute the MAP estimate ΘMAP

end for
until convergence
End
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Fig. 2: Proposed ADM for the IMG 1 of the INMG.

significant updates, and due to the sparsity prior, it will
naturally decrease towards zero [28], [29]. Thus, we get:

Θj → 0, if
∂P (Xt|Θ)

∂Θj
≈ 0.

Thus, the proposed DNN effectively ignores irrelevant fea-
tures by reducing their corresponding parameters Θj to zero
or nearly zero, thereby removing them from the model. A
pseudocode for the implementation of the proposed framework
is illustrated in Algorithm 1.
B. Attack detection and mitigation layer

As illustrated in Fig. 1, malicious entities can initiate
unwanted signals aimed at compromising the communication
infrastructures for the SCL and TCL. To counter these threats,
a dynamic approach is essential for swiftly detecting and
mitigating the attack signals, minimizing their adverse effects,
and supporting frequency stability restoration in the system.
This study introduces a cybersecurity framework composed of
detection and mitigation layers. The detection layer contin-
uously monitors the discrepancy between the measured and
estimated output of upper control layer to identify potential
cyber attacks. These estimations are done based on the local
frequency deviation and the tie-line power exchange with
the neighboring IMG. Under attack scenarios, the output of
the proposed framework is routed through an error block to
produce the error signal for the ith IMG, which detects the
appearance of the attack signal as follows:

Ei = Mi −M∗
i , (20)

where M∗ defines the measured output. When the system
encounters any attack signal within the communication signals,
the estimation error fails to reach zero, instead exhibiting a
persistent error. Therefore, the system’s behavior under attack
conditions is as follows:

lim
t→∞

Ei(t) ̸= 0 . (21)

The PI controller in the mitigation layer utilizes the esti-
mated error signal to generate an attack-compensating signal
Zc,i(t) = [Zsec,i(t) Zter,i(t)], which is then combined with
the corrupted communication signals before being sent to the

TABLE II: Training results of the proposed framework.

IMG Training time (s) Epochs MAE RMSE
1 4.0835 2 0.0072 1.72×10−5

2 3.8704 2 0.0081 2.042×10−5

SCL (Zsec,i(t)) and TCL (Zter,i(t)) layer. This enables a
coordinated response to mitigate the effects of the attacks.
Thus, the local communication signal for the SCL satisfies:

lim
t→∞

(∆F∗R
i (t)−∆FS

i (t)) = lim
t→∞

(∆FS
i (t) + ϕi(t)

+Zsec,i(t)−∆FS
i (t)) = lim

t→∞
(Zsec,i(t) + ϕi(t)) = 0, (22)

Likewise, the proposed methodology can ensure the effective
cyber-secured operation for global communication channels
within the SCL and the TCL. By utilizing the efficiency of the
PI controller, the information processed by both control units
remains consistent with the transmitted data. This consistency
is achieved through the proposed approach, which ensures that
the condition outlined in (22) is satisfied, even in the presence
of an attack signal. The dynamic behavior of Zc,i(t) leads a
critical role in detecting attack signals. Specifically, during an
attack on the ith IMG, −Zc,i(t) tends to reflect the dynamics
of the attack. Conversely, when no attack occurs, −Zc,i(t)
approaches zero. This design guarantees the secure operation
of the INMG, as described in (9), irrespective of the presence
of an attack. The ADM for INMG using the proposed approach
is illustrated in Fig. 2.

Remark 2: When an INMG experiences an attack on the
SCL, the estimator for the affected IMG will exhibit a promi-
nent estimation error characterized by a sharp spike during
the initial sampling phase, followed by either a stabilization
of the error or an inability to converge to zero. In contrast,
spikes induced by load changes will eventually diminish and
converge to zero over time. However, the identification of the
compromised channel depends on the nature of the observed
spikes. Specifically, the spikes observed in the initial sampling
within the local IMG estimator response solely identify an
attack on the local communication channel. In contrast, both
area estimators show sharp spikes when breaching the global
channel, with one potentially converging to zero.

Remark 3: When the INMG experiences an attack on
the TCL, the estimator for the affected IMG will show an
estimation error, followed by either a stabilized error or failure
to converge to zero, while the estimators for other IMGs
will converge to zero. The spikes observed during initial
sampling indicate the compromised channel. It is important
to note that the proposed approach operates on a centralized
detection model. This means that the detection of attacks and
compromised channels require the estimation of the errors ith

IMG, Ei, in (20), while their inputs are completely distributed.

IV. RESULTS AND DISCUSSION

A. Efficacy of the faster convergence of the proposed method

The proposed sparse-guided DNN framework for detecting
injected attacks and compromised channels in INMG critically
relies on system data acquisition. The system depicted in
Fig. 1 is simulated in MATLAB using the parameters listed
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Fig. 3: Training performance of the proposed framework.

Fig. 4: Performance of the proposed framework for INMG: (a)
Frequency response, (b) ES system response, (c) Total demand
and generated power, and (d) Estimation error.

in Table I. To enable data collection, relevant input and
target variables for the DNN are defined and simulated under
standard operating conditions, including load variations. The
input data for local DNN comprises ∆F measurements from
the local IMG and its associated ∆Ttie power signals. At the
same time, the target variable of local DNN consists of the Ec
and the Ptar signal for the local IMG. As the proposed system
identifies injected attacks by estimating the target variable
through an intensive training process, data are generated via a
simulation of 50 s under normal operating conditions, resulting
in a dataset containing 1, 000, 000 input-output pairs. This
extensive dataset is then utilized to train the proposed DNN
framework, enabling it to accurately detect attack signals in
the communication channels of the INMG. Fig. 3 shows the
training efficacy of the proposed DNN method for both IMGs,
as indicated by the training and validation errors, while Table
II lists their quantitative error measurements. These responses
exhibit the high computational efficiency of the proposed
DNN framework, especially in terms of training time and
accuracy. The model reaches minimal training error in only
two epochs for both IMGs, taking about 4 s, which underscores
the quick convergence of the proposed framework. Moreover,
the reduced mean absolute error (MAE) and root mean square
error (RMSE) further confirm the framework’s efficacy in
estimating the target variables.

B. Efficacy of the proposed DNN under load changes

The proposed DNN framework is integrated into the central-
ized ADM framework of INMG after completing its training
phase. In this configuration, each IMG features a local esti-
mator that estimates regional targets, such as the ACE and
OTP. A key indicator for detecting attacks and compromised

Fig. 5: Proposed framework performance under constant FDI
attack on the SCL local channel at t = 20 s: (a) Frequency
without mitigation, (b) Total demand vs. generation, (c) Esti-
mation error, (d) Frequency post-mitigation.

channels is the estimation error (EE), representing the dif-
ference between the estimated and actual target values. The
responses from this implementation are illustrated in Fig. 4,
where Fig. 4(a) shows the frequency deviation response for
both IMGs following sudden load changes in IMG 1 at t = 10
s. Despite the abrupt change, both IMGs quickly return to
frequency stability. This rapid recovery is achieved through the
coordinated action of the controller, which activates support
from the ES systems, as shown in Fig. 4 (b), by adjusting the
local control signal. This modification enables the INMG sys-
tem to maintain effective coordination between total nominal
generation and load demand, ensuring that the INMG system
maintains energy balance, as shown in Fig. 4(c). The response
in Fig. 4(d) is the key to understanding the dynamic behavior
of the proposed trained DNN. Here, the estimator experiences
a spike in estimation error for both ACE and OTP variables
right after the load changes. However, these spikes quickly
diminish to zero, ensuring that the proposed DNN correctly
identifies this error as a natural disruption, like load changes,
based on Remark 2. These outcomes demonstrate the excellent
estimation accuracy of the proposed framework in identifying
the dynamics of load changes.

C. Case 1: Detecting and mitigating attacks on the local
channel of SCL using the proposed method

A scenario involving a constant FDI attack and load varia-
tions is simulated at the INMG terminal to assess the efficacy
of the proposed DNN. Here, the attack is introduced through
the local communication channel (frequency channel) of SCL
in IMG 1, and the resulting dynamic responses are shown
in Fig. 5. As illustrated in Fig. 5(a), both IMGs exhibit a
coordinated and stable frequency response following the initial
load change at t = 10 s. However, a notable deviation occurs
at t = 20 s, followed by a sustained offset. This clearly
indicates a cyber attack compromising the operation of the
INMG and highlights the necessity for effective detection
and mitigation mechanisms. Furthermore, as shown in Fig.
5(b), the total generation momentarily collapses at the onset
of the attack, reflecting a breakdown in distributed control
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Fig. 6: Proposed framework performance under constant FDI
attack on the SCL local and global channels: (a) Frequency
without mitigation, (b) Total demand vs. generation, (c) Esti-
mation error, (d) Frequency post-mitigation.

coordination within the INMG. Fig. 5(c) presents the EE
generated by the proposed framework based on (20). As noted
in Remark 2, the estimator associated with IMG 1 exhibits a
sharp spike in ACE 1 at the moment of the attack, followed
by a prominent negative error, confirming that the attack is
confined to the local communication channel of SCL in IMG
1. In contrast, the EEs resulting from earlier load perturbations
are transient and quickly converge to zero, demonstrating
the framework’s ability to distinguish between normal load
variations and cyber attack scenarios. Based on the EEs, the
controller in the mitigation layer uses the EE to generate a
counter-attack signal, allowing IMG 1 to quickly suppress the
frequency deviation. Consequently, system stability is restored
across both IMGs. This highlights the framework’s capability
to detect and localize attacks while enabling timely corrective
actions to maintain operational integrity of the INMG.

D. Case 2: Detecting and mitigating attacks on the local and
global SCL channels using the proposed method

This experiment evaluates the efficacy of the proposed
framework under simultaneous constant FDI attacks, targeting
the local (frequency) channel at t = 20 s and the global
(tie-line power) channel at t = 30 s of the SCL in INM
1. Fig. 6(a) illustrates the frequency deviation responses of
the INMG when IMG 1 is subjected to attacks on both
communication channels of the SCL. Additionally, Fig. 6(b)
shows a transient disturbance in generated power due to the
breakdown of coordinated control actions during the attack.
This underscores the need for ADM to restore frequency
stability and ensure reliable operation of the INMG. The EEs
for both IMGs are shown in Fig. 6(c), indicating that the
attack at t = 20 s causes a distinct spike in the EE of
the ACE signal for IMG 1. This error fails to converge to
zero and remains prominently negative until the second attack
occurs. According to Remark 2, this behavior confirms that
the local communication channel in the SCL of IMG 1 is
compromised by the attack. Similarly, at t = 30 s, the ACE
signal for estimators of both IMGs exhibits simultaneous sharp

Fig. 7: Proposed framework performance under constant FDI
attack on the SCL local channels with increasing system
parameters by up to 15%: (a) Frequency without mitigation,
(b) Total demand vs. generation, (c) Estimation error, (d)
Frequency post-mitigation.

spikes at the onset of attack, consistent with a breach in
the global communication channel, as detailed in Remark 2.
Although dual-targeted attacks can be complex, the framework
effectively distinguishes between authentic system dynamics
and malicious actions. Fig. 6(d) illustrates that the controller in
the mitigation layer generates countermeasure signals against
attacks by leveraging EE, thereby reducing the impact of dual
attacks. This guarantees the reliable and safe operation of the
INMG, even when facing coordinated FDI attacks.

E. Sensitivity analysis of the proposed framework

Sensitivity analysis evaluates how the variations in pa-
rameters, such as weights Θ or input values, influence the
output M(t). However, altering the weights might not affect
the estimated output as SMC optimization tries to reach the
same optimal solution under fixed input of the proposed
framework. Therefore, sensitivity is measured by varying the
input parameters, which involves increasing system parameters
by up to 15%. The performance of the proposed framework is
illustrated in Fig. 7 under the study of Case 1, with increasing
system parameters, shown in Table I. The results indicate that
the proposed DNN framework is minimally affected by pa-
rameter variations when successfully detecting and mitigating
cyber-attacks based on Remark 2.

F. Scalability of the proposed framework

The scalability of the proposed framework is further val-
idated through a simulation involving six IMGs connected
as shown in Fig. 8(a). An attack is triggered at t = 20 s
in the local channel of IMG 1. The frequency response of
the INMG is depicted in Fig. 8(b). The error estimation
from the local estimator, shown in Fig. 8(c), demonstrates
that the attack injected into IMG 1 is easily detectable, as
the local estimator for IMG 1 displays a notable error, as
explained in Remark 2. Finally, the mitigated performance is
shown in Figure 8(d), which demonstrates that the proposed
framework can effectively reduce the impact of attacks across
multiple IMGs. This assessment confirms that the framework
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Fig. 8: Scalability assessment of the proposed framework
under constant FDI attack: (a) Configuration of INMG, (b)
Frequency response, (c) Estimation error, (d) Frequency post-
mitigation.

successfully detects and mitigates attacks in a scalable way
across a larger network.

V. REAL-TIME SIMULATION

The effectiveness of the proposed DNN is further validated
through real-time simulation of the studied system in Fig. 1.
The simulation is performed using the OPAL-RT OP5700 sim-
ulator, which interfaces with the host computer via an Ethernet
connection, as illustrated in Fig. 9. To enable communication
between the host and target systems, a shared IP address is
configured, allowing both to operate within the same subnet-
work. In this experiment, a constant FDI attack is intentionally
applied to TCL at t = 25 s to modify the OTP via altering the
nominal generation of IMG 2. The dynamic responses from
the real-time simulation under this scenario are illustrated in
Fig. 10. Fig. 10(a) shows the frequency deviation of both
IMGs, where a significant frequency deviation is observed
following the attack. However, this disruption stabilizes after a
short transient, as the lower-level control system autonomously
redistributes control efforts to the unaffected IMGs and ad-
justs the generator or ES output power to restore the stable
frequency. Again, the total nominal generation and demand
power of the INMG is shown in Fig. 10(b), where it can be
observed that the generation suddenly increases at t = 25
s while the demand remains unchanged. This disrupts the
cost-effective operation of the INMG, resulting in inefficient
energy dispatch. Fig. 10(c) illustrates the EEs, revealing that
the estimator for the IMG 2 experiences a sudden EE in
estimation at t = 25 s and fails to converge to zero, while
the estimators for the other IMGs successfully converge to
zero. This behavior confirms that an attack signal is presented
on the TCL of IMG 2, as noted in Remark 3, which needs
to be addressed for the cost-effective functioning of INMG.
Like in other scenarios, the controller within the mitigation
layer processes the EE and generates a counterattack signal
to neutralize the impact of attacks. Fig. 10(d) illustrates the
frequency deviation following the attack mitigation. There is
a noticeable reduction in frequency deviation, characterized

Fig. 9: Real-time testing setup.

by a swift recovery, which signifies effective mitigation. This
allows the system to revert to a balanced operation, thereby
improving the operational reliability and economic efficiency
of the INMG even after facing a cyber attack on TCL.

A. Comparative analysis

In Table III, we present a comparative analysis of the
proposed DNN against several recent state-of-the-art meth-
ods regarding the cyber-resilience frequency performance of
IMGs. Due to the inherent variability in system dynamics,
operational configurations, and attack types across different
studies, a direct quantitative evaluation lacks meaning and con-
sistency. Instead, we conduct a qualitative feature-based com-
parison to highlight the distinct advantages of the proposed
method. Unlike existing approaches, the proposed framework
is uniquely capable of detecting cyberattacks targeting the
TCL, identifying compromised IMGs and communication
channels, and achieving rapid convergence in training. These
features are either absent or underexplored in the compared
methods. Additionally, the proposed DNN exhibits real-time
responsiveness and learning-based scalability, further solidify-
ing its adaptability to evolving threats and dynamic conditions.
While all compared methods support ADM on the SCL, only
the proposed approach achieves comprehensive cyber-resilient
performance by integrating detection, localization, and fast
adaptation mechanisms across both control layers. Overall,
the proposed framework provides a scalable and intelligent
solution for ensuring secure and cost-effective IMG operations
in the face of cyber-physical disruptions.

VI. ASSUMPTIONS AND LIMITATIONS

While the proposed framework exhibits promising outcomes
in cyber-resilience for INMG, it is essential to acknowledge
certain underlying assumptions and limitations that may influ-
ence its actual real-world applicability. The proposed model
assumes that the power calculated from the TCL accurately
indicates the OTP for local IMGs. It is also assumed that
the communication networks are initially dependable, and the
system dynamics are influenced solely by cyber-attacks or load
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Fig. 10: Proposed framework performance under constant FDI
attack on the TCL channel in IMG 2 at t = 25 s: (a) Frequency
without mitigation, (b) Total demand vs. generation, (c) Esti-
mation error, (d) Frequency post-mitigation.
TABLE III: Comparison of the proposed method with others.

FeaturesMethods [13] [24] [16] [21] [30] Proposed

Attack on TCL × × × × × ✓

Learning-based scalability N/A ✓ N/A ✓ N/A ✓

Attack mitigation ✓ ✓ ✓ ✓ ✓ ✓

FDI attack detection on SCL ✓ ✓ ✓ ✓ ✓ ✓

Compromised IMGs detection × × × × × ✓

Compromised channel detection × × × × × ✓

Rapid convergence N/A × N/A × N/A ✓

Real-time response × ✓ × ✓ ✓ ✓

changes, while other disruptions or faults are not considered.
As the proposed model lacks mechanisms for noisy inputs,
its performance may decline when noise is present. Still, its
effectiveness has been evaluated under parameter uncertainty,
providing insights into how it responds to parameter changes.
However, further improvements are needed to develop methods
for robustly managing input noise.

Furthermore, while the proposed framework is effective in
identifying and mitigating FDI attacks, stealthy attacks that
subtly alter system behaviour without causing noticeable errors
still pose a challenge. Future studies based on the measurement
of probabilistic confidence may focus on enhancing the detec-
tion mechanism to identify these subtle attack signatures, as it
can quantify the certainty of the model’s predictions. When the
confidence falls below a specific threshold, it may indicate the
presence of a stealthy attack. The proposed framework may
also encounter challenges in precisely detecting and mitigating
attacks when delays in estimator updates arise, which could
be attributed to network latency or communication bottle-
necks. Overcoming this limitation may require optimizing
communication protocols for efficiently managing delays in
control system updates. These integrations will further enhance
the robustness and scalability of the proposed framework,
supporting more resilient operations in dynamic real-world
environments.

VII. CONCLUSION

This paper presented a sparse-guided DNN framework for
ensuring cyber-resilience and cost-effective frequency support

in an INMG facing FDI attacks. The framework was designed
based on an RNN architecture, informed by sparse Bayesian
learning principles, and enhanced through SMC techniques to
tackle key issues like slow convergence and high computa-
tional costs. The performance of the proposed framework was
evaluated through both real-time and MATLAB simulations
across multiple scenarios, including attacks on the SCL and
TCL, as well as varying load conditions. Results demonstrate
that the proposed framework effectively detects and mitigates
attacks while maintaining stable frequency in the INMG, even
under coordinated attacks on SCL. Additionally, the sparse
learning foundation contributed to accelerated convergence,
while the integration of SMC optimization enabled efficient
resource utilization. It achieves minimal training error within
just two epochs for both IMGs, with training times of approx-
imately 4 seconds, underscoring the rapid convergence of the
proposed framework. Thus, the proposed method offers several
benefits, including low computational resource requirements,
rapid convergence, and enhanced security, thereby ensuring
efficient, resilient, and cost-effective operation in dynamic set-
tings. Additionally, the proposed framework provides a solid
foundation for real-time distributed attack detection in future
energy grids. Looking to the future, the proposed strategy is
highly applicable to the next-generation INMGs, which will
increasingly rely on RESs and complex communication net-
works. Its scalability and ability to quickly adapt to evolving
cyber threats make it ideal for large-scale deployments in
remote and interconnected energy systems.

In the future, we plan to include a stability analysis along
with the detailed convergence proof for the proposed frame-
work, providing further theoretical validation of the rapid
convergence observed in the simulation results. Furthermore,
this work can be extended to develop a robust distributed
attack detection framework based on probabilistic confidence
measures, aimed at restoring load frequency in the INMG
under noisy and uncertain operating conditions. Additionally,
optimizing the LFC controller will be explored, focusing
on enhancing its performance under dynamic conditions and
achieving a more efficient response time. Future work will also
include a more comprehensive analysis of the demerits of the
current system, such as increased computational complexity
and sensitivity to parameter variations, and propose potential
solutions for mitigating these challenges.
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