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Abstract. Cyber security training emphasises checking the sender’s email ad-
dress to identify phishing emails.  Dual process theories of cognition suggest that 
with practice such tactics can transition from effortful, analytic processes to in-
voluntary, heuristics and become ‘automatic’.  We tested the automaticity of this 
email habit by developing a scale for cyber security experience and then deployed 
an interference task where participants (n=61) had to make a decision about text 
colour and ignore sender’s addresses from either legitimate or phishing emails.  
A surprising result emerged: the more cyber security training participants had, 
the less interference they exhibited in the colour selection task and the more they 
were able to ignore the content of the sender’s addresses.  This suggests that eval-
uating sender’s addresses does not fulfill the criterion for ‘automatic’ processes 
when practiced and that more experienced people seem to be able to ignore this 
important cue when extraneous task goals are present. 

Keywords: Cyber Security, Human Factors, Decision Making, Dual Process 
Models, Automaticity, Phishing Attacks. 

1 Introduction 

Phishing emails remain the most common method of attack in a cyber-attacker’s arsenal 
with globally an estimated 29 billion such emails being sent every day [19].  Successful 
attacks can have extremely deleterious effects on peoples’ personal lives and is known 
to have cost industry in the U.S.A alone $2.7 billion in 2018 [9].  

While many Internet attacks can be thwarted via technical measures, as long as there 
is a human within a system who is capable of receiving emails - a single click on a 
malicious link can compromise that entire system [22].  This means that organisations 
attempting to reduce their attack surface must grapple with the challenges of ‘human in 
the loop’ systems in order to reduce their risk of breaches.  This involves potential 
changes to the interface as well as looking at improvements in the training of employees 
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to increase their ability to detect phishing emails.  A number of Human-Computer In-
teraction solutions have been fielded in response to this problem such as alerts that 
attempt to provide users information about possible attacks [27], however attackers 
have also used existing internet/software capabilities to increase the effectiveness of 
their attacks via approaches such as spoofing email addresses [11]. 

For this work we define phishing emails as generically constructed, mass–distributed 
emails with either an attachment containing malicious code, or a link to an external 
website designed to trick the reader into divulging information such as authorisation 
credentials [1]. These emails are constructed to appear like legitimate requests for in-
formation or a call to action that users must try to detect during their day-to-day use of 
their email systems [20]. 

Dual process models of cognition are based on a long-established body of evidence 
that there are two distinct systemsinvolved human decision-making [15].  System 1 
thinking is characterised as fast, shallow, unconscious and effortless.  It consists of the 
use of heuristics or rules-of-thumb such as the recognition heuristic, where we ascribe 
a higher value to something that we have encountered before and recognise – than 
something new [10].  The fact that this happens effectively instantaneously, with no 
effort, usually with little self-awareness and is extremely difficult to compensate for, 
exemplifies the automatic nature of this type of thought. The other process is charac-
terised as slow, more effortful thought and has been dubbed System 2 thinking.  This 
is suggested to be more exhaustive, rational and analytical but is less frequently en-
gaged in since it is more cognitively demanding [2].  

This human tendency to rely mostly on simple decision-making heuristics has im-
portant implications in the context of phishing emails.  Dual process theories suggest 
that if users allow fast, automatic, and shallow processing to dominate their decision-
making, they are more likely to fall victim to malicious emails [4,17,30].  In particular 
attackers now include cues that deliberately provoke a strong System 1 response in 
order to hinder deeper thought that may cast doubt on message source.  However users 
engaging in System 2 processing to carefully evaluate the incoming message are more 
likely to recognise malicious intent and not respond to the attack [4,23,30].   

For organisations with cyber security training regimes, a central focus is to help staff 
identify incoming phishing emails and one of the commonest diagnostic tools empha-
sised in these efforts is that of examining the sender’s email address [3].  In this paper 
we examine this particular tactic of identifying suspicious emails and attempt to see if 
this method can be practiced to the point where it can be considered a System 1 process. 
Such research has implications not only for the theoretical application of dual process 
models in this area but also practical benefit in the design of cyber security awareness 
programs in that it would demonstrate that such practices can be not only transmitted 
but become ‘second nature’.  Furthermore understanding the automaticity of this highly 
diagnostic tactic has important ramifications for the interaction design of email systems. 
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2 Background 

Within corporate cyber security training a central tactic that is taught to help users iden-
tify fraudulent senders is that of evaluating the sender’s email address [3].   Attributes 
of sender’s addresses that are taught as predicting malicious intent are: letter substitu-
tion (for example: noreply@mazon.com), unusual domain names (Eg: 
mailer.srvvscust-yaoelauzwb9446325@mntapjwaku.com), and domains that do not 
match the content of the email [3,14,21].   

According to dual process theory, one of the primary characteristics of System 1 
processes is that they are ‘automatic’ [29].  This implies that, once stimuli are perceived 
that match and trigger a System 1 process, they run to completion, impervious to efforts 
to stop them.  Furthermore, dual process theories suggest that some processes that can 
transition from effortful, System 2 processes to automatic and effortless System 1 pro-
cesses – through practice [25].   

Based on the findings presented in Conway [6] we therefore hypothesised that re-
peated training may well result in users having practiced this particular process – of 
immediately looking at the sender’s address to ascertain authenticity – to some form of 
automaticity – and potentially an effortless System 1 process. This current paper inves-
tigates whether a process such as looking for the sender’s address can be practiced to 
the point of automaticity and whether such automaticity complies with the expectations 
that dual process theories attribute to a System 1 heuristic. 
 
2.1 Assessing Experience 

The experiment needed to measure individual differences in cyber security training and 
experience between participants.  Accordingly, we developed a ‘Cyber Security Train-
ing and Experience’ measure using a small number of constructs that have been asso-
ciated with cyber security experience in the literature. 

Previous studies have shown e-mail knowledge and experience as protective against 
individual phishing victimization [8,14] while Halevi [12] found that users who were 
more aware of cyber risks will protect themselves more.  As such we asked Q1: “I have 
read about or heard about how to identify phishing emails.” 

Training users to examine sender’s email addresses and whether they match the con-
tent of the email is central to many existing corporate training platforms [3].  We ex-
pected this particular ‘experience’ to be one of the more powerful determinants of 
whether people had practiced the procedure of checking sender’s addresses to auto-
matic levels.  Therefore we asked Q2: “I have had one or more training sessions on 
how to identify phishing emails at work.” 

However we were cognisant of the fact that people may have encountered formal 
training in situations other than at work (Jakobsson, 2007) and therefore wanted to cap-
ture this eventuality.  Therefore we asked Q3: “I have had one or more training sessions 
on how to identify phishing emails elsewhere (not at work).” 

Apart from awareness training in the forms of educational materials, many corporate 
entities now run regular phishing ‘drills’ with their staff where they (or a third party) 
send emails to staff (un-announced) emulating phishing attacks in order to assess 
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whether staff can identify them [7,16].  We therefore asked Q4: “My company regularly 
sends out phishing drills / emails.” 

Self-efficacy has been shown to strongly relate to ability in terms of being cyber 
secure.  In a Health Belief model based study, Ng (2009) found that self-efficacy (in 
this case of being able to adopt protective security measures) was the most important 
determinant of intention and behaviour of all the variables they examined. As such we 
asked Q5: “I know how to identify phishing emails.” 

Previously being victimised has a fraught relationship with subsequent good cyber 
security practices.  Downs [8] found that people who had previously been victimised 
did not consider the consequences of fraud differently to those who had not.  Therefore 
Q6 asked: “I have fallen victim to one or more phishing emails in the past.” 

And finally, there has been some preliminary evidence [5] that those who are confi-
dent and experienced with cyber security have a tendency to share their knowledge and 
teach others.  We were therefore again interested if this particular self-efficacy based 
trait was associated with such a practice.  Q7 asked: “I teach others how to identify 
phishing emails.” 

 
2.2 Testing for automaticity 

A varying number of attributes, ranging in number from 2 to 14 have been ascribed as 
to be necessary for automatic processing [26] but one of the most commonly referred 
to attributes is that of obligatoriness, or not being able to consciously control or stop 
the execution of such processes once triggered [26].  This attribute is therefore what we 
sought to test for in the experiment that follows. 

We hypothesised that there would be an individual difference in people who have 
received extensive cyber security training, either formally or informally, in the way that 
they processed sender’s addresses, with those who have practiced the process of email 
identification to the point of automaticity being unable to disregard the content of a 
sender’s email address – even when instructed to do so.   An experiment was devised, 
in many ways similar to the widely-used Stroop task [28], where the primary measure 
was the difference in reaction times between congruent and non-congruent trials that 
we will refer to as the ‘Phishing Email Sender’s Address Interference Task’. 

The Stroop task typically presents two sources of information, one being the colour 
of the stimuli, and other being the text of stimuli.  Participants are instructed to ignore 
the text presented and respond only to the colour.  Trials where the colour of the text is 
the same as the text itself are considered congruent trials, and ones in which they are 
different are considered incongruent.  The fundamental finding here is that regardless 
of instructions, people typically respond slower to incongruent cues.  This suggests that 
regardless of attempts to attenuate attention to the information presented in the text, 
reading and then some level of subsequent conceptual priming is carried out automati-
cally.  The slower response for non-congruent cues is said to be the result of conflict 
between the two sources of information, where the precept of the colour extracted from 
the text causes interference with the response to the colour stimuli.   

The experiment presented was similar in structure to the classic Stroop task in that 
participants were told that they were to make a decision based on the colour of two on-
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screen elements and should respond with one button if these two cues were the same 
colour, and another button if they did not match.  One of the two cues was a sender’s 
email address, and the other a colour block.  In order to strongly cue the precepts of 
phishing emails and encourage semantic processing of the text – we labeled the two 
response buttons ‘Phishing email’ and ‘Legitimate email’.  Participants were, however, 
told to ignore this labeling as well as the content of the sender’s address and respond 
only in response to whether the colours of the two cues matched. 

We therefore formulated trials as being either congruent or incongruent.  Congruent 
trials were those where the label of the correct response button matched the status of 
sender’s address regardless of stimuli colour, i.e., pressing the ‘Phishing email’ button 
when the sender’s address was a phishing email or pressing the ‘Legitimate email’ but-
ton when the sender’s address was a legitimate email.  Incongruent responses were 
those where the correct button to be pressed (according to the colour matching task) did 
not match status of the sender’s address, ie: pressing ‘Phishing email’ when the sender’s 
address was legitimate or pressing ‘Legitimate’ email when the sender’s address was a 
phishing email. 

The experiment that follows therefore presented trials of the Stroop-like attention 
based task, as well as then assessing participants cyber security training level via the 
instrument presented above.  In doing so we expected to see: 

Hypothesis 1: Participants would exhibit slower reaction times for incongruent trials 
than for congruent trials. 

Hypothesis 2: This effect would be greater in those participants with extensive cyber 
security training. 

3 Method 

A single task and a number of questions measuring individual differences were pre-
sented sequentially within the same session using an online experiment coded in 
PyschoPy [24]. 

3.1 Participants 

Participants were recruited via the web-based recruitment platform Prolific (www.pro-
lific.co).  66 participants were selected with the following criterion: English speaking 
from USA, UK, Ireland, Australia, NZ or SA. 33 were fulltime employed in ‘business 
management and administration’ or ‘finance’ according to the user data provided by 
Prolific.  Removing incomplete responses, 61 responses remained (W: 31, M: 30), age: 
(M = 31.14, SD = 12.55).  Mean experiment duration was 9 minutes 36 seconds. 

3.2 Materials 

The sender email addresses presented were taken from real emails, both phishing 
(e.g., accounts@mazon.com) and legitimate (e.g., epetition@parliament.nsw.gov.au). 
A small collection was made of phishing emails received by the author and colleagues 
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in the nine months before the experiment was began. These were then analysed as to 
characteristics noted by other authors [1,4,20] as indicative of phishing emails. We then 
selected emails that were most representative of these characteristics. As such we be-
lieve that the phishing email sender addresses presented were broadly representative of 
phishing emails in circulation at the time of writing. The legitimate email addresses 
presented were selected from legitimate emails similar in format to phishing emails in 
that they were not personal communications and contained a call to action. 

3.3 Apparatus 

The ‘Phishing email sender’s address congruency’ task consisted of trials where a 
sender’s email address and a solid block of colour were presented.  Both address and 
colour block could be either brown or blue.  Participants were instructed to press the 
left hand button when the colours did not match and the right hand button when they 
did.  Of primary interest however was whether participants could ignore the semantic 
information contained in the email addresses.  In order to provoke as much conflict as 
possible between the email content and the response, the left response button was la-
beled ‘Phishing email’ and the right ‘Legitimate email’.  Participants were, however, 
instructed to ignore these labels and just respond to the colours of the two cues.   

3.4 Dependent Measures 

Reaction time was recorded for each trial along with the congruency of the colours 
presented and the response button pressed.  Where the colours of the two cues matched 
and therefore the correct response was the ‘Legitimate email’ button, this was coded as 
‘congruent’ when the content of the sender’s address was from a legitimate email and 
incongruent when from a phishing email.  For trials where the colours were different 
and participants should have pressed the ‘Phishing email’ button, where the content of 
the sender’s address was a phishing email, trials were coded as congruent, and where 
the address was legitimate, coded as ‘incongruent’. 

 
 
 
 
 
 
 
 
 

 

 

Fig. 1. Stimuli and target response combination examples (not all combinations shown). 
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At the conclusion of the email/colour trials, participants were asked a series of questions 
to quantify their experience with or training in cyber security via the seven questions 
of the Cyber Security Training and Experience measure.  All questions were provided 
as how much they agreed with each statement, with responses gathered via a five point 
Likert scale with all anchors labeled (‘Strongly disagree’, ‘Disagree’, ‘Neutral’, 
‘Agree’, ‘Strongly agree’).  See table 1 for the text of all the questions.   The resulting 
one to five scores for 7 questions were summed resulting in a total experience score 
with a range of 7 to 35. 

3.5 Procedure 

After gathering basic demographic information (age, gender and English speaking abil-
ity) instructions were provided as to the nature of the main task as well as two practice 
trials with explicit feedback.  This was followed by all 16 trials of the Phishing Email 
Sender’s Address Interference Task which were presented in a different random order 
for each participant, with eight consisting of a sender’s address from a phishing email, 
and eight from legitimate emails.  The colour congruency of the two cues were also 
distributed randomly throughout the trials.  Then finally, the seven Cyber Security 
Training and Experience survey items were presented.   

4 Results 

Trials where response time was longer than five seconds (five trials) were removed as 
outliers (double the traditional 1.5 x IQR in order to remove less trails) leaving in 487 
congruent trials and 484 incongruent trials. 
 

 
 
 
 
 
 
 
 
 
 
 
 

 

 

Fig. 2. Response times by whether the button pressed label was congruent to the status of he 
sender’s address. 
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A one-sided Welch’s t-test of reaction times for all congruent and non-congruent trials 
revealed that the mean reaction times of non-congruent trials, M = 1.327 seconds, was 
not significantly higher than the mean reaction times of congruent trials, M = 1.305 
seconds, t = -0.635, p = .262, (see figure 2). 

4.1 Interference Score 

A total interference score was derived for each participant. This score was calculated 
by subtracting each participants’ mean reaction time for non-congruent trials from their 
mean reaction time for congruent trials (M = 0.105, SD = 0.47). Positive values on this 
score indicated that the participant was slower for non-congruent trials and the magni-
tude of the score indicated the size of this effect.  This interference score is used for 
much of the analysis that follows. 

To examine the effect of experience score on interference a non-parametric, Rank 
Based regression analysis was carried out between participants’ interference score and 
total experience scores.  Simple rank-based linear regression indicated that for every 
increase of 1 in experience scores participants’ interference score was 0.012 lower, β = 
-0.012, p = .043.  The experience score explained a statistically significant proportion 
of the interference score, R2

(multiple robust) = 0.08, although only accounted for 8% of the 
variation. See figure 3. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3. Summed, total experience score by interference, for each participant 

Since the individual difference questions included a neutral response and we were in-
terested in the difference between those responded ‘yes’ and ‘no’ to these questions for 
subsequent analysis, we discarded neutral responses and divided the responding an-
swers into two bins where answers of 1 (‘strongly disagree’) and 2 (‘disagree’) were 



9 

classified as ‘no’ answers and responses of 4 (‘agree’) and 5 (‘strongly agree’) were 
classified as ‘yes’ answers. 

 

Table 1: Results of one-sided Welch’s t-tests and effect sizes for all seven experience ques-
tions. 

Ques-
tion 
Num-
ber 

Item Mean 
Interfer-
ence  
‘No’ re-
sponses 

n of 
‘No’ 
re-
sponse
s 

Mean 
Interfer-
ence 
‘Yes’ 
re-
sponses 

n of 
‘Yes’ 
re-
spons
es 

T-score P 
value a 

Cohen’s 
d 

Effect 
size 

1 I have read about or 
heard about how to 
identify phishing 
emails. 

0.433 9 0.007 46 1.474 .177 .678 Large 

2 I have had one or 
more training sessions 
on how to identify 
phishing emails at 
work. 

0.35 22 -0.041 32 2.618 .015 .781 Large 

3 I have had one or 
more training sessions 
on how to identify 
phishing emails else-
where (not at work). 

0.162 33 -0.073 19 2.484 .017 .631 Large 

4 My company regu-
larly sends out phish-
ing drills / emails. 

0.174 34 0.014 22 1.424 .162 .356 Medium 

5 I know how to identify 
phishing emails. 

0.684 8 0.0169 48 1.797 .114 .883 Large 

6 I have fallen victim to 
one or more phishing 
emails in the past. 

0.32 46 -0.064 12 1.337 .187 .321 Medium 

7 I teach others how to 
identify phishing 
emails. 

0.197 16 -0.062 35 2.404 .02 .603 Large 

a In order to control the family-wise error rate when conducting multiple statistical tests, we 
used the Bonferroni adjustment for p values, resulting in a significance threshold of α > .007 – 

which none of tests achieved. 
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5 Discussion 

We hypothesised that examining sender’s address to identify malicious emails has been 
practiced to the point of automaticity in people with extensive cyber security training.  
We tested this automaticity via one of it’s the most commonly discussed attributes, 
namely the attribute of ‘obligatoryness’ or the inability to ignore the content of sender’s 
address when presented with a task not requiring the processing of this information. 
However, our results did not support our first hypothesis, i.e., we found no evidence 
that responding to email addresses was automatic in our Phishing Email Sender’s Ad-
dress Interference Task. Specifically, there was no difference in response times between 
trials where the sender’s address status matched the required response button (phishing 
/ legitimate email) and when it did not match the response button.  This implies that 
there was, overall, no cognitive interference between the content of the sender’s email 
address and the required response suggesting that participants were able to ignore this 
information. 

However, further analysis revealed a surprising phenomenon.  Total Cyber Security 
Training and Experience scores, exhibited a weak, but significant correlation with the 
amount of interference that non-congruent trials presented.  However, this correlation 
was in the opposite direction of that expected under our second hypothesis and instead 
participants with higher self reported experience were in fact better able to suppress the 
sender’s address information when responding to the primary task.   

A number of observations can be made to support this conclusion.  Firstly, regardless 
of statistical significance, all seven questions trended in the same direction, suggesting 
that the main correlation presented is not the result of chance, but some kind of phe-
nomena related to cyber experience.  Secondly, the relative magnitudes of the effect 
sizes for each question correlate well with previous research.  Here, questions with less 
stringent requirements such as Q1 (‘I have read about…’) show a smaller effect size 
than does a question more likely to be more predictive of cyber training (Q2, ‘I have 
received training…’).  And thirdly, questions involving constructs where previous re-
search has shown a strong relationship with cyber security competence, such as self 
efficacy [13,18] demonstrated a larger effect size than those where the variable has been 
shown to have less effect, such as previous victimisation [8].  All of this taken together 
provides evidence that the phenomena described is closely related to cyber experience. 

Our finding that those who are more experienced with cyber security are more adept 
at controlling their attention and ignoring task-irrelevant stimuli – even when this stim-
uli is strongly cued to interfere with the primary task – was counter to our predictions 
based on dual process theories of cognition.  One possible explanation of this is that 
perhaps those with good attentional control are more likely to succeed in corporate en-
vironments and therefore receive more frequent and better quality cyber security train-
ing. However, this would mean that corporate training needs to take this tendency into 
account.  Alternatively, those who have had more cyber security training and experi-
ence are also likely to have also had more experience in processing emails in a work 
environment. Such experience might have led to an increased ability to suppress de-
tailed processing of email addresses when such processing is not relevant to the task 
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requirements such as quickly understanding and responding to emails within the con-
text of ongoing email conversations.  Again, this has implications for current training 
regimes.  It is clear that more research is required to examine exactly how sender email 
addresses are processed in email tasks using a variety of experimental paradigms in-
cluding, but not limited to, dual-task and eye-tracking experiments. 

The implications of this finding are manifold.  If some aspect of cyber security train-
ing results in people who are more able to ignore what they consider task-irrelevant 
stimuli, it suggests that this tendency would lead to increased victimisation. Within the 
HCI context, this suggests that new methods of providing visual emphasis to the 
Sender’s address field such as highlighting may be required to influence users to better 
identify phishing emails targeting organisations. 
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