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Abstract. Phishing attacks are among the most prevalent cyber-attack methods,
leading to financial breakdowns, damaged reputations, and identity theft. This
study focuses on cybersecurity aspects, emphasizing phishing attacks targeting
university students. It aims to examine the characteristics, methods, and impacts
of phishing attacks on students and their knowledge and awareness of these
threats. The study identifies key factors contributing to the occurrence of phish-
ing attacks and their influence on students' perceptions. Data were collected from
715 university students using a quantitative research approach. Key findings re-
veal that lack of awareness and failure to verify communications' authenticity
significantly increase Phishing's vulnerability. The regression analysis revealed
that Student Behavior, Perceived Factors, and Mitigating Strategies collectively
explain 47.0% of the variance in Student Perception (R? = 0.470), with all pre-
dictors showing significant positive relationships: Student Behavior (B = 0.169,
p < 0.001), Perceived Factors (B = 0.392, p < 0.001), and Mitigating Strategies
(B =0.266, p < 0.001). The study highlights the importance of human behavior
in executing mitigation strategies, concluding that relying solely on technology-
based solutions is insufficient to address the challenges posed by phishing at-
tacks. The study recommends comprehensive educational initiatives, emphasiz-
ing the importance of verifying personal information sources and regularly up-
dating software and hardware as effective mitigation strategies.

Keywords: Cybersecurity, Phishing Attacks, Mitigating Strategies, Online
Safety, Students' Awareness, Perceived Factors.

Introduction

Each year, a growing number of incidents and breaches specifically target the vulnera-
bilities in human aspects of cyber security. The data breach investigations report
(DBIR) provided by Verizon reveals that 82% of the studied breaches were attributable
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to human activities or errors [1]. One often used technique for taking advantage of the
human aspects of cyber security is known as a phishing attack. Phishing is a type of
cyber-attack where the attacker deceives the victim into performing actions that cause
harm to both the victim and the system. Phishing is an illicit activity that exploits indi-
viduals by using social engineering tactics to manipulate them [2]. [3] define phishing
attack as a fraudulent attempt to imitate a trustworthy entity to obtain sensitive infor-
mation. The definitions clearly suggest that Phishing is an act of fraud and deception
however, the reason behind the attack may vary. Typically, the objective is to get fi-
nancial information and steal system credentials or other sensitive data. Moreover,
Phishing is utilized as a method of attack to execute further activities, such as ransom-
ware attacks. Lately, there has been a targeted increase in phishing attacks against or-
ganizations, leading to substantial financial losses. These losses are primarily due to the
costs of containing malware, reduced productivity, the expenses associated with ad-
dressing compromised credentials, and the financial burden of dealing with ransom-
ware resulting from phishing attempts. In addition, firms may also experience reputa-
tional harm in the perception of their consumers and competitors [1].

In 2022, Phishing was identified as one of the most harmful ways of attack, with an
average expense of $4.91 million per data breach. Phishing can be carried out through
several channels utilizing different techniques. Three commonly used channels for
Phishing are the internet, short messaging services, and cell phones [4]. Different vec-
tors are used to execute the attack in each of these mediums. Common phishing meth-
ods assisted by the internet include email, eFax, instant messaging, social networks,
websites, and Wi-Fi. Smishing and Vishing are targeted attack techniques utilized in
short message platforms and voice communication. In this scenario, students need to
thoroughly understand the possible harm caused by phishing assaults, as they will soon
be the workforce responsible for operating the system. This research aims to investigate
the level of knowledge that university students have about the features, techniques, and
repercussions of phishing assaults.

This paper adds on existing literature by concentrating on how different factors, such
as awareness and behavior after interrelating with the different measures that students
use helps to evade phishing attacks. This study unlike previous researches focuses on
the gap which shows that how non-technical students of universities observe and take
into account the threats related to phishing and thus it provides a more detailed and
inclusive examination across different subjects. Moreover, the study aimed to identify
the factors that contribute to the occurrence of phishing attacks and examine how these
factors influence students' perceptions of different forms of phishing assaults. In light
of the objectives of this study, the following research question was formulated:

RQ. How do student behavior, perceived factors, and mitigating strategies influ-
ence university students' perceptions of phishing attacks?
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2 Literature Review

2.1  Types of Phishing Attacks

There are several techniques by which the attack might be carried out. The underlying
motivation for all the categories is the same. The only difference between the different
categories is related to the number of objectives and the methods used to obtain the
information. Some commonly employed phishing attacks include deceptive Phishing,
spear phishing, whaling attacks, email Phishing, social media phishing, and Fake QR
code phishing. In deceptive Phishing, the attacker assumes the identity of a reputable
organization or website to deceive the victim into providing sensitive information. This
type of phishing attack involves duplicating the logo and design of a genuine email or
website [5]. Deceptive phishing efforts may appear more convincing when they ask for
personal information or confirmation of course registration [6]. In spear phishing, the
perpetrator tailors the message initially. Spear phishing attempts are more intricate than
traditional phishing attacks as the assailant conducts thorough research on the target
and crafts a persuasive message. According to [7], spear phishing attacks can be suc-
cessful because university students trust emails from professors, classmates, and ad-
ministrators. Meanwhile, in whaling phishing, the phishers carry out whaling attacks
by specifically targeting a senior executive, usually the CEO or someone of similar
rank. Before launching an attack, the assailant would invest significant time in acquir-
ing knowledge of the target. Subsequently, the assailant dispatches an email to the tar-
get to persuade the recipient to reveal confidential information [8].

On the other hand, in email phishing, attackers often assume the identity of reliable
third parties to deceive their victims into divulging vital information. They could utilize
captivating subject lines to create a sense of urgency, compelling you to take immediate
action. Phishing via email is a prevalent and successful technique used by hackers to
compromise the security of students [9]. Like email phishing, social media phishing is
the construction of fake profiles or pages on social media platforms to deceive people
[10]. Perpetrators may transmit harmful websites or private messages to deceive indi-
viduals into disclosing their personal data or login credentials. Additionally, phishing
attacks that involve fake or altered QR codes are a common strategy used to trick and
take advantage of individuals, particularly university students. QR Codes are the stor-
age of different types of data, including different contact details, URLs of websites and
instructions regarding payments. It uses 2D barcode technology, scanned using any de-
vice such as smartphones [11].

2.2 Phishing Detection Methods & Approaches

Since Phishing directly threatens losing one's identity and finances, it has a profound
and prominent effect. It is pertinent to mention that to identify phishing attacks, phish-
ing detection tools, and techniques are to be studied in detail. Thus, the negative effects
of phishing attempts might be decreased. For such purposes, multiple phishing detec-
tion methods and approaches are utilized. For instance, a heuristic-based system known
as the PhishCatch algorithm was designed to alert and identify users of phishing emails.
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It develops phishing filters and rules in the algorithm by thoroughly examining phishing
practices and policies. During testing, the software gave a catch rate of 80% and an
accuracy of 99% [12]. Moreover, the researchers have developed machine-learning
models using an extensive range of parameters. With the help of these models, research-
ers can easily detect and classify phishing web pages [13]. Machine learning (ML) is
widely used for data analysis and has demonstrated significant potential in effectively
addressing phishing attacks, surpassing traditional anti-phishing methods such as
awareness seminars, visualization, and legal remedies [14]. Furthermore, Blacklist and
Whitelist methods are also used to detect phishing where the URL is compared to a
preset phishing URL. However, due to the lengthy time it takes to add a new phishing
site to the blacklist, it can't cover all of them [15]. Same as above, [16] proposed a way
to identify phishing cyber-attacks that revealed a client's susceptibility to harmful com-
pounds, allowing protection breaches. Furthermore, heuristic-based methods are also
used to identify fraudulent or legitimate websites. Heuristic-based tactics, also termed
features-based strategies, work by selecting a set of distinguishing qualities that help
define a website. PhishShield, a PC program by [17], analyzes phishing page URLs and
content.

2.3 Most Common Phishing Vectors

According to [4], three communication channels, namely the internet, short messag-
ing service, and voice, can be utilized to carry out a phishing assault. Various phishing
vectors can be employed inside each of these mediums. Examples of phishing vectors
commonly used on the internet include email, eFax, instant messaging, social media
networks, websites, and Wi-Fi. Moreover, the attacker can utilize several technical
methods to carry out the phishing assault on any of these channels. Some common at-
tack vectors used to target a website are click-jacking, weaknesses in web browsers,
cross-site scripting, and man-in-the-middle attacks [4]. The attacking vector that has
received the most attention during the expansion of mitigation strategies is phishing
through websites [1].

2.4 Anti-Phishing Guidelines and Recommendations

Organizations should consider and ensure strict implementation of security proto-
cols, access control,s training and awareness programs, device strategies, and direction
to lessen the effects of phishing attacks. Phishing knowledge can be further enhanced
through training and awareness campaigns [19]. These goals are achieved through Sem-
inars, discussions & virtual learning tools. For such purpose, an Endpoint security sys-
tem could be introduced, which includes protection through antivirus, malware protec-
tion, host-based intrusion detection systems (HIDS), and email protection technologies
[20]. Even with device infection, a strong firewall and architecture can limit access to
enterprise networks, reducing cyber-attack risks [21], [22]. Moreover, it promotes back-
ups, uses protection software, stops pop-ups, and updates computer hardware fre-
quently [23]. Additionally, access control involves creating and implementing pass-
word and information transmission regulations. These deceptive online tripwires and
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login rituals can extend web application authentication [24]. These methods are unaf-
fected by password repetition and can be added to Microsoft Multi-Factor Authentica-
tion (MFA) systems to secure accounts during sophisticated phishing attacks [25].
Thus, businesses should follow these guidelines and implement appropriate policies to
prevent Phishing. For instance, vulnerability management, threats, indicators of com-
promise, and best practices for exchanging, sharing, and processing privacy-sensitive
data should inform cyber-security solutions [24]. Reinforcing password rules, reporting
mechanisms, staff training, and physical security awareness on-site and personal de-
vices is crucial to implementing these steps. A Standard Solution (SS) can help teams
share power and provide consistent expert advice and phishing response protocols [26].
On the contrary, device policies must handle several stages of operation. Decision-mak-
ers must assess device lifespans, provide funds for lifecycle management, and maintain
an up-to-date registry of all company equipment. To stay relevant, employees should
avoid sharing information with strangers, avoid reciprocal exchanges, and offer accu-
rate health and family information [27]. Moreover, End-users can prevent phishing at-
tacks by using browser anti-phishing tools, validating links, and using their expertise
[28]. Sensitive data should not be uploaded on public computers, and antivirus along
with application updates is to be made on time [24]. Security breaches and identity theft
can be avoided through strong authentication [19]. In conclusion, it is analyzed that
awareness of mitigation policies is important for controlling phishing attacks and cyber
security.

2.5 Hypotheses

Based on the literature, it is hypothesized that the student behavior, perceived threat
awareness and mitigating strategies effects their vulnerability to phishing attacks. In
order to be specific, we suggest that students with high level of awareness will generally
have a much lower phishing vulnerability.

3 Materials and Methods

In this research, students' awareness at the Higher education level concerning phish-
ing attacks was explored through quantitative research. It also focused on factors that
lead to the prevalence of phishing attacks and their effect on students' perception of
different phishing attacks. The study focused on different protocols and strategies for
contradicting Phishing by using a questionnaire, according to research questions, to
gather university students' responses. The upcoming section provides more details of
the data collection process.

3.1 Data Collection Process

In this study, a questionnaire was used to gather information and assess the level of
response and alertness among university students regarding phishing assaults. It con-
sists of different sections to analyze students' understanding of phishing attacks. To
address how students' perception was calculated and measured, we used a structured
questionnaire with Likert-scale items ranging from 1 (strongly disagree) to 5 (strongly
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agree) to capture students' awareness, susceptibility, and behavior toward phishing at-
tacks. The average scores of responses were then used to quantify the overall perception
for each construct. Participants were also asked about anti-phishing strategies. A thor-
ough examination of existing data and literature lead to the creation of this question-
naire. It was done to guarantee its content's accuracy and relevancy. Protection Moti-
vation Theory (PMT), described by Rogers (1975) focused on application in cyber-
security education, such as the work of Witte (1992). It also played an important role
in analyzing the elements described by this tool. A pilot study was conducted to validate
further the questionnaire, involving a sample of university students. It aims to evaluate
the instrument's reliability. This study inspected the data through Cronbach's alpha,
which assessed the internal coherence or reliability of a collection of scales or survey
questions. Its score was 0.92, which indicated a high-reliability level and confirmed
that the tool assesses students' insights into phishing efforts. To answer the research
questions, 715 University Students worldwide using online stages and platforms were
involved in this study.

3.2 Participant Profile and Sampling

The study used a sample of 715 students of universities from different academic sub-
jects. The demographics of participant show that most respondents were male, com-
prising 70.1% of the total sample. In terms of age, more than one-third of the respond-
ents were between 18 and 25 years old (34.5%), followed by the 26-30 age group, which
accounted for 25.5% of the sample. Educationally, nearly half of the respondents held
a Bachelor's degree (45.8%). Regarding country of residence, a significant proportion
of respondents currently resided in Saudi Arabia (31.2%), followed by respondents
from Australia (14.6%) and the United States (12.0%).

3.3  Statistical Technique

Several statistical techniques were employed to analyze the data collected from the
university students. Initially, descriptive analysis was performed using the frequency,
percentage, mean, and standard deviation. Furthermore, correlation analysis was con-
ducted to examine the relationships between the key variables: Student Behavior, Per-
ceived Factors, Mitigating Strategies, and Student Perception. This helped identify the
strength and direction of associations among these variables. Subsequently, multiple
regression analysis was performed to assess the impact of Student Behavior, Perceived
Factors, and Mitigating Strategies on Student Perception. Data were analyzed in SPSS
v.27.
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4 Results and Analysis

4.1  Students' Awareness and Behavior Regarding Phishing Attacks

The survey responses indicate varying levels of awareness and caution among uni-
versity students regarding phishing attacks. Many students are somewhat confident
(30.2%) in recognizing phishing emails, while 23.6% are not confident. Most students
receive unsolicited emails occasionally (41.2%) or rarely (28.5%), and a considerable
number still click on links or download attachments from unknown senders occasion-
ally (25.3%) or frequently (9.8%). Phishing attempts from unfamiliar sources claiming
to be from universities or government institutions are also common, with 37.4% receiv-
ing such emails occasionally. While most students are unlikely to enter login credentials
on suspicious websites (52.8% either extremely or somewhat unlikely), 24.8% remain
at risk. Similarly, although most students are somewhat unlikely to provide personal
information via email to unknown senders (52.1%), a notable 25.7% are somewhat or
extremely likely to do so.

Regarding receiving emails requesting urgent action, 40.4% of students encounter
these occasionally. Many are very cautious (32.3%) or moderately cautious (25.1%)
when providing personal information online. However, the likelihood of reporting sus-
picious emails to the university's IT department is mixed, with 26% somewhat likely
and 17.1% extremely likely but 33.1% unlikely to report. Awareness of common phish-
ing red flags is moderate to high, yet a significant number of students are only slightly
or not aware (36.5%). Regarding device management, a large portion (39.9%) do not
take specific actions to avoid phishing attacks, although 35.6% seek help from technical
support.

4.2 Understanding of Common Types of Phishing Attacks

The survey responses reveal university students' varying awareness and understand-
ing of phishing attacks. Familiarity with spear phishing attacks is relatively low, with
35.3% strongly disagreeing and only 16.6% strongly agreeing. Similarly, 30.1% of stu-
dents strongly disagree about understanding email spoofing, indicating a need for better
education on this technique. Awareness of website spoofing is slightly higher, with
26.0% strongly agreeing, but 33.0% strongly disagree. Pharming attacks are less
known, with 27.6% strongly disagreeing and 19.1% strongly agreeing. Awareness of
smishing attacks is more balanced, with 25.0% strongly agreeing.

For vishing attacks, 29.3% of respondents strongly disagree about their familiarity,
while 24.5% strongly agree. Social engineering awareness is mixed, with 25.4%
strongly disagreeing and 19.4% strongly agreeing. Knowledge about malware-based
Phishing shows a higher awareness level, with 26.6% strongly agreeing. Credential
harvesting is understood by a notable portion of students, with 25.3% strongly agreeing,
but 28.6% strongly disagree. Brand impersonation in phishing attacks has a mixed re-
sponse, with 26.9% strongly agreeing and 28.6% strongly disagreeing. Awareness of
invoice phishing and job offer scams is moderate, with about 24.4% to 23.6% strongly



8 S. Algahtani, P. Nanda and M. Mohanty

agreeing. Social media phishing awareness is relatively high, with 27.0% strongly
agreeing. Urgent account update requests in phishing attacks are moderately under-
stood, with 24.7% strongly agreeing.

Figure 1 represents the mean values of university students' awareness and under-
standing of various common types of phishing attacks. Each type of phishing attack
was rated on a scale from 1 (strongly disagree) to 5 (strongly agree). The analysis re-
veals that students generally have a moderate level of awareness about phishing attacks,
with mean values ranging from approximately 2.5 to 4.0 across different attack types.
The highest mean awareness is observed for "Password Reset Scams™ and "Fake Online
Stores,” indicating that students are particularly cautious about resetting passwords and
verifying online store authenticity. On the lower end, "Spear Phishing" and “"Email
Spoofing™ have lower mean values, suggesting that students are less familiar with these
sophisticated phishing techniques.

Students' Level of Understanding on Various Types of Phishing Attacks

L 1)
Romance Scams 318

318

Auction or Online Marketplace Scams 303

('ILI |
Investment Scams 311
.01

Social Media Phishing 3.041

300

Invoice Phishing 2.99
.U

Credential Harvesting 301

309

Social Engineering 294
3.00

Smishing Attacks 3.06

.8/
Website Spoofing 294
)75
Spear Phishing HE2ug2mm

250 2.60 2.70 280 2.90 3.00 3.10 3.20 3.30
Mean Values

Types of Phishing Attacks

Figure.1 Mean Values of Level of Understanding of Common Types of Phishing Attacks

4.3  Factors Enhancing the Occurrence of Phishing Attacks

Table 1 presents the mean values and standard deviations of university students' per-
ceptions regarding various factors that enhance the occurrence of phishing attacks. Each
factor was rated on a scale from 1 (strongly disagree) to 5 (strongly agree). The survey
responses highlight several factors that university students perceive as enhancing the
occurrence of phishing attacks. The most significant factor identified is the "lack of
awareness among university students,” with 33.9% of respondents strongly agreeing.
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This suggests that improving awareness could significantly reduce phishing vulnerabil-
ities.

Another notable factor is the "failure to verify the authenticity of communications,"
with 31.8% strongly agreeing that this increases vulnerability to phishing attacks. Sim-
ilarly, "inadequate skills in handling phishing attacks" is recognized, with 30.8%
strongly agreeing that it raises the likelihood of falling victim. In contrast, the factor
with the lowest agreement is "the busy schedules of university students,”" with only
23.1% strongly agreeing that it makes them more susceptible to phishing attacks. This
indicates that while busy schedules are a concern, they are not perceived as the most
critical factor. The analysis indicates that students generally agree that a lack of aware-
ness (mean = 3.47) and failure to verify the authenticity of communications (mean =
3.40) significantly contribute to the occurrence of phishing attacks.

Similarly, inadequate skills in handling phishing attacks (mean = 3.39) and limited
scrutiny of email senders (mean = 3.36) are perceived as important factors. Other nota-
ble factors include the desire for financial assistance (mean = 3.34) and the use of ur-
gency and fear tactics by attackers (mean = 3.27). The data also suggests that regular
security updates (mean = 3.23) and peer influence (mean = 3.24) play significant roles
in phishing susceptibility.

Table 1. Factors Enhancing Phishing Attacks Among University Students

Factors Strongly SVSPT:: Neu- SVSFT; strongly  \1oan SD
disagree . tral agree
disagree agree
Lack of regular security updates 23.1% 10.2% 13.6% 26.9% 26.3% 3.23 1.515
heightens phishing risks for univer-
sity students.
Lack of awareness contributes to 17.7% 11.1% 12.1%  25.3% 33.9% 3.47 1.487
phishing attacks among university
students.
Blind trust in university emails in- 17.8% 11.5% 15.0% 23.8% 31.8% 3.40 1.476
creases students' vulnerability to
phishing.
Inexperience in handling phishing at- 19.0% 11.4% 12.3% 26.6% 30.8% 3.39 1491
tacks raises students' likelihood of
falling victim.
Phishing tactics using urgency and 18.7% 12.0% 19.1% 24.5% 25.7% 3.27 1.440
fear are more effective on university
students.
Busy schedules make university stu- 17.7% 16.1% 19.0% 24.2% 23.1% 3.19 1.414
dents more prone to phishing attacks.
Financial need increases students' 17.2% 13.0% 16.6%  24.7% 28.5% 3.34 1.446
vulnerability to phishing attacks.
Overreliance on technology without 19.6% 11.4% 15.6% 28.0% 25.4% 3.28 1.455

proper security heightens phishing

risks for students.

Limited cybersecurity education 20.1% 13.7% 12.7% 26.0% 27.4% 3.27 1.494
leads to more phishing attacks on

university students.

Limited scrutiny of email senders in- 18.5% 11.2% 14.0% 27.7% 28.5% 3.36 1.463
creases students' susceptibility to

phishing.
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University students' tendency to share 19.6% 14.5% 16.9% 26.4% 22.6% 3.18 1.438
personal information raises phishing

risks.

Lack of two-factor authentication 18.8% 13.1% 16.8% 25.3% 26.0% 3.26 1.453

(2FA\) increases students' vulnerabil-

ity to phishing.

Peer influence enhances students' 18.2% 12.7% 20.9% 23.6% 24.5% 3.24 1.422
susceptibility to phishing attacks.

4.4 Descriptive Analysis of Mitigating Strategies of Phishing Attacks

The survey responses illustrate university students' perceptions of various strategies
to mitigate phishing attacks. A significant majority strongly agree (40.6%) that never
sharing personal information unless the origin is confirmed is crucial. Similarly, 40.6%
strongly agree that providing training and awareness programs on phishing attacks is
an effective strategy. Exercising caution with emails from unknown or suspicious
sources also received high agreement, with 37.1% strongly agreeing. Deleting phishing
emails without opening them is considered the most effective strategy by 39.6% of
respondents. Regular computer hardware and software updates are seen as effective by
36.4% of students. Introducing mandatory education on Phishing, especially for first-
year students, received strong support, with 40.0% strongly agreeing. These findings
suggest that a combination of education, proactive measures, and technical solutions
are seen as essential strategies to mitigate phishing attacks among university students.
Notably, a significant 40.6% of respondents strongly agree that providing training and
awareness programs on phishing attacks is crucial, indicating a strong belief in the ef-
fectiveness of educational initiatives.

45  Correlation Analysis

The correlation matrix (Table 2) reveals several significant relationships between
the variables. The strongest relationship is observed between Perceived Factors and
Mitigating Strategies, with a Pearson correlation coefficient of r=0.691 (p<.001), indi-
cating a strong positive correlation. This suggests that as students perceive more factors
contributing to phishing attacks, they also recognize more mitigating strategies to com-
bat these attacks. On the other hand, the weakest relationship is between Student Be-
havior and Perceived Factors, with a Pearson correlation coefficient of r=0.354
(p<.001). While still significant, this correlation is relatively weaker compared to the
others. The data indicate that while all variables are significantly correlated, the strength
of these correlations varies.

Table 2. Correlation Matrix of Study Variables

Correlations

Variables Student Behavior  Perceived Factors  Mitigating Strategies  Student Perception
Student Behavior 1
Perceived Factors .354" 1
Mitigating Strategies .362™ .691™ 1
Student Perception .375™ .636™ .602™

**_Correlation is significant at the 0.01 level (2-tailed).
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The regression analysis was conducted to examine the impact of Student Behavior,
Perceived Factors, and Mitigating Strategies on Student Perception regarding phish-
ing attacks. The model summary indicates that the three predictors (Student Behavior,
Perceived Factors, and Mitigating Strategies) collectively explain 47.0% of the vari-
ance in Student Perception (R2 = 0.47). The model explains approximately 47% of the
variance in phishing avoidance behavior, which suggests a moderate fit of the model.
The ANOVA results show that the regression model is statistically significant, F(3,
681) = 201.645, p < 0.001, indicating that the predictors significantly explain the vari-
ance in Student Perception. The coefficients table reveals the individual contribution
of each predictor to the model. The unstandardized coefficient (B) for Student Behav-
ior is 0.169 (t = 4.409, p < 0.001), indicating that for each unit increase in Student Be-
havior, Student Perception increases by 0.169 units, holding other factors constant.
The unstandardized coefficient for Perceived Factors is 0.392 (t = 10.152, p < 0.001),
indicating a strong positive relationship. The unstandardized coefficient for Mitigat-
ing Strategies is 0.266 (t = 7.139, p < 0.001), with a standardized coefficient (Beta) of
0.280, indicating a significant positive impact on Student Perception.

Table 3. Regression Analysis Results

_ R Unstand- S;?g?'
Model Variables square F p ardized ized t Sig.
Coefficients
1 B Beta
(Constant) 0.267 2.045 0.041
Student Behavior 0.47 201.650 <.001 0.169 0.133 4409 <.001
Perceived Factors 0.392 0.396 10.152 <.001
Mitigating Strategies 0.266 0280 7.139 <.001

a. Dependent Variable: Student. Perception

The regression equation indicates how changes in Student Behavior, Perceived Fac-
tors, and Mitigating Strategies affect Student Perception. Based on the regression
analysis results, the regression equation can be formulated as follows:

Student Perception=0.267+0.169(Student Behavior)+0.392(Perceived Fac-
tors)+0.266(Mitigating Strategies)

5 Discussion

The study investigated the factors influencing university students' perceptions of
phishing attacks and the effectiveness of mitigating strategies. The analysis provided
several key insights into the relationships between student behavior, perceived factors,
mitigating strategies, and overall student perception. The results show that while stu-
dents are somewhat aware of "Social Media Phishing" and "Investment Scams," there
remains a significant need for increased education and awareness efforts, particularly
for less commonly understood phishing methods such as "Pharming Attacks" and
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"Vishing Attacks." The data strongly supported the importance of educational initia-
tives. A substantial percentage of students agreed that providing training and awareness
programs is crucial (40.6% strongly agreed). The finding is similar to [29], which em-
phasizes the importance of raising awareness among the students regarding cyber-se-
curity and phishing attacks.

The survey reveals several key insights into university students' perceptions of ef-
fective strategies to mitigate phishing attacks. Notably, a significant 40.6% of respond-
ents strongly agree that providing training and awareness programs on phishing attacks
is crucial, indicating a strong belief in the effectiveness of educational initiatives. Sim-
ilarly, the same percentage strongly agrees that never sharing personal information un-
less its origin is confirmed is essential for preventing phishing attacks. This highlights
the importance of verification and cautious behavior. Additionally, 39.6% of respond-
ents consider deleting phishing emails without opening them as the most effective strat-
egy, while 36.4% emphasize the need for regular updates to computer hardware and
software. The establishment of a dedicated cybersecurity helpdesk is supported by
34.7% of students, underscoring the value of accessible support and guidance. These
findings suggest that a combination of education, proactive measures, and technical
solutions are seen as vital strategies to enhance cybersecurity and mitigate phishing
risks among university students. [30], [31] presented the same findings that through
taking certain educational measures and providing technical solutions, university stu-
dents could be guided to fight against phishing attacks, hence improving cyber-security.

The correlation matrix reveals several significant relationships between the varia-
bles. The strongest relationship is observed between Perceived Factors and Mitigating
Strategies, with a Pearson correlation coefficient of r=0.691 (p<.001), indicating a
strong positive correlation. This suggests that as students perceive more factors con-
tributing to phishing attacks, they also recognize more mitigating strategies to combat
these attacks, which is consistent with the findings of [1], [32], [33].

The regression analysis indicates that all three predictors—Student Behavior, Per-
ceived Factors, and Mitigating Strategies—significantly influence Student Perception
of phishing attacks. Perceived Factors have the strongest impact, followed by Mitigat-
ing Strategies and Student Behavior. The overall model explains a substantial portion
of the variance in Student Perception. It suggests that enhancing students' behavior,
addressing perceived factors, and implementing effective mitigating strategies can sig-
nificantly improve their perception and awareness of phishing attacks, which is similar
to the findings of [1], [34], [35]. This underscores the importance of comprehensive
educational and preventive measures in enhancing cybersecurity among university stu-
dents.

5.1  Implication of study

This study has several implications in that it assists in giving students cyber-security
education, which results in avoiding phishing attacks. By making the subject of cyber-
security and phishing attacks a part of the curriculum, further awareness could be given
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regarding the matter. This study determines how important it is for university students
to remain vigilant with phishing attacks. The more familiar they are with Phishing, the
more they will try to avoid such attacks. It gives awareness regarding the most common
phishing attack types which are common now a days, along with the crucial factors
which are responsible for the occurrence of such attacks. This study is also beneficial
for higher education institutions, as they can create a cyber-security culture by making
it a part of their policy documents in light of the findings. Thus, this study gives students
more awareness to take certain safety measures, instead of relying upon the system.

5.2  Limitations of Study

The study also has limitations as it relied on self-reported data gathered from uni-
versity students. Apart from that, as this was a quantitative study, the scope of findings
is limited because of superficial results obtained through a quantitative survey ques-
tionnaire only. As with the ongoing advancements, new methods or types of phishing
attacks might emerge that need to be tackled differently.

5.3  Conclusion and Future Recommendations

The study focuses on the unique role of different factors and actions in phishing
vulnerability among students. This study provides findings that students’ educational
backgrounds have an important relation on phishing awareness and prevention strate-
gies. It has also focused on wide range of academic subjects which has made it one of
the first study which has offered detailed cross-disciplinary details.

This study aimed to explore the cyber —security awareness among university stu-
dents, with special emphasis on their familiarity with phishing attacks. It explores the
students' perceptions regarding the different types of phishing attacks, methods and fac-
tors responsible for the occurrence of such attacks. The findings suggest that enhancing
student behavior, addressing perceived factors contributing to Phishing, and imple-
menting effective mitigating strategies can significantly improve students' perceptions
and awareness of phishing attacks. Educational institutions should focus on compre-
hensive educational programs, promote cautious behavior, and provide robust technical
support and resources to protect students from phishing threats. This study provides the
base for future researchers regarding raising awareness about cyber-security among
students. Firstly, a longitudinal study could be planned to assess the effects of students'
perception on their behavior towards dealing with phishing attacks. Such a study will
also highlight the evolution of different types of phishing attacks and the methods to
deal with them. Moreover, multiple online educational tools could be assessed to deter-
mine their use for raising cyber-security awareness among students.
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