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Abstract—Protecting information flow, data and assets is
paramount to every establishment. Therefore, enterprise secu-
rity architecture design is essential in achieving this protection
as it directly implements enterprise security policies. Existing
research revealed that researchers have made little effort to
investigate inference security challenges to enterprise security
architecture design and to assess how the existing security
architecture models fare against inference attacks. It was also
discovered that existing security architecture models are too
old and susceptible to inference attacks. Hence, this research
explores a novel solution for designing effective enterprise
security architecture and addressing inference attacks.

Index Terms—Information flow, Security architecture,
Inference attacks, impact on design behaviour, frameworks,
models

I. INTRODUCTION

Enterprise architecture describes the overarching forms
and functionalities of systems in enterprises, including stake-
holders, frameworks, standards, and rules for distinct ar-
chitecture designs. [13] Security architecture describes the
comprehensive structure and recurring procedures that put
in place policies, standards, risk management decisions,
and planned support that facilitate the development and
operations of employees. [37]

The root security of any established enterprise and its
resources is its security policies, and the execution of these
security policies determines its resilience to attacks from
malicious actors. [2] Access control is a security mechanism
that restricts and regulates access to certain areas of an
organisation or a system using physical and logical means.
[47] Inference attack refers to the ability to arrive at an
individual’s identity from a particular dataset by aggregating
data that does not explicitly point to the individual. [17] [36]

A. Types of inference attacks

The most common types are membership, property,
poison, and attribute inference attacks. A membership in-
ference attack (MIA) occurs when a foe tries to rebuild the
dataset used in training the model [10] [25] [32] [40], taking
advantage of the shortcomings in decision boundaries in sus-
ceptible algorithms resulting from the over-parameterisation
and complexity. [11] [26] [49] Attribute inference attack is
when the adversary exploits a dataset contained in the train
model by manipulating the data to deduce data that he/she
had not gotten the privilege of knowing. [20] [21] [29] [50]
Property inference attack occurs when the adversary makes
deductive conclusions or predictions from aggregated data
obtained. [32] [16] [34] Poisoning inference attack is a form
of MIA that occurs when a foe poisons certain portions of
the training dataset to behave in a pattern of interest to the
adversary. [32]

II. OBJECTIVES

• To assess how the BLP model fare against inference
attacks.

• To assess the academic research depth of inference
attacks against the defensive capabilities of the BLP
model through rigorous literature review.

• To perform simulations to select the best ML algorithm
for the proposed improved BLP model.

III. SIGNIFICANCE

i. To advocate for further research to improve existing
enterprise security architecture models to defend against
inference attacks



ii. To create awareness of the vulnerabilities of the BLP
model to inference attacks

IV. METHOD AND RESULTS

1) The methods employed include rigorous literature re-
view and simulation.

2) Results from the literature review indicate the BLP
model is vulnerable to inference attacks. The results of
the simulation are found in tables I, II, and III below
under the simulation results and conclusion section.

V. BACKGROUND

A methodical delineation of a master plan that presents
a model design development, criteria, execution processes
and procedures, and security management processes, such
as policy formulations, education, and training, denotes a
security framework. [47] A security model is the theoretical
and logical representation of the security policies of an
enterprise or a system and the implementation processes and
procedures while considering the enterprise’s shortcomings.
[27] Due to the varied nature of each institution’s business
objectives, security policy formulation cannot have a holistic
procedure. Hence, the security framework is influenced by
the business objectives. The research, however, only concen-
trates on the performance of the Bell-LaPdula (BLP) model
against inference attacks and how that impacts enterprise
security architecture design.

A. Question

Is the BLP enterprise security architecture model able
to mitigate inference attacks?

B. The BLP Security Architecture Model

The Bell-LaPadula (BLP) Model, advanced in 1976
by David Bell and Leonard LaPadula, is rooted in the
confidentiality of information, data, and assets. [4] [33]
Though it was not designed to handle data integrity, the
model achieves some integrity aspects if fully implemented
well, as the lack of unauthorised access leads to fewer
data corruption. Data availability is the aspect of the model
that is negatively hampered when fully implemented and
strictly adhered to. The BLP operates based on data or
object classification levels (unclassified (U), confidential (C),
secret (S), and top secret (Ts)) and security clearance levels
of subjects interacting with data or objects. Moreover, it
operates on the following set of rules.

1) Simple security: No read-up. [4] [33] A subject can
only write up to objects with higher authority clearance than
has been sanctioned but cannot read its content. [4] [33] In
this property, subjects in the same security clearance level
have read, write ( and also, execute though not categorically
stated) access to objects under the security classification they
are cleared to have access to (note: the model did not say
anything or emphasis on the need-to-know principle), as well
as being able to have read access to objects under the security
classification lower to their security clearance level (note: a
weak point to engage in inference attack (inference attacks
possible).

Let S = collection of subjects

O = objects of the system

P = privileges(read r, write a, read andwrite w,

and empty/null e)

M = the privileges regulationmatrices

f = collection of three(3) − tuples {fs, fo, fc}, where fs
denotes each subject’s maximum security clearance level, fc
denotes the current security clearance level, fo denotes each
object security level. A state (s, o, p) ∈ S×O×P fulfills the
simple security property relative to the function f provided
one of these is true:
i. p = e or p = a,=⇒ for every subject s of S with security
clearance and right p of P to the object o of O with which the
subject is cleared, must have right p equal null or empty(e)
(meaning not cleared to read) or p equal write a (meaning
cleared to write) or the security level s must dominate o.
[33]
ii. p = r or p = w, and fs(s)domf0(O) =⇒ for subject s
a member (∈) of S with security clearance and right p ∈ P

to read r an object o ∈ O or read and write w on the object
o ∈ O, the relative security function fs of the subject s

should overshadow the relative security function fo of the
object o. [33]

2) *Security property: A security property that allows
subjects based on specific security clearance to have write
(note: read and execute as well, though not categorically
stated) privilege to objects within the same authorisation
category to which they have been cleared as well as write
privilege to objects with authorisation categories above the
categories they have been cleared but cannot write to objects
with authorisation categories below them. [4] [33] Put sim-
ply, no write-down. This prevents confidential data leakage
to lower authority categorisation level(s). This leakage can
be in the form of a subject with a secret authority category
having read privilege to an object with a secret category and
then making an unclassified copy of the secret document,



thereby making subjects with classified (lower than secret)
authority category have read privilege to the otherwise secret
object. [35] (Note: A property inference attack is possible).

A state (b,m, f, h) fulfills ∗ property iff, for each s ∈ S,
these are fulfilled:

(1). b(s : a) ̸= ∅ =⇒ [∀o ∈ b(s :

a) [fo(o) domfc(s)]] =⇒ for all subject s a subset of b

with security clearance to write on an object o, the relative
function of the object fo(O) must dominate the relative
security function of the subject fc(s).

(2). b(s : w) ̸= ∅ =⇒ [∀o ∈ b(s : w) [fo(o) =

fc(s)]] =⇒ for all subject s a subset of b with security
clearance to read and write on an object o, the relative
security function of the object fo(o) must equal the relative
security function of the subject fc(s).

(3). b(s : r) ̸= ∅ =⇒ [∀o ∈ b(s :

r)[fc(s)domfo(O)]] =⇒ for all subject s a subset of b with
security clearance to read on an object o, the relative security
function of the subject fc(s) must dominate the relative
security function of the object fo(O). [33] Fulfillment of
the ∗−property is attained when every stage is met. If the
subset S1 satisfies the ∗−property, then, the ∗−property is
satisfied relative to S1 ⊆ S. [33]

Strong ∗property, categorically permits read-write priv-
ileges to objects with the same sanctioned category to which
subjects are given security clearance to have access (weak-
ness: inference attacks possible). [33] The set (b,m, f, h)

abide by the discretionary property, iff , for every member
of the triple (s, o, p) ∈ b, p ∈ [s, o] =⇒for every subject
s ∈ S, and object o ∈ O with rights p ∈ P all being
member b in the four (4) − tuple where b ∈ P ( s × o

× p ) indicates which subject has rights to which object
and categorises the rights. m ∈ M being the authorisation
restriction matrix of the present state. [33]

The Bell-LaPadula model was formulated to ensure
secrets remain secret. [23] The BLP model presents a good
environment to achieve success against inference attack pos-
sibilities, unlike the other existing models, but the existence
of some inherent weaknesses in the model makes inference
attacks possible. With the BLP model, data/information
flows upwards.
Strength

i. Adhere to strong confidentiality principles/policies.

ii. Creates separation of duties.

iii. Have a well-defined reporting format of information

flow.
Vulnerabilities

The simple security property vs inference security at-
tack. A subject Ayamga with secret security clearance to
read objects with security classification secret (also has
write and execute privileges, though not categorically stated
since the need-to-know principle was not indicated by the
BLP model), and read privileges to objects with security
classification level below secret classification, can perform
membership inference attacks on all objects within the secret
classification level as well as property inference attack by
aggregating data within the secret and below the secret
clearance levels thereby being able to logically conclude
on the data that will be available to the top secret object
classification level, a level which Ayamga has not been
given security clearance to read and can use the data
gained through the inference attack to deductively conclude
decisions of persons with security clearance to objects with
top-secret security classifications.

The * security property vs inference security attack.
Ayamga has write (also has read and execute privileges,
though not explicitly stated) access to objects with security
classification (secret) to which he has been cleared, as well
as write access to objects with security classification (top
secret) to which he has not been cleared to read. Ayamga
does not have write access to the objects with a security
classification below the secret classification.

Ayamga can make membership inference attacks on
objects with the same security classification to which he
has been cleared through data manipulation and also can
perform property inference attacks on objects with security
classification to which he has been cleared as well as objects
with security classification (top secret) which he has not
been cleared to have read access to by performing data
aggregation and thereby being able to predict data that will
be available to the top secret security classification objects.
This enables him to draw conclusions and predict the next
moves of subjects cleared to have access to objects with
top-secret classifications. The strong * security property
vs inference attacks. Ayamga has read-write (and execute,
though not categorically stated) privileges to objects within
the same authorisation category (secret) and can perform
both membership inference attacks through data manipula-
tion and property inference attacks through data aggregation
on objects.



C. The Relationship between Set Theory, Information The-
ory and Inference Attacks

Given the universal set µ, set A ∈ µ, set B ∈ µ, set
C ∈ µ, and n(A ∪B ∪ C) ∈ n(µ).
n(A∪B ∪C) = n(A) + n(b) + n(C)− n(A∩B)− n(A∩
C)− n(B ∩ C) + n(A ∩B ∩ C)

Let n(a) be the number of elements found in set A only,
n(b) be the number of elements found in set B only,
and n(c) is the number of elements found in set C only.
The focus here is on n(A ∪ B ∪ C), n(A ∩ B), n(A ∩
C), n(B ∩ C), n(A ∩ B ∩ C), a, b, c. From set theory,
n(a) = n(A)− n(A ∩B)− n(A ∩ C)

n(b) = n(B)− n(A ∩B)− n(B ∩ C)

n(c)−n(C)−n(A∩C)−n(B∩C) Relating the set theory
to information theory: Let i = 1, 2, . . . , n, xi ∈ A,mi ∈
B and ri ∈ C

a = A(xi | mi; ri) = the uncertainty of set A left after
knowing sets B and C,
b = B(mi | xi; ri) = uncertainty of set B left after knowing
sets A and C,
c = C(ri | xi;mi) = uncertainty of set C left after knowing
sets A and B,
n(A ∩ B)only = I(xi;mi | ri) = the interaction of A and
B given C,
n(A ∩ C)only = I(xi; ri | mi) = the interaction of A and
C given B,
n(B ∩ C)only = I(ri;mi | xi) = the interaction of B and
C given A, and
n(A ∩ B ∩ C) = I(A,B,C) =the interaction between
A,B,andC. Letn(A ∪ B ∪ C) = I(xi,mi, ri) =the main
information (Actual prediction target of the attacker). Note:
The amount of information shared between A and B is
impacted by C, the amount of information shared between
A and C is impacted by B, and so is the information shared
between B and C impacted by A. [1] According to Claude
Shannon [1] [43], the conditional interaction of A and B,
given as I(n(A ∩B)), the conditional interaction of A and
C given as I((A ∩ C)) and conditional interaction of B

and C given as I(n(B ∩ C)) are respectively theorised as,
n(A ∩ B) = I(xi;mi | ri) = Er((xi;mi) |
ri) =

∑
ri∈C

P(ri)(ri)
∑

mi∈B

∑
xi∈A

Pxi,mi|ri(xi,mi |

ri) log
Pxi,mi|ri (xi,mi|ri)

Pxi|ri (xi|ri)Pmi|ri (mi|ri)

n(A ∩ C) = I(xi; ri | mi) = Em(I(xi; ri) |
mi) =

∑
mi∈B

Pmi(mi)
∑

ri∈C

∑
xi∈A

Pxi,ri|mi
(xi, ri |

mi) log
Pxi|mi

(xi|mi)

Pri|mi
(ri|mi)

n(B ∩ C) = I(ri;mi | xi) = Ex(I(ri;mi) |
xi) =

∑
xi∈A

Pxi
(xi)

∑
mi∈B

∑
ri∈C

Pri,mi|xi
(ri,mi |

xi) log
Pri,mi|xi

(ri,mi|xi)

Pri|xi
(ri|xi)Pmi|xi

(mi|xi)
. [1]

Achieving only a information or only b information or
only c is not the attacker’s focus since the attacker seeks to
establish a relationship between the sets and draw a conclu-
sion. Applying mutual information is essential when trying
to enhance the uncertainty or entropy of training datasets to
make it very challenging for would-be membership inference
attackers.

VI. LATTICE-BASED ACCESS CONTROL

The lattice access control describes an upper and lower
bound called layers or lattice, identifying the security clear-
ance of designated subjects and their corresponding security
classification objects. [31] [41] [42] Information flow is
granted when the security designation of subjects is aligned
with the designation of objects. [31] [41] [42]

The partial ordered set (S,R) is called a lattice if and
only if it is a meet semilattice and a join semilattice. [6]
[18] [22] [38] In a Hasse diagram, for all x, y members of
S (∀x, y ∈ S), the Greatest Lower Bound(GLB) of x, y not
equal null (∅) or phi (ϕ) (GLB(x, y) ̸= ∅ or ϕ) and for all
x, y members of S (∀x, y ∈ S), phi (ϕ), the Least Upper
Bound (LUP) of x, y not equal to null (∅) (∀x, y ∈ S, (ϕ) ̸=
∅). [18] [38] In a complete lattice, the partial ordered set
(S,R) is considered a complete lattice provided for every
subset M of set S has both a “meet” (greatest lower bound
(GLB)) and a “join” (least upper bound (LUB)) in the partial
ordered set (S,R). [18] [38]

VII. PROBLEM

Inference attacks may be reconnaissance for a main
attack or as a primary attack. Inference attacks are done to
exploit enterprises in the case of malicious actors or to have
a competitive advantage in the case of competitors. [15]

A. The BLP Model’s Scenario (Military Environment) of
Inference Attack

Consider a hypothetical three armies from three dif-
ferent countries, Yorogo, Bolga and Tamale. The Bolga
army is attacking Yorogo. The president of Yorogo requested
technical and logistic support from Tamale to defend itself
from the invasion. Guided by Sun Tzu’s war principle,
discovering the vulnerabilities of the adversary, having the
capabilities to exploit the adversary’s vulnerabilities and yet
not knowing whether the platform to use to exploit the



adversary is safe and usable, victory is not guaranteed. [19]
[44]

The political elites and the army of Tamale then set up
units to support Yorogo. These units include logistics supply
(supply of weapons), geotechnical advisory (offer advisory
on the geology and terrain of Yorogo lands), meteotechnical
advisory (offer advisory on meteorology of Yorogo), and
political and military advisory (for advising the political
elites and directing the military units of Yorogo). Yorogo
then planned a counterattack on the invading army of Bolga
with the help of Tamale to retake the lost part of its lands.

Let E represent the logistics supply unit, F represents
the geotechnical advisory unit, G represent the meteotechni-
cal advisory unit, and R represents the political and military
advisory unit. Let R = (E,F,G), the security classifi-
cations of the information flow of the overall hierarchical
structure of Tamale support to Yorogo be Top secret (Ts),
Secret(S), Classified/Confidential (C) and Unclassified (U),
M = (Ts, S, C, U). In a typical Bell-LaPadula lattice repre-
sentation, the given Hasse diagram of the partial ordered set
(M,R) is given in fig.1 and fig.2.

Fig. 1: A complete BLP lattice of bottom-up military in-
formation flow with highlighted sections where property
inference can occur.

Fig. 2: A simplified BLP lattice that indicates the direction
of information flow

Information flows upward in the above Hasse lattice
diagram representation (from U to Ts). Consider an officer
working at the Ts (E,F ) level and is a mole or insider
attacker (consciously or unconsciously) leaking information
to the invading army of Bolga. Assuming the mole obtained
his information using the sensitive information he/she is
previewed to by his/her position in the security clearance
level (Ts(E,F )) and performing a property inference attack

to obtain other information, he/she is not previewed to. The
following steps will be undertaken.
Step1.
At Ts(E,F ), the mole has no possibility of getting infor-
mation from Ts(G), S(G), C(G) and U(G) per the logic
of the above Hasse diagram and based on the BLP model.
Hence, the foe would execute the first inference attack on
that segment.
Step2.
In the Hasse (or lattice) diagram above and a typical BLP
model, information restriction decreases downward from Ts

to U . Meaning that information at the lower levels is loosely
controlled. Hence, the priority target for the attacker will
be U(G) and C(G). Note: In real life, information at the
U(G) level is open to the public (from publicly available
records) or is made available to the public (through the de-
classification of C(G)). Therefore, many resources will not
be expended to obtain information at level U(G). However,
the reliability of the G information increases upward for the
mole. Hence, the focus of the property inference attack on
G will be C(G) because C(G) relates more readily to the
entire support of Tamale to Yorogo.
Step3.
Technically, from the lattice (Hasse) diagram above, phi (ϕ)
constitutes a meet (Greatest Lower Bound (GLB)) to all
lattice connections from Ts to U . Phi(ϕ) could represent
a meeting hall, a social media platform, or any gathering
where ideas are shared. The mole, being on a mission, could
befriend subjects at the C(G) with the motive of obtaining
information from an unsuspecting C(G) subject (officer).
Through casual interactions or chats, the mole will look
out for comments relating to C(G) from the C(G) level
subject (officer) and compare it with the publicly available
U(G) level information and then weeding out what he (mole)
deems chuff (mole looks for C(G)∩U(G) information) and
then aggregating that with information at his (mole) disposal
at the Ts (E, F) clearance level(Ts(E,F )∪ (C(G)∩U(G)).
Step 4
The aggregated information (Ts(E,F ) ∪ (C(G) ∩ U(G))

is then used to perform a property inference attack on
Ts(E,F,G) by predicting the sort of directives that officers
at the Ts(E,F,G) clearance level will give to the political
and army sectors of Yorogo regarding the counter-offensive
attack on the army of Bolga. These directives could be
when (time or month) to carry out the counter-offensive
attacks, the weapons and machinery supply time, available
manpower, mode of attack, directions to launch an attack
and possible vulnerabilities of the ally (Yorogo) army and



the adversary (Bolga) army, based on topological, geological,
and meteorological information.

Thus, defeating Sun Tzu’s principle which states
that we keep secret our attack direction and gives the
enemy the daunting task of securing all directions with
fewer opposing forces. [19] [44] In fig 1 and 2 of the
Hasse diagram above of the Bell-LaPadula lattice, the
Ts(E,F ), Ts(E,G), Ts(F,G), S(E,F ), S(E,G), S(F,G),

C(E,F ), C(E,G), C(F,G), U(E,F ), U(E,G),and
U(F,G)mostly play a redundancy role to Ts(E,F,G),

S(E,F,G), C(E,F,G),andU(E,F,G) respectively. For
example, in the absence of Ts(E,F ), Ts(E,F,G) still gets
Ts(E,F ) component from Ts(E,G) ∪ Ts(F,G). Similarly,
in the absence of any of the combinations, that component
could still be realised from the remaining combinations.
The highlighted sections in the Hasse diagram of the BLP
lattice mostly provide redundancy and do not necessarily
ensure confidentiality or security.

VIII. WAY FORWARD

The following are the proposed ways forward to help
reduce the complexity of the security structure, aid rapid
implementation of security, and to troubleshoot security
issues.

A. Breaking the lattice

Breaking the lattice refers to the artificial removal of
the portion of the BLP lattice that plays redundant roles,
as stated above, by replacing the humans in the redundant
portion of the lattice with an automated system using an
artificial intelligence system called an agent. The agent is
expected to play a similar role as the humans by connecting
and coordinating the activities of the upper and lower levels
of the lattice, thereby hindering the knowledge the humans
at the section replaced would have gotten and, thus, reducing
property inference attacks possibilities.

B. Administrative isolation and Need-to-know

This has to do with the design of office structure in a
way that prevents people working on different independent
portions of the security clearance levels of the enterprise
from sharing the same office space, which could lead to the
sharing of data, leading to property inference attacks through
the aggregation of data. Allowing isolated users access to
only data required for their specific task

IX. THE SECURITY CONUNDRUM

Artificially breaking the lattice by introducing agents
to replace humans at specific sections in the lattice’s hierar-

chical structure, which facilitates property inference attacks,
introduces new vulnerable layers. These agents would con-
stitute an aggregated data point in a section in the lattice
hierarchical structure. An adversary being able to determine
the existence of an individual’s record from an aggregated
location time series risks the confidentiality of the entire
records in the dataset of the agents. [39] The agents intro-
duced will become the primary target for attacks, including
MI attacks. Securing the agents against MI constitutes a
new challenge. The agents are expected to use ML and
deep learning (DL) algorithms. The selection of algorithms
will be based on factors such as support for dynamism,
defense against inference attack possibilities, overhead cost
in processing time (latency) and speed. Researchers have
developed numerous algorithms. [12] [5] [8] [9]These algo-
rithms have their corresponding strengths and weaknesses.

A. Countermeasures to MIA

Defensive measures against MIA attacks are broadly
grouped into confidence score masking, regularisation,
knowledge distillation, and differential privacy (DP). [26]
An approach used to mask the actual confidence score
obtained from the target classifier from the adversary’s view,
thereby effectively limiting the adversary’s capabilities to
carry out a black-box MI attack, is termed confidence score
masking. [26] Regularisation refers to reducing the degree
of overfitting in ML to mitigate MI attacks. [26] Knowledge
distillation uses larger model results to train smaller models
for knowledge to be passed to the smaller model. [26] [3]
[24] The theoretical privacy information assurance obtained
through a probabilistic approach is called DP. [26] [14] Over
the years, researchers have explored several approaches to
mitigate MIA attacks in ML and DL algorithms or models.
[25] [7] [30]

B. Dynamism, Overhead cost and Speed(latency)

The traditional Bell-LaPadula access control model is
not dynamic. [45] [48] Policies and regulations often do
not change once implemented and when the system is
running or undergoing transition, which is a problem. [45]
[48] The static nature of the traditional BLP model makes
it susceptible to possible attacks [45] [48], including MI
attacks. Employing ML and DL to implement the BLP
confidentiality model seeks to introduce dynamism. [45] [48]
The proposed agents are expected to use this dynamism and
other features in the machine learning models or algorithms
to increase performance and fend off inference attacks. In
a production environment, speed matters, as it affects cost
accruing from delays, affects the ease of use, which affects



the strict adherence to the implementation security policies
and determines the efficacy of the supposed security policies
and security architecture of the system.

In [45] [48] research, the MaxENT-BLP and CRFs-
MaxENT-BLP have demonstrated some significant advan-
tages, considering the results of other known DL and tra-
ditional ML models. However, latency comparison between
the MaxENT-BLP, CRFs-MaxENTP-BLP models, and tra-
ditional ML was not done. Latency comparison is essential
when adopting a model for the proposed agents. In this
research, a simulation of three models (the SVM, Decision
Tree, and MaxENT) was undertaken to evaluate the pre-
diction accuracy of each, precision and the computational
overhead cost, using a heart disease dataset of size 70,000
rows and performance against inference attacks using mal-
ware dataset.

X. SIMULATION RESULTS AND CONCLUSION

Below are the results of three classifiers from the
heart disease dataset, Dataset name: heart-data.csv Author:
Kuzak Dempsy Source: https://data.world/kudem and Mal-
ware dataset [46]. The heart disease dataset is used to assess
the performance of models on everyday working data, and
the malware dataset is used to assess the performance of
models against MI attacks.

Heart disease dataset
Acc Preci F1 sco T.in min.

D.Tree 73.414 76.378 71.807 0.011
SVM 69.838 74.317 72.522 4.858

MaxENT 70.316 74.371 71.282 0.969

TABLE I: Heart disease dataset simulation results

Malware dataset
Acc Preci F1 sco T. in min.

D.Tree 98.395 98.305 98.281 0.072
SVM 98.978 98.331 98.367 2.674

MaxENT 98.971 98.414 96.558 0.001

TABLE II: Malware dataset simulation results
Area under curve score

Model H.disease-dataset Mal.dataset
D.Tree 0.793 0.988
SVM 0.732 0.988

MaxENT 0.724 0.973

TABLE III: AUC Score

An auc value from an roc curve is a gauge metric of the
achievement of a ML model. [28] An auc value is the most
potent metric for assessing the prognostic achievements of a
given ML mode. [28] Assessing the AUC values of the above
models, the Decision Tree has the highest value of 0.793

for the heart disease dataset and a marginally lower value of
0.996 than the MaxENT for the malware datasets, and the
MaxENT got the least 0.724 for the heart disease dataset and

slightly above the Decision Tree for malware datasets with
0.973. Again, assessing the time cost, the average time cost
for prediction in both heart disease and Malware datasets for
the Decision Tree is 0.0415 ((0.011+0.072)/2) minutes, and
the MaxENT is 0.485 ((0.969 + 0.001)/2) minutes.

Further, in terms of predictive accuracy, the Decision
Tree has the highest accuracy of 73.414 in the heart disease
dataset, with the MaxENT being the least 70.316, while with
the malware dataset, the MaxENT slightly outperformed
the Decision Tree with an accuracy of 98.971 and 98.395,
respectively, a marginal difference of 0.576. Given the main
factors considered in adopting a desired machine learning
model for the proposed agent, the Decision Tree fits the
requirement much better than the other models. A secured
system requires a thorough and detailed defense in all facets.
Inference attacks, though an old form of security threat, have
evolved. Security architecture models need to be constantly
improved.
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