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ARTICLE INFO ABSTRACT

Keywords: Due to the increasing use of renewable energy sources and the advancement of smart grid technology, bilateral
Secured energy trading energy transactions between prosumers have attracted significant interest as a potential solution for efficient
Prosumers and decentralized energy distribution. Prosumers can establish direct energy exchanges by utilizing internet

Artificial intelligence
Internet of things
Outlier data

of things (IoT) technologies and arrangements with smart metering capabilities, eliminating the need for
middlemen and allowing for more effective use of renewable energy sources. However, these direct energy
exchanges between prosumers can be susceptible to cyber-threats, which hinder secure and effective energy
transactions while protecting privacy. To enable safe and seamless energy transactions among prosumers
and the grid, the cyber-security of IoT devices should be of paramount significance as a possible solution.
Therefore, this paper focuses on securing the energy transactions among prosumers facilitated by smart
meters. It aims to address potential threats against data integrity, confidentiality, and availability from the
prosumers’ point of view and develop a comprehensive framework for securing energy transactions based on
artificial intelligence (AI). The proposed structured roadmap not only identifies compromised trading data
but also prevents prosumers from reacting to it by replacing the contaminated as well as missing trading
data. A comparative analysis on Al-based algorithms indicates that decision tree (DT) outperforms support
vector machine (SVM) and multi-layer perceptron (MLP) for the proposed framework to profile the corrupted
trading data identification and categorization in order to provide effective outcomes. Additionally, the proposed
framework adopts a deep learning (DL)-based model for the replacement of compromised trading data. All the
numerical analyses, along with extensive simulation results, justify, the efficacy of the proposed framework.

1. Introduction coordinated way, as indicated in [5]. This smart energy management
involves multiple operational stages to provide ultimate benefits to both
Conventional consumers are proactively participating in the local prosumers and consumers. Bilateral energy trading can be conducted in
electricity markets (LEMs) with the explosion of distributed energy one of the operational stages of smart energy management that enables
resources (DERs), and the prosumer concept is being introduced [1]. prosumers and consumers to trade with each other and foster a more
Distributed generators have improved energy usage flexibility at the decentralized energy sharing [6,7].
local distribution level [2]. Energy storage systems have also played With the widespread adoption of cutting-edge information and com-
important roles in this progression as they enable sustainable energy munication technologies (ICTs) and decentralized trading platforms,
scheduling [3]. The integration of electric vehicles (EVs) and con- the bilateral energy trading-supported LEM paradigm has become a
trollable loads further facilitates energy usage scheduling [4]. Hence, viable way to organize flexible energy trades among prosumers and
a smart energy management mechanism is essential to handle dis- consumers [6]. However, preserving the security of bilateral energy

tributed generators, storage systems, EVs, and controllable loads in a
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Nomenclature
/%; a4 Trading data of a prosumer, p € & on a particular day d € & at any instance t € 7
M £ oy Energy demand of a prosumer, p € & on a particular day d € & at any instance t € 7
/%g oy Trading data of a prosumer, p € & on a particular day d € 9 at any instance t € I
/%Z iy Compromised trading data of a prosumer, p € & on a particular day d € 9 at any instance t € 7
N (1) Outlier data
Brp Bias factor for FD injection
Rand(t) Random number at instance ¢
Tata Attack period for FD injection
ty Starting time of the attack
ton Ending time of the attack
B sean Bias factor for scanning attack
By ss Bias factor for XSs attack
B B Door Bias factor for BDoor attack
B Ransom Bias factor for Ransom attack
14 The instant at which the intruder records the trading data
/%IT Dataset of ith prosumer
/%ZCOW Compromised part of dataset .
L ben Benign part of dataset .7
/%iTF D Corrupted data having FD injection attack
[.TSW Corrupted data having scanning attack
./%IX S5 Corrupted data having XSs attack
iTB Door Corrupted data having backdoor attack
AT Dos Corrupted data having DDoS attack
[Tmpm Corrupted data having password attack
IRM Corrupted data having ransomware attack
x sample of the attribute
y True label of the attribute, x
u mean
F Number of attributes’ classes
osp standard deviation
I.TTW." Training dataset of DT model for i, prosumer
iTTeS . Testing dataset of DT model for i,;, prosumer
7 Gini impurity of DT model
i Input gate activation of LSTM at time ¢
CLSTM Sigmoid activation at time ¢ for LSTM
w; Input gate weight matrix of LSTM
h_y Output for the prior time step
X, Input for time step ¢
B; Bias vector for input gate of LSTM
fi Forget gate activation of LSTM at time ¢
w; Forget gate weight matrix of LSTM
By Bias vector for forget gate of LSTM




F. Tabassum et al.

Sustainable Energy, Grids and Networks 40 (2024) 101555

of Output gate activation of LSTM at time ¢
w, Output gate weight matrix of LSTM
B, Bias vector for output gate of LSTM
C, Candidate cell state
(oA Cell state
hy Hidden state
tanh Hyperbolic tangent activation function
0] Element-wise multiplication
Number of inputs of ANN
0 Number of hidden nodes of ANN
f Activation function of ANN
w; Weights from the input to the hidden nodes
w; Weights from the hidden layer to the output
a; The true value at the index point i
£ The predicted value for index point i
m The total number of observations
X pren Precision of the testing data for a prosumer
X Rel Recall of the testing data for a prosumer
XF1 Ser F1 Score of the testing data for a prosumer
X Fpr False positive rate of the testing data for a prosumer
X fur False negative rate of the testing data for a prosumer
Abbreviations
IoT Internet of Things
DERs Distributed energy resources
SMs Smart meters
XSs Cross-site scripting
BDoor Backdoor
FD False data
ID Intrusion detection
IPs Internet Protocols
DDoS Distributed Denial of Service
DT Decision tree
ML Machine learning
LSTM Long short-term memory
ANN Artificial neural network
DL Deep learning
RNN Recurrent neural network
ReLU Rectified Linear Unit
MAE Mean absolute error
RMSE Root mean square error
SMAPE Symmetric mean absolute percentage error
TP True Positive
FP False Positive
FN False Negative
N True Negative
FPR False Positive Rate
FNR False Negative Rate

transactions is essential, especially when it comes to the scenario
of data sharing using internet of things (IoT) devices. This is be-
cause the number of interconnected devices increases frequently on
IoT platforms, leading to security risks and vulnerabilities that are
associated with them [8]. Before using the bilateral energy trading
concept in a practical decentralized database-based system, such as

blockchain [9], various technical difficulties need to be addressed,
including the problem of securing energy trade [10].

In order to collect data on appliance energy usage, broadcast in-
formation about energy shortages or surpluses, and provide clients
with pricing information, advanced metering infrastructure is an
indispensable part of real-time energy trading [11]. The home energy
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management system (HEM) uses smart meters (SMs) to regularly ag-
gregate the energy data from all electrical appliances (EAs) in order
to achieve the goal of successful trading. SMs enable prosumers to
make wise decisions about energy transactions by giving them ac-
cess to real-time knowledge about energy supply, pricing, and usage
patterns [12].

Additionally, IoT technology makes home appliances smarter, en-
hancing the functionality of HEMs. By enabling real-time monitoring
and two-way communication between energy providers and users, SMs
have revolutionized the energy sector. Without SMs, it would have been
difficult or impossible for the distribution system operator to deploy
a number of services [13]. However, the enhanced connectivity and
wireless communication capabilities of SMs also bring forth certain
security flaws. This wireless communication route may be open to
unauthorized intrusion, allowing malevolent opponents the opportunity
to intercept or alter data and obtain access to confidential data [14].
Data integrity, confidentiality, availability, and accountability are the
four categories into which the cyber security problems originating from
the flaws in SMs’ communication architecture can be divided [15].

In SM, an integrity attack is a hostile act intended to jeopardize the
integrity of trading data or critical system information. Lack of integrity
may lead to shared data being modified or altered to undermine its
accuracy, dependability, or trustworthiness [16]. Attacks against se-
crecy focus on unauthorized parties’ access to or disclosure of private
and proprietary information. The most significant sources of the secret
breaches in bidirectional energy transactions are the SMs [17]. Through
root password recovery or security imperfections, the adversary can
access SMs [18] and gather data on consumers’ electricity usage in
order to violate their privacy.

For the effective and steady operation of the smart grid, data avail-
ability is also crucial. This enables prompt and dependable access to
information. Cyberattacks on availability disrupting data transfers can
delay, block, or even distort the control signal, which has a significant
negative influence on the stability, effectiveness, and security of the
smart grid operation [19]. Because of this broad spectrum of threats,
it is crucial to safeguard the prosumer energy trading process, which
utilizes the IoT platform [20]. To this end, a defense plan against the
false data (FD) attack on the demand-response program and peer-to-
peer energy trading is discussed by the authors in [21,22]. A distributed
denial of service (DDoS) attack prevention method for advanced meter-
ing equipment is proposed in [23]. The authors in [24] propose a DDoS
detection scheme based on DL. However, there is no DDoS mitigation
strategy for either of the algorithms. Without any attack mitigation
strategies, an algorithm for detecting and preventing ransomware is
presented in [25]. The authors in [26] provide a password attack
detection scheme to ensure the confidentiality of the data. Strategies
to recognize and prevent scanning (Scan), cross-site scripting (XSs),
and DDoS attacks are provided in [27] and [28], with an emphasis on
the significance of preserving data availability and integrity. However,
the mitigating strategy is not available. A backdoor (BDoor) attack
defense method is reported in [29], which merely provides the attack’s
detection scheme. In many spheres of society, including banking [30],
education [31], medical [32], the manufacturing sector [33], and
particularly in the area of cyber security [34], the use of artificial
intelligence (AI) approaches is expanding dramatically. They are now
being used by the modern power industry for a variety of purposes,
including load forecasting, economical load dispatching, and energy
management [35].

Motivated by the effectiveness and low time-consuming charac-
teristics of Al-based schemes, this paper aims to open the door for
the widespread adoption of secure two-way energy trading, enabling
prosumers to actively participate in the energy market while main-
taining the confidentiality of their data and the integrity of energy
transactions. Moreover, the majority of earlier literature focuses on
data integrity, availability, and confidentiality issues independently,
and most algorithms are only used for attack detection. Some of them
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have some degree of ability to defend against cyberattacks like FD
injection. However, in addition to the detection and prevention of
cyberattacks, there should be a strategy that can mitigate the effects
of the attack in order to maintain a stable energy market. To the
best of the authors’ knowledge, there is currently no cyber-secured
solution for SMs in bidirectional energy transactions that can guarantee
data integrity, confidentiality, and unavailability by combining attack
detection, prevention, and impact mitigation. Although some previous
literature is confined to attack detection and prevention to some extent,
no work is proposed focusing on attack impact mitigation through
replicating the original data. Here lies the unique contribution of this
work whose emphasis is placed on filling this research gap that can
identify, prevent, and mitigate the effects of attacks while maintaining
the integrity, unavailability, and confidentiality of SMs data with the
use of an Al-based protection scheme. This approach uses synthetic
data that directly reflects exchanged information amongst prosumers.
Prosumer data will have a significant effect on the choices made during
energy trading and support the analysis of the energy market. An
overview of different security approaches adopted by existing studies,
along with the proposed Al-based scheme, is summarized in Table 1.
This research contributes to the creation of a strong and reliable energy
ecosystem by tackling the security issues related to smart meters by
detecting, preventing, and mitigating the impact of attacks with the
help of an Al-based scheme. Here, decision tree (DT), a machine
learning (ML)-based algorithm, is used to determine whether shared
data is secure or compromised before classifying it into various attack
types, including FD injection, Scan, XSs, BDoor, DDoS, password, and
ransomware attacks.

When compromised trading data is discovered, the model alerts
the controlling entity and diverts it to a separate folder called the
“spam folder” to prevent the prosumer’s response to it. The original
trading data is then retrieved using a deep learning (DL)-based method
in order to diminish the impact of the attack. Here, the distorted
data is compensated using a long short-term memory-based technique
combined with an artificial neural network (LSTM-ANN). The main
contributions of this paper, focusing on the development of an extensive
framework for the security of prosumer energy transactions and the
protection of smart meter data, are as follows:

» A cyber-secured framework is proposed to detect and mitigate
cyber threats by utilizing prosumers’ energy transaction data to
facilitate the decisions taken during energy trading.

The dataset is meticulously assembled with diverse attack vari-
ants, namely FD injection, Scan, XSs, BDoor, DDoS, Password,
and Ransomware, in the proposed model to target vulnerable
prosumers while taking into account outlier data from SMs to
train the Al-based model.

The proposed model takes action to prevent prosumers from
reacting to compromised transaction data, and the compromised
data is replaced by forecasted data.

An extensive performance evaluation is performed for both ML-
based attack identification and DL-based data forecasting schemes,
along with a data security, perspective to verify the efficacy of the
proposed model.

The proposed model’s effectiveness in improving the security and
integrity of energy transactions is further demonstrated by the
numerical analyses of energy transaction data.

The arrangements for the rest of this paper are as follows. Section 2
presents the energy transaction framework in a summarized manner,
along with its vulnerability. The details of potential attack models
and the proposed framework to handle those models are described
in Section 3 and Section 4, respectively. The performance evaluation
through comparative analysis is given in Section 5. Lastly, conclusions
are drawn in Section 6.
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Table 1
Overview of security approaches for different cyber assaults.
Literature Data Data Data Approaches
integrity unavailability confidentiality
Detection Prevention Impact Mitigation
[21] FD injection X X v X X
[22] FD injection X X v X X
[23] X DDoS X X v X
[24] X DDoS X v X X
[25] X X Ransom v v X
[26] X X Password v X X
[27] Scan DDoS X v v X
[28] XSs DDoS Password v v X
[29] BDoor X X v X X
Proposed FD injection
Al-based Scan Password
scheme XSs DDoS Ransom v v v
BDoor

[here, vand xindicate the presence and absence in literature respectively]

2. Overview of energy transaction framework for attack imple-
mentation

Secured energy trading amongst prosumers on a completely decen-
tralized and reliable platform, for example, a blockchain database [36].
Undoubtedly, a decentralized system can be the victim of outside
attacks. The situation could be intensified if prosumers start sharing
their data for the purpose of bilateral energy transactions. In this work,
the trade-worthy net metering data of the prosumers is considered as
the target of the adversaries. Based on the manipulated metering data,
all the trading parameters can be corrupted during cyberattacks. In
a general trading system, the trade-worthy data /%; s shared by a
prosumer p € & on a particular day d € & at any time instance t €
can be represented as:

T _ 4D G
My =My =M

it ody VPEPNIEDNIET (€]

where /%[]G 4. Tepresents the energy generation of a prosumer p € &P
using its available DERs and ./ {’ 0y s the energy demand of that
prosumer at a particular instant r € 7. Based on the energy production
and consumption of prosumer p, the following criteria for /%Z 4, €an be
obtained:

My, <O M), <M, VpEPNIEDVIET 2
MYy, >0, 0D > MG Vpe PNdEDNIET 3
MYy, =0, i M0 =G VpePNIEDNIET “@

where (2) indicates the phenomenon when a prosumer p € & has spare
energy to sell to the grid or other prosumers and the meter shows
negative trading data. Under this condition, the prosumer acts as a
seller. A positive value of metering data, ./%Z 4 in contrast, indicates
a shortage in energy generation, and the prosumer, p, has to purchase
energy from the grid or other prosumers, as shown in (3). On the other
hand, when the generated energy at any time ¢+ € J is sufficient to
satisfy the demand at that time, the trading condition depicted in (4)
arises, i.e., ./%Z 4= 0 and the prosumer, p € &, is neither a seller nor
a buyer. During cyberattacks, attackers can manipulate /%: 4. tO get
some financial gains deceptively as well as cause severe damage to the
physical infrastructure.

3. Potential attack models

While data sharing paves the way to execute bilateral transactions
among prosumers, several potential cyberattacks can be associated with
it. This section outlines different types of threats that can be barriers to
precise energy transactions. As an illustration, how these attacks affect
a bidirectional energy transaction among prosumers is shown in Fig. 1.
From each threat category, some are summarized here, which are used
later to investigate the effectiveness of the proposed framework.

3.1. Data integrity attack

The unlawful and covert modification, alteration, or destruction of
shared data results in the integrity loss of an energy market, and SMs
should be able to fend off these kinds of attacks. When it comes to
integrity, the majority of the literature is directed toward the mathe-
matical modeling of fraudulent data injection. However, attacks like
Scan [27], XSs [37], and BDoor [38] are increasingly prevalent in
IoT-enabled devices and can be used to weaponize all modern IoT
devices with botnets defined as networks of compromised equipment
controlled remotely by attackers that allow them to carry out different
malicious activities. This work models the Scan, XSs, and BDoor attacks
in addition to the integrity attack by FD.

3.1.1. False data (FD) injection attack

This form of assault is capable of jeopardizing the most important
concern of data integrity by infecting devices and bypassing firewalls.
The information that is transmitted and the decisions that are necessary
to sustain a healthy energy trading system can be manipulated through
FD injection [22]. Pulse, scaling, ramp, random, smooth curve, and
blind threats are frequently used for simulating the integrity attack by
the FD injection [39]. Under the pattern of random attack template
as given in [39], the compromised trade-worthy data ‘%Z, 4, can be
represented as:

My + N, VE T CT
T _
/%p,a,x = ©
MY, AABpp X Rand (D) + N (D), V1 E Ty CT

where 7,,, C 7 is the attack period under which the FD injection
takes place. If t;, € 7, is the starting time and 7,, € 7,4 is the end
time of the attack then 7., = [ty, ..., 1,,]. Rand(1), 1, <t <t,,Vt €T,
generates random number and can be represented as:

8

)

Rand(t) =| -~ (6)

T'n

where r|,r,,...,r, are the elements of Zand(r) at rth, (r + Dth, ..., +
n — Dth instants, respectively, and #,(t + 1),...,(t + n — 1) € Tafd-
% pp represents the bias factor used by the intruder for FD injection.
N (®),Vt € T, in (5) represents the outlier data that inherently existed
along with the metering data. The details about this bad data are
provided in Section 4.



F. Tabassum et al.

==X
Data ,/\ '.q \
AConﬁdentlahty,
A Attack ,
/\ QQ

IoT devxce

prosumer, 1

A
A

IoT device of
prosumer, n

Sustainable Energy, Grids and Networks 40 (2024) 101555

R )
Data \\ @
Integrity \\ D
Attack \
! IoT device
! of
1
1

prosumer, 2

Fig. 1. An illustration of cyber attacks on energy transaction.

3.1.2. Scanning (scan) attack

Attackers strategically employ clever tactics to keep up with rapidly
evolving technologies. They switch to multi-step attacks rather than
single-stage attacks or low-level attacks [40]. The initial step in these
kinds of multi-step attacks is to gather essential data about their in-
tended victims. The initial access “scanning” phase, during which an
attacker begins testing open ports on hacked IoT devices with scanner
internet protocols (IPs), is one of the most crucial attack stages in an
IoT attack life cycle. The attack can be started remotely by taking
advantage of a remote code execution vulnerability. The scan attack,
which is regarded as the first step in several multi-step attacks [41],
yields important details on the targeted victims within the connected
network. While doing so, it captures a lot of data that are required for
the attack’s later stages.

The Scan attack can result in network congestion, mostly harm-
ing network-dependent services. Customers’ logins to the management
webpage may also experience poor response times and occasionally
browser timeouts. Energy transactions may suffer if the network delay
goes above a particular level because services may offer erroneous data.
Considering the Scan attack strategy as in [27], it is anticipated that
the attackers have selectively altered trade-worthy metering data by
reducing their values by a particular percentage in order to mimic the
Scan attack. Under this consideration, the compromised trade-worthy
data /%Z s of a particular prosumer, p € & on a particular day d € @
at any time instant 1 € 7, can be represented as:

My ANO. VE Ty
M}y, = @

pdt
‘%pdt {‘%Scan X‘% } + (@), Vte 'gufd

where %.,, denotes the bias constant used by the intruder for corrupt-
ing the SM data and /' (r),Vt € 7, is the outlier data generated while
accumulating the trading information.

3.1.3. Cross-site scripting (XSs) attack

XSs attacks involve the injection of malicious code into a web page,
which the victim’s browser subsequently executes when they access the
website. Attacks that exist in the applications used by the IoT device
to communicate with the user are primarily caused by vulnerabilities
in software [42]. In an IoT scenario, the problem worsens since an
attacker can utilize the device credentials they have obtained to acquire
root access to the device following a successful execution. This allows
the attacker the ability to distribute malicious software updates that
alter functionalities and use the infected device to carry out other kinds
of large-scale attacks.

In the case of SMs, an attacker may insert malicious code into the
online interface that enables prosumers to examine their energy usage
data. The malicious code could intercept a user’s login information
or send information about their energy use to a remote server under
the attacker’s control when they visit the page. It is also possible
for the attacker to inject malware that crashes the SM, resulting in
inaccurate readings or possibly actual harm to the device. If the meter
is a component of a wider energy system, there may be possible safety
risks as well as financial losses for the end-user. Following the attack
strategy as in [43] for generating the compromised data having XSs
vulnerability, the corrupted net metering data of a specific prosumer
p € P is as follows:

My N, VET,
M= ®

pdit
(™ X PBxss) + N (), Vt Ef7afd

p.d.t

where %y ¢, refers to the bias factor used by the intruder for corrupting
the SM data and #/(r),Vt € T is the bad data that exists inherently
within the trading information.

3.1.4. Backdoor (BDoor) attack

Although there are some security standards for IoT devices such as
ETSI Standards: EN 303 645, NIST cybersecurity framework, ISO/IEC
27001 [44,45], IoT devices can be vulnerable to attacks. Insufficient
supplier application of security standards, default or weak settings, a
lack of upgrades for legacy systems, unsafe remote access features,
dependence on third-party components, vulnerability to supply chain
assaults, and the complexity of networked IoT ecosystems are all po-
tential factors of cyber-attacks. Backdoor attacks, a sort of poisoning
attack, can target vulnerable IoT devices [46]. An SM BDoor attack
entails an attacker getting unauthorized access to the meter’s software
and installing a BDoor that gives them control over the meter from afar.
As a result, the attacker may be able to influence the data the meter
is gathering or even take over its operation. The attacker could, for
instance, alter the meter readings to make it seem like less energy is
being used than it actually is. This could lead to the client paying less
than they should for their energy use, which would cause the energy
provider to lose money.

A BDoor can enable an attacker to manipulate the smart meter in
addition to altering the data being collected. This can entail cutting
off the power to the client’s residence or place of business or even
physically harming the meter. It is assumed that the poisoning-based
BDoor attack scheme as in [47] is chosen by the attacker, which has
poisoned the original data with the predefined triggered value, i.e., the
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bias constant set by the attacker. Under this pattern, the compromised
trade-worthy data /%Z 4, of a particular prosumer, p € & on a particular
day d € 9 at any instance t € 7, can be represented as:

.%Z,d,,+/lf(t), VI E Tyra
MY = 9

pd.t
{M] 4, X BBpoor) + N (D). V1E T,y

where Bgp,,- and N (1),Vt € T, represent the bias factor used by the
adversarial to poison the original data and the outlier data presented
in the system, respectively.

3.2. Data unavailability attack

Data availability ensures prompt and trustworthy access to infor-
mation, which is crucial for the effective and steady operation of the
energy market. Cyberattacks on availability that disrupt data flows can
postpone, hinder, or even distort information and have a significant
negative influence on the stability, effectiveness, and security of the
operation of the energy market. Attacks on data availability aim to
render the victim unusable for legitimate services by depleting the
victim’s essential resources, including CPU, memory, bandwidth, and
server buffer capacity. Because of its detrimental impact on the IoT
framework and energy trade, DDoS, one of the Botnet attacks that
target IoT devices, has recently gained a lot of attention [48,49]. Under
this attack, it is assumed that the attacker makes the victim prosumer
p € & on a particular day d € 9 at any time instance t € I unavailable
and then the manipulated trade-worthy data of the victim prosumer can
be represented as:

/%I{ g TNO, V1 E Ty
MY = (10)

pdit
N, VIE T,y

3.3. Data confidentiality attack

One of the main sources of the confidential data leak in the smart
grid is the SM [50]. By allowing unauthorized access to SM data, a
confidentiality assault results in the disclosure of consumers’ private
and personal information. Aside from password attacks, IoT devices
can become an appealing target for ransomware, which can have a
significant impact on energy transactions [51].

3.3.1. Password attack

All IoT devices are operated by individuals who are prone to mis-
takes. Keeping default passwords or selecting weak passwords is one
of the most common blunders. Using tools such as dictionaries or
probabilistic models, hackers can get access to SMs via root password
recovery. These tools can significantly lower the number of tries re-
quired to guess a password and collect consumer electricity usage data
to violate customers’ privacy. For preparing the corrupted net metering
data, it is assumed that the attacker records an arbitrary number of
trading data for a prosumer p € &, and echoes the recorded data in-
stead of reporting the new trade-worthy data. Under this consideration,
following the attack pattern as in [52], the manipulated data can be
represented as:

{ Mg+ NO, VETypg
€

{/%Z:d,(t—/;) + N =E+N(), Vt

T =
p.d.t

an
Tasd

where £,VE € I and 0 < € < ¢ indicate the instant at which the intruder
records the trading data and exchanges it with the data at rth instant.
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3.3.2. Ransomware attack

Until a ransom is paid to the attacker, ransomware can block a user
from reaching a device and its files. The main goal of ransomware is to
encrypt private files and demand significant sums of money to unlock
them. In certain cases, the attacker will threaten to release the private
files to the public if the ransom is not paid. The inclusion of vulnerable
IoT devices in the energy market could have a disastrous financial
impact on energy trade [53]. Energy trading platforms are vulnerable
to attacks of this nature, which might have major repercussions for
both the platform and the larger energy infrastructure. This assault
may prevent the platform from operating normally and may cause the
loss of sensitive data, including customer and transaction information.
Additionally, this kind of attack may cause clients to have doubts about
the dependability and security of energy trading systems. In addition to
these issues, a ransomware assault could disrupt the grid’s operation,
leading to power outages and other issues that could also impair the
platform’s functionality. For designing the corrupted trade-worthy data
under a ransomware attack, this work considers the situation where the
intruder wants to manipulate the data by adding a constant bias factor
to each data point, so the manipulated trading data can be represented
as:

MT AN, VEE Ty
T _
par= r (12)
{'%p,d,t + ‘%Ransom} +4(), Vte ‘ojafd

where Br,nom and N (1),Vt € T, indicate the bias factor used by the
adversarial to poison the original data and the outlier data presented
in the system, respectively.

4. Proposed framework

First, a synthetic dataset that takes into account all threat models
has been created and preprocessed. To train the AI models; support
vector machine (SVM), multi-layer perceptron (MLP), and DT; for iden-
tifying and categorizing the adversarial varieties, preprocessed data is
utilized. The framework’s first stage is to detect compromised data.
So, if the model can detect corrupted trading data, then this data can
be replaced with the predicted one. After selecting the most effective
attack detection strategy, the DL-based model is trained using a dataset
that only contains information about permissible trade in order to
predict the actual data when any compromised data is received and
replace fake data with the predicted one. The following subsections
cover each phase in depth.

4.1. Artificial intelligence (AD)-based attack identification scheme:

4.1.1. Preparing dataset considering all attack patterns

To train the Al-based models for attack detection purposes, first of
all, the dataset is generated considering all of the attack templates.
Let p = {p;,ps, ..., 0, },Vp € P, be all prosumers’ sets, including both
the victims and safe prosumers. p; is the prosumer index, where i =
1,2,...,nand /%,T indicates the dataset of ith prosumer. Each prosumer
keeps the dataset .2 on the device locally. Dataset, .7, has two parts,
namely: a compromised part, covering all the attack categories, .# ZComp
and a benign part, /ZI.TBM, such that:

M=, OMT
i_Comp

i_Ben

13

MT contains the trading data used for model training purpose
i_Comp

considering all of the above-mentioned attack profiles, that is:

T T T T T
M M U%i,Scan i,BDoorU‘/%i,PaSSU'%i,Ran

i_Comp =

(S¥/4 (S¥/4 (S¥74

T T T
i_FD i_XSs i_DDoS

14

T T T T T T T 5 :
here’ ’%LFD’ ‘%i,Scan’ ‘%LXSA" ‘%LDD()S’ ‘%i,BDoor’ ‘%i,Pass’ ’%i,Run indicates

the corrupted data having FD injection, Scan, XSSs, BDoor, DDoS,
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Table 2
Attack strategies.

Security breach Attack types Targeted days by the intruders for each prosumer Corrupted data of

individual attack

5th 9th 11th 13th 22th 26th
FD Injection 21st 21st 21st 21st 21st 21st
Integrit Scan 25th 23rd 22nd 16th 18th 26th
ntegrity XSs 26th  26rd  23nd  20th  23th  30th
BDoor 12th 13th 6th 10th 5th 15th 3% of total data
Unavailability DDoS 16th 17th 9th 11th 8th 17th
. s Password 2nd 3rd 2nd 6th 2nd 6th
Confidentiality

Ransomware 24th 20th 20th 13th 17th 24th

[The total corrupted data for each prosumer considering all of the attacks is 21% of total data]

password, and ransomware attack templates, respectively. The trade-
worthy metering dataset, .47, V.47 € 4", having  classes, can be
represented as:

M =1 15)

with x € & c R™ denoting a sample of the attribute and y € ¥ =
{1,2,..., %} having its true labels. The classification model will learn
a function f(x, ¢) with parameters ¢ to map the input to the label, f :
2 — ¥. For a test sample, the model is expected to correctly predict
the benign sample, i.e., f(Xgey»®) = VBen>XBen € /%ZTW. Moreover,
it is also desirable to predict the adversarial class for any input that
contains compromised data: f(Xcomp> ®) = Ycomps XComp € /%[TT‘)S .- Here,
Ycomp Symbolizes all of the adversary class labels, and xc,,, indicates
their respective data point.

The compromised data for FD injection, scan, XSs, BDoor, DDoS,
password, and ransomware attacks follow the equations (5), (7), (8),
(9), (10), (11) and (12) respectively. In this study, 30 residential pro-
sumers’ synthetic net metering data are used. The data set is spanned
for one month with a time resolution of every 30 min. So, the 24-
hour scheduling period is broken into 48 time slots since the time
is scheduled from 12am to 11 30pm. As the model is pre-trained
solely on the prosumers’ real trading data and implemented attack
patterns, it is independent on the occurrence time of any kind of
compromised net metering data. When attack dynamics appear at the
prosumer end that were not considered in the training data sets, as per
the designed framework’s working steps, the model will first separate
it from the trading environment and accumulate it in another folder
called “spam folder” and at the same time the corrupted value would
be replaced by the predicted value. After filtering the corrupted data,
the model will classify it and send feedback to the control center. 7 days
among 30 days were selected randomly for implementing the attack
templates. 3% of data from a prosumer’s data set is selected for the
purpose of compromising by each attack category, and in total, 21%
of the data of each prosumer is compromised when all the templates
are implemented. The attack strategies for the prosumers are given
in Table 2. The designed attack templates manipulate the shared net
metering data of the 6 prosumers with different scaling factors.

4.1.2. Data preprocessing

The generated data is then preprocessed for classification problems.
The presence of outlier data is inherent in smart-grid data, including
data on electricity consumption, asset management, etc. [54,55]. The
performance and accuracy of SMs, which are made up of sophisticated
circuits and sensors used for data collection, vary according to the
frequency of data acquisition. The interference prevention capability
of the gadgets leads to a lot of measurement inaccuracies. However,
outlier data, like noise, is a significant factor in lowering data quality
and can negatively impact the performance of data-driven models [56].
Hence, it is regarded as bad data. In this approach, it is considered that
the bad data appears in the form of white noise that obeys a Gaussian
distribution pattern with a zero mean, i.e., 4 = 0, and a standard

deviation, i.e., o4y = 0.001. #(1),Vt € 7, in Eq. (5) indicates the noise
data that exists with the SM data and can be represented as:

N =|" (16)

where, n,n,,...,n, is the element of /' (¢) at rth,(r + Dth,...,(t + n —
D)th instant, respectively, where #,(t + 1),...,(t + n — 1) € J having
power spectral density &, (f) = 6gp?, for all the frequency and any
two elements of /() are statistically independent, i.e., n; and n, are
uncorrelated for any ¢ # (¢ + 1). As different types of attacks are being
implemented in this work, there is a possibility of /%I,TCGW n/%iTBen #0.
To tackle this condition, for which the model can predict the wrong
label, the feature normalization technique is adopted here. Depending
on the nature of the data and the characteristics of the model, a variety
of feature normalization methods can be utilized. At this step, only the
benign trade-worthy data is normalized by scaling it up by a constant
factor. The actual trade-worthy data can be obtained by simply dividing
the anticipated output of the model by the same constant. Then, the
outlier data is incorporated into each prosumer’s data.

4.1.3. Attack detection and categorization

In this work, the detection model not only detects the compromised
data but also prevents a prosumer from responding to it, and the cor-
rupted data is being stored for future analysis. When the IoT device of
one prosumer receives any data from another prosumer, the proposed
model first checks whether the shared data is benign or not based on
the dataset by which the model has been trained. If the data is safe
for trading, then the particular prosumer’s IoT device displays directly
on the trading environment’s display. But if the data is compromised,
then this data is first filtered out and accumulated in another folder,
namely the spam folder. From this spam folder, feedback about the
compromised data is sent to the authorized entity, i.e., the control
center. So, the detection model not only detects the compromised data
but also prevents a prosumer from responding to it, and the corrupted
data are also stored for analysis in the future. After comparing the
performance evaluation metrics of SVM, MLP, and DT, the suitable Al-
based model is selected for attack detection and categorization purposes
for the framework.

Support Vector Machine (SVM):

Motivated by the effectiveness of support vector machine (SVM)
classification algorithms in various fields such as pattern recognition,
computer vision, image analysis, and business intelligence [57,58], it is
chosen here for attack detection purposes. SVM is a supervised learning
method whose working premise relies on finding the ideal hyperplane
that optimally separates the various classes in the input data space.
It operates by encoding input data as points in a high-dimensional
space, with each feature denoting a dimension. SVM training includes
solving an optimization problem to identify the ideal hyperplane. This



F. Tabassum et al.

Table 3
Evaluation metrics of SVM for attack detection.
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Prosumer’s identity Identification accuracy (%)

Precision (%) Recall (%) F1 Score (%)

5th 86.81 83.38 86.81 84.27

9th 89.93 88.74 89.93 88.25

11th 86.12 86.14 86.12 85.31

13th 89.91 89.72 89.91 89.27

22nd 90.85 90.01 90.85 89.71

26th 90.54 89.86 90.54 89.38
Table 4

Evaluation metrics of MLP for attack detection.

Prosumer’s identity Identification accuracy (%)

Precision (%) Recall (%) F1 Score (%)

5th 86.81
9th 88.89
11th 86.46
13th 87.85
22nd 86.46
26th 88.19

88.02 86.81 86.10
87.69 88.89 86.81
83.91 86.46 84.31
88.50 87.85 87.77
85.64 86.46 85.42
89.99 88.19 86.18

optimization challenge tries to decrease classification error while max-
imizing the margin. Once the ideal hyperplane has been found during
training, SVM can classify fresh data points based on which side of the
hyperplane they belong.

During the training process of our classification task, the radial basis
function (RBF) serves as the kernel function, mapping the input data
into a higher-dimensional space. Gamma, an RBF kernel parameter,
is used to govern a single training example. Higher gamma values
result in more complex decision boundaries, and their value is set to
0.2 throughout the training procedure. The regularization parameter,
€, governs the balance between maximizing margin and lowering
classification error. For our categorization task, we kept the value at
30. Table 3 shows the evaluation metrics of SVM for attack detection
purposes of the victim prosumers. The definitions of evaluation metrics
are given in Section 5.2.3.

Multi-layer Perceptron (MLP):

Because the multi-layer perceptron (MLP) has shown superior per-
formance in classification tasks [59,60], this simple feedforward neural
network (NN) is used in this study to detect compromised data. In
MLP design, the input layer receives raw input data, and each neuron
represents a feature of the input data. The first hidden layer’s neurons
compute a weighted sum of the information received from the input
layer. After computing the weighted sum, an activation function is used
to add nonlinearity to the model. Rectified linear unit (ReLU) is a pop-
ular activation function because of its simplicity and efficacy in dealing
with the vanishing gradient problem. The activation function’s output
is used as an input for the next layer. This procedure of calculating
the weighted total, applying an activation function, and forwarding
the result to the next layer is repeated for each consecutive hidden
layer until the output layer is encountered. The output layer calculates
the model’s final output. Each neuron in the output layer represents
a probability or score associated with a specific class. The softmax
activation function is widely employed in the output layer of multi-
class classification tasks because it normalizes the output scores into
probabilities that add up to one.

In our classification problem, the input layer has one neuron, and
the first hidden layer has 64 neurons with the ReLU activation function.
The second hidden layer consists of 32 neurons that also use the ReLU
activation function. There are 32 neurons in the output layer that apply
the softmax activation function. After designing the model architecture,
it is compiled with the Adam optimizer, an adaptive learning rate
optimization technique that adjusts the model’s parameters based on
the gradient of the loss function. The sparse categorical cross-entropy
loss function is utilized here, which is appropriate for multi-class classi-
fication issues. The model’s performance for 55 epoch is evaluated using
measures such as accuracy, precision, recall, and F1 score, the values
of which are listed in Table 4.

Decision Tree (DT):

This attack detection is also performed by the DT algorithm. The
popularity of DT stems from its simplicity and ease of use [61]. It
is a widely used predictive model which is well-recognized for its
robustness, ability to be understood, and undeniable usefulness in a
variety of applications [62]. Since it can handle both numerical and
categorical data well and is a member of the supervised learning class of
algorithms, DT is used to effectively solve classification problems [63].
Research works as in [64] and [65] show that DT can perform excep-
tionally well in tasks involving data classification. Moreover, DT comes
with some built-in tools for managing the dataset’s outliers. Rather
than relying on absolute distances, It uses ranking or relative ordering
of feature values as the splitting criterion, such as Gini impurity.
Hence, outliers therefore have no appreciable impact on the decision
boundary. Motivated by these characteristics, DT is chosen here for
attack identification purposes. DT, the supervised machine learning
method, is based on a recursive tree structure. There are three parts
to it: a root node, a path, and a leaf node. An item or attribute is
represented by the root node of a tree. The various values of the parent
node are represented by each divergence path in the tree. The predicted
category of the attribute is represented by the leaf node. “If-then” rules
are another way to represent the resulting tree.

The evaluation metrics related to attack identification scheme by DT
are in Table 5. Table 6 represents the comparison of attack identifica-
tion accuracy for the three above-mentioned Al-based algorithms: SVM,
MLP, and DT. As, DT depicts more effective performance among the
compared Al-based schemes, this work chooses DT for attack detection
and categorization purposes. The proposed structure for securing en-
ergy transactions through attack detection, prevention, and mitigation
techniques is shown in full detail in Fig. 2.

Following is a step-by-step explanation of how the decision tree
resolved the attack detection and classification issue:

Step 1: The generated and preprocessed data of ith prosumer having
all the attack templates for model training and testing purposes
is split into training, .47 . and testing sets, .4 , where,
af = 4T, v , having 80% and 20% of the total
data, respectively. To ensure reproducibility in the train-test split

process, the random seed was given a specific value.

Step 2: At this step, the DT model is designed to perform the attack
detection and classification functions. As attack detection and
categorization model should be less computationally complex
and the targets of the dataset are categorical, for the purpose
of measuring the impurity, Gini impurity is used here, which
indicates the probability of misclassifying an observation. The
training data for ith prosumer can be represented as:

-/%,?:T,ai,, =[O0 Vi) oo s i Vi) 1 yj € [1,..., %] a7)
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Table 5
Evaluation metrics of DT for attack detection.
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Prosumer’s identity

Identification accuracy (%)

Precision (%)

Recall (%) F1 Score (%)

5th 97.79 98.19 97.79 97.82
9th 98.74 98.88 98.74 98.74
11th 96.21 96.60 96.21 96.29
13th 98.11 98.27 98.11 98.12
22nd 97.48 97.56 97.48 97.33
26th 99.05 99.13 99.05 99.06
Table 6
Compared identification accuracy of SVM, MLP and DT.
Prosumer’s identity Identification Identification Identification
accuracy of SVM (%) accuracy of MLP (%) accuracy of DT (%)
5th 86.81 86.81 97.79
9th 89.93 88.89 98.74
11th 86.12 86.46 96.21
13th 89.91 87.85 98.11
22nd 90.85 86.46 97.48
26th 90.54 88.19 99.05
Average accuracy 89.02 87.44 97.90
(%)
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Fig. 2. A schematic illustration for securing trading data.

where % is the number of attributes’ classes. If (1 — %r,)) is the
chance of not choosing a data point from class j and &r, is the
chance of choosing one, then the Gini impurity is:

X

G i) = D (P X (1= Pr)) 18)
j=1
Which can be simplified as:
T
GM ) = 1= D (Pr)) (19)
j=1

Except for the Gini criterion, the performance of DT for a
classifying problem depends on the hyperparameters such as:
max_depth, min_samples_leaf and min_samples_split.

How deep the tree can grow is determined by the max_depth pa-
rameter. By setting the max_depth to } }nonee, the DT was created
with the intention of ensuring that the tree would grow until all
of its leaves were pure, or that all of the samples belonged to
the same class. The minimal amount of samples that must exist

10

Step 3:

in a leaf node is controlled by the min_samples_leaf option. The
leaf nodes contain a single sample when this parameter is set
to }}1e and for our problem this sample is the attack category.
The split is skipped if there is a chance that a leaf node would
have fewer samples than min_samples_leaf. To split an internal
node, the minimum number of samples needed is determined
by the min_samples_split parameter. Having the configuration of
min_samples_split = 2, the decision tree can split as soon as it
notices even a slight difference between samples. It guarantees
that all potential splits are explored by the model, which can be
important for picking up on little patterns in the data.

Then, the DT classifier is trained by feeding it the training data
(X7,qin) and the target values (yy,,,) that correspond to them.
The DT method discovers patterns and connections between the
features and the target variable during training. Once trained,
the model is then used to generate predictions based on fresh,
unused data.
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Net metering data <= 1033.562
gini = 0.379
samples = 1123
value = [35, 34, 39, 36, 35, 880, 33, 31]
class = Real

/

Net metering data <4
gini = 0.6
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value = [35, 34, 39, 36,
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Net metering data <= -2.169 Net metering data <= 0.002
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class = Ransomware class = Backdoor

Net metering data <= 3.206

Net metering data <= 0.352
gini = 0.494
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Fig. 3. Snippet model architecture of DT.

Table 7

Hyperparameters of the designed DT.
Hyperparameters Value
Impurity Gini
max_depth none
min_samples_leaf 1
min_samples_split 2

Step 4: The effectiveness of the created DT model must be assessed
following the completion of the training and testing phases. This
may be accomplished for a classification issue by contrasting
the expected labels with the actual labels. The next section has
further information about the performance evaluation.

Table 7 summarizes the hyperparameters of the designed DT, and
Fig. 3 shows the snippet of the DT model architecture starting from root
node for attack detection purposes.

4.2. Deep learning (DL)-based attack effect mitigation

Upon detecting any compromised trading data, the framework’s
next step is to mitigate the attack impact by removing the corrupted
data from the trading environment and replacing it with the predicted
value. After comparing the performance evaluation metrics of long
short-term memory (LSTM), and long short-term memory with artificial
neural network (LSTM-ANN), the suitable Al-based model is selected
for attack impact mitigation purposes for the framework.

4.2.1. Long short-term memory (LSTM)

Long Short-Term Memory (LSTM), defined as a variety of recur-
rent neural network (RNN) architectures, is frequently employed for
sequential data processing [66]. To more effectively capture long-
range relationships and address the vanishing gradient issue, LSTM

11

adds memory cells and gating mechanisms. This characteristic makes
them suitable for situations where historical context is required since
it allows them to capture important data from far-past inputs. The key
component of the LSTM network is the memory cell, which replaces the
concealed layers of conventional neurons. The input, output, and forget
gates of the LSTM network allow it to add and delete data from the cell
state. As discussed in [67], the output of the LSTM can be computed as
follows after updating the cell’s state:

iy =opstmW; - [h_y, %]+ b)) (20)
fi=0orstmWy - [h_y,x]1+by) (21)
o, =opstm W, - [hi_, %] + b,) (22)
C, = tanh(W¢ - [hy_y, x,]1 + bc) (23)
C=f0C_ +i0oC, 24)
h, = 0, © tanh(C,) (25)

The amount of fresh data that is added to the cell state at time
step ¢ is determined by the input gate activation, i,. How much of
the prior cell state is kept is determined by the forget gate activation
f; at time step ¢. The amount of the cell state that is exposed to the
output is determined by o,, which is the output gate activation at time
step . The input for time step ¢ is x, and the output (hidden state) of
the prior time step is represented by the symbol 4,_;. Bias vectors are
b, b, b,, and bo while weight matrices are W, W,, W,, and W. c,.c,
and h, represent the candidate cell state, cell state, and hidden state,
respectively. The hyperbolic tangent activation function is known as
tanh while sigma (o} ¢r,) stands for sigmoid activation. ® represents
element-wise multiplication and concatenation of 4,_; and x, is denoted
by the symbol [A,_;,x;]. These equations show the information flow
through an LSTM cell, where the candidate cell state and hidden state
both capture and transmit pertinent information, while the input gate,
forget gate, and output gate control the flow of information into and
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Fig. 4. A schematic illustration for compensating corrupted data.

Table 8

Predicting accuracy of the LSTM model.
Prosumer’s identity MAE RMSE
5th 0.375 0.664
9th 0.066 0.049
11th 0.095 0.165
13th 0.035 0.043
22nd 0.107 0.198
26th 0.052 0.074

out of the cell state. Table 8 shows the evaluation metrics of LSTM
for attack impact mitigation purpose of the victim prosumers. The
definitions of evaluation metrics are given in Section 5.2.2.

4.2.2. Long short-term memory with artificial neural network (LSTM-ANN)

To compensate for the compromised trading data, the performance
of a long short-term memory-based algorithm incorporated with an
artificial neural network (LSTM-ANN) is also analyzed here. The re-
searchers of [68] demonstrate that although LSTM is a commonly used
algorithm for time series data prediction, there may still be opportunity
for accuracy enhancement through the hybridization process. It was
shown in [69,70] how an ANN architecture integrated with an LSTM
performs better than a standalone LSTM model.

Furthermore, as demonstrated in [71], a robust architecture can be
produced by combining a DL model based on LSTM-ANN. Motivated
by the performances of LSTM-ANN, the combined architecture is used
in this work for the purpose of mitigating the effect of corrupted
data. The dataset, which has only the information of permissible trade
data along with outlier data, is used to train this DL-based LSTM-ANN
model. The process of mitigating the effect of corrupted data is shown
schematically in Fig. 4, whereas Fig. 5 represents the data prediction
process by the proposed LSTM-ANN.

ANN refers to the well-known artificial intelligence method that has
the capacity to map data within the network’s neurons. The brain’s
organic neurons serve as inspiration for the mechanism, which repli-
cates their actions when processing input to generate predictions. ANNs
are made up of interconnected artificial neurons, or nodes, arranged in
three layers: input, hidden, and output. The input layer receives the
features of the input data. One or more layers between the input and
output layers are considered hidden layers, while numerous neurons
make up each hidden layer. The final output predictions are produced
by the output layer. As mentioned in [71], the output for the next node
is created by preprocessing the input signals through these layers in
accordance with the following equation and activation function:

Q P
Ve =wo+ ) w; - fwg;+ D w - y,) (26)
j=1 i=1
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where P and Q, respectively, are the number of inputs and hidden
nodes, and f is the activation function. Weights from the input to the
hidden nodes and from the hidden layer to the output are respectively,
w; ; wherei=1,2,...,Pand j =1,2,...,0 and wj,wherej =0,1,...,0.
w, stands for the weight for each output between the input and the
hidden layer. The main factor in the widespread use of ANNSs as a black-
box model is their effectiveness in representing complex nonlinear
relationships between target and input. However, the two-stake LSTM
model is integrated here with it in order to improve predicted accuracy
by utilizing the benefits of ANN (dense layers).

This work combines two LSTM layers with 256 and 128 neurons,
followed by two dense layers with 100 and 50 units, to forecast energy
transaction data. The ranh activation function is used by both the
LSTM layer and can be computed, as shown in (27). In contrast,
the dense layer employs a rectified linear unit (ReLU) that works, as
demonstrated in (28). A final output layer is then created with the
explicit goal of forecasting prosumer energy trade data in the future.

eX — =X

tanh(x) = ——— 27

anh(x) prgrpe— (27)
x ifx>0

R(x) = ~ 28

) {0 otherwise (28)

The temporal interdependence of the data is captured using a sliding
window approach. It entails generating continuous input-output pairs
by sliding a fixed-size window across the dataset. In this work, the
window size is selected through trial and error as inputs to estimate the
future value, as the security issue and the forecasting model’s accuracy
can be influenced by the window size [72]. For example, a window
size needs to be large enough to capture the temporal characteristics of
data, which assists in improving the accuracy of a forecasting model.
On the other hand, using a large number of samples as the window
size increases the possibility of more corrupted data within a window,
which can affect the forecasting accuracy, even after being replaced
by the forecasting values. Through trial and error, a window size of 30
samples is found to be the optimum for the selected model in this work.
The sliding window approach creates a matrix relationship between
input and output where the inputs serve as features of the model
and the output is a function of input-lagged variables. The following
equations describe how the entire process works [67].

10 =[XY] (29)
x(1) x(2) x(7)
x(2) x(3) x(z+1)
X = : : : (30)
x(n—1—-1) x(n—1) x(n—2)
x(n—1) x(n—7+1) x(n—1)
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Fig. 5. A schematic illustration for compensating corrupted data by proposed LSTM-ANN.

Table 9
Predicting accuracy of the LSTM-ANN model.

Table 10
Hyperparameters of the designed LSTM-ANN.

Prosumer’s identity MAE RMSE Hyperparameters Value
5th 0.13 0.309 LSTM Layer Two layers; 256 and 128 neurons
9th 0.196 0.278 Activation function (LSTM) tanh (both LSTM layer)
11th 0.055 0.083 ANN Layer (dense) Two layers; 100 and 50 units
13th 0.035 0.043 Activation function (ANN) ReLU
22nd 0.077 0.166 Optimizer Adam
26th 0.035 0.049 Batch size 32
Epoch 100
yr+1)
yr+2) model architectures for all consumers enables a fair and unbiased
Y = : [€2D) evaluation of each prosumer’s predicting skills.
yn—1) Table 11 represents the comparison of attack impact mitigation
y(n) accuracy for the two above-mentioned Al-based algorithms: LSTM, and

where the x(1), x(2), ..., x(¢) is the past input of any prosumer’s energy
trading data and the corresponding output will be the next samples of
the data, i.e, y(z + 1).

Table 9 shows the evaluation metrics of LSTM-ANN for attack
impact mitigation purpose of the victim prosumers and Table 10 sum-
marizes the hyperparameters used for the LSTM-ANN model training
purpose.

It is important to point out that the models have been implemented
with a uniform architecture for all prosumers, with no individual
customization, in this case. The LSTM-ANN hyperparameters are chosen
by manually through a process of trial and error optimization, and the
resulting model is regarded as a general model applicable to all victim
of prosumers. The process of fine-tuning the hyperparameters can be
expanded to include sophisticated search strategies or optimization
algorithms in the future. Furthermore, in the future, client-specific
hyperparameter adjustment can also be investigated. With Adam op-
timizers, the batch size has been set at 32 and 100 epochs. When
training the model, these hyperparameters are kept the same for all
of the data sets. The dataset is divided into training and testing sets in
order to assess the model’s performance on previously unexplored data.
25% of the data are put aside for testing, while the remaining 75%
are used for training. However, the consistency of model architecture
shows a minor edge over others in a constrained range. The general
effectiveness of the forecasting models continues to be excellent, and
this is emphasized throughout the results section through both the
graphical and numerical result analyses. This decision to keep identical

13

LSTM-ANN. While the designed LSTM alone predicts more accurately
for the 9th prosumer, LSTM-ANN outperforms LSTM when taking into
account the performance of all six victim prosumers. Hence, this work
chooses LSTM-ANN for data retrieving purpose after detecting any
compromised data.

5. Performance assessment

This section represents the simulation results and analyzes the
performance of the proposed security scheme. The decentralized energy
transaction platform is assumed to consist of 30 prosumers, and its
20%, i.e., 6 prosumers, chosen randomly, are considered under different
security breaches. Table 2 summarizes the attack strategy, followed by
the prosumers’ identities and the days on which the attacks take place.
With the implementation of all the attack templates, the total 21% data
of each prosumer is compromised.

5.1. Device configuration:

As most of the literature dealing with cyber security context of smart
grid are limited to theoretical aspect only, this work gives an overall
idea about the computational cost of the proposed framework for
real-life implementation. The Jupyter Notebook environment (version
6.4.12) is used to run the Python code in order to wrap up the DT-
based categorization problem. The computer has a 64-bit version of
Windows 10 Home Single Language, 4 GB of RAM, and an Intel(R)
Core(TM) i5 — 8250U processor with a clock speed of 1.60-1.80 GHz.
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Table 11
Compared predicting accuracy of LSTM and LSTM-ANN.
Prosumer’s MAE of LSTM MAE of RMSE of LSTM RMSE of
Identity LSTM-ANN LSTM-ANN
5th 0.375 0.13 0.664 0.309
9th 0.066 0.196 0.049 0.278
11th 0.095 0.055 0.165 0.083
13th 0.035 0.032 0.043 0.042
22nd 0.107 0.077 0.198 0.166
26th 0.052 0.035 0.074 0.049
Average 0.122 0.088 0.199 0.155
Table 12 30
Attack identification accuracy. Backdoor - 9 0 0 0 0 0 0 0
Prosumer’s Identity Attack identification Average identification
accuracy (%) accuracy (%) DDos- 0 &l 0 0 0 0 0 1 25
5th 97.79
FDI- © 0 5 0 0 0 0 0
9th 98.74 .
11th 96.21 97.90 £ Passwod- 0 0 0 8 0 0 0 0
13th 98.11 & - 15
2ond 5748 £ Ransomware - 0 0 1 0 7 0 1 0
26th 99.05 Ral- 0 0 0 0 o Bl o o - 10
Scanning - 1 0 2 0 0 0 8 0 -5
Google Colab is used to run the code for creating the DL-based threat s o q A o 0 o BB
mitigation approach. The model’s framework is created using Keras . : - : : ’ : ! -0
API and TensorFlow. The detection model can be trained instantly & 9 @& T & B 2 4
. . - . - . 3 Q = g T & Z
and can identify any compromised data immediately. Meanwhile, the k> a § £ =
forecasting model takes approximately 43 seconds to train, and about & & a a
0.85 s is required for forecasting purposes. In order to cope with the predicted gass
updated attack dynamics, the model can be trained with new data along
with the previous one. Moreover, Al-specific chips can be utilized to Fig. 6. Confusion matrix for 5th prosumer.
reduce the burden on the system.
30
Backdoor = 13 0 0 0 0 0 0 0
5.2. Analysis of evaluation metrics:
DDoS- 0 9 0 0 0 0 0 0 ]
To justify the effectiveness of the proposed energy transaction secu-
. - - . FDI- 0 0 9 0 1 0 1 0
rity scheme, the following evaluation metrics are used: 20
8 Password - 0 0 0 14 0 0 0 0
5.2.1. Machine learning (ML)-based attack classifier ° B
2 Ransomware - 0 0 0 0 8 0 0 0
Accuracy: =
A multiclass classification model’s performance is frequently as- Real- 0 0 0 0 o IER o 0 -10
sessed using the algorithm’s accuracy and the confusion matrix. The
total number of correct predictions «“? and the total number of predic- Scanning - 0 0 0 0 1 0 3 0 -5
tions a are compared to determine accuracy &, as defined in (32), to
. . xss- 1 0 0 0 0 0 0o | 12
measure how accurate the trained model is. o
: | ‘ ! : ! ' ; -
p - = =
= (32) § 8 B % § 3 2 ¢
a T 8 = = £
. . . . s a £ g
where @ is expressed in percentage. For example, if the confusion L & a &
&

matrix, showing the trained model’s performance for 5th prosumer,
as per Fig. 6, is taken under consideration, then a‘’ and a are 310,
317, respectively, and hence, @ is 97.79%, which is summarized in
Table 12. This table also enlists the accuracy of the DT model for
identifying the attacks. Attack identification accuracies for prosumer

Predicted Class

Fig. 7. Confusion matrix for 9th prosumer.

5th, 9th, 11th, 13th, 22nd, and 26th are 97.79%, 98.74%, 96.21%, 98.11%,97.48%,5.2.2. Deep learning (DL)-based attack impact mitigation model

and 99.05%, respectively.

Confusion Matrix:

Examining the confusion matrix is a significantly more effective
technique to judge a classifier’s performance. It is a tabular summary of
how well a classification model performed on a set of test data. Figs. 6,
7,8,9,10 and 11 represent the confusion matrix showing the attack de-
tection performance of the designed DT for the 5th, 9th, 11th, 13th, 22nd
and 26th prosumer, respectively.

14

Mean Absolute Error (MAE):

For DL-based issues related to regression, it is a frequently used loss
function. The average absolute difference between the expected and
actual values is measured by MAE. The performance of the developed
model is frequently evaluated in the context of DL, using MAE as an

%; and x;
represent the expected and corresponding actual values under the jth

assessment metric. If there are m samples in the dataset;
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Fig. 11. Confusion matrix for 26th prosumer.
Table 13
Predicting accuracy of the model.
Prosumer’s identity MAE RMSE
5th 0.13 0.309
9th 0.196 0.278
11th 0.055 0.083
13th 0.032 0.042
22nd 0.077 0.166
26th 0.035 0.049

independent variable, respectively, then conceptually, MAE may be

expressed as:
m

1
MAE = — ¢ — 33
m;bc (33)

7=l

Root Mean Square Error (RMSE):

It is yet another typical assessment measure and loss function for
DL-based regression problems. It calculates the square root of the aver-
age of the squared deviations between the expected and actual values.
The accuracy and effectiveness of regression models are frequently
evaluated using the RMSE. Mathematically:

RMSE = 34)

Symmetric Mean Absolute Percentage Error (SMAPE):

When dealing with little or zero actual values, it is a metric used
to assess a forecasting model’s performance based on proportional
or relative errors. SMAPE evaluates the scale of the numbers along
with the absolute percent difference between the predicted and actual
values. It considers both positive and negative issues equally because
it is symmetrical. The following is the formula for calculating SMAPE:

m
SMAPE =1 > L (35)
m & (a1 +11,)/2
where the true value at the index point j is a;. The predicted value
for index j is f; and the total number of observations is m. The two
evaluation metrics, MAE and RMSE, for each of the prosumers are listed
in Table 13.

The forecasting model shows outstanding performance for all the
prosumers, and its performances for the 5th,9th, and 11th prosumers
are shown in Figs. 12-14, respectively. Time series forecasting models
use sequential data from the past to predict values for the future. The
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Fig. 14. Actual and predicted trading data for 11th prosumer.

designed model will predict the 31st data if the 1st through 30th data
are provided as input. Now, if 32nd data is to be predicted then the
model will take 2nd to 31st data as input and among these data the
31st is the previously predicted data. For some data points, there is
a small difference between the actual and predicted data, which is
displayed in Figs. 12-14, because the forecasted data is used for the
subsequent forecast. 25% of the actual trading data of each prosumer
is considered to evaluate the performances of the forecasting models
by the above-mentioned two statistical error metrics. Both from the
numerical and graphical point of view, it is evident that the proposed
model can effectively mitigate attack impacts.

5.2.3. Performance evaluation to ensure data security

Finding the compromised data is the work’s primary contribu-
tion. If the compromised data is accurately identified, the forecasting
model will mitigate it. Upholding a secure and dependable information
system requires ensuring data integrity, availability, and confidential-
ity. The effectiveness of the proposed model is demonstrated by the
performance evaluation metrics listed below when dealing with data
security.
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Table 14
Evaluation metrics for data integrity.

Prosumer’s identity Precision (%) Recall (%) F1 Score (%)

5th 98.19 97.79 97.82
9th 98.89 98.74 98.74
11th 96.60 96.21 96.29
13th 98.27 98.11 98.12
22nd 97.56 97.48 97.33
26th 99.13 99.05 99.06

Performance Evaluation for Data Integrity:

Accuracy: The percentage of correctly classified instances relative to
all instances is known as accuracy. Section 5.2.1 provides information
on the decision tree model’s accuracy in classifying instances of com-
promised data, and Table 12 lists the model’s accuracy for all the victim
prosumers.

Precision and Recall: precision is the ratio of true positives to all
predicted positives, whereas Recall is the ratio of true positives to all
actual positives. If TP, True Positive, represents the instances correctly
predicted as positive; FP, False Positive, is the instances incorrectly
predicted as positive, and FN, False Negative, indicates the instances
incorrectly predicted as negative, then precision, recall, and F1 score
can be represented as:
_rer (36)
TP+ FP

TP

37)

XPren =
X = —
Rt = Tp+FN

F1 Score: An impartial assessment of the model’s performance in
terms of recall and precision is given by the F1 score.

X pren X XRel

XF| Ser =2 X (38)

Xpren T XRel

The corresponding F1 score, precision, and recall for the 5th pro-
sumer are 97.82%, 98.19%, and 97.79%, respectively. These metrics are
available for other prosumers in Table 14. These high evaluation met-
rics values suggest that the model is suitable for the task of identifying
attacks because it is good at accurately classifying instances and finds
a good balance between recall and precision.

Performance Evaluation for Data Unavailability:

False Positive Rate (FPR): It determines the percentage of events that
the detection model flags as data unavailability attacks that are actually
legitimate requests for data access. Better accuracy in differentiating be-
tween data unavailability attacks and legitimate data access is indicated
by a lower FPR. It can be represented as:

FP
FP+TN
where, TN, True Negative, represents the instances correctly predicted
as negative.

False Negative Rate (FNR): It finds out what percentage of valid
requests for data access are misclassified by the model as unavailability
attacks. Better sensitivity in identifying unavailability attacks without
misclassifying legitimate data access is indicated by a lower FNR.
Mathematically, it is represented as:

FN
FN+TP
Table 15 enlists the values of FPR and FNR for all the victim prosumers.

Predictive Accuracy: Predictive accuracy, commonly referred to as
accuracy, measures how accurate a classification model is overall based
on its predictions made on a dataset. The accuracy of the model is given
in Table 12.

Performance Evaluation for Data Confidentiality:

Sensitivity and Specificity: Sensitivity measures how well the model
can identify positive instances among all real positive instances. On the
other hand, specificity measures how well the model can identify nega-
tive instances among all real negative instances. A higher value of them
represents the detection model is performing well. Table 16 summarizes
the sensitivity and specificity in % for all the victim prosumers.

Xppr = (39)

(40)

XFnr =
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Table 15

Evaluation metrics for data unavailability.
Prosumer’s identity FPR (%) FNR (%)
5th 0.00 18.18
9th 0.00 7.14
11th 0.99 7.14
13th 0.33 18.18
22nd 0.64 0.00
26th 0.33 10.00

Table 16

Evaluation metrics for data confidentiality.

Prosumer’s identity Sensitivity (%) Specificity (%)

5th 81.82 100.00

9th 92.86 100.00

11th 92.86 99.01

13th 81.82 99.67

22nd 100.00 99.36

26th 90.00 99.67
Table 17

Proposed LSTM-ANN’s attack impact mitigation effectiveness.

SMAPE of corrupted SMAPE of predicted trading
trading data data by proposed LSTM-ANN

Security breaches

FD Injection 132.21% 7.816%
DDoS 199.982% 7.918%
Password 100.168% 7.446%
Backdoor 190% 7.311%
Ransomware 33.598% 8.186%
Scanning 50% 8.265%
XSs 195% 7.85%

5.3. Attack impact mitigation’s efficiency: A case study

This section investigates how effective the LSTM-ANN-based model
is in predicting original trading data under different security breaches
for a particular prosumer, say 11th. The 3% data of the prosumer
is considered corrupted by each category of the attack. Figs. 15(a)—
15(g) help to analyze the original trading data, corrupted trading data,
and mitigated trading data by the proposed LSTM-ANN scheme under
DDoS, FD injection, password, BDoor, ransomware, Scan, and XSs,
respectively. It is evident from all of the Figs that the trading data that
has been mitigated is nearly linked to the original one, demonstrating
the effectiveness of the suggested attack impact mitigation strategy.
The numerical values of the SMAPE analysis of the prosumer for all
the attacks are listed in Table 17. For example, the SMAPE of the
compromised data having a DDoS attack is 199.982%, which is reduced
to only 7.918% when the mitigated trading data is used. So, not only
from a graphical point of view but also from a numeric value analysis,
it appears that the proposed LSTM-ANN can effectively mitigate the
impacts of different attacks on trading data (see Tables 14-16).

5.4. Real-world application

The initial stage in the proposed methodology is to identify any
compromised data during energy trade. In case of detecting any cor-
rupted data incidence, according to the framework, the compromised
data will be exchanged by the predicted data. In order to justify
the proposed architecture’s effectiveness in real-world context, the
attack identification model’s performance is evaluated by applying the
dataset given by an Australian network service provider [73], which
is summarized in Table 18. The dataset contains three years of half-
hour electricity data for 300 prosumers. We have considered the same
environment, i.e., the same energy transaction framework and attack
strategy as mentioned previously, to evaluate the model’s efficacy for
the real-world data. For the victim prosumers, at first the net metering
data is calculated by following equation (1). Then all of the attack
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variants are implemented by following Egs. (5), (7), (8), (9), (10), (11)
and (12).

The confusion matrices showing the attack detection performance
of the designed DT for the 5th, 9th, 11th, 13th, 22nd and 26th prosumer,
for the real-world data, are represented by Figs. 16, 17, 18, 19, 20 and
21 respectively. The analysis of confusion metrics for the real-world
data reveals that the model can successfully identify the actual and
the corrupted trading data. However, there is little conflict among the
various attack categories and this reduces the identification accuracy of
the model to some extent when compared to the synthetic data context.
Table 19 shows the model’s performance comparison for synthetic
data and real-world data. From the evaluation metrics’ comparison of
synthetic data with the real-world data, it can be said that the synthetic
dataset is closely related to the real-world condition.

While the suggested model exhibits promising performance in con-
trolled circumstances, its actual implementation may need signifi-
cant computational resources and real-time data processing capabil-
ities, which may cause little issues in resource-constrained or high-
availability systems.

6. Conclusion

The implications of successful cyber assaults on IoT devices from
the standpoint of the prosumer have not received enough attention,
despite the fact that attack surfaces, threat vectors, and vulnerabilities
in IoT devices are the subject of many studies. By examining both the
graphical and numerical representations of the energy transaction data,
this research has bridged this gap, and the usefulness of the proposed
approach has been demonstrated in this paper. Improving the security
of energy trading within a network of prosumers has been focused
on in this paper by developing a comprehensive framework for not
only detecting and preventing a specific prosumer from reacting to a
compromised trading value but also mitigating different attacks’ effects
by replacing this trade value with the forecasted one. The altered values
have been saved for further analysis in the central entity in addition to
the detection, prevention, and mitigation functions. This storage can
serve as a significant resource for understanding the nature of attacks,
spotting patterns, and implementing improved security measures in the
future.

In this paper, a supervised ML approach based on DT has been used
to identify several sorts of assaults on data availability, secrecy, and in-
tegrity. Six prosumers — the 5th, 9th, 11th, 13th,22nd and 26th — have
been selected at random under various security breaches to test the ef-
fectiveness of the proposed ML-based attack detection scheme. For each
of the corresponding prosumers, the attack identification accuracy of
the suggested technique has been 97.79%, 98.74%, 96.21%,98.11%, 97.48%,
and 99.05%. Additionally, the confusion matrices have illustrated the
model’s effectiveness graphically. The integrity and dependability of
the energy trading process have been ensured upon discovering an
attack because the compromised data has been filtered out and replaced
with a predicted trade value. The combination of LSTM and ANN in
the proposed model has contributed to accurate predictions. With the
proposed method, past data can effectively be analyzed in order to
forecast future energy trading trends. The use of the suggested LSTM-
ANN model, as shown by graphical and numerical result analysis, can
aid in making informed decisions and reduce potential hazards related
to damaged or compromised data. The SMAPE analysis has also been
conducted for a certain prosumer, i.e., 11th, taking into account both
the defective data and the mitigated data. A closer look at the SMAPE
numerical values can reveal the close connection between the original
trade data and the mitigated trading data, and the dissimilarity between
corrupted data and original data.

Thus, this work has emphasized the potentiality of ML-based meth-
ods for protecting energy trading networks supported by the efficiency
of proactive detection, filtering, and prediction strategies in preserving
the integrity, confidentiality, and availability of energy trading among
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Fig. 15. Proposed LSTM-ANN'’s performance in predicting the original trading data of 11th prosumer during different attacks.

Table 18

Evaluation metrics of DT for real-world data [73].

Prosumer’s identity Identification accuracy (%) Precision (%) Recall (%) F1 Score (%)
5th 95.90 96.33 95.90 95.98
9th 94.01 94.26 94.01 94.06
11th 94.32 95.38 94.32 94.53
13th 94.01 94.58 94.01 93.86
22nd 95.58 96.06 95.58 95.70
26th 95.27 95.63 95.27 95.35

prosumers by merging DT and LSTM-ANN architectures. This research
can offer important insights for guaranteeing safe and effective energy
transactions through IoT-based networks of prosumers as the energy
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sector continues to develop. Future research can be undertaken to
determine how the mitigated trading values would affect the financial
aspects and network deployment of the LEM.
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Fig. 18. Confusion matrix of 11th prosumer for real data. Fig. 21. Confusion matrix of 26th prosumer for real data.
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Table 19
Compared identification accuracy of DT for synthetic and real-world data.

Prosumer’s identity

Identification accuracy
for synthetic data (%)

Identification accuracy for
real-world data (%)

5th 97.79 95.90
9th 98.74 94.01
11th 96.21 94.32
13th 98.11 94.01
22nd 97.48 95.58
26th 99.05 95.27
Average accuracy (%) 97.90 94.85
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