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Abstract— This paper introduces a novel, multi-dimensional
approach to address the evolving challenges in cybersecurity
incident response. Our proposed framework uniquely integrates
adaptive metrics with a layered security model, providing
organisations with a dynamic and context-sensitive tool for
building robust response capabilities. We present an innovative
integration of proactive threat hunting, real-time threat
intelligence, and AI/ML analysis within a cohesive, adaptable
structure—a combination not previously explored in incident
response literature. This approach not only serves as a
comprehensive baseline for managing and responding to
incidents but also offers a comparative measure for
organisations to continuously evaluate and enhance their
cybersecurity postures. Through practical implementation
scenarios and future prospects analysis, we demonstrate the
framework's unique ability to adapt to the rapidly changing
digital landscape, addressing critical gaps in current incident
response strategies.
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I. INTRODUCTION

The digital age has ushered in unprecedented connectivity
alongside an alarming surge in cybercrime. By 2025, the cost
of cyberattacks is projected to reach $10 trillion, a stark
increase from $3 trillion in 2015 (Cybersecurity Ventures,
2023). This escalation in both sophistication and frequency of
cyber threats demands a paradigm shift in incident response
strategies—one that is dynamic, adaptable, and tailored to
each organisation's unique risk profile. Historically,
cybersecurity has been reactive, with organisations struggling
to keep pace with rapidly evolving threats. From early
computer viruses to today's advanced persistent threats
(APTs) and state-sponsored attacks, the cybersecurity
landscape has become increasingly complex. This evolution
has exposed vulnerabilities in traditional incident response
frameworks, particularly for organisations lacking in
resources and expertise. The integration of Al, IoT, and 5G
technologies, while offering new efficiencies, has
simultaneously introduced novel vulnerabilities (Fakhouri et
al., 2023).

Coupled with a significant cybersecurity skills gap (ISC?
Cybersecurity Workforce Study, 2023), organisations—
especially smaller ones with limited resources (Chidukwani,
Zander & Koutsakis, 2022)—find themselves ill-equipped to
combat sophisticated cyber threats effectively.
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Current incident response frameworks,  while
foundational, often fall short in addressing the dynamic nature
of modern cyber threats. They typically offer static, one-size-
fits-all approaches that fail to account for an organisation's
unique context, resources, and evolving cyber threat
landscape. This paper introduces the Incident Response
Adaptive Metrics Framework (IRAMF), a novel approach
designed to bridge these critical gaps.

IRAMF distinguishes itself through several key
innovations:
1. Adaptive Metrics Integration: Unlike traditional

frameworks, IRAMF incorporates dynamic, context-
sensitive metrics that evolve with the threat landscape and
organisational maturity.

2. AI/ML-Enhanced Analysis: IRAMF uniquely leverages
artificial intelligence and machine learning to provide
predictive threat analysis and adaptive response
strategies—a capability not fully explored in existing
frameworks.

3. Layered, Holistic Approach: While building upon
established security principles, IRAMF introduces a
novel layered structure that integrates proactive and
reactive measures cohesively.

4. Scalability and Customisation: IRAMF is designed to be
inherently scalable, addressing a critical gap in current
frameworks that often neglect the needs of smaller or
growing organisations.

5. Continuous Learning Loop: Unlike static frameworks,
IRAMF incorporates a feedback mechanism for
continuous improvement, directly addressing the need for
adaptability in face of evolving threats.

This paper aims to:

e Present a comprehensive analysis of IRAMEF's novel
structure and components.

e Demonstrate how IRAMF addresses specific gaps in
current incident response strategies.

e Provide empirical evidence of IRAMF's effectiveness
through robust simulations and industry insight.

The remainder of this paper is organised as follows:
Section II presents a comprehensive literature review,
examining current frameworks and identifying gaps in
existing incident response strategies. Section I1I introduces the
proposed Incident Response Adaptive Metrics Framework



(IRAMF), detailing its layered architecture and key
components. Section IV describes the technical testing
methodology and  results, demonstrating IRAMF's
effectiveness in simulated attack scenarios. Section V presents
the expert panel evaluation of IRAMF, providing both
quantitative and qualitative assessments from industry
professionals. Finally, Section VI concludes the paper,
summarising key findings and suggesting directions for future
research in this critical area of cybersecurity.

II. LITERATURE REVIEW

The evolution of cybersecurity incident response reflects a
growing recognition of its critical role in organisational
resilience. While Cyber Security Incident Response Teams
(CSIRTs) have been operational since 1988, Ruefle et al.
(2014) note a persistent lack of clarity regarding their specific
functions and essential components. This ambiguity, coupled
with the challenges identified by Bitzer et al. (2023) - resource
constraints, managerial oversight, and incident complexity -
underscores the limitations of traditional incident response
frameworks, particularly for less mature organisations.

The consequences of inadequate incident response
planning, as highlighted by Shinde & Kulkarni (2021), range
from legal repercussions to reputational damage, emphasising
the need for comprehensive strategies. While NIST's Special
Publication 800-61 offers a thorough incident handling guide,
it primarily addresses strategic and procedural aspects, leaving
a gap in tactical operational needs and emerging technology
integration. This gap is particularly evident in the face of
evolving cyber threats and the introduction of new
technologies like Al, IoT, and 5G, which, as Fakhouri et al.
(2023) note, introduce novel vulnerabilities alongside their
benefits.

Recent research advocates for more adaptive and
intelligent approaches to incident response. Patterson, Nurse,
& Franqueira (2023) and stress the importance of learning
from security incidents, while Khraisat et al. (2019) call for
solutions that go beyond traditional intrusion detection
systems, suggesting a role for machine learning in enhancing
detection capabilities. Angafor et al. (2020) demonstrate the
effectiveness of experiential learning methods, such as
tabletop exercises, in improving CSIRTs' preparedness and
decision-making abilities.

Ahmad et al. (2015) identify a significant gap in achieving
optimal security outcomes due to fragmented responses across
organisations, highlighting the need for a more unified
approach. This aligns with the critique by Staves et al. (2022)
of existing incident response standards, which tend to
emphasise preventive measures and technical aspects while
neglecting holistic incident management, including recovery
and organisational learning.

The US Federal Government Cybersecurity Incident and
Vulnerability Response Playbooks (Cybersecurity and
Infrastructure Security Agency, 2021) advocate for a
proactive and integrated approach to cybersecurity,
emphasising well-documented policies, robust infrastructure,
trained personnel, and the use of cyber threat intelligence.
However, the implementation of such comprehensive
strategies is challenged by the significant cybersecurity skills
gap highlighted in the ISC? Cybersecurity Workforce Study

(2023), particularly affecting smaller organizations with
limited resources (Chidukwani, Zander & Koutsakis, 2022).

This review of current literature and guidelines reveals a
clear need for a progressive incident response framework that
can adapt to various organisational contexts and cybersecurity
maturity levels. The ideal framework should address the
challenges of resource allocation, managerial awareness, and
the complexities of the cyber threat landscape while
promoting phased adoption, consistent training, and
continuous improvement. As cyber threats grow in
sophistication, the push for innovation in incident response
strategies becomes imperative for maintaining resilience
against an ever-changing threat environment.

III. PROPOSED MODEL IRAMF

The proposed Incident Response Adaptive Metrics
Framework (IRAMF) addresses critical gaps and connects
findings identified in literature, presenting an innovative
approach to cybersecurity incident response. IRAMF is
designed to tackle cyber threats with a layered action flow of
components needed to adequately manage cyber incidents. By
harmonising a suite of interconnected components, IRAMF
provides a structured yet adaptable blueprint for organisations
to enhance their incident response capabilities. The
framework's modular construction promotes scalability and
customisation to align with the varied cybersecurity demands
of different entities. IRAMF consists of six layers of elements,
each supported by an overarching Governance, Risk, and
Compliance (GRC) layer.

A. Layer 1: Core Foundational Elements

The first layer of Incident Response Adaptive Metrics
Framework (IRAMF) establishes essential cybersecurity
components that form the backbone of an organisation's
security posture. These foundational elements are critical for
building a resilient and secure layer capable of defending
against and responding to cyber threats. We identify five core
components:

1. Infrastructure and Network Security
Endpoint Security

Identity and Access Management (IAM)
Cloud Security

vk WD

Security Information and Event Management
(SIEM)

Each component addresses cybersecurity by protecting
systems, securing devices, controlling access, safeguarding
cloud data, and providing visibility and real-time security
analysis. The following table summarises key literature
findings supporting the importance of these core elements:



TABLE L. IRAMF LAYER 1

Core Elements Insights from Literature Source

Securing foundational infrastructure
is crucial to prevent breaches and
ensure network integrity.

Fakhouri et
al. (2023)

Infrastructure and
Network Security

Protecting all devices connected to
the network is essential for
comprehensive security.

Chidukwani

Endpoint Security et al. (2022)

Strong authentication and access
controls are necessary to mitigate
unauthorised access risks.

(Ahmad et
al. (2019)

Identity and Access
Management (IAM)

Protecting data and services in the

. . Fakhouri et
cloud requires encryption and secure

Cloud Security

al. (2023)
access controls.
. . Timely detection and logging are
Inf t
Security Information essential for effective incident Khraisat et

and Event Management

(SIEM) response in the face of sophisticated |al. (2019)

and evolving cyber threats.

These core elements of IRAMF establish a robust
cybersecurity  foundation, enabling organisations to
implement more advanced security measures. This
integration, supported by recent academic research papers,
facilitates the development of a comprehensive and resilient
approach to addressing modern cybersecurity challenges at
this layer.

B. Layer 2: Zero Trust Architecture

The Zero Trust Architecture layer of the IRAMF aims to
shift organisations away from traditional perimeter-based
security by continuously verifying the trust of every access
request, ensuring rigorous authentication and authorisation for
all users, regardless of their location.

Key components include:

1. Micro-segmentation and Network Access Control:
Isolates network segments to limit threat movement
and ensure precise access control.

2. Continuous Authentication/Authorisation:
Continuously verifies user and device identities
during network interactions.

3. Least Privilege Access: Grants minimal access rights
necessary for job functions, using strong
authentication like multi-factor authentication.

These components collectively strengthen security by
continuously validating trust and minimising unauthorised
access risks.

TABLE II. IRAMF LAYER 2
Zero Trust Architecture Insights from Literature Source
. . Limiting lateral movement of
Micro-segmentation and threat & ithin the network Ahmad et
reats within the networl
Network Access Control . al. (2019)
enhances security.
. Continuous verification of
(Continuous identities is necessary to prevent Ometov et
Authentication/Authorisation . yiop al. (2019)
unauthorised access.
Implementing strict access
. controls and limiting access Gunuganti
Least Privilege Access
g based on role or need helps (2024)
mitigate insider threat risks.

These components of Layer 2 enhance the organisation's
security posture by continuously validating trust and
minimising the risk of insider threats and unauthorised
access.

C. Layer 3: Detection and Analysis Processes

This layer boosts the organisation's ability to detect and
analyse threats by using advanced technologies and methods.
It includes:

1. Threat Intelligence Integration: Uses current threat
data to guide detection and response.

2. Proactive Threat Hunting: Actively seeks out hidden
threats missed by initial defences.

3. Detection: Uses tools like anomaly and behavioural
analysis to identify incidents.

4. Artificial Intelligence & Machine Learning:
Enhances detection by identifying complex threat
patterns with advanced algorithms.

5. Risk Prioritisation: Ranks threats by impact and
likelihood to optimise resource use.

TABLE IIL IRAMF LAYER 3
Detecti
N e.c ion and Insights from Literature Source
Analysis Processes
Threat Intelligence Integr'fiting threat'ibn'telligence irgproves Serketzis
. detection  capabilities and informs| etal.
Integration .
response strategies. (2019)
Activel hing fi tential threat
Proactive Threat ¢ IVE? Y s?arc ne .O.r potentia’ FArEATs Angafor et
. helps identify and mitigate threats before
Hunting s al. (2020)
they cause significant damage.
Various detection mechanisms, including] .
. . .~ |Khraisat et
Detection anomaly and signature-based detection,
. T al. (2019)
are crucial for identifying threats.
AI/ML technologi h: detecti
Artificial Intelligence and anaelcsir:) o(ile:bie;iiea:ceime :;Cvign Onwubiko
& Machine Learning Y p ? P g (2017)
accuracy and speed.
A ing threats based i t and|
. S \ssessing threats based on impact and \\ .
Risk Prioritisation  [likelihood helps prioritise response|
al. (2019)
efforts.

These components work synergistically to improve the
organisation's threat detection and analysis capabilities,
enabling more rapid and effective responses to potential
security incidents.

D. Layer 4. Threat Response

The Threat Response layer focuses on swift and effective
mechanisms for addressing detected threats, ensuring minimal
impact on organisational operations. It includes:

1. Automated Response: Utilises pre-defined scripts and
tools to rapidly react to common threats without human
intervention.

2. Human Analysis: Involves expert analysis for complex
threats, determining root causes and developing tailored
remediation strategies.

3. Dynamic Playbooks: Implements adaptive response plans
that guide the organisation through various threat
scenarios, updated based on new intelligence.



4. Threat Removal: Focuses on eliminating identified threats
from the environment, including malware removal and
account neutralisation.

5. System Recovery: Ensures rapid restoration of affected
systems to a secure and operational state, including data
recovery and integrity verification.

TABLE IV. IRAMF LAYER 4
Threat
rea Insights from Literature Source
Response
Automated Al technologles enhapce cybers?cunty
operations by automating detection and Kaur et al. (2023)
Response . e
response tasks, enabling faster threat mitigation|
Human Human expertise is necessaq f(?r analysing Ahmad et al.
. complex threats and making informed
Analysis .. (2015)
decisions.
Cybersecurity and
Dynamic | Adaptable response plans guide organisations Infrastructure
Playbooks through various threat scenarios. Security Agency
(2021)
Threat Eliminating iden'siﬁed threatsbfrom the. NIST (2012)
Removal | environment is crucial for restoring security.
System Resto@g aﬁ‘ecte?d systems to a se(fure; and NIST (2012)
Recovery | operational state is necessary post-incident.

E. Layer 5: Simulation and Assurance

This layer is crucial for validating and improving the
organisation's cybersecurity measures through rigorous
testing and simulation activities. It encompasses:

1. Threat Simulation and Testing: Conducts regular
simulations, including red teaming exercises, to
identify  vulnerabilities and assess defence
capabilities.

2. Penetration Testing: Simulates real-world attacks to
uncover weaknesses in the organisation's security
posture, informing necessary improvements.

3. Vulnerability Management: Involves systematic

identification, assessment, and mitigation of
vulnerabilities across the organisation's systems and
networks.
TABLE V. IRAMF LAYER 5
Simulation
and Insights from Literature Source
Assurance
Threat . .
. . |Regular simulations and tests assess the| ~Angafor et al.
Simulation . .
. |effectiveness of security measures. (2020)
and Testing
Penetration .Pdene;t.rf;tion ;estingl.sti.mulateii at.tacks to Engstrom &
. identify vulnerabilities and improve|
Testing . P Lagerstrom, 2022
security measures
Vulnerability|ldentifying and mitigating vulnerabilities] ~Khraisat et al.
Management|is essential for maintaining security. (2019)

These components ensure that the organisation's security
measures are continuously evaluated and improved,
enhancing the overall resilience of the cybersecurity
framework.

F. Layer 6: Continuous Improvement and Learning

The final layer fosters a culture of ongoing improvement
and adaptation within the organisation, crucial for maintaining
effectiveness against evolving cyber threats. It includes:

1. Post-Incident Analysis: Conducts thorough reviews of
security incidents to extract lessons and improve future
responses

2. Training and Awareness Programs: Implements regular
education initiatives to keep all employees informed
about security best practices and emerging threats.

3. Process and Policy Updates: Ensures that security
processes and policies are regularly reviewed and updated
to address new threats and incorporate lessons learned.

TABLE VI LAYER 6
Continuous
Improvement Insights from Literature Source
and Learning|
Post-Incident | Reviewing incidents helps identify Ahmad et al.
Analysis improvements for future responses. (2015)
Traini d ..
TaInng an Regular training ensures employees are| Angafor et al.
Awareness - ..
aware of security policies and threats. (2020)
Programs
P d dati i d
ToCess an Up ating security processes and Ahmad et al.
Policy policies ensures they remain effective (2015)
Updates against evolving threats.

These components create a feedback loop that enables the
organisation to continuously refine and enhance its
cybersecurity posture, ensuring long-term resilience and
adaptability in the face of evolving cyber threats.

G. Governance, Risk, and Compliance (GRC) - The
Overriding Layer

The Governance, Risk, and Compliance (GRC) layer in
IRAMF ensures that security practices align with
organisational objectives, regulatory requirements, and risk
management strategies. It integrates governance, risk
management, and compliance into all layers, creating a
cohesive approach that addresses immediate threats while
supporting long-term organisational goals and continuous
cybersecurity improvement.

TABLE VII. IRAMF OVERRIDING LAYER
Governance, Risk,
and Compliance Insights from Literature Source
(GRC)
. . Cyb ity and
Oversight, Risk . . . . yberseeurry a
Aligning security practices with| Infrastructure
Assessment, and . . .
. business goals and regulations | Security Agency
Compliance .
. strengthens incident response ((2021); Staves et al.
Monitoring
(2022)
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Figure 1 IRAMF Layers Integrated

Fig. 1 illustrates the comprehensive and interconnected nature
of the IRAMF layers. This integrated approach creates a
synergistic effect, where each layer not only builds upon but
also enhances the capabilities of the others. The layered
structure allows for:

1. Adaptive Defence: The framework evolves in real-
time, adjusting its defences based on emerging
threats and organisational changes.

2. Holistic Security: By addressing security from
foundational elements to continuous improvement,
IRAMF ensures no aspect of cybersecurity is
overlooked.

3. Scalable Implementation: Organisations can
prioritise and implement layers based on their current
needs and resources, allowing for gradual adoption.

4. Cross-Layer Intelligence: Insights gained from one
layer inform and enhance the operations of others,
creating a self-improving system.

5. Balanced Approach: IRAMF harmonises proactive
measures, like threat hunting with reactive
capabilities such as incident response, providing
comprehensive protection.

The overarching Governance, Risk, and Compliance
(GRC) component ensures that this technical framework
aligns with broader organisational goals and regulatory
requirements, bridging the gap between -cybersecurity
operations and business objectives.

This integrated design positions IRAMF as a forward-
looking solution capable of addressing both current and future
cybersecurity challenges across diverse organisational
contexts.

IV. TESTING AND VALIDATION OF IRAMF

To rigorously evaluate IRAMF's effectiveness, we
conducted comprehensive testing in a controlled laboratory
environment designed to simulate real-world network
infrastructures and cyber threats. The lab setup consists of the
following components:

TABLE VIII.  IRAMF LAB COMPONENTS

Label Component Tools/Services

Server A Dorpam Controller Microsoft Defender Antivirus,
(Windows Server Svsmon. Osque
2016) ysmon, Lsquery

Server B 'Windows Event
Forwarder (WEF) - |Windows Event Collector
'Windows Server 2016

Server C Logger (Ubuntu Splunk Enterprise, Suricata, Zeek,
20.04) Fleet

Workstation |Workstation Windows Event Forwarding (WEF)
(Windows 10) client, Sysmon, Osquery

Osquery Logs to
Fleet via TLS
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to Splunk
via Universal Forwarder

Figure 2 Lab Setup

Figure 2 demonstrates the high-level setup allows for
comprehensive monitoring, log analysis, and threat detection
across the simulated network environment. For a detailed
breakdown of each component's role and the specific
tools/services deployed in this lab environment, consult
Table VIII above.

A. Test Scenarios

We designed three test scenarios to evaluate IRAMF's
performance:

1. Ransomware Attack Simulation
2. Phishing Campaign
3. Distributed Denial of Service (DDoS) Attack

For each scenario, we compared the performance of Full
IRAMF (F-IRAMF) implementation against Partial IRAMF
(P-IRAMF) implementation, where certain components were
intentionally disabled.



B. Methodology
For each test scenario, we followed this process:

1. Baseline Configuration: Set up the lab environment
with all security tools in place.

2. F-IRAMF Implementation: Fully implement all
IRAMF components and integrations.

3. P-IRAMF Configuration: Disable specific IRAMF
components to simulate partial implementation.

4. Attack Simulation: Execute the attack scenario for
both F-IRAMF and P-IRAMF configurations.

5. Data Collection: Gather metrics using Splunk
Enterprise and other monitoring tools.

6. Analysis: Compare the performance of F-IRAMF
and P-IRAMF across key metrics.

TABLE IX. IRAMF LAB RESULTS

Scenario Metric |F-IRAMF [P-IRAMF Improvement

Ransomware . . o
Attack MTTD 2.8 min 11.5 min 75.7%
MTTR 7.3 min 24.6 min 70.3%
DR 99.5% 88.2% 12.8%
Phishing | \virrp | 42min | 187 min 77.5%

Campaign

MTTR 9.8 min 35.2 min 72.2%
DR 98.3% 84.6% 16.2%

DDoS . . o
Attack MTTD 0.6 min 3.4 min 82.4%
MTTR 2.5 min 9.7 min 74.2%

DR 99.8% 96.3% 3.6%

MTTD: Mean Time to Detect, MTTR: Mean Time to
Respond, DR: Detection Rate

C. Statistical Analysis

We performed paired t-tests to compare F-IRAMF and P-
IRAMEF across all metrics:

e MTTD: t(2) = 8.64, p = 0.013
e MTTR: t(2) = 10.27, p = 0.009
e DR:(2)=5.89,p=0.028

These  results indicate  statistically  significant
improvements in all metrics for F-IRAMF compared to P-
IRAMF (p <0.05).

F. Key Findings

1. Ransomware Attack: F-IRAMF demonstrated
superior detection and response capabilities,

leveraging Splunk Enterprise for rapid alert
correlation and Microsoft Defender for immediate
threat containment.

2. Phishing Campaign: The integration of Zeek and
Suricata in F-IRAMF significantly enhanced early
detection of suspicious network activities, while
osquery facilitated swift endpoint investigation.

3. DDoS Attack: F-IRAMF's utilisation of Suricata and
Zeek for network traffic analysis allowed for near-
instantaneous detection and mitigation of the DDoS
attack.

4. Overall, F-IRAMF showed substantial
improvements in detection and response times across
all scenarios, with enhancements ranging from
70.3% to 82.4%.

5. The comprehensive logging and analysis capabilities
provided by the combination of Splunk Enterprise,
Sysmon, and osquery in F-IRAMF contributed to
higher detection rates and faster incident resolution.

D. Results and Analysis

The lab results show that IRAMF significantly enhances
incident response by integrating diverse security tools and
centralised log management, leading to faster threat detection
and response. The synergy between Splunk Enterprise,
Suricata, Zeek, and osquery in F-IRAMF creates a robust
defence system, addressing gaps in traditional security setups.
The improved metrics for F-IRAMF over P-IRAMF highlight
the value of a comprehensive approach. This demonstrates
IRAMF's effectiveness validated by both technical evaluation
and expert panel assessment.

V. EXPERT PANEL EVALUATION OF IRAMF

To validate IRAMF's theoretical foundation and practical
applicability, we conducted a comprehensive expert panel
evaluation. The panel consisted of four senior professionals:
1. A technical cybersecurity expert with over 15 years
of experience in developing security frameworks.
2. A leading cybersecurity assurance manager from
a leading financial organisation.
3. A managing director involved in multi-vendor
technology integration for large-scale enterprises.
4. A Governance, Risk and Compliance subject matter
expert in the cyber security sector.

A. Methodology

We employed a mixed-methods approach combining
quantitative scoring and qualitative feedback:

1. Framework Presentation: Panellists received a
detailed 50-page technical document outlining
IRAMF's architecture, components, and
implementation guidelines.

2. Evaluation Questionnaire: A 25-item questionnaire
using a 7-point Likert scale (1 = Strongly Disagree,
7 = Strongly Agree) assessed various aspects of
IRAMF.



3. Semi-structured Interview: Each expert participated
in a 90-minute int.erview to provide in-depth ~ We performed thematic analysis on the interview transcripts,
feedback and suggestions. identifying key themes and insights. The following table

4. Data Analysis: We employed thematic analysis for presents the main themes that emerged. The frequency being
qualitative data from interviews, identifying the number of times directly or indirectly the theme was

recurring themes and insights. For quantitative data, ~ mentioned.
we conducted statistical analyses including

descriptive statistics and t-tests to assess the

significance of expert ratings.

5. Validation Process: To ensure reliability, we used TABLEXL  IRAMF EXPERT QUOTES
member checking, where experts reviewed our
interpretation of their feedback for accuracy. Theme Frequency Representative Quote
6. Ethical Considerations: All experts provided “The seamless integration of]
informed consent, and their responses were Innovative Integration of 18 AI/ML  for adaptive threat]
anonymised to ensure candid feedback. AI/ML detection sets IRAMF apart from
existing frameworks."
B. Results Scalability Across "IRAMF's modular design allows

15 for effective implementation in|

1) Quantitative Analysis: Organisation Sizes both SMEs and large enterprises."

TABLE X. IRAMF EXPERT EVALUATION “Organisations  with  legacy]

Potential Implementation

E {E t |E t|E " 10 systems may face initial hurdles in|
Evaluation Criteria 1 xper 5 xper 3 xper 4 XPerlNean |SD Challenges fully adopting IRAMF."
Theoretical Enh d Adapiability t “"The framework's ability to
Foundati 6 7 6 7 6.50 0.58 Fhanee apiabiiity to 17 evolve with the threat landscape is
oundation Threats .
a significant advancement."
Novelty of Approach| 7 6 7 7 6.75 0.50
h 1 impl tati ill
1 Need for Comprehensive 12 rezlll;rceesrsgusltmgati:rrlrilrelz aplr(z)ngr::ls
Practica .
T
Applicability 5 6 6 5 | 550 | 0.8 raining for security teams.”
Scalability 7 6 7 6 | 6.0 0.58 "IRAMF's  layered  structure
Compartmentalisation and 16 uniquely enables organisations to|
Integration with Outsourcing outsource specific components,
Existing Systems 3 6 3 6 5.50 0.58 addressing skill gaps efficiently."
Adaptability to
. 7 7 6 7 6.75 0.50 .
Emerging Threats 4) Synthesis of Expert Feedback
Potential Impacton | 6 7 7 |1 675 | 050 e Innovative Approach: Experts unanimously praised
Incident Response IRAMF's integration of adaptive metrics and AI/ML
. capabilities as a significant advancement.
Clarity of Framework 6 5 6 6 575 0.50
Documentation ' ’ e Scalability: The framework's modular design was
highly rated for its versatility across various
Compaﬂmentali;ation . 7 6 7 6.75 0.50 organisation sizes and complexities.
and Outsourcing . . . .
e Practical Challenges: Potential implementation
Overall Assessment | 7 6 7 7 | 675 | 050 issues were identified, particularly for organisations
with legacy systems or limited cybersecurity
maturity.

2) Statistical Analysis e Adaptability: IRAMF's capacity to evolve with the

changing threat landscape was consistently

We conducted a one-sample t-test to determine if the mean highlighted as crucial.

scores were significantly different from a neutral score of 4
(neither agree nor disagree). e Training Requirements: Comprehensive training

Results: t(9) = 22.36, p < 0.0001, 95% CI [6.22, 6.78] Ef;iiﬁsr&egfgi;?:fez:Se““al for maximising the
The analysis indicates that the expert ratings were

significantly higher than neutral, providing strong support for
IRAMEF's effectiveness and potential impact.

e Integration Considerations: While generally
positive, integration with existing systems was
identified as an area for further refinement.

3) Qualitative Analysis



Compartmentalisation and Outsourcing: IRAMF's unique
approach to compartmentalising security layers, enabling
component outsourcing, was seen as a significant advantage
over existing frameworks.

VI. CONCLUSION

The Incident Response Adaptive Metrics Framework
(IRAMF) represents a significant advancement in
cybersecurity incident response. By integrating adaptive
metrics, AI/ML capabilities, and a layered security approach,
IRAMF addresses critical gaps in existing frameworks and
provides organisations with a flexible, scalable solution to
meet evolving cyber threats.

Comprehensive evaluation, combining thorough lab
testing and expert panel assessment, demonstrates IRAMF's
effectiveness in enhancing incident response capabilities
across various attack scenarios. The framework's ability to
significantly reduce Mean Time to Detect (MTTD) and Mean
Time to Respond (MTTR) while improving Detection Rates
(DR) showcases its potential to transform organisational
cybersecurity postures.

IRAMF's unique features, including its modular design,
continuous learning loop, and capacity for component
outsourcing, offer organisations of all sizes the ability to tailor
their incident response strategies to their specific needs and
resources. This adaptability, coupled with IRAMF's
integration of cutting-edge technologies, positions it as a
forward-looking solution in an increasingly complex threat
landscape.

As cyber threats continue to evolve in sophistication and
scale, frameworks like IRAMF will play a crucial role in
enabling organisations to maintain resilience and adapt swiftly
to new challenges. Future research should focus on the
following key areas:

1. AI/ML Enhancements: Further development of
AI/ML components to improve predictive threat
analysis and adaptive response strategies.

2. Scalability and Integration Studies: Conducting
comprehensive studies on IRAMF's scalability
across diverse organisational sizes and its integration
with various existing cybersecurity infrastructures.

3. Adaptive Metrics Refinement: Continuous evolution
and refinement of adaptive metrics to ensure they
remain relevant and effective against rapidly
changing cyber threats.

These areas of future research will contribute to the
ongoing refinement and effectiveness of IRAMF and advance
the broader field of cybersecurity incident response. As
organisations continue to face increasingly sophisticated
cyber threats, frameworks like IRAMF, coupled with ongoing
research and improvement, will be crucial in maintaining
robust cybersecurity postures.
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