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Abstract—Network Function Virtualization (NFV), which de-
couples network functions from hardware and transforms them
into Virtual Network Functions (VNFs), is a crucial technology
for data center (DC) networks. A service function chain (SFC) is
composed of an ordered set of VNFs and virtual links (VLs)
connecting them. To optimize the resource allocation in DC
networks, we need to efficiently map SFCs onto the physical
network. Nevertheless, the dynamics and diversity of SFC re-
quests in multi-datacenter (MDC) networks pose a significant
challenge in embedding SFCs. To overcome this challenge, we
design a two-stage graph convolutional network (GCN) assisted
deep reinforcement learning (DRL) scheme. This framework aims
to maximize the overall acceptance ratio of SFC requests while
minimizing the total cost in an MDC network. In the first stage,
we propose a GCN-based DRL algorithm as a coarse granularity
solution to the SFC embedding problem from the macro perspec-
tive. This solution outlines a local observation scope (LOS) for
each agent in the multi-agent system of the second stage, where all
agents simultaneously handle SFC requests from their respective
DCs using a multi-agent framework from the micro perspective.
Numerical evaluations show that, compared to state-of-the-art
methods, the proposed scheme improves the acceptance ratio by
approximately 13% compared with the Kolin algorithm and 18%
compared with the DQN algorithm and saves the cost by around
28% compared with the Kolin and the DQN.

Index Terms—Network Function Virtualization, Multi-
Datacenter, Multi-Agent, Graph Convolutional Network

I. INTRODUCTION

Nowadays, datacenters (DCs) have become a key compo-
nent in supporting cloud computing, large-scale online ser-
vices, and geographically distributed applications. To provide
high-quality and non-disruptive network services to end-users,
large enterprises such as Google, Facebook, and Amazon
have created multiple DCs in different geographic regions
and built inter-DC networks to interconnect them. A net-
work service can be symbolized as a service function chain
(SFC) or a virtual network functions forwarding graph (VNF-
FG). An SFC is composed of an ordered set of VNFs and
virtual links (VLs), realized by DC network resources (e.g.,
bandwidth (BW), central processing unit (CPU) cycles, and
memory space) using network function virtualization (NFV).
A successful embedding of an SFC requires that both the
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resource constraints of the infrastructure and the service level
agreement (SLA) [1] of the network service be satisfied.
To accommodate as many network services as possible with
limited resources, efficient and automatic placement of SFCs
becomes increasingly important.

A lot of research efforts have aimed to address the SFCs (the
predefined VNFs and the VLs) placement problem. Some are
heuristic-based methods that perform well in stationary sys-
tems but could have degraded performance in dynamic systems
[2]–[7]; others are deep reinforcement learning (DRL)-based
approaches, which are efficient when properly designed but in-
efficient when their state or action spaces, or reward functions
are incorrectly designed [8]–[11]. Despite that these works
demonstrate the potential of SFC placement optimization,
research on this problem in multi-datacenter (MDC) networks
is limited. Most of such works consider simple models by
treating the MDC as a whole and assuming that the arrival of
SFC requests follows the Poisson traffic model; thus, the load
diversity of different DCs is generally neglected. In practice,
the SFC requests load in an MDC may vary from DC to DC,
e.g., some DCs may suffer traffic congestion while others are
under-utilized. Hence, it is essential to design a load balancing
algorithm to resolve the SFC requests load diversity issue in
MDC networks.

In this paper, to address these issues, we propose a two-stage
graph convolutional network (GCN)-based DRL framework to
maximize the overall acceptance ratio of SFC requests while
minimizing the total cost in an MDC network.

In the first stage, we propose a DRL algorithm – GCN-based
Proximal Policy Optimization (PPO) to derive a coarse granu-
larity solution to SFC embedding from the macro perspective.
Specifically, in each DC, we treat the IT resources requested
by all SFCs in the waiting queue of this DC as a whole; thus,
we can abstract the placement of all the SFCs received by
the MDC into a load balance problem. To balance loads in
the MDC, we transfer some SFCs accumulated in high-load
DCs to low-load DCs. We model the load transfer process as
a Markov decision process (MDP) and represent the features
of the MDC network as the MDP states and the possible DC-
to-DC transfer options as the MDP actions. We use the reward
function to capture the success/failure of an SFC transfer and
the cost of network traffic caused by this transfer. At each
time step of the MDP, the agent chooses an action based on
our GCN-based PPO model and performs the chosen action
in the MDC environment. In response to the action, an MDP
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reward, which will be used to train our model, is returned to
the agent. Once trained, the model approximates the optimal
solution for maximizing the overall acceptance ratio of SFC
requests while minimizing the total cost. This stage aims to set
a local observation scope (LOS) for each agent of the multi-
agent framework in the second stage.

The second stage consists of two phases. During the first
phase, to accommodate as many SFC requests as possible with
limited resources, each agent embeds SFCs in its affiliated DC.
The second phase commences once a high-load DC embeds
SFCs in low-load DCs. In this phase, multiple agents of
high-load DCs handle SFC requests simultaneously, with each
embedding VNFs and VLs within its LOS step by step. Thus,
we model the SFC embedding problem in this phase as a
multi-agent MDP [12] and solve it using a MARL approach,
GCN-based multi-agent PPO (MAPPO). A multi-agent MDP
is defined by a set of states S that describes the possible
global environmental features as well as a set of actions
Ai (i = 1, 2, . . . , N) and a set of local observations Oi (i =
1, 2, . . . , N) for each agent. To choose actions, agent i feeds
its observation oi into the policy πθi and gets ai. The joint
action of all agents produces the next global state according to
the state transition function T(s; a1, a2, . . . , aN )→ s′, where
N is the number of agents. Meanwhile, agent i obtains rewards
based on a function of the global state and the agent’s action
Ri(s, ai) → ri and receives a private observation correlated
with the state s′ → oi. Each agent aims to maximize its own
total expected return

∑T
t=0 γ

tri,t (i = 1, 2, . . . , N), where
γ is a discount factor and T is the time horizon. In our
multi-agent MDP, for agent i, we represent the features of
the local network that agent i can sense, the position of the
VNF embedded at the previous time step, and the index of the
agent’s affiliated DC as the local observations. In addition, the
possible placements of the current VNF and the VL connecting
this VNF and the previous constitute the action space. The
reward function Ri consists of an external part and an internal
part. The former is designed to achieve the common goal
of all agents – maximizing the overall acceptance ratio of
SFC requests while minimizing the total cost in an MDC
environment. The latter is designed to accelerate the training.
With training, each agent of the MAPPO model knows how
to embed SFCs within its LOS to approximate the optimal
solution.

The main contributions of this paper can be summarized as
follows:

1) We propose a two-stage GCN-based DRL framework
to handle service requests simultaneously from all DCs
with the aim of maximizing the overall acceptance
ratio of SFC requests while minimizing the total cost
in an MDC network. This work effectively addresses
the limitation in existing research on embedding SFCs
in MDC networks by considering SFC requests load
diversity of different DCs.

2) We abstract the placement of all SFCs within a time
slot into a load balance problem from the macro per-
spective in the first stage. To balance loads in the MDC
environment, we model the load transfer process as an
MDP and develop a coarse granularity solution to the

placement of SFCs such that the acceptance ratio of SFC
requests is maximized while the total cost is minimized.
The solution provides an appropriate LOS for each agent
in the multi-agent framework; thus, we can tailor the
action space of each agent to a proper size, which speeds
up the convergence rate of the algorithm in the second
stage.

3) In the second stage, all agents handle SFCs received by
their respective DCs simultaneously. In the initial phase,
each agent places SFCs in its affiliated DC. In the second
phase, we model the SFC embedding problem as a multi-
agent MDP from the micro perspective and solve it using
a MARL approach, GCN-based MAPPO. This multi-
agent framework achieves better efficiency than single-
agent RL algorithms in resolving the SFC requests load
diversity issue in MDC networks.

The rest of the paper is organized as follows. In Section
II, we discuss the related works. Then, we present the system
model of the SFC embedding problem in an MDC network and
formulate the problem in Section III. In Section IV, we present
our algorithm. And in Section V, we numerically evaluate the
performance of our algorithm. Finally, we conclude the paper
in Section VI.

II. RELATED WORKS

Many studies have been devoted to the placement of net-
work services techniques [13]–[15]. Since our objective is
to deploy as many SFCs as possible with limited hardware
resources in an MDC, we pay close attention to works re-
searching the VNF-FG embedding issue in a single DC or an
MDC. Also, we have studied several typical works regarding
the VNF-FG placement problem. In general, they fall into the
following two categories.

A. Heuristic-Based Approaches

Most techniques were proposed to formulate and solve
optimization problems [3]–[5], [16]–[20]. Some works, [16],
[17], and [18], are based on a strong assumption. In [16],
the authors proposed a heuristic algorithm named LBA (LCS
Based Algorithm) to realize efficient VNF service chaining
in inter-DC elastic optical networks (EONs). Based on the
Longest Common Subsequence (LCS) principle, this algorithm
reuses the VNFs that have been deployed previously in mul-
tiple DCs to save IT cost. To reduce the inter-DC traffic cost,
it places new instances of VNFs in DCs based on the nearby
principle; thus, VNFs may concentrate in some DCs, while
others are under-utilized. Consequently, some DCs might suf-
fer traffic congestion or performance degradation. To resolve
this issue, the authors of [17] proposed a resource balancing
algorithm (RBA) for joint placement of service chains and
routing/spectrum assignment (RSA) in inter-DC EONs. Also,
in [18], a joint-optimization selection (JOS) algorithm was
designed to select VNFs to achieve joint load balancing of
IT and spectrum resources. In all these works, the VNF reuse
solution improves resource utilization. This solution is based
on the assumption that the capacity of a VNF is fixed, which
is reasonable during the early stage of virtualization [21].



3

Nevertheless, when we walk into the Kubernetes era, VNFs
are embedded in containers, for which CPU allocation can
be as small as 1/1000 of the total CPU resources of a server
[22]. Hence, the resource allocation for a VNF can be flexible,
and we can initiate VNFs instances based on the number
of virtual resources requested in the corresponding service
requests. Furthermore, for security purposes, many customers
are unwilling to share VNFs with others. Therefore, in our
work, we consider dynamic and unshared VNFs.

Other papers, [3]–[5] and [19], focus on the convergence
rate of their algorithms. In [19], the authors formulated the
VNF placement as a binary integer programming model. They
proposed the service function chains embedding approach
(SFC-MAP) algorithm, in which the shortest path algorithm
is iterated based on a multi-layer cost graph to acquire the
optimal placement solution. The authors of [3] designed an
eigendecomposition-based approach to address the VNF-FG
placement issue. This matrix-based method reduces the com-
plexity and accelerates the convergence. However, it does not
fully explore the immense space of possible actions. A novel
approach that combines Markov approximation with matching
theory, sampling-based Markov approximation (SAMA), was
proposed in [4] to minimize the joint operational and traf-
fic cost. In [5], the authors formulated the VNF placement
and flow routing problems as integer linear programming
optimization problems and designed a set of heuristics to
find near-optimal solutions. In our work, we accelerate the
convergence rate partly by restricting the cooperation among
multiple agents within a small scope and partly by inheriting
the strengths of the PPO algorithm. Although the convergence
rate is important, effectiveness is more important regarding our
objective. Therefore, we tune the clipping ratio hyperparameter
of our DRL framework to balance effectiveness and efficiency.

The authors in [20] readjusted the running SFCs when users
move or SFCs requests change, which makes this paper very
attractive and innovative. In our work, we consider SFCs’ life-
time, and thus our scenarios could introduce more dynamics.

In summary, heuristics are efficient in stationary systems.
Nevertheless, in scenarios where environmental characteris-
tics, such as the arrival rate and the required resources of
service requests, change dynamically, these approaches must
be frequently re-triggered to obtain the optimal solutions for
new environments. In comparison, our proposed GCN-based
RL algorithm, whose agents interact with the environment
during the training phase, can learn and adapt to environmental
changes.

B. Reinforcement Learning-Based Approaches

Various techniques based on RL have also been developed
[8], [23]–[26]. The ability to learn from experience makes
these approaches noteworthy. The authors in [23] presented
a DRL-based VNF-SC provisioning algorithm in inter-DC
EONs. To solve the problem that the size of the state vector is
not fixed because of the variable length of SFCs and the con-
stantly changing number of available DCs, a feature matrix-
based encoding scheme was introduced. This innovation makes
RL-based algorithms feasible in network environments whose

state sizes are prone to change. In [24], the authors proposed
DeepRMSA, a DRL-based routing, modulation, and spectrum
assignment (RMSA) framework for learning the optimal online
RMSA policies in EONs. The authors in [25] developed a
hybrid DRL-based framework for service function chaining
across geo-distributed DCs. In [23], [24] and [25], the authors
used deep neural networks (DNN) to extract the features
of the complex EON states. However, for an environment
that can be represented by a graph, Graph neural networks
(GNN)-based encoding schemes might be more efficient in
extracting its features. The authors in [26] designed a GNN-
based hierarchical DRL algorithm for the VNF placement
and RSA in EONs. They proposed a GNN-based encoder to
abstract the features of the EON network states and the context
of the pending VNFs. This GNN-based encoder advances the
VNF-FG placement in network topologies that a graph can
normally represent. However, as the authors in [8], [25], and
[27] did, they decoupled the placement of VNFs and VLs and
designed a routing module to select the optimal route given
a VNF placement. This scheme reduces the action-space size
and speeds up the convergence rate. Nevertheless, the greed
for a high immediate reward might result in a disappointing
long-term cumulative reward.

Most works on the MDC issue [16]–[19], [23]–[26] treated
the MDC network as a whole and assumed that the arrival
of SFC requests follows the Poisson distribution. However, in
some real cases, the diversity of SFC requests in an MDC may
pose an important challenge. Therefore, in our work, we design
a two-stage GCN-based RL algorithm for the SFC embedding
problem in an MDC network, where the SFC requests load
varies from DC to DC.

III. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Architecture

According to 3rd Generation Partnership Project (3GPP)
[28], [29], the NFV framework receives requests for allocating
network services with specific characteristics. Accordingly,
at the core of the NFV architecture, the management and
orchestration (MANO) framework plans SFCs allocation using
the NFV infrastructure.

Inspired by the multi-tier SDN-controller system proposed
in [30], we design a multi-tier MANO system depicted in
Fig.1. In the first stage, the upper-tier MANO cooperates with
all lower-tier MANOs in setting a LOS for each of them. In the
second stage, a discrete time-slot system is considered as in
[8]. At the beginning of each time slot, the resources occupied
by expired SFCs are released, and all lower-tier MANOs start
to embed SFCs simultaneously. For each DC, based on its
current state, the corresponding lower-tier MANO handles the
SFCs received by this DC one after another. Once a DC has
insufficient resources to accommodate the SFCs waiting in its
queue, the lower-tier MANO in charge of this DC will place
SFCs in low-load DCs within its LOS.

B. NFV Infrastructure

We model the MDC network as an undirected graph G =
(V,E), where V is the set of DC nodes and E is the set of
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Fig. 1: Network infrastructure considered in this paper.

transmission links that interconnect these DC nodes. Hence,
the numbers of DC nodes and physical links are |V| and |E|,
respectively. Furthermore, the CPU capacity and the remaining
CPU resources of DC v are denoted by {Cv|Cv ≥ 0; v ∈ V}
and {cv|cv ≥ 0; v ∈ V}, respectively. The BW capacity and
the remaining BW of link (v, u) are denoted by {Bv,u|Bv,u ≥
0, (v, u) ∈ E} and {bv,u|bv,u ≥ 0, (v, u) ∈ E}, respectively.

C. Characteristics of Service Requests

We denote M as the number of service requests to be
handled within a time slot. Service request i can be defined
as SRi = {Fi, Ci, Bi}, where Bi indicates the BW requested
by SFC i, Fi = {Fi0, Fi1, Fi2, ..., FiKi , Fi(Ki+1)} (Ki is the
number of VNFs in SFC i) denotes the ingress (Fi0), egress
(FiKi+1

), and VNFs ({Fi1, Fi2, ..., FiKi}) that are used to
compose SFC i, and Ci = {Ci1, Ci2, ..., CiKi} indicates the
CPU requested by each VNF in SFC i. The VL between the
jth and (j +1)th nodes of SFC i is denoted by (Fij , Fi(j+1)).
In our scenario, SFCs come and go, and the life-time of an
SFC can span over one or multiple sequential time slots.

D. Cost Model

1) Traffic Cost: In a service chain, one VNF must forward
packets to the next through the VL connecting them. The VL
can be embedded in one or multiple physical links, each of
which might have a different hop distance depending on the
network topology. As in [4], we define the traffic cost caused
by a VL connecting two adjacent VNFs as the product of the
overall distance between these two VNFs and the BW of the
VL. Since the distance between two DCs is far longer than
that between two servers within a DC, we only consider the
traffic in the inter-DC network as in [23] and [26]. As a result,
the total traffic cost can be written as

Ctr = β

M∑
i=1

Ki∑
j=0

∑
(v,u)∈E

zv,uFij ,Fi(j+1)
·Bi · Dis (v, u) , (1)

where β is the price that converts the traffic cost to a monetary
cost, binary zv,uFij ,Fi(j+1)

indicates whether the VL connecting
the jth and (j+1)th nodes of request i is embedded in physical

link (v, u), and Dis (v, u) is the distance between DC v and
DC u.

2) Server Cost: Compared with memory and capacity,
CPU’s computational power is much more important. There-
fore, as for server cost, we only consider CPU and the
extension to multiple resource types is straightforward. The
total server cost can be written as

Cse = γ

M∑
i=1

Ki∑
j=1

∑
v∈V

xvi,j · Cij , (2)

where γ is the price that converts the server cost to a monetary
cost, and binary xvi,j indicates whether the jth VNF of request
i nests in DC v.

E. Problem Formulation
In this part, we formulate the objective as an optimization

problem. Our purpose is to maximize the overall acceptance
ratio of SFC requests while minimizing the total cost regarding
the infrastructure resource constraints. We first elaborate on the
constraints of the SFC embedding problem. For any DC node,
the computing resource constraint must be satisfied; thus, we
have

M∑
i=1

Ki∑
j=1

xvi,j · Cij ≤ Cv, ∀v ∈ V. (3)

For any physical link, the BW constraint must be satisfied;
therefore, we have

M∑
i=1

Bi

Ki∑
j=0

zv,uFij ,Fi(j+1)
≤ Bv,u, ∀(v, u) ∈ E. (4)

Each VNF can be deployed at only one DC node; therefore,
we have∑

v∈V

xvi,j ≤ 1, (1 ≤ i ≤M, 1 ≤ j ≤ Ki). (5)

To enforce a continuous substrate path connecting the jth

and (j + 1)th nodes of request i, we have∑
(v,u)∈O(v)

zv,uFij ,Fi(j+1)
−

∑
(u′,v)∈I(v)

zu
′,v
Fij ,Fi(j+1)

= xvi,j − xvi,j+1,

∀v ∈ V, 1 ≤ i ≤M, 0 ≤ j ≤ Ki,
(6)

where I(v) and O(v) denote the sets of incoming links and
outgoing links of DC v, respectively.

As in [5], we use a constraint to avoid a loop as follows:∑
(v,u)∈O(v)

zv,uFij ,Fi(j+1)
+

∑
(u′,v)∈I(v)

zu
′,v
Fij ,Fi(j+1)

≤ 1,

∀v ∈ V, 1 ≤ i ≤M, 0 ≤ j ≤ Ki.

(7)

An SFC request is accepted if and only if all virtual elements
in this SFC are successfully deployed; hence, we can denote
the number of accepted requests as

A =

M∑
i=1

f((

Ki∑
j=1

∑
v∈V

xvi,j −Ki)+

(

Ki∑
j=0

∑
(v,u)∈E

zv,uFij ,Fi(j+1)
− (Ki + 1))),

(8)
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where

f(x) =

{
0, x < 0
1, x ≥ 0.

(9)

Since our object is to maximize the overall acceptance
ratio of SFC requests while minimizing the total cost, the
optimization problem can be written as

(P1) : max
xvi,j ,z

v,u
Fij,Fi(j+1)

U(xvi,j , z
v,u
Fij ,Fi(j+1)

) =

α1 ·A− α2 · (Ctr + Cse)

s.t.(3), (4), (5), (6), (7).

In the objective function above, α1 and α2 are the weights
of two objectives. We normalize two objects before assigning
weights to them. Since the objective of maximizing the ac-
ceptance ratio of SFC requests is more important, we assign
a higher weight to it.

It can be challenging to solve this optimization problem
using heuristic approaches because it is difficult to track
the dynamics of the network. Alternatively, learning-based
techniques can be utilized to learn the network dynamics, such
as the arrival patterns and the resource requirements of various
services, and solve such a problem. The learning technique
aims to learn a policy that determines what action to take in
each state. In the following, we introduce a two-stage GCN-
based DRL for the SFC embedding problem in our MDC
environment.

IV. PROPOSED TWO-STAGE SFC EMBEDDING SCHEME

In this section, we present our proposed algorithm. First, the
background of the proposed algorithm is provided. Then, we
detail our two-stage GCN-based DRL algorithm for solving
P1.

A. Background of the Proposed Algorithm

1) Model Our Environment as a Multi-agent MDP: The
SFC embedding problem has been modeled as an MDP in
many existing works. In our MDC environment, if we model
this problem as an MDP, the agent needs to handle SFC
requests received by all DCs; thus, the action space would be
too large for the DRL algorithm to converge, especially in a
large-scale MDC. Alternatively, we study a multi-agent MDP,
which has already been introduced in Section I. The details
of the state representation, action space, and reward function
for each agent in the context of our problem are provided in
Section IV-C.

2) Overview of Multi-agent DRL and Motivation for Using
MAPPO: MARL algorithms have been widely adopted to
solve the multi-agent MDP models. The authors in [31]
proposed the Multi-Agent Deep Deterministic Policy Gradi-
ent (MADDPG) algorithm for mixed cooperative-competitive
environments. It is a simple extension of actor-critic policy
gradient methods where the critic is augmented with extra
information about the policies of other agents, while the
actor only has access to local information. In the MADDPG
algorithm, each agent learns a policy network πi(ai|oi) and

a centralized critic network Qπi (x, a1, . . . , aN ), where x con-
sists of the observations of all agents: x = (o1, . . . , oN ). This
algorithm follows the framework of centralized training with
decentralized execution (CTDE). Although the DDPG, which
follows the policy gradient to find the optimal actions, is more
efficient than the value-based DRL algorithms, it does not
consider the step size of each policy update. To resolve this
issue, OpenAI released the PPO [32] algorithm in 2017. Its
core idea is that the new policy should not be too far from
the old one after an update. To achieve that, it uses a ratio
to symbolize the difference between the new policy and the
old one and clips this ratio within [1− ε, 1 + ε], where ε is a
hyperparameter. The authors in [33] investigated the MAPPO
algorithm in three popular multi-agent testbeds: the particle-
world environments, the Starcraft multi-agent challenge, and
the Hanabi challenge. They found that the MAPPO achieves
surprisingly strong performance while exhibiting comparable
sample efficiency with the MADDPG.

3) Motivation for Using GCN: Our MDC network topology
is modeled as a graph G = (V,E), where V indicates the
set of DC nodes and E indicates the set of links. Since we
model our environment as a multi-agent MDP, it is essential
to design an MDP state space that comprehensively represents
the features of the environment. Feeding the traditional DNN
or Convolutional Neural Networks (CNN) with a flat feature
vector containing all the state information is the most straight-
forward option. Nevertheless, this approach cannot scale well
to complex topology structures, because it would be difficult
for DNN or CNN to analyze the relations between every pair
of nodes in a graph with handcrafted feature engineering.
Therefore, we design an encoder for analyzing G based on
GCN [34], which has been widely exploited in [35]–[37] to
extract the features of undirected graphs through aggregating
the characteristics of nodes and topologies.

4) Two-stage Design: In our MAPPO framework, each
agent learns a local policy network and a centralized critic
network. As in [31], for each agent, the critic is augmented
with extra information about the policies of other agents, while
the actor only has access to local information. Here comes
a question: how shall we set an observation scope for each
agent? Let’s consider the state of the environment depicted
in Fig.1. If each agent (lower-tier MANO) can observe the
information of all DCs, the MAPPO could converge to the
optimum, but the convergence rate might be slow as each agent
must cooperate with all the other agents during the training
process; If we restrict the LOS of each agent within its one-
hop neighbors’ area, the MAPPO could converge much faster
but might not be able to find the global optimum because of
the restricted view of each agent. Therefore, to reach an ideal
optimum as quickly as possible, we must design an appropriate
LOS for each agent before running our multi-agent algorithm.

B. The First Stage

In this stage, we first model the load transfer process as an
MDP. Then, we propose a GCN-based PPO to solve the MDP.

1) Model the Load Transfer Process as an MDP: The au-
thors in [30] proposed a multi-tier SDN-controller system for
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the space-air-ground integrated network. Similarly, we propose
a multi-tier MANO system, in which an upper-tier MANO
assembles local network states from all lower-tier MANOs
and schedules resources for SFC requests globally. In this
stage, the upper-tier MANO balances the SFC requests loads
of multiple DCs from a macro perspective, aiming to define a
LOS for each lower-tier MANO. In that case, each agent of
the multi-agent framework in the second stage can only embed
SFCs within its LOS; thus, unnecessary cooperation among
multiple agents will be avoided. As a result, we speed up the
convergence rate of the multi-agent algorithm in the second
stage. Specifically, we define a DC node that has insufficient
CPU resources to accommodate the SFC requests received
by this DC as a ‘poor’ DC, and a DC node that has more
CPU resources than those requested by all SFCs waiting in
its queue as a ‘rich’ DC. During a data preprocessing phase,
each lower-tier MANO fully exploits the CPU resources of
its affiliated DC to accommodate SFCs received by this DC.
When there are no SFCs in ‘rich’ DCs or resources in ‘poor’
DCs, the upper-level MANO transfers the unhandled SFCs
from ‘poor’ DCs to ‘rich’ DCs step by step to maximize the
overall acceptance ratio of SFC requests while minimizing
the total cost. Therefore, it is reasonable for us to model the
load transfer process, which follows the data preprocessing
phase, as an MDP, whose state representation, action space,
state transition dynamics, and reward function are defined as
follows:

State Representation: The state is represented by graph
G = (V,E). The features of a DC node v ∈ V include four
parts: (i) the available CPU resources (cv), (ii) the sum of BW
defined as the total available BW of links associated with DC
v, (iii) the requested CPU resources of each unhandled SFC,
and (iv) the requested BW resources of each unhandled SFC.
Considering the MDC topology depicted in Fig.1, the initial
state is shown in Table I.

The graph-structured information of the state cannot be
directly fed into a fully connected neural network. Hence,
we must encode the state into a real-valued vector. We apply
the GCN architecture proposed in [38], which involves two
main steps shown below, to the state encoding process of our
problem.

• Node-level encoding using GCN: Based on the natural
features of each node in graph G, we use GCN to
aggregate neighborhood information of each node. After
l layers of GCN, we obtain a matrix N ∈ R|V|×D. In
matrix N, row vector nv (1 ≤ v ≤ |V|) represents
the encoding of node v and D is a hyperparameter
representing the dimension of nv . We consider a multi-
layer GCN with the typical layer-wise propagation rule:

H(l+1) = σ(D̃−
1
2 ÃD̃−

1
2H(l)W(l)). (10)

Here, Ã = A+ I|V| is the adjacency matrix of the undi-
rected graph G with added self-connections, where I|V|
is the identity matrix. W(l) is a layer-specific trainable
weight matrix, and σ(·) denotes an activation function
such as the ReLU(·). H(l) is the matrix of activations
in the lth layer; H(0) = X, where X ∈ R|V|×Y is

the natural feature matrix, with each row indicating the
Y -dimensional feature vector for a DC node. In our
case, Y = 2 + 2max(u(v), v = 1, . . . , |V|), where u(v)
indicates the number of unhandled SFCs in the waiting
queue of DC v.

• Graph level encoding using attention layers: As in [38],
we define the context of the MDC network as follows:

ct = g((

∑|V|
v=1 nv
|V|

)W), (11)

where W is a learnable weight matrix, nv is the encoding
of DC v, and g(·) is a nonlinear function. Similarly, we
define the encoding of the MDC as a weighted sum of
DC nodes encoding. As a consequence, the MDC network
encoding h, a real-valued vector, can be given by

h =

|V|∑
v=1

avnv, (12)

where av , the weight of DC v, equals the inner product
of its node encoding and the context:

av = nTv ct. (13)

Action Space: At time step t, the agent sequentially selects
(i) a ‘poor’ DC and a ‘rich’ DC (ii) and the route from the
‘poor’ DC to the ‘rich’ DC. Thus, the action at time step t
can be defined as follows:

aaat = (s, d, is,d), (14)

where s and d indicate the indexes of the ‘poor’ DC and the
‘rich’ DC, respectively, and is,d indicates the index of the route
from the ‘poor’ DC to the ‘rich’ DC. Considering the MDC
topology depicted in Fig.1, the action space for the ‘poor’ DC
(DC 1) and ‘rich’ DC (DC 2) pair is shown in Table II.

We denote the sets of ‘poor’ DCs and ‘rich’ DCs by P and
R, respectively. Therefore, the numbers of ‘poor’ DCs and
‘rich’ DCs are |P| and |R|, respectively. Besides, we denote
the number of routes between DC p and DC r as Kp,r. As in
[24], rather than enumerating all possible candidate routes for
each node pair, we set a small value of K (e.g., K = 5) to
limit the number of routes because the gain from considering
long-distance paths is limited. Consequently, the action-space
size is

∑
p∈P

∑
r∈R

min(Kp,r,K).

Action aaa0 = [1, 2, 1] indicates that, at time step 1, the first
unhandled SFC in the waiting queue of DC 1 will be placed in
DC 2, and the agent will choose the first route between these
two DCs (DC 1→ DC 2) to transfer this SFC.

State Transition Dynamics: At time step t, the agent
observes the state st, chooses an action aaat = (s, d, is,d), and
performs the action in the MDC environment. Then, the MDP
transits to a new state st+1 in which the node features are
updated as follows:
• If neither the BW constraint of any link along the chosen

route nor the CPU constraint of the destination DC is
violated, then the action is successful; thus, several related
fields need to be updated. First, the remaining CPU of DC
d is updated by subtracting the total requested CPU of
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TABLE I: Initial state.

DC ID Remaining CPU Sum of BW Req CPU of the
first unhandled SFC

Req BW of the
first unhandled SFC

Req CPU of the
second unhandled SFC

Req BW of the
second unhandled SFC

1 0
b1,2 + b1,5

+b1,6
18 60 20 65

2 200− 160
b2,1 + b2,3

+b2,4
0 0 0 0

3 200− 120 b3,2 + b3,4 0 0 0 0
4 200− 100 b4,2 + b4,3 + b4,5 0 0 0 0
5 0 b5,1 + b5,4 + b5,6 32 50 0 0
6 0 b6,1 + b6,5 24 40 0 0

TABLE II: Action space for pair (DC 1, DC 2).

Source Destination Route
1 2 1→2
1 2 1→5→4→2
1 2 1→6→5→4→2
1 2 1→6→5→4→3→2

the first unhandled SFC in the waiting queue of DC s.
Next, the BW of any link along route is,d is updated by
subtracting the requested BW of this SFC; thus, the BW
feature of any DC will be updated if the DC is associated
with an updated link. Last, for DC s, the first unhandled
SFC has been settled, and the features of the (n + 1)th

unhandled SFC will be moved to the corresponding fields
of the nth unhandled SFC.

• Otherwise, this is a bad action, and thus the state remains
unchanged.

Considering the case depicted in Fig.1. Under the initial state,
the agent performs aaa0 in the environment. Consequently, the
MDP transits to s1, which can be symbolized by Table III.

Reward Design: Our objective is to maximize the overall
acceptance ratio of SFC requests while minimizing the total
cost. For an SFC transfer, if no BW or CPU constraints
violation exists, the agent receives a reward consisting of two
parts. The first part indicates a successful SFC transfer, and
the second is the network traffic cost caused by the transferred
SFC. Otherwise, it gets a penalty. Accordingly, the reward
function is given by

Rt =


1− δ ·Bt · Dis(aaat[0], aaat[1], aaat[2]),
if no BW or CPU constraints violation
−1, otherwise,

where Bt is the requested bandwidth of the SFC to be handled
at time step t, Dis(aaat[0], aaat[1], aaat[2]) is the distance of the
(aaat[2])

th route between aaat[0] and aaat[1], and δ is the weight
of the cost. Since maximizing the acceptance ratio of SFC
requests is our top priority, we assign a value to δ such that
the second term in the first segment is always smaller than 1.

2) GCN-based PPO: The PPO algorithm is a policy gradi-
ent DRL algorithm that comprises two components: (i) sam-
pling data through interactions with the environment (ii) and
optimizing a ‘surrogate’ objective function using stochastic
gradient ascent. Many existing works have shown it to be
much more straightforward to implement and general than
other policy-based DRL algorithms.

The policy gradient objective function of typical policy
gradient algorithms is defined as follows:

LPG(θ) = Êt[log πθ(at|st)Ât], (15)

where Ât is an estimator of the advantage function at time
step t and is given by

Ât =
∑
t′>t

γt
′−trt′ − Vφ(st). (16)

If Ât > 0, action at is better than the average of all the actions
in state st. Therefore, by taking gradient ascent steps on the
policy loss function LPG(θ), we will push the agent to take
actions that lead to higher rewards. However, it is challenging
to select the step size. An inadequate small step size will result
in a too slow training process, while with too large a step size,
the algorithm may go astray and converge to a local maximum.
Hence, OpenAI proposed the PPO algorithm, which improves
the stability of the actor training by clipping the policy update
in each training step. The clipped ‘surrogate’ objective of the
PPO algorithm is the following:

LCLIP (θ) = Êt[min(rt(θ)Ât, clip(rt(θ), 1− ε, 1 + ε)Ât)],
(17)

where

rt(θ) =
πθ(at|st)
πθold(at|st)

. (18)

In Eq.(18), rt(θ) denotes the ratio between the probability of
action at in state st under the current policy and that under
the previous policy. If rt(θ) > 1, in state st, the action is more
probable under the current policy than under the old policy; If
1 > rt(θ) > 0, in state st, the action is less probable under the
current policy than under the old one. In Eq.(17), we can see
two probability ratios: one non-clipped and the other clipped
within [1− ε, 1+ ε], where ε is a hyperparameter (set to 0.2 in
[33]) that defines the clip range. The minimum of the clipped
and non-clipped terms ensures a modest policy update because
the new policy cannot be too different from the old one.

A general overview of our proposed GCN-based PPO
algorithm is shown in Fig.2. Its workflow is summarized
below. The sample collection process is described in steps 1-5.
The training procedures for the policy network and the critic
network are described in steps 6-9 and step 10, respectively.

1) Step 1: The agent observes the current state (st) of the
MDC network, represented by a graph.

2) Step 2: State st is fed into a GCN. Subsequently, a
matrix Nt, which represents the node-level encoding
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TABLE III: State s1.

DC ID Remaining CPU Sum of BW Req CPU of the
first unhandled SFC

Req BW of the
first unhandled SFC

1 0 b1,2 + b1,5 + b1,6 − 60 20 65
2 200− 160− 18 b2,1 + b2,3 + b2,4 − 60 0 0
3 200− 120 b3,2 + b3,4 0 0
4 200− 100 b4,2 + b4,3 + b4,5 0 0
5 0 b5,1 + b5,4 + b5,6 32 50
6 0 b6,1 + b6,5 24 40

Fig. 2: A brief signal flow of our proposed PPO.

of the MDC network, is output after multiple layers of
convolution.

3) Step 3: An attention mechanism is utilized to learn the
weight of each DC node encoding, and the encoding of
the MDC is defined as a weighted sum of DC nodes
encoding. In this way, we encode the graph-structured
information of the state into a real-valued vector ht,
which is then fed into the current policy network.

4) Step 4: The outputs of the current policy network are
fed into the SoftMax function to generate a Categorical
distribution. Then, the agent samples data from the
distribution to choose a corresponding action at, which
will be performed in the environment.

5) Step 5: In response to action at, a reward rt is returned
to the agent. If time step t is the last step of an episode,
the discounted reward for each step is calculated and the
batch of samples collected in this episode (st, drt, at)
(t = 1, 2, . . . , T ) is stored into a buffer.

6) Step 6: Encoded st (t = 1, 2, . . . , T ) is fed into the
critic network Vφ(st). Then, the value Vφ(st) (t =
1, 2, . . . , T ) and drt (t = 1, 2, . . . , T ) are used to
calculate the advantage Ât (t = 1, 2, . . . , T ) based on
Eq.(16).

7) Step 7: Encoded st (t = 1, 2, . . . , T ) and at (t =
1, 2, . . . , T ) are fed into the current policy network and
the old one to get πθ(at|st) and πθold(at|st), respectively.

8) Step 8: The weights of the current policy network are
updated by maximizing the policy loss function given
by Eq.(17).

9) Step 9: Copying the weights of the current policy
network to the old one.

10) Step 10: The weights of the critic network are updated
by minimizing the value loss function given in line 14

Fig. 3: The local observation scope of agent 1.

of Algorithm 1.
The GCN-based PPO algorithm is summarized in Algorithm

1. At the beginning of each episode, we need to fulfill two
tasks: (i) releasing the resources occupied by expired SFCs
(line 3) (ii) and exploiting the resources thoroughly in all
DCs to accommodate the SFCs waiting in their respective
queues until there are no SFCs in ‘rich’ DCs or resources
in ‘poor’ DCs (line 4). After that, the agent starts to transfer
unhandled SFCs step by step (line 5) from ‘poor’ DCs to
‘rich’ DCs, aiming to maximize the overall acceptance ratio
of SFC requests while minimizing the total cost. When no
SFCs left, the end of an episode is reached (line 6). Then, a
batch of samples (st, drt, at) (t = 1, 2, . . . , T ), which will
be used to train the critic and the policy networks, is stored
into a buffer. The batch of samples will be reused to train
the critic and the actor for L epochs (lines 9-16). We train
the neural networks episode by episode until their weights
converge. Once the algorithm converges, for each ‘poor’ DC,
we know to which ‘rich’ DCs and via which routes shall we
transfer its unhandled SFCs; thus, we set an appropriate LOS
for each agent in the multi-agent framework of the next stage.
For instance, in the LOS of agent 1 depicted in Fig. 3, agent
1 has exhausted the IT resources in its affiliated (original) DC
(DC 1); thus, it needs to take advantage of the IT resources of
DC 2 and DC 3 to embed its unhandled SFCs, and the data
streams of these SFCs might travel through the border router
of DC 4 or DC 5. For the agent of each ‘rich’ DC, the LOS
only includes its affiliated DC.

C. The Second Stage

In the first stage, we set a LOS for each lower-tier MANO;
thus, we can efficiently design a multi-agent framework in this
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Algorithm 1 GCN-based PPO Algorithm

1: Initialize neural network parameters θ and φ
2: for episode = 1, 2, . . . do
3: Release the resources occupied by expired SFCs
4: Preprocess SFCs received by each DC
5: Run policy πθ for T timesteps, collecting {st, at, drt}
6: Break the timesteps loop if no requests left
7: Estimate advantages Ât =

∑
t′>t γ

t′−trt′ − Vφ(st)
8: πθold ← πθ
9: for l = 1, . . . , L do

10: LCLIP (θ) =
T∑
t=1

min( πθ(at|st)
πθold (at|st)

Ât, clip( πθ(at|st)
πθold (at|st)

,

1− ε, 1 + ε)Ât)
11: Update θ via a gradient method w.r.t. LCLIP (θ)
12: end for
13: for l = 1, . . . , L do
14: LV L(φ) =

∑T
t=1(

∑
t′>t γ

t′−trt′ − Vφ(st))2
15: Update φ via a gradient method w.r.t. LV L(φ)
16: end for
17: end for

stage such that needless cooperation among multiple agents
can be prevented. The multi-agent framework is composed of
two phases. During the first phase, all agents simultaneously
embed SFCs in their respective DCs. The second phase is
initiated once the agent of a ‘poor’ DC starts to embed its
unhandled SFCs in ‘rich’ DCs. We model the SFC embedding
problem in phase two as a multi-agent MDP [12] and solve it
using a MARL approach, GCN-based MAPPO.

1) The Components of the Multi-agent MDP: First, we
define the observation representation, action space, and reward
function for agent m at time step t as follows:

Observation Representation: The LOS of agent m can
be modeled as a graph Gm = (Vm,Em), a sub-graph of G.
The observation of agent m at time step t (om,t) consists
of three parts: the graph-structured information of Gm, the
location (DC index) of the VNF embedded at the previous time
step, and the index of the original DC. In Gm, each DC node
v ∈ Vm has four features: (i) the remaining CPU resources
(cv), (ii) the sum of BW defined as the total available BW of
links associated with v, (iii) the requested CPU of the current
VNF to be processed (Cr,m,t), (iv) and the requested BW of
the VL to be processed (Br,m,t).

To feed the graph-structured information into the policy
network of agent m, we first reuse the two-step state encoding
process as mentioned earlier to encode the sub-graph into a
real-valued vector. Then, we concatenate the location of the
VNF embedded at the previous time step, the index of the
original DC, and the encoded vector to form a new vector
hhhm,t, which will be fed into the policy network.

Action Space: Designing an actor network for the VNF-FG
placement issue is challenging because the dimension of the
output layer of a neural network is fixed, with each neuron
symbolizing a possible action. Nevertheless, if we couple
the placement of a VNF and a VL, the number of possible
placements changes as the location of the previous embedded
VNF changes. That is, the action-space size is not a constant

under different states. Most existing works avoided this tricky
problem by decoupling the placement of VNFs and VLs. They
utilized the actor network to choose a VNF placement and
adopted the Dijkstra algorithm to select the ‘optimal’ route
given the VNF placement. This method reduces the action-
space size because it only explores the placement of VNF;
thus, it speeds up the convergence rate. However, given a
VNF placement, the Dijkstra algorithm chooses the ‘optimal’
route for the VL placement and thus neglects all the other
options. The greed for the ‘optimal’ route for some step might
cause the failure placement of VLs in subsequent steps, which
has a negative impact on the objective of maximizing the
total acceptance ratio of all requests. To get a better global
optimum, we devise an action set that extensively explores the
possible placements of both VNFs and VLs. Specifically, we
use a 3-column row vector aaam,t to symbolize the placement
of the current VNF and the VL connecting it and its previous
VNF. In aaam,t, the first element indicates the source DC of the
VL, the second indicates in which DC will the current VNF
be embedded, and the third denotes the route index between
the source DC and the DC that will accommodate the current
VNF. We do not require that the source DC accommodate the
previous VNF. Thus, the source DC can be any DC v ∈ Vm,
and the action-space size is fixed. We denote the number of
routes between DC i and DC j by Ki,j . Because the benefit
from enumerating long-distance routes is limited, as in [24]
and [23], we restrict the number of routes between DC i and
DC j and define it as Kr

i,j = min(K,Ki,j), where K (e.g.,
K = 5) is the number of shortest routes between two DCs.
Thus, the action-space size is

∑|Vm|
i=1

∑|Vm|
j=1 Kr

i,j . Considering
the sub-graph depicted in Fig.3, a small part of the action space
is shown in Table IV.

Action aaam,t = [1, 2, 1] indicates that the current VNF is
placed in DC 2, the source DC of the VL is DC 1, and the
VL connecting DC 2 and DC 1 is embedded in the first route
(DC 1→ DC 2) between these two DCs.

TABLE IV: Action space.

Source Destination Route
1 2 1→2
1 2 1→5→4→2
1 2 1→5→4→3→2

Reward: The reward function consists of an internal func-
tion and two external functions. The interval reward function,
which only regulates the behavior of agent m and has no
correlation with other agents, can be defined as

Rin(m, t) =


−1, if (aaam,t[0] 6= hhhm,t[0])

or (egress and aaam,t[1] 6= hhhm,t[1])

1, otherwise,

where aaam,t[0] and aaam,t[1] are the indexes of the source and
destination DCs of the VL, hhhm,t[0] is the index of the DC that
the previous VNF is located in, and hhhm,t[1] is the index of
the original DC of agent m, at time step t. If the VL does not
start at the previous VNF or end at the original DC for the
last pair of VNF (egress) and VL in an SFC, the action is a
bad action, and agent m receives a penalty.
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The external reward functions guide all agents toward the
common objective of maximizing the overall acceptance ratio
of SFC requests while minimizing the total cost. The reward
function regarding the overall acceptance ratio of SFC requests
is defined as

Rex
a (m, t) =


Na,t −Nc,t, if ∃v ∈ V, cv ≤

|P|∑
m=1

xvm,tCr,m,t

or ∃(v, u) ∈ E, bv,u ≤
|P|∑
m=1

zv,um,tBr,m,t

Na,t, otherwise,

where binary variable xvm,t indicates whether the VNF to be
processed at time step t by agent m nests in DC v, binary
variable zv,um,t indicates whether the VL to be processed at time
step t by agent m is embedded in link (v, u), Na,t is the
number of agents that have SFCs to handle at time step t, and
Nc,t is number of agents that fail to accommodate their VNFs
or VLs at time step t.

We define the reward function for the total cost as

Rex
c (m, t) =θ1

∑
v∈V

∑
m∈P

xvm,t · Cr,m,t

+ θ2
∑

(v,u)∈E

∑
m∈P

zv,um,t ·Br,m,t · Dis (v, u) ,

where θ1 and θ2 are the weights of the CPU cost and the
traffic cost, respectively.

Considering our objective, the reward function R(m, t) is
expressed as a weighted sum of the internal and external
reward functions.

R(m, t) = η1 ·Rin(m, t) + η2 ·Rex
a (m, t)− η3 ·Rex

c (m, t).

Regulating the interval behavior of an agent is an essential
prerequisite for achieving the common objective; thus, η1 is the
greatest of the three weights. Maximizing the acceptance ratio
is more important than minimizing the total cost; therefore, η2
is greater than η3.

Then, we define the global state st and action at as follows:
State: State (st) is the union of the local observation of

each agent: st = {o1,t ∪ o2,t . . . ∪ o|P|,t}.
Joint Action: We concatenate the action of each agent to

generate the joint action: at = {a1,t, . . . , a|P|,t}.
2) The Proposed Multi-agent Framework: As in [31], the

MAPPO used in our scheme is based on the framework of
CTDE. Its general overview is shown in Fig.4, where we detail
the workflow of agent 1, which is the same as that of all
the other agents of ‘poor’ DCs. Agent m (1 ≤ m ≤ |P|) is
equipped with a current policy network πθ(am,t|om,t), an old
policy network πθold(am,t|om,t), and a critic network Vφm(st),
where st is composed of the local observations of all agents:
st = {o1,t ∪ o2,t . . . ∪ o|P|,t}. The workflow of MAPPO from
the perspective of agent m is summarized below.

1) Step 1: At time step t, agent m obtains its local
observation om,t, which consists of the graph-structured
information, the position (DC index) of the VNF em-
bedded at time step t − 1, and the index of the agent’s
original DC.

2) Steps 2-3: The graph-structured information is encoded
into a real-valued vector, which is concatenated with the

Fig. 4: A brief signal flow of our proposed MAPPO.

position of the previous embedded VNF and the index
of the original DC to form a new vector hhhm,t. Then,
hhhm,t, which can be viewed as an encoded om,t, is fed
into the policy network πθm(am,t|om,t).

3) Step 4: An action am,t, the placement of the current
VNF and the VL connecting this VNF and the previous,
is chosen and performed in the environment.

4) Step 5: In response to the joint action of all agents, a
reward rm,t and the global state st, which consists of
the observations of all agents, are returned to agent m. If
time step t is the last step of an episode, the discounted
reward for each step is calculated and the batch of sam-
ples collected in this episode (st, om,t, drm,t, am,t) (t =
1, 2, . . . , T ) is stored into buffer m.

5) Step 6: Encoded st (t = 1, 2, . . . , T ) is fed into the
critic network Vφm(st). Then, the value Vφm(st) (t =
1, 2, . . . , T ) and drm,t (t = 1, 2, . . . , T ) are used to
calculate the advantage Âm,t (t = 1, 2, . . . , T ) based on
the equation in line 15 of Algorithm 2.

6) Step 7: Encoded om,t (t = 1, 2, . . . , T ) and am,t (t =
1, 2, . . . , T ) are fed into the current policy network and
the old one to get πθ(am,t|om,t) and πθold(am,t|om,t),
respectively.

7) Steps 8-10: The same as the corresponding steps in PPO.
The proposed multi-agent algorithm is summarized in Al-

gorithm 2. The agents of ‘rich’ DCs embed SFCs in their
respective original DCs; thus, they do not need to optimize
actions by training neural networks. In contrast, each agent
of a ‘poor’ DC needs to embed SFCs in other DCs within
its LOS when it exhausts the resources in its original DC;
hence, each agent m ∈ P learns a local policy network and a
centralized critic network. At the beginning of each episode,
we release the resources occupied by expired SFCs (line 4).
During the first phase (lines 5-9), all agents place SFCs in their
respective DCs. During the second phase, multiple agents of
‘poor’ DCs simultaneously place their VNFs and VLs in ‘rich’
DCs (line 11), creating a multi-agent MDP environment. From
the perspective of agent m, it embeds VNFs and VLs step by
step in ‘rich’ DCs, aiming to maximize the overall acceptance
ratio of SFC requests while minimizing the total cost. When
no SFCs left, the end of an episode is reached (line 14). Then,
a batch of samples (sm,t, am,t, om,t, drm,t) (t = 1, 2, . . . , T ),
which will be used to train the critic network (Vφm(st)) and
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the policy network (πθm(am,t|om,t)), is stored into buffer m.
The batch of samples will be reused to train the critic network
and the policy network for L epochs (lines 17-24). We train
the neural networks episode by episode until their weights
converge. Once the algorithm converges, all agents of ‘poor’
DCs know how to cooperate with each other to maximize the
overall acceptance ratio of SFC requests while minimizing the
total cost.

Algorithm 2 The Proposed Multi-agent Algorithm

1: Create a thread for each agent
2: Initialize neural network parameters θm and φm for each

agent that manages a poor DC
3: for episode = 1, 2, . . . do
4: Release the resources occupied by expired SFCs
5: if A rich DC then
6: Embeds SFCs in this DC
7: else
8: if A poor DC with sufficient resources to handle

the current SFC then
9: Embeds SFCs in this DC

10: else
11: Run policy πθm for T timesteps, embedding a pair

of VNF and VL in each step and collecting {sm,t,
am,t, om,t, drm,t}

12: end if
13: end if
14: Break the timesteps loop if no requests left
15: Estimate advantages Âm,t =

∑
t′>t

γt
′−trm,t′ −Vφ(sm,t)

16: πθm,old ← πθm
17: for l = 1, . . . , L do
18: LCLIP (θm) =

∑T
t=1 min(

πθ(am,t|om,t)
πθold (am,t|om,t)

Âm,t,

clip( πθm (am,t|om,t)
πθm,old (am,t|om,t)

, 1− ε, 1 + ε)Âm,t)

19: Update θm via a gradient method w.r.t. LCLIP (θm)
20: end for
21: for l = 1, . . . , L do
22: LV L(φm) =

∑T
t=1(

∑
t′>t γ

t′−trt′ − Vφ(sm,t))2
23: Update φ via a gradient method w.r.t. LV L(φm)
24: end for
25: end for

D. Complexity Analysis

For all DRL-based algorithms, the whole process consists
of the offline training phase and online testing phase. For the
training phase, the computational complexity is proportional
to the number of training episodes and the number of time
steps in each episode. We will showcase the superiority of
our proposed algorithm in the simulation section. Here, we
theoretically analyze the complexity of the testing phase of
our proposed algorithm, which is related to the structure
of neural networks. Since the algorithm follows the CTDE
framework, we only need to analyze the complexity of the
policy networks. As all agents have their respective policy
networks, they have different computational complexities.
Furthermore, they handle requests simultaneously; thus, the

maximum complexity of all agents equals the computational
complexity of the proposed algorithm. For each agent, the
computational complexity should cover three parts: the GCN,
the attention network, and its policy network. Let’s suppose
that agent m has a two-layer GCN, and W 0 ∈ RY×H is
the input-to-hidden weight matrix and W 1 ∈ RH×D is the
hidden-to-output weight matrix. Y,H and D are the numbers
of neurons of the input layer, hidden layer, and output layer.
Based on [34], the computational complexity of the GCN is
O(|εm|Y HD). As for the attention network, a weight matrix
W ∈ RD×D is utilized to perform graph-level encoding. As
for the policy network, the input layer receives the graph-
level encoding vector; therefore, the number of its neurons is
D. In the output layer, the number of neurons represents the
dimension of actions; thus, there are 3 neurons in the output
layer. In addition, we assume that the number of neurons in
the hidden layer is I . Then, the computational complexity of
the attention network and the policy network are O(D ∗ D),
and O(I(D + I + 3)), respectively.

V. SIMULATION

A. Simulation Setup

In this Section, we evaluate the performance of the proposed
two-stage GCN-based DRL algorithm regarding the admission
ratio and the cost-effectiveness under different network sizes.
Two scenarios, i.e., the 14-node NSFNET and the 11-node
COST239 topologies [24] depicted in Figs.5 and 6, are utilized
to assess our algorithm. The BW of each link is set to 1 Tbps,
and the capacity of each DC node is set to 600 units. For the
cost model, we set β = 0.1 $/Tbps · Km and γ = 0.1 $/unit.
As for the weights of the two objectives, α1 : α2 = 10 : 1.

In [39], the authors studied the workload collected by
Google and standardized the workload to decrease the fluc-
tuation range. Then, they plotted a figure describing the
aggregated task arrival rates of different types of service
per minute throughout 29 days. In our simulation, we care
about the SFC requests arrival rate of each DC in the MDC
environment. Thus, we intercept 24 hours of data in [39]
for each DC based on its time zone and pick out the 6
combinations of unbalanced traffic load for the MDC network.
We scale down the numbers of SFC requests based on the
capacity of our NFV environment. Besides, we assume that
each SFC is composed of [2,4] VNFs, and its lifetime follows
an exponential distribution with an average of one time slot.
The requested CPU of a VNF is a discrete random variable
uniformly distributed over the interval [4, 8] units, while the
requested BW of an SFC is a random variable uniformly
distributed over the interval [25, 100] Gbps.

Neural networks are set up with the following parameters.
In the first stage, the number of GCN layers is set to 3. In the
second stage, for each agent that manages a ‘poor’ DC, the
number of GCN layers is determined by the scale of its LOS
and can be set to 1 or 2 for the policy network. For the critic
network, it is set to 3. And tanh(·) is used as the activation
function. Two fully connected layers are created to represent
the policy network and the critic network, respectively. Adam
[40] is adopted to learn the neural network parameters. The
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Fig. 5: 14-node NSFNET (link length in kilometers).

Fig. 6: 11-node COST239 (link length in kilometers).

learning rate is 10−4 for the policy network and 2 × 10−4

for the critic network, and the discount factor is 0.99. The
Clipping ratio ε is set to 0.2, and the batch size is set to 100.
Besides, each batch of samples will be reused for 10 epochs
for training the policy and the critic networks.

During the training phase, one traffic combination is ran-
domly chosen from the 6 combinations of unbalanced traf-
fic load at the beginning of each episode. The system is
trained episode by episode and the process ends when the
algorithm converges. During the evaluation phase, we evaluate
the performance of our proposed algorithm over every traffic
combination. To acquire sufficient statistical accuracy, we
obtain each performance metric by averaging the results from
10 simulation runs.

B. Algorithms Used for Comparison

1) MAPPO in a Partially Observable Environment (One-
hop Neighbors): Each agent has its own LOS and can only
allocate resources within its one-hop neighbors’ scope. This
partially observable environment is an extreme case for the
LOS of each agent.

2) MAPPO in a Fully Observable Environment: All agents
can observe the whole environment and may cooperate every-
where. This environment is another extreme case for the LOS
of each agent.

3) Kolin: The authors in [27] proposed Kolin to embed
VNF-FG in IoT networks. They devised a GNN-assisted DRL
to place VNFs and generated VLs placement based on the
Dijkstra algorithm (the shortest path in terms of the used
bandwidth). To some extent, it achieves load balancing when
embedding VLs. We modify Kolin to make it adaptive to our
network scenario.

4) Deep Q-Network (DQN): The typical DQN algorithm
[41] is adopted to select VNF placement actions, and the
Dijkstra algorithm (the shortest path in terms of distance) is
utilized to embed the VLs that connect adjacent VNFs.

5) First-Fit (FFT): This approach adopts the First-Fit algo-
rithm to embed VNFs and the Dijkstra algorithm (the shortest
path in terms of distance) to determine the placement of VLs.
FFT allocates VNFs to a partition that is first sufficient from
the top of the main memory address. In our MDC environment,
the higher index a DC has, the higher priority it will be given
to accommodate VNFs. Given a VNF placement, the Dijkstra
algorithm is utilized to determine the route between adjacent
VNFs. The FFT has been selected as one of the baselines to
assess the performance in [8] and [24].

C. Simulation Results

We compare our proposed two-stage GCN-based RL algo-
rithm, MAPPO in a partially observable environment (One-hop
MAPPO), MAPPO in a fully observable environment (Fully-
observable MAPPO), Kolin, DQN, and FFT with respect to
the convergence rate, overall acceptance ratio, and average cost
per SFC request.

In the first stage, we need to use an M -layer GCN to extract
the features of the MDC network. A GCN with a large M
requires excessive computational efforts, while a GCN with a
small M may not be able to efficiently extract all features from
the graph. To identify the best value of M , we evaluate the
performance of the GCN-based PPO with different numbers
of GCN layers. It is shown in Fig.7 that the GCN-based PPO
with 3-layer GCN achieves a better result than that with 2
layers or 4 layers. Thus, we select the 3-layer GCN for our
implementation.

The clipping ratio ε is a critical hyperparameter that we can
tune to balance training stability and fast convergence. From
Fig.8, we can see that the GCN-based PPO with ε = 0.2
converges faster than that with ε = 0.15. Meanwhile, they
attain approximately the same long-term cumulative reward,
which is better than that obtained by the GCN-based PPO
with ε = 0.25. Thus, we set ε = 0.2 for our implementation.

In the second stage, for each agent in the MAPPO, the
number of GCN layers is set to 1 or 2 for the policy network
according to the scale of the agent’s LOS. For the critic
network, the number of GCN layers is set to 3 as we need
to feed the encoded global state into it.

From Figs.9 and 10, we can see that our proposed algorithm
outperforms other baselines. It achieves similar performance
to the Fully-observable MAPPO because we apply the GCN-
assisted encoding method and the VL-space exploration pol-
icy we designed for our proposed algorithm to the Fully-
observable MAPPO. In addition, as our proposed algorithm
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Fig. 7: The performance of our proposed GCN-based PPO
with different numbers of GCN layers.

Fig. 8: The performance of our proposed GCN-based PPO
with different clipping ratio hyperparameters.

sets an appropriate LOS for each agent, it converges much
faster than the Fully-observable MAPPO, whose agents can
observe the whole environment. Specifically, each agent of
the Fully-observable MAPPO can place VNFs or VLs in
every corner of the whole environment, leading to unnecessary
exploration that should have been avoided. In contrast, our
proposed algorithm tailors an appropriate LOS for each agent,
confining the exploration to the smallest scope. These two
algorithms showcase better performance than all the others.
The reason is that, given a VNF placement, they two choose
a route for embedding a VL from K shortest candidates. In
this way, they explore the environment better and thus acquire
better long-term cumulative rewards than those algorithms that
adopt the Dijkstra algorithm to select a short-sighted optimal
immediate reward in each time step. The One-hop MAPPO
converges fastest because each agent of this algorithm can
only exploit the resources within its one-hop neighbors’ scope.
However, it achieves an unfavorable long-term cumulative
reward because of the restricted view of each agent.

Fig. 9: The learning curve of six algorithms in 11-node
NSFNET.

Fig. 10: The learning curve of six algorithms in 14-node
COST239.

We train all DRL-based algorithms in two topologies. The
training in the first topology can be viewed as the source task.
For the training in the second topology, which can be viewed
as the target task, we do not need to learn from scratch but
from the trained model we acquire in the source task. We can
see from Figs.9 and 10 that each of the DRL-based algorithms
converges much faster and stands on a higher initial value in
the second topology than in the first one.

The other three algorithms, which adopt the Dijkstra al-
gorithm to determine the route option for a VL given a
VNF placement, obtain worse accumulated rewards than our
proposed algorithm and the Fully-observable MAPPO because
of the greed for immediate rewards. The two DRL-based
algorithms are better than the FFT. The reason is that the FFT
allocates VNFs to a partition that is first sufficient from the
top of the main memory address. In that case, the placement
mode for VNFs is fixed. Given a VNF placement, it adopts
the Dijkstra algorithm to embed a VL; thus, the placement
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mode for VLs is also fixed. In contrast, the Kolin and DQN
follow their logic to explore the environment, although they
only consider the exploration of VNFs placement. Through
interacting with the environment, they find the optimal actions
to place VNFs and VLs, obtaining better long-term cumulative
rewards than the FFT. Another finding is that, of the two
DRL algorithms, the Kolin converges faster and achieves better
long-term cumulative rewards than the DQN. Two reasons can
account for this result. First, the DRL part of Kolin follows
the actor-critic framework, which utilizes the policy gradient
to find the optimal action given a state. In comparison, the
DQN assigns a score indicating the maximum expected future
reward to each possible action, drastically increasing the time
complexity. Second, although they both adopt the Dijkstra
algorithm to select routes for VLs, the Kolin chooses the
shortest path in terms of used bandwidth while the DQN makes
selections based on distance. Thus, the Kolin considers load
balancing and can avoid traffic congestion on some critical
paths that the DQN might meet when placing VLs.

During the evaluation phase, from Figs.11(a) and 12(a), we
can see that our proposed algorithm achieves approximately
the same acceptance ratio of SFC requests as the Fully-
observable MAPPO. These two algorithms outperform all the
other algorithms in terms of the acceptance ratio of SFC
requests for the aforementioned reasons. When the capacity
of the MDC infrastructure could not carry the total traffic
load (traffic combinations 4, 5, and 6), the advantages of
our proposal over the others are more obvious. In Fig.12(a),
compared with the 80.46%, 76.39%, and 69.06% acceptance
ratio accomplished by Kolin, DQN, and FFT, respectively,
our proposed algorithm achieves 91.3% acceptance ratio. In
Fig.11(a), compared with the 83.52%, 78.39%, and 71.06%
acceptance ratio accomplished by Kolin, DQN, and FFT,
respectively, our proposed algorithm achieves 94.66% accep-
tance ratio. Thus, on average, our proposed algorithm improves
the acceptance ratio by approximately 13% compared with the
Kolin and 18% compared with the DQN.

From Figs.11(b) and 12(b), we can see that the One-hop
MAPPO has the least average cost because each agent can
only exploit resources within its one-hop neighbors’ scope,
resulting in the minimum traffic cost. Nevertheless, it con-
sumes the least average BW per SFC request at the sacrifice
of the most important objective: the overall acceptance ratio of
the SFC requests. Thus, its great performance in saving BW
cost is meaningless. Of all the other algorithms, our proposed
algorithm and the Fully-observable MAPPO use the minimum
average traffic cost for accommodating an SFC request. The
aforementioned VLs embedding scheme plays a major role in
accounting for this result. Furthermore, PPO-based algorithms
tune a clip ratio, which controls the step size of policy
updates, balancing training stability and fast convergence.
This innovation ensures that PPO-based algorithms have better
long-term cumulative rewards than the Kolin and DQN. Let’s
see the overloaded scenarios under traffic combinations 4, 5,
and 6 again. We can see that in Fig.12(b), compared with the
17.54$, 17.42$, and 20.3$ average cost spent by Kolin, DQN,
and FFT, respectively, our proposed algorithm has an average
cost of 12.53$. In Fig.12(a), compared with the 19.16$, 19.1$,

Fig. 11: Performance evaluation in 14-node NSFNET.

Fig. 12: Performance evaluation in 11-node COST239.

and 22.3$ average cost spent by Kolin, DQN, and FFT,
respectively, our proposed algorithm has an average cost of
15.3$. Thus, on average, our proposed algorithm reduces the
average cost by around 28.6% compared with the Kolin and
28.2% compared with the DQN.

VI. CONCLUSION

In this paper, we propose a two-stage GCN-based DRL
algorithm to maximize the overall acceptance ratio of SFC
requests while minimizing the total cost in an MDC envi-
ronment. We consider an MDC scenario where the arrival
rates of SFC requests vary from DC to DC and develop an
intelligent policy to place the VNFs and VLs requested by
SFCs. To achieve the objective, we design the GCN-based PPO
framework in the first stage and the multi-agent framework
in the second stage. Simulation results demonstrate that our
proposed algorithm outperforms other baselines. It achieves
similar performance to the fully-observable MAPPO while
converging much faster. In summary, compared to state-of-
the-art methods, our proposed scheme improves the overall
acceptance ratio of SFC requests and cost-effectiveness. As
for future work, we will design a multi-agent DRL for the
SFC embedding issue in the inter-DC EONs. Since the spec-
trum assignment scheme of the lightpath should comply with
the spectrum contiguous, non-overlapping, and continuous
constraints, the new algorithm could be different from the
current one. Another field of future interest could be the multi-
agent DRL framework. We will design a distributed training
framework and compare it with the CTDE framework used in
this paper.
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