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Abstract—Among all wireless jammers, dealing with reactive
ones is most challenging. This kind of jammer attacks the channel
whenever it detects transmission from legitimate radios. With
recent advances in self-interference suppression or in-band full-
duplex radios, a reactive jammer can jam and simultaneously
sense/discern/detect the legitimate transmission. Such a jammer
is referred to as a smart reactive jammer. However, all existing
solutions, e.g., frequency hopping and rate adaptation, cannot
effectively deal with this type of jammer. This is because a smart
reactive jammer with sufficient power budget can theoretically
jam most, if not all, frequency channels at sufficiently high
power. This work proposes to augment the transmitter with an
ambient backscatter tag. Specifically, when the jammer attacks
the channel, the transmitter deceives it by continuing to transmit
data to attract the jammer while the tag backscatters data
based on both the jamming signals and active signals from the
jammer and transmitter, respectively. However, backscattering
signals from multiple radio sources results in a high bit error
rate (BER). Thus, we propose to use multiple antennas at the
receiver. The theoretical analysis and simulation results show that
by using multiple antennas at the receiver, the BER and hence
the throughput of the system can be significantly improved. More
importantly, we demonstrate that with our proposed solutions,
the average throughput increases and the BER decreases when
the jammer attacks with higher power levels. We believe this is
the first anti-jamming solution that can cope effectively with a
high- or even unlimited-power jammers.

Index Terms—Anti-jamming, unlimited power jammer, ambi-
ent backscatter, signal detection, smart and reactive jammer.

I. INTRODUCTION

Due to the open medium of wireless links, radios are

extremely vulnerable to adversaries (e.g., jamming, eavesdrop-

ping). In particular, by injecting high-power interference sig-

nals into wireless channels, a jammer can decrease the signal-

to-interference-plus-noise ratio (SINR) at the receiver, and thus

interrupting or even preventing the legitimate communications

of wireless systems. Additionally, such an attack can be easily

launched by using commercial off-the-shelf components.

There is a rich literature in anti-jamming. The most common

type of jammers is the proactive jammer which attacks the

wireless channel with a given strategy that is often optimized

w.r.t. the victim devices’ communications pattern. To deal with

this kind of jamming attack, the simplest solution is regulating

the transmit power of wireless devices [1]. Specifically, a

transmitter can either transmit at very low power (e.g., using

ultra wideband methods so that the jammer cannot detect its

transmission) or at very high levels to dominate jamming

signals. However, this method is inefficient especially when

the jammer often attacks the channel with high power. Another

approaches widely adopted in the literature are the frequency-

hopping (FH) and the rate adaptation (RA) technology [2]-

[5]. In particular, the FH mechanism allows a wireless device

to quickly switch its operating frequency to other channels

while being attacked. On the other hand, in the RA technique,

the transmitter can adapt its data rate to leave margin for

interference from jammers (i.e., low rates are used when

being jammed). In [5], the authors combined the RA and FH

techniques to mitigate attacks from a reactive-sweep jammer

that can jam/sweep a given set of channels at a time. The

authors modeled the arm-race between the jammers and the

node as a zero-sum Markov game and obtained the optimal

policies for the transmitters by solving a constrained Nash

equilibrium problem. Similarly, in [7], the authors proposed a

stochastic game framework to study the strategic interaction

between jammers and legitimate users. The principle behind

all the above methods is the assumption that the jammer is

limited or constrained in power. For that, they are ineffective

to combat powerful jammers that can jam a large frequency

band (e.g., most channels in FH) with significant power to

thwart the transmission even the lowest rate (e.g., in RA [4]).

Given the above, in this paper, we consider a wireless

system with the presence of a smart and reactive jammer

with high or even hypothetically unlimited power budget.

Specifically, using the latest advances in self-interference

suppression (SiS) [6], the reactive jammer can discern the

victims’ activities (even while jamming) and then adapts its

attack strategy to maximize the disruption. To address the

disadvantages of existing solutions, the authors in [8] adopted

the RF energy harvesting technology to allow the transmitter

to harvest energy from the strong jamming signals while

being attacked. By using the ambient backscatter commu-

nication technology [9], [10], the authors in [11] proposed

to backscatter/modulate information on the jamming signals

so that the nodes can communicate even under jamming

attacks. However, with a smart and reactive jammer which

stops attacking the channel once no active transmission from

the transmitter is detected, these solutions are not applicable.

One may argue that when the jamming ceases, nodes can

switch back to active transmission (instead of backscattering).

However, with the SiS capability and sufficiently high power

budget, the jammer can quickly start jamming (as soon as

active transmission is detected) to damage the very first bits.

To the best of our knowledge, all current anti-jamming

approaches cannot efficiently deal with this kind of jamming

attack. To solve this problem, similar to [11] we augment the

conventional transmitter with a backscatter tag [9], [10]. Then,

when the jammer attacks the channel, the transmitter keeps

transmitting to attract the jammer while the tag backscatters



the information to the receiver through the strong jamming

signals as well as the transmitter’s signals. However, backscat-

tering signals from multiple radio sources (e.g., the jammer

and the legitimate transmitters) results in a higher bit error

rate (BER), compared with the case of a single source. To deal

with this problem, we propose to use multiple antennas at the

receiver. Through theoretical analysis and simulation results,

we prove that our proposed solution can significantly improve

the system performance under jamming attacks. In particular,

we show that the maximum achievable backscattered rate

increases, and the BER decreases when the jammer attacks

the channels with higher power levels.

Notation: The lowercase, boldface lowercase, and boldface

uppercase letters g, g, G denote a scalar variable, vector, and

matrix, respectively. E[.] denotes the statistical expectation.

CN (µ, ξ2) denotes the circularly symmetric complex Gaussian

(CSCG) distribution with mean µ and variance ξ2. |G|, GT

and GH denote the determinant, transpose and conjugate

transpose of matrix G, respectively. IM denotes the M ×M

identical matrix. I(X;Y ) denotes the mutual information of

random variables X and Y .

II. SYSTEM MODEL

Smart and reactive jammer
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Fig. 1: System model.

In this paper, we consider scenarios in which the trans-

mitter transmits information to the receiver in the presence

of a smart and reactive jammer with hypothetically unlimited

power budget. With the SiS capability [6], the jammer can

observe active transmissions from the transmitter to adapt

its attack strategy. Specifically, once the transmitter actively

transmits data, the jammer immediately attacks the channel

with its highest power level. The attack is ceased when there

is no active transmission. To cope with this kind of attack,

we deploy a low-cost tag with ambient backscatter capability

connected to the transmitter as shown in Fig. 1. Specifically,

when the jammer attacks the channel, the transmitter will

continue its active transmissions1 to lure the jammer. At the

same time, the tag is activated to backscatter data to the

receiver by backscattering the RF signals from the jammer and

the transmitter. In other words, the tag considers the transmitter

and the jammer as two RF sources to support its backscattering

1Note that the transmitter does not need to transmit the real data, it can
transmit random signals to just lure the jammer to keep the jamming signals
on.

transmissions. Note that the transmitter can easily detect the

jamming attacks by measuring packet delivery ratio (PDR),

packet send ratio (PSR), bad packet ratio (BPR) or signal to

noise ratio (SNR) [1].

If the tag chooses to backscatter to transmit data to the

receiver, it will modulate and reflect the ambient RF signals

or the jamming signals by using the load modulator [10].

Specifically, the controller modulates the information as a

stream of zero and one bits. This stream is the input of the

load modulator which is directly connected to the antenna.

The main component of the load modulator is an RF switch

such as ADG902 [9] with two loads Z1 and Z2. When the

input bit is one, the load modulator switches to load Z2,

and thus the tag is at the reflecting state. Otherwise, the load

modulator turns to load Z1, and thus the tag is at the absorbing

state. In this way, the tag can backscatter information to the

receiver. It is worth noting that although we consider a single

tag in this paper, the proposed model and analysis can be

extended to the case with multiple tags. In this case, tags can

backscatter information at different rates [9], [10]. As such,

by distinguishing the difference in communication rates, the

receiver can successfully decode the information sent from

tags.

III. CHANNEL MODEL

As mentioned in [9], [10], the tag should backscatter infor-

mation at a lower rate than the RF source signals to make sure

that the receiver can properly decode the backscattered signals.

Thus, in this paper, we assume that each backscatter symbol

period spans over N RF source symbol periods. The receiver

is equipped with M antennas (M ≥ 1). The received signals at

the m-th antenna of the receiver consist of three components:

(i) the direct link signals dtm,n directly transmitted from the

transmitter to the receiver, (ii) the direct link signals dam,n

directly sent from the jammer to the receiver, and (iii) the

backscattered signals bm,n backscattered from the tag to the

receiver, n = 1, . . . , N . The received signals at the m-th

antenna of the receiver can be expressed as follows [10]:

ym,n = dtm,n + dam,n
︸ ︷︷ ︸

direct links

+ bm,n
︸︷︷︸

backscatter links

+σm,n, (1)

where σm,n ∼ CN (0, 1) is the additive white Gaussian noise

(AWGN) [13].

A. Direct Links

We first denote sr,n and sa,n as the RF signals from the

transmitter and the jammer at time n, respectively. Similar to

several studies in the literature [12], we assume that sr,n are

independent and identically distributed (i.i.d) at every time

instant n. Similarly, sa,n is also i.d.d w.r.t n. As the RF

signals are unknown at the receiver and are usually random,

we assume that sr,n and sa,n follow the standard CSCG

distribution with zero mean and unit variance [13]. The direct

link signals from the transmitter received at the m-th antenna

of the receiver at time instant n then can be expressed as

follows:

dtm,n = fr,m
√

Pt,rsr,n, (2)



where Pt,r is the average received power from the transmitter-

receiver direct link and fr,m is the small-scale fading from the

transmitter to the receiver with E[|fr,m|2] = 1. The average

received power Pt,r is calculated as follows:

Pt,r =
PtGtGrλ

2

(4π)2Lr
υ , (3)

where λ is the wavelength, Pt is the transmit power of the

transmitter, Gt and Gr are the antenna gains of the transmitter

and the receiver, respectively. Lr is the distance between the

transmitter and the receiver and υ is the path loss exponent.

Denote κ = ( λ
4π )

2
, we have

Pt,r =
κPtGtGr

Lr
υ . (4)

Similarly, the direct link signals from the jammer received

at the receiver are expressed as follows:

dam,n = fa,m
√

Pt,asa,n, (5)

where fa,m is the small-scale fading from the jammer to the

receiver with E[|fa,m|2] = 1 and Pt,a is the average received

power from the jammer-receiver direct link which is expressed

as follows:

Pt,a =
κPaGaGr

La
υ , (6)

where Pa is the transmit power of the jammer, Ga is the

antenna gain of the jammer, and La is the distance between

the jammer and the receiver.

B. Backscatter Link

As mentioned, the tag backscatters the jamming signals

and the active signals sent from the transmitter to transmit

information to the receiver. In the following, we present the

fundamental of the backscattering process. Specifically, the

average power from the transmitter received at the tag before

backscattering can be expressed as follows:

Pb,r =
κPtGtGb

Lb
υ , (7)

where Lb is the distance between the transmitter and the tag,

and Gb is the antenna gain of the tag. Then, the RF signals

sent from the transmitter received at the tag are as follows:

zr,n = lr
√

Pb,rsr,n, (8)

where lr is the small-scale fading from the transmitter to the

tag with E[|lr|2] = 1. Similarly, we can derive the RF signals

sent from the jammer received at the tag as follows:

za,n = la
√

Pb,asa,n, (9)

where la is the small-scale fading from the jammer to the tag

with E[|la|2] = 1, and Pb,a is the average power from the

jammer received at the tag. Pb,a is expressed as follows:

Pb,a =
κPaGaGb

Ls
υ , (10)

where Ls is the distance between the jammer and the tag. The

total RF signals received at the tag are expressed as follows:

zn = zr,n + za,n = lr
√

Pb,rsr,n + la
√

Pb,asa,n. (11)

In this paper, we adopt the on-off keying (OOK) modulation

technique as in several studies in the literature [9]. In particu-

lar, the tag has two backscatter states: (i) non-reflecting state

denoted by c = 0 and (ii) reflecting state denoted by c = 1.

To allow the receiver to be able to decode the backscattered

signals, the backscattered rate of the tag must be lower than

the data rate of the ambient RF signals (from the transmitter

and the jammer). Thus, the backscattering state c remains

unchanged for N consecutive source symbols. During one

backscatter symbol period, the backscattered signals of the

tag can be expressed as follows:

sb,n = γznc, (12)

where γ is the reflection coefficient and 0 < |γ|2 < 1. Then,

the backscatter link signals received at the m-th antenna of

the receiver can be expressed as follows:

bm,n = fb,m

√

GbGrκ

Le
υ sb,n, (13)

where fb,m is the small-scale fading from the tag to the

receiver with E[|fb,m|2] = 1, Le is the distance between the

tag and the receiver. Note that (13) does not have the transmit

power of the tag as the tag only reflects the RF signals from the

jammer and the transmitter to backscatter data to the receiver.

Substituting (11) and (12) into (13), we have

bm,n = fb,m

√

GbGrκ

Le
υ γc

(

lr
√

Pb,rsr,n + la
√

Pb,asa,n

)

= fb,mγc
(

lr

√

κPt,rGb
2Lr

υ

Lb
υLe

υ sr,n + la

√

κPt,aGb
2La

υ

Ls
υLe

υ sa,n

)

.

(14)

We then define α̃r = κ|γ|2Gb
2Lr

υ

Lb
υLe

υ and α̃a = κ|γ|2Gb
2La

υ

Ls
υLe

υ .

Thus, (14) is rewritten as follows:

bm,n = fb,mc
(

lr
√

α̃rPt,rsr,n + la
√

α̃aPt,asa,n

)

. (15)

C. Received Signals at the Receiver

Based on (2), (5), and (15), we rewrite (1) as follows:

ym,n = dtm,n + dam,n + bm,n + σm,n

= fr,m
√

Pt,rsr,n + fa,m
√

Pt,asa,n

+ fb,mc
(

lr
√

α̃rPt,rsr,n + la
√

α̃aPt,asa,n

)

+ σm,n.

(16)

We then denote αd,t , Pt,r and αd,a , Pt,a as the average

SNR of the direct links from the transmitter and from the

jammer to the receiver, respectively. We denote αb,t , α̃rPt,r

and αb,a , α̃aPt,a as the average SNR of the backscatter links,

i.e., transmitter-tag-receiver and jammer-tag-receiver links, re-

spectively. Thus, we have

ym,n = fr,m
√
αd,tsr,n + fa,m

√
αd,asa,n

︸ ︷︷ ︸

direct links

+ fb,mc
(

lr
√
αb,tsr,n + la

√
αb,asa,n

)

︸ ︷︷ ︸

backscatter links

+σm,n.
(17)



Note that α̃r and α̃a are the relative SNRs which are the ratios

of αb,t and αb,a. As the receiver is equipped with M antennas,

we denote the channel response vectors as follows:

fr = [fr,1, . . . , fr,m, . . . , fr,M ]T , (18)

fa = [fa,1, . . . , fa,m, . . . , fa,M ]T , (19)

fb = [fb,1, . . . , fb,m, . . . , fb,M ]T . (20)

Thus, the signals collected by M antennas at the receiver can

be given as follows:

yn = fr
√
αd,tsr,n + fa

√
αd,asa,n

︸ ︷︷ ︸

direct links

+ fbc
(

lr
√
αb,tsr,n + la

√
αb,asa,n

)

︸ ︷︷ ︸

backscatter links

+σn,
(21)

where

yn = [y1,n, . . . , ym,n, . . . , yM,n]
T , (22)

σn = [σ1,n, . . . , σm,n, . . . , σM,n]
T . (23)

In this work, we assume that each backscatter frame consists of

T information bits b = [b(1), . . . , b(t), . . . , b(T )] where b(t) ∈
{0, 1}, ∀t = 1, 2, . . . , T . These original bits are then encoded

at the tag as follows:

c(t) = c(t−1) ⊕ b(t), (24)

where ⊕ is the modulo-2 operator [12] and c =
[c(1), . . . , c(t), . . . , c(T )] are the modulated symbols with the

reference symbol c(0) = 1. As mentioned, each backscatter

symbol c(t) contains N RF source symbols. Thus, the n-

th received sample in the t-th backscatter symbol period is

expressed as follows:

y(t)
n = fr

√
αd,ts

(t)
r,n + fa

√
αd,as

(t)
a,n

+ fbc
(t)
(

lr
√
αb,ts

(t)
r,n + la

√
αb,as

(t)
a,n

)

+ σ
(t)
n ,

(25)

where n = 1, 2, . . . , N and t = 1, 2, . . . , T . Denote Y(t) =
[y

(t)
1 , . . . ,y

(t)
n , . . . ,y

(t)
N ]T as the received signal sequence in

the i-th symbol period. In the following, we present how the

receiver can recover all the original bits from Y(t).

IV. DECODING AT THE RECEIVER

A. Recovering the Soft Message of c

To decode the information backscattered from the tag, the

receiver first recovers the received signals at its antennas. In

particular, during one symbol period, c(t) is equal to “0”

if there is no backscattered signals, and c(t) is equal to

“1” otherwise. In the following, we present the recovering

process at the receiver. First, the channel statistical covariance

matrices [15] are obtained as follows:

K1 = (h1 + h2)(h1 + h2)
H + (h3 + h4)(h3 + h4)

H + IM ,

K0 = h1h
H
1 + h3h

H
3 + IM ,

(26)

where h1 = fr
√
αd,t, h2 = lrfb

√
αb,t, h3 = fa

√
αd,a,

h4 = lafb
√
αb,a. As both the RF signals from the jammer

and the transmitter as well as the noise follow the CSCG

distribution, y
(t)
n is a CSCG distributed vector. Then, the

conditional probability density functions (PDFs) of y
(t)
n given

c(t) are derived as follows [14]:

p(y(t)
n |c(t) = 0) =

1

πM |K0|
e−y(t)

n

H
K

−1
0 y(t)

n ,

p(y(t)
n |c(t) = 1) =

1

πM |K1|
e−y(t)

n

H
K

−1
1 y(t)

n .

(27)

Based on (27), we obtain the likelihood functions of the

received signals sequence Y(t) = [y
(t)
1 , . . . ,y

(t)
n , . . . ,y

(t)
N ]T

given c(t), i.e., the soft message of c(t), as follows:

L(Y(t)|c(t) = 0) =

N∏

n=1

1

πM |K0|
e−y(t)

n

H
K

−1
0 y(t)

n ,

L(Y(t)|c(t) = 1) =

N∏

n=1

1

πM |K1|
e−y(t)

n

H
K

−1
1 y(t)

n .

(28)

B. Maximum Likelihood Detector

Based on the soft message of c(t), we can obtain the original

symbol b(t) by using a conventional maximum likelihood (ML)

detector. Specifically, the hard decision of c(t) is obtained

based on the following ML criterion.

ĉ(t) =

{
0, L(Y(t)|c(t) = 0) > L(Y(t)|c(t) = 1),
1, L(Y(t)|c(t) = 0) < L(Y(t)|c(t) = 1),

(29)

where ĉ(t) is the decision result of c(t). By substituting the

likelihood functions in (28) and using the logarithm operation,

(29) is expressed as follows:

ĉ(t) =







0,
∑N

n=1 y
(t)
n

H
(K−1

0 −K−1
1 )y

(t)
n < N ln |K1|

|K0|
,

1,
∑N

n=1 y
(t)
n

H
(K−1

0 −K−1
1 )y

(t)
n > N ln |K1|

|K0|
.

(30)

Based on ĉ(t), we then can derive the original bit b(t).

C. Maximum Achievable Backscattered Rate

We denote Rb as the achievable backscattered rate of the

tag by using the OOK modulation mechanism. Obviously, Rb

is the mutual information between the OOK modulated c and

the received signals at the receiver, i.e., Rb = I(c;y). Nev-

ertheless, it is impossible to obtain the close-form expression

of Rb [9], [12]. Thus, in this section, we present a numerical

method to derive the maximum achievable backscattered rate

R
†
b which can be expressed as R

†
b = E[I(c,y)]. The mutual

information I(c,y) is expressed as follows [15]:

I(c,y) = H(θ0)− Ey0 [H(c|y0)], (31)

where y0 is a realization of y, θ0 is the prior probability when

“c = 0” (the prior probability when “c = 1” is θ1 = 1− θ0),

H(c|y0) is the conditional entropy of c given y0, and H(θ0)
is the binary entropy function denoted as follows [15]:

H(θ0) , −θ0 log2 θ0 − θ1 log2 θ1, (32)

where 0 log2 0 is taken to be 0. As H(θ0) is independent of

all the channel coefficients, the maximum achievable backscat-

tered rate can be expressed as follows:

R
†
b = E[I(c,y)] = H(θ0)− Ey0

[H(c|y0)]. (33)



We then define p(c = j|y0) with j ∈ {0, 1} as the posterior

probability of c when receiving y0 which is expressed in (34).

p(c = j|y0) =
θjp(y|c = j)

p(y0)
, (34)

with j ∈ {0, 1} and p(y0) = θ0p(y0|c = 0) + θ1p(y0|c = 1).
We define ωj = p(c = j|y0) with j ∈ {0, 1}. Thus, we have

the conditional entropy as follows:

H(c|y0) = −
1∑

j=0

ωj log2 ωj = H(ω0). (35)

Finally, we obtain the average maximum achievable backscat-

tered rate R
†
b as follows:

R
†
b = H(θ0)−Ey0 [H(ω0)] = H(θ0)−

∫

y0

H(ω0)dy0. (36)

V. SIMULATION RESULTS

All the channels are assumed to experience independent

Rayleigh fading. Unless otherwise stated, the SNRs of the

direct links from the transmitter αd,t and the jammer αd,a are

set at 20 dB and 30 dB, respectively. The relative SNRs of

the backscatter links from the transmitter (α̃r) and the jammer

(α̃a) are set at −25 dB. The number of bits per backscatter

frame is 100. Each backscattered symbol spans over 50 RF

source symbols. The number of antennas at the receiver is

varied from 2 to 6 to observe the performance of the pro-

posed solution. In particular, we first investigate the maximum

achievable backscattered rate of the tag with the presence of

the jammer based on the analysis in Section IV-C. Then, the

BER performance of the proposed solution is analyzed under

different settings.

A. Maximum Achievable Backscattered Rate
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Fig. 2: Maximum average throughput vs. prior probability

when the tag backscatters bit “0”.

In Fig. 2, we illustrate the effects of the number of antennas

at the receiver and the prior probability of transmitted bit

“0” on the maximum achievable backscattered rate of the

tag. In particular, we vary the prior probability that the tag

backscatters bit “0” from 0 to 1 and observe the maximum

achievable backscattered rate under different numbers of the

receiver’s antennas through 106 Monte Carlo runs. Clearly,

as the number of antennas at the receiver increases, the tag

can backscatter at higher rates. This is stemmed from the

fact that with multiple antennas, the receiver can reduce the

fading effects as well as the direct link interference, and thus

enhancing the received signals in the presence of the jammer.

This also implies that under the jamming attack with our

proposed solution, one can employ multiple antennas at the

receiver to improve the average throughput of the system.

Moreover, with the prior probability of backscattering bit

“0” equals 0.5, i.e., transmitting equiprobable symbols, the

backscattered rate is maximized. In the rest of the simulation,

we set θ0 = θ1 = 0.5.

B. BER Performance

In this subsection, we investigate the BER performance of

the system under different settings. First, we vary the average

SNR of the direct link from the jammer as shown in Fig. 3.

Clearly, as αd,a increases, the BERs reduce for most of the

cases. This is due to the fact that when the jammer attacks the

channel with higher power levels, the backscattered signals

at the receiver are improved, resulting in lower BERs. In

other words, with our proposed solution, the more frequent

and power the jammer uses to attack the channel, the higher

BER performance we can achieve. Note that when the receiver

equips with only 2 or 3 antennas, the BER increases when

αd,a < 20 dB and αd,a < 10, respectively. This is due to the

fact that with lower numbers of antennas, the receiver cannot

deal with the direct link interference from both the jammer

and the transmitter, resulting in a poor performance. Again,

the more antennas the receiver has, the lower BERs we can

achieve.
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Fig. 3: BER vs. αd,a when αd,t = 20 dB, α̃a = α̃r = −25
dB.

Next, we vary the relative SNRs of the backscatter links

from the jammer and observe the BER performance as shown

in Fig. 4. In particular, as α̃a increases, the BERs of the system



are reduced as the backscattered signals received at the re-

ceiver are stronger, resulting in more reliable transmissions. It

is also worth noting that the BER performance is significantly

improved when the number of antennas increases.
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Fig. 4: BER vs. α̃a when αd,t = αd,a = 20 dB, α̃r = −25
dB.

Finally, we vary the number of RF source symbols per

backscatter symbol and observe the BER performance un-

der different settings. As mentioned, to guarantee that the

backscattered signals do not interfere with the jamming signals

and the active signals from the transmitter, the backscattered

rate must be lower than the data rate of the transmitter

and the jammer. Thus, one backscatter symbol should be

transmitted during a number of RF source symbol. As shown

in Fig. 5, with N , i.e., the number of RF source symbol

per each backscatter symbol increases, the BERs of all the

cases decrease. Nevertheless, with higher values of N , the

backscattered rates are reduced, resulting in a low system

throughput. Thus, one needs to consider the trade-off between

the backscattered rate and the value of N .
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Fig. 5: BER vs. N .

VI. CONCLUSION

In this paper, we have proposed the state-of-the-art solution

to deal with the smart and reactive jammer with high or

even unlimited power budget. This is the most difficult type

of jammer which has not been addressed effectively in the

literature. To overcome this problem, a tag is deployed at

the transmitter’s side. When the jammer attacks the channel,

the transmitter keeps actively transmitting signals to lure the

jammer while the backscatter tag backscatters the jamming

signal as well as the transmitter’s signal to send data to

the receiver. Through the theoretical analysis and simulation

results, we have demonstrated that our proposed solution can

significantly improve the system performance in terms of

throughput and BER performance under the jamming attacks.

Importantly, the more frequent and power the jammer uses to

attack, the better BER performance we can achieve.
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