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Abstract—Due to the rapid development of blockchain tech-
nology in recent years, smart contracts have been widely applied
in critical fields such as finance, insurance, healthcare, and the
Internet of Things. However, smart contracts face increasingly
serious security issues due to their unique operating environment
and programming characteristics. We focus on Ethereum-based
smart contracts and propose a high-precision and versatile
detection method to address the integer overflow vulnerability,
which significantly affects smart contract development and exe-
cution. Our method can also solve the problem of possible data
shortage. Specifically, we utilize code embedding algorithms to
convert Solidity-compiled smart contracts into spatial vectors,
thereby retaining as much syntax and semantic information as
possible. Based on this, we use Generative Adversarial Network
(GAN) to train a small sample vector dataset to generate a
substantial number of synthetic datasets. Our proposed model
combines GAN discriminator feedback and vector similarity
analysis to identify smart contracts that contain integer overflow
vulnerabilities.

Index Terms—blockchain, smart contract, integer overflow,
code embedding, generative adversarial network, vulnerability
detection

I. INTRODUCTION

Smart contracts have found extensive applications in critical
domains such as finance, insurance, healthcare, and the Inter-
net of Things [1], owing to the rapid growth of blockchain
technology [2] in recent years. In various research works
related to smart contracts, most of the work is focused on
the relatively more mature smart contracts of the Ethereum
platform [3]. However, the entire process of smart contracts,
from generation to execution, faces different security threats
and vulnerabilities [4]. For example, in 2016, the Decentral-
ized Autonomous Organization (DAQO) was attacked [5]. The
attacker exploited a recursive call vulnerability in the splitting
function, which allowed multiple token withdrawals with a
single contract call, and moved the target main chain currency
to a DAO child chain. Ultimately, this attack resulted in the
separation of more than 3 million ether from the asset pool. In

Sydney, Australia
xu.wang-1@uts.edu.au

Xu Wang Guangsheng Yu
School of Electrical and Data Engineering Data61
University of Technology Sydney CSIRO

Sydney, Australia
saber.yu@data61.csiro.au

Ren Ping Liu

School of Electrical and Data Engineering
University of Technology Sydney
Sydney, Australia
renping.liu@uts.edu.au

addition, in 2017, a bug in the wallet and Sol’s multi-signature
contract resulted in the theft of 150,000 ether from the Parity
wallet [4]. In 2018, the Beauty Chain project experienced a
security vulnerability that caused it to collapse instantly, with
a total value of about 10 billion US dollars [4].

Integer overflow, one of the common vulnerabilities in smart
contracts, should not be underestimated [6]. It refers to the
situation in which the value of an integer exceeds the maxi-
mum range of its type in a smart contract, causing the value
to be truncated and returned to the minimum value, resulting
in a numerical error. Attackers can exploit this vulnerability
to perform improper operations, such as tampering with data
or stealing assets. For example, suppose a smart contract is
used to store a user’s balance. When the balance increases to
its maximum value, adding further balance results in integer
overflow, resetting the balance value to the minimum, resulting
in an incorrect balance. Attackers can exploit this vulnerability
to gain additional assets or perform other harmful operations.

Currently, there are some limitations to existing vulnera-
bility detection methods. Symbolic execution, represented by
Oyente [7], can precisely explore the execution path of a
contract and even detect vulnerabilities by analyzing the de-
pendencies between transactions. However, its efficiency and
accuracy in detecting vulnerabilities in multi-layered datasets
are low. Fuzzing, represented by sFuzz [8], can detect path-
reachable contract vulnerabilities by utilizing runtime infor-
mation. However, it cannot automate the testing of contracts
without source code or invocation interface information.

Moreover, there are some difficulties in obtaining a large
number of smart contract source codes that meet the experi-
mental requirements. Firstly, research has shown that only 1%
of smart contracts are open-source [9]. Secondly, obtaining a
large amount of source code that meets practical requirements
may require a significant amount of time and resources due
to the limitations of the Ethereum network and the number of
nodes [10]. Additionally, manual data screening is necessary



to ensure data quality and security. In some cases, obtaining
real vulnerability data may involve privacy protection and
legal compliance issues. It should be noted that insufficient
experimental data may reduce the detection model’s accuracy
and generalization ability.

This paper proposes a data processing model based on code
embedding and Generative Adversarial Network (GAN) [11]
to address these challenges. This model effectively reduces
data requirements and enhances detection accuracy. Specifi-
cally, we first obtain the vector representation of contract code
using code2vec [12] and train a GAN model using the vector
representation of contracts with integer overflow vulnerabili-
ties. After the training, the GAN discriminator is used to detect
the target contract and obtain preliminary feedback on the
existence of vulnerabilities. Then, vector similarity detection
is performed between the target contract and the vulnerability
contracts. By using a progressive detection approach, our
model can further improve detection accuracy and reliably
identify potential vulnerabilities. Our main contributions are
as follows:

e We propose a smart contract vulnerability detection
model that combines code embedding and GAN, which
can effectively identify integer overflow vulnerabilities.

e We use the GAN model to generate a large amount
of synthetic contract vector data, which enables us to
achieve deep learning on small-sample data, alleviating
the problem of difficulty in obtaining smart contract
source code.

e We conduct experiments on 150 public Ethereum con-
tracts, and the results show that our model achieves good
scalability, high accuracy and efficiency.

The remaining sections of this paper are organized as
follows. We conduct a survey of related work in Section II.
Section IIT outlines the methodology of the detection model.
In Section IV, we conduct experiments and analyze the exper-
imental results. Finally, we conclude this paper in Section V.

II. RELATED WORKS

In the face of vulnerabilities that pose a serious threat to
the execution and credibility of smart contracts, researching
reasonable and effective detection solutions is of great im-
portance. Automated vulnerability discovery is an important
research field in software vulnerability discovery [13]. Smart
contracts, as a new type of decentralized application, have
many differences from traditional programs in terms of the
runtime environment, lifecycle, and program characteristics.
This situation also presents unique challenges for automated
vulnerability discovery in smart contracts. A large amount
of existing research focuses on how to apply existing tech-
niques to achieve better-automated vulnerability detection on
smart contracts. The mainstream detection methods can be
classified into five types: Formal Verification [14], Symbolic
Execution [7], Program Analysis [15], Taint Analysis [16], and
Fuzzing Techniques [8]. This section will focus on analyzing
Symbolic Execution and Fuzzing Techniques.

A. Symbolic Execution

Symbolic execution is a traditional technique for automated
vulnerability detection, which is currently widely used in
smart contract vulnerability detection. Its engine can provide
a symbolic virtual execution environment for the target code,
abstracting the external inputs required by the program as
symbolic values with no fixed values, and exploring program
branches by continuously solving path constraints. The main
idea of this method is to convert uncertain inputs in the
program execution process into symbolic values to promote
program execution and analysis. Both smart contract programs
and traditional programs can be abstracted as an execution
tree. In the normal execution flow, each condition can obtain
a definite answer because the program input is a fixed value, so
only one branch is explored. However, in symbolic execution,
the input value is an undefined symbolic variable. When
encountering a conditional judgment, the symbolic execution
engine will use a constraint solver to solve expressions that
contain symbolic variables. Symbolic execution analyzes and
records constraints in all solvable branches [7].

As a landmark symbolic execution tool, Oyente can auto-
matically detect various security vulnerabilities in Ethereum
smart contracts, including race conditions, timestamp depen-
dencies, unchecked return values, reentrancy, integer overflow,
and call stack overflow. Oyente constructs and supplements the
control flow graph, uses the Z3 solver to solve the conditional
jumps in the contract, determines the execution path based
on the solving result, and collects contract information during
the execution process to identify contract vulnerabilities. It
can cover most of the contract code, discover various types
of vulnerabilities, and improve the reliability and security
of contracts [7]. However, it cannot handle some complex
semantic features such as environmental variables, library
functions, and dynamic calls; it can also not detect logical
errors or functional defects such as permission control and
algorithm correctness. Additionally, since symbolic execution
is an NP-hard problem, it requires high computing resources
and time.

B. Fuzzing Techniques

Fuzzing Techniques is a dynamic analysis technique that
can detect vulnerabilities or anomalies in smart contracts
by providing invalid, unexpected, or random data as input.
Specifically, the execution process involves pre-processing the
contract, including building a control flow graph and collect-
ing function dependencies; then generating input data based
on random mutation and coverage-based feedback strategies;
executing the contract and collecting information on coverage,
exceptions, state changes; and finally identifying contract
vulnerabilities and further optimizing test cases [17].

sFuzz is one of the flagship tools of Fuzzing Techniques.
It is a grey-box fuzzing tool based on AFL, which targets
security vulnerabilities in Ethereum smart contracts. It gener-
ates transaction inputs according to the contract bytecode and
executes them in the instrumented Ethereum Virtual Machine
(EVM). By collecting feedback from the EVM, sFuzz can



detect vulnerabilities such as reentrancy, integer overflow, and
call stack overflow. sFuzz combines the advantages of fuzz
testing and symbolic execution, and can cover more code,
discover vulnerabilities that are difficult to detect by black-
box fuzzing, such as the vulnerabilities in the DAO contract
and the Parity Wallet contract [8]. sFuzz also uses an adaptive
seed selection strategy, dynamically constructs CFG, skips
functions that do not change the state, and introduces mutation
strategies for smart contracts. However, sFuzz may generate
false positives and false negatives, and may not be able to
handle some complex semantic features, and need to perform
pre-processing or post-processing to improve testing efficiency
and accuracy.

III. GAN-BASED VULNERABILITY DETECTION

To detect integer overflow vulnerabilities in smart contracts,
we first collect code snippets that contain such vulnerabilities
and use the code2vec tool to embed the code into vectors.
Then, we construct a discriminator and a generator to judge
and generate code snippets, respectively. These two models
are trained with GAN, so that the discriminator can better
distinguish between real and synthetic code snippets, and the
generator can better generate synthetic code snippets with
integer overflow vulnerability features. After GAN is trained,
the generator produces a large amount of synthetic code
to augment the vulnerable contract dataset that is used for
subsequent similarity detection. Finally, we embed the target
code snippets with code2vec and use the discriminator to
predict them. If the discriminator outputs a positive class,
it means that the code snippet may have an integer over-
flow vulnerability. Based on this, we further perform vector
similarity detection [6] on the snippet and combine it with
the discriminator result to determine whether there is a real
vulnerability.

A. Data Generation

Fig. 1 illustrates the process of generating vulnerable con-
tract data, which consists of three stages: code semantic
analysis, code embedding, and synthetic code generation. As
code2vec is designed to learn and vectorize Java source code
by default, Solidity code must be pre-processed according to
code2vec’s training rules. First, we perform a lexical analysis
on the Solidity code to break it into individual tokens. Next,
we remove irrelevant information from the code, such as
comments, whitespace, and blank lines, to clean the code and
improve processing efficiency. Subsequently, all identifiers and
literals are replaced with generic placeholders, such as “num,”
for ease of further processing. To capture the syntax of the
code, we use the Solidity compiler to generate the Abstract
Syntax Tree (AST) of the code, and assign a unique identifier
to each node of the AST to differentiate between different
node types. Finally, we generate all possible context paths
using the node identifiers in the AST to represent the semantic
information of the code [18].

After completing the semantic analysis, we train the code
using code2vec to obtain corresponding vectors. To be specific,
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Fig. 1. Process of Data Generation.

code2vec is capable of extracting path and context features
from the AST of code, which can be used to express rela-
tionships between code elements. A path consists of directed
edges between two nodes, representing the syntactic structures
passed through when accessing these nodes in the code, such
as function calls and variable assignments. Context features
provide additional information for describing code elements,
such as their containing function and location. code2vec is able
to convert paths and context features into corresponding vector
representations, and concatenate them to express semantic in-
formation of code elements. Through this approach, code2vec
generates a vector that can represent functions, variables,
operators, and other code elements. Finally, code2vec connects
all code element vectors to form a vector representation of the
entire code segment. Here, the following formula is used to
perform code embedding:

c=Y_ap; (1
i=1

pi = H(si, t;,15); )

In this formula, c represents the vector representation of the
code snippet, n is the number of AST paths, a; represents the
attention weight, p; represents the vector representation of the



i-th AST path, s; and ¢; represent the vector representations
of the start and end points of the path, r; represents the vector
representation of the node type sequence in the path, H is the
neural network function.

Finally, we import the obtained vector dataset into a GAN
for training to generate substantial synthetic data. The GAN
model consists of a generator and a discriminator. In our model
training process, the generator generates synthetic Solidity
code vectors, while the discriminator differentiates between
synthetic and real code vectors. Specifically, the generator
takes random noise as input and generates synthetic Solidity
code vectors by learning the distribution of actual Solidity
code vectors. The discriminator takes two inputs, the synthetic
and real Solidity code vectors, and outputs a value indicating
whether the input code vector is synthetic or real. During
the training process, the generator gradually learns how to
generate synthetic vectors that are close to the real Solidity
code vectors, while the discriminator gradually learns how to
distinguish between synthetic and real vectors. The loss func-
tions for the generator and the discriminator are as follows:

LG = _Ezwp(z)[logD(G(z))] (3)

LD - 7Ew~pdam(7;) [IOgD(I)]+
E.p(x)llog(1 = D(G(z)))]

L¢ is the loss function for the generator, Lp is the loss
function for the discriminator, G is the generator, D is
the discriminator, x is a real statement, z is random noise,
Pdata(x) is the distribution of real statements, and p(z) is
the distribution of random noise. We can consider that GAN
has finished training when the generator and the discriminator
reach the Nash equilibrium [19]. In the completed training
process, the generator will be able to generate synthetic
Solidity code vectors that are similar to real Solidity code
vectors. These vectors can be regarded as synthetic contract
vectors. In this way, we can generate a large number of
synthetic contract vectors to augment the vulnerable contract
dataset. The expanded vulnerable contract dataset will be used
for subsequent vector similarity detection.

4)

B. Similarity Detection

Fig. 2 illustrates the process of vulnerability detection,
which can be divided into two parts: GAN discriminator
analysis and vector similarity detection. During the GAN
training process, only contract vectors containing integer
overflow vulnerabilities are used as inputs. Therefore, the
discriminator trained by GAN can not only distinguish real
and fake contracts but also detect whether the target contract
contains integer overflow vulnerabilities. Specifically, the tar-
get contract is converted into a vector and is input into the
discriminator. If the discriminator returns True, it means that
the contract may contain integer overflow vulnerabilities.

If the GAN discriminator returns True, we will further
examine the similarity between the target contract and the
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Fig. 2. Process of Similarity Detection.

vulnerable contract set. To achieve automated detection, we
consider using vector similarity as one of the detection cri-
teria [20]. In the data generation phase, we use code2vec
as a pre-processing method to obtain contract vectors that
contain both the structural and semantic information of the
source code. Based on these vectors, vector similarity can
more accurately and quickly determine the similarity be-
tween Solidity codes. Specifically, cosine similarity [6] and
correlation coefficient [21] are used to calculate the vector
similarity between the target and vulnerable contracts. The
specific formula is as follows:

cos(x,y) Z ”x Yi 5

[yl

1 21 (@5 — )iy — i)
n ; \/Zj:l xj —T)? Z;nzl(yu —i)?

where = represents the vector of the target contract, and y
denotes the vector collection of the vulnerable contracts. Let
y; be the i-th vector in y, n be the cardinality of y, and m be
the dimensionality of x. Furthermore, let z and ¥; represent
the mean values of the vectors, cos(z,y) denote the cosine
similarity between two vectors, and r indicates the correlation
coefficient.

When the cosine value and Pearson correlation coefficient
approach 1, it indicates that the target contract is highly
likely to have vulnerabilities. Here, we will calculate the
weighted average of cosine similarity and Pearson correlation
coefficient, and determine whether the target contract contains
an integer overflow vulnerability based on a threshold. We
will analyze and select appropriate weights and threshold in
Section IV. By combining these two detection methods, we
can significantly improve vulnerability detection accuracy.

(6)

IV. EXPERIMENTAL RESULT AND ANALYSIS

In this section, we will initially outline the experimental
setup, followed by determining the essential parameters for



vector similarity through conducting experiments. Further-
more, we will compare and analyze our method with other
existing schemes.

A. Experimental Setup

Our experiments are conducted on a Windows 10 (x64)
computer equipped with an Intel Core CPU (2.30GHzx8),
16GB (3200MHz) memory, and Nvidia GeForce RTX 2060.

We collect 200 Solidity-compiled smart contracts from the
Etherscan platform [22] and divide them into two datasets.
The Training Set comprises 50 smart contracts, all containing
integer overflow vulnerabilities and are used for training the
GAN model. The remaining 150 smart contracts are classified
as the Test Set, which is used for experimental analysis. No-
tably, the Test Set contains 70 contracts with integer overflow
vulnerabilities, while the remaining 80 contracts are normal
contracts. We generate 1950 synthetic contracts using the
trained GAN model. These synthetic contracts are combined
with 50 real contracts from the Test Set to form the vulnerable
contract dataset, which is used for vector similarity detection.

B. Experimental Analysis

We use Accuracy in the confusion matrix [23] as the
evaluation metric for the detection model:

ACC = (TP +TN)/(TP+TN + FP+FN) (1)

T P represents the number of true positives, 7'N represents the
number of true negatives, F'P represents the number of false
positives, and F'N represents the number of false negatives.
The accuracy of the detection model can be evaluated using
the confusion matrix. The higher the accuracy (ACC), the
higher the precision of the model.

Before the experiments, we define the formula for the vector
similarity results as follows:

S =0.5[cos(z,y) - W +7r-(1—-W)] (8)

S is the result of vector similarity, W is the weight of cosine
similarity, and 0 < W < 1. When S is greater than or equal
to the threshold value 7' (0 < T < 1), the target contract is
judged to contain integer overflow vulnerabilities. When S is
less than T, the target contract is judged not to contain an
integer overflow vulnerability.

We first use experiments to determine the weight W of
cosine similarity. We set the threshold to 0.85 and adjust the
value of W to observe the change of model accuracy, as shown
in Fig. 3. Through experiments, we set W to 0.74, at which
the model achieves the highest accuracy.

After determining the value of W, we also need to deter-
mine the value of the threshold T through experiments. The
experimental results are shown in Fig. 4. To balance the FP
and FN rates, we set the threshold of our model to 0.9.

0.9
0.8
0.7
> 0.6
Q
g
= 05
Q
o
< 04
03
0.2
0.1
0
0 0.2 0.4 0.6 0.8 1
Weight of Cosine Similarity
Fig. 3. Experiments on the Weight of Cosine Similarity.
1
0.9
0.8
0.7
> 0.6
Q
g
505
Q
Q
< 04
0.3
0.2
0.1

0 0.2 0.4 0.6 0.8 1
Threshold of Vector Similarity

Fig. 4. Experiments on the Threshold of Vector Similarity.

C. Comparative Analysis

The Test Set is used for comparative experiments, which
contains 70 contracts with integer overflow vulnerabilities and
80 contracts without vulnerabilities. To verify the detection
ability of our model, we set up four control groups: one
only using GAN discriminator analysis (Model «) and the
other only using vector similarity detection (Model ), as
well as the previously mentioned Oyente and sFuzz. The
detection results are shown in Figure 5. Model « did not
consider the similarity of contract vectors, and it missed some
important structural and semantic information in the contract
code, resulting in many FPs. Model 3 only detected based on
the vector similarity between the target contract and the vulner-
ability contract set, without combining the GAN discriminator
to pre-filter the contract code, so the detection accuracy was
only 73%, and failed to reach the ideal detection level. Our
model achieved a detection accuracy of 78%, second only to
Oyente’s 81%, and outperformed the other three control groups
in terms of detection performance. As shown in Figure 6, we
conduct experiments to measure the efficiency of methods by
calculating the average detection time for each contract. It is
obvious that our model has much higher detection efficiency
than Oyente and sFuzz.
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V. CONCLUSION

In this paper, we proposed an intelligent contract vulnerabil-
ity detection model based on code embedding and GAN. Our
model combines the analysis of GAN discriminator feedback
and code vector similarity to detect integer overflow vulner-
abilities in smart contracts. By using GAN, we can generate
a large amount of synthetic contract vector data, which can
preserve the structural and semantic features similar to real
contracts. GAN enables our model to achieve efficient vulner-
ability detection performance on small-sample data, effectively
alleviating the data scarcity problem. Experimental results
demonstrate the feasibility and effectiveness of the proposed
model for detecting integer overflow in smart contracts. In
future work, we can explore expanding the model to detect
more types of vulnerabilities.
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